=L

X B

HHTEDLV AT ALVLOREIT., B—LICk o TRARY £4, 72L& xIE, [V A4 MNEFE
(Site Admin) |3 XN [H A ¥~ —H K — k= —H— (Customer Support user) | 2 —/L&Ff>
=P —DHHR, [2—P— (Users) | A7 v araERTEET,

B ZDEH (1 ~—)

EEL—L (3 N—Y)

LT Y (4N—Y)

e =t (5 =)

T A Ny ary (27—)

e RE (27 =)

e x—/L (30 X—Y)

e ZAa—7 (43 X—)

cTFU R (44—

o —H (Users) (47 ~2—)

OJDEHE
A4 FEEEIL. Vs RUDOEMICH LT ES = g o —0 [EH (Manage) ] A == —

DFIZdHD [EHEr Y (Change Log) | ~—IICT 7 ®ATEET, ZDOX—|ZIE, Cisco
Secure Workload TITHONTZRBIOEEANEN T X TR RINET,

#t B



B ovoz=

1:[Z% 0% (Change Log) ] R—

Filters @

Change At

May 24 2019 03:05:06 pm (PDT)
May 24 2019 03:05:06 pm (PDT)
May 24 2019 03:05:06 pm (PDT)
May 24 2019 03:05:06 pm (POT)
May 24 2019 03:05:06 pm (PDT)

May 24 2019 03:05:06 pm (POT)

BEF T RO

Type

Capability

Capability

Capability

Capability

Capability

Capability

Action

(o]

e

destroy

Details

#x |

Change By
NA®
NA @
NA®
NA®
NA @

NA®

FEAMIE, [AHE HEF (ChangeAt) 15OV > 7% 7 Vw735 EERTE

FT, ZOX=TIE, BEINTZT7 4 —/VROEFERIEEERDORF v T gy MR, [
HH (Before) | & [£AH#% (After) [ICERINET, 74—/ RIITHEINA BN EENHHE
NI £9, Secure Workload &fAZ @ L TRz & =12, OB Tl LI flibhFE LT

WD D IR D13, A D DOIRPS LI £,

2:[EFE OS5 (Change Log Details) ] R—

Change Log Details for Capability (60f1dc0e497d4f4854625b69)

Version

Change At

Change By

Action

Before

After

1
Jul 16 2021 10:20:46 pm (EEST)
N/A®

create

app_scope_id: €0fldc0edd7d4£4854625b65
ability: "AGENT INSTALLER"
role_id: €0fldc0edd7d4fdE54625b67

Full log for this Capability »

TUTAT A DEEICETD5ERRY A ME, A EBICHD [ZO<ZUT 4T 4 XA T>D5%
2721 2 (Full log for this <entity type>) | &9 XA MDRZ L %7V v 75 ELRKRTX
F9, ZON=VITE, BEEOFEMALRINET, £, =T 4T 4 OBHEOREICHE

THERD D DAL, [BUEDIREE (Current State) [ IZF RSN E T,
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I ax

IREIIL—IL

gEr—n [

R3:IVTA4TADRELEEQS

Change Log for Capability (60f1dc0e497d4f4854625069)

Current State

id: "60f1dc0ed97d4f4854625b69"
app_scope_id: 60fldc0ed497d4f4854625b65
role_id: 60fldc0ed97d4fdB854625b67
ability: "AGENT INSTALLER"

inherited: false

Version 1

Change At Jul 16 2021 10:20:46 pm (EEST)
Change By NAD
Action create
Before
app_scope_id: 60f1dc0ed97d4f4854625b65
Afer ability: "AGENT INSTALLER"
role id: 60f1dc0ed497d4f4854625b67

YA NEBELHARITI—YR— 21— =L, Vs FVOEMIHL T B —v a3\ —
O [EE (Manage) | A == —M»5 [N /L—/L (Collection Rules) | X—VIZT /B ATEE
4, ZO_X—UZ1X, Cisco Secure Workload =— = F 2 EITL TCWA AL v F THEH I
% VRE QD= R = TR — AR X TERRSNET, 4 VRF ZLIZT =T VOIThH
D ET,

AAYF~ADEHA

JL—IL

AA T O/N—= R =T R_R—=T g 2L > Tt #HED VRF OD/L— V& HAR— F LT
BAandHn 3, ZOHEIE. 1 DO VRF TOIR[AA »FIZi#EH (Apply to Switches) ] F =
IRy P RAeF AZL T, ZOVRFD FIZHDLT X TONL— L EEHZLTIIEIN, AL v
FWBEELD VRF D)L— L& PR — F L TNDEAIEL, BT 5T XTO VRF T[AA vFIZ
#H (Apply to Switches) | T = v 7 Ry 7 A% A AT LET,

VRF O [faf (Edit) | RZ %227 Vw27 LT, ZOUEL—NVEERLET, 774/ KT
iE. TRXTOVRFIZ2ODT 74V DOF ¥ v FA— b — /M Lo TRESNET, 120
IPv4 (0.0.0.0/0 1NcLUDE) AT, & 9 1 DX IPV6 (::/0 1ncrupE) FHCY, ZNHDOT 7 41 b
N VFHIBRTE £ 32, HEIT-o TSN,

SHRDUEN—NERSIN— L EZBINTE LT, AR TRy FEAN L, O&F 703k
HETRIRL T, L— @B (AddRule) 1227V v 7 LET, ZhbHOL—LOEERED,
RS w77 KRRy 7 THETEET, VAMNNOAL—LEZZ ) v 7 LImEERT v L
T, EFEH#EST L7200 T,

#t B



B =cEx

BEHENAAL v FICKMEEIND ETITEG PO DHE0R3H Y £, VRFU A MIEDICIX, AL
Wi [R5 (Back) 1A% %27 Y v LET,

& E

NV —L X, BERIEM ORI RS E T, BRI ZRET DI, ETLVT 4 v
I AD—FIITOINERE e BAONICERINSL—E, BEOTXTOL—L L) HELES
nWESF, fl

1. 1.1.0.0/16 INCLUDE
2. 1.0.0.0/8 EXCLUDE
3. 0.0.0.0/0 INCLUDE

Eieoflcix, 7 x> b 1.1.0.0/16 ZBEWTC, 7% b 1.0.0.08IZETHTXTDT R
ARSI TOET,

NE 2 28 88 L 72 Bl o 45
1. 1.0.0.0/8 EXCLUDE
2. 1.1.0.0/16 INCLUDE
3. 0.0.0.0/0 INCLUDE

EROBITIE, 7Ry F1.00.08ICETHTXTOT RLARASINTHET, L—F
B2, 7%y M LT CIEERDONL— LN EEZINTWAEH, 2 ClETEINE
A,

aLsyg 43

YA MEBEBELHAREAI—HYR—bDA—H—F, V1 NvokElichdresr—yvay
N—=D[7TF v b7 x—24 (Platform) | A==2—D FiZH D[22 L7 Z (Collectors) ]2— T
TI7REATEET, ZOX=VIE, BUEHE SN TV LT RXTOa L7 ZRERENET,
Cisco Secure Workload =— = > MM, I vy arE&nkalL s 2 ii7n—r—4 &2 %&ET
L7, Ay varENETRTCOaLy ZRHMFRETH L Z ENEETT, 774/ b
T, TRTOa L7 ZFEHICEFEEZ T = v 7 S, EFHICESWTaIyva s
kT alvvarangd, (B#aI vy a4 7 87U b (Auto Commission OptOut) ]
NNV EBHALTC, ZOHBESNEZT o AN T v T hTEET, ZO NV EL Y
T 5L, B0 FIZHD [HE (Play) 74 a2 & Bk (Stop) |74 a2 =/HHL
T, aIyvarkraliyraryNTEET,




o
I ax

Y~ |

4:[a L% 4% (Collectors) ] R—

Name 11 w1l TCP Port 1) UDP Port 1L Health 1] Health Details T1 status T Auto Commission Opt Out Manual Action
collectorDatamover-1 172.21.156.182 5640 5640 it Commissioned ® J
collectorDatamover-2 172.21.156.183 5640 5640 it Commissioned ® J

=1t

WD X Iz, EEE (Secure Workload 7 7 A X T &) O AZRE TE £,

7™ kN2 HTTP e

Cisco Cloud 2> FOEHA TV Pz AT —F%y "BRBEENRL LY ICT A2, 7
7 AT RHTTP 8ty b7 v 7752 L2 HRELET,

"
% B

T B —TFTARXT 7 hNNTY RHATTP Y 7 = A T, HTTP 7B F T OFEICMZ T, =
VHE—TTFGAR Ty AT T —)v T U hT R L—/L 5 periscopedtetrationcloud.com 35
X O uastetrationcloud.com ~D 87 7 ¢ v 7 ZFFA T HRENH L GENHY £, LT %
ZHL T ZE0,

periscope.tetrationcloud.com ~® TLS #fei%L, BEAOMegsME 2 kA3 2 7= D& miA 7V
Cx AT =R EHRETAEOIEHA IS NET, L2 T, Cisco Secure Workload Tik, K
A A D X509 FERAEDEL CAFEHE% . Secure Workload (21 B DE#E T 5 /1— b CAFE
HELRE LT, FAAL UAOEBEMEEZHEET 2 2 EBARAIRTT, X509 EHTF=— 2%
SATDHE BEDEFICEFELRI R ET,

5: 77 kNt K HTTP 6

Enable Outbound HTTP @D

Status & Tetration Cloud Connection &

Enable HTTP Proxy @D

Host
Port
Username

Password

#t B



B oy ox—corve—o

YA PEBELHREAI—HYR—bDA—H—L, 77 T RHTTPHEILT 7 B AT
£9, ElOFES—2arn"—T, [Ty bT+—L (Patform) [>[7 % ks3> FHTTP
(Outbound HTTP) 1227 VU v 7 LE7,

J4—I)L S BA
K

Status Secure Workload 7 77 A 7 > A )% Secure Workload Cloud (27 7 & A2 L C&A
TV ATy NOEHFERIGTE L0 EIDERLET, AT —HF X
Fro X, BHERLEI V7 LTHRNYH—TEET, RO HTTP 7 ¥
VERE X LT, Secure Workload EBRRIZEE-SW T HTTP V' 2 % VR E LA T
xFET,

Enable DX T a rBEMMIR S TWAEE, T TOI/E HTTP #fi T HTTP 7' 1

HTTP I xonmmanET,
Proxy

Host HTTP 7o ¥ KA T RL &

7l HTTP & % ¥R — &5
(Port)

Username| HTTP 7' 1 % o % — 3— 73 Basic RBaAF 2 H T 2 G IC DO BB T4,

password |HTTP 7 & % o H—/3—73 Basic FRaF A T 55 S IC DB NLEE T,

O oR—SDAyE—T

YA FEBELHAREIY—YR—bI—HF—F, VA A =TT —WP—|ZERINDE
K 1600 LFOA v E—VF AN TEXET,

B7A N Ry VEERELFER TSI Ao ES =g UN—T, [TT Y
k2 #4—L (Platform) ]>B45 4 o R—=SMAy+t— (LoginPageMessage) %7 U v 7 L
7,

w3 UETE
tnn~#~ﬁ£®74bwt//a/&4A7Wb I, T THEERTE 9, ORI
TTIAT VAT RCO2—YP—TEAINET, 77fw%®74bwﬁ//a/%ﬁ
1R CF, 74 Kty v a COfkERKRRIZ, 59006 24 RO CRETEET, By
varHALTU ML, ZOEPMRTEIND ETIL, 22—V —DFFEE Nty a U TH
TR0 F97,

A NEBE L DA —Y R — b2 —WF—X, ZTOREIT7EATETES, Eflo)TE
J—vary N—7T, [BEE (Manage) |>[tv i 3 UE&FE (Sesson Configuration) 1 %72 U v
7 LET,




=
ax

AN

Al D

sazinzz [

=1 —

aX

X JE

IOFTvarERMNCTLE, RBAFEINSY AT MIERD ZENTEE T, RAEOHED
A7 a X, Lightweight Directory Access Protocol (LDAP) & 2> 7L A A4 (SSO)
T, ZOF T arEZBAhITHE, YA A THTRTO—F =03, BRLIZAT =
ALZAEH U TERAEZIT 9 £ 912720 £7°, 47T [Use Local Authentication] 747> = 3 F
Bhiga—PF =N NEAIT, LDAPEHRNIE LS RESNTNWDZ L 2RI 52 L NEE
T9, #ExN 57 7m—F1%, [Use Local Authentication] 47 3 &4 I LT, YA
FEBEFEOD 7 A /fﬁﬁ%‘fﬁ“DH—lel/um AESNTza—HF =27 LY 1)\?5?5?”6ﬁ/£’(
To ZOa—P =L, LDAPHIELSKHREISNTND Z L LM TEET, HESIERICE
My TFENEL, 2= —REET7 o —T[u—b/BiEZHH (Use Local Authentication) ]
FTvarwaAT7ICLT, 20— =2 RRRECBITSE L 2L TEET,

P A MEBE X, SAMNBEEROBMESC — =Y A A ORI EOT S TN OIN
TNy T A=A TEET, THXPIMTREIEDT 7N v 77 (External Auth Debug) ]
FTFar kA ATTHIETHMICTEET, ZNE AT 5 e, HNByeaile 7 A
t— 0% Texternal auth debuglog] & WO LBIOBDOR T 7 7 A MIZEZAENET, T3y
TWRET Lizh, [IMBERIED T /N 77 (External Auth Debug) ] #4712 LT, &Ry7ea 7R
0777 A MIEESAENRNELDICTLHZE2BEIOLET,

)

GE) [Use Local Authentication| 47> 2 NIRSNTWAH L HIL, 2—HF—TLIZHEMTTHZ
LT, =P —IWNFRBIEE NA NATEET, ZOF 7T a3 %, INTREEDR BN /2> T
WHGEDELE X o —VEFERH LT, Vo nba—Y—HEE7e BT 5 HETHLA
MZTHZ ENTEET,

HEENF N> TWAGE AR, SSO M L7AMEFRERHER SN AFBFET 7' v —F CT7,

)

GE) 37150 U —ALIKE, HNEERGEEE » 3 9 v OIS 6 A6 9 It RE S E L=,
ZORTEZ., ANEHEREEETIIA T LI ROARICE SN E T,

YA FEBERLBLOHREAI—YR— b1 —H— 3, SEGEERETCE £, Ao
=g =T, [FFv kT x+—L (Platform) ] >[4 &8525E (External Authentication) ]
7V vy LET,

#t B
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B sszaons:

6:SMAREREEDERTE

@ Cisco Secure Workload ®Default ~ @ L. | Wb

External Authentication Config
Enable
Enable Auth Debug A
Authentication Type
LDAP v

Save

7 EREREEDRE (R E)

Cisco Secure Workload ®Default + @. L.
SSL
Verify SSL

CA Certificate

— Hide CA Cert

Admin Credentials

Admin User

admin@secure-workload.com

I Ry =N




BRE

sazinzz [

8:SMERFRELDERE (Fi=)

@ Cisco Secure Workload ®Default ~ @, L. | Wi SECURE
SSL
Verify SSL
CA Certificate

[ + Show CA Cert

Admin Credentials

Admin User

Admin Password

P

Ldap Authorization

Note: Please wait for a minute after the LDAP
config is saved successfully before
attempting to test the LDAP connection

LDAP Group to Tetration Role Mapping @ Create Mapping
Apply member group to Tetration role Site Admin | Edit

Apply member group to Tetration role Global Application Enforcement Edit

[

BRE




g |
. Lightweight Directory Access Protocol (LDAP) MD:%7E

9: SV ERERGEICRE T A E L

@ Cisco Secure Workload ®Default - @. L. | el sECURE

External Authentication Config

[J Enable

Warning:
» Updating External Authentication will log all the users out of all active sessions
« This option will also force your current session as well as other Site Admin users to
authenticate using "External Authentication" credentials unless "Use Local

Authentication" is enabled for the user. We advise you to have at least one locally
\ authenticated user by turning on the "Use Local Authentication” option for the user in
users edit flow . The user guide provides more information on local authentication
Enable Auth Debug 4
Authentication Type
LDAP ~

Lightweight Directory Access Protocol (LDAP) MDE%TE

DX T arEBERTSHE, LDAPAMEHA L Ca—Y—28iECc&x 9, 2F0, ZhEA
T DL, TRTCOZ—F =Rl T NEh, ZOHOYA A 2 TILLDAP DET A —
NENRAT— REFEH L CGRIESNET,

[T =27 v—var] BAMNIR>TOL5E, BUELDAPITGGEA I =X L& LTHER S
TWERA,

LDAP NENI > T DIEA, LW — —%2ElT 5720 0HREY —7 7o — 1 3ko &
B TI,

YA FEEEIL, HILO—F =N LDAPRETHD TR A T 5N, £TEFA—LT
Frina—¥—%/ERk L., LDAPGRIEORE (AD #GE) L Tl e&Hz2E v 4 Thr Lo
BEIWLET, FrLna—P—n@in—/L72 L TLDAP TV A ' LIzHE. T 74/ b
DOvu—/LFa—F—ZE8 Y {TONETA,




o
ax

Lightweight Directory Access Protocol (LDAP) (D&% .

10: Lightweight Directory Access Protocol (LDAP) (D&

(C) Cisco Secure Workload ®Default ~ @. L. | ‘b SE

External Authentication Config

Enable

Enable Auth Debug &
Authentication Type
LDAP

User Creation
Auto Create Users @

Server Settings

Host

Port

636

Email Attribute

mail

Base

SSL

J4—ILK R AR

aA—H—DBEEMERK [—W—DHEMER (Auto Create Users) | &4 1295 &, #lED

(Auto CreateUsers) | o 2/ f UARFICEEYS o — ' — ME(E L2 WA IS — T —BMER S 1
FT, ZHUTED . FA MEEFIL, 2V —0n s a2
LRNCZ—Y—Z2FHCT oY a =0 7T H0ERRL 20 £,
Secure Workload 7 7 ¥ A % [ —H% — (Users) | X— 3 CTHE)TIE
L7 2 — P —IZHIRT 2 0ERH LG E1X. 2047 v a i
TICTHMERHY £,

Host AREIZEH S % LDAP AR A b,

R—k (Port) PREIZAEH S5 LDAP AR — k,

A—)LEH (Email HfkDOEF A —/L %K T LDAP B4,
Attribute)

Base Z— =R S % LDAP ~— A DN,

SSL bz A2 LC, Mdaps//) AL ET,

SSL #&FE (SSL Verify) |#— R—@ZEBEIC ST, 2B KA A >4 (FQDN) 7¢&
DY —_—@ SSL gt a R L E9,

#t B



B wrrsEoT vy

#x |

J4—ILF

Bl

SSLEREL/BEEAE (SSL
Certificate Authority
Cert)

LDAP % —/3—@ SSLFEAAED B L FEAE, — —0OiHET =—
U EAMICRGEE T E WA ICLETT,

EEEIL—Y (Admin
User)

LDAP $— "—Zxf LTS > R D720 S 415 LDAP &8l
Fa—HY—4 (Secure Workload == —H—"TiI72\) , fll : [2—
P—J@[ FAA L ELIB[FAAL N Z—H—]

EPE/NRXID— K
(Admin Password)

LDAP $— 3= 2% LT/ o KT 572D H &5 LDAP & B
FHNAT— R,

LDAPEEEE (Ldap
Authorization)

LDAPFEEEIL. [LDAPFRGEDOFRE (ADFREE) | TaH I TV 5
X2z, BT LTHERTLIZENTEET,

LDAP t5 R BN/ D & |

[Use Local Authentication| 473 a VS HEZNI /2> T\ AHa—

P—ZR T RTOa—F =Ny arnbu 7y FEiLET,

[RAF (RA1E) | REZ %22 U v 745 E, LDAP R ARIETX £9, LDAP MERLANIE 37 (2 1%
FSNT-1%. LDAP #tx 7 A T AHIIC 1 plfF>Z L2 LE T,

[#feD>7 A I (Test Connection) ] AN% » Z il L C LDAP #pl & /17 L7-1%. LDAP #fii %
TANCEET, THICRY, ANWENTERE e 7 A A L CTLDAP H—/ " —{Zxt
FBAA L RBRITSET,

11:3857—-7R—

User exists User
in tetration successfully
Ldap is User is looked AD user is local db authenticates,
setup on the up on AD under found and
Company hebaseON | | me
page by site m”'(':gure“ in credentials
the Compan ; :
i i e :re;;:lirtlielg User doasn't User is created
Bekings g b in the local db
tetration *| and
local db. sucoess_.fuliy
User looku User credentials authenticates.
failure check failure
User lookup
failure or

LDAP BIRED T /8w 4
LDAP #:5: DT A MRRFIZ T —0N A LA, ROEEZHERL T TEE N,

credentials chack
failure resull in a
login fallure on
Tetration




o
ax

wap ZiEnzE Aoz |

« LDAP HHE OBEMEMNBIE LWV E I AR LET,

e RA R, R—h, SSL 72 EOEHINT A — X R L ET,

« Secure Workload UI VIP 725 LDAP #— "—(ZH[FETE 50089 1 E R L E£7,
cAD V= R—B@ L T\ DN E I nEEELE T,

* [ldapsearch] 72 EDa~ > RT A Y — VBt OFFM L L BITHM LT, NA U FTED
MEDIEMERLET,

a—YP—ou A P T —NRAE LRSI, UTZ2MRLTLIEE N,

« = =75 LDAP B3 2 19 D fifl> Web ¥ RMI LDAP =7 A T /A T
EHMEI DEMERBLET

« BED LDAP HETHEINTND [HAD ] DNBRELWMNE I NEHBLET,
[ldapsearch] Ze EDa~ 2 KT A Y — L& LT, BADNIZK L Ca—F—2H#Ed
HTZETHEITTEET,

A A=/ Ca—F—%fFET 5 [Idapsearch] 7 = U DOH

ldapsearch -H "ldap://<host>:<port>" -b "<base-dn>" -D "<ldap-admin-user>" -w

<ldap->admin-password> " (mail=<users-email-address>)"

LDAP SEREDEXE (AD F2EE)

Active Directory 7 uE 1%, SMEEREE LDAP % E D [BHE B (Admin Credentials) ] 7

v =3 T [LDAP G%iE (LDAP Authorization) | T = v 7R v 7 A& HMWITH I L THETE
F9. ZOREFAMNIT DL, A NEHEIL, LDAP @ [MemberOf| 7 /L—7 D~ v &
VI RLLTED® 7 3 O Secure Workload @ — /VICRRET AMENDHV £, T 74/ KT
X2 DOBREN/2N 8, Active Directory =—H—(X 1 7' 1 > 23T HHI1IZ, 1 DL, ED Secure
Workload = —/L & FHNIIRET DMLENH D £7,

LDAP FMBRBAEN B I 22 > TV DA . LDAP MemberOf 27 /L — "™ Secure Workload &= — /1
DYy E T ERETDLENRHY T, [v B 7 OER (Create Mapping) ] Zf# H]3°
% & LDAP MemberOf 7 /L — 7fi % Secure Workload & —/L{Z~ v B2 7925 K HITRRETE
9, = Fay ¥y ron—iE, &t L7 ¥ CEIRS NI E SO THEATICA
NENTWET, vy EVIRRfFESND L, TRTOZ—HF =L, ZOBROB T A URFHTZ
NODEIZHESNTHARINE T,

~ v EUZE, WA, RE. TR TEET, vy BV IN0EHT, Fo%on
T A VR —ZE D YT H e — S KBS vE T, iR 50 O LDAP MemberOf 27
JL—"7"735 Secure Workload 7 —/L~D~< v B 7V B E TE £97,

LDAPMemberOf 7' /L — 74 O EBITFF AT S EHA, 72771, #5D LDAPMemberOf 7' /L —
TEEILO— My B I TEET, HEOIN—TRE L — My BT ENTVD
Le. &t~y B 7L, Secure Workload 7 — /L2 —%4" % LDAP MemberOf & L Tz —
P—TRIFSNET,

#t B
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12: Secure Workload A — )LDty =7 v F~®D LDAP 7 )L — T

LDAP Group to Tetration Role Mapping @ Create Mapping

Currently no LDAP Group to Tetration Role Mappings have been setup.

Setting up these mappings will assign appropriate roles to user on login. Having no mappings will result in users having no role assigned after login.

13: Secure Workload 0 — )LDy E 5 ~D LDAP 7' )L— T

LDAP Group to Tetration Role Mapping @ Create Mapping

= Apply member group to Tetration role Site Admin ‘ Edit ‘
= Apply member group to Tetration role Global Application Enforcement Edit ‘

A NEHE L, 22—V —RNREIZRD LIZa 7 A Vb B LM — Y — D
WEFALT, Loe— <y 7SN —LOE ) Y CEFHETEET,

)

GE) [ [Use Local Authentication] 47> 3| 7y ar TRENTWS LT, 2—HF—2

CEMET DL, 22—V SN & A SN2 TEE T, ZNHO=—H—L, ADBFEA
WCRESNERIAFT o 24 2 LET,

14: 94 8 1 —H—1E4R

@ CiscoTetratizn  usEr DETALS EEEIER © Voritoring - @ - @ -

[

& °

© User Details

Email

First Name

Last Name
=
Warning: Switching Scope and 'Show All' selection will reset selected roles.
&

Use Local Authentication [ ]

Role assignment for this user is currently setup by the Site Admin. Please contact the Site Admin for role updates to this user or choose 'Use local authentication' to override external
authentication and assign roles manually.

Role assignment is set up here.

SSH Public Key Import &

API Keys

No API keys.

‘ <Back to Users List Next >

RBEEREMEInD &, 22—V —Fl7rn— FrLna—HF—=7T 7 FoE (48 ~<—
D)) BIOa—Y—HEET7To— ([2—F—=Thv o FOWHE] ) TiE, FHTOD Secure
Workload & —/ ViR IFHFRIESNFEE A,



war Zitoxz oD

15:[12—H— (Users) ]R—

((o\ Cisco Secure Workload ®Default ~ @. L. |t s

O

‘You do not have an active license. The evaluation period will end on Mon Nov 01 2021 00:39:18 GMT+0000. Take action now.

User Details

() User Details ——— o Assign Roles 3 | User Review

Assigned Roles

Role assignment for this user is currently determined using External Authentication attributes.
Please contact the Site Admin for role updates to this user.

‘ < Previous Next » |

OO

Secure Workload 7 —/L{Z~ v ¥ 7 & 7= LDAP MemberOf 7 /L — 7%, [2—HP—T a7 7
4 v (User Profile) | X—JIZFKRINET,

16:[1—Y—70 7 74 JL (UserProfile) JR—

Scope
Landing page Security Dashboard :

Account Details

Name
Email . |

Scope Service Provider

Roles Global Application Enforcement

Role(s) derived from LDAP Group to Tetration Role Mappings
LDAP Group Name ® Tetration Role

! Global Application Enforcement

Capabilities
Role Scope Ability
Global Application Enforcement All Scopes Enforce

Change Password

External authentication is enabled. Please change your password on your company portal.

#t B
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B warsmsoms aozm

17:38E58E7— 70—

Successful
matches grant the
user the
corresponding
roles

MemberOf groups zinr]nb:tﬁgmws

for Authenticated :

AD user are i A If no roles are
lokad u predefined group .

P to role mappings denvedl from the
mapppings then
the user is logged
in without any
roles or
priviledges
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. L 7= Secure Workload =2 — /LS FEFAl S 415 728, APL ¥ — %41 L7 OpenAPI ~D7 7 & A
I — L L RITHERE L 22K 720 £, LR~ T, WD 7220 OpenAPL 7 7 & A & {RFET 5

7292, API F—%FFOT X TO2—H—» [ [Use Local Authentication| 47> = | &H
T D EEHEELET,

18: LDAP:BiE APl ¥+ —DEEL

API Keys

Ensure that you have 'Use Local Authentication' enabled for the user to allow seamless APl access using API keys when LDAP authorization is enabled.

API Key Capabilities Description 1] Created At 1 Last Used |

s sensor_management
8aac707bcl0743d09950725ceb3Teede * software_download Aug 11 02:38:07 pm
= flow_inventory_query (EEST)
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K 19: 1—H—~X—TO LDAPEREE APl

@ Cisco Secure Workload
User Details

3 User Review
Email

DI
ok

® Tetration - @. L. bl cECUR

~) User Details

2 | Assign Roles

team-x-all@tetrationanalytics.com B

First Name

Site

Last Name

Admin

Scope
Show All

& Use Local Authentication

SSH Public Key Import §

APl Keys

Ensure that you have 'Use Local Authentication' enabled for the user to allow seamless APl access using APl keys when LDAP authorization is enabled.
APl Key

Capabilities

Description 11 Created At +
sensor_management

707bc10743d0995b725ceb3Tcede = software_download

- flow_inventory_query

Last Used T]

Aug 11 02:38:07 pm

LDAP 25T DRARED T/ 5

L U

< Back to Users List ‘ | Next > ‘
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@ Cisco Secure Workload

External Authentication Config

Enable
Enable Auth Debug A
Authentication Type
SS0 w

Server Settings

SS0 Target Url
SS0 Issuer

SSO0 Certificate

MIIDpDCCAoygAWIBAGIGAVEWVLIIM

P R P T T, r

S50 Authentication Class Context

Password Protected Transport ~

® Tetration ~ @. L.

TJa4—IL KR atEA

[SSO% —7% > NURL A A DIDIZT—F =R XA LT FNEiDd SSOIdP ¥ —
(SSO Target Url) ] 7> I URL,

[SSO%477E (SSO SP 0 SSO =27 (7 ¢ ID. SP % —FEIZEkAF 57 ® URL, =
Is-suer) | WITEBE, SPOAXT—HTT, ZOTr—ADLGE

https://<tetration-cluster-fgdn>/h4 users/saml/metadata

[SSOREHI# (SSO TATUT AT 4 7T X— (IdP) 128> TRt 415 SSOFE
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[SSOAuthN=2> 7 % A k | SAML ZE R THE S 4172 SSOAuthN = > 7 F 2 ORI, 77
(SSO AuthN Context) ] [/V hDA T v g AL [/SAV— R CR#ES N N T U AKR— |
(Password Protected Transport) ] T9, fDERIEIL, Windows 35

K OVPIV _X— 2 DOFBGEH D [#t4 WindowsiBall (Integrated Windows

Authentication) ] 35 X T [X.5095EH#E (X.509 Certificate) ] T9,
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[fR1E (Save) | R Z &7 ) v F5L, SSORTEERFETEET,
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dr Browser SP (Tetration)

1. User accesses Tetration

2. SP redirects SAML
request to the browser

3. Browser relays SAML request
to the IdP

4. |dentity/authenticate the user

5.1dP generates SAML
assertion and sends it back to
the browser

6. Browser relays SAML
assertion back to the Tetration

7. If user is authenticated,
Tetration creates a user session
and allows access to resources

ID T/ 45— (IdP) TS H1EHR

IdP 1%, FREAEA D SSO ZFRET 5 7= IT Secure Workload (SP) 7O DIFMRAMLE S LET,
IRDOET, RETDIDVLENDD T 4 —/V FIZOWTIHL F9,
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https://<tetration-cluster-fqdn>/h4 users/saml/auth

T T 47 4 ID ZHIESPDAFT—HTY, ZDOFr—ADEE, ROX IR FE
(Entity Id) D

https://<tetration-cluster-fgdn>/ h4 users/saml/metadata
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ID Format)
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* firstName

* lastName
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22 : Use Local Authentication

@ Cisco Secure Workload ®Default ~ @ L. | M SE
User Details
o User Details 2 . Assign Roles 3 User Review

Email

First Name

Last Name

Scope

Show All ® Default

Warning: Switching Scope and 'Show All' selection will reset selected roles.
[J Use Local Authentication

External user profile is not available.
SSH Public Key

| Import 3 SSH Key can be uploaded later

<Back to Users List
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ATy T4 [RAT—FK (Password) 1 74—V RIZHLWSRAT—REZADLET,
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ATv 76 ’Z—’EE%%E?% Zix, [XA T — REH (Change Password) | %7 U 27 LET,
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cTNAT7 7y FRXF (ABCD...)
5 (0123456789)
RERSCT (1"#S% & () *+,-./;<=>2@[\]"_“{|}~) AX—REET

INA D) — FKFDEE

OB va T, NRT—REEIET DL HECZOWTHALET,

1R BHHIIZ

NAT—=RzYty bT2I20%, EFTT7H 00 FEBETLO0ERDY £, Y4 NEEEL
FUOHREI—HYR—ba—H—3 HLT VT FZBIITEET,

AT w1 7 T Cisco Secure Workload URL (27 7 A L, [/3AVU— K& EN=H4A (Forgot Password) ]V >
IV v LET, XAV — REZEBEITTH? (Forgotyour password?) ]&/f Ta N RENET,

AT T2 [EFA— (Email) ] 74—V RICEFA—NLT FLAEZ AN LET,
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NAT =R Yty FFREPRA—IVICEEINET,

G¥) TEWA AN _R—=ADRAT — REEIZIZTV VXA LSAT— REEHDH T ENTERNTZD,
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ATy TH
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R—ADT & A L/SAT— R (TOTP) 77V —var&@LT, [BED/ AU — K (Current
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X 23: [—EHRBEE (Two-Factor Authentication) ] XA >
Two-Factor Authentication

Two-factor authentication is disabled.

Current Password:

Scan QR Code:

Scan this code using any Time-based One-
Time Password (TOTP) app, such as:
* (Google Authenticator for Android [
and i05 [}
» Authenticator for Windows Phone [§

Verify:

Cancel
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For Example:
user Joe from Apps
has_many

role Apps Admin (user created and named)
___________ reeme _____ Capability
(s ™ l'|
|| app scope X { ability ] | HR scope + Write ability
""""""""""""""""""" has_many

[ action J Change the name of an application workspace
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ZEMTEET, 2P, HRERRT V=7 o—0id, sttt ar 7% 2 M3
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2PN ICFHBGE TEX A LI, 6 DDV AT AR —ANERINTWET, VAT
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YEDTATHA I NEERT DR RMELETHN, =T
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EFH A,
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X TEHERE~DT 7k A,

BE RAFMKSNET, & FTRATIE, BAIY . FEXAL, BIOETT /v a v

By _RTHASNET,

EE R, @B L UOEBEOTXTOHICEH S ET,




o—ngor=a—75€2 [

A—ILHDAZa2—70 R
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(Manage) | 7% 7E
(Alerts
Configs) ]
g [ZFErZ O X X X X X
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g 1 A
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[(FZ7y b [[T7 YO O X X x X
TA—h |UUFR
(Phatform) ] |HTTP
(Outbound
HTTP) ]
(7 b |z2vrs O O x X x X
7 — A
(Platform) ]
[7Z > & |PMBEERE | O O x x x X
73— A (External
(Platform) | | Autherficaion) ]
[7"Z > b [[SSLFEH] | O O x x X X
7x—24 | FH (SSL
(Pltform) ] | Certificate) ]
[7FZ7> b |[vrA4r O O x X X x
Tr—h | RN—=Y
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Page
Message) ]
[(7F > b | UT%2% |LTxa% |X X x X
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Backup) ]
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Restore) ]
[(FZy b [Ty 7 O O x X X X
T —5h | L— R/H
(Platform) ] | AL H)/
Yy v b
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(Upgrade/
Reboot/
Shutdown) ]

N\

GE) s HENHNZ o TV DEEE, A NEBEBLUOI A Y v —% R — D —/LC [E#
(Federation) | A7 a v & T& £,

T —=HDNy I T T T = OB ENI /> TV DG, A MNEBEE L I AL
~v—HR— DO )VT, [T—FD v 7T v (DataBackup) | & [T —% DT (Data
Restore) | A7 a2l TE 7,
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> BE X—Y | =3 | LITEH |[T—3 (VA
R—F Y07 | BYER |07 |RAR—F
a—/\JL a—\JL
wm i e
[FZ7n [—E2 O O X X X
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[RTZTN |7 7A% |LTFa5 |UTxES X X X
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(fabstod) 1| (Cluster
Status) ]
[F7 70 AR~ |O O X x x
vz Ve
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(lotbhod) ]| Machine) ]
[FTZTN | [AF 7 O O X X X
va— va v b
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[FZTn |([AvTF O O x x x
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T | AT a—
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1. EfoFesr—ra =7, [BEE (Manage) ]>[A—JL (Roles) |27V v 7 LE7,

2. [v—DERK (CreateRole) | ARZ %27V v LET, [B—/L (Roles) | /SRR
EnET,

@ Cisco Secure Workload

Role Details

AppScope

® Default ~

~) Role Details

- o Assign Capabilities

Ability

Owner

® Default

3 | Role Review

Q- A, | ‘&% secure

Action

v

x

< Previous ‘

[2—/LDPER (Create Role) 17 4 ¥ — K& L7z a— L OEKIZ, 3 2DORT v 7Bk
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[4 7] (Name) ] 0 — /LA 5 72D D4,
[#88 (Description) ] a— /BT 5 a7 XA NEBINT 570 ORI,

[K~ (Next) |REZ %27 Y v 7 LTIROAT » FICBENT 50, [R—/L_X—UIZK % (BacktoRoles
Page) | %7 V27 LT [r—/L (Roles) | X—VIZRY £,

[7—/ U7 1 DB (Add Capability) | HRZ a7 Vv s 358, —F LOITITERT +—L03%K
RENET,

A & MR A I L E 9,

Fov =0 RE T 7 LTH LW =T 4 ZERT D, Yo BARX %27 U v
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B 25:7—IREYT4DEIYHT

ATvT73 a)
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@ Cisco Secure Workload ®Defaut - @. L. | Wil secur

Role Details
(+) Role Details 2 o Assign Capabilities 3 ' Role Review
Add Capability
AppScope Ability Action
® Default ~ Owner ~ v x
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Role Details
+] Role Details - (v) Assign Capabilities - o Role Review
Role Details
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Scope Ability

Default Owner
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Tenants
@ Filter Tenants ... *
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AT T EfloF e —ra =T, [T5v bT+—L (Patform) 1>[TF > b (Tenants) 1227 U v 7 LE
j—o
RAT9T2 WETLT T beROT T, AUOINCHLMET A 2% 7 ) v 7 LET,

Z4—ILE A

Name T NOARIEEHLET,

B3 (A7vay) 7y MIBET2BMERNE EN TV DT
T4 =V R EHLET,

VRF ID ZOFFEDTF Y NVREF D ID #F /R LET,

A4 v FVRF (Switch VRFS) (ATvay) HREEH LT, BEON—FY =T (AA v

) VRF % 1 20 Secure Workload /L — M &iJfl/VRF 2~ > £°
T UET, FEHZOWNTIL, DIBIZEHEBE L £,

ZzEOY BRI TAarzs)yr735L, 772 FVRF DT XT
DR T ZRm g LR —VICBE L ET,

ATw 73 [E#H (Update) 1227 U v 7 LT,

TF2 bADRXA v F VRF DB

COMREEABER LT, B OoN—FY =T (XA vF) VRF & 1 DD Secure Workload /L — k
#iPH/VRF 12~ v B 7 UE9, Secure Workload DFL Y IALT —H XA (a7 &) (L, /"—
K =7 VRF % 1 -2® Secure Workload VRF IZ~ v B 7 L £7,
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COMBEIL. v v LS ENTWATRTO/N— R =7 VRE ICEET S IP 72N EA ICR
RELET, AL v FDOVRFICEBETSIPRNHI5HA1T
WRIZRT L DI

COEREZMEH LanT<ZE0,
[7F > bOEMN/MREE (Add/Edit Tenant) | E—# /L C AA vF VRF 4% A

N, FzvwoII—9T7A4ar%7 )y r735HE, AL vF VRF % VRFITEMTE F7,
ATVl AL v FOVRFAEAS L, UTICRTF =7 REZ %7 v 7 LET,

29:VRF~D X A v F VRF M3EHN

o Tenant Details
MName

Tenant

Description

VRF ID

676768

Switch VRFs @
svrf-1

Change Log

ATv T2 [{E/FH (Create/Update) | RZ %27 Y v 7 LT, AA vF VRF ZR1FELET,

A4 v F VRF DHIER

[VRFOEN/FmE (Add/Edit VRF) ¥4 7 a2/ T, AA v F VRF 7L ORIZH D [x] R H
7V w7 35E. AL vF VRF % VRF MO HIBRCTX 77,
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30: 2 A v F VRF DA
o Tenant Details

MName

Tenant

Description

VRF ID
676768

Switch VRFs @

svrf-1 /

Change Log

[{ER/HT (Create/Update) | ARZ > %7V v 7 LT, EEANRERFELET,

a2 —4 (Users)

YA MEHEE LL— MEHOFTAE L, V4 FVOEMICH DT v =Y a v —0 [FEH
(Manage) ] A ==a—M»6 [—H%— (Users) | X—IIZT7 7 A TEET,

ZONR=VIE, TRTOV—ERXR Tu XM F—a—HP—b =Ty X —TEIRL 725
FHICREAM T DTV A —P—RNERENET,

TILFTF 2 MHEEE

~NVTF T MEREE TR — T Al 22— —F — FRPHICEID M TH LN TEE
T, INbO—% =T, N— NEHT A E ) HRZR O 2 ——c Lo TEEI N, [H
CHEPHICEEMN T bz — DR EE VB THZ LN TEET,

HAO W= (=R T a (X —] LT, 2 bDa2—H— |23 — M
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IOk v a TR, YA NEEER L UVUL— NPT SCOPE_OWNERBEHE % FFo> = —H —
BHEFLWa—WF =T H 7 R EBMT 5B W TR LET,

2 INTTF Y MERRO DI —F—ICH2HEARE D Y TONTWAEE, [ UEAIZE Y
WTHNTEE— LDOREBRIRTX F,
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GE) o=V, R=Uny X —TEBRINZHEREIC L > TT7 o2 ) 7 ENET,

48 HHEIIZ

1. EfloFesr—varn"—=7T, [EE (Manage) | >[1—H— (Users) 1227V v 7 L%
—§—O

2. BT LLEIE. X—YOL L bR — M 2RI L,

3. [HLwva—H—0miEi (AddNewUser) | R¥ %27V v 7 LET, [=2—%— (Users) |
U4 Y= RRFIRSINET,

2—P—DfERIL 3 B D T m A TY,

ATFYT1 1 LUTO7 40— RC#EwREsE A LES,

J4—ILFK SR BA

E #A—/L (Email) Hlna—P—DFEFA—ILT FLRAEZANLET, KUFEL/NIF
R ENFETA, A=V EREENTODIHAIL, /INCFO
N—=Ta U EERALET,

[#% (First Name) ] HlLnwa—F—LE AL ET,
[# (Last Name) ] FlLna—F—olEz AT LET,
2a—7 < VT T I MERED T2 DIl — P —{ZEI ) BT H N — M,

MENZJS U T, SSHAMF =259 <A VA= 452, HTAVAR—FTHZEHTEET,
2. [k~ (Next) | RZ > &7 ) v 7 LTKRDOAT v 7 IZBEIT D), [2—VF—U X MNMIRED (Backto
Users List) 1 %727 U > 27 LT [—H%— (Users) | X—VIZKY 7,
ZFvT2 ZOE2—TlE, [2—AOBEM (AddRoles) 1. [2—/A DNl (Delete Roles) ]. F7-1% [1 — /LR
(Select Roles) ] &#FEITTEET,
1. [m—/L®iEM (AddRoles) 1%#7 V v 7 LT, m—/AaH Y Y TET,
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31 {ERATTEE% % E| (Available Roles)

@ Cisco Secure Workload ®Default - @+ L. | ¥ SECURE

User Details

L':/: User Detalls ——— o Assign Roles 3 | User Review

Available Roles Edit Assigned Roles

@ Filter Roles ... ¥

<

Name 11 Tenant 1 Capability Users
Agent Installer - Install, Monitor and Upgrade Agents @® Unknown AGENT_INSTALLER ® Unknown 0
Agent Installer - Install, Monitor and Upgrade Agents @ Default AGENT_INSTALLER ® Default 3
Agent Installer - Install, Monitor and Upgrade Agents @ Tetration AGENT_INSTALLER ® Tetration 0
Agent Installer - Install, Monitor and Upgrade Agents @ Tenant AGENT_INSTALLER @ Tenant 0
Customer Support - Technical Support or Advanced Se1  Service Provider OWNER All Scopes 8

I
O O [ [ E

2. [BElvYTon-e—1OfEE (Edit AssignedRoles) 127V v 7 LCa—LaHIBRLET,
3. [4HT (Name) 1 & [T > b (Tenant) | Cu—/L& 7 (L AMLELL 9,
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32:0—)LE T4 )L NE

@ Cisco Secure Workload ® Default ~ @ L. | kb SECURE

‘You do not have an active license. The evaluation period will end on Mon Nov 01 2021 00:39:18 GMT+0000. Take action now.

User Details

~ ) User Details - = ° Assign Roles 31 User Review

Auvailable Roles Edit Assigned Roles

@ Name contains Customer X
Add Name 11 Tenant Tl Capability Users
Customer Support - Technical Support or Advanced Ser Service Provider OWNER All Scopes 8

< Previous ‘ Next > ‘

5l Eeeny

4. [k~ (Next) | RZ %7 ) 7 LTCa—P—DFME 0 —LOE Y Y CTEHRT DD, [FI~
(Previous) | RHX %7 Vw7 L TR CitflzmEL T,
ATw T3 FHENEZMERL T MEK (Create) 1227V v 7 LET,
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2. FAETLHLEIE. X—YOL LMLV — M A2 RIR LT,

3. WETDHTHUL FOITT, AROFNZH D [fRE (Bdit) |RX %2270 w7 LET,
[Z—H%— (Users) |V 4 ¥ — FnRFRENET,

U4 P FEB L2 —F—OffithIL, 3007 v T MEMS T a2 TT,

ATy 1. MESELT, ROT7 44—V REFEHFLET,

TJ4—ILF BLL]

E A—/V (Email) Tl —Y—DBEFA—NLT RLRAZEFHLET,

[& (First Name) ] e ——DLZEHLET,

[# (Last Name) ] o — Y — D2 EH LET,

2a—7 CNTTF = DDl —F—ZE Y HTH
lob— Mg, (o NE B 3FI AT RE

2. [k~ (Next) |RZ > %7 U v 7 LT, [m—/LDEI) YT (Role Assignment) [ IZiHEAE T,

ATv 72 1 ZoOva—7TE, HoY¥Tobnl-a— Lzl cE £,
2. [m—/L®iEM (AddRoles) 1227V v 27 LT, HrLne—AzE) Y TET,
3. [k~ (Next) | RZ > %27V w7 L TCa—P—Ditflt n—LOEIY Y TEERT L. [AI~
(Previous) | AR¥ &7 Vv 7 LTRES CitMzmEL T,
ART9T3 1 2—V—0FMEr— ORI Y TEMEELET,

2. [®# (Update) 127 V27 LCa—Y—%HHT 50, [Ai~ (Previous) |7 Vv 7 LTR-THr—
NERELET, 22—V —DFFML o — L OE Y B CT~ODEFEMRFEINET,

SEBRRRED AN 2 > TV D 5 hE, BREOFEMAF R SN ET,

A—Y—TFThOoU DTV T4 714k
A\

GE)  EEr7EHEO—EMZMERT L7200, 2=V =137 77 4 T TEETR, T—F—
AZBITHIBR S E R A,
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(B ZoON—=UVF, XUy X —TRIRSINT-H®ERE I T T4 VX v TEsnEzT,

AT EfloFEsr—v a0 3—7T, [ (Manage) |>[1—H— (Users) |27V v 7 LET,
ATV T2 AT LT, X—Y O L bt — MMuH 2RI L 5,

ATV T3 T 7T 47T BT H U bOITT, HRUOINZH B [FHET 7T 4 74t (Deactivate) |RZX %7 U v 7
L\i—a—o

7774 TMbanlca——%2 R T 51T, [HiFRENn /o2 —Y—%IEERR (Hide Deleted Users) ] 78
2oV RZET,

A—H—T7hOoVNDBT7Y T4 74

2—YP=R3HET 7T 4 TSN TWDIEEIE, £TOa2—Y—2/BT 7T 1 7L TEET,

4R8O HREIIC
YA MEBEELITIL— VERRMAE L —V — OHRBLETT,

N\

GE)  ZoX=ViF, R=Uny X —TERLZHEREC LTI F ) v T ENET,

RTv 1 EloFesr—2 a3 03 —7T, [BE (Manage) |>[1—H— (Usars) |27 U v 7 LET,

AT9 T2 FET LA, X—VOf o)L — MEPH AR L £ 9,

ATy 73 [HIFgES N2 —W—%FEHK R (Hide Deleted Users) | RZ v &W Wz 5 L, T 7T 4 Tb&hiz2—
P —2ELT X TCO—F—RNFRINET,

ARTVTE BT 7T 47T 2T 7T 4 TSNT=T AU hOITT, AUOFNZEH D [1EIC (Restore) [ R %
7V w7 LET,

SSH B+ —D 1 iRk— k

LI HXIPT RLAD 1 D% Li-taguet 2—H—L L TDHOSSHT 7 EAZH DT 57
DI, SSHAMF—%2 a2 —HF—TL 2/ VAR —FT&EET, ZOA==2—1F, Y4 FEEES
L OVL— NI T scope_owner HEREZ FF O —HF — DL NEH TX 7, SSH AKX —IX, 7
A& BEACHIREINIC 22 D 9,




Secure Workload v ~7 v JTOH A FEE .

Secure Workload v 7w JTOH A FETE

DY arTiE, [A NEEE (Site Admins) ] 73 Secure Workload D&~ R 7 v 77w
BEARIZHA bty 8T v I T HHECONTIHH LET,

TJ4—ILF Bz

[UIEEHE DOE T A —/ (Ul #H N C Secure Workload D BLZ Y F- HH AN DET A —
Admin Email) ] LT KL A,

U7 FA~ IV AAZ—YR— | T T~ VI R—bDEFA—LT FLA, UIEHREDOE
kD& A —/v (Ul Primary FA=NEFHNCT DRER DY 7,
Customer Support Email) ]

[7 RIINTF—FEFA—IV|ZOBFA—LT LR, 7T AZEFEICEET ST

(Admiral Alert Email) ] T—hrEZELET, UIEBHEOETFA—ILBLOUI YT
AV HAZ =Y R—FDEF A —/VETHNTT HHLEEN
HOET,

BFA—NT FUATERLFENLFRXR SN EE A, EFA—VICLFNEGENLTND
Baix. NLFONR—=Va vEREHLET,

BUIEBE, T34V WREAI—YR—b, PRISLEBETS—F A—ILOBERK
Tetration Setup ~ RPM Upload » Site Config » Site Config Check » Run
Site Config

GComplete this form to create or update the site config.

Ul Admin Email*
General

admin@tetrationanalytics.com
_ The email address of the individual who will be respensible for administering Tetration within your organization. The

email addresses are non case-sensitive. We will use the lower cased version of your email if it contains letters.

L3

Carefully ensure this address is correct before proceeding.
IPve Ul Primary Gustomer Support Email*
Network admin@tetrationanalytics.com

Must be different from ‘Ul Admin Email'. The emall addresses are non case-sensitive. We will use the lower cased
Service version of your email if it contains letters.
Security Admiral Alert Email*

admin@tetrationanalytics.com

ul

This email address will receive alerts related to the cluster health. Must be different from 'Ul Admin Email' and 'Ul
Advanced Primary Gustomer Support Email'. The email addresses are non case-sensitive. We will use the lower cased
version of your email if it contains letters.

Recovery

m Back Upload
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Jb— NI T scope_owner #ERE & FFO [V A MEEEE (Site Admins) | B L R=x—HF—i%, LIF
WRT [T 27 ay (Actions) | 7A a7y 7 LT, HEx—HF—0oa V7 OEREZEKRT
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KM 07 DERE

1 Change Log d

07 OEFEOFMIONTIE, TaZ70&EHE] 22 LT EEW, — ORI,
ZOHBIBT I T T 4T 4B T2070ER N OFRICHBINET,
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