ATFUA

FRENDATF AL T v a i, 2—V—a— ko THERD 7,
e —BERADAT—H A (1 =)
T RITGNANTT—F 23—)
o VT TABDAT—H A (123—7)
« Data Backup And Restore (DBR) (18 ~X—7Y)
VM OfFHR (34 ~—2)
I TGAEZDT v T L —FK (34 2—Y)
s AF T avh (44°3—)
sExplore/ A w7 ay hOxZY RKRA v FOE (53 =)
e = R—=DRATF A (69 X—)
T UYRT AT F R (7T =)
VTG ABDAVTF LR JTFTAEDY ¥y NE DU EHEH (91 2—)
o [T—H Xy ERE (Data Tap Admin) |: T—X DX v 7 (94 _—)

H—EXDRT—42 X

ERoOFesr—ra i R_"—=D[ 77 2— bk (Troubleshoot) | A ==2—D FiZHD[V—F
ART —H A (Service Status) | -<—IZIL, Cisco Secure Workload 77 7 A & CEH ST\ 5
B —ERADEFEMEL, P —EADKFRARIRRENET,

7T 7 Ea—l I —EADIEFEENRERINET, 77 70% ) — RIZiZh—ERADIEHME
MFEREN, Ty VIO —EZA~OKFREREZER L ET, BELRP—E 2T, F— 2N
FIATERWEAITRA, Y—EAMETF LW A BRFARERGAIIA L VR TRENE
T, BOOD ) — R, P—EAREFTHLZEE2RLET, /— NICBET MR T Ny 7
TEMEMERT AR, [TXTR (Expand All) | RZ U BNHDHY Y —Ea—%{H LT,
KIFEBIRY U —NOTRTCOF /) — FEFRLET, [For) Fh—E2REEL TR0
ZEERL, O TEE BV —EARERICIEEEL W WD EERLET,

AUTFTUR .
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1:[—EXRXT—4 R (Service Status) ] X—

CloudCollector AdhocPublisherProxy

CollectorExtPeerNTBllectorSSLCheck pockerRegis Amwkmm%% @
L o &5 eduem“m]asekeg‘i’unServers ® OAMS

DockerBuilder

call&cwr AgentContainefs ISDewes
e HbaseMaster APIServer
Lt L AdhucData%ﬁeerﬁna °
KubernetesA;i?eéver O - ClusterSwitches
Rpminstall e« Kubernetes Hbase s .
ifePolicyEnforcement EnforcementCoordinator Ing Nauel:;nager DiskUsageWarning Adrglral
Zook ol rceh;lanag HA ] keepa\iveéj-intemal
EnforcementKafkaSepygr . Tré?ﬁ"g\a = ResourcemdplsEHsagecritical e
shallowflowspipeline = @ policyst 4 @ . keepalived
o al:tlvE)FIows TnpPublisher Hadooﬂp SystemCheck HAproxy ®
snapannotator Enforcement DFE AppsétQueryPipeline '"“*"%E“"“‘*
i _ . OrchestratorinventoryMana el
enﬂmpﬂ“"m&ﬂﬁcnmm (5] v MongoDB WEbHSmeY leltsaAIerts
ot | o CloudEnforcer Adhocw&gsgumem ‘CopyDriver
Itwtsens%rpme\me Hadoop-pipeline . TnpEnforcerg)y [ ]
inelinéesmdbPipeline O i 3Retention
Pipeclsnﬁ b [+] HDES Batchindexer, ngwgﬁ; B 8 Rats-cashbaard
3 ils-long r
&!eLaDe(lJPipeline TetrationAppsDailyPipeline el '; seil;l"';‘“m""'"“ =
P 05 IQIBErV:
= = = AppS: SSLCheck
aFHEdInVenlowpIEFesl‘gﬁmuﬂd papssaage Ba(chmover‘?Machinelnfo Data%nverlndﬁxmsrbgeﬂ Ra\'lsflunoneledsile Prsenes " o
e ‘iﬂmﬂgﬂlbm Nginx

9 _ifeAnnotatign | J g [
p\pe”g%ﬁwm %atchmuver-ﬂlﬂhmﬂgnem%@y@ﬁc%mec v DrufdBroker?ataBackup

.5
% L Elaslic%ean:h
DataPIarform?etrati1:|nnl\p|:’§9°‘:'"""3"!r ameNodeBackupDriver

[
activesensorinfo

. S, N DruidHistor{éal
me————— [ NN‘”‘.;W%“” ® DBR’gWﬂwa(r)eCheck
psPIp ! NN_: RestoreManager
NN_swﬁchover O DiskFDaiIure
TeIralinnAppsR!linutePipe‘ﬁﬁﬁumaWNNS&‘?ﬁmegﬁmmwer Vault ¢ Orchestra(orn
sgcondaryNN_switchback FanSpeed  pimFailure
L ConsufServers  Consul  Snapshots -
process-store
EfeSSEChecK -
i Snapsho&me“’e’s
HappobatSSLCheck

7REISL7S—t

7T RITME, MESNTET T— VAT ATY, h—EADRAT =X AZLo>THEI N
PF—ERADIEFWEIZIESNWTT 77— M WB L ET, 2D, i— Sl FiETa—¥—iX
=B R/ TFAZDOREEMEEHWTHZENTEET, T—ERART =X X, $—ERXD
BUE (FFEDORER) OREEZRLET, h—ERART—ZARFRELERESNZGE, V—F
ZIHELE LTS L RS, ZRLAOHREIEIBEE L T d & R IhvET, BERFRHIT,
PF—EZARBEM L TWD EMESNLHFFTY, 7 FIIWE, —EHRICOE—ER R
T H AL Lo THRE SN —EADEFEWHELTHI L, Y — B2 OBERFH OFIG 23R E D
LEVMEZ TEIS7Z5EICT 7— FaAR L ET, —EHMIChlo TZOFHiEZITY 2 &
T, BRAEZRES L, REOV—E RMELRHICOALELE LT 52 LR RIESNET,
P—ERZELHSTCT IT—bO=—XF R 570, ZOEE RRMRIL. V—bEx TR
725 FETHEHEESNTHET,

BRIL, 7RI ZNVEMEFEHL T, 260Xy hOBAMEZITHAZENTEET, Th
HDAXRY NI, Ty b7+ —LF AT DO[HE (nvetigate) 1>[7 53—k (Alerts) ]~—
VIChbFRRINET,




| »>75vz

7Ez5L7S5—t051 79490 ||

\)

GE)  7RIFATT— NI, BRUEY— E\Xﬂ)*f?\ﬂ? Y FOHRITEEMT ENES, PR

ROV Ty MIEENTWARWES, —E2ARE T LTHLT RIT4T 77— M4
Liﬁho;@%—tx®%7ﬁ/hf&ﬁéﬂfwé?F:§w77—kk%®77—kb
SVMEOEIS LERBRITEETH Y, 22—V —TRETEEEA,

WDt r7aryTid, TRITGATIT—FEBRIIZOWTCFELSHBALES,

TEESILTS5—bDIATHA40)L

T RITME, B ART—HATH—ERAOB@RFEREZT = v 7 LET, Z OB
HOEMUDERESINTEZT 77— MO LEWMEZ TEISLE. TT7—FRFEELET,

7= & ZiX. RPminstall 1Z, BBE. 7v 77 L — K, XoTF OB mpm 214 VA b—LT 5

R SND I —EATT, 1 RFFLL EOBBIRHIAS 80% R D%e, 7 I I AT 77—
hEEKT DL HICHEEINTUVWET, Rpminstall ' —E AR ETHRESNTZLEVWVELD B
FEWHII A 7o L7854, RPminstall 7 R T )V7 T — bR I, AT —H A3 ACTIVE
W27 9,

B2:79T4THTFISLTS5—F

Alerts configuration @

Filters @ Status = ACTIVE Type = PLATFORM Filter Alerts

Event Time Status Alert Text Severity Type Actions

10:27 PM ACTIVE Rpminstall Admiral Alert IMMEDIATE ACTION PLATFORM 0@

= RAREET S L, BERR OB GBI LG £7, BERRS LS WEZB X5 &,
7I— MIAEBIZZ a—X 1L, AT —H AL CLOSED (2847 L £9, LFl® Rpminstall
BICIE, BEIRERIA 1 KT 80% ##8 2 5 &, Rpminstall 7 KX 7 /L7 7 — MIHBWIZ 2
n—ZALET,

)

GE) 77—t u—X2Ly, $—ERIFICEFITRLIOBENET, Ziud, 7 KI TR
—EWEY — R IEEHEERT 720 TT, Lo TIX, RPminstall 77— D L &V ME
231 B OB O 80% ICRRE SN TCWD 72, TI7— b7 n—XF5FTledbil &
% 48 4rf] (1 REfH D 80%) Fflli L TV O MBI H D £77,

TI— e —XT 50 NERa—F—DT7 7 a IbVERA, TI2T4T7RT R
RINT T — NI, BEEPVLERBEORANZEZ T X122 £,

)

GE) 77—t 7u—XLThH, GHOBRITERSNLEE A,

AUTFTUR .
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B =o7rssirs—+

77— FN CLOSED ICBEIT5 L. ACTIVE 7 7— FO TFIZEREINRL RV £, 70—
XENFET T— M. RIFRTEHIZ. 7 44X D Status=CLOSED #{#f LT, Ul 28| x{=
TFRIRSINET,

B3:4—EREEHICEBMICI 0—XFT5T7 FISLT75—F

Alerts Configuration @

Filters @ Status = CLOSED Type = PLATFORM

Event Time Status Alert Text Severity Type Actions

10:27 PM CLOSED Rpminstall Admiral Alert IMMEDIATE ACTION PLATFORM o]
T RITATT— MK DO 2FENRH Y 97,
1. BT RII A7 F7—Fh

2. Y~V —07 FI7177—F

BERMDO7 FESILT7S5—Fk

HTY—DF

EFRTHALET T — b, flxOP—ERTH L TRELLET T— MI, ZOBT T VIZHHE
ESNFET, INHDOTT— DT T — hTF A MIITHIZ <Service Name> Admiral Alert 23 & &
nNTHWEd, ik, x0T 77— eV —ERXFE71E TAdmiral Alert] 7 v 7 AT
7 a2 ) T TEET,

4:ERDT FESLTS5—FDTI—FTHFRART1ILE

Alerts Configuration

Filters @ Status = AGTIVE  Type = PLATFORM Alert Text contains Admiral Alert

Event Time status Alert Text Severity Type Actions
10:14 PM ACTIVE Adm Admiral Alert IMMEDIATE AGTION PLATFORM 220 ®
7:04 PM ACTIVE Rpminstall Adrmiral Alert IMMEDIATE ACTION PLATFORM 770 ®

2:58 PM ACTIVE DataBackup Admiral Alert IMMEDIATE AGTION PLATFORM 220 ®

ZDOY—ERADZDOMDEMIZ-DVWTIE, admiral_indiv_details-label THEH] L TWE T,

FESL7S5—F

7 K ZME, UTC OFRG0 FRICER Y~V —7 77— &R LET, P~V —7T7—hZ
W, BET 77477 I7—rE, BEIHUNIZZ B —XENTZTRTCOTI7—FDU R |
NEENTWVWDED, 22— —F, 7 NI TN o THRESINTZERNR T T A X OIEF M
ZIDATCHEEETE E4, 2k, EHOBMEAR L2V v —XSN7=T7 7— haFoRT
LZHEBICURIBLET, ZFTAXNRIEFE T, BEIHUNIZZ a—XEN=T 77— b a0
A, TOHOY< Y —@IIER SN EEA, 2T, RERBEME ) A RERE ST 72DIET
OIvET,

IOHBEOT FT—FTHRAMIFIC (7 RITAP=U—) ROT, UTCRTEIIC, ¥+
V=77 — b &ffBIZT7 4 VAU TE LT,

. AUTFTUR
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EE=2 0

75—t |

R5:F7FISLYIV—TFRALNTqILE

Alerts configuration &

Filters @ Status = AGTIVE  Type = PLATFORM
Event Time Status
5:04 PM ACTIVE

Alert Text contains Admiral Summary

Alert Text Severity Type Actions

Admiral Summary PLATFORM 70 ®

O —ERADEDMDBIEIZ OV TIX, admiral summary dets-label S L T 72X 0,

BRIDOT 53—k

RO T FIINTIFZ— b DT T— 22 Vv 7358 77— FRREASHh, 77— D7
Ny LIRS DT 4 — )V RDRFRESNET,

K 6: 75— N

Alerts configuration @

Filters @ Status = ACTIVE Type = PLATFORM
Event Time Status Alert Text Severity Type Actions
Jul 14,11:54 PM ACTIVE Rpminstall Admiral Alert IMMEDIATE ACTION PLATFORM 770 ®

Alert ID

Desc

Service

Trigger Details

Details

2

Rpminstall uploads rpms into the cluster. Please ook at /local/logs/tetration/rpminstall/rpm_upgrade.log
on orchestrators for more details

Rpminstall

Alert triggered because Rpminstall uptime was less than 80.0 % in 1h. It will auto close when uptime

percentage is back above this threshold. Uptime at trigger was 70.0%.

DUTDORTET 44— RIZOWTHHALET,

J4—ILF

N— 3 UIER

77— MID (Alert ID)

KT T— ML, TI7—HFID EMEEND —EDID BNdH
DET, ZOIDIT. HFEO—ERF T UREL—EIC
T DI B ET, RO X1, 77— MZEo
TLUR— FEN TS — B 2D FEARM) 7 BB R 23
WIZhAHE, TI7— MIBBIZPALES, ED%, [FH
LY —EARHFRF T THE, BIOT 77— MDEFD
HLWT 77— MREREINET, 2ok, 79— F
IDIE, BELLET 7—bDOKA T v MBI
THDIHEN B FET,

Desc

AT 4 — L RIZIE, 79— bMDFKEE 2o TV DH Y —
ERDOREIZOWTOBIMERIEG ENTWET,

AUTFTUR .



B 75— ram

J4—ILFK N— 3 UIER
H—pE 2 DT 44—V RIZiZ, 2—YP—NY—EROBED AT —

BARTRTEDY —EART —F A=V ~DY 7
PEENTOET, =P, P—ERRT—F 23—
VTH—EARF T L~ —2 STV B H O &
BRI LHTEET,

N U 97— D FEHIE ZOT7 4=V RIZE, =B AD Y I — L EVMEICH
TROFMERP G ENE S, 2—F =ik, ZhboLx
VMEZ R T 5 2 & T, EAMZRY—EANEIR L%
W7 77— B A I T EERETEET, f#:
Rpminstall © L & WML, 1B T 80% OB & it &
NTWET, LEen-T, 77— M EEIIZPAC 551
(2. Rpminstall —E 23472 < &4 48 43f] (1 K
80%) BB L CWARENDHY ¥, ZIIiiE, TI—
N AFEA L 72 BEE TV — B RICE IR ST B @R R O
HRSILTVWET,

JSON Kafka H )0 flixkd L B0 T3,

{

"severity": "IMMEDIATE ACTION",
"tenant_ id": O,

"alert time": 1595630519423,

"alert text": "Rpminstall Admiral Alert",
"key id": "ADMIRAL ALERT 5",
"alert id": "/Alerts/5efcfdf5497d4£474£1707c2/DataSource{location type='TETRATION',

«—location name='platform', location grain='MIN', root scope id=
«—'5efcfdf5497d4£474£1707c2"'}/

—66eb975f5f987fe%eaefal8lcee757c8bb6dac5facc26554182d8112a98b35c4ab",
"root scope id": "Sefcfdf5497d4£474£1707c2",

"type": "PLATFORM",
"event time": 1595630511858,
"alert details": "{\"Alert ID\":5,\"Service\":\"Rpminstall\",\"Desc\":\"Rpminstall

«—uploads rpms into the cluster. Please look at /local/logs/tetration/rpminstall/rpm
«—upgrade.log on orchestrators for more details\",\"Trigger Details\":\"Alert
«—triggered because Rpminstall uptime was less than 80.0 $ in 1lh. It will auto close
.—when uptime percentage is back above this threshold. Uptime at trigger was 65.0%. \

e

}

@7 7 — b+ _T, EEROBRIENET, T RITAVE=Z Y T OxGERs (I—
EARATF—HZ ANED) B—EADY A NEFERITTFELET,

H—EX B A—&H EXE
KubernetesApiServer w15 T — B R OBEREE A | BRI
90% % FEl> T3, (IMMEDIATE
ACTION)

II AUTFTUR
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75—tz

H—EX b AH—&H EXE

Adm 25 1 KR CHY— B A ORBIRER 23 90% | RIFREH S
Z FEl->TW5, (IMMEDIATE

ACTION)

DataBackup 1% 6 IREE T — B X OFRRMBIRERT 23 90% | RIRE s
Z TEl->TW5, (IMMEDIATE

ACTION)

DiskUsageCritical BWE I T — v 2 OBER 2 80% | BN %5
Z FE->TW5, (IMMEDIATE

ACTION)

RebootRequired W E 1R CY— B A OFRREIRERT 23 90% | RITIREkH&
Z FEl->TW5, (IMMEDIATE

ACTION)

Rpminstall W2 1B Y — B X ORI REE 3 80% | BIHR 6t ia
Z TEl->TW5, (IMMEDIATE

ACTION)

SecondaryNN_checkpoint_status | 382 1 BRI CH— B2 ORBIIERT 2% 90% | B3, i
Z FE-TW5, (IMMEDIATE

ACTION)

8RUBIRU ML Y T 2 X DG, ROV —EANBIMTE=F Y T ENFET,
H—EX b AH—&H EXE

DIMMFailure BE 1R — B X OBEERS 80% & | BN
TE->TW5, (IMMEDIATE

ACTION)

DiskFailure k1R T — B 2 OBBIRER 7Y 80% % | BIIIREkHies
FE»>TWA, (IMMEDIATE

ACTION)

FanSpeed EWE 1R Y — B X OBMEIRERT 2 80% % | RIREkHS
Tlal>TWa, (IMMEDIATE

ACTION)

ClusterSwitches W 1 KFE T — B X OB#REE DY 80% % | BIEEX it
TE->TW5, (IMMEDIATE

ACTION)

AUTFTUR .
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(GE)  Admiral (X, VY—EARAT—F RZL > THERINTLERA N » 7 ITIKIFLTT 7 — b &4k
BLET, A MY 7 OREGENEMEATERGS (L2, P—ERXARAT—Z ZAMEIL
TWBHA) . 77—k (TSDBOracleConnectivity) AL, 7 7 AX TH—EAR—ZD
T T — MR A 712> TWNDHZ E&@mmLET,

$IY—75— b

Y=V —7 77— MIREMITEREMLTH Y . BERIEMITFICLOWICHRESNET, 7R
TN~ —=TT7—r 7)o r+2L, TRITNATT7— MIETLIMEGRE G TEED
T 4=V KRB INTERINET,

R7:7KISLH<T)—FS5— O

Details

Desc  Summary Of Alerts For Jul 14
Open Service DataBackup with Alert ID 1.
Recently Closed  Service Rpminstall with Alert 1D 3.
Service Admiral

Summary ID ADMIRAL SUMMARY Jul 14 20 23 13

J4—ILK N—2 3 VIER
Desc BT =L RIZiE, ARBEO ARG ERTOET,
4—=7"> (Open) A =TT T — ME, MENERESNTZRFRTT 7T o

TRl T7 77— bR L TWVET

o

(BRI L7279 —F (Recently | ZD7 4 —/b RITI&, @& 24 RN, S F 0 EERAE
Closed) ] SN BIZPACTE T 79— MR ENET, &7 77—
roOIDbEENET, 77— MIHBHICHAL 5729,
BEDOY—EANZ T LTT 77— FMER S,
EFICRY, 77— NP HBICAC25608H 0 £9,
TI— B L r—AN 1 BIZEERREALTZSGA.
KA T NEEOBEAEDT T — FIDR—EFREN
F9, L, 77— IO LAENIE T —EANL X
VMRS O RBR BB IS 7 > TWAMENH D Z L & &
25HE, TH LIRDBHEICHAT 5 Z LiTfESh
TWEH A, 2—P—%, Status=CLOSED T7 4 /L% I
YITLT, BA T Ty MCET AR TS T
e

. AUTFTUR I
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J4—ILFK N— 3 UIER

H—r 2 P—ERAENE L, HREEA KT 5 Admiral DY —
BART—H R T

[t~ Y —ID (Summary ID) ] H<1)—F7 55— D ID,

JSON Kafka H 1o flixkd L B0 T,
{

"severity": "LOW",
"tenant_ id": O,
"alert time": 1595721914808,

"alert text": "Admiral Summary",
"key id": "ADMIRAL SUMMARY Jul-26-20-00-04",
"alert id": "/Alerts/5efcfdf5497d4£474£1707c2/DataSource{location type='TETRATION',

«—location name='platform', location grain='MIN', root scope id=
«—'5efcfdf5497d4£474£1707c2"'}/

«—e95da4521012a4789048£72a791fb58ab233bbff63e6cbcd21525d4272d469%aa",

"root scope id": "Sefcfdf5497d4£474£1707c2",

"type": "PLATFORM",

"event time": 1595721856303,

"alert details": "{\"Desc\":\"Summary of alerts for Jul-26\",\"Recently Closed\":\

«—"None\",\"Open\":\" Service Rpminstall with Alert ID 5.\",\"Service\":\"Admiral\",6 \
.—"Summary ID\":\"ADMIRAL SUMMARY Jul-26-20-00-04\"}"
}

1 RICEEDT 77— F R ESELY— 2 2q0 Y~ =7 7 — FOFIZLTITRLET,
X 8:BHDT75—+

Details

Desc Summary Of Alerts For Jul 15
Open Service DataBackup with Alert ID 1. Service Adm with Alert 1D 7.
Recently Closed Service Rpminstall with Alert ID 9. Service Rpminstall with Alert 1D 10.
Service Admira

Summary ID ADMIRAL SUMMARY Jul 1520 19 30

A—YOTF7o7 3y

T RITGATI—MNIT 77— bR FMEBIO@EME LK T HD, FFEDT 77— M
EOTVRALIZD, AX—XA LD TH50EEIHY EHA, EdosBsh, LEVWETHS
B O — AN EFICEET S & 77— F2AHBICEA U EY, 77— b &R
WU A7 DHE T AT a v ndb £9, x0T 7 — MIBEICEA L 2720, i@
W, IO Tva o, UI»od~U—7 77— N2HIBRT 258 RILERHY F
7
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9: 75— FOEFEKRT

Alerts configuration &

Filters @ Status = AGTIVE  Type = PLATFORM Alert Text contains Admiral Summary

Event Time Status Alert Text S

eeeee

ity Type Force close an alert
O

5:04 PM AGTIVE Admiral Summary Low PLATFORM 06

BE x0T 77— FE2MEETLRNWTLEEN, B2 —EARNEEE T LTWED,
BN TRIND LEWELZ FE-TWD & XIZHHIK TITDE, ROT K I VALED
KETHR LY =R LTHOT 7 — b3R8 A LE T,

7 =5 I)LEH

T RITGNANTT— DX A FIXPLATFORM T9, L7z ->T, TNHDT7 77— MM, RE

R=VUTOHREILLD T T v b7+ —LT 77— b ~O#EU 2RI L > T, SEIET

Vo U lIZEFESINDEIICRETEET, FAE%REZBEL, 77y h74+—LAT7 77— EW

HB Kafka [ OBGEILT 7 4V  THUIZR>TWET, 22k, TRIIATT7— MR

[BIFEDT T — b (Current Alerts) 12— ([fA&E (Investigate) 1>[7 5 — b (Alerts) ] I2f

) ICEREINET, TFEICTRETDHILEIHY THA,

. AUTFTUR I



7rzsuEm [

10: 759 b I7+—LT75—FDERTE
Alert Types Publishers
Compliance A ¥ Internal Kafka (Data Tap)

External Kafka (Data Ta
Neighborhood A ¥ . ( Pl

Syslog 3
Forensics AP Not enabled

Lookout AY <@» Email o3
Not enabled
Fabric Ap sv Slack 2
Not enabled
Sensors A Y
Pager Duty e
Not enabled
Enforcement A ¥
‘m Kinesis 3
>  Notenabled
Federation AP
Connector AP
Platform AP

FRIGATI— ML, [F5y FT+—L (Platform) [>[2 5 RS DBRE (Cluster
Configuration) 1>[7 K2 S T75— kA—)L (Admiral AlertEmail) | TRHESNT-ET A —
NT RLZRIZHFEESNET,

B11:7REISILA—ILDOYUTIL

There is a new admiral platform alert on your tetration cluster.

Service: Rpminstall

Start Time: 2020-07-14 23:09 UTC

Alert ID: 3

Description: Rpminstall uploads rpms into the cluster. Please look at /local/logs/tetration/rpminstall/rpm_upgrade.log for more details

This is an auto generated message about platform alerts on your cluster.
For more details, please go to Alerts On Cluster
Please make sure that you are on Default Scope to view the alerts.

ZDH, 2—HF—LITAN =y T T I7A T A%ty 8Ty 7L TR ThH, 7K Z

VBN S T D Z EMTEET, ZoEEX, Laio Y YV —A® Bosun DENEIZEI TV E
7,




rAvF+uvz |
. DIREDAT—ER

12: 723 )LA—)L

cluster_state Enabled till 20286-10-11 19:15:49 UTC
Gluster UUID @& 8194c5ef-65df-8aal-5963-d10514761b6 T
Admiral Alert Email @ admiral@test.com 'ﬁ

INHOETA—/VEML, [BEDT Z7— bk (Current Alerts) | X—Y L RL U A —I2HS
WTAERSNE T, Lo T, BT A—/NVEMILT 7 — b OVERRFHCEE S3L, UTC O4F-Hi
0 RFIZ ARMEEE A — LR RE S NET, BRBEA =X, $XCOT7 77 47787 7—h
LiRE 24 BERIUNICAL N T T — P —BEFRRINFET,

1B3:ME7RISILA—ILOY VT

Daily summary of admiral platform alerts:

State:Active

Service: DataBackup

Start Time: 2020-07-14 21:58 UTC

AlertID: 1

Description: The last successful checkpoint was over 48 hours ago.

State:Closed

Service: Rpminstall

Start Time: 2020-07-14 22:41 UTC

Alert ID: 2

Description: Rpminstall uploads rpms into the cluster. Please look at /local/logs/tetration/rpminstall/rpm_upgrade.log for more details

This is an auto generated message about platform alerts on your cluster.
For more details, please go to Alerts On Cluster
Please make sure that you are on Default Scope to view the alerts.

TITATRT T — "7 @EUFRFHBUNICEHACONTET 7— b R20WGEHE, B A—
NI A REWRDTIZDITEE A —FAF vy T IR ET,

DI2RAIFDAT—RR

ERoFresr—2a o X"—=O[ 77/ 2— 1k (Troubleshoot) | A == —IZH D[V T AXD
AT —4 A (Cluster Status) ]~—VNZiE, YA NEBEFEL—F—NRT 7 ERATEETNR, 77
varEFITTEDLDILTHREI—YR— b2 —F—DHTJ, Cisco Secure Workload 7 » 7
WIZH DTN TOYHY— =D AT = ANKRINET, T—TVOETIE. ~"—FU=
TET =Ly =T O, CIMCIPT RLA (BIDETHATWDEG) & EDFEMMPRE
SN ) — RERLET, T27 Vv 035, /J—FOFEME2—%2KRR-TEET, 2
DR=TVTIE, /= FDOCIMC/RAY — REZLHE L, /) — F~OIEET 7 & R 2 F /DI
THZELTEET, [T AXDART—H A (Cluster Status) | X—I A —7 A FL—#
DORELRREN, DAF~—FR—hMarT7XA MRt T4,

. AUTFTUR I
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14:93A8DAT—2RX

Model: 8RU-PROD

CIMC/TOR guest password & Change external access
Displaying 6 nodes (0 selected) \ Selectacton

Orchestrator State: IDLE

o statel status T Switch Port 1 Serial ] Uptime 11 CIMC Snapshots
o Active Ethernet1/1 FCH2206VINF 2mo 27d 13h 3m 47s +
o Commissioned Active Ethernet1/2 FCH2206V12ZF 2mo 27d 13h 2m 525 +

Serial: FCH2206V1ZF [ switch Port: Ethernet1/2 |

Private IP: 1.1.1.4 Instances Disks Status

CIMC IP: 10.13.4.12 « collectorDatamover-6 - 252:1 HEALTHY

Status: Active + datanode-6 + 252:2 HEALTHY

State: Commissioned « druidHistoricalBroker-4 « 252:3 HEALTHY

SW Version: 3.6.0.10.devel « enforcementCoordinator-3 + 252:4 HEALTHY

Hardware: 44 cores, 962G memory, 8 disks, 17.57T space, SSD « orchestrator-2 « 252:5 HEALTHY

Firmuware: & View Firmware Upgrade Logs. « redis-1 252:6 HEALTHY

+ CIMC: 2.0(10e) * secondaryNamenode-1 * 252:7 HEALTHY

- BIOS: 2.0.10e.0

+ Cisco 12G SAS Modular Raid Controller Slot HBA: 24.12.1-0205

- UGS VIC 1225 10Gbps 2 port CNA SFP+ Sot 1: 4.1(3a)

« Intel(R) 1350 1 Gbps Network Controller Slot L: 0x80000E74-1.810.8
- UCS VIC 1225 10Gbps 2 port CNA SFP+ Slot 2: 4.1(3a)

= 252:8 HEALTHY

TRTD/ —FIZHETBHZT7Iay

CIMC /XA T — ROEFE LAESCIMC 7 7 & A DF MU/ E{kiE, [CIMC/TORZ A /R AT —
R (CIMC/TOR guest password) | & B LN [T 7 2 ADZH  (Change external access) |
REEMALTT) ZENRTEET, ZAHLDT 7 ¥ a s Ey FAZADTITO /) — FIZ
WELET,

588 CIMC 79 £ A D

[FMET 78 A DT (Changeexternalaccess) |RZ > %7 Vw7 3TBHERy T T v 7R,
SN CIMC 7 7 B AD AT —H APER I, CIMC ~DINIBT 7 B 22 G39Mb, EH. £z
T TEET,

[t (Enable) | RZ %27 Vw7 35L, 7JTAEINNy T 7T RTHERSL, ST
CIMC 7 7B ZAREINIRVET, TNOHDXZATNET L, A CIMC 7 7 B ANRELEICH
HZ72 D F TITHRK 60 o256 5 0 £3, JMH CIMC 7 7 B AREIZ/e->TED
772 AOBBMIBYINHE SN TGS, Ry 77 v 7 BRFEREI, [F%) (Enable) |78
2N [HEH (Renew) [IZEDY  AEECIMC 7 7 B A TH TEHZ LMK S Ed, 4
HCIMC 7 78 AZ2HHEHT 5 &, AMFIRNBIEORZ DG 2 KFRFEIC 72 0 £,
SCIMC T 7 B AREHEINZ 72> T DA, /— ROFM (/—RofT72 27V v 7 LTER
HJEE) D CIMCIP 7 KL A{X, CIMCWebUIIZEHET 7 EATE 527 U v 7 AEEkeY 7l
DNET, 2DV U7 EERTHITNE, [T AXDAT—HF A (Cluster Status) [ X—TD VY o —
RRMBIZ R D565 0 £,

15: 588 CIMC 7 7 £ X/ — RO

o Commissioned Active Ethernet1/1 FCH2206VINF 2mo 27d 13h 17m 475 + &

) Switch Port: Ethernet1/1
Serial: FCH2206V INE B Eem et
Private IP: 1.1.1.8 ; Instances Disks Status
cIMC 1P: 1013.4.17¢  EXternal access to CIMG Uls + adhocKafkaXL-1 + 252:1 HEALTHY
Status: Active enabled « collectorDatamover-5 « 252:2 HEALTHY
State: Commissioned + datanode-5 + 252:3 HEALTHY
SW Version: 3.6.0.10.d6v8l + druidHistoricalBroker-3 + 252:4 HEALTHY
Hardware: 44 cores, 962G memory, 8 disks, 17.57T space, SSD « elasticsearch-3 + 25215 HEALTHY
Firmware: 5 View Firmware Upgrade Logs + namenode-1 + 252:6 HEALTHY

« CIMC: 2.0(10e) « orchestrator-1 = 252:7 HEALTHY
+ BIOS: 2.0.10e.0 * 252:8 HEALTHY

ot 1: 4.1(3a)
« Intel(R) 1350 1 Gbps Network Controller Slot L: 0x80000E74-1.810.8
+ UCS VIC 1225 10Gbps 2 port CNA SFP+ Slot 2: 4.1(3a)

CIMC WebUl (ZiZils., BOEBLAEAENH Y, CIMCWebULIZT 7 AT 5 &, FERAE N
HTHHZEERTZT—NT T UK REIND RN H Y £7°, Google Chrome % fifi




rvsroz |
B /s5x50x7-52

LTCWABEE., iFHEF = v 7 234 /XA L TCIMCWebULIZT 7 B A4 5721k, ERHR
FEBE T 7 — 7% Google Chrome (2R /R SV & Z1T, S LT [lthisisunsafe] & AJ)7 %
WVERH Y F97,

CIMC WebUI Ti, CIMC /3— 3 P 4.1(1g) IBEDELEIZDOIH, KVM 7 7 Z ADREERE L £
T, N CIMC 7T 7 BEANRFEII DL, T RAETHFEITEHIZ LRWRY | 2 BRI
I BB 2 0 £,

NECIMCT 7 B AT HE, VTAEZNASNw I TT 7 RTHEMRESI., 445 CIMC 7
TRADENZRVET, TNLDOX AT NRET L, MICIMCT 7 & ADBERIZHENI /D
F TR 60 B2 5E807H 0 £9°,

®1: 98/ — FOEMHE

Z4—ILF ELL
[Status (AT —% %) ] [AT—H A (Status) | 7 4 —/V NiZ, /—F
DBFAT —H A& m LET, EIFLLTFO &
B TT,

(77747 (Active) |: / — ROEFRNA
N TWET,

[FET7 27 7 47 (Inactive) ]: /— FOEIRN
A TNRWND, HEFSILTOVER A,

. AUTFTUR
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J4—ILFK

AR

[IkAE (State) ]

[{RFE (State) ] 74—V KRk, /—FKDrZ
ABRANR—=y TOWREE R LET, fHIX
UTo Ly Td,

EH (New) 1: /— RIZE72 5 25 0—
T Y A,

(I (Initialized) ]: / — RIZ7 7 A%
D—HETI, /=72 L. CiscoSecure Workload /
7 My = TIXEREERITIE ) — RIZA VA h—
ENTWERA,

[B8)% A (Commissioned) ]: /— KiZ Cisco
Secure Workload ¥ 7 b 7 = 7 & ffi i L TR#H)
LTWET,

[SW X— =2 (SW Version) |7 4 —/LV N
FRE, e ) —RKONR—=2a 0By F
AZERER CTROERIIREDY £7,

({15 1 (Decommissioned) ]: / — NiZZ7
ZAZMNHHIBRENTWET (RMA O HEY
T) o /—FEHFLO A=K7 &A3HT
LHUERHYET, /— R, 7a3vya
YT va Al VB A ELLCEET, T
OT 7 v aryEsRLTIIEEN,

[AA »FAR—I (Switch Port) ]

W) — RN SN TWNWD 2 DOD AL v F
DAL v FKR— b e LET,

[ERFH (Uptime) ]

J— FRHEESEIZY Yy R T UETIC
B L O 2o L,

[CIMCAT} v 7¥ =2 v kb (CIMC Snapshots) ]

CIMC 77 = VY R— hF— & OIVLE % B
LT, Xuru—RT570IfHTEE
‘d‘o

R2: 793y

Tovav SHER

[Z22 v 3> (Commission) ]

DT arvERERTLE LW — KRNI T
AN IAFENET, ZDOTF > 3 A2 20T,
REEDHTHL (New) 1/ — ROHLZEBIRTE £,

AUTFTUR .
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B o770 75 - ko

Toay SR BA

[F=23 v 3 (Decommission) ] WIEZ 7 AZIZBLTWD ) — REHIBRT 51203,
ZOT7IvarEERLET, ZO7 7T asilo
WL, IREED (B85 7~ (Commissioned) | £ 721%
(W EHE A (Initialized) ] D/ — ROHZFINTE
F7,

[FF1 A —1k (Reimage) ] ZOT 7 varE®EIRT L E Ry 7 ANIT Secure
Workload Y 7 7 = TN A A =L ENFET,
ZHUIZED ., ARy ZANDO T 7 A ANTRTHEES
NET, XTRAEZNVARL—FT 4T VAT A%IH
N=Ta UPHFiN—Va T vy 77— KT 5%
BRICHRICER] T, ZOFIEIT, T A XD
BT o T2 BB 272 ) £,

[77 =L =T DT v T L—F 77— TIERIZ, CIMCIP ([ZEE [ fEle / —
(Firmware upgrade) ] RCTRICTEEd, 277y avid, HA—Vs
YD) —KDT 77— T T v T L— KI5
DI HET,

[EIRA~ (Power off) ] ) —ROBERAZYDIZIE, 20T 7 a s EBERL
FT, AT —XAN[FHET 77T 47 (Inactive) ] T
Dy bEOUHRO ) — ROBFRZYH Z LIXTE
RONDOTHERELTLLESN,

TJ7—Lox7 7vI5L— FOHM

Secure Workload BT 75 A4 7 A2, =T 74 RarEa—T 47 VA7 A (UCS)
Cisco Integrated Management Controller (CIMC) &RA F 7 v 77 L— R 2—7 ¢ U7 ¢ (HUU)
DISO A A=V BN RAINTWET, [Z T AZXZDAT—H A (Cluster Status) ] ~X— T
Tr—LU=T Ty T T L—=RF T a2 L T, WELT A FZ L% Secure Workload
RPM 7 7 A VIZR Y RS TWH HUUISO IZEENDH UCS 77— AT =T D/RX—T 3 ¥
ICHEHCTEET,

RT ALK AMI, AT —ZAN[T 77 47 (Active) 1 £/ [FET 27T 47 (Inactive) |
T, RXT AL VD AT —H A [ (Initialized) ] £ 7213 [SKUAR—% (SKU Mismatch) ]
THRWGEIZ, 77— AV =T ORFEHBETEET, UCST 77— U =T & —E|IZHFTX
HRT AL NI DT TY, 77 —L T =T OFEFEMIET DI, Secure Workload 4— 7
A NL—2DIREEN [T 4 Fv (Idle) | THOIMLENH Y £F, UCS 7 7 —L T =T OEHMN
BlthsnD &, Consul U —X—, 7O T4 TleA—r ANV —% EET 7747707 57—
LU xT 3=y (fwmgr) ZMOFRA MUV BRI DLERHDLGE, [V TAZDAT —
% A (Cluster Status) ]-~2—IZ[EA O UIKSEED RN —FFICR B EZ T D2 1BV 7,
INBDAAL vy FA—NR—FHBNIITONET, 77 =20 =7 OEFH L, THHOT
ABNVEKEANDT 7— L0 =7 OFFEMITFRSNETA, BHENRTET Lk, [ZTAXDA
7 —24 A (Cluster Status) | X—IIZ7 7 —AL T =7 OFFINFERRIND £ THRK 15 50
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Ir—u5:7 7y 75— roia ||

MHZENRBVET, 77— U =7 OEFERMGT HEIC, [P—EADRAT—X X (Service
Status) | X—Y TITRTCOY—EANREFTHD I AR LTI IZIN,

RTAZNVTT 77— =T OEFHEZRET S &, fwmgr TIXEFFAITTE H 2 & 2R
L. MBS U TRT AZNLEEFIINT—F L, _XRTAZLDCIMCIZr 7 A LT
HUUR—ZADT7 7 — AU =7 OEFEHGELET, TOHUUR—ADT 7 —ADU =T OFH
7'ut AIZIE, HUUISO TRT A Z L s s, B4 %EIT L, CIMC & LS LT L
Ty =L =T 2T 0T 47t L. FD#% HUUISO TXT A X )LAFKEN LT, FHNe T
LT Z e 2ERTHZENGEENT T, BTG o RI21E, Gl XT A X NVORET
2EEMILL b G2 T A X VOEAIT I L2235 808H0 4, 77— U =T O
T ARBEIND L, RXRTAZNVE ZFOXRT ALV TEITISNTND TR TORME~
YT TAZNTT 77 4 7T 570, [V—EADAT—# X (Service Status) ] ~<—
VN, O —EANREF TRWERENDIGENROV ET, 77 =LAV T OEHFNET
ToHE RXTRAEZNNT TAXNTHRT 7T 4 ZICRDETITELIZ30 0000, T
DY —EARFOREFIZRDETIZS BTN DP 2L ER OV ET, 77 —LU 2T OR
Btk 2WERILANIC T — EAREE L WA, v A a7 7 =R — MZBWEbEL
720,

[ T AKX DAT—H A (Cluster Status) ] X— T, XTAX)NV/)—R%&E7 Y7 LT, T
AZNVICEAT LM E R TEE T, 77— AV T ORFLFBINZDL, [T7—LU =
TOT v T T L—Ru/%kFRr (ViewFirmware UpgradeLogs) |R ¥ %27 U v 7 LT, 77—
LAY 2T HHFDOAT =R AR RTEET, Z0OrTZE, 77 —LU =T BHOLEN A
T HANR—F LIZFRRINET, AEIZROWT N TT,

[T LU= T OEFMN Y H—ZivE L7 (Firmware update has been triggered) ]: 7 7 —
LY =T OEFHPERENE LR, FERAMSNATOEEA, ZORT—F A I,
fwmgr TIX, 77—V =7 OEFIIHLERF—EZADREREL TVWDHZ L, BLTV CIMC
MENH DY —ERZEETED Z LR HERINET,

(77— =7 OFEFEFE(THTT (Firmware update is running) |: 77— A7 =T DOH
bt snE L, 77— 0 =7 OFFHN ZOREIZES S L, CIMC &L HUU TH
NI X1, Secure Workload 7 7 A X CIX CIMC 0BG L7 BT A A7 —H &
s SNVET,

[ 77— U =T OFEFNWZA LT MLELEZ (Firmwareupdate hastimedout) ]: 7 7 —
LU 2T ORFO—HOT AR, ET PHIRHZEBEZ -2 L2RLET, [Z7—4
U =7 OEFAEFELTHTT (Firmware update is running) ] D7 = —RXIZAD &, 77— A
U =T OEFHT 0 ZARROHIRRERIL240 312720 5, 77— AU =T OEHHIC,
L= 0 TY 7 — T2 ECIMCRERERRBRIZAR D ZEMRH Y 3, ZORER
RERBED X A LT U NI, 77— UxTOEHN (XA LT U LESEINDHETO
403MTT, 77— U =T OEHVHBIND L. TOEHOE=2Y 713120501k
WZHZA LT R LET,

(77 —LU =T OEFNT T —DDRIR L E L7 (Firmware update has failed with an
error) |: =7 —MAEL, 77— AU TOEHNKKLIZZ EERLET, @, CIMC
TIEERIEIRI RSN EFA, EOH, ZOREITEE., 77 =27 =7 OFH
DEPBBICEITEINDAANC T — DAL Z L EZRLTVET,

AUTFTUR .
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. Data Backup And Restore (DBR)

(77— T =T OEFHNKET LE L7z (Firmware update has finished) ]: 7 7 —A 7 =7
DEFL, =T =X A LT U MRRAET DL ER<HETLE L, @%. CIMC TidAk
WFEITRBUIR EN2W=D, [7 T AX D AT —H A (Cluster Status) ] ~<X—T T i
SOFMINHER TE D X )T o72t4IC, UCST 7 —A U =T A= a UREFH ST
HERT DL 2REIO LET, FEHMAHRE TEDLIICRDLIETRR IS D F
7

(77 =L 0T DT v 77— Rnr %R (View Firmware Upgrade Logs) |78 77 v~
VA RUDERKPIRAT —Z ADTITH 5 [HEHOEITIRIL (Update progress) 1 &7 2= &
WZiE, 77— L0 =7 BHOEITIRN A RT XA LRAZ T EOR T A =V NEENE
T, Zhoor 7 Ay = [HRA FOFEENETH T (Rebooting Host In Progress) ] A
T AANRFIRSND &, CIMC THEHEAHE S, 77 A2 BE0EHEE=F—LET,
"IEDIFEALOE T A v E—VIFCIMCOLEEEE SN, HHOAT = ANEHE SN
BAIZOBO T A vE—DY 2 MOBMENET,

CIMC Tl x D U R—3y FEFAT —Z AORMNRHGIND L, [77 =L V=T DT >
77— Kn 7 %FER (ViewFirmware Upgrade Logs) 178 v 77 v 70D [HH ORI (Update
progress) | BZ v a DT, [y BR—32 FOFEHF AT —H A (Component update status) ]
v varNFEREINET, 0 va TR, RTAXNVEOIEIEARUCS 2R —
I FOEHDAT —F ZANT ITHETE £,

Data Backup And Restore (DBR)

T=BDONy T T EEILOF T a s F, EOFT S =2 arN—=D [Ty N T —
2 (Platform) ]| A==—IZH Y £7,

T—E DNy T S EEITETIL, SecureWorkload 7 9 A%, ax 7 Z ., BLUSEA—7 A
M= EF 7Y A PA ML —VIEEOT —Z N ab—3NET, BENRELEZGES
X, ZOFT7HA FA ML —UBRILTA—LT 7 7 BB D Y T AT — 2 EE LT

ETET
L T=20ON YTy 7 et WY 7 A% (8RU L 39RU Ol f) THAR—hInT
b\\i‘a—o

2. T—H%. S3V4API L B DB A EEDOHNRA TV =27 A NTIINRNw I T v 7 Ta %
T, EFEDOAT V=7 FANT ZEHATE F308, Secure Workload (21X T — X & /3w 7
T T THEOIC S EEE S A B L —URMEIZe ) £,

3 Ny 7y UIARLEH 200IB DA ML —U PRI LET, AENRRZT D L,
Ry 7T v TNRBLET,

4, F—HITHEBNEOHD T+ —AT 7 7 HZDYT FARIIOREILTEET, 72+ 21F. 8RU
T T AENPLDT —ZIHO SRUICOBRE L TE £97,

. AUTFTUR
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T=2 NI TFvT .

T—R NG TvT

Ny 7T v L, 2= —REICESNT, ATV a— A INRZNCTIH1E N T—3h
T, NI T v TORNE. Fev I RA L FEMIINET, Fxv I RA L M, 7T X
DT TASY)T—HARNTDRA LV MU BALATFT YT ay T, 70—FT —F_—
A, ADM, BLOHEHT—Y =2 hOETICHERT = OHNNRNw I T v 7 EnET, ik
HLizTF =V HRA L FEFEHLT, =% %2807 TAXEIZF LY TAXIHE T TEE
RS

Mongo, Consul, 35X Vault OF —# (X, TXTOF = v 7 KA ¥ N THIZERIINNY I T >
7ENET, HDFS & Druid Tk, Nv 77 v 7 ENDHT — XN KEIZRDHT2D, HOERED
BNy 2Ty FENET, VEISLT, $TR_XTOF—F YV —RCK L TR BN I T v
BAT D a—NTHIELA LT RTCRNID—FTH2LbTEET, BENNYIT I T
X, F=v 7R A MNOTRCOLFT V=7 bRa—EnET, 7027 bREFEIN
TWARWEATHLat—SRET, kD, 792%, 47 V=7 FAMTEOZR Y b
T—7, BIOA T V=7 FANTEEIZHR0 OARBDNDAEEERH Y £5, T8y
IT TRV a— T BESUTAH T KU 7ua—%fifl4 5 2 & &2 HilE
LET, 77727 PBRHELTCWAEHE, FR34A7 V=7 FA MTIZEERER NN— K
T TEENDHEEIT. BENY I T I RRBELRDI NG ET, 51T, Ny
Ty TR S NNy RREE I NG E. BNy 2T vy TN BN TS E
T

1. Data Backup and Restore (DBR) #&REDT 7 7 4 _X—3 3 ¥ — 2 H51 5121,
taentitlement@cisco.com |2 A —/LZFEE L TDBR T 7 7 4 X— a3 X —%HR L F
T BT AL TFAZID 7 7 AV BIRALET,

2. ATV PANTOT 7B AF—ERERPVETT, DBRIZ, A7 V=7 FA T O
FHFRAES N2 Y 7 TIIREE L EE A,

3. SecureWorkload 7 7T A TV ANA TV =7 A T AT B8R ZFHE S 558 o
VI EBRELET,

4, FQDN Z%EL, B ¥ —5HR A NN FQDN 2Rk T& 5 Z L &R LET,

\)

6=

DBR 2T 5L, BIEB I OGO Y 7 27 2=V N RX—=U g VDR A VA
F—=ABILORT v 77— RIEATEET, EDI TRAZ A=V a X0 HWY 7 by =
T = b A= g E, BN AW IERTROE E T,

+ > H—/Kafka FQDN D &4

o —iE, IP T RL 2% LT Secure Workload 7 75 A 7 > Z 7 & il iHIE 2 Bufs L £
4, DBREAZNC LT, KREBLD—AL AR T oA VA —R—% 0BT 720, B —
Z FQDN ORIV B2 DL ER BV £3, ZTDAA »F TIL, Secure Workload 7 7 X &

AUTFTUR .
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DT v 7T L— RIEFTIEAR+STT, B —id, VU —x33 LI TFQDN Ofifi %4
R—FLET, FOH, B —D7 = A VA —"—ZFHHZ LT DBR XSIZT ST,
TP —NY Y =337 v L —FRENTWVWAI LEHERLTLIEFEN,

FQDN MR E SN TWRWEA, 77 4/L F®O FQDN (ZRD &Y T,

IP% 47 (IPType) T 74 JL O FQDN
+ o — VIP wss{{cluster ui_fqdn}}
Kafka 1 kafka-1-{{cluster ui_fqdn}}
Kafka 2 kafka-2-{{cluster ui_fqdn}}
Kafka 3 kafka-3-{{cluster ui_fqdn}}

FQDN X, [F5 v 7+ —L (Platform) >[92 5 X2 &%E (Cluster Configuration) ]-~=X—

16:[9 5 X2 &TE (Cluster Configuration) ]~_X— >0 DBR F FADN/IP

(D Cisco Secure Workload ®Defaut - @y A

......
Cluster Configuration
Model: 8RU-PROD

Cluster UUID @ 3b470c4d-6883-8861-c6ed-41bbbeaddsds

Admiral Alert Email @

i} CIMC Internal Network. @
B CIMC Internal Network Gateway. @
5

Cluster Type @

Strong SSL Ciphers for Agent Connections @

External IPs @

Leaf 1/2 Interconnect Network Mask @ 255.255.255.248
Internal Network @ 1.1.1.0/24
Kafka 1 FQDN @

Kafka 11P @ 172.21.90.174
Kafka 2 FQDN @ s

ZABDOFQDN O DNS L o— R&, [US— TS N5 [P THEHLET, IP & FQDN
D=y B TFIROERBY TT,

J4—ILR4A g BIPT74—ILK E5BA
+ % — VIP FQDN o — VIP FQDN ZHH L Cr T A ¥
v ha— =T
%
Kafka 1 FQDN Kafka 1 1P 7 KA > 7 Kafka / — F 11P

. AUTFTUR
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sz rz2r7oEk |

TJ4—ILF4& ®METBIPT4—ILE BrLL]
Kafka 2 FQDN Kafka 2 IP 7 K74 v 7 Kafka / — K 2 1P
Kafka 3 FQDN Kafka 3 IP 7 K7 v 7 Kafka / — K 3 1P

N

GE) 7 : B Y — VIPE L Okafka 15 2 b D FQDN (%, DBR BRSNS RNCOBRET TE £,
DBR 23f%E X415 &, FQDN (ZIAHL TX WA,

AT PR MT7TOEHR

AT A RTIE, SAVAERLD A v Z—T = A AT A NERH Y 97,
Bucket

F7 V=7 B A MT D Secure Workload (2, BEHODOFH L WA r y FEERLET, 2Oy
h~DEXIART 7 2 A& FFO DX Secure Workload 7 7 A ¥ DI C9, Secure Workload 7
FARIF TV 27 eEXIAR, ANy PORREZERLET, Ny NI LD
200TBOA ML —VaTrbEYa=rT L, Ny NOT 78R LFEREZTIIG L E T, Secure
Workload IZFFRTHERFES 7= Y > 7 TIIHERE L £/ A,

A7/ FART & LTCohesity M SN TWDEAIL, A7 Y a—/VIFIZ~< /L F /73— |k
Ty Za— REEHLET,
HTTPS

Secure Workload D7 — X N> 77 v S, A7V A RNT TOhttps £ ' F—7 = A AD
HEPR—=RNLET, A7V PR NTNEEFOT =2 PNIFEF LI, ZETHH I &%
WRET D720 T, A b L= SSUTSLAEHENEH TE 2% — N 3—7 4 CAIC L > TEA
SNTWDLGHE, 7 7 AZITEOMAELHHAL A7 V=7 NA N ZRFELET, 47
T/ MARNTRHOCBAAELHEH L O DLEAIE, [P —CAGEELHH (Use
Server CA Certificate) |4 7' 3 »ZBIRL T, AF—F/ITCALZT v e — T,

I AUTFTUR .
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axX ;&

17: BEERIAEZRMT 29—/ \— CASIHEA TP a v

© configure Storage 2 Configure Backup 3 Schedule Backup 4) Review

Neme @

Name is required.
URL@

https://
URLis required

Bucket@

Bucket is required.

Region @

Access Key@

Access Key is required.

Secret Key @

(CI® Use HTTP Proxy @

(I Use Multipart Upload @

(CI® Use Server CA Certificate @

[oer ]
Y—N—AIDESt

Secure Workload (Zf2flt S5 37 v F DOV —_R—[llOK 5k a2 F 2T 5 Z & bM< HELRE L F
7, Secure Workload 7 7 A XX, HTTPS #fEM L CTF—4 %247 V=7 NA NTICHRE L &
T, L, ATV PANTIEAT V27 FERFILL T, BRIESNT — X D%
R D HERH Y £,

BDINY I T TDEHETE

ATy 7 1-5tE

NI T 7T, 70 —%FHLT, #7927 NARNT DT VA EZTANL, A
ML—VEfEE D KRICRER NNy 7Ty T EZRET D Z ENTEET, Zhuk, EBRIC
A a—VERETDHHIORBRICHEH T ET,

DBREHHE Y —VEMEHT 512X, [Ty b TA—L (Platform) |>[T—42/\v 97 v 7 (Data
Backup) JICBEIL £7, DBROBFESNLTWRWEEIE, T4 v I T v T DT T 4
TR=VICBE LT,
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- e I T S
18:1899 TyvTS30T409 R=D
(G 1 P ACKI @ itoring ~ - 2 .
@ CiscoTetratien”™  DATA BACKUP m @ Monitoring @ o4
i You do not have an active license. The evaluation period will end on Fri Oct 18 2019 18:46:44 GMT+0000. Take action now.
CONFIGURE fanning +New Schedule
° Setup your schedule configuration
@
Create new schedule
4
o or
) Planning your backup

= Capacity Planning Storage Validation
d

A

G¥) [A>TF 2R (Maintenance) [IZ[T—%/\v - 7w 7 (DataBackup) 174+ 7 3 A5
Bl&. DBREBMCT IS4V ANHI I LERRBL TS,

Ak L— L Secure Workload D HHE A2 fEfR T 572, [A M L—T 7T =7 (Storage
Planning) 147> a v EHHALET, [A L —YF T =7 (StoragePlanning) 1% 7 U v
7LT, AMV=VBREZANLET, BRETIZROZ ENT A PSHET,

ATV NART ENRF Y NMIT 7B A LRIEL £,
EENIAT Y MZT v 7 a—FL, 2Oy bhbF T a—FLET,
fﬂﬁfhg%f_’:f‘:n P4 y L/jz‘j—o

L]
R

3

SETETITS NI ED D DLRERH Y £,

19:1\9 9 F 9 TD[ANL—CTFS5 =% (Storage Planning) ] R—

@ CiscoTetratien”  DATABACKUP EXER © Monitoring - ® - &8
Lkt 'You do not have an active license. The evaluation period will end on Fri Oct 18 2019 18:46:44 GMT+0000. Take action now.
STORAGE PLANNING
o
@ Name ® cohesityl
A URL @ https:// | bl6cohesity02.tetrationanalytics.com:3000
4 Bucket & dor-erdos
A Region @ Region name (optional)
o
Access Key @ VCEASJuUz5rJaviHPNSgdgIKTsZ9LDIWOp6pRalurds.
»
Secret Key @

Use HTTP Proxy @

Use Multipart Upload @ (D

Storage settings were verified successfully. Click the next button to proceed

TAMNETTLHE, AT —FAA v E—VRERINET, 7R MIKRBLESGEIE, Kz
R LTS ZEV,

1. URLIZIELWHNE S D,




rAvF+uvz |
B sorvr7y708%

2. TV RABEHRITEL VDL S,

3. Ny RBFET B E 9 D,

4. ABML—VICEET 7 B AT LOLENDLGEIE. Tod a2 ELET,
5. Cohesity Z#fiH L CWAHFAIE, v~ VT X— T v 7 a— RE2EHcLET,

Capacity Planner Z [ L T, EINDA ML —UH A XL Ny 7T v TR ZFHETE £
ED

R20:1\9 9T v T FvnRoF4 TS5

N\ N
(Q Cisco Secure Workload oot - @u Ao | Ul

Est. Observed Bandwidth @

1 Mbps, ®
Max. Bandwidth Limit @
1

Est. Backup duration @

Est. Sensor Count @

1740

Lean Data Mode @
o» @

Retention @ Est. Max Storage @

o [ ARHIEIEHIE (Max Bandwidth Limit) ]: 7 —X O 3y 7 7 » FHIH T & 5 R KH:
iR, ZOWEIEIX, A7 V27 NANT~OF = EAay 8 ) IR —g#iE
DOELLTF THDHIMERH Y £7°,

« [HEE ¥ > —%% (Est. Sensor Count) ]: ZDEIZT 7 /v b TEEAEDBERFE o P —D
BUCRRESNE T, FPHICESWTEETEET,

« [f£FF (Retention) ]: A7 Y= h A b7 TORFFOME H %,

o [HEE /N> 7 7w 7HER (Est. Backup Duration) |: 1 By OT — X &2/ Xy 77 v 75D\
VBRI, oML, ERETRE L — kit o —Am, HEER T8 BLT
B RKAFIIE 2355 < HEEME T,

o [HEER KA R L— (Est.Max Storage) ]: ZOfEIL, F5E IN7-REHM & HEEE Y —
DR — M Secure Workload 23 & T D KA ML — Y OHEEE T,

ATvT2-8BE

Secure Workload 1%, #%E SNIZEFIMECOI, T—H 24TV x27 PARTIZabE—LFET,
NPT o TRET AV — KL, 77 F—LEEEIC, A ML —UMEP0R T TFNEZNER
RLET,

. AUTFTUR



| #v53oz

F—annvo7yIngE ||

Ny I T o THRETDINE, T—ENRN I T v TDI T 4 T _X=UTHEHILWVWAT Y 22—
JVDAERK (Createnew schedule) 1227V v 7 LET, N7 v 7 20O TRET D & X,
FHIT = v 7 DFEIT S, FQDN DNEAFTRETH D, IELWIP TR SN D Z & 2R L &
To TNBBRESND &, 7 FAXZBEREIN TVDL TR TOR U —ICHHN T v a
&h., FQDN O ICEIV B » £4, FQDNARWE | B P —3F 4 P RAX A X b EIC
WD T AR T 2 A VA —=_"—T&EH A, FQDNOEHZVR— 512X, 7 T7AXT
PR—=FENTVDEHINN—Ta il —%2T v 7T L —RTLLERHY, 7 3THE
Y =3k % — VIP FQDN Z iR TE HZMENH Y £, U U —RZ 33 ORFRTIEL, FEMAT
e =L@ —DANBDBREZ VR — K LTEY ., FQDNOMEHIZYI Y 2 £,
B oo —dglEhE P AEHLET,

20:\ 99T v TDEELE -FODNHPEESN TS L ERALET,

& Warning
By Clioking Yes, the following will be

will be set up to backup
data to external storage
- Setting up few FQDNS (outlined in
&)
« Switch over the sensors to use
FQDNs instead of IPs (this is
ireversible)

e: Please check the Pre-Checks
o Data Backups in User-Guide for
more information

| -

LR Y 7 ATHIW (Yes) 1227V v 7 LT, BEEMF = v 7 2fidT LET, RS
F v TCIT—0RELEES, FFlin 712 AT —2 AN [Failed] EFRRENET,

R22: R LI-FREHF VY

@ CiscoTetratisn”  DATA BACKUP

bl ‘You do not have an active license. The evaluation period will end on Fri Oct 18 2019 18:46:44 GMT+0000. Take action now.
£

© Prerequisite checks: ® Failed download logs &

@

s

TRTCOEFEMTF =y Z7IZEK LD, A ML—VIFEROANTERE T,

AUTFUR
|



B sorvr7y708

23: A L=V DERE

© configure Storage 2 Configure Backup 3 Schedule Backup 4) Review

Neme @

Name is required.

URL@
https:// | URL Storage
URL i required.

Bucket@

Bucket is required.

Region @

Access Key @

Access Key is required.

Secret Key @

ecret Ke
(CI® Use HTTP Proxy @

(I Use Multipart Upload @

(CI® Use Server CA Certificate @

Cancel

A R L=V ORGEE, (R~ (Next) 227 Vv 7 LTHxR Yy R T A DT T =0 TICBTLE
T

R24: x5 T4 T2

‘CONFIGURE SCHEDULE

Configure Storage Configure Backup

INB2O0FIEIL, T 72— Rl FES0LKELTY, V—rTF—FF— KRR
ENTWDIHEE, 7e—F—F I\ I T7v7E&NEHAh, ZTOFT—RIZ, NI T7 v A
L—UNROENTWDEAIERTT, (R~NEZ7 Vv 7 LT, AP a—LOREICBITL
F7,

(NI Ty T ORMERES B BIZERE (Setstarting backup point fromtoday) ]: (7 7
VRNTER) ZOFT T a T, FEHOFRTOR (UTC) XV ATNCIER ST
D7 7 ANDEGEINES, —EOHMBM L T\E 27 7 2AZTlE, IRy 77 v
EINDT—INRKREBICHFETHHERHY, V7R, Xy hNU—7 BLXOAT V=V

. AUTFTUR



T

TR

T—=8DIRy DT v TOHRE .

h 2 B TICERE 22 BRI D AREMRH D £, 2047 a TR RL, TTO
RENGEMERN I T v TENET,

[#A LY —> (Tmezone) |: 7 74/ MIT T IHFDHEA LY — 2 TT,

[FFRI &b Ny 7 7 7 BtAFER] (Allowed Start backup window) | : 73w 7 7 7723 B4h
SN LIy Q4 ReITER)

[EHIN 25823y 7 7 v 7 DAL (Enable recurring full backup) 1 (77 # /b kT34
) AT BRE, BRI T TDR Y 2 — VEBINT AL TS a U RERIN
FT, BRI T v TDOAr D a— L EFER LAV HICBEO LET,

o [{kfERY /N> 7 7 » 7 (Continuous backup) |: DA T v a VERIRTLHE, Nu T T v
THNETRETRIR D BB FAT SR T

CONFIGURE SCHEDULE

Configure Storage Configue Backup Schedule Backup

Set starting backup point rom today @ @O

Continuous backup @ D

Enable recurring full backup ® (D

BEOFIEIL, N 7T v 7Y a 7 kMR LTGS2 ETT,
25: 1\ 97y THREDLE1—
@ CiscoTetratizn  DATABACKUP EEE © vonitoring - @ - &t -

(™) You do not have an active license. The evaluation period will end on Fri Oct 18 2019 18:46:44 GMT+0000. Take action now

‘CONFIGURE SCHEDULE

- o @ @ &

Configure Storage Configure Backup Schedule Backup Review
s
o
Storage Backup
©
Name conesity Window 23115 every day
-4
Bucket dbr-erdos Duration 4 hrs 46 min
&
AccessKey  VGEASJUZSIRaviHPNSG... Recurring Full Backup ot scheduled
Bandwidth Backup details
Sensorcount 350 Required Storage / backup ~ 128GB
Observed 64 Mbps Allowed Storage 189TB
Maxallowed 300 Gbps Retention (days) 60

Cancel Previous Initiate Job




. NG TIVTRTF—ER

rAvF+uvz |

NG T TRT—R R

BRER, ATV a— VEINTREANEE Ny 7T v TN NI A—EnET, Nv 7T v TDA
TR AL, [T—H v 7T w7 (DataBackup) | ¥ v 2B —FK (FS5v bT+r—L~A
(Platform) 1>[T—%/\v%Y 7 v 7 (DataBackup) ]) THRTE £,

R26:/1\v 97y T/FzyIRA2 LDIREE

(v Cisco Secure Workload eoea - @y a. | Mk

Data Backup

o fai over to backup appliance. Ciick here fo view them
nnnnnnnn B
I @ Checkpoint Duraton (Sec) Upload Duraton (Sec) | & Gheckpoint Size (Bytes) | © Upload Bandwidih (Bps)

Time Since Last Successful
Checkpont

8h 53m

Available Storage

95 %

Tz By Sla e e s

Activate Schedule
Selected Storage Sensors Network Bandwidth Threshold

sz

sssssssssssssss

nnnnnnnnnnnnnnnn

nnnnnnnn

ggggggggg

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

........

sssssssss

2 years ago

BRI LIz F = v 7 KA v b b ORGBIRIL, F = v 7 KA v MThh DI L 24 1
% 2 LI-WRRETH A BENH Y T, Fx v 2 BA v hERY I T v FITH 6 A
BEA . BRI LT = v 2 A o R b ORI % 30 BRI T 5 MBS H 0 £
j—o

HovaRm—RiZiE, FzvIZRA L bR I T v IETHMDT T 7R OnH D F
j‘o

ORI, TRTCOF 2w IR, FERLTWET, Fx v 7 RS b T VLIIHRE A HE
T, B TF = I RA Y FEBRT D XTIV EEATEET, T-ME, F=v 7
RAYRDO[T 7 ay (Action) 1D FIZhD [k (Bdit) |47 varazr v 7 LTk
TEET,

F =y 7 RA L MIEBOBEMEZR TROAT —Z AL RDGE1H 0 £,

o VERE A/PREEH (created/pending) @ F = v 7 N4 ¥ MIMERRFEA T, a—3nbHD%
L T ET,

« FATH (running) T —FITIMBA ML =T VT 4 TN I T v T IHTOET,
e fXEh (success) : Fx v ZARA LV EINRET L, RILEL, Bl TEET,

« KR (failed) : F=yZRA L MIFETLELENKRLE L, @izl cs £t
}\/o

. AUTFTUR



| »>75vz
Rys79Fzra—1ok7s574 71 |

o HIBRH/HIBRGS 7+ (deleting/deleted) : HIREINDF = v 7 R A > ks ZHIERH T,

Al a—VETIIANr y NEEFET DI, [FTHRAT Y 2 — VA 22—V OfEE  (New/Edit
Schedule) %7 Vv 27 LET, Nl 7 v 7OREIMHEHALIZLEDERIUY 4% — FNRFRS
hi‘g—o

NI DT TRTDa—)LDETY T4 71t

[A7 Y 2—N%ET 7T 474t (Activate Schedule) (R % v H 8N+ D LT, No 7T v
BT VT 4 TETEET, ATV a—VEEETIANC, Ny I T v TR a— V%S
IT 47T AL EBEADO LET, AV a— L EENIT LD, EITHOF = v 7R A
Y ERRWEEDHRZLTLTESY, T2y RA Y NOEITHIZT A NEFITLIED, AT
Va—NVEERNITLHE, EITHROTF =y I RA 2 ERRT HAREERH D £,

729 PR MNTORE:

Secure Workload 7 7 A %1%, 7y "NOF TV 27 "DOTFTA TV A I VEEHRLES, 22—
P—BNNry hOFT V=7 MEBIREIZEBML TR A, ZNEITI &, REEN
WEL, ERRT oy 7RA 2 NBEET LRI H Y £9, FEV 4P — T, T2
RRABNL—V%RE LE T, Secure Workload 1, /N7 v M OEHEN Z OFIRNICE X £ 5
IO LET, ATV bEZ—UT U MLy ENGHIBRT DA L —URE—E
AMBVET, APL—UHEABITRESNTEZHRRKA ML=V L ZET—H L— MIESNT
AEESNET, Y- R E, FHES LI WEICET D LTI, #HHEE THICES T
2O, RESNTWRNWTF =y 7 RS MEHIBRLE S E LET, Fo, REFF—EXT
. WICRIE2 OO LEzF = v VRS v b e, RESHETRTOF v 7 RA 2 b (D
THNLNT) B ESNE T, RV —ERATF v 7R AV FEHIBRLCEREEZZET 5 2
ENTERWEE, T2 7 HRA Y T2 T —DNRAELBDET,

Frv R4 FORE

HLWF = ZRA RPMERESNDE, EWNWTF =y RS2 MIz—UT7 0 MIARD ., HiBR
ENFEd, 2L, Tz IR,V FERFFTD2ZENTE, REEREICLVHIBREND Z &
B0 FET, REINTET =y 7 R"A 2 MIBIBRESNETA, REESINETF v I RA v
FAEER B DEE, BHOASTH LWA T V=27 MDA ML =R £408, ==Y
TURNLETF=v I RA Y MIRFFEN TV D DHIBRSNERHA, A NTT 7T 4 AL L
T, MBS U TREZEHA L, 2RAL LTI VLCEOHE Y2 EOTF v 7R
AVNEEFRLET, T I RA Y Ve RRET2120E, Allovny 774 aviE s )y L
£7,

K 27:F v oRA 2 FORE

Success (100%) as0

aso
uccess (100%) aso0

uccess (100%) aso0

uccess (100%) as0

I AUTFTUR .



B =s0ex

—

TF—

2 DETT

rvsroz |

F =2 OETEEIL, EOF =g 8—D [FTF v b7 5 —24 (Platform) | A == —
THETTEET,

Ny T T T =R LTI TAZEZE LT HITIE, 7 TAZNDBR AHX /3 £— K
Lo TODMERD Y ET, BUE, 7 7 AL IZRIFHCOZA L L3, = FICRETE %
7

ROMAHEDER AT,

T347YI 524 SKU ARB NS5 RX% SKU
8RU-PROD 8RU-PROD, 8RU-M5
8RU-M5 8RU-PROD, 8RU-M5
39RU-GENI1 39RU-GENI1, 39RU-MS5
39RU-M5 39RU-GEN1, 39RU-MS5
OCI OCI

AN E— FDORER

RE v, E— FORER
T—H OB EBET HITIF, A IITERE L TIIZE N,

YA MEBM T IRV AT a U EBRETDHIEILED, VITRFEAS N, F— RCEH
TExFET, EBPICYH A MERZRET D L XIT, [V AN (Recovery) | ¥ 7 THEILOFEHM
ERELET,

I TAL e AL A F— RTRMT 512X, [V B3Y (Recovery) 1 Z 7 TIRO K 9 ITHRE
LEd,

1. [AHZ U /NAFEE (Standby Config) 1% [4 > (On) JIZERELET,
2. T4~V T AZLE FQDN Zi%iE LE T,

JRBHOFR D O E, WE DR & E-o72<FRLTY,

. AUTFTUR



Site Config

F—s07y7zv7 |

Complete this form to create or update the site config.

General
Email

L3
Network
Service
Security
ul

Advanced

Standby Config [ ! ‘
Enablo restore standby mode, Gluster will not functional untl failed over
Primary cluster site name
hui
Primary cluster site name
Sensor VIP FQDN
wsshui.tetrationanalytics.com

The fully qualified domain name that has been setup for WSS this cluster. This name should point to the cluster's sensor VIP. Sensors
will connect to this FQDN when DBR is enabled. This takes effect only when DBR is enabled. Before changing this FQDN make sure it
resolves to the sensor VIP IP address. Failure to resolve will prevent updating this field.

Kafka 1 FQDN
kafka-1-hui.tetrationanalytics.com

The fully qualified domain name that has been setup for kafka-1 instance in this cluster. This name should point to the cluster's Kafka
instances. This FQDN will take effect only when DBR is enabled. Before changing this FQDN make sure it resolves to the corresponding
kafka-1 IP address. Failure to resolve will prevent updating this field.

Kafka 2 FQDN
kafka-2-hui tetrationanalytics.com

The fully qualified domain name that has been setup for kafka-2 instance in this cluster. This name should point to the cluster's Kafka
instances. This FQDN will take effect only when DBR is enabled. Before changing this FQDN make sure it resolves to the corresponding
kafka-2 IP address. Failure to resolve will prevent updating this field.

Kafka 3 FQDN
kafka-3-hui.tetrationanalytics.com

The fully qualified domain name that has been setup for kafka-3 instance in this cluster. This name should point to the cluster's Kafka
instances. This FQDN will take effect only when DBR is enabled. Before changing this FQDN make sure it resolves to the corresponding
kafka-3 IP address. Failure to resolve will prevent updating this field.

«Previous

JBBRICT T4~V 7 T AZLEFQDNZHRE LT, AX UL T FRAENHND T T AH %
BICELLIICTHZENTEET, ZOREIL [ 7 AZKE (Cluster Configuration) ]
NR=UNE T =2 ANF—="=3 M T —SNDHHNC, BTHRETEET,

DBR AHX U NAFT—RDJ T ARZIEL, AR, F— R —RNERENET,

X 28: 2R3 N 1N F—

CiscoTetratien’  SECURITY DASHBOARD

Deep visibity Enforcement
Hardware Switch

[DBRDTE L (DBR Restore) | ~<X— I IZBEIT 5121, Secure Workload Web A > % —7 = A A
OEMIZH DT EF =Y a =5 [F5y b T+—L (Platform) |>[T—42 D& (Data

Restore) ] %R L £,

—3DT)TTYF

I IGAREBILT HANS, T—2 &7V 72y FTIHMLERHYET, T—XIL, 7—XD
Nl T v FNIHEHENDIDERICA ML=y b ) T2y FENET, NP
ToTHh—EARA R L —UNbE e — RTELHL92T5HI11E, v/ A AAFHz g
HZRENRHYET, AML—UNRT Y 72y FHIIRESNTWRWESE, 2—F =X [T —
2 DI (DataRestore) | Z 7 bty N7 v 7'y 4 F— NICEHEBEI SN ET,

ARBUNA D ZREF, SBRNL—DEDAHRELET, TIATVISTRAEDINYIT Y
TEEHLTHDR CL—UINry b EERTRBE8. RZAVNAISREDAL—DF

BHTOBLENHYET,




rAvF+uvz |
B s07u7:z07

R29: R bL—CDEY b Ty T4 H—FK

RESTORE STORAGE

sssssssss

HHRRTARSINDE, AML—VF7 Y 72y FRHICEBREINET, [DBROE L (DBR
Restore) | Z N7V 72w F AT —HANFREND L2253 T,

K 30:DBRT) Iz vFRT—HRR

.......

nnnnnnn

[AT—# Z (Status) | X—VF, 2—F—IZIEIERT - a2 LE T,

AT 1 ELEOESICIE., ETXEBETA-00IESERa L A—3 0 FOHENR TETCWEZ L E2RTENH
NFET, T—HEMRT AL, 2V R—R MTH—=Y L EEDLETLL I, BETL2TF—20E4 1
DEFICFEREINET,

[’N7 > & (Bucket) 1: 7V 7=y FOREEZRLET, EFTOT—ZN45 3L ERIO LD THH5A .
RCERINET,

[DNS] : A¥ /31 7 5 A% 1P |ZBF % Kafka 35 K O WSS FQDN fi#ik 2 7~x L £ 3, HrHiZ, FQDN 23 A
HUNA Y FAZIPIZHEF SN2 WVGE, B —di cE 8 A, FQDNINAX V3, 7 T AKX ~D
R ZBRLAT D &, BREIZED Y £7,

[ A— 4 A b L —# (Ext. Orchestrators) | : AX /3, 7 T AXNBHNEA—7 A b L—X ~DHi %
RLTWVET,

[=—Y x> b (Agents) |: AF U NA T FAZIZEFIZOVEZ bNZo—2 2 FORERLTNE
9, ZAUTEITLD U T — SN RBRICOARBR L T,

. AUTFTUR



| »>75vz
v5z2906x |

ATY T2 £ EOEHSICIX, £ EOEHS TRINLAZKICEET AFEmMSAFERINET, A EBICHS (5T <HET
(Restore Now) | &7 U 7 §5&, 1’5757 v ANRBE S ET,

ATV T3 ETFTOMME, FAFOT ) 72y F AN —VREEZRLTONET,
ATV T4 FETFOWMME. TV 72y FBIED ST 7R L TVET,
T—=2O7 ) 7y FIE, REREILEEFEICTHEDIC, W OO E R R—R MEEHLE
To T—2DT V72 FNRMUIZGE, AT —F AX—VIZEBRERRINET,
31:DBRTY) 7z v FOIS5—EH
@ CiscoTetratien  DATA RESTORE ®oetat - @ Monitoring + @~ @ -

= RESTORE

Last successful data download Never

Last data download attempt Failed

Failure reason Backup cluster has an
incompatible SKU

-
Data Download Status
Restore to NA
Bucket

Tetration e s
Cluster

AAAAAA

TV 7 =2y FORBIFR L 725 — R E T —2RIRLE T,

BT/ BALT—: ZOHE, AL —=UnbDT =X EEEICA VL 0— RTCEERATLE, Zh
WX, e A AR, AN L—URY —DOEE, MRy NU— 7 OREDRE THEA
THAEREMEN B VY 1,

HEMED IR NI T AR NSR—Ta v c BIEPTADDIE, Ny 7T v 77T AH LE L Secure Workload /73—
TaraFITLTVDEI TAXIIIH L TORTT, ZiUL, Ty 77 L—FHFZ I T AXD 1 DTN E
BRESNTWAEAICRETLZZENH D 9, Fizid, BREPI, Hlo—T g UREBRICHEHR I T
HZELGETY, 77 AXEIEANR—Ta T v T — R 5 e, ZOMBENMEEINET,

HHMEDRWSKU N—=V gy T4~V I TR EREZ T, AZ UL T T RAETHEAINLTND
SKUIZIHEELTLZE& Y, 94~V 7T RHFDSKU DETITIE, BED SKU OANBHFRIENE T,

DS RZDET
7 T AKX DI, [HIL AT —H A (Restore Status) | ~<— T Of EMICH 5 [543 <HET

(RestoreNow) | Hh&# %27 Vv 7 LTCRYAT—CT&EET, H7r7arBD I T—3hb
AT, HRZRDHNET,

JGARTF—RIT2ODT =— XA TETLENF T,

WEITT—X Y= RAZHATLDICHERT — X PRRPICETTESNET, 07—
TTICTN 72y FENTWET, MAET = — XI5 R/MIE, A1 A =1 ENTWNbE
V=D, RNy I T T ENDLT—ZDOEREICL TR £, MHT =— A%, Ul
T 7 BATEEHA, WBAIT—XIZUIIZTHERTEBENRELEBE, HR— 2%
FTHIZIET—F T TATRA RFXF—HBRBETT,

AUTFTUR .



rvsroz |

B 777.—¢ oBRrBY)

7vITTL—

VM D&%k

LAS—D1—X: 7 5AFF—% (duid D72 —DBARY) 1INy 7 759 RTCHETE
N, 77 A2A20RERT7Tay 7 ShvEth, £/, 7 7AX ULILT 7 BATE, HuxOH#ET
HUZAFT—PRRENET, ZO7=—XH, 7 FAZTIEARTHY, T—F 17T
TIEFITHEE L TWET,

~ (DBR&HY)

7 T AKX TDBRBNAENZ/> TWDGEEIEX, 7Ty 77 L— REETLRIICAr Y a— vk
T I T 4T THEEHRLET (NI T v TRV a— VDT 77T 4 71 25
B . 2k, 7o 77— RFBRBMBEINDIENIEF RN I T v TRGFEALEL, FrLn

Ny JT o TRT v 7a— RENRWIZ EBRRIESNET, Ty RS hO= T — %[k
THIZD, ATV a— VDT 7T 4 TE, Ty 7 HRA L RBRETH TRV E XIZOARE
ITLTL7EEN,

[FZ 7Ny 2—F 17 (Troubleshoot) | A ==—® [{Kf8~ > (Virtual Machine) ]X—
121X, Cisco Secure Workload 7 7 A X D—ECTh 5T X CORMB~ U RERRSNET, 77
AL DOEENETT v 7T L—F (L) TOREREAT =2 A, E6IZ7 Vv 7 1P HE
REINFET, 7 TAZNOTXTOVMII AT v 7 3y b —27 O—ETIERWzD, T
Uo7 IP ZFFRWGERH L2 EITHEE LTSN,

HDSRIDTFTYITTL—FK

7w ITTL—

T I U= FAT Y 2 T 2 e AT BICH. EROF B = 2 v A—T[T T b T —
2 (Platform) 1>[7 v 77 L — R/fiEE#E/> v » & 7> (Upgrade/Reboot/Shutdown) | % 7
Uy 7 LET,

T T L—RR2EENDVET, ZZTIE, 7] Ty 77— R rERZo20T
A LET, o7 v L— FfZ, Orchestrator-VM ZR< 7 7 A ZNDTXTD VM 23
Vrxy MU, HILOWVMBER SN, Y—EARH{ e Ya = rInEkd, 77
AZNDTRCOT—HE, ZOT7 v 77 L—FRKRZffFFanEd, =2ZL, o7 v7 7

L— RHICRAET DR 2RO X T 2 4 DERE ET,

~ D ESE

T w7 V— RERBT AT, ElMoFEe S —2 g o NN—=T[FT v F 74 —2L (Platform) ]
>[7 v 7T L— R/ v » & 7 (Upgrade/Reboot/Shutdown) 1 %27 U v 7 LET,
T T T—RKX—=DIE, FTAREDOT T TV —RIRyFT T T VL—R/yy hED
VIFEBIA T a v Re D £,

INT v 7T — RERWEBT 2%, [Ty 77— KU 27 ®%E(E (Send Upgrade Link) | %
IV LES, VT T T b—FRaFETTHE =7 A b —% VM LS OFTXTD
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7vFvL—roms i

VM RT Yy TS, ZROTXTRT v 77— FBRXOBRERHEENET, 207k
O, 2B LD FRAZDE T Z A DPFEELET, Ny FT v T T L—REFTTLHL
B0 H A DNTIRNRIZIMASIE TR, Ny FOREHPLERY —EANEHIND 21T
T, VMIIHEBISNEEA, FU 21 NTEE, BOBRETT, Ry FT v 77 L—F%
BtaT 2121, [Ny TF T v 77— R U 7 ®Dik{E (SendPatchUpgradeLink) %7 U v 7 L
£9, BRZUS1RIZT 7 AZOFETZBMGT 51E, [FES ) > 7 D%fE (SendReboot
Link) [Z#fEHLEST, ZhboDV 700z s Uy r 358, V725081 A—
ABERSI, Ty 77— RaBthLlca——IZkESnE 7,

®32: IV v T L— FOBtE

Hello Site Admin!

We received a request that you intend to upgrade the cluster "50". You can do this through the link below.

Upgrade 50

The above link expires by Mar 26 09:29:50 pm (PDT).

If you didn't request this, please ignore this email.

Upgrade will not be triggered until you actually click the above link.

Cisco TetrationOS Software, Version 2.2.1.34.devel

TAC Support: http://www.cisco.com/tac

Copyright (c) 2015-2018 by Cisco Systems, Inc.

Al rights reserved. This product is protected by U.S. and international copyright and intellectual property laws. Cisco products are covered by one or more patents.

F = A L—=ZIFTEFA—NEFET DN, WS ODPOWFES = v 7 Z2FETL T, 77X
ENT 7T — R ThH I LMl LEd, MatF = v 7 ONFITRO LB TT,

1. BEELRTD ) — FRRNWZ & 2R LET,

2. BATAINET =y LT, A= K= THERRNC L EMRLET, ~N—Fy=7
BRI F S ENET,

1. RoAT7oREE

RN A 7 OFH A Re/a S

N

3. FIATDORWE
4. StorCLI D%
5

MCE 0/ =5 —

3. TRTOBMMBPBENIRETH D Z L 2R L ET, 39RU OEGEIT— =236 5L E,
8RU DAL 6 B ETHL Z L aERLET,

WTNDDOEENSHGEIT, 7y 77— RN 73R ESRERA, HW T —XHR R b
R EDEREZL 5007 —NRRINDHTID, A—F A M —Fn 7 Ttz L E
T, ZDOTF U ATIL, A kD orchestrator.service.consul {23 5

/local/logs/tetration/orchestrator/orchestrator.log T, & D 100 DT T — X v — TV Z MR TX
¥9, ZIZT.3200F = v I RA 2 bOENNEEDRIR TH SN 2 FEME R e it
SINFET, ZOEE, BEIIN—RUVTOEEL ) — ROBBEBRELEICRY £3, ZR

AUTFTUR .
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B remrooo—¢

SETLEL, [Ty 77 L—FRYU 7 ®ikE (SendUpgradeLink) 1227 VU v 27 LCT v 77 L—
REBHTEET,

RPM 7 v FO— K
EFRA—NDY I H IV IdhE, 77ROy T v XULICERLET, By T v
TUNE, 7T ASORERET v 77 1— FTHEMT2EUL T, RPIO~—VI2i3, B
JIGARIIZA VA R—ILENTWS RPM DY A Fﬁ;%ﬁ_\‘éﬂijﬂo :0)’\0‘—‘:/5:3:‘ TJ‘/\”CO)
RPM &7 v 70— R$ 57007 v 7Fa— =Y Thh 0 £7,
X 33:RPM7 v 70— K

Tetration Setup Diagnostics » RPM Upload » Site Config » Site Config Check » Run
RPM Upload

v W tetration_os_rpminstall_k9 [ 3.5.0.7.devel §

v W tetration_os_UcsFimware_k9 [ 3.5.0.7.devel §

v W tetration_os_adhoc_k9 aa=

v W tetration_os_mother_rpm_k9 [3.5.0.7.devel §

v W tetration_os_enforcement k9 [ 3.5.0.7.devel §

v W tetration_os_base_rpm_k9 [ 3.5.0.7.devel §

Select RPM file

Browse... No file selected.

l ‘ Continue Skip

Ty b7y T ULCERSNDIEFCRPM 27 v 7 a— FLET, IHEFTROLEY TT,
tetration_os_rpminstall k9
tetration_os_UcsFirmware k9
tetration_os_adhoc k9

1
2
3
4. tetration_os mother rpm k9
5. tetration os enforcement k9
6

tetration_os_base rpm_k9

\)

(GE)  vSphere |2 S #17= Secure Workload (A8 7 7 A % DA 1%, #7 tetration_os ova k9 RPM %
T w7 —RLTLEEW, tetration_os base rpm k9 (L7 » 727 L — R LARWTL IEEW,

INUANDNEFTT v 7 r—RT5L, Ty7a—RBRRRLET, 7 XTORPM BIELW
BEFFCT7 v 7 — RSLb £ T, [T (Continue) ] AR ¥ NI/ D £7,

KT v Fu—Roa L, FRENNORPM OEMAICHAue /it ad 7 ) v LTHERTEXE
T, Fo, KLET v 7 ue— K3 T~v—27 ENnE1,
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Tetration Setup  Diagnostics » RPM Upload » Site Config » Site Config Check » Run m
RPM Upload
« @ tetration_os_rpminstall_k9 [ 3.5.0.7.devel §
« | W tetration_os UcsFirmware k9 aaaxT
v @ tetration_os_adhoc_k9 {3.5.0.7.devel ]
« W tetration_os_mother_rpm_k9 [ 3.5.0.7.devel §
v @ tetration_os_enforcement k9
« [ (tetration_os_base_rpm_k9

Select RPM file

Browse... tetration_os_enforcement_k9-3.5.0.8.devel.rom

verifying RPM. .

RPM downloaded

RPM install failed

RDOAT v 71, A MEREZFEF T L TT, TXTOVA MEWMT 4 —/L PO HEFT Al hE
LWV DI TELY FHA, KDT 4=V FOBZHEHFTEET,

1 SSH ZABH & —

2. Sentinel 77— h&EF A —/L (Bosun [})
CIMC ¥ v bV —7

CIMC W#ixy bV —27 = U =A

S r sy FU—7, 1 BEFEOANEE R Y P =2 IIEF LN TLEEY, BFEDOFR
NI =2 AT 52T, Ehicxy NV—272BINTxEd, BEOXy hU—7
EEFEEITHIRT D E, 7T AZMEATERL Y £,

6. DNS U VLS

a > W

7. DNS RAA»

8. NTP H—~

9.  SMTP #—,3— (SMTP Server)
10. SMTP 7~—  (SMTP Port)

11. SMTP =—H%—% (X7 =z V)
12. SMTP SATU— K (A7 ay)

13.  Syslog #— 33— (A7 = V)

AVTFUR .



B 77 —rosmrzy

14.

15.

\)

rvsroz |
9

Syslog "—k (7' a3 )

Syslog 77 ¢ (EKE) (F7vav)

6=

Syslogh—"—D T T 7 4 (EKRKE) X, 7 VT 4 A biEREMtE CoOFPA T3, Bosun
TI7—bDUETT 4 (EKRE) 1F. BEULE (BFREM) CTRETLHLERDD £7,

N—=a 310K, By 87 v 7 UL & LA syslog ldAR— b TnERA, 22—
P—IL, syslog ICT — X E I AR—MTDHEIICTAN T I T4 T U ALRRET HMENH

DET, FEIZOWTIE, TTANICBATT D400 syslog b x U 7 ) 2L TIEIN,

GE)

7D

Secure Workload %, STARTTLS ==~ K% L7= SSL/TLS %475 A — P —R_—L D%
BIRSMTPHEEZ Y R— b LET, KERNT 7 4 v 7 &Y A= b 25— —DOfFEHER—
1. I S87/TCP T3, %< OV — R—[THEHED 25/TCP AR — b THLRERMWEEZZITA
nEJ,

SecureWorkload (&, SAERA — LY —/N—LBIET HT=6HDO SMTPS 70 Fa)LEHR—FL
TWEHA,

D7 4=V RIFEFHTEEH A, BERRWEEIEX, K17 (Continue) 127 U v 7 LT

Ty T L= RuiOF v NI A—LET, BERLDLEAIL. 74—V REEHL T
[%¢fT (Continue) 1 %27 VU v 27 LET,

TYvITL—FKFDEFFI VY

T o L— RERBTDHHIC, 7T AZ T ONDF = 7 Z2f7\W, T v 77 L — RN&H
W ARNCRIEN 22 & 2R L £,

1.

RPM NN—V g F vl : TRXTCORPMMNT v 7o — RNEiL, X—VarsBNELWI &
EHRLET, RERLELWHE I DEHRT I OTII R, Ty Zue—RInfzneE?
WEMERT DT, REEF v 7%, 7Ty 7a—RFREKO—EE L TEITEINET,
A MU Z— A MERDOY T 4 T EITOET,

AL THER : V—T /AN VAL TR L ET,

HA FF = v H—:DNS, NTP, BLOSMTP H— _—DF = v 7 ZITVET, REIC

=0 MftEDBBAA—NEEXELET, ZOA— T, 774~V VA NOEFEHRETH
7y MIEESHET, DNS. NTP. £721Z SMTP OWF 0D P — B A0 TE 720

B, ZOFMETRBLET,

. AUTFTUR


cisco-secure-workload-user-guide_chapter9.pdf#nameddest=unique_852

| »>75vz
152807y 75L—F |

5, F—J OWKFE: EFA—NVTEEEINTZ =27 &2 AN L, [T (Continue) 127 VU v
7 L\ij—o
B: 7T L—FOERIFIvY

Tetration Setup  Diagnostics » RPM Upload » Site Config » Site Config Check » Run

Pre Upgrade Config

+ RPM version Checks + Site Linter + Switch Config + Site Checker +, o token validation

Validation Token

~ Ignore instance stop failures

Disabled until script completes successfully.

HDSRIDT v T L—FK

Ty L— REIOFIANRET Lizb, [ h—7 VOER A~V TZITWR-T- h—27 & A
J1L 72, [#i1T (Continue) 1227 Vw79 5L, Ty 77 L —NeflpCE£7, [FER
VZA5 1 & 45 (Ignore Stop Failures) | & W BIA T v a BNV 3R, 2ot 7va %
F U L TIEWT ERH A, 2T, BEDOY—ERAR T Y v NE T T, T o7 L— KR
KB LIZGEOREAS T a T, ZOF Ty aaiH1T5E, VMOEHKIZS ¥ > b
Zr S, Y ERAOFBRERHIEEN AT L IREERH Y £, ZoFTvaiE, =
VUSTOBBETTCHEALTIEE N,

R36:9SR5DTvTTL—F

tetration s Goow k9 tetration os UssFirmware k9 telration_os_base rom k9 etration 03 mothes_rom k8 tetraion_ou_

1}

i
1
i
i
]
i
i
i
i
Sk
ilt
L
f
i
[

L]
iiiti

[#t1T (Continue) 1% 2 Vv 27 325L, Ty 77 b—RRftIhEd,

RTYTN HEDIF2AZ/ %) v 755 L MASR TS A MEEARTRENET,

ATY T2 ZO T, T3TD Tetration 0s RPM EZDNR—T g URH Y £,

RAFY T3 Ju—nNLT T L— R A=, Ty 77— FOETRAFRFTENET, EITPEHEE, BT
R, RBURRIAREIZ 2D £7°, EITRUA—DFT LI, 7Ty 77 Lb— ROBHED AT — X ANKR
SNET,

I AUTFTUR .
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ATYT8 - MD3ODREZUBHY T,

a)
b)

d)

[E# (Refresh) ]: X—VZ2FH L E7

[FEf] (Details) 1: 7 Vw7 45L, ZOT7 v 77— FRIZET LETRTORAT v IRERENF
To AT v T OMICHLIRAZZ U v /73258, FAMRERTXToOr Z7RFRINET, Mo
WTIERhER L £ 7,

[VE> b (Reset) ]: A—F7 A ML —FDREZV Y NI 54T a T, 247 a i@
RIDL, ToTTL—FRFyrerahT, RPICREY ET, 7y 77— NIZRBRLESE

frE, ZORZEHEHLRNTSEEY, £, Ty 77— RFRRKRLZE, 7y 77 V— i
BRNZT X TOT o ANETT5E TSN 7,

[FFBH (Resume) ]: 7 v 727 L— RICKRT 2 &, KIMLZEBIIIG U T, BA 7Y a UinFRRE
WET, [ Resume) %27 U v 7325 &, HIEIOLE L TWEDNOT v 77 L— RAHERS
nET,

ATYTE RIZ, AV AZ A 2a—RNERINET, fHx DO VM OERAT —Z ANRTRCERINES, 1A
BUAE 22— IO TR S E T,

a)
b)
<)
d)

e)
f)

2)
h)

)
)

a4

[V 7/ (Serial) 1: 2D VM EZHRART BT AANLDY Y TALEKE

[X7 A X JVIP (Baremetal IP) ]: Z D7 A X JUZEI Y 4T o 7-NES IP

[f > AH A% AT (Instance Type) ]: VM DX A 7

[V AZ AL T v A (Instance Index) |: VM DA > 7 v 7 A - @ el AMERIFIZEI U Z A 7O
VM 35 0 £,

[7F A ~X— KIP (Private IP) ]: 2 VM 2%V 24T 5 7-NES IP

[/X7 U »Z1IP (PubicIP) |: 2D VM IZEID ¥ THNTZN—T 4 T A[EERIP - TXTO VM IZH
LT TIEHY £H A,

(@B (Uptime) ] : VM OR#B)HF ]

[A7 —# A (Status) |: [f5&1 (Stopped) 1. [JEBBA (@B A) 1. [ (Failed) 1. [ARBHAA CRBEH
#h) 1. [EfTH (In Progress) ] W T 4T,

BB OEITIRIL (Deploy Progress) | : BEIN5E T LIcEIA

[v 7 DFR (ViewLog) ]: VM DEAT —X XA &R RTHZODORZ

07X 200X A TRHY 97,

1. VMERwZ : ZhborZid, [m7OFRR (ViewLog) |RZ %7 Vv 7 LTERT
TET

2. A—=rAbb—varuZ, FlRZCORBICHLRANET ) v 7358, TRONRER
SNFET, ROLIICERESNET,

. AUTFTUR



ATy 1

ATvT2
ATvT3
ATy T4

ATvTH
ATy 76

HM37:04

Running playbooks on the instances ...

veresn | oouss [2) [0

Orchestrator

Instance! Orchestrator-Upgrade

Orchestrator-consul
Serial Orchestrator-scheduler Instance Type
Orchestrator-server '
FCH2111Vi hbaseRegionServer
. Playbooks-Orch-bare_metal _
FCH2111Vv{ Playbooks-Orch-bigbang adhocKafkaXL
' Playbooks-Orch-consul_server |
FCH2113W( happobat

- Playbooks-Orch-get_upgrade_logs '
FCH2111Vv{ Playbooks-Orch-orchestrator_during_instance_deploy happobat
. Playbooks-Orch-orchestrator_postinstall_setup
FCH2111V{ zookeeper
Playbooks-Orch-orchestrator_setup

FCH2112vt Playbooks-Orch-pre_orchestrator_setup zookeeper

' Playbooks-Orch-switch_config

FCH2111V{ : zookeeper
~ SiteinfoChecker .

FCH2112v: VM Manager datanode

HV 737 e2fLET,

[Orchestrator] - A —7 A b L—#% w7« ZHUTEITIRIL A BT 2 I OGET T, =7 —2NRET L &,
Blow 7z2E L TERUET,

[Orchestrator-Upgrade] - 2.3 ¢ NOP

[Orchestrator-consul] : 77 A < U A4 —4—7 A h L—& THEITEI5 consul 2 7

[Orchestrator-Scheduler]-VM A7 ¥ 2—F 1 7 : EOVMMNEDRT A X JVICEE SN2 ErRTr s L,
A a—=) v ra s

[Orchestrator-server] : A —4> A kL —Z 7250 HTTP H—/3—nm 7

[Playbooks-*] : A —/47 A h L —& TIATI415H T TD playbook 1 7/,




B 77 —rossirzvoznoceni

7Y IL—FDEFHIFzVvIEWVNDTHET

BAIWCE-oTUE, Ty TV —FRE2A7rVa— L, Ty 77 L —RERBLTWSEE
W2, "= RO = TEENEAET DN, FIARZET v 77— RTHEFNRTE TN &
BHVET, Ty 7T L—REFITT LRI, INEEETLILEROY T, Ty 77 L—
Ry 4> RoETRHORDVIZ, Ty 77 L —ROFRIT = v 7 20O THEBTEET, =
NoDFxy7iE, Ty 77— Ry F/HEBORGREZRE, WO THMETHETT
XFET, Ty 77 V—KROFFT = v 7 2LEOXA IV T TEITTDHITNE, [Ty 77—
K (Upgrade) | X—IZBEIL E 9,

R38: 7977 L— FOEMF v s EVDTELETTSFIE

Upgrade

Upgrade  Reboot/Shutdown History

1) Precheck

Precheck was validated at Aug 11 07:40:23 pm (EEST). Rerun if necessary
Start Upgrade Precheck + Upgrade Precheck Status (- IENCED]
s 2| Select Operation:
®  Upgrade

An upgrade operation involves shutdown of all VMs except the orchestrator VMs followed by deployment of new VMs, and re-provisioning of all services in the cluster. Cluster continues to collect flow data in an upgrade operation
except for a time in the order of minutes. There is a downtime of 2 hours

Patch Upgrade

A patch upgrade process just updates the services that need to be patched and will not result in restarting VMs. The downtime is usually in the order of few minutes.

3 Current Operation: IDLE

Upgrade can be initiated below.

[7 v 77 L— ROFERITF = v 7 OBAtA (Start Upgrade Precheck) %7 U v 7 LEJ, T
k0, Ty T —ROFERIF = v 7 NEB I, EfRREBICBITLET,
39: 79T L—FOERMFzVvIZEVDOTELEETITSFIE

Upgrade

Upgrade  Reboot/Shutdown  History

1) Precheck

Precheck was started at Aug 12 04:16:22 pm (EEST) and is in progress

Select Operation:

®  Upgrade

An upgrade operation involves shutdown of all VMs except the orchestrator VMs followed by deployment of new VMs, and re-provisioning of all services in the cluster. Cluster continues to collect flow data in an upgrade operation
except for a time in the order of minutes. There is a downtime of 2 hours.

Patch Upgrade

A patch upgrade process just updates the services that need to be patched and will not result in restarting VMs. The downtime is usually in the order of few minutes.

3 Current Operation: IDLE

Upgrade can be initiated below.

Send Upgrade Link

O, AT APL—HITRXRTCOT v T T L — ROHERFT = 7 E2FTLET, TXTD
Fxv IG5/ THE, Fxov Il BB L= =2, EFA—NV =7 UPREHINE
FA—ANEEENET, P—2 0 ZANLT, Ty 7L —ROFERF v 7 %2587 LE
7,




Data Backup and Restore (DBR) .

W0:7yTIL—FOEMFTvIEVNDTELRITTHFIE

Upgrade
Upgrade Reboot/Shutdown History
1 Precheck

The last pre-upgrade site check completed successfully. An email with a validation token has been sent to the configured site administrator's email in company cluster config page. This validation token can be used to validate that
pre-upgrade checks have been completed successfully.

Start Upgrade Precheck | v Upgrade Precheck Status | ISR RIS R

2 Select Operation:

®  Upgrade

An upgrade operation involves shutdown of all VMs except the orchestrator VMs followed by deployment of new VMs, and re-provisioning of all services in the cluster. Cluster continues to collect flow data in an upgrade operation
except for a time in the order of minutes. There is a downtime of 2 hours.

Patch Upgrade

A patch upgrade process just updates the services that need to be patched and will not result in restarting VMs. The downtime is usually in the order of few minutes.

3 Current Operation: IDLE

Upgrade can be initiated below.

Send Upgrade Link

T T T L= ROHERITF =y 7 PIZZ T —NE LGS, RECREBICBITL, KL= Z A
IMFEREINET, AT —FRTNOTHHERTE, LA A TR TRy 7 AZERINE
T,

MH:79 T L—FOEFFzvIEVWDOTELRITTSFIE

Upgrade Precheck Status

Task Status Log

Cluster Health Check success Orchestrator
Service Health Check success Orchestrator
Secrets Sync Check success Orchestrator
Site Linter success Orchestrator

Site Checker success SitelnfoChecker

Data Backup and Restore (DBR)

7T AFTDBRBENNI > TNBHEAIE, 7y 771 —F (DBRHY) | WL TL
YA




rvsroz |
. RAFvFavhk

AFvyToay bk

ATFvToay MEA—Y—A A2 —T A RANDT7 IR

HRET—HR—bO—LiRo2—F—3, Vs FUDEMICHL T BT = a 73—
5[STILYa—F 4% (Troubleshoot) | >[RFw FL 3w kb (Snapshots) | Z3&R L
T, AFy 7 vay b= MIT 7 EATEET,

2FyTay WA EEHLT, 773y 7 AF v 7 a vy hEIL Cisco Integrated
Management Controller (CIMC) 7 27 = /L% KR — b RAEERTEEST, A F v 7 Tay
774N VAR RXR=UT[AFT v 73y bOERK (Create Snapshot) | R¥ &7 U v 7
THE, VTV I ATy Ty ay bERIFCIMC AT v 7Y ay b (T2 =00 P R— R
YRV) BERT LNV n—RENET, CIMC ATy vay hNa@RTL4 739
IZ. Secure Workload ¥ 7 b 7 = 7 D& (ESXi) 33 & O Secure Workload SaaS TILIEZNIZ 72~ T
WET,

[ 7Yy 27 AF w7 ay b (Classic Snapshot) | RX %7 Vw7358, AFvTay
MY —NEFITT DD~ —A o Z—T = AP — FEINET,

42:2FvTay bY—ILOEFT

[CIMC A} > 7'+ =2 v b (CIMC Snapshot) | RH¥ %27 Vv 73 5&, CIMCT 7 =71
R N =V EFATT DD —F—f V4 —T = f AR — FENET,
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RFvyTTay bOER .

43:CIMC 79 —h LY R— FDEIT

) Select Type © Create Snapshot

Aty T3y FOERK
[AF > 73 v hOMERK (CreateSnapshot) | TF 74/ hOAT v a v a&IRTHE, 2T
T¥ay MY VEIROIEFREINE L ET,
o« I ﬁ
« Hadoop/YARN 7 7'V r— a v OYRAEE 1 7
« 77— M@k
« & F &E 72 TSDB fatiE
FI AN N A —N—F A RLT, BEOF T 2 v 2 H8ET 5 L TEET,
cnJF T a v
« R 7 BHE (max log days) :WWET 2w /DR, 774/ NI 2,

R 7Y A X (maxlogsize) :UWEET L0 7 TLDERAAL NI, 77 44 M
128 KB,

¢ RA L (hosts) : B I/AT—ZAEEIGFTHRAN, T 74N MI[TT () 1
e 77 A (logfiles) : BUGTHu 7 OIEMRER, 7740 MI[TT @l) ],

syam 4= v
eyarn 77U OIREE (yarnappstate) : EHREZMGT 277V r— 9 COREE ([T
1 (RUNNING) ]. [&H% (FAILED) ], [9## T (KILLED) ]. [R#IVD 24T
(UNASSIGNED) [72 &) . &7 #/V Mt all,
o 7T — b ETvarv
e 77— FA% (alertdays) : 7T — hTF—XENET D HIE

etsdb A7 3 v

o tsdb H# (tsdb days) :tsdb 7 — X ZUNEET B HEL, ZOEZICT &, FEFITKRH
Biip ATy 7 ay RBMERESNAFREERH D £,

I AUTFTUR .



rvsroz |
B ove 7o =nuvmk— b FLofks

o fulltsdb 27" = >

« fulltsdb : startTime, endTime fullDumpPath, localDumpFile, nameFilterIncludeRegex %
FEL, ETDA MY v 7 ZHIIRT 272OIEMTE 2 ISON A7V =7 |,

¢« 2 A2 b (comments) : AT vy MEINETLIHECNET D2 —F—%2HTH
7-DIBMTE £9,

[AF w73y FOERL (Create Snapshot) | #EiRTH L, Ay Fvav h 7740 U R
F =D EFIC ATy T gy FOBITIRAN—DNERRENET, ATy 7 vay bBRET
Lz, 2F o7 vay b 774NV VA=V [F v a— K (Download) |RZ v %&f#
MLTHF e —FTEEd, FEIETE LA Ty T vay MI1 ST TT,

CIMC 7 = AhIILYKR— kN> FILDERL

CIMC 2} v vav b (F7=0NP KR —FR) XR—=UT, CIMC 7727 =K —
R RVEERT D, — ROV Y TNAEZEZEIRL, [AF v 73y BOERK (Create
Snapshot) |RZ %27V v 27 LET, CIMCT 7 =H /LY R— b3y RINEOERE N—3 2
FoTav T AN Y ARNR=VIZEREN, A MBI Vg AZFCIMC T 7 =0
N R— bR RVIENR P =S 2 ENRNENES, CIMCT 7 =H /P R— kA
YRADPIEENRTETTHE, Ay vayv T ANV VAN X=UNLT 7 A NVEL T
n— RCT&EET,

ATy T3y FOFEH

2F T ay NERET D L, K~ D 2 %S e Jolustername_snapshot 7 4 L2 R U 73
ERSNE T, rZE, v~ OV O0nDT 4 L7 NI DT =2 2T LT F AN T 7 A1 &
LTRFESNET, AT v 7 v a v ME, ISONFERTH ¥ 7'F v &4172 92T D Hadoop/TSDB
T—HbIRIFELET,

. AUTFTUR
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R#u:R+v7Fay bOER

~/Downloads/tet-snapshot 1s
total 93840

drwxr-xr-x@ 42 staff 1.4K
drwxr-xr-x@ 42 staff 1.4K
drwxr-xr-x@ 42 staff 1.4K
drwxr-xr-x@ 1691 staff 56K
drwxr-xr-x@ 42 staff 1.4K
drwxr-xr-x@ 42 staff 1.4K
drwxr-xr-x@ 42 staff 1.4K
-rw-r--r--@ 1 staff 45M : tsdb. json
-rw-r--r--@ 1 staff 4.8K : tet_snapshot_manifest.json
-rW-r--r--@ 1 staff 34K 2 snapshot_report.log
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff L4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 41 staff L4K
drwxr-xr-x@ 41 staff L4K
drwxr-xr-x@ 41 staff 4K
drwxr-xr-x@ 42 staff L4K
drwxr-xr-x@ 42 staff L4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff L4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff L4K
drwxr-xr-x@ 42 staff L4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K

PRRPRRPRPRRPRPREPRPRRPRPEPRPRRPRPRPRPRPRRPEPRRLRRERRERLRR

Ny r =oAL S Uz index html 277 Y THL & ROZ THRFRSNET,

o 7 T — MIREEDOEAIZOWTDOREER Y A |,
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45: 75— MREDOZELIZODVWTOEREY X +

Alerts Dashboard Hadoop Logs

Fri Oct 23 2015 16:29:51 GMT-0700 (PDT}): adm.checkMissingAdmNightlyMetric: 1
Fri Oct 23 2015 16:29:51 GMT-0700 (PDT). sys.diskUsagelsMoreThan90Percent: 1
Fri Oct 23 2015 16:29:51 GMT-0700 (PDT): druid.checkMissingMetrics: 1

Fri Oct 23 2015 16:29:51 GMT-0700 (PDT): pipeline.flowsWithNoEPGIsHigh: 1

Fri Oct 23 2015 16:29:51 GMT-0700 (PDT): adm.checkMissingMachinelnfoMetric: 1
Fri Oct 23 2015 16:35:51 GMT-0700 (PDT): druid.checkMissingMetrics: 0

Fri Oct 23 2015 16:44:51 GMT-0700 (PDT): druid.checkMissingMetrics:
Fri Oct 23 2015 16:49:51 GMT-0700 (PDT): druid.checkMissingMetrics:
Fri Oct 23 2015 16:59:51 GMT-0700 (PDT): druid.checkMissingMetrics:
Fri Oct 23 2015 17:04:51 GMT-0700 (PDT): druid.checkMissingMetrics:
Fri Oct 23 2015 17:14:51 GMT-0700 (PDT): druid.checkMissingMetrics: 1

Fri Oct 23 2015 17:24:52 GMT-0700 (PDT): pipeline.BDPipelineRuntimeSecsisOverThreshold: 1
Fri Oct 23 2015 17:49:52 GMT-0700 (PDT): pipeline.BDPipelineRuntimeSecslsOverThreshold: 0
Fri Oct 23 2015 18:49:37 GMT-0700 (PDT): druid.checkMissingMetrics: 0

Fri Oct 23 2015 18:59:37 GMT-0700 (PDT): druid.checkMissingMetrics:
Fri Oct 23 2015 19:04:52 GMT-0700 (PDT): druid.checkMissingMetrics:
Fri Oct 23 2015 19:29:37 GMT-0700 (PDT): druid.checkMissingMetrics:

0O == O =

O = O =

Eri Mt 23 AN4A 10:24-R7 2T Q700 (DATY Ariid nrhanldd liocinakdntrinoo:

grafana & v ¥ = AR — R OEHRL
46 : grafana 5" ¥ 1 ih— FDE S

Alerts | Dashboard Hadoop Logs

Collectors

Total flows per interval

Number of flow events

25000
20000
15000
10000

5000

0
08/03 00:00 08/04 00:00 08/05 00:00 08/06 00:00 08/07 00:00 08/08 00:00 08/09 00:00 08/10 00:00

Number of sensors

¥ a 7 L& DOIREE% E T Hadoop Resource Manager D7 12> b ROERL, a7 %k
RE&DL, ZOvadTourlnERINET,

. AVTFUR
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47 : Hadoop Resource Manager )45 54

Alerts Dashboard Hadoop Logs

RUNNING FAILED m

slate

RUNMING
RUNNING
AUNNING
RUNNING
RUNMING
RUNNING
RUNMING

RUNNING
RUNMING

RUNMING

RUNMING

RUNNING

FINISHED
FINISHED

]

appdcation_1442528378005_102095
application_1442528378995_107366
application_1442528378095_107368
appication_1442528378995_107367
appiication_ 1442528378005, mg
application_1442528378995_256357
application_14425283TA0085 2563586

applcation_1442528378005 256355

applcation_1442528378095_256348
appication_1442528378095 256354
application_1442528378095_256351
application_1442528378095_256344

application_1442528376095_263938

appication 1442528378095 253097

THETHE

com.tetration. pipeline.PipelineMain

com.tetration. pipelineActiveFlow

com tefration pipeline UberBidinCopler

o tetration. retention, RetentionbMain

com.tetration.pipeline.UberMachineinioCopiar

attacks-index-generator-Optional o201 5-11-02T23:21:00,000/ 201 5-11 -02T23:22:00.000Z))

aggregated _flows-index-generator-Optional of[2015-11-02T23:21:00.0002/2015-11-
02T23:22:00.000Z])

hosts-Index-ganeratos-Optional off2015-11-02T23:22:00.0002/2015-11-02T23:23:00.000Z])

aggregated_flows-indes-generator-Optional.of[2015-11-02T23:19:00.000Z/2015-11-
02T23:20:00.0002])

sanaor_stats-index-generator-Optional ofif2015-11-02T23:22:00.000Z2015-11-
02T23:23:00.000Z])

aggregated_flows-index-generator-Optional of[2015-11-02T23:20:00.0002/2015-11-
02T23:21:00.000Z])

aggregated_flows-index-generator-Optional of[2015-11-02T23:18:00.0002/2015-11-
02T23:19:00.000Z])

attacks-index-generator-Opticnal.of{[201 5-11-02T13:32:00.0002/2015-11-02T1 3:33:00.000Z])

sensor_stats-index-generator-Optional oN[2015-11-02T13:33.00,00022015-11-
QE2T13:34:00.000Z])

NEINTETRTORITDY A B

applicationType elapsedTime

SPARK
SPARK
SEARK
SPARK
SPARK
MAPREDUCE
MAPREDUGE

MAPREDUGE
MAPREDUCE

MAPREDUGE

MAPREDUGE

MAPREDUCE

MAPREDUGE

MAPREDLICE

048440504
2418332064
2418307170
2418512413
2420352532
10483
10178

10513
115046

10721

G0209

164729

47068

24514
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Alerts Dashboard Hadoop Logs

alerts.json

tsdb.json

yarn.json

pascal-16.tetrationanalytics.com/df

pascal-16.tetrationanalytics.com/dmesg

pascal-16.tetrationanalytics.com/Isblk

pascal-16.tetrationanalytics.com/Iscpu

pascal-16.tetrationanalytics.com/mcelog

pascal-16.tetrationanalytics.com/ps

pascal-16.tetrationanalytics.com/rpms
pascal-16.tetrationanalytics.com/local/logs/tetration/snapshot/current
pascal-16.tetrationanalytics.com/local/logs/tetration/collectd/collectd.log
pascal-18.tetrationanalytics.com/local/logs/tetration/collectd/latency_msrmt.log
pascal-16.tetrationanalytics.com/local/logs/tetration/collectd/network_metrics.log
pascal-16.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log
pascal-16.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log.2015-10-24
pascal-16.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log.2015-10-25
pascal-16.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log.2015-10-26
pascal-186.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log.2015-10-27
pascal-16.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log.2015-10-28
pascal-16.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log.2015-10-29
pascal-16.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log.2015-10-30

TNV T EAVTFUORIZRFT Yy T3y b—EXREER
2F w7 ay bYP—bEREHEHALTCH—ERa~<r REFEITTEETR, ZITEh A%
~—H R — MERNSLETT,

Explore V—/L ([FS5 ) a— bk (Troubleshoot) |>[* VT F VATV RTO—5
(Maintenance Explorer)]) i3 25&, 7 7 AZNOIEED URLICEIETE £,

K49: TN TEAVTFFURIZRF YTV ay hY—EREFERT 541

Maintenance Explorer

‘ POST v ‘ orchestrator.service.consul orch_stop

-+ Add HTTP Header

Explore > —/LiX, WAL ~—HHR—FOHREZFFOL—PF—DHRIIRRENET,

. AVTFUR



<7

TF VA

FRyTEFAVTFURRFy Toay ro—ezzEA [

A FwFay hY—ER L, TTD /) — RFOR— k15151 TEfTENET, NExR Y b
T—7 DB TY v AL UNEBICITABRENETA) . SEEQha< FHDOPOST K

A RBHY ET,

R50: TN TEAVTFFURIZRF Yy TV ay hY—EREFERT 541

b B L TR

12
15

19

14

28:
28:
133

22

B4d:
:B8

22

18:
28:
102
17:
21:
23:

15

22

B8
22

29

BE
49

26
47
28

184

http/f  pascal-1:15151/1s7args=-1%201oca

total 52

drwxr-xr-x 2 root users 4896 Nov
drwxr—xr-x 2 root users 4096 Nov
drwxr-xr-x 5 tetter tetter 4896 Jun
drwxr—-xr—-x 2 collectd collectd 4096 Oct
drwxr—xr—-x 4 druid users 4096 Aug
drwxr=xr-x 3 root root 4096 Oct
drwxr=xr-x 2 collectd collectd 4896 Sep
drwxr-xr-x 2 root root 4096 Nov
drwxr-xr-x 2 root Users 4096 Oct
drwxr-xr-x 2 tetter tetter 4096 Nov
drwxr-xr-x 2 root users 4896 Oct
drwxr=xr=x 2 root users 4096 Nov
drwxr=xr=x 2 root users 4096 Nov

22

HIE!

logs/tetration

BOPipeline
activeflowpipeline
adm

collectd

druid
mango_indexer
netmond
policy_server

repl
retentionPipeline
snapshot
ubercp_bidir
ubercp_machineinfo

BT 5D 5 URLIE POST http://<hostname>:15151/<cmd>?args=<args> C7, Z Z T args
FAN=ATRE L, URIIZTZa2—FSLET, ZOURNCE > Ty =/bTawy FR%E
TSNDZLETHY EHA, ZHNIZEY MPRETIND Z LEERTEET,

AFvToavhkDIVRRAY MME, R LTERSNTULET,

* snapshot 0.2.5
s

—svstatus, svrestart - sv status. svrestart &

—hadoopls - hadoop fs -Is <args> % F1T

—hadoopdu - hadoop fs -du <args> % ZE4T

—psf : 1.1.11.31:15151/ps?args=eafux

—du

—ambari - ambari_service.py % F1T

—monit
—MegaCli64 (/usr/bin/MegaCli64)
—service

—hadoopfsck - hadoop -fsck % 54T

==

24T 1 : 1.1.11.15:15151/svrestart?args=snapshot

AUTFTUR II



Jdl

SvIvy

IRy

rvsroz |

« snapshot 0.2.6

—makecurrent - make -C /local/deploy-ansible current % 317

—netstat

snapshot 0.2.7 (uid “nobody” & L TET)
—cat

—head

—tail

—grep

—ip -6 neighbor

—ip address

—ip neighbor

BIDx L RARA > N POST /runsigned 238 ¥V £7°, Z4UE, Secure Workload |2 L ¥ B4, 7z
Y NVAZ )T v EEITLET, ZhiE, POST &n7-T—4 ETepg-d #FEIT L £, B4
W6 L CHGECTE DA, BB{LENEZT A M2 oV THEITLET, ZHUL, Ansible
By M7y FO—E L TEYS—N—IZAREEZ A O AR— 1 T52 8, BLUORERL LRI
BROVERH D Z EEEWRLET,

HAL < =P R— b OWHREZFFOZ—F—F, U4 v NVOEMICH DT BT~ a /3=
S5[Z T a—T4 2% (Troubleshoot) | >[A2TFHURAIHY R TA—S (Maintenance
Explorer) |##IRL T, > 7 v 7 2FEATEET, Rry ¥ U A=a—05 [POST] %
BIRLES, (B9 Lane, a3 FOFEITHFIC Page Not Found =7 —723 A L £, )

RFYFLaybRESTIV KRSV FEFERALTY—EREBEHLET,
e druid: 1.1.11.17: 15151/ser vice?ar gs=super visor d% 20r estar t

—druid A A ME, T 1705 24 FTOIP T, 17, A8 1E=2—F 4 x—%, .191%
AUF Y, 20~ 241X 7 0 —HTT,

*hadoop /81 TS5 A VS U F ¥ :
—1.1.11.25:15151/svrestart?args=activeflowpipeline
—1.1.11.25:15151/svrestart?args=adm
—1.1.11.25:15151/svrestart?args=batchmover_bidir
—1.1.11.25:15151/svrestart?args=batchmover _machineinfo
—1.1.11.25:15151/svrestart?args=BDPipeline
—1.1.11.25:15151/svrestart?args=mongo_indexer

—1.1.11.25:15151/svrestart?args=retentionPipeline

RS —TUDY

. AUTFTUR
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—1.1.11.25:15151/svrestart?args=policy server

* WSS

—1.1.11.47:15151/svrestart?args=wss

Explore/ 2+ v T ay ko ks o holE ]

Explore/ R v 723y bDIY RRA Y FOBE

TV RARA LV MEFTTHICE, Vv RUDEMNCH LTS —a v "—nb [ k3T
a—TF4>% (Troubleshoot) |>[A2TFUAIHY X TBO—S (Maintenance Explorer) ]

N=VIIBET OMENRDH Y £,

F7-. <end-point>?usage=true ® X 5 [ZEE DK A N TPOST 2~ > R&FEITL T, =7 A
B—TRX—VTETY RRA YV NOWEEZRRTHZ L HTEET,

f : makecurrent?usage=true

GETa< > K

IVRRAU b BILEL]
bm_details  RT AZNEREFRRLET,
endpoints e ARA M EDTRTOZ RARAV FE—
BRRALET,
A IN— e consul A U N—DEBEDY A ~EZEDR
T—FAEFRLET,
port2cimc « R— FOBEGIP 2 BRI LE T,
A=A ML—EFKRRNTOHRIATT D
WERH Y ET,
status e RAMEDAF YT ay P —ERAD
AT =B A% RRLET,
vm_info e —2a O VMIEREERLET,
e RT7AZIJKRR FDHTEITT HLEN
HYFET,
eV RRA U M
vm_info?args=<vmname> & L C3#fT L %
‘a—o

AUTFTUR .



B rosta=<ok

POSTaO<T > F

rvsroz |

IVRERAVF

558

bm_shutdown_or_reboot

BANZEDRA N EOFTXTORME~ >
VEVYy AT LTHh S, Yy v b
X EIIHER vy REXT A X
JAHFITTHZ LTk, _"T AH VKR
ARNDITVL—RAT )V vy NET U ET
TV 77— EEITLET, 2o KRR
AV FEFEALTC, Y vy hE T EE
TV 7= FDAT—H RS THZ L
HLTEET,

EED /) — ROy vy MU EITY
7= hAT—H AEPET HIE, =~
> F bm_shutdown or reboot?

query=serial=rcH2308vorH Z{F ] L £9°,

NRTRABNDT L—=AT )Ny ¥y FET
YRR DT,

bm shutdown or reboot? method=POST Z
HALT, AXERANOVITNETE
KT ISONA TV =7 MIERELET,

B : ("serial": "FCH2308VOFH"}

RTRAENDT L—=AT VY T — %&b
ﬁﬁﬁiVéilﬁi‘ bm_shutdown or reboot?
method=posT & L C. KX&EHKA LD
VYT NEFERTISONAT V=7 |
WZixE L. Ttruel ICRRELZY 77— F
ﬂ?“‘%’é\&bi‘a—o il {"serial":

"FCH2308VOFH", "reboot": true}

cat

UNIX fcat] a2 RDTF v —a<w
e

cimc_password_random

CIMC RAU—F%F XL LET,

A=A FL—8KR b COBETT S
ﬂ\gf)i‘&) D i‘a—o

cleancmdlogs

/lo- cal/logs/tetration/snapshot/cmdlogs/snap-
shot_cleancmdlogs logINO R 7% 7 U7 L
5

. AUTFTUR
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posTavo k|

IVRRAVF

AR

clear_sel

VAT LAR I T )T LET,

e RFAZIWKRR bDHTIITT D MBS
&) V) i—a—o

cluster_fw_upgrade

:hti&_l)-l*%%‘ﬁg‘?j‘o
TG ARBKRTUCS 77— xT T v
T L—REFITLET,
IHDNEFICETLES, HXT A X)L
ZHEES LT, BIOSBXWUEDMod =
A= N T 77— =TT IT 47
LT 20ERH Y £,

cluster_fw_upgrade® X 5 1ZFEfT L £,

IOV RARA VNI, 77—L0xT
DT 77— RERHLTERL, 7>
7T V— ROBMEN M E T IT5E T Lz
txlIa 7y A NVEFEHLET,

SERIRT v T T — ROAT — 4 A%
59 5121%. cluster_fw_upgrade status ™
Y RRA bR LTIES 0,

cluster_fw_upgrade status

ZHIEAR—REERE T,

SERN T TFTARZUCS T 7 — LT =T T
FITL—FDAT—Z ARG LET,

-

cluster_fw_upgrade status ® kL 9 ([ZFELT
LET,

cluster_powerdown

77 AL DOEREATIZLET,

JITGAFNE T RIS, EELTCE
HALTL7ZEN,

TV RRA Y M
cluster_powerdown?args=—start ® X 9 (2
FITLET,

collector_status

VI HEDAT—H AR R LET,

ALY RKRR NTOHAFITT DMERD
D i—a—o

AUTFTUR .



B rosta=<ok

rvsroz |

IVRRAVF

5t BA

aun

consul_kv_export

o consul 72 5 D k-v X7 % JSON X THRR
Lij—o

F—TAFL—BRANTORITT S
VERH Y £,

consul_kv_recurse

sconsul B D k-v T BRI TERLE
T,

A= R R L—8 KRR R COBFTT S
RERDY ET,

df «UNIX [df] 2~> RDF w8—a~< R

dig « UNIX [dig] 2~ RDT vr8i—a<wr R

dmesg * UNIX ldmesg] 2~<v> KDOT v/ X—a=
VN

dmidecode « UNIX [ldmidecode] <> KD T v/ —

o< N

druid_coordinator_v1

«DRUID D AT —H# A% FKRr LET,

du

«UNIX ldu] =2~> RDOI v, 8—a<w R

dusorted

« UNIX [dusorted] =~> RDF v ,8—=x
~ K

externalize_change tunnel

+CIMCUI % bR U 7T 5 7=
Az 27 ZIPEERELET,

« externalize_change tunnel?method=POST
ELTEITLET,

« A {“collector_ip” : “<IP>"} ZJE L %
D

F—AFL—EKRAXTOHETT D
MERH Y £,

. AUTFTUR
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posTav> ki

IVRRAVF

AR

externalize_mgmt

% —/3—=@ CIMC Ul DAL OBLAED
AT =B A %RRLET,

SAEMEDT R R LD R 2 RR L E
ﬁ_o

F—TAFL—BKRANTORITT S
VERH Y £,

externalize_ mgmt_read_only password

« AA »F & CIMC Ul Dl J7 DFe ALY 5
FRAT— R (ta_guest) ZEHLET,

« BFHIL, MBS NG RO TR
i‘a‘o

* edandizz mgmt_reed anly passvard?method=POST
DEITFETLET,

« {“password” : “<password>"} % AL
]\/\iﬁ—o

F—TAFL—BKRANTORIATT S
VERH Y £,

fsck

*« UNIX [fsck] a2~ RDT v R—a<
e

c RFAZIKRR bDFHTIITT D MR
HYET,

get_cimc_techsupport

*BMONERIP T FLAZ AN LE T,
«CIMCT 7 = NVYR— b ZEELET,
CETT DL UIDRA Ty T gy hi—
b Ay a—RTEL IR F
KR

ZhiE, 7T AH FOEEDRA D

EITTE, Bl E LTRT A HILOHNER
IP7 KL ANNLIETY,

« {51 : get_cimc_techsupport?args=1.1.0.9

AUTFTUR .
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rvsroz |

IVRRAVF

AR

syslog_endpoints

« 1 DLLE® UCS $—/3—0 syslog #k &
il L E T,

NS A—EADEEBIRAMERIFT SIS
. -hZFERALTaITU REEITLET,

grep

« UNIX lgrep)] 2~ KDT vy i—a<
.

hadoopbalancer

«HDFS 5 — % %23 _XTD J — RiZ¥H—|Z
L ET,

« launcherhost 72 & ® hdfs DR R FTFE
TTHHENRH FT,

hadoopdu

chdfs D7 4 L7 VAR EZ I LET,

« launcherhost 72 & ® hdfs DR X b T3
1ITTHXENDY 7,

hadoopfsck

« hadoop fsck % FE1T L, #&fit 4172 hdfs
T ANT AT LOREERE LET,

e F-, BEFELEIRELCNDTE Y
2V TT581%5E LT [delete] ZfHiH
L7,

« B4 A EMC, 4T DataNodes 73
L TWNDLZEEEERLTLITZEN, £
I LW E . TN Rb D Al RerEN
b ET,

cSUFHRR FTOHETTHUEN S
nE7,
CREEE LAFE— M BITIE.

hadoopfsck?args=/fraw ® L 92T L E
R

IR L7277 7 A M EHIBRT DI,
hadoopfsck?ar gs=/raw -delete ® X 9 (25
TLET,

. AUTFTUR
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posTav> ki

Ty RHRA DR T
hadoopls sHadoop 7 7 A NV AT Lk —BHRRLE
‘g—o
« launcherhost 72 & ® hdfs DR X kT3
ITTHHERH D F9,
hbasehbck HAMBIWONT T LOREVEORIEE

F w7 L, E L7~ HBase ZEHE L £
KR

*HBase RR F TOAFEITT HMENH Y
£,

« NEGERET HITIE,
hbasehbck?ar gs=-details ® k& 9 (23247 L
£,

o filf#8 L 7= HBase #1173 5121,
hbasehbck?args=-repair ® X 9 (23T L %
R

< HAH
5t - haclioer sinsepdaiomdasgshot Hresstbok bpft

EEIF. EEITIToTLEEL,

hdfs_safe _state recover

* HDFS #Z 27/ RN OHIBR L £,

c REIZEENR L ALR—ART VT &R
T 57212 HDFS 73
READ ONLY STATE D& 130 TT,

s SUFNRRA FTORFTTDLEND
Diﬁ‘o

* hadoopfs-rm*{{
hdfs safe state marker_location
}MHDFS READ _ONLY’ @ X 9I1Z5EfTL
35

initetl « UNIX Tinitetl] =<3 RO T v/ 8—
NN
head «UNIX Thead] Z~> RODF v/ 8—a~wy

K

AUTFTUR .
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rvsroz |

IVRRAVF

AR

internal_haproxy_status

N haproxy D A7 —# A Lt &2 H ) L
£,

F—TAFL—BRANTORITT S
VERH Y £,

ip

«UNIX lip] 2~ FDF v8—avw o R

ipmifru

» Field Replaceable Unit (FRU, HLiGAZH#ar]
=y ) OFHREEHILET,

e RFAZIKRR bDHTIATT D MEN
&) V) i—a—o

ipmilan

s LAN k2 I L E T,

c RFAZIIKRR DI THEITT DM
HYET,

ipmisel

o VAT LA Y (SEL) = FU %
HALET,

c RTABIIRR b DHTHEITT HLEN
HYET,

ipmisensorlist

o IPMI & oY —1EHRAE LTI LET,

e RFAZINWKRR FDFHTHEITT DMEN
bYET,

jstack

cIEEESNT Java TR B RAFE R IZaT T 7
AVD Java ALy KD Java AHX v 7 b
L—2&x WM LET,

¢UNIX Ms] I~ RDT w/X—a<w K

o lMshw] =~ FDOTF vy N—a<w K

| sof

« UNIX llsof] a2 RDTF yN—a<w
e

Ivdisplay

« UNIX llvdisplay] ==~ FD T v /3—=
v R

. AUTFTUR
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posTav> ki

IVRRAVF

AR

Ivs +UNIX [lvs] 22~=> ROT v X—a<w R
Ivscan o llvscan] 2~ KD T v /X—a<w K
makecurrent o =N —HBEDH A LAK T

LTCWABNRAL T T4 0&2) By MRIED
]\/i—a‘o

A —HAFL—E/—FDOHTEITTS
WVERH Y £97,

e RARA YV M,
makecurrent?args=—start @ X 5 12547 L
£

mongo_rs_status

*Mongo DV r—a VAT —H A%
#KRLET,
 mongodb F 7= (& enfor cementpolicystore 7k

ARDOWTNIPTEITTIOILENDHD F
7,

mongo_stats

« Mongo O#taHEREZFR R L ET,

» mongodb FE 7= [& enfor cementpolicystore 7
ARDOWTNNTETTLLENRDHY £
D

mongodump

T B RN AL I BT
LET,
« mongodb = 7= (& enfor cementpolicystore 7

ARDOWTNINTEITTIHIVLENDHD £
j‘o

» mongodump?args=<collection>[—-db DB] ®
EOWTFETLET,

monit

« UNIX monit] <> RKDOF v, 8—a~
NN

namenode_jmx

« 774~V namenode jmx #* ~ VU v 7 &%
RLET,

AUTFTUR .
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rvsroz |

IV RRAY b L
ndisc6 « UNIX Indisc6] 22~ FDT v 8—a~
VN
netstat « UNIX [lnetstat] =~ RDOT v 8—a~<
R
ntpq «UNIX Intpq] 2~ KDT v —a<
.
orch_reset A=A RNVL—FDIREEET A Rz
vy bLET,
calyvamylERIEITaIvYas
T DRBIRIZEIT L ET,
« orchestrator.service.consul /R X kDH TE
ITTHHERHY T,
s ZDIAXRVKREFEATHEZE. BT H
RABAT—HR—FZHELTLEE0,
or ch_stop cA—HAN—EDTTA <Y EHEIEL,
AA T F—N"—% N H—LFT,
« orchestrator.service.consul IR X FDH THE
ITTHHERHY T,
cEFEICFERALTLCESLY,
ping + UNIX [ping] 2~<> ROT vy/X—a<wy
.
ping6 * UNIX lping6] =2~ RDT v/ —a<w>
.
ps *UNIX lps| a~w> KDF vy/X—avw K
pv +UNIX lpv] 2~ FDZ y/X—a< K
pvs *UNIX lpvs] a2~ FDT v/ X—a<wy
.
pvdisplay « UNIX [pvdisplay] Z2~> RDF »/8—o
SAVAN

. AUTFTUR
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posTaw> k]

IVRRAVF

AR

rdisc6 ¢ UNIX Irdisc6] 2~ RDTF vy R—a~<
NN
rebootnode o« /J— K&V 7 —hFLET,

c RFAZIWKRR bDIHTIATT D MR
HYET,

recover_rpmdb

o /J— F Loofif#E L7- RPMDB #[m{E L %
—g—o

¢ NT AL NVETIL VM TEITAIRE T,

recover hbase « Hbase 3 LN TSDB -— v 2 Z#[H[{E L%
KR
e F—HRAML—EKRA NTOHRFETTD
WERH Y £77,
« HDFS N IEH 72 & ZICFATT 0N H
D i‘é‘o
recovervm « stop/fsck/start 241 L C VM D[EI1E % 3 7

£

A=A PL—E KRR NTOHRIEITT D
PVENRH Y ET,

e RRA YV %
recovervm?args=<vmname> O X 9 (2 (T
LET,

restartservices

c T RTOIFUI— B RAZAE 1L L TR L
=7,

« orchestrator.service.consul 1R X FDH THE
ITTHHERH D F9,

cEFEICHERLTLESLY,

sV RKRAV MR
restartservices?args=—start ® kL 9 (|2 ET
L/jz—a_‘o

AUTFTUR .
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rvsroz |

IVRRAVF

AR

runsigned cRAPRMT DEAGE AV T M
FATLET,
RV T RAA R4 VIZRESATL
SFIBIZHE>TLZELY,
service « UNIX [service] 2~ RDT v/X—a~
YK
smartctl * smartctl FEITARE Y 7 A LA FEITL £ T,
e X7 AHZ) ) — RORTEITT DHMLED
HYET,
storcli « UNIX [storcli) 2~ FDT v/i—a<
YK
sudocat « /var/log % 721 /local/logs TDHHEHRET 5
lcat] a2~ RDT v/ —
sudogrep « /var/log % 721 /local/logs D 7 CHERET 5
fgrep) =~ RDT /38—
sudohead « /var/log & 7213 /local/logs D # CHERET 5
Thead] 2~ DT »/3—
sudols s LN CORBERET D ls) 2~ FDT >
IN—
/var/log F 7213 /local/logs
sudotail LR TORERET D Ttail] =2~ KD
7w
/var/log F 7213 /local/logs
sudozgrep « /var/log % 7213 /local/logs D # CTHERET 5
lzgrep] 2~ FDT v/ 3—
sudozcat « /var/log & 7213 /local/logs D F CHERET 5

lzcat] a3~ KD T v /8—

. AUTFTUR
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posTavo k|

IVRRAVF

AR

svrestart

FRE LT —E AZ B LET,
svrestart?args=<servicename> O X 9 2=
YU REFETLET,

svstatus

FEELEY—ERADRAT—Z 2AEH AL
¥, svstatus?args=<servicename> ® J
INCETLET,

switchinfo

o VTG AR AL v FITHT AR A B L
i‘a—o

switch_namenode

c TIA=VERIT I F NS
namenode # FE TV = —/LA—"— L F
ﬁ—o

« orchestrator.service.consul 75 A ks DA T
1TTo0ERHY £3,

*namenode RA FD VU a I vig rEFold
Talyva URIZETLET,

T S i RV
switch_namenode?args=—start ® X 5 125
TLET,

switch_secondarynamenode

« secondarynamenode %2 1 # U in 7T
A~ VICFETT = —NA—N—LFET,

- orchestrator.service.consul 18 2 k DI THE
ITTHHENHY £,

enamenode " A FD VU aI v arf£id

/=

Talvva HICEITLET,

s TV RRA VM E
switch_secondarynamenode?ar gs=—start @
EOWTFETLET,

AUTFTUR .
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rvsroz |

IVRRAVF

AR

switch_yarn

* resourcemanager = 7/ 7 A v UMbk
HY~ EBFZOWICFHTT =—/L
F—=—LET,

« orchestrator.service.consul R X kD& THE
ITT20ERNH Y £,

* sourcemanager IRA DU a I v g &
iFT Ay a SPICFETLET,

« = RRA > k% switch_yarn?args=—start
DEIITFETLET,

tail

« UNIX Mtail] =<2 FDF v/ X—a<w K

toggle chassis locator

o /) — ROV T INESTHREINYEH
RT ANV DYy —alr—2 &40
%}Elez)_iﬁ—o

ALED ) — Kb
toggle chassis locator ?method=POST @ X
INCFEITLET,

e AKX E, KA DOV T NEFTETLIRT
HISONA 7V =7 MZERELET (FA
RRCY R —FENDV U T AEFET LD
72 Td) o Bl {“serials™
[“FCH2308VOFH"]}

tnp_agent_logs

AN A= A ML —& L LTRSS
O— NARF oYz —Tx 0 Mk - THE
ftxnsd_Ccon s 7y A LEFEHL
TAF v 7Fvay MeELET,

« launcherhost 5 A b THEAITT HMLENH Y
F7,

. AUTFTUR



| »>75vz

posTavo k|

IVRRAVF

AR

tnp_datastream

cHNEA—T A ML —F L L TRESNTZ
02— RKRZ YR =@ -z
MZEXoTHESN DAY o—ZA R —
LT —ZEFEHLTCAT vy Fvay b
ERR L £,

e A= ANV —FKRANTETTDHLE
NV ET,

ARV V= AT —HAAN)—LT—H%&
Ao — KT 5203, = RiRA v b
% tnp_datastream?ar gs=—ds_typedatasink
DEITFETLET,

ui_haproxy_status

* 130 haproxy @ haproxy FEaHE#H & A7 —
2 AT LET,

uptime « UNIX luptime] 2=~ RDTF v 8—a<
VN

user apps Kill « FATHOFTRTO2—F—T 7V rr— 3
VR T LET,
+ launcherhost 7R R kDA TIITT HME
Wi F9,

vgdisplay « UNIX [lvgdisplay] =~ KD Z v/3—=
<~ K

vgs +UNIX [vgs] 2~ FDT v/ X—a<wy
F

vmfs VM EOT7 7 ANV AT B —ERRL

jzjﬂo

e RFAZIWKRR bDIHTIATT DM
HYET,

o = RAKRA > k% vmfs?args=<vmname>
DEITFETLET,

AUTFTUR .
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rvsroz |

IVRRAVF

AR

vminfo

s VM IEHREZH I LET,

e RFAZIWKRR bDHTIITT D MBI
&) V) i—a—o

« T KA > b % vminfo?args=<vmname>
DEITETLET,

vmlist

e RT AL EDOTRTO VM & —EHR
L/iﬁ‘o

e RT7 A ZIKRR FDHTIFITT HMEIN
HYET,

e« =V RARA > b % vmlist?ar gs=<vmname>
DEITFATLET,

vmreboot

* VM ZFiEE LET,

c RFAZIIWKRR bDFHTIATT D MR
HYET,

sV RAKRAV bR
vmreboot?args=<vmname> O X 9 (23T
LET,

vmshutdown

VM DT L—AT )V ¥y N T U EST
b\\ij—o

e RTAZINWKRR FDH THEAITT HMEN
HYET,

e RIRA VM
vmshutdown?ar gs=<vmname> ® k. 9 (23
TLET,

vmstart

« VM ZiZ#E) L FE 7,

e RFAZIIKRR FDHTHEITT DMEN
&) D i‘g—o

e N R
vmgtart?args=<vmname> ® & 5 IZFEIT L
35

. AUTFTUR
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g—r—nrv57+oz [

IVRRAY b 518
vmstop VM ZHRHIFIC v v hE T LET,
e RTAZNWKRR FDH THEAITT HMEEN
&) V) \i—a—o
s =Y R7RA b % vmgop?args=<vmname>
DEITFATLET,
yarnkill « FATHO Yarn 77— 3 v BRI
T biﬂ‘o
« launcherhost R R kDA TIHITT HMLEL
VAT SR S B
eV RNRA U N
yarnkill?ar gs=<applicationid> ® X 5 {23
ITLET,
T RTCOT TV r—ra a7
512X, yarnkill?args=ALL @ X 5 12 5EAT
]\/ij—o
yarnlogs eYarn 77V r—3 3 a7 Otk D 500
MB % %7 LE7,
« launcherhost R X kD& THEITT 2 M5
N ET,
« TV RKRAV M
yarnlogs?ar gs=<application id> <job user>
DEITFETLET,
zcat «UNIX [zcat] a2 FDTF v —a<
e
zgrep * UNIX lzgrep] 2~> RDT w/X—a~wy
.

Y—IN\—DATFR

P R—D AT F L AT, WE LY — "= B—F 2 b ON—RFRF 4 ZA7 . AFY 7
E) OXZHE, FIIZ = N—AEROTBRPE ENET,

AUTFTUR .



H—R—DAUTFF VR

)
GE) 2792 F FICA VT F U ARMERS—R—RNEEH 5551L. —EIZ1 2T 2P —_"—D R
VT U ARFITLET, ROV —A"—%[FFFCTaIvarTiE TERKbND
RN H D F9,

[V 7 A% AT —H A (ClusterStatus) |-X— (LElOF S —a o N—D[F T TN a—
I (Troubleshoot) | A ==2—bH7 7 & RA) ZEHLT, = ""—DA T F L A ZHHET D
TRTCOFIREFATLET, ZOX—VIZFTRTOZ—F—RNT 7 8ATEXETH, 77
varEFTTEDLHDEIAREII—HYR— b2 —F—DHTT, ZDO—I|Z1F, CiscoSecure
Workload 7 v 7 WD T X TOMHEY— N—D AT — X ANFRINET,

B 51:—N—DArATFUR

Model: 8RU-PROD

woon s § & crae s |
Orchestrator State: IDLE

Displaying 6 nodes (0 selected) Select action

+ + Commission

o State Tl Status Tl Switch Port Serial Tl Uptime Tl
+ © Decommission
Commissioned © Active Ethernet1/1 FCH2206VINF 2mo 27d 18h 25m 47s v Reimage
/(@ Firmware upgrade
o Commissioned Active Ethernet1/2 FCH2206V1ZF 2mo 27d 18h 24m 525 + () Power off
+ () Reboot
Serial: FCH2206V1ZF [EOR o Etbormas 2]
Private IP: 1.1.1.4 Instances Disks Status
CIMC IP: 10.13.4.12 + collectorDatamover-6 + 252:1 HEALTHY
Status: Active « datanode-6 « 252:2 HEALTHY
State: Commissioned + druidHistoricalBroker-4 + 252:3 HEALTHY
SW Version: 3.6.0.10.devel « enforcementCoordinator-3 « 252:4 HEALTHY
Hardware: 44 cores, 962G memory, 8 disks, 17.57T space, SSD « orchestrator-2 + 252:5 HEALTHY
Firmware:  View Firmware Upgrade Logs « redis-1 « 252:6 HEALTHY
« CIMC: 2.0(10e) « secondaryNamenode-1 « 252:7 HEALTHY
« BIOS: 2.0.10e.0 « 252:8 HEALTHY

« Cisco 12G SAS Modular Raid Controller Slot HBA: 24.12.1-0205
UGS VIC 1225 10Gbps 2 port CNA SFP+ Slot 1: 4.1(3a)

« Intel(R) 1350 1 Gbps Network Controller Slot L: 0x80000E74-1.810.8
 UCS VIC 1225 10Gbps 2 port CNA SFP+ Slot 2: 4.1(3a)

|«

[u] Commissioned Active Ethernet1/3 FCH2206VIN1 2mo 27d 18h 25m 355

[m] Commissioned Active Ethernet1/4 FCH2133V2LN 2mo 27d 18h 26m 52s + o+

P—N—FFIAVvR—R2 FORBIZEET 5FIE
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v—rn—orvrr22 i

52:9—N\—DrATFURFIE

Server State Transition Diagram

‘ NEW
Commission from Ul
On Server Re-Image
Will stay in
- — Initialized state if
DECOMMISSIONED On Decommission from Ul INITIALIZED commissioning
fails
On Decommission from Ul After Commissioning successful
COMMISSIONED

1L AUTFURAPRBEGY—/IN—QFIE : [/ T AKX AT —H A (Cluster Status) ]»2—3 T,
P—X—=D [V TV (Serial) | FEBHF 72TV — =PRI NTND [AA v TFKR— |k
(Switchport) ] ZfE/H L CHIBr L ¥, 2T 59— =D CIMCIP #EZEOET,
CIMCIP %, [/ 7 AHX AT —% A (Cluster Status ) | X— DV —/3—7K v 7 AIFRE
ET,

2. BALBVMODTHSa DR V— =Ry 7 AnE, b—N—TFET D VM 7203
AVAB AR, ZENHOVMIZH L TR T 7 v a v BFATT H20EN D 50
BLET, ROEBIZ Va1, Y—=R=RA T F U AFDODVM DT 7 ¥ a R —EHRKR
ENTVWET,

3. H—N—OTFa3Ivyiar:TaIvalspioT s va ryNETENEZL, [V TAKXA
7 —# Z (Cluster Status) | <—YZHH L TH—"—27FaIvyarLEd, —~—
WCEEENREAEL, X—VICFET 7T 47 (Inactive) | EFRENTHAETH, h—1—D
AT F U AFMEETRTETTEMERH Y £T, $—_"—DBEERL 7 DHEATH,
TalyvaryRlEEFEITTEET,

I AUTFTUR .
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Displaying 7 nodes (3 non-Active) (0 selected) Select action e Apply Clear
State Status Switch Port « Serial Uptime
Commissioned @ Active Ethernet1/1 FCH2036V224 15d 5h 8Bm
a Commissioned © Active Ethernet1/2 FCH2036V10Z 15d 5h 8m 33s
a New © Active Ethernet1/3 FCH2033V31K 15d 5h 8m 28s
a Decommissioned i.: Shutdown in progress Ethernet1/4 FCH2038VOYS 15d 5h 8m 325
Serial: FCH2038V0Y5

Private IP: 1.1.1.4
CIMC IP: 10.16.238.14
Status: Shutdown in progress
State: Decommissioned
SW Version: 3.0.3.31225.deepai.tet. mrpm.build A&
Hardware: 44 cores, 1T memory, 8 disks, 19.32T space, SSD
Firmware: [ CTryE
+ CIMC: 2.0(10e)
+ Cisco 12G SAS Modular Raid Controller: 24.9.1-0018
+ UCS VIC 1225 10Gbps 2 port CNA SFP+: 4.1(1g) A
= Intel(R) 1350 1 Gbps Network Controller: 0x80000B15-1.808.2
« BIOS: C220M4.2.0.10.0.0620162104 /A

Shutdown Status:

Shutdown Errors:

4, H—N—DrAVTFUVADREIT : [V T AX AT —H A (Cluster Status) ] X— T/ — K

W73 yyariFh (Decommissioned) | & ~—7 SN7zhb, VMIZHLTT 2y

VaBROREGRT 7 ar2FTLET, ThT, arAR—Ry PERIY A=K
TEFET, =" E LT LG5 LT — =D CIMCIP %, &#L7-

P R—=LF U CIMCIPIZER LET, KV —X—DCIMCIP L, [/ TAXAT—H A
(Cluster Status) ] X— Y CHERTE E7,

AVR—R D P RBEBEOEFA A= [/ T AX AT —H% A (Cluster Status) | X—T %
BEHLT, aryF =3 MRBBRICY— =2 FA A= LET, BA A —IMITITH
3053030 = N—=~DCIMC T 7 EANKETT, HAA—JDBET LI — 33—
X (NEW) 1 &~—2 SnET,

Y—N—2 RO . V==L TGE, ZOV—N—[X [V TAFX AT —H
A (Cluster Status) ]<~—IZ[H#l (NEW) PRETER=INET, V—"—DYV T T =
TNR=Vad, A=V THRTEET, VI MU=V a NI TAZDY T
=T R—= g v ERRDEAT, b= R—FFHA AL LET,

. AUTFTUR
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Displaying 7 nodes (3 non-Active) (0 selected) Select action =

Apply | Clear
] State Status Switch Port ~ Serial Uptime

a Commissioned @ Active Ethernet1/1 FCH2036V224 15d 5h 8m

a Commissioned @ Active Ethernet1/2 FCH2036V10Z 15d 5h 8m 33s

a New @ Active Ethernet1/3 FGH2033V31K 15d 5h 8m 28s

Serial: FCH2033V31K

Private IP: 1.1.1.5 Instances

CIMC IP: 10.16.238.13 « collectorDatamover-3
Status: Active + datanode-1

State: New * druidHistoricalBroker-1
SW Version: 3.0.3.31225.deepai.tet.mrpm.build A\ « enforcementCoordinator-1
Hardware: 44 cores, 1T memory, 8 disks, 18.32T space, SSD «+ enforcementPolicyStore-3
LIVEREH D View Firmware Upgrade Logs | + happobat-2

hbaseRegionServer-2
« orchestrator-3

- resourceManager-2
200keeper-1

7. —n—@0azIviay =R EH (NEW) [E~—7 SNhib, [V TAX AT —
% A (Cluster Status) | X—I b/ —RKDalyra=y72MmpTcEEd, ZOFIHEIC
LV, == FLicVMA TR EY s =V E8NET, —_"—DaI vy a = 700F

¢ I\ _a_ 3 R —_~ S ,a— N N R N :ﬁ
A4S0 ET, aIva=rIRETTHE, == F[aIviaFh
(Commissioned) | &~—7 S E 7,
55: % —N\—D AT+ RFIE
Displaying 6 nades (0 selected) Select action s Apply Clear
®] State Status Switch Port - Serial Uptime
[m] Commissioned Active Ethernet1/1 FCH2110V1ZY 1d:15h:27m:39s
(@) Commissioned Active Ethernet1/2 FCH2048v2W2Z 4h:15m:41s
o Initialized Active Ethernet1/3 FCH2048V2VY 10m:40s
Serial: FCH2048V2VY [ Switch Port: Ethernet1/3
Private IP: 1.1.1.4 Instances
CIMC IP: 172.26.230.178 - collectorDatamover-3
Status: Active + datanode-1
State: Initialized - druidHistoricalBroker-1
SW Version: 2.3.1.24.devel « enforcementCoordinator-1
Hardware: 44 cores, 1T memory, 8 disks, 19.32T space, SSD «+ enforcementPolicyStore-3
Firmware: + hbaseRegionServer-2
« orchestrator-3
« resourceManager-2
+ zookeeper-1
=] Commissioned Active Ethernet1/4 FCH2048V00C 1d:15h:27m:45s
sl Gommissioned Active Ethernet1/5 FCH2048V2W0 1d:15h:28m:d6s
o Commissioned Active Ethernet1/6 FCH2049v008 1d:15h:28m:31s

Y—N—ATFRABEDVM DTV 3y

—HDOVM T, V= "—=D AT F U AFNAPIRRRT 7 2 a VST T2 0ENDH Y £

T, ZTNLOT 7Y a R, TalvyvalEl, Talvvartk, £hEa vy a rEIi

FITTEET,

1L =AML =8DT34Y : ZNETaIvva fiorrsar Ty, ATy
AHRDP—=R—ZTTA~ VA =T A R L —ERHIGEAIE,. T2 v a T RN




B +——oxo7roz

F&— )6 orchestrator.service.consul (Z orch stop 2~ K% POST LE£9, ZNT, 7
TAR VA=A M L—2038]0FbY £4,

56:—N\—DATFURFIE

Maintenance Explorer

POST v orchestrator.service.consul orch_stop m

"+ Add HTTP Header

TIARIV A= AL —=F T —N"—%T7aliviarsLLoLdoL ROTT—
FRESNET,
B 57: —N—D A TF U XFIE

Orchestrator master:orchestrator-3 is in FCH2036V10Z about
to be decommissioned

F—=T AN =2 DT T~ ZHET HITIEL, EEDOARA T explore 2v 2 K
[primaryorchestrator| % %17 L £,

NameNode : A > 7 F » A D H—/3—|Z NameNode VM 3% 25513, 72 I v va v
RITERIE~— )2 b orchestrator.service.consul |~ switch namenode 2 POST L, =3 v ¥ =
11T orchestrator.service.consul {Z switch namenode % POST L9, ZhbHid, 72 3I v
vartgltalyvalkoT s arTT,

tHF) NameNode: A7 F L AHOH— =2k H 4 I NameNode VM 73 & 5 &5
Ay T Ay VRRICHETEA— U )6 orchestrator.service.consul |2 switch_secondarynamenode
% POST L., =X v a3 &I orchestrator.service.consul (Z switch secondarynamenode %

POST LE4, ZhblE, FalviarvklalviaBorrsia T,

ResourceManager 754 < 1) : A7 F 2 AHOY—/3—|Z Resource Manager 77 1 <~ U
N DEE, RI— )5 orchestrator.service.consul |2 switch yarn 2 POST L3, =
noid, 7alvyvarkéaliyrargorrsa Ty,

DataNode : 7 7 A X (%, —JE|Z 1 5® DataNode [E5E DA % A L £9, DataNode VM %
FoBBOF— =2 A T F U ABRBERGEIT, —EIZ 1 DT OV —"—DRX T T
VARFEITLET, K=" —DA T F A% [E=#Z Y 7 (Monitoring) ]|[hawkeye]
| [hdfs-monitoring] | [f&&MEE#H D 7 7~ 7 (Block Sanity Info) | D FIZFK RS HT v — b
D [R¥E7 7> 7 ¥ (Missing blocks) 1B L O[TV 7 — 3 U (Under replicated) |
BRI DDERLET,

. AUTFTUR
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1 &= HDFS moniloring .

Blocks Sanity Info

HB—N—AVFFURAD ST a—F 405
Ay —R—DATFr2a 3T, A—FT AL —ZalO—ET,

1
orchestrator.service.consul @ /local/logs/tetration/orchestrator/orchestrator.log {Z& ¥V F£ 77,

59: 4 —N—DATFrRAY

2. TAZIvyvav:
1. ZOFEZLY, $——FED VM 72131 VA X ADBHIBRSNET,
WIZ, Ny 72 Reonsul 7 —7 VNIZH DHIBRIS NI A LV AZ o ADx 2 kU D3|
BrRIET,
3. ZOFMETKI 5 3 £,
FETTDE, ==X [T 2 v a %A (Decommissioned) | &~—27 SILET,

N

AUTFTUR .
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\}

rvsroz |

G¥)

TalyyalryENTh, —""—OFRENA 705D TIEHY EHA, TaIva
Tlt., Y —3—_E® Secure Workload =2 > 7 Y OAHIBR SN £,

BIENRA 7o TWDF—_"—L[FET 77 47 (nactive) | &~—2 ShFET, =
DY —NR"—DTFT a3 vy va ik, [T AXAT—HA (ClusterStatus) |X—T N5 5|
ERERITTEET, 2L, —R—DOFEBENA 7R >TWNAETZD, VM OHIER
FIEFFEITSINRNTZD, ZOV— =BT aI v g IRETY 7 AXIZHOS
LARNEIIZLTL I, == 3HA A= LTI 7 AX BN UE TS
N E9,

3 BAA—lk:

1

w

4.

ZOFNETIX, Y—3—IT Secure Workload ~X— R OS F 7213/ A /X=X P 0S A
VA R—=LLET,

¥/, "~ FFIAT %7 —~v L, B—3={2W < 20D Secure Workload 7
TV AL A =L LET,

FA A=A TliE, mjolnir EWH A7 U7 REEITLT, B——DAf A=V 7N
BidA SN ET . mjolnir DFEFIFITITHI 5 900D | F D%, EBOA A —2 0 7 3Bikh
SNET, A A=V ZIIN30G2NDET, A A=V T Hor 7L, BAA—
MENTWLEY—N"—Dar Y — L TOHMERTEET, =—F—IF, ta dev ¥ —
EEAL T, BA A=V T 28NMERZ R CTE £9, PXE 7 — MO
/var/log/nginx 2 ', DHCPIP 35 X O'PXE 7' — M#&k & #EZR 3 5 72 @ /var/log/messages
RENRHY ET,

A A—=URIZIE, A—F A ML —2225H 0 CIMC B 32 T9, CIMC Ozt
T D b FIEIX, REBER—U 23 250>, orchestrator.service.consul 7> 5
ping?args=<cimc ip> % POST §~ % £ TT, h—"—ZZHL72551E, CIMCIP %
ZEHEL, CIMC/XATU—RZF 7 4 /L hD/SRRAT— RIZERETHZE2BNENTL
=&y,

Fo, AL v TFNELWL— N TREIND LI, 77 AHX DRI CIMC % v
M =27 3% A MERICEESNTWALERHY 3, 7T AKX CIMC #HFENIEL
SERESNTWRWES, A—F7 A ML —Fa JICROFERNREFRINET,

4, ATy Iar:

1

> w

. AUTFTUR

aIya=r TR, Y= RN—ED VM BAFr TV a—EN, VM TT LA T w7
% 54T LT Secure Workload Y 7 b DU = 734 VA h—LENFE T,

AI v a = IRETTHETITRNA 5000 £3,
U—r7u—X, BRELIZT v 7L —FOU—r 7ua—LREETT,

g%, 2l via sy SHOBENRINET,
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~7 1215 [

5 [/ 7 AZAT—# A (Cluster Status) | X—T D —1"— | aIva=r7Hx
(WA (Initialized) 1 & LC~—727 34, FIEE TRIZOR [ v a3 VR
(Commissioned) | & L T~—7 S FET,

N7 A3 )LEES

BIRY v v NI UL H%D7 T AZOREBIC— Ny = TEENRH SN S G, BUED L
IAH B ERERESHLILOOFEBHTV -2 7 —0FETH, aIyvarv—sTu—
DIATHTERN (P—EAMELT DL aI vy a U BRINT H720) KRBT FAZBR
Zy7 LET, ZOKREIE, ZOXI R FUATRISZ LRI ENTEY, 2—F—i
EEDDH DNy =7 THES) (7 vy 77 L—F) TE, TOKR, KRLIET A Z L0
WORMA 7Rt A& EITTEET,

Z—H—F, POST 2 LT, BRI DT AZADL Y T TZY RRA VM ERET D
VERH Y FT,

1. 77 ar :POST
2. A I : orchestrator.service.consul
3. TV KR A 2 b :exclude bms?method=POST

4. A3 : {“baremetal” : [“BMSERIAL”]}

F = A ML= X, BRAPETAREDHINT T 272020 20D F = v 7 2 FITLET, Z
DA, A= A L= TN OO0 Dconsul F—Z Y T v 7L, IROFEEIE-ILIT v
TV =R =770 —THRAZSNDEXT AZNLEVMEZRTRIA v E—TC %R LET, N
T ABZNMFRFED VM B EENTWDLEE, ENH6DOVMIZRATEEEA (LLTO [HIRSFE
H| B varasi) , BRI RERA U ME BRAATE RV EBEZRT A vE— U TINE
LET, BT FHRA Y NTOPOST BET 5L, 2—HF—FA A Ul O HEE E 72
X7y 77— RafG L, @SB BEB AT CEET, Ty 7L — ROKRKIZ, &
SABM U A MEHIBRLET, BMERIILCTT v 77 b— REIIHEE Z HEIITT 508
N HEE, 22— —1% bmexclude EFR T KARA > MIFE POST T2 0 ENH Y 7,

FIPRZEIE : BIfE, D VM (FBRHFCTE 8 A, 1. namenode 2. secondaryNamenode 3. mon- godb
4. mongodbArbiter

TARYD AUTFFUR

TAARI AT TR, B0 bEEDOH LN RT A AT ERZWT HZENEEN
EFT, AT ARL—ZIE, 7 T7AZHNOTXTOY—N—TbmmgriZ L > THEINDT «
A7 DOREEEMLET, BEOH LT 4 A7 PR SN HE, [ 7 AX AT —4 A (Cluster
Status) ] X— (ElOF =2 a3 X=D[hT7 TV 2—F 47 (Troubleshoot) ] A
Za—=PBT 7 EATEET) ONXF—IZENDIRENE T, ZONF—2iE, BE

(UNHEALTHY) REEDT 4 A7 OERERINET, TONRNFT—TIHEHE57 Vv I 5%
EL T Y ARIKET 4P — FREREN, TAATZ AT T U ADTRTCOFIEEEITTH 2

AUTFTUR .
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EMTEET, [/ T AX AT —H A (Cluster Status) | _X— T ERIERIZ, T4 AT RZfaR—
TR TOa2—PF—RNT7 7 ERATEETN, 7272 a EFETTELDIINARAL v —FH—
]\ :Lv—_ﬁj»—@%‘/c‘j—o

60:BEEDHBDT 1 R DINF—

@ CiscoTetratien™ CLUSTER STATUS ® Default ~ @ Monitoring + ® v &5 ~

Lt You do not have an active license. The evaluation period will end on Mon Aug 03 2020 05:04:13 GMT+0000. Please notify admin

Model: 8RU-PROD

Y
> CIMC/TOR guest password & Change external access Orchestrator State: IDLE

@
There are 3 unhealthy disks in the appliance. You can replace them. Please check here
PAY
Displaying 6 nodes (0 selected) Select action - Apply Clear

Q

O State Status Switch Port « Serial Uptime CIMC Snapshots
9 . :

[m] Commissioned @ Active Ethernet1/1 FCH2148V1EU 16d 11h 22m 40s ®
= o "

a Commissioned @ Active Ethernet1/2 FCH2148VIN9 16d 11h 22m 40s ® &
¢ [m} Commissioned © Active Ethernet1/3 FCH2148VING 16d 11h 24m 4s ® &

[m] Commissioned @ Active Ethernet1/4 FCH2148V1EP 16d 11h 20m 15s ® &

a Commissioned @ Active Ethernet1/5 FCH2148V1IN2 16d 11h 22m 18s. ® &

[m} Commissioned © Active Ethernet1/6 FCH2148VINE 16d 11h 21m 54s ® &

F AR THY 4 H— K

FURITREW T 4 P —RDF T 4 v T _R—=2F, BERRELET 4 A7 OZEMPRFR S
NET, INOOFFMICIE, RWBEMLEIRTXTOT 4 A7 DOV A X, 47, ®iEr, BX
RETANEENE T, £/, Aoy MID bFRRIN, INHDOET 4 A7 ZFERTHTX
TOVMP—EBERRINET, KBTI A2HGET 500, ZEHAT A7 #HE L TE<
VERH D FT,
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@ CiscoTetratien”™  CLUSTER STATUS - DISK REPLACEMENT ® Default ~
[
19 Prerequisites
@
&

Drive Replacement Process
Q 1. Decommission all the disks that are in UNHEALTHY status.

2. Replace all the disks one by one in the physical appliance.

o 3. Commission all the replaced disks together in the final step.
= Before you begin

1. Keep the replacement disks with following configuration in hand.
P o 2 disks of type 1.454 TB SSD INTEL SSDSC2BB016T7K
g o 1 disk of type 3.492 TB SSD SAMSUNG MZ7LM3T8HMLP-00003

Node Serial: FCH2148V1EP

Enclosure:Slot Status

252:3 UNHEALTHY

Node Serial: FCH2148V1N9

Enclosure:Slot Status
252:1 UNHEALTHY
2527 UNHEALTHY

TARIDRAT—5 RER

Affected VMs

druidHistoricalBroker-4

Affected VMs

druidCoordinator-1, orchestrator-2,
enforcementPolicyStore-1, enforcementCoordinator-3,
redis-1, secondaryNamenode-1, datanode-6,

collectorDatamover-6, tsdbBosunGrafana-1

datanode-6

@ Monitoring + @ ~

> Proceed to Decommission

TS5 RAETIL, N—RFTF 4 AZITITRD 6 SORENRH VY £, 1% (HEALTHY) . Ak
(UNHEALTHY) . #f#H (UNUSED) . &#iix#4 (REPLACED) . #il (NEW) . #1#i{b

## (INITIALIZED) , BB/ 7T v 77 L —FRED T ZAFNDTXCDT 4 AT DAT—H A

IZ1E% (HEALTHY) T7, SEIFRz TIPS, 1 2UEDOT 4 AT DAT—H A

HEE (UNHEALTHY) (27252 E0nd 0 9,

Lo



rAvF+uvz |

B 205502

62: T4 RYDRAT—H REHS

: NEW

commiskion start

disk reconfigured

INITIALIZED

commission

REPLACED successful?
HEALTHY No
user replaces
disk
HW error detected
UNUSED ~+ UNHEALTHY
No decommijssion start
Yes decommission
successful?

T AATRET O ADRYIDAT v 1d, 72 vyvrarT9, ZOFETHEH, Zhbo
TAAT AT HTRTCORE~ 27 TAZNPOHIBRLET, TaIviarant
F AR DAT—2 AIFRMEH (UNUSED) I220 3, Talviavkh, JEBHT + A7
ZiGl7pAa sy MIEATLOMNERS Y 3, T4 AT BB INT-Z L aa—F =N L
F, 2L HILSA VA=AV ENET 4 A7 ZHERETDHIODONNy 7 REEITHA
DE9, T5&ARAT—XANKZHF S (REPLACED) (Z£ DV, RO/N—RU =27 A% ¥ %

. AVTFUR



<7

TF VA

R |

W2, TNHDRBEINTZT 4 A7 DAT—ZANHHE (NEW) I8 4, ZOBITICIX
2~3MINDEZENHY FT,

TRTCOT 4 AT ERB L THEHRELLDL, alyvamJilER, a3y rvaryrntk
AD—H#E LTCHIBRENTZT R TOVMEZREBLET, aIvrarnflithands e, 714 A
I DAT— X AR HE A (NITIALIZED) ([ZE DV 7, aIvrayBlHh+s&, 7
RTCDT 4 AT DAT—H ANIEH (HEALTHY) 2720 £9, ZOAT v 7 TRETH L&,
AT —H AXH RS, (UNHEALTHY) (2720, T2y a b oORE A2 FERLGT 5 2
LIz £,

EHOERIFT VY

TalyvariEitidalyya Y OFREEFETT LN, BHOEFGT = v 7 2ETT L5
TERHVFET, Ny TV FCIXEIERT = v I BETEINETN, 2—F—»n7aIy
YarEiFalvia OAT v FITHEDRNIC, ZRODF = v 7 T RTIZEKT HEN
HVET, RLET =73, REOGEMEHERINAEELEE L HIZT A7 KD 4
P— FTHEESNET, LERFIEEZFITT DRI DEFLELY FITTLHMLERH Y F
7

2O LTEFERT = v 7 OBNEIRO &Y TF, namenode & secondaryNamenode % —F§1Z7 =
RyvarT Al EETEEYA, HILT Ay arTELT X/ — RiZ 1D T
7. namenode (3= X v ¥ 3 UENZIER TRITIUIRY £ A,

63: T4 RYVKBDOEBRF VY

F CiscoTetratien”  CLUSTER STATUS - DISK REPLACEMENT ® Default ~ @ Monitoring + @ ~
w Prerequisites Decommission Drives

&

©

Decommissioning Unhealthy Drives
o) 1. Prechecks should be run successfully before decommission. You can re-run these
prechecks after addressing any precheck failures.
n 2. Decommission step is not necessary if there is no disk with UNHEALTHY status.
3. In case of decommission failure, you have to run prechecks again before attempting

N decommission.

©

= Select Disks

Select unhealthy disks for decommission hd
Selected 2 disks
Serial Enclosure:Slot Status Affected VMs
FCH2148V1EP 252:3 UNHEALTHY druidHistoricalBroker-4
FCH2148VINg 252:7 UNHEALTHY datanode-6

Prechecks

Start Prechecks ‘

0 Prechecks were successful at May 5 05:17:05 pm (PDT).

Decommission

Start Decommission

AUTFTUR .



B = x0205502

a—P—x, BEIBRELET A AZOEEOE Y h2FELDTTavia 57201058
WL, 7a3virarOFT=v 72 TEET, BEXBELLET A A0y bEE
I 52, FRT =y 7 2FIETTILERSVET, YA (Talvvarv/alivisa
V) ERMGTHENC, RUFERTF =y 7 ZHET> T, REOFNT = v 7 OFETIrLT 2
Ry a B AT ORBE COMITH LWEFGITF = v 7 ORED RN L 2R L ET,
R64: 73923 VTHIDELFTRTORE (UNHEALTHY) T 4 29 DER

@ CiscoTetrati#n”  CLUSTER STATUS - DISK REPLACEMENT ® Default -+ @ Monitoring ~ @ + 8

[

Prerequisites Decommission Drives

©

& Decommissioning Unhealthy Drives

1. Prechecks should be run successfully before decommission. You can re-run these

e prechecks after addressing any precheck failures.
2. Decommission step is not necessary f there is no disk with UNHEALTHY status.
v 3. In case of decommission failure, you have to run prechecks again before attempting
decommission.
=

Select Disks

Select unhealthy disks for decommission =

+ FCH2148V1EP | 252:3 | druidHistoricalBroker-4
FCH2148VIN9 | 252:1 | druidCoordinator-1, A 1, er dinator-3, redis-1, sec...
FCH2148VIN9 | 252:7 | datanode-6

FCH2148V1EP 252:3 UNHEALTHY druidHistoricalBroker-4
Prechecks
Prechecks should be run fully to proceed with

Decommission

I \

FHMT =y I RRIELTZGEG, KA v —V% 2 ) v 7 T2 L3 A v B —URFERI I,
WA B =T RNFFERL O EICES & HRSNDWENR y TH—"—IZR RSN E
ﬁ—O
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ﬁ CiscoTetrati#n”  CLUSTER STATUS - DISK REPLACEMENT ® Default ~ @ Monitoring v @ + @2
m
Select unhealthy disks for decommission -

Selected 1 disk
©
. Serial Enclosure:Slot Status Affected VMs

FCH2148VING 252:1 UNHEALTHY 3 3 2,

& enforcementPolicyStore-3, datanode-1, appServer-1, redis-2, zookeeper-
a 1, collectorDatamover-3
¢

Prechecks
=

P Start Prechecks

0 Prechecks failed at May 6 11:24:52 am (PDT). Please find details below.
Action Required
Please check if any disk is missing 0

from the list of disks to be
decommissioned.

check_disk_ready_for_decomm

Decommission

TRARODTAZIvLaY

BHHF = JICEKTHE, 22—V —IIT A RA7DOTFasy g il N TEET, T
a3y a rOEITIRIUEL, T4 ATy 4 F—RiZErEnNET, 72 vy a roET

PR 100% ITET D E, TaIvia r ENETRTDT 4 AT DARAT—H AR
(UNUSED) I2ZPh Y £1,
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66: T4 RIDTAZ YL 3 vOETRKEDER

CiscoTetrati#n”  CLUSTER STATUS - DISK REPLACEMENT ® Default -+ @ Monitoring ~ ® ~ @8 ~

Select Disks

t unhealthy disks for decommission -
o
Selected 2 disks

Serial Enclosure:Slot Status Affected VMs
&

WZP233016TN 134:2 UNHEALTHY datanode-14
o

WZP233016TN 134:5 UNHEALTHY datanode-14
5
= Prechecks

&
Start Prechecks

Decommission

Start Decommission

.
< Decommission is in progress.

Running Requirements Check:
Starting Decommission:  {'serials': [], 'disks': [{u'slot': 2, u'serial': u'WZP233016TN', u'enclosure': 134}, {u'
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R67: 5L BMEN=T 4 XY DBERE

@ CiscoTetratien™  CLUSTER STATUS - DISK REPLACEMENT ® Default ~ @ Monitoring v @ ~ @§ +
[
© Prerequisites Decommission Drives Replace Drives
@
PAY )
Replace Unused Drives
o 1. Use disk locator on/off to identify the exact location of the disk on
physical appliance.
Y 2. Once a disk is physically replaced, notify that it has been replaced using
Replace button.
& 3. Proceed to commission step after all the disks are notified as replaced
© Note
4
» After decommissioning, status of unhealthy drives changes to
UNUSED.
« After a disk is notified as replaced, the status of the disk changes
to REPLACED.

« Serial numbers, size and model of all disks are also provided for
identification.

Node Serial: FCH2148V1EP

Enclosure:Slot Disk Serial Model Status Locator On/Off Replaced?
252:3 PHDV745600DW1P6EGN 1.454 TB SSD INTEL SSDSC2BB016T7K UNUSED []

Node Serial: FCH2148VIN9 = @

Enclosure:Slot Disk Serial Model Status Locator On/Off Replaced?
252:2 PHDV745600J81P6EGN 1.454 TB SSD INTEL SSDSC2BB016T7K UNUSED (']
2527 S3LJINX0J400526 3.492 TB SSD SAMSUNG MZ7LM3T8HMLP-00003 UNUSED (']

TAAIDT aIyarth, 22— =137 4 A7 ZYEICZRT 20BN HY £3, 20
TR RAEXET DO, RRRX—ZT 4 A7 b —R_—pur—%—LED ~D7T 7t
AHEREERZBMLE LIz, V==L F 4 A7 DOur—%—LED 4T _XTA7IZTEHRZ N
HHDOT, o7 atvATalr—2—RNF L DFEFILR > TWODAREMICHULT 52 LN TE
£7,

T A4 AT OB R TEE OIEF TIT A £ 728, R EITRED Y — _—0DK/hAa v K
Fmmbo KAy MEBOIEFTITORERSH Y £F, ZOIERFIX, UL LNy 7= RO
MFICEHA S NET, UL TlE, A7 —Z ZABKMEH (UNUSED) T, Ay MNESRE B/
EWTF 4 AT DR E VINT 7T 4 TN 0 £,

FRAIMAZIwv 3=y

FTRTOFT 4 A7 EKB LTS, a3y g iR ET, TaIva v btk a3y
g UEREBATT DRI —EOFERF = v 7 2 ETTI2LENH Y £,
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VHIOERF VY

CLUSTER STATUS - DISK REPLACEMENT @ Default ~ @ Monitoring ~

You do not have an active license. The evaluation period will end on Mon Aug 03 2020 05:04:13 GMT+0000. Please notify admin.

Prerequisites Decommission Drives Replace Drives Commission Drives

Commissioning Replaced Drives

1. Prechecks should be run successfully before commission. You can also
re-run prechecks.

2. Replaced disks change their status from REPLACED to NEW before
commission process can begin.

3. All replaced disks are commissioned together. In case of commission
failure, you have to run prechecks again before attempting commission
again.

Prechecks

Start Prechecks

Q Prechecks were successful at May 4 11:21:14 pm (PDT).

Commission

Start Commission

@~

a3 v aryOETIRIIZ. T4 A7 2 vy arR—=UTERHLET, 23 v a VRER
KR TT DL, TRTDOT 4 AT DAT—ZANER (HEALTHY) IZ5H 0 £9°,

[
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Prechecks

Start Prechecks

Prechecks should be run successfully to proceed with commission.

Commission

Start Commission
e

Commission is in progress.

Starting Commission:  {'serials': [], 'disks': [{u'slot': 3, u'serial': u'FCH2148V1EP', u'enc
All Orchestrator Nodes brought up and Consul Quorum formed

Baremetal IP assignment done. Running pre-deploy playbook

Pre-deploy playbook done.

IDL parsed, Running instance bring up

Stack Manager brought the instances UP

Generating ansible vars, generating ansible tar.gz and setting up to support Service Manager
Running playbooks on the instances

a3y arvhOEENSDEIR

VM SRR SN B ICEENEAE LG EIE. BB (Resume) BEEETHIETEXd, ZD X
IR T —=NRELESBA. [22 v a OFE (Resume Commission) | R Z VN T 4 A7
Ay a v R=VICEREINET, ZORF U EI Y v ITHE BRBEOT VAT v I %
HE#SLTaIyrariaifrcx 1,
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K70:23v>arnOER

Prechecks

Start Prechecks

Prechecks should be run successfully to proceed with commission.

Commission

o Last commission attempt has failed.

Failed ORC-1015 Cluster certs playbook failed, check Playbooks-Orch-cluster_certs log - All instances are fully deployed, Running post instance bringup playbooks

Running Requirements Check:

Starting Commission:  {'serials': [], 'disks': [{u'slot': 3, u'serial': u'FCH2126VONS', u'enclosure': 252}, {u'slot':
Initial playbook to kick start deploy started

All Orchestrator Nodes brought up and Consul Quorum formed

Baremetal IP assignment done. Running pre-deploy playbook

Pre-deploy playbook done.

IDL parsed, Running instance bring up

Stack Manager brought the instances UP

Generating ansible vars, generating ansible tar.gz and setting up to support Service Manager

Running playbooks on the instances

ORC-1015 Cluster certs playbook failed, check Playbooks-Orch-cluster_certs log - All instances are fully deployed, Rur

VM AR SN DOANIEENEAE LA, aIvva Pl T 4 AT DAT—H A
g (UNHEALTHY) ICZEESNET, FO-, &7 0w 238 % (UNHEALTHY) 7 «
A7 OTaIyyaryinbERTAISLERLD 7,

A3y avhOBENDT« RAYVEE

FA4AT DA v a rDEITHICRHSIRDOT 4 A7 USDT ¢ 2 7 ITEENEAE LIS

A HBITTOaI v a e AR ELITER LRI, TRy P—RicZ

DOFEEIZET D mHNFRINET,

HEA AR R EENEAE LIZGE, 22— —IZRDO AT v 72O T2 o047 v a U HiEER

TAHZENTEET,

1. BEOaI vy a v EHEEBIVETLTHLL, ILWEEIZINT AT A AT otk
ADFEITERALET,

2. FE, BILKMELLET A A7OTalyvar BB L, IRXTOT A AZ7Da Iy
varvEFELDODTEITLES,

ZO2EFERHOFEL, BREATREREENBELEEAICER T A E—0FETT, HLL
BEEDNFAE LT 0 A7 DIRK CREAZICEENRAE L-GE, BRI TEET
N, TOHATH 2EHOHFENPME— DR EIEZRY £,

cSTLa—TF405
a4y
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1. T R_RTCOTq4 AV aIvvav/galyvaralii, =7 AL —Xa 70T
T, TNy T ORIRER A Mk, orchestrator.service.consul @
/local/logs/tetration/orchestrator/orchestrator.log Td D LERH D £,

2. T A AT DORMERET 7 v a HICRAE LEEOFEMIT, RO Y —,3—0 bmmgr
0 TCHRTZENTEET, —— Lo 7 OHTE, /local/logs/tetration/bmmgr/bmmgr.log
2720 £7,

HIFREIE

1 Y= =0ON—= bRV 2a—Lhz2GLT 4 A7, ZOFIHTEIZHBRTEEEA, 20X
T 4 ATEEL, = N— AT F AT AEHA L TEET 20ERH Y £,

2. TaAZDaIyvasit, TRTOY—NR—0T 75 47T, a3 v FhoRbE
WCHLBRICDBEITTEET, T AT Y —N—DOFWE B RS 2 L NNER
BB DX IS HIEICHOWTIL, AT 2L EEDE 7 v a v 2L T EE,

A2 7 AT
TARDEY—N—ZFLOHTXMT B

TART P —=N—%FRHZaI vy a T ORERDLEES TV AT, 2—F—1x, 7
Ay va VAERTRTOT A AV 2T ayvay LIRBTH0LENHY T3, ol
F 2oV TUTRI ENERINDTZD, ZNHDODT A AV %Iy arydT52LIITEER
/\/o

1. TRTOEFTRWT 4 A7 DAT—F ZANEH (NEW) THHZ L,
2. TRTCOV—NR—DAT—HANT 7T 47T, aIva  FLORETHLZ L,

I AUTFTUR .
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M:TARIDAZTYLIVDRHIZ. TRTOY—N"—MNaZI v aVEATTITAITHAIILERRL
£Y

@ CiscoTetratien”  CLUSTER STATUS - DISK REPLACEMENT ® Default + @
Lt
[) Prerequisites Decommission Drives Replace Drives Commission Drives
(@)
4
Commissioning Replaced Drives

n 1. Prechecks should be run successfully before commission. You can also re-run prechecks.

2. Replaced disks change their status from REPLACED to NEW before commission process
) can begin.

3. All replaced disks are commissioned together. In case of commission failure, you have to
& run prechecks again before attempting commission again.
&

Prechecks

Start Prechecks

0 Prechecks failed at May 13 06:49:53 pm (PDT). Please find details below.

All Nodes are Commissioned Check 0

Nodes ['WZP232913LX:(State: New, Status: Active)'l state/status is not (State: Commissioned, Status: Active)

Commission

Start Commission

FT_XTORE (UNHEALTHY) 7 4 A7 238l (NEW) HREEIZ72 % &, FEEORAE LV —
N=lZ, =R =R T F UV AFIEEFEA LT aIvyva /A A—/HFEaIvyar
SHELZERMEEINE T,

INT, AT =X AWPIER (HEALTHY) F723H8L (NEW) TRWT 4 27 85556,
H—R—pa Iy g rBPitanEd, r—_"—naI v arnkT i, TITO
T A AT DAT—H AL IER (HEALTHY) 12720 £,

22:—N—%23v2a BN, BEDHDIZTRTOT A RIDHR (NEW) RETHHI L EHELFT

/41

(5 CiscoTetratien” CLUSTER STATUS ® Default + @ Monitoring + ® ~ & ~
m You d g Commission aborted: Disks ['[WZP233016TN]-[134:4] I now
Status(UNHEALTHYY)', '[WZP233016TN]-[134:2]
o . i 1 8
& Model: 39RU-M5 Status(UNHEALTHY)'] status is not ['NEW']. Please complete

replace task in disk wizard

o
£ CIMC/TOR guest password Orchestrator State: IDLE

There are 3 unhealthy disks in the appliance. You can replace them. Please check here
&
Displaying 1 nodes (1 selected) Commission - YA Clear

o

State Status Switch Port ~ Serial Uptime CIMC Snapshots
&

New @ Active Ethernet1/12 WZP232913LX 6d 2h 2m 355 ® &
=
&

Tetration0S Software, Version
iy, 3526800 mipramm buld
cisco

Privacy and Terms of Use
TAC Support: htp://www.cisco.com/tac
©2015-2020 Cisco Systems, Inc. All ights reserved.
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vy bE U DRE

ATFY TN U4 RUDEMCHL TS —varn_"—=nb, [FS5y hT+—L4 (Platform) [>[7v 79 L—KIE
B/ vy b4 (Upgrade/Reboot/Shutdown) |27 U v 7 L%,

ATy 72 [HE#E)/ ¥ v ¥ 7 (Reboot/Shutdown) 1 X 7 %27V v 7 LET,

ATY T3 [¥rv v &7 (Shutdown) |47 a v RE U EERL, [y bE T U 7 Di%(E (Send Shutdown
Link) (227 Uy 27 LET, 7Uvr925L, UFIRTEIC, EBFA—NATYY Yy NET Y 7Rk
FEanET, vy MUY 7iE, V7 2ERLCNDa2—HF—DETA—LT FLRICEEIN
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Hello Site Admin!

We received a request that you intend to shutdown the cluster "98°. You can do this through the link below.
Shutdown 98 (For best results, please use Google Chrome)

The above link expires by Jul 22 08:34:30 pm (PDT).

If you didn't request this, please ignore this email.

Shutdown will not be triggered until you actually click the above link.
ATV T8 [V FAX % &7 (Cluster Shutdown) ] X—T DRV [V v v & 7 (Shutdown) | R¥ % 7
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[ C  ® Not Secure | 172.29.154.126:9000/shutdown/run

Tetration Setup  Diagnostics » RPM Upload » Site Config » Site Gonfig Check » Run

tetration_os_rpminstall_k9 tetration_os_UcsFirmwar... tetration_os_adhoc_k9

3.3.1.19.devel 3.3.1.19.devel 3.3.1.19.devel

tetration_os_mother_rp... tetration_os_base_rpm_k9

3.3.1.19.devel 3.3.1.19.devel
Pre setup for cluster shutdown ...
Refresh | Details | +
Instance View Search:
Serial Baremetal IP Instance Type Instance Index Private IP Public IP Uptime Status Deploy Progress
FCH2132V1RJ 1115 zookeeper 2 11123 an hour Deployed [ s ]
FCH2133v2J6 1118 enforcementPolicyStore 3 1.1.1.48 an hour Deployed [ oo ]
FCH2133V2J6 1118 collectorDatamover 3 11136 172.29.154.106 an hour Deployed [ oo ]
FCH2133v2J6 1118 happobat 2 1.1.1.64 an hour Deployed T
FOH2138VICR 1147 appServer 1 11140 172.29.154.102 an hour Deployed TV
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BOIOY Y v T OERTTF = v 7 T T —0NRAE LRSS, EITRWA—RR 2, =
F—DEE#IZZ Y v 7 LTy vy AT 2HATE 5HERZ R ERENET,
FATF =y VNRETTDHE, VMBMEILLLET, VMBRLIEIRT 5. ZOE TR ~—
COTFHICERRINET, ZOX—=VE, Ty T L— RO VM AZIEOR—IBI TV E
T, FRENTNDEET 4 —/V ROFEICHOWTCIE, Ty 77 L—FKDkv 7y ara28RLT
<TEEWV, VM DIEIRICIEHR K30 500 D5A8085H5 Z SICEE LT ES 0,

B 75: VM =1k

Tetration Setup  Diagnostics » RPM Upload » Site Config » Site Config Check » Run

tetration_os_rominstall_k9 tetration_os_UcsFirmwar... tetration_os_adhoc_k9

3.3.1.9.devel 3.3.1.9.devel 3.3.1.9.devel

tetration_os_mother_rpm...

tetration_os_base_rpm_k9

3.3.1.9.devel 3.3.1.9.devel
Stopping all VM ...
15%
Refresh || Detalls
Instance View Search:
Serial Baremetal IP Instance Type Instance Index Private IP Public IP Uptime Status Deploy Progress
FCH2132V1RJ 1.1.1.5 Zookeeper 2 1.1.1.23 aday In Progress View Log
FCH2133v2J6 1.1.1.8 enforcementPolicyStore 3 1.1.1.48 aday Stopped
FCH2133v2J6 1.1.1.8 collectorDatamover 3 1.1.1.36 172.29.154.106 aday In Progress [ s0% | View Log
FCH2133v2J6 1118 happobat 2 1.1.1.64 aday Stopped
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Tolration SeUn  Disgroetics - AP Upkoed - Sas Gy - Boe Gt Chack«

totration ou_rprinetal kb tetration_om LicaPlermmany. &3 [ereep—— Setration_os, mother.rm 48 Setraton_os base rpen k8

At Final step before poweroff. It is safe to shut off cluster al‘teIS mins at UTC 2019-07-22 22:59:34 ... I
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VX NEUUBILT T AZ EEET DT, RNTAXNVOEREA AT LET, e DORT
ABZNANRTXTEET DL, ULIKHRT 7 BXATELZ LRV ET, /7I9AFIZal (v
Liz#, 77 AXZEHEEH LT, 77 AX 2HORERICEETRE/RREBIZT 2XLENH Y £
7,

)

CE) 7 7AXEHOBRICEMETREREBIZTAI0E., vy MBI T AX HEERFT D
WVEERH D 97,

BESHDHRR

ATYT1 U4 RuDLEMich T —varn"—mnb, [TFv bT+—L (Platform) |>[7v FJL—KR/E
BB/ vy b4 (Upgrade/Reboot/Shutdown) %27 U v 27 LET,

ATy 72 [FHE#E)/ ¥ v ¥ 7 (Reboot/Shutdown) ] X 7 %27V v 7 LET,

ATv 73 [[HiLE (Reboot) |7 VAR L EZRIR L, [[FHLENY 7 2245 (SendRebootLink) %7 U v 7 LET,
HEB ) 71, Vo7 2ERL TV —F—DEFA—LT FLRIZHEESINET,
Secure Workload — & A OFEENL, HIRGEZOT v 77— FREBEZEITLE T, BT A — /L OFEILE)
Voo &2)yr35E, BEBEZHGTELIEY N7y 7 ULICBEILET,

ZIMBEOFIETT v 77 L—FERUTT, F#FMiZO WL, 7y 77 —FErvar22RLT
<TZEvy,
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rvsroz |
B rorevraRBOoRE

Vxy bEOUEBESORBRE

Uy v NV EHEHOBREIL, [Ty 77 L— K (Upgrade) 1~—® [JEFE (History) ]
TICERENET (EMOFEF—varR_R=n5[F5y T+ —L (Platform) 1>[7 v
T5L— RIBES/ ¥ v &Y (Upgrade/Reboot/Shutdown) 7257 72 A LET)

[T—4% %y JEHEE (DataTapAdmin) ]: T—2D4E v
7

1

S
2. FEHMBRT XX T

T—a4yT
N
G¥) Cisco Secure Workload (ZHRfE. 5 —# ¥ v 7 HIZ Kafka Broker 0.9.x, 0.10.x. 1.0.x. 1.1.x ~®

FHEIABLZYR— b L“Cb\iﬁ“o

SecureWorkload 7 7 AZ 6T T — a7 vy a3 5120, 22—V —IIREFHDT —H X v
TEFERTOINERHY T, T —F X v TEBH——(F, %ﬁfﬁit W EDT — 2 % v
EREBLOT 77 4 7k TE HM— D2~V —TF, 22—V —L, BHD[TF >+ (Tenant) ]
WCETAT—H2 Xy TOhEERRTEET,

R 77:FAAREET—42 42y T

Data Tap Admin - Data Taps
+ New Data Tap
Name T} Topic Tl Descrij iption T1 Kafka Broker 11 Type Tl Status A Actions Tl

DataTap1 default-datatap1-topic01 The First Data Tap bakafka3.tetrationanalytics.com:9092 External Active s sS80

TRy TEERT LI, Ve RUOEMICH LTS —a =T [EE
(Manage) |>[T—42 42 v JEEE (DataTap Admin) [ %7 Vv LET,

#IRIN D Kafka i E

Kafka 7 7 A ¥ 3% &+ HBR1%. Secure Workload TIZ 9092, 9093 F 721% 9094 LA D R — kD
ERARHEIE SN E T, DDA — M Secure Workload 2 Kafka DIM(E N T 7 ¢ v 7 FIICHH
<IR— R THABT=HTI, Kafka Broker OHEFER EIIR DO LB Y T,

broker.id=<incremental number based on the size of the cluster>
auto.create.topics.enable=true

delete.topic.enable=true

listeners=PLAINTEXT://:9092

port=9092

default.replication.factor=2

host.name=<your host name>
advertised.host.name=<your adversited hostname>
num.network.threads=12

II AUTFTUR I



[F—#%4 v JEEE (DataTap Admin) 1: *—204v 7 [

num.io.threads=12

socket.send.buffer.bytes=102400
socket.receive.buffer.bytes=102400
socket.request.max.bytes=104857600
log.dirs=<directory where logs can be written, ensure that there is sufficient space to
hold the kafka num.partitions=72
num.recovery.threads.per.data.dir=1
log.retention.hours=24
log.segment.bytes=1073741824
log.retention.check.interval .ms=300000
log.cleaner.enable=false
zookeeper.connect=<address of zookeeper ensemble>
zookeeper.connection.timeout.ms=18000

FT—RAyTEBEI Y

[7—% % v 7EPE (DataTap Admins) ]1%, [BE (Manage) |>[T—42 4% v JEE#E (Data
Tap Admin) |>[T—%% v 7 (DataTaps) | <—JICB#E LT, FIHAERTRTOTF—4
T aRABLORETEET, 74Xy 7T [T T (Tenant) | TEIHRESNLE
R

B HETRETRCOTF—55 v T

Data Tap Admin - Data Taps
_ New Data Tap
Name 11 Topic 11 Description 1 Kafka Broker 11 Type 1L Status 11 Actions 11
DataTap1 default-datatap1-topicO1 The First Data Tap bakafka3.tetrationanalytics.com:9092 External Active T ROl

DataExport D: ic-6 DataTap Managed by Tetration 172.21.156.186:443 Internal Active

|«

Alerts topic-610881bf497d4f7bd287a224 DataTap Managed by Tetration 172.21.156.186:443 Internal Active

Policy Stream 1 Policy-Stream-1 Tetration Network policy for Tenant1 172.21.156.186:443 Internal Active

|+

FLLWT—84 v TmEM

-+ New Data Tap

TRy TEHEL,
ZBMMTEET

U7 LTHLWT =22 9T




. [T—% %y JEE#E (DataTap Admin) ]: T—2 D42 v T

79:FHLLWT—2 4%y JmEm

New Data Tap
Name
Name of Data Tap

Description

Description of the Data Tap

Kafka Broker

IP/Hostname(s). Ex: kafka1l.ci

Topic

default —— | Kafka Topic for

\)

Enter Topic Name here

Cancel

GE) F—22y7OlEELEETHIZIT
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v AR

ERGET 2 RERH Y £,

T—28vTDETI T4t

T — X EIE L, —FEAYIZ Secure Workload 205 A v —UNEESINALNVWEHIZ, T—F X v
THEIET VT 4 TTEES, TOT—F X v T~DA =R EINETA, T—4

Ay FIINOTHLHEBTE £,
®80:F—4% vy TDEFH T4 Ik

Data Tap Admin - Data Taps

Name T} Topic 1L
DataTap1 default-datatap1-topic01
DataTap2 default-datatap2-topic02
— w
— “
T—4R %y TOHIE

The Second Data Tap

Kafka Broker Tl

bakafka3 tetrationanalytics.co

bakafka3.tetrationanalytics.

m:9092

.com:9093

T—=2 %y TEHERTDLE, FOT Y r— g UEIFET DT T D Secure Workload 7 7
Vir—var A AU AREIBRENET, e, 22— —Na v TI7A4T AT T—h
% (SecureWorkload 7 7'V r—> 2 > 77— T) T—X X v T AIZEETLHLOITHEEL.
BEENT =2 X T AZHIRLIESGS, 77— N7V r—a 3T — 22T A%T

S— MARRIC LR Y £,

. AUTFTUR



[F—#%%y 7EEE (DataTap Admin) 1: 7—4045 v 7 |

EENET—442 v T

EEXISRT — 5 % 7" (MDT) L. Secure Workload 77 7 A X NTHA NSNDT—X X v
T, adak, BEfb, AGRICE LTI H2IcZeTY, MDT LD TA v =V 2 EZET
LWL, 7947 MERGET HDHERHD, Xy NV —I7RETEEIND T — X ITK 51k
Sh, AR ENT 22— —D L7 Secure Workload MDT & DRI TA v — V%A FzEXTEXFE
7, Secure Workload X, UIH X 7 — RIND7 747 > MEEEZMEL £9°, Secure
Workload I% Apache Katka 1.1.0 # A v &2—y 7o —h L LTHEHAL, 7747 2 MIFRIU/—
TavEHEBMNDOB DL TAT v NOEREHLEL £,

MDT [ d/b— N &aPHOVERKIRF I BEHIC/ER S IV E T, T X ToO— NEEPHIZIE, fERk Sz
77— FMDTBH Y £9, =—H—(L Secure Workload 7 7 A X )57 77— b &5l & 3729
W27 77— b MDT 2T 20 ERH Y £7, iEHEEZ XYV 0 —RTEL0EFT7T—4 %7
EHa—P—DHh T, 22— —%, b— b (rootscope) ]IZ/ET D MDT DA% FKRT
TET,

B 81:BESNI=T—22vTDYR

Data Tap Admin - Data Taps

Name Topic T1 Description Tl Kafka Broker 11 Type TL Status Tl
Alerts topic-610881bf497d4f7bd287a224 DataTap Managed by Tetration 172.21.156.186:443 Internal Active
bakafka3 default-bakafka3-preparedemo Cisco Building 4 Kafka Instance bakafka3.tetrationanalytics.com:9092 External Active

4T D Secure Workload 7 7'V 77— 9 77— MMIT 7 4/ b TMDTIZEE S ET M,
BDOT—2 2 TIERTEET, GEHELZ XV a— RT5120%, 2200FBRENH D 7,

1. JKS (Jave ¥—Z FTER) . IKSTERiT Java 7 94 7 > A X TY,

2. Certs, W% OFEAEIL, GoV T4 7 > M CjEIZMHEH X £4,
82:59>0— K (Download)

Data Tap Admin - Data Taps

Download Client Certificate
Name 1 Topic 11 Description 11 Kafica Broker 11 Type 11 Status 11
{
Alerts topic-610881bf497d4f7bd287a224 DataTap Managed by Tetration 172.21.156.186:443 Internal Active *

DataExport -61088 72224 DataTap Managed by Tetration 172.21.156.186:443 Internal Active

L2
DataTap1 defautt-datatap1-topic01 The First Data Tap bakafka3 tetrationanalytics.com:9092 External Active A RO

83 FEBAE MIEH

Internal Data Taps Certificate Download Format

Download Format

[/ certiicate ]|

Java KeyStore

AVTFUR .
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Java ¥—X +7

Alerts.jks.tar.gz & % 7 > 11— K95 & Secure Workload MDT [ZHift L T A v —Y &%(5T
LI2DDIEREGTLIRDT 7 A VIRFRINET,

1. kafkaBrokerlps.txt : = @7 7 A /WiZl%, Kafka 77 74 7 > b3 Secure Workload MDT ~D 2
BAERT 2UERH L IP T RLALFHIREGENTHET,

2. topictxt: ZDT7 7 A MK, DT TAT LV MIEBHAyE—VOHAIY NAEESR b
oy mEENTHET, B ZiE <root scope id> D By Z7EXTT, ZD
root_scope_id (X, #%Tlava 7 74 7 N THDO T m /T 4 ZRET D L SIMHEHTE E
D

3. keystore.jks : Kafka 7 7 4 7 > M LA FIR T #afeax & THHT 2% —X 7T,
4. truststore.jks : Katka 7 7 A 7 ML PSR T #fE & CHEHT S M7 A A R T TY,
5. passphrase.txt : Z D7 7 A /WIZIL, #3 & #4 THHT XAV — KR EENTWET,

F—R T ENTARNANT &M T % Consumer.properties (Java 7 74 7 ) ZRET D
BRIZIEZ, kD Katka REZHEHT HLER H Y £,

security.protocol=SSL
ssl.truststore.location=<location of truststore downloaded>
ssl.truststore.password=<passphrase mentioned in passphrase.txt>
ssl.keystore.location=<location of truststore downloaded>
ssl.keystore.password=<passphrase mentioned in passphrase.txt>
ssl.key.password=<passphrase mentioned in passphrase.txt>

Java2— R CKafka 2> v a—~< 2R ETHEEIZIT, RO—#HD T a /T 4 BT 20BN
H0ET,

Properties props = new Properties();

props.put ("bootstrap.servers", brokerList);

props.put ("group.id", ConsumerGroup-<root scope id>); // root scope id is same as
-—mentioned above

props.put ("key.deserializer", "org.apache.kafka.common.serialization.
«—StringDeserializer");

props.put ("value.deserializer", "org.apache.kafka.common.serialization.

«—StringDeserializer");

props.put ("enable.auto.commit", "true");

props.put ("auto.commit.interval.ms", "1000");

props.put ("session.timeout.ms", "30000");

props.put("securlty protocol", "SSL");

props.put ("ssl.truststore.location", "<filepath to truststore.jks>");
props.put ("ssl.truststore.password", passphrase);

props.put ("ssl.keystore.location", <filepath to keystore.jks>);
props.put ("ssl.keystore.password", passphrase);

props.put ("ssl.key.password", passphrase);

props.put ("zookeeper.session.timeout.ms", "500");

props.put ("zookeeper.sync.time.ms", "250");

props.put ("auto.offset.reset", "earliest");

ELES

T Fa—W—PFEAELFE T 584513, SaramaKaftka 74 77 U Z#H L CT\5 Go 7 7
AT > b %&AEH LT Secure Workload MDT WZHEt CE £77, Alerts.cert.targz % 7 12— R g
ROT 7 ANVIRKRRENET,
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[F—#%4 v JEEE (DataTap Admin) 1: *—204v 7 [

kafkaBrokerlps.txt : Z D7 7 A /LTI, Kafka 77 7 A 7 > b 2% Secure Workload MDT -~
AT 2RERH D IP T RLUALFIINEG ENTNET,

topic : ZTDT 7 ANVIZIE, ZDITAT L MIEDA v E—VDOFHAIY RARER FE
JINEENTHET, hE > Z X <root scope id>D hE > 7 AT, ZDroot scope id
X, % TlavaZ IA4 7 P THO T 08T 4 #RETH L EITHHTE X7,

KafkaConsumerCA.cert : Z D7 7 A /WIZiL, Kafka 2 Y a—<DIFHENG N TV E
—éﬂo

KafkaConsumerPrivateKeykey : = D7 7 A /LIZI%, Kafka 2> ¥ = —~ OREHRNE 41T
WET,

KafkaCA.cert : 2D 7 7 A E, GoZ T4 T 2 F®D root CAFFHEY A ~ CHEHT 5 /38
NHFET,

Secure Workload MDT (28555595 Go 7 A 7 > FOWRDOBZEZER L T &, (7
Go 2— RZIRfM) MDT 2o D7 77— M+ 57V Go 7 747 2 b

AUTFTUR .


https://github.com/TetrationAnalytics/examples/blob/master/3.3.1.x/alert_consumer_mdt.go
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