(Za P2

AR RYIE Ry P2 EOFTRTOV—270—ROIPT RLATHY, ZRHER
T2 7 _NRZDOMOT — X THERBHT O THNET, A XU MUIZIE, XRTAXLVE
it~ v, aryyr, BXOW I 0 RCEITENTWAEY—7n— RKREEnFE T,
NR—=b+F—=Fy NT—F7 TEITEINTWNARY =T u— L EEN5E03H 0 £T FY4T5
e .
ARy MY F—F OREFREN R T o AT, B—DIPT FLADSESE AR Y —2
MHEDT—He~w—UTE, FHBIOERINZIP T RLAEZEFHCEEJ, @y, KM
O E & Bz, A X MY OFBIIR 2 ICEIMIZR D £77,
KA Xy FVEHAICEEMT O T D 7L EFERIZESN T, BE, 74 10%, BLO
HHEERLTA X MY EEEL, 20— LET, RU—iE, Ao FUICES
LIz ANVZ EFHFAICL > TERSIN YV~ a— RO A —FZEH S ET,
AR N EBETHT00F T a I EER T D e — Lo TR T8, £
SOEEMRE, 74NVE, Ty7Ta—RREENET,

e —rm—RIYL (2 8—3)

s EA RN (14 %—)

o« T 4 LH (45 —)

o« HiH/ 7 4 NV EEEORBELER (48 X—)

e A RN T T 7 AL (538—)

cU—ru—R7Fa7r AN (553—)
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e =R TuTr A (76 °—)

ey RTa 77 A0 (77 3—)
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1Ry |

T—5a— KSR

TGV (BT, R, B, AXT =2, FRES VT RANEREEINDZ EHHY ETA.
INEOHETISLT LLREEICFEZETIEIH Y ¥ A) 1%, Cisco Secure Workload MDHES] D#ET
j—o
ANEDFD D T~V TlE, BERE. BT, TOMOIEICEH L TV —7 o — RIZOWTHHALF
ﬁ—o
Cisco Secure Workload (%, LA FDO2—F—F~LDBEMIFEEFR—FLTHET,

o AR MUIEHE THEITEIN TV S Secure Workload =— 2 = o MZ L BHH

s U= XEIVE (CSV) 77 ANDT v Fua—RIZkbHFlEA R R—h

ca—YP—f U H—T A AL DFEEID YT

e LU RIRA v hDaxy ZIZLDEHENA VAR — b

o X N)FREOaR s XIZLDEEA VAR — b

oI —HFANL—FTERENTZT IV ETZAZ LT LOBHBENA AR— b ( (S A —4
A NL—%] =RH)

7Ty Rax I ENLOREA A= (7T Faxs X)) 22H)

A VAN=TRAT YT NEAFRT HEEIT, A XU MY T EFETEET, A7V
FREHEHLTA VA M= AENTFEZ—T 2y MOIEZTRT, A2 Y FUL8 B
M 7 &nE4, ZOREIL, Linux 3 X O Windows 7 — 72 1 — KO CTD &
A—hFENTWET,

SNILDEEWH

FNVEMEATLE, HRERY O —Z2ERTEET, KIIHEZRLET,
2y 2— hr_department 7> 5 7 13 X — employee do ~D ~ T 7 4 v 7 AT HEE

aAyva—wtTunNA X =D T = a— R T—T AUR—E{ET HRDVICZ, ROK
WRT X, TV EERAL GRERY U —2ERTEXET, Zhicky, wmER) >»—%
EREFDH LR, avyva—<IN—TLTanf L =T N—TDR LN~y T B
EHETEDLLICRVET, 7= nbU—ro— FRBINELITHIBRESND & &, SR
F =T AN —=ERI T Raxy ZipL &E LT —ERIZ X5 T Secure Workload (218
MENET, 2k, Secure Workload I ¥ = —~ 7 /b—7 hr_department & 7' 2 /XA
S — 27— employee db D A L 3— w T EFMTE 7,
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1: SRILAFERY S—0fl

Absolute policies () Default policies @ = Cateh Al [EE54 Add Absolute Policy @ Filter: hr_department

Filter Actions

Priority Action Consumer Provider Services Query

100 ® hr_department ® employee_db TCP: 7345 Ir’4 * orchestrator Department = HR
Scope Default

IRy hR—ZD 5N )LHEEK

PT7xy bR=ADT VR B Y R— b SEd, FTEOF TRy &P T FLRIE, &’
DERIEDONTNDRTZ SN TV DEE. TNUOBRET L LALOF TRy Find T ~L Ziikrk
LEJ,

s TLY T Xy MT RLADTNADY A MIGEHET DTN EER TR,

« FREH 72y MT RLAD T ~UERLETH D,

ROBI B THET,
IP E2n) B & RIE AEYY FTZT
L
10.0.0.1 server-1 webtraffic ET5E)
10.0.0.2 T )b
10.0.0.3 7%
10.0.0.0/24 web-vlan o=y
10.0.0.0/16 webtraffic 7
10.0.0.0/8 test =<

IP 7 F L% 10.0.0.3 ® 7 ~L L {*“name’”: “web-vian”, “purpose’: “webtraffic”’, “environment”:
“integration”, “spirit-animal””: “eagle”} T,

INILDTL T v
TV, ERO Y —RAEFINT LT VT 4 v 7 A& THEBINICE RSNET,
Ul (OpenAPI Tl user ) Ti&, T X TCOZ—H—F~ULOIAIZ * BNMF&x EF, i, 4+
A= AN —FFERFT T RaxzZn6HEICA VR — b 3N T,
orchestrator & W) LT 4 v IV AP EE T, T RRA L FARTENHA UR— RSN
72Tz ONTE, [ RRA v hoaxs 2] THEMESBRLTIZIW, Z72L,
ldap_ DTV 7 4 o I ARFNTZT XAREENLLEN D T,
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e ziE, 22—V =0T v 77— RLECSV T 7 A /LinD A R— h S 37z department O - —
ZFREO T UL, Ul Tl * department & 378 S 41, OpenAPI Tl user_department & #r X4
F9, IBA—T A R L —F b A AR — b Z4T location DX —ZFFOT UL, UL Tlid*
orchestrator_location & #&7k 41, OpenAPI Tl user_orchestrator_location & &R S E T,
WOKE, A= AN L—EBNER LT VT 4 v 7 AFE DTV EFH LIZA X R
R OB 2R L TWET,

orchestrator_system/os_image:

B2: 7 =7 XA L—3TERSNE=SRNLEFERALEZA ORI BREDS]

® Total inventory: 196,294

Filters @ * orchestrator_system/os_image contains Ubuntu 16.04 Search Create Filter

Showing 20 of 27 matching results | Load more Results restricted to root scope @ Default
Y  Hostname - VRF Address 0s
enforcement-scale-15-barel Default 192.168.60.21 Ubuntu
enforcement-scale-15-bare2 Default 192.168.60.22 Ubuntu
enforcement-scale-15-bare2 Default 182.168.10.22 Ubuntu
enforcement-scale-15-bare2 Default 172.0.22.1 Ubuntu
enforcement-scale-15-kube Default 192.168.50.11 Ubuntu
enforcement-scale-15-kube Default 192.168.10.11 Ubuntu
enforcement-scale-15-kubel Default 172.0.11 Ubuntu
enforcement-scale-15-kubel Default 172.17.0.1 Ubuntu
enforcement-scale-15-kube2 Default 192.168.50.12 Ubuntu

D20 RFaARDBICE>TERSNE=IANIL

INHEDTYLE, AWS BEX W Azure 2O DT — X IZHEHASNE T, ZNHDTLDEE
JEIZ, AWS VPC £721Z Azure VNet DU —27 01— R & Fy hU—27 4 VX —T = A TT,
BETNOLDH THR~<— I 4, CiscoSecure Workload IZF R~ ENET, 72z, V—2u—
K% 7 env: prod T, R "I —7 L VZ—=T 2 A A ZTMN env: test THDHEHA. Cisco
Secure Workload @ 7 /I prod, test ThH D, & 2R 7 X X— O [orchestrator_env] 5D T
WCRRSNET,

AKS. EKS. GKEIZEA D T ~LZ 5\ TlE, [Kubemetes 7 7 A X IZEH#ET S5 ~L) § &
LT &N,

| IRy
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Kubernetes 7 5 X 2 [CEHET 5T NIL .

RK1: 739 FARV2ZFERALTRESNETARATOA VR M ITEEMERD SN

_:F_

&

orchestrator system/orch type | AWS ¥ 7~ 1% Azure

orchestrator_system/cluster name | <Cluster _name [L—%—723Z D 2 % 7 X DR EIAT T 247>

orchestrator_system/cluster_id | <{g#8% v N U — 2 ID>

AR VABEREDIANIL

DT, & — RICEADO LD T,

;\‘:._

orchestrator _system/workload type

vm

orchestrator_system/machine_id

<7T v N7 F—2IZ X o TEID YT 57 Instancel D>

orchestrator_system/machine_name

<AWS IZ X > TZ? / — RITHRE S 4172 PublicDNS
(FQDN) > — F 721 — <Azure T InstanceName>

orchestrator_system/segmentation_enabled

<A LR RNY TR AT — 9 UINANIC > T
LMNEIMEHIT DD T T T>

orchestrator_system/virtual network id

<A~ NIDBET LB FR Y N —2 D 1D>

orchestrator_system/virtual network name

<A XN BETHEBFR Y T — 7 OLH>

orchestrator system/interface id

<Z DA X2 b UIZEHET B elastic network interface O
B>

orchestrator_system/region

<A XU DET D Hl>

orchestrator_system/resource_group

(ZDH 71T Azure A X MV IZO B S ET)

orchestrator ‘<Tag Key>*

<Tag Value> 7 7 7 RiR—HZ VDA =2 R Y IZEI DY
TONIAEBRDO I AL NG 7 DF— LIEDORT,

Kubernetes 7 5 X 2 IZBH&ET 55N
WONEHIL, 7L 72 Kubernetes, OpenShift, B L YR — SN TNWH27 77 K77 v b

7 #—2 (EKS. AKS. B X UGKE)

THEITIN TV 5 Kubernetes (23 H S E T,

Secure Workload X, &7 V=7 N AT T LI, A7V =7 MZBEEMT ONTZT NV EETe
A X R & Kubernetes 7 T AX N U T AL A LATA R —FLET, TULDOF—L{H

XEDOFEEA AR —FSNET,
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. Kubernetes ¥ 5 X 2 [ZES:&ET 55U

Secure Workload T, Kubernetes 72 =7 NHICERINZ T LD A AR — MIIMZ T,
INOEDOFT V=2l e XN T A NAZTHERALLT STV bAKLET, I
SOBIND T~ #iHE R o —EERT DRI LB £,

FTRTOYY—RIZHLTEREINT=FR)L

Secure Workload I, Kubernetes/OpenShift/EKS/AKS/GKE API $—/S— 5 H45 L7237 TD
=R, Ry F, BEOH—ERIZKRDOT )L EEBMLET,

*— [}
orchestrator system/orch type kubernetes
orchestrator_system/cluster_id <UUID of the cluster’s configuration in |product|>
orchestrator_system/cluster name <Name given to this cluster’s configuration>
orchestrator_system/namespace < Z OIE H @ Kubernetes/ OpenShift/EKSAKSGKE 44 Hij 22
fi>

J/—FEEDOSRNIL
DTN, J— Rk L ToBRERENET,

F— &

orchestrator system/workload type ~

orchestrator_system/machine_id <Kubernetes/OpenShift |Z L > CTHEIV 4 THh7-
uulD>

orchestrator_system/machine_name <Z D) — NIHEIN-4THi>

orchestrator system/kubelet_version <ZD)— RTETEINTWA kubdet D/3—2 3
>

orchestrator system/container runtime version|< = ) — R CEITFTEINTWAar T+ 534
LN—T g >

Ry FEEDS AL
WDT UL, RNy RIZH L TORERINET,

F— &
orchestrator_system/workload type | pod

orchestrator _system/pod id <Kubernetes/OpenShift (2 L > THE| Y %4 C 54172 UUID>
orchestrator system/pod name <ZDORy RITHE I -4 H>

| IRy
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Kubernetes 7 5 X 2 [CEHET 5T NIL .

*— [

orchestrator_system/hostnetwork | <truglfalse> 78 v K28R A b % v hU—27 TETENL TV D
MNE D I Sk

orchestrator_system/machine name |<7R v R23ETINTWE /) — ROLF>

orchestrator_system/service_endpoint | [ Z O PodA3 2l L TV D —E 24D U & K]

Y—ERBEEHEDINIL
WD T~ UL, b—E R L TOHRERINE T,

*— ]
orchestrator_system/workload_type service
orchestrator _system/service name <Z O — B RHE S 4RT>

« (777 F~x— R Kubernetes D55 D7) ServiceType : LoadBalancer D #— £ 2
. AZT=ZOREICH L TOHZYR— S, 70 —F—=FORESR Y >—Diu
IR LTI A—FESNEEA,

Je

~

-

orchestrator_system/service name #fiHH L CIHEAZ 7 4 V2V 7352 L &
orchestrator_system/service_endpoint Zffi 42 Z L IZFE U TiEH Y XA,

72 & ZI1X. 7 4V # orchestrator_system/service name=web #3425 &, web &\ ) RO
T RTOV—E RPN I FE T 23, orchestrator_system/service endpoint = web 1%, web &
WOAFTO —E R T 53T X TORy FEEIRLET,

Kubernetes 7 S X2 D5 N )LD

WDHFIX. Kubernetes / — KDESYAY 72 YAML £ ¥l & . Cisco Secure Workload (2 - CTA
A—brESNERET BTNV ERLTWET,

- apiVersion: vl

kind: Node

metadata:

annotations:

node.alpha.kubernetes.io/ttl: "0O"
volumes.kubernetes.io/controller-managed-attach-detach: "true"
labels:

beta.kubernetes.io/arch: amd64

beta.kubernetes.io/os: linux

kubernetes.io/hostname: k8s-controller

oL IvN |
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B »zx565~004 8-

% 2:Kubernetes 54 ik— k=5 )LF—

A UR—bEhf=5N)LF—

orchestrator beta.kubernetes.io/arch

orchestrator beta.kubernetes.io/os

orchestrator kubernetes.io/hostname

orchestrator annotation/node.alpha.kubernetes.io/ttl

orchestrator annotation/volumes.kubernetes.io/controller-managed-attach-detach

orchestrator system/orch type

orchestrator system/cluster id

orchestrator system/cluster name

orchestrator _system/namespace

orchestrator_system/workload type

orchestrator system/machine_id

orchestrator_system/machine name

orchestrator system/kubelet version

orchestrator system/container runtime version

HRABZRLSRNILDA VRk—

ﬁx&Aﬁ&Wﬁ 2P —EBRT — X EREDORA MIEEMIT 5720, Ty e—RT2%
?@J E2E YL TCHRTEET, ZO2—YP—EHXT —HFIL, HETI7n—L Ay
VICHERZ T D7zl S hvET,

FNVDATFIE (FEANELITHT v o — R, ax I X EREINTA—r A ML —%%

FEF L7ZED AR L) 1I2hb b, T _ToO/N— M T T UL T& 5 IPv4A/IPV6 7

RUAELZY 72y NOEITITHIRRH D Z EICERE LT E &0, sBfllic>» ik, [Z

~LOHIRR) SR LT ZE 0,

SRIVITFAILDT v TO—FKIZBETEHA K514 Y

ATYT1 U TNT 7 A NEERTDHITE, EROD ¢+ K7 T [#E (Organize) |>[1—H—A7vTO—FL
=5~ )L (User Uploaded Labels) | >[CSV7 v FA—FK (CSV Upload) |&=IRL, [V T LDF T
7 — K (Download a Sample) 1 %7 U v 7 LET,

ARTF9T2 2—HF—FLDT v 7 a— REATLCVT 7 A MZiE, 7% — (IPT RLR) BEEFRLTND
VERHY £7,
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sanx—zx—7 |

ATV T3 TFYNIHFEDAN O LT EERT 51213, CSV 7 7 A V% UTF8 FERUCT A MERH D £,

ATYTE CSVGT7ANN [T F—AF—< ] 7 a3 THHINLTWDEHA RTIA4 U EHIZLTNWDH I L%
iR LE7,

RATYTE To7/a—RENETRTOT 7 AU, FICAF—<ICHEI LERH Y 7,

INILF—RF—7

BRI HHA KSM Y

¢ TN F—AF—2 T, ~vF— [IP] ZFO1OOFBMLETT, 5T, IPT L
ADEMEE GTMDF| BRI &b 1 SDRETT,

< [VRE]FIIZ, T~V 2% —~ THRIARERAHLE T, ZOMEEZEET 2581, 7L
N7 v — RREInbd/— b E—ETHHENH Y 9, FPEHIIKIE LRV AP &
FILTCSV 77 ANV%RT v ua— KT 5848, ZHILNETT,

c FIAITHERTE HCFIE, LF BT, A=A AT TrHx—Ra7 BLOA
T aDIHTT,

« FIATX 200 LFEHEZDZ LITTEEEA,

* 514 OFIZ Torchestrator | . [TA | . TISE | . [SNOW | . F£7/21% [LDAP | &7
V74w 7 AT L LIETEEEA, ZNBIENET 7V r—2a 070 LiEs
T HAREMEDN D DT DT,

«CSV 7 7 A MIZCEBETHINENEGEENRNE I LT EEN,

SIDMBICBEET 54 K54 >

o EIF 255 LFITHIB ENTWE TN, AJRERIR Y B T30 ERH D & FRFZ, 2—F—
IZESTHET, DrUVTKE®ROH DO TRITIIIZRD FHA,

o T SMEITRSCF LANCFERKBI SN E A, 12720, —BMEEREL 2 aBE0 L
iﬁ‘o

[MP] FNDOTFICERENDT FL AT, ROBRITHED LERH Y 97,
e IPv4 7 FL ZADEAIE,  Txxxx) BILO Ixxxx/32] TI,

¢ IPv4H 7 % v M., [Ixxxx/<netmask>] OFRICTHIMLENRHY £, 22T, Xv
h~A271X 075 31 £ TOEHRTT,

¢« IPv6 7 FL A TliE, EWERX ( Ixxexexexexexex] F720F Iexexexexexixix/128) ) B X
O ( Txxox) £720F Txexax/128) ) Y AR—FERTWET,

cIPv6 7 % v FTIE, EWVWERX ( Ixxoxxxixix:x/<netmask>] ) & AEAEZL
( Ix:xux/<netmask>] ) XU HR—FEINTWVWET, Ry bR 710~ 127 DIEHT
HOVENRH Y FT,
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B rzxs25~107y70—k

FIOIEFIZEETIEH Y A, BHID 32 D2—PF—EXRFIL, T BEBICEDIC
NFET, RNEBZDININT v 7 a— RINTWDLEEIE, X—=VOHMCHILITF =y IRy
AEMFHL T, AR OINEENT L ENTEET,

WREBLSR)LOT7yTA—FK

WOTFNETIE, Y4 FEEBE, hRAEATY—HR— b, T3 — FERRBEEOS 1 — /L2
Da—Y—NT YL ET v T u— N5 5EEZHALET,
IR B

HAB LTV ET v 7 a—RT5123, [T 74007 v 7 ua— KRBT H54 KT
A B a N> T, CSV 77 A NV EERR L £97,

ATy T oA T, [BE (Organize) | >[1—H—»17 v FTO0—FLIz5 )L (User Uploaded Labels) ] >
[CSVDT7 v Fa—F (CSVUpload) ##IRL., [HLWF7~LDT > 7 r—R (Upload New Labels) ] C
[7 7 A /VOEIN (SelectFile) 127V v LET,

ATy T2 EBE BN (AdD) 1. [v—Y Merge) . F71X [HIFR (Delete) 1) ZiER L F1,

B (Add) ]: TV EHHBLIOBEDOT FLAM TRy MIBIMLET, BEEDOTLDRbH b
WCHTLWT~LEEIR LT, BEaaMtLET, & 2iE, T—F_X—=ANDOEFDO T~ {"foo":
“1" "bar": "2"} T, CSV 7 7 A /LT {"2": "1", "bar": "3} NEEN TV HEHA, add 1Z. ZDOT7 KL *
DT~V % {"foo": "1","Z": "1", "bar": "3"} IR E L £,

e [v—Y (Merge) |: 7 EBAFOT RLA/HVT Xy MI~v—Y LET, ZZOMEORDYITZETRN
EZERT 22 LT BAREMIELET, 2L 2X T—FX—ANOT FLAD T ~Lh{"foo": "1",
"bar": "2","qux": "", "corge": "4"} T, CSV 7 7 ALz {"Z":"1","bar": ", "qux": "3", "corge": "4-updated"}
NEENTWVDEA, add X, ZOT7 RLADT~L% {"foo": "1","2": "1","bar": "2","qux": "3", "corge":
"4-updated"} IR E L £,

6=3) “bar” DEIL « (42) 12Uty bt BEFEDMHE “bar="2" BMRFFINE T,
< [HIBR (Delete) |: ZDA T a ik, TRLA/H TRy hOTUREIBRENEST, 2047

Tarid, @i, 7oz, R v— BIOEHSNLIMEICRE REELHEZ 5 0ENRH Y £
o HBERFFMIZOWTIEZ, [7VLDHIER] 2ZRLTI7ZS0y,

EE . ZOHIBEREIZED ., DAX LTV OT v 7a— RPiZ, FEESNTZIP T RLA/H T xRy MZ
BEAH T BT R TOTLDRHIBRINET, HIBROXZRIL, CSV 7 7 A MI—EERINTWBHFZ
[RESNEHEAL, ZO7D, HIFRBEFEEICEATLILERH Y £7,

RTY T3 [Tvy7ue—F (Upload) 127V v LET,
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BREINIL

[V NEHLE (Site Admin) ], [ A X ~<—W7HR— bk (CustomerSupport) | F7-1% [FiFHATA R
(scopeowner) ] E— /L& FFOZ—P—(L, FEDIPT RLVAEIIV T Ry MIT~ L%
B YU CTHZENTEET,

AT T [2—P =T v 7 r— FL7=7-Ub (User Uploaded Labels) ] ~—C, [MisE & E|V 24T (Search and
Assign) (%7 Vv 7 LET,

RATw T2 [IPE71EH 7 %> b (IPorSubnet) 17 4 —/L RC, IPT7 KL AFE IV 7y b2 AL, [k~ (Next) ]
27V v 7 LET,

[ZLDEID XM4T (Assign Labels) | X—Z, ANLZIPT RVAEFY 7%y hOBEFD T LR
KRINET,

NRABLSRNIILDFEHEY HTEEHREE

[P MEEEHE (Site Admin) ], [ A ¥ ~—H 74—k (CustomerSupport) | F7=1% [/L— h&ipH
DOFfF#  (RootScope Owner) | D H — /LA FFOL—H—(X FFEDIPT RLAF I 7Ry
MZTNVEFEHTHY Y TLHZENTEET,

ATy T [2—P =T v 7r— RFL7=7-Ub (User Uploaded Labels) ] ~X—C, [MizR & E|V 24T (Search and
Assign) %27 VU v 7 LET,

RATv T2 [IPE71EH 7 %> b (IPorSubnet) |7 4 —/L RC, IPT7 KL AFE IV 73y hE2 AL, [k~ (Next) ]
27 )y 7 LET,

[ZLDEID 4T (Assign Labels) | X—IYNRRSNET, BBFEOTNADBERRIN, ETELHZ L
ICHEEL TSN,

ATYT3I HLWTLEBIT 521X, Labesfor <IP addresg/subnet> 27 3 3 > C, T~L4 LEE AL, [HE
# (Confirm) %27 U w27 LET, [k~ (Next) 227 V7 LET,

ATy T8 BEFEEMEZREL, [EI0 YT (Assign) 1227V v 7 LTHELET,

INLDOEFIA—F

HA MEBE HREIT—HR—F, 73— FEEOFREE D — L oo —WF— T,
— MR B T AERNICERZ SN T~V E Xy n— RTEET,

ATy T [2—H =0T v u— KL7=7~UL (UserUploadedLabels) ]-—C, [CSVT v 71— K (CSV Upload) ]
ZT7%7 Vw7 LET,

AT9 T2 [BEOT~LDHF 7 m— R (DownloadExistingLabels) &7 5 > C, [7~vD X 71— K (Download
Labels) |27 VU >y LET,
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Secure Workload CEH SN D T~LMNCSV 77 AL L THF U ya— RENET,

SRNILDERE

"
m | B>

TNV EERTHNEND DAL, BEITHo L3N, BEITBI L, BBFO/
TANE, I, TR, R)—, BLXOFOTUZESWCHEA SN E8ED X
Ny T ERRPERINET,

ATy T [2—P =T v 7r— FL7=7-Ub (User Uploaded Labels) ] ~X—C, [MizR & E|V 24T (Search and
Assign) | ¥ 7 %27V v LET,

RTw T2 [IPEIFH 7 K> ~ (PorSubnet) |7 4—/L KT, IPT RLAFEZZIH 7Ry hE AT L, [k~ (Next) ]
27y 7 LET,

Secure Workload 23 AJJ L7 1P 7 RV A/ 7Ry MIX L THEHALTWD ZNUNRRRINET,
AT9T3 [77 2 (Actions) 15T, [tk (Bdit) 174 222V v 7 LTHERTVOLARTEHEEAZLE L E
ﬁ—o
ATy T4 [HEZR (Confirm) 1227 U w27 L, [k~ (Next) 227 VU v LET,
ATY TS BEEMHERL, [EY YT (Assign) 1227V v 7 LET,

SRN)LDOES
AX—<EEFTH1OOHET, TNV EERITHZ LT, BFELTHFITLTLEE
/AN

ATY T [2—H—T v 71— KZ7-YL (User Uploaded Labels) ]-3—3 T, [~V (Labels) | # 7 %27V v/ L%
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EFE I 1S

X
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OaftQuery o
Pyt verlaps 1 Scope
namenode-1 CentOS
Bad Yam resourceManager-1 linux
> HDFS resourceManager-2 linux
-1 i
N YARN 'secondaryNamenode- Inux
Infrastructure Inventory: 13
> 4 Children Overlaps 2 Scopes

A O— T DiFE

Jb— M T scope_owner MR ZFF O — P —D A NHHZHIFRCTE £3, YA MEBEIL,
TN TOFMHADOHAHETY,

#HHE B DIRE

HPHA OMFEIIBRRHIZTE T LET A, AR ERFRIHOBUZ & - TIES 02580 5
DET,

ARV MY




| 1o~>ky

aEszyomEe ]
N

GE) #HAELEETHE, FAAICL D 7o —RBEPEEEZZ T ET,

;Y T DIRE

O T UNEEIND L, BEHEOBE TORMEANEELZZ T ET, O OB, EE

SNTWRWEERY ) =M bhizZtaRd [RT 7 NEE] BhHdHE~—7 IHhTW
FT, TRTOIZVOEHFNE T LES, 22—V —3#@ET L7 NV DO LIZHD [EFED
it (Commit Changes) | AR¥ %27 U w7 LT,
Y. Sy SS N

Iz A
EHEEXGALTDVLENHY T, Zh
NP TI39 0 REAIN NI T—&81, V=7 AX=ZANOTXCTOHF I =) &
M)y 9 A% 7] REHINET

"
5 B

B Y 2WHT 5L, #EHOAL RN A=y (#HFHORA L R—THDHT—7
0n— ) ([ZHEE 5 2 5 A Ee
7,

PERH D £9°, BRIT, EEOME S o AFICHEIIRY F
VA7 2T 272012, [# W74w5wﬁ®%@%ﬁ
Impact) |V 4> RUMML, AU N—V T OERTE LT
HPH/ 7 4 V2 EE DB TR (48 ~—2)

N e

9 % (Review Scope/Filter Change
BT T TE T
THIBRESNET

TLWERA RN 77 A7 U4 —/L b—A0ASI, BET SRR N ETEFEOL—LRT X
B 15 EE DIRE

Scopes

No Draft Changes @ Tetration : Workloads ~ Query
® coorcment
copes.
40 Scopes

Hostname contains enforcement
forcement
x

Edit
All Inventory @) Uncategorized Inventory @) Overlapping Scopes @  Suggested Child Scopes Usages
@ HoFs No overlapping scopes found.
" Inventory: 2
2 Children
Datanodes
B D2 o

FHERET DT, WOTFNEEZFEITLET,
ATV T RETLHENENOHKHORERZL VE 7 ) v 7 LET
ATy T2 BRLEEHOAREZIT 7 =) 2REL T
AT T3 [V EEORBEDH

LWRIZ 7 Mo OOEE 2L F9

(Review query change impact) ] DV > 7 S 2@ L C
o s

HWRT 7 b7 L

oL IvN |



1Ry |

B c=0s05s

ATy T4 [fR1F (Save) 127V > 7 LET, 4TI <ICEHRINET,
ATYTS TRCOFMOI =) ZHHT HI120%, [EEOME (Commit Changes) | R¥ &7 Vw7 LET,
ATV T6 BWHOEEZET LIEMRERTHGER Yy 77 v 70 4 v RUBRERENET, BT, Nvrrovv
F& 27 TR S E T,
AT TT [RAF (Save) 127V v 7 LET, BHEOKIZL > TUL, RIFIC 1 DL EDD DR H Y 7,
16: ) T)EEOFEOHER

Campus

Type

DraftQuey @ | None

Query changes must be committed to take full effect. @

& 17: EEDOHEE

EEDOHDIRE

HPHOBNEF END &, ®lHI 2V BRERIhET, ZOEFET, Bra—TL1rRa—7
DWFFDRA L N—=2y FITHELET, #@iH7 =) ORELFERIC, ZhWODOEFITRY [ R
77 MEE] LLTRIFS L, BEESNRVIRY AR A, 2—W—1F, [HHOMR
#£ (EditScope) | E—# /N T[7/ =) EHDOEEZ T (Review query changeimpact) 1% 2 U v

| IR



| 1o~>ry

z2a—7ouk |

7 LT, MEETDHRNCZOELOBLZREETE T, MEENET L7z b, [MEE (Commit) ]
7 Vw7 L, [#EOBE) (Scope Moves) | & [7 =V DEHE (Query Changes) | Z&FRT 5
ZLT, BEEAMETEET,

HHOB ZRET D1T1E, ROFMEITIENE T,

ATV TN HETDENENOFMAD [f@k (Edit) | A2 227U v LET,

ATy 72 BRLHEOBZREL 7,

ATv T3 [/ EHEOEBEOMT (Review querychangeimpact) |V > 7 %227V v/ LT, W RKTZ 7 vV L4
LWRZZ7 b= OO S A4 L ET,

ATv T4 [fRTF (Save) 122V v 27 LET,

ATw 75 [MEE (Commit) 127 Vw7 L, [#PFHOKE) (Scope Moves) ] & [Z =V DZEH (Query Changes) | %7K
BLET, BHIX, Ny 77700 RE27 CHEMPILEINET,

ATYT6 ZOEEORELZTHT—70— ROIZE > TE, WEIZ 1 DU E»r»DHERH Y 3,
X 18: R &EFH % T 7 + )L FEEE M D Default:ProdHosts IZEE T 5

Workloads : Collector

Parent
& Tetration : Workloads ~

Query changes must be committed to
take full effect. @

2 a—7TDHIK

Jb— NEPH T score_owner MEREZ FFO L — W — DL NRFHZHIFRCTE 9, ¥4 MEERE T,
TRTOFPADOHHAHTY,

FAZHIBRT D &, B EBEEADA L AR—ThHHrU—ru—K) OT7 TV r—rar A
Ry RY A R=Ty FAITHERNDH Y £, . ZORE, BHEMET (F7 7 MNEH) 2850
DLLTw—7&ENFET, BEOaI vy bBIWMKE#BEDOEHNLETT, [EHEORHE)
EZMLTL I,

WHEAT 27 vOHHEHMITHIRETE A, ROGEIZZT—DRENET,
cHPHICT — 7 AR—ANEFRINTND,
cFFHICEI D Y CONTZA VR MY T A VE R DD,

1o~y IR



1oy kY|
B x2—Four

AL Ca vy a—~ERE TN X =% ERTHRY =BT D,
« #iPH T Agent Config Intent 23 EFs LTV 5,

* #iPH C Interface Config Intent 23 EFE STV 5D,

« 4 C Forensics Config Intent 23 STV 5,

FPHOKGFREGRE S BIC RY AT T 35120k, THPH/ 7 4 V2 EEOBE MR 7 4
Y Runn, [#KFEFR (Dependencies) | # 727 7 &AL ET,

HAAHIBRT 20, ZNODOAT V=7 NEHIRT ODMNENRSH Y 7,

1. EflorFvesr—v g 3—7T, [BE (Organize) |>[#FE &1 N> +1J) (Scopesand
Inventory) | %27 Vw27 LET,

2. [#PH (scope) 1ZBIRLTHEY Y v+ 5L, FRIFNFERSNET, HIRT LT
HPH 2B L £ 9,

3. [fRE (edit) 1ARZ L& BN (add) 1 RZ o DOREICH D [HIFR (Delete) | R% %2
Vw7 LET,

19: EE D HIkR

No Draft Ch: Tetration : Workloads : Adhoc ~ Query.
Scopes o Draft Changes @ @ Hostname contains adhocKafka
AdhocKafka
© Filter Scopes... X
41 Scopes Al Inventory @) Overlapping Scopes @) Suggested Child Scopes Usages
Tetrati
o @ EEEen oy 77 @ Enter attributes... X

Workloads @ IP Addresses @ @
(G Workdaads Inventory: 77
b 7 Children Uncate gorize« d: 33

Showing 1 of 1 inventory

Adho
v @ oohien  mentoy:s Y Hostame Address 11 os1l

adhockafkaxi-1 1.1.1.55
AdhocKafka v
@ 0 Children A

AdhocServers
® 0o Inventory: 4
0 Children
@® Collector
0 Children e

Compute
> @ Zohaen  meno 4

N

GE)  TorVvEEOAHIRTEET

\}

GE)  [F7F > (Tenmants) ]-X—»5 VRF ZHIFRL T, /L— M
ZHIERT 2 MERH Y £7,

| IRy |



| 1o~>ky
wEYI —0Utyt |

gEHEY)—DUEY b
LRROMRO T NABIHAES B HAE, ®AY ) —%& V¥ v b BRI 2N S ZHIBRY 5 4
ERHYET, TRETIET, [VEy b Reset) | R IHEHATE EHA,
WYY —% Yty B

theb BHEIIZ
FPHY UV —2EREHIR LT, N LVET I ENTEET,

FHY)—Z2 Uy vTBHE, TRTCOHFFA, 7L, V=T A= BIOaL gy
L= RHIBRENET, ROV AENE=T—XITHIBR SN EE A,

Jb— NP C scope_owner HEREZ FF O —H —DH N, GV Y —%2 VY N TEET,

2L, VU —HAOWTINAOFEMIIK L TIROWTNDAPER SN TV LEE. #HY U —
ZVty FTLZLEITEERA,

¢« V=7 A=A (U4 P— REMHLCHEY UV —%21ER LA IER SR H—0
T Arl— 2 H L)

e AR UNY T4 H

« KUY v—

s T—Vx MEA TR

e A VB —T A AREA T b

s T LTy IRERRA VT b

AT T EloFesr—yarA=a—nb, [¥E (Organize) |>[#EE A1 N> k1) (ScopesandInventory) ]
EIRL £,

ATFvT2 VI —oLEichrEE s Y v 7 LET,
ATYT3 [VEYy b (Reset) |27 V27 LET,

ATy T8 EBREMERLET,

ATV TS MEIELT, 77 U=V ZHH L THfTLET,

| oL IvN |



B z=ow:

R 20:&EEY)—DY Yy b

Scopes and Inventory

Scopes No Draft Changes @
O Filter Scopes. by
11 Scopes

Default Inventor
™ 210 Children  Uncategorized

Internet -
PP Inventory: 32

Internal

5 IR G Inventory: 0

m Default

All Inventory €3

© Enter attributes..

Workloads @

16 of 16 inventory

Y Hostname 1

Uncategorized Inventory €3

IP Addresses @ @@

1oy kY|

[ Reset |

WH Eait |[ Add | :

Suggested Child Scopes

Address 1

Usages

X Search Inventory

0s Tl

HLFHOT TV r—var A XU N JERYERIT, TOHMAO Y L EOEEDT
D7 ZVIZE->TERINET, TP BETHE, ®@HIX TR 7 MNEE] BRbdHE~v—7
Sh, ®EOs2Y, V=7 A= BIOY T AXIL, [EFEOME (Commit Changes) ]
Ny TT 00 RERAZNFATINLETERINEE A, #2177 NoGAE, BB
FHEET A 2 T EAOER~Y— 7 BERIN., [EEOHE (Commit Changes) | 7R ¥
V3 [#iH (Scopes) | N—VIZERENET (Gh) . ZORZ%E2 ) v LT [EEDH
& (Commit Changes) | /Xy 7 7T 0 RZRAT ZFATTH0ERH D £,

#iHEZ N7 7 FEe LT —27 TE DA MIRDOEY TT,

e 7T DT
cHOI T Y NEFINT

CEEOFBEME
c EEOTFOHIBRE L
EHEOFO 7 Y NEF I

FHOLREZLEE L TH, SO FT 7 MREIZZEESNEE A,

| IRy



| 1o~>by

nsozE |}

21: EEDHEE

Commit +

2 Scope Moves

8 Query Changes

GE)  [EEOMEE (CommitChanges) | & A7 IXFERMI T, BHEITED2 00 £33, K& ek
VY —TIIRGPNDLZ ENHY ET,

GE)  ®PHOEFZ A 71%, — M R 7 P TR<RDEETLET, N—U 28 L Cheh
DOREEFRLET,

Ny O%E
YA FEEEL IOV — N T score omver EEZ FF o2 — Y — X, A LEOA—R—Tm—
Ama—OEER 7 %7 ) v LT, KHEEOLEE R 7 2R R TEET,
B2:EEO0Y

Scopes

@ Filter Scopes...

No Draft Changes @ m Tetration  PrimaryWorkspace  Query

EB Tetration VRF ID = 676767

Edit Add

More Scope Details

Al Inventor, Uncategorized Inventor Suggested Child Scopes ~ Usages
P— y @ & o 3 [ g Flow Search - As Consumer
. © Enter attributes... Flow Search - As Provider
B Tt tion R venianz77
e 5 Children . Flow Search - Internal Traffic
Workloads IP Addresses @ €D
— Change Lo
b Inventory: 77
v & e Uncategorized: 33 Showing 20 of 44 inventory| Load All
View Deleted Scopes
Adhoc entory 5 Y  Hostname ¢ Address 1 os Tl
hd 2 Children Y
adhockafkaxl-1 1.1.1.55 linux
AdhocKafka .
0 Children Inventory: 1 collectorDatamover-1 100.64.0.1 CentOS
collectorDatamover-1 1128 CentOS
AdhocServers |
® oCrire &
collectorDatamover-2 1.1.1.27 CentOS
Collector o7 collectorDatamover-2 1.1.1.5 Cent0S,
0 Children




B soo7rronm

EHEOY OFFEMIZ OV T,

FPHICB T Do T4 T 4 OEFe T M) OAERTEET,

ZD X lpa—YP—ix, A EMOA— =T =R =2 —ZH D [HIFRSNTHHOFRT (View
Deleted Scopes) 1V 27 %27V v 27 LT, HIBRSNIZKIFHOY A NE2RRTHZ L TEE

B

23:HIR S h-EEDRT (View Deleted Scopes)

Scopes
@ Filter Scopes...

41 Scopes

8 Tetration

v 5 Chidren Inventony: 77

Inventory: 77

G Worklaads
v ) 7 Ghildren Uncategorized: 33

Adhoc

v @ DCnee,  mventon:s

@ AdhocKafka
0 Chidren

inventory: 1

AdhocServers
B B

® Collector
0 Children B

wLOTF Y FDER

Jb— b LUV ORI

BRHTEET,

RT9TN EoFT e =y a =T, [F5v b T+—L (Platform) |>[TF 2 b

TO

No Draft Changes @ m Tetration

X

N

All Inventory @ Unca

© Enter attributes...

Primary Workspace
EB Tetration

tegorized Inventory @

Query
VRF D = 676767

Suggested Child Scopes  Usages

Workloads @3 IP Addresses @ €5
Showing 20 of 44 inventory [ Load Al ]
Y Hostname 1 Address |
adhockafkaxI-1 L1158
collectorDatamover- 100.64.0.1

collectorDatamover-

collectorDatamover-

collectorDatamover-

1.1.1.26

1.1..27

1115

1oy kY|

(ZEHa s 22 LT &, L— MO AR, Th

EXETIE

More Scope Details
Flow Search - As Consumer
Flow Search - As Provider

Flow Search - Internal Traffic

Change Log

View Deleted Scopes

os Tl

T b E7UX [P (Scopes) ] EEEAN— UM BAIER S4L72 VRF (2
vy B TINET, ZOT 7 vaviE, A MEEEL WA v — PR — DO —HF—DH

ATFY T2 [HLWTF > FOERK (Create New Tenant) | ARHZ %27 U w7 LET,
2AFw T3 UTFO7 4 —) Ry efms A LET,

(Tenants) |27 Vv 7 L%

J4—ILFK

Bl

Name

HPH & WA 2400, BEHO T T-ETHHHE

NV ET,

B

EE DO,

A4 v FVRF (Switch VRFs)

HE DN N— Ko7 (AA vF) VRF & Z D Secure

Workload 77> MM~y 7 LET,

ATv T4 [{Efk (Create) | R¥ %27V v 7 LET,

| IRy


cisco-secure-workload-user-guide_chapter2.pdf#nameddest=unique_149
cisco-secure-workload-user-guide_chapter15.pdf#nameddest=unique_386

| 1o~>ry

IV |

24: 7} > bDERK (Create Tenant)

Create Tenant Subnet

Description

Switch VRFs @

ARV )

ARy U THEET DR, EMoF e —2 g 0 3—T[EHE (Organize) |>[&EHEA >~
N2 k1) (Scopesand Inventory) 1 %27 U v 27 LET,

WENL—VOEHAZICE Y NT—7 ETBEINTZTXTOA X N OGFHE, 778y
MASTDO FOEMMONRRZNMZT 7 v s Ta—RENET,

[41 >~R> ~1)#FE (Inventory Search) ]

Xy hU—27 ETHRIENTZT_RTOA X0 U BNRBAHETT, A o b 2K 5
Wi, [ X F U O (Search Inventory) | ARZ »AMHLET, KA X FVIEH
I, IPBELVRFIZE > T—EICHBI TS, MBEOETICHEMTE 4, F—EAAf
FUVIHHBZ, BFOIP T FLAZHEH L THRETE EHA, V=B N0 MY ZRET
%IZIE, user orchestrator system/service name 7¢ &, H—E A ZHHIfH T STV D2 —H—F
SULDONTUNEFEHA L TLEEN, FANBROh-726, [FA T 77 AL (host
profie) ] X— T, AR MIFETLFEMGEREEL R TEET,

AR M) ERER

1. Jb— R
cHREINTZT T v N FOHPFAREL— b
«L3 7 KL A KA A v OimEn 7o oy B & 2 it

2. Aa—F

122+ B


cisco-secure-workload-user-guide_chapter15.pdf#nameddest=unique_533

1oy kY|
B~ rvosz

cEIH) ) CEEINZA RN 3T
o BEERIRY O —FF L

e RU T —, RBAC, BIWRT 4 NWEBREDT VI —KA >k

3. T4H
BN A R MY 7 YRS < R AR

s ATV MNESE, BtV —E R, R —EFDOT > I—HKA > b

)

G RN=rF=2bH0FTXTOIPT FLAL, HHFORENTEREL TV LT X THREENE
To BEICTZ—Y =0 FRFET D0 E I Db oS, TV EHEH L TNEEZEERT D
‘/[Z‘EZ)S&) @ ij"o

SRLVTS UV DEELRIE
1. T—X20O%EEL
e X FU—21%. IPAM >, —TF 4 2 T TF—TF N, AT L v Ki— kb,
« BABE CMDB 23, NAS= AP, 750 Rin, TV r—vavd—)—
ya
2. T—HORE
3. TAMEDEEET, FOLITHEHTINDD
s FEIT v 'm— Ry,

* AP1 DA,

4, FEARNOIHEO CTHEILESED
e Xy NU— 27 UL AER L CE A R PR A RS S
e ARARNTR_RAEEHLT, 77U r—3 3y LoUL TR B HiPE RS S 2 i %

AR M) DBE
AL RN ERBZTHE, BEDOA Ly NVHEBICETABREFRLCXET,

| IRy |



| 1o~>ky
1vxviyonz ]

25:[4 >R 1) #&FE (Inventory Search) ]|

g Primary Workspace  Query Edit Add H
Scopes No Draft Changes @ @ Tetration P ene TR a = C

X
All Inventory €2 Uncategorized Inventory @) Suggested Child Scopes Usages

© Enter attributes. X

Workloads @) IP Addresses @ €2

Showing 20 of 44 inventory | Load Al

Y  Hostname t Address 11 ostl
adhoc-1 1.1.1.47 linux
adhoc-2 1.1.1.48 linux
appServer-2 1.1.1.6 linux

Cloud S
hildren tary: 0
collectorDatamover-1 100.64.0.1 Centos
@ Intemet  Inventory: 0 collectorDatamover-2 1.1.1.27 Centos

ATy 1 by T VLD A =a—0 5, [BE (Organize) | > [EiF &1 >N M) (Scopesand Inventory) | %3

WLET,
ATy T2 [74% (Filters) | 74—V RIZ, L TWEHA XU MVHEO BYEEAZATILET, RO KD 2EME
NHY E9,
Bt SRBA

RRX M4 (Hosthame) KA NLDOBIKEIT—EEANTILET,

[VRFZ (VRF Name) ] VRF 4 Z AL ET,

VRF ID VRFID (#f) = A LET,

7 FL R (Address) B2 IP 7T LA (IPv4d £72131Pv6e) A1 LE
7,

7FRKLR #4147 IPv4 £7-13 IPv6 Z AT LET,

0Ss 0S4 (CentOS 72 &) Z# AL FET,

[OS Version] OSN—Va v ANLET (Bl :65) .

I nterface Name A B =T 2 AL NS LET B : eth0) ,

MAC MAC 7 FLZZ AN LET,

IREIIL—ILIZEEN S (In Collection Rules?) true F 7213 false Z AT L E 9,

JOo+€Ravr K542 (ProcessCommandLine) |k z K CTEIFTISN TS~y RUFHO—E % A
HLET FE: o077y MIA MY 7 4
NEDO—HE LTREFETEERTA) &

TOeRNAF 1Yy a (ProcessBinary Hash) |7R 2 R CHEIFTENTWH Iy ROFat Ay
CaBANLET F:ZoT7rey MIA R
M) Z 4N ZO—EE L TIRETEEEA) &

oL IvN |



B~ rvosz

1oy kY|

BiE

Bl

Ny /r—1E#R (Package Info)

WEEZIR U T, Ny r—TZ ORI =R —
VarEaANLET (VT4 v A#EMTE
—é‘) o

/N\wr— CVE (Package CVE)

CVEID O—# £ 2132 KEZ A LET,

CVE X7 v2 (CVE Scorev2)

CVSSv2 (Common Vulnerability Scoring System) A =
7 BE) AL LET,

CVE X7 v3 (CVE Scorev3)

CVSSv3 (Common Vulnerability Scoring System) A =
T (BfE) ZADLET,

1—H—F5 <)L (User Labels)

LT 4T AN —F =T ~ULICHKT S
JE M

AT T3 [ b OKFE (SearchInventory) 127V v 7 LET, FRIZ. [744# (Filter) ] 7 4 —/L KD

T2, 4 D2DF TN TN =L ENTERENE T,

FL2 TN, BET 0T 2 a2 E0T — T VR ER

SNET, T—TN~y =077V (Lr5D) TAarzes )y r35E, BMOIEZFRRTEE
T 2P —=TNUPHFRER AL, TV T 4 v 7 ANMTE T TV RADL I ENRTEET,

B26: 1>~ b DREREFER

/? CiscoTetratien®  SCOPES AND INVENTORY

You do not have an active license. The ev:

%  Scopes No Draft Changes ® @ Tetration  Primary Workspace  Query
EB Tetration VRF ID = 676767
© Filter ®  Filter Scopes.
Alllnventory (94 Uncategorized Inventory 3
@ 35 Scopes
I @ Betration Filters ©  Hostname contains app
v 5 Children
a Services 0 Pods 0 Workloads 8 IP Addresses

- >

aluation period will nd on Thu Apr 15 2021 23:54:46 GMT+0000. Please notify admin

e | Edit | Add i

Suggested Child Scopes

5 Showing 3 of 3 inventory
= Y Hostname Address os
» appServer-1 lin
appServer-2 linu
(s Sloud Sery iventory: 0
appServer-2 linu
@ internet  Inventor y:0
RBFERIL, KD 4ODZ T2 N—TSNET,
57 B8

H—r 2

S A —2r A b L—F &4 L Tl & 4172 Kubernetes
Y- 2B — T o2 —-ERRLET,
IO 7L, BET DM A— 7 A N L— & 23R
SNTWAGEERIIERRIZRY 7,

RNy K

Kubernetes ;N R&—ER R LET, ZDHF 7L,
B Ed A9 — A N L — 2 BRSOV H
EEREIERRIZRY 9,

| IRy



| 1o~>by

roEorz ]

827 Bl

J—Z a— R Secure Workload T— 3 = MZ X o THE S N7=A

PR VIEHBE -RFRLET,

IP7 KL% AR IDOT vy = Re T —2il TR

SN A XU RNVEAEERRLET,

KA TORICA > _ FUELERENE T, MBTTSICEREINDHERITIE, BA M, IPT FLA,
0S, OSN—Var, h—ERL4, Ky R&ARERHV ET, BRENDID T LDV A NI, T—T N~y
=773 (LroD) TAarvas )y 7 LTYUDEZDZ ENTEET, MBI, #ET 1
L7 PUICERENTOAHERIREN TV AHEPICHIBESNET, MBHKREOEAZ 27 ) v 7458,
FNENDOT a7 7 A NAA— D TSR A F R TX 7,

BARANDOFEMIL, BBEERITOIP T FLATZ 4=V &2 27 ) v 7 LTT VB ATES [V—ra— RS
v 7 7 A b (Workload Profile) JIZFE/RENFET, dFMlc>WCix, TV—2ou—K7uer7rA ] 25
BLTIEEN,

YA RR—=InDA RN T g VEEBERT DI2E, by 7L A= =05 [#E (Organize) |>
[4 RV )T 4ILR (Inventory Filters) | Z34R LEd, [7 4 V¥ OERL (Create Filter) ] R % > % 7
U2 LET, RIFT D7 A NVFICARIEMIT DI ENTEDE—FNEA T ulBNFRENET,

FEHEDIRE

THIFAOREIL, B E 7 VI XA (Ry NU—7 ToaIa=7 iz d) #HHL
T, #fE L THRET DM 2 7 v —T7 2N+ 5 Y — /L C9, TV —/LiL, #FHkE
JE AR S L XL, BEORIICH L TL 0 MR THHE2 ERT 5 0 A2 RS
WCLET, MO FHITIRE L LTHFRRESN, BRLTBINTE 17,

BLRALTOTZIILIY XLOFREA : BEPHOER I TN A S —[OBFIZ IS 7
TIBERANAER ST, Z77 7PMLBESET (F : ERIN TV RN A AN—L13 Blo
FHEPAICBE L TWRWA L AR—TTF) | 72t xiE, 7TV XATEH, 77 7NOKE D% 5
DHMDT L RRA v R EBET LT RRA IR FBISNET, 2oL RBRA v
FDTN—=TINEONS AL, EBY—ER V=T O E L Ca—Y—IZFKRENE
T, 770KV OENE. A3 2T L LTEMET AT 2 RET A0 S
F9, a3 2=2T 4 L LTEMET D EE, =0 RRA VIR NA—THDO RARA o F &Y
HAFI D GVITHEIC (213X 02 0T e F—FR—FT) EWICEET DI &2 EK
LET, TOLIREIN—T1, 77V r— a CERITHBENOEMICHIE LTV A EE
NHVET, TOLI =T 4 va rBENC XY AR TR Y S —NAEIc 22 5 aTRErE b
b0 FET,

51

KOO 126 10 ZlHrDO= RRA L RIPELET, AN GBIE) 77713k L 51
o TWAhELET,
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WIZ, = RRA L h1~4, 5~7, BLU8~ 10 TlE. fHAICHEMEER®@E (my Y
D) BT, o= RRA >~ EDWBENIKA DW=, — 7 —bEnE
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Scopes

@ Filter Scopes...

41 Scopes

8 Tetration

hd 5 Children Inventory: 77

Workloads Inver
v @ onigen

Adhoc

v 2Chidren MMV’

ntory: 77

Uncategorized: 33

5

® AdhocKafka |
0 Chidren
AdhocServers | .
0 Children inventory: 4
® Collector |
0 Chidren v
Compute
>| @ 2cniden Inventory: 4
Enforcement . oriory: 0
> 2 Children ry;

X

No Draft Changes @

Delete Add | :

Query
Hostname contains adhoc-

Tetration : Workloads : Adhoc

m AdhocServers

Allinventory @ O Scopes @) Child Scopes  Usages
@ Enter attributes... X
Workloads @) IP Addresses @ @
Showing 4 of 4 inventory
Y Hostname t Address 11 os 'l
adhoc-1 1.1.1.47 linux
adhoc-1 4.4 linux
adhoc-2 4421 linux
adhoc-2 1.1.1.48 linux

ZOUA4 Y RUTE, 2—=F—i3A X Y DROBEOA X FVIEHE ) 22T E
T, DED ., BUYERBRSHLTOLHEHICE L, SUEBERSN TO 28OV o FH#PHIC S
BESRWHAZZRTEET, ROPBOA ANV EBZZ Vv 73208, 2OV A MER

RTEET,

30:FEEHD 1 > FoDB|

Scopes
@ Filter Scopes.

41 Scopes

8 Tetration
~ 5 Children

No Draft Changes @

Inventory: 77

&J Workloads Inventory: 77
~ 7 Children Uncategorized: 33

Adhoc

Inventory: 5

~ 2 Children

AdhocKafka
0 Children

AdhocServers
0 Children

Collector
0 Children

Compute
2 Children

> @

Enforcement
> 2 Children

Inventory: 1

Inventory: 4

Inventory: 7

Inventory: 4

Inventory: 0

X

Delete Add | :

Query
Hostname contains adhoc-

Tetration : Workloads : Adhoc

® AdhocServers

All Inventory @) o Scopes @ Child Scopes Usages
© Enter attributes... x
Workloads @) IP Addresses @ @
Showing 4 of 4 inventory
Y Hostname 1 Address | osTl
adhoc-1 1.1.1.47 linux
adhoc-1 4412 linux
adhoc-2 4421 linux
adhoc-2 1.1.1.48 linux

HPHZ RN L7212, 22— — X[ FHIFA D2 (SuggestChildScopes) 147 U v 27 L., [#iFHD
TR OB (Start Scope Suggestion) %27 U v 7 T&EE9 (E72iL, TURHID TTRWGSE
X [T Rerun) 15227 U v 27 LET) , ®FAREOFETOATIL, SIS TWRNA
Ry MVIHBIZZ2D Z EICTHEEBELTLEE,

| IR
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31: [FEFEDIZE (Suggest Child Scopes) ] % 7

No Draft Changes Tetration : Workloads : Adhoc Query
i =0 @ Ea——
AdhocServers

© Filter Scopes... X

41 Scopes All Inventory @ Overlapping Scopes @ Suggested Child Scopes Usages

8 Tetration
v @ Soniaen

o Use Tetration's machine learning algorithms and collected flow data to suggest groupings for the 4 uncategorized inventory items in this scope. The
algorithms look for tightly connected sets of inventory that represent the larger components on the network. See the user guide for more details.

Workloads Inventory: 77

hd & 7 Children Uncategorized: 33

Start Scope Suggestion

® Adhoc Inventory: 5
* 2 Children g

AdhocKafka )
® o Crigen pm—

@ AdhocServers
0 Children

Inventory: 4

® Collector
0 Children v

Compute
> @ e e

® Enforcement | o
> 2 Children g4

a2— L, FPHIRREOATIE L CHAMEHARE L, [#PHO#ESE (Suggest Scopes) | & 7
Vw7 TEET, @HOIREOETIX., 2ERNRAMNSTREDCLAIIEETHDL Z 1L
<, HTEIOEETI0 NHETOT Y RARA 2 M EALIRT 5 DIZES Lin ) 84,

2. HEERET—SHEEE LI 206

Scope Suggestion

Start a background job to discover and suggest child scopes using conversation/flow data from the time range below.
The result is a set of suggested groups that can be reviewed and used to partition the remaining members in this scope. See the
user guide for more details.

Will group the 4 Uncategorized Inventory ltems in this scope. @

Select time range Selectlast:| 1hr | 6hr | 1day | 1wk

Jul 16 11:00pm - Jul 30 8:00am +

125 727 729 781 8 s 85

Suggest Soopes

HE, oY 2 b LTa—F—IcRRmENET, BE, RR20D7NV—TNRERREI,
ENZTNZIZN—TOEEE (WE) | s, 7o) 2 EOFRAHEL TOWET, K
HEn=& 7 v—712F, BT oz (7 v—7"233 2 =7 4 {58% (Group Community
Confidence) 13® V., IDEOWT VRSN ET, FEFICHE (VeryHigh) 1. [& (High) 1.
[ (Medium) ]. [ (Low) ], Z#UE, ZA—7 D[22 =2=7 ¢ (Community) |7 &2/37 ¢
OFRHEL 720 FF, FEENEVIZE, =V KAV NOBED I NV—TDala=7 171
NRT7ABEL RV ET (A= ONAICEZ DTy URdH D | SMIlDOT v D)3 I D 72
W) . BRENTWDEINN—T OV Ty ME, [FA—7a2=7 5% (Group
Community Confidence) JIZFESWTEIRS N TWET, RSN —71%, BIfE, kD4
DDITN—TZA T DT NI NET,

122+ B



1Ry |
B c=oizozc67E

o [~ 7 L—7" (Generic Group) |: 2 == 4 7 B/XT ¢ [TH ST FEIZL - T
B ENTZTRTOT V=T, LLFORNIRZ A 7 THRINICIEE SN T RN L—7
I, R NV—TTHDHZ EITEFERE LT EEN,

o [H@EY—E A (Common Service) ]: ZDZN—71E, AA o _v FY DL Li@lEd
HILU RRA LV FTHERENET, 2hbDxy RARA LV ME, 6o g—v 2%
FATL TV DATREMEDR B U £,

s [l —E A2 Z 47~ (CommonServiceClients) |: Z D7 /L—7 1%, i@ —E R
(Common Service) | 7 /V—7 L DHIBETHT L RARA M THEEIILET,

o [Z—T{bf#BR (Ungrouped) 1: Z D7 —71%, +072@E N0 20l 7 —7{bT
TRV RARA v TR ENET,

33 EEEIRED H A6

No Draft Ch Tetration : Workloads : Adhoc ~ Query [ Delete ] Edit |[ Add g
Scopes o Draft Ghanges @ @ Hostname contains adhoc- { ” |
AdhocServers

@ Filter Scopes... X

41 Scopes All Inventory @) Overlapping Scopes @ Suggested Child Scopes Usages

Tetratic N
v @ BN menoy: 77 4 Remaining Uncategorized Inventory Items @ | Rerun Scope Suggestion

> adhoc 2 items
Tauery  Group Community Confidence: Very High

5 ‘adhoc*-2
1query  Group Community Confidence: Very High

m AdhocServers et
0 Children

® Collector |5
0 Children id

> @ CURNT menona

a—P—x, BMHENTEINV—T%27 ) v 7 LT, BRLEEZ V=TI LTRSS =
YOV A RNERRTEET, 22— =L, MHSNT N —TZREEIZERT D7 = ) O
E—ET AR NVET VL Ea—TCEFET, 72 VIE, IPHEH, Y7 %y M, FA MM,
BLORa——0n7 v 7o — LTV THERINET, &7 0—7IZBEEMIT b
ERENRH D, [Z7 =V OEHEE (Queryconfidence) ] &FEEINLE T, IROMEDFEFH DOV 4>
Ll FET, [584 (Perfect) ], [FEWITH (Very High) 1. [ (High) 1. [ (Medium) ],

ME (Low) 1. Z7 = VUAEKTIE, £97 7 7UHE EERAEICL > T/ A—T RN S, &’
W N—7 T8 =Y PAEKRSIVET, [Z7 =V OFEHEE (Queryconfidence) 11, 7=V ®
HIAN T FARA > b & EORE—HT200EHETT, [584 (Perfect) | D7 =V ZHEE

WX, BEINT BHEESE) ZA—7B7 ) ORI L EMIC—H LTSI a2 RLE

T EHZ, 72U OEFEEN K (Low) 1OHEEIEL, 72V X 0REINZINV—T%
B ZIEL, FRIC—BETETOWRNZEZRLTWET, Ziux, 7V O#FASGERE 2
IP (ExtralPs) (&72>TW5 (BRHEND 7 NV—7O&ENTHD) | 27 =V IZEL<D
[K¥#IP (MissingIPs) | 235 (7 =V O#PEANTHD) ZLa2EMRLET,

| IRy
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Tetration : Workloads : Adhoc Query --
a0 @ =
AdhocServers

@ Filter Scopes... X

41 Scopes. Al Inventory @) Overlapping Scopes @ Suggested Child Scopes Usages

B8 Tetration - N
v ek Inventory: 77 4 Remaining Uncategorized Inventory Items @ | Rerun Scope Suggestion
Workloads Inventory: 77 + ‘radhoc 2items
~ & 7 Children Uncategorized: 33 Tquery  Group Community Confidence: Very High
The queries below were found to best approximate this group.
Adhoc Inventory: 5
bl 2 Children
Query Confidence: Perfoct Preview Inventory
AdhocKafka Address = 4.4.1.1-4.4.2.1
0 Children Inventory: 1
AdhocServers .. 3y edhoe-2 2items
0 Children 1 query Group Community Confidence: Very High
Collector
0 Children Inventory: 7
Compute
> 2 Children Inveintory: 4

Z—HF— %, [+ (+Scope) | RZ &V v LT, FA—ThE T N—T 2 %tk
TEHMEY 4 FUICBEITE Y, 2—F—i3, 72V BIO-ETHIP &M~ 7=
U EZFEEL T IP ZBMEITHIBRT 2LERD L0 E S nalcE 3, MERR
JHE, =P —iE [k~ (Next) 1227V v 7 LTHERL, FT77 hEa—Fy U RATY
No— T E RO E T X T,

& 35 SR =R EE D5

Create *adhoc* Scope

2 Summary

parent  ® Workloads : Adhoc : AdhocServers ~

Name

*adhoc*

Type
No selection

Policy Priority @
Natural v

Create a query based on Inventory Attributes:

Inventory within the parent scope is matched dynamically based on the
query. The labels can include Hostname, Address/Subnet, OS, and more.
The full list is in the user guide.

A preview of matching inventory items will be shown in the next step.

Query @
Address = 4.4.1.1-4.421

=l - |

BESNIEZIN—TZ@®IICEHBRTH L. T —T A0 v RIS ROEDA X
> N UIAH (Uncategorized Inventory Item) ] DE3 B LE9,

LURURY
I
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Scopes and Inventory

No Draft Changes @ Tetration : Workloads : Adhoc Query. Delete ‘ Edit Add g
Scopes & Hostname contains adhoc- ‘ | ‘
‘AdhocServers
@ Filter Scopes... X
42 Scopes All Inventory € Overlapping Scopes @ Suggested Child Scopes Usages
. ® EET‘“‘"“‘D“ iventory: 77 4 Remaining Uncategorized Inventory Items @ ‘ Rerun Scope Suggestion
D scnigren
- Inventory: 20
£ Workloads inventory: 77 v el Enforcement agents:  pending
> ) 7 Children Uncategorized: 33
*adhoc*-2
0 SamPN etz > query  Grow Gommunty Contdences Very igh Zitems
245 Partners VRPN
™ 0 Children o 9
(-, CloudServices ..o

&5 o chilaren

@ Internet  Inventony: 0

a—PF—F, FA—T DKV DY X DL EFAERO T mE ALY RS LN TEET, H
WLV —7 7ua—3, 1L EO®PHAZER L T, SEDRELHETT LI LTI,
[RFEDA X2 N VIHHE (Uncategorized Inventory Item) | D#3E v %A 1x,  (BIERR
SNTWDHBEFMHIZHONWT) S BICHHZRET DA X P BRE-> TWRWZ L AR LE
R

37: Y OEEEREOEEIREL H OB

Scopes and Inventory

No Draft Changes. Tetration : Workloads : Adhoc  Query. Edit |[ Add | ¢

Scopes g ® e (Add ]
AdhocServers

@ Filter Scopes... X

43 Scopes All Inventory €@ Uncategorized Inventory @ Overlapping Scopes @) Suggested Child Scopes Usages

@ Blewaton gy 2 Remaining Uncategorized Inventory Items @
v 5 Children

) Itis a best practice to rerun grouping after creating a few new scopes.

nventory: 77 ° ° - Rerun Scope Suggestion
>| @ Yorkonds oo This allows the machine leaming algorithm to better suggest groups for the remaining items. GIERED

) Campus ventory:

] oCmen  Mmemonso v *adhoc*

20
Enforcement agents: 0 of 0 enabled

44 Partners Inventory: 20

2 oo Inventory: 0 . o

> oChidren R actoci2 Enforcement agents: ~ pending

(- Clowd Services

@ Internet  Inventony; 0

FHOER T e ARET LD GROEOEIT0) \ =—V—i%, # LBk S vz 7#ipH
TIO7avRAEFBOVIKL T, REISU TR WEMY ) —%2 4Tt £,

| IR |
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38 BADEREIRE L EREOER " X +DfI

Scopes and Inventory

Scopes No Draft Changes @ Tetration : Workloads : Adhoc Qu:vv‘ - h&“‘ | T
m AdhocServers toafpaine contas achos

© Filter Scopes... X

43 Scopes All Inventory € Uncategorized Inventory @) Overlapping Scopes @ Suggested Child Scopes Usages

2 Remaining Uncategorized Inventory ltems @

(7) OO D D R Y S B BT T FeRSene ST

This allows the machine learning algorithm to better suggest groups for the remaining items.

@ Betration
v @5

£ Workoads
v ) 7 Children u

m Adhoc forg: 5
v A zchidren  ™eMOR ¥ / *adhoc*

@ AdhocKafka ey 2
0 Children i / *adhoc*-2 Enforcement agents:  pending

@ AdhocServers Inventory: 4
¥ 2 Children Uncategorized: 2

*adhoc* 3
® SChden o2
*adhoc*-2
D (Chiden - memon v3
Collector
® e e 7

)

GE)  #HPFENORGEOHEAN S E<HEINRWATREMELH D £7 (Bl : aI2=7 1 &K L%
W) o ZOLE. T AT N =T ERS RN LB £T (EORR)

TJ4ILA

TANZIE, RV — BREA TV MR EEREHRETDHEXMEHTED, BRIFERA X
MUK TY, 7 4NVHIE, 74 NVXOFTA#HE L TERIN TV DHEPHIZE#EA T 52
EHARH Y F£9,

BEFEO 7 4V E BRRT DL, EMOFESS—va A=a— 5 [2E (Organize) >[4
R R T4 )L2 (Inventory Filters) | #8R L £ 7, F7=, 4T rH@HOTEOY —7
ANR—AZEENDEEOFMPICEG DA X M) T4V EEBFRTHIELTEET,
T4 NEDY A M, BEERINTWAHEFHDONL— MIIESHTHIBRE E 1,

B39: 4~V TaLE

© Enter attributes... X Create Filter

Total matching filters: 2 Results restricted to root scope @ Default

Name Query Ownership Scope Restricted? | Created At Actions
Everything @ Address =0.0.0.0/0 or ' Address = /0 All Root Scopes No 5:39 AM
Production Hostname = production @ Default No 11:24AM S uE

View Deleted Inventory Filters i=

IR L7 BE IR T2 A4 o _ MY A=y POEEZFERT B0, &/ 7 4 V%
BHEOEBEWR T4 RUICT 7EALET,

| oL IvN |
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B ~coruzinsonm

ARV M) T2ILZDIER

ATy T

ATy T2

ATvT3
ATvT4

ATy TH

ATvT6

SEIFEREMTA R M) 74 VEEBERTEET, HEXE, ANV T4 V2 %
FERLTROZ ERTEET,

cHFPHNDOY -7 o — ROV Ty MZEADRY — 5B E7-1dmE L3,

72 2E, APIA V H—T =2 A REN L TCDRT I RAINDET SV r—varBddy
A, HFENICAPIY—RN—D I NV —FE2ER LT, FDONTF T4 v 7 &2FL, FOT S
Vir—2a DT _XTCoUy—ra—R~D7 78 2% 70y 73580 v —%/ERT
=F7,

« 2 OFIPHICE TN o THIET D AREMEDO H DLV — 27 1 — ROR Y O —Z{ER L £7,

T2l z21E, BEDARL—T 4 VTV AT AEFEITLCND Ry NU—F EOFT_TOD
U—Z7u—RZEAINDER) =2 ERTH2LEND D EER. H#E (720139370
OFPICETZNDA X N T 4V EBERETE £,

SEIERGINOA R M) T 4 N F EERTE LT,

ROWTIINDOGENCEE L £,
« [## (Organize) ]>[A >*X h U 7 ¢/ % (Inventory Filters) ] ZER L £,
e AR N) T 4 N EEAERT DEFHANOTLED T — 7 AX—RZBE L, [RY —DFH (Manage
Policies) ]. [7 « /v % (Filters) ]. [f X s U 7 ¢4 (InventoryFilters) JDNEIZZ Vv 7 LET
(MDGFTIN A X N 7 4 VEEERTE D56 0H0 £7)

[7 1 V2 DAER (Create Filter) | £721X [ X2 b U 7 402 D38/ (Add Inventory Filter) 1427 U v 7
LET,
L. S, BIXOT AN FIZEDHLT—ra— ROLEEELEZZ ) 28N LET,
[FEMiA 7> a > & Fx (Show advanced options) | BNFERINTWAELAIE, 2OV 7% 7Y v 7 LE
7
DT 4 NEDFEIAERRELET,
FRL-HEEIC L > T, ROZENBRESINET,
s IDT A NEEERERTE DL —H—:
BHENZOT AN EEFET DT, FBESNEHBEEZIZZORMONTNN~DEEZARLT 7
T AMEERFF > TWALERH Y £,

s T ANFIZEENDT—7 a—F (ZOFEOMOFHEITKLE) .

REA T a TRD EBY T,

| RN



| 1oRvbY

ATy IT1
ATv78

maeonEHE [

S

BREFIR

DT 4 NETHRESNIZ#HO A L R—TH D0
EIMICERRL . TANEZD7 ) &5
U—rnu—REEgHET,

[7 =V ZpTAHEDRIPHIZHIBR T 2% (Restrict query to
ownership scope) | DIEIRZfiFfRr L £ 7,

ZDT 4 NETHESNZHHDO A L R—TH D
J—rua— ROhraEbEd,

[7 =V 2T AHEDOHPHIZHIBRT 5  (Restrict query to
ownership scope) ] ZIERN L £7,

HEIRY O —RHZ2F LT, 207 4 VX TERS
ENf—#HOU—rao— RIZEGORY o —5#EE
L%,

INGOT—ra— R, 74X THREI N
OV 7Ty hTHLHLERH Y £,

[ =V ZFrAHEOHMIZHIRT 5 (Restrict query to
ownership scope) | & [#iPHA D — B X 22T 5

(Provides a service external of its scope) | D[] J7 % i3
WLUETF,

®AE EBIRT 21213,
RS

TDT 4 NEEHERT A, AN AERIR A R E
TAHVERNDY £, U— AX— ZDIEEIER
ROWHRIEE SR TS0,

A ZBINT 2 ENRH Y *

[k~ (Next) 1227V 7 LET,
FEAR 2 RS L C [MERK (Create) 1Z2 27V w7 LET,

Fir 6 #E OO & B | < il PR

HHEN 7 AN ZIZ Lo T—HHTAHA Ry MNVICEEL 2 5008 9 )T,

[T A HEDHPHIZ

iR (Restrict to Ownership Scope?) | F = v 7Ry 7 AZL>TRED £,
ez, WMOLS 7 2 UEERH DL ELET,
1. 7= UTHREINLZT T b Ve 1D = 3

2. /=T U T?‘Eﬁﬁéﬂfiz@?ﬂ‘\‘/ l\W@%E . hostname contains db

3. JZUTHRESNIZIOFEICEID LY ToNTWNDA X M) 7 40K

Linux

. Platform =

oL IvN |


cisco-secure-workload-user-guide_chapter6.pdf#nameddest=unique_539
cisco-secure-workload-user-guide_chapter6.pdf#nameddest=unique_539

1Ry |
B amo szzmopermn

R40: 7+ bk, SH. 1RV M) T L2 EE

Scope

hostname contains db

Not Restricted f_.'i_"['l:-'_'___ili- = 3] AND

atform = Linux)

Flatform = Linux

(VEF ID = 3) AND

Resiricied thostname contains db)
AND (Platform = Linux)

Inventory Filter

 [FTEHEOHPHIZHIBE (Restrictto Ownership Scope) | F = > 7 RN 7 ANA 712725 T
wé%é\_@74w&m\4V&yb974w&m%#ﬁ¢é%+ybm@¢&f
DARAMZ—FHLET, A7 = V11X (vRF 1D = 3) AND (Platform = Linux) (272 V)

i j‘@
o [FTEHEDOHEFHIZHIBE (Restrictto Ownership Scope) | 7‘:: VIR 7 ANRF N5 T
wéﬁé\_@74w&i AR N T4 NVRIZHE—ET DT b EFHEARND

RAPMDOHRIZ—E LET, %7227 = VX (VRF ID = 3) AND (hostname contains db)
AND (Platform = Linux) (2720 F£9°,

S/ T4 IIWAEBDEETES

#iH7 =) 2 EHTDHL, 2 Iy FSNIEROFHDOA R bYA=y I BTG
ZDAREMERH Y £9, RIS, BEEREINDI T ANE 72 OEE S, fHOA X2 b
VAU NR— TR 52 5 RN H 0 £3, [#PH (Scope) ] F721 [7 4 VX fRtE
(Filter Edit)] € — % /I/O)I/ YINNT[Z7 = U EEOFEEOMGE (Review query change impact) ]
Vo7&l T LW eI ) DBDORA L N—2 y TOER LR TEE
T BT, FPHETIT T 4 NV F OKGFBRAEIET 5 & EOGHITITENLOTET T,

£URY Y
| |



| 1oRvbY

wEsruzEpes—sL I}

FPHOHIBRZ LT 2 MBI/ T _RCOA T V=7 FEHIBRTLBICH R B E 9, sEc oV T
1L, [#ETFBIMR (Dependencies) 1 # 712 H 7 7 A LT, #FHOIKFERBHRY U —2MaT L TL
72E0,

R4r: A=y FF—TIULOEH A—F

Scope & Tetration : Workioads
Membership Changes ~ Dependencies

Query Address Type = IPV4 or Address Type = IPV6

Draft Query @ Address Type = IPV6

Gained Members 0 | LostMembers 197 | Unchanged O

Showing 20 of 197 inventory | Load All

Y Hostname - VRF ID VRF
676767 Tetration
676767 Tetration
676767 Tetration
676767 Tetration
676767 Tetration
676767 Tetration
676767 Tetration
676767 Tetration
676767 Tetration
676767 Tetration

MEI T EEZEET—FIL

[A /"=y DT (Membership Changes) | % 7 & [#17B#% (Dependencies) ] % 7 D
FT 7 A4 HICiE, [#PHRSE (Scope Edit) 17 4> KT [ = U ZEHEDEBOMH
(Review query change impact) | Y > 27 %27V v 27 LET,

AUN—YTDERE

AVNR=2 T 2—=DA X M) T—=TZE, T 74V b TERTOSRERENE
T, BRTHTILRIRCEET, &6, AU MUR[FA >~ (Gained) ]. [HE2 (Lost) ].
[£F% 72 L (Unchanged) | DWT NN TH D 0% k59 5 1BMO Diff % & e, BN LA
Ny TENEITD esvEZTjson B X U a— R TCEET, Fvra— NIBERTITO
T—TNVOBEPNT —T N E 2 —IZFREINTND I EEMRL T EE0,

1orvry
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Review Scope Change Impact

Scope @® Livingston : ADP

Membership Ghanges Dependencies

Query *org =ADP and not Address = 10.103.0.0/21

Dratt Query @ skorg = ADP and not Address = 10.103.0.0/21

‘ Gained Members 0 Lost Members 0 Unchanged 54039

Showing 20 of 54,039 inventory | Load All

Y Hostname - VRF ID VRF 2 s Host Name
676768 Livingston DC1PRAWXVAPO024
676768 Livingston
676768 Livingston
676768 Livingston
676768 Livingston
676768 Livingston
676768 Livingston
676768 Livingston
676768 Livingston

a8

Download as JSON or GSV
Refresh

EAFEAfR DR (Review Dependencies) | % & HIZE®INT A Z & T, XA M SN KRR E

"C\‘ ]\ 3/§“—X/C“% i‘@‘o
& 43 R EFEROFER

Scope ® Livingston : ADP

Membership Ghanges Dependencies

The enforcement/config state for gained/lost members could change due to any of the following applications and intents

Primary Application © Default:ADP

> 6 Child Scopes
v 126 Policies @

63 Enforced Policies (2! Absolute: 30 Default: 33
63 Analyzed Policies (' Absolute: 30 Default: 33

v 6 Restricted Inventory Filters

® AWS Provides a service
® LOOPBACK Provides a service
® Qualys Provides a service
® Tetration Provides a service
©® UNCLASSIFIED Provides a service
® vpn Provides a service

~ 3 Config Intents
1 Agent Config Intent (4"
1 Interface Config Intent ('

1 Forensic Config Intent ('

Catch-all Action | @ DENY.

Review Dependencies
Review Dependencies
Review Dependencies
Review Dependencies
Review Dependencies

Review Dependencies

FUT OB 2RSS 2 LT KFRERY ) —& F I N—RATEET,

Ry by
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Scope @ Livingston : ADP

Membership Ghanges ~ Dependencies

The enforcement/config state for gained/lost members could change due to any of the following applications and intents

Dependencies for filter  ® AWS 1 ADP

~ 12 Policies @

Absolute: 0 Default: 6

Absolute: 0 Default: 6

TAES 2 FTRENED & 2 #iPH OIRFBIRITR D L B0 T,

RIFAETHARMEDOHIEHADEKFEREIRDELSY TY

247 Bl

7IUr— 3y TIA=IRBINI L F VTV r— g
vEE BT AT a D FICHLEE
DT — 7 AR—A~DY I RH Y FT,

FEEE FHPFADLET & FHPFHOFHEME 2 —~D Y
I RBHYFET, FAL L LORFBEIRIC R Y
IWE T TEET,

R o— ISR L OSEASREERY —08E . &R
LI=# T 4 VEZMB I -FEho s
a2— LR —Ea2—~DY I RH0 F
TO

HIRFFEA AR T4ILE TANBEDLETEFT AV EDEEME =2 —~

DYV I RHY ET, FAL L~ OUEAFRTR
R AE D TEET,

R A [ A 7 > R4, BEIOm—Y = b,
A H—T AR, TH LT T ORERA

VTV RE2—~DY I RBHD ET

\i
i
\l

T4 )T EREZEE—F)L

[A 2 /N— DT (Membership Changes) | % 7 & [#17B#% (Dependencies) ] % 7 D
FNCT 7 AT BT, [ X b 7 42O (Inventory Filter Edit) 17 4 > KT
[7 =V EHEORBEOMZ (Review query change impact) |V > 27 %227V v 7 LET,

| oL IvN |



B oon—viozE

1Ry |
AVN—=DYTDER
R4 AR M) TAILEDAVNR—2y TOER
Name AWS|
Description Enter a description (optional)
e
Query @ * environment = AWS
Filter matches 12 inventory items
Scupa D ADP -
Restrict query to ownership scope
Provides a service external of its scope
Er' Review guery change impact Save Cancel
RFREF

TFHETDAHEMEDOH D 7 4 VX OIRIFRERITIR D LB TT,

847

Ry o—
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ul

[

XIEA 7>k (Config Intents) ]

B IOEHA ISR —0f s, EIR
Liz#H T o W Z B EN-Z2nEho s
a— LR = a—~DY

TV b AVE =T A R T LV
VY IREA VTV N a—~DARTB LY
Vo 7idn £

| IR
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~

4vrviryzanzran |

vhkyZazr4IL
Y

GE) AU BNIOTET7ANN—UF, SEIERGITNLY 7SN THET, A X b
V7 a 77 A NEFRTDHHFEDOIDE, A XU NI ORKEEFETL, IPT RLRAE7 U >
JLTEDT a7 7 A)VICKENITHZ LT, [#PHE A 2 F U (Scopes and Inventory) ]
R=UTEELTWDLEAIL. [V—271v—F (Workloads) ] # 7D IP 7 KL ATiE7a<, [IP
7 KL A (IPaddresses) |7 DIPT KV A&7 Y v 7 LET ([V—2r—FR (Workloads) ]
AT CTIPT RLAEZ Vw7 3hHE, A _UMN)TaT7 7 A LTIERS, V=7 a—R7
077 ANVPERENET) |

AR R VIZOWTIE, ROFEHRPERSNET,

Ja4—ILF BrLL]
[#iFH (Scopes) ] AR MY BETLFHDO U X K,
[f >~ ~Y %A (Inventory Type) ] o [7r—52E (Flow Learnt) ] A X2 K
Uik, BllEnz7e—EEL—LIZ
FEONWTHRERSE LT,

o [Z7~ULfFE (Labeled) 1 DA X2 kU
I, AR Ty e—RNa—TF ¢
V74 2L TFHTY vy 7T r— RS
E LT,

c[m—Yxz> b (Agent) 1A X2 R
X, A RMIA VA P—=LENTNB Y
TRy 2T 2=V Ml THRE X
NnNE L,

o [# 7 (Tagged) 1A X2 kUL, 2%
7 ZEINA =T A L =22k o
THEINE LT,

[x—%#—F UL (User Labels) ] ZOA NP ICa—Y=nT vy T u—F
LZBIED Y A b GEMICOWTIE, T —

sa—F7U0] #BRLTES,

EBMERIL. ROBMAICELT EEEICOFARTINET,
L AR MNIBRT T Raxrxs X e L TRYIAER TV,

2. AR BNUBNFETARER Y NU—ZIC LT AT —2 3 URAEDCR> T
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1Ry |
. ARy )TOT7A0

J4—ILE B

[1 FH D fRkHE (Enforcement Health) ] RARNY 7 27 2=V 2 FDOAT—
B AER, FEHICONWTIE, 2=V =
FDOIEF M (Agent Health) | ¥ 7] 2
LTL7EEn,

[ERH) 7278 Y +— (Concrete Polices) ] DRI, AA MIEA SN S Secure
Workload ® BRI 72 AR Y o —mFRR S
WET, FEMCOWTIE,  [[ERNZRRY
— (Concrete Policies) ¥ 7] #&MR LT
{IEEWY,

[E¥= U7 4 Z)—"7 (Security Groups) | | Z DA > _v MIZEH SN EX 2T o
ITN—TEZDRY —DU Rk,

AR ) TOT7AILIER

TJ4—IJLF Bl

[#B#¥) 7 /L—= (Experimental Groups) ] R —DF A THTNER NS 7 T A%
Fllia—F—EEDOAS X N T 4K
DY A B,

[# 7 /v—=7" (Enforcement Groups) ] RV —OmEAIEHSND 7 7 A% E700%
A=W —FEZEDA LR B T 4 LEDY R
R o OMRIRORY 2 —RLv 25 LA THH S
NTWBERY —D/X—T 3 12 k- T,
WH 7 V— 7 BRI T — T L 1T Y
ENHY ET,

\)

CE)  KOBE, IPT FLADA Ry N7 a7 7 A VOFMPERSNRWEERH Y £,
o A LRy Y NRRENL— AL STV DEE,

cHGR 70 —=TEA " MU BR2GHETHEATE S L9122, TORICHIFRSE
o

I 7 =TI, A U 30 BFREATE 23, 2030 ARICZhLl B
R=AERE SR WEE, A oy b ) OFEIITHIFRE L E T,
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| 1o~>ky
7—so—k7ns740 |

J—4HaO0—KJAaJr7A)L

U—Ju—RK7a 77 A%, SecureWorkload Y 7 h =27 =2 —T = FBA VA M—)LE
TV DHRA MIBET23MERPERINET, ZZTIE, V—2Zua—FK7ar7ryAL0E%
NIZEENDEMERRT D HIEICHOWTHEHALET,

)

CE) V=2 u—ROFu77A "=V, SEZERLGFNLY 7S T0ES, V=7 n—
R707 7 ANERRTHIEDO 1O, BMEBETHIALIZLDIZ, RA MORREFATTLHZ
& ‘(:\bg‘o

AR NVRBOFERNE, RARDIPT KLA%227 Y v 7 LT, 20707 7AWl
HLET, FANMIA VA=A EINTNEZ—V x> hOX A TZHDNT, ROX TN
NR=VNWEREINET, ZOA X NUDBETHEA NI Secure Workload V' 7 b7 = 7 = —
VMR A AR =L ENTW WS, A XU N Ty A R=URERIND
AHREMENH D Z LICEE L TLEE W,

SN EEHESZ D

ZOXTINE, WHAIN—T LRI N—T KA NRBETARANG TN TCOET, Bk
W7 n— ﬁ TJV*@747 ST 24 0 _RUO N 742 THY, BRI L—F
EARY o—OEAIEHT 27 4 02T, ZRHDOT A=, SRR ORY) o—0v R
FATHMENTVALERY > —DR—2 5 S LU TRARLEADRH Y £,

K46:7—H A—FDSN)LEEEH

LABELS AND SCOPES Labels

AGENT HEALTH Labels Key and Value for each Workload interface and the label source. See User Guide for more details.

LONG LIVED PROCESSES Synced Addition Pending 2  Deletion Pending 0 | | Q_ Searct
PROCESS SNAPSHOTS
v Label Key 11 Label Value 11 10.103.1.3 11

INTERFACES

#org internal cmdb
PACKAGES

“ app ® cmdb
VULNERABILITIES seny ® cmdb
CONFiG : orchestrator_system/cluster_name VCenter-alpine-vcO1 tetrationanalytics.com orchestrator
STATS s orchestrator_system/workload_type vm orchestrator
ENFORCEMENT HEALTH Rows per page | 5 v |3z >
CCONCRETE POLICIES
CONTAINER POLICIES Scopes and Applications
NETWORK ANOMALIES N Primary Application 1 Analysis 11 Enforcement 11
FILEHASHES ® wildfire wildfire Disabled Disabled
DOWNLOAD LOGS ® wildfire:internal N/A N/A N/A

® Sk -
wildfirezinternal:datacenter wildfire:internal:datacenter G Disabled

Rows per page | 5 v B

| oL IvN |



1Ry |
B =—o:> roE#k (AgentHealth) 157

[T—2 Y FDIEEM (AgentHealth) 147 2
AT, OST Ty hT7Hr—h, ==z hDNR—=Var BGRF v A B0 EDR
AN TNy 2T 2=V NOAT—HAFERD, [—T = POIEFM (AgentHealth) ]
HTWCFEREINET, FANZHOWTIE, V7 b7 2=V FRIE] 2R LTLEE
W, ZOXTIE L HOEVIZRAE LI N T 7 40 v 7O, MR E T v MEIZBET 255/
RRERINT — X bFRIRINET,

47:7—90—FI— 2 FOEEMOEH

LABELS AND SCOPES Agent Health Summary

AGENT HEALTH

Jun 6, 2018 2:05 AM

Agent Type Enforcemen t

Last Check-In
LONG LIVED PROCESSES

PROCESS SNAPSHOTS

Agent Version 3.0.2.2.180531.18.42.main.dev-w
INTERFACES

Agent Version Current False
PACKAGES

Last Upgrade Jun 1, 2018 9:25 PM

VULNERABILITIES

Auto Upgrade Disabled
CONFIG Enforcement Groups Tetration, druidHistoricalBroker-*
STATS Experimental Groups Tetration, Tetration:FrontEnd
ENFORCEMENT HEALTH

Upgrade Status Failure

CONCRETE POLICIES

CONTAINER POLICIES Flow Export (1 day) 1474 Flows
NETWORK ANOMALIES
FILE HASHES
DOWNLOAD LOGS °
Agents Resource Utilization
Visibility Segmentation Forensic
CPU Utilization (%) 0.57% CPU Utilization (%) 0.67% CPU Utilization (%) 0.14%
\«/\J\/\/V\N\ \ /'
. ' _—
Memory (MB) 25.88MB Memory (MB) 20.12MB Memory (MB) 47.42MB

N— NGO A E R Fr o — P — D86 MEA—UITiE, 20— MR OB
AL LIOEAT— 2 b (N—=T 3 33L0K) Odlilz—Y oy beZEIEBS XL
CFyra—Rd5Er7varybEEhEd, £/, ZolIE. 77y M7+ — LA AIX B
J OV SUSE Linux Enterprise Server (IBMZ 7 —%7 7 F v E® s390x-Linux) THEITSHNTW5H
T—Vxy P CIEFEHTERNWZ LIZER LT EEN, B 7 NEDOR (Initiate Log
Collection) | RZ VEZHAL T~V M burZE2NETIHE, BT E2F T O—
RTEL XV ET, Fyru—RRRLEGAEIE. n 7 0ELZHRITLTNL, b
IS —EX = REBRITLTIEEL,

| IRy
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48: Agent Logs

LABELS AND SCOPES
AGENT HEALTH

LONG LIVED PROCESSES
PROCESS SNAPSHOTS
INTERFACES
PACKAGES
VULNERABILITIES
CONFIG

STATS

ENFORCEMENT HEALTH
CONTAINER POLICIES
NETWORK ANOMALIES

FILE HASHES

DOWNLOAD LOG:

Download Logs

Download Logs

Initiate log collection from the agent and download logs

Status:

© Log collection is complete and they can be downloaded here 4

Requested at:
Jul 21 2021 11:58:45 am (EEST)
Available for download at:

Jul 212021 11:58:55 am (EEST)
Size:

27.97 MB

[+ X)X+ (Process List) 14 0

ZOXATIZE, AARTEITENTWVWAE T2 EADY A NRFREINET, 74X EFEHL
T, UFOFEAY X —ITRENTWAT a2 ADOBEMICESNC, at A0l X FEE DA

LB TEET,

LABELS AND SCOPES

AGENT HEALTH

49:7—Hn—K7oERY Rk

Long Lived Processes

© Enter attributes...

LONG LIVED PROCESSES Displaying 229 of 229

PROCESS SNAPSHOTS

INTERFACES

PACKAGES

VULNERABILITIES

CONFIG

STATS

ENFORCEMENT HEALTH

CONCRETE POLICIES

CONTAINER POLICIES

NETWORK ANOMALIES

FILE HASHES

DOWNLOAD LOGS

Y

Process Command Line Tl

(flush-8:0)

sshd: tetinstall@notty

sshd: tetinstall

pickup

smtpd

smtpd

Just/sbin/anacron

Just/bin/atop

Jusr/bin/atop

pickup

java metrics_tsdb jar pipeline-#.xi

java metrics_tsdb.jar pipeline-#.xi..

java metrics_tsdb jar pipeline-#.xi

python /opt/tetration/itm/itm.py A

/opt/tetration/efe/tet-efe efe.conf.

Jopt/tetration/collector/tet-collec...

Jopt/tetration/efe/tet-efe-relay ef.

tet-sensor

tet-main

tet-engine

User Name TL

root

tetinstall

root

postfix

postfix

postix

root

root

root

postix

tetter

tetter

tetter

root

tetter

tetter

tetter

tet-sensor

root

root

PID Tl

12920

30783

30780

865

28513

13098

31440

19529

27289

27381

14488

14431

29308

9671

13500

13414

13362

2817

2809

2805

Parent PID |

30780

17838

6509

6509

6509

6509

28926

28925

28926

15821

13362

28030

30934

2807

2805

[FO+EX 1) R+ (ProcesslList) 147 .

Libraries Count T1

49

49

Last Exec Content Change T}

Mar 27 2020 10:28:58 pm (EET)

Mar 27 2020 10:28:58 pm (EET)

Apr 32017 11:05:15 pm (EEST)

Apr 32017 11:05:15 pm (EEST)

Apr 32017 11:05:15 pm (EEST)

Nov 23 2013 02:43:14 pm (EET)

Aug 6 2019 05:59:40 pm (EEST)

Aug 6 2019 05:59:40 pm (EEST)

Apr 32017 11:05:15 pm (EEST)

Dec 112019 12:41:47 pm (EET)

Dec 112019 12:41:47 pm (EET)

Dec 112019 12:41:47 pm (EET)

Aug 18 2016 06:14:31 pm (EEST)

May 4 2020 09:21:21 am (EEST)

May 4 2020 08:36:24 am (EEST)

May 4 2020 07:27:16 pm (EEST)

Apr 30 2020 02:52:26 am (EEST)

Apr 30 2020 02:52:26 am (EEST)

Apr 30 2020 02:52:26 am (EEST)

‘12‘>

ARV MY

Last Exec Content/Attr Change Tl

May 4 2020 03:04:23 pm (EEST)
May 4 2020 03:04:23 pm (EEST)
May 4 2020 03:04:24 pm (EEST)
May 4 2020 03:04:24 pm (EEST)
May 4 2020 03:04:24 pm (EEST)
Mar 6 2018 08:58:09 pm (EET)

May 4 2020 03:01:24 pm (EEST)
May 4 2020 03:01:24 pm (EEST)
May 4 2020 03:04:24 pm (EEST)
May 4 2020 03:06:27 pm (EEST)
May 4 2020 03:06:27 pm (EEST)
May 4 2020 03:06:27 pm (EEST)
Mar 6 2018 08:59:54 pm (EET)

May 4 2020 09:20:41 pm (EEST)
May 4 2020 09:19:47 pm (EEST)
May 4 2020 09:20:37 pm (EEST)
May 4 2020 10:16:21 pm (EEST)
May 4 2020 10:16:21 pm (EEST)

May 4 2020 10:16:21 pm (EEST)




. [PRERRFvTF 3w~ (Process Snapshot) 14 7

[Tt XRRXF

BHEDHRHA

1Ry |

Bt

At BA

KEDOFEITa T VDR (Last Exec
Content Change)

Linux ® mtime (2Pl CWE4, 77 A LORE
DHINEFINTZEEDHA DAL LT T,

RBEDFETa LT Y OEE (Last Exec
Content Change)

Linux ® ctime IZElCTWET, 77 A LOHNE
FRITBMERNEREIN L EDH A LAT
7T,

Last Seen T ARFBICHEINTRA, ek X
NEIE LI XIEATEET,
CPU fEH = WEI1EEO 7 vt 212 K5 CPU FEHROE
Al
AE W\EI1IEHO a2 A A UFEHED
. i
FE 5.

7ag AL F YNy 2 (Process Binary
Hash)

Fut X1 F U O 16 HESLFES| D SHA256
Nyva, LT et ANy Y 2 & BT
nNE+, p—x Ao x AT SR
%Vo

H A 27 (Anomaly Score)

Tat ANy (BE) 237, FEHIZO
WTik, Feexnny v 0BEKRE %
ZRLTLIEE N,

HIE

Tut ANy aDfE EENRHDHEIX
HWEOWTNDY)  HEX TetA Ny v
ML—HF—TERZD/ Ny a2 U A NE T
DEHA VTV 2V ANy Y2 FT—H_—
AL TWDMNE I MITESDWTIRE S
9, MOV TIE, ek Ar Ny
DRI 22 LTSN,

g Y — A (Verdict Source)

HIED Y — A, HIEY —AlE, 22— —ERH,
Secure Workload 7 7 7 R, F 7213 NIST D
FTNTT, ZORMEIE, BRio Y Y —RXT
[Ny v 2 DB V—AR LM EINTWE LT,
FEHZHOWTIE, [Ty 2R
it 2L TEEn,

w7 3wk (Process Snapshot) ] % 7

Z DX 7T,

| IRy

U—7m— FTCRES NIRRT Ay U —RERRSNET,
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LABELS AND SCOPES

AGENT HEALTH

LONG LIVED PROCESSES

PROCESS SNAPSHOTS

INTERFACES

PACKAGES

VULNERABILITIES

CONFIG

STATS

ENFORCEMENT HEALTH

CONTAINER POLICIES

NETWORK ANOMALIES

FILE HASHES

DOWNLOAD LOGS

[Interfaces] & 0

ZOZTITE, RAMIA A R=VENTND Ry MU =2 A v FZ—T = A ZBT HREM
WERRENET, TRXTCOFATDOY T =T 2=V PTHEATEET,

[V 7 bz F7/8v 55— (Software Packages) ]2 7

B51:7—90—RAVE—T 4 RADJ R+

LABELS AND SCOPES
AGENT HEALTH

LONG LIVED PROCESSES
PROCESS SNAPSHOTS
INTERFACES
PACKAGES
VULNERABILITIES
CONFIG

STATS

ENFORCEMENT HEALTH
CONTAINER POLICIES
NETWORK ANOMALIES
FILE HASHES

DOWNLOAD LOGS

Process Snapshots

Interfaces

Name &
lo
o

ens192

Mac Address |

00:00:00:00:00:00

00:00:00:00:00:00

00:50:56:88:1a:3a

Default ...2 more

ens192

00:50:56:88:1a:3a

VRF 11

Default

Default

Default

Experimental Groups

Default ...2 more

Default

Family Type 11
1PV4
IPVE

1PV4

IPV6

1P Address 1

127.0.0.1

1

10.103.4.105

abels
App = App1

1e80::250:56ff:fe88: 1aaa

[Interfaces] % 7' .

Netmask 11

255.0.0.0

. . AT AETAF AT

256.255.248.0

@ Default  ...2 more

A

ZOERTINE, RARMIA VA R—=LENTWERFr—TD Y XA REREINET, 22—
P—ix, T—T N~ X =Dy r—VBMHICESNT, Y7 b 2T RNy =V EIR LT

KRTEET,

oL IvN |
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B st (uinerabilities) 14

52: )7 bz TNy —U—8&

LABELS AND SCOPES Packages

AGENT HEALTH @ Enter attributes... X

LONG LIVED PROCESSES
Displaying 22 of 22

PROCESS SNAPSHOTS

Name & Version 11 Architecture 11 Publisher 11
INTERFACES
PyYAML A 3.10
PACKAGES MAKEDEV 3.24
VULNERABILITIES bzip2 105
CONFIG bridge-utils 12
STATS binutils 2.20.51.0.2
ENFORCEMENT HEALTH bind-ulls 982
CONCRETE POLICIES bash 42
CONTAINER POLICIES besesystem 10.0
b43-openfwwf 82
NETWORK ANOMALIES
avahi-libs 0.6.25
FILE HASHES
authconfig 6.1.12
DOWNLOAD LOGS
audit-libs-python 245
audit-libs 245
audit 245
attr 2.4.44
atop 1.27
atk 1.30.0
at 3.1.10
ansible 1.9.6
alsa-lib 1.0.22

[fE551E (Vulnerabilities) 14 J

Z O X 712X, Common Vulnerabilities and Exposures (CVE) ¥ A7 AZHEASNWTT —27 1 — R
TBIR SN MR AR et N TR SN ET,  gtET —Z oridifl) 23R T7EE
AN

| IRy
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[T—2 x> FDERE (Agent Configuration) ] % 7 .

53:[fz551% (Vulnerabilities) ] 7

LABELS AND SCOPES Vulnerabilities

AGENT HEALTH

© Enter attributes. x

LONG LIVED PROCESSES Displaying 678 of 678
PROCESS SNAPSHOTS v oowe Package Name 11 Package Version 11 Score (v2) 1. Score (v3)1t Severlty (v2) 14 1 n 1
INTERFACES CVE-2019-1389  msserverz0lGdetacenter  1607-143933300 7.7 84 HiGH HiGH ADJACENT_NETWORK  LOW siGLE COMPLETE
PACKAGES OVE-2019-1388  meserver20lGdatacenter  1607-143933300 7.2 78 HGH HiGH LocaL Low NoNE CoMpLETE
VULNERABILITIES CVE-2019-1384  msserverz0lGdetacenter  1607-143933300 65 99 MEDIUM cRITC NETWORK Low sGLE PARTIAL
e, CVE-2019-1383  msserver20i6catacenter  1607-14383.3300 4.6 78 MEDIUM HGH LocaL Low NoNE PARTIAL

CVE-2019-1382  msserverz0lGdatacenter  1607-143933300 21 55 Low MEDIUM LocaL Low NONE PARTIAL
STATS 0 ©

CVE-2010-1381  msserver20i6chtacenter  1607-14303.3300 21 55 Low MEDIUM LocaL Low NoNE PARTIAL
ENFORCEMENT HEALTH

CVE-2019-1380  msserverz0lGdetacenter  1607-143933300 46 78 MEDIUM HiGH LocaL Low NONE PARTIAL
GONTAINER POLICIES

CVE-2018-1374  msserver20i6catacenter  1607-14383.3300 4.3 55 MEDIUM MEDIUM NETWORK MEDIUM NoNE PARTIAL
NETWORK ANOMALIES

CVE-2019-1371  Intemnet Explorer 10,155 76 75 HiGH HiGH NETWORK HiGH NONE compLETE
FILE HASHES

CVE-2018-1367  Internet Explorer 10155 76 75 HGH HiGH NETWORK HiGH NoNE CoMpLETE
DOWNLOAD LOGS

CVE-2019-1357  Intemnet Explorer 10,155 43 43 MEDIUM MEDIUM NETWORK VEDIUM NONE NONE

CVE-2018-1238  Internet Explorer 10155 7 64 HGH MEDIUM NETWORK HiGH SINGLE CoMpLETE

CVE-2019-1192  Intemnet Explorer 10,155 43 43 MEDIUM MEDIUM NETWORK MEDIUM NONE PARTIAL

CVE-2018-11135  msserver20i6chtacenter  1607-14383.3300 21 65 Low MEDIUM LocaL Low NoNE PARTIAL

CVE-2019-0719  msserver201Gdatacenter  1607-143933300 9 a1 HiGH cRrm NETWORK Low sGLE MPLETE

CVE-2018-0712  msserver20i6catacenter  1607-14383.3300 65 68 MEDIUM MEDIUM NETWORK Low SINGLE NONE

CVE-2019-0608  Intemet Explorer 10155 43 43 MEDIUM MEDIUM NETWORK MEDIUM NONE NONE

CVE-2016-12207  msserver20i6catacenter  1607-14393.3300 4.8 65 MEDIUM MEDIUM LocaL Low NoNE NONE

+ Download table data as JSON

[T—2 x> FDERTE (Agent Configuration) 142 7

IOATZIWNE, V7 b =T 2=V POREDFERINE T, BN —2 = b
BIOEHT—Y =2 FTORMEHATEET, ZNHOREIL, [T—Y = FORE (Agent
Configuration) | X—Y DT —Y =¥ MREA T b L AT CxET, V7 hr=
Ty FOBRGE] ZZRLTIIZEN,

ARV MY
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1Ry |
B =0 R (Agent Statistics) 157

5:ERAINDT— 0—FHRE

LABELS AND SCOPES Config

AGENT HEALTH Config Intent

LONG LIVED PROCESSES Apply profile enforcer to filter Enf-Workloads

Config Profile #

PROCESS SNAPSHOTS
Enforcement
INTERFACES @ Enforcement
@ Windows Enforcement Mode - WFP
A X Preserve Rules
RAGKAGE @ Allow Broadcast
@ Allow Multicast
VULNERABILITIES @ Allow Link Local Addresses
@ CPU Quota Mode - Adjusted (3%)
CONFIG © Memory Quota Limit - 512MB
Flow Visibility
STATS @ Flow Analysis Fidelity - Detailed
@ Data Plane
ENFORCEMENT HEALTH © Auto-Upgrade
X PID Lookup
CONTAINER POLICIES @ CPU Quota Mode - Adjusted (3%)
@ Memory Quota Limit - 512MB
P Visibili F i
NETWORK ANOMALIES rocess |$|.b| ity and Forensics
X Forensics
X Meltdown Exploit Detection
FILE HASHES

@ CPU Quota Mode - Adjusted (3%)

@ Memory Quota Limit - 256MB
DOWNLOAD LOGS

[T—> x> MfiEHESR (Agent Statistics) | 2 J
ZOZTITNE, BRAMIA A M=V EN TS Secure Workload =— 3 = > MIBIT 2 #i5T

HWPrFRINET, BNt —Y 2 PBINEH = —Y = P TORETE E
R

| IRy
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[E{KBI7:7R1) — (Concrete Policies) 142 7

18 F X415 Secure Workload D BARM) 72 HAR U o —NE RS NE T,

55: T— = v MEEHER

LABELS AND SCOPES

AGENT HEALTH

LONG LIVED PROCESSES.

EEEEEEEEEE

cccccc

ENFORCEMENT HEALTH

DOWNLOAD LOGS

DX TN, A M

[E{k#97%27R1) & — (Concrete Policies) 1% 7 .

-
—

- A ———,
e
[
e G o e W o
o] —+ ~—"

ZORDOEATIZ, FAMIEEINTWET 74T U — L —UIKIGE L TOWET, &R
TR EHIZEBIL T, ZOEMEMARRY —NRE LT OmEA T v N ERRT D 2
ERTEET, =T LTy MEENAS NEORRFIF RSB AEETT, DX 7Tk
TANZEFEH LT, UTORSNY X —ITREINTWERY —DRMEIZESNT, @I
LRV =DV A NERVIALZEHTEET, ZOXT7E, BHE—Y = FTOHMEHT

TET

oL IvN |
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. [3>F7F K1) >— (Container Policies) 1% 7

56: BIAMIERY O—D Y R k

LABELS AND SCOPES

AGENT HEALTH

Concrete Policies

LONG LIVED PROCESSES

PROCESS SNAPSHOTS o Direction = egress x
INTERFACES Displaying 12 out of 26 concrete policies Loading stats for 0 / 26 policies
PAGKAGES Y o J— f— Actons 1 J— Fami 11 [ JS— Destpons
F— 2 N N Aow caness » - J— wr
pae— . A N Aow caness ot e any any Defauinemateg-opp1 12
soars s N Aow caness e - — wr
NORCEMENT HEALTH s A N Aow caness ot Top any any Defauinemateg-opp1 2 .imoc
0 N N Aow caness - - - 535 émoe®
CONGRETE POLICIES
12 N/A NiA ALLOW EGRESS IPvd uop any any any 53 .1 more @
CONTAINER POLICIES
e N N Aow caness e - wr wr
NETWORK ANOMALIES
" A N Aow caness ot o any any Defauinemateg-opp1 any
FILE HASHES
DOWNLOAD LOGS
» A N Aow caness ot e any any pe— 53 .omoe®
2 N N Aow caness - Detautintemal w8 amoe®
2 A N Aow caness ot o any any pe— any
IETTIRN =
57: BIREYIEHRY O —D1T
Policy Intent
Policy Groups  Defaultiinternal:eg-app1 — Default:internal:eg-app1
Actions ALLOW ICMP
Priority  Default - 100
Application  gq_app1[p2] @ Default:internal : eg-app’
Concrete Policy Stats
@ Bytes 0
1 I 1 T 1 1 1 I 1
06 PM 09 PM Fri 23 03 AM 06 AM 09 AM 12 PM 03 PM
® Packets 0
T T = = T T T T e T T
06 PM 09 PM Fri 23 03 AM 06 AM 09 AM 12 PM 03 PM

[3>FF 4" — (Container Policies) ]2 7

ORI, T FICEHA SN S Secure Workload D BRI EAR Y S —RNFRRINE
T, ZOEDOEITIX. 2T FHFRy RIZEEINTWET7 747 U 4 —/Lb—) WG LT

=7,

ARV MY
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B 58: 007 F ORKMERY o ——&

LABELS AND SCOPES

Jul 21 11:43am - Jul 221

AGENT HEALTH

Container Policies
LONG LIVED PROCESSES

PROCESS SNAPSHOTS © Enter attributes...
INTERFACES Displaying 90 out of 90 concret
PACKAGES L AT

VULNERABILITIES 7abe1087-274.

7abc239a-27d.

CONFIG

1171306261,
STATS

7abe1d67-274.
ENFORCEMENT HEALTH

7abc239a-27d,
CONTAINER POLICIES

1171366-26¢.
NETWORK ANOMALIES

7abe1d87-27d.
FILE HASHES

7abc239a-27d,

DOWNLOAD LOGS
11711306-26¢.

7abe1d87-274,

te policies
priorky Packets Bytes 11 Actons 11
2 NA Na ALow
= A A ALow
= Na Na ALow
2 NiA NiA ALow
2 Na Na ALow
2 NA NiA ALow
2 Na Na ALow
a0 NA NiA AuLow
E NA NA ALow
a0 NA NA AuLow

INGRESS

EGRESS

EGRESS

EGRESS

INGRESS

INGRESS

INGRESS

EGRESS

EGRESS

EGRESS

[Fy kD——EE (Network Anomalies) 1% 7 .

x
Famity 11 proto 1 Src inventory 11
Pus ep 172024

Pus op 17200505
Pus P 17200473
us op 172016032
Pus op 172024

Pus cp 172024

Pus op 172024

Pus ep 2008032
Pus op 172004732
Pus ep 2008032

a. »

2% (Network Anomalies) ] % 7

Loading stats for 0 / 90 policies.

Sreponall

any

10000

10000

10000

10001

10001

10001

Fetch All Stats

Destnventory Destporis
17201.8/32 10000
172024 any
172024 any
172024 any
172015732 10001
172004732 10001
17201.6/32 10001
172024 any
172024 any
172024 any

ZOXTE, ZOU—7u— RIZHAYTHRKBERT —Z OBE LS £~ M &R S

DI B E T,
v,

FEMILZ DUV TR,

59: 77—y 00— K%y bI—UDEE

Aug 9 3:10pm - Aug 10 3:10pm ~

Network Anomalies

Provider/Consumer Ratio

[ @TCP -0.61 l @UDP -1.00 l

ICMP

- ‘ @®Aggregate -0.84 l

GikkRaER

[PCRR—ZADFR > hT—7 Bgkit) #2BLTES

TP TR

v oo

T
06 PM

T T
09 PM Tue 10

There are no matched Network Anomalies in the selected time range.

[Z74J)LsNnv < 2 (File Hashes) 142 7

DA TIE, VAT AEROT oA F Y Ny 2D BRI AZEICLD, I

ANy VDR EBRE L ET,

LTLESNY,

T
03 AM

FEREIZ OV TIE,

T
06 AM

T
09 AM

[Ttz Ny aDRERT 250K

v |


cisco-secure-workload-user-guide_chapter7.pdf#nameddest=unique_561
cisco-secure-workload-user-guide_chapter7.pdf#nameddest=unique_551

1Ry |
. Software Packages

60: 77— 0—RJ7A4)LD/NYa

LABELS AND SCOPES.

Software Packages

VIR0 T7NRyr—CfRety FEERT 5L RAMIA VA F—LENTNDH Ny F—
Ve, ENDITHE LG A DN EFRRTEE T, BRI, RO ENHREIZRY E
R

CRDNIN =TV F =V RSN T WO NNy r— VRN LET,

e Linux : Redhat X 7 —V <32 —T% (RPM) BL O Debian /Ny 7r—y~Fx—T %
(dpkg)

» Windows : Windows LA kI +— 1R

e ARAMIA VA R—ILENTNE RNy —|Z 88 % B % 4 Common Vulnerabilities and
Exposures (CVE) Z#&/RLET,

R =T/ ER=TU gV EFHLTA R N T4V F EERLET,

[Packages] % 7

BRARMIAVAR—LEINTNDENRY T —VERRTHITIE, V—2/a—RFR 7774 L1D
J—/ma—R7a77 AL X=20 [Ny /r— (packages) | ¥ 7IZBEILE T,

| IR
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Common Vulnerabilities and Exposures (CVE) .

E61:7—oO0—K JOTJ7AIL Ry H5—2

LABELS AND SCOPES Packages

AGENT HEALTH @ Enter attributes... X

LONG LIVED PROCESSES
Displaying 22 of 22

PROCESS SNAPSHOTS

Name & Version 11 Architecture 11 Publisher 11
INTERFACES
PyYAML A 3.10
PACKAGES MAKEDEV 3.24
VULNERABILITIES bzip2 105
CONFIG bridge-utils 12
STATS binutils 2.20.51.0.2
ENFORCEMENT HEALTH bind-uils 982
CONCRETE POLICIES bash 42
CONTAINER POLICIES besesystem 10.0
b43-openfwwf 82
NETWORK ANOMALIES
avahi-libs 0.6.25
FILE HASHES
authconfig 6.1.12
DOWNLOAD LOGS
audit-libs-python 245
audit-libs 245
audit 245
attr 2.4.44
atop 1.27
atk 1.30.0
at 3.1.10
ansible 1.9.6
alsa-lib 1.0.22

Common Vulnerabilities and Exposures (CVE)

[’Nvr— (Packages) | % 7 Tld, No b —UNRRINDHTENT T, Ny r— V%
T2 DRt L Z OERKE L FRINE T, ST, FEOMEIIEIZET S
FERMTE 2 F2f£ 9 % Nation Vulnerability Database (NVD) ~®DV > 7 BNEETCWEF, CVE
ID DFRRFITMA T, Mgt EREA RTREZ a7 (10 B bRRINET,

1orvry
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B windows /<o 5 —o & ove

®62:7—4-aO—K FAJd7AIL/Nv5— CVE

LABELS AND SCOPES Vulnerabilities

AGENT HEALTH © Enter atrbutes. X

LONG LIVED PROCESSES Displaying 678 of 678

PROCESS SNAPSHOTS Y oves wat Score(Va)TL  Severly. vt ' "
INTERFAGES CvE-2019-1389 93300 77 84 HEH HH ADJACENT_NETWORK  Low sieLe compLeTe
PACKAGES OVE-2019-1388 1607-143033300 72 78 HaH HaH LocaL Low NONE compLETE
VULNERABILITIES CvE-2019-1384 1607-143933300 65 95 weoum cRmCAL NETWORK Low smeie  earTAL
Sohnia CvE-2019-1383 1607-143033300 46 78 MEDIUM HaH LocaL Low NONE PARTIAL

ove w3300 21 55 Low wEDIUM Loca Low NoNE  eaRmAL
STATS 0 © o

CvE-2019-1381 07100 21 ss Low wEDIUM LocaL Low NONE PARTIAL
ENFORGEMENT HEALTH

CvE-2019-138 1607-143033300 46 78 weoum HH Loca Low NoNE  eammaL
CONTAINER POLICIES

CvE-2019-1374 ter  1607-143033300 43 ss MEDIUM wEDIUM NETWORK wEDIUM NONE PARTIAL
NETWORK ANOMALIES

Cve-2019-1371 HH NETWORK HiH NonE compLeTe
FILE HASHES

CvE-2019-1367 110355 76 5 HH HaH NETWORK HGH NONE compLETE
DOWNLOAD LOGS

cve-201 3 a3 weoum wEDIUM NETWORK wEDIUM NoNE  nowe

Cve-2019-1238 110355 7 6a HH wEDIUM NETWORK HGH sieLE compLETE

CvE-2019-119: 3 a3 weoum wEDIUM NETWORK wEDIUM NoNE  eaRmAL

CvE-2019-11135 ter  1607-143933300 21 65 Low wEDIUM LocaL Low NONE PARTIAL

ove 1607-14303300 9 91 HEH cRmCAL NETWORK Low sieLe compLeTe

ove-2019-0712 ter  1607-14333300 68 68 MEDIUM wEDIUM NETWORK Low sieLE NoNE

CvE-2019-0608 10155 3 43 MEDIUM MEDIUM NETWORK MEDIUM NoNE NoNE

CVE-2016-12207  msserver2016datacenter  1607-14303.3300 49 65 MEDIUM vEDIUM LocaL Low NONE NoNE

1 BEEIEIEIEY - E

+ Download table data as JSON

Windows /Ny 4 — < & CVE

WD¥ 7 3 Tk, Cisco Secure Workload ~D /R &r— U IEHR OS2 B9 5 Windows = —
Ty FOBECOW T LET,

« Windows 7 7' U -/ —< 3 >, PowerShell, IEII Nv /7 —T & L THEESNET, net 7L —
LU= H RNy =L LTSN E T,

« notepad.exe, cmd.exe, mstsc.exe 72 £, DD Windows 77U r— 3 V3G S E
NE.UR

s Windows H— "\—TEI N o — /L EMRRIT/ Ny 7y —T L LTHESNE TR, —
Da UNELL BRWAREMENH Y 4, f : DNSH—RN—NRESNTWAEA, B S
NHNR—= 3 0%0 £21E 8 WM £,
* Windows =— Y = NI, MSIA > A b—FF/ldexe f VA =T &AL TA A
=L E NI — R —F ¢ BIG 2 WE L E9,
eMSI A A N—F DA, MSIAPI L TRy r—UtER (N—a v BT
To. RNur—U47E) BERELET,
sexe f VAN —TEMAL TRy r—V% A VA M=V T 585, Ny r—UFRIT
LA RO EEENET,
e NR—Vay, BITIHRED [Ny —T A A F—F (Packageinstaller) | 7 4 —/LV N
A7y a T, N—=Ya URARRAREGE, Ny =TI S nEEA,

s zip 7 7 A VBRI E N TV D, 77V L LTA VA=A ENTW DY
f. Ny =YX M THESIREE A,

ARV MY
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1vrvryzans |

ARV T4 LA
Ny lr =V nR=Vay (FTvar) TR NI TANBEERTHIET, Ry
r—VBEHEOERAERK TE ET,
SDTAINEDI Ay RI&, PackageName#PackageVersion T3,

63: 4 RN YNy =

-+ Create an Inventory Filter

ery based on Inventory Attributes:

ory is matched dynamically based on the query. The labels can include
Hostname, Address/Subnet, OS, and more. The full list is in the user guide

A preview of matching inventory items will be shown in the next step.

Query @
Package Info > Sed##d.2 X

Hide advanced options

Scope
® Default ~

() Restrict query to ownership scope

ROBVENY R — hShET,

« %5 : PackageName & PackageVersion (f&/€ L72556) D—HT 5y r—U 2 L1z
RAPZRLET,

s L5 E : PackageName |£—Et7" % 7% PackageVersion (F§7E L7256) 1F—FH LIy
r—VhEEH LR A N EIRLET,

o Ml : PackageName 78 —F L, /S—7 = 2% PackageVersion & 0 KE /3w 7 — 2 & H5fk
L7EARAREZRLUET,

+ LI I : PackageName ;3 —% L, /N—7 3 > 28 PackageVersion LA LD /X &r — D 2 #54 L 7=
RA M ZIRLET,

o i : PackageName 28 —% L, 73— 3 L % PackageVersion Ajifi D /X 77—V 2 #5# L 7=
AAREELET,

« LI'F : PackageName 73 —% L, /N—7 2 >3 PackageVersion L F D /3w &r— U & #5# L 7=
RA MR LET,

Mess1ET— 2 DAR1E

fESBHET —2 OARIEEEICL Y, AN EORy Fr—V L F v RCHBE 5 2 D%
MHLTRRTEES, A X M) 74023, REFALTERTEET,

- CVE IDs.- CVSS v2 and v3 scores.- CVSS v2 access vector and access complexity.- CVSS
v3 attack vector, attack complexity, and privilege required.

LURURY
I
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J—oO0—kJRI7AMILR=D

[Packages] % 7

[+ X)X+ (ProcesslList) 137
o E W7 ot 21,

VAT A EDONRy =TT uw REE LY 5 2 A Mage R

DOIFRIZ, V—2 o — R 7o

T7 AN R—=VIIERRSINET,

[/N> r— (Packages) | % 71CiE
B A 5 2 D MassrES —E

VIRAMIA AR ALSRTW LNy =Vl Ehb
LRSI NET,

K64:7—oRA—K TOIa27A )Ly —3

LABELS AND SCOPES

AGENT HEALTH

LONG LIVED PROCESSES

PROCESS SNAPSHOTS

INTERFACES

PACKAGES

VULNERABILITIES

CONFIG

STATS

ENFORCEMENT HEALTH

CONCRETE POLICIES

CONTAINER POLICIES

NETWORK ANOMALIES

FILE HASHES

DOWNLOAD LOGS

| IRy

Packages

© Enter attributes...

Displaying 22 of 22

Name &

PYYAML A

MAKEDEV

bzip2

bridge-utils

binutils

bind-utils

bash

basesystem

ba3-openfwwf

avahi-libs

authconfig

audit-libs-python

audit-libs

audit

attr

atop

atk

at

ansible

alsa-lib

Version 11 Architecture 1] Publisher 11

T AT AN TICFRREINET,
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LABELS AND SCOPES

AGENT HEALTH

LONG LIVED PROCESSES

PROCESS SNAPSHOTS

INTERFACES

PACKAGES

VULNERABILITIES

CONFIG

STATS

ENFORCEMENT HEALTH

CONCRETE POLICIES

CONTAINER POLICIES

NETWORK ANOMALIES

FILE HASHES

DOWNLOAD LOGS

Long Lived Processes

© Enter attributes.

Displaying 229 of 229

Y

Process Command Line ]

(flush-8:0)

sshd: tetinstall@notty

sshd: tetinstall

pickup

smtpd

smtpd

Jusr/sbin/anacron

Just/bin/atop

Jusr/bin/atop

pickup

java metrics_tsdb jar pipeline-#.xi..

java metrics_tsdb.jar pipeline~#.xi..

java metrics_tsdb jar pipeline-#.xi..

python /opt/tetration/itm/itm.py A

[opt/tetration/efe/tet-efe efe.conf.

Jopt/tetration/collector/tet-collec...

/opt/tetration/efe/tet-efe-relay ef.

tet-sensor

tet-main

tet-engine

65:7—/O0—K7JO774)0LDTOLRY Rk

User Name Tl

root

tetinstall

root

postfix

postfix

postix

root

root

root

postix

tetter

tetter

tetter

root

tetter

tetter

tetter

tet-sensor

root

root

PID T

12920

30783

30780

865

28513

13098

31440

19529

27289

27381

14488

14431

29308

9671

13500

13414

13362

2817

2809

2805

[REXXF+vFL 3 v+ (Process Snapshot) 1% 7 .

Parent

30780

17838

6509

6509

6509

6509

28926

28925

28926

15821

13362

28030

30934

2807

2805

PID 1L

Libraries Count T}

49

49

Last Exec Content Change Tl

Mar 27 2020 10:28:58 pm (EET)
Mar 27 2020 10:28:58 pm (EET)
Apr 32017 11:05:15 pm (EEST)
Apr 32017 11:05:15 pm (EEST)
Apr 32017 11:05:15 pm (EEST)
Nov 23 2013 02:43:14 pm (EET)
Aug 6 2019 05:59:40 pm (EEST)
Aug 6 2019 05:59:40 pm (EEST)
Apr 32017 11:05:15 pm (EEST)
Dec 112019 12:41:47 pm (EET)
Dec 11 2019 12:41:47 pm (EET)
Dec 11 2019 12:41:47 pm (EET)
Aug 18 2016 06:14:31 pm (EEST)
May 4 2020 09:21:21 am (EEST)
May 4 2020 08:36:24 am (EEST)
May 4 2020 07:27:16 pm (EEST)
Apr 30 2020 02:52:26 am (EEST)
Apr 30 2020 02:52:26 am (EEST)

Apr 30 2020 02:52:26 am (EEST)

[FRteRXRXF+v T3y b+ (Process Snapshot) 142 7

[FrEARAF v 3w~ (Process Snapshot) | 7DD FIZHH T rtEAY Y —I2iE, T

NTOT v AT st ERAF RSN E T,

LABELS AND SCOPES

AGENT HEALTH

LONG LIVED PROCESSES

PROCESS SNAPSHOTS

INTERFACES

PACKAGES

VULNERABILITIES

CONFIG

STATS

ENFORCEMENT HEALTH

CONTAINER POLICIES

NETWORK ANOMALIES

FILE HASHES

DOWNLOAD LOGS

Process Snapshots

Pro

na

@ privileged user

abity

15 as b

66: 77— A—KFAIT7ANLD[TALRRF v T3y b (Process Snapshot) ]3 7

ARV MY

Last Exec Content/Attr Change 11

May 4 2020 03:04:23 pm (EEST)

May 4 2020 03:04:23 pm (EEST)

May 4 2020 03:04:24 pm (EEST)

May 4 2020 03:04:24 pm (EEST)

May 4 2020 03:04:24 pm (EEST)

Mar 6 2018 08:58:09 pm (EET)

May 4 2020 03

1:24 pm (EEST)
May 4 2020 03:01:24 pm (EEST)
May 4 2020 03:04:24 pm (EEST)
May 4 2020 03:06:27 pm (EEST)
May 4 2020 03:06:27 pm (EEST)
May 4 2020 03:06:27 pm (EEST)
Mar 6 2018 08:59:54 pm (EET)

May 4 2020 09:20:41 pm (EEST)
May 4 2020 09:19:47 pm (EEST)
May 4 2020 09:20:37 pm (EEST)
May 4 2020 10:16:21 pm (EEST)
May 4 2020 10:16:21 pm (EEST)

May 4 2020 10:16:21 pm (EEST)




1Ry |
B st (uinerabilities) 14

[(fE851% (Vulnerabilities) 14 7

[MEF9PE (vulnerability) ] % 712id, V—7 v — R CEIEINZMIHEO D X hRERINLE
—gﬂo

CVE Z LT, FEARMZRFEIEIIMA T, BlA TV V= RS =7 A7 v A ME#H
NERINET,
e AT A N WEFE, CVE BNEBICEN SN-0O 0 HER S =B
ek s 2 Ta A N BA T VAT L 5T, CVERFERICER X7 DR R
(CHERR & AL 7= R R

67:7—50O0—K7O774IILDIEHEMES2 T

LABELS AND SCOPES Vulnerabilities

AGENT HEALTH

@ Enter attributes. X

LONG LIVED PROCESSES Displaying 678 of 678
PROGESS SNAPSHOTS Y oowes Pack Score (v2) . Score (v3) 11 Severtty (v2) 1 1 1 "
INTERFACES CVE-2019-1389 center  1607-14393.3300 77 84 HiGH HiGH ADJACENT_NETWORK  LOW SiNGLE COMPLETE
PACKAGES CVE-2013-1388  mesenver2016datacenter  1607-14393.3300 72 78 HGH HiGH LocaL Low NONE COMPLETE
VULNERABILITIES CVE-2019-1388  msserver2016datacenter  1607-14393.3300 65 29 MEDIUM CRITICAL NETWORK Low SiNGLE PARTIAL
o CVE-2019-1383  mssenver2016datacenter  1607-14393.3300 45 78 MEDIUM HiGH LocaL Low NONE PARTIAL

CVE-2019-1382  msserver2016datacenter  1507-14393.3300 21 55 Low MEDIUM LocaL Low NONE PARTIAL
STATS.

CVE-2019-1381  mssenver2016datacenter  1607-14393.3300 21 55 Low MEDIUM LocaL Low NONE PARTIAL
ENFORCEMENT HEALTH

CVE-2019-1380  msserver2016datacenter  1507-14393.3300 45 78 MEDIUM HiGH LocaL Low NONE PARTIAL
CONTAINER POLICIES

CVE-2019-1374  mssenver2016datacenter  1607-14393.3300 43 55 MEDIUM MEDIUM NETWORK. MEDIUM NONE PARTIAL
NETWORK ANOMALIES

CVE-2019-1371  Intemet Explorer 110155 76 75 HeH HiGH NETWORK HiGH NONE COMPLETE
FILE HASHES

CVE-2019-1367  Intemot Explorer 11.0155 78 75 HGH HiGH NETWORK. HiGH NONE COMPLETE
DOWNLOAD LOGS

CVE-2019-1357  Intemet Explorer 110155 43 a3 MEDIUM MEDIUM NETWORK MEDIUM NONE NONE

CVE-2019-1238  Intomet Explorer 11.0155 7 64 HGH MEDIUM NETWORK. HiGH SINGLE COMPLETE

CVE-2019-1192  Intemet Explorer 110155 43 a3 MEDIUM MEDIUM NETWORK MEDIUM NONE PARTIAL

CVE-2019-11135  mssenver2016datacenter  1607-14393.3300 21 65 Low MEDIUM LocaL Low NONE PARTIAL

CVE-2019-0719  msserver2016datacenter  1507-14393.3300 9 a1 HiGH CRITICAL NETWORK Low SiNGLE COMPLETE

CVE-2019-0712  mssenver2016datacenter  1607-14393.3300 68 68 MEDIUM MEDIUM NETWORK. Low SINGLE NONE

CVE-2019-0808  Intern 11,0155 43 43 MEDIUM MEDIUM NETWORK MEDIUM NONE NONE

CVE-2018-12207  mssenver2016datacenter  1607-14393.3300 48 65 MEDIUM MEDIUM LocaL Low NONE NONE

1 BEEIEIEIEY - E

+ Download table data as JSON

AIRKN) T4 ILE
WDEATDA XN T AN EETEFR LT, RNy r—V 2B ORA M ETE £
K

CVEIDR—ZXDT7«I)LA
TDTANEZICEY BEDOCVEEIIMEED CVE DEEBELZ T ARA N RBRTEET,

¥5E D CVE OB AT 5 A M & BET 5I121%, CVEID % CVE-XXXX-XXXX DR T
ELET,

ARV MY
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CVSS (BMBUIES 2T L) 1230 FRa7~A—20741% |

H68: 4~V r)T 1L CVE

~+ Create an Inventory Filter

Name
CVE fiter

Create a query based on Inventory Attributes:

Inventory is matched dynamically based on the query. The labels can include
Hostname, Address/Subnet, OS, and more. The full list is in the user guide.

A preview of matching inventory items will be shown in the next step.

Query @
Package CVE = CVE-2015-4035 x
Hide advanced options

Scope
® Default ~

(1) Restrict query to ownership scope

WOBMENRYR—F S E7,
o [%fi (Equality) ]: CVEID O¥EE ST 5y — V% FFORA 2R LET,
o [JEZEAMT (Inequality) ]: CVEID O¥EEEZ T2y r— T 2 FfORA MEIRLET,

« [&ie (Contains) |: AJLFHNAF(ET D CVE DEBEZ T D/ r— VoK A K
ZRLET (Teve] EANTHE, CVEDEBEEZZITHERA FPRRENET) |

o [ E 72\ (Doesn’t contain) ] : AJJSCFINIAFAET D CVE O BEEZ T Iy r—
ERFORA MR LET (level EANT DL, CVE DBEEZZITRVAA FRIRSH
‘ihg‘) o

CVSS (HBEMEFEMIE M R TL) 412/ FRATR—AD T4 JLA

ZDOT4NEIIZED, FBESNTZ CVSSV2 £721F CVSSV3 B2 a7 3% 5 CVE ZEfD 7k X
e TEEd, wEBRaT V2 F7Ev3) OCVEZFOFRA MEREBETDHITIE, Aa7T
PR THRE L £,

CVSSV2 58 2 a7 N 75 %2 5 CVE 2 OKR A FERB L ET,

LURURY
I
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B ossex—zo7 1%

69: 4R )T 4)LE CVSS

~+ Create an Inventory Filter

WOBAER Y R— P SET,

o [Z4l (Equality) ]: 45E S 72 CVSSV2 £721L CVSSV3 B A a7 &% 5 CVE & o7k
ANERLET,

o [FESE{M (Inequality) ] : & SAL72 CVSSV2 £ 721 CVSSV3 B2 27 b 5 CVE & #7-
TRVWRA M EIRLET,

o [L D K&\ (Greater Than) ] : € I 472 CVSSV2 £721X CVSSV3 B2 a7 ZnEh &
D HREIVCVSSV2 721X CVSSV3 EX a7 35D CVE R OB A M &R LET,

* [LL E (Greater Than or Equal To) ]: CVSSv2 £ 721 CVSSV3 28R a7 N2 EIEE
72 CVSSV2 E721X CVSSV3 A a7 Ll EThH D CVE A FFOHR A b &ZIRLET,

o [L D72y (Less Than) |: $5/E S472 CVSSV2 721X CVSSV3 X a7 ZnF LY
H/NS UV CVSSV2 £721F CVSSV3 R a7 3 H CVE ZFF DR A &KL ET,

* [LLF (Less Than or Equal To) ]: CVSSv2 F£ 721 CVSSV3 R a7 NENZEIEE S 1L
72 CVSSV2 £ 721L CVSSV3 X a7 I N ThDH CVE ZHOHR A M EIRLET,

CVSSV2 R— XD T 4 LA

ARy M) T 4 ZE, WETRER A N ERFET D7D, Access Vector & 77 B ADBEHES &
ERLTERTEET, 2N6D7 21, ROZA TOEREEZTR—FLET,

* Equality : 7 4 W ZIZ B DMINEDEE L Z T oy r—V 2 FORA P ZIRLET,

* Inequality : 7 4 /W Z —IZ—E T DWegatk DR EL Z TRy =V EFFORA MEIEL
£

Access Vector

Access Vector 1X, WEgaMENRN D Lol 27 oA FENDIDE ML £9, WEE NI
VAT EAMBIEINDHIZE, R=RZ2aTIEEL R0 ET, ULTFOFRIL, SFIFE7% Access
Vector & Z DT 7B AE AR L TWET,

| RPN



| 1o~>ky
cvsss~—zn7 4145

S TOEADIES
LOCAL W EIIe—br (=)
ADJACENT NETWORK To—FE¥y A REFFaY D0
NETWORK VE—hTZZ 278 A FAHE,

THERADEHS

TOARY v riE, WERENERO AT AT I EATEE LYo -5%I10, Ets <
JATuA NTHABOEMIEZRELET, N—RRAaTE, 772 AOEMEIIIKIEI L E
T, XFXFEREATOT 7 B AOEMIITRO LB T,

fE& 28
HIGH Feok72 7 7 R ARMDBFELE T,
[ (Medium) ] T 7 AGEMITROR R T,
LOW Fek72 7 7 B ARMFIFE L SR A

CVSSV3R—ZXMD T 4 JLA

WEETLIX Sy, WEEOEMER . BXOEEIL, CVSSV3 A aTICEEL 52 AT-DICNETHY |
A RN T4 NEZTHERHTEET, ZNO6DOT7 4 V21T, ROEIEEZYFR—FLET,

+ Bquality : 7 1 M \C—FT BUSIEDHBE T B8y br— VR FoR A b EELET,
85 S T 7R Ry r— U E R OR A R EIE L

i

s Inequality : 7 « /L ¥ —IZ—ET D MaFHtEDRA
i‘g—c

KETXS

COANY v 7IE, MEEMEOTZ I AT a4 RAREICR DA TR A MERLET, HREN
MEgg/ear B—Ry "ML mEMNBIFE, X—22a73EL 20 ET, LToEIZ, SFX
FRWBTLRSEEDT 7 AEEEZ R LE T,

[ T EADIESE
LOCAL B—H (F—R—F, arV—L) £iF
UE—1h (SSH) .
PHYSICAL WIERI 72T 7 B A ME T,
ADJACENT NETWORK To—R¥y A RNEREFY Va0,
NETWORK JE—RFT=7 2741 FAHE

1o~v+) IR



1Ry |
B »—cx700740

Attack Complexity

DA RY I, MEtE T A0 A NTATEDICHFET AMERD D EEE TR LET,
NR—=2Z2Z2aT7E, FELBEMETHRVEBIZH L TRARTT, SESERIATDOT 78 2A0HEHE
Ik EBY TY,

[l HL):]
HIGH WHEEDORE & FATITIZZ KRR IR LETT,
LOW Rk 7 7 7 B ASLMIIFAE L E R A,

WETFHERR

ZDOARNY v 7iX, Mo A7 A NERIISE L DICHEBEENEF > TWDHALERD
DHEBRL NNV ERLTNVET, X—RARa 7L, HBEEITTLHOOHERNLERNGEIZ
BT, LERMHEROSESE2EITROEBY TT,

E WHEITHER
HIGH Magg 7 o IR — % 2 BT 2 BRI &
et 3 D HERR,
LOW B CHRNWY Y —ZA~DT 7 A% HAT5
R HERR,
NONE WO EITICREHMEITINIED D 5 A,

H—EX JAT774I)L

Cisco Secure Workload 1%, M4 —47 A L —&Z Z N L THRY IAE 72T T? Kubernetes
P—E RO — FRT Y OREEEAZRME L ET, — R T e T 7 A =TI,
EDOV—ERXADFEMNERINET,

)

GE) Y =R T A N_N—VEFIEIERGINL Y 7 ENTWET, h—ERT e 77 A
NEFRTDHHED 1 DF, BETHHEIN TWA LI —EAOBRBLETTH LT
7,

RRIBAERNS, [h—E R (Services) | ¥ 7D FD [V —E A% (ServiceName) (%7 U v 7 L
T, 20777 A NMIBEILET, ZOH—ERCHONTIE, KOEELPFATE 4,

~ w4 — (Header)

Ny X FROER TR SN ET,

| IR I



| 1oRvbY

Ry K70

Ky kTnz7z40 [

o [A—/ A b L —H44% (OrchestratorName) |: Z DV —ERAEZWE LIS A—7 A ML —
2 DA,

o [A— AL —%& %A (Orchestrator Type) |: #NHA—F7 AN L —2DH AT,
o [£AiZE[  (Namespace) ]: H— B A DA AIZER,

s [P—ERHZ A7 (Service Type) ]: h—ERADZ A7, fliX, ClusterIP, NodePort,
LoadBalancer DV 4172 T9,

IP &R— K

ZORIE, IOV —ERIT 7 EATESIP LAR— hOTRTOARERMAE DE DL
SN TUVWET, NodePort % A 7 DOH—EADE, I DFIZIE ClusterIP:Port & Nodelp:NodePort
D7 OEHEMIT AR RSN ET,

A—H—-3<)
ZOV—EL AR L T2V —RNT v 7o —RKLETNABLOA =7 A L —% VAT AIZ
LoTHERENTZT VDY X |,

#H
Ry BT HFMHO Y 2 b,

2714l

Cisco Secure Workload (Z. Kubernetes S A —4 A L —Z 2N L TRV IAENZTTO
Kubernetes 78 v ROBMELZIRUE L FT, Ay R 77 A A_X—JI2i%, BEDOR Y RO
MRFRINET,

\)

GE)

FRTHHED 1 21T, MBETHHALTWDL L IR Y FOMBEETT L2 LT,

Ny RTR T 7 AN_=VEFSESERGTHNLY V7 SNTHET, Ry RKFe7 7 A vz

BRBFERND, [Ry K (Pod) 147D FD KRy K4 (PodName) 15227V 7 LT, TDF
Ry AMIBEILET, Ay RIZBET2ROEREAFTEET,

~ vy & — (Header)

Ny L= TROER TR SN ET,

s [A—7 A L —%F4 (Orchestrator Name) ]: Z DRy Ra@RE LIANTA—7r 2 L —
5 DAL,

e [F—7 AR —% %A (Orchestrator Type) |: INHBA—F A ML —Z DX AT,

o [4HTZE[# (Namespace) ]: A8 v RO Ei1ZEM,

oL IvN |



1oy kY|

«[IP7 FLA (IP Address) ]: A"y RDOIP T FL A,

d1—H—5 /X)L (User Labels)

ZORy Iz L TCa—H =7 v 77— RKL7ET7VBIOA—7 A ML —% VAT AZ
LoTEREINTZT VDY X |,

2a—7

Y—EZANETHEHEDOY A I,

-
%

\}

GE)  IBRIEEIE &H. KD Cisco Secure Workload U U — A CTHIBREH £,

T 7V r—va v EERT L, 2— -3 BN SN e —F — X Z PN E Z &

W2, 703 — ROy VR R 70 ED ) — REAOERIZOW TR Z BT ET,

T 7Y r—a T, MEEEOT I — R, /=K, =y Y Ry TIR—ADT T—
cal, WS ODDEATDOT F7— e ETHI b TEET,

\}

CE)  AiHREH

1 HHREE Z BT 20 RY =2 BB LT, 74 70 &A% L TEBRIZE
B o 7&2FoR LET, VI 7EFRT DI, BRI e — LTy M, 74 H
*OETT TR TERPMS T DN TV DREND Y £, ** T4 N Z LT TAF
X, TA TN ERITHEHARAEIN 2> TNWETTA <V T =T AR=ZAD—{TH D4
ERHY, DOV =7 AX=AZADHMADO I THHBENH Y £,

2. EBEMIPERICIT, BEA T P2 A BN L THUINT — 2 Ry s N T vy T u— R Eh
TWAMLENRH D 5,

3. EBEMIEEHR T, 2= —D Web 77 UL, vy T DL Y DI Mapbox
APL ~DT 7 & AMENVFL T,

TR

WEEZIE, ZEO A =2 —0 [ (investigate) | 22H7T 7 EATE £,

BEMLIENEDAE

IEEIL, T To— MG THBINICAEDICR Y £7,

R

/—F

| IRy



| 1o~>by

Enr—s08% ||

o J— R, FATHOMELITERARENC o TCNWE T IA~Y 7TV r— g U—
JAR—=ZAD—ERTHHIFPMETNIA RN T4 NVE I TAZTY, E6IT, 74
NHIZIE, TA TN EITEANENIC /> TWND T — 7 A_— Tk 5 BT A #i i

75\;%‘%(:“?_0
H70:7T)7r—ar34IT0H

@ CiscoTetratizn Analytics™ = Applications

TetrationPrimaryApp =

| ., | Tetration Primary App

[ZZE Endpoints: 18 Last Run: Mar 15, 11:07 AM

v D  @Zones  fConversations (812)  &Clusters(#) = Policies (180) N Provided Services ek App View (0
@

€ | = | | QuickAnaysis | Filters@  Fiter Policies
Absolute Policies (0 | Default Policies 149 Catch All

Priority  Action Consumer Provider

w  [ED

»  gmm
© gD

LI .o [ 11.1-]

w g (11112

10 EED
w o (R
w  gmm
w g (12

100 [ ALLow | @ .DistributedCoordinators : Orchestrator |

100 [atow il Tetration : Adhoc : AdhocServers | (1 )
100 [Atiow il Tetration : FrontEnd : Mongo : MongoDBArbiter (11112
100 [aucow [l Tetration: Collector |

HIREIE

[ Tetration : FrontEnd : Mongo : MongoDBArbiter |

Tetration : FrontEnd : Mongo : MongoServer

< Monitoring ~ 2?2~ o+

1 Switch Application

1 Policy Analysis O Enforcement | =

Q o

Add Default Policy

TCP : 8080 @
TGP : 8081 @
TCP : 8080 @
TGP : 8301 @
TCP : 443 (HTTPS) @
UDP : 123 (NTP) @
TCP : 27017 @
TGP : 8301 @
TGP : 27017 @
TCP : 2376 @
TCP : 443 (HTTPS) @
TCP : 4000 @
TCP : 4242 @
TGP : 80 (HTTP) @
TCP : 2181 @
TCP : 8300 @
TCP : 443 (HTTPS) @
TCP : 443 (HTTPS) @
UDP : 8301 @

s AU RN T Y NHE LT T AZIZONT, flAx OFFHIZIL 500 DY A XHIRERH Y F

R

BERNERTIL, RFDOA R N T 4 E | RICKFDO Y T AL DIEICEZ bNET, &K

Brid, BRI CIRE Y £9,

EBET — 32 DR

Neighborhood] 77V %27 Y v 74 2% &, E=a—7 Neighborhood UL IZZE DY | iTET — X

ERBRTLIENTEET,

Neighborhood IZ[£ 5 DDEGHEa—DHY FT,
1. A RNy R

2. MY U R R

3. AT RERA A

ARV MY .



1oy kY|
B =508z

4. T T RN RRAN—
5 /XX

B 71: 5B RRA T3y

® Inbound Connections ® Outbound Connections = Inbound neighbors ¢« Qutbound neighbors < Paths

HIE T — 5 DERFR
SRS 1L, MR — & & 2 SO 7T TR L £ T,

L AN\ R BEOMBERNE (HRE) »oREOHE (DFV 74 VK7 T AX)
~D7a—OEKE 2 —,

2. TUMNUURREOHIH (DFEV 7o VX/ 7T AK) MEKFEOMBINNE (E7
L) ~D7a—0EHE 22—,

HFEE = —X, 77— DOHMTIERL, FE/arya—<dHl (7Y bAAT U R) 20X
SRS/ T ANA B — i (N R) ZHESNTND Z LITER LT ES 0, BRL
HIFEE = —NT, [EE/31 M (Bytes Sent) | E£721E [5215/34 ML (Bytes Received) ] &%
RTExET,

| IRy
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B72: 4\ F: HBHHEE >/ —F

“map

wEr—aozz ||

@ Default

@ Bytes Sent

@ Bytes Received

v |



1Ry |

B v&trshcnzoins

73: 7 RNV R/ — K > hIBRRE

RN

@ Default | N

| @ Bytes Sent] @ Bytes Received

(5[ejs1e34 - © Mapbox @ OpenStreetMap Improve this map

YR—bEhTWVET (LA
B 74: 7— 8 £ KT 2HMERAERRT 21-00F T3>

CONNECTIONS FROM: Default ~ Jun 14 3:00pm - Jun 15 3:00pm ~

Range:[ ihr] 6hr | 1 day | Max (~7 days) | Custom ’ o

A

GE)  #WETHMET,

W oo~y
I



| 1o~>ry

rer—vay |

K758 T—32% 742N TF 56D T ay

Filters @

Properties that can he filtered
Country =

Dst Address eg.1.1.1.1,11.23
Dst Port e.g. 80, 443, 8080 Netherlands
Protocol e.g. TCP, UDP, ICMP
Fwd Bytes e.g. 10, 20, 50 Netherlands
Rev Bytes e.g. 10, 20, 50
Fwd Packets e.g. 10, 20, 50 Netherlands
Rev Packets e.g. 10, 20, 50
Subdivision e.g. CA, TX.. Netherands
Country e.g. US, Canada..
ASN e.g. 109..
ASO e.g. Cisco Systems, Inc.

¢ — & Downloac

T4V EATRERRIX, T-) BEH D VICERT ST, A=, arva—<vT KL XA,
TunNAZ—=T KLAD [ L o) 4% KR—=rLET, LFIE, A7 4 V& OHTT,

R 76:4 : 7 4IL32 AHEEER—FD T,1] Z2HR—+tLET

SEARCH NEIGHBHORHOODS to: Tetration ~ | Jul 14 10:00am - Jul 14 11:00am £ Manage Alerts

Filters @ = Provider Port = 443, 16020 ©fl] Fitter Neighborhood
@ Tetration
54 member hosts to 54 external hosts
Traffic Summary
Sent Received

9.5G8 9.5G8
11361132 packets 11,361,132 packets

Workioads: nirag — o S)
- < ey Workloags:ComputeHOPEY

 Tetration |

FES—vay
(IR (Geo) | R—DEFTES—FFHEODEHRA -

ATY Tl [A_ )T e 77 A (Inventory Profile) JIZBEIL T, LV Z< OiEOHMIET — & 2 & Teatil
A Xy P UERETER L ET

ATFvFT2 = FEBRLET, & BT — 2 BRI HTRERGHOAN Ky 7 X470 ) A MIERESNET,
ATw 73 AR L T,

LURURY
I
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B otozss.

AT T4 T4NEBERELFEZT7 ) TICH0 L £,

ATy 5 HEEFESRAS AR T — X%, [XVE)] Do0T—4%, F20E [XVE] i) T—2 L LTE
RENET,

ATYFT6  KENZ7v—ORETARAEZIL —F (ZZIZFER) THHD, £RITHRTH L0 REnET,

ATv T EEOHMBMNEEFERN~ Y T ETIN—TINDGEERHY £T, FOOLTA X, V7 A X%
7V w7 LTHERL, BRI ZMETE L0 E I ErLET,

RT9T8 KOTEIZV v TDHE, HERENRT fLFLELTRESN, ¥y TNERSNTHEEOEFTRNER
ShET,

ATFYT9 o TEIANRTY—F—RIZLET,

AT ~TADOFICHIHIEE LI~y T EIERLET,

ATYIN ~y7EHENLET,

AT9T12 REEFEONEIZRT v 7 LT, vy 7 OHMEELLT, LV 3DDOLI MBI LET,

ATV T FRENTERy T T v 7L EBITMERMEAFTZIZLT, T—X 7 TAZEHEALET,

AT T ~yvTOKVEFHEOYAREZERBLC, ~ v T E I T T NVOERERFLET,

ZOMDFES -

vy T OATFIT, BIRLT [/ — R/ (Node/Scope) | BNFERINFET, [EEA MK
(Bytes Sent) | £721% [3215/31 %k (Bytes Received) | Zi®&IN T £,

e RO T, JISONT—=Z DX T a— R I PRRRINET,

| IRy
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7 BEORBARRTINFFES—aviRI Uk

CONNECTIONS FROM: Default ~ Jun 14 3:00pm - Jun 15 3:00pm ~

AN
LN
~’
NS
‘5;3’1

B

0_——» ®Defaut |

® Bytes Received

(0)ME[{=(33 © Mapbox © OpenstreetMap Improve this map
—

Country =

Netherlands

United States

United States

Unknown

zownxgs: ||

3 ——»[ Y Filter H £ Manage Alerts

Subdivision $ Bytes Sent © Byte

& Download table data as JSON \

Provincie Flevoland 6.2KB

California 33.3KB

1.4KB

Unknown 1.0MB
7

v |
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B zonozss

[ 78: 15 0

3 Ve

- '.l_ e T 1'"':,.:--. - '.._'._ ll.r"':. 'z
e S o, X
Ay

R - $ D'Efﬂ“lt _,',-:-.'.'.F-. i :::.'---. .

.I-

-\-'- i
§

@ Bytes Sent | @ Bytes Received

& 1
[/ — R/EPH (Node/Scope) 1%7 U v 7 D&, [A v F )7 m7 7 AL (InventoryProfile) ]
W—@@JL&?O A2 _oo M) Ta7y7 AL (53 “\o‘—“f/)

| IRV
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zownxgs: ||

79:451 6

b

[ 5ytes S| @ Byt ecomes |

2T DI TR ENTRA L NDITN—T (FOTA 2L TH) 270 v o358,
JERENTHEED 7 7 AX S TzARA v SR/ £,
[ 80:151 7

CONNECTIONS FROM: Default ~ Jun 14 3:00pm - Jun 15 3:00pm ~

Filters @ ’ Country = and ivisi = F incie F ® |

Country ivisi s Destination Address +

Y Clear Filter I l £ Manage Alerts

Netherlands Provincie Flevoland 173.38.201.67
Netherlands Provincie Flevoland 144.254.15.78
Netherlands Provincie Flevoland 144.254.15.68

Netherlands Provincie Flevoland 173.38.201.115

& Download table data as JSON

e N

F—TNDFTFE I v I ThHE, FansTF AR T AAZICEESH, RSN TEROT R
ANT—TIVIIFERENET,

1o2vry B
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B otozss.

FEDKEIT LR EEINT D&, M 2 =By 7T vy TRRENET,
B 81:UBO7 FLRYR FE2—0OfTES Y v LT, BME2—%Ky T7 v TRRT S

Geo Outbound Details for Default - Provincie Flevoland, Netherlands
Jun 14 4:00pm - Jun 15 4:00pm

Destination Address = Subdivision = Port = Bytes Sent < Bytes Received +
Jun 14 4:00pm 144.254.15.78 Provincie Flevoland 123 630.0B 630.0B
Jun 14 5:00pm 144.254.15.78 Provincie Flevoland 123 630.0B 630.0B
Jun 14 6:00pm 144.254.15.78 Provincie Flevoland 123 540.0B 540.0B
Jun 14 7:00pm 144.254.15.78 Provincie Flevoland 123 720.0B 720.0B
Jun 14 8:00pm 144.254.15.78 Provincie Flevoland 123 540.0B 540.0B
Jun 14 9:00pm 144.254.15.78 Provincie Flevoland 123 720.0B 720.0B
Jun 14 10:00pm 144.254.15.78 Provincie Flevoland 540.0B 540.0B
Jun 14 11:00pm 144.254.15.78 Provincie Flevoland 540.0B 540.0B
Jun 15 12:00am 144.254.15.78 Provincie Flevoland 720.0B 720.0B
Jun 15 1:00am 144.254.15.78 Provincie Flevoland 540.0B 540.0B
Jun 15 2:00am 144.254.15.78 Provincie Flevoland 720.0B 720.0B
Jun 15 3:00am 144.254.15.78 Provincie Flevoland 540.0B 540.0B
Jun 15 4:00am 144.254.15.78 Provincie Flevoland 630.0B 630.0B
Jun 15 5:00am 144.254.15.78 Provincie Flevoland 630.0B 630.0B
Jun 15 6:00am 144.254.15.78 Provincie Flevoland 630.0B 630.0B
Jun 15 7:00am 144.254.15.78 Provincie Flevoland 630.0B 630.0B
Jun 15 8:00am 144.254.15.78 Provincie Flevoland 540.0B 540.0B
Jun 15 9:00am 144.254.15.78 Provincie Flevoland 630.0B 630.0B
Jun 15 10:00am 144.254.15.78 Provincie Flevoland 630.0B 630.0B

Jun 15 11:00am 144.254.15.78 Provincie Flevoland 630.0B 630.0B

« - 2 &

& Download table data as JSON ~ =———— 4

1. ZoF—2FFvrn—RKcEEd,

LR kY
88 |
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sporz I

2. HlZAZ7ue— LT, 7a—WEY 7 72E0BMOINZEELET,

R 82: 3t 1 —THICRY O—)L L1tk

Geo Outbound Details for Default - Provincie Flevoland, Netherlands

Jun 14 4:00pm - Jun 15 4:00pm

Port = Bytes Sent = Bytes Received = Packets Sent = Packets Received = Protocol < Links =
bvoland 123 630.0B 630.0B 7 7 UDP Flow Search
bvoland 123 630.0B 630.0B T ¥ UDP Flow Search
bvoland 123 540.0B 540.0B 6 6 UDP Flow Search
bvoland 123 720.0B 720.0B 8 8 UDP Flow Search
bvoland 123 540.0B 540.0B 6 6 UDP Flow Search

M E 2= boTr—RER) v,

R

BRDER

Bl —F @, 7412, 77 22) T=FORBITITION=Ta U BRH Y E
hd—D

1L AR R @Ranle /) —Faesnke 2807 e—
2. TR BRENT ) —FEXRERETOIEN SN T n—

3. RR1ODEETL/ —RE 1O05k / — FRFHIKENTWbs 77—, £RHEN-
Ea—Zbld/ —FKY— =Ry VEERNLEZLOTTR, U TITEREFRT
HDHIEITERE LT EEN,

AN REEEUVTI MDY FOER

HRD /) — Rz AT e zBRULET, KIS, AT FELET Y AT ROV
NPEERLET

B 83: iK% T — 45 DIFER

® Inbound Connections & Outbound Connections = Inbound neighbors < Outbound neighbors I & Paths

SEARCH NEIGHBORHOODS from: Tetration:Workloads:Collector ~ Jun 15 4:00pm - Jun 15 5:00pm

/ e @ﬂ

BIRS N2/ — F2ROIIBSIROY U —FoR S, BR278 v THEIZBEE 7 — RS
WCHEPIRIZIEDS D £9, BEHIRY U —D FiZid, BIRSNZ ) — RADARZADY X FBRFIR S
NET,

AURURY
|



1Ry |

B sxoEs

INZADIER

AR REREFT U AT ROMRDVIZ TR 28R D &, KEIT L5 %
fRETEET,

| RPN
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85:/8R

@ CiscoTetrati#n”  DATA PLATFORM - TETRATION APPS - NEIGHBORHOOD

< Outbound neighbors

+h

‘ S Filters @ | Enter atiributes.

&

SEARCH NEIGHBORHOODS | Jul 24 3
@ ® Geo Inbound © Geo Outbound - Inbound neighbors
3 Tetration
a

Tetration:Compute:HDFS

Y

338 matching paths. Shortest path: 1 hop
=
s

Paths from Tetration to Tetration:Compute:HDFS

Hops ~  From

. Exm
T |

N

To

| Tetration: Compute : HFs |

Tetration : Compute : HDFS

Tetration : Compute : HDFS

T4 ILA—F T 3> (Filter Options)

BMOTZANEET v a v BBETHIET, BRI 7 7527 o NV HUBECTEE3, BIEY
B—FENTWB T4 AF L, TaAf X —FR— K Fa harcd,

© Paths

smozz [

[CO0 Rl © Monitoring - ® - @8 -

__V Filter Neighborhood || £ Manage Alerts

| Tetration

65979 member hosts to 65979 external hosts

Traffic Summary
Sent Received
164168 164168

60,488,206 packets 60,488,206 packets

Tetration : Compute : HDFS |

& member hosts to 53 external hosts.

Traffic Summary
Sent Received
142,368 138.9G8

48410227 packets 47,706,530 packets

Path B

Tetration — Tetration:Compute:HDFS

Tetration — Tetrati L -

Tetration — Tetration:Adhoc — Tetration:Compute:HDFS

AVRU Y




1Ry |
B sxoEs

X8:/—KEDT4LBYYT

Search Neighborhoods
Inbound neighbors | Outbound neighbors [ Paths £ Manage Alerts

161 member hosts to 161 external hosts

Traffic Summary
Tetration Sent Received
2968 29GB

6,841,257 packets 6,841,257 packets
Filters @  Provider Port #8301  Protocol = TCP \ e Observed Sep 6 2:00pm - Sep 6 3.000m

w03

S 40

300

o

:AdhocKafka
Kafka:adhackafkax-1 |

805 L BULOHUO BIMOMISELL

| Tetration | ‘_:Enfcn:emsm:Enforcement%iinysmre'

87:INADT4INEYY YT

((5 CiscoTetrati#n®  DATA PLATFORM - TETRATION APPS - NEIGHBORHOOD

| w
Search Neighborhoods

& Inbound neighbors | Outbound neighbors [\ Manage Alerts

[ adhockafkaxi-1 ]
1 member host to 17 external hosts

6 member hosts to 17 external hosts

Traffic Summary Traffic Summary
0 Tetration:Adhoc AdhocKafka-adhockafkaxi-1 Sent Received Sent Received
1, 34.5MB 16.4MB 420.3MB 482.6MB
+7 298520 packets 134,220 packets 441,070 packets 457,775 packets
& Tetration:Compute:HDFS:Datanodes

Observed Sep 6 200pm - Sep 6 3:00pm Observed Sep 6 2:00pm - Sep € 3:00pm
i

Filters @ Provider Port # 8301

[
matching paths. Shortest path: 2 hops

s

e "frastruciure |

nfrasiructure:Monitoring |

e _CDulcHDFS:

I Enforcement EnforcementCoordinator.enforcementCoordinators [
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2 Tetration : Adhoc : AdhocKafka \ Tetration:1.1.1.4* Tetration:Adhoc:AdhocKafka — Tetration:Collector — Tetration:1.1.1.4*

A path with 2 hops from Tetration:Adhoc:AdhocKafka to Tetration:1.1.1.4*

Total Traffic Bandwidth Drops TCP Control Plane Bottlenecks Latency

Observed Mar 15 5:00pm - Mar 15 6:000m
[[@Tcr[ @ uor|

. 4pofswith3SMBoftEfc ————

3ports_

« Packets  Packets — « Bytes Bytes — #Unidir.  Proto Port -g e
44 a7 38.4KB 38.6KB o TCP 8301 (7 = =

6,944 5,238 512.0KB 2.9MB ) TCP 19091 &' 8 "

12 12 1.1KB 1.1KB 0 upp 128 & H §

232 232 30.7KB 31.4KB o ubP 8301 @ % g

B 8

Tetration:Adhoc:AdhocKafka

2 view all in Flow Search

INRDEEH

INADFEMZIE, M NT 7 0w, HE, Fey 7, TCP2> bue— 7L —2 KR ML
Sy, BERE, SESERAN) v IO N—TERTEZTNEGEENTHET,

)

CE)  T7o—F—JOREAY v RIZL->TEL, —8DOA M) v 7 Z2HHTERVWEERH Y 7,

CHEE P
Bt b2 710y
2 Tetration : Adhoc : AdhocKafka Tetration:1.1.1.4* Tetration:Adhoc:AdhocKafka — Tetration:Collector — Tetration:1.1.1.4*

A path with 2 hops from Tetration:Adhoc:AdhocKafka to Tetration:1.1.1.4*

Total Traffic Bandwidth Drops TCP Control Plane Bottlenecks Latency

Observed Mar 15 5:00pm - Mar 15 6:00pm
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% ] 4
8 « Packets  Packets — « Bytes Bytes — # Unidir.  Proto 2 &
3 44 a7 38.4KB 38.6KB o Top K] =
3 6,944 5238 512.0kB 2.9M8 o ToP 3 <
= 12 12 1.1KB 1.1K8 o upp £ §
2 232 232 30.7KB 31.4KB o upp 2 3
H 5 3
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2 Tetration : Adhoc : AdhocKafka Tetration:1.1.1.4* Tetration:Adhoc:AdhocKafka — Tetration:Collector — Tetration:1.1.1.4*

A path with 2 hops from Tetration:Adhoc:AdhocKafka to Tetration:1.1.1.4*

Total Traffic Bandwidth Drops TCP Control Plane Bottlenecks Latency

Observed Mar 15 5:00pm - Mar 15 6:00pm

. 4pofswith3SMBoftmfic —

g
=
5
2 N
8  Memberavg SD Member avg —  SD Proto Port 2
5 93.7Bps 0.6Bps 94.0Bps  0.9Bps ToP 8301 | 2o
& 145.68ps 1.9Bps 831.08ps  3.28ps TcP 19091 (7| 3
2 1.5Bps  0.0Bps 15Bps  0.0Bps upP 123 | £
2 4.6Bps  2.0Bps 4.7Bps 1.9Bps UDP 8301 | =2
= =
£ 2
o
£
8

Drops

2 Tetration : Adhoc : AdhocKafka

Tetration:Adhoc:AdhocKafka — Tetration:Collector — Tetration:1.1.1.4*

A path with 2 hops from Tetration:Adhoc:AdhocKafka to Tetration:1.1.1.4*

Total Traffic Bandwidth Drops TCP Control Plane Bottlenecks Latency

Observed Mar 15 5:00pm - Mar 15 6:00pm

3ports_

:
=
:
-g « Retrans. SD Retrans. —~ SD Drop Ind.avg SD ‘g ~
3 0.000 0.000 0.000 0.000 0.000 0.000 = ::
o 0.000 0.000 0.000 0.000 0.000 0.000 3 -
_‘:’ 0.000 0.000 0.000 0.000 0.000 0.000 g g
2 0.000 0.000 0.000 0.000 0.000 0.000 'i E
= = °
2 H #
g
2

TCPaY rA—LTL—V

& Tetration : Adhoc : AdhocKafka Tetration:1.1.1.4* Tetration:Adhoc:AdhocKafka —» Tetration:Collector —» Tetration:1.1.1.4*

A path with 2 hops from Tetration:Adhoc:AdhocKafka to Tetration:1.1.1.4*

Total Traffic Bandwidth Drops TCP Control Plane Bottlenecks Latency

Observed Mar 15 5:00pm - Mar 15 6:00pm

. 4pomswith35MBoftafic ———— 3 ports

]
£
Gl
% ~
i Handshake Latency avg ~ SD Flow Durationavg ~ SD Proto Port 2
3 N/A NA 377ms 514ps TCcP 8301 7 2
8 N/A NA 9.18hr  17.3min TCcP 19091 S
2 NA NA N/A NA ubP 123 7] H
2 NA NA 56.5hr 17.4min ubP 8301 7 =
& =
: H
g
=
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2 Tetration : Adhoc : AdhocKafka Tetration:1.1.1.4* Tetration:Adhoc:AdhocKafka — Tetration:Collector — Tetration:1.1.1.4*

A path with 2 hops from Tetration:Adhoc:AdhocKafka to Tetration:1.1.1.4*

Total Traffic Bandwidth Drops TCP Control Plane Bottlenecks Latency

Observed Mar 15 5:00pm - Mar 15 6:00pm

[@TcP| @ uor|
o 4pomsuim3SMBoMWfo ———— aports.
©
=
5
% S
5] Cons.App  SD Prov.App SD Network avg  SD Proto b
2 0.000 0.000 0.000 0.000 0.000 0.000 TCP g
o 0.000 0.000 0.000 0.000 0.000 0.000 TCP 8
_g 0.000 0.000 0.000 0.000 0.000 0.000 ubP g
2 0000 0.000 0000 0000 0,000 0,000 uoP 2
£ 5
-% 2
B
[

o
EIE (Latency)
2 Tetration : Adhoc : AdhocKafka Tetration:1.1.1.4* Tetration:Adhoc:AdhocKafka — Tetration:Collector — Tetration:1.1.1.4*

A path with 2 hops from Tetration:Adhoc:AdhocKafka to Tetration:1.1.1.4*

Total Traffic Bandwidth Drops TCP Control Plane Bottlenecks Latency

Observed Mar 15 5:00pm - Mar 15 6:00pm

©® TCP| @ UDP|

4 ports with 3.5MB of traffic ——————

3ports

NA NA NA N/A N/A UDP 8301 (7]

« Fabricavg  SD Fabricavg — SD SRTTavg SD Proto Port 3
NA NA NA NA N/A TCcP 8301 7 =

NA NA NA NA 1.89ms TCcP 19091 7 <

NA NA NA NA N/A ubP 123 7] 5
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Configure Neighborhood Alerts

Configured Alerts
1 Node: Tetration when Country = Singapore
1 Node: Tetration when Direction = BIDIRECTIONAL and Country = Singapore
1 Between Source Node: Tetration and Destination Node: Tetration:Enforcement when Avg SRTT (ms) > 0
T Node: Tetration when Membership Count > 0
T Node: Tetration:FrontEnd:ElasticSearch when Membership Count > 0
Show more ...

Path ® Edge @ Node @

For Node: Tetration (2

When @ | condition > value

Severity - Critical Immediate Action

Hide Advanced Settings ~

Summary Alerts Daily

B2 YUHHEIZIEIT o VEBHIBREINTH, VTR EIT T X TRESNZT 7— MIH
BICHIBR SN ET A, FSEO7 =Y 2RO LW 72X OB TR S E T3, 7 7
AL FETXT ANENRFTOTA THNRY o—THERENRL RoT2a, TNHDT T A
BT ANZEMT DT 77— MIERSNT, W7 7 — MREDERY £7, RiEINT
F— h2EMIICRE LT, BEMEZ# R L CWD Z 2R TOILERH D £,

77— bFDRTAZE
THET 7 — MIxt L CA RN/ DataTap 3R T MR H Y £9, 77— MM, KL
BAEOHRULICERENET,
e T T — RT U vy bi@MFEIX, [7T7— b (Alerts) ] — [k (Configuration) ]

(Dv— MEEFHOFT A (Root Scope Owners) | £ 721 [V 4 NEEEHE (Site Admins) ])
MHENTEET,

e 77— hEFEL, DataTap Z5%ET DL, 77— ML, [77—F (Alerts) | — [BIED
77—k (Current Alerts) ] ® Ul THERTE £,

AURURY
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B 75— ram

e 2—W—F, T 4 LHERAR v 7 AT Type= NEIGHBORHOOD % CT& £,
FOMDT A NEY) T F T g Al oNTIE, [HEDT I—h] 28BLTL
X,

T IV ITEE, TI— PORMARTINET,

90387 5— b

Alerts configuration &

Filters @  Status = ACTIVE  Type : NEIGHBORHOOD

Event Time - Stats S AlertText = Severity S Type

1:00 PM Active VR BRL Y SYEN | Tetration:FrontEnd [] Tetration:Collector | CRITICAL NEIGHBORHOOD
1:00 PM Active Membership Gount < 10 for [ TSR RN CRITICAL NEIGHBORHOOD
1:00 PM Active Path > 1 between ([ S0 and HIGH NEIGHBORHOOD
1:00 PM Active Avg SRTT > 90 betwsenand HIGH NEIGHBORHOOD
1:00 PM Active Membership Gount < 10 for [ PR IR Tl HIGH NEIGHBORHOOD

Details

Vertex Tetration:adhocMicroService

Alert Trigger when Membership Count < 10

Adjacency Count For ... 12

~

Membership Count F...

Number Of Scopes

1:00 PM Active Avg SRTT > 1000 between ([ENEVINHIIIN TN and |QEtE T E TS Low NEIGHBORHOOD
2:00 PM Active EGBEREEIERY Tetration:Collector [EWR] Tetration:Compute HIGH NEIGHBORHOOD

Details

VST Tetration:Collector
[LRIE Tetration:Compute

Alert Trigger  when path > 1

Path Count

28
Example Path Tetration:Collector [fad Tetration:FrontEnd:Mongo:MongoServer [Bd Tetration:Compute

2:00 PM Active Avg SRTT > 1000 between [RENENTOGEILOITE and |@EENTL S A LT Low NEIGHBORHOOD
2:00 PM Active Membership Count < 10 for [ETENETEL NI T EEETVITS HIGH NEIGHBORHOOD

75— M

— 72T T — MEE L 7 ¢ — L RICBET A E#RICOW TR, THEET 77— MEE] 22RL
TLEE, alert_details 7 4 —/V Ri3fE b s TR0, E#ET 77— FOROY 77 4 —/L K
SEENTVET,

\}

G Hr7v=sF (V—FOMEL) 1. 77— &2 M) U= Lk — FTT,
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75—+ |
J4—ILE TI3—hB47T 74— vk & A
neighborhood_subjects id | all string Bk 2 — R ID
neighborhood subjects name | all string ik ) — R4
internal_trigger all WD 7= DT 77—k MU =%
o7l GEE
ROFEEZR)
country geo string [E 4
subdivision geo string X4
aso geo string pAEk A
flow geo string TI— & RUF—L
727 a0 —DFM (src
B L WNdstip)
vertex_neighborhood subjects id | all string neighbor subjects id &
A C
adpoarcy caurt £ eampe veex | node integer eI — RO
BT b
marhadp cut freempe vax | 2 — R integer BEIhE ) —FDX
YN—v TR
sre_neighborhood subjects id | edge, string EETEEBOY T o
oath 7 MID (. 7 7 %
H. ETZT 4 H)
s neighborhood subjects name | edge, string ROV 7Y -
oeth 7 4 G, 25 %
H. FETIXT A H)
dst neighborhood subjects id | edge, string SESCTRRE DY T =
path ~ID (P, 7 7 X
. FETFTT 4 H)
dst neighborhood subjects name edge. string ST DY T
oath Mo GapE, 2 5 %
H. ETET 4 H)
number_of edges Ty integer TS5— RN MY H—&

Nz ook
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max_srtt

Ty

integer

SN U H—ENT-
71—k SRTT @
KB

avg_srtt

v

integer

bYH—SNT T—
k@7 v — SRTT D
91

unidirectional flow_count

Ty

string

7 v —% (B

eanye prh regttohood syt d

path

array[string]

N U= —ET
H1 OOV T NIRA
R DI, 7 7
AE FERFZT 4 E
TSNS ID DY
2N

eantk prh rethohood sk rane

path

array[string]

U= —ET
H1O0O% TR A
RS DI, 7 T
AE FERRFT 4 E
THE SN T7 U
7 hdY A |

number_of unique paths

path

integer

DR A SUS N e
D —EDISADE

internal_trigger 7 « —/L RiZtiE b ST, 77— K NI H—DROVT 7 4 —)V Ring

EFNTWVET,
TZ4—ILF TJ+—<v b AR

datasource string TI—RNEAT

rules string ) Fin—roa Ly
va v

filters string MHAEDLE 7 )L—LdDY
Ak

type string I YN—VEZ AT (eq. It
gt7e L. )

fi string 75— hREDZ—F—AT)
i

label string (75— FrD R H—]
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Geo (ASO) 75— k0 alert_details 51 [

Geo (ASO0) 72— k@ alert_details M5l

{

"neighborhood subjects id":"5efcfdf5497d4f474£1707c2",
"country":"United States",

"subdivision":"Texas",

"internal trigger":({

"datasource":"geo",

"rules":{

"filters": [

{

"field":"direction",

"type":"eq",

"value" :"BIDIRECTIONAL"

I

{

"field":"aso",

"type":"eq",

"value" :"CISCOSYSTEMS"

}

1,

"type":"and"

I
"label":"Alert Trigger"

I

"neighborhood subjects name":"Default",

"vertex neighborhood subjects id":"5efcfdf5497d4£474£1707c2",
"flow":"72.163.32.44 -> Default"

}

Geo (EH) 75— kO alert_details Dl

{
"neighborhood subjects id":"5efcfdf5497d4£474£1707c2",
"country":"Netherlands",

"subdivision":"Provincie Flevoland",
"internal trigger":({
"datasource":"geo",

"rules":{

"field":"country",
"type:Teq"”,
"value":"Netherlands"
}7

"label":"Alert Trigger"

}7

"neighborhood subjects name":"Default",

"vertex neighborhood subjects id":"5efcfdf5497d4£474£1707c2",
"flow":"173.38.201.67 -> Default"

}

J—F (BEH) 75— ko alert_details D45

{

"adjacency count for example vertex":7,

"neighborhood subjects id":"5efcfdf5497d4£f474£1707c2:c_5f04b0efc5445388852786b6",
"internal trigger":({

"datasource":"vertex",

"rules":{

"field":"adjacency count",

"type":"gt",

"value":-1

}I

| 1orvry
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"label":"Alert Trigger"

}I

"neighborhood subjects name":"Default:cluster",

"vertex neighborhood subjects id":"5efcfdf5497d4f474£f1707c2:c_
—5f04b0efc5445388852786b6"

}

J—FK (A= yTH) 75— kD alert_details D4

{

"neighborhood subjects id":"5efcfdf5497d4£474£1707c2",
"internal trigger":({

"datasource":"vertex",

"rules":{

"field":"membership count",

"type":"gt",

"value":0

}!

"label":"Alert Trigger"

}!

"neighborhood subjects name":"Default",
"membership count for example vertex":156,

"vertex neighborhood subjects id":"5efcfdf5497d4£474£1707c2"
}

Edge (srtt avg) 7 5 — ~ O alert_details 05|

{

"internal trigger":({

"datasource":"edge",

"rules":{

"field":"srtt usec avg",

"type":"gt",

"value":-1

}I

"label":"Alert Trigger"

}I

"src_neighborhood subjects_id":"5efcfe0f497d4f49adebc74e",
"dst neighborhood subjects name":"Tetration:AdhocKafka",
"dst neighborhood subjects id":"5efcfe0f497d4f49%adebcbee",
"number of edges":2,

"max srtt":0,

"avg srtt":0,
"src_neighborhood subjects name":"Tetration:Collector"

}

Edge (maxsrtt) 75— k@ alert_details 045l

{

"internal trigger":({

"datasource":"edge",
"rules":{
"field":"srtt usec max",
"type":"gt",

"value":-1

}l

"label":"Alert Trigger"

}l

"src_neighborhood subjects_id":"5efcfe0f497d4f49adebc74e",
"dst neighborhood subjects name":"Tetration:AdhocKafka",
"dst neighborhood subjects_id":"5efcfe0f497d4f49adebcoee”,
"number of edges":2,

| IRy
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Edge (—AR 7 H

NA FEESNT:

INR (EESNT:=

Edge (—AB7H0—) 75— k0 alert_details DI [

"max_ srtt":0,
"avg srtt":0,
"src_neighborhood subjects name":"Tetration:Collector"

}

—) 75— ko alert_details 045l

{
"unidirectional flow count":1,
"internal trigger":({

"datasource":"edge",

"rules":{

"field":"num unidirectional flows",
"type" . "gt",

"value":0

b
"label":"Alert Trigger"

b
"src_neighborhood subjects id":"5efcfe0f497d4f49%adebc74e",
"dst neighborhood subjects name":"Tetration:AdhocKafka",
"dst neighborhood subjects id":"5efcfe0f497d4f49%adebcbee”,
"number of edges":1,
"src_neighborhood subjects name":"Tetration:Collector"

}

2O0M/ — FREIDRY TH4 X) 75— b alert_details D

{

"number of unique paths":2,

"example path neighborhood subjects id":|[
"Sefcfdf5497d4£474£1707c2",
"5efcfdf5497d4£474£1707c2:c_5f04b0efc5445388852786b6",
"5efcfdf5497d4£474£1707c2:c_5f04b0efc5445388852786b7"
]7

"internal trigger":({

"datasource":"hop",

"rules":{

"field":"hops",

"type":"gt",

"value":0

}7

"label":"Alert Trigger"

}7

"src_neighborhood subjects id":"5efcfdf5497d4£474£1707c2",

"dst neighborhood subjects name":"Default:collectorDatamover-*",

"dst neighborhood subjects id":"5efcfdf5497d4£474£1707c2:c_5f04b0efc5445388852786b7
_>"I

"src_neighborhood subjects name":"Default",

"example path neighborhood subjects name": [

"Default",

"Default:cluster",

"Default:collectorDatamover—-*"

]

}

J—FREERLLZWVEEDR Y T) 75— LD alert_details D4

{

"number of unique paths":2,

"example path neighborhood subjects id": [
"S5efcfdf5497d4£474£1707c2",
"Sefcfdf5497d4£474£1707c2:c_5f04b0efc5445388852786b6",

oL IvN |



1Ry |
B <= dsEshr/ —FE@ELEVERDS Y ) 75— b alert_details O

"5efcfdf5497d4£f474£1707c2:c_5f04b0efc5445388852786b7"
] r

"internal trigger":{
"datasource":"hop",

"rules": {

"filter":{
"field":"path by neighborhood subjects_id",
"type":"contains",

"value":"5efcfdf5497d4£f474£f1707c2:c_5f04b0efc5445388852786b5"
}I

"type":"not"

}I

"label":"Alert Trigger"

}I
"src_neighborhood subjects_id":"5efcfdf5497d4£474£1707c2",

"dst neighborhood subjects name":"Default:collectorDatamover-*",

"dst neighborhood subjects id":"5efcfdf5497d4£f474£1707c2:c 5f04b0efc5445388852786b7
o, - - -

"src neighborhood subjects name":"Default",

"example path neighborhood subjects name": [

"Default",

"Default:cluster",
"Default:collectorDatamover—-*"
]

}

| IRy
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