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T BT F LI AR NIKT D N =T Va3 L DES
HEEDT LYy T AR NOWER

« A XU MNMERRKT BER L ZDFERRRF DAL

"
% B>

TH LTy IBENEN > TWDAEE., Brh—iTt o — s CGEMOFR A k
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LT ZE 0N,

T LYy 7L, Linux 7 —3L APL, BS54 L syslog, Windows 77— /L API, Windows
AR M lE@mUTiRisnET, —BIC, OS XU F—FA TV ¥ — U U —ANTOHHNE
ERAELE T, 72720, OSNU X —DHERE L IEIEZ Ny 7 R— N 5l & 572, API
77y b7 =AU V=R THOTNCERRDAREERH Y 9, TORER,
W77y N7+ —LTIE, —HOT7+ LoV 7 A XU ZATEMEATERVNGEDR B
D ET, it\i—vl/kitﬁﬁ THEINZ 225 TN D OS ¥ — B 2 DRI A 2l & 3l 7
FHA,

e 2, Linx EET V— AUV 2T 274 VP s I NEEELS HY £
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12 Secure Workload DA /L— L% VAT AMIFA L E T, —VEFHFATHIZIE, VAT
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Workload DEE & /L —/MITFRA S IVER Ay ZORER, 77 ANVT 78 A Lraw VY 7y MERAE
BT ALYy I T FTRE S ER A,

=P —NLENI T + LY v 7 EHENI LT LB LT28E. ¥ —i3 Cisco Secure
Workload IZ & » CTHAIN/ZEENL— /L ZHIBR L F 9, Redhat 7.3 3 L O CentOS 7.3 Tl.
N—LVOHIRT B AZEBEE 5 X DAREEOH D AR —TF 4 VTV AT KON DR
NE L, Brh—nEfEL— LV ZHIRT28RBIIRO LB T, LB —

I%. letc/audit/rules.d/ @ taau.rules ZHIBR L £ 97, 2. & —Ii3 $serviceauditd restart 317 L £
9, OS i, letc/audit/rules.d/ N® auditrulesis LU *rules 7 7 A MIZEESWNTA—LE Y b &
BAER L X9, Wi, auditd 1Z—L AP AT A — RLET,

FR—F 4 T VAT AT, LWL —L Yy REBATARNICT R TOAL—LE T )T
T 25712, Jetc/audit/rules.d/audit.rules 7 7 A L DSEEAIZ -D B L E 4, 7272 L. Redhat7.3
LD CentOS 7.3 v > T, /etc/audit/rules.d/audit.rules iZ -D B2 WEHAERH Y £

9, /letc/audit/rules.d/audit.rules 7 7 A VI FLER T, Jusr/share/doc/audit-<version>/ DY 75 ¢
V7 NUICT 74V ON— T 7 A VBAFE LRWIGE, OS BZED T 7 A VEAERT 572
O, ZOXH7pZ ERE I Y F9, Jusr/share/doc/audit- 2.8.4/rules/10-base-config.rules 1%, % %
HIDT 7 N b DAL ORESETO 1 > TY, EffE7s 0S OEIfFEIL. $rpm-qf -scripts
letc/audit/rulesd # 51T L C RPM B A2 U 7 ML ERR T £,

Linux TlX. =¥ 7+ LYy 7 764y b AT A a— )LOBERIZEEL TWE
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VIO =2T oY —=RT7 4V AR b Ty T T LTUAR—FT5I0E, 74 1
YUY IR ERNCT ARENSY ET, ZOKREEIL, [V MU 2T ==V MERK

(Software Agent Config) ] THMNZTE £¥, FFMllc>WTiX, V7 U=y =—Y =k
R (Software Agent Config) | 2L T 7E X0,

T LTy IREEENEIN o TWBEGE, B —0nbROT7 LTy 7 A2 MR

HINET,

E= BILL]
e HE 545 Sudo THEATEND A~ N7 & OKFHER #&
= a—P—m FF AN

Z——n J AR

vx)a— R

Vb a— RORBRIE T ARE R Y = VELT

File Access

IRNAY — KT 7 A )Vip EDIEE IR D&
W7 7 AIL~DT 7 & A

=P THT R

a—Y—=TH 7 FOBINEZITHIR

KR a~ N

NV RN\ A DR GAVAIAY TR DA S g O
a—Y—Favr FREZa72#ML T,
P SV THRER 2R TE £77, RS
ST, TRER =~ R 22 LTL
ZEVN,

KR 7 A7 7Y

RN 7 ar 2o —REnizz taxt o 4h—
DRFELTWRWHTILWT AT T

raw Y 7 vk OVERK

raw /7y hEERT D 7oA (R—hK/ v
X TRY)

SAF VR

BEENDNSA F VY Do~y 3 2 B E 72 1328 F
DI

TATTVER

B DT A7 Z ) D~y v a i E TR H
RN OEH

YA FF ¥ 2L

YA RF ¥ ZAEEDOHL (Meltdown)

a—H—nr 7 OB

TP N RIS E
TEnsrH7rER
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NAFVRR, a~wr RXFHREDRME,

Tt b= R U=/ u—KOxy NI—2 vF 74 v I D
B, FEMIZ OV TIE, TPCRR—ZAD Ry
MU — 7 BERE) 2R TIEI,

T ANEOWHEREZENOLEICERT DL, TIUIFHEARE &L e S E 7, Linux (280
T, ZOEFZ, 7atvA0oa—F—IDnRFullhbPalcEmInNi-l 23 L E4,
WHDOZ—HF—D/NZAT— R, Sudo & W o TFFEREINA TV OEERE IS 70860
HYFEFT, ZOA 2 MIBIFE, Windows TIIFIHTx A, Windows TOREFAIL, i@
. T ARROMHER CEAMEL~L) OEFETIERLS, MDA D =X L% LT TOILE
9, Windows COMERFAMGIL, RiEGRDO T~ ROLUTONRA FUETRE JIZA T D7 +
LoV I ARy NOXGEE T D FT,

1—Y—no%>

SSH, RDP, BXOZFDMD ¥ A FDou 7/t v wGgGiva—Y—n /4o A b, Br¥—
HEDY, VW, Fo X ica—Y—ua A L E ARG AITFEICS Yy I F Y LET, &
Z X, Linux ® SSH DA, ot —ida—W—4, Bitx A7 OSRAU—F, TV v 7)) |
BLOREETIP AL FET,

A—H—A54 KK

vr)la—Fk

AR D —F—na 7oA R FNOBFAE L RIS, B —id, FHEOERN S HEE1LHIT
0 A URITORKERE LET,

vl a— KA Xy FOfERIL, Linux & Windows TH72 0 £9°, Linux TiX, B2 ¥ —

747?y&ayikﬁ%X&LTﬂ£m/xwkLfiﬁéﬂfwé7nﬁx%ﬁﬁbi
T, (v7A Yy v a OANNTHEER Y = V&2 FATT D5 BHRITH 0 FHA, ) 2DV
J—2A T, AT ALATTCICHIAARERS 2V EZFH L THBENS Z LA BEL TS
W, Yx)a— KAy bOBHITHIBEN TWET, WBICL>TH LWL FTURT v
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EBEFEONA TV BB D5E) O7 7 7 %410 E£7, Windows TiL. PowerShell DLL (2
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Uo7 ENTWAHTRTOTaE AN 2 ba— RE LTI UFIFENET, 2—F—L,
EHR Y —AEBRNAT DN —VEERTE £T,

File Access

TFANT T RAALRXY NI, WAV = R7 7 A N7 EOEFITHEIEDOmNT 7 A )L~DT
7EAEZWELEST, 2OV IV —RATE, =2—VF—13EHINRT7 7 A VDI R NEEETEE
A, Linux TiE, &2 —IZ lfetc/passwd ~DEZIALT 7 RAEEMHLET, B —

IZ, Jetc/shadow ~DFEAIY BLOEZIALT 7 A LEHLET, 20U U —ATIL,
Windows [ZZ DA X v&2 MU T—LEH A,

A—HYTFThOoU bk

=W =T H U bR NI FRAFIHTRERGEIZVNSTH, e— I a—F—Th 7
v FOERRE L AER— N LET,

kKFEZFa<TUR

KR A~ RAXY NI, B —PRINETREL W ehofcavy RERELET,
KieRa~y NI, B oA ns -7 et A~0OHICRZRWBIT/ =y UL LTERSN
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LTCWB7D, 74P AXRXRyMIBRELERA, P—ERERIZT o 2081 F U
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i ?V'ﬁ‘%ﬁ)ﬁ—g«é%%ﬁéb\%ﬁo 7LC<1: ibj:\ /k@%ﬁ%% Root Scope -> A -> B -> C and
Root Scope -> D -> E BT DU —7a—RKWIZBWT, RiEiRa~2 KA X2 3
BINFET, ZOH, avr REHACLEDTRTOV—/rn—RHT/rAF =y
JENET (CLEFA—N—=T T LTWAHELLTOWRVWEELEH D I LICIEREL
TLEZW) ARV FORFRAITIZ, ZNE200PFICHET LA Ry hORF A2
T DERKRETT,

ITHO 7 m ' ADEIT/RA,
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e BTt ADETINA,
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A7 1.00%, FUCZ 7V @beogm, #7%, BETAZR, "M F U vva) RO, FLa~
Y RBATOREREINT-ZEEEWRLE T, 227 0.01%, FET3A, BEATRA L BXOEST
HFOTavADONRALF U Ny akmlRLza~y RBITA, F UHENO EORA R THE
RINTWRWI ELEZERLET, BEAaTEZMEHL T, FEORER2~ K7 77— b0
[ CREPHAN CTHRAET 20 2MEl L, BBBRAMZHO TN TEET, ZoRaT7 OMERFNIZS
WL, 57 %L F® Secure Workload /L—/v | L T 7Z& 0,

B2 aT7%, 34D SaaS 7 T AZ TCOLFATELZLICTEELTLIIEE N,

KHERS4M477)

RWERT AT T VAR ML, BV —RLEICe— FENTZT et 223 L TWARnT A
TV ERELET, KERTA 77 V1T N T VETRRETA T TV RADORMERRT
ELTEESNET, 2L 2E, 77V r—ya 3@, HBNLELEZIA 7TV DY A
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CHFFEBRREETH Y, FROV ) —ATEESNDAIEMDRH Y 7,

raw ¥ 7y b DIERL

INAFV)EE

raw Y 7y MERA XV ME, 20V YV —AZADLinux TOHAYR—FENTWET, raw /7 v
MIEH, NTTA VI DAX—EU T AV xdvary, AT—T 4 7SN E

o, raw Vv POIEYSRH®RICIE, BEY —b (tepdump) X, HFBIZRIP 37 > b (ping,

arp) ZERT HHEERERDV ET, ¥—F v b~ o oWlELrZ T ~vr it buex
Tt AT NAAT Y, AT 2T R—h/) X7l BEZFES TlEbh Y
EbdHVET, £7-. Secure Workload 7o ¥ —¢ 7 o —BIEHEREZINET B72DDraw /7 >
FNeERRLET (—EMEZHERT 720, B — O 7 o —1FHRINEICL > TR H—
SINTA R MEMHEILERTA)

NATVEERAR NI, ETHhoTav 20774 0arT7 0 E,F U DEMEIZT 5
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2 ANRFUC/NRATNAFVEETLTWDEN, 77 A VEMN (ctime, mtime, ¥+ X, E7
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THEREZRELET, B —l0iE, e —RENETA 77V D7 7 A )VEENGLER S E
T, TREBERCLVFRICARNATIA 77BN — RENbn, 77 AV (ctime, mtime,
AR, iy va) BERDZGE, B =20 7o RTIATITIVERDT T T
DT ONET, B4R —RZiE, 9477 VDOT7 v 77 Lb—RREEnEd,

CHIFEBRHREETH O | FROY V- ATEEIND TR SH Y 7

A4 KFyRIL

A RF v 2 A X2 ME, A RFy RV Offigsttd =7 27 v A M 2534T7HD Y 7 b
T EHRELET, 20V Y —XE, BRINZLinux 7Ty N7+ —ALTO1ODOYA K
F ¥ U HERE A f2 0t L £ 9, Meltdown, ¥R — FENTWDH < UAFRIZ OV TIX, BIF
DFFEMZZR LTSN, INLIEEEREX 2V T AETHDHTZD, 7 740 FTHELY
W TWET, A RF ¥ XL LR — FRFENTR > T D56, CPUME OIS T
SNET, Ul THREINZCPU 7 +—FFs5IEHEEHAINET, B ¥h—0T71r1 0Ty
7 avyyvary 7 rav AL, CPUBEHENREGT XL LB snHGe, g h—»n
vy hEUUL, Bt —T o A2/ LB CHESHLET, HW0 I —3r0P R — k
SNTWARNWT =RV TZOEEEEZAINIT DL, VAT ANRARLEEIC /DA REERH Y £
T FEDIAFTREECT A NT A2 L A2MIHIEL E7,

ZOMREIX, Ul O [=—Y = MEK (Agent Config) | X—U B A VA7 DUID KX R T
X, {FT =V MERT BT A NTEH AT EYIVEZONET,

Meltdown |X, CPU O FATE X v v v 2 REZEH T2V A4 FF v xNVHETY
(https://meltdownattack.com/) , BEFIIIFFFHE R AL VINORHE R A A VT — X &3t M
TENTEET, XX VT 0RMHER L Ca—Y—MT SV r—va b —FL
A ZEtAID Z LN TEET, Meltdown MHHITHAE, CentOS 7 35 L U Ubuntu 16.04 % 4
A—FLTWET,

A—H—07F U DiEH

¥ 1TFIE

a—HP—a S F A X OB TIE, 22—V —ua st A X~ Fak A (SSH., RDP 73
L) DRICFEITEIND THR7T et X(mRK4L-IV)BHREEINET, 20— —a st o
Ry OB THE I T n R RAIEEBNTHY ., EX2 VT oA MIMNEHD FH
/Uo

T A%BA R MI, N, F VAR avr RXFHREOT o ARHICESINT, 2—
P—DT F LTy TN — BT 5T 2 L R—FLET, ZOFat 2B A X
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B 1 : cmd.exe F721% powershell.exe IZ L > TEITENT- T 0 AR ETD

Event Type = Follow Process AND (Process Info - Exec Path contains cmd.exe OR Process Info - Exec
Path contains powershell.exe)

%l 2 - winword.exe, excel.exe, F 721X powerpnt.exe |2 X > CTIER SNz nt A2 #HET D

Event Type = Follow Process with_ancestor (Process Info - Exec Path contains winword.exe OR Process
Info - Exec Path contains excel.exe OR Process Info - Exec Path contains powerpnt.exe)

W TR EREAR NI, ROTa® AT 7 FLONT RN L > TEBTX £97,
* Process Info - Exec Path
* Process Info - Command String
* Process Info - Username
s 7'k A% - Bl Exec /XA
« Tu A - Bla~ v RIOES

« Tut AR -Bla—F -4

., =JL =
T LY DERTE
T LUV IRETIE. ATy MR—2OFENMEAEINET, AT M, 741>
T Ty ANEA RN N T g VAICEAT D FERREELET, YL Ty
277 ANMI, BEOT7 ALYy I =V THERENET, AT NNOTR T AL
X, EDSIAICEHAINA Z EICEBELTLEE N,

J2A4L2Tv I I)L—IL
~

GE)  L— R MEEHTY OL— L O RENT 100 T,

4L 2Ty IL—I)LDENM
DRI arTIE, BLW T+ LYy 7 — L EBBINT A FEICOWTERA L £,
[Z L& BRI

[ NEEEHE (Site Admin) ], [# AKX ~—HR— b (Customer Support) ], F721% [#iPHFTA
# (Scope Owner) | & LTCYV AT AIZa A T HMENH Y £4,

ATy EfloF e —r a2 =T, [Bhfil (Defend) |>[Z#+ L Py o I)L—)L (ForensicRules) %7V v 7
LET,

ATw T2 L—/LDER (CreateRule) 1% 7 U v 27 LET,
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ATFYT3 LUTO7 40—/ RIc#Ey a2 AT LET,

srLovvsn—ioien

J4—ILFK

Bl

JL—JLE (Rule Name)

N—NDAHTZ AT LET, ARNFEAICTE EE
/L/O

[FTA%iPH (Ownership scope) ]

ZON—VOFTAREE A LET,

743> (Actions)

ZON—NVN RN T—SNTc&EDT I a i
IWLET, [fosk Record) 11X, —EHT2Ex=V
TAANRY NI BICHNTT 57D/ 52 &
EEWLET, [77—bF (Alert) 177 ¥ a3 Ui,
—$TBHtX2 YT 4 A2 k% Secure Workload 7
T—= R AT LA TAZEZERLET,

ZON—NDIETT 4 (BERE) LYULEBERL
£4 (% Low) 1. [ (MEDIUM) ]. [&
(HIGH) ]. [EX (CRITICAL) ]. [/=72 BTG
3% (REQUIRES IMMEDIATE ACTION) ) ,

[4] (Clause) ]

N— B AN LET, AR, ek R T L
VoI AR NERIF Y- r— KA XY FDOWNT
NLsED, BX2 T 4 X2 b VT FNE
FNTWALMERHD T, TrkAXTrF Il

U—7ua— Ry 7 FAOmENREE TV DAL
I,

B 1:)L—ILDYERL

Create Rule
Rule Name

Privilege Escalation

Ownership Scope

@ Tetration ~

Actions
ALERT, RECORD -~

Severity
HIGH -

Clause @
Eventtype = Privilege Escalation and

Process Info - Command String  contains  Java

ATy T4 [{R%F (Save) |27 U w27 LET,
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B zx0no1L000 s —nom

EANBT ALYy

S IL—ILDIERK

TH VLTI N— VR, T LTy I AN NI T EHLIDREFEET DM ERD D E
9 ({5 : Event Type==Unseen Command) ., RDOA 7+ a 4Tk, DA X2 FOEE
T 2HENRH Y 3 (] : Unseen Command - Parent Uptime)

BUFIX. UnseenCommand A X & A F&#EH LT 1 20HI T, ZDMDBIZOWTIE,

TRLDT 7 AV hb—)L & MITER b— L% ZEL 7230,

EventType= Unseen Command and Unseen Command - Parent Uptime (microseconds) >= 60000000.

T 7 # )L k@ Secure Workload /L— /L

L= Y= EHFOBREU G S TN~V EMET DEROFIT L 725 £ 512, 77 4 /v b D Secure
Workload V— V3B SN TWET, TNHDNL—UT, T+ L Py IRELN—JICFERS
N, METEETA, V—MWTIT_NTONL— MEEHTHEA T £,

R2: 774 ERIL—IL

Tetration - Privileg... @ Default A pre-defined rule that alerts and records Privilege Escalation events. ALERT, RECORD HIGH
Tetration - Raw Sock... ® Default A pre-defined rule that alerts and records Raw Socket Creation events. ALERT, RECORD HIGH

Tetration -

Unseen C... ® Default A pre-defined rule that alerts and records Unseen Command events. ALERT, RECORD Low

DY Y =221, 4 2D Secure Workload 7 # L > v 7 L— )L DSFHAIAE L TUWVE T,

1

JL— L% Secure Workload - e -4

Clause EventType = Privlege Escalation and ( Processl nfo - ExecPath doesn’t contain sudo
and Processinfo - ExecPath doesn’t contain ping and Privilege Escalation | s~ Type - Suid
Binary)

A 20— uiE, setuid NA FUIZ Ko TER S R WRREFFE A X b &2l L
F9, setuid /N1 FV BFEEFEITERINT B 7-0I21E.  [ProcessInfo - ExecPath] (ZF3&-3\C
sudo & ping HFRZM L £3°, Secure Workload = —%—|%, MADNLV— L ZEHRTHZ L
T, o setuid /A TV ZfRIVT L2 bTEET

JL— )L 4 Tetration - KD a2~ K

Clause EventType = Unseen Command and Unseen Command - Parent Uptime (microseconds)
>= 60000000 or Processl nfo - ExecPath contains/bash or Processl nfo - ExecPath contains/sh
or Processlnfo - ExecPath contains /ksh or Parent - ExecPath contains httpd or Parent -

ExecPath contains apache or Parent - ExecPath contains nginx or Parent - ExecPath contains

haproxy

B Z o= ROFHEDONTNN BT DRMERD A~ FA X2 b ailih
l/\gz—g_‘o

1. 7'rERA0OHH 60,000,000~ 17 mfHiBE THEBLTND

2. 7u¥ X ExecPath IZ1X, fAIGDZ A 7D =L (Ibash, /sh, /ksh 72 &) W& F
LTV 5D,

3. 'uEvADBH ExecPathlZiX, (0D X A T DY ——7 71 r— 3 (httpd,
apache, nginx, haproxy 72 &) & ENn T\ 5,

. TJXrLoTvy
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574 JL k@ Secure Workload JL— )L .

JL— L% Tetration -raw Y 7 > b

Clause EventType = Raw Socket Creation and (Raw Socket - ExecPath doesn’t contain ping
and Raw Socket - ExecPath doesn’t containiptablesand Raw Socket - ExecPath doesn’t contain
xtables-multi)

EEA . ZD—/Lid, ping X iptables (2 X o TAER SN2\ raw Y 7w MMERRA X2 b
A LE T, Secure Workload - —H#— (X, ME DL — LA E&RL T, oA F V%
oA 52 &b TEET,

JL—JL& Tetration - Rigid 2~ NIk 2%y hU—7 85

Clause EventType = Network Anomaly and Network Anomaly - Unseen Command Count >
3 and Network Anomaly - Non-seasonal Deviation > 0

B Zon— X, ROFMFIZ—E TRy N7 BE AV bEHRELET,
1. I55URIZAL Y —2Za— RT3 LORERa~y R4V M 3b 5,

2. W= DOBEMENROLYKEW (6.0IZTXTORY T —F BEA X MZOWTH
EINAE/MEETHHT-D, 60LLETHLZEHLEKRLET) |

JL—JL 4 Tetration - 2 H KR~ R

Clause EventType = Unseen Command and Unseen Command - Anomaly - Score< 0.6
BRER : Zo—UE, BE AT R0.6 RKMDORMERO A~ R4 MafE LET,
IR, I RBRMUENZEBIESINZa~ 2 REEU L TWARWE I IR XD IEFICE
WIRANRY NOBBNREINDZEEERLET, LEVEO6 X, Hla~y KRR
BRALEWVETED XL S IZEET 5 0ZRT % Cisco Secure Workload T FERIZH-Su
THREINET, AT ORI OWTIE, RERa~ RN 22U TL7E
AN

JL— L% Tetration - SMSS D B 72 81

Clause EventType = Follow Processand Process| nfo - ExecPath contains smss.exeand ( Follow
Process - ParentExecPath doesn’t contain smss.exe and Follow Process - ParentExecPath
doesn’t contain System )

ERBA : AU Windows I EH D L— /LT, ZDL—/Li, smss.exe DRIDA L AH A
FRIIVAT AT O A LITR D) smss.exe ICH DG AITEE L ET,

JL— L% Tetration - wininit O &5 70 81

Clause EventType = Follow Process and Processl nfo - ExecPath contains wininit.exe and
Follow Process - ParentExecPath doesn’t contain smss.exe

BA . ZHuE Windows M H D /L—/LT9, T DL—)LE, wininit.exe |Z smss.exe & (L5
RABBND DLGEITEE LET,

JL— L% Tetration - RuntimeBroker @ 25 72381

Clause EventType = Follow Process and Processl nfo - ExecPath contains RuntimeBroker.exe
and Follow Process - ParentExecPath doesn’t contain svchost.exe

2LV .
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£3BR : Z U Windows i H O /L—/L T4, Z D /L— L%, RuntimeBroker.exe |Z svchost.exe
IR DN D DA ITESE LET,
JL—IL% Tetration - J— B A D B 728

Clause EventType = Follow Process and Processl nfo - ExecPath contains services.exe and
Follow Process - ParentExecPath doesn’t contain wininit.exe

£2BR . Z Ui Windows JREH O /L— LT, Z D JL— L, services.exe | wininit.exe & 1%
B8R 5561085 LET,
JL— L% Tetration - Isaio @ & 723

Clause EventType = Follow Process and Processl nfo - ExecPath contains|saio.exe and Follow
Process - ParentExecPath doesn’t contain wininit.exe

BH . ZHE Windows M EH D /L— LT, ZD/L— 1L, lsaio.exe |Z wininit.exe & (5
LB G HGAITESE LET,

JL— L4 Tetration - Isass O 5 721

Clause ( EventType = Follow Process and Processl nfo - ExecPath doesn’t contain efsui.exe
and Processl nfo - ExecPath doesn’t contain wer fault.exe ) with ancestor Process|nfo - ExecPath
contains |sass.exe

FRBA . Z AU Windows L EH D/L— /L TF, ZD/b— Ui, lIsass.exe (2 efsui.exe F 721
werfault.exe LIS DT85 D EI1TEL L £,

T 7 #JL @ MITRE ATT&CK /L— /L

77 4/ h ® MITRE ATT&CK /\— /L%, MITRE ATT&CK 7 L — AT —7
(https://attack.mitre.org/) 7>HDT T — M FEICK L THRESINTWET, 252 & 1 T1TH)
WCEE L7240 — L RnH 0, TNEDIFE A EITFRED MITER FEIC~ v B 7 IR TW

£,
1

. TJXrLoTvy

V=V D5ERIRY A N ELITFIORLET,
&A1 % LU MS Office DEHE

Clause ( Event type = Follow Process and (Process I nfo - Exec Path doesn’t contain
Windowssplwow64.exe) and (Process I nfo - Exec Path doesn’t contain chrome.exe) and
(Process I nfo - Exec Path doesn’t contain msip.executionhost.exe ) and (Process I nfo - Exec
Path doesn’t contain msip.executionhost32.exe) and (Process | nfo - Exec Path doesn’t contain
msosync.exe) and (Process | nfo - Exec Path doesn’t contain ofccccaupdate.exe ) with ancestor
(Process I nfo - Exec Path contains winwor d.exe or Process Info -Exec Path contains excel.exe
or Process | nfo -Exec Path contains power pnt.exe)

B = O /L—/LiE, Microsoft Office 7' 7 & &
(WIN-WORD.exe/EXCEL.exe/POWERPNT.exe) N 17 2v A& /ER LIZHAICT 77— b
ZHL, i LET, VATOPFEICESE, BRAOEZEOLTZD, Zi1HD MS
Office XA FVIZE > THERSND Z ERMBENTNDENL OO — MR+ 7 et X
EEHFALTWVWET,

BBITIONS -7 7B U T ¢ H4HE 1
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Clause Event type = Follow Process (Process | nfo - Exec Path contains cmd.exe or Process
Info -Exec Path contains power shell.exe or Process | nfo - Exec Path contains cscript.exe or
Process|nfo - Exec Path containswscript.exe) and (Follow Process- Parent Exec Path contains
winlogon.exe or Follow Process - Parent Exec Path contains atbroker.exe or Follow Process
- Parent Exec Path contains utilman.exe)

BB ZoN— L, TR E Y T AKREDNA T Y (A7 U —rF =R — K LR
B, BEX—2E) OWT I EH S, emd/powershell/cscript/wscript 2 B < L 9 12
FHEINTGEICT 77— FE2HL, i LET, 7278 EU T oA F U DR L
X, EIeERHENSD (e 7 A VEENS, Eiia—F—0or s A U1%) 1Dk
U C. winlogon, atbroker, % 7z!/Zutilman DWW ND 7 v ALk > THII SN E T,
ZON—FE, TV E VT o FrE A (winlogon.exe, utilman.exe, 355N
atbroker.exe) DEEPH LWV B A (cmd.exe, powershell.exe, cscript.exe, wscript.exe)
Xy 7 F v LET, ZNE[TI0NS-T 278U T o #4HE2 (T1015- Accessibility features
2) JTHEALT, 400%b LWFFat 20BMOTF7rt A bHiELET, **

ZHITIOS -7 7B BT ¢ HERE2

Clause Event type= Follow Processwith ancestor (( Process|nfo- Exec Path containscmd.exe
or ProcessInfo - Exec Path contains power shell.exe or Process Info - Exec Path contains
cscript.exe or Process Info - Exec Path contains wscript.exe) and (Follow Process - Parent
Exec Path contains winlogon.exe or Follow Process - Parent Exec Path contains atbroker.exe
or Follow Process - Parent Exec Path contains utilman.exe))

BB ZO—UE, TR EY T AKEDONSA T (R Y —rF—R— K, LR
B, BEEX—72E) OWT I EM S 4. omd.exe/powershell.exe/cscript.exe/wscript.exe
RS LOICHEESINGEBICT I ML, B8 LET, 7278V T oA
VOO LIL, E2nBRFOH SN (v 74V EENS, £loida——0r s
A %) \ZI& U T, winlogon, atbroker, F72iZ utilman DWW FNDO T rERIZL ST
FESNET, ZOL—E, ZhbHOFrE X (winlogon, utilman, ¥ X Watbroker)
DEDLWTF TR ADF Tt Ae®y 7 Fy LET, 7278 EVT AL TID
bl at Al onTT 77— M [TI015-7 278 BV 7 ¢ #6E1 (T1015 -
Accessibility features 1) ] CZHEZEHT20E R H Y 7,

£ A1 T1085 - rundll32

Clause ( Event type = Follow Process and Process Info Exec Path doesnt contain msiexec.exe
and Process I nfo Exec Path doesnt contain WindowsSystem32SystemPr oper tiesRemote.exe
with ancestor ( Process Info - Exec Path contains rundll32.exe and Follow Process - Parent
Exec Path doesnt contain msiexec.exe and not ( Process Info -command string contains
Windowssystem32shell32.dll or ( Process | nfo -command string contains
Windowssyswow64shell32.dll or ( Process Info -command string contains
WindowsSystem32migrationWinlnetPlugin.dll ) )

BB - DL—LE, rundl32exe N F T o 2R A ERR LTSI T 5 — R AL, 8L
F9, ZORASFVIE, AEEONALF VAN ZFEATTH-OICOH I EED

HBHary bu— L XFNVEBEA A M—/LT B72DIT control.exe IZ X > THEHA S 7z
D3 DAHEMED NS W F97, 7272 L. msiexec.exe 73 rundll32.exe DF F2IL T TH H5HE

IEFHFATLCWET, o, <A dlZFHT 20 < OO —fEH)72 rundll32 2+
Y RHEFFAILTWET,
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281 T1118 - InstallUtil

Clause Event type = Follow Process with ancestor Process Info - Exec Path contains
installutil.exe

A = oL —)LiL, InstallUtilexe X7 0B A BB LT-EIlc T 59— b & H L, oék
L%,

A1 T1121 - Regsves/Regasm

Clause Event type = Follow Process and ( Process I nfo - Exec path doesn’t contain fondue.exe
or Process|nfo - Exec path doesnt contain regasm.exeor Process|nfo - Exec path doesnt contain
regsvr32.exe with ancestor (Process | nfo - Exec Path contains regasm.exe or Process I nfo -
Exec Path contains regsvcs.exe)

ERBA Z DL — I, regsves.exe F 72 1d regasm.exe N R B A EAERK LICGEICT T —

FEHL, figkLET, 72720, BRMOKEZR S T 729,
fondue.exe/regasm.exe/regsvr32.exe 73 regasm.exe & 7213 regsves.exe (2 L o TR S D8
BFFFAILTWET,

BRI TI27 -3 TZ HBA%E = —7 4 U7 « - msbuild.exe

Clause ( Event type = Unseen Command with ancestor Process Info - Exec Path contains

M SBuild.exe) and ( Process I nfo - Exec Path doesn’t contain Tracker.exe ) and ( Process I nfo
-Exec Path doesn’t contain csc.exe ) and ( Process Info - Exec Path doesn’t contain Microsoft
Visual Studio) and ( Process|nfo - Exec Path doesn’t contain al.exe) and ( Process | nfo - Exec
Path doesn’t contain Ic.exe) and ( Process I nfo - Exec Path doesn’t contain dotnet.exe) and (
Process I nfo - Exec Path doesn’t contain cvtres.exe) and ( Process I nfo - Exec Path doesn’t
contain conhost.exe ) and not ( Event type = Unseen Command with ancestor ( Process I nfo
- Exec Path contains Tracker.exe or Process | nfo - Exec Path contains csc.exe or Process Info
- Exec Path contains Microsoft Visual Studio or Process I nfo - Exec Path contains al.exe or
Process I nfo - Exec Path contains Ic.exe or Process | nfo - Exec Path contains dotnet.exe or
Process I nfo - Exec Path contains cvtres.exe) )

A Z O—/LiE, msbuildexe S, WEAENKT D F7 0 ADFFAI Y X MTE LTV
W7 et REER LTZEEIZT 7— hEH L, fték L E 9, FollowProcess (37 1 & &
TN —DF A B LR — R LTWRWED, ZO/—LZHALE, FollowProcess T
I%72 < Unseen Command |ZFS3WTWET, BIfEO/L—/LTiL, ROTrERAEZDT
MEFA] S 3L E T, trackerexe, csc.exe, |Microsoft Visual Studio] /SANL DT & A,
al.exe, Ic.exe, dotnetexe. ¥ & TN cvtres.exe, Z /L —/L Tl conhost.exe HFF A S 4L E
T, ThbO7 vt A(E, MSBuildexe DIl O HHFICFK RINET (72& 21E, Visual
Studio A L7 vy =7 bz (L7 L) , MSBuildexe ® LSt 17 mt
AT GBEOEBETIEZRY) KBEALTT 77— MREREINET,

BB TH27 -5 TE DPAREL—T 1 U T 1 -1csiexe
Clause Event type = Follow Process with ancestor Process I nfo - Exec Path contains rcsi.exe

B ZDO— LT, resiexe BTV RAEER LTESHEA/ICT I — AL, &L E
j—o

BRI TI127 - EHETX BBA%E 2 —T 4 U T 1 - tracker.exe
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Clause (Event type = Unseen Command with_ancestor Process I nfo - Exec Path contains
tracker.exe) and not (Event type = Unseen Command with_ancestor Process I nfo - Exec Path
contains M SBuild.exe)

ERBH Z O— Ui, trackerexe 237 B R BB L72RIL T, tracker H A3 MSBuild.exe
DFTIEFRWEEICT 77— hE2H L, ik LET, L7 -> T, Visual Studio ZfEH L
7= tracker D IEY 72 FFONH LIIZKGR SV E T8, MMOFFRNH LICIET 7 — RS ivE
¥, trackerexe /L — L35 L ONLRT O MSBuild.exe /b—/VORA D 1 12, BB HY MSBuild
FHEEHEH LT tracker Z1ERL L. RN T tracker ICEEDH 5 12 ER S B84
MSBuild % /el & 5 tracker IZIES THAHD, EHLHLDNL—/UIZL>THET 77— IR
HENR2WERH Y £,

£ 81 T1128 - Netsh ~/L»X— DIl
Clause Event type = Follow Processwith ancestor Process|nfo - Exec Path contains netsh.exe

RER Z D/ — X, netshexe N7 B RAEEMRLIZGAICT 79— &L, GidkLE
ﬁ‘o

BRI TI36- 7 47 hOVERK

Clause Event type = User Account

B o —E, L —H—MERSNTZGEICT I — a2 L, ek L E T
BRITI38-T TV r—vary vy

Clause Event type = Follow Process Process Info - Exec Path contains sdbinst.exe

ERBA Z D/—/LX, sdbinstexe MIFONMH S NG EICT 7 — haH L, kL £7,
BRI T80 - A2 U —k—s3—

Clause Event type = Follow Process AND with ancestor Process|nfo - Exec Path contains .scr

B Z O — Ui, exec /SAT [ser] ZHFEHA LT v ARMERSNZHEEICT 77—
FEH L, ReEkLET,

AR/ T1191 - CMSTP
Clause Event type = Follow Processwith ancestor Process|nfo - Exec Path containscmstp.exe

ERBA Z O — Ui, cmstpexe N T REAEER LG AICT 7 — hEH L, skl E
R

21 T1202 - ffi#E =2 < > RFEAT - forfiles.exe
Clause Event type = Follow Processwith ancestor Process|nfo - Exec Path containsforfiles.exe

EHBR = D)L — L%, forfiles.exe N F7 BB A EZEKR LI-BEIC T I — a2 L, 328 L
*9,

F R T1202 - fiHE 2~ > R3E1T - pealua.exe
Clause Event type = Follow Processwith ancestor Process|nfo - Exec Path containspcalua.exe

B Z O— Ui, pealuaexe N7 BEAEIER LIZGEICT I— M2 H L, Bkl
ESc AN

2LV .
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ZHITI2I6 - BALTE A2 V7 7 1% 2 E4T - pubprn.vbs

Clause Event type = Follow Process with ancestor (( Process I nfo - Exec Path contains
cscript.exe or Process Info - Exec Path contains wscript.exe) and Process Info - Command
String contains .vbs and Process Info - Command String contains script )

R Z D—LiE, XT A —% Tscript] % 7T wscript.exe F 721 escript.exe ZfEH L T
vbs 27 VT RNFATEN, LT o ANMMERENZHBAICT I— a2 L, ek
LET, ABEZZOFELZHFEHALT, a—F2ETTLEE0HD sct 7 7 A V& fR
T AT VT hXT A—H2 %G T pubpm.vbs & EITT D R(EEMEDRH Y 7,

BRI TI218 - BAfSTE N1 F U 7 1 % 2 FAT - msiexec.exe

Clause Event type = Follow Processwith ancestor Process|nfo - Exec Path contains msiexec.exe

SHBH = OL— /L3, msiexecexe D TR RAEERNR LB AICT S — AR L, e L
F7,
fAH1 T1218 - BT &34 F U 7’12 & 25247 - odbeconf.exe

Clause Event type = Follow Process with ancestor Process Info - Exec Path contains
odbcconf.exe

EiBE = O/L— LT, odbeconfexe N F T B R AMER LIS AIlc T 9 — M & H L, iek
L%,
BT TI218 - BT & 31 F U 71 % 25T - Register-CimProvider

Clause Event type = Follow Process with ancestor Process I nfo - Exec Path contains
Register-CimProvider.exe

ERBA = O/L—/LiL, Register-CimProviderexe 2317 0 R A ER L= /12T 7 — b &
L, fidklLEd,

BRI T1220 - XSL A 7 U 7° MALEE - msxsl.exe

Clause Event type = Follow Processwith ancestor Process|nfo - Exec Path contains msxsl.exe

B Z O— i, msxslexe ST B REER LIZGEICT 7 — 2L, oL E
T,

LA T1220 - XSL A 7 U 7 NALEE - wmic

Clause Event type = Follow Process and (Process | nfo - Exec Path contains wmic.exe and
Process I nfo - Command String contains .xgl)

B - O — T, xslAZ U MR wmiclC ko THEHENTWAEAICT 79— & H
L. S8k LET, ZHUIMEED AL TV ZRETLHE-DIFHTE £,

BHTTI223 - 22 /A LA HIML 7 7 A /b
Clause Event type = Follow Process with ancestor Process I nfo - Exec Path contains hh.exe

B Z O —LiE, hhexe N7 R EBAEZERLZGAICT 77— e H L, Sk LE
Er

AFITI003 - 2 /A EWAZ B - Lsass



| 724Loo9y

25.

26.

27.

28.

29.

30.

31.

771 ko mreATTack L—L [

Clause Event type = Follow Process and Process I nfo - Exec Path contains procdump.exe and
Process I nfo - Command String contains Isass

REA ZON— T, Isass T READAEY X 7T 51291 procdump.exe 23 S
NTWDLEEIIT I—Fal L, i LET,
AR T1140 - 7 7 A )V E T IXE RO HEFALMRR/AL 51k

Clause Event type = Follow Process and Process I nfo - Exec Path contains cer tutil.exe and
(ProcessInfo - Command String matches .*encodé\s.* or Process | nfo - Command String
matches .* decodée\s.*

BB Zo— T, Ty A NDT L a— REZIET 32— RIZ certutil.exe 23 XL TV
HEACT I— R L, & LET, ZOFEL, HBEDNLEGSGO~ Ty
a—REnkMfe—RET7Fa— N5l < EHINET,
ZRITI076-VE— K TRAZ by T han

Clause Event type = Follow Process and Process I nfo - Exec Path contains tscon.exe

B Z O — i, tsconexe WEITSINIZH/AICT I — FE ML, &L ET, EE
I3, tscon.exe Z M L CEEfFDO RDP & > v &N Py v 7 TE £,

Z®i1 T1197 - BITS ¥ 5 7 - Powershell

Clause Event type = Follow Process and Process I nfo - Exec Path contains power shell.exe and
Process I nfo - Command String contains Start-BitsTransfer

FRBA = D/L— i, powershell.exe % L C cmdlet Start-BitsTransfer #3Z{T7 L. 7 71
NEaC—/BE LG 7— ML, sk L ET,
£ |1 T1170 - MSHTA

Clause Event type=Follow Processwith ancestor Process|nfo - Exec Path contains mshta.exe

HER ZoN— T, R AEARTIEEDOH D HTA A2 UV N 23735729
\Z mshta.exe NMEHINTWAEBEIZT I — FE2HL, fEdkLET,
BRATTISS -ERR T 7 ANVBLIOT 4 L7 NV

Clause Event type = Follow Process and (Process I nfo - Exec Path contains attrib.exe and
Process Info - Command String contains +h)

B Z o — T, attribexe ZEA LT 7 A VT 4 L7 MY BIEERITHRTE LTZEE
77— hrEHL, ELET,

LRI T1114 - BT A —/VINEE

Clause Event type = Follow Process (Process| nfo - Command String matches.*.(ost[pst)(\g" |").*
or Process Info - Command String matches .*.(ost|pst)$ ) Process I nfo - Exec Path doesn’t
contain outlook.exe

£HBA = > /L— L%, outlook.exe SO T AMBEFA—NLT 7 AL (ost BL
pst) T 7B ALIGEEICT 77— haH L, ekl ET,

BRI TI070 - RA R TOA vV —FElfR- A hr s
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Clause Event type = Follow Process and Process | nfo - Exec Path contains wevtutil.exe and
Process I nfo - Command String matches .*\s(cl|clear-log)\s.*

B Z O— i, wevtutilexe ZHEH L TA X ba VB EESNIGEIZT 7 — &
Hi., fesLFET,

ZHI TI070 - R A N TDOA P —ZHIx - USN

Clause Event type = Follow Process and Process I nfo - Exec Path contains fsutil.exe and
Process Info - Command String matches .*\susn\s.* and Process | nfo - Command String
matches .*\sdeletejournal .*

B = o— i, fsutilexe ZfH L CUSN v —F A RHIBREIN DB EICT 77—k
FHL, & LET,

ZHETTIOS3 - AP a— L ENTF-X AT

Clause Event type = Follow Process and Process | nfo - Exec Path contains schtasks.exe and
Process Info - Command String contains create

B = DL— i, schtasks.exe ZHEH L TH LWAF Vo — L a3z & A7 BEMR S
DHGEWT I— ML, iR LET,

BRI T1003 - = 7 A E# S > 87 - Vaultemd
Clause Event type = Follow Process and Process | nfo - Exec Path contains vaultcmd.exe and

Process Info - Command String matches .*Vlist.*

SRER = DL — Ui, vaultemd.exe Z{# ] L C Windows Credentials Vault ([ 7 7 & 2 X 7=
LeleTrI—raHL, eskLET,

AR TION3 -2 /A U NERA BT - LIUARY

Clause Event type = Follow Processand Process| nfo - Exec Path containsreg.exeand ( (Process
Info- Command String contains save or Process | nfo - Command String contains export) and
(Process Info - Command String contains hkim or Process Info - Command String contains
hkey_local_machine) and (Process I nfo - Command String contains sam or Process I nfo -
Command String contains security or Process Info - Command String contains system) )

EREA Z O — Ui, regexe EHEH L CTRFED LA NI NA T X T INTHEICT

Z—hEHL, GELET,

BRI T1201 - SA T — RAR Y > —fiith 1

Clause Event type = Follow Process and Process | nfo - Exec Path contains chage and Process

Info - Command String contains -|

FiHA Z D—uid, chaget—7 4 U T 4 AL T Linuxvy‘/@/\"x J— KR o —
(2T — FEPHIMR Y > —) DR RINEGEICT 7— e, kL ET,

BRI TI081 - 7 7 A VND 1 7 A fEH - Linux

Clause Event type = Follow Process and (Process | nfo - Exec Path contains cat or Process|nfo
- Exec Path contains grep) and (Process | nfo - Command String contains .bash_history or
Process|nfo- Command String contains.password or Process|nfo- Command String contains
.passwd)
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BB Z D/L—/LiE, Linux v 32 EDOT7 7 A MRIFENTVWA RN AT — FERET S
RANETINTZH/ITI— e L, &L ET,

BB TI081 - 7 7 A LND 1 7 A 1 - Windows

Clause Event type = Follow Process and Process | nfo - Exec Path contains findstr.exe and
Process I nfo - Command String contains passwor d

EBA = DO L—/Lid, Windows ~ 3 > ED T 7 A JVITRIFE N TNDHI/RAT — RERERd
DRADFTEINTGEICT 77— 2L, L ET,
ZRITIORY - EX = U T 4V — /L DML

Clause Event type = Follow Process and ( (Process I nfo - Exec Path contains fltmc.exe and
ProcessInfo- Command String containsunload sysmon) or (Process|nfo - Exec Path contains
sysmon.exe and Process | nfo - Command String contains/u) )

EBR Z D/L— Ui, fltme.exe ¥ 721E sysmon.exe ZfEH L T sysmon K7 A4 \&7 1 —
R LRMBNFATSINIZGEICT 77— a2/ L, L ET,

JALoyoJaTdrAIL

JO7 74 I)LDEM
OB arTiE BILWT LTy a4 VEBINT A FIEIZOWTHALE
—éqo
X U BRI

[V NEHELE (Site Admin) ], [ AZ~—H7K—F (Customer Support) |. F7-I% [FFHFTA
# (Scope Owner) | & LCUV AT AIZR T A T 50ERHY 7,

ATy EloF s —2 a2 3—7T, [l (Defend) |>[Z#+ L 2P v o I)L—)L (ForensicRules) |7V v 7

L/i‘j‘o

RARTw T2 [Tm 77 A NVOERK (Create Profile) 147 U v LET,
AT T3 UFOT7 40— Rl R B2 A LET,

J4—ILE Bl
Name TaT7 A NBEATLETARNITIEAICTE £
o
[T A% (Ownership scope) ] oTu T A NOARBEE AN LET,
JL—JL (Rule) T T A NI —VEIBNLET,

2LV .
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Profiles

Create Profile
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‘Add Rule

Name 7 Clause 1| If Matched T}

Tetration - Privileg 255:;5;::2;:: that alerts and records Privilege ALERT, RECORD

ATY T4 [R1F (Save) 1227V v 27 LET,

TOa7 74 ILDEwEE

Severity 1| Actions 1|

HIGH 5

DB Va TR, =R T LTy Ta Ty A NERET D HIEICOWTHEAL

£
XL SR

[V NEHLE (Site Admin) ], [F A ¥ ~—H7KR— b (Customer Support) ]. 7213 [FFHATA
# (ScopeOwner) | & LTV AT AR A T H0ERHY £,

ATY 1 oS el —ya =T, [l (Defend) | >[ZA L 2Py I)L—IL (ForenscRules) 127 U v 7

L/i—a—o

AT9 T2 WETDHT 077 ANERST T, HUOINCHLMET A 2527 v 7 LET,

ATYT3 UTO7 4 —/L FICHEREEZ A LET,

J4—ILF

558

Name

Tu 7y ANDLEIEEH LET, LENFERICT
FEHEA,

[FT A #iPH (Ownership scope) ]

ZoTa 7y A NVOFAREEEHLET,

JL—JL (Rule)

TOTa T A NMINA— BB L E T,

ATy T4 -7 (Save) 127V w7 LET,

. TJXrLoTvy
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JOJ 74 ILDESR

o7 7 ILDER .

IOk VarTIE, =Y —NRNT LTy I I T AN EEET DRIV T L

i'@’}

AT oS el — a0 =T, [l (Defend) |>[ZA L 2Py I)L—IL (ForenscRules) 127 U v 7

L/\gz—a—()

ATy T2 HUST T T 7 A NEROT T, AROINCH D [HEEL (clone) | TAarw7 ) w7 LET,
ATv T3 BRIEANETa 77 A NVOLTTIEATILET,
ATY T4 [R1FE (Save) 1227V v LET,

T4 FTOT 74l : Secure Workload 7007 71 JL

Secure Workload 72 7 7 A WIZIZ 1IN DT 74V s T+ Lo w 7 —ARNEENTEY, A
YTV MTBNMTEET, 2—V—IZXaREITTE AN, ERIIFRETY, ARlahT-
TFTIFNE TPy s a7y A VIRETE T,

R4:F7240L0TOTFALIL

Tetration Profile ® Default

Privilege Escalation, Tetration - Unseen Command, Tetration

services, Tetration - Unusual Parent of Isaio

TI7FNLEDTAT7AIL: MITREATT&CK 7O 7 71 )L

MITRE ATT&CK 7' & 7 7 A /L1213 39 @ MITER ATT&CK L — LB EENTEBY ., AT |
BT E£T, a—PF—ICkAREITTEEHAD, HRIIFRETT, gllsn-7u 7y
A VITHREE TE £, MITRE ATT&CK 712 7 7 A LIZi%, (RONL—LABNEENET,

1
2.

3
4,
5
6

10.
11

&1 L\ MS Office D EE
TI015- 7 27 U T ¢ H4HE 1
TI015- 7 7B BV T 1 H&HE 2
T1085 - rundll32

T1118 - InstallUtil

T1121 - Regsves/Regasm

T1127 - (EHEHCTE D% E2—7 1 U 7 1 - msbuild.exe
T1127 - EREHCTE DA —7 1 U 7 1 -resiexe
T1127 - EHETE 5% E—7 4 U 7 1 - tracker.exe
T1128 - Netsh ~/L»X— DIl

T1136 - 7 7 v N DIERL

(Total: 11) Tetration - n - Uns
Anomalous Unseen Command, Tetration - Unusual Parent of smss, Tetration - Unu
ren

- Ra
sual

w Socket, Tetration - Network Anomaly with Unseen Command, Tetration -
Parent of wininit, Tetration - Unusual Parent of RuntimeBroker, Tetration -

2LV .
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JrLreyy |
B 7o+ r07057 40 mmREATTRCK T T 7 4 L

12. TU38-TFUr—varvIvy

13. TH80- A7 U —rt—r3—

14. T1191 - CMSTP

15.  T1202 - [ o~ KT - forfiles.exe

16. TI1202 - M=~ RHEAT - pealua.exe

17.  TI216 - BAfFT&E A2 U 7 b 71 %2947 - pubprn.vbs
18. TI1218 - BAATE 31 F U 7'm % 31T - msiexec.exe
19. TI218 - BAANT & 31 F U 7' % 31T - odbeconf.exe
20. TI218 - BANTE A F U 71 v FAT - Register-CimProvider
21.  TI1220-XSL A2 U 7" MLER - msxsl.exe

22.  TI1220-XSL A7 U 7 MLPE - wmic

23.  TI223- a2 /3 LA HIML 7 7 A /b

24, T1003 - = 7 A NE@RA B U - Lsass

25.  T1140 - 7 7 A )V E T2 TG H O #EFi LA bR/AE 51k
26. T1076-UE— K TAZ by 7uhan

27. T1197 - BITS ¥ 5 7 - Powershell

28. TI1170 - MSHTA

29. TUS8-FERRT7ANBLOT L7 MY

30. TI114- 1A —/LUEE

31. TI070- KA NTHOA T —FHIER- Ak ay
32. TI1070 - KA K CTOA > 24— Kk - USN

33. TI053- ATV a— VSN HARY

34, T1003- =7 A E@L B 7 - Vaultemd

35. TI003-m /A ERA L EST - LIARY

36. T1201 - 7SR T — RAEY o —fH 1

37. TI081-7 7 A NNDBE A LK - Linux

38. TI081-7 7 A /LND B T A L AEH - Windows

39. TI089-tFX=VUT ¢V —LOEML

. TJXrLoTvy
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OJDEE

nsozE [

Jb— h#iPHC scope owner HERE A FFOH A FEBERB I N2 —HW—iX, UTFIRTTA 2%
IV IFBHILT, ZT73VL VI =, TaTdrA N, BXOA T NOEEa S
EFRRNTEET,

5: %80

Change Log =

INHOZ—F—F, HETET =T ADFITH B [HIREAL—NT 0T 7 A VA T b
DFx (View Deleted Rules/Profiles/Intents) |V > 27 %27V v 7 LT, HlIfgEizr—n, 7
TrAN, BIOA T MDY A NEFRRTHIEHLTEET,

EEOTOFMIHONWTIE, [£EFn s 28RLTLEEN, b— MHOFIEEIZ. O
BB T =T AT 4 DEFr T = b OFRRICHIBENET,

EEF DR

T2 LY IR=ADTIER

ORI arTiE, ALYy I R=UIIT I AT HHFIEIZONTIHA L ET,
XU BHEIIC

[V NEHLE (Site Admin) ], [F A ¥ ~—H 7K — b (Customer Support) ]. 7213 [FFHATA
# (Scope Owner) | & LCUV AT AIZR A T HMENRH Y £4,

ATy T EPONRZLVT[EF=2 T 4 (Security) |V 27 %27V v LET,
ATy T2 [7H1L Vv (Forensics) |BEHZZ7 Vw7 LET, 7L Vv I X—=UNRERINET,

2LV .


cisco-secure-workload-user-guide_chapter15.pdf#nameddest=unique_765

JrLreyy |
B orovovx—vsanrsex

R6:t¥xa)T474L2Pv

. TJXrLoTvy



| 724Loo9y
srLvsvsay roms [

I Loy 4R FOBEE

DB VarTiE, —BTATA VT I AR N ERRBT A HFEICOWTHB LET,
X U8 BRI
[V FEFEE (Site Admin) ], [ A X ~—HK— K (Customer Support) . F7-1% [#PHFTA

# (ScopeOwner) & LTV AT AICRT A L, T4 LYy 7 X=JICB8T 5 0ERD
0 ET,

ATy TN R_—=T Lo [FE#iPH > & — (Time Range Picker) ] THFE DHiPH 23R L £ 97,
ATy T2 [ERE (Severity) | Ny 7 ¥ 28R LET,

RATFY T3 [7 4% (Filters) | T, —~HTDT7A LV I AR DT ANEEANL, [T LTy 7 ARy
cD> 7 ¢ V% 5L (Filter Forensic Events) 1 &7 U v 7 LE7,

ATy T4 BIR U, ERE, BIORTAAXIHST, —HTE T4 LI AR NOTF—TANE
manxd,

GE) TH LYy I ARy MI— M LV TRIR S, 7RI B2 D L RRS N
A,

240904 FDRE
ORI varTiEH, T LTy I AR NERET S HFIECOWTHBELET,
X U BHEIC

[ NEEEE (Site Admin) ]|, [# A ¥ ~—H7AK— bk (Customer Support) |, F7ZIX[&FHTHE
# (v— NEiPH)  (Scope Owner (RootScope) ) 1 & LTV AT AR A T HMENRDHY
£,

AT TN BETLZA X220 v 7 LET, [ 7t 205 (Process detail) |31 »NFERINET,

2LV .



IrLeovy |
B o ovovarsrzmmsnao—ner

R7:74L2PvIA4RY rDER

Y  Timestamp 1! Rule 1! Comman a1l Hostname 11 Event Type 1| Severity +

Aug 4 6:22:00am Tetration - Raw Socket iptables-save fg-amzn-Inx2 Raw Socket Creation HIGH

Aug 4 6:22:00am Tetration - Raw Socket iptables-save fg-amzn-Inx2 Raw Socket Creation HIGH

ATwT2 TRV YV —T, METLATuv2%E2 7Y v UTEMERERLET,
R8: 7Ly TAERDHEM

0
® root
Jusr/lib/systemd/systemd

Jun 3 2021 07:50:04 pm (EEST) on fg-amzn-Inx2

/usr/1lib/systemd/systemd --switched-root --system --deserialize 22

TJHA4L Y IAR MNMIRTRENBDT14—JL K

BT VLTI ARy ML, AT 22T D7 =V BB £, &F
SFERFIATOTF LD I AR MTRTUHEBET D7 4 — L RN O0nH Y F9, F
7o BED 7Ly I AR NIEAD T 4 — L RN 20db v 7,

LT, UL 2T 57 4=V REOU A RNTYT, PIOERTIL, T _XTOT7HL VA
AR MIHETLT 4=V RIZOWTEALET, RIZ, T 7 —heEbiZRRINDL T 1
T AFEREMHAT IR, 712 L 0P I AR NI EICEHBEDO T 4 — RERHE LR X
FT., T ORGFFIERLZ= 7 AR — NFENFRK T, —#D 7 4 —/ RIZEZOT7T—7 iz
TETDHIHEERNHDZ EITIEELTLEEN,

. PEAPPOYNVI
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£BEDT4—ILF

Process Info

FHESF 18

#En7—1F [

T4—ILF A
Bin attr ctime Linux T ZE ERFZ/Windows TOERLEFZ] (X
A F V)
Bin attr hash XA F U D SHA256 /™ ¥ =
Bin attr mtime INA T OETEREH
Bin attr name T 7 A IV AT A EDAA T DL HI
Bin attr size T7ANVAT A EDONRALF YDA X
Bin exec path NAF Y DTLIVA
Cmdline FAITEIND T BB ADERRA~v L RTA v
Event time usec ZOA Xy BRI E N (A 7 2B
HAL)
T4—ILF A

712t 2 ID (Process ID)

Tut A0 Fat A ID

[Bl7' v A ID (Parent Process ID) ]

Tav ZA0BO ek 2 ID

2

TrtAxFE T LIca—¥—

J247/3 A  (Execution path)

Fuat AT BN F Y DT RA,

BAAIREZ]  (Start time)

7'a e ADNBRAA S LT RFA,

Z7)a<> K (Full command)

EITEINTav AR hav s RI A4

J4—IJLF

BrL:

#H o~ K74 (Parent cmdline)

Tatv RAOPEOELE I av L RTA

Parent exe

TuatAOED T IR

Parent Uptime (microseconds)

7 ADOFNIT I TH S OERRE]

2LV .
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JrLreyy |

J4—ILFK

AR

Bl —Y —4 (Parent Username)

Tt AOREET Lia——

Types bitmap suid binary

NAF VI suid By FRRESNTNDNE
D I RN

A—H—07%v

J4—JLF

558

FBREX A 7 /XA T — K (Auth type password)

NAT — REBREZ /R LES

FRRE S A 7 DB — (Auth type pubkey)

F N AOBAERLET

07 A %A 7-SSH (Type login ssh)

—P—Nsshif T/ A L2 & ERL
7

0 A XA 7Sy F (Typelogin win batch)

Windows NI a2/ A o ERLET (XA T
4. schtasks 72 &)

n A8 A7 -F v v 2 (Type login win
cached)

XyviadINBERIERICL IR I %
RLET (XA 7 11, Cachedntetractive)

0 JAEA T A BT 7T 47 (Typelogin
win interactive)

A BT T Tt R LET (XA
72, RDP 72 &)

B A BTy NI—= 7 UTTHRAL

(Type login win network cleartext)

SSHEHDOu 74 2Rk LET (X1 78)

0y A HAF-Fy hT—2 (Typelogin win
network)

Xy hT—=rmalA R LET (X473,
Psexec’z &)

a7 A HATH LWERRTEROMFEH (Type

login win new cred)

e A AEROERAEZRLET (XA
79, Runas 2~ K72 &)

QA BA T V=BT IT 4T

(Type login win remote interactive)

JE— ks Fr &5 LET (¥4 710, RDP
72 )

oy Ay A7 —¥ A (Type login win
service)

P —EANSCMIC L > THEEN-Z L 27
LET (¥A475)

07 A B ATy 7 fiERR (Type login win
unlock)

T—J AF—griay VRSN L
ERLET (A7)

Src IP

alg A ARy RRERE Y — A TP

AR TR —

BUA AR R BERR SR Y — AR — R

. TJXrLoTvy
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a—y—nsr s B

A—H—0A94 %k,

J4—LK & A
a—F—% R7A ANy MBS BTN D 2 —
P—4
J4—ILF iR

[RREH A 7 - /SZ T — K (Auth type
password) ]

ASAD— FREER R LET

[FRRE4 A 7 - 2B — (Auth type pubkey) ]

F—_N—ADRBAEE R L ET

(27 A %47 -SSH (Type login ssh) ]

a—HF—NSSHRHTr /A v L2 & &R
LET

[(r A B AT -3y F (Type login win
batch) ]

Windows N Fua /A & RLET (XA T
4. 7= & z13 schtasks)

[e7 A B AT -Fx v = (Type login win
cached) ]

FxyvashlcBgFRIC Lo 74 &
SRLET (XA 7 11, Cachedntetractive)

(BT ABEAT - A BTTT 47 (Type
login win interactive) ]

AVETZ T 4T ul A EBRLET (XA
2. RDP 72 ¥)

(T A EAT -Fy NT—=7 7 DT TFA
I (Type login win network cleartext) ]

SSH M ou 74z RmLEST (XA 78)

(R A B AT -Fy hU—2 (Type login
win network) ]

KXy NT—ra s A R LET (473,
Psexec 72 &)

(R 7 A 2 AT LOERERFROMER (Type

login win new cred) |

FLWERIEROFEHZRLET (X179,
Runas 21> K72 &)

(R HAT -V NV BT IT 4T

(Type login win remote interactive) ]

VEe—htnrF a2 RrLET (X4 710, RDP
)

(7 AH AT - —E X (Type login win
service) |

P —EZARSCMIZ L > TR ENT-Z & &R
LET (XA475)

(mT A HAT -y 7R (Type login win
unlock) ]

J—J AF—ariay JERShiET e
ERLET (XA

[EfEJCIP (SrcIP) ]

oA ARy ERERS Y — R TP

[EfE7EA— & (Src Port) ]

0L Ay RBER & T Y — 2 b

2LV .



. r)la—FK

JrLreyy |

J4—ILFK

AR

[—H¥—4 (Username) ]

n7A ANy MCEEM T BTV D —
P4

orxJ)la—~Fk

TJ4—ILF

Bl

Signal sources bitmap cmd as sh no tty

L7 a AZEEM T BTty RN T
EERLET,

Signal sources bitmap powershell

7'vt AT powershell dll 32— RS TV 5
ZEERLET

(System.Management. Automation) ,

File Access

T4—ILF

Bl

7 7 A4 L (File)

TIRALIET 7AVDTLIRA

Perm read perm

77 ANCHBIOMERDR DD Z L 2R L E
ﬁ—

Perm read write perm

7 7 A THAIRY B L OFEZIALHERD &
HZEERLET

Perm write perm

T ANMCESIABMERP DD Z L 2R L E
.j—

A—HY-=T7Hhork

J4—ILF

Bl

[—H¥—4 (Username) ]

E S lca——na—9F—4

[BET o v F@EM (Ops acct add) ]

HLWT o bpnBmEhzZ &R LE
\j«

. TJXrLoTvy
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RHESE

av R

swzavor

J4—JLF

Bl

HE - 227 (Anomaly - Score)

g RIA4 UNPENCERR SN TV
T Aa7 (0~10) , AT HMEWNIZLE,
a<v L RRLVERETCHIZ LERLET,

F - FPIVE - (Anomaly - Similarity - High)

B 2a7no8 Ly k&<, 1L /hEansg
A1 true

L ERIME - (Anomaly - Similarity -
Medium)

HEAaT7TN06 L K&EL, 08 LA TOHA
1% true

FLE A - X (Anomaly - Similarity - Low)

BEAa7n0k k&<, 0.6 LFOEAIX
true

L L - #ERR % & (Anomaly - Similarity -
Seen)

W z2aT 1 OBA, SF0. Alavy
R2ALLRTICHER STV A1 true

FE - - = =—72 (Anomaly - Similarity
- Unique)

REAATH0DHEE, DED, ax FR
KB DY EIE true

Ha~2 K7 A (Parent cmdline)

B A0 ha~ s RI4

#l ExePath (Parent exepath)

Bt 20N F Y R

BLOBERHE  (Parent uptime)

BT 0 ADFET ST DR

B —%—4 (Parent username)

BT AEET L ——Da—HF—4

& Y —B R (Sensor uptime)

T — ORERF

KHERS1TSY

J4—IJLF

atEA

Z 4 7Z Y% (Lib Path)

VRN 7 & R BT ST\ e o 7=
FAT T T 7 AINVD5ELEINA

raw ¥ 7 b DERL

J4—ILF

A

Exe Path

raw Y7y FEERR L= 7 Bt AD5EE /A

2LV .



B >o50z=

JrLrvy |

J4—JLF

Bl

T4 77V DEESNIAH]

EEENTEZTATTYDTILINA

YA FFrRIL

J4—ILFK

AR

55 Y —AE vy b~ 7 Meltdown

Meltdown =27 A7t A FOEHAZRLFET,

A—H—0OJF U DiEH

J4—IJLF

Bl

[—H#—4 (Username) ]

TuvRAEFT LIEa—V—4

¥ 1TFIR

J4—ILF

A

Ha~2 K74 (Parent cmdline)

B A0 ha<sr RIA4 v

#l ExePath (Parent exepath)

20N F YR

BlOBEFM usec (Parent uptime usec)

BT ANEITEN TS OFH

o —%—4 (Parent username)

Bl7mb 2237 Llca—F—Da—¥—4

usec NHFLIZETE I TH B DR

7'a - ABRERFL DN SN, ) T 7 A VEE
HFZ) £ CORBEER  (mtime)

2= —4,

TrE AR FET LI —Da—H—4

Y rNIJ—OBRE

Fy NI — 7 B AN MIBEETAEEDO Y A MZHOWTIE, Xy N —Z B4 o v D

TPy = EBR LTSN,

. TJXrLoTvy
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JrLyoysa: gRaesT—LE

ALY I MER[GELGZ T4 —IL K

UIFDOFEX, [74 1LYy 75587 (Forensics Analysis) ] — Y DR/ N—THRFBEARE R 7 ( —
NV ROFBAZRLTHET,

FOMD T4 —IL K

TJ4—ILF {rlzh]

T LYy 7 —4 (ForensicRuleName) |fFEDT7 4L ¥y I )—NIZL->TT~UL
frir&hizA4 -~ b

Hostname B EDKRA NN LDA R K
% —1ID (SensorID) BEOR L —hED A Xk
BHARHE BEDEKRKEDA X b

24 LTy I RIDIRZRAE

HBEOTs—ILF

INHDT7 4 — )V R, SEIERAR IF AT THHELTWET,  [Eventname - Event |
WS T VLT 4y I ARFNTWET, =& %X, [Binary Changed - Binary Attribute - CTime
(epoch nanoseconds)| 72 & T,

J4—ILF Bl
Binary Attribute - CTime (epoch nanoseconds) Linux TOZ HKEZ]/Windows TOLERKREZ] (3
A F U IEA)
Binary Attribute - Hash XA F VU D SHA256 /v ¥/ =

Binary Attribute - MTime (epoch nanoseconds) NA T U O F R

Binary Attribute - Filename T AN AT AN EORALF U OLHT
Binary Attribute - Size (bytes) T7ANVAT A EDONRALF YDA X
Event Binary Path IRAF YU DT ILINA

avry NI FTENLTREADERR AT RTA

2LV .



JrLreyy |
B ruzs

INAFTUER

[l 7 4 — L R ORICEHEIN T D LUSMNTRBHZEILH Y £H8 A,

File Access

T ANT I AORBHFEICIX,  [FileAccess-] &I T LT 4 v 7 ARFPNTHET () -
[File Access - Filename] ) .

J4—ILE & A

77 AN TIRALIET 7 ANVDT VISR

Is = Permission - Read 77 A ACHBIR Y HIRA B B = & BoR L%
ﬁ—

Is = Permission - ReadWrite T 7 A NVICEHELED B I OEXALMERNH
HZLEERLET

Is = Permission - Write T ANMCESIABMERP DD Z L 2R L E
.d—

¥ 1TFIR

Tut AT, 7V 7 ¢ v 7 A [Follow Process -] 7MW TCWE9 (5] : [Follow
Process - Parent Command Line] ) ,

J4—ILF EEA
Ha< K74 (Parent Command Line) Hootv2A0mEEha<v s RI4
i Exec XA (Parent Exec Path) BT ADONA T YRR

BlOB@EER (ParentUptime) (A 7 af)) Bl 2B ARFEITINTH D DR

Ho——4 (Parent Username) Hoov22FEIT L ra——Da—P—4%

BRIZT7ANNERINTHLO T2t | Fat ZOENLEHO RIS+ 5) 77
BAAAIER  (Process Start Time Since Last File A VT F T ORI
Changed) (=1 7 ufp)

PR kT 57 e A BT BT —

. TJXrLoTvy
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Follow User Logon .

Follow User Logon

Follow User Logon #& 38 F7EIZ1Z,  [Follow User Logon-] &\WH L7 4 v 7 ANRFINTNE
9 (f5] : [Follow User Logon - Username] ) .

J4—ILK Bl
[==—#—4 (Usemame) ] 7' A B b= 4
Ldap
Ldap MR385EICIL. 7'V 7 4 v 27 A [Ldap-) 2MFWTWEF (B : [Ldap - Department] )
Z4—ILF Bl
#%& 4 (Department) 7'ak ADa2—W—Z AT Bz AMS

Ldap = —H%—0#M (R ree2e54)

2 Fat AD—W =L FEEA T 5172 AMS
Ldap = —%— @O (R ATEEZR 545

a2 —HF—4 7 v A BT S 472 AMS Ldap - — % —
4 (FIHATEEZ A

4TS VER
Library Changed fR 5% H3E1Z1%, [Library Changed -1 &\ 9 7' L7 ¢ v 7 AT & £ 9, f :
lLibrary Changed - Department |

TJ4—IJLF Bl

FAT TV T AN BEINZTATTYDTILINA

FHESF IS

Privilege Escalation fR 58 FEEIZIL. 7'V 7 4 v 7 A [Privilege Escalation-] 23MFWTUWET (i -
[Privilege Escalation - Parent Command Line] ) .

J4—ILF BT
o< RS A TavAOFOEERaAv L RT A v
Bl Exec /3 A TuavAOHD T LR
BOBBRM (127 0f)) TR ADOFNFT SN TOD DKM
Blo—HF—4 Tt AOPEFAT LI —P—

| 2LV .



JrLreyy |
. Process Info

J4—ILFK Bl

HZ A7 SUID /31 F Y NAFVUIZSUID By FR3REIN TN D)
EIMERLET,

Process Info

Process Info fR ZR 552 1%, HBEHAERE [Process Info - | 23V TWEF (ffl :  [Process Info - Binary

Hash] ) .
TZa4—IL KR Bl
A F VY sNv i = (Binary Hash) 7'at BT BT, F Y DNy
f—27 MAbE&NTza~<r RXFF| (Command | 7Bt AD h—7 AbENfca~wr RIA 2,
String Tokenized)
a2 KRR T ADFERLAT S RTA
Exec Path Tat ARG T HNNA T Y DTN,

Raw Socket

raw Y 7 v MEEFEIZIZ, V7 ¢ v 7 X TRawSocket-] 2MFUWTUWWEF (f] : TRaw Socket
- Exec Path] ) .

TJ4—JLF Bl

Exec Path raw Y7y NEIER L7z 7 B AD5ELE /A

vrx)la—F

vrba— ROBEHFECIX,  TShellcode-] D7V 4w 7 ADBMHPNTWET (B 0 [Shellcode
- Source - Not From Login] ) ,

T4—ILF A
V=R - T A DB TIER (Source - Not | & = /L7 v A ZBEAHT Bz tty 23720 2
From Login) EHERLET,
Y — A - Powershell (Source - Powershell) 7'v & AT powershell dll 22— R XL TV D
ZLERLET

(System.Management.Automation)

. TJXrLoTvy
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Y4 FFrRIL

YA RF ¥ RNV OBRBFEIIL, TV 7 4 v 7 A [ xzba— K- (Shellcode) | 2fFVTUVE
T, 72E 23X, [y=/b3— K- Y —A -Meltdown (Shellcode - Source - Meltdown) ] & 720 F

B

s1kF7vL [

J4—IJLF

Bl

[/ —A - Meltdown (Source - Meltdown) ]

Meltdown =7 A7 v A FOFEHEZRLET,

FKIEZaAT UK

Kfiha~ o FOMBHEITIL,

[Unseen Command -] &£\W\\9 F L7 ¢ v 7 ARfTEF 4,

f5il : Unseen Command - Anomaly - Similarity - High

J4—JLF

5t BA

oul

HE - 227 (Anomaly - Score)

Ay BT A VISR FR S VT 2R
227 (0~1.0) , AaT7NEWNFE, =
YUY RNEVRETHL L EBRLET

S - PIVE - & (Anomaly - Similarity - High)

B 2a7no08 Ly k&<, 1X0/hEnEg
A1 true

B LM - (Anomaly - Similarity -
Medium)

HEAaT7TN06 L K&EL, 08 LA TDOHA
1% true

FLE A - 4K (Anomaly - Similarity - Low)

BEAa7n0k0 k&<, 0.6 LFOEAI
true

B AL - #ERR i & (Anomaly - Similarity -
Seen)

BTN ORE, 20V, ALa~vy
RASLABTIC 7, 5 A7 A1 true

FLE - M - = =—2 (Anomaly - Similarity
- Unique)

BEZAaT7TN0DEE, ODFED, a~vr KRN
INETITA OGN o 2551 true

Ha~ K7 A (Parent cmdline)

oo AnmEERa<w L R4

#l ExePath (Parent Exepath)

Bt 20 F YRR

BlOBMERE  (Parent uptime)

BT 0 ARFET ST DR

B —Y—4 (Parent Username)

M7t 2 E T Llca—Y—Da—¥—4

& Y —B R (Sensor Uptime)

T — OB H

HE - FerofEla~ 2 K (Anomaly - Latest
Similar Commands)

AR FOa~wy RIZEEL Uz, Danc#iss
MRS >Oa~vy R

2LV .



B sezsosy

RHERS14T3Y

KB T7 A4 77V O HGETIL,
(f5] : TUnseen Library - Lib Filename] ) .

JrLreyy |

[Unseen Library -] W9 L7 ¢ v 7 ARFFNTOES

J4—IJLF

Bl

A4 771V 77414 (Lib Filename)

VIR 7 v ACBEAHT ST ieho 7=
FGATZV T 7 AIVDSEEINA

A—HYTFThOoU bk

A—HP=T BT OBREIC
B : T2=HF=T BT h-THU L M)

X, V74 v AR [a—YF—=TH o k-] BV THET

)

J4—IJLF

Bl

THhHT N

(B S o — D — 4

- 7w OB

HLWT o bRBMEhzZ &R LT
_a—-

1—Y—no%>

a—H—o JF OB HE
fPNTWET,

Password) |

E, 74y R Ta—F—n A
(:L_‘*j‘—lﬂ?ﬂ‘/ -WREZ A 7 - /XA T — K (User Logon - Auth Type -

(UserLogon-) | 2%

TJ4—ILF

Bl

[wu uJ‘_E&/r 7 -NATU— R (Auth Type -
Password) ]

INA T — }‘nunﬁ%ﬂ_‘bi—;ﬁ

[FBFE4 A 7 - 8B — (Auth type - Pubkey) ]

F—_R—2DWIEE R LET

(w7 A B A7 -SSHfEH D1 74 (Login
Type - Login Via SSH) ]

a—HF—NSSHRMTr /A v L2 & &R
LET

(27 A %A -Windows’ N> T 1T A
(Login Type - Windows Login Batch) ]

Windows N Fua /A & RLET (XA4T
4. schtasks 72 &)

(27 A5 A7 -Windows¥ ¥ v =17 A
> (Login Type - Windows Login Cached) ]

FrYovrvadInzrZLTrvy ks s
FrERLET (XA T 11,

CachedIntetractive)
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a—y—nsr s B

J4—ILFK

AR

(B A XA -Windows{ > X T 7T 47
v 7' A > (Login Type - Windows Login
Interactive) ]

AVRTIT 4T alF R LET (A
72, RDP 72 &)

(B /A% 47 -WindowsF > hT—2 7
77 % A I (Login Type - Windows Network
Cleartext) ]

SSHRH O 74 2R LET (X147 8)

(w7 A% A7 -Windows® > NT—7
(Login Type - Windows Network) ]

Ty hT—=rmalArERLET (X473,
Psexec 72 &)

(BT AHEAT-FHLWWT LTy il k
% Windows 77 A > (Login Type - Windows
Login New Credential) ]

LW LTy VO EZRLET (¥
A 79, Runas 2~ K72 &)

(RIAEAT - VE— I ETITT 4T
Windows™ 71 >~ (Login Type - Windows Login
Remote Interactive) |

VE—hn st LET (#4710, RDP
)

(27 A X A7 - Windows? 7/ A —E R
(Login Type - Windows Login Service) ]

P—E AN SCM (FA75) IZk-oTHBE
Nz Lz RrLET

[v /A XA -Windowse 74 > Du > 7
fi#k® (Login Type - Windows Login Unlock) ]

J—J AF—arnnay VRS b
ERLET (ZATT)

[515JCIP (Source IP) ]

0T AR NINER SN IE(E T TP

[%fEJeA— & (Source Port) ]

B TA AR FPER SN EE AR — b

[—H¥—4 (Username) ]

aJA ARy MCEEM TN TN 22—
W—4

A—H—0JF KK

User Logon Failed fi5835I1C1X, L7 1 v 7 X

[User Logon Failed - Auth Type - Password |

lUser Logon Failed -] 23TV CWET, 4 -

J4—IJLF

558

FARES A 7 - N A T — K (Auth Type -
Password)

AAY— FRAEL R LET

FRRES A 7 - 8B — (Auth type - Pubkey)

F—_N—ADFIEE TR LET

nJ A X A7 -SSHfkH D1 74 > (Login
Type - Login Via SSH)

=P —=PsshifH TR A LIz &Rl
E3ch
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4Ly

JrLreyy |

J4—ILFK

AR

07 A H A7 -Windows /N> F a7 A
(Login Type - Windows Login Batch)

Windows N Fna /A L& RLET (XA
4. schtasks 72 &)

07 A B A7 -Windows ¥ ¥ v 21/ A
> (Login Type - Windows Login Cached)

Xy vvadnte A4 UERICE b S
VERLET (XA 711, CachedIntetractive)

07 AvHA7 -Windows £ > ¥ T 77T 47
7 74 > (Login Type - Windows Login
Interactive)

WEE e 7 A kR LET (X472, RDP
L)

074547 -Windows % v kT —27 7Y
77 % A I (Login Type - Windows Network
Cleartext)

sshi@foa 74 2Rk LET (XA 78)

07 A 547 -Windows X hU—7
(Login Type - Windows Network)

Xy hU—rual A rERLET (X473,
Psexec’ &)

07 A% A7 -Windows #H L\ 12 71 U1
WL D7 A (Login Type - Windows Login
New Credential)

FLna s A AEROERZRLET (XA
7’9, Runas 2~ K72 H)

a7 A% A7 -Windows JVE— bk A X F
77 47 v 274 (Login Type- Windows Login
Remote Interactive)

VE—bhuZgrznrLET (X147 10,
RDP 72 &)

07 A B A7 -Windows 2 7 A H—E X
(Login Type - Windows Login Service)

P—EZARSCMIZ L > TR ENT-Z & &0R
LET (XA475)

ol A% A7 -Windows 2 7 A a7
5% (Login Type - Windows Login Unlock)

J—J AF—ariay JERShET E
R LET (XAT7T)

v —AIP (Source IP)

oA ARy RRERS LY — R IP

%EE7eAR— b (Source Port)

urA AR MRERSINTZ Y — AR — |k

B

B A A A MEBER T BT 52—
Y

w7 I—k

T VLTI ARY ME, — BTV NITS—,T 7 arBDEENTHBEE, Secure
Workload 77 — S AT ATRDOITAZ ENTEET,
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2L P9I T53—bADT7IEX
ORI varyTEH, VAV Yy I T I—MNMIT VAT HHEZOWTHALET,
[ L& BHIIC

o [A4 MEFFHE (Site Admin) ], [# AF¥~—H AR — b (Customer Support) ], =721 [#iPH
A # (Scope Owner) | & LTV AT ACR T A T HMERH Y £,

«[Z7#+ Vv 2 (Forensics) | 77— FMEEILDOT 7 — e A T D2MERHY £,

ATy TN EROY =N R_R—=D[7TTF7—h (Alerts) 127V v 7 LET,
AT T2 [7T7—F (Alerts) | =Y NFREINET,

77— hEMORER
3L Bl

[V FNEELE (Site Admin) ], [ AZ~—H7K—F (Customer Support) ]. F7-I% [FFHFTA
# (Scope Owner) | & LCYV AT AICR T A T 50ERHY 7,

ARTFYTN T =V o, WBTHTI7— 227V w7 LET,

ARTFwT2 TudrA V=% v LT, —HTD2731 V00T 0T ANV — L DFMEFRRLET,
T I — " RRAELEBIC—BT A7 7 7 AV — RN EHRINL L, BEAL O —EARNFREND D
LIZTHEELTLTIEEW,

K9:74L2PVITI53—bDR—T

Current Alerts

Configuration £¢
© Status = ACTIVE X
ent Time 1 Status Tl Alert Text T} Severity Tl Type Tl Actions Tl
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 70
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 70
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 770
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 770
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 7#0
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 7¢O

IHIZ, TI—F2AX—=A LY, DV LEZVTEZ N TEEST, FMIIO WL, [HRLE
DT F7— M 7 ar28RLUTLIEEN,

| 2LV .


cisco-secure-workload-user-guide_chapter9.pdf#nameddest=unique_590
cisco-secure-workload-user-guide_chapter9.pdf#nameddest=unique_590

B rucons

HERE DIRE

,

"

2L

)

Y

T LTy T T — NI, syslog 78 EDHNBEER Y —/VITIEETEE T, T LYy T
Z— MZISON FZAXTEESNET, JSON 7 —/L ROEFHFIL, Lo (7L Py A
Ry MIERENAE T A=V R B3 TEHEINTVET,

JSON Kafka 71O HIIFR D LBV TT,

{

"severity": "HIGH",

"tenant_id": 0,

"alert time": 1595573847156,

"alert_text": "Tetration - Anomalous Unseen Command on collectorDatamover-1",

"key id":
«—"d89£926cddc7577553eb8954e492528433b2d08e : Sefcfdf5497d4£474£1707c2: S5efcfdf6497d4£474£1707d6:20196:CMD
«—™NOT_SEEN",

"alert_id": "/Alerts/5efcfdf5497d4£474£f1707c2/DataSource{location_type='TETRATION',
«—location name='forensics', location grain='MIN', root scope id=
«—'5efcfdf5497d4£474£1707¢c2"'}/

«—db10d21631leebefc3b8d3aecababalblb45£4259e85b591763d7eace9161lcal7e",

"root scope id": "5efcfdf5497d4£474£1707c2",

"type": "FORENSICS",

"event_ time": 1595573795135,

"alert_details": "{\"Sensor Id\":\"d89f926cddc7577553eb8954€492528433b2d08e\",\

«—"Hostname\":\"collectorDatamover-1\",\"Process Id\":20196,\"scope id\":\
—"5efcfdf5497d4£474£1707c2\",\"forensic\": {\"Unseen Command\":\"true\", \"Unseen
«—Command - Sensor Uptime (microseconds)\":\"34441125356\",\"Unseen Command - Parent
«—Uptime (microseconds)\":\"35968418683\",\"Unseen Command - Parent Username\":\"root\
«—",\"Unseen Command - Parent Command Line\":\"svlogd -tt /local/logs/tetration/efe/ \
™", \"Unseen Command - Parent Exec Path\":\"/sbin/svlogd\",\"Unseen Command - Anomaly
«—— Score\":\"0\",\"Unseen Command - Anomaly - Similarity - Unique\":\"true\",\
«—"Process Info - Command String\":\"gzip \",\"Process Info - Exec Path\":\"/bin/gzip\
"}, \"profile\": {\"id\":\"5efcfdf6497d4£f474£1707e4\", \"name\":\"Tetration Profile\",\
«—"created_at\":1593638390, \"updated at\":1593638390,\"root_app_scope_id\":\
«—"5efcfdf5497d4£474£1707c2\"}, \"rule\": {\"1d\":\"5efcfdf6497d4£474£1707d6\", \"name\
«—":\"Tetration - Anomalous Unseen Command\",\"clause chips\":\" [{\\\"type\\\":\\\
—"Eilter\\\", \\\"facet\\\": {(\\\"field\\\":\\\"event type\\\",\\\"title\\\":\\\"Event
—type\\\", \\\"type\\\" : \\\"STRING\\\"}, \\\"operator\\\": {\\\"1label \\\":\\\"\\u003d\\\
AN\ "type \ N\ " AN\ "eg\\\ "}, \\\"displayValue\\\":\\\"Unseen Command\\\",\\\"value\\\
«—=":\\\"Unseen Command\\\"}, {\\\"type\\\":\\\"filter\\\", \\\"facet\\\": {\\\"field\\\
«—":\\\"forensic event cmd not seen data cmdline anomaly info score\\\",\\\
—"title\\\":\\\"Unseen Command - Anomaly - Score\\\",\\\"type\\\":\\\"NUMBER\\\"}, \\\
—"operator\\\": {\\\"1abel\\\":\\\"\\u003c\\\", \\\"type\\\": \AN"Ie NN}, \\\
—"displayValue\\\":\\\"0.6\\\", \\\"value\\\":\\\"0.6\\\"}]\",\"created at\
«—":1593638390, \"updated at\":1595539498, \"root app scope id\":\
—"5efcfdf5497d4£474£1707c2\"}}"

}

alert_details DE B AN = X7 — 7 E72 JSON LFH|THY . LD 7 7 — FORNFELLTIC
A~LET,

{
"Sensor Id" : "d89f926cddc7577553eb8954e492528433b2d08e",
"Hostname" : "collectorDatamover-1",
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"Process Id" : 20196,

"scope_id" : "5efcfdf5497d4£474£1707c2",

"forensic" : {

"Unseen Command" : "true",

"Unseen Command - Sensor Uptime (microseconds)" : "34441125356",

"Unseen Command - Parent Uptime (microseconds)" : "35968418683",

"Unseen Command - Parent Username" :"root",

"Unseen Command - Parent Command Line" : "svlogd -tt /local/logs/tetration/efe/ ",
"Unseen Command - Parent Exec Path" : "/sbin/svlogd",

"Unseen Command - Anomaly - Score" : "0",

"Unseen Command - Anomaly - Similarity - Unique" : "true",

"Process Info - Command String" : "gzip ",

"Process Info - Exec Path" : "/bin/gzip"

}l

"profile" : {

"id" : "5efcfdf6497d4f474£1707e4", "name" :"Tetration Profile", "created at" :1593638390,
"updated_at" : 1593638390,

"root app_scope_id" : "5efcfdf5497d4£f474£1707c2"

bo

"rule" : {

"id" : "befcfdfe6497d4f474£1707d6",

"name" : "Tetration - Anomalous Unseen Command",

"clause_chips" : "[{\"type\":\"filter\",\"facet\":{\"field\":\"event type\",\

"title\":\"Event type\",\"type\":\"STRING\"},\"operator\": {\"label\":\"=\",\"type\
":\"eq\"},\"displayValue\":\"Unseen Command\", \"value\":\"Unseen Command\"}, {\"type\
":\"filter\",\"facet\":{\"field\":\"forensic_event cmd not seen data cmdline
anomaly info score\",\"title\":\"Unseen Command - Anomaly - Score\",\"type\":\
"NUMBER\ "}, \"operator\": {\"label\":\"<\",\"type\":\"1t\"},\"displayValue\":\"0.6\",\
"value\":\"0.6\"}1",

"created_at" : 1593638390,

"updated_at" : 1595539498,

"root app scope_id" : "S5efcfdf5497d4£474£1707c2"

}

}

TV I AR NOEEMT. T4V R 7Ly TIZEENET, LTS
AR RDBEDOY A MZIOWTIL, (7410 Py 7 AR MIFRREND T 4 —/V ] %
ZHLTLLEEN, 7LV A MBI, ULOT I — FOFEMICLFRENE
ﬁéo

WP RAY

VY AATHBRIRSNDIGH

X T4y akR—F:
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v
)

B o ovvoraroress

10:2X12)F4 8y aRk—KD[I+L2Py9 Ra7F (Forensics Score) |25 3>

Forensics Score
Workload Score Distribution Child Scope Scores

Aug 10 1:00pm o
35 total 15 descendants of Tetration with scores
Tetration

Average score, 15 workloads (20 N/A)

5- 1-

Mm = o = i 39 . il EE B
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 8 0 5 100 NA 0 5 1015 20 25 30 35 40 45 50 S5 60 65 70 75 8 85 0 95 100

Workloads | Score 1 Scopes Tl Score 1
collectorDatamover-1 0 ® Tetration:Workloads:Collector 0
tsdbBosunGrafana-2 0 Hourly scores - August 10, 2021 @ Tetration:Workloads:Compute 5

100
hbaseMaster-1 0 ) @ Tetration:Workloads:Compute:HDFS 5
collectorDatamover-2 0 50 ® Tetration ompute:HDF: 5
druidHistoricalBroker-1 5 I @ Tetration ompute:HDF! Firr 5

o
1281 osans 2P

3 Dok 3 Dok

N:EX1UT45YaR—RKD[THL2Py I RaAT7 DM (Forensics Score Details) Jt5 3>

Forensics Details - zookeeper-1

Aug 10 1:00pm to Aug 10 2:00pm

9 Forensic Events

Timestamp 1 Rule Tl Command T! Hostname Tl Event Type Tl Severity T!
Aug 10 1:00:00pm Tetration - Unseen Command /bin/sh (ps zookeeper-1 Unseen Command LOW
Aug 10 1:00:00pm Tetration - Unseen Command /bin/bash /usr/bin/atopd zookeeper-1 Unseen Command Low
Aug 10 1:00:00pm Tetration - Unseen Command /bin/sh (/usr/sbin/ntpg zookeeper-1 Unseen Command LOowW
Aug 10 1:00:00pm Tetration - Unseen Command /bin/bash /etc/rc.d/init.d/atop zookeeper-1 Unseen Command LOW
Aug 10 1:00:00pm Tetration - Unseen Command /bin/bash ulimit zookeeper-1 Unseen Command LOW
Aug 10 1:01:00pm Tetration - Unseen Command /bin/bash /etc/cron.hourly/Oanacro  zookeeper-1 Unseen Command LOowW
Aug 10 1:01:00pm Tetration - Unseen Command /bin/bash /usr/bin/run-parts zookeeper-1 Unseen Command LowW
Aug 10 1:18:00pm Tetration - Anomalous Unseen Con bash /usr/hdp/current/zookeeper-¢ zookeeper-1 Unseen Command HIGH
Aug 10 1:22:00pm Tetration - Anomalous Unseen Con  pickup zookeeper-1 Unseen Command HIGH

ALy HRATDHERE

THLUYy I AaTEV = — RILIGHRENET, V=7 e—RDT7 LYy T A
a7E, RNFEFHATENIC S TNDL TR T 7 A NMIHESNT, EOT—r n— RTHE SN
7Ly Py I AR B ELRET, 23T 1001, AR T0 77 A LVORESHI-
NN LT TFH LTy I AR SPBEINRD -T2 2B L., 2Aa70iE, BIEE
KIS MEIR T L Py 7 AR BRI ENZZ L 2B LET, Hr#HEOo 7L
Uy AaTiE, TO&EANOFEE T~ na— R2a7 T, SFFEOREOTZ LYy 7 A
a7, FORRINOT X TOR 2T Oi/METT,
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TAHLUDYIRATORERE .

o B K7 REQUIRES IMMEDIATE ACTION D7 % L > w7 A N M, AR 2
a7 EERICHEL LET,

s RN CRITICALD 7 LYo 7 ARV M, V=27 —RKORa7 % 10 DERT

cHRENHIGHDO 7 4+ LYy 7 ARy ME, V=B —RORaT7 Z8HAS5 THO LE
B

cHARENAMEDIUM D7 4+ Loy 7 ARy ME, V—2ua—FRKOZXaT7%2EL3 THH
LET,

CERNENLOWD 7+ L Py I ARy NI, 7L Py 7 2aT7IlHEELETA, =
NiE, EEORENELERETTHY . A ARLWATRENEDN S 58T LUV L — L HESE X
nE9,

7= & 2 0F. EREEA CRITICAL @ 2 DD/ — L BRENHIGH @O 1 DD/L—) L BEREMN
LOW @D 1 DDA —VICEFNEFN—BTHI OO T L2V ARY R T—7 a— RNiZh
HELET, FOU—ITa—RKOT7 LYy 7 AaTiE, 100-1*%10-1%5-1*0=85T
j—o

TV AaTiE, T4 LYy TEEENEINI o TV RWT — 7 v — ROLGEIT
WLEHA,

4Ly RATDHRERE

T
O

PCR R—

T LYy 7 AaTOFEL, AT ALYy I =V EPFELTITWET, A RAD
DI —VEERT D &, LV EMRATHIEONET, E4RT7 4L 0V 740 b
(BANEZIIZOMOBEERT 7T 4 ©FT 4 OFFLE /2B A X2 ) IS L TRHIET 20
b, TALVY VI RAAT EYET HTZODORWHIETT,

e T LTy AT OEEMICIL, %@ﬁﬁmmﬁmf@7jV///?4m/b#§
INFET, DFD, TH LTI RAaATOEMIZE., 7L Yy 2aT OFEICE
HAEND2LDOUND T+ 1LV I AR MMFBEREINDGELDHY T,

T H LYy 7 AaTFBUE, BRI o — e TR TR £,

ANy hDO—H EBEREH

X b T — 7 OB EHEEIL. Producer Consumer Ratio (PCR) Ot &ICESWT, V—2r ma—
RIZHAD T2 BEICKEDOT —Z Z R LET, PCRIFKDO LI ICERINET,

Egress app byte count - Ingress app byte count
PCR = ——— - —mmmmmm e m o
Egress app byte count + Ingress app byte count
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B <oro—vrrrrorLovyo—n

PCR DfEIZ [-1.0, 1.0] D#FEPHIZH Y £, T Z T,
*PCR=1.01F, V=27 m— R T = 2 X ETH L2 BIRLET
*PCR=-1.01%, V—27 B — R T — 2 52 ZETDHZE2BRLET
*PCR=0.0(F, V=27 B —RCTF—ZDEZEFEDONT U ABBNTNDL I a2 R LET

MOT7H LYy JHEREERIERIC, A>T MR—ZAOREEMHAL T, ik Lz EE L
VT BHRY N =T BEA N M 2RETEET, V= o—RRhbBHanizry hU—2
AR NIS T LI AR— S, EESNIA—VESHBICBESNET, £
OFEFR, FHLNWR Y hT—7 BE A M, A X2 FORFZN SRR 105 DOBFIET, 5437
LUl TOARBHESHET,

Y

GE)  Secure Workload Y 7 7 =7 D32 B LWN31 X—2 3 Tk, Xy hU—7 BERRHITT—
Y —7 R EMTINTWE L,

XY RND—HOEBARINDITALIODOYIIL—IL
T LTy IV EBINTAHECOWNWTIE, [Py rRE] 2B L TLIEE
v,

IL—ILDEM
ZOB7Va TR, Xy hT—7 BEBEOL— L EERT D BIEOFEMIC OV TR L&
T ROHMARR Y N =7 REL—VTRO LY TT,
Event Type = Network Anomaly
TR, 7= 2 —HON—NVERET 20Dy NU—27 BE A~ oo @i T

R
L 258

RA N4 ZDARY NEFHITTHT—7 B — ROKRA
}\ Z‘O

B A BAZ T (2R 7 Y HAL) AR NDEALAZ T (R VBEAD

PCR 7 WEDOEBOFEERZEE L TOA X MEEH
DTS < PCR DR,

FEFEIIR 7= X, FEiMARE —2% (cron ¥ a TR Y
(2L -TC) HIBRL7-EDOPCRIFETY, FEF
Hir 22 DX HE 12 6.0 LLETT,

PCR HFEH o 2 —< b (Producer Consumer
Ratio) »
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L—ILOREH .

Bt

AR

EIR

552{5 k. (Egress Ingress Ratio) %, Egress App
Byte Count D&t & Ingress App Byte Count
|2 S G

EAEMT 7V A M

UV—rua— bttt o7y harsr
Y (N H—%RL) OGRS METH D,
EEMT 7V r—a oA M

AT 7V A MK

U—7ua—RRAT Iy harroy
(N X —%FRL) OARFIANA METH S,
SAEMT Y r—a DA N

A==y

PCR K RFINEHR SN D7 1 k2L, BIfE,
HHR—FENTWbH 7 e ha/LETCP, UDP,
B L Aggregate T9, Aggregate PCR (3,
TCP, UDP, ¥ XUNCMP /A MO GFHIIE
SWTEHHEINET,

a—WP—u St

WEMISEOY —r m— K TOa—H%—n
TH AN OB, BT ON—ADDD
NE I MEZBRIZANRN, 22— —n JF
AR FOFTY, =P —n st A
v NOFEME DI, BALDHET—r rn—
ROA R NEFEEL, [74 LYy 7558
(Forensics Analysis) ] X—Y TEN b AR
TOHN—NEERTLHDLENDHY L7,

a—H—nr 7R

WERISHEOY—7n— R Ttoa—%—n
THVIREA X b, BT HA—n
HHNE I D EBEIZANLZY, 2—F—n
TH R A X ho¥TT, 2—H—n S
I KB A N N ORI A A DI, BL o
HDHU—7u—RDOARy MEFEL, [7 4
LYy 7538t (Forensics Analysis) ] ~3—3
THFENLEFRRT HNL— N EEHRT HNEN
HoE9,

R a~ v K

WER 5B OY —27 n— R TORMER 2~
Y RARY MO, BT D= D)
EIIMEBEIZANL D, KiEFEa~> FA
N MOETY, K~ RAXU RO
P A DI, BLoHLY—ra— KO
AR NEFLERL, [T LYy 7 08T
(Forensics Analysis) | ~\— 3 CTZN L ZFKR
TON—NEERTDHLENDHY £7,
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B BT
ARE (UTC) - 47 A N MR O,
A (UTC) - A ARy MREEOH (1, 20 ...
AR (UTC) - H AR PREEOB (1,20 ...,
HIF (UTC) - FEfH] AN R ORER] (1, 20 ..., 24) o
AEF (UTC) -4y A X2 bEERE Oy (1 20 ..., 60)
ARE (UTC) -# A X2 bR O (1, 20 ..., 60)
ARE (UTC) -MEH A M OER (0~7, HMERS HKE
HIZXHE) o

B12: %2y FT—OBEARV DT LDV IIIL—ILDER

Create Rule

Rule Name

Network Anomaly with Failed Logins

Ownership Scope

@ Tetration ~

Actions
{ ALERT, RECORD - ]
Severity
( HIGH . ]
Clause @
Network Anomaly - User Logon Count > 0 Event type = Network Anomaly X

Network Anomaly - Non-seasonal deviation > 5.5

m Cance‘

W ONDH I — L E L TFICR LET,
U A K 7.10.1.1.1 : UDP DHDF v b T — 7 B a2/ L E9,

Event Type = Network Anomaly AND Network Anomaly Is = Protocol - UDP

U A K 7.10.1.1.2 : 4 /i1l sensitiveDataServer W& EFNTWH TV —7 a— KOV 7€y FOXEF
7 7 VICEIT DA PRI L EVEZRE LT, FHEIR Y = zlllxd 2 &, FFICK
SRFRESHRHINEST BHSNSEE)

Event Type = Network Anomaly AND Network Anomaly - Non-seasonal Deviation > 10.0)
AND Network Anomaly - Egress App Byte Count > 1000000
AND Network Anomaly - Host Name CONTAINS sensitiveDataServer
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UAK7101.13 : Kigida~> RAXU 2SI T —r B — ROy NU—F BEA X R
BmHEhET Ry bU—7 BE A2 F2MEH 7.30AMUTC ~ 7.35AMUTC (23445 Z &
%lg/%<> o

Event Type = Network Anomaly AND Network Anomaly - Unseen Command Count > 0O

AND ( Network Anomaly - Date Time (UTC) - Hour != 7
OR Network Anomaly - Date Time (UTC) - Minute < 30 OR Network Anomaly - Date Time
«—(UTC) - Minute > 35 )

W—ILToay

7oLav Bz

RECORD —ET DAV M Ry b= R
T 52 FET, ST bet
X2 VT4 Xy vabh— RERF[V—2a—
K7'm 7 7 A /v (Workload Profile) ]X—
Ny U —27 BE (Network Anomaly Tab) |
AT THROTFHZENTEET,

ALERT —HT DA ME [TT7—F (Alerts) ]
R LBIR LT 77— T ooy IE
mENET,

WD ra ik, UL THREENTZR Yy NU—T BE AR RRERENBEATIZONT
LB LET,

2y RI—OBEBEARY FHARTEIND5AR

N

GE) Xy hI—Z7BEARU NI, BUE, [74 LYy 78 (Forensics Analysis) ] 3— 121

FREINTWERA, Fy NT—TBEA X NI, ROX—VTHERTEET,

ctXxa) T4 By aR—FK :RECORD 77 v a v afion—il—&+T5Hxry hU—
THREARVPMI, BXF 2V T4 X a2l —FRD[Rry NU—TBE X277 (Network
Anomaly Score) | &2 > a v TCRAOTFHZENTEET, A7 BNxETiEZRW (100 £
WD) V—rua—RKnbaght, V—/ua—K4aEZ7 Vv T5HE FOUY—7B—ROD
PCRIEFRHE Ry NT =T B AR MR RTEET, Xy NI =T BFEA X T —
TNADEATOLEEIE, MIGTDFy U —7 B A X FORZIZBIT 570 —Z20
MOTH VLT I AR NERBTDDOIIHKNDT 7 ar ) I REREINET,
Xy NT—7 BEZA a7 UR— MOBEMOBIEIZONWTIE, Ry hU—7 B OIRIL
ERILTLEEN,
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13:2X2)FT4F8y afRf—FORy FI—HEEROT

Network Anomaly Score

Workload Score Distribution Child Scope Scores

Aug 10 1:00pm o
35 total 15 descendants of Tetration with scores

Tetration

Average score, 15 workloads (20 N/A)

e = 99 .
0 5 1015 20 25 % 35 40 45 50 55 60 65 70 75 € 8 90 95 100 NA 0 5 10 15 20 25 0 G5 40 45 50 55 60 G5 70 75 8 85 90 9 100
Workloads Tl Score Scopes 1l Score
launcherHost-3 97 ® auncher: 9
collectorDatamover-1 100 Hatyseores SAUgUSEN D 2021 @ Tetration:Workloads:Infrastructure 99
100

tsdbBosunGrafana-2 100 @ Tetration:Workloads 99
s

druidHistoricalBroker-1 100 50 @ Tetration:Workloads:Compute 100
S

namenode- ® Tetration:Workloads:Compute:!

de-1 100 @ Tetration:Workloads:Compute:HDFS 100

o

12AM [ 12PM

<-23> <-jj>

B#:txa T4y aR—F0O7—o8—FAICRYLTD Sht-Rry FI—VEEXIT

Network Anomaly Details - launcherHost-3

Aug 10 1:00pm to Aug 10 2:00pm

Network Anomalies

Provider/Consumer Ratio

@ TCP @ UDP @ Aggregate
1
05
0
05
-1 T T T T T T T T T T T T 1
12:55 01PM 01:05 01:10 01:15 01:20 o1:25 01:30 01:35 01:40 01:45 01:50 o1
Date Tl Rule Severity Tl PCRT! PCR Deviation 1! Protocol Tl Non-Seasonal Deviation Tl ER Tl Eg
Aug 10 2021 01:38:00 pm (EE  MEDIUM -0.06319802 0.7886 UDP 8.0320 0.8811171 21

o [V—Z2u— K777 A/ (Workload Profile ) | ~—/[* v b U —7 BE (Network
Anomaly) | # 7 : ZO~—ITlE, PCRIKRSNIZZ 7 &, RECORD 77 ¥ a v & §iD
N—INZ—BT DRy NIV B A X Nl TEEd, ZOX—VICEKRINDHN
R, BEX 2V T4 Xy vaf—RTU—rn— K457 ) v 7 LTERINHONELIE
HIZESBEUTVET,

PE AL
N I
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2Ly

L—LOEXEE Ry bo—sBEZa7 [}

15:[7—% 00— K707 74 )L (Workload Profile) ] R—>® [y kD —% E% (Network Anomaly) ]2 7

Aug 9 3:10pm - Aug 10 3:10pm ~

Network Anomalies

Provider/Consumer Ratio

[ ®TCP -0.61 ‘ eUDP -1.00 ‘ ICMP = ‘ ®Aggregate -0.84 ]

Ramavma Lol Lo Lodes e L Lokttt L Lt bl et oo ottt oL sl
i l*llurlitl?q%‘!?}ﬂlﬂlﬂ‘{ll‘ll‘!!qu ][!{{1 {13 11'1‘[1‘1“}“ !Il}‘llllfq'! IIT‘FY 1[11‘{111} Ill‘t

Sl

T T
06 PM 09 PM Tue 10 03 AM 06 AM 09 AM 12PM 03 PM

There are no matched Network Anomalies in the selected time range.

e TS— bk Xy FU—TBEIL—ILNALERT 727 > a v ZHELTRESNL TV A
B, B LAY MI[TT7—bF (Alerts) | X—IZFrIN, 77— T U vy
NobRFHTEET, BEOTI—

16: 7y FI—OBETS—F

Event Time Tl Status Tl Alert Text T Severity Tl Type Tl Actions Tl

Tetration - Network Anomaly with Unseen Command on MEDIUM FORENSICS 70

2:38 PM AGTIVE launcherHost-2 (UDP)

Details

Profile  Tetration Profile
Rule  Tetration - Network Anomaly with Unseen Command
Alert Trigger Event type = Network Anomaly  Network Anomaly - Unseen Command Count > 3
Network Anomaly - Non-seasonal deviation > 0
Forensic Event Host Name = launcherHost-2
Network Anomaly = true
Network Anomaly - Date Time (UTC) - Day = 10
Network Anomaly - Date Time (UTC) - Day of Week = 2
Network Anomaly - Date Time (UTC) - Hour = 11
Network Anomaly - Date Time (UTC) - Minute = 38
Network Anomaly - Date Time (UTC) - Month = 8
Network Anomaly - Date Time (UTC) - Second = 0

IW—ILDEXRELRAY FNID—0EEXO7T

Fy NT—VBE2a7id, 7L oYy s Rar ERRICGGHESNET, *y hU—7 BE
ZAayiFv—rso— R LICHESNET, V=2 —FRDO%y hU—7BERa 7L, %Y
W CHC > TWNWATa 7 7 A MCHEASNT, FOU—ro— RCRIEIN %y T —
THEEANRINBELNET, ZAaTRI00DHRE, A7 07 7 A LV THRES N —
wﬁmfz/%v JBEA R NPBBRIN Do EEERLET, AT R0 0
BIREOT 7 v a URMER Ry N BE AR MR SN EEEWRLET,

« # K% 7% REQUIRES IMMEDIATE ACTION O % v b U — 27 B~ ML, #HEEO
Z:[T%O \—ﬁ% L/i‘é_o

« EAEN CRITICAL D% v b U —27 B4 R T, U—27a— ROFEBEAIT % 10
6[./&?‘0
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X2V T4 X v a2l —RTHEINDI Ry N EREATIZE, SOOBERH Y F
T, 72T, FRIIOENLSFRI 09 E oy —ra— Roxa7 ik, FRi9ESS S
MR 10 B 54 328 AT D53y MU —7 By A4 Xy MIHESHTDET,

[
I

cHWT—=F V=T AR NI, Xy P =T BEA R M TIERLT=F V=7 A b
ELTHED £,

e bl ltOxy MU= BEKRHIZ3IZ OFETHY . FWTF—X ) —7 4R
FCIE7 e ha VIR ESNERE A,

JAEANY I ADEERE

ARIDRT LIS, ZOKREIE, VAT AREROTat AL F Uy o O—E ARl
HTET, TuEANy a2 OREEZRMLUET, ZOBEICITKRO LD 2B E R H 0 F
9, MCEy FTV701‘%5275‘%%ﬁ%éhf:ApacheWeb%~/§—®77—L\75§3?>5 ELET (2
NHEOH—"—NECHBERAZ U hprbREHINLZRE) | ﬁm\¢mf@ﬁ—ﬂ—
FDhttpd XA F IV DNy T2 FR/ETHDL ETFHRINET, ~— ﬁw)&)éiw\ WTHY,
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ERXIZIE, AUA— MEENOY —7 a— REKT, FEITRRET 7 A VDA F U X 0S
N=Ua v, Nolr—UER ST 5558) 1 OMAGDLERFR—-THL —HEO TR L
LTFeex N —T52EHELET,

\}

G¥)

. FEATARE T 7 A NV DA F U RR L 0S XN— 5 VOAEDLEDARIIESNTES
NTWE LT,

R lr—VERIZ34 V) —2RLETEENET, TALEOY VU —ATiX, Yok x 71—

FFEOBITIE, T D Apache Web H—73—73 CentOS 7.7 35 L ONA] U/b— &iPH T httpd 2.4.43
EEITLTVD ERE LSS, T2 70t A7 —71% (§_RTOY——{Zb->
) FUCHAEDLEER>T e ADE Y &Y EFT (34 F U /XRD jusr/sbin/ httpd
T, OS/N— 3 M centos-7.7 T, Nu 7 —TU 23— 9 8 httpd-2.4.43) , WML 7 BEA
TN—THNOTXTONAL TV DOy v 2Ff/l—ThsETHREINDTD, R—ERRHIN
LHERFENFRINET,

ZOMRRIX, BE T e A Ny vakRNT AT TR, 22— =BT v e —RL7
FUMHEY A NMIFERENS e ANy Y2 b LET, A~ LT =T Ny adl
ARBHY ., FNEO NNy BT N B ARNETENTWDEINE S A2 =
WEWS ZEDNEOERICHY £,

RETR A 5 972 1T, NIST 2327~ 5 National Software Reference Library @ Reference Data Set

(RDS) (NISTRDS7—#%t v & bFHINET) 2RV A FE L THEMALES, By
vald %4 ERASHET (NISTRDS 7—4 & v FEFNCT 2 HIEICON T, B
ATV AEBRLUTLIEEIY)  MAORMANYy 2 VA NET v 7n—FR45Z &
HTEET,

NIST RDS 5 — 4t~ MMZIZ T, Cisco Secure Workload Hash Verdict h—E A4 ¥ 2 L — |
LTWET, 2OV —ERAZ{GMTDE O~V T =Ty Va3 BAE LA, B
BEOHL AyvabLTHRIHESNET, —FH, ~Ny vaBBMmTIEY 25513, RESIT TR
Ph~v—r N5 bbbV T, FERFICKBME T =2y M ERFREHIEIY, V—72
0— RCTEITENTWD 7 v RAOKBEIIERE SO GIHEHTEX 5T _XTOBEAMDIE
WhTdabtANy v ak N —L TS, Secure Workload Hash Verdict (% Secure Workload
777 RBEHTORIATEET, EEA TV V= A0H8ER 228 LT, 777
A T > A )35 Secure Workload Hash Verdict h—E RIZT 7B ATE 5 Z L 2MER L TLEE
AN

ZOMETIZ, TORANY D ARAT RTINS X2V T o2 aTRNHhERET, 20
AaT IR I EICHE S, HhanEd, toTXToOEx=2 U7 0 2a7 LFEERIC,
TRt ANy Y2 RAaTIEEWEEERLTWET, a2y 2 IZBHEORA VB
Ny ARAATIN 0 DFHR. NV all T T ITNEREINTWEN, FHITEEOH D
ZLEEEWRLET,
Ny Y2 RAATHRI0DFE, Ny aRNBETHEN, V- a— T -HLTW
D (R—En72n) ZEEBEWRLET,
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NV aRAT NI NG 9 EFTOHAE, Ny aBBRETHLERRIND I LER
LET (DFD, WS ODDOR—FHRH D 1) .

J—ru—Ro7akvA Ny aZxarii, FOUV—ra— RTEEIN-T_RTONy V2
DEF/NTHEEZNY 2 Z2aT7ThD, 0IFT AT LRI I /fFEFRITEEOHS Futk
ANV AaNBHBIEEERL, 100 1TV ATF ATy Va2 BRENEI N TV NI L5 E
%L/ij‘o

TJOtRN\y L aeEZTEBNCT H5E
Tt ANy Vo e, BN AR s ATy FCTF 7 4L R TTEL)
W7o TWVWET, 74 L0 Py 7 RETMLEH Y FHAL, VAT AZEDL )z —T =z b
NHDILGET, VAT ANEE L TH5E 2KEHUNIC A a7 FRBEGINE T,
TOFRN\Y L ARATHEREINDER

ctFaUTaFYaR—F:

177: X2V F4 8 yam— KD [FOER/Ny>a2Xa7 (Process Hash Score) ]t45 3>

Process Hash Score

Workload Score Distribution Child Scope Scores
Aug 10 2:00pm o
35 total 15 descendants of Tetration with scores
Tetration
20 20
ol Average score, 15 workloads (20 N/A) 10—
10—
5
o 100 o
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 8 90 95 100 NA 0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Workloads 11 Score © Scopes 1L Score ©
collectorDatamover-1 100 ® Tetration:Workloads 100
tsdbBosunGrafana-2 100 Hourly scores - August 10, 2021 @ Tetration:Workloads:Compute 100
0
druidHistoricalBroker-1 100 ® Tetration:Workloads:Compute:HDFS 100
i
namenode-1 100 50 ® Tetration:Workloads:Compute:HDFS:Namenodes 100
3
zookeeper-3 100 @ Tetration:Workloads:Compute:HDFS:Namenodes:Prim 100

1280 o6AM 120

<-23> <23>

X2 VT4 Xy afR—RD [Tt ANy 2227 (Process Hash Score) |27 2 3
X2 VT4 Fy v adRh— R

[V—2u— K777 A1/ (Workload Profile) ]-X—/[7 7 A /L~ = (Workload
Profile) 1% 7 :

18:[7—%5 O — K702 74 )L (Workload Profile) ] <—<® [7 7 4 JLiNy < a (File Hashes) 1% 7

Observed he last hour

File Hashes
Benign Tl SHA1 Hash Tl SHA256 Hash 1| File Path T, Anomaly Score 11 Reason Tl Links Tl
] 5 d9asaba & 7eedeeb test_f ! |_tests/go_t _linux_amd64 0.00 @ Flagged / Malicious A Inventory Search
(m] R 369cad & 8b2e701 Jusr/bin/sigeheck 0.00 © Flagged / Malicious A Inventory Search
] 5 07b6dd0 % 087b38b Jlocal/tmp/legit_linux_amd64. 58.33 Anomalous Inventory Search
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[V—7ma— R7Fa 77 A/ (WorkloadProfile) |"— @D [7 7 A /Lny I = (FileHashes) |
27 J—rma—R7Ia7y AN

TRtERNY L2 RATDEHERE
BETOE AN L 2 TN T, KOLEIICAaT HEELET,
1. NyvalZZ7 7 7BFFonT0D0, BEERHDLHE : score = 0
2. FELIFRARY . Ny aNT U— RS score = 100

3. J:?Ekli%‘efotw\ /\‘)Q/J@Z{ﬂ‘%ﬁl@ﬁ:ﬁﬁﬁbé%ﬁ\ . score N [1, 99] @%ﬁlﬁ]o %U‘
FERW

4. bFREITRRDEES ¢ score = 100

B) PRATEHETIeY v 7 iF, T TNy~ VT 4 22T (RU— EiPE
BT 57— a— RORERIZBIT 24T 5y v 2 OREROLEEZ 1 55V 72 fH)
EHE L, WICENEEE 0.0, 1.0] IV EL T TARLEVNIEDTT, ~NyiadDvA )
VT 4 2aT7N0.5 22056, THEHRE -1092 ) ZEH LT, A7 %&H (1.0, 99.0]

WCHE~y 7 LET, Lio Apache Web—/3—7 7 — A D ZHLY EIF, httpa DNy
YallOWTERATAHELE D, LTIV 20D T F YA 2R LET,

ehttpd N7 7 — LD 1000 BV — =22 DDy =2fl (h1 & n2) ZFF-Tn5 &
LES, 1 BOY—/3—=Thn1, KV D99 BDOY—/ =TT n2 TF, TOHE, KO X
INCFHFELET,
¢ population ratio(hl) = 0.001, population ratio(h2) = 0.999. %f?éﬂ5775/5
Ve
e minority score(hl) = 0.999, minority score(h2) = 0.001. EfTSINDT I a v
® score(hl) = -10g2(0.999) * 98 + 1 = 1.14;
* minority score(h2) < 0.5, h2 TREE IR éﬂfcﬁb\‘/bf_&)\ score (h2) = 100 & 721
7,

chttpd W7 7 —LHND 10 BEDOHP— =22 2D/ vy ¥ afli (h1 & n2) ZFF-oTWAEE L
F9, 1 5OV —N—=Th1, VDI EDOY—X—TldIh2 T, ZOHFE., KOLHIT
HELET,

® population _ratio(hl) = 0.1, population ratio(h2) = 0.9. %?féﬂéT?\‘/a Ve
*minority score(hl) = 0.9, minority score(h2) = 0.1. ?é/?éﬂé‘?y“/ﬂ Ve

® score(hl) = -10g2(0.9) * 98 + 1 = 15.90;

* minority score(h2) < 0.5, h2 TR L ITRAREN W=, score(h2) = 100 & 720
i—é‘o
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®* population ratio(hl) = population ratio(h2) = 0.5. %ﬁiéﬂévfﬁ va v
* minority score(hl) = minority score(h2) = 0.5. FATSINDT I a

e score (hl) = score (h2) = -10g2(0.5) * 98 + 1 = 99.0. ZAUE, BEF LR EN Dy
VAl eNnNAREDA T TY,

e httpd WITRXRTDP— =2 1 DDy ¥ affi (n1) OBZEFHF-TNWLHELET, ZDH
/E|\\ minority score(hl) = 0.0 < 0.5 kfibiﬁ‘o L?‘:iﬁo“(\ /E\:ﬁkbiﬁfiéﬂf\

score(hl) = 100 & 73? ) ij—o

EWIIZ, U—ra—RoFakti vy iaAarii, FOU—r7no— RCHEINEZTT
DNy aDig/NTa® ANy 2 2aTZe £4,

—log2 (x) THWMBIEICEAT 2 BMERIZ. ZBOLTRASITAZ ENTEET,

TOtRAN\YLARATDHRERE

U—7ua—RTO7atANy a2 Aa70ld, 777407 atA Ny vaEFRTEED
bHLTREANYy VaPNEOT—7a— NIBNEZEZERLET, 20X R mEAN
HEFITIN WL TDE, 2a7R&ELET, 100 KEOEDT B ANy 2 A
T, VAT ARERICT R ANy VaDRERHLZEEERLET, BEENOLILGELE
ITRVWEAENRH Y T, SLICHENSKNETT, EEICHE LR, Ny aBlNZLeT
HDLFERMNTONES, ThERMEY A MIBNTH L, 2aT7b@ELES, 2—F—
W X[7 7 A /v~ =2 (FileHashes) /[ 2t A/ Ny v = @DFFEfll (Process Hash Details) ]3—3
T[EM (benign) | DF = v 7Ry 7 A% F 2T Hh, OpenAPl /- L CRMD Y 2 %
Ty7ua—RTHI LT, BER Ny vk TREME L L THRETEET,

ZRIEHRO

B D X 9 12, Secure Workload Hash Verdict %— B ANH NI 72> TV B5E. BRI~ /L
VT Ny ailNBETAE, BERODETTIINNTEINET, FOHE, BEOHD
Ny 2 DBIMOEBIESR BEA LTIV ATy 74+ —bF N L TNEESND) N
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Process Hash Details - s &
Apr 7 1:00pm to Apr 7 2:00pm

Anomalous Process Hashes

Whitelisted 2 SHA1 Hash 3 SHA256 Hash 2 File Path 2 Anomaly Score

D d9addba D 7eedeeb /local/tmp/fakemw_linux_amd64 0.00

Threat Name Linux.Malware.FakeMW

Severity 1

T
O

e S uEANY S E AT TR T L ICETEINE TN, T a ik oTE. T
HENDZAaTMEREX 2V T 4 X v aR— RIEREIND F TITERK2EF D)
DGENRHY ET, UUTICHlZRLET,

Ny aZIISEYV AT vy u— KL, OV A MITREANY V2 RER
SINTEE, AaT7Rexa VT4 ¥y a R — RIS E TITRK 1 RHE)
MOGEDRHY £,

e T ITMNEVARNE ANy VA ZHIRLIEGE, EX 2T 4 Xy aR— RThy
VaNFERIHEIND (BLORIT7RKMIND) £ TITRR I D55
NV ET,

o PREF
s OV ANy VA GHTOFEMIFER T, D &b 7T BRI E T,

«[V—2u— R7u 77 A/ (WorkloadProfile) |—3®D[7 7 A /L’ > = (FileHashes) ]
AT, @BE 1RO SN a2 2Ny Va2 DFMOBRNERENET,

RION—=Y g Y OENE A b —Y = FEEHE—Y 2 b 3 KO AnyConnect
T2 RARA > ME, SHA256 Ny v afEDHERE L ET, LB ->T, SHAl Ny =
D7 IZITEVZARLRMEY A PEOREIT, 26D —V = FTEYR—PENT
WEH A,

e ANy Va AT, FFEONL— MEFHIZOWTEHEINE T, V—7 a— K&
BoL— bEHICBE L TWAHEE. FOU—7 a— RKBNET 5T TO/L— MO R/
RAATNEOT— 7 a— ROFat Ay o Aarichy 4,
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