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Cisco Secure Firewall ASA 35 X
X Cisco Secure Firewall Threat
Defense 7257 L A b U 5 —4
ZWNEL, 7747 Mk

Y= —fllOT7 v —% D&
AbitEd,

Cisco Secure Workload Ingest

Meraki Meraki 7 7 A 7 7 4 —/LH & | Cisco Secure Workload Ingest
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2. UBE—FRy FT—7 F A ATNetFlowa L7 Z D RiRA > MERE
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FeELET,
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NetFlow =% 7 #Z 1%, NetFlow v9 B X NIPFIX 712 h 2 /L ORDIEREZ DL EZ VA — R LE
T, INHOEHEDOFEMIONWTIL, P 7o —FR= 7 28— (PFIX) = F 4T 1|
v =a TV ESBB LTI,

Element ID 4 B £BA A
1 octetDeltaCount ZhO7u—nEEN | Yes
7y NDETT v b
ﬁo
2 packetDeltaCount ToT7u—nFEEFEN | Yes
Ty N
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Element ID & 7 HL: WhIE
4 protocolldentifier P34 ko~ 2 —@ | Yes
7'u b aVE G OfE,
6 tcpControlBits TDOTO—DIr sy | %
ot LTS i
TCPHilfEI e > b, =—
Yy MTE o THLE
SNH DL, FIN,
SYN. RST. PSH,
ACK, BELTU'URG 7
F T DHTT,
7 sourceTransportPort Ko ZAR—F~y | %
H—NDEFEITLAR— k
ID,
8 source]Pv4Address P34 b~y B —N |8 721327 DL
D IPv4 X527 R
Ao
11 destinationTransportPort | 5 > 2 HF — k~v | %G
S =N D5 R — b
1D,
12 destination]Pv4Address |[P /%4 ho~w Z—PN |12 F7713 28 DL
D IPv4 5i5ET R L AR
Ao
27 source]Pv6Address Py b~y B —N |8 £ 7-1H27 DWW F
D IPv6 IXfEET R
Ao
28 destinationIPv6Address |[P /<S4 v fo~w Z—®D |12 £ 7-1%
IPv6 5a 57 KL, |28
150 flowStartSeconds T —OEE Ay b | X
DEE 2 A DAL T
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151 flowEndSeconds T a—DOEE Ay b X
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Element ID
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anBA

WA

153

flowEndMilliseconds

7 a—DEHE Ty B
DR Z A DAZ T
(X UMHND)

154

flowStartMicroseconds

7 a =Y v b
DRt 2 A DAKR T
(=4 7 v RPHAL) |

155

flowEndMicroseconds

70 —OEKT R
DHact 2 A DAK T
(=4 7 v RHAL) |

156

flowStartNanoseconds

T a—DNE Ty b
DHEE 2 A DAZ T
(T BEAD)

157

flowEndNanoseconds

T —OEENT R
DRt A DAK T
(F/ FoHAL)

24 v FTD NetFlow DEHBTEHE

ROTFNEIE, Nexus9000 A A »FHTT, MO ZAa7T v 74— T,
BIDGAERDHY ET, WTIOLE

Aa a7 40 b—ary HARBEBRLTLIEE N,

ATy I

switch# configure terminal

ATy T2

NetFlow FERE 2 A 202 L £,

switch (config)# feature netflow

ATvT3

TJun—Lba—RFERELET,

Jua—)ary7 4 Xal—iaryET—R2RBELET,

RTE RN T

RETDHVAAT Ty T+ — AT ARD T

WDORERFNL, NetFlow L I — R TT72—0D 5 5OF FIUEREERT D HFiEERLTHET,

switch
switch
switch
switch
switch
switch
switch
switch
switch
switch

config)# flow record
config-flow-record) #
config-flow-record) #
config-flow-record
config-flow-record
config-flow-record
config-flow-record
config-flow-record
config-flow-record
config-flow-record

)
) #
) #
) #
) #
) #
) #
) #

ipv4d-records
description IPv4Flow

match
match
match
match
match

collect transport tcp flags

ipv4 source address

ipv4 destination address

ip protocol

transport source-port

transport destination-port

collect counter bytes
collect counter packets

RTYTE 7 —x ) AR—FERELET,
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WOFEFITIL, NetFlow 7' &2 h 2/L/3— 3 > NetFlow 7 > 7 L — M HafiifE, 3 K U'NetFlow =2 L 7
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switch (config)# flow exporter flow-exporter-one

switch (config-flow-exporter)# description NetFlowv9ToNetFlowConnector
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switch (config-flow-exporter)# transport udp 4729

switch (config-flow-exporter)# source mgmtO

switch (config-flow-exporter)# version 9

switch (config-flow-exporter-version-9)# template data timeout 20

7 EH%:&H%%E Ljﬁj‘o
Tue—F=X—5ER LT, 7Je—la— R FBLOT7e—=x 7 ZAR—F LEHEMITE T,

config)# flow monitor ipv4-monitor
config-flow-monitor)# description IPv4FlowMonitor
config-flow-monitor)# record ipvé4-records
config-flow-monitor)# exporter flow-exporter-one

switch
switch
switch
switch

Tu—F=oF =AU F—T oA AZEALET,

switch (config)# interface Ethernet 1/1
switch(config-if)# ip flow monitor ipv4-monitor input

FROFIRICEY, A F—T A4 211 ZEETHASNTF 7 427 O NetFlowv9 712 k21307 v |k
T AR— KT 25X 2, Nexus 9000 @ NetFlow X ESNEzT, 7r—La— K, UDP 7w k=L
ZAE LT 172.26.230.173:4729 [IZXE &N E T, K70 —La—RZiE, N7 74927 D550D% 7N
e, 7a—DA NITy MR EENET,

WDAT ) —rv g ME, Nexus 9000 A1 v FIZEIT D NetFlow DFEITa 7 4 Fab—v g &L
TWET,
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1. F5BIG-IP 777 A 7 > A C IPFIX Log-Publisher % {Emk L £,
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RESNEZZVRFRA Y FTY v AL, 7ua—La—RKEZE L TR LET,
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DIP T R RAIZEEMT 5 TWET,

| a9 43 .


https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-external-monitoring-implementations-11-6-0/11.html

B ssercormxomEsz

\)

axs4 |

6=

N

F5 2327 ZIXIPFIX 712 haLOHhrzPR—FLET,

GE)

KFS5 a7 21X, 1 ODOVRFO 70 —DhZHRETLIMNERNHY T, axr7X2ILoTx
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UDP {FABY—/3—® F5 3 & O Secure Workload 7R 7 iRule 1%, WRD 7 7 A WIZH D 9,

« [UDP A8 %— =D L4iRule | L T &y,

a9 4R .


https://github.com/TetrationAnalytics/examples/blob/master/3.3.1.x/F5_L4_TCP_IPFIX.iRule.tcl
https://github.com/TetrationAnalytics/examples/blob/master/3.3.1.x/F5_L4_UDP_IPFIX.iRule.tcl

| EEEYELETFE

axs4 |

FAENH DT 2 o T D HTTPS AR — 3 —?D F5 38 X O Secure Workload 7K 2375 7 iRule 2.
WDT7 7 ANV E7,

\}

THTTPS A& — 3—D iRule] ZZHW L T FEW,

GE)

\}
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NetScaler Ao &
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T—HERDIAT,Z ENTEET, ZHIT LY. Secure Workload 1Z Citrix ADC ¢ 7 7 — 41
ZUVE—RNCTEML, 7747 Ml —R_R—fllOo7a—% 2 EE5bEs LN TEE
T, 2OV Y a—varEffT s e, Citrix ADC [ ZALEE H KT IPFIX L = — K% NetScaler

SRS BT AR B LD ICRE

TTHMERHD A,
6:NetScaler a7 3

@ CiscoTetratizn
L ‘You do not have

& NetScaler @

Info  IPbindings  Log  Troubleshoot

o
@
s .
o

IPFIX  on  172.29.142.27:4739/udp

& NetScaler (@
Enabled on July 24, 2019

X Tetration Data Ingest Appliance

Enable Another
Delete

Capabilities
Flow Visibility Flow Stitching ADM

Citrix NetScaler AppFlow & (&

il
cisco

n period will end on Sun Oct 20 2019 23:32:37 GMT+0000. Take action now.

ENA70, RAMIV I 2T o—V 20 MaE

@ Monitoring ~  ® ~

Citrix NetScaler AppFlow |%. NetScaler @i+ 5 F 77 4 v 7 D7 n—7 —% WL L IPFIX
LVa—Rx7u—alb 7 X2y AFR— N LET, Citrix AppFlow 7’1k =/L{%, IPFIX % {#
HALTr7r—%7n—al 7 X |Zxs AR— K LZET, Citrix AppFlow |%, Citrix NetScaler = —

RAXZ YT R— IR THET,

WE, £y N7y FIIROFIERE ENE T,
1. 1 -5Lh ko Citrix NetScaler 1 > A % > AT AppFlow #REZ AN L £,

a9 4R .

[


https://docs.citrix.com/en-us/legacy-archive/netscaler.html

axs4 |
. Cisco Secure Workload ~ 7 O—®DE Y iAH

2. UVE—bFRy hU—7 T/NA ATAppFlow 2 L7 X DT RiRA ¥ MERERE L ET,
ZDAppFlow 2 L7 XN, BESNIZZU KRS R T v AL, 7r—La—RK&%
fFELTUELET,

3. AppFlowdD7 7 v a R —%FELT, 7ua—La— K& AppFlow 2 L7 Z(Zx/
AR—=FLET,

Y

GE)  NetScaler =% 7 #Z 3. Citrix ADC V7 F T = 78— 2 0 1115126 U E R —F L TWE
_aAO

Cisco Secure Workload ~D 7 O—®DHE Y 1A H

NetScaler = 7 # 1%, AEMIIZ Citrix AppFlow (IPFIX) = L7 % T9, 2% # X Citrix ADC
MmMb7r—Lba—R&e%ET 5L, NATed 72 —% A7 v F LT, 7 —53Hd BRI T Secure
Workload (Z#51% L ¥ 97, NetScaler 2 7% 7 & [ X Cisco Ingest Secure Workload 777 A 7 . A TH
INZTHT EMNTE, Docker 27 & LTI LET, £/, NetScaler =2 # I Secure
Workload NetScaler =—3 = > k & LT Secure Workload |28 &k S 4L E 7,

(GE)  NetScaler 217 Z %, IPFIX 712 h aLOH %V R—k LET,

CE) % NetScaler 217 Z1X, 1 OOVRFO 7 a0 —DhuaWE+TH20LENHY £, ax7 X2k

T/ AR—h&iz7 v —IL, Secure Workload 7 7 A X NDxE— = > b VRF & EIZHED

WTC VRF ICEEENET, a7 XD VRF ZXET 5121, [BEE (Manage) ]>[T—Px

vk (Agents) [IZBEIL, [#E (Configuration) | ¥ 747 U7 LET, ZON—VD[T—

Yz DY E— FVRFEE (AgentRemote VRF Configurations) &7 3 a > T, [BXEDIERK

(CreateConfig) 1227 U > 7 L, ax7 ZICHT23FMEfEELET., ZO7+—ALT, VRF

DAFT, axXZEZDIPHT Xy b, BLIOT7r—La— &7 5 AZTEETE LMD
bHHR— MEFOFALRUET L L) ICa—VF—ITERLET,

NetScaler T AppFlow DX E A%

WO FNEIL, NetScaler 72— FN7 U HHTF ( [AppFlow D& E] &) |

AT w71 NetScaler T AppFlow Z#HZhZ L E 7,

enable ns feature appflow
RATw T2 AppFlow 2L 7 ¥ RARA v h&EBMLET,

2 L7 Z—IX, NetScaler 75 AppFlow L 22— R &5 1FHY £7, Secure Workload Ingest 75 A 7 > AT
HhZ 72> T D NetScaler 217 XD IP &R — k% AppFlow 2 L7 Z & L THE L TS 7E I,

. IR 43 |


https://docs.citrix.com/en-us/legacy-archive/netscaler.html

| 2#x44%

ATvT3

ATv74

ATy TH

ATvT6

ATvIT1

NetScaler T AppFlow DEXE Ak .

add appflow collector cl -IPAddress 172.26.230.173 -port 4739
AppFlow 77 v a Vv ERELET,

vk, BRI S A7z AppFlow AR U o — R —E L 785512 AppFlow L 2 — RERUGT 5L 720U X
kT,

add appflow action al -collectors cl
AppFlow 7R U o — %3 E L ET,
UL, AppFlow L = — RZARKT 272012 —HT 2 0E RN H H/L—/LTT,

add appflow policy pl CLIENT.TCP.DSTPORT (22) al
add appflow policy p2 HTTP.REQ.URL.SUFFIX.EQ("jpeg") al

AppFlow 78 U ¥ —ZARAEY— /" —Z 1 R LT,

RABH— 3— (VIP) DIPIZEET D b7 7 4 v 71d, AppFlow R U o —& —FH L T A0S E 7,
—¥TBHE, Tr—La— RFpRERIi, BET S AppFlow 77 v a LIZU A REINTWETRTOa L
7 ZTEEINET,

bind lb vserver 1lbl -policyname pl -priority 10
WEZIGE U C, AppFlow AR U 2 —% 70— U2 A » RLET (TRTOEBY— =2k L) .

AppFlow R U > —%, T X TOFEBI— =270 — LIRSV R T 52 TEET, ZOKRY o—
I%. Citrix ADC Z i3 5T _XCO KT 7 4 v 7 IZHAINET,

bind appflow global p2 1 NEXT -type REQ DEFAULT
MBS U TT 7 L— MR ZRE LT,
T T L= NEHOT 7 v Ml 60 BT,
set appflow param -templatereferesh 60

FFLOFNAIZ L Y | Citrix NetScaler 7 — K35 LT AppFlow 233% & &L, NetScaler @i 325 ~7 7 1 v
JOIPFIX 7’0 ha)oXry bz AFR— b ENET, 7r—La3— K&, 172.26.230.173:4739 (Vserver
bl Z@EiET5 77 407 O%E) £ 172.26.230.184:4739 (NetScaler #1183 29 XTDRNTFT T 4 w7 D
BE) OnThcEREERET, £7r—La— R, N7 74v7D5 20X TNERE, Ta—
DA NRT > NI EENRET,

WDOA7 Y — 3=y ME, Citrix NetScaler 2 — R/37 U HZ81F 5 AppFlow D377 4 Fa b— g
YERLTVET,

a9 4R .



axs4 |
| EEEYELETFE

7: Citrix NetScaler 01— K/3\5 U4 (28115 AppFlow DEITaA> T4 Fal— 3>

MAARUMUG-M-M1PB :~ maarumug$ ssh nsroot@172.26.231.131

WARNING: Access to this system is for authorized users only
Disconnect IMMEDIATELY if you are not an authorized user!

Password:
Last login: Fri Dec 15 12:32:45 2017 from 10.128.140.136
Done
> sh run | grep appflow
add appflow collector cl -IPAddress 172.26.230.174
add appflow collector c2 -IPAddress 172.26.230.173
set appflow param -templateRefresh 6@ -connectionChaining ENABLED
add appflow action actl -collectors cl c2
add appflow policy poll true actl
bind appflow global poll 1 NEXT -type REQ_DEFAULT

>

AR BADHRERE
VBT T I A4 T AZOWCIR, (ax 72 2HORBT 7547 2] #2RLTLE
SV, IRZ Z T, IROMRPT A SN TOET,
eI BRI OWTIE, TeRiE] 2R L T EE0,

IHIT, FFAf&nica~y R&f LT, Secure Workload Ingest 77 A 7 > A ® Docker =
YTFTC, AFRIHADIPFIX 70 halD Y A=y 7 R— haEHFTEET, Z0av R
i, ax 7 Z0ax 7 X ID, BHTIHR— DXL T, BLOH LWFR— MEREET D
Tk, TTIAT U ATRITTEET, a7 Z ID X, Secure Workload UL D [ 7
% (Connector) | X—IZH Y £7, FEHIIZOUVNTIX, update-listening-ports 2 S L T 72X
AN

iR

5 1: IR

ARUYY PR

1 ©® Secure Workload Ingest 777 A 7 A |3
- NetScaler = 7 Z D KK

. ax9 4 |



| 2#x44%
Cisco Secure Firewall 2% % .

AUV Y R

1507 F > b Ob— MNP 12815 10
NetScaler =T % 7 Z D KE

Cisco Secure Workload |- NetScaler =% 7 # |100
DI KK

Cisco Secure Firewall a9 &

Cisco Secure Firewall 2% 27 & (IHFR ASA =7 %) 12XV, Secure Workload i % Cisco Secure
Firewall ASA (IH#5 Cisco ASA) 35 & U¥ Cisco Secure Firewall Threat Defense  ([HF# Firepower Threat
Defense £721X FTD) o007 m—BllIT — 2 ZWMVAL I ENTEET, 2OV Va—Ta
VEMATAE RANMIVI 2T o=V hEFEITTHLENDH Y £ A, Cisco A
A v FMNetFlowEF =7 A X hrF¥7 (NSEL) L 22— FZALET 5 72 8|Z Secure Workload
Ingest 777 A4 7 L ATHA FZFL TV 5 Cisco Secure Firewall 27 Z(ZU L— L ET,

8: Cisco Secure Firewall 3 477 %

Cisco Secure Firewall @

Info IP bindings Log Alert Troubleshoot

n Listening for
=
y NETFLOW9 on 172.21.156.34 : 4729 / udp

Cisco Secure Firewall #

Enabled on June 23, 2022

&= Data Ingest Appliance

[ Enable Another ]

[ Delete Connector ]

Capabilities
Flow Visibility = Flow Stitching

ADM

Cisco Secure Firewall ASA NetFlow Z % =7 4 X b7 (NSEL) (¥, 7u—NOEE
A X2 h%& NetFlow 2 L7 ZIZ2J AR— T HAT—"INLNRIP 70 —F=F Y 7 &R
HLET, A MZL-oTT7m—ORENLELT DL NSELA N FR MY T—Sh, 7
0 — @87 — 2 PRIED L Z B XL Z Lic A X ME#R E & H 12 NetFlow 2 L 7 Z [TE[F S
nNEd, ZJe—ar s 3nborva—La—REZITR5E, 774 Tr Y LT
EITA5E9C 7 —2 P L—VICBFELET,

W, By M7y FIIROFIER G ENE T,

a9 43 .


https://www.cisco.com/c/en/us/td/docs/security/asa/special/netflow/asa_netflow.html

axs4 |
. Cisco Secure Workload ~ 7 O—®DE Y iAH

1. Cisco Secure Firewall ASA & Cisco Secure Firewall Threat Defense ® &5 57>, £7213/ 5T
NSEL #§rEZ AN L £ 7,

2. Cisco Secure Firewall ASA & Cisco Secure Firewall Threat Defense @ &% & A>F 7= 1l 5 T,
Cisco Secure Firewall 2 7 X D RARA v MEBRZHFTE L £, Cisco Secure Firewall =
X7 HIF, BRESNTZZY RARA L R TU » A LT, NSEL b 2— R&EZ[F8 L O
L/i‘é—c

Cisco Secure Workload ~D 7 O—®MELY :AH

Cisco Secure Firewall 2 r 7 Z (%, #HAKHJIZ NetFlow =2 L7 % T3, a7 Zi%, Cisco Secure
Firewall ASA 33 X O Cisco Secure Firewall Threat Defense 7> NSEL L2 — R&5{5 L, 71—
ST D 7= 1T Secure Workload [ Z#571% L £ 97, Cisco Secure Firewall = ¢ 7 % [%. Secure Workload
Ingest 777 A4 7 L ATHZI L, Docker 27 & L THEITTEET,

Cisco Secure Firewall =% 2 % %, Secure Workload =— 3" = > I & L T Secure Workload (Z % $k &
WET, Cisco Secure Firewall = %7 # (%, NSEL 7'u b2/ X7 v k (DFED, 7r—La—
R) O 7'z f@br L. @5 O Secure Workload T— = > bD X D7 v —% B L C
WELET, BRI — 2 FEIERRY | TrE A0S, X —T = — ADFRITH

HELFEHA,

(G¥)  Cisco Secure Firewall = r 7 # (%, NetFlowv9 71 h a &V R— K LET,

(GE¥) 4 Cisco Secure Firewall = %7 #i%, 1 DO VRF D7 0 —DhuEfiETIHILENHY 4, =
X T B L -5 TmT AR — b Sz 7 v —IL, Secure Workload 7 7 A% Dx— = > k VRF
BREIZHSWT VRFICEE S NET, X7 X O VRF ##HET 5%, [EE (Manage) ]>
[T—2 x> b (Agents) ICBEI L, [i%E (Configuration) 1% 7% 27 VU v/ LET, ZD_—
VO [=—Y = hDYE— FVRFXE (Agent Remote VRF Configurations) ]2 =3 T,
[XEDIER (Create Config) 1227 U v 7 L, ax7 ZICETAMERRELEST, 74+ —4
EEAL T, 2=V —ICROFERORHEZ KD E T, VRFOLHT, a7 X DIPYF TRy b,
Ta—Lba—RE7 TAZITFETE LD H H A — M5OI,

NSEL 1 N> ~DANE

WDFIE, & F &F 72 NSEL A X F 3 Cisco Secure Firewall 2% 7 X (ZX > TED X H 2L
BENL0O0%ERLTWET, ZAHLDOERDOFEMIZOWTIL,  [IP Flow Information Export
(IPFIX) Entities] R¥ = X > b [HFE] 22 L T 7E 30,

TJA—A R FEZRD: 23E (70— A N> FEZHID : |Cisco Secure Firewall a4 &
%4 : NF_F_FW _EVENT 33002 EX 4 - TOT7Hov3ay
NF_F_FW_EXT EVENT

0 (F7#+/ b, ZOHEEE |BELRV L
15)

. ax9 4 |


https://www.iana.org/assignments/ipfix/ipfix.xhtml
https://www.iana.org/assignments/ipfix/ipfix.xhtml

| 2#x44%

nseL 1 <> romz [l

JO—A R FEXRID: 23E
%4 : NF_F_FW_EVENT

R JO—A R FEEID
33002 EHE 4L -
NF_F_FW_EXT EVENT

Cisco Secure Firewall 2% 4
TOF7Ivav

1 (7 v —{ERk) EZE L7 Cisco Secure Workload (Z 7 &7 —
e
2 (7 a—HiER) 2000 48 (f& TEER A7) Cisco Secure Workload (=7 7 —

ZIAE

3 (7a—HER)

1001 (AJJACLIZ L AHE®R)

MR & ~—7 Shie 7

1002 (AJ7ACLIC X D)

1 — % Cisco Secure Workload
=S

1003 (ASA A v H—T = A A
X DR, I T
A A~DICMP(v6) — B A 4E

)

1004 (TCP OFMID /37 >
7Y SYN TitZgwy)

4 (Zu—75—1h)

ERE L0

L

5 (7a—%H)

ZE LR

Cisco Secure Workload (27 & —
k5

Cisco Secure Firewall =% 7 #Z (%, NSEL L =t— R{ZH2SWT 7 v —#H5— # % Cisco Secure
Workload 12352 L F¥ 93, NSEL 7u—L a— RIM L a— RT3, L7ER- T, Cisco
Secure Firewall = % 7 %%, Cisco Secure Workload IZx¥%f L C7 4V — K7 —& U N—X 71—

D2oD7a—%EELET,

LAFi&. Cisco Secure Firewall =1 % 27 Z 7> & Cisco Secure Workload [Z%6{E & 2 7 v —BHIT —

Z DFEATY,

I+ —FKoo—&8AT—4%

TJa14—ILK NSELE%ID NSEL E% 4
[7'2 k=2 (Protocol) ] 4 NF_F_PROTOCOL
[T KL A (Source 8 NF_F_SRC _ADDR IPV4
Address) ] 27 NF_F_SRC_ADDR IPV6
[%f57cA— & (SourcePort) 1|7 NF_F _SRC PORT
4647 KL A (Destination |12 NF_F_DST_ADDR IPV4
Address) ] 36 NF_F_DST _ADDR IPV6

= R .



B nseccxoronm

axs4 |

J4—ILF NSEL Z ID NSEL E%R 4
565578 — b (Destination 11 NF_F_DST_PORT
Port) ]
[7 o —BAMEEZ] (Flow Start | 152 NF_F_FLOW CREATE TIME MSEC
Time) ]
[/SA4 F%& (Byte Count) ] 231 NF_F_PWD_FLOW DELTA BYTES
[/$% v h¥ (Packet Count) ] [298 NF_F PWD_FLOW DELTA PACKETS
1) 8—R 7 0—#AIER

J4—I)LK NSEL £ ID NSEL E%R 4
[75 k=L (Protocol) ] 4 NF_F_PROTOCOL
(277 FL A (Source 12 NF_F_DST_ADDR IPV4
Address) ] 36 NF_F_DST ADDR IPV6
[6f575A— & (SourcePort) ]|11 NF_F_DST_PORT
[565C7 KL A (Destination |8 NF_F_SRC_ADDR |IPV4
Address) ] 27 NF_F_SRC_ADDR IPV6
[46%:7H— b (Destination 7 NF_F_SRC _PORT
Port) ]
[7 v —B4AFEZ] (Flow Start | 152 NF_F FLOW CREATE TIME MSEC
Time) ]
[/SA F% (Byte Count) ] 232 NF_F_REV_FLOW DELTA BYTES
/<% v M (Packet Count) ] [299 NF_F REV FLOW DELTA PACKETS

NAT

AT M ASA ~D 7 1 —73 NATed DA, NSEL 7 —L a— RNiL, ——{lod
NATed IP 2" — & R L £, Cisco Secure Firewall =1 % 7 Z . ZDOIEHRAEFEH LT, +—
N—InH ASA ~D 77—, BIORASANL I ITA T b~ODT70—% AT 4 v F 7 LE

—;_‘O

BB NATed 72— L 22— RiZRD LB Y TF,

J4—ILF

NSEL Z3ID

NSEL £HX 4%

[ k=L (Protocol) ]

NF_F_PROTOCOL

. IR 43




| 2#x44%

nseL 1 <> romz [l

J4—ILFK

[#1E567 KL A (Source
Address) ]

NSEL E3 ID NSEL EXR 4%
225 NF_F_XLATE_SRC ADDR |PV4
281 NF_F_XLATE_SRC_ADDR IPV6

[EfEJCA— b (Source Port) ]

227

NF_F_XLATE_SRC_PORT

[58567 KL A (Destination  |226 NF_F_XLATE_DST ADDR IPV4
Address) ] 282 NF_F_XLATE_DST_ADDR IPV6
4854 — 1 (Destination 228 NF_F_XLATE DST_PORT
Port) ]

[7 = —BiharEZ] (Flow Start | 152 NF_F_FLOW CREATE TIME MSEC
Time) ]

[/3A & (Byte Count) ] 231 NF_F_PWD_FLOW DELTA BYTES
[/3% v N4k (Packet Count) ] |298 NF_F PWD FLOW DELTA PACKETS

T T —R7a—%, IEHFHDONATed 7r—L a— REEE LTv— 2T EnET ¥

[FER) o
WiHFH D NATed 7 B — L a— RiZkD & B0 T,
J4—ILK NSEL £% ID NSEL E%: 4
[72 k=2v (Protocol) ] 4 NF_F_PROTOCOL
[EELT7 R A (Source 226 NF_F_XLATE DST ADDR IPV4
Address) ] 282 NF_F_XLATE_DST ADDR IPV6

[EfE AR — & (Source Port) ]

228

NF_F_XLATE_DST_PORT

[56567 KL A (Destination  |225 NF_F_XLATE_SRC ADDR IPV4
Address) ] 281 NF_F_XLATE SRC ADDR IPV6
[565:4— R (Destination 227 NF_F_XLATE_SRC PORT
Port) |

[7 o —BAMaEEZ] (Flow Start | 152 NF_F_FLOW CREATE TIME MSEC
Time) ]

[/31 4% (Byte Count) ] 232 NF_F REV_FLOW DELTA BYTES
[/34 > & (Packet Count) ] 299 NF_F REV FLOW DELTA PACKETS

UNR—=ZT7m—F, W7D NATed 7 n—L a— FREE LTy =7 ShEd G LHE

B .

= R .



axs4 |
. Cisco Secure Firewall ASA T® NSEL D% E A%

\)

GE) ZORBT g AR ENTWADNSELBEZE ID OAA . Cisco Secure Firewall =2 % 7 Z TH R —
cENET,

TCP 255 DEaA—URTFovY

NSEL L 22— KiZi%, TCP 7 7 J1&# 1" H Y £+ A, Cisco Secure Firewall =% 7 Z %, kD
ta— U7 472 HLTTCP 77 V7 &aE L, HEIRY U —Rillick-Tor7r—%&
Szt cEskoicLET,

e 7T — KTy BRI EHBHEE, siwkh 74U —RKR7a—0OTCP 77 ZIZiBL
e

e T AU— KTy N2 EHD, UN—ANTy kN1 ObDYE, 74TV —R7
2—®OTCP 77 72 ack ZBML, U X—ZX7 1 —0 TCP 7 7 7T syn-ack ZiBI LFE
7,

CHTDEMEN Y TIXEY, 7 —A XV MR 7 —HIROBRE, 747 —R7o—& J3—
A7 —@OWHFO TCP 75 72 rin ZBMLE T,

Cisco Secure Firewall ASA T® NSEL D& FE 5%

WOTFNEIL, NSEL #5%E L. NetFlow /X7 > hEa L7 % (->F Y, Cisco Secure Firewall =
I H) WL AR— T BEFHEDODHA T4 T, FEMIZ DOV TIL, Cisco Secure Firewall
ASA NetFlow HA K A R [FFE| ICHDIARDY ZAa a7 4F¥alb—var T4 FEBRL
TLEEW,

RIZ, NSEL fREDH %~ LET,

flow-export destination outside 172.29.142.27 4729

flow-export template timeout-rate 1

|

policy-map flow export policy
class class—-default
flow-export event-type flow-create destination 172.29.142.27
flow-export event-type flow-teardown destination 172.29.142.27
flow-export event-type flow-denied destination 172.29.142.27
flow-export event-type flow-update destination 172.29.142.27
user-statistics accounting

service-policy flow export policy global

Z OHITIX, Cisco Secure Firewall ASA 7 7' A 7 . A%, NetFlow /X7 > N &R — |k 4729 O
172.29.14227 IZEET D Lo IR ESHTWET, & 512, flow-export 77 ¥ 3 >,
flow-create, flow-teardown, flow-denied, 33U flow-update /X2 R CHHZ/R D £9, T
HOT7a—A X2 hSASA THRAET H L, NetFlow L 2 — RBVAER X1, 3#E CHE S N725E
FICHEEINET,

Cisco Secure Firewall = % 27 % 23, Secure Workload 23F ZhiZ 72 > TW T, Secure Workload Ingest
TTTAT VAD172.29.14227:4729 TV v AL LTS EET H &, 252 Z1d Cisco Secure
Firewall ASA 777 A 7 ./ A/26 NetFlow /37 v b &ZAELET, ax27 ZiE, [NSEL A~
Y ROMER ] THB I TS X 512 NetFlow L a— RELFE L, 7 v —ET — % % Cisco

. ax9 4 |


https://www.cisco.com/c/en/us/td/docs/security/asa/special/netflow/asa_netflow.html
https://www.cisco.com/c/en/us/td/docs/security/asa/special/netflow/asa_netflow.html

| 2#x44%

ALY IDRESE

R

Meraki I %9 4

axvanzess I

Secure Workload |27 AR — F LET X BT, NATed 7 v —DE4E., ax 7 X IE#ET 57
n— (7747 ML ——l) Z2AT vFLET,

VEREART 74T L RZOWTE, TaxZ ZHORBTY 7947 v 2] #BRLTLE
SV, IRZ X TE, ROEAEZRECEET,

s 7 I HOWVWTIE, TeZRE] 2L T I,

IHIT, FFArEanfca~y RaEfH LT, Secure Workload Ingest 777 A 7 > A @ Docker =
VFFTC, AR EAOIPFIX R halD ) A=y PR— NEAEHTEXET, Zoavr R
i, ax 7 FZ0ax s X ID, BHTHR—FDOFA 7, BLOH LWiR— MEREZERAT D
ZELED TTIAT U ATEITTEET, 27 Z IDIE, Secure Workload UL O [ 1 7

% (connector) ]~X—NZH Y £7, FEMIZOVWTIL, update-listening-ports S L TL 72X
U,

AU D il R

1 ©® Secure Workload Ingest 777 A4 7 > A |1
k@ Cisco Secure Firewall = % 7 % O K¥#K

12507 F v b Ob— MiPH) (23815 5 Cisco |10
Secure Firewall =1 % 7 % O KE

Cisco Secure Workload (231} % Cisco Secure | 100
Firewall = % 7 % O K#

Meraki = % 7 # %35 & . Secure Workload {% Meraki 77 7 A 7 7 #+—/L (MerakiMX & =
VTATTIATVABIORIA VY LAT VT REARA Y MIEEND) o7 r—EHT—4
ERVIATZ ENTEET, 2OV Y a—varalfT5L, Cisco AA v FITLD, WLH
D 71T Secure Workload Ingest 7 77 A 7 > A TR A b I3 TV 5 Meraki =2 % 7 # |Z NetFlow
La—RRY) L=, RANTY 7 Ny 2T 2=V NeFTTH0ERNH Y £
Pue

a9 4R .



axs4 |
. NetFlow & (%

9:Merakia 1% %

@ CiscoTetratien @ Monitoring = ® -
Lt
b Meraki @ <Browse Connectors
o

Info P bindings Log Troubleshoot
@

Listening for
4

NETFLOW9 on 172.29.142.28 : 4729 / udp

fay
& Meraki [

Enabled on July 27, 2019

X Tetration Data Ingest Appliance

Enable Another

Delete

Capabilities
Flow Visibility

il
cisco

NetFlow & (&

Netflow 7’2 b2 V&2 MHTH E. Meraki 7 7 A 7T U 4 — N2 EDFRy MU —7 T34 3,
TNHRAAZBRT DN T 74y 77— Z8ENL, ThbD7n—%7n—alb g X |z
AR—PFTEET, 7ao—alL X Zinb07ua—La—REZTRY, #7742 TDJ
T LSOOI T e — A ML — VIR IE LT,

WE., By b7y FIIROFIER G ENFE T,
1. Meraki 7 7 A 7 7 +—/L T NetFlow # &t LR — 2 HNZ LET,

2. Meraki 77 A 7 7+ —/LTNetFlow Z L 27 ¥ DX RRA v MEREHFRELET,

Cisco Secure Workload ~D 7 O—®DE Y 1A H

Meraki = R 7 & %, ANEWIZ NetFlow 2 L7 Z TH, 237 XL, NetFlow b T 7 1 v 7 it
HETIAR—RMTHEIICHRESNTND Meraki 7 7 A4 7 U 4 —/binbh, 7a—La—R%
ZIE LET, NetFlow L' 2— RAWE L, Meraki 7 74 7 U A — M Ko THE SN 72—
BlZ, 782 =238 D7 DI Secure Workload (2355 L £ 9, Meraki =7 # X, Ingest 77
FTAT VATHNITDHZ ENTE, Docker 27 F & LTEITEINET, Secure Workload

Meraki =% 7 # 1%, Secure Workload Meraki T—3 = > b & LT % Secure Workload TEE S 1
F9°, Meraki 27 # %, NetFlow 7’12 h 237> b (Zr—La—R) OB 7w bz
BrLEJ, ®IZ, W% D Secure Workload =— Y = DX O 7 —%2 B L TCLAR—FL
%9, Deep Visibility Agent & [ZH2 ) | Tt 204 U F—7 = — ADERITME LEE A,

\}

GE)  Meraki 2% 7 Z X NetFlowv9 7 &2 b L& ¥ R— h L TWET,

. ax9 4
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\)

NetFlow L O — FDMLE .

6=

NetFlow L 00— KD MLE

% Meraki IR 7 Z1X, 1 2O VRF D7 0 —DHERET L2UNERHY 3, axr Xiko
T/ AHR— b E N7 —i%, Secure Workload 7 7 A% D — x> |k VRF iR EIZHS
TVRFIZEEENE T, a7 XD VRF Z%ET 512X, [EE (Manage) ]>[T—Y x>
k (Agents) I @) L, [XE (Configuration) | ¥ 7% 7 Vw7 LET, TDOX—TD [T—
Yxr h®DYE— FVRFXE (AgentRemote VRF Configurations) |27 ¥ 3 > C, [XEDIERK
(CreateConfig) 1% 7 U v 7 L, ax7 ZIZETLiMAafEELET, ZDO7+—LALT, VRF
DAH, IXZZOIPH TRy b, BEIOT7u—La— &7 5 2AZITERETE 5 AEED
bHR—  NEFOFHMAZRET L LI IC2—F—ICERLET,

Meraki =t % 7 # %, NetFlow L 22— RIZHESWT 7 o —#lEF# % Cisco Secure Workload 1Z32%
f& LE 9, MerakiNetFlow 7 o — L zt— N3R5 m L 22— FTY, L7A-> T, Meraki 217
Z 1%, Cisco Secure Workload ~DJE ] 7 @ — L HH 72— 2 >0 7 a—%EkFLET,

PAFIE. Meraki =1 % 27 Z 7> 5 Cisco Secure Workload |25 S5 7 o —BIEEMOZEM T,

A M7 O—&87—4

J4—ILF Element ID ILAYVERE
A=E=97 4 protocol | dentifier
Source Address 8 sourcel Pv4Address

%EILAR— b (Source Port) |7 sourceTransportPort

5E%E7 KL A 12 destinationl Pv4Address
Befoe e — bk 11 destinationTransportPort
Byte Count 1 octetDeltaCount

Packet Count 2 packetDeltaCount

7 v —BAIRREZ Z D7 a—@ NetFlow L 2 —
KRz 2 0o ESN

TSN TCRHRESINET

WAE 7 0—8REER

Z4—ILF Element ID
A=l =¥ 4 protocol | dentifier
Source Address 8 sourcel Pv4Address
*%fF7EA— b (Source Port) |7 sourceTransportPort

= R .



B Veraki 77 1 75+ — L TO NetFlow DS %
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Z4—ILF Element ID
AT R LA 12 destinationl Pv4Address
Pefgi o AR — b 11 destinationTransportPort
Byte Count 23 postOctetDeltaCount
Packet Count 24 postPacketDeltaCount

7 v —Bi kARl

Z O 71— NetFlow L =2 —
K23

IRT HTWDOZAE I NI
(HEDWTRESNET

Meraki 7 7 €4 7 2 4+ —JLT® NetFlow DRE AL

WOFNEIL, Meraki 7 714 7 #—/L T NetFlow L R— 2R ETHHEZ TR L TWET,

ATYF1 MerakiUl 22> Y — L ica /4 LET,

RTY T2 [y F7—2 24K (Network-wide) ]>[£fi& (General) JIZ#EI L E9, [LA—F (Reporting) | DFXE
T. [NetFlow F 7 7 v 7 LiR— bk (NetFlow traffic reporting) ] A ZhZ L ¥, fliH’ [H%h: NetFlow b 7
7 4 v 7 REHEB O%E  (Enabled: send NetFlow traffic statistics) 172> CW\WA Z EZMER L E T,

AT w73 Meraki = 17 %} Secure Workload Ingest 7 77 A 7 ATYU v AL LTCWW5 IP B LK — K % [NetFlow
L7 ZIP (NetFlow collector IP) |35 X O [NetFlow= L7 # 78— b (NetFlow collector port) | CHiE L £
3, Meraki 2R 27 Z 3 NetFlow L3 — F& U v 2557 7 4/ FOAR— T 4729 T,

ATV T8 EENEERFLET,

. ax9 4



| 2#x44%

ART B ORERE

10: Meraki 7 7 A 7 72 +— L C® NetFlow DEZH1E

"c','s'ég' Meraki AP LED lights on :
Clients wired directly to Have no access =
NETWORK Meraki APs
Woodstock IPv6 bridging Disabled ¥
What is this?
Network-wide Reporting

Syslog servers There are no syslog servers for this network.

Add a syslog server

Security & SD-WAN

Switch SNMP access Disabled

Iy
v

Ekahau location services Disabled: do not forward Ekahau blink packets %

Wireless

Aeroscout location
services

Disabled: do not forward Aeroscout blink packets §

Organization

NetFlow traffic reporting Enabled: send netflow traffic statistics g

NetFlow collector IP

NetFlow collector port

. You have unsaved changes.
Firmware upgrades

Save | or cancel

Try beta firmware | Yes 3

ALY IDREHE

WEIMBT 74 T AZOWTE, [ax7 YHAOEET 774 T A 2B LT
SV, IR T Z T, ROBERFTTENTWET,

B I FEIZ OV, TRIZRIE] 2L TSN,

BT, A&z a~y Raf LT, Secure Workload Ingest 77 A 7 > A @ Docker =

YTF T, IXRI ZDONetFlowv9 72 haL DY A= VR— e BEHFTEES, ZDavwy
R, ax72o0axs7 21D, EHFTL2R— 0¥ A7 BLUOH LA — MERE RS

LZEIZED, TTIATUATRITTEE T, a7 Z ID X, Secure Workload UI @ [ =R
7 & (Connector) ] ~—UIZdH Y E9, FEMIZ-OVTIL, update-listening-ports 2 Z M L T< 72
S,

R

AhUwY PR

1 2 ® Secure Workload Ingest 777 4 7 A |1
(281 5 Meraki =2 1 7 Z D KK

1>O7F > b Ob— b)) (23851 D Meraki | 10
a7 B2 DRI

| a9 43 .
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ERSPAN O U %

ERSPAN [ZDULNT

SPANT—2x 2 hElE

axs4 |

AUV Y iR

Cisco Secure Workload (2331} % Meraki ==x~ |100
B D KEL

ERSPAN 2237 Z i35 Z L1125 V. Secure Workload IZ, Ry T —Z7ND/NL—FEB X
DAL v F b7 —#llT =2 2RV IATLZENTEET, 20OV a—va2EHTD
&, Cisco A v FNHRA D NT 7 4 v 7 % ERSPAN 237 ZIZHIfk L CILEET 5728, 7K
ANMIVIZ I 2T 2=V FEFITTHLENDHY TR A,

Encapsulated Remote Switch Port Analyzer (ERSPAN) %, 1Z& A ED Cisco A A v FIZHIET D
BERETY, ERSPAN X, Ry FU—2 TN XL o RSN 7 L —L&2I 7= 7
L. Py M7 EMMELT, VE— T T 74 FITHELET, =2—V 1%, BT
AA v F EDA B =T 2 AR VLAN DU X b ZEBIRTE £ T,

—fRIZ, By F Ty T 12U EDOR Y N — I FRA A TEETLERSPANE=Z Y )
Yo alrEREL, NI T4 I T FIAVICEEER SN WA E— K Xy hU—7
TNA ATHAHERSPAN £E=HX U o Ty a Bk ELET,

Secure Workload ERSPAN =2 ¢ 7 # T, %6 ERSPAN v a v & I T7 4 v I T F T4 Y
MSRED W TRt XN D728, SecureWorkload YV =2 —> 3 VA L CTAA v FToudet v
VarEBRTAMNEIIH Y A,

4% ERSPAN =2 %7 XX, 7 7 AZ|ZSPAN =— = h %48 L E£7, Secure Workload SPAN
T— x> MZ, ERSPAN /X7 v hDO&HEELT A I 5 ITHE Rk S 728 @ Secure Workload
T—V T, VATIDSIEERSPAN By g v EFEIERIC, ST S ENET L—
LD T MLEHRELET, FD%, @5 D Secure Workload =— = b Xk H i 7 m—
OB L THRELE, ER-afitto— o FEIRRRY, TR v H—T oA A
DOIERAERE LET A,

ERSPAN QlIngest 7 754 7V R & 1&

Secure WorkloadERSPAN O Ingest 777 A 7 > AL, 3 ->® ERSPAN Secure Workload = % 77 %
ZEWNERCTHEITT D VM T, WD Ingest 7774 7 > A LA L OVA £721% QCOW2 % i
LT,

Baxg XL, 1 DODVNIC & 225D vCPU 27 (HIRZ +—X 72 L) MNPHLAICEID Y4 T5
=B HD Docker = 7 TN TEITEINET,

ERSPAN =t 7 Z X, =T F 7R A b4 <VM hostname>-<interface IP address> #£f->7 7 A ¥
IZ ERSPAN =— 2 = 2B LET,

aRryg KL — ) M, VM, Docker7 —F ., F7zidDocker 2T F DV T v 2ET-
IIFEEIRE S, SREFEITE TS INLE T,
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I ERSPAN £ v v 3 v oE A% ]

\)

(X)  ERSPAN IRV X DAT—H AL, [2%*7 % (Connector) | X—TIZHEINET, [T—V =
¥ FU AN (AgentList) | X—YZZM LT, k925 SPAN =— = N OIRAEZ FEFR L T
<TZEW,

WMBIMEAET S TFA T LV AZOWTCIE, ax XHOEBT 774 T A LT
&V, ERSPAN a7 A DA, IPVAB L ONIPV6 (T 2T VA v 7F—K) 7 RUARY
R—FENFET, 2F L, TaT IV AZ T OWR— MNINR—FEOBETHAHZ LITEE L
TLEEW,

%{ETERSPAN v < 3 U DER A

WOFNEIL, Nexus9000 A1 v FHATY, DT Aa7T v b7 4 —ATlE, BB ETER
DHEENHVET, WTHOHAEDL, BRTHVAT Ty F 74— DAX T Az a7y
TJl—vary A4 FbEERLTLEEN,

11: Cisco Nexus 9000 T 0D ERSPAN %15 Tt D&Y

Enter the configuration mode
# config terminal

Configure the erspan source IP address
(config)# monitor erspan origin ip-address 172.28.126.1 global

Create and configure the source erspan session
(config)# monitor session 1@ type erspan-source
(config-erspan-src)# source interface ethernet 1/23 both

(config-erspan-src)# source vlan 315, 512
(config-erspan-src)# destination ip 172.28.126.194

Turn on the monitor session
(config-erspan-src)# no shut

Persist the configuration
# copy runnin-config star'tup—conﬁl

EROFINEIZEL Y, ID10 DE(EITL ERSPAN v ¥ a U BERENE Lz, AA v TFiE, 4~
B —T A A ethl23 DASI LS (both) 7L —LA, BILOVLAN3LIS & 512 FOT7 L—A
IV I LET, I TV T EINET L—AEESIE GRE N v MR, EEC
IP172.28.126.1 (ZDAA v FDILIA LB —T A ADT RLRA) L5024 IP 172.28.126.194 73
BENET, THiE. ERSPAN VM THREIILTWASIP 7 RLAD 1 5TY,

HR— kI TLVS ERSPAN 5=

Secure Workload SPAN —=—/ = > F &, 2R STV 5 ERSPAN RFC TRt L 72 ERSPAN #
A7 I, BEXOM A7y NERBITEET, LN - T, Cisco 7 /3 AT L - TERE
AU72 ERSPAN /X7 M IALBERTHE T, RFCIZHEML L TV R WO H TliX, VMware vSphere
Distributed Switch (VDS) (2 & > TApk 4172 ERSPAN /37 v M LB CX £,

| a9 4R .
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B ersPaN 2 ER£RET B0 T+ LR LOEEEE

ERSPAN 31

il

TERETIEDNITA—T VA LDEEEE

ERSPAN i$(ZcDAKR— F/VLAN U A h ZEEITER L EF, SPANT— = MMIiE2 o0 H
HAVCPURH D £, By a  ZLoTRED Ny MRERIN, =—Y = hOWLER
BEANERT DA REMERH Y £4, =— Vx> FOEENEZBZ 537 v FEZIELTND
Bt. 77 AZO [ERZAHMETZ— 2 & (Deep Visibility Agent) ] X—Y D [Z—V =
k%4 BRP (Agent Packet Misses) | 77 ZICE RSN ET,

ERSPAN EZ 03 7 — VU 7325 7 L—ADOFMARTHEIL, @I filter ffAF— TV — N %
FBEL., ACLRY —&2FEHL TITWET,

A2 v FTHR—FENTWEEE, BEIEImuF—"7— R&2#H L T, ERSPAN/X7 v bD
EAREEL=y F (MTU) ZZE345 X 5|2 ERSPAN Gt vy a v 2RETEET (@
W T 74 MEIX150031 8) o MTUfEZ/NSLS T8, Ry NT—=T AT F AT
F % T?D BERSPAN R O HNHIR SN ET N, =—V =2 bOT—27 v — RNEI 7y b
HALCTH D20, SPANT—V x> hOAMICITHELEFE A, MTUEZ /NS T 55481,
7 =7 L —2HIT 160 NA FDAR—=Z &R L T 7ZE VY, ERSPAN ~ vy #—F— /3 —
~y ROFEMMZOWTIE, #BREENTW5D ERSPANRFC #Z B L TL 2 &0,

ERSPAN IZIE 3 DD N—=T g URH D E3, N—T 3 UAV/NIWIEE, ERSPAN ~» X —D

A==~y RIHMELS 2D 9, N—T 3 VB L Tk, ERSPAN /37~ MZ QoS AR U
v—mM L, HEO VLAN EREZRECTE E4, N—Ta VITIKE, E5ICEL OREN
EENTWET, N—T g I ILEH . Cisco AA v FDF 7 /)L ~T7, Secure Workload

SPANT—Y Y MI3DDON—V g 2T _XCTHR—FLTWETH, BFEFATIE. ERSPAN
N=a N BIPU Ty MZEHEERLEMERITFAL TOERE A,

X2 )T DEEFEE

ERSPAN 7 & b XL —F 4 7 VAT LD AR~ 2 1% CentOS 7.9 TH Y, =
M5 OpenSSL H— 3—/7 T4 T > b X r—UNRHIBR S TWET,

VM 2SEEI L, SPANT—2 =0 b o T RERESNS & (WREEEEOLE5 000 £
) N—=T RNy T PUNDXy T =T A H—T oA AR~ NIERRENEE A, #
D=, TTIAT VARIT 7 BATAIIIZEDa ) — VT LN FERHY 4
Ao

VM*y hT—27 A H—T xA AlIDocker 2T FHNICBEI LE Lz, =27 1%, TCP/UDP
H— k2T, cent0s:7.9.2009 ~—Z D Docker £ A —Y & FITLET,

F7o. T FITEAMER (—privileged 472 3 > 72 L) (2%, NET ADMIN FERE & L
TEITENET,

FR—, avTFRIMREINEBETHL, VMZ R FOSIFar T FoRNENrLEEI NN
XolcTrR&TT,

AA NN TEITENS Secure Workload =— P = > N THERIIRMMO T XTHOEX=2U T 4 LD

ZEHEIHIL, Docker = 7 W THEIT X5 Secure Workload SPAN =— 2 = > MI b &
nFE7T,
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r3ILva—7425 |

STV a—TFay

TIARABZD[F=H ) T/ m— = FOWE (Monitoring/Agent Overview) | ~X— 712 SPAN
T—Vx NRT I T 4 TIRREE TR ST %IE. ERSPAN AR~ & o CEYET 2 3L 72
<, 2= —Ruel A rTHLELH EHA, ==V FRFRINBNVGEAEL, 7a—
M T AZITEE SNBRWIGEEIEL, ROIGHRBSREOMEE R ET 2 DITHELHLET,
WEORETIE, VM TROEREERTEET,

* systemctl status tet_vm_setup LD, UCCESSE T AT —H Ao TCWAIET 7T 4

T —E AR LR—FENET,
* systemctl status tet-nic-driver [l &LV, 77T 4 TR —EANLHR—FINET,

® docker network 1ls LCJ: @ .5 00)* b4 ]\ U—7 (host\ none %‘J:U\ 350D erspan-<iface
name>) 75§ I/ﬂs‘_‘ ]\ éﬂij—o

sip link \ZED, =T N7 S U H =T 2 f ADINRLR—FENET,
s docker ps IZE V., 3 ODFETHO 2 TFNRLER—FINFET,

¢ £ 32T F D docker logs <cid> [ZIFRD A v E—UNEENFE T, INFO success:
tet-sensor entered RUNNING state, process has stayed up for > than 1 seconds
(startsecs)

* docker exec <cid> ifconfig 2V, I—T Ry 1Mz T1 oA v H—T = A ADH
NLAR—FENET,

* docker exec <cid> route -n IZ XV, T 74N " F— T =2 AN LAR— b INET,

* docker exec <cid> iptables -t raw -S PREROUTING (ZJ ¥, /L —/L -A PREROUTING -p gre

-3 pROP ML AR— FEXNET,

EFROWTIZ LY TITELRWEEIL, /local/tetration/logs/tet vm setup.log D B A
V7 a2/ T, SPANT=—Y x> har T ORBAKRN L-BEAZHEL T EEN,

T — = > b OXGR/BEGEOREIL, docker exec 2~ > RZMHHL T, RmA M TEITEIN
TWHE—V = bERUFETR I TN a—T 4 v I TEET,

* docker exec <cid> ps -ef |{CdH ¥, tet-engine, tet-engine check conf D2 A AKX
A, BEW Jusr/local/tet/tet-sensor -f /usr/local/tet/conf/.sensor _config D 2 A
AR AP LR — R SET, 1 21droot =—HF— b 9 1 Dl tet-sensor = —H — (27
%)%)@T'é—o 7][]%\_/(‘ 7013‘{27(’\7*‘—‘:/\\? /usr/bin/ python /usr/bin/supervisord -c
/etc/supervisord.conf -n A v AKX AR LAR—FENET,

* docker exec <cid> cat /usr/local/tet/log/tet-sensor.log )N SV 7R =874

MFERSNET,

* docker exec <cid> cat /usr/local/tet/log/fetch sensor id.log WZED, ==V = b

Bigkn 7 FRINET,

* docker exec <cid> cat /usr/local/tet/log/check conf update.log 20, %%E%ﬁﬂ_\g“‘

Vo rnuZnFomshEzd,

a9 4R .
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R

TV RERAY

MENZJSE U T, tepdump 2 2> 7 F D%y U — 7 ZRTEMIZERE L.,

NI4T RS —TEET,

axs4 |

a7 EDORD

1. docker inspect <cid> | grep SandboxKey Z i LT, a7 F D x> MU — 7 4 HiZE/H]
(SandboxKey) # Huf3L £,

2. aVTFOFxy bU—7 4REI22H nsenter --net=/var/run/docker/netns/... |Z%F L TERE L

=7

3. ethO traffic tepdump -i eth0 -n € =% — L F7°,

ERSPAN =13 7 ¥ O K

ArYwy il R
1 > Secure Workload Ingest 777 A 7> A |3
\Z8B 1+ 5 ERSPAN =1 %7 X D KX
1207 F 2 Ob— M) 28T 5 24 (TaaS DAL 12)

7 B Dl R

Cisco Secure Workload (2331} 5 ERSPAN =2 ¢

450

O =E SR

TV RRA hOaxy Zid,
ij‘o

Cisco Secure Workload D= iR A > b7 A &g L

AR 43

Bl

RE7TS547 R EICER

AnyConnect

Cisco AnyConnect Network
Visibility Module (NVM) 7125
TUAN)TF—ZHEL,
TV RARA 2 bR
ra—P—EETHE L
R

Cisco Secure Workload Ingest

ISE

CiscoISE 7 7o A4 7 v AT
LoTEIHENEZ Y RAKRA
YhEA VR NYIZET S
HWAENEL, = RARA
MRy M) Ea—F—Jg
X7 TN —T7T L
(SGL) Tifk L7,

Cisco Secure Workload Edge

. IR 43



| 2#x44%

WBEIMIABRT 7T A T 2 AW T,

éb\o

AnyConnect I 7 &

AnyConnect a4 % 4 .

lax 7 ZHOIRT 7747 A 2BRLTLKE

AnyConnect = %7 # X, X v FNU—7 A[fitkE Y 2 —/L (NVM) %1ifi 2 7= Cisco AnyConnect
X2 T EEV T4 I TAT VU MNEFTTEHZU RAA L MEBEELET, 20V Va—3
YERMEHATLE NVMBFA N, S F—T A4 A 7r—La— & IPFIX JEAT

AnyConnect AR 7 Z 72 EDa Ly ZIZFEET DD, RAMIZ RRA L FTY 7 MU=
TV NEFETTHRLERDY £H A,

AnyConnect =2 %7 Z %, IR 7R
1.

FATLET,

KX RRA N (TAZ by T T by Av—bT7 xR EOHR—FINT
Wb —H—F /A R) % Cisco Secure Workload C AnyConnect =— "= > h & L CTHgk

LET,

Cisco Secure Workload ZfffHH L C, B INTZZ U RRA U b A v H—T =2 AD A

FyFray hEEHLET,

BikInizo o RBRA v Mo T2 I AR — h a7 v —1E#H% Secure Workload =

L7 ZIZEELET,

AnyConnect =2 %7 Z |2 X > TBHf &N D= RiRA > b Ty —%24T+ 257 mEAD,
TR ART T ay NEEHMICEE LET,

KB RRA v hTrZ A LTWDH—HF—T4f57 % Lightweight Directory Access

Protocol

VBT ET,
12: AnyConnect 2 - %

@& CiscoTetratizn’

i You do not have an active licenss

AnyConnect @

© Info  IPbindings  Endpoint  LDAP  Log  Troubleshoot
Listening for
3 IPFIX  on  172.29.142.107 : 4739/ udp
a
=
Enabled on July 25, 2019
4
3 Tetration Data Ingest Appliance
Enable Another
Delete
Capabilities
Flow Visibility  Process Annotation
User Insights  Endpoint Insights
Inventory Enrichment
alialn
cisco
https://esx-2106 tetrationan: alytics.com

. The evaluation period will end on Sun Oct 20 2019 23:32:37 GMT+0000. Take action now

(LDAP) BMEAZMFEHL T, = RRA LV F AL EZ—T A ZADIP T KL RAIZT

E==EE © Monitoring - @ ~

a9 43
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/nvm.html
https://www.cisco.com/c/en/us/products/security/anyconnect-secure-mobility-client/index.html
https://www.cisco.com/c/en/us/products/security/anyconnect-secure-mobility-client/index.html

axs4 |
. AnyConnect NVM [ZDLNT

AnyConnect NVM [ZDL\T

AnyConnectNVM (X, A>T VLI AL AT T LI ADM STy RARA > b &a—HF—DEhE
A B X OE=F2 ) 7 LET, RO THXRANEEFLTY RARA » Mo iEH a2 INE
L/i‘j‘o

1. TNRARIZVRRADRAVTER b : TS A/ RBEA » NEAG OFHFR,
2. A—¥—a TXR b+ 7u—lBEfT N ——,

3. 77Ur—ararTRR b vu—llEffTonTat R,

4. OF—232a TXR b ulr—rvarEa0EE FIRFERES) .

5. LI VTFRAL 555D FQDN, AnyConnect NVM X3 DD 4 A 7D L 22— K&K
LET,

NVM L a—F iER

IVRKRA > rLa—F —EOT A X5+ (UDID) | RA R
£, 0S4, OS "—V g, BT lo
FRA A RIRA » MMEHR,

18—z (ALa—F T RHFEA 2 NUDID, A v &% —7 = A A
Hitkpl 7 (UID) \ £ v H—T A A AV
TIIAAVHE =T 2 ARXAT AV
H—T A A%, MACT RL A E, =
RARA > FOKA L H—T oA AT
THH,

Flow Record T RARA L MUDID, f v H—T = A A
UID, 5 # 7V (FE70/565E IP/AR— FB &
NFaban) (. AT T "ANA "D
b e AR, 22— —1ER, 5Ek0
FQDN 72 &, = KR A > F TR SN D
7 a—|ZOWTDOIER,

FLa— R, IPFIX 77 b 2B TAERB L O 7 AR —bEnET, 7354 ZAPMEEF ~
rT—2 (7L I A/VPN) IZH DA, AnyConnect NVM ITFRE SN2 L7 X |Z L a—
KN%&x 27 A3 — Fh L%E7, AnyConnect 2327 %X, AnyConnectNVM 75 IPFIX A kU — A%
ZE L THPETE 5 IPFIX =2 L7 X O—fT7,

N\

(G¥)  AnyConnect =+ 7 % (X, Cisco AnyConnect EX =7 FEE VT 4 7 TAT L hDO/R—T 5 42
IR AnyConnect NVM % H7R— h LE 7,
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AnyConnect NVM O 5% 7 5% .

AnyConnect NVM 0% %€ /5 %

NVM L o— FO0E

Cisco Secure Firewall ASA & 72 X Cisco Identity Services Engine (ISE) % f§ L T AnyConnect NVM
2 AT 5 FIEIZOWTiX,  [How to Implement AnyConnect NVM ] [#5E] & L T 72 &
VW, NVME YV 2 — U RE IS, NVM 7' r 7 7 A L& HRE L, Cisco AnyConnect & & =
TECYVT A ITAT Y PEBBT O FHRA L My v a LT, U A M= 08
DY ET, NNM 70 7 7 A VA fRET DB R— T 4739 @ AnyConnect =1 1 7 # Z 53 X
IIWZIPFIX 2 L7 X 2R ET DMERH ) 7,

AnyConnect = % 7 %%, Secure Workload AnyConnect 7' &2 % 3 =— = > h & LT Secure
Workload |2 & B &k S IVET,

AnyConnect 2% 7 X, KIZRT X 912 AnyConnect NVM L 21— RZALEE L £ 97,

IVRRA4bLO—F

AnyConnect AR 7 ¥ N RIRA v M a— REZET 5L, £Ox 2 RARA > M Cisco
Secure Workload = AnyConnect =— = > b & L CEEEIE T, AnyConnect IR 7 & (X,
NVM L 22— R ET D5 RARA » MNEA O #H & AnyConnect 2 % 7 # OFEMEZH L
T, T RRA U MERBELET, =2 RARA » bBER S5 &, Cisco Secure Workload P
DWTNND A LT Z~OF LW ZFRT 2 2 LICk b, = RS hOTF =27 1—
VINEINCIRD T, ZOZV RERA U INLDT VT 4 BT 4 (Zr—La—R) &S50
T, AnyConnect %7 #|X, 7 T AXTZDxTY RiRA > MIxEd 5 AnyConnect = —3 =
¥ hEREHIC 20~3045) Ty A LET,

AnyConnect NVM [%, 49 LD —V =0 b=V g U CIKERBMBLET, 74/ FT
IZ. AnyConnect = R7RA > ki Cisco Secure Workload £ T/3— 3 > 42x & LTEESN
F9, ZTONR—TVa E, AR — K &EiL5H AnyConnect NVM D fg/W3— 3 U EEBRLET,
N—3 3 2 4.9 LIBED AnyConnect =2 RARA > s D4, Secure Workload ED %75
AnyConnect =— = > MZIE, £ VA M=V SN TWNDHEBEONR—T 3 UHARENET,

\}

G¥)

LHLLTH, RBBY THA,

AnyConnect T—3 = kDA > A h—)L/3— 3 1%, Cisco Secure Workload (2 & » “CHill fifl &
AUEH A, Secure Workload Ul C AnyConnect =2 KR A ' ho—Y = h&27 v 77 L — KL

A3 —T /4 A La—F

AR =T 2 A ADA v F—T 2 AL a—RIPT KL AL, AnyConnectNVM 1 & —7 =
AZAL A= RO—EHTEDHY FHA, AV F—T A ZADIPT RLRAZ, T F—T =
AADTY RRA Y Mnb7a—Lba— RBREFEINVBDL EXICRESNET, 1 ¥ —
T2 AADIPT RUVARREEZIND E, AnyConnect 217 XX, IP T RUANRIE I NI=Z
DT RRA L ROTRTDOA U H—T = A ADFERIR AT v 73 3 v k% CiscoSecure Workload
DORERE —NR—IZEE LET, ZHTEY, VREDA VH—T oA AT —FZ |ZEEfHT B,
INEDAUE—T 2 RAZHERFETH 7 =N DVRF Tv—27 ENDHLH1T0 E7,

a9 4R .
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axs4 |
B windows T2 KA > kT UDID D EHE

Flow Record

7u—la— RR&x%E3 5L, AnyConnect 2R 7 X [X% D L 22— K% Secure Workload 7358k
TELEAUTEH L, 2Oy RRA » MIRIST 57 —# 7 L —2 %41 L T Flowlnfo % {5
LET, EbiT, 7e—Lba—RNIgEnds e X FRE e — I VITRIFLET, F72,
AnyConnect 7 & 7 Z[ZLDAPRENREES LTV DS, =0 RARA v hor s A a—PF—
DI EF  LDAP JRPEDMEPRE SN ES, BWIEE, 7o —2"8ELLTY FHRA Y FOIP
7 R AT b CnET, EFIC, e A fF#RE 2 —%—F ~UL A Cisco Secure
Workload |27y ¥ 2 SILET,

)

GE) 4% AnyConnect 2R 27 # (X, 1 DD VRF DHDTL RRA » MNAVH—T = A X710 —%
HLET, AnyConnect 2R 7 ZIZL o THESNDT Y RBRA L e A —T = A AT,
Cisco Secure Workload D =— x> b VRF 27 4 ¥ =2 L— 3 UI|ZH-SUW T VRFE [ZBE )
S5 FET, AnyConnect =2 KA > h DX VT AnyConnect 27 ¥ T— = MI L -
T/ AR—hraniz7e—%, AL VRFIZELET, === h®D VRF #&ET HIC
X, [ (Manage) |>[T—2 x> bk (Agents) JICBEI L, [#Ak (Configuration) | ¥ 7 %
7V w7 LET, ZON—TD[T—V =2 bOUE— FVRFHEK (Agent Remote VRF
Configurations) |27 3 a > T, [#&KDIER (Create Config) 1% 2 U v 27 L. AnyConnect =
X7 ZICEATHEEMERRELE T, 2O 7+ —ALTlL, VRFO4L4RT, ©=—J = b V&
F—=AESNTWLRAMDIPH TRy b, BT o—ba— &7 722 EET 2 ThE
DB LR — NESORBLZIRMIET L) Ica—F—ZHERLET,

Windows T > KR4 > FT®O UDID DEHE

T RRA L P BREILT AT oA A=V bR INE8GE, BRI XTox
¥ RARA 2 O UDID BE—TH L AHEMENH D £7°, F—DH4E . AnyConnect 2 % 7 X X,
[[—®UDID #ff>x= KARA ¥ bbby RARA » b ba— RF%&%/5 L, [A U UDID C Secure
Workload (2 Bk LE T, a7 Zid, FNOLDZL RRA U MnbA v B —T oA ZF 137
n—Lla— REZETLHE. T —FZBEMT 572 9IC Secure Workload ™ 1E L W AnyConnect
Ty hERHRITE WD, TRTOT—H%E 1 DO RKRA > MIBEEMIT 9
(FEEMTIEDH Y FHEA)

Z ORBEIZH LT 5 7212, AnyConnect NVM 4.8 U U — |2k, = KA > T UDID %
O THAERT % dartcliexe &9 Y — L3EFH STV ET,

e dartcliexe -u X, —> KA1 > F® UDID #EE L £,

o dartcliexe-nu i, T2 RRA > PO UDID ZHER LET, ZDOY—LE2ETTDHITIEL,
WOFIEEFEH LT IEEW,

C:\Program Files (x86)\Cisco\Cisco AnyConnect Secure Mobility Client\DART>dartcli.exe
‘—-u

UDID : 8DOD1E8S8FAOABO9BE82599F10068593E41EF1BFFF

C:\Program Files (x86)\Cisco\Cisco AnyConnect Secure Mobility Client\DART>dartcli.exe
«—-nu

Are you sure you want to re-generate UDID [y/n]: y

Adding nonce success

UDID : 29F596758941E606BDOAFF49049216ED5BBIF7AS

C:\Program Files (x86)\Cisco\Cisco AnyConnect Secure Mobility Client\DART>dartcli.exe

. ax9 4 |
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EHHZ 2 Y

R |

«-u

UDID : 29F596758941E606BD0AFF49049216ED5BBIFTAS

AnyConnect 2% 7 # ¥, AnyConnect =2 RARA L hA LR MY TFREARF YTV ay
b &a—HP =T EEHITEE L E T,

1. [FurEBARXF v 7T a2~ (Process Snapshot) ] : AnyConnect =17 Z %, 57 LIZ,
ZOMBETo—hI L TIRFESN TS Fat 22, ZORBEHIC7a—R"H o723~
TOZY RRA LV DT v AR F v T ay hEEELET,

2. [—%—F UL (UserLabels) ]: AnyConnect =7 X%, 2437 &2, v— LV TLREF
ENTND LDAP 2 —HF—F LA ENHDIP T RLAD2—HF—F L% T
L/iﬁ‘o

2 —H—=F LT, AnyConnect = % 7 # (%, #fkIZET 52— —d LDAP BHEDO = —
HNAF T ay MEERLET, AnyConnect = % 7 Z WHNI /2> TV D4, LDAP D
RE (== R— MEHR, 2—P—ICEHLTRE SRS B, 2—F—% 2G5 @rE) 2
RUEINDGERH Y T, XHIZ, LDAPY——ZT7 7 AT 572D LDAP = —H—n
TA UEERBRIEESND Z b H Y 3, LDAP 2—W—nu 7oA UFERITRE B{L S .,
AnyConnect 2R 7 X CABEND T LIXH D FHA, 7T 3 T, LDAP Y —_—TZ&IC
T 7 A 570 LDAP fEHEO#ML S AIHE T,

\)

ART BDREAE

=)

ZORIRIE. =X 7 XD LDAP BHETLETXF4,

AnyConnect = % 7 Z %, 24H# Z L 12H LW — B /L LDAP A v 7 a v M EER L £,

MBEIMEART S5 A4 T v RO, [ax 7 ZRAOEBT FI9A4 T v A 2B LT
EV, ARTZTE, WOBRENTFAIENTHNET,

« LDAP : LDAPREIL. LDAPBM O A YR — F L, 22— —ZITxI5T 2 B2 38R
THU—rT7n—t a—P—TLICHEESNLIHRK6HSODBEMED Y A R &2t L £,
FEAIZ W TR, TR 22 L TLEEN,

e U RRA U EMIZONWTIE, T RBRA L FNOHRE] 2B LTI,
=74

Tup

iz oW T, 7B E] 22 T30,

IHIZ, FAlSnfza~r RE#EM LT, Secure Workload Ingest 7 7°F A 7 2 A @ Docker =
VFFTC, IR HADIPFIX 72 ha D) A=V R— haEHFTXES, Zoa~vr R
i, ax 7 FZ0ax s X ID, BHTIHR—DOFA 7, BLOH LWiR— MEREZERIT D
ZLIZRY, TTIAT UATHITTEET, 237 X IDIL, Secure Workload Ul @ [ %7
% (connector) | ~—INZdHV F£4, FEMIZ-DOUVTIX, update-listening-ports S L T 72X
U,

a9 4R .
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ALYy

PR

1 > Secure Workload Ingest 7 77 A 7 > A
\Z31F 5 AnyConnect = R 7 & D g KEL

1207 ) b Ob— M) 128175
AnyConnect = R 7 Z D KK

50

Cisco Secure Workload (Z351F % AnyConnect =
EVE AL N

500

ISE =2 % 7 # X, Cisco Platform Exchange Grid (pxGrid) % {# A L T Cisco Identity Services Engine
(Z#EfE L. Cisco ISEIC L »THESN LTy FRA & MIBT 2207 %2 MEREZEUT L
FT, 2OV Va—varEfRTLE U RRA U NOBERAX T X AR TEE

‘j"o

ISE 2 %7 X%, IROEEREEEZFEITLE T,
1. ISEIZXLoTEREINDHEZT RARA 2 F%& ., Secure Workload TISE = R A > hx=—

Ve bELTRELET,

2. Secure Workload ~D Z5H DTy RiRA > MIBET 2 A X2 T — X 1F#H (MDM OFEH, 72

EE, BX 2T 4 TA—TF UL PR EL) EHLET,

TAZERHLET,
13:ISEQ 1D 43

Connector
ISE @
Info ISE Instances LDAP Log Alert

There are no ISE Instances configured

Enabled on January 6, 2023

Edge Appliance
Delete Connector
Capabilities
User Insights
Inventory Enrichment
Endpoint Insights
Software Compliance Posture

MDM Insights

Troubleshoot

TR AT v T ay FEER L, ISE TRRINDT VT 4T RKiIRA VM TY

Add ISE Instance Config


https://www.cisco.com/c/en/us/products/security/pxgrid.html
https://www.cisco.com/c/en/us/products/security/identity-services-engine/index.html

| 2#x44%

\)

axvsaoness ]

6=

ZISEaxZ ZE, 1 DOVRF DTV RiRA L oA Z—T A4 ADHZHEKLET, ISE
AR AN E o THEENDZ Y RARA F&A X —7 = A AE, Cisco Secure Workload ™
T—V = P VREREICESE, VRFICHEMNITONE YT, ==Y = PO VRFEZRET D
(i, [EHE (Manage) |>[T—Y x> b (Agents) 118 L. [%E (Configuration) | ¥ 7
7V LET, ZTONX—VD =Yz DU E— FVRFEE (Agent Remote VRF
Configurations) | &7 > a > C, [EEDIEK (Create Config) |27 U w7 L, ISEax7 ZIZ
BT 2FMEEELET, ZOT74+—ALTHE, VRFOAH], ==Y =2 FRA VA F—LER
TWDAARARDIPH 7 % v b, I Cisco Secure Workload @ ISE =2 RARA > B KLU
VE—T oA AERET DHARRMEN S DR — NE S ORI S L ) Ic— T ER L
EJ RN

AR ZDRESE

GE)

)

ISE-Y RARA Vb=V NI, [T—Y x> hY AR (AgentList) | S—JICIERREN
FHA, fbVIZ, BYEEZFFOISEZY RARA U FE[A X2 b U (Inventory) | 3— TH
RTEET,

GE)

ZOWEITIE, ISEN—2 3 2.4+ BRLE T,

VBEIRMRABT 75 A4 T RAZOWTL, [aRx 7 ZHOERET FI9A4T7 2] ZBBL T
W, ISEax 7 Z DA, IPVAB I NIPV6 (T a7 VAKX v 7 E—R) 7T RLARYHR—k

SNET, L, TaTAVAZ vy 7 OYR— MIR—FERTHL Z LITERLTES
AN

X7 ZTIE, RORENFHFAISNTNET,

ISEA U AX A ISE 2R Y HiE, EESNTREEZMEM L TISE OEKDOA Az
AN TTE ET, KA U AX AT, ISE LT D100 RA MAB LY — R4
E L BITISEREHEDO v 7' A UEFRNLETY, SOV T, TISEA v AX L AD
ARl 22 LT IEE,

« LDAP : LDAP & &L, LDAPBM O AZ VR — F L, =2 —V —ZITxI07 2 @t 28R
THU—rTn—t a—P—TLICHREESNIRKK6HSODBEMED Y A R &Rt L £,
FERIZOWTTIR, TR 22 LTEEn,

eV RRA VB FHMIOWTIZ, [ FRA U FOHRTE] BB LTSN,
e 7 FEANCOWTIE, T RRA 2 FORE] 2L TLEE N,

= R .
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ISEA Y RAZ VADEKRE
14:ISEA VA B U ADHKRE

() Cisco Secure Workload 73— 3 > 3.7 LAR%, Cisco ISE pxGrid / — R ® SSL GEBEIZIX, Z Ok
EOEDIIY TV =y ML (SAN) DSMLTEIZZ2 Y £97, Cisco Secure Workload & D& %
FATT HANC, ISEEEHENISE / — FOFRAERELZITo TWNDH T L 2R L T 7ZE 0y,

pxGrid / — FOFEEA MR L. SAN B EINTND0E I MhEMERT 2121, ROTFIE
ZFATLTCISE D OFEAFE LR T D2 LE R H Y £,

ATy 71 [EE (Administration) >[LRXF L (System) ] 725 [REBA#E (Certificates) ] (ZBEI L £9,

AT 72 [FEAZEOEHE (Certificate Management) ] T, [ A7 LFEAE (System Certificates) | Z3R L, [fHH S
% | pxGrid GEFAEZBR L, [R (View) | 28R L T pxGrid / — NIEEZfHER L ET,

ATY T3 GHFEEZAIr—L L, ¥ T V=7 MBARZOFHAECHRESN TN L 2R LET,

ATv T4 ZOMAEDZ, AR (CA) X TEASNTWDHRENRHY | ZiuX, Cisco Secure Workload
ISE 2% 7 2T S5 pxGrid 7 7 A4 7 FEHEOBZEAICHBHEH I TV DOILERH D £7°,
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15: B %075 ISE pxGrid / — REEBAZ D4l

Certificate Hierarchy

st 2252 208%E |

ce-ise27.i.

Certificate status is good

Organization Unit (OU)
Organization (O)

City (L)

State (ST)

Country (C)

Serial Number

ce-ise27. N

Issued By : ca. N
@ Expires : Fri, 2 Aug 2024 19:19:37 UTC

3.com

Tetration Engineering
SBG

San Jose

California

us

N C0:C2:03:1B:D5:80:57:00:00:00:00:00:

0C

Subject Alternative Names

IP:172. SN |P: 1 SN DNS ce-

ise27 MM DNS: ce-ise27.« LU OOLOL LN |

AT 9 F5 OpenSSLASA v A h—LENTWHEEDRA N T, WOT 7 b— F%HH LT pxGrid 7 74 7 > i
HEBAEREAERTE DL IR E L,

[req]

distinguished name = req distinguished name

req_extensions = v3_reqg
x509_extensions = v3_req
prompt = no

[req distinguished name]

C = YOUR COUNTRY

ST = YOUR STATE

L = YOUR CITY

O = YOUR ORGANIZATION

OU = YOUR ORGANIZATION UNIT

CN = ise-connector.example.com

[v3_req]
subjectKeyIdentifier = hash

basicConstraints = critical,CA:false

a9 43 .
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subjectAltName = Qalt names

keyUsage = critical,digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth,clientAuth

[alt _names]

IP.1 = 10.x.x.x

DNS.l1 = ise-connector.example.com

7 7 A V% lexample-connector.cfg] & L CIRIFL., A 225 OpenSSL 2~ REFEH LT, koa<wr
R CREEEAZR (CSR) LiEAFOME X —ZER L 7,

openssl req -newkey rsa:2048 -keyout example-connector.key -nodes -out example-connector.csr -config
example-connector.cfg

AT 76 Windows CA — "—ZfH LT, CAIZL > CiFHEZELER (CSR) (284 L %9, Windows CA H—
N=bfH L TWAEHEIE, ROa~v L REFEITLTpxGrid 7 747> @ CSRIZEA LET,

certreqg -submit -binary -attrib "CertificateTemplate:CiscoldentityServicesEngine" example-connector.csr
example-connector.cer

. IR 43
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Windows CA |CITFFAET 7 L — FBAMETT, ZDOT U FLb— M, ROWEFNE £
NWTWABMERH D F9,

16:5EAETTL— DT TV r—2a R O—OHEF

. IR 43
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st 4 > z25 o208z |

Cisco Identity Services Engine Properties ? X

Subject Name |ssuance Requirements
General Compatibility Request Handling Cryptography Key Attestation
Superseded Templates Extensions Security Server

To modify an extension, select it, and then click Edit.

BExtensions included in this template:
[=] Application Policies

D Basic Constraints

DCert'rficate Template Information
D Issuance Policies

Key UUsage

Edit...
Description of Application Policies:
Server Authentication =
Client Authentication =
oK | [ Cancel oy Help

a9 43 .
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AT T BHEINEZZ AT FiEHEL L—FCAZPEMEXTHEA MZavt—LEd, ZhiE, 2947 b
CSR L B F— % AT DA A R ER L TY, OpenSSLZEH LT, 7 74 7 > FiEBAEN X.509 PEM &
K THDHZ L ZMERLET, OpenSSL 2 L TRDa~ REFITL, BLENT-Z TA4 T > FiEHE
% X.509 PEM U ZE#L L £,

openssl x509 -inform der -in example-connector.cer -out example-connector.pem

ATV T8 WDa~vy REMFHLT, CAICL>TEL SN PEM 2T A2 b TXFE5,

openssl verify -CAfile root-ca.example.com.pem example-connector.pem
example—-connector.pem: OK

GE) pxGrid ZffEH L7=~ /v F / — RISE B DA, 77X T?D pxGrid / — K&, Cisco Secure Workload
ISE 237 I EN 5 ELEET 2 LERH Y £7,

ATv T ERoFIO7 7 AN EHER LT, ISEZ 74 7 > MEHAE (example-connectorpem) . 7 74 7 2 hF—
(example-connectorkey) 33 TNCA (root-ca.example.compem) %, LLFIZ/"9 X 912, Cisco Secure Workload
DISEREX—VDZNENDT 4 —/L FlIZat—LET,

X 17 IsE:;I.\ 7 9'
. ax
You do not have an active license. The evaluation period will end on Sun Sep 01 2019 02:37:14 GMT+0000. Take action now.
ISE &

Info  ISElnstances  LDAP  ENDPOINT  LOG

New ISE instance

Name | NewisEnsance Enter ISE instance name
Enabled on June 7, 2019

Delete ISE Client Gertificate N
Copy and paste ISE client certificate

Capabilities

User Insights  Inventory Enrichment ISE Client Key

Endpoint Insights Copy and paste client key. This should be clear key, not password protected.
Software Compliance Posture
Mdm Insights ISE Server CA Certificate .
Copy and paste RootCA certificate
ISE Hostname Enter ISE hostname(FQDN)
ISE Node Name Enter ISE nodename

Cancel Config Creation

GE¥)  ISERA FAICEQDN OOV ICIP 7 RLABMER S TWAHEAIL, ISE CA ZEHE SAN O
IP7 RLAZBHLET, T LARWVWE, SRR T DA EERH D 7,
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\)

st La—rkonz [

ISELOI— D

EHMZ 2

6=

ISEQT V7 47z KAV FOEIFA T v 7 vay TR, ISEOHEE AN v
7 ET AT OOEFHMIC L > TR Y £9, Cisco Secure Workload D= —3 = > ML
WIS, ISEDD ORED 7NV X W pxgrid BHICHES AT v 7Y ay hTHY, @FITRE
1 AMOT 757 4 TRT A 2T (IANARF T gy hOF 740 NOFEHHEE T 1 B
TY) o INLOETIIRTHFENERDLT-O, 2008 TRMLT LL—H LW ENRHD

=7

ISE 27 213, WIZHAT DL 91 ba— P20 L £,

IVEKRRALa—FK

ISE 237 ZIXISE A VAKX U AZHHE L, pxGrid 2/ L T RiRA > hOBEFH YT 2
FATLET, ISEaRI Ny RiRA v Ma—RaZET5L, 20Ty RRA M
Cisco Secure Workload L@ ISE =— = > b & L THEINE T, ISE 217 #iL, NVM L
a— NIZFET 2= RARA » MNEFOE#REISEa 7 X OFEHELZFEH LT, =2 FAA
YREBERLET, U RARA U IABERENTEH, ROLDICEELE T, ISEaxY ZiL,
T RARA > "AT7 =7 b % Cisco Secure Workload D 2—H—F~L L L CHETBHZ LI
X, ZoFT7v=r veA XU RUIBIZER LET, ISE ax 7 ZR3isiizo F
RA LV FEISENBEASFT 2 &, Cisco Secure Workload 7> 5 1 X b U stfb 23 B SV E T,

tXxa)TF4 JL—T La—F

ISE 27 2%, pxGrid /- L CEFX a2 VT 4 J—7 F-ULOEFIZET HEH 7 R
7747 LET, ZOVa—REZETHE, ISEaRx7 XiEa—D T —FX— A &R L
T, TOT—HRX=2RZEA LT, =2 KKA > b a— ROZERIC SGT 4 2 fEll~ >
v LET,

TEHHNZ, ISE 2% 7 XIZISE- > RIRA V A VR M) Ta—HF =T~ 2 HELE T,

1. [ RARA 2 hMAF > 7T 3w & (Endpoint Snapshots) ] : 20 Kffi] Z & 12, ISE 27 #
X, T RRA L b X2 VT 4 TN—TTNXNVDAT v T ay hEISEA VAKX
AL, BEPRHSINIESGEEZ 7228 HLET, 20—/ T, ISE »
5 @ Secure Workload T RARA v RAREREINSWESICUIH SN AT RRAV F
IR RITR D EE A,

2. [Z—H¥—F UL (UserLabels) ]:20Z &2, ISE 2 %7 Zi%, v — /L TREESLTH
%5 LDAP 22— —L ISET Y RiRA  FT~ULZRR, FNOHDIPT RL AD2—H —
TNV EEHLET,

A—F—=FVVIZ, ISE 2% 7 ZiF, Mg e —3—0 LDAP EEDO m—J L2

FvFay FEERLET, ISEaRZ ZBHENI/2>TDHE. LDAP DR IE (h— 33—/
A= MEH, 2—P—ICBH L THREIND B, 22— -2 &2E&TEt) Nt ns25480

a9 4R .
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KL

HYET, IHIZ, LDAPH——ZT7 78 AT 572DD LDAP = — W —n 71 AEHRDP L
ENHZELHY ET, LDAP 22— W —n 7o UAFRIIN 5k &, ISE 2% 27 Z TAMEH
HZEEHYFERA, A7 a T, LDAP YV —NN—ZZRIZT 7 AT 572D LDAP FIEH
ZORMEL FEETT,

\}

CE) ISEaxZ &L, UL ICEH LWa—H/LLDAP 2 F > 7P ay FEER LET, ZDM
fRi%, =227 ZD LDAP R ETCLETEET,

\}

() CiscolISET A ADT v 7T L —RTIiE, 7Ty 7 7 b —REZIZISEIC K> TAERSNZH L
WAFBHEZ A L CISE o X7 X 2 HRTTA2XLERH Y £4°,

R

ARYwy HiIRR

1 >DISE 2 %7 X TR ERIRE/RISEA » A% |20
v AD IR

1 ©® Secure Workload Edge 777 A 7 > Az | 1
BT 5 ISE a7 Z DR KK

—_—

1 >D7F >k (rootscope) (Z351F 5 ISE =
EVE AL TN

Cisco Secure Workload |2 331F 2 ISE =% 7 #Z @ | 150
TN

\}

GE) ax72ZLIcYR—FENDISEx=—Y = b DO KEIT 400,000 T,

A oAV M)RIERADaRT Z

AR MU O 2% 7 21X, Secure Workload (2 X » CTEHRINEZ A UM (IPT
RLR) ICBETH2BMOAZT =X a7 A MRt L £9,

AT 43 SR AA RE7TS547 R EICERH

ServiceNow ServiceNow A > A &% > A& | Secure Workload Edge
TV RRA v MER A IUE
L. ServiceNow JEIETA >
Y RY sk Lk,

. ax9 4 |
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ServiceNow a4 4 .

e Bl RE7T547 v X LEIZEHA

BEEIEE Cloud Connector —

WMEIRMRABT T A T ADFEMIZHOWTIE, Tax 7 XHORBET 75347 A #2R L
TLTIEEWY,

ServiceNow a7 4

ServiceNow =1 % 7 Z |% ServiceNow A > A Z > Z |24k LT, ServiceNow 1 > X2 U NIZH
DI RARA v FOFT_TOD ServiceNow CMDB BT ~ )L Z2HEELET, 2DV a2—3
v EHT 5 & Cisco Secure Workload D RiRA v MIBHTAEER AKX T —X ZTHET
%7,

ServiceNow = R 7 ¥ %, IROGEEREELXFEITLET,

1. o>y RARA > b Cisco Secure Workload D1 > X2 k U C ServiceNow A % 7 — %
EEFLET,

2. EHWICAT T vay FERD, TRHDTY RRA L FOT~VERFLET,

18 : ServiceNow 2 %% 2

Y "
(Q Cisco Secure Workload SDefait ~ @y Ao
= Back to Connectors

Connector

ServiceNow

Info  ServiceNow Tables  SyncInterval  Log  Alert  Troubleshoot

E n w Add ServiceNow Table Config
s

ServiceNow i
> Active
Mar 8 12:27:41 pm (PST)

®

Enabled on March 4, 2022

Capabilities
User Insights
Inventory Enrichment
Endpoint Insights

Software Compliance Posture

ServiceNow O R X DERTE A%

WA T A T A OWTL, Tax 7 ZYHOERT 77947 A #RLTLTE
SV, a7 X TIE, UTFERETEET,

» ServiceNow 7 — 7L : ServiceNow A W AX L AD T LT oy T—2%2FET5
ServiceNow 7 — 7 /VIZEH T B IH58HEZHRTE L E7,

e 27 1) 7 MEEI 7= RESTAPI : ServiceNow D A7 U 7 MEE 7= RESTAPI 7 — 7 Vi,
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o ARG © Secure Workload A3ServiceNow A > A X ATk L CHEBF S 2T — X IO
TOr7 ) 2FTTHEMYMEELEETEET,

B FEMICOWTIE, TrIZRE] 22U TSN,

ServiceNow 1 > R 2 > A D&

X 19: ServiceNow 1 > R 3 > A DIERK

® Default ~

~N A
{U Cisco Secure Workload
= Back to Connectors

Connector

You do not have an active license. The evaluation period will end on Thu Jun 02 2022 20:41:16 GMT+0000. Take action now,

ServiceNow

Info  ServiceNow Tables  SyncInterval  Log  Alert  Troubleshoot

Add ServiceNow Table Config

ServiceNow

Y Mars 12:27:41 pm (PST) Active [r)%]
Username
Enabled on March 4, 2022
Passwor d e
Edge Apt
T Instance URL  https://ven02560.service-now.com/
Include Scripted APIs  +/ enabled
Gapabilties
User Insights Tableto query  /api/caci/linux_servers_test/linux_servers_test

Inventory Enrichment

Table IP Address Attribute  ip_address

Endpoint Insights

Table Attributes to Fetch  host_name
Software Compliance Posture

ServiceNow A o A X o A& IEFICHERLT 5 1CI%, IROIEH BN MLBE T,
1. ServiceNow —H—%,

2. ServiceNow /S AU — |

3. ServiceNow f A H 2D URL

4, 27 VT MEENTZAPIZE DD

VBRI H 3 (i C & 72 5| Secure Workload | ServiceNow A > A2 & > Z 35 KL U Scripted REST
APIS ([AZ7 V) 7 MESIUZAPIZ & ® % (Include Scripted APIs) | F = v 7 7R v 7 ANER)
IR TWDLIBEDH) TRTOT—TNAVDRHEFATLET, BRTL7—7 1D A R
=PRI, 22—V =BT —T N ERINT S & Secure Workload |ZZF DT —T7 /L5
BEOTXTOV A RERG LT, 22— =R TEr LI cLES, 2—V—F, F—¢L
L Cip address BMELZ T —7 AN LRINT ZMERH Y £5, 0%, 2—F—xT7—7Lh
HRRKI10EO—BORMEZRINTEET, FAT v FIZO0 T, KOREZH L TEE
AR

\}

GE)

. ax9 4
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Y R—RFT&EET,




| 2#x44%

ServiceNow f > X & > XA DR .

A\

() ServiceNow Scripted REST API & #E&a3 2121X, [A2 U7 MEEHL7ZAPI (Scripted APIs) ]
Fry IRy 7 REFGNTHUNENRDY £, XY, thoT—7 NV EFRKOY—2 7
n—2"EshET,

A\

(F)  Scripted REST API % ServiceNow 2 17 ¥ LG T DA, NANRTA—HEEDHDH I LIXT
TEFA, Fo, APLIFZ = U RF A —& L L Tsysparm_limit, sysparm_fields, sysparm_offset
YV R— T LH2MLERHY T,

N

GE¥)  ServiceNow —H%—nm—/{Zi%, 7—7/VH® cmdb_read & . Scripted REST API % Cisco
Secure Workload & &% 7= D web_service_admin Z & H 5 LENH D £7,

20: ServiceNow A VA3 U AERDRIDAT v T

Modify ServiceNow Table Config

@ Enter Configs 2 Select ServiceNow Table 3 Select ServiceNow Table Attributes 4 Review and Apply Configs

Instance URL.

hitps://ven02560.service-now.com/

Include Scripted APIs

R 43 .



axs4 |

. ServiceNow 1 > 2 2~ A DERK

21: Secure Workload /¥ ServiceNow 1 VR B VAN HT—JILIEREWRBLET

Modify ServiceNow Table Config

@ Enter Configs ————— e Select ServiceNow Table 3 Select ServiceNow Table Attributes 4 | Review and Apply Configs

Verifying initial configs and discovering dynamic attributes

It may take a few minutes. Please wait...

Cancel & Discard Changes ] [ Previous

X 22: Secure Workload -7 — )LD ) A b #IRTRLET

Modify ServiceNow Table Config

() Enter Configs © select seni 3 Select ServiceNow Table Attributes 4 Review and Apply Configs

Table to query

Linux Server

Cancel & Discard Changes ] [ Previous ]

ax9 4
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ServiceNow L O — KDL .

23: 31— —Nip_address Bt L T— T ILRDMDBEHEEBRLET

Modify ServiceNow Table Config

(V) Enter Configs () Select Seri i Table Attributes 4 Review and Apply Configs

Table IP Address Attribute

‘ ip_address

Table Attributes to Fetch

(Tosturame * ) asset_tag * [ ca_version * | os_service_pack * ] cpu_ame * ) cpu_speed * )

disk_space

Cancel & Discard Changes ] [ Previous ]

24: 1 —H—1 ServiceNow 52T LET

Modify ServiceNow Table Config

@ Enter Configs @ Select Servi @ Select ServiceNow il o Review and Apply Configs

Username  kikikxk
Password ~ kkkkkkrk
Instance URL https://ven02560.service-now.com/
Include Scripted APls + enabled
Table to query cmdb_ci_linux_server
Table IP Address Attribute ip_address

Table Attributes to Fetch host_name asset_tag os_version os_service_pack cpu_name cpu_speed disk_space

ServiceNow L O — FOLIE

ServiceNow =% 7 # | ServiceNow A o A X o AR L, BRE SN2 T — 7 I HE SN T,
FNHDOT—T IRt LT =Y 2347 LT ServiceNow 7~ L/ A X T —X HBfH L E7,
Secure Workload I& ServiceNow 7 /LI F DA X2 N UNDIP T KL ADER%Z T F9,
ServiceNow =1 % 7 Z L EHIHINCH LW T UL ZHi L. Secure Workload £ > X2 k1) Z BT
LET,
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Secure Workload (& ServiceNow 7 —7 /LB EHIFIZ L o2 — REEUG L E 7, i, ServiceNow
2R 7 X @ [Synclnterval] % 7 THRK CE £3°, 7 7 4/ b OREIWIFIRIZ 60 53 T4, =~V
R\ ServiceNow 7 — 7 /L E AT DA X, ZORMMEEEZ L0 @WEICRET D 0HE
NH F9,

3
R #AfE R DR E
1
2
3.

. ax9 4

Secure Workload 1%, 10 [FlD e 72 R REING CHER S 2ol MU ZHIBRL £ 97,
ServiceNow A > A X L A~DOEHNERIIEIL LIZHE, TOA LV AZ U ADTRTOT L
NI V=0T v INDAREERH Y 7,

Cisco Secure Workload ServiceNow 2% 7 % Ti&, Secure Workload & ServiceNow 1 > A ¥
VAMIORMOBELZFRETEET, T 740 N TIE, RHIREIL 60 /0I5 E STV
FIN, FAMFRBORE T[T — % BUSHE (Datafetchfrequency) | & L TERETE £,

L a— ROHIBEDOHHIZ DWW T, Secure Workload ServiceNow =2 % 7 # | & ServiceNow A >
ARG AL DRBNARSF L TWET, 480 L-RGIHB T MU BRSO b 720
AL, AT MY ZHBRLET, = MY OHIBRREIRRIZ, RHIMRRE T [=
> MU OHIBRRIBE (Delete entry interval) ] & L CiRE T £,

ServiceNow 7 — 7 /L@ REST APl ZFFOME & EITIBMD /T A —Z BN E SN D561,
Additional Rest APl url params D—# & L TENL AR ETEET, ZOREIIEETT,
7oL 21X, URL /NT A—#
sysparm_exclude_reference_link=true&sysparm_display_value=true % {# f L C. ServiceNow
MBIy 7T v TR TEET,
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25: AHREIRDRE

(@ Cisco Secure Workload ®Tewation ~ @. L. |t
Back to Connectors

You do not have an active license. The evaluation period will end on Thu Nov 18 2021 11:50:41 GMT+0000. Take action now.
Connector

ServiceNow @

Info ServiceNow Tables Syne Interval Log Alert Troubleshoot

n w # Edit || Disable
™

Data fetch frequency (in 80
minutes)

Delete entry interval (in 48
multiple of fetch
frequency)
Enabled on August 24, 2021
Additional Rest APl url sysparm_exclude_reference_link=true&sysparm_display_value=true

& Tetration Edge Appliance params

Delete Connector

Capabilities
User Insights
Inventory Enrichment

Endpoint Insights

I [ O

Software Compliance Posture

S RI)LZHIFRY 5 Explore AT 2 K

2= —RDEEEDA LV AX L ADRFED IP DT~ V% (BIREEZH7-1712) iz ) —
VT T AHEGEIR. explore A~y REMHLCETTEET, a~vr REFETT2FIRTK
DEBYTT,

1. 772 b® VRFID O
2. Explore =2~ FUL~DO7T 7 &X
3. o<y ROELT
TaaS 7 7 A X DA X, TaaS AT — AIZHRE LT, ServiceNow 7~ /LD T~ L% J—>
T o7 LTLTIEEN,
TF > FDOVRFID DEE

YA MEBEBEBLODREGT—HYHR—ba—¥—iZ, V4 FUDEMICHL TS —va
N—=D[FT v F7x—2 (Platform) | A==2—DTFIZH 5D [TF >+ (Tenant) | X—IIZ7T
JEATEEY, ZON=IF, BUERK SN TV LT NTOT I k& VRE BRERREN
FT, FMICONWTT [T F 0 M) & THRITZEN,

[77F > b (Tenants) | ~—® [7F > b (Tenants) 17 —=7/ADID 7 4 —/L NiZ, 7Tk
?® VRFID T,
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(AT A= A7 a—F (Maintenance Explorer) | 2~ KAV H —T = A4 AT VA
F51Z1%. Secure Workload Web A > % —7 = A4 ADLEMOF S —2 3 L= [ ST

22— b (Troubleshoot) >[4 YT+ RIY X FTA—F (Maintenance Explorer) ] % &R
L\i—a—O

\}

=)

T ATB =T A= a—|IT 7 BRATHIZIE, BDAZ~—FR— FOMHRBSLETT, =7 %
T —T X T RERINLWERIT., T O U MOYERMERNIRODATRESERH Y 97,

Kay 77X Ama—DTZ I AT =T8T %7 )7 LT, [AVT TV AT AT a—
Z (Maintenance Explorer) | X— 2B L £7,

26:[* T+ 2RI XA FO—S (Maintenance Explorer) ]2 7
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e T g LT post IR L9,
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s AF v T vay MAEANILET,

servicenow A v AH U ZADEFED IP O T~ )L &2 HIBRT 5120

servicenow cleanup_ annotations?args=<vrf-id><ip_ address><instance url><table name>

[ERIEZY v
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L a— FRFRINTEHEIL. BATSNET,

FAQ

1. ServiceNow CMDB T— JILIZIP 7 KLADNHZEWNEEIFTES LY ETH,
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HIE, MFA ZffH L7= ServiceNow A ' A X AL DAY AR—FLTWERA,
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AhUwY PR

1 ©® ServiceNow 2R 7 ¥ THiK CT& 5 20
ServiceNow A o A & o A D RKE

1 D® ServiceNow A ' A X L AL EEGTE |10
5 B ok

1 ©® Secure Workload Edge 777 A 7 > A || 1
@ ServiceNow =117 # D KK

1>OT7F > b Ob— b)) £ ServiceNow | 1
a xR B DR KRE

Cisco Secure Workload |- ServiceNow =% 27 | 150
2 DI RKEL

7o—hrEHMBAOIRI S

TI—bMBHHOax s 2T S L, SecureWorkload IZ S EXF R XA v =T T BIO)
aX 775y 87 4 —AT Secure Workload 77— FEARITTEXET, Zoaxs Zld.,
Secure Workload Edge 777 A 7 > A @D TAN ¥ —E A TE# L £,

- Hil:] w7 TS54 7R EIZER

Syslog Syslog H—/3—{Z Secure Secure Workload Edge
Workload 77— M 2 ={F L E
R

E AXA—JL E 1 A — )L C Secure Workload Secure Workload Edge
77— EEEFELET,

Slack Slack C Secure Workload 7 & — | Secure Workload Edge

FNEELET,
Pager Duty Pager Duty C Secure Workload |Secure Workload Edge

77— bEEELET,
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RE7TS547 v A LIZEEH

Kinesis

Amazon Kinesis T Secure
Workload 7 7 — k & 1%15
‘340

L%

Secure Workload Edge

WBEIRABT 5 A 7 2 A0 T

él/\o

Syslog Connector

lax 7 ZHOIRT 7747 A BT

HhZ79 5 &, Cisco Secure Workload Edge 7 77 A 7 > A D TAN $—E AL, fEZEMHH L
T7 7— b % Syslog r—_"—IZHEFTEET,

27 : Syslog Connector

@ CiscoTetratizn

& Syslog @

» Enabled on July 26, 2019

& Tetration Edge Appliance

Delete

Capabilities

Alert Destination

Info Syslog  Severity Mapping

Syslog connector enables streaming of Tetration alerts to Syslog server

il
cisco

[ © Monitoring @ ~

o not have an active license. The evaluation period will end on Thu Oct 24 2019 03:33:30 GMT-+0000. Take action now

WDFIX, Syslog H—/3—"T Secure Workload 7 7 — h ZABAT 5 72 DML DFEM 2~ LT

WET, ROV T,

[Syslog iAIFXE | S L TS0,

INTA—HH 247 &R
Protocol dropdown P R— DT 5
- [UDP] 7a haj,
« [TCP]
Server Address string Syslog —/S—®D P 7 KL &
FIEAR R M,
R—k (Port) number Syslog = "—D Y =27

R—1br, T74/ FDKR— kK
fE1% 514 T,
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Sysllg DL ES T4 (EXKE) OIvETY .

28: Syslog Connector 0) 5% 7€ 151

St

Syslog ©

SEt | Disable
Protocol  UDP.

Server Address

Delete

Capabilties

Alert Destination

29: 9 TLTS5—hk

application_id

MPLIANCE" "

alertConfld
tion Alert[4
ity 1

rnal_tr \": [\"Default
peld 4
£[4235]

LOW

[\"Default\"]
fId b5234

r_scope_ids\
_violations
r “ESCAPED\"],\"pr application_id\
bd1fbeddl b
[CRIT] {"keyld":"ac bbédabbd
CRITICAL", "tenantId i COMPLIANCE

4 an-5d;

capplication_id:Sd3bd1cl. provider_s
mpliance\” \"r \"pol i
i

ca3ss.

X
CRITICAL", "tenantId
uDp

[\"Default\"] o
54307442497 d4 £446

Syslog DL ES T4 (EXKE) ODIvEVY

RDFIX, Syslog D Secure Workload 7 7 — MIZBIT 5T 74/ DO ETT 4 (HEKE) v v
By RLTVET,

BEHI—YAO—KR7S5—FDYVEST4 (B Syslog DL ES T4 (EXE)
KE)

LOW LOG _DEBUG

[ (Medium) ] LOG_WARNING

HIGH LOG_ERR

a9 4R
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Syslog DV ES T4 (EXKE) OYvELY

BEHI—HIO—FK75—rDYVEST4 (B Syslog DL EZS T4 (EXKE)
KE)

CRITICAL LOG_CRIT

Bt (IMMEDIATE ACTION) LOG_EMERG

ZOFREIX, Syslog AR 7 X D[ T T 1 (EKE) v B2 (SeverityMapping) ]iXiE %

L CTERECTXET, Secure Workload 77— hDO T EZ 7 ¢ (HKRE) ZLICxnd 5

SyslogBEEZRINL, BT ¢ (HEKE) vy B 7E2EETCEET, FEMIT OV T,
Syslog D> EZ 7 ¢ (HEKE) O~y B 7RE] 2R LTIEIN,

INS A=A IvEYIO ROy FESY
[ANEEEHS: (IMMEDIATE _ACTION) ] « [B2& (Emergency) ]
CRITICAL [7T7—1F (Aert) ]
HIGH « [Critical]
[ (Medium) ] s [=Z— (Error) ]

LOW o [#45 (Warning) ]
« [1@%1 (Notice) ]
* [Informational]

« 73y 7 (Debug)

B 30:SyslogD EST4 (EXE) OTvELSH
@ CiscoTetratien EXER © Monitoring - ® - @5 -

w
& Syslog @

>

IMMEDIATE ACTION

HIGH | Error

Cancel Config Creation Verify & Save Configs

ccccc
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ARYwy HiIRR

1 ©® Secure Workload Edge 7 77 A 7 > A2 |1
BT % Syslog 217 X DRI

12>O7F >~ Ob— MNiPH) 1231F 5 Syslog | 1
aRT HDORRE

Cisco Secure Workload |Z351F % Syslog =2~ | 150
Z DRI

Email Connector

HhZ7d 5 &, Secure Workload Edge 777 A 7 > AD TAN Yr— B AL, F5E SN T
F—hEERETEET,

31 : Email Connector

@& CiscoTetratizn IR @ vonitoring - @

[ You do not have an active license. The evaluation period will end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now

» Enabled on July 27, 2019

& Tetration Edge Appliance

Delete

Capabilities

Alert Destination

alraln
cisco

WDFEIL, B+ A —/L T Secure Workload 77— s Z/ABT 5720 DR OFFEMZ R L TV E
To REMICOVTIEL, TETA—/VlMEE] 22R LTSN,

R 2:BF A —ILBHMBREDFH

INSA—H % 2L Bl
SMTP 1—#H4%& (SMTP string SMTP H— "—D . —HF—4
Username) TDNFGRA—=RIAT g
Tj‘o

I = R .



axv4a |
. Email Connector

INTGA—BZ 247 Bl

SMTP /XX — K (SMTP string Z—HF— D SMTP H— 32—
Password) 27— F (FEShTWDH
B) o TORTA=HIATS
v a T,

SMTP Server string SMTP #—_—D P 7 KL %
E e E i A

SMTP Port number SMTP — _"—D ) A= 7
R—1b, T 7 /b MHlIE 587
<7,

[Secure Connection] Fry IRy A SMTP H— S —4f512 SSL %
FERT20ERHL0E D
D3

From Email Address string T I7— NOEEIHERTLE
T A—)LT KL A,

T 7 4/V f5% (Default | string BFA—NT RLADH v~
Recipients) X8 U A b,

32: Email Connector 0 5% 5E 151

@ CiscoTetratien X © Monitoring - @ ~
w o o pad wl o on T Oct 242019 033 140000, Tk st
& Email @ <Browse Connectors
L
: 4 >
& Edit Disable
s SMTP Usermame

SMTP Password

SMTP Server  173.36.18.143
» Enabled on July 27, 2019

& Tetration Edge Applian SMTP Port

Delete
Secure Connection v/

Capabilties

From Email Address  ten@tetrationanalytcs.com
At Destination ¢

Default Recipients  tpatward@tetrationanalytics.com

alialn
cisco’

®33:42TNLF75—+

Tetration Alert - COMPLIANCE Enforcement Annotated Flows contains escaped for <application_id:5d3b41c1497d4f01facc2d0a>

* tan@tetrationanalytics.com <tan@tetrationanalytics.com>

Alert Type: COMPLIANCE

Alert Key Id: ca3853a6-862b-3192-84b7-6636d44200b4

Alert Severity: CRITICAL

Alert Text: Enforcement Annotated Flows contains escaped for <application_id:5d3b41c1497dafelfacc2deas
Alert Configuration Id : 5d3b4lfbegdi577eag95ebas

Root Scope Id: 543a744e497d4f446636FF13

3274449704 44663671 rotocol” : "UDP", "policy_typ IFORCED_POLICY", "internal_trigger":{"datasource”: "compliance", “rules”:
nsumer_scope_names" : [ "Default"], "provider_scope_names": ["Default"], "time_range" :[1564350780000,1564350839999] , "policy_category”:

. ax9 4 |
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s
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G¥) ¢ SMTP 22— P —Z /R AT — RO EIIMEE T, 22—V —L4NHEINTWRWEE,
A L CSMTP —_—C#Em L L2 & LET,

o [BF 2 772856 (Secure Connection) | 7R > 7 ANA N7 > TWRWEA, X =27 T
ROV AT LCT 7 — MBREZEELET,

e T I AN IDZAEFEV A ML, 77— FRHOREIHEHSNET, ZOVANMNI T
F— MRETHERES, 79— LIZA—1"—F 14 FTXF,

iR

A YYD 1R

1 ©® Secure Workload Edge 777 A 7 > A2 |1
BUIFDHETFA =N ZOREREK

1507 F > b (b— b)) BT 5ETF |1
A —)Lax T B DRI

Cisco Secure Workload |21} 5 EF A —/L= % | 150
7 X D KK

Slack a9 4%

AT % & Secure Workload Edge 777 A 7 A TAN H—E X%, KEIZESNTT
7 — b % Slack [ZEETE £,

X 34:Slack a5 %
@ CiscoTetratizn A © vonitoring - @ - &% -
[ You do not have an active icense. The evaluation period will end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now
& Slack @ <Browse Connectors
o
Info Slack
&
Slack connector enables notification of Tetration alerts to users on Slack channels.
Ja
=
» Enabled on July 27, 2019

& Tetration Edge Appliance

Delete

Capabilities

Alert Destination

il
cisco

| a9 43 .




Slack a4 4%

D FE1L. Slack T Secure Workload 77— F & FITT 57O D

axs4 |

REDFEMEZR L TCWET,

oW T,
[Slack WABE] 2ZMLTIIZE0,
INTA—HHZ 247 Bl
Slack V= 77w % URL string Secure Workload 77 — bk % %&
T4 % Slack V=77 v 7

N\

GE) *Slack V=77 v 7 Z/ERTLHEIT. THH0aBRLTIEE0,
[ 35: Slack 21 4% 2 D& EHI
@ CiscoTetratien QEEIR) @Mentoring - O - &~

\
o sack

@
8 Slack Webhook URL.

Enabled on April 15, 2020

& Tetration Edge Appliance

Delete

Capabllities

Alert Destination

alaln
cisco

R36:HTINTS5—

. ax9 4

2:51PM  Tetration Alert

Enforcement Annotated Flows contains escaped for
<application_id:5d3b41c1497d4f01facc2d0a>

Severity Type
CRITICAL COMPLIANCE
Alert Time Event Time

<Browse Connectors

SEdit || Disable

2019-07-28 21:51:49.117 +0000 UTC 2019-07-28 21:49:00 +0000 UTC

Root Scope Id
5d3a744e497d4f446636ff13

Details

{

"application_id": "5d3b41c1497d4f01facc2d0a",

"consumer_scope_ids": [
"5d3a744e497d4f446636ff13"

I,

Show more


https://api.slack.com/messaging/webhooks

| 2#x44%

R

s

ALYy

PR

1 > ® Secure Workload Edge 7 77 A 7 A|Z
1T 5 Slack 27 ¥ DRI

1 oDOT7F > Ob— MEF) 1238815 Slack
ax T 2 ORKRE

Cisco Secure Workload (2331} % Slack = 7 4
D K

150

PagerDuty Connector

BHIMZT 5 &, Secure Workload Edge 77T A4 7 2 A0 TAN —E XX, Z O EHEH LT

PagerDuty IZ7 7 — FZ¥ETE £,
37:PagerDuty A+ 4

@ CiscoTetratizn

74 You do not have an active license. The evaluation period will end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now

& Pager Duty @
@ Info  PagerDuty
i

PagerDuty connector enables paging of Tetration alerts

» Enabled on July 27, 2019

& Tetration Edge Appliance

Delete

Capabilities

Alert Destination

mmim
cisco

RODF (L, PagerDuty T Secure Workload 7 7 — b 23177 5 72D DML OFEM A2~ L TV E
T FEMIIZOWTIX,  [PagerDuty AR E ) 2L T 7EE0,

INGA—B 2 BAT

B

PagerDuty 4+—E X F— string
(PagerDuty Service Key)

PagerDuty T Secure Workload
TI—baTyadTHeD
@ PagerDuty % — A% —

a9 4R .
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. PagerDuty Connector

38: PagerDuty 2 %7 2 D& A5

Tetratien

@ Monitoring + @~ @8~

w You do nt have an acti o evaluation peiod wi end on Thu Oct 24 2019 03:33:30 GMT+0000. Ta
& Pager Duty © <Browse Connectort
9 info  PagerDuty
I3
Sedt || Disavle

a PagerDuty Service Key  +++svss
=
» Enabled on July 27, 2019

@ Tetration Edge Appliance

Delete

Capabilties

At Destination

alialie b o Temact U
cisco pHetrie

39: 9T ILTS5—F

INCIDENTS » INCIDENT #408756

Enforcement Annotated Flows contains escaped for <application_id:5d3b41c1497d4f01facc2d0a>

Talert

[ ! Acknowledge l [ @ Reassign ] [ More Actions ~

Alerts @ Timeline Similar Incidents

ALERTS
1triggered
FILTERS: No active table filters PerPage: 25 4 lfl
+ Resolve Customize Columns
Status v Severity b Summary b Created v Service v
Triggered Critical Enforcement Annotated Flows contains at2:58 PM TanDemo

escaped for

<application_id:5d3b41c1497d4f01facc2d0a
>

@ HIDE DETAILS

CUSTOM DETAILS
@ HIDE DETAILS

{"provider_scope_ids": ["5d3a744e497d4f446636ff13"]," consumer_scope_ids":
["5d3a744e497d4446636ff13"],"protocol":"ICMP", "policy_type":"ENFORCED_POLICY","internal_trigger":
Alert Details {"datasource":"compliance","rules":

{"field":"policy_violations","type":"contains","value":"escaped"},"label":"Alert
Trigger"},"consumer_scope_names": ["Default"],"provider_scope_names": ["Default"],"time_range":
[1564350900000, 1564350959999, "policy_category":

["ESCAPED"],"provider_port":0,"application_id":"5d3b41c1497d4f@1facc2d@a","escaped_count":2}

View Message
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R

Kinesis a9 4

s

ALYy

PR

1 > ® Secure Workload Edge 7 77 A 7 A|Z
1) % PagerDuty = R 7 & D KK

1 o7 F v b (Ob— M) (2B 5
PagerDuty = % 77 % D e KK

Cisco Secure Workload (Z331F % PagerDuty =
7 B DI R

BT % &, Secure Workload Edge 7 77 A 7 A D TAN H—E R %, FEIZEDSNTT

T—hEEEFETEXET,
40: Kinesis 2% %

@ CiscoTetratien

Kinesis @

or enables streaming of Tetration alerts on Amazon Kinesis.

]

B

& Enabled on July 27, 2019

& Tetration Edge Appliance

Delete

Capabilities

Alert Destination

alaln
cisco

You do not have an active license. The evaluation period will end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now.

R DOFIX. Amazon Kinesis T Secure Workload 77 — F /AR 572D DR EDFEME R L T
WET, FEHNCOW T, [Kinesis AR E] 2B LT ZEW,

INSA—H % i

A

AWS 74 X F— ID (AWS |string
Access Key ID)

AWS LiEET D720 D AWS
7 7' A% —ID

AWSHE T U 2 X F— (AWS |string
Secret Access Key)

AWS LEET 572D AWS
v—7 Vv NT I EBEAF—

a9 4R .



KL

axs4 |

NS A—B % 247 Bl

AWS J—2 3> (AWS AWS Y —Y g d Ry 74 [Kinesis A b U —ARREEN
Region) A TWVDHAWS U — 3 D4R
Kinesis X k1) —/1s (Kinesis |string Kinesis A kU — A D4 Hi
Stream)

ARM)—=LNN—FT 43> string ARNY—ADIN—F 47

(Stream Partition) va

B 41: Kinesis 3 %% 2 DR EHI

@ CiscoTetratien Loceut Sy
l

PR
ALYy il BR

1 ©® Secure Workload Edge 777 A 7 > A2 |1
BT % Kinesis = 17 Z D K

—_—

1>O7F >k Ob— RPH) 1281 5 Kinesis
ORI DR

Cisco Secure Workload (Z 31} % Kinesis =% 7 |150
2 D RE

Cloud Connector

757 RR—ZAPD YU —7 11— KT Secure Workload HEHE 2 #9512

ALET,
Cloud Connector 21X, FIET 7T A4 7 AIVEH Y FH A,

. ax9 4

IX. Cloud Connector % {i#
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AWS O AR5 A

I EECYE |

AR 43

HiR— b ESh HHEE

RE7T547 v X LEIZEHA

AWS

Amazon Web Services VPC [#]
I

c AHTFT—=H (TUL) D
&S

e 7 —u F DU
e T AT =g R
—DiEH
EKS Kubernetes 7 5 A XI5
o« AT —HDIE

YL

Azure

Azure VNet [f](F :

CAZT—=H (FL) D
LNE S

e 7u—n 7 OUE
e AT —a R
> — D3 A
AKS Kubernetes 7 7 A & H»
5o
o AT —HXDUUE

ML

GCP

GKE Kubernetes 7 7 A & 7)»
5o

CAZT=H (TFL) D
LNE S

ALY

Amazon Web Services (AWS) = %7 ZIT AWS ICHRE LT, IROEL~LOMEELE(TLE

‘j—O

« AWS Virtual Private Cloud (VPC) M55 4 T TDA R R (BLKUZDIR)L) D
BEIELY AA AWS T, Z 7O TY V—RIIA X T =2 ZBO BN THZ LR TEFE
4, Secure Workload i, ZNHDY VY —ADE T IZHONWTI/ =Y #FE(TLET, Zhbo
AT, AN NIBIERN I 7 4 v 77— =4O, BIOKRY v—ERIZ

AT £Y, ZOKIETIE,

~ v BV T REFOIREIZRT-ET,

COF—AEFHICAMT I LICEY, VY —RETD

= R .


https://aws.amazon.com/

axs4 |
B awsompcampsn

ZT1E, AWSVPC DU —/m—RERy NU—0 f o F—=T 2 A ANV IAEILE
T, V= ua—RERxy NI—J A H—T = A ADMWITDBERINTWBEE. ¥ 7%
~— & T Cisco Secure Workload IZFR /R SN FE T, dEMIC>WCIX, 7 F9 v Raxr ¥
WL TAERENTZT ANV ESRLTLIEEN,

*VPC LANLDT7A—ATDORYAH HEHERNTAWS TVPC 7a—a 7 EHELTND
%6, Secure Workload Id, xtJ&59 % S3 "\ vy haEmA D Z LT —a ZIEHREZTY
AL EMTEET, ZOT VA MIIE, ARIEBLIOEI AT —2a R o—0Dk
BRIfEHTE £,

e TAUT—=3 0 ZOF T a BT HE . Secure Workload X, AWS DA
TAT X2V T4 IN—TE2FEAL X2V T 4RI =27l I hTE5L9
(2720 9, VPCIZH L CHEANANI /> TV A A, BhET 2R —2n"teX= )
T4 N—T L LTCHEBMIIT e T ASNET,
cEKSYSRANLDAZT—EDOEBE Y AH AWS T Elastic Kubernetes Services (EKS)
NEITENTWBEA, BIRL7=23TO Kubernetes 7 7 A X ([ZEET 54 _TH /) —
K, —ERA, BEOKRY RORAZT—ZE2INETDHZ L ERIRTE ET,

VPC Z L IZANCT DM EZRINTE £,

)

GE) AWSHEHY —I 3 VFBEYR—FENTWERE A,

AWS D E# &R SH

TARTOBEEICH LT : AWS THEH—V—%2EkT 50, ZOax7 ¥ OBEFD AWS = —
P—%FELET, a7 ZERY P — N, ZO2—F |0 BERHEREZHEI VY TH20
|2l ©& % CloudFormation 7> 7 L— b (CFT) #4AL%*9d, ZOCFT %27 v 7 —FR
THEHODT 7B AN AWS ICHD Z & 2R LT TEE N,

HHa2—F =7 m AAWS T B U v 8T 78 RZFFA[T 5 FIEICONTIE, LT O cross_account
Y7 varaBRL TSN, BERT 7B AHERICOWTHHHA L TWET,

ZVPCIE., 1 DD AWS 2R 7 ZDIHIZBTDHZENTEET, 1 DD AWS 7 7 A XL, #
HDOAWS a7 ZEFEOZENTEET, UTD TAWS 27 X DRTE)] OFRTHBHAINT
WAHTERZIEL £,

TDaARy AN, ARET T T AT RAINEDH Y FH A
SRIWEA R M) EWRET BIZIE  BMOBTHRSAHIVNED Y T A,

20—A5ZRYRALICIE: Te—a SolNEL N H—1 5121, VPCL~Lp7m—a s
ERVBBETT,

VPC LD 77— 7 DAY iATeZ ENRTEET,

7 1 —1 7' |X Amazon Simple Storage Service (S3) (ZFITT 24 EMNH Y 97, Secure Workload
L. Amazon CloudWatch 2 76 7 —7 — X ZUINET X EH A,

. ax9 4


cisco-secure-workload-user-guide_chapter5.pdf#nameddest=unique_408
cisco-secure-workload-user-guide_chapter5.pdf#nameddest=unique_408
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(F7v3>) AWSTHORMSFHYY h7o 228575 ]

ax 7 2 OERPICRE SN AWS 22— =T Wy houa 7 A4 VNEHRTVPC 7r—a 7 b
S3 Ny NOWFIZT 7B ATE B84, Cisco Secure Workload 1. fEED T H 7 v M BE
oS3 ANy vhb7u—a 7 2RYiAteZ ENTEXFE T,

Tun—uZZiE, o7 a—n 7@ (EFMEER) BNSETT, *ExLXT VAL 55ET R
VAL EETA— N, SEEAR— N, Tr b3, Xy ML S N BRG], K TR

A, 7 ar, TCP7Z 7, Interface-ID, 2 7 DAT—X A, 7ua—0DJNwE, DOMOENE
TR SN ET,

TJa—aJiX, FREINE NI T4 v 7 LIRS EINTE N T 74w PO Xy ST YT BN
ERHY F9,

AT —=a BT ATV a VERMIT DL, TV ONEEENCT HME
NHY FET,

VPCOET AT —va R vr—0lfsahcT e, BEOTRTONL—LN EEX X
N3O, ax 7 XTI AT —2arEHANTHEIT, BBFEOEX =2V T 0 I —T%
Ry 7T o7 LTLIEEN,

DLTD TAWSA >R MBS AT —2a v RY—%2HHTHEEDORANTT 7T 4
2] bR LTLIETEN,

T $— K Kubernetes H—E X (EKS) : Kubernetes 47> 3 > ZHNCT AEE13. HLE

T v AMEREEGTe. LLFO AWS (EKS) THEITEIN D~ F— K Kubemetes — b 2DE&
7 a CEMERIREGEESRL T ES N,

(FF23av) AWWSTYURRAWS THDY b7 RERET S

BEShza—Y—a /A NERTHD AWS TH 7 MIJET D VPCILT VB ATE 55
B, FNBIZAWS 2 X7 X DO—HL L TRUETE 2 L9187 £7,

1. ¥BE I 7z Secure Workload = — % —{Zi%, RD AWS 7 7 & A A BN LEL T

. lam:GetPolicyVersion

. lam:ListPolicyVersions

. lam:ListAttachedUserPolicies
. lam:GetUser

=Sw N

AWS 7K' YU > — JSON D] :

{

"Version": "2012-10-17",
"Statement": [

{

"Sid": "VisualEditorQO",
"Effect": "Allow",
"Action": [
"iam:GetPolicyVersion",
"iam:ListPolicyVersions",
"iam:ListAttachedUserPolicies",
"iam:GetUser"

] r

"Resource": "*"

}

]

}

a9 4R .



B wsoxsszeons

AWS O %7 2 REDHE

WOKIL, aXx 7 ZRET O ADOEBELMELZ R L CWET, BEHEQRFEMIIOWTL, KD
My 7 (TAWS a7 ZDFRE] ) #ZHB LTI EEN,

. ax9 4

axs4 |

FRE &7z Secure Workload 2 — % —23 & L CWWRWHKID AWS 74 7 2 M AWS IAM
72—/ E2ERR L E T,

Secure Workload == — % —728 AWS IAM 2 — /L& B| X2 T A Z L2 LET, Zhid.
AWS IAM 2 —/LDIEFER U 2 —I|Z Secure Workload == — ¥ — ARN % Bi9- % = & TEFT
TXEJ,

AWS IAM 7 —/LOfFFEAR Y ~— JSON DO :

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Principal": {

"AWS": <Secure Workload user arn>
}l

"Action": "sts:AssumeRole",
"Condition": {}

}

]

}

Secure Workload = —%—23& L CW2 W _TOHKD AWS 7 72 MRt LT, FIE
2LE3EFTLET,

BB T H Ty FOBERENT-TRTDOAWS B — /L& B X2 F AHERE S 2 %~ —
BHRY— (T4 RY —TIERW) ZERL £,

BHLR U 2 — JSON O :

{

"Version": "2012-10-17",

"Statement": [

{

"Sid": "VisualEditorO",

"Effect": "Allow",

"Action": "sts:AssumeRole",

"Resource": [

<AWS role cross account 1 arn>, <AWS role cross_account 2 arn>...

]
}
]
}
ERL LT A # ~— @R Y v —% Secure Workload = —%—|Z7 % v F L£7,

a R ZRERLT 4 — FiX CloudFormation 7 > 7' L — F 22k L £9°, 8T S 4172 Secure
Workload = —H#—IZ CFT #Z D EE7 v 7 u— KL%, 7o 7 b— bafmE L, Mk
L7277 — b % CloudFormation ;R —Z /L{Z7 v 7'm— K LT, AWSIAM & — /LT
EIRMERRZ AT G LET, FEMICOWTIX, TAWS a7 ¥ O%E] 2L TS0,


https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-create-and-attach-iam-policy.html
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aws axs208%E [

2:AWS 29 2 EREDHE

a
AWS @ Complete @Upload the
prerequisites CFT to AWS

EKS \ 2 ) (Optional)
Complete
prerequisites

! I

-

Secure @ Start the @Choose @ Download the @ Complete the

Workload connector capabilities CFT from the wizard
wizard —> —» wizard ——

(DT, FEMFINED ZT » PR ZITHIE L TWRNZ EIZEE LT ZEY, )

AWS O 19 2 DERTE

ATy T

ATvT2
ATvT3

ATvT4
ATvT5

ATvT6

U4 RUDEMIZH LTS —2 a3 —nb, [EE (Manage) 1>[3#%2%4 (Connectors) ] %3
RLET,

HUTAAWS ax I 2 %7 U v LET,

(b— MEEFHAN D) BAID a3 7 Z OEET A2t (Enable) 1227 Y v 2 L, [ U/A— MGFHRN O
M7 a2 27 2 OGEX BIDO a2 % Z 4%t (Enable Another) 1% 27 U v 7 LET,

AWS OB L RS2 B L= LT n, [BARAT 25 (GetStarted) 1227V v 7 LET,

AR ZIZARIET . MESREA IR LT, IR~ (Next) 1227 U v 7 L%,
ZONR—TORIRIL, ROFIETHERKEN S CloudFormation 7 7 L — b (CFT) IZ&ENHHER%E
PEL, RENLEREHEZEZRTIHDICORMEASNET,

BT AT = a rEAINCT DI, [TV DIEE (GatherLabels) | AT HLERH D £,
IDONR—=VTEIT AT aEANILTH, TNETTRY v —0#HBNEI -0 BT
DX T 4 T N—TITHBRRATZDTHZ LT ETA, N —0@EAEBEFEOER2 Y T 4
TN—TOHIRIZ. BT 4P — R TlEADVPCOET AT — a v EHENCLEBRAICORIEL
I+, B TIOT 4P —FRITRERST, HXxDODVPCOEBIT AT —a Ry —OHMAZENCT S Z
EMNTEET,

R &7z CloudFormation 7> 7L —  (CFT) #4¥ 7> u—RLET,

ZDT 7 b— ML, BIOFNETEIR L7 EREIC VLB IAM AER 2 S D £,

Kubernetes 473 3 AN LTI=E1E, EKS ~DT7 7 AR ZBIEICRET HHLENH Y £37,
T TAWS (EKS) THEITEIN D~ — K Kubernetes —E 2| 73 2R TN,

R 43 .



axs4 |

B awsaoxosoze

ATy 717

ATvT8

CFT % AWS CloudFormation N —Z /W{Z7 v 7 — RL T, ZOaRxI ZAO2—Y —|ZHEREZE Y 4 CF
T, U4 VP R TIROSN—IZHETeHNIC, AWS 22—V — T ERMERRH D Z L R L T2 &,

GE) ZHIE, AWSZ AT AT " T 7B AZMHEH L TWAENE I BRI N D Z R
& T‘a—o

AR—FNVFELIZCLIZFEHLTCCFT2#EHTEET, ZOMPAICO VT, BLFEERLTLEIN,
eR—B )L AWS FHLo L V—)L

¢ CLI: 2% v 7 DVERL

CFT#7 v 7' r— K425 L, AWS [TIROEREZR L E T,

1. RV —04H (LEOARITZIEE TEET, #: Secure Workload Connector)
2. X7y MARN &4 7V NARNDY AL (T 7401 %)

3. Z—H—4 : CFT Z /M7 % AWS = —H — DA |

4. VPCARN DY Z K (F7 4Lk %)

AWS VAT b T 7 AEFEH L TCWAEE50OEMOFIE :
1. 4P —KnbA 7 a— KU CloudFormation 7> 7 L— h & fRE L £1,
WREFTOT 7 L— F OB —

}

=[

"Ref:
}
1
}
}
},
"Parameters": {
"PolicyName": {
"Type": "String",
"Default": "",
"Description": "Name of the policy. Example: CiscoSecureWorkloadPolicy"
}
("Username"): {
"Type": "String",
"Default": "",
"Description”: ["User name. Example: \"SecureWorkloadUser\""|

}
}

WELDRILT L — k3=

. ax9 4


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.Walkthrough.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-cli-creating-stack.html
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ATvT9

ATv 710

ATvIN

aws 225 0%z ]

2. WRELCFT 2., HHD IAM v —/L3F/ET D4 AWS 7 5 7 > b ® AWS CloudFormation 78— %
VT v 77— R LET,

RIOFIMETHHI LI L 51, A—F NV FEFIXCLI #fH LT CFT Z@H c& 9,
CFT%27v7RA—FKF3 5L, AWS [FRDBEREERLET,

1. RV —o4HT EEOAFTZfRE TE £, # : Secure Workload Connector)
2. NTFYRMARN AT V27 FARNDU AL (FT74 /L1 %)

3. m—/ % : CFT ZiH9 % AWS IAM 1 —/L D4 i

4, VPCARNDU AL (F7x/L b %)

BRIEZIRD &) ITHERR L £ 7,

B Bl
Access Key FFEOCFT Tt &N TV B HEIR 2 HF> AWS . —
P —IZBE AT T H 72 ACCESS KEY 1D,
Fh# % — (Secret Key) 520 ACCESS KEY ID (Z Bf# A1} 547~ SECRET
KEY.,
HTTP &% AWS IZF 2T 5 72 81T Secure Workload |2 M BE7 7

¥y, YR—FSNDTrFR— | 80,
8080, 443, B LU 3128,

T IV A X TERE Secure Workload 75 AWS 75 DFEERA XV M
TR AT DM, R/MEE 3600 BT, 2
NT 7 )V T,

AR A% xR Secure Workload 73 AWS 225 A X2 h U F—X D
HOY R A WA S92 MR, A/ IMEIT 60050 T,

INNT 7 3 N TY,

[k~ (Next) 1227 Vw27 LET, VAT LN AWS 75 VPC & EKS 7 7 AZ DY A M ZEISET 51
. B EENRHY £,

VPC (%Y hU—2) L& VPCOEKS 7 T AZDY A RivD, TR LI-MRE 2 A2 5 VPC &
EKS 7 7 A X &3&IR L £,

—JB1Z, Secure Workload 23 [E72 7R Y ¥ — 23R T D DI B e+ o372 T — 2 DIUEZ BB TE 5 L 9
W2, TEDLETELS 70—V AAREGHNTHLERD Y £,

EKS 137~V DINEMEED LA VR — h L TWA 72D, BRAREEE DRI T2V LICEREL T
KFEEW, BKS 7 7 AZ &R 5 &, P H— b SNTOBHIEASIRNICEMC Y ET, = ORE
EHEMNCT BT T AH T L2, Assume Role ARN (Secure Workload ~D#EfE 28| & Z 1T 5o —/L D
Amazon U YV —2A%EE) # AN LET,

= R .



axs4 |

B wsorvs0zx

ATV 712

ATy 713

ATy 714

W, MR ERIZ [ 7 AT —v a2 OFA#ME (Enable Segmentation) ] Z R L2 TL 7230, #
T, BEDVPCIZE T AT —va R U—ZlHT 28 T& b, axs 2 &2mEL T, Th
SOVPCOBT AT —2a v BN THIENTEXET, AWSA LRy M IZ®Z AT — 3
VARV =R T OBEONRA NS T T 4 AESRL T IE SN,

BIRDTET L7e b, [MERK (Create) 127 U w7 L, BGREF = 7 B0 T T 5E TEOFHET,

[/ V—7DFoRk (View Groups) ]-3—IZi, IO — Y THEBEZ AN L7297 T D VPC A Hs A1
ITN—TENTERINET, FHk, BLOEHILOK VPC 1L, #HLWEFHE T,

FLWEFHOE y N2 BT 28&AEZ @R LET, WTNOHEL ELERL TWRWEES, E—D
FFa T T A F OB £,

T4 = R TITON=T X CORE (MERssEy V —258T) 220 A5, [fR1F (Save) 1%
70 w7 LET,

MeEAEE Y ) — 2R TR TORELEZZITANDIZIE, [ZOTFNEE AF >~ 7 (Skip this step) | & 7
Uy LET,

FPH>Y U —I%, % C[EE (Organize) ]> [ &L A >R k1) (Scopesand Inventory) ] CF&E) CIERK
FlIImETEET,

RDEZRY

SNILOPRE, 72O0—FT—F0WMYAH, BEWEEIEIEIT AV T—
SEE

e 7 —OWVIAREEN LA, 7a—2 [AE (Investigate) >[5 74 v
(Traffic) 1| X—VICFREIND ETITRHKR2S G0N DHEAERH Y £7,

e (ATvay) IvBERTa—FT—XL KA MOWEFHEEO R (CVE) Eno7a%
DMOR %5728, VPCR—ADYU —7 a— RIZAXL—F 4 V7V AT MNI#E 7
T—Vx NeA ANV LET, BELFEHIIZOWTIEL, =— Y= FOA A M—
NDOEZZBLTLEEN,

‘e

SavEEMIZLTL

TV ENELTT7a—420 AT X 9 IC AWS X7 X EFICERE LT-%1F, B A
VT —va iR BT 5O OEEE T o R WV E T, ] : Secure Workload 73
UTFEFATTEDLIICLET, t+on7a—T— ¥ ELTEETELIRY > —%4
KT D, Aa—TEERELIIEET S @EFIXVPC ZEIZ1D) , @I LicTy—7
AR=AZERT 5, 7o —F—ZIZESHTRY =2 HBRICHET 5, BLXOVE
TLFENTRY —%AEkT 5, AU —Z20h L THET D, R —NTFLOHA R
TAVERRANT T IT 4 A& L TWD Z L 2RI 5, BN TEZH, V=7 R
NR—ATEHELTHRY —2 KR L THEALET, FFEDO VPCIZE T AT — 3 UK
Vo—%MT0M[ENTEL, a7 AR EILRSTVPCORIT AT —Va V%
BN LET, FEICONWTIL, AWS A o R M IZE T AT —2 g 0 R o —%i
HTDHEEDORANTT 7T 4 A (80 X—) ML TLLZEN,

Kubernetes ¥ —< FH—EX (EKS) A7 avEEBRIZLTLRIES

. ax9 4
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aws ax5206EE [

e 2T FNRN—RADYU—7 a— KiZKubernetes T— = h& A A =L L £, FEMIC
ONTIE, =—Y = MEBOIED [Kubernetes/Openshift =— = > b : FEMI AT HME & i
Ml 87 ar a2 TEE0,

AWS O 19 2 DiRE

ATy T
ATy T2
ATvT3
ATvT4
ATy T5

ATvT6

ATy 717

ATvT8

ATvT9

AWS a7 ZZHEL T, BEDVPCOEB T A LT — a OEAZEIC LY . o2
HaEzxi-h T&EEI,

VAP =R TH5E T, EHIRFEINLEE A,

T4 RUDEANZH LTS =gy N=0b, [BEE (Manage) ]>[a#%2 4 (Connectors) ] %R
L/i‘é—o

[AWS] Z 7 U v 7 LET,

AWS A X7 PG H5E1E, WETH a7 45T 4 RO EHNGERLETS,

[2 %7 % OfF% (Edit Connector) %7 U v 7 LET,

T4 —FEbLH)—EI Vv LT, BFEEZEITLET, TNOLOREDFEMIZONTIE, AWS 237 X
DFEEZRLTIIEE N,

SEIERMEE (TVOIUE, 7 —0WViAKR, BT AT —a O, £72IXEKS 7 — 4% DIL
) ZHEMMITIHEEIE. UV — FEFEITT HE0IC, %GT S 472 CloudFormation 7 > 7 L — k  (CFT)
X Ta—RLTAWSIZT v 7 ua— RT50ER’HY £,

Y AT = a R —OEAEEINCT DITIE, AWSA VXU MRS AT a VR —
AT HEEORA NS T T 4 AT, RSN DRMRSFMEEZWIZ L TS Z 2 RUICHE L T2
W, VPCO—EBRFRINTNEX—U T, @HEZENNZTHVPCO [T AT —va Ok
(Enable Segmentation) | % & L 7,

U4 W= FEHERT A0 E-ITFE T, BN L72WF o VPC O#H 2 TIT/ER L TWABEIE. [2
DFNE%E AF% 7 (Skipthisstep) |27 Vw7 LT 4 —R&EETLET,

[212 (Organize) 1> [EF&E A >~ > k1) (Scopesand Inventory (] _X—Y &2 &, &pHY U —%
FETRETEET,

HEIR L VPCOFPAZ £7-1ER L T O, ESNME 2RI 28580, #iHY U —o ks
FHZIR L, [fR1F (Save) 1227 U v 27 LET,

ARV B ET—EDHEIR

AR AEHIRLTH, TOaxs ko TTTICBYIAENZT —XITHIBR S EE A,
TV b A R RN UIE, 4BRRICT T 4 TR A R N S BEIMICHIBR S E T,

a9 4R .



axs4 |
B oaws o R byices A F o3 K L FBATHEEDRR LTSI F 4R

AWS 4 R MY IZET AV TF—2 a3 R —%BRTDBEEDARRNTISHITF AR
A

BE VPCTEHZ AT —va yOBEMAEZAMIT DI, ZOVPCTEX 2 YT 4 7 =T DRy
IT T EERLET, VPCOBIT AL T—a b BHEMNCTSHE, 20 VPCLEEFEDE
X2 T4 IAN—TREIRENET, EF AT = a v EEHICLTE, HEx2 T o
TN—TIIE IS IER A,

RV > —DVEREE

SN XTORY — L FERRIZ, RN —2 AR T 570D+ 7 m—
TN DHZ EaER LTI EIN,

cAWS (Tt F 2 VT 4 V=T TIXALLOW L — /v DB EFFA T 572D, BT AT — g
VA Y —I2iE, Deny 7/ ¥ 3 v AFFOMENH B Catch-All K Y v —%FRE | Allow
VLD BEEDBUENRD D £,

BT 5372 VPC D& T A T — a Y EHNZT DRI, T—F7 AX—ATHEHZHFZ
WD H#HERLET, BHNAIDICR>TWNWE T —7 A= ZEEN T2V VPC D
Y ITA T a v EAENCTSE, FOVPCTTRTDO NI 74 v I BHFAIENET,

VPCIZARY > —2 AT AR TEZD, AWS a7 X ZREL ( TAWS a7 ¥ O
] ZBMR) [\ FOVPCOBIT AL T— a2 LET,
AWS 4 RV KSR, 3#Mll. BEPERRT—2 ADERTR

AWS a7 Z OMEIFHR A LR T DITIE, 23137 2= (B (Manage) 1> [ 7 ¥
(Connectors) 1) IZRBEIL, X—T D LD axs Z 28R LET, FEIZOWTIX, [VPC]
T2 270 v 7 LTLIEEN,

AWS VPC A X F VBT 2 & R RT 2121, [AWS= 27 % (AWS Connectors) ]
NR=YTIPT KLR%Z7 V7 LT, OV —27a— KDL X N Ta7rA)L

(Inventory Profile) |~—I %K RLET, A X M7 a7 7 A )LOFEMIZONTIE, T
RN TR T AN SR TIIEIN,

7 UL DFERIZOW T, WREZRL T Z SN,
« Cloud Connector (= & » THER S iz 7 ~L
* Kubernetes 7 7 A X |ZBHi#i§- % 7~ L
VPC A > X2~ U @ EARR 2R Y > —1%, % @ orchestrator_system/interface id label 7 /LB I

HEOWTERINET, U, [ U7 a7 7 A/ (Inventory Profile) ] ~~— CH
WTEET,

WH AT —H2 A %FRT HITIE. SecureWorkload 7 1 > KU DO F EF— g X —nb
[#R# (Defend) ]>[@ERARXT—4 X (Enforcement Status) 14 &R L E3, FHEMIC OV TIE,
[Cloud Connector D AT —4% 2] &L TLIEEV,
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AWS 244 4 (12BT HRED S5 IL a—T425 |

AWS DV B IS HEED S TNV a—T14 0T

MR8 : [ERAARXT—4 X (Enforcement Status) ] R—2 (2, BEMARY S—HRFy TEhi:z
ERTENFET,

R AWS X7 X TRHREINTWD XL, BX =2 U T 4 7 —T DD AWS OiiliR %
Bz2bERAELET,

HARHAR Y & —7 SKIPPED & FRrENTWAHGA, HiLnweXx= U7 4 7 —7 3 3FEESh
TELT, AWSICUFINOHFEL TWEtX 2 U T 4 VA — 7 RE| XX LT,
ZOMBEEZ RIS DI, NERY TRy hEFHOBEORY) —Ti3n, 1 OOKRY —
TRERY TRy bEFERATLIRELT, R —2HAETEEINE I TR LET,

=V DOHIRZ LT Z & 2RI L 725613, AWS 2317 R TEDOHIREZ AL E 3 HHIIC
Amazon |ZHEMETHMENRH Y 77,

Ny 7T K

T ITRAT = arEREMCTDHE, VPC I EICEEKARY —RNERESNE T, Ak
BIKBRY > —1Z, AWS TExF 2 U T 4 VNV —TF 25T 50 ERENET, 72771,
AWS & Secure Workload TIXAR Y > —Dh 7 AR FEZ D 97, Secure Workload RV o —%

AWS X 2 U 5 4 J—F BT LS. AWS IZIZFNEFN—BEDOY 7Ry & 1 DDO/L—
neELThU P LET,

TAT T 4T D
& @ Secure Workload iR U & —DHIZSONTEZTHET,
OUTBOUND: Consumer Address Set -> Provider Address Set Allow TCP port 80, 8080

AWSIZ., ZORY—%, [FafF—F7 L2ty "NO—BOV 7%y ho¥] 12 [—
BEOR—FNO¥] Z#HI-b0ELTH Y FLET,

L7ERoT, FuanXfZ—7 RL Aty FR20HO—EDH 7%y h THERENTWAEA,
Z DOE—® Secure Workload RV > —1%. AWS T 20 (—EDOH 7% v b)) X2 (—EDR—
) =X a2 VT4 A —FRHNICA DL—L] L LTHT Y FESNFET,

VPCREHTH D=0, — Ao LB TY, vy MIIETH D Z LIciEELTL
7230,

fIRE  AWSAFHETIRTD RS T4 v I %HFAT 5
¥AF 3% Secure Workload D ¥ v v F A — /LR Y ¥ —78 [#EA (Deny) JIZERESN TS Z
CEMERLET,

AWS (EKS) TEfT &N 357 H— K Kubernetes 5—E X

AWS 7 7 77 KIZ Amazon Elastic Kubernetes Service (EKS) % B L7=35681%. AWS o7 X
ZEH LT, Kubernetes 7 7 AZ N A X kY &5~L (EKS #27) # L TEET,

~ 3 —¥ K Kubernetes —EANDH A X T —H &2 T)VT 5L 91T AWS TR X PERE ST
WA EE . Secure Workload 137 7 A% D API Y — N— |28 LT, £DT T AXND J — K,
Ay R, BEOY—EADREZEBIHLET, Z0Oaxr ZEHHL UEL LA RSN
Kubernetes 7 ~/LZ-DOWTCIE,  [Kubernetes 7 7 A X ([ZB#H 95 7L 2B LT EEW,
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EKS DX OIS

« fEf LT % Kubernetes N—2 3 U3 AR— F SN TNDHZ E AR LET,
https://www.cisco.com/go/secure-workload/requirements/integrations & Z 8 L T < 72 &\,

« LT OFBICHEV, EKS TRERT 7 v A %MK L9,

EKS m— /L3 XN 7 & AHEMR
a—H—n 7 A UiEHRE AssumeRole XY 256) (3. B/NROMERE v F TRET 544
ENH Y 9, 2—F—/v—L, aws-authyaml RE~ v 7 TIRETL2LERH Y 7,
aws-auth.yaml X E~ v 713, RO a~> R L TRETE £,

$ kubectl edit configmap -n kube-system aws-auth

AssumeRole 23MEH SN TV WA, #7327 —7 % L T aws-auth.yaml iX E~ » 7D

fmapUsers| &7 v a NZa—HF—%BINTH5LENH Y £3, AssumeRole ARN 23 FEE S 41
TWA A, aws-auth.yaml 5% E~ ~ 7' [mapRoles] 7 3 = Nl — /L& BT 5 LENH
D $£9, AssumeRole Z{#H L7z aws-auth.yaml 5% €~ v 7 OHl =LA TR LET,

apiVersion: vl

data:
mapAccounts: |
[]
mapRoles: |
- "groups":
- "system:bootstrappers"
- "system:nodes"
"rolearn": "arn:aws:iam::938996165657:role/eks-cluster—
«—2021011418144523470000000a"
"username": "system:node:{{EC2PrivateDNSName}}"
- "rolearn": arn:aws:iam::938996165657:role/BasicPrivilegesRole
"username": secure.workload.read.only-user
"groups":
- secure.workload.read.only
mapUsers: |

[]
kind: ConfigMap
metadata:
creationTimestamp: "2021-01-14T18:14:472"
managedFields:
- apiVersion: vl
fieldsType: FieldsVl
fieldsVl:
f:data:
{}
f:mapAccounts: {}
f:mapRoles: {}
f:mapUsers: {}
manager: HashiCorp
operation: Update
time: "2021-01-14T18:14:472Z"
name: aws-auth
namespace: kube-system
resourceVersion: "829"
selfLink: /api/vl/namespaces/kube-system/configmaps/aws-auth
uid: 6cba3ac7-58c7-4c57-a9¢9-cad701110569
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aws =45 59 ¢ — ko ks oz [

AWS 27 BT 4 ' — RTD EKS DFXIE

Azure AR 4

AWS a7 X ERET H & &2, v F— F Kubernetes V— B A DEREZ B L F9,
TAWS 2227 Z O iE] 2R LT IE30,

EKS 7 7 2% Z°L|Z Assume Role ARN 23 ;A 2HZ 72 1) F3, FEAIICOWTIE, BIFE2ZM LT
< 72&V,  https://docs.aws.amazon.com/STS/latest/ APIReference/API_AssumeRole.html

AWS 22— —Z A L TEKS 7 T AZIZT 7 BA L TWAEAIL, D2 —% —|Z Assume
Role ~DOF 7 A &R LET,

TJOAT AU MO IAM 2 — /L& LTV D841, TAM 72—/ Assume Role (27 7 &
ATHIEETFAILET,

Azure 237 Z %, Microsoft Azure 74 7 > MIEEGE L C. RO S EREEEL FITLE9,

s Azure R Ry kT—%5 (VNet) Bho5DSA TDA VAR M) (BEUZEDEYT) ODEE
BYAH : Azure TlE, Z VR TY V—RIZAZTF—FEZEV YU THZ LN TEFET,
Secure Workload I~ > & xy NI —0 A4 2 —T = A AZBEEAMT N T %
WA Z ENTEET, MVIAALTEXZ TEE, A XU MNIBIXOR NI 74y 70—
FT—=H2 DR ERY —EFD T UL & LT Secure Workload CfEFH T&x£4, Z DA
A F— BT RS ET,

aRx 7 ZICEETONZY T AT ) T a DU —Iu—RERY NU—T L H—

T2 A APLDHE THRERVIAENEST, V—2 B —RERY NI~ A X —T = Af AD
WA PHEREINTWBEE, ¥ 7id~— Z 1T, CiscoSecure Workload (23 &V E T,

M OWTIE, 77U Rapx g XX o THERENZT L ESB LT EEN,

JO—OJ0ORYRAH : 237 XL, Azure TFy U —27 X2 VT ¢ Z—7 (NSG)
FAICHRE L7 e —a 2B IALZ N TEET, FO%, ZOT LA NI T —F%
Secure Workload T LT, AIfULB I NE AL F—2 g VR —S T $9,

AT = a3 Ry NPT IR L TR AT = a R —OHANA
TN 72 > TWAB S, Secure Workload R Y o —IX Azure DA A T 47 v hU—7 ¥ =
V7 gy I—"%HLCEASNET,

cAKSOU S RANLDAZT—E2DOEBELY 5AH : Azure Kubernetes Services (AKS) 7% Azure
TEITENTWBEE, BIR L= _TD Kubernetes 7 7 A X IZEHHEST 54 _XTH ) —
K, —EA, BIOKRY ROXAZT— X EZINETEET,
FELOBERED H T VNet T L IZANCT HHEEEZ IR TE £ 97,
Azure X7 Zlx, BEOYVT A7V P a B R—FLTOVET,

\}

GE)  WEY—Ya FBETFR— ST ER A,
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Azure DEHFH L URIMHREH

FTARTOEEEIC DT : a7 ZITHHET 2T XTOREF, #EOVT A7 Y 7 g /0@
LTWAEENRHY 3, ax I ¥ ERETDHITNE, P TRV T a v IDBRLETT, 2
DY T2V FarIDiE, aRx7 ZZHCR—RENTWEEL DY T A7) Fia 1D
DIBLD1IHDEFTLHIENTEET,
Azure C, Azure Active Directory (AD) ZfEH L CT7 7'V 7r—va VAERREELET, 20
TV r—varhnb, IROBERPBLEIZRY £7,

T IV —vary (V747 ) ID

T 4L Z Y (FFh) ID

« I TAT v NERIER GEREEZIZZ FA4 TV Fv—2 Ly hOWTR»EHHATE £

7))

s TRy YT arID
a R Y HZFIE T 4 Y — RiE Azure Resource Manager (ARM) 7> 7 L— h&AKLET, Z0D
TUTL— R EEHLT, AT 52 EA2EIR LT ax 7 ZHERRICHNE R T 7 & AFFAl & §F
DOHAL LA —)VEAERT HZ ENTEET, TNOLOT 7 BAFFIE, ax7 XIEELL
Y727V TraAOTRTOY Y =A@l shEd, 2077 b—ra7 vy 7 rn—F
THODOT 7 AFFRD Azure (IZHD Z L HHER L T 72 &V,

B I LB R AT, ZOMBIEHTEAHITP 7 X Nhb 5 2 2R LTI E N,

BARAER Y FU—27 (VNet) 1. 12D Azure IR 7 ZICORBTHZENTEET, 1 2D
Azure 7172 MZTHEED Azure 2RV A B RETHZ LIXITEET,

ZOaxy 2N AT T IAT AT EH Y FH A,
SRIWEA R M) EWRET B2 BMOBHRSAHIVNED Y 5 A,

20— ZEWMYRADITIE  HRELR Yy hU—2 (VNet) 1ZiE, DR b 120073y b
NRESNTWALERH D £,

K VNet D FOTRTOV T Xy MIE, *y hU—27 X2 VT 4 ZL—7 (NSG) 23(HH
fFFONTWARERH D £, 1 DD NSG 2EKOY 7%y MIBE#EMT A Z N TExE
T, NSGE#RETHLEXIL, EEDY V—AIN—TEHETETET,

NSG L= Z—ETAB T T 4w DHRT7Ta—a |G ENET, Lo T, TXTO
NSGIZiZ, A>T R NI T 4w P ET TR T T 407812071
D=V RUETT, ZILBIEET R TOEEIL, TXTOFZILITw#EH 4, Cisco Secure Workload
DXy v F A —N—)LLFEETT (5740 T, NSGITIZZNSHDNL—LREEN TV
i ‘j‘) [e]
HNSG T7r—u I BHEMT/L> TWLLERH Y 3,
cAZure DA ML —T H 70 RBIMETY, ZOaxZ ZIEHLTWAST T 27 ) Fig
VNZT 7B A RIREENTVALERH Y 7,

e Tu—a S IN—g 2 BT ALERD Y 9,
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Azure O R B ER DB E .

PREFIRIZ2 AM T (a7 23moHlnwryen—7—2 27V LEY, 2 LT,
P 7 — HEET D DI+ 2RI ET)

I AVT—=30 BT AT arEAMCT DT, TVOREEFNNCT DN
NH FI,

WABX > T —2 (VNet) OB T AT —arv BNt re, BEIEOTTO/L—L,
BT Ry MIBEBREHT BNTENSG E. FNHDOY TRy hO—ETHALR Y NT—27 f L H—
T2 AADOHEIBRENE T, ax I XTI AL T—ary AT LN, 7%y M &
Zy NT—7 A B —T 2 A ZADBFEDNSGIL—LE2 Ny 7T v FLTLIFEEN,
PUF D Azure Inventory (287 AT —2a bR o—%@HATHEEZORANT T 7T 4 R
(90 X—) HEMMLTLLIEEN,

T #— K Kubernetes —E X (AKS) : Kubernetes AKS 47 a3 » ZEHMNTT 55613,
LAFD Azure (AKS) THEITIN D~ 3 — K Kubernetes " —E 2Dt 7 o g o TEM L Fijfe
FMEsRL TSN,

Azure O+ FEROBE

WORL, a7 ZHERT o 2AOMEL R L TWET, BEARFEMICOWVWTL, RO ME Y
7 (TAzure 237 X DFRT] ) 2L TN,

43: Azure 1 7 AR OBE

{/ \‘. I,”'\\ l/"'\l
Azure \1) Complete \7 JPaste the (8 )Assign the
Prerequisites permissions custom role
into a > to your
custom role application
l F 3
AKS (2) (optional)
Complete

Prerequisites

I I

28 ~ s —~
Secure \3 ) Start the (4 )Choose (5 Copy the (2 )Complete
Workload connector capabilities ~ permissions ~ the wizard
wizard = —*  from the
wizard

}

N .
(6 ) Edit the
permissions

(P OFZIE, FMFIEORT v TFZFITHIE L THWRNZ LIZER LTI ZSIW) |
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Azure IR A DERTE

ATYFT1 U4 RuoEAich b e —va v o—nh, [BEE (Manage) 1> [ %4 (Connectors) | % i
RLUEF,

AT T2 #FHNUTDHAzure a7 X&) w7 LET,

ATv7T3 OLb— MEIFHN D) HwWDOax s 2 OGEIX At (Enable) 1227 U > 27 L, [A C/v— MEFANOSRT
M7 a7 2 OGEIL o ax 7 # %A%t (Enable Another) 1 %27 U v 27 LET,

ATy T4 [Azure DEMER L ORHESM ] OB L BRSM2 B L2 LT D, [BItA9 2 (Get Started) | %
7V w7 LET,

RT9TS  axy ZIARTEMT, LEIHEREABINL 97,

ZDONR—TTORNL, ROTFNETHRL X415 Azure Resource Manager (ARM) 7> 7 L— MIEGEND
FHEZRE L, REVPMEREAZRRTHOICOBEHENET,

YA T a VEAEICT BT, [ToUVOUE (GatherLabels) | HANCT 20BN H Y 4,
IONR=VTE T AT =2 ayEARILTH, TNETTRY —DMANAE-720 . BEfF
DAY bT—7 X2 )T 4 TN—TIZEEBRNRATEDTLHZETHY EEAL, N —0wH & BEF
DEX2UT 4 T —TOHIEIT. BT 4 F— R THHL D Vnet DB AT — 3 2 AN L8
BICDOABELET, BTZOT 4P —FRIZE-ST, fHXDVNetDE T AT — 3R —0iA
PHENCTH N TEET,

ATYT6 [k~ (Next) 1227V v 7 LT, ZRESX—VOERICHZELET,

ATV TT U4 — RORON—=VITHETIEL, $T A7) TV a URRHDOHEREH X T DRERH Y £,

2t & % Azure Resource Manager (ARM) 7> 7 L — b & LT, 37 ZITHERT 7 & A %
T B THITIE, ROFIMEIZHENET,

1. AP —F DB ARM T L— 27— RLFET,

2. 77— T XANEREL T, <subscription_ID>% 2—%—DH T 27 Y 7 g VIDICEE #
iij‘o

3. Azure T, %S T259 7227V Fo g i AZ b —LEERLET,

4, RN—AFA4 T IR RAHTICETHH AL 2 —)L 7 +—LT, )5 (Start fromscratch) ]
ZEIRLET,

5. HAZLa—AERT 4+ —LD[JSON] X 7T, aRx 7 Z 74— by rm— R LICimER»
T ANDT XA NZEEY AT ET,

6. WAZLT—NERELET,
7. ZOFEOHRFETHRELLT 7V r—ya W AZ hn— L Z2fT5 LET,

ZOT 7 L— ML, IO PNECTEIR L7ZEREICM R TAM 7 7 2 A3FR[ 3 H D 77,

Kubernetes ¥ % —3 R —E 2 472 g VAN LTEEEATE. AKS ~D 7 7 & 2 2 MBI ET
HUENHY E9, LLFD TAzure (AKS) THEITEN D~ — FKubemetes —E A (91 X—) |
v alrEBZRLTLEIN,
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ATvT8

ATvT9

ATv 710

WEERD LD ITHERLET,

Azure IR T 2 DERTE .

Bt BTl

SubscriptionID ZOaFRy ZICEREMT D Azure T A2 ) S g
D 1D,

ClientID ZDat s B Azure THERR L2 T 7 ) r— 3
COTTYr—3y (54T R) D,

TenantID Zoaxy X RIC Azure THER LT 7 r—3 =

>YOTF4 LY ) (FFUER) ID,

JIAT v b= by FERIZIEZ 747 FREH
=

=

PEEIZIE, 72947 b= by NERIZZTA
TV NEAEE OV T EFATEET, &
Hoh, ZOaxy ZHIZ Azure TERR L7277V
r—=arDISAT Y AT A NERY D
B LET, sEHEEZHEHT 256 BE{bkahT
W WREAEZ T 208 A H Y £, RSAGE
HEOZ N — hILET, WEF—IL, PKCSI
& PKCS8S DWWz T 7,

HTTP 7'u ¥

Azure \ZEET 2 72 91T Secure Workload |2 243 72
raxy, FAR—b éﬂé?"m FA— b 80,
8080, 443, B L 1r3128,

TIVAE v

Secure Workload 73 Azure 7> 6 D5E 2 A X |
VT —2 20T D8, &/MEIL 3600 T, Z
N»RFT 711 v TT,

I AKX R

Secure Workload 7% Azure 736 A X ) F—&
DO ETIER A2 BIGT D5, K/IMEIX 600 7
T, IR T 74V FTT,

[k~ (Next) 1Z27 Vw27 LET, VAT LN Azure 7°5 VNet & AKS 7 7 AX DY A M &FIET 51

X BN HERHY £7,

VNet 8L VNet D AKS 7 7 AZ DU A Rvb
AN BB ET,

BIN L7 HEEZ BN 5 VNet 5L TVAKS 7 5

—f%IZ, Secure Workload 23 IE72 R Y o —ZIRET DI T — X ONEZBRKE TS X912, T
XD TRELS 77—V IAREZGNZT HLENHY 7,

AKS 1T T~V ONEMED R E Y HR— R LTWE7®

<TZEvy,

HEHEIX, PR ERRZ
HBT, BEDVNetliZE S AT — g R o—

AKS 7 7 AZ 2B IRNT 5 L. AR — ST SHHRE
EHNT DK TAZDI IAT v MiEAEExF—%27 v 77—

. BRMIRBRE ORI TE 2V LITHEE LT
MHEBREICA T2 0 £, Z ORE
KLET,

[E7 AT —a OFME (Enable Segmentation) ] % EIN LN TL 7ZE0),
AT WA TE B,

axy A aemEL T, €
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ATy TN

ATvT12

ATy 713

NHEDOVNet DB T AT —va v BHMNITHZENTEET, Azurelnventory ([ZEZ AT — 3
NIV —ZHHTHEEORANTT 7T 42 (90 _—2) Z2ZRLTLIEEN,

BIRDET Len, [TERk (Create) |27 U w7 L, BiET = v 7 BRETTHFE TESHELET,

[ —7DFR (View Groups) | ~<—IIZ1%, AIOL— 2V THEREZ AN L 724 T D VNet 73 Hilik 5]
W N—Ae SN TERENET, Ak, LI OK VNet (X, 3 LW EiPHTF,
(A7vay) FILWHHOE Yy MBI+ 28 @A SR LEST, WITNOFEHEL EEERL T
WA, ME—DA 7Y a 3T 7 0 O Y £,

(A7vay) U4 —RTITbhizd X CoORE (B> ) —258T) 2% ANDIZE, [f*#
17 (Save) 1227V v 7 LET,

PRI ) —Z R TRTOBRELZZ T ARSI, [ZOFIEA A%~ 7 (Skip this step) | %7
Uy LET,

HFiPH> U —IX, % C[2E (Organize) 1> [#E &4 >R k1) (Scopes and Inventory) ] T &) CTIERK
FlITRETEET,

RDARY
SNILORE, 72O0—TFT—F0WMYAH, BEWEEFIEITAVTF—a3vFEDIZLTY
5546

« 70— IABERENI LSS, 77— A& (Investigate) [>[FS5 T4 v
(Traffic) ] ~<—PICERSAB & TICRA 25 9 55 E08H 0 ET,

s (AFvay) KvEBERTe—T—X L KA NOMEFEOREL (CVE) &E\WoioZ
DO EAIEDH T2, VNet X—AD T — 7 10— RZHRL—F (7 AT L)
RT—Vx b A=V LET, BEfREFERICOVWTIE, 2=V 2 FDOA R
PV DEZZL T TEEW,

¢« TAULEINEL T7a—Z2HiATe L H T Azure 23 7 X ZIEFICRE L7=HBI1X, B A

VT—va iR v—FBET L OOEEE T RV E T, ] : Secure Workload 73
UTF&EFAITTEDHEICLET, o277 —F—F 2 ELTEETELIRY v—%4
Kb, Aa—TEERELIIELETETS EFILVNet Z&1212) , @A LICY—7
A= 2 EAERR T D, 7R —F = ZESWTRY O —F HEWICHRET 5, BLOVE
TALFENCARY —%AE T 5, RV —Z20h L TkET D, R —BTFLOHA R
TALERRNT T I T 4 AT LT\ Z & aMRT 5, N TElb, V=7 R
R—ATHELTIRY —Z2 AR L CHEALET, BED VNet IZE T AT —2 3 UK
Vo—%MT 0[N TEEDL, IR HAREICRSTVNet DT AT —v 3 V%
M LET, FEMICOWTIX, Azure Inventory (8 7 A T —3 a3 VR Y —Zw AT
HEEDORANT T IT 4 &2 (90 _%—V) L TLEIN,

Kubernetes ¥ — FH—E X (AKS) #2723V EBMMILTWBIES
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aws ax5206EE [

« AT FRN—ADY— 11— RN|ZKubemetes =— = > h & A A h—/L LET, FEMIC
ONTIE, ==Y NEBDFED [Kubernetes/Openshift =— 7 = > b : 37 Al &
WH 22 LTEEn,

AWS O 17U 2 D&%

&
ATy T2
ATvT3
ATy T4
ATy TH

ATvT6

ATy FT17

ATvT8

ATvT9

Azure AR B HREL T, BED VNet DB T AT —2 a VOBAZEMZ LD, =D
MOEFEEMZIZD TEET,

VAP —RERTTHET, BRIIHRFESNLEE A,

U4y RYDEMICH D F B —2 g vn—0b, [ (Manage) ]>[3 R4 4 (Connectors) ]% &R
LT,

[Azure] 27 U v 7 LE T,

Azure 2 X7 X PR HDEEIT. WETL2aRxI7 X520 0 RUOEHPLRIRLET,

[2 %7 Z OfF%E (Edit Connector) %27 U v 7 LET,

TAV—FEL)—EI Vv LT, BEEFEITLET, REDTEMIOWTIE, TAzure =17 X Dk
E (86 —) | 2L TLIEEN,

SEIERERE (FVVONE, Te—0RViAR, B AT —a O, AKST —X OIUE) &
BT H581F, KGTHO ARM T 7 L—haFvra—RL, iLWwr 7 L— b7 %2 L 2ffEE
LCH TR VT arIDERETLHIVLERSY 9, /2. U — REFITTDAIIZ, Azure TIERK
LIz AZ ba— VI LW T T L— &7 v 7a—RKLET,

BT AT = a R —OEHEAIZT HITE, TAzure Inventory (ZE 7 AT —2a VAR Y v—
AT HEEDORANT T 7T 4 A (90 X—2) | THRERIN TV DHHHESRGAZWHT- L TWHZ &%
BANCHERR L CTL 7280, WIZ, VNet P —EFRREINTWDL D 4 P — =TT, #@HEZAZTT D VNet
DT AT —aDFE (Enable Segmentation) | &R L 97,

HIR L7z VNet OWF RO Z T TI/ER L TW DAL, v P— Fa T2 hFE T, [Z0F
6% A%~ (Skipthisstep) 1227 Vv 7 LCU AP —REKETLET,

[2I2 (Organize) 1> [EEF & A >N > k1) (Scopesand Inventory) 1 _X—Y &2 T 25 &, ®HY U —%
FEITRETEET,

1|

BTN L7z VNet OFiFZ 71BN L T LT, BEBINTEELEREFT 2563, @Y ) —0 2o HE
FPHAEIR L, [R1E (Save) 1227V w7 LET,

ARY B ET—EDHIR

ax 7 HZEHFRLTH, TOaX7 ZIZL>TT TV AENTET — X ITHIBRESILEE A,
T EA N B VIR, 28R EICT 2T 4 Tl A X MU b BEIICHIBRS L E T,
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. Azure Inventory [T A U TF—2 3 VR O—%BRTEILEEDRR TSIV T4 R

Azure Inventory T2 AV T—2a VR O—%2BATDEEDRANTSIT4R

i
5 | B

VNet T 7 A v T —v a2 OBHEZ AT HHIC, ZOVNet THy T —2 X2l 7 4
TN—TDNRy 77 o TEERLET, VWNet DB AT —a v BANNCTDHE, FDOIR
Bxy NU—Z BT O TWDE Ry NI —7 X2 U T 4 TA—TInLEFEDNL—
DHIFRENET, B AT =2 arZEHICLTH, HWRy hU—2 X2 )T 4 Z—
IS ER A,

RY L —DFEREE . SN TR TORY — LR, EfMRRY) —Z T 5 DI+
NIRRT =T —ENHDH T EEHERL TN,

BEAF T B3 TWVWA VNet DB A T —32 3 U EBENCT BRI, V—7 A_N— XA TilH%
BINCTAZ L RHRLEST, BWHBIEDCR > TNBE T — 7 Z_R—AZEF N T2V VNet
DETAT—2aBZENCTEHE, ZOVNet TTRTDOMT 7 4w I BHFRIENET,

VNet lIZR Y > —Z AT A%ERNTEXED, Azure I 327 ZE2HREL ( TAWS =27 X DR
£ (89 —) | ZBMR) . FOVNet DB T AT — g U EHNMNLUET,

YT Ry MRy NT—7 X2 U T 40 Z—FBEEMT STV WS, Secure Workload
ZEDOY TRy MBI AT =2 a R =2 LR 2 LICERELTL &V, VNet
e T AT = a R v—%EHTHE. VTR FL-LONSGRTRXTORT 7 4 v
7 &S H X OICEE E 4, Secure Workload R Y & —IZ Ko TA v X —T = A A LD
NSG M EEXEINET, A1 F—T A ADNSG NELIFELRWEAIT. BEIICIER S
nFE7T,

Azure 1 R R SR, B, BLVERRT—2ADERT

Azure 237 X OWENERE R AT HIT1E, ax7 2= ([F# (Manage) |>[2 R ¥
(Connectors) ) ([ZBEIL, X— D EHNG a7 X 28R L £9, GBI OV TIEL, [VNet]
T2 0 v 7 LTLIEEN,

Azure VNet A X h VICBAT 2 @A R AT 5121, [Azure=r 27 % (Azure Connectors) ]
R=VTIPT RLAEZZ Vw27 LT, FOT—27a—FRD [ _ ) TFa77A)L
(Inventory Profile) ["X—T %K RLET, £ XU M) a7 7 A )VOFFEMIOWNTIE, A
RNV TRT AN EZRLTIEEIN,
TV OFERNC DN TR, REZML TSN,
» Cloud Connector | & » TAKR I L7 7 L

» Kubernetes 7 7 A X |ZEH 5 7 ~L

VNet A > X~ U DEARR 72 Y 2 —1%, % @ Orchestrator_system/interface id 7 ~/VEIZ
WTARRERET, 2L, [ F) 7 e 771 (Inventory Profile) ] ~<— ¥ CTHERT
TET,

WH AT —H2 A %FRT HITIE. SecureWorkload 7 o« & KU DO F EF— g X —nb
[fR:€ (Defend) 1>[@ARXT—% X (Enforcement Status) & &R L E3, FEAIZOWVTIE,
[Cloud Connector D AT —H% A | MR L T X0,
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Azure 275 212 BRED ST a—F125 |

Azure O3V Z BT HAMED S TNV a—Ta 29
MR : Azure D FEETIRTD LS T4 v O &EFAT 5
fi# iR 3K - Secure Workload @ Catch-All /R U v — 2 [fE75 (Deny) JIZEXE I TV D I & il
LET,

Azure (AKS) TEITEN DT FR—T K Kubernetes —E R

Azure 7 7 7 RIZ Azure Kubernetes Services (AKS) # BRI L7238 A1%. Azure =237 # i
L T. Kubernetes 7 7 AZMNEHA Xy h) LT~ (AKS #7) ZEWWIC SV TEET,

~ % — K Kubernetes V' —EANB A X T —H 2T N5 LT Azure 2317 I RHREINT
WAA . Secure Workload 1ZF D7 T AZND /) — K, Ry K, BILOY—E RDIREE L BT
L/i‘j—o

ZOaxg X EFERLTCINER X O X7 Kubernetes 7 ~L{Z-OUW T, [Kubernetes 7
TAZNIEHET 5T~V ZZRLTITEEN,
AKS OE-E X ORISR

« ] LTV 5 Kubernetes /3S—37 a2 NP R — F I TWDZ & &R L FE T, CiscoSecure
Workload ©— = > b DAL —FT 4 VTV AT A, AV AT A, BLOWax s 225
WX, TH#ME~ N v 7 2] 2L TSN,

e Azure I R 7 X ZRERKT D & =2, ¥ % — K Kubernetes -— "% (AKS) HEEZ A%
LCHERR L ET, SOV TIE, TAzure 2R 7 X OFRE] 2B LTI &V,

GCP (GKE) TE{TE=N BV x*— K Kubernetes H—E X

779 Raxy 2 %M LT, GoogleCloudPlatform (GCP) T3E{T X 41TV % Google Kubernetes
Engine (GKE) 7 7 AZNHAXT =X E#ETEET,

ax 7 2, BIR L7729 TDKubernetes 7 7 AZZHET AT _RTHD /) — K, H—v 2, B
FORy ROA T =2 HINE L F9,
BB LUANRES
Cisco Secure Workload &Y : Z D a %7 XM T 7T 4 T o AIARETT,
7Ty b7 g — 2B

c ZDARY ZIIMERT 7R AZRET DI DR GCP IZdh 5 Z L &M LT 72
éb\O

e % GKE 7 7 AZ%, 1 DD GCP 2R 7 ZIZDIETHZ N TEET,
RO [GCP 27 X DFRE] ORICEHIN TV BEREIEL FT,

GKE D E At .
* GKE CLERT J E AMREZRET H2HENRH D 77,
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B ccrorvsozx

« VA=Y FK8HBEZ Y R— M 27202, y—EATH U MILERT—/VITIRD L
8O TT,
+ Compute Network Viewer [, GCPINOTXTDFR v T —7 U V) —ZA~DFHi ALY &

M7 722X %EFFA§ 5 IAM 7 —/L" T, https:/cloud.google.com/compute/docs/access/
iam#compute.network Viewer

* Kubernetes Engine Viewer |&, GKE 7 7 AZND Y Y —A (/— K, "> F, GKEAPI
F TV Nel) ~OFAHIYERT VAL RMT HGKEY 7 A m—/L T,

https://cloud.google.com/iam/docs/understanding-roles#kubernetes-engine-roles

GCP IR T X DERTE

ATy T

ATvT2
ATvT3

ATy T4

ATy TH
ATvT6

ATy 71

T4 RUDEMIZH LTS — a3 —nb, [EE (Manage) 1>[3#%2 % (Connectors) ] %3
RLET,

BN TDHGCPaxs X a7 Y v LET,

Ov— FEPHN D) RO 37 Z O%EE (A% (Bnable) 12727 Y v 7 L, [6 U/— MEFHNORF
M7 a2 7 2 OGEX BIO a7 % Z 4%t (Enable Another) 1% 27 U > 7 LET,

(B3 L ORHESME ] OFf: & At 2 B L7 LT D, [BR4ET 5 (GetStarted) 1% 7V v 7
Lij‘o

axX T B4R AT 2%, (IR~ (Next) 1227 Y v 7 LET,

FREORHREM CTHEl L 7= LB RE A R L C, =B AT I T Rjson 77 A NVET v a— KL
3

REZRO LS ITHRLET,

Bt 568

HTTP 7' 1 %3 AWS (22T 5 72 812 Secure Workload |2 L7~
nXxy, PAR—FINDH7TrFTR— b R0,
8080, 443, BB I 1N3128,

TIAX v RS Secure Workload 75 AWS 25 DFEE72A X2 h U
T2 YT S, R/MEIZ 3600 BT, Zh
BT 74 FTT,

A A K v Secure Workload 73 AWS 225 A X2 kU F—Z D
YA S AR A B3 D8, /MBI 600 7D T,
INBT 74/ FTT,
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44:6CP 21 ZIRFEDHE

Create a New GCP Connector

W Aotivitics @) Foics and Settings | 9| Sekeot WO

Ssreice focount Info
l F Updoae 1500 fla

Diaas your nebveiare reguine HTTP Py 1

Vi
mach CCRPT i s
e T Fas
Full Sieam Inbvuad aeng W
&an -

Deka Scan Inlersal

ATv T8 [k~ (Next) 1227 Vw7 LET, YATLNGCP YV —EAT AT ML GKE 7 JAXDY A L
BT 22iE, Eornd5and £,

ATYT9 GKEZ TAXDYARNNDL, AXT—HENET DI TAXEZRINLET,
BUHR T 7 A X— 7T 0 K (VPC) ZiEIRL, MBS U TGKE 7 7 AX AN LET,

ATy T BRVZET LD, (B (Create) 127V v 7 L, BaEF = v 7 N TTHE THEOHDLET,

[ NV—7DFr (ViewGroups) ]-3—UIZiE, BIDS— T THEEZ AN L7293 XTPD VPC 23, project id
(GCP) TH H D logical group id (CSW) (K-> Tr/—AbENTFEREINET, 4% logical group id
& % logical group id @45 VPC 1%, #r LW iH T,

AT HLWHEHOY Y FE2BINT2HFEHZERLET, WTFNOFEMEE F2ERZL TOHRWEES, HE—0
F g FT 7 0 FO®PIZR Y £,
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ATV T2 U= RTITb T _XRCoE BEERGEEY U —%28T) 2= ANDI2iE, [fR1F (Save) 1 %
7V w7 LET,
BERGEEY ) —EBRTRTOREEZTANSIZIE, [COFIEERF v T (Skipthisstep) 1 &4
Yy LEFT, #HY U —ix, %2 CT[EE (Organize) 1>[EBH& A >~ > k1) (Scopesand Inventory) ]
CTTECIEREZITRETE 7,

ROFIE :

a T FR_R—=2ADY—7 n— RiZKubemetes T— = b & A A b—/L LET, MOV TIE, =—
Tz MEBDOZED [Kubernetes/Openshift =— = > b : FE A L@ 2B LT E &0,

GCP O+ 2 DiRE

725 GKE 7 7 AXRIBIMOGKE 7 7 AX N DTF —ZWELZANT H5EE6, —E AT
BT bDjson7 7 ANDT v T a— RPREICRBDEFENRH Y £F, JiuE, LEHE
vy, B2 AHER T GKE 238N B RICEIT L E9,

U4 YP—RERTTLHET, BRIRFEINEREA,

ER L2 VPC OWTNOOFFAZ T TITHER L TW A/, 7 4 V' — FEEHT 50 T8
T, [ZOFNEEZAF 7" (Skipthisstep) | %27 U7 LT 4 HF—REKTLET,

[Z3# (Organize) > [ &4 >~ k1) (Scopes and Inventory) | X—Y &4 25 &, #i
YY) —%FHCmETEET,

GCP DRV B ET—RDHEIK

aARx 7 ZEHRL TS, TOaRX7 ZIZL-> T TICMYAENTT —Z ITHIBRSILEE A,
AR ZICE TRV RAENLT—ZZHIERLTYH, TOaxs ZFHRSLEEA,

GKE A VRV FSARIL, F#Mll. BERUVERRAT—FADERT

GCP = 7 % O EFH A KR T HIZIE, [2X 27 ¥ (Connector) |3— ([%FFL (Manage) |
>[zr7 # (Connectors) ) IZBEIL, X—T DO EHNL IRy X 2RI L3, iEMlcOW
TlE, VPCOFTEZ7 Vw7 LThnb, Z77AF% %27 Y v 7 LTEHRLTIEEN,

ARy P VT A EREF AT HITIE, [GCP=2 %7 # (GCP Connectors) ] X— CTIP T R
LVAZ 7Yy LT, £2OU—7a— RO [ X )7 a7 7 AL (Inventory Profile) ]
N=VaFRLET, AP TR T A NDOFEMIONTE, Mo ) TFrTy
A ZBRLTIESN,

TV DFERNZ DWW T, IREZBR LTS Z &,
c VT RaRy ZIZLoTHEREINTZT L

« Kubernetes 7 & A # |[ZEHHE4 5 7 ~L
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240 sm0RET IS4 72 |

ARV ARAORET7 TS3A4T7 VA

1EEAED IR #iX Secure Workload (ART 77 4 7 v AZBE &SI ET, OVAT 7L —
;i L C VMware vCenter D ESXi A8 A MZ, F721XQCOW2 A A — T ZAfi ] L THlLod KVM
R ADNA I N PR T T I7A T ARERLET, BT 7747 A%
BT D FIEICOWTIE, MRBT 7747 ADRE] THALET,

RET7 T34 7 2 ADIESE
AT 7 TAT o A BET 5% axy 2L, 2REOKIT 7T 47 o ADWT N E
FTE £,

Cisco Secure Workload Ingest
Cisco Secure Workload Ingest 777 A 7 > A1X, S EIF /a7 #H 5 Secure Workload (27
o—BllET s AR—- TELY T NI =TT FIA T ATT,

T4k
«CPU =27 %% : 8
« AEY : 8GB
¢« A L — :250GB
e F Yy NT—J A B =Tz ZAD¥K : 3
N DODTTIATAIBIT DAy 23
e ARV —TF 4 AT A CentOS 7.9

[z 7 % F @ Cisco Secure Workload (AR T 75 A4 7 L A T, BEERHIRFEZ MR L T
72 &0,

)

() Secure Workload ™ /L — MEEPHIZ X, K 100 @D Secure Workload Ingest 777 A 7 A % & B
TEET,
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. Cisco Secure Workload Ingest

45: Secure Workload Ingest 7 754 7 > R

Tetration Data Ingest Appliance &

Decommission

Checked In Registered Created
Sep 4 2020 04:45:59 pm (PDT) Aug 25 2020 06:47:59 pm (PDT) Aug 25 2020 01:55:33 pm (PDT)
Connectors Info VM NTP Log  Alert  Troubleshoot
:l 1 AWS © Tetration Data Ingest appliance is a software appliance that can export flow data to Tetration from various
q connectors. At most 3 connectors may be enabled on an appliance.
When Alerts are enabled, the following alerts may be generated:
4 AnyConnect © 1. Tetration Data Ingest appliance is down (due to missing heartbeats).
2. ional alert on high CPU/Memory/Disk usage.

@ F5 ]

Tetration
Ingest Appliance
® & ®
%
& .
u and m
c o ans - (u
Tetration & 2 . L=
Cluster -
L) &

Cisco Secure Workload Ingest 7 77 A4 7> ATIX, 1 DDT FTA TV ATRRI>Oax sy
EAMNITEET, RLTTI7A4AT7 AT, RLaxy ZOEEOA AR AEHHIT 5
ZEMTEET, ERSPAN Ingest 7 77 A 7 ADHE . 3 50D ERSPAN =1k 7 X N & (2 H )
Pl eya=r 7 SNET, Ingest 7 774 TV RAZEASNT -2 7 2 D% 0%, *y
NI NOESEZERFA IO T LA NI ZRELET, ZNb0axs XL, 777
ATV ADREEDHR—FTY v AT AHULENRHY ET, Z0OH, £ax 7 X, 714 b
V7 =25 WNETLHDICax I ZN) v AT HERNENRNHHIPT RLAET 74/ hAR—
FOWFTANIAAL v RENET, ZOFRER, F1IP 7 FLRATEARNIC, TFIA4T AL
Taxs 2nEAETL5Ay MRV ET, axI 2RAMIR5E, ZAuy MBMERIE
T (LY, Aay MIRHET AP SNET) o o, ax 72BN s &
axzaBnERELTWERAR Yy RBARENET (ZHUCE Y, 2y MIXHST 2 IP 23iF
BENET) . Ingest 77747 L ANBAT >y N OKREAMERFT 5 HFIEOTIIZ OV TR,
[Cisco SecureWorkload Ingest 7 75 A 7 AD A b | ML TLZEW,
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46 : Secure Workload Ingest 7 754 7V ADAE Y k

[root@beretta-ingest-1 tetter]# cat /local/tetration/appliance/appliance.conf

"TETRATION_DATA_INGEST",

"available": false,
"index": 0,
"mapped_ip": "172.29.142.26",
"share_volume": true,
"count": 1,
"service_containers": {
"5d379fac6e37d85f2bdeff45": {
"connector_id": "5d379fac6e37d85f2bdeff44",
"service_id": "5d379fac6e37d85f2bdeff45",
"container_id": "2c7a7ed4f853e85f3d620c663f1c7f5395b53b9dd6696276ac439d34fel42bf1"
"image_name": "netflow_sensor-3.4.2.52222.maarumug.mrpm.build-netflow:5d379fac6e37d85f2bdeff45",
"container_name": "nf-5d379fac6e37d85f2bdeff45",
"service_type": "NETFLOW_SENSOR",
"ip_bindings": [
{
"ip": "172.29.142.26",
"port": "4729",
"protocol”: "udp"

)

{
"ip": "172.29.142.26",
"port": "4739",
"label": 1,
"protocol": "udp
}
1,
"volume_id": "373b5b682096547bf252678405943c2f110593b88485b996e7259fa4e314c439"
}
}

"available": true,

"index": 1,

"mapped_ip": "172.29.142.27",
"share_volume": true,
"count": 0,
"service_containers": null

"available": true,

"index": 2,

"mapped_ip": "172.29.142.28",
"share_volume": true,
"count": 0,
"service_containers": null

3

}[root@beretta-ingest-1 tetter]#

AIRETR B TE

*NTP: 77T A7V ATNTIP 2% ELET, FEMIIOVTIE, INTP @& E (NTP
Configuration) | ZZML T ZEVY,

Ol T TITATAOR T EFRELET, RO, m73RE] 22 LT<
EE,

Cisco Secure Workload Edge

Cisco Secure Workload Edge 1%, S F I FMWMEICT 77— a2 A MU —3I 7 L, CiscoISE
BREDFKy NT—=0 TR Ay ba—=ImnbA Xy M) AZT =2 EINET L, T
7747 ATY, Secure Workload Edge 7 774 7V ATlX, 7 XCOHOT 77— h@Max”

| axry A .
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. Cisco Secure Workload Edge

% (Syslog, % A—/L, Slack, PagerDuty, Kinesis’2 &) . ServiceNow 2 %7 %, U—/ 10—
NAD a7 %, BXWISE ax7 ¥ EREHTEET,

Tk
«CPU= T : 8
« AEU :8GB
« A L —¥ 1250 GB
e Xy NI A B =T oA ADH 1 1
N ODTTITAT LV ADART XD . 8
o AR —F 4 VT AT A CentOS 7.9

[z x 7 % F @ Cisco Secure Workload (AR T 77 A 7 A T, BEHERFIRHEEZ MR L T
720,

\}

() Secure Workload ™ /L— MEPHIZIX, K 1 20 Secure Workload Edge 777 A 7 > A % JEBA T
TET,

47: Secure Workload Edge 7 75 4 7 > R

= ~ f > Monitori o
@ CiscoTetratien B © vontoring - @~ 8% -
w You do ot have an active icense. The evalation period wil end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now

Tetration Edge Appliance [f517 Decommission
o

Checked In Registered Created
2 Jul 28 2019 11:28:00 am (PDT) Jul 26 2019 11:30:25 am (PDT) Jul 26 2019 11:06:27 am (PDT)
a
Connectors info VM NTP  Log

. Syslog 12} Tetration Edge is a control appliance that streams alerts to various notifiers and collects inventory metadata
= from network access controllers such as Cisco ISE.
s | 4 Email )

Tetration .
W Edge Appliance e
S Slack @
pd Pager Duty ©
&
!lﬂ Kinesis [} Secure Channel Encryption ¢
- ]
etration
Cluster
® -

Deploy Tetration Edge appliance by following these instructions

1. Use the OVA image downloaded from Gisco Software Download page (7 to deploy a new OVF template on the designated ESXi host.

Secure Workload Edge 7 77 A 7V AIZBH S NT-ax 7 ZiX, A—FTU v R LEHA,
L7273 T, Secure WorkloadEdge 7 77 A 7 > AD a2 x 7 & T A o A K AL S 1172 Docker
AT FE A= ERAMIARLEE A,
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AIRETL R TE
eNTP: 77547 ATNIP ZFHELET, dFMICOWTIX, NTP O TE (NTP
Configuration) | &ML T 7EIW,

Tl T ITAT L AOu T ERELET, FEHIZOWTIE, Te 73 E] 23R L TL
72 &0,

RE7 IS4 72 ADER

VMware vCenter F 7= 1% Red Hat Virtualization 72 & D> KVM ~X— A D/ A 73— 3A B D ESXi
RANMUET 774 T o AERBELET, ZOFIETIE, A3 Y7 v Furo—
R R—=UNWOEET 774 T AOVAT 7T L— FEZIZQCOW2 A A—VE Xy rn— K
THEOIROLNET,

)

FB  Secure Workload /M5 7 77 A 7 A& BT HI2IL, 7774 7 2 ARERK S L5 ESXi 7K A
r R OAAEE W= THERH D £,

« vSphere : /X— 3 > 5.5 LIk,

sCPU: a7 Z LIt EH22GHZTHY, T I7A4T7 L ARICHD 72 PRTRE R &
NHHZ L,

CAEFY AR ELT T ITAT UV ANPNEDL T BIRAR=ANDHDH T &,

AR BINST =2 BWET DTeOIIRT 7T A4 7 o AZ AT 21203, ROTFIEZETL
iﬁqo

ATw 1  Secure Workload Web iR — % )L C, ZEflOF B/ —2 3 o= L[EE (Manage) |>[RE7 7547
YR (Virtual Appliances) &38R L £,

ATy 72  [2x7ZOHFWE (Enablea Connector) %7 Vv LET, BETINEOHHIIET 7747 A
DEATIX, AMETHax7 208 A T2 TR 7,

AT T3 T T IAT U AEBERTHOVLERNS DL AR ZDEA TR 7Y v 7 LET, =& 2I1E, NetFlow = 1
7%y LET,

ATvT4 axr =TT, %k (Enable) 127 U v 27 LET,

AT TS BT T IAT U AERRTOILENRGD LWV @B ERENZL, [TV (Yes) 1227V v LE
T, ZOBEMBFRINBLWIGE, Z0ax s ZRERTE BT 7747 ABRRIZH 5 ARtk
bV ET, 2O%HE. ZOFIREZFATTLHILEILH Y FH A,

ATFwT6 Vo2& 7)w s LT, RETTIA4T L ADOVAT > 7L —FE72ILQCOW2 A A=V % F 7 m—
RLET, b7V v 78T, BE Loy F— RERWEEICLET,

ATy Tl Furu—RLEbDI Rl T, ROFIEELETLET,

sOVA : FEESNTZESXi R A MIZH LWOVF 77 L— bR LET,
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* vSphere Web 7 7 A 7 > MMZ OVA Z B3 2 HFIEICOWTIE, OVF 7 7 L — FDREBIZHES
TLIEEY,

BB LT VM BREN., IRIBT FIAT LV ADEA FITHIRENILIREEL—BLTWSHZ L afil
FELET,

BRALEZVMOEBREZA VIZLGEWLWTLEELY,
* QCOW2 A A—7 : Red Hat Virtualization 72 £ D KVM /A /X— 34 HFTH LW VM Z1ERR L $ 77,

2T T8 VMOEBR#., BHAZ A 1T HHNC. Secure Workload Web iR — 2 )V DARIET 75 A 7 A BB Y ¢ ¥ —
RIZERY £797,

ATYTe T TIATUADREKY 4 — KT, [k~ (Next) 1227V v 7 LET,

ATFYF10 IPTRVA, Y= U=xA, I5A 4, DNS, 7P —_—3E, BL O Docker 7V v PV 7 % v
FNEEEZRELT, BT T 74TV AERELET, [y hT—I T 2= 5 L7z VM D%
El DAV Y —ray hESRLTIEIN,

GE) NetFlow, ERSPAN, BXTVISE a7 X DYE, IPv6 T KL A (T a7 VAZ v 7 E—R)
ZETEET, 2L, TaT7VRAE v 7 OYR— MIR—FHOBRETH D Z LITHEE
LTLEE, TaTIVAK v 7 E— ROEM:LHIROFEHIZ DUV T, Cisco Secure Workload
TS TL— RIA R [EFE] 22 LT3,

T T TAT UANT B XY — R —%{# [ L T Cisco Secure Workload |27 7 & A4 5 LN H 545
Elif, [7u %P — —%ff ] L TCisco Secure Workload (Z#%#¢ (Use proxy server to connect to Secure
Workload) | T = v 7Ry 7 A& F NI LTLEEN, TR ELLBREIN TV WSS, ax7
X, Ave—UolliE, a2 X O, BT v —7—% ® Secure Workload = L7 # ~Di%
f§ DT ®IZ Secure Workload & IHIET 2 Z LN TERWIGAERH Y £7,

T TIAT U ADIPT RLALET =T =ABT 74V F® Docker 7 U v V%7 xRy b

(172.17.0.1/16) & AT DA, [Docker7 U ¥ (CIDRJEZ)  (Docker Bridge (CIDR format)) ]

T 4=V RTHRELEZIAZ~A A LzDocker 7)) v PV TRy "L TCT I T A%
ETEXFET, ZhiTiE, 77I 4T A2 OVA3.32.16 LIRS MLETT,

AT TN [k~ (Next) 127U v 7 LET,
ATYT12 RDAT v 7T, VMRENY RAREREN, F70n—RT&E5L92720 £, VMRE Y Rb
AU a—FRLET, [WWWRENSN RLVOX T a—FR] ODAZ U —rvay hasRLTLIES

W,
ATV T13 VMEENRY FLvE, Z—47 v POESXi A A M ERIIMOFIELAR A Mt 5T —F A R TICT v
Tu—RLET,

ATy 714  (QCOW2 A A—CHFRTIHZEDHER) VM EKENY RLaET v 7 r— KLU EA A K
T, WOBREETZT LET,

elngest 7 77 ATV ADPE, 320DFy NU—7 A H—T =2 AR ELET,
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https://docs.vmware.com/en/VMware-vSphere/5.5/com.vmware.vsphere.vm_admin.doc/GUID-17BEDA21-43F6-41F4-8FB2-E01D275FE9B4.html
https://www.cisco.com/c/en/us/support/security/tetration/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/tetration/products-installation-guides-list.html
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RedHat Virtualization

e e s ||

Compute General  Network Interfaces

Name:
Description:
Status:
Uptime:

Template:
Operating System:
Chipset/Firmware Type:
Graphics protocol
Video Type:

Priority:
Optimized for:

FI—D 423 —T 4 ADFEREHI

Edit Virtual Machi

General

System

Initial Run

Console

Host

High Availability

Resource Allocation

Boot Options.

Random Generator

‘Custom Properties

lcon

Foreman/satellite

Affinity

Hide Advanced Options

« AEVEY Y TT, RAM O/ NEH%
« KHH CPU OA#HE %A S IZIEE L F7,

Red Hat Virtualization

General

Name:
Description:
Status:
Uptime:

Template:
Operating System:

ChipsevFirmware Type:

Graphics protocol:
Video Type:
Priority:
Optimized for:

Comine 3 Vet Machires s 1N

Network Interfaces

49: KM AR—ZXDIRETOLRT LY Y)—RAD

Edit Virtual Macl

General
System
Initial Run
Console

Host

High Availal

ty

Resource Allocation

Boot Options

Random Generator

Custom Properties

Icon

Foreman/Satellite

Affinity

Hide Advanced Options

w7 7517 2088 |

x
5 Reboot | ~ | | Gd Console
Cluster Default - b
Data Center. Defoult Permissions E
Operating System Other 05 %
es:
instance Type o
bility Version:
Optimized for Server <
Test_ingest_applian
Description
Time Offset:
Comment
O stateless O startin Pause Mode ) Delete Protection
instance Images
tetration-data-ingest-3.6.1.5_VM3.qow2: (195 GB) existing Edic | [+ [ =
instantiate VM network interfaces by picking a vNIC profile.
nict data-networl > =
data-network/avirtmga 2 =
nic3 data-network/avirtmgmt 3 =
o |
8192 MB |25 L %9
EI o
o {
REH
x
Cluster Default i [
. Dota Center: Def [p Permi
Qperating System Other 05 b
fies:
bility Version:
Qptimized for Server &
Memary Size 8192 MB
Maximum memory @ 32768 MB
Time Offset:
Physical Memory Guaranteed € 3192 MB
Total Virtual CPUs @ P
P RVANCed PaTaETars
General
Chipset/Firmware Type Q35 Chipset with BIOS i
ardware Clock Time O (GMTZ) Greenwich Standard Time v
Serial Number Policy Cluster default (Host ID) bt
o [
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ATvT15

ATv 716
ATy 11

VM B EZMmE L., VMRENY KL ET =X 2 K755 CD/DVD K74 7ie~wv v hLET, [EIRE
ARzt (Connectat PowerOn) | F = v /Ry 7 A& A4 NI L TWAZ EE2MERLET,

BB L7 VM O&ERZ A I LET,

VM 23 EEE) L C HEIICERE 21T\, Cisco Secure Workload (ZHEE LIE L 77, b ZEndH 0 £
9, Secure Workload b DT 7T A 7 L AD AT —H AN, [BEROREH  (Pending Registration) ] 725
[7 277 47 (Active) 1IZBATT 213TTH,  DERERE T OIREED Cisco Secure Workload Ingest 7 7° 7
ATVAR] DA77 Y —rvay MESRLTIEIN,

GE) Secure Workload ZMiy 7 7° 7 A 7 > A1Z%F LT vMotion Z BT 5 Z LI1ZBEAD LET A,
GE) Secure Workload M7 7 Z A4 72 A OVA 22O MM L, VM ZEBT 5 7-H QCOW2
AA—=VHIZ8 DD VCPU 27 £ 812MB D AEV 2 THITAHZ 2RO LET, +o7%
VY —ANFHTERWEGA, VM By N7 v 727 U7 MIEEIZICRI L 9,
TTIATVANRT I T 47 bE, ax7 32BN LTCEBTLIZENTEET,
X 50 : Secure Workload Ingest 7 754 7 > AN ERH

Deploy Virtual Appliance

@ Download ova/qcow2 2 VM Configuration 3 Download Configuration Bundle 4 Deploy Virtual Appliance
ppliance can export flow data from various connectors with a maximum of 3 connectors
on the appliance.
abled for the appliance, you may receive the following alerts:
wn (due to missing heartbeats). Ingest Appliance
2 ! CPL —
g usage. ® 3 ®
To get started with VM deployment, download the OVA or the QCOW2 file based on your virtual = Py
environment from Cisco Software Download page 0 ) = B
User, Process,Flows, and mare
o - Py (B
Tetratior & a . 23]
Cluster
Py
CCCCCCC
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51: %y bD—O MRS A—2 & FERAL- VMDETE
Deploy Virtual Appliance

() Download OVA ————— (@) VM Configuration 3 Download Configuration Bundle 4 Deploy Virtual Appliance

IPv4 Address (CIDR format)
10.10.10.11/24

10.10.10.12/24

10.10.10.13/24

[+]B 4

Gateway IPvd address
10.10.10.1

10.10.10.1

[x]

10.10.70.1

IPv6 Address (CIDR format) (eptional)

B |

Gateway IPv6 address (optional)

Gateway IPv6

X

Pv6 Address

Gatewa

Py

Address

Gatewa

Hostname (optional

Name Server

8.8.8.8

Search Domain (optional)

Use proxy server to connect to cluster

(optional)
HTTP Proxy (optiona)
http://www.cisco.com:8080

No Proxy (optional)

acme.org

Docker Bridge (CIDR format) (optionai)

172.17.0.1/16

B 52: VMEBFE/NY LD a— K
Deploy Virtual Appliance

o) Download OVA/QCOW2 o) VM Configuration © Download Configuration Bundie 4 Deploy Virtual Appliance

Data Ingest VM configuration bundle (ISO image) is ready for deployment. Download the configuration bundle and click Next to proceed.

O Download Configuration Bundle

a9 43
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X 53: VM O &R

Deploy Virtual Appliance

o) Download OVA/QCOW2 o) VM Configuration o) Download Configuration Bundle o Deploy Virtual Appliance

To deploy Data Ingest appliance, perform these steps:

1. Use the downloaded OVA or QCOW?2 image to deploy the VM in your virtualized environment.
> For an ESXi host, vSphere 5.5+ is supported. For more information on how to deploy using vSphere, refer VMware documentation.
Make sure the VM network settings match the recommended configuration for Data Ingest appliance.
> DO NOT BOOT THE VM UNTIL INSTRUCTED
2. After you have deployed the VM, upload the downloaded configuration bundle (SO image) to the datastore in your virtualized environment.
3. Mount the configuration bundle from the datastore. Select Connect at Power On checkbox (or a similar option in your environment).
4. Power on the deployed VM
5. Wait for the Data Ingest virtual appliance to connect to Secure Workload.
After the virtual appliance connects to Secure Workload, the appliance status changes from Pending Registration to Active. You can also monitor the appliance status on the Virtual Appliance Management page after exiting this wizard.

il - |

X 54 : Z5XR B R DIREED Secure Workload Ingest 7 754 7 > R

Virtual Appliance

Deta ngest Appiance ° (LRSI

Checked In Registered Created
N/A N/A Sep 9 2022 01:33:00 pm (IST)
Connectors Info VM  NTP  Log  Alert  Troubleshoot
[0 Enable a Connector Data Ingest virtual appliance can export flow data from various connectors with a maximum of 3 connectors

that can be enabled on the appliance.

When Alerts are enabled for the appliance, you may receive the following alerts:
1. Data Ingest appliance is down (due to missing heartbeats).
2. alert on high CPU usage.

Ingest Appliance

& .
®

= .

& —

R
@ : ‘
Tetration & g e
Gluster
Py

AT T 4T 2 A% BE LTI CTRENT 5 &, tet-vmesetup V' —EANRFE TSN, 77747

ARy N7 v 7FENET, O —ERIROEFEEER-LET,

1. PISATURDKREE : BERESNTARIBT 7T ATV ADE A TITHHEDY YV —ABEZDNT,
TTIAT v AERGEL £,

2. IPZRLADEIYHT : T IAT VAT E S a = V8N TR_RTOXy NT—7 L Z—
T RZIPT RLUAZED Y TES,

3. RRAMEDEIYHT: T IAT UV ADKFAMEED L TET (FRAMMAREINTWEE

/E]\) o

4. DNSE%%E : DNSresolv.conf 7 7 A VEEH L FET (R—2 P —N"—BLOWELITMB R AL DN
FA—HENRFBEINTWDEER)

5. FOXSH—N—KTE: 77T 7 ADOHTTPS PROXY $ L UXNO PROXYREZEH L7 (2
STV DEHE)
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6.

7.

w7 7517 2088 |

TFISATUORADER : T 774 T L AEHRA v E— U0 EZE SN S Katka Ny 7 OFEEBE
Flrxzav—LET,

F7S5AT72RAY FA—5DA VR b—)L : tet-controller %— & & & L T supervisord (2 & » TEHL
ENDTTIAT v Aary ba—T% A VA M=/ LTEBILET,

tet-controller 284 ' A X L 2L ENB L, T IAT L ADEREZB|XWEET, 2O —E X |FTROE
EH A2 B L £,

1.

B8% : 77T A7 A% Cisco Secure Workload IZB & LFET, 77 T4 T U ANBEIND E T,
TTIAT LV ATaX I X EGNT5 LT TEERA, Secure Workload 1%, 77T 4 T 2 AD
BEBEREZETDE, TTIAT U ADREET 77 4 7ICEHLET,

ARDEADER: 2% 27 % Docker—EREL LTT 7 IA4 T AZEBELET, ZEMICONTIL,
[ax 7 2OFMME] 2R L TLIEIN,

AR ZDEIER : Docker ' —E 2B LT D Docker f A —V &I LT, 7T T4 TV AMND
HIBRL 97, BRIV TIE, TaxZ7 Z0HIbR) 22 L TEI0N,
TFISATUOADEEDES : 7T S I9A T LV ADREDEFZT A L THEALET, #FEMicoHN
T, [ax22BIOMEIET 7947 AOEREHR] 2B LT TEE0,

)

FISATUAD S I a—TF 405 AR R 77947V AOMER NI TV a—T 4
VIBIOT AR ST AREDIC, T IAT U ATHEININ-a~y FE2FEITLET, FFEMICON
T, ThIT N a—F 1407 BRLTIEIN,

N—FrE—F : EHFIZN— FE— | & #3 % Secure Workload IZIEE LT, 77T A4 7 2 ADIREE
ZLR—FLET, SOV TE, RKET T I7A T ADEF=X ) 07| 28R TIEEN,

TN—=2 T ARV =V AR=RERET 572010, REEMELFTL 7Y o ZREOTTO
Docker U YV —AHEWINC TN —=0 7 LET, ZDOHX A7 X 24 BERNC 1 [RFEITINET,

FIS5ATUVRDTAZIYS Y T I9A T U ANET_XTDDocker f Vv AX L A%xT a3 v g
CLUTHIBRLET, SOV TIL, RET 79470207 alvirgy] Z8RLTLEE
W,

BRBEHRORIET 774 T o AD Y A MME, [EE (Manage) |>[{RE7 754 7> X (Virtual
Appliances) JiIcdH v £7,
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55: BRAEHDRB7 T5A4 70 ADY R+

f? CiscoTetrati#n’  CONNEGTOR VIRTUAL APPLIANGES ® Default ~  Monitoring

(o Qe — — ~
RET7ISAT7URAOTAZIYaY
AT 7°F A4 7 A%, Cisco Secure Workload 7»H7 2 v g U C&Ed, 7774 T VA
NTFaIvvarandé, ROT7varNh ) T—snEd,

1. 779A4A TV ADTRTOBREE., TTITAT LV ATEDNI o> TWDHaxy ZRHIERE
nET,

2. TTIGAT LV ATHENI > TWATRTOaIRZ ZINEIRESNET,
3. TFIATURITIL, HIRREE O~ —27 MFT 5TV ET,

4 TTIAT U APHIBRKSOINEEIKT L, 77747 A0 Kafka b 7 LFEBEN
HIER S £,

\}

(B T7I79AT7 A% T7al3vyvvarddl, BICETZEETEEHA, TTIAT AL AR
JHREWILTDHIZE, FILWT T IAT U AZREL, iILWT T I9A TV ATaxrs 2xH
T BHERHY 9,

RET7ITSATUADE=ZZ) T

Cisco Secure Workload IRAET 77 A 7 > A%, EWIIIZ ~»— kB — k &#tEt % Cisco Secure
Workload |IZ35fE L £F, /— FE— FDOMRIZ5S 5 TT, N—hE— XA v =10, A&
T AMER T e ARE, T TA T U AEBICEN & D Kafka Yy 7 B LT EE/A
BIm7—=A vyt —VORICET MG R L, Y—E2ADIEEWICET MR EENE T,
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T _XTOA Y w73 Digger (OpenTSDB) THEHTE, 77 I 47 A ID &/v— M4
TIULFITENET, EBIZ, 7TFI9A T Aary ha—5® Grafana ¥ v 2R — R,
TTITAT S AINODOEZEIRA Y v 7 ITHEHTE £,

X1 T4ICEEIT HEEFR

Ingest/Edge (AR~ v D7 A N AL —F 4 7 VAT AL Cent0S 7.9 TT R, £ Inbh
OpenSSLH—N"—BLX N7 T4 T v bRy —URHIBRENTWET, DD, 77747
VAT 7R ATHIIEED =V EERT S LHTERH Y £ A,

27 I, centos:7.9.2009 ~<X— A D Docker f A —V % FEITLET, F72. NET_ADMIN 7 —
NEVT 4 ZFFDOERSPAN 2T F A2 RE | 1FL A LD T FITHEAMER Rt/ LoA
Tay) TERITSNET,

FR—, arTFMEFEINEHETHL, VM Z A OS2 7 FoRE»LEES RN
EolcdarrxTd,

ARD2ADSA T4 )ILER

ax 7 2%, Bihib. B, k. NI a—TF 4 7 B L O Secure Workload 7> 6 D
EAEHIBRN ATRE T,

ORI 2DEME

[Z% 7 % (Connectors) ]-3— ([EH (Manage) ]>[3 #7424 (Connectors) J) 75, =%
72BN THNIT HZLNTEES, ax7 23 ILWERT 79472 (7775
AT VATaARI ZEGNCTHRNCET o a=r T L TCT T 4 TICTHUERHD
FP) FREBRTFORET 7oA T RIRATEET, T T IA T R ERIRT D L
Secure Workload IZ =2 R 7 Z D rpm Ny r—T% T T T AT L ATEELET,

BIRLET I I9A TV ADT FIAT Ay ha—7 Npm&E%5T 5 & IROEERELT
L/iﬁ‘O

1. Cisco Secure Workload 2> 55 1 F B> 7= rpm /X v 77—V % L C, Docker A — T & fEH
LET, ZDDockerf A—UNZIL, TFT7AT o AEHA v &—U083%E S5 Katka b
w7 LIBETATDICKERFEENGTENTNET, ZOREIZLY, Dockerf A—
INHA VAR SN —ERE, RSS2 ax 7 Z BT 210D A v =Tk
EZETELEOITRY T,

2. Docker £ A— 75 Docker =227 F&{ERK L £ 97,

3. Secure Workload Ingest 7 7°7 A 7 A TlE, IROEIMF A7 BFEITINET,

CZEE ARy FRRFESH, ISTDHIP T FLABRESHET,

I = R .
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s AR HDY A=V R— b (7=& 2IE, NetFlow V9 F 721 IPFIX XD A A v F 5
XU —2nb7a—1L a— R&%{59 5 NetFlow 237 Z D 4729 1 LN 4739 " —
k) N, BIRENZAT y MZRIGT D IP EOFRA MIABRINET,

e Docker R U = —AMER SN, T HIBMENET,

4. Docker 2> 7 MBS, X7 X supervisord~ 2 —Y R —bE 2L LTEITENE
¥, P —E AL, Secure Workload |2 &Gk SN TEBEO X7 ¥ — 22 4AKT D
tet-controller & L T —b 23 o —S5 2L E T,

56 : Docker 1 »* —<> (Docker Images)

[root@beretta-ingest-1 tetter]# docker images

REPOSITORY TAG IMAGE ID CREATED
netflow_sensor-3.4.2.52222.maarumug.mrpm.build-netflow  5d379fac6e37d85f2bdeff45  2635145b44c8 About a minute ago

tet-service-base latest 6bel71bbe648 4 days ago
artifacts.tet.wtf:6555/centos 7.3.1611 c5d48e81b986 4 months ago
[root@beretta-ingest-1 tetter]#

57:DockerR') 1 —Ls

[root@beretta-ingest-1 tetter]# docker volume 1s
VOLUME NAME
373b5b682096547bf252678405943c21110593b88485b996e7259fa4e314c439
[root@beretta-ingest-1 tetter]#

58:Docker 1 T}

[root@beretta-ingest-1 tetter]# docker ps
CONTAINER ID IMAGE COMMAND
D NS PORTS NAMES

2c7a7ed4f853 netflow_sensor-3.4.2.52222 .maarumug.mrpm.build-netflow:5d379fac6e37d85f2bdeff45  "/usr/bin/supervisor.."

a minute ago Up About a minute  172.29.142.26:4729->4729/udp, 172.29.142.26:4739->4739/udp  nf-5d379fac6e37d85f2bdef {45
[root@beretta-ingest-1 tetter]#
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59:Docker 2 T+ HERTHAOY FERRAIATVWSR— DY X b

[root@beretta-ingest-1 tetter]# cat /local/tetration/appliance/appliance.conf
{
"type": "TETRATION_DATA_INGEST",
"slots": [
{
"available": false,
"index": 0,
"mapped_ip": "172.29.142.26",
"share_volume": true,
"count": 1,
"service_containers": {
"5d379fac6e37d85f2bdeff45": {
"connector_id": "5d379fac6e37d85f2bdeff44",
"service_id": "5d379fac6e37d85f2bdeff45",
"container_id": "2c7a7ed4f853e85f3d620c663f1c7f5395b53b9dd6696276ac439d34fel42bf1"
"image_name": "netflow_sensor-3.4.2.52222.maarumug.mrpm.build-netflow:5d379fac6e37d85f2bdeff45",
"container_name": "nf-5d379fac6e37d85f2bdeff45",
"service_type": "NETFLOW_SENSOR",
"ip_bindings": [
{
"ip": "172.29.142.26",
"port": "4729",
"protocol": "udp"

"172.29.142.26",

"protocol": "udp
}
1,
"volume_id": "373b5b682096547bf252678405943c2f110593b88485b996e7259fa4e314c439"
}
}

"available": true,

"index": 1,

"mapped_ip": "172.29.142.27",
"share_volume": true,

"count": 0,
"service_containers": null

"available": true,

"index": 2,

"mapped_ip": "172.29.142.28",
"share_volume": true,

"count": 0,
"service_containers": null

3

]
}[root@beretta-ingest-1 tetter]#

60:Docker 21 T FHICK > TSN ZKR—FDUR +

[root@beretta-ingest-1 tetter]# docker port 2c7a7ed4f853
4729/udp -> 172.29.142.26:4729

4739/udp -> 172.29.142.26:4739

[root@beretta-ingest-1 tetter]#

61: 32T FI2R I b &Nt DockerR') 1 — L\

[root@beretta-ingest-1 tetter]# docker inspect --format='{{json .Mounts}}' 2c7a7ed4f853
[{"Type":"volume","Name" : "373b5b682a96547bf2526784a5943c2f110593b88485b996e7259fa4e314c439" , "Source": "/var/1ib/docker/volumes/373b5b6

82a96547bf252678405943c2f110593b88485b996e7259fa4e314c439/_data", "Destination":"/local/tetration", "Driver":"local","Mode":"z" ,"RW" : tr

ue, "Propagation":""}]
[root@beretta-ingest-1 tetter]#

P—bvRa3r br—F% ROKEZRIZLET,
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1. &8% : =17 ¥ % Cisco Secure Workload IZ 8k LE T, TR T X NEEHEINTAHR) & FEoR

SNDHET, BREOEHAZaR I X T v adbHZ LT TEFER A, Secure Workload
L, IR XOBEEREZIETDHE, ax 7 XOREEZEDCEHRLET,

2. ARV EDETEDEH : aX IV XOREDEHEZT AL TCEALET, FEMIcHONT

Z., Tax72BIOMERT 7547 A0S 22B 1L T 7EE0,

3. ARTED IS TN a—TFT425aAR R ax 73— 20MEEZ N T TNy a—

TAUVTBEIOT Ry I 572Dl ax X —EATHFASNca~vy REFETLE
T, FEICONWTIR, TRIF TN a—TF 107 2BBLTLLEEN,

4. N—krE—b  EFIC— P E— b &HEEE Secure Workload (ZiEE LT, X7 Z D

KEEZLVAR—FLET, GO T, RET I 947 20E=421 7] #5R
LTL &N,

a7 2 EEFRORTR

B aroR v FUEMICH LT ESF—va =0 [BE (Manage) 1> [aARI4
(Connectors) 1227 U7 32&, ARRTXITOaARIZDOI A IBRRRINET,
ARVADEM: 2x 7257V THL, ax7 XOFMEREIIGCEEST, 20—
DIIE, K=" T 70N (FETD5E) BREINET, A— A T 4 70,
TUVARMNITFT—=HEZELWIP EAR—MIEETHLIICT vy TA N —A Ry NU—J R
ERETHEOIMHERTEET,

K 62: 29 2 DM

oooooooo

Dete

\\\\\\\\\\

<<<<<

BEEAORET T34 T VR BEBHORIET 7747 ADY A ML, [BE
(Manage) 1>[{RE7 754 7> X (Virtual Appliances) 1i2&H 0 7,
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63: REAFAHDHRET TZATUVADY X +

@ CiscoTetratizn’  CONNECTOR VIRTUAL APPLIANCES

The evaluation

axvaoui ]

® Default ~ & Monitoring ~ @ ~

Displaying 4 of 4 Virtual Appliances.

& Tetration Edge
@ an

Sep 10430

wom

Pom
@ Tetration Export

Data Export
10

o0196mpon [rome]

ep 11 02:00
3 Tetration Data Ingest 3 Tetration Data Ingest

Tetration Data Ingest Appliance Tetration Data Ingest Appliance

5 8

RE7 TSAT7UOADEHM : JBEHBFLOERBT 7IA T ADY A NTT AT v AR Bk
IV r3BE, JV I LET T IAT UV AOFEME 22— TE £9,
R64: 7 TS5 7V ADEMETRY B

@ CiscoTetratien”  VIRTUAL APPLIANCE

[

©

AR 2 DEIER

® Default @ Monitoring + @ ~ &5

You do not have an active license. The evaluation period will end on Mon Nov 23 2020 04:02:42 GMT+0000. Take action now.

Tetration Data Ingest Appliance &

Checked In
Sep 4 2020 04:53:16 pm (PDT)

Connectors Info M NTP

NetFlow ©]

®

Sep 12020 02:25:17 pm (PDT)

Decommission

Created
Sep 12020 02:19:58 pm (PDT)

Troubleshoot

Tetration Data Ingest appliance is a software appliance that can export flow data to Tetration from various

connectors. At most 3 connectors may be enabled on an appliance.

NetScaler ]

>

AnyConnect [©]

When Alerts are enabled, the following alerts may be generated:
1. Tetration Data Ingest appliance is down (due to missing heartbeats).

2 ional alert on high CPU, y/Disk usage.

Tetration
Ingest Appliance

®
@ s

User, Process, Flows, and more

s .
@ = — £
5 P

e

®

[

Campus

axZ APEBREND & EDAXT I BN Ie>TWLT T IAT v ADa Yy fu—7
F =217 RIS —EAZRIBRT D A v b=V &R £, 77 I7A4T A
Ay hE—=ZFRO I EETVET,

a9 43 .
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B -xv50x=5y2y

AR 2NDE=

AR 3AH

axs4 |

1. 37 ZIZHkHET 5 Docker > T F & EIE L E1,
2. Docker 2T FZHIBRLET,

3. =37 %) Secure Workload Ingest 777 A 7 U AZJEBH S 4L, AR— FEAB L TW D54
L, 27 I~ N &7 Docker N U =2 — A& HIRL £,

4, a7 X FHICHERLE 7= Docker A A —T ZHIBRL £9,
5 BRI, BIRY 72 A NODAT—Z A%~ A v&—3% Secure Workload |2 355 L £,

215
a7 X —E R, EMIZN— F BE— |k EHEEF % Cisco Secure Workload (21515 L £9°,
N— = FOMEIZS T, N—FE—FA =L, VAT LR, TR

H, BLIOT o947 U AEHIHEREND Katka Vv 7 20 L CEE/EZE/ T —NRE
LA v E—V0KICETAE Y, P—EROEFHICET A MEHNEGEENET, &5
I, aRx 7 2y —ERERICL T/ AR— I bEENET,

FT_XTHOA MY » 7 Digger (OpenTSDB) T T&, 77747 AID, =237 % 1D,
BXOr— M4 THERMMHT b ET, B, axI X —EADGrafana ¥ v 2 = Hh—
KE, P—ERANLOEERA N v ZIEHTEET,

SURET7ISAT7UVADIERERE

FERK D HrIL, Cisco Secure Workload 2057 /I A TV AL ax 7 XiZT v a TEXET,
ROEFZBRIET DRI, 777 A 7 2 A Secure Workload IZIEFFIZBEEEN, T/ T 147
W7o TVWARERH D £7°, FERIC, 27 XX, ax7 X2 —E X CHERO 2 BGT
% HIZ Secure Workload |28 Gk SN TWDMLERH Y 97,

TIITAT AL ARy X CTRIEERIEROEFHIZILI DOE—RBH Y £7°,
1. TAMEER ka7 A ML, TAMRRH LKA v FLET,

2. BHE  HRETAML, TAMSEB LIS, BRICH L TEIICTE 28MO 7 o
T A R LET,

3. HIBR : MRz HIFR L £

N

GE) ERSPANT 7oA T AL axy 2T, BloFEHFEZYR—bFLTWEE A,

TAMBEUVER

TAMBLOENE— FE2YR— M O2RETIE. BROT 7I7A4T7 2B L WELITa X
7 ZCRERBEM (FEE) T HRNIREEMAEL £,

. ax9 4



| 2#x44%
NTP D% (NTP Configuration) .

NTP D% 7E (NTP Configuration)
NTP DR EIZ XY, T IAT UV ATEEINTZNTP —R_—L o n vy 7 ZRPITEFEI,

INTA—A 4% BAT Bz
NTP #H%IZ3 5 (Enable |Fxv 7 Kv s =& NTP [FI# &2 BT DB
NTP) HYFEFT
[NTP Servers] DIZSAN NTP #—_—D U x k, D7

<EHL1OOY—R—%FE
THMERDY 7, K5
ODY—NR—HIRETE

R

A2 T

TR L A= 123 THE &7 NTP —/3—Z%} L C UDP #5t # fNL CX 50089 a7
Z B LET, WTFNNONTP b —"—Tx 7 —=NRELTESEIT. CORELZIT AL
TLIEEWY,

MW : /etc/ntp.conf % HH L. systemctl restart ntpd.service Z il L C ntpd — & 2 Z FiLE) L
£9, ntpeonf AR T HT-ODT T L— MIKDLEBY TT,

# --- GENERAL CONFIGURATION ---
server <ntp-server>

server 127.127.1.0

fudge 127.127.1.0 stratum 10
# Drift file

driftfile /etc/ntp/drift

A& TLVYS Cisco Secure Workload [RE7 7SA 7R - T
HAShTWAaRT4 . L
65:NTPEREDTA FRIZCTS—HFE

Tetration Data Ingest Appliance @ [ acTive | Decommission
Checked In Registered Created
Apr 7 2020 09:05:45 pm (PDT) Apr 6 2020 10:19:39 am (POT) Apr 62020 10:16:30 am (PDT)
Connectors Info VM NTP Log Troubleshoot
@ NetFlow
Enable NTP
i~ .
w

NTP Servers (optional a.b.com +

able Another Gonnector

Error: could not connect to server a.b.com: dial udp: lookup a.b.com on 171.70.168.183:53: no such host

Cancel Gonfig Greation Verify & Save Configs

| a9 4R .
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66: H7%E NTPH—/\—%ER L= NTPRE

Tetration Data Ingest Appliance & [ acTive | Decommission
Checked In Registered Created
Apr 7 2020 09:10:48 pm (PDT) Apr 6 2020 10:19:39 am (PDT) Apr 62020 10:16:30 am (PDT)
Connectors. Info VM NTP Log Troubleshoot
@ NetFlow @
Enable NTP
"ﬁi AWS @
g
NTP Servers (optional) time1.google.com X
+ Enable Another Connector time2.google.com X
time3.google.com X
timed.google.com +

Cancel Config Changes Verify & Save Configs

67 REEH L VERFHAHD NTPERTE

Tetration Data Ingest Appliance & [ acTive | Decommission
Checked In Registered Created
Apr 7 2020 09:10:48 pm (PDT) Apr 6 2020 10:19:39 am (PDT) Apr 6 2020 10:16:30 am (PDT)
Connectors Info VM NTP Log Troubleshoot

@ NetFlow @ & Edit Disable
lr Enable NTP v

"j AWS
bl B

NTP Servers  timel.google.com time2.google.com time3.google.com  time4.google.com

+ Enable Ancther Gonnecto

AJ®%RE
o KERRIC KD TFI9A T o AR ax s Z20oulL~yb, al 77 ANLNDERFA X, vl
0—7—3ay RIA—ERFEHFEINETST, TT7ITA TV ATHRBROEHN ) HT—Enb
L TTIA TR =T OR TERENEHINET, —FH., IRT X THEROTEHN
NV H—&Ense, y—rvRrarto—J bt —bRAalORENETINET,

. ax9 4
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nvgx ]

INT A=A 247 &5 BA

Logging level dropdown METHREX LT L

« debug FRy a1 ~L

* info Fia 7 L~y

e warn Babn gL ~L

. error =2/ ¥
kv 777 A N4+ X (MB|number nru—7—3a VRS
HAZ)  (Max log file size (in NAHEIOT 777 A4 NVDEK
MB) ] A X
[/ a—7— = (AH  |number asu—7—3a NG S
fir)  (Log rotation (in days)) ] NAETOur 77 A1k

Kkt R

[@ 2/ va—F—3 9> (A A number RSN 7774 VD
4 AHT)  (Log rotation (in KA VAE A

instances)) ]

TAREMAZRL,

WAR: T 79TV ATHERND M) B—3NT=5680%. 777 A7 AD tet-controller DK
TrANNEFRINET, B ax7 X ThI)T—EN75E1E, tet-controller DAL 7 7
A&, aRT ZEEHT S Docker 2T F EDars bu—F Lo TEBEN LY —E R

WHEFTSNET,

HRIE N TULVS Secure Workload (RAEF7 TS5A4 7R+ 7T

Al SN TULNS O RS A : NetFlow, NetScaler, F5, AnyConnect, ISE. ASA. Meraki,

= R .



IR 4B |
AL

R 68: 7 FTS54 7 ADOTHER

Tetration Data Ingest Appliance & [ acTive | Decommission

Checked In Registered Created
Apr 7 2020 09:05:45 pm (PDT) Apr 6 2020 10:12:38 am (PDT) Apr 62020 10:16:30 am (PDT)
Connectors. Info VM NTP Log Troubleshoot
@ NetFlow
Logging Level
ITES =
iy AWS 9 debug
Max Log File Size (in MB) info

warn
+ Enable Ancther Connector | error
Log Rotation (in days)

Log Rotation (in instances) 20

Gancel Gonfig Greation Verify & Save Configs

GE) I _COT 77— @27 # (Syslog, Email, Slack, PagerDuty, Kinesis) | Secure Workload
Edge LMD H —® Docker #—E & (Cisco Secure Workload Alert Notifier) TIHEITIN 5729, 5l
DT F7— MEHI AR ZOBBUCEEL G2 TIaxs 2on JiEREEH+T5 2 LI3TEE
A, Secure Workload Edge 777 A 7 > A _E® Secure Workload Alert Notifier (TAN) Docker
F—vRA0u FHEKIL, R Shicavry REEH L TEHRTEET,

FHZOWTIL, (7T —b@EMax 7 X a ZHEROEFR] Z22B LT EEN,
IV RKRAY MDEKRTE

T RARA > hOFEETIE, AnyConnect 33X WVISE 2% 7 XD RiRA > NDIET 7T 4
THAL LT T ERELET, = RKRAS LV IR X A LT T 5L, a7 ZE Secure
Workload L DF = v 7 A U &EILL, ax7 X EOx RFRA v hour—aVIREEZHELE

hd‘o
INTGA—=HB 247 & BA
T RRA > NDFET 75 ¢ |number AnyConnect £ 72I|% ISE =2 ¢~
TTALT TN (GHALD ZIZEoTRRREN =’
(Inactivity Timeout for KAV RNOET VT 47524
Endpoints(in minutes)) LT T L, BALT T RNT S

L. T2 FARA > M Cisco
Secure Workload #F = v 7 A
YLLKV ET, T
ME 3045 T9,

TR ERARL,

. ax9 4 |
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PagerDuty 38 %1

WA HLVETaR 7 YOS 7 7 A VEEHFLET,
Al St TULVS Secure Workload (R¥E7 TS5 47V R - 72 L
Fa T SaRY 42 . AnyConnect 35 XUV ISE

69: AnyConnect A7 A DIV RRA VLTI T 4 TRA LT MRE

@ CiscoTetratien

w
h AnyConnect @
o
Info I bindings
i
a
Cancel Config Creation
& AnyConnect (&
Enabled on July 25, 2019

4

3 Tetration Data Ingest Appliance

Enable Another
Delete
Capabilities

Flow Visibility = Process Annotation
User Insights  Endpoint Insights

Inventory Enrichment

fo not have an acti

LDAP

ve licenss

e. The evaluation period will end on Sun Oct 20 2019 23:32:37 GMT+0000. Take action now.

<Brows:

Log  Troubleshoot

Inactivity Timeout for Endpoints (in minutes) |~ 30

cisco

siack sz

Xl © vonitoring - ® - €% -

e Connectors AnyGonnect enabled at Jul 26 03:06:19 pm (PDT)  ~

Verify & Save Configs

Slack C Secure Workload 77— M & AR 2720 DT 7 /L b DRERL,

INSA—H %

847

At B

Slack 7 77v% URL

string

Secure Workload 7 7 — k % 3§
T4 Slack V=77 w7

TAM V=T 7y 7 EEHLTCT AT 7— & Slack ICEELE T, 77— FBREFICHE
fFRIn=HE., 7 A MIAKTT,

R BEINTENRNTA—ZTaxI ZOBR T 7 ANVEEHTLET,
AT E N TULVS Secure Workload (R¥E7 7SA4 7R 2L
HFraiEsnTWWdaRT 32 : Slack

[ 19—l

ax &

PagerDuty C Secure Workload 7 7 — & AT 272 DFT 7 /L 13

R

it

o

a9 43 .



. Kinesis & £15% &

axs4 |

INSA—H %

247

AR

PagerDuty H—E X —
(PagerDuty Service Key)

string

PagerDuty T Cisco Secure
Workload 77— b &7 v =
9% 728 @ PagerDuty t— £ A
3’\, —

TRAL: P—ERAF—ZMHHLTT AT 77— h% PagerDuty [IZXE LET, 77— FRIER
WZHITSNT A, 7 A MEEK T,

WA IBEESNIERTA—ZTar s IOBRT7 7 AV EBH L ET,
Eral & T ULV Secure Workload RE7 TS A 7R : 72 L
Al Enf-aRY 3 : PagerDuty

Ko
it

Kinesis 18 £

Amazon Kinesis C Secure Workload 77— b Z/ABAT 5720 DT 7 /L b DR T,

INTGA—HR % 247 E5EA

AWS 7R £—ID string AWS LIBET 572D AWS
T EAF—1ID

AWS Secret Access Key string AWS LIEET 572D AWS

V=7 Vy hT 7 EAF—

AWS =D 3

AWS Y —Var D Ruy A4
AV

Kinesis A b U — ANHRE I
TWBHAWS U — 3 D4R

Kinesis X k1) — L

string

Kinesis A b U — 2 D4 Hi

AbY—=LnN—F43 >

string

AN —=LDNN—TFT 4 a

%

TAM HBESNTEZREZFEHLTC, 72 K77 —F%&Kinesis A ) —AIZEEFELET, 7
F— FRNIEEFIIRITEINT-HE. T A MIAKk T,

WA FBEENTNRNTA—HTaRrx I XOBR T 7 ANV ERTHFLET,
A E N TS Secure Workload (R¥E7 FSA4 7R : 2L
HrRIEN TS ORI 3 : Kinesis

- A —/LC Secure Workload 7 7 — b ZABAT 2720 DT 7 4L FRETT,

. ax9 4



| 2#x44%

Syslog @ H1E%E .

NS A—B % 247 Bl

SMTP 1—#H#4%& (SMTP string SMTP H— R — D —H—4%,

Username) DT A—=FIA T av
-/C‘\‘a—o

SMTP /AXTJ— F (SMTP string Z—HF—D SMTP H—/3—%

Password) AT—F (FBEINTWHY
B) o TONRTA=RIIHFTS
VNG R

SMTP Server string SMTP —/ X—D [P 7 KL &
F TR A M

SMTP Port number SMTP Hr—R_—D ) 2=

RN— b+, F 7/ MAlL 587
-/C‘\‘a—o

[Secure Connection]

Frv IRy TR

SMTP H— \—#5¢ 12 SSL %
T DHENHDHNE D
D>,

From Email Address string TS5 — NDOEEIEHT AE
FA=NVT R A

[7 7 4V h%(5%# (Default |string T = TRY BN ZEED

Recipients) ] FETA—/LT RL A&,

[T AN (Test) ] feESNTRELHEH L TT A MNEFA—NEZEEFELET, 77— MDBIE

WICHITSNTZGE. 7 A MIGHK T,
[ (Apply) 1: FEESNTZNRNT A =X Tax I XOBRT7 7 ANV ERHFLET,

FFAl &35 Secure Workload (RART I A4 7 A - 72 L

HAISNDIART R Ef AL

Syslog T Secure Workload 77— F Z AT 2720 DT 7 + /v MM#EL,

NS A5 24T Bl
Protocol dropdown P R — DA T 5
.UDP 7a haj,
- TCP
Server Address string Syslog —/"X—® 1P 7 F L A

EN i E

= R .



. Syslog DVES T4 (EXKE) OYvELY

e

axX ;&

axs4 |

INSA—H %

247

AR

number

R— bk (Port)

Syslog h—"—D U ZA=>7
R—=F, TT7FNFDOHR—F
% 514 T,

TRAM FBESNTHEREFEH LT, 7A 77— h%&Syslog—_"—ZEELES, 77—
FIEEICHITSNTZGA. 7 A MIEHKE T,

R EBESNTENRNTA—XTaxI XK 7T 7 ANVERHTLET,
Al S T LVA Secure Workload (REB7 FSA 7R : 2L

Syslog D> EST

PR S fLTzaR 7 Z : Syslog

1 (EXE) OYVvEVIHRE

RDFEIL, Syslog @ Secure Workload 7 7 — MIBIT 57T 74/ hDOTETT 4 (HKE) v v

BT RLTVET,

BERLIT—HO—FK75—bDOYESTa (B
KE)

Syslog DL ES T4 (EXE)

LOW

LOG_DEBUG

[FF (Medium) ]

LOG_WARNING

HIGH LOG_ERR
CRITICAL LOG_CRIT
BmgxtE (IMMEDIATE ACTION) LOG_EMERG

BTN

Z DFEIE

T, ZOWREEH L TEETEET,

NS A—H

TyvEVSOFrFAQyTEY Y

[HIEEHE. (IMMEDIATE _ACTION) ]

CRITICAL

HIGH

[* (Medium) ]

LOW

- [#®& (Emergency) ]
[7F7—F (Alet) ]
* [Critical]

e [=Z— (Error) ]

* [%45 (Warning) ]

« [1@% (Notice) ]

+ [Informational]

« 73y 7 (Debug)

. ax9 4
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ISEA VXA U RDER .

[7 AR (Test) 1:EMZL,

LA (Apply) ]: HEESNIZNRTA—HTax I XOWKR 7 7 A VEEHLET,
FFr & 415 Secure Workload (RAET 7T A4 7 A - 72 L

PR S D 3R Z o Syslog

ISEA4 2V RAADIERK

R H

Z OHERKTIX, Cisco Identity Services Engine (ISE) (Z8t 5 72 DICM TR/ RT XA — X B F8iE
LET, ZOROEEDA LV AZ U AZRMTHZLICL D, ISE 27 ZIIEED ISE 7
TIAT VALER L T RARA U MIET A X T — 2% 7N TExE7, kK20 DISEHE
A AL AR TR E T,

IND A=A A 247 5 BA
ISEV 54 7 > hEEBAE (ISE |string pxGrid % L T ISE (2 HEfi
Client Certificate) TAEFEODISEZ FA T b

AR

ISEV 547> &— (ISE string ISE 289 AT2DDISE 7 7
Client Key) ATV h¥F—
ISEH—/\—CAZEBAZ (ISE |string ISE & CA FFHE
Server CA Certificate)
ISE DRR ~4 string ISE pxGrid @ FQDN
ISE/ — K% (ISE string ISE pxGrid ® / — K4
Nodename)

TR HESNIZ AT A—=F 2 L CISEICHR LE4, BRI Lz, ket
AVET,

WA EEISNIZNRTA—ZTaxs ZOWKT 7 ANV EEHFLET,

EFRI SN TLVS Secure Workload REB7 TS A4 72X 72 L

FRIENTWLSIRYZ ISE

BT — FE2YR— b T 2RETIEZ, ROZLEBITLIVET,

1L 2= EARREZNELET,

2. BEAREEMFELET,

3. WEIWHTL2EBMOT m/NT 4 2L Ta—F —ZR L E T,

4. BHENTTa T4 2L T, 2= —NRELIETE L LI LET,

= R .
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B wersx

5. IESN-REEZMIEL CEAL £,

33.1x U U—ATlE, LDAP #K THRIEET— RV FR— I TWET,
LDAP %%

LDAP %€ Tl%, LDAP ~O$E5 71k, AT 2 A4 (DN) | 22— —Z kT 28
P, BELO2—F -4 L7 2y TFTHEMEEZEL T, LDAP EMIX., ZTOREICEA
@ LDAP O 1 %7 4 T,

LDAP ~DfEki 715 & AR DN O EndHiiE, LDAP WO —VF—DREitEs it c& £,
oo ENEMEE, Ul T2—HW—It&RTEET, 2=V —1F, BRiish7zZnb
DOFEENS, =P —ZIZRET DML, 22—V —4 T LIZLDAP D OLUIUET DR K6 OD
BEOY R NERIRLET, ZORE, LDAPEMLZ FTEICTRET HHLE N2 RY, =T —
B LET,

¥ %8 U LDAP iR EZ1ERL T D 720 OFEMARFIEIIR DO & B Y T,

XTw 71 LDAP EZFE DR
ax 7 2 @O LDAP R EX B L £,
70: LDAP 3% T DR H D ER

AnyConnect @ < Browse Gonnectors

Info IP bindings Endpoint Workdioad AD Log Troubleshoot

Workdload AD configurations are not yet enabled

Start Workdload AD Configuration

AnyConnect (&

Enabled on April 7, 2020
3K Tetration Data Ingest Appliance
Enable Another
Delete

Gapabilities.
Flow Visibility = Process Annotation
User Insights  Endpoint Insights

Inventory Enrichment

ATy T2 EADLDAP HRENDIETE

LDAP IZHH T 27O DOEARELRE LTI, TORETIE, =—F—IXLDAP — \— |+ 57
®H D LDAP /31  KDN 723 —%—%4 LDAP ¥ — \—~ D495 LDAP /XA U — R LDAP
P—=R—=D7 KL A LDAPH—"—DKR— b, #fiT HX—ADN, BLIRZDOT7 4V FZIZ—HT H2—
P—% 7 2o FTHEDDT (VE LFHN R L 7,

. ax9 4
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war 5z [l

INSA—H % 247 SR AR

LDAP 1.—+#'4% (LDAP string LDAP H—/"—|Z7 7R 57

Username) H@O LDAP 2 —W —4 £ 721334
> K DN

LDAP/SXJ— K (LDAP string LDAP Y ——ZT7 7t A T 5 7=

Password) HD2—F—4 D LDAP /XA T —
b

LDAP H—/X— (LDAP Server) |string LDAP #— _—7 KL &

[LDAP7R— k (LDAP Port) ] number LDAP —/3—7R— h

SSL #{EFHY % (Use SSL)

Fzv IRy T A

R 7 Z 13 LDAP ([ Z LT
LHZMEENBH Y FTh, AT T3
Ve T 7 &V M false TY,

[SSLO T (Verify SSL) ]

Fzv IRy T A

a7 Z X LDAP FFAE A WiEE
DULENHY ET, 73
Ve T 7 AV M false TY,

[LDAPH —/X—CAGFE (LDAP |string P——CAGEHE, T 7 a

Server CA Cert) ]

LDAP Server Name string LDAPEFRAENIITIN D P —r3—
4 (SSL OGEN T = v 7 ST
WA EIIMATT) |

LDAP Base DN string LDAP JEADN, LDAP TOF 1 L
7 b U KRR D BRI

[LDAPZ 1 /L& 551 (LDAP string LDAPZ AV EZDF VLT {7 AL

Filter String) ] FHl, ZOFRMFEDOIHZ—ET D
TRERE 7 4 N AWB L £,

[AF v 7 g v hORBIEE (¥ | number LDAP 2} v 7y ay b & ()

i HA7)  (Snapshot Sync Interval (in
hours)) ]

VERK 3 5 IRE i T IR % IRe i BLSL C
ELET, 7V ar, T4
i 24 BFEI T,

[Fu X% H L CLDAPIZT 7
& A (Use Proxy to reach LDAP) ]

Frxv IRy T A

O R HILLDAP ——|{ZT
AT LD T A X —N—
PREHTOMERDH Y 90,

[LDAPIZT 7B AT Hi=bD 7
% 2 —,3— (Proxy Server to reach
LDAP) ]

string

LDAPICT 7 B AT H -0 1
Fth—ri—

= R .



axs4 |

B we

%{g

€

71: ¥)# LDAP

a
itk

AnyConnect @

Enter Configs

LDAP Username
AnyGonnect (&

Enabled on April 7, 2020 LDAP Password

3¢ Tetration Data Ingest Appliance
LDAP Server

Enable Another
LDAP Port
Delete

Capabilities. Use SSL

Flow Visibility | Process Annotation
User Insights  Endpoint Insights Verity SSL

Inventory Entichment

LDAP Server CA Cert (optional)

LDAP Server Name (optional)

LDAP Base DN

LDAP Filter String

Snapshot Sync Interval (in hours)

(optional)

Info IP bindings Endpoint Workdload AD Log Troubleshoot

cn=Idapadmin,dc=tetrationanalytics,dc=com

172.26.230.174

389

Enter LDAP Server Name

ou=People.dc=tetrationanalytic.dc=com

(&(objectClass=organizationalPerson))

24

Use Proxy to reach LDAP [

Proxy Server to reach LDAP (optional

Cancel

ATv 73 BRELES

Z—HF =B [K~ (Next) |27 Vw7 T5HL, 20D

ttp://1.1.1.1:8080

<Browse Connectors

WREN AR ZITRESNETS, ax7 23, BES

NI-FREZ M LT LDAP —"— L O &2 et L7, LDAP — 3= 55K 1000 A= —H—%
TZxvF L, TRTOBEEZHNLET, 512, 1000 ADO2—H —F X CIHBmT 5T R COHEHE

MDY R MEHBELET, ax7 XL, ZOfE%E % Cisco Secure Workload (123 L £ 47,

. ax9 4



| 2#x44%

72 : Discovery in progress

war 5z [l

AnyConnect ©

Info |

AnyConnect (&

Enabled on April 7, 2020

¥ Tetration Data Ingest Appliance

Enable Another

Delete

Capabilities.
Flow Visibility | Process Annotation
User Insights  Endpoint Insights

Inventory Entichment

Cancel & Discard Ghanges

ATy 74 BEESh-EBHTRESL

a—P—iF, a—HF—4
PF—) IZONWT, aR7

<Browse Connectors

P bindings Endpoint Workdload AD Log Troubleshoot
Enter Configs Select Discovered Attributes

Verifying initial configs and discovering dynamic attributes

It may take a few minutes. Please wait...

T
Previous | [IEAS

ik

RS T DB EIR L, NS 2—— (74 Z LFIN—F T D 2—
N7 2y TFBIOATFT T vay NTAUERHLIHERK6 DOEMEEERT A

VERHYET, ZOT 7 ai, mHEEINEZBEOY A MO Fe v 77Xy 2R L TEITINET,

ZOH, FHhTT7 -

IE I ADHIRE N ET

INSGA—HR %

547 Bl

Username Attribute) ]

[LDAP—H#—% &M (LDAP string a—W—% % 5T LDAP Bk

Attributes to Fetch) ]

[7 =TT HLDAPEME (LDAP |LFFHID Y A K Z—H— Tk L CTHAST 2 L EEAH

% LDAP gD U R K

a9 43 .



- e

73: RS- LDAPEH

AnyConnect ©

Info IP bindings

LDAP Username Attribute

AnyGonnect (&

Enabled on April 7, 2020

e
14

Tetration Data Ingest Appliance

Enable Another

Delete

Endpoint

Enter Gonfigs

Workdload AD Log

LDAP Attributes to Fetch

<Browse Connectors

Troubleshoot

Select Discovered Attributes

cn

on

last]

S
IastLogon
lastLogonTimestamp
pwdLastSet

ATy TH

Capabilities
Flow Visibility | Process Annotation
User Insights  Endpoint Insights

Inventory Entichment

Gancel & Discard Changes

B:1——EZRESI VLB ILICTRETIEMEEHE

AnyConnect ©

Info  IPbindings  Endpoint

Enter Gonfigs

Workdload AD Log Troubleshoot

Select Discovered Attributes

LDAP Username Attribute  cn

AnyConnect &

Enabled on April 7, 2020 LDAP Attributes to Fetch | o0 * | desription < | tiie ¢ | strset < || dispiayName

¥ Tetration Data Ingest Appliance

Enable Another
Delete

Capabilities
Flow Visibility | Process Annotation
User Insights  Endpoint Insights

Inventory Enrichment

Gancel & Discard Changes

BREDKRT. REFE. BLUEH
BRI [ 217 L CiEH (Save and Apply Changes) (%7 U w735 &

ax9 4

Previous

<Browse Connectors

Previous

BIENGET LT

axs4 |




| 2#x44%
HIE% (Remove) .

75: LDAPREDHEHOTET EAZ Y b+

AnyConnect @ < Browse Gonnectors
Info IP bindings Endpoint Workdload AD Log Troubleshoot
Enter Gonfigs Select Discovered Attributes Review and Apply Configs

LDAP Username

AnyGonnect (&

Enabled on April 7, 2020 LDAP Password

¥ Tetration Data Ingest Appliance
LDAP Server 172.26.230.174

Enable Another LDAP Port 389

Delete

Use SSL. x
Capabilities. Verify SSL X
Flow Visibility | Process Annotation
LDAP Server CA Cert
User Insights  Endpoint Insights
Inventory Enrichment LDAP Server Name

LDAPBase DN ou=People de=tetrationanalytics dc=com
LDAP Filter String  (&(objectClass=organizationalPerson))
LDAP Username Attribute cn
LDAP Attributes to Fetch cn description ftitle street displayName
Snapshot Sync Interval (in hours) 24
Use Proxy to reach LDAP X

Proxy Server to reach LDAP

Gancel Previous Save & Apply Configs

axX T HF, BT LEREEZELET, 74V XTFIN—KTHT_RTCO2—V—Dua—h LA} v
Tvay hEEMRL, EBRULEZEBEOCRE 7y TF LET, AT v vay KRETTDHE, A2k
VND2—H— & ZD LDAP JBHEIZIEREZ 1T 5720, ax 72— RIZELDHA T v ay FOfEM
ZRtACEET,

HRI & 5 Secure Workload fRIET 7T A4 7 A 1 72 L
A XD ax 7 ¥ . AnyConnect, ISE, F5

ElIFX (Remove)

BIMENTZTRTCORTIL., aRTERT T IAT UV ANLHIBRTE 4, TNETNORTIC
L, 22— —NRELZHIFRTE 25 [HIFR (Delete) | R¥ > nNH £,

kSO a—TFT425

AR BT FIAT AL, EZ N AMEA TR ST A DSESER T I
Va—TF 4T A=A LB FE— L TWET,

| a9 43 .



axs4 |
B #vshcvs—moa<or

\)

(B ZokB7yaiikoboiziFgsLETA,
ERSPANRABT 7S A T 2+ hTF TN a—F 4 T OFHMZHOWNTILZ, ERSPANT 75 A
TUADR—=T SR T TEE0,
IO RaARIE  JTURARIED N T I NY 2a—T 4 T EITHITNE,. 777 Kaxy
FDErvarESRLTLLEEN (TAWS a7 ZIZETHMED NI TNy a—T 4
T s,

HFRISnTWS—EDaAT Uk

FrianTnwpd—@#Hoa~vwr Nk, 777947 AB LW Docker 27 (27 ¥ H)
T—OT Ny Va<v s REFATTEH LI ET, FalEshTnda~wy NIk, »no
EBEDOFITar 74X ab—ra ST OMEE. *y NU—2J8iEe T A N T 5H%RE.
BESNIAR—MNI—HTEIRry b ey 7T v T HHENRGENET,

76 : Secure Workload (R 187 7S5 A 7V AD LS T a—rR=T

@ CiscoTetratizn Rl @ voritoring - ® -+ €~
w You do not have an active license, The evaluation period willend on Sun Oct 20 2019 23:32:37 GMT+0000. Take action now
Tetration Data Ingest Appliance & [acTive | Decommission
o
Checked In Registered Created
> Jul 25 2019 06:28:53 am (PDT) Jul 24 2019 07:17:36 pm (PDT) Jul 24 2019 07:13:00 pm (PDT)
&
Connectors Info VM NTP Log Troubleshoot
Q
@ NetFlow © You may run a command from a list of whitelisted commands on the virtual appliance for troubleshooting Run a New Command
b ssued \d:
- NetScaler ° ssued Commands
2 Execute docker instance command Jul 24 07:39:31 pm (PDT) Ready @ View | 00
S AryGonnect
Execute docker command Jul 24 07:39:10 pm (PDT) Ready © View | 01

Update the listening port on a

" Jul 24 07:38:40 pm (PDT) Ready & view | 0
Test network connectivity Jul 24 07:37:47 pm (PDT) Ready @ View | 0
List a directory Jul 24 07:37:22 pm (PDT) Ready & View | 0
Execute docker instance command Jul 24 07:36:57 pm (PDT) Ready & View 0
Execute docker instance command  Jul 24 07:36:45 pm (PDT) Ready & View O

hitps://esx-2106 tetrationanalytics.com

GE) #FaEanTtnwdavwr Py ha2FEHLEZ NI IV 2a—T 4 0 7%, BAZ<w—PR—h
0—NVEFOL——DBNT T ITAT AL aRxy X TR TEET,

Show Logs

aryhe—=ur 77y A NVONEERRL, 7V a V TRESNINZ = DT 74 V&
grep L £9, Secure Workload I%, =~ RBBITESNTT T I7A4 T U AEiFaxs Zica~

. ax9 4 |



| 2#x44%

g—eznszexx |

VREBEELET, T IAT UVAFREFaRx I X — A0y ba—InbiEENRIKIN
4 (FEED 5000 TORRE) o FiEH2S Cisco Secure Workload THIFHFTREIC 2B &, 77 AL
AT — RTLH0DE T m— RRE UNFERENET,

5% 4 247 ETLL]
[Grep/X%# —> (GrepPattern) ] |string 0777 A NG grep 35N
B = SLFF

HARI &N TS Secure Workload 387 754 7 VX : T

RIS TLVBS a9 4 : NetFlow, NetScaler, F5. AnyConnect, Syslog. &+ A —/L. Slack,
PagerDuty, Kinesis, ISE., ASA. Meraki,

77: Secure Workload AHhT7 TS5 4 7 XD 50 Show Lags B D F 50— K

Command Info & Results

Show logs Log File  Controller log

Jul 25 06:55:50 am (PDT)
Grep Pattern

& Download Output File

H—ERQTERTE
P— AT A NONEEFRL, A7 aTT7 7 A VEgrep L THRESNIZ/(F —
Z RO E 9, Secure Workload [Z, 2~ RRRITINZT 74T v AEiFaxs #ica
YU REEELET, TV I9AT UV AFREF x4 — A0 ay hu—I M biERNBIKES
NFET (HEHBD S0001TORE) , #EED Cisco Secure Workload THIFHA[REIZ 2D &, 77 A
NEX G a— RTLHO0OX T ra— RRZ URERINVET,

a9 43
I



axs4 |

. show running-config ® £ H#E R

51%%

247

Bl

Log File

dropdown

IWET B0 77 7 A VDOL4H]

« —E' 217 (Service
log)

aRxgEYy—r 2O s

T ST L—Fua s
(Upgrade log)

Y—EROT v TS — R
7

« LDAPE — % —1 /'
(LDAP loader log)

LDAP AN/ > T\ % 2
37 2D LDAP A ) v
vawv hous

grep’/X% — > (Grep Pattern)

string

a7 7y AN grep T HN
= TS

A &N f- Secure Workload (R 7 TS A 7 VR - L (@il ax s 2 —v 2 TORFH
aThE

BRI SN TS O FRY 2 : NetFlow, NetScaler, F5, AnyConnect, Syslog, Email, Slack,
PagerDuty, Kinesis, ISE., ASA. Meraki,

X 78:LDAPO—45—0O%5 77 4 JLEXER E L= AnyConnect A7 A M5 D [H—E RO S EKT (ShowService Logs) ]
Hhnosdorn—F

Command Info & Results

Show service logs

Jul 27 02:48:14 pm (PDT)

show running-config M H H#ER

T IFIGAT UV ARAERITaR 7O ary be—F0FETFar 74 ¥al— g 2FELET,
TTIAT LV AEIZaxr7 Z0ay ba—I 0, ERENFSIEICST DR ZBE L.

Grep Pattern

& Download Output File

LogFile  LDAP loader log

. ax9 4



| 2#x44%

s—exxzngEorz [

FER AR U ET, #EHR2Y Cisco Secure Workload CTHIF FIEER A . HERONENT A bR v

7 AFRENET,
5184 247 ERBA
HREDIESE dropdown T DHERR 7 7 A v
o v hu— JHERR TIIA TRy ha—F
DOFERR 7 7 A )V
o A== 3o PHERE ayvhn—J%ETTHA—
IR—= XA PO T 7 A IV
« NTP #3% NTP #5%~ 7 A v

RIS TLVS Secure Workload IR 7 TS5 4 7 VR T

FFAI SN TS aHRY 2 : NetFlow, NetScaler, F5, AnyConnect, Syslog, Email, Slack,
PagerDuty, Kinesis, ISE., ASA. Meraki,

79: Secure Workload Ingest 7 75 A 7V AD NTPHEBDETIV T4 X2 L—Ya vDRFE

Command Info & Results

Show running configuration
Jul 27 02:52:58 pm (PDT)

Configuration Type  NTP conf

STDOUT

# --- GENERAL CONFIGURATION ---
server timel.google.com

me3.goog
med. goog
127.127.1.0

fudge 127.127.1.9 stratum 18

# Drift file
driftfile /etc/ntp/drift

Y—ERAEFTHREDRT
TTIAT L ADaAR T ZHIZA AL A EINT Y —EADETHRELFRRLET, —
BADay br—J0%, BERINSIEICHHETAREECTE L, EEEELET, Cisco
Secure Workload THRERENELND &, REDHNEBNT FA MR v 7 AR RINFET,

a9 43
I



x4 |

B =523~ roxs

5| ¥4 247 Bl
BREDIELE dropdown T 23R ET 7 £ L,
eaY b —FRE P—vRar br—7ORE
77 A
o AR PRGE avbu—7&2FTTHA—
IR=NNAPOFRET 71V,
s —EARE P—BEREET 7 AV
« LDAP & iE LDAP B EMEL S T3 =
27 Z D LDAP & E,

FFAI &1z Secure Workload (R 7 54 7V R e L (Aaheax 7 X% —E A TORFH
ATHE)

RIS TLVAa RS 4 : NetFlow, NetScaler, F5, AnyConnect, Syslog, 7 #—/L. Slack,
PagerDuty, Kinesis, ISE., ASA. Meraki,

DATLATY FORT
VAT LhAavy REEITL, BELEARNZ =D erep Z2F(TLET (AT vay) , 77T
ATV AERIEaRx 72— A0ay ba—I 0 bERMRENET (FKED 5000 170OK
B) . BEIZSUT, grep/ ¥ —2&FIHELTIHEETE, TORY— UL THAONRT 4
VA T ENET, FEED Cisco Secure Workload CTHIFIFTEER A, TF A bR v 7 A2

RENET,

. IR 43



| 2#x44%

v27uavs FoxE [

51%%

SRATFLAIUER

247 &5 BA
dropdown FITTDHVAT havw R

< IP#7E (IPconfiguration) | ifconfig
« IP /L— MK (IP route  |ip route

configuration)
«IP X4 7 L% ) |iptables -L

7 v—/v (IP packet

filtering rules)
» Network X 7— 4 & netstat
« OB ART—H R ps -aux

(Process status)
e Fi7ut A A b top-b-n1l
(List of top processes)

«NTP 25 —#% A (NTP |ntpstat

status)
*NTP 7 = U (NTPquery) |Ntpg-pn
* CPU f#t (CPU info) Iscpu
« AE VU IFH (Memory Ismem

info)
« 7 4 AU ZexgEk (Disk |df-H

free)

grep/N % — > (Grep Pattern)

string

HI 5 grep 75 /3% —2 XL
5

Eral & T LV Secure Workload R 7 TS A 7 VR : 73T

PRI SN TLVS ORI 42 : NetFlow, NetScaler, F5, AnyConnect, Syslog. Email, Slack,
PagerDuty, Kinesis, ISE., ASA. Meraki,

a9 4R .



axs4 |

. Docker 37 > KDRT

80: Secure Workload Ingest 7 754 7 VAV AT LAR Y FERELT, LETOEXDOYR FEREBET S

Command Info & Results

Execute system command
Jul 27 03:08:37 pm (PDT)

Command  List of top processes

Grep Pattern

STDOUT

top - 22:08:43 up 2 days, 19:51, O users, load average: .85, 8.31, 0.61
Tasks: 208 total., 1 running, 207 sleeping. O stopped, @ zombie

%Cpu(s): 6.5 us. ©.3 sy, 0.0 ni, 93.0 id, 0.0 wa, 0.0 hi, 0.1si, 0.0 st
KiB Mem : 8010228 total, 4742908 free. 1409136 used, 1858184 buff/cache
KiB Swap: 8257532 total, 8257532 free, © used. 6267416 avail Mem

PID USER
24738 root
1 root
2 root
3 root
5 root
7 root
8 root
9 root

VIRT  RES  SHR'S %CPU %MEM TIME+ COMMAND
155608 2089 1432 R 6.2 0.0 0:00.02 top
193684 6792 4004 S 0:05.09 systemd

0 [} 0:00.04 kthreadd
0:54.76 ksoftirqd/e
0:00.00 kuorker/0:+
0:00.18 migration/e
0:00.00 rcu_bh
0:08.76 rcu_sched
0:00.71 watchdog/@
0:00.65 watchdog/1
0:00.24 migration/1
0:00.04 ksoftirgd/1
0:00.00 kuorker/1:+
0:00.68 watchdog/2
0:00.22 migration/2
0:00.03 ksoftirqd/2
0:00.68 watchdog/3

11 root
12 root
13 root

15 root
16 root
17 root
18 root
21 root

1
3

3

3

3

20

3

3

3

10 root 0
3

3

3

-20

3

3

3

3

©0 0000000000000

Docker A< > FOERT

Docker 2~ REEITL, ELT XX —2 D grep 2F(TLET (AT ay) , av K
X, 77 I9A4 T Aary ba =128 CT I I7AT A ETEITENE T, FRIL, &ED
5000 {7 CHERENET, LEIIS LT, grep NF— &5 5L L THRETE, TONRH—
VNS CTHANTZ 42 ) T ENFET, SR Cisco Secure Workload THIH AIREZ2 4.
FERIIT A PRy 7 AR RENET,

ax9 4




| 2#x44%

Docker A< > FDRT .

51%%

247

AR

Docker A< > K

dropdown

%1745 Docker =~ K

» Docker fF# (Docker
info)

docker info

o f A=V D—EFKr (List
images)

docker images --no-trunc

s 2T O—EFRR (List
containers)

docker ps --no-trunc

« Py hU—7 D—EFR
(List networks)

docker network Is --no-trunc

e RN 2 — AD—EFRR
(List networks)

docker volume Is

o« I VT F DM EEH
(Container stats)

docker stats
--no-trunc--no-stream

* Docker 7 1 A 7 fif f 5
(Docker disk usage)

docker system df -v

» Docker ¥ A7 LA Xk
(Docker system events)

docker system events --since
'10m’

e N=Va

docker version

grep’/N% — > (Grep Pattern)

string

16 grep T 5 /3% — 2 3¢
5|

AT E N TULVS Secure Workload R3E7 TS5A4 72X 1 7T

FaEhTWwdaRry 2 aL

a9 4R .



axs4 |
B oocker 1o z52 207 FoRT

81: Secure Workload Ingest 7 75 A 7 AT Docker A< > KEEITL T, AV TFDIREHERZEZRTT S

Command Info & Results

Execute docker command

Command  Container stats
Jul 27 03:12:03 pm (PDT)

Grep Pattern

STDOUT

CONTAINER 1D
60c5D9b95aeTdc24be386a0eea3681b4cc87c19d624be fdBET Fbba387ba0197h
adc259d446976ae f5eel7edde567044dd76c0c56234dcd59a98d2a1a3007381
613969a4b66020791ac96220a1bd8f86d36e235751653e1e8d5dc565ch340

NAHE

nf-5d3911771116335b4aa6bd1b

ac-5d391497FF16335b4aabbd1f
5d391341ff16335b4aa6bdld

Docker f VXA 2R FORE

Docker UV —ADFFED A AKX > A TDocker 2v > R&FITLET, 42X ZIDIT,
Docker 2~ > RORFEMHL THETEET, a~vr NE, 77947 Aar br—F(C
FoTTTFIA4T A LETHEITSNET, FRIT. KD 50001TE TRRINET, LEIC
JEUT, grep/XF— U &5 8E LTRETE, £TONRZ =G U THAIR T 4 V2 ) 7S
AUET, KD Cisco Secure Workload THIH FIREZR GG A, TF A MR v 7 AR RS NET,

. ax9 4




| 2#x44%
Docker 1 24 v 2% koxw ||

5184 24T Bl
Docker A< > K dropdown 3479 % Docker 2~ > K

o f A—TIEH docker images --no-trunc
<instance>

o« X NT— 7 [EH docker network inspect
<instance>

o RN 2 —AfEH docker volume inspect
<instance>

o T IER docker container inspect--size
<instance>

N arn=274 docker logs --tail 5000
<instance>

« a2 FFHR— hd< v b | docker port <instance>
N4

a5 F Y Y — 2 {FE k| docker stats
W DREE; --no-trunc--no-stream
<instance>

« LT FEF SR R docker port <instance>

ARE VR string Docker V V—A& (A A—3,
Xy hU—=7 R a—54

27 7F) ID ( Docker =<
v FOER] #BH)

grep /NZ—> string I grep T 5 /8% — X
5|

HAIE N TULVS Secure Workload R3E7 TS5A4 72X+ 7T
HAENTWDaART A - oL

| a9 4R .



axs4 |

. Supervisor 1Y > FOERTR

82: Secure Workload Ingest 7 75 A 7 > AT Dockerf VAR AV KEEFTLT, IVTHIERZRETS

Command Info & Results

Execute docker instance command

Command  Container info
Jul 27 03:14:40 pm (PDT)

Instance

Grep Pattern

STDOUT

"Id": "60c5b9bISaefdc24be386a0eea3681baccB7c19d624befd88f Fbba3B7bad1ofb" ,
“"Created": "2019-07-25T21:40:24.9573193762",
“Path": "/usr/bin/supervisord",

ocal/tet-netflow/conf/supervisord.conf",

"2019-07-25T21:40:25.8791423682",
"FinishedAt": "0001-01-01T09:00:007"
N

Supervisor A7 >~ FD X

supervisorctl 2= > R&F(T L, FEEZIK L E T, Secure Workload (F2~ > RNRFEITEINZT
TIATVAEFaxrs Zizavy ReERELET, 777947 AERFaxs 29—
Ay b —INOFERNPIRINET, fERIL. Cisco Secure Workload THIf FIREZR & 1E
THRAPIRY 7 AFKRINET,

51%% 847 A

SupervisorCtl A< > K dropdown

FA1T9 5 supervisorctl =T~ > K

e B —EAD AT —H A |supervisorctl R T—4 X

o« Z— %— A YD PID supervisorctl pid

o« &% —E XD PID supervisorctl pid all

A& h TS Secure Workload (RBE7 FSA 7R - T

FFRAI SN TS O+RY 2 : NetFlow, NetScaler, F5, AnyConnect, Syslog, Email, Slack,
PagerDuty, Kinesis, ISE., ASA. Meraki,

. ax9 4




| 2#x44%

2—i—r1$4—Ex0av kogw [

83: B —ERDRT—ERAEMBT 51282 NetFlow 2+ % 2 T supervisorctl 1< > K EFE1T

Command Info & Results

Execute supervisorctl command
Jul 27 03:17:29 pm (PDT)

d  Status of all services

STDOUT

tet-netflowsensor RUNNING  pid 8, uptime 2 days, 0:37:05

A—IN—NAHFH—ERDaAT Y FORTFE

FETEDY— B AT supervisoretl v > K& FATLET. ¥ — & A4 Supervisor =1+ > FDH
R EEHALTIECXE 9, Secure Workload I3, =~ RBRBITSINLT 774 T U AE T
XaxrHicavr ReERELEY, 77947 AEidaxs ¥h—vA0ar fu—7
DAER AR L F9, FEFIE. Cisco Secure Workload THIH FIREZR AL T £ A MR v 7 AICFR

IRSNVET,
5184 247 5 EA
SupervisorCtl A< > K dropdown H479 % supervisoratl 2~ > K
o —E R MDREE supervisorctl status <service
name>
o — B 2 MOPID supervisorctl pid <service
name>
[—E A% (Service Name) ]|string A== BRI S
P —r 24 ( [Supervisor =~
Y ROFR] #BH)

a9 43 .



axs4 |

B <oro—vaga<or

84 : NetFlow 1 % 2 C supervisorctl 1< > FERITL. EESNY—EXLDRT—2 X EM]ME

Command Info & Results

Execute supervisorctl service command
Jul 27 03:52:48 pm (PDT)

STDOUT

tet-netflowsensor RUNNING  pid 9, uptime ©:04:17

I & TS Secure Workload (R 7 FSA 7R - +C

RIS TLVBa+%9 4 : NetFlow, NetScaler, F5. AnyConnect, Syslog, & A —/L. Slack,
PagerDuty, Kinesis, ISE., ASA. Meraki,

2y FID—OEEHFEaATUR

TTIAT VARARTEIMOL Ry NI —Tia T AN LET, a<wr N, 77947
2ay ha—F Lo TCT T IAT A ETEITENET, FEED Cisco Secure Workload TH)
HABEIC D L, THA MRy 7 AZFREINET,

5% 4% 24T ETLL]
*y kT—HaTuR dropdown FETT 5%y b U — 2 Pk
(Network Command) <R
* ping ping -¢ 5 <destination>
« curl curl -1 <destination>
EE#i (Destination) string F 2 Nl e

BRI E N TULVS Secure Workload R¥E7 TS A4 72X - T

AT EN TS O+Y F : NetFlow, NetScaler, F5, AnyConnect, Syslog, E A—/L, Slack,
PagerDuty, Kinesis, ISE, ASA. Meraki,

ax9 4
[ 140 | I



| 2#x44%

sraro—gxxw [

85:curl DEFTICKD ARV ADFY NIT—VEHKETRA b+

Command Info & Results

Test network connectivity
Jul 27 03:54:30 pm (PDT)

STDERR

erd Average Speed T
Dpload Upload
[ 0 -

STDOUT

HTTP/1.1 301 Hoved permanently
ocat, o.co

T774ILD—ERT

TTITAT ADBEMOGFTCH D7 7 A NVE—BRRLET, (7T arv) fBEINAN
4 — D grep, Secure Workload|&, =~ RRFITSNIZT S I7A4 T L RAlZa~vyr REkEL
T, TFI9ATADa ba—F 3 REKLFET, FEEDS Cisco Secure Workload CFIJ FH
ARERG A, BRIIT XA MRy 7 RcFRENET,

5134 847 Bl

Fr#EHt (Location) dropdown REDEFTICHD T 7 A LD
—REFoR

ca v bha—IFRERT IV | ar ha =TT 7 A P
v REENTWBE 7 3 /LE DN
Rue—EFIRLET,

car hr—JHET 4 |32 br—JREHERRES
uzs NTWD 7 A NVEONEZ—
BERFLET,

=AY 4 077y A NVBFET DT +
WNEDONEE—ERRLE
ER

INFZ—2 D Grep string s grep 7534 — 3L
5

R E N TULVS Secure Workload R¥E7 TS A 7R : RT
FaishTWwdaxoga L

a9 43
I



axs4 |

B yv—cxorrro-gzx

86 : Secure Workload Ingest 7 7S5 A4 7 o ADOT I+ ILEHAD T 74 LE—EBERT

Command Info & Results

List a directory Location  Log folder

Jul 27 03:56:36 pm (PDT)
Grep Pattern

STDOUT

/local/tetration/logs/:
total 20
Srueresree.

.

supervisord. log
r--r--. 1 root root 2594 Jul 27 22:40 tet_vm_setup.log

H—EXT774ILD—EXRT
AR FY—EAOBHMOGHCH L 7 7 ANV e —BRRLET, (FFvay) HESNE
INB— D grep, Secure Workload (%, =~ RABITESNTmaxs Hica~vy REkfELE
T, axrIZ AV —rRAOar ba—I08EREKLET, #EED Cisco Secure Workload CTFI| F
AHER A, RIIT XA MRy 7 ACERENET,

. IR 43



| 2#x44%

Y—ERT 7L ILD—ERTR .

51%%

S84 7

AR

FrEH#h (Location)

dropdown

MBOHANZH L7 74 V&
—HFERLET,

eH—bE R a7 ¥
L—vay 74
(Service configuration
folder)

P—ER a7 4 X2l —
vay 7y ANABEGEEINT
WHT7 A VT ONEE —EFR
RLET,

o — U RGEHET 4L H
(Service cert folder)

P — B RFEBHENRT ST
WA T A VEDONKE—ER
RLUFET,

s 773 /V% (Log
folder)

o s 7y A IVBEFEET DT +
NEDONEE —EFRRLE
—a—o

*DB” # /L4 (DB folder)

T RERA b (FFi
AnyConnect 33 XL OVISE =2 % 7
Z) ORI IRFF SN TN D
TANEONEE —RFRL
£,

grep/3 % — 2 (Grep Pattern)

string

H 5 grep 75 /34% —2 X
-5

Al S TLVA Secure Workload {REB7 FSA 7R : 2L

S TLNSORT 2 : NetFlow, NetScaler, F5, AnyConnect, Syslog, Email, Slack,
PagerDuty, Kinesis, ISE., ASA. Meraki,

a9 4R .



axs4 |

. Nry bxvTFv

87: Secure Workload Ingest 7 75 A 7o AD FBEAXRADAL T4 X2 Lb— 3V IHILERNT 7 A ILE—ERTK

Command Info & Results

List a directory in a service
Jul 27 03:59:09 pm (PDT)

STDOUT

Jusr/local/tet-netflow/conf/:

total 56

/

oot 1265 Jul 27 22:43 tet-controller.con
ot 544 Jul 27 22:43 rks.conf

oot 316 Jul 27 22:43

t

t

ot 564 Jul 27 22:43

00 43 Jul 27 22:43
t root 30568 Jul 27 22:43 exe
root 1687 Jul 24 ©3:19 sy

Nry by TFv
TTIA T ABIRNaRxs X TEHERB Ty X v 7 F ¥ LET, Secure Workload (F =2~ >
RBFITSINTZT T IA T U ABLRaxs ZiZa~vr REEELET, 77947V AB X
Raxr g —vx0arta—JF, ~ry  aEXFy7Fy L Tra— KL, Z20/R%E
Cisco Secure Workload (23X U E9, #&H2 Cisco Secure Workload CHIAR[HEIZ 2B &, XU
0— RRXUNREREN, 77A4V% pcap  BRTH Vo — R T&E5LH512780 F7,

5184 247 ERBA
IJRZ > R—F (Listening |number ZOR— P TEXFEN DR
port) Ty beXxTFy LET
INET BEA/ Ny M (Max | number FEE AT E ClICNET 5 &
packets to collect) K37y N, 1000 A2

HVERH Y £
MEMOZRARINELR (Max |number FEHRAIRTE CONEDRKE
collection duration in seconds) REfH, 600 RV AN IZ 3~ 5 MBS
HYET,

SFAl S TULV5S Secure Workload IRA3E7 TS5A4 72X+ 7T

AT EN TS O+Y 4 : NetFlow, NetScaler, F5, AnyConnect, Syslog, E A—/L, Slack,
PagerDuty, Kinesis, ISE, ASA. Meraki,

. ax9 4
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arsa0yr=voRk—+xE5HT5 ||

88: NetFlow 21 A DYEFER— L TO/IRT Y FF ¥ TF v

Command Info & Results

Packet capture Listening port 4729

Jul 27 04:02:26 pm (PDT)
Max packets to collect 100

& Download Output File

ARTEDYRZVGTR—NE2EHT S

Secure Workload Ingest 7 77 A 7V AD AR X DY A=V KR— M&=HEH L E7, Secure
Workload (X, A~ RRFITSNZT T IAT LV ADT TIA T Aary bu—Zlavys R
EEELET, ar br—J3ROT 7 v a v EFITLET,

o I X7 ZITHIET D Docker —E A EAEIE L £,

P —ERADBUEFITHORELINE L ET,

» Docker —E A ZHIFR L £9,

HLWR— AT LI~ ADOFEITRHREZEHFLET,

cHLWAENT AR —FEHEALT, Hilkshizcary 7 ToEAIRTW e D LRI
Docker f A—UMmbHi LV ar T2 LET, £/2, RIELHIRESN 2T I
Docker R Y =2 — AN~ 7 FSL TV, FILAY a—2n3HLnarr i~y w
hERET,

e IR T ZDHF LWIP XA T ¢ v F % Cisco Secure Workload (2K L £ 97,
« Cisco Secure Workload IZ. 7% A bR v 7 AR AZF R LET,

5|84 a247 Z5ER
Connector 1D string VA=V TR— e EHT5
VENHD AR ZDaAxy
% 1D

a9 43
I



axs4 |

B =xrs0uz=vsfk—rrEEHTS

5% 24T E5BA
JRAZUJR—=FDFA)L | dropdown HHsnst— hox A7,
(Listening port label)
NET-FLOWO NetFlow v9 U A= 7R — k
IPFIX IPFIX U A=Y 7 R— k
JRAZUTHR—F string X7 B OF LR — b

FFA] &Mtz Cisco Secure Workload {R#87 75 4 7 > X : Secure Workload Ingest
FalEhTWbarsy4 2L

89: Secure Workload Ingest 7 75 A 7 2 AT Meraki A% 3D A2 iR— b % 2055ICB#H LET

Command Info & Results

Update the listening port on a connector

Connector ID  5d30d3e83649723890271dcd
Jul 27 03:48:20 pm (PDT)
Listening Port Label  NETFLOW9

Listening Port 2055

STDOUT

{"connector_id":"5d3cd3e83649723890271dc4" , "service_id" :"5d3cd3e83649723890271dc5" , "container_id":*575fega

ax9 4
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75— rEmars 2 nsuB0Es

90: Secure Workload Ingest 7 75 A 7 > AT Meraki A %7 3 DIR— rX v EV T EZREBLET

Command Info & Results

Execute docker instance command Command  Container port mappings

Jul 27 03:49:03 pm (PDT)

Instance  57f5fe9a59517

Grep Pattern

STDOUT

2055/udp -> 172.29.142.28:2055

75— hFBHIRT 2 OTBROER

Syslog, E A—/L Slack, PagerDuty, 35 J U'Kinesis 77 — Ml %7 ¥ Z 7R A b3 % Secure
Workload Alert Notifier (TAN) H—E 20w 7z FH L £3, TANIZERDO 3R 7 ¥ 278
ARLTWDTD, v ARy X _X—UnbEEENT 52 L3 TEET A, ZOF
ENTeavr RICkY, 2=V —[ e V7R E i TE £7,

Cisco Secure Workload (3. Secure Workload Edge 7 7" 1 7 A L™ TAN Docker #— 2D
P—bERarbu—Jilavr FeXELEY, 3 b —J 13— X THRzEM L,

FREFI D AT — 2 A% L ET,
5% 4 247 i BA
Logging level dropdown Hf—E R THERAILAR S L
~JL
* debug TRy Ta g LYr
* info o 7 1L~
e warn ibhn J L)L
. error =7 —u L~
(kv /7 7 A N4 X (MB|number 0y m—F5—3 g URBHAE
A7) (Max log file size (in NWHEIDOB T 7 7 A VDK
MB) ] A X

a9 43
I



axs4 |

B 757 20219703y roms

5% 247 & BA
[mZ7ve—7—3 3> (AE |number nJu—7—va UGS
fiz)  (Log rotation (in days)) ] nNaxEcous 77 A4 L0k

R 108 IR ]
[m/B—F—3 3> (A A|number SN0 77 7 A4 VD
4 AHir)  (Log rotation (in KA AH A
instances)) ]

BRI & TLV5 Cisco Secure Workload {R#87 7’5 4 7 > X : Cisco Secure Workload Edge

HFraiEhTWdary4 :72L
91: Secure Workload Edge 7 75 A 7 > XM Secure Workload Alert Notifier Docker 4— E XD O VR EE#HT 5

Command Info & Results

Update log configuration for Tetration Alert Notifier Logging Level  Info
service

Jul 27 04:07:23 pm (PDT) Max Log File Size (n MB) 10

Log Rotation (in days) ~ 30

Log Rotation (in instances) ~ 20

TFTISATUORANLNDAFT Yy T a3y FOIE

Cisco Secure Workload (£, 22~ RRRITSINTZT 7 I7A T RAlavy REEFELET, 7
TTAT v AD A hr—7 ) Cisco Secure Workload 725 Z D~ REZ(ETHE, 777
AT UVADAF T vay hEIEL T a— KL, #E#E% Cisco Secure Workload {2 L &
9, #EH7 Cisco Secure Workload THIHFIREIZ/e D &, XU — RARZ URE RSN, 77
ANV tar.gz B TH VB —RTEH L9122 £,

AFyTray MIEEND T 7 A0 ¢
* /local/tetration/appliance/appliance.conf
* /local/tetration/{logs, sqlite, user.cfg}
* /opt/tetration/tet vm_setup/conf/tet-vm-setup.conf

* /opt/tetration/tet vm_setup/docker/Dockerfile

ax9 4
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7I547 A o0RFy Iy ronk [

* /opt/tetration/ova/version
* /ust/local/tet-controller/conf
* /ust/local/tet-controller/cert/ {topic.txt, katkaBrokerIps.txt}
* /var/run/supervisord.pid
AF T ay MigEhda~vr )
* ps aux
* iptables -L
* netstat {-nat, -rn, -suna, -stna, -tunlp}
* /ust/local/tet-controller/tet-controller -version
* supervisorctl status
* rpm -qi tet-nic-driver tet-controller
* du -shc /local/tetration/logs

* Is {/ust/local/tet-controller/cert/, -1 /local/tetration/sqlite/, -1 /opt/tetration/tet vm_setup/.tet vm.done,
-l/opt/tetration/tet vm_setup/templates/}

* docker {images, ps -a}

* blkid/ifconfig/Iscpu/uptime

* free -m
o df -h
5| $4 247 £%EA
NHEATOWREDOHKRERM | number FERAIRTE CONEDREE
(Max time for collection in FEfE], 20 43 KT CTdh 5 MLEEN
minutes) b0 FET,

Hra] S TLVS Secure Workload fR#87 75 4 7 > X : Secure Workload Ingest 3 J: Of Secure
Workload Edge

= R .



axs4 |

B -xv5r0xryTay rons

92: Secure Workload 7 754 7 VAMBDAFT v T3y bOURE

Command Info & Results

Collect Snapshot from Appliance

Maximum time for collection
Jun 23 12:06:02 pm (PDT) (in minutes)

& Download Output File

ORI EADLDRAFTyTay FOPRE

CiscoSecure Workload I3, 2 %7 ¥ NEBINTWA T FI7A4 T A la<wyr REXELET,
axX 7 Z—IDIZHE-T, aryte—JFaxs7 20 FyFay FaEL, Zhbrx
v a— RLT, #E%% Cisco Secure Workload |2 L 97, #&F:A% Cisco Secure Workload C#I] ]
ARRICRD &, XU — RARZURERSI, 77 A VE targzlGATH U r— R T&E5
X127 £,

AFwFay MIEEND T 7 AL
* /usr/local/tet-netflow/conf
* /local/tetration/ {logs, sqlite}
* /var/run/{supervisord.pid, tet-netflow.pid}
AFyTay MEEhba~y P
* ps aux

* netstat {-nat, -rn, -suna, -stna, -tunlp}

5% 4 247 & A

Connector ID string ZFwFray havwy KR
FirShdaxrs2oaxy
# 1D,

Nry bDF v TF v Fry IRy I A Nry b edy T TFX T oM

(Capture packets) ERHHNE D D,

UIRE DR AEEME (Max time for | number MERAZ KT E TONEDORE

collection in) RFfH], 20 43 A CTdo 2 BN

minutes HYET,

. ax9 4
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arvta—>70774L0OIRE .

RIS N T LV Secure Workload {R#87 75 4 7 > X : Secure Workload Ingest 35 & UF Secure
Workload Edge

B EESNEARIAIDOART ANBRFT YT 3y FEIRET B Secure Workload

Command Info & Results

Collect Snapshot from a connector Connector D 5eeba8738efBo40448ficcar
Jun 23 12:36:45 pm (PDT)
Eap[uré packets x

Maximum time for collection o
(in minutes)

& Download Output File

avhrO—S70774IILDINE

TTIAT U AERFaxrrsZToaryiue—7 FakA 7u 7y ) o IERVIEL E
9, Secure Workload |&, 2~ RRRITSNTmaxrs Zica~vr RExREFELET, h—bER=
vhe—JF BESN a7 ryA ) 7 E— RCaxs 24— AxHEELET, 7o
T AV TR ANE L%, —ERary br—F 1, @iEE— R T —E 22 HIEH)

L. ##5% Cisco Secure Workload (2355 L £ 77, #5272 Cisco Secure Workload CHI FH FTREIZ 72
Hi, Xurma— KRR UBRERREIN, 774 V%E tar.gz B TH 7o r—RTEX 589

2720 F9,
5|84 a4 7 Bl
Ja77A4ILE—F dropdown a7y A4 )L SE— R,
* memory AEY TuTrA )T E—
[
* cpu CPUTRT 7 A7 E—
R,
« block Tuayy FuzrAL )0
TR,
* mutex Mutex 707 7 A U > 7 E—
R,
* goroutine Goroutine 70 7 7 A U 7
E—F,

a9 43
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axs4 |

B =xv57077100m%

51%%

247

Bl

IREDHZREFRE (9 BD)

number

FEEAIRTE CONEDRE
HF [,

=ERIZDHER)

AEYJOITFAILL—F number
(TAEY] E—FZEHRIRL

AEY FuryrAf YT L—
Fe ZD7 4=V RIZEET
T, f8E L7254, Golang
DT 7 4V MEPMEH SV E
75

FFAl S TLVS Secure Workload {R387 75 4 7 > X : Secure Workload Ingest 3 X UY Secure

Workload Edge

BRI EN TS O +Y 4 : NetFlow, NetScaler, F5, AnyConnect, Syslog, E A—/L, Slack,
PagerDuty, Kinesis, ISE, Meraki,

94: Secure Workload 7 754 7 VAN HNAY bO—5707 74 ILDIRE

Run a New Command

Select one of the

supported commands

Collect controller profile

Profile Mode

Maximum time for collection
(in minutes) (optional)

Memory profile rate (only 1
valid when choosing
“memory" mode} (optional]

OO TAT7AILDOIRNE

ARXIHATOaARIZ TavA 7Ta7rA ) o TEEREZINE L £9, Secure Workload 1%, =
VU RBITEINTc a7 FiIlavry REEELET, h—bvxarbhr—J1% BEINE
TuT AV TE— RTCaRrs A —RAEFEHLET, 777 A ) U IREREIEL
=%, —tv Az bo—J, @EET— NCHh—vx2HER L, #F % CiscoSecure Workload
WCEELET, FEFRD Cisco Secure Workload TR A[REIZ 722D &, XU m— RiRF U nFER
SN, 77 ANVE ctar.gz BRTH DB — RTEBH X920 E7,

. ax9 4
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axva7nrraong ]

51%% 247 Bl

a7 7A4ILE—F dropdown Ta Ty A TE— R,

* memory ARV T T A ) T E—
Ko

* Cpu CPUTu 77U TE—
]\‘\O

« block A=/ A a=avi & GV INS/
T— K,

« mutex Mutex 7’077 A U o 7 E—
[

« goroutine Goroutine 7 a2 7 7 A U L7
TR,

IREDEREM (57 E4L) number FER AR E TONEDRKERE
B#Fﬁlﬁo

AEYTFOTFAILL—bF  |number AEY T4V T L—

(TAEY] E—FZEBIRL Fe ZD7 44— RIIEET
S EISDHHFI) T, HRE LAVEA, Golang
DT 7 v MEPMEH S E
T

Rl SN TLV5 Cisco Secure Workload {R#87 75 4 7 > X : Secure Workload Ingest 35 X O
Secure Workload Edge

BRI EN TS O+Y 4 : NetFlow, NetScaler, F5, AnyConnect, Syslog, E A—/L Slack,
PagerDuty, Kinesis, ISE, Meraki,

95: Secure Workload 29 A0 5NDAXRY 2 TO T 74 ILOINE

Run a New Command

Select one of the supported whitelisted commands

Collect connector profile

Profile Mode | memory

Maximum time for collection | range from 1 1020
(in minutes) (optiona)

Memory profile rate (only
valid when choosing
"memory" mode) (optional)

Run Selected Command Cancel

a9 43
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B 7557 2030575 rEmOF—1—54 K

FIZAT7RADARY BT 53— FERDA—/N—F 4 F

TIIATVADT 7 AN Daxr 27 77— Migas4—"—7 4 RLET, 774/ F
. Secure Workload CIEZRI L2 %27 Z 7 7 — k23 1 BIZ 1 EIZTEEFEESND LHICHIRET
WET, Zoa~vr N, HHEN 1B 1 EOMBTIIET X2 :E2 558 1CMEE A4 —
NR=F A4 RTBHZDDOELDOTT, #EHED Cisco Secure Workload THIF FEELR A, FRITT %
A FRy 7 AFERENET,

5% 47 i BA
T53—hE4T dropdown F == KT Haxr 4
TI—=REAT,
cF = I A URFT T LIGAT LV ADF =7 A
VKT,
« CPU fii jf] & #l CPU ff
« AE VUM E A E Y il R
T 4 AVEHE BT o A7 &,
[MFE (4rHAZ)  (Interval (in - | number MRz A —"—F 4 R4 5 H]
minutes)) ] M (BN o

Al ST LV Cisco Secure Workload {R287 75 4 7 > R : Secure Workload Ingest 33 & OY
Secure Workload Edge

HFaEhTWdax94% 2L
X 96: Secure Workload 7 754 7V ADARY AT 5— FEIRBDA—/N—54 K

Command Info & Results

Override connector alert interval for Appl

Dec 7 05:09:12 pm (PST)

AR EDARYZT 53— FEARDA—/IN\—51

ARXRTEDT T AN DOaARy 2T T — MiREEA— =T A4 FLET, 774/ N T, Secure
Workload CIZ[RI L2 %7 #7 Z— k31 HIZ1AIZFEEESRD Ky chHRESnhcnEd, =
Oavy RE, BEEN1IH IRIOMBCIXETES LE25AICHRBE A — 1 —F 4 N
HI=HDHDTY, FEED Cisco Secure Workload THIF AJHEZR A, FERIIT A PRy 7 A
WCRRSINET,

ax9 4
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Hawkeye % v > 2 7/R— F .

5184 24T Bl
TI3—ha4T dropdown F—R=F 4 Rt Haxsx
TIT—= AT,
cFx v A URFET AXRT B DT =y I A UPR
(Check-in missed) FITTT,
[#f& (43H4L)  (Interval (in | number R % A — 5 A K45 1

minutes)) | M (BN

A XN TLVS Secure Workload R¥E7 FSA4 72X - 72 L

ATV a9 4 : NetFlow, NetScaler, F5, AnyConnect, Syslog, 71 A—/L. Slack,
PagerDuty, Kinesis, ISE, ASA. Meraki, ServiceNow, WAD,

97: Secure Workload 29 ZDAF Y 3T 55— FERODA—/N—54 K

Command Info & Results

Override connector alert interval for Connector PR

Dec 7 05:31:32 pm (PST)
Interval (in minutes) 15

STDOUT

Connector, Alert (10=57bf829497924c1568e7206, alertType=HISS_HEARTBEAT. applianceld=5fbeadd9979adca9cadsesa

Close

Hawkeye % v & 2 7Rk— F
Hawkeye ¥ v ¥ 2 R— RICIZ, a%2 %, BERI X7 2 BENNC > TOBRIT 754 7
VADIEFHICET A A MR FIRENET,

TIS5A47RarrA—5 8y afRi—FK
TTFIAT A aryba—7 ByvaR— R, *vy NU—7#HFHI2INA T, CPU AR,
AEVFEHE, T4 A7FHEAE, N TND 7 7 ANGER T O EDTV AT LA N w7 IZ
B9 2 EWm et L £,

a9 43
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axs4 |
B »—cxsvoam—r

98:7TS5A4T7 R Ay bA—35 FyaR—FK

19 - ] Appliance Controller - e B & < zoomout » @Jul 22,2019 12:56:16 to Jul 27, 2019 00:54:35

Number of Bytes Received
5008l

400 Bil
300 Bil
0 Bil

100 Bil

. &

221600 . 2308:00 2316:00 71240000 7/24 0800 7124 16:00 7125 00:00 7/25 08:00 7125 16:00 7126 00:00 7126 08:00 7126 16:00 7727 001
— ams.systemstats.bytes_received{root_scope_nam: 5c21d584a664e01ch1be, ext_appliance.type=tetration_data ingest)
= ams.systemstats.bytes_received{root_scope_nam: , e 2t ) Y tration_edge}
— ams.systemstats.bytes received{ext_appliance_id=5d3797c66e37d8512bdeff34, root_scope_nam , ext_a pe=tetration_data_ingest}
— ams.systemstats.bytes received{ext_appliance_id=5d379ebc6e37d85f2bdeff3d, root_scope_name=Default, ext_appliance_type=tetration_data_ingest}
ams systemstats.bytes_recelved{ext_applian: 54776e37d871ab2fects, root_scope_name=SilentSparrow, ext_appliance_type=tetration_data_ingest)
amssystemstats.bytes_received{ext_appliance.
tration_edge}
: type=tetration_edge}
etration_edge}
ivatsa, ext_appliance_type=tetration_edge)
arshanP, ext_appliance_type=tetration_export}

Number of Bytes Sent
500 Bil

400 Bil
300 Bil
200 Bil

100 Bil

71230 7/2308:00 7123 16:00 712400:00 7124.08:00 712416:00 7125 00:00 7125 08:00 7125 16:00 7126 08:00 7126 16:00 7127 00:00

= ams.systemstats.bytes_sent{root_scope_name=Default, 35¢21d584a664e01cb1bcé, ext_appliance_type=tetration_data_ingest)
id=5d3625ba584a660f1 cae0af3, ext_appliance_type=tetration_edge}
= ams.systemstats.bytes_sent{ext_i
= ams.systemstats.bytes_sent{ext_appliance
ams systemstats byt
ams systemstats.bytes_sent{ext_appliance_id=5d3641f86e37d871ab2febdd, root_scope_name=Tapan, ex
ams systemstats.bytes_sent{ext_appliance_id=536437b6e37d871ab2febe1, root_scope_name=ashok, ext_appliance type=tetration_data ingest}

H—EXF Yy aikR—F

P —E 2 & v 2R — RIZiL, Cisco Secure Workload |27 AR — h &7z 7 v —EHE.
Cisco Secure Workload (227 AR — k S/ v MK, Cisco Secure Workload (2= 7 AR —
FENTZAA MR E, 2 AR— AN v (YT 2556 ICHETAERPE RS NE
T, BT, TOXyvaR— NI, v ha VB s E S ICET A RO ERINET
(NetFlow v9 ZLELG 5% —E AR IPFIX 2 L) , ZDH v af— FTIE, 1\ Lo,
WAL= T —OME, 7u—% ~7ry MI A MR EDA N v 7 AR TEET,
HIT, P—EARFETEINTWD Docker I T FTDUVAT LA R w7 ZDOF v ar—
RIZFRENES, CPUMEMR, AEVMMAR, 74 A7MHER FHOTWD 7 7 A LELRF
OEREDA N v 71, ZOX vy ah— RCREESET,

ax9 4
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AnyConnect Y —E X &y L aR— K .

99:4—ERF Y aR—F

Packet Count and Byte Count
500 Mil
500 Mil e
400 Mil
o
300 Mil
200 il
100 Mi
00-0-0-0-0—0— 0-0-0-0-0-0— —0—
1400 1430 1500 1530 : 1 17:00

== ams.exportstats.packet_count{root_scope_name=Default, ext_appli d379ebc6e37d85f2bdeff3d, ext_service_type=NETFLOW_SENSOR, ext_appliance_type=tetration_data_ingest)
tats.packet_count{root_scope_name=Default, ext_appliance_id=5d379ebc6e37d85f2bdeff3d, ext_service_type=ANYCONNECT_PROXY_SENSOR, ext_appliance_type=tetration_data,
shok, ext_appliance id=5d36437b6e37d871ab2febe?, ext_service_type=ANYCONNECT_PROXY_SENSOR, ext_appliance_type=tetration_data_ingest}
appliance_id=5d379ebc6e37d85 B - e e
‘ams.exportstats.byte_count{root_scope_name=Default, ext_appliance_id=5d379ebc6e37d85f2bdeffad, ext_service_type=ANYCONNECT,
‘ams.exportstats.byte_count{root_scope_name=ashok, ext_appliance_id=5d36437b6e37d871ab2febe1, ext_service_type=ANYCONNECT,

2019-07-24 16:58:30
1.135 Mil
efault, ext_ [

"
ext applian 0

Exported Flo
2.0 Mil

[ ]
1.5 Mil

o o
1.0 Mil *—=e

500K

14:00 14:30 15:3 16:04 1 17:00 17:30 18:00

= ams.exportstats.exported_flow_count{root_scope_name=Default, ext_appliance_id=5d379ebc6e37d85f2bdeff3d, ext_service type=NETFLOW_SENSOR, ext_appliance_type
N

ok R @ .

75K
¢ & o o

AnyConnect H—E XA v aR— K

AnyConnect #—E A% v > 278 — RiX, AnyConnect [EA OV — A IEHRIZET T 5 1HH 2 2k
LET, 20Xy vaR—RTiE, =V RARAS 2 bO¥, A o0 Mo, 2—F—0¥2
&, AnyConnect = %7 #|Z & - T Secure Workload (2 & SN/ A MY v 7 2FEHTEET,

EBIZ, ZOF vy aR— KL, IPFIX 77 2L ORI L 7 a— RICEHT 1R b RR S

—

NET, ZOFyyaR— T, #Bsfkshichv s b Bk = b 7
R—=AT b Ny RTINS MAT S RREDA N v 7 ZfHTEET,

a9 4R




axs4 |
B 7757 zxev—cxD05ysam—r¢

100: AnyConnect 7~y > 1 7/R— K

2 Anyconnect Service - e B % < zoomout > OJul 22,2019 06:38:53 to Jul 29, 2019 17:;
Number of Users

Number of End Points Number of Inventories

0 CEEENEEEEDED  GED
05

05
1.0
7124 7126 728 i
1.0
7128 — ams.anyconnectproxystats.num_endpoints{root_scope_name=Default, ext_appli
— ams.anyconnectproxystats.num_endpoints(root

7124 7124 7126 7128
-ope_name=SilentSparrow, ex

— ams.annotationstats.num_inventories{service_typ
— ams.anyconnectproxystats.num_endpoints{ext_appliance_id=5d36437b6e37d87

nyconnectproxy, root_scop
— ams.annotationstats.num_inventories{service_type=anyconnectproxy, raot_scop

Flow, Packet and Byte Count

/22 12:00 7/2300:00 7/2312:00 7/2400:00 712412:00 7125 00:00 7/2512:00 7126 00:00

= ams.exportstats.byte_count{service_type=anyconnectproxy, root_scope_name:

= ams.exportstats.byte_count{service_type=anyconnectproxy, root_scope_name:

= ams.exportstats.byte_count{service_type=anyconnectproxy, root_scope_name:

== ams.exportstats.flow_count(service_type=anyconnectproxy, root.
ams.exportstats.flow_count(service_type- d3654776e37d871ab2fect5, ext_appliance_type=tetration_data ingest}
ams.exportstats.flow_count(service._type- : type=tetration_data_ingest)
ams.exportstats.pack

7/2612:00 7/27 00:00
Default, ext_appliance_id=5d379ebc6e37d85f2bdeff3d, ext_applianc
ilentSparrow, ext_appliance_i

7/28 00:00 7/2812:00 7/29 00:00 7/2912:00
type=tetration_data_ingest)

t_appliance_type=tetration_data_ingest}

d36437b6e37d871ab2febet, ext_appliance_type=tetration_data_ingest)

x tetration_data_ingest}
ams.exportstats.packet_count{service_type=anyconnectproxy, root_scope_name=SilentSparrow, ext_appliance_i

1=5d3654776e37d871ab2fects, ext_appliance_type=tetration_data_ingest}
ams.exportstats.packs

_count{service_type=anyconnectproxy, root ¢ shok, ext_appliance_id=5d36437b6e37d871ab2febe1, ext_appliance_type=tetration_data_ingest}

Number of Workers

TISATVRES—ERDIO Ay L aR—Fk

TTIAT VAL —EADODIO X v afh—RiE, TTIATVAYE—TV X ET T T4
TUAYP—ERar ha—FRN@ET S Kafka hE v TR EINTZ A vE—VOEIZET %
BHEEftLET, 20Xy aR—RZE, ZRLEAvE—VO, BHELEAYyE—Y
D, KL= A v =V O EDA N v I REENTHET, EHIZ, aritr—F(Z
Ko THARONTRKEOA 7y BRI L0, a2 he—F Il ~vF2—T Y0 b
DOHEH A 2=V DR ENTNDENE I NHIERETE E7,

ax9 4
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19~ ] Appliance and Service Controller DIO Stats - @ < Zoomout » @Jul22,201917:11:19 toJul 26,2019 04:39:06 &

Number of Messages Received

7222000 77230000 7/230400 7/2308:00 7/231200 7/231600 7/232000 7/2400:00 7/2404:00 7/240800 7/2412:00 7/2416:00 7/2420:00 7/2500.00 7/250400
— ams.diostats.num_messages_received{root_scope_name=Defaul, ext_appliance_id=5d379ebc6e37d8512bdeff3d, ext_service_type=NETFLOW_SENSOR, ext_appliance_type=tetration_data_ingest}
= ams.diostats.num_messages received{roo :_name=Defa applian d379ebc6e37dgsf2bdeff3d, g NYCONNECT_PROXY_SENSOR, ext_appliance_type=tetration_data_ingest}

= ams.diostats.num_messages received{roo a lentSparrow, ext_appliance_id=5d3654776e37d871ab2fe : type=NETFLOW_ SENSOR, ext_appliance_type=tetration_data_ingest}

— ams.diostats.num_messages_received{root_scope_na lentSparrow, ext_appliance_id=5d3654776e37487 service_type=MERAKI_PROXY_SENSOR, ext_appliance_type=tetration_data ingest)
ams diostats.num_messages_received{root_scope_name=SilentSparrow, ext_appliance_id=5d3654776e37d871ab2fec1s, ext_service type=ANYCONNECT_PROXY_SENSOR, ext_appliance_type=tetration_data_ingest}
ams diostats.num_messages_received{ext_appliance id=5d3641186e37d871ab2febd4, ext_service_type=TAN_SERVICE, root_scope._r pan, ext_appliance tetration_edge}

| pan, ext_appliance_type=tetration_edge}
ams diostats.num_messages_received{ext_appliance id=5d36437b6e37d871ab2febe1, ext service_type=ANYCONNECT_PROXY_SENSOR, root_scope_name=ashok, ext_appliance_type=tetration_data_ingest}
ams diostats.num_messages received{ext_appliance_id=5d3643116e37d871ab2febdf, ext_service_type=TAN_SERVICE, root_scope_name=Vidhya.

71250800 7/2512:00 7/2516:00 7/2520:00 7/2600:00 7/26 04:00

nant, ext_appliance_type=tetration_edge}

— amsdiostats.num_messages_received{ext_appliance_id=5d3643116e37d871ab2febdf, ext_service_type=ISE_PROXY, root ¥ ihya_Test_Tenant, ext_appliance_type=tetration_edge}
£ PROXY, root_scope_name=hongyazh, ext_appliance_type=tetration_edge}
£_PROXY, root_scope_name=KZ, ext_appliance_type=tetration_edge}

Number of Messages Sent

7230000 7/230400 7230800 7/2312:00 7/2316:00 7/232000 7/240000 7/240400 77240800 7241200 7/2416:00 7/242000 7/2500:00 7/250400 7/250800 7/251200 7/2516:00 7/2520:00 7/2600:00 7/2604:00
== ams.diostats.num_messages_sent{ext_appliance_id=5d3797c66e37d85f2bdeff34, root_scope_name=Default, ext_appliance_type=tetration_data_ingest}
= ams.diostats.num_messages. . 37d85f2bdeff3d, root_scope_name=Default, ext_appliance_type=tetration_data_ingest}
= ams.diostats.num_messages. . 374871ab2fects, r lentSparrow, ext_appliance_type=tetration_data ingest)
== ams.diostats.num_messages. pan, ext_appliance_type=tetration_edge}
ams diostats.num_messages . 37d871ab2febe1, root ame=ashok, ext_appliance_type=tetration_d:
ams diostats.num_messages . 13116e37d871ab2febdf, root_scope_name=Vidhya Test_Tenant, ext_appliance_typ
ams diostats.num_messages . d871ab2febds, root
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Cisco Secure Workload D a R 7 ZR—N\Zax I ANT 77 4 TIRETE RINTZH, ax
AP TN T T IAT Y ATT 7 v a2 RTTH0ETHY A, 2—F—
Ea s A T ANETHY EH A, ZOREEICR BARWVEAIL., IROBHRAZ D X 5 RED
N TNy 2—TF 4 T B F 9,
WHEORRETIZ, 7T/ I9A TV ATRD X D122 £,

* systemctl status tet vm setup.service £, SUCCESSH T A7 — & A (Z72-> TV % inactive
P—ERZLAR—FLET,

* systemctl status tet-nic-driver (Z]:\ active ‘H“—‘ E“X% ]/7115‘— ]\ Li'@‘o

® Supervisorctl status tet-controller IZ. RUNNING P—E X% LAHR—k Li'@—o :j/bki\
TTITAT v Aary bu—=IRBEEHTTHL I LR LET,

® docker network 1ls fi\ bridge, host, iSJ:U\ none M 3 ’3@7“ b4 ]\ U—7 %f [/7J—\o‘_‘ }‘ Li
R

*docker ps lX, 77 ITA TV ATETENTWDayTFELAR—NLET, @, 77
FAT UV ATaAXRy EREFICEMEShD & 77T 47 AT Docker 2 7 F 34
VAR 2 S uE T, Syslog. Email, Slack, PagerDuty, 3 J OFKinesis =2 %7 & D
4. Secure Workload 7 7 — [ %1H— & A [d Secure Workload Edge 7 2 Z A 7 A @ Docker
arFFE LT AL AEERET,

« £ 3T F D docker logs <cid> 1%, tet-netflowsensor 75 RUNNING JRREIC A2 o722 & & L
AR—FLET,

a9 4R
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* docker exec <cid> ifconfigld, VW —T NNy ZLPIMI1 DDA L H—T =2 A4 ADF% LHR—
FLET,

* docker exec <cid> netstat -rn [, VA FV o —k JxA% LiR—k Li?”o

o 7T AT AD cat /local/tetration/appliance/appliance.conf(lld, 7774 T LA
TIATEN TV D Docker —EAD Y X FAFIRSNET, ZhiiE, —EAID, =
F7ZID, a7, A A=V ID, BEOKR— w7 G4 T5E) (BT
PRI S F M E T, Secure Workload Ingest 77T A 7 2 A TlE, K3 ODOH—ERANT
TIAT U ATEITSNTVET, R—bvwy b 7BL0ar7 i~y hshTn
% Docker R Y 2—L3, ZDO7 7 A VHNITHFELET,

102 : Secure Workload 7 754 7 V ADBAY —ERERT—A R

[root@esx-2106-ingest tetter]# systemctl status tet_vm_setup.service

o tet_vm_setup.service - Tetration Appliance Setup
Loaded: loaded (/etc/systemd/system/tet_vm_setup.service; enabled; vendor preset: disabled)
Active: inactive (dead) since Sat 2019-07-27 23:51:29 UTC; 21h ago

Main PID: 1249 (code=exited, status=@/SUCCESS)

Jul :51:12 localhost.localdomain python[1249]: mount: /dev/sr@ is write-protected, mounting read-only
Jul :51:29 esx-2106-ingest python[1249]: Docker version 18.09.8, build @dd43dd87f
Jul :51:29 esx-2106-ingest python[1249]: REPOSITORY TAG IMAGE ID CREATE. .

Jul :51:29 esx-2106-ingest python[1249]: userPrivateKey.key

Jul :51:29 esx-2106-ingest python[1249]: intermediateCA.cert

Jul :51:29 esx-2106-ingest python[1249]: kafkaBrokerIps.txt

Jul :51:29 esx-2106-ingest python[1249]: userCA.cert

Jul :51:29 esx-2106-ingest python[1249]: kafkaCA.cert

Jul :51:29 esx-2106-ingest python[1249]: topic.txt

Jul :51:29 esx-2106-ingest python[1249]: Created symlink from /etc/systemd/system/multi-user.target.wants/s...vice.
Hint: Some lines were ellipsized, use -1 to show in full.

[root@esx-2106-ingest tetter]#

103 : Secure Workload +~ 7 —5 KSAINHY—EXRDRT—H R

[root@esx-2106-ingest tetter]# systemctl status tet-nic-driver.service
e tet-nic-driver.service - NIC network driver plugin for Docker
Loaded: loaded (/etc/systemd/system/tet-nic-driver.service; enabled; vendor preset: disabled)
Active: active (running) since Sat 2019-@7-27 23:51:12 UTC; 21h ago
Main PID: 733 (nic)
Memory: 4.4M
CGroup: /system.slice/tet-nic-driver.service
—733 /usr/local/tet/nic-driver/nic -log-level debug

Jul 27 23:51:12 localhost.localdomain systemd[1]: Started NIC network driver plugin for Docker.

Jul 27 23:51:12 localhost.localdomain systemd[1]: Starting NIC network driver plugin for Docker...

Jul 27 23:51:12 localhost.localdomain nic[733]: time="2019-07-27T23:51:12Z" level=info msg="NIC network driver started"
Hint: Some lines were ellipsized, use -1 to show in full.

[root@esx-2106-ingest tetter]#

104: 7 75472 AAY FA—5DAT—E R

[root®esx-2106-ingest tetter]# supervisorctl status tet-controller
tet-controller RUNNING  pid 1971, uptime 21:43:29

[root@esx-2106-ingest tetter]#

FROWTIUCH Y TITE B2V AT, /local/tetration/logs |28 2 BB A 7 U 7 s v 7 % Hife
WBLT, 7794 T AR ax 7 XOREBANPKR LIZEHABAEZRHITI I,

ZOMD 337 ZREERROREIL, ROX I ST TN a—T 4 7 TEET,

* docker exec <cid> ps —ef I, tepnﬁtﬂowmensopenghux /usr/local/tet/ tet-netflowsensor
-config /usr/local/tet-netflow/conf/tet-netflow.conf A v AKX A Bl et~

. ax9 4 |
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j?‘“i)“V /usr/bin/supervisord -c /usr/local/tet-netflow/ conf/supervisord.conf -nA

VAR A LR— N LET,

105 : Secure Workload Injest 7 5 A 7 > X 0 Cisco Secure Firewall ASA 1 %% 2 TOERTHTOE R

root@esx-2106-ingest tetter]# docker ps

CONTAINER ID IMAGE COMMAND
CREATED STATUS PORTS NAMES

c82decfaa877 asa_sensor-3.4.2.52465.appliance.demo.mrpm.build-asa:5d3ce5e43649723890271dd3  "/usr/bin/supervisor
" 22 hours ago Up 22 hours 172.29.142.27:4729->4729/udp  asa-5d3ce5e43649723890271dd3
eddd5¢cd59839 aws_sensor-3.4.2.52465. appliance.demo.mrpm.build-aws:5d3ce3b73649723890271dce  "/usr/bin/supervisor
." 22 hours ago Up 22 hours aws-5d3ce3b73649723890271dce
[root@esx-2106-ingest tetter]# docker exec c8 ps -ef
UID PID PPID C STIME TTY TIME CMD

root 1 0 0 00:01 7 00:00:15 /usr/bin/python /usr/bin/supervisord -c /usr/local/tet-netflow/conf/supe
rvisord.conf -n

root 8 1 ©00:017 00:02:24 /usr/local/tet-netflow/tet-netflowsensor-engine -ctrl-config /usr/local/
tet-netflow/conf/tet-controller.conf -upgrade-script /usr/local/tet-netflow/scripts/check_config_update.sh -service /usr
/local/tet-netflow/tet-netflowsensor -config /usr/local/tet-netflow/conf/tet-netflow.conf

root 27002 8 ©21:317 00:00:00 /usr/local/tet-netflow/tet-netflowsensor -config /usr/local/tet-netflow/
conf/tet-netflow.conf

root 27024 0 0 21:32 7?7 00:00:00 ps -ef

[root@esx-2106-ingest tetter]#

DFoa<ry FEHEALT, T7I9A TV ADESEIERY—EANLOu S 2 EKRTEE
—é—O

« /local/tetration/logs/tet-controller.log (%, 777 A4 7> Aav hua—J0ou /2 F L%
—g—O

« docker exec <cid> cat /local/tetration/logs/tet-controller.log i, = *27 ¥ DH%— A= k
n—=70u 7 zFKRLET,

» docker exec <cid> cat /local/tetration/logs/tet-netflow.log i, =7 ¥ —E 2D 7%k
/?\‘ I./ i j‘o

« docker exec <cid> cat /local/tetration/logs/tet-ldap-loader.log /3. LDAP X v 7L a v ME
RDOm 7 a2FKR LEY (LDAP #ERKA 21 7 Z IZH ] Pl REZ2 5 8)

« docker exec <cid> cat /local/tetration/logs/check_conf_update.log (%, #HEHFDOR—V > 7
07 %FRLET (Ingest 7 7747 L ADARXT ZDGE)

N
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GE¥)  SecureWorkload Tid, N6 T 2T T4 T UV ARLAX T INHEHE TN TEH—HD o

<2 RRFRIENTWET, iz VW TR, TS Tnsd —HEoa<w > K] 28 LT
TEEW

?f?%?yw%%ez:y%m%?&:*7&%%Ex®%7wwh®m¢VNwﬁ\%
WLV ESNTWET, F'EJL% }\7711/\/1>—74’ VITAIE, ==V N ET
Ry 7= RICRETILENDIHENDY £, ZhE1TH 1T, ﬁ%@77?4?yx/
IR ZTOWT, Secure Workload 0)77 FATVA/aRxI 200 TRELZEEEG L TL
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IV, AR T HORENEHFINDIE, 2 ha—F LS —ERADMFOT 7 LYV F
ENFET, FFCHOVWTIE, e 7#&El 2R L TLIEEN,

AR RATZ5— b

TTIAT AP — R CREREENRRET DL, ax 72T 77— MR ERSNET,

- =R s
75— FEETE
TITIAT LV AEARTEDT 77— FREICEY, 2—F =138 FERAR_U MIHLTT
F—"EERTEEST, 34V —2TiE, ZOFRTEICEY, BRENTWABT IS4 T %
RLaAR T FATHEMDOH BT XTOI A TDOT T — MDA £,

INTGA—BH 247 BL)]

Enable Alert Frv IRy A 77— N EAINT HLEN
HDHINE DD,

)

(G¥)  EnableAlert ™5 7 # /v MEIL true T,

106 : Secure Workload Data Ingest 7 754 7 VA TDT 57— FEREDRTE

A~ i
@ CiscoTetratien”  VIRTUAL APPLIANGE ®Defaut + @ Monitoring ~ @ ~ & -
L You do not have an active license. The evaluation period will end on Thu Sep 10 2020 01:09:39 GMT+0000. Please notify admin.
L 2
Tetration Data Ingest Appliance @  [{5IT3 Decommission
©
Checked In Registered Created
@ Jun 11 2020 10:55:42 pm (PDT) Jun 11 2020 10:45:40 pm (PDT) Jun 112020 10:38:07 pm (PDT)
4 Connectors Info VM NTP Log Alert Troubleshoot
a

4 AnyConnect @
Enable Alert

= + Enable Another Connector
Cancel Config Creation Verify & Save Configs

7o—h34A47T

TITIAT AL ax I B ITLZ, TI— AT FS, ZhiE, 779470 AL
AR ZDON_N—TO [IEH (Info) | ¥ 7 THERTE £,
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Ciscoletratien”  CONNECTOR @ Default - % Monitoring ~ @ ~ &
You do not have an active license. The evaluation period will end on Thu Sep 10 2020 01:09:39 GMT+0000. Please notify admin.

AnyConnect & < Browse Connectors

Info IP bindings Endpoint Workdload AD Log Alert Troubleshoot
Collect telemetry data from Cisco AnyGennect Network Visibility Module (NVM).
AnyConnect NVM provides visibility and monitoring of endpoint and user behavior both on and off premises. It
sends host, interface, and flow records in IPFIX format to a collector (e.g., AnyConnect connector). AnyConnect
connector registers each AnyConnect endpoint as an agent within Tetration and provide insight of the endpoint
network behavior.
Alerts:
1. AnyConnect is down
AnyConnect [& 2. CPU/Memory usage is too high
3. Gan not connect to LDAP server

Enabled on June 11, 2020

3£ Tetration Data Ingest Appliance

FISATUORIARTEZEDY

Z DT T — M Cisco Secure Workload TT7 7T A 7 L A/ R 7 X ZFNENINGD/N— K E—

k7

SRELTWDTEDOWL, TTITAT R (Fleldaxs ) BE T L TOWD RN B 5

Gal RSN ET,

TI—b TXADN :<TTIAT L A/ARTHE>D/ N~ E—= BB EHAL, T LT
HAHEMEDNH W 97, (Missing <Appliance/Connector> heartbeats, it might be down.)

HRE &
108: 249889007 5—k

= im
@ CiscoTetrati#n®  CURRENT ALERTS ®Defaut ~ @ Monitoring ~ @ ~ &5 ~
i You do not have an active license. The evaluation period will end on Thu Sep 10 2020 01:09:39 GMT+0000. Please notify admin.

£

Alerts configuration &

Filters @ Status = AGTIVE

Event Time Status Alert Text Severity Type Actions

11:25 PM ACTIVE Missing AnyConnect heartbeats, it might be down HIGH CONNECTOR 70

Details

Appliance ID  5ee314bf1bi0541577c6349e
Appliance Ip  172.29.142.63
Deep Link  marge. com/#/connectol 'YCONNECT?id=5e€316f05411a65ca2d8f2fd

Last Checkin At Jun 12 2020 06.10.51 AM UTGC
Name ANYCONNECT
Type ANYGONNECT

Sral S 1= Secure Workload k287 75 4 7 > R : Secure Workload Ingest 3 J2 UF Secure Workload
Edge

HFrEnt=aRry 4 . TC

a9 43 .
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TISAT7URERIZIRI A VAT LDERE

TTIAT A (BEXRaxs#) OvAT7 AMEHFE (CPU, A€V, BLOT 4 A7) N
90% xR HE, ZOWEMRT 7— FPERIIL, WNLIZS AT 2EMET F7A4T7 A (B
YTWERFaxs ) PEAELEL TSI ERLET, TTIAT VAL ax 7 ZRK
BOWHT 75 4 BT A FUTTV AT LY =D 90% LA EZEETLHZE0NH T8, =

AUTIER TT,

TI7—=hTXAR :<TTIAT U A/ART HZ>TO<HF>ED CPU/AE Y /T 4 AVl
NETEET,

HRE &

B109: 2%V 2 RATLOERENESTELHEDT 5 —+

@ CiscoTetratin”  CURRENT ALERTS ®Defait ~  © Monitoring - @ ~ @5 -

lal You do not have an active license. The evaluation period will end on Thu Sep 10 2020 01:08:39 GMT+0000. Please notify admin

&
®  Alerts Configuration &

0] Filters © Status = ACTIVE ‘ |
@

Event Time Status Alert Text Severity Type Actions
P

12:51 AM ACTIVE 5.55% of MEMORY usage on AnyGonnect is too high HIGH CONNEGTOR =0
o Details
=

Appliance ID  5ee314bf1bf0541577c6349e

&

Appliance Ip  172.29.142.63
Deep Link  marge. com/#/connecto NYCONNECT?id=5ee316105411a65cazd8f2fd

Last Checkin At Jun 12 2020 07.51.27 AM UTG
Name ANYCONNECT
Type ANYGONNECT

2 ml & iz Secure Workload k87 75 4 7 > X : Secure Workload Ingest 3 J2 U Secure Workload
Edge

HAENEART S ST

AR FERITS—

IR ZORERD DRSO — N—ICHETE WS, 207 7 — M, KREINTRE
B SMToAERICIEN 2D 5 2 Z & 2R 72O SV E T, 72 & 21X, AnyConnect
SR 7 FIILDAPHERRZBUS L, MR AREE L TP AND Z &N TE 428, 8H OfRED
2. HERDNERNC R D FREMERH D £, ZOTIF—ME, 2OV F VA EF¥y I F v L,
REEFTHODEIET 7Y a v e a—F—RNETTIMERNDHD A2 R LTHET,

77— M7 ¥ A b : <Appliance/Connector> —/N—|ZH5i T X £ A, <Appliance/Connector>
R ZHER L TS T2E W,

AR &, R

H—s\— I S

LDAP H—/3— AnyConnect, F5, ISE, WDC
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H—/\— aARI AR

ISE #—/3— ISE
ServiceNow H—/3— ServiceNow

M0:BEARAT—FRAITS—DTZF—
@ CiscoTetratien’  CURRENT ALERTS ®Defaut - P Monitoring ~ @ ~ @5 ~

[ You do not have an active license. The evaluation period wil endl on Thu Sep 10 2020 01:09:39 GMT+0000. Please notify admin.

Alerts Configuration &

o Filters @ Status = ACTIVE
@

Event Time Status Alert Text Severity Type Actions
&

11:00 PM ACTIVE Can't connect to LDAP server, please check LDAP config HIGH CONNECTOR 0
Y Details
=

Appliance ID  See314bfibi0541577c63498

»

Appliance Ip  172.29.142.63

Deep Link  marge. ' ONNECT?id=56e31610541 1a65ca2d8i2id
Last Gheckin At Jun 12 2020 06.00.51 AM UTG
Name ANYCONNECT
Reason  Invaiid Credentials Original Error Text LDAP Result Code 49 Invalid Credentials 80090308 Ldap Err DSID 0
C 090446 Comment Accept Security Context Error Data 52 E V 2580
Type  ANYCONNECT

Fral S TLYS Secure Workload k787 75 4 7 > X : Secure Workload Ingest 5 & OF Secure
Workload Edge

RIS TS RY 4 : AnyConnect, F5, ISE, WDC. ServiceNow,

x99 2 U1 75— DA

R 111: 3948 UI75— DM

Details

Appliance ID  5ee314bfibf0541577c6349¢
Appliance Ip  172.29.142.63
Deep Link  marge.tetrationanalytics.com/#/connectors/details/ANYCONNECT?id=5ee3161054 11a65ca2d8f2fd
Last Checkin At Jun 12 2020 06.56.28 AM UTG
Name ANYCONNECT
Reason Invalid Credentials Original Error Text LDAP Result Code 49 Invalid Credentials 80090308 Ldap Err DSID 0
C 090446 Comment Accept Security Context Error Data 52 E V 2580
Type ANYCONNECT

a9 43 .
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77— MEEHH
— X7 T T — MG L 7 ¢ — L RIZEAT B RICHOVWTIR, [HEET 7— MidE] 228 L
TLZEVY, alert details 7 ¢ —/V RlIEL SN TR, ax7ET7 77— DOROYT 7 41—

VR EENET,
TJ4—ILF RAT BILL]

TIIA T AID SCFH TIIA T AID

TIIAT AP el TIIAT AP

Connector ID pezil Connector ID

ax s X IP el ax s X IP

FA—=T VY NANR—=Y TTITAT VAR/ART B _—
DA S

AT = 7 A IR el BAET = > 7 A L REE

Name String TFIAT L RART BE

I (Reason) peE2l TTITAT AR T AN
Cisco Secure Workload|Z #5#5¢ C
X 7e\ B

Type CFH TTIAT VA ARy B O
i

77— b DOEFEHDB
alert_details 7% json (AL TWRW) & LTSNS &, RO XS0 £7,
{

"Appliance ID": "5f1£3d26d674b01832c6792a",
"Connector ID": "5flf3ed7baba512a70abeedl",

"Connector IP": "172.29.142.22",

"Deep Link": "bingo.tetrationanalytics.com/#/connectors/details/F5?
—1d=5f1f3ed47baba512a70abeed3",

"Last checkin at": "Aug 04 2020 20.37.33 PM UTC",

"Name": "F5",

"Reason": "Invalid Credentials (Original error text: LDAP Result Code 49 \"Invalid
.—Credentials\": )",

"Type": "F5"

}

. ax9 4
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