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B1:75—bEREL. P53 bERETEHNTY YO vERBIRTES [75— MRTE (Alerts Configuration) |

Alert Types Publishers
Compliance Fa R ey W,__m Internal Kafka (Data Tap)

Neighborhood £ §# External Kafka (Data Tap) @&

Forensics TAT L . iYSfOQ @
@ Active
LooHos & K @>» Emai )
S Not enabled
Fabric oy
Slack 8
Mot enabled
Sensors oo
. Pager Duty c
Mot enabled
Enforcement [ ¢ e
0 s Kinesis ©
So»  MNotenabled
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EE, TI7— b RT U Uy BT ORKEDOT T RERRINET,
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Alert Types Publishers

Complig Internal Kafka (Data Tap)
Manage alerts

External Kafka (Data Ta
Neighborhood A ¥ * ( P

Syslog o2
Forensics AY Not enabled

Lookout A P «@» Email i
Not enabled

Fabric A ¥ Slack 5
u Not enabled
Sensors )
Pager Duty 02
Not enabled
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AR e — S —D BN, TF7— b NI H—— L EERTEET,

N

GE) ®WHBIOE Y —T I 2 ATDOHE, 77— M) T—— L, BIERRSNLTND
JL— P S E T,

RDOLATINE, RET—FNVDBHY FHA,



cisco-secure-workload-user-guide_chapter5.pdf#nameddest=unique_580
cisco-secure-workload-user-guide_chapter2.pdf#nameddest=unique_166
cisco-secure-workload-user-guide_chapter2.pdf#nameddest=unique_172

. TI—FEREE—FIL

75—+ |

T ALV L T LTy I — AL CERE
caARTH
« T T L— g

* ./admiral

7o—hrREE—FI

TI—FREE—FNL, RO 6ODE T T a TSN TVET,

1

T DEAT, F T, T T — FOREPFLITIS L TRRLGHEICOARRS
WET BUE, EEY 77— M L ToRFRRSNET) .

TI—bhOWL: ETIT—rTB] ERLET, T FVICL-TERY, 7
F—hE—ZNANarTHAMIOBERITIERNCATIENTWDAEEMENRH Y 97,

TI7—= R BN AT—=SNDKME TWOT T — FEET 200 ZRLET, 2 A=
NegbEb e, HETE RO -EAFRINET, I Zo—FIL, BIERES
NTWDT 77— A IR LR Fo RS E T,

TI7—bhDOvET VT 4 (ERKE) OFR, Z<O7 77— MBRERENESGE, vET U
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(Show Advanced Settings) [ #27 V>~ 27 LTEBELET,
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3: 75— FREE—HFIL

7s5—trarEr—sL |

Configure Neighborhood Alerts

Types
Path@ | Edge @ @ Node @
For Node: re

© condition > value...

Severity
Low Medium High Critical Immediate Action
Show Advanced Settings v
Types

Geo @ Path @ Edge @ Node @

Between Source Node: # and Destination Node:

condition > value...

Properties that can be filtered

Avg SRTT (ms)
Max SRTT (ms)
Unidirectional Flows

© U rabus L. T Y AR B DI CE 5T T DY
ARMBRFRENET, ZOVANMNI, BRLEZT 77— bOXA FIUKGFTHa L THART

7o

[BHMREZRTI D (Show Advanced Settings) | 249 ) v 3 B ERTEINDENDREL

EME

1. [FEMERE A #r L72\ (Hide Advanced Settings) |27 V v 732 & BNV 272 F

NET,

2. Y=V —=7T—brATvar FIAARERESE) . 77— FaERTHT77VICE-T,

FATEDNE I DR ED £7, FEMIC OV T,

TEEW,

Y~V —77—h] #BELTL

75—+ B
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4: 75— FREE—FILOEMF T3>

Configure Compliance Alerts X

Types

Enforcement Policy @ Live Analysis Policy @

For Enforced Application: L0

© condition > value... x

Severity

Low Medium High Critical Immediate Action

Hide Advanced Settings ~

Individual Alerts

Enable With Flow Details | Disable

Summary Alerts

Hourly Daily
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Alerts Notifier I3, H/EEIR STV 5 #iPH T Amazon Kinesis, FE+ A —/L, Syslog. Slack 72 &
DEFEY =N AN LTT 77— MERET oML IH A CTWET, RERERIGHRCWmMT 7Y
r—a VZEAOEDOMOEFREMHEH LT, TN EhO@mAE L #E O E A MEH
FLLTRETEET,

HWEMEREARET DI, BANC TR ZEANCTL2HERHY £3, 77— FMEED a3
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Workload Edge 7 77 A 7 ADREBAFTIEDFERIZOWTIX, Tax7 ZOEBT 7747~
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<TZEvy,
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5:BITREINTVDBREVEI Y I LTE—FLERE. 73— A TDNRTY v v &&ER

)

Alert Types Publishers

Complia Internal Kafka (Data Tap)

Choose publishers ’

. External Kafka (Data Tap)
Neighborhood A ¥

_ Syslog
Forensics AP Not enabled

Lookout A ¥ «@» Emalil
Not enabled
i A
Fabric A Ir sp Slack
Not enabled
Sensors AP
Pager Duty
Not enabled
Enforcement A F
e Kinesis
3 Not enabled

Federation AP

Connector Al

1t

G¥)

YA MERE CHATAEORN, TI— b 2RMET LT Y v v ZBRTEET,
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. 54E8 syslog k> 1) >4 D TAN ~DFE1T

6:BIRARELTRTONTY v v NIDE—FIICKRTENFET

Choose Publishers For Compliance

Internal Kafka

Send 0

External Kafka (No available external Data Tap )

Syslog

Send 0

Minimum Alert = LOW
Severity

<«

BIRTE LT RTONTY vy (N Kafka, S8 Kaftka, 7 7 7 o« 7720851 — /L7 )
MIDE—FNVIEREINET, BERAZCZWVEZT, 79— A TONRT Y v v %

BIRTEET, 77— rORIEIETT 4

(HEKRE) &, BERELNLVEHL, HOREDT

T—FRZDLYUIET D E, TV vy RATT 79— FBAEESINET,

\}

GE)

HNERT —H 2 TEBEINT S E, AP TEAT7 77— FORKRBICHEB L5 2 AAHEEND Y £
T, METEL57 7 — FORREIL, 1 5Oy FH7-0 KK 14000 77— - £ THIETX
iﬁ_o

54 EB syslog k> 1) 5 D TAN ~DFAT

N

GE)

Syslog D E S IEDFERIZ DUV TIX,

3.1.1x U U —ALIFE, syslog h o r U > ZHBERBIZ TAN ICRBATLE T, T h 74 —A LR
LD Syslog A N h A BAFT 57201 Syslog ZRET HI2IE, 2—F—1IF 7 4+/L bDL—
~#i[H @ Secure Workload Edge 7 77 A 7 > A CTTAN 2% ET 2L E R H Y £9, T 741
kD /v— hEiFH T Secure Workload Edge 777 4 7 AR E L2 6, syslog y—/ —%LIF
DESTEY M7y I TEET, FTY NI —LT T FEAMCT DI, Ty b T —
LD syslog BENZ AN LET, 2k, 77 v b7 4+ — 2L Syslog #fi A+ 252 & T
FITTEET,

[Syslog 27 # | ML TSV,
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BRMIZIE, 77— AT LTV vy DROERNEFRINET, EEDOT T—FFA
TONRTY ¥ ZBRT DL, ZOT T — I ATERT Y vy ORI L S E
. Nl Katka (7 —% % 7)) ZfIHIE. 77— MEFEROSME L R 5NEHA B =X L
BRTTZO, IR TH L Z LIZEREL TSN,

X 7: 5K
Alert Types Publishers

Compliance 4 F [3) {*] Internal Kafka (Data Tap)

Neighborhood A 1 External Kafka (Data Tap) ]

Forensics ot . Syslog @
@ Active

Lookout np «@» Emai @
Mot enabled

Fabric n
Slack o
Mot enabled

Sensors n i
Pager Duty &

Mot enabled
Enforcement 04 ¢

Kinesis @
Mot enabled

@ B

ZOBRICRT L 91T, Syslog N7 T — hD T Y wox E LCRIREND &, Zh 5D
WAL SN ET, RO THEN-FERICI— Y L EaE8bE 5 L, BT 77— MaD R
HA T LN TWAEHRNERAR R EIND Z EITEE LT EEN,

N

GE) =2V —T77Vr—varTERINTET 77— ME, [77— F%E (Alert Configuration) ]
N=VICFRENEFA, 2—F =T 7V r—ra i3, RIS TEEDT —4 % v 7T
Ave—T T 7 EEETEET,
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B 7>—rrus—n—noxs

7o—rFR)A—=IL—ILDRT

BEINTWATRTOTIT— KRRV HT——1LDY X R, BETFv— FOTORICERE
nEJ,

K8: 75—k b)H—IL—ILDERT

Alert Types Publishers Alerts Trigger Rules
@ Enter attributes... X
Compliance ¥ Internal Kafka (Data Tap)
Alert Type T1 Configuration TL Actions |
. External Kafka (Data Tap) ~ g¢ ENFORCEMENT  Scope: Default when = Agent not reachable (seconds) > 300 ]
Neighborhood & ¥
ENFORCEMENT  Scope: Default when  Firewall = Off ¥
Syslog ko3
Forensics ¥ Notensbled ENFORCEMENT  Scope: Default when | Policy = Deviated ¥
SENSORS Scope: Default when  Agent Upgrade Status = Failed ¥
Lookout P <@)» Email e _
> [ SENSORS Scope: Default when  Agent Flow Export Status = Stopped ¥
SENSORS Scope: Default when  Agent Check-In Service = Inactive L
Fabric 14 a
Slack *® Scope: Default when
Not enabled Deep visibility memory usage (MB) > 512 and _
SENSORS L
Enforcement memory usage (MB) > 512 and
Sensors ¥ Forensic memory usage (MB) > 256
Pager Duty fed
ot haBiad Scope: Default when ~ Deep visibility CPU Quota (%) > 3.
SENSORS and | Enforcement CPU Quota (%) >3  and L
Enforcement 4 Forensic CPU Quota (%) > 3
g Kinesis k<]
=
T Not enabled
Federation ¥

[77—k U F——/ (Alerts Trigger Rules) | 7—7 V&AL T, 79— A7, T
T—MEE, BIOT 77— I H—FHTTI—F MU A= N— %7 (VA TE E
—é—o

Y

GE) 77— F MU= 8t Td,

FS5— kM) A—IL—ILOFEM
75—k U= N—NVT—=TNDKITEI7 Vv 7 LT, REDFMERETEE9,
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9:BEESN:=75— &

ENFORCEMENT Scope: Default when  Policy = Deviated

o)

Details
Severity Medium
Individual Alerts  Enable
Summary Alert Freq. None
SENSORS Scope: Default when| Agent Upgrade Status = Failed v
Details

Severity Medium
Individual Alerts  Enable
Summary Alert Freq. None

1. 4% : 77— FORE
2. MU= TT7—MRERESINDZAI T

3 77— MNIBIVYTOHNEEKRE (ARICERINZT 77— < H25%5E. UNLICERR
SNDT T — MBS DREND Y £9)

4. T I7—FOKE BT T — bW~ U =T T — FBERS LN E D D

WEDT 53—k

[7Z7— b (Alerts) | X—VIIRDO IS IR SN TWET, 77— NI, #A47, AT—X
A (T ITATERIFAX—=X) | BLXOEKRE (VT 40, @, F. 1K) T7Z41v4)Y
VITEET, T7ANETIE, VARESNTWAET 7—NIT VT4 7777 — NI 74V
AV TEINTWVWET (AX—ZABIPIa—bFENETI7—MIT 74V bTIEERREINFE
TA)

A

L& (75— (Alerts) | X—I2iE, EREOMHEMAE (LOW) . ' (MEDIUM) . $£7-13&
(HIGH) ®7 77— FDOAHBPFERSNET, EREOMEEZRDT, T XTOT T7— MILTH
EWEHD Katka 72 —H —|ZEEESNET,
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REDTZ—F

10:REDT75—FYR

Current Alerts
z
@ Enter attributes... X
Event Time 11 status 11 Alert Text 11 Severity 11 Type 1L Actions 1
Aug 9, 10:22 P11 ACTIVE g?(;;t::—wim 6 MSServer2016Datacenter Flow Export MEDIUM SENSOR —
[—— J— E?D—ézzj:—wm 6 MSServer2016Datacenter Flow Export S J— .
Aug S, 1018 PM ACTIVE S5-36-wh 6 MSSenver201 BDsacantr Flow Exprt MEDIUM SENSOR s
Aug 9, 10:16 PM ACTIVE eg-tet36-win10 MSWindows10Pro Flow Export Stopped MEDIUM SENSOR 770
Aug 9, 10:12 PM ACTIVE e o 19Datacenter Flow Export MEDIUM SENSOR 770
Aug 9, 10:12 P11 ACTIVE g;;ézzezf-wm 9 MSServer2019Datacenter Flow Export MEDIUM sensor 70
Aug 9, 10:12 PM ACTIVE e 122 12R2Datacenter Flow Export MEDIUM SENSOR 770
Aug 9, 10:10 PM ACTIVE P s 2R2Datacanter Flow! Export: MEDIUM SENSOR 770
[— J— eg-tet36-win19 MSServer2019Datacenter Flow Export S - 70

Stopped

75— hEEEDRER

e DT 77— FOFEMPLERIBEIE, 79— 22 ) v 74571 CHEMERNFTRENE
7,

11: 75— O

eg-tet36-win16 MSServer2016Datacenter Flow Export

42
Stopped MEDIUM SENSOR p2de)

Aug 9, 10:22 PM ACTIVE

Details

HostName eg-tet36-win16
AgentType ENFORCER
AgentUUID  fba4f417c1a5hed633afchic]6acadbsbb046253
Current Version ~ 3.6.1.42.win64-enforcer
Desired Version
BIOS  88C60842-C4A1-FC1C-2F70-5C4AE929155D
P 172.31.182.228
Platform  MSServer2016Datacenter
Scope @ Default

vrflD 1

UTHO75—bORTKICET HEEEIE

cULICFREND DL, — FMEFHYS =0 ES 60 EDT I —FDOHRTT, 77— FOEN
WMz5E, UlIZEROY <Y =7 F— bnFraInEd,

VW7 5 — hOIE @%fﬂ%x%hiﬁ

e HDHFRTULICRREINDT 7 — MIUIHRKEPBREINTWVET, HILWLT F— R
B &, W T— MIFIBREET,

MR 28R LTIEEN,



cisco-secure-workload-user-guide_chapter17.pdf#nameddest=unique_856

75— tozz—x |

TI3—FDAX—X
Y

GE)  BREETHE, 22— =T 7Y TEREINET T — FEAX—XEEE\E (I2—h) 752
LI TEEREA,

Alerts 77U TiX, WU 1447 O7 77— e, BRLUEIERETE T AX—X (M) °xF
T, [ 77— DXAT | OERIL. 77— EPRBUERER SN TND T —27 A= |75 LET
WA LITFEELTLEZEY, flELTCar I I9A4 T ADT7 77— T, 77— bDX
AT E, arva—<l, e X—FE, Ya hav, e X—K—rD40OD
2TNELTERINET,

TI7—=hDINLDT 4 =)V FEFIRT DI, MECT 77— a7 ) vy 7 LEY, ZhIET
T, 77— bOFEMINFIRSNET,
12: 75— L DFH

Details

Application Ids  test

Consumer Scope

Flow Count 12
Fwd Categories  Escaped
Protocol TCP
Provider Port 8301

Provider Scope

Rev Categories Escaped

Time Range  Aug 28 02:48:00 pm (PDT) — Aug 28 02:48:59 pm (PDT)

77— FDRAX—X

TI7—= e AX—=XT 5L, ARX—ATLREDT T — b2 AT D[7 27 a (Actions) ]
DFIZHHAX—ARE %7 ) v L, MillZEELET,

13: 75— FDRAX—X

Configuration £

@ Enter attributes... X
Event Time 1! Status Tl Alert Text Tl Severity T Type Tl Actions T1
Aug 9, 10:22 PM ACTIE ggg;ixjde—wmw MSServer2016Datacenter Flow Export MEDIUM SENSOR Snooze an alert
Aug 9, 10:20 PM ACTIVE eg-tet36-win16 MSServer2016Datacenter Flow Export e e 270

Stopped
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14: R X — XHAR

Snooze An Alert

Interval

Do not alert for one hour
Do not alert for one day

Do not alert for three days

Do not alert for one week

BUSART LIS, 77— MEI4oORARDHM BRI, 1H, 38, F72F LERE) tAx—
ATCEFET, 79— FDI 22— ME, KEWITKAICARXR—XT5T7 73 arThh., ZOR
22 [77 v a (Actions) |OFIZHD 77,

15: 32— F)RMIEMLTTZS5—+E32—FT5

Configuration ¢

© Enter attributes... X
Event Time Tl Status Tl Alert Text T Severity 1| Type 1
2:57 PM ACTIVE Tetration - Unseen Command on launcherHost-1 Low FORENSICS o]
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 770
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS (o]
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 7%
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 7”0
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 7#0
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 770
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 770
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 7%
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 7”0
2:56 PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 7#0

16: 75— rDIa— OWER

& Mute

Once alert is muted, Tetration will stop
sending this alert. Proceed?

TI—M0N [Ta2a—bF] ENTWEEE, 77— Ia— ) A MOHIBEENDET, &
DAL TDT T — MIa—PF—IZEEINFTETA,

W 75—+
I
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AX—XFE(F T 2— MREORR
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Configuration $#

@ Status = SNOOZED X
Event Time Tl Status 1| Alert Text Tl Severity Tl Type Tl Actions T1
3:07 PM SNOOZED Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 2z,
3:05 PM SNOOZED Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS "2z,
3:05 PM SNOOZED Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS g
3:05PM SNOOZED Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 2z
3:05 PM SNOOZED Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 2z,
3:05 PM SNOOZED Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 2z

WIZ, WOED I HIZ[7 7 a (Actions) | THHIDT 77— FDARX—XffRAR L % 7
Vo L, 77varaERLET,
18: 75— FDRAX— MR

Configuration ¥

@ Status = SNOOZED X
Event Time 11 Status Tl Alert Text 1| Severity 1| Type T UnSndoze anjaisit
3:07 PM SNOOZED Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS i
3:05 PM SNOOZED Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 2z
3:05 PM SNOOZED Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 7.

K 19: 75— bDRX—XBROTER

 Snoozed Alert

Are you sure you want to remove this
alert from the snoozed list?

Zo7REAL, Ja—bbSNET T NIANERNAT DT V2 EHERALT, I2a—RU R
6T 77— FEHIRT 2558 bR T,
B20: Tsa—krahfz) 75— FEFRL, FALTVSZ2a— MY X MO SHIBRT S

Configuration $¥

@ Status = MUTED X
Event Time 11 Status Tl Alert Text Tl Severity Tl Type Tl [RSMIONS frof Mmuted list
3:09 PM MUTED Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS i
3:04 PM MUTED Tetration - Raw Socket on collectorDatamover-1 HIGH FORENSICS 7z

75—Fh .
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& Muted Alert

Are you sure you want to remove this
alert from the muted list?

FRISLT7I—F
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—ses 75—t [l
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type

string

TI—brDEAT, XTFHIE
DETEE > b
COMPLIANCE, USERAPP,
FORENSICS,
ENFORCEMENT., FABRIC,
SENSOR. PLATFORM,
FEDERATION, CONNECTOR

event time

long

AXCEIMN M) A=z &
XDHA LAR T (F20%
AR SDFPHIZE TN DY
A%, ®HHOBRLES) . 2O
BALABR TN, TRy
L UMHELL (UTC) T,

alert time

long

7 F— D OEIEIEAN AT
ENTEEDEA LARE
T A XN ORI O %
WD FET, ZOXA AKX
YR, ARy 7 U R EAL
(UTC) T,

alert text

string

TT7—=hrDHA NV,

alert_text with names

string

alert_text & [Al N T 723,
ID 7 4 —/V K3 %tid 5 4 il
ICEEHA OGN TVET, Z
D7 4 —I)V R, §XTOT
T — MIIET D LITRD £
A,

severity

string

THMEDBEE L > b
LOW, MEDIUM, HIGH,
CRITICAL,
IMMEDIATE_ACTION, Z®
Yy NITZ7—hOVETZ
74 (ERE) T, —#oO
ZATDTT7—hTiE, Zh
b OEITRETHE T,

alert_notes

string

BEILRE L EH A, Kafka
T—H By T EA LCGEIME
WAEPET T2 D DOFERI e r— A
THIETDHEDRH Y 77,
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alert conf id

string

ZOTI—hrE NI LT
7 Z— FREDID, TX3TDH
77— MIIAET B EITIR D
FH A,

alert_details

string

b7 — 4, String-i-fied
json, D7 4 —)v ROIEME
X7 7 — DX AT
Ko TR0, FFEDT
F— kB A FITOWTIIHERE
DFEE SR L TS0,

alert details json

json

alert_details & [f] CNA T
23, string-i-fied TiEH Y £
ho AT ITAT VAT T —
MZOHBAFEL, KatkaZz I L
TOREHTEET,

tenant Id

string

root_scope_id (\Z%f I3 % vrf &
BULGAENRHY ET, £
X T MEELTOMRN
BENTVWDIEERHY F
To EolFELRWGS
HLdH 0 ET,

alert_id

string

WEB CTAERR S e — I 7
ID, ML THWER A,

alert_detailsP’ﬂ0)74—/I/ RiZ, 79— DX A AL ->THRARVET, FHE 74— FDVY

A MZOWTIE, BHEEDEZ v a v 2B LTI &N,

« 27T AT A : lab-compliance-alert-details
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« 777V w7 : fabric-alert-details

e 7 =5 L—3 3 ) : federation-alert-details
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mageerioerrs— o ]
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Kafka (DataTap)

EA—)L

77— MERIF, B AT TEICB R ET, LIFIC, SEIERBMIATTT T7— IR
EDXHITERENDINOBERLET,

Kafka (DataTap) A v t&—I1TISON AT, LLFNICHIZRLET, ZOMOHNIZONT
%, AR alert details & L T 72 &0,

{

"severity": "LOW",

"tenant id": 0,

"alert_time": 1595207103337,

"alert text": "Lookout Annotated Flows contains TA zeus for <scope

«—id:5efcfdf5497d4£474£1707c2>",
"key id": "0a4a4208-f£721-398c-b6lc-c07af3be9413",
"alert id": "/Alerts/5efcfdf5497d4£474£f1707c2/DataSource{location type='TETRATION

«—PARQUET', location name='lookout annotation', location grain='HOURLY', root scope
«—id="5efcfdf5497d4£474£1707c2"'}/

«—bd33f37af32a5ce71e888£95ccfe845305e61al2a7829ca5£2d72b£96237d403",

"alert text with names": "Lookout Annotated Flows contains TA zeus for Scope Default",
"root scope id": "5efcfdf5497d4£474£1707c2",

"alert conf id": "5f10c7141a0c236b78148dal",

"type": "LOOKOUT_ ANNOTATION",

"event time": 1595204760000,

"alert details": "{\"dst scope id\":[\"5efcfdf5497d4£f474£1707c2\"],\"dst scope names\

«—":[\"Default\"],\"dst hostname\":\"\",\"src scope id\":[\"5efcfdf5497d4£474£1707c2\
«—"],\"lookout tags\":[\"TA compromised zeus\",\"TA zeus\"],\"dst address\":\"172.26.
«—231.255\",\"fwd packet count\":3,\"src scope names\":[\"Default\"],\"src port\":137,
«—\"protocol\":\"UDP\",\"internal trigger\":{\"datasource\":\"lookout annotation\",\

«—"rules\":{\"field\":\"lookout tags\",\"type\":\"contains\",\"value\":\"TA zeus\"},\
«—"label\":\"Alert Trigger\"},\"scope id\":\"5efcfdf5497d4£474£1707c2\",\"time range\
«—":[1595204760000,1595204820001],\"src_address\":\"172.26.230.124\",\"dst_port\":137,

«—\"rev_packet count\":0,\"src_hostname\":\"\"}"

EA—NT 77— OFKEIETHEHR: EA—Lax I X
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. PagerDuty

PagerDuty

22:E A —)LEENERTE SN TLNSDIHZED Cisco Secure Workload 7 5 — + D 15|

Tetration Alert - LOOKOUT_ANNOTATION Scope has any connection to or from TA_compromised_zeus X 8 B
for Scope Default Alerts x
jyovenka via alpha-portal-t lerts <alpha-portal i ytics.com> 4:07 PM (28 minutes ago) Yy 4

to alpha-portal-tan-alerts +

Alert Type: LOOKOUT_ANNOTATION

Alert Key Id: cabfb7c8-c25b-33e4-9d55-005ccad8fba0

Alert Severity: LOW

Alert Text: Scope has any connection to or from TA_compromised_zeus for Scope Default

Alert Configuration Id : 5f1208431a0¢23379206abee

Root Scope Id: 5efcfdf5497d4f474f1707c2

Time: 2020-07-17 23:07:50.394 +0000 UTC

Event Time: 2020-07-17 22:57:00 +0000 UTC

Alert Details: {"dst_scope_id":["5efcfdf5497d4f474f1707c2"],"dst_scope_names":['Default"],"dst_hostname":"","src_scope_id":["5efcfdf5497d4f474f1707c2"],"lookout_tags":["TA_compromised_
zeus"],"dst_address":"224.0.0.252","fwd_packet_count":2,"src_scope_names":["Default"],"src_port":49367,"protocol":"UDP","internal_trigger":{"datasource":"lookout_annotation","rules":
{"field":"lookout_compromised_tags","type":"contains","value":"TA_compromised_zeus"},"label":"Alert Trigger"},"scope_id":"5efcfdf5497d4f474f1707c2","time_range":[1595026620000,1595026680001]
,"src_address":"172.26.231.179","dst_port":5355,"rev_packet_count".0,"src_hostname":""}

PagerDuty 7 7 — F O E B 5 F# : PagerDuty =2 7 ¥
23: PagerDuty |Z#5 1+ % Secure Workload 7 5 — + D4l

PagerDuty Incidents Alerts Configuration~ Analytics v (&)

ALERTS > ALERT DETAILS

Path > 0 between Source Node Default and Destination Node Default:collectorDatamover-*

Belongs to Incident: [#2854473] Path > 0 between Source Node Default and Destination Node Defaul...(Triggered ) e MTvelt: A;m(hsr
Incident

Details

Path>

“example_path_r _subjec 707¢2",’ 707c2:c_ 1,"internal_trigger":
SF1e1e s hops Aty peH SR roaT oy
Trigge: S _subjects_ ,"dst_neig |_subjects_name": o
1, "dst_neig! _subjects_id": 1707c2:_ "sre_neig _subjects_nane" : "Default", "exanple_path_neighborhood_subjects_nane":
[“Default","Default:collectorDatamover—="1}
View Message
Alert Log
Time Activity SHOW ALL DETAILS
e Triggered and automatically inked.

Severity Critical
Opened 1106 AM (3 hours ago) Resources
AlertKey aed3a2i4{50146afae60674(7787728b Alart Lifecycle
Understanding an Alert Log
Current Status Triggered

rvice Name  Marge-July-2020
Service Description Configuring pager duty for al alerts
Integration AP!

Source Tetration Analytics

AlertDetails  QHIDE DETAILS

& SHOW DETAILS

perpage: [25 v| ¢ 11 >
Contact Support

PagerDuty (2358 S 727 7 — M, key id IZHSKFRLT 77— OF M) H—L A EnE

‘ﬂ—o

YETZ VT 4 (HEKRE) X, RO X HIZPagerDuty D EZ U7 ¢ (HEKE) vy BT S
ET

Cisco Secure Workload D ES )54 (EX PagerDuty D> ES T4 (EXKE)

E)

IMMEDIATE ACTION critical

CRITICAL critical

HIGH error
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Syslog

Slack

Syslog .

Cisco Secure Workload D ES T4 (EX PagerDuty D ES T4 (EXE)
%)

MEDIUM warning

LOW info

Syslog7 7 — RO EB LRI ET VT 4 (HKRKE) O~y L7 OFIEIZONTIE,  [Syslog
axz#2)] #ZRLTIEEN,

24 : Syslog | 23415 & 1= Secure Workload 7 5 — + M1l

ow", "tenantId":"@", "type":"COMPLIANCE", "alertDetails":"{\"consumer_scope_ids\":[\"5efcfdf5497d4f474f1707c2\ "], \"consumer_scope_names\":[\"Default\"]1, \"provider_scope
|_names\":[\"Default\"],\"provider_port\":53,\"application_id\":\"5f@4b@b9755f024d4e36a279\", \"constituent_flows\":[{\"consumer_port\":37367,\"protocol\":\"UDP\",\"co
:\"172.31.163.139\", \"provider_address\ 1.70.168.183\", \"provider_port\":53}, {\"consumer_port\":39652,\" tocol\":\"UDP\",\"consumer_address\":
\"172.31.163.137\", \"provider_address\ .168. ider_ 53}, {\"consumer_port\":63811, \"protocol\":\"UDP\",\"consumer_address\":\"172.31.163.136\
",\"provider_address\":\"171.70.168.183\",\"provider_port\":53},{\"consumer_port\":57418,\"protocol\":\"UDP\", \"consumer_address\":\"172.31.163.138\", \"provider_addr
less\":\"173.36.131.10\", \"provider_port\":53}, {\"consumer_port\":12599, \"protocol\":\"UDP\", \"consumer_address\":\"172.31.163.141\",\"provider_address\":\"173.36.131
.10\",\"provider_port\":53},{\"consumer_port\":7385, \"protocol\ "UDP\", \"consumer_address 172.31.163.140\",\"provider_address\ "173.36.131.10\", \"provider_po
rt\":53}1, \"escaped_count\":6,\"provider_scope_ids\": [\"5efcfdf5497d4f474f1707c2\" 1, \"policy_type\":\"ENFORCED_POLICY\",\"protocol\":\"UDP\",\"internal_trigger\":{\"
[datasource\":\"compliance\",\"rules\":{\"field\":\"policy_violations\",\"type\":\"contains\",\"value "escaped\"},\"label\":\"Alert Trigger\"},\"time_range\":[1596
393720000, 15963937799991, \"policy_category\":[\"ESCAPED\"]1}", "rootScopeld":"5efcfdf5497d4f474f1707c2", "alertConfld":"5f15cca71la@c231ebd66calb"”, "alertTextWithNames" : "

Enforcement Annotated Flows contains escaped for Enforced Application ji"}
JAug 2 18:45:21 tan-5f@35baela@c231d5880d7f8-tac-demo-data-ingest Tetration Alert[26841]1: [DEBUG] {"keyId":"8f@cfch5-f8c1-3130-a069-3721b7d50159", "eventTime":"159639
1596393968822", "alertText":"Enforcement Annotated Flows contains escaped for \u@@3capplication_id:5f@4b8b9755f024d4e36a279\u@@3e", "severity":"L

,"type":"COMPLIANCE", "alertDetails {\"consumer_scope_ids\":[\"5efcfdf5497d4f474f1787c2\"1, \"consumer_scope_names\":[\"Default\"],\"provider_scope
| names\":[\"Default\"],\"provider_port\":5660,\"application_id\":\"5f04b@b9755f024d4e36a279\", \"constituent_flows\":[{\"consumer_port\":17131,\"protocol\":\"TCP\",\"
"172.26.231.193\",\"provider_address\":\"172.31.163.148\", \"provider_port\":5660}1,\"escaped_count\":1, \"provider_scope_ids\":[\"5efcfdf5497d4f47
ENFORCED_POLICY\",\"protocol \"TCP\",\"internal_trigger\":{\"datasource\":\"compliance\",\"rules\":{\"field\":\"policy_violations\",\

"contains\",\"value \"escaped\"},\"label\":\"Alert Trigger\"},\"time_range\":[1596393720000,15963937799991,\"policy_category\":[\"ESCAPED\"1} rootScopel
"5efcfdf5497d4f474f1707¢2", "alertConfIld": "5f15cca71a0¢c231ebdé6caldb”, "alertTextWithNames" : "Enforcement Annotated Flows contains escaped for Enforced Application ji1

@35baela@c231d5880d7f8-ta emo-data-ingest Tetration Alert[26841]: [DEBUG] {"keyId": f4a974-be89-31de-abe9-dc71cb@170ad", "eventTime" 59639
Enforcement Annotated Flows contains escaped for \u@@3capplication_id:5f@4b8b9755f024d4e36a279\u@@3e", "severity

ow", "tenantId":"@", “type":"COMPLIANCE", "alertDetails":"{\"consumer_scope_ids\":[\"5efcfdf5497d4f474f1707c2\ "], \"consumer_scope_names\":[\"Default\"], \"provider_scope
|_names\":[\"Default\"],\"provider_port\":443,\"application_id\":\"5f@4b@b97557024d4e36a279\",\"constituent_flows\":[{\"consumer_port\":17792,\"protocol\":\"TCP\",\"c
onsumer_address\ "172.26.231.193\",\"provider_address 172.31.163.133\", \"provider_port\":443}1,\"escaped_count 1,\"provider_scope_ids\":[\"5efcfdf5497d4f474f
1707¢2\" 1, \"policy_type\":\"ENFORCED_POLICY\",\"protocol\":\"TCP\",\"internal_trigger\":{\"datasource\":\"compliance\",\"rules\":{\"field\":\"policy_violations\",\"t
ype\":\"contains\",\"value\":\"escaped\"}, \"label\":\"Alert Trigger\"},\"time_range\":[1696393720000,15963937799991,\"policy_category\":[\"ESCAPED\"1}", "rootScopeId"
:"6efcfdf5497d4f474f1707c2", "alertConfId" : "5f15cca71a@c231ebdébcaldb”, "alertTextWithNames": "Enforcement Annotated Flows contains escaped for Enforced Application ji"}

Slack 77— F OFERIZRET 5 1 : Slack =7 #
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. Kinesis

25: Slack F % 1 JVIZEIE &% Secure Workload 7 5 — + D)

10:37 Tetration Alert Wednesday, July 29th v

be200f5c2dbc linux-amdé4 Agentlnactive
Severity Type
MEDIUM SENSOR

Alert Time Event Time
2020-07-29 17:37:49.519 +0000 UTC 2020-07-29 17:37:01 +0000 UTC

Root Scope Id
Sefcfdf5497d4f474f1707c2

Details
{
"agent_uuid": "6a968f8a8ddf2a4ec4534955d247bcb5ce484046",
"details": {
"AgentType": "NETSCALER",
"Bios": "53C9551F-F149-4BC7-FAE4-BAF211FDF910",
"CurrentVersion": "3.5.2.69722.stshanta.mrpm.build-netscaler",
"DesiredVersion": "3.5.2.70759.dashboard.selfpmr.mrpm.build",
"HostName": "be200f5c2dbc",
"IP": "10.24.28.80",
"LastConfigFetchAt": "2020-07-02 01:28:59 +0000 UTC",
"Platform": "linux-amdé4"
i
"scope_id": "5efcfdf5497d4f474f1707c2",
"scope_name": "Default",
"vrf_id": 1
}

4 Latest messages

Kinesis
Kinesis 77— h O %IZBI T 515 : Kinesis 2% 7 ¥

Kinesis 77— hid, Kafka 77— ML TWET, EBEH61 A v bE—VF2—THAE7ZDT
—g—o



cisco-secure-workload-user-guide_chapter4.pdf#nameddest=unique_405

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



