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Al Policy Statistics in Cisco Secure Workload utilizes the Al engine to track and analyze policy performance
trends over time. This feature offers users insights into policy effectiveness and facilitates efficient audits.
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» Policy trend analysis: Users can view the performance trends of policies over a specific time period
while comparing the expected number of flows to the actual performance of the policies.

« Policy conditions: The Al engine identifies and flags policies that meet specific conditions and
require user attention.

Note that a policy condition rule cannot be in more than one condition at a time. For example, a rule
can either be in Broad or Over shadowed condition at a time, but not in both the conditions at the
same time.

* No Traffic—policy that does not affect any flow for a configured period.
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Figure 1: Policy condition-No Traffic

Protocol and Port

Rank Priority Action
Default 100 @ Allow

Consumer Provider

® Tetration : Workloads : Collector @ Tetration

Protocol and Port Last Used On
TCP:11410 © No Traffic Mever used since Oct 15, 2024

“ ‘# This policy has never seen any traffic. Analyzed Flows

Description

Show advanced options

& Analyzed Flows (1) Enforced Flows Conversations Cancel Update

* Overshadowed—a policy that overshadows another policy.

. Secure Workload @ Al 7R ') > —®D#ist



| Secure Workload @ Al 7R ') & —D#ist

Secure Workload O Al 7R 1) > — D #fit .

Figure 2: Policy Condition—Overshadowed

Protocol and Port

Rank Priority
Default 100

Consumer Provider

@ Tetration : Workloads : Collector @ Tetration

Protocol and Port
TCP:50010 @ Overshadowed

A\ '+ Overshadowed by the following policy:

B Tetration : Workloads = @ Tetration
Absolute - 90 @ Allow a9 TCP: 50010
Workspace: Tetration:Workloads [p1] B Tetration : Workloads

Description
(

Show advanced options

& Analyzed Flows (1) Enforced Flows Conversations Cancel
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Figure 3: Policy Condition-Broad

Protocol and Port

Rank Priority Action

Default 100 @ Allow

Consumer Provider © Broad
@ Tetration : Workloads : Collector @ Tetration

Protocol and Port Policy Hits @ Last Used On

TCP:8301 461 Oct 18,2024

Consumer Usage Provider Usage

86% 12%

o “# The provider of this policy is too broad for the traffic seen. Less than 20% of the members have
matching flows. Analyzed Flows

Forward @ Reverse @
Packet Count 475K ~» 4.3} 34.5K 7 3.2K
Byte Count 38.86MB ~ 3.54MB 38.07MB ~ 3.47ME
Description
[ J
Show advanced options
a Analyzed Flows (¢ Enforced Flows Conversations Cancel Update
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57 a—OFIZE-S %= F£7, The hit count is for the deployed policy and not for policy versions that
are in draft form or have not been published yet.

A

Note The First Scanned On and Last Used On columns represent the timestamps when the Al engine first
scanned a particular policy and the last time it scanned the same policy.
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