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DOULIMERATERWEE., 77747 I NA—7I338#8INnT., FBRENFEFA, —FH T, B
DI N—TPIAET 286, ULIZIEZT 7747 JA—TRRIRSNIZZ L 2 RmT 7 —T7 D
VA MRERENET, 2=V ET 7T 4 T I N—TnLERTE, ZETY 7 — FMELIREF
ENnET, [Fv hT—2 72— (Network Groups) |V 4 > RUD [y hT—27 DIEKR
(Create Networks) | 47> a VOREITG LT, = K a—WE, Zr—7Z2HEFICH
TDOXy NU—7 HBMETITHIFRTE £,

)

CE)  7n—7@RIIV 7—FERLFL T, Xy =27 3MEESNET (ZO70ITiE, bAoA
TAaruhH7 )y 7 LBR6 Ry bV —27{EH (Network Repair) ] 43R L £77) . Network
Access Manager/MER S50, £lZV A Z—hahd &, LEIOT 77 4 772 7 —"TM)
FEHINET,

2YRT—=D ATFT4TEATR=

[*> RU—2 (Networks) |V A4 ¥ RUD[AT 4T #A47 (MediaType) | ~—TICLV,
WAty NU—7 F3 94 Y LA Ry NU—7 BAERFERITRETE £9, RTIT. BRAR
L:J:O-/Cifcﬁ U i—a—o

BOIDX AT a7\, WDOEZ > a rRNEgERLTHET,
«[£4HT (Name) |1: 20Xy hU—27 HICFERENDLH12 AN LET,

s [IN—T A= 7 (Group Membership) 1: 2077 7 A ABRFEHTES L HIC
TORY U= T—T7 (BEOLELHY) ZBRLET,
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B <95 25075847~ -9

[Fv bU—Z7 A5 4T (NetworkMedia) ]: [A#} (Wired) ]E721Z[Wi-Fi (VA ¥ L 2)
(Wi-Fi (wireless)) | Z#R L E9, [Wi-Fi] Z2IRTHE, RONRT A =X EFEETEE
To

«[SSID]: VA YL A Xy hU—=2®DSSID (I—bE & v higkhl+) 2AHLET,

« [JEFR% >y b U —7 (HiddenNetwork) ]:SSID%# 7 11— K&+ 2 h LRWEATH,
Xy T =7 ~OE AT LET,

o [fEN % >~ R U —2 (Corporate Network) ] : [f:PN (Corporate) 1 & L CERE INT=F
N = REREICHL5E. ETEORy MU — 7 ITEIRNCERE L E 3, Ry
M= M7 —R¥pr X~ FERR) SSIDZEAH L, FERRE L TRESNT
WA A Network Access ManagerlIFEFR /R SSID 27 7 7 4 727 m—7 L, B3
SSID A HiPHNIC TR & s L 9,

[TV xE—ar A LT U~ (Association Timeout) ] : Network Access Manager?3,
EHTEARy NU—27 2FFHMIT D ETIHEDTIATYLARY NT—T DT Y
Vr—va UERET DR EANILET, TNV DT V=g XA LT
7 MET ST,

o R E
[AZ VU NE/ILT F VU —3 3 (Scriptorapplication) ]: B—H /L AT ATHE
TTDT77ANDNALT 7 ANKEANITT DN, THNEEBZRLTT 7 A V&)
RLEF, RONL—FI, A7 VT FBIOT 7 r—ra il s i,

e exe, Jbat, EIT . cmd VEEAF DT s A NDZITFANSNET,

e — W, WHEMER LRy NU—7 TERSNIEAZ VT NERIEZT Y
F—vaFEETEEEA,

T T ANET 4 B EFH L TCRSABIORZ ) N EEZ T S r—va v
D77 ANLEDIHERETEET, AV VS NEREIT TV r—varPBa—W
DY AAMFELRWGS, =7 — A vb—URERanEd, =2—WFF, A7
VI NEREFT 7V r—ya B ilanz b, BV AT AEFEICH
WEDEDLILENRD D EBMINET,

s TV —a Na—YFORRAFET DHEERWT, ET77567 7V 7r—
arvDINIRABEETHVLERNH Y ES, TV r— g Na—FoRR
WCIFET2HE. 77—y a VA E73A 7 V7 AT T #EE T %

7,

o [HEe % 4 57 7 b (Connection Timeout) ] : Network Access Manager’s,  (H2f¢
= FBEBOLE) HOXy NU—21Z8it L LD &350 Eidhlor ¥
TREEMTDETICR Yy MY — 7 B OMSL A TS T D8 e A LET,
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| Network Access Manager D 5% &
xy b=, 2xauFsLni—v I

A\

GE)  FRREASE T T 5 FE TIZ 60 L 22 H A~ — b1 — NBGEY A
TALHVET, Av— I —FREHEHLTWDLEHA, FZ, A
~— U= PRI T 5 L TICWLS DRy N U — 7 1TH
e LR ITUT e e WIGAIT, B A4 57 U & (Connection
Timeout) JfEZ LT HERH Y 37,

A\

GE)  BEOAS—RII— R RLY =7 TRO» - - HEZ BT 5
72812, AnyConnect Network Access Manager (£7 A b7 — & 2%}
LCEABEZFITL, TOBLERGETHZ LT, Av—F
H—KRPINEZRGELET, ZOT A MNBEAIZA~Y— b —RIZH
LHREEZ & Thi, AEAEOBIC L > THEA~— M1 — FR
RESKIEICIE S 256000 £, 7 X NELABREEEYICT
%4403, HKEY LOCAL MACHINE/SOFTWARE/Cisco/
AnyConnect Network Access Manager CTL'¥ A U= KU (T
DisableSmartcardPinVerifyBySigning %#iE/ll L T DWORD #% 1 {Z
RETEET, ZOF—Z2ANTLHERZMAL5E1E, IEL
KEMET DL, T RTOAY— M I— FBXOBET 51—
R =7 TEDEEZTRIIT A RLTLIES N,

2y LT—=9, X2 T LRNILR=D

[r> FU—2 (Networks) |7 4 ¥V —FKD[EH=VU T ¢ L~ (Security Level) ]~— T,
[A—7"> % v T —27 (OpenNetwork) ]. [FBiFE+® > N7 —72 (AuthenticationNetwork) ]. F
72X (DAY VLAY NU—T AT 4 TICORFREND) [HAE¥— *y U —72 (Shared
KeyNetwork) |#BINLET, TNOHDOFRy NU—7 XA TOERE7 e —xEnNEFNRe->T
BY, ROBETHHALES,

CREF Y BT — 7 ORGE AR BRI SN ET,

I =T Xy NI DRE  MEINFETA, ZEL, ST T 4T A HFLBEREE
ML= AN T 72 AORMIHEH T& £9°, Network Access Manageri®, v 77 7
R—=HNVOREIZH D EXXT7 T UvFORBREZ Y R— N LERA,

A= Xy P =T ORE BT T 4 AETTR— D AT 4 AT EOBER R > b
U— 7 ICHER SN E T,
Ry BT —U DEERTE

[E%=VU7 4 LUl (Security Level) | &7 2 > C[BFEX >~ h 7 —7 (Authenticating
Network) &R L7254, WICHIAT 254 U BRBIMTRFESNET, ZhbD_1 O
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| R E L

EEFET LD, IR~ (Next) | RF %227V v 73250, [#F A~ (Connection Type) ]
HTEBERLC [y NU—7 8K # A7 (Network Connection Type) | # A 7 v 7 #B& %
D

802X ERENRA v
Ty NU— 7B U T IEEE 802X i EA I L 7,

)

() AnyConnectISE 78 2 F + 73Network Access Manager & & $ 121 A h—/L 756, ISEAR A
F ¥ IENetwork Access Manager 77 7' A V2 L TRy NU— 7 ZEH A X k& 802.1X WiFi
i LET,

[authPeriod (sec)] : AREA AR ST G, BIEA v B —V DOMRN Z O EEBZ 5 &
TV MIZA LTy MLET, AEEHERET 212X, 7Y B R Th—E Y
T4 S BT,

[heldPeriod (sec)] : RBAEDNKRIX L7256, 77U I NI Z ORKE CTESR S VR 720 FF
L, ZORMEZEZ L L0 ﬁ?ﬁ\ﬁﬁéﬂiﬁ‘

[startPeriod (sec)] : EAPOL-Start A v B —I I T DI0EEA—k T 4 =20 b%fEL
RVNEAIT, EAPOL-Start A v v — 2R ET50E () <1,

[maxStart] : 7V B hd, A—8 T 4 —ZBFE LRV E 22T RN, IEEES01.X
7’1 k3 Ny N EAPOLKey 7—# . F£721X EAPoL-Start #5552 & T, %7
Vv NinA—t o7 4 r—2 Ot x s T 20T, ZhNBELESGEX. 7
VB NMEIT—% T 74w 7 BHFRLET,

Evb H—OfREARERNA A — 7 B LORER Yy N =27 OM G EEET D2 LI ICRETEE
9, AU, [startPeriod] 35 £ UM [maxStart] ZEEIE K % E LT, RAEBMEFATICE T A5
iR S 7 TR A A~ — LD /NS RD T LET ([startPeriod]x[maxStart]<* %
N — S A~—)

ZOVF VAT, Xy N =278 A ~—% ([startPeriod] x [maxStart]) F72IF K& L
T, DHCPT RFLAZRGL TRy MY =T iz 58 T 270+ rklEZ 7 747 2 b
WZHEZX D2 EICERELTLEEN,

W, FBREDN LTERIZDBT —H T T 4 v 7 7 21203, RBAEDBIAICE R LTzik
RIS Ry T — 78R Z A ~— L VK< 725 & 9 72 [startPeriod] 35 & OY [maxStart] (272 % &
)2 LET ([startPeriod] x [maxStart] > % v kT — 7 ¥k X A ~—) ,

X TAaRAY
HAHBRF Y FT—27 OHEIZOHFIRSNET,
[E% =V 7 1 (Security) ] %A T, IRONTA—=FOEZFEIRLET,
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#—rramnry v—~1 > i

o [F—& B (Key Management) | : MACsec XHGARRAR Y NV —7 THEHT X —EFH 7 1

FavERELET,
o[72L (None) ]: ¥—EH 7o harzEHLEYA, /-, AR LEFEITLE
A,

« [MKA] : 70U #> ME, MACsec ¥ —7&#i 7' 12 ha/LARY v —LifEsd—%2ra
T—FLE9ELET, MACsec IZTMAC LA ¥ X2V T 4T, ARy hU—7
TMAC LA YR B{LZ TV £9, MACsec 7’1 b /bid, BF5{b & LT MAC
LAUL 7 L — A ERHET HFEETH Y . MACsecKey Agreement (MKA) =27 4 7 o
WIEFE LTSS —2rdvm— P L OB LET,

« [ 51t (Encryption) ]

«[72L (None) ]:7—% N7 7 4 v 7 OEAEWT = v 7IHTONET N, BEiEs
NEE A,

« [MACsec: AES-GCM-128] : ZDF F 3 a d, F—EHIZ MKA %R L7288 D H
& F£9, AES-GCM-128 (LT, 7—% b7 7 4 v 7 BiEAs{bInE T,

* [MACsec: AESGCM 256] : Z DA 7 v aid, =¥ —774 X (eBdge) #t
/\’Eﬂﬂiﬁfﬁﬁ?@ [0S 3=V a ' THR—hINTED, F—EHIZ MKA 28R L
GBI OMERTEE T, A vy FMROREN—ET HMLENH Y £9, MACsec
2565 FALHAE 2 AN 5 2 LI12 &L - T, MACsecKey Agreement (MKA) ZfEH L
72802.1AE 5 5{biZ. MACsec Xt 7 /N A LR A~ T 31 AMOIEALTIZZ v
Uo7 R—=RFTHR—FINTNET,

SR DWW CIE,  [Tdentity-Based Networking Services: MAC Security | 2 L TL 72 &0,

TR l:m.. nIHgIJ%;I_\U ‘/—’\’f 7
ZONRAL T, BTy NI =7 TORFRENET,

[ — FERGEFIZL AR U o — (Port Authentication Exception Policy) ]34 > Cid, RiE7 vt A
? IEEE 802.1X %7 U /1 F@éﬁfﬁ%f%“(‘% £, A= MBREDTRWEE, Y7 UL
v MIZ OB FEOBEA KT, BRIED WP LT A 0H (F2id, ZOHETHR Lz &

N, A—krT 47— 5%)*%@}f/¢f)>f£b\(fj( “CmaxStarts%ﬁ@muuEﬁiﬁa&]ﬁAéﬂfJﬁ ) R—
FEREET, ROWTHUNOFT v a v EHRIRLET,

o [RBRERTIZT —% b7 7 4 v 7 Z§Fn] (Allow data traffic before authentication) ] : FRREFRAT
DRENZT—% N F7 7 4 v 7 BFFRISNET,
o [ROBAETHIRIERIZT —F bT7 7 4 v 7 23 7] (Allow data traffic after authentication
evenif) |: ROLZETHT —X NI 74 v 7 RFFR[ESNET,

« [EAP & (EAPFails)] BT D & EAP75§9%B&L7Z be B B M EER
FEZFITLUET, FRREICKRML=GE. 77U Iy MIRBREICRR L 722 29%
T T—H " T T4y T EHFALET,
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Network Access Manager D% & |
| IO EDEDE ST

o [EAP [p%E) L7223 % — & PRICRHL  (EAP succeeds but key management fails) ] : 37
%5 &, EAPIIRE L CHR—EHNKG LGS, 37V by MEd—Y—Lox—
DI — FEFITLETH, MOEPOHHBICLY F—Tom—T 3 TRRL
EHETHYT =% N7 74y 7 &FA LET, ZOREF, F—EHHIRESNATH
LHEDHAHTT, F—EHEN R LICREISNL TV DIHE, Z0F=y 7Ry 7 A
IFRBERRINET,

| &

HH#IBE  MACsec |Z1F, ACS/N— = 5.1 LIREIS LU MACsec X A A~ FAMETT, ACS 721
AA v FOEREIZOWTIL, [Catalyst 3750-X and 3560-X Switch Software Configuration Guide
EZRLTLLIEEN,

TYVI—3VE—F
ZONAUNE, VAV LA Xy NT—T DEHIZORFREINET,
TYvT—y gy T REERLET,
« WEP
» WAP Enterprise (TKIP)
« WPA Enterprise (AES)
« WPA 2 Enterprise (TKIP)
« WPA 2 Enterprise (AES)
« CCKM (TKIP) : (Cisco CB21AG 7 A ¥ L A NIC 734 %)

« CCKM (AES) : (Cisco CB21AG VA ¥ L A NIC 2S4E)

=Ty bT—UDHRE
AT Ky MU= BRI L R LA, AT GFExaT) v hU—
7 EARRT 51T, WROFIEE ETLET,

FIE

ATV T [BEF=2U T 4 LU (Security Level) ] X— T[4 —7> % b7 —7Z (Open Network) ]
EBIRLET, ZORFETIE, HKbEXa2U 740 LYLORNERy N —7 Bt E
T, ZhIE FAPTIZRRATUALATVLR Ry hU—2ZICHERSATWET,

ATY T2 [k~ (Next) |27 U7 LET,
ATy T3 Bga A TERELET,
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#a%— 1y r7—voxz |

£EXF— Ry FT—UDERE

Wi-Fixy NU—2X, =2 RHRA U heRxy NT—T T BARA V NEOT —# &R 51k
THERICHH SN A X — 28T 572010, EX—2HHATIIZE08HY £9, WPA
F 7215 WPA2 Personal 2 2 72 A F— 2T 2 &, /MR A 7 4 ARBEA 7 ¢ A5 L
72 Medium L~ )b DX 2 VT 4 7T ANEBRLET,

\}

B HEXFED2BF2VT 00, BEVAVYLA Xy NT—ZITITHELE L 0 A,

X2 VT LB — Xy N2 T 55813, ROTFIEZFITLET,

FIE

ATvT1 [HfF¥— %> U —72 (Shared Key Network) ] Z R L F 7,
ATV T2 [BEX¥=2VUT 4 LoUL (Security Level) 1 7 4 > RU TR~ (Next) 1227 U v 7 LET,
ATw T3 [—PkE (User Connection) ] 7213 [« v #%5¢ (Machine Connection) | Zf8E L £7°,
ATy T4 [k~ (Next) | %27 U7 LET,
RATv TS5 [HHEX— A7 (SharedKeyType) ]: HEHF—D X A4 THRETHIEXF—T VT — 3
Y E—FZRELET, ROBREDZDHY £7,
« [WEP] : A% 7 4 v 27 WEPK; 5L & DL H L —IEEE802.11 A —TF > VAT AT Vv T—
valy,
* [Shared] : A% T 4 v 7 WEP W {t& DL A —IEEE802.11 ¥ — 7 /v =— 3
<

« [WPA/WPA2-Personal] : /XA 7 L — XA F— (PSK) 7 b5 % — %87 5 Wi-Fi
XU T 4 Fu b,

ATw 76 LH—IEEE802.11 WEP £ 723t HF—2RINL-GEIEL, 408 b, 64E > b, 104 E >
b, £72013128 By FARIRLET, 40 £7212 64 > D WEP F—[%. 58 ? ASCII X7 %
72X 10K D 16 EETHOIME N H Y £9°, 104 721X 128 £ D WEP F—|%, 13 HD
ASCII LFE721%26 H7D 16 EE THHMLERNH D £,

R T 9T 1 WPA F721% WPA2 Personal #3&R L7-H5451%,  (TKIP/AES) Z{EH3 25 BbD X A 7 % %
WU, EEX—Z AN LET, ANTDHX—1E, 8 ~631HD ASCII XFTF7-I1EH & 9 & 64 H7
D16 TH D VENH Y 4, AT —2 ASCI LT TR SN TV 5341, [ASCI] &
BIRLET, EXF 24D 16 EHNE TN TV DAL, [161#E (Hexadecimal) | %%
RLUET,

ATy T8 [587T (Done) 127 Vw7 LET, [OK]ZZ7 Y v 7 LET,
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B <oro—s xoro—sigarIqy

F2YRT—0, 2y FI—9EEHGIA TRL Y

Z Z TlE. Network Access Manager 7’27 7 A )L T 4 XD [EX = U T 4 L-~Ub (Security
Level) 11Z#i<. [*Y hU—2 (Networks) | 7«4 > RUD[FRy T —7 ki A 7 (network
connection type) ] <A NI OWTEHIA LET, IROWT DR F A 7 2R L £,

AV

s [~ 8t (Machine Connection) ] : Windows Active Directory (ZERTF S AL TN DT /341 A

APFEREAEH SN ET, ~ 2 Tl #HRFca— 7 L7 oy AR ER N
BEERALES, 2= 47 L, 2—F 7 LT vy ARMEHTERVGAT
b, TURRT =V arNRxy NI—2Za A T ANERSDGEIZZOF T a v
ZBRLET, ZOFT v a l@s., 2—FRT7 7 82T HHIT, FAAL THREL .,
Xy FT—=270256 GPO BLUMMDT v 77— M BET 258 A L4,

A\

GE)  BEEmoxy hU—7 PMEHTE 4. VPN Start Before Login
(SBL) (IR L %9, SBLE— KCTFHFAIENSHFXy hU—2 7
777 A ML, HE802-IXFRAEE— RERAT 5T _XTOAT ¢
T AAT (F—T7 2 WEP, WPA/WPA2 /X— Y F /L 15 L OV
¥— (WEP) v NU—27 72 L) BEENFE T, Network Access
Manager# [ —H¥ 731 7 A - F % Hi (Before User Logon) ]iZ, 5
KO~ v UEEERER IR E L T DA, Network Access Manager
Fa—Ficxy P =2 1EFRAZZER L, VPNSBLIZIE®IZTHhH

E3 AN

o [—W#Eft (User Connection) ]: =—% 7 LF o ¥ VEFEGEICHER LET,

[7 747> K ARY— (Client Policy) |%A > C[=—H21 /1 3507 (Before User
Logon) |/MER TV AHEE, Windows A ¥ — Nl C2—HRnn s/ A 7 L7y vy
V& NJJ L72t% . Network Access Managerl X —H D27 L7 ¥ ¥ L ZINE L £3, Windows
Na—F DO Windowst v a U EBBLTWARIZ, Xy MY —7 RSP HEL SN E T,

(7747 kAU — (Client Policy) | ~A > C[—Wnm A L7t (After User
Logon) ] AEER N TWAHA, =—%7 Windows (21 7 A > L Thb, BEABLES
nE7,

a—WrRa st 7T5E, BIEOZ—FORy NU—JEHIFKETLEST, v x> b
U— a7y A IMERAREREGE. NAM I~y v Xy NU—J7 ICEHERLET,

[T B LB —FEEE (Machine and User Connection) | : [E¥ = U7 1 L~UL (Security
Level) ] ~~A U CEINL7- K HIZ, [y FU—72 (Authenticating Network) ] & 3% &
LTCWABEIZORRETEET, vV IDEa—F I LT vy LOliFz6H L E
T, vV UEDIE—YFRT NS RCa T A L LTORWVEEDREH T, 2 DDOHE
FOREZF CTTN, v VEBRORGES A 7L 7 LT vy ud, 2 —FEH DR
BATLI VT ooy L ERRBBEAENHY £,

2R A L T T —FRe A LT ARNE X B O — R L
TNT2—FRe A LTWALEEIZFRy NI —JIZPC B FIEERT D121, 20
Ta v EERLET,
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v b=y, 1—vEriEzsroRiE<— [}

EAP FAST 73 (IRDXA > T) BEAP AL LTRESNTWDLE, EAP F=— 03
— hENTWET, 2F Y, Network Access ManageriZ &> T, = BLR=2—Hn
%ﬁ@iy%4%4f%0\ﬁ%miofﬁﬁéhfwé:&ﬁ@ﬁéﬂiﬁc

DXy NI =T A A T ERIRT DL, [y NV —2 (Networks) | &4 7 1 7128
MOETRERSINET, TNHOXTTIE, BRINZRy NI =78 X A 7 DEAP
FRET VLT Uy VERETEET,

2y bI—=0, A—HFELRFIIUOEEN—D

?“7 ]‘]7*‘7%%}%&/(70%E*RL7’C?& %n%@&%ﬁ&’r7@ntun$ﬁﬁ%@?ﬁbij«o nLnEji
REBIN L7, BIRULI USRI T D KO ICERRREFH I, BINEREZRZET D X 51T
ZoRINET,

\}

() MACsec # AN L2881, PEAP, EAP-TLS, F7-1% EAP-FAST foc 9: 0) MSK F—JR4E % Y
AR— 75 EAP jif’i’%?‘l%?)i‘ LET, £/, MACsec DA TV A1, Network Access
ManagerZ i 9% &, MACsec Z#& & L T MTU 7% 1500 7> 5 1468 | ﬁU{ﬁi SNET,

EAP DI E

EAP L, #FE7 e b a &5k T D R T VAR —F 7Fu ha oGl e halzsh v
TV T T L DOEMNER LUIZIETFRFCTY, ZOTHy SV Ik ->T, T U AR—
F 7w k=L (IEEE 802.1X, UDP, F7-IZRADIUS 72 &) &, #iE7' 1 b a2 BT
EAP 71 b L ZmiECTE £,

B2 EAP 70 b 2VE IRD 4 5DNT b 2 A T bl SET,

cBAPER : A —t v T 4 r—FX, BERANTy BT U MIEGFELET, HEKIC

IXtype 7 4 — /L KB3HY | BERENTWINEEZRLET, Zhuaix, T2 7Y 0
VENTATUT AT AREBAP XA T RENEGENE T, VT U ABFICLY, A—t
CT 4 =2 BLOETIX, & EAP EIRICKHGT D EAP IGE E —HTE £,

EAPICE : TV h L NMISE Ry Vet —kv T 4 r—ZIZKEL, V=T U AFE
PHEHL TGO EAPESR CBA LET, EAPREDOX A A%, B EAPER & —H L F
T, INENE (NAK) OEAIFRE £,

-EAPEBszJ A= T 4 =TGR LT B ) v BT oR R R
s EAPRW : A—F% 7 4 r—H1%, BEERNKRR L2856, 7V by MRy b &
EELET,

EAP 78 IEEE 802.11X ' A7 A CHEHAPOHE, 778 A KA v MEIEAP /SA A )L— F— K
THEHELET, ZOEF—FRTlE, T7B8RAKRAS > MEIa—F, #il+. BIOESDZ 1—b
FEHERLT, 37U D b BZIELIZEAP /N7 v h &2 AAA Y — R—[ZHEE L £9, AAA
PRt = T 4 = NLZELry ME, VU o MalizEEnE 4,
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EAP-GTC

EAP-TLS

Network Access Manager D i% & |

EAP-GTC (%, HiffiZez—H4 L /XA T — REEAEIZHES < EAPFRRES X TT, Fr LY/ R
RO AFREFEAETIC, 2—P L ERRT—=FRO\ENZ7 VT TFAFTESNET, 20
FRIX, R 7 EAP TROWEHTHEH (RO oV 7 EAP XA | £72i%
T B AL INAT— R (OTP) AT 2HAICHER SN E T,

EAP-GTC %, MHARGEEZIRMIEL L E¥A, 77472 FOBFET D720, RERF— PR a—
YOI LT ooy VERETHIEFNNHY £9, HARENLERLA. EAP-GTC I3 M
V7 BAP FOWEH THA I, — 3iEz it L £,

EAP-GTC (2 £ ¥ F— B FHITR 0t SN2 720, MACsee Tlx Z o AT £ A,
SHR5 T 74y VSOOI F —FEEFRDLERGA . EAP-GTCIXZ b ) 7
EAP FHONEH THEA S, F—BhEEHR (B8 X OWEIZ U THEE L USMNE O EAP R
DI AL A > R) 2t L £,

NRAT— R V=2 F a0, RO 2OB8H Y 4,

o /XA T — R - 7-#%GE (Authenticate using a Password) | : +/7IC PR S - ARERBEIC
DAL TVWET,

o[ N—2 &S5 T7=FFE (Authenticate using a Token) |: h—72 > 22— REXIXOTP D
A7 A LHBE (BFER10H) 72, Lomintexa )T 1 2L TOET,

N

(GE)  Network Access Manager, A —t 7 4 7 —%_ F£7-1% EAP-GTC
Zu haldOnWFNERAY—RE =7 v a— Rz KR T&
FHA, TNEDOFT T a i1E,. Network Access ManagerN D 7 L
TUVXNDTATEA NNIDHEEEHAES, NAT—F
E, BT U FETHhERAUBELRE TEETN, b—rra—
NGB CTEEHA GRREZ &l —F R b—27 v a—RDOAJ
BROONDHTED)

INAT — RPRFECEA S B5E,. Ny v a2 bR — R &
AT 257 =2 _X=RZ LTORFETZ O 7 ha Lz T
F9., ZHE. NRY— KB A —k T4 —FIZT VT TXA
]\“C“?Eéhéﬁ_?fbf‘ﬁ‘o ZOHRIE, T—HRX—ARY—7 LT
WD RTREMED B 5 55 ?EHéﬂ“Li?‘

EAP-Transport Layer Security (EAP-TLS) (&, TLS 7’2 k=)L (RFC2246) (Z#-5< IEEE802.1X
EAPRBRET /LY X ATH, TLSIE, X.509 7 ¥ X VGEFEIC RS SHARREZEH L £ 7,

EAP-TLS * vt — Uk, MAERIE, A —h x3vxo—Tar, —KH, 754
TN ERFE— NHORRGFE, BEIE T T 4 v 7SI T 2 —BHE R A SRt L

£7
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EAP-TTLS

eAP-TTLS ||

WDV A NI, EAP-TLS 7 74 72 FEFAEDRH R LU A ¥ L AR ICIRE 22386 & f2 ik
TEHERERAZRRLET,

cE ., RN AT LI LRGN BEITEITIND,
o =Y SRRAT — RADIRLFIR 72N,

o 7 VS OVRERREN RE LR E 2 R AT D

« A= URBP ARSI L VRSN D,
AEENT 1 7 2 a 7V BBEOHEZZIFIT VY,

cFFET R RICLY, TR LB I OBEL DD OMERE SNIZF—NER S U
50

EAP-TLS (21X, IRD 2 oDAT v a v NEEFNTHET,
o [V— NFEHEOREFR  (Validate Server Certificate) ] : % — NfEBHEOHFEEZ H N L E T,

s [P BT % (Enable Fast Reconnect) | : TLS > v a VHHEZANCLE
T, TIUTED, TLS By v ay T—FNTTAT v e — RO FTHREES T
LRV FEME L LI TLS N> Ry A 7 2T 5 2 L8 Lo TE D 0T EnE 7 iRRiiE
NTEET,

N

GE) [A~—bMI—FEHEHTDEZITEHICT S (Disable When Using
aSmart Card) |47V a i, VU ERGECIIEA T £¢
Ho

EAP-Tunneled Transport Layer Security (EAP-TTLS) %, EAP-TLS#BEZYEET 52 7 = — XD
Za halTcd, 72— 1 TE, BERTLS By a vy EFETLT, 7=2—X2 CHEAT
LHEvvary F—rEHL, NI FAT U MATEEEZLRIC R V7 LET,
Tx—R2HTIE, bRV T INTEREEFERHL T, 2HOIFIERA =L 5HH
T 5 BIERGEE EITTEE T,

Network Access Manager(3, EAP-TTLS 58GEF I3 2 Wk KOS T RO 5t 3 A o R
EYR—FLEEA, B A2 FRBEREGAIE, EAP-FAST 2T 2 LE 1 H Y %
ﬁo%%kﬂ4VP@\7VT//?W%%E&<T%W%ﬁ#l~#®@ﬁ%ﬂ4/¥/7
TEDLTHBHEDRR Y 7 ANE ORELREEL £T,

72— X2 A TELRIEA N =ALITIE, ROT' v FarBNEENET,

*PAP (NNRU—RFIET 2 haL) (BT R2TV A N Ry zA 7 EFERALTEDOT A
FUT AT 4 HAEAT A EMA AR L E 9, IDVSAT— R 7L, BEENRD 5
NWOENKBT HET, BT oA —tr T4 7 —FICHVIRLEREINET, HAFGEN
VEEAREAIE. EAP-TTLS # R EL T, 72— X 1 TH— ROIFHELREIFT HLENH
DEF,

Network Access Manager D 5% .
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EAP-TTLS @

a

=
i3

B}

X JE

E

Network Access Manager D i% & |

AT = RN —t T 4 r—=2IZESNDT-D, /\/714E/\°7\]7** Refifd 57—
FR=ZKH L TORRETZ O 1 hav i TEE£d, 7= _X=ARY =7 LT
LAReEN D 55513, 2O e B LET,

N

GE)  EAP-TTLSPAPIZ. h—27  BLOOTPX—ADRIFTHH T
i‘j‘o

CHAP (Fx L oI N Ry 737 e hajn) r73;4 N Ry oA 7B FERL
CETDTAT T AT 4 Zfak LET, FHARGEDLERA 1L, EAP-TTLS Z i E L
<. 7:»—}“1fﬁ%/%‘@iﬂ%i%*ﬁ.ﬁ#éb%ﬂ nE9, _®9:ﬂ7 LYV AR
AFREFEHTHHE, A= T4 r—4DT—H X=X 27 VT TF A RAT—
b%ﬁu‘?ﬁ“éz\%ﬁ% D £7,

MS-CHAP (Microsoft CHAP) :3 V= A N R =A V7 E2EHLTETDT AT T 4
T4 EREE L F9, MARIENSLEREAX, EAP-TTLS #REL T, 7=2—X 1 THh—
NOHES BT ALERH Y 9, /AT — RO NT-hash [ZESNTZOF ¥ L/
LAR AFTREEAT 2581, A—8 o T4 r—2DF—F =227 V7 FTF Ak
INRAT— R, FHEHKETH/ VAT — FONT-hash O TN ERFEL TREBLSLERZH D
N

MS-CHAPV2 : [0/ X7y FNIZE T Fx LU VB X ORIy v FNICA—| T 4 77—
HINEEZDDHZ LICE-> T, ETHOMAZE AR LES, —Dfliz, 7747
VEIMERREENET, (T4 v aF VHBEL SO Y—"ET T4 T FOHIIC
RAET 2N B DA, EAP-TTLS % E L T7 = — X | TH— OFEAELZRGET 5
RERHY EF, NAT— FONT-hash iZHSNTZOF v Lo P/ VAR A SR E A
TLHAT, A=k T4 =2 OFT—HRXR=R 27 VT THFAR NRT—R FiX
KIETH /82T — KO NT-hash DWW EHRIE L TELS LERH Y £,

« EAP : /R EAP HiEOEHZFFI LT,

* EAP-MD5 (EAP Message Digest5) :3 VA NV Rz 7 EFEHLTET DT A
TUT AT 4 EZBEELET (CHAP LE) . ZOF v Lo P/ AR AT & EH]
TEHAE, A= T A —F DT —HZ =R 7 VT TFA K NRAT— REARIF
THMENRDY 7,

IMPMwﬂ@ﬁ 3V AN RV AT EHERLTCETOTAT T 4T 4 Zhif
RBLET, =R, 774 T EREENET, (T4 7 v a IV HEDL,
Db ET) =T T 4T FORNIHRIET DHEND D54 . EAP-TTLS
ERELTTZ ==X 1 TH—"OFEHZELMGEST 2MLERH D £, "ATU—FD
NT-hashiZESWTZDOF ¥y LU P/IL ARV AFREZFH LT, A—kv T4 —#
DT —=HR—=AZ7 VT THAKNNRAT— R FITKEKTH/ VA Y — KD NT-hash
DONWTINNERF L TEBLERZH Y F7,

« EAP-TTLS & &
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PEAP + T3>

peap+ 73> [

o [—"—IDDOMGE (Validate Server Identity) ] : $—/S—iEBEOMGEAZ A2 L E
‘g—O

A\

GCE)  ZhEADNTTIHAE1E. RADIUS —"—C A v A h—L &N
7o — =GR E Y — N —FRRE D PR - — O AR (EKU)
NEENTND Z L 2R L £9, RADIUS H— —TiX, i
BRI 94T MZEDOBREFRAHDOFEAEZ X ETDH X, Ry
FO—2 77 AR LOGRFED T DI Z DOV — \GRAERR E DS LT
<7,

o (B ERG 2 20295  (Enable Fast Reconnect) | : WHEBFRFENAME SND 0 E D
A —kr T4 5*5&:&0“(%”@?5%“(1/‘573 E D MIZERRAR LS, A
TLS t v v a VEBOAEZGEHLET,

A\

GE) [A~— b I—FREMHTDEZTELICT 5 (Disable When Using
aSmart Card) |1E, ¥V U HRARETIIBEH TE EH A,

« [NEE 53 (Inner Methods) ] : TLS b > RAABER S 7% CTHES I ROM A2 EE L %
o Wi-Fi 27 47 Z A FICOMEATEET,

Protected EAP (PEAP) (X, F RV 2 TLS X—2Z® EAP ST, HM&tWﬂm&ﬁ
KO FAICHK T 27 T4 T v MRBFEORINZ, Y — GEFEIZ TLS 2 L £ 77, WEFERE
FEINDE SRE SN N RV CIAT S, GEE, F—72 kiUAXU—F%
ate, ZFEIERWNEIRGES A E VA — F LE 7, Network Access Managerld, PEAPFEFEHIZ
AT 2 NERR L OGN KoK 5 b1 > RE R — b LEEA, BEEE A 2 RN
e X, BEAP-FAST AT A2 MENRH Y £3, Kb A U NiL, Z LT oy vy vxmbie
S THHREEN2—F O Z A Vv v 7 TEHPMBEBRRORIR S T A0 OV % # it
LET,

PEAP |, ROP—EAZ#MT 5 Z LI K> TEAP FRER#EL T,
« EAP /N7 TR % TLS b R AERL
o X v b— UFE
« Ay t—TomEEAk
« I TAT VMIKT DY — DG

WO XA X ET,
o NRAU — R&Afio 7258

Network Access Manager D 5% .
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* EAP-MSCHAPV2 : 3 V= A NV Ry AV EHEHLTET DT AT T 47 4 %Hif
BLET, V—1DHZ, 7 T7A T "BBESINET, (T 127 aFVKEDE
D=/ ET) =% T4 T FORNIGEIET 2 MNENH D854, PEAP &%
ELTH— O EALRAET A LERH Y £9, /SAT— RO NT-hash [ZFSWT
Fr LU V/IVARVAFREHEH LT, A=k T4 r—FDOT—2X—=RZ7 V7T
TXARNSRAT— R FHEHRETH /XA Y — RO NT-hash DWW Fna27F L TEH
SWERH Y E7,

EAP-GTC (EAP Generic Token Card) : —V4 LR A U — R&ARIET 57202 EAP
Ty Ru—7%ERLET, MARIENLEREGIX, PEAP Z30E L TH— D3k
HELZRGET 20 ERH Y £9, NAT—RKBI VT THFANCTE—LT 47 —¥
WZESINDTID, Ny v a b/ RAT— F%ﬁﬁﬁ?‘é?j B R— 2Kk L TORBIET
o7a havEzffcEEd, ZoHRT —HN—=ANY — 7 LT D A[REMEDN
HOGARIHERINET,

o ZERA#E A {8 > 7~ EAP-TLS

« EAP-TLS : = —ViFAELRIET D2 DIC EAP o R —72ER L £, FHHE
B (G a—FOEGRONA Py v ) BT DD, RCA—trT 4 r—#
%9 HRBREMIZ PEAP (EAP-TLS) 3 X UNEAP-TLS 7'u 7 7 A W EIRIES H72 N 2
LEBEDLET, TOREIG LT, A—tr T4 r—F2RETILERD Y £
T (T —rBIOR M2V 7 ENT EAP-TLS Ol 52 HZNZ L)

PEAP D& TE
« PEAP-EAP &/

o [—"—IDDOHGE (Validate Server Identity) ] : ¥—/N—GERIEORGELZ AN L E
R

N

GE) ZhaEZCTDHA1L. RADIUS ——|{ZAf VA F—L &N
7o — NG Y — N —FREE D PR — O AR (EKU)
DEFENTNDZ & &R LET, RADIUS — N—TiL, ik
KR T4 T MZZEDOREFHDOFEAELXET L&, Xy
NO—2 77 2B L OREED T2 01 Z DY — /\GHIER T ML
<7,

o [EEFEER 2 A %29 % (Enable FastReconnect) ] : AN TLS v a VHBEDA %
B LET, 2]‘_‘72/7‘4’/7 %, N E AT 2082 hEHIE L £,

s [A~v— K W—FREMHEHT S & X1LMEEHIZT 5 (Disable When Using a Smart Card) ] :
A= b A— P& L CGRRET 25 a I ms i 2l LEEA, Av—FI—
Ri%, = —VERIcorEH I ET,

s [F—27 B LUEAP-GTC il L CTI#FET % (Authenticate using a token and
EAP-GTC) |: v ¥ VRREICIIfEATCE £8 A,
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EAP-FAST :% 7€ .

c I LT UL V—RIZHES S NE R

o [/NATU— R&EMiH L7-583E (Authenticate using apassword) ] : [EAP-MSCHAPv2] % 7=
I3 [EAP-GTC],

o [REBAEZ i ] L7=383E (Authenticate using a certificate) ] : EAP-TLS (2%},

[F—7 VB EIWEAP-GTC ZfEH L CTiRFET % (Authenticate using a token and
EAP-GTC) ]: vV UiBREICIXfEACE £ A,

A\

GE) ==V urlArOil, A<—F Z— FOH¥HR— ~I Windows
TIHFEHTEEEA,

EAP-FAST % 5E

EAP-FAST X, IEEE802AXFBFEY A 7 C, K#MERH Y, EBIEASEHE LA S T9, EAP-FAST
X, SFESFERZ—Y—BIORXRYT - R FT—HF X=X F AT P —NFEDORAT— KD
KEh AT, BLOT VX IVIEAE ((EE) 2 AR—MLET,

EAP-FAST /3. SEFEAEAWET. 50 2 > aF U o4 4243 2 [EEE 802.1X EAP
2 A T HRIERT DBERMITICHEBESNE L,

v VUG L =R OM FNRE SN TWDEE, EAPT =— U B HR— I T E
9, ZAuiE. Network Access Managerd, ¥ > B L N2 —WF =MD T 47 4 THY .
BRI TEHSNTOWAZERAET D2 E2ERL, ENFR Y NU—ZITEFLTWD
2 — P =T EE L T2 OIER T, EAP F = — 2 OFFAIC OV TIE, RFC3748 &
L TLIEEN,

EAP-FAST i%, TLS A v —Y %2 EAPWNICH 7 BIUELET, £/, kD3 DO hail
Tz —ANOERINET,

1. Authenticated Diffie-Hellman Protocol (ADHP) % f# ] L C Protected Access Credential (PAC)
EMEIND BB VT Uy VBRI TA T N ET v Va5 e
Taz=vJ T —RA,

2. b RNVORESLIZ PAC ZFEHT 25 N RIVHENL 7 = — K,

3 Wik —N"Ta—P—Dr LT (h—2 v, a—WF—Z/AT—F ELETV
HOVEERE) ZFREET HRRFET = — K,

flid Rk U 7 EAP R E 13872V . EAP-FAST 1238 L UM RN Bk S 1 o
RERME L T, WEENGD /2 ——DRERE A V% v 7T DR PR EBE A BS1E L
9,

EAP-FAST D&% %E
« EAP-FAST &% E
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o [r—"—IDDKFE (Validate Server Identity) ] : ¥ —/N—FERHEOKRGEZ HNIZ L E
T ZNEANTT DL, HHA—T 4 VT 4 I220DBMOX AT 0 7R EASH
C. Network Access Manager 7’2 7 7 A )L =7 4 X DX A7 U A NI [FEF]E

(Certificate) ] 31 BN E HIZBMENET,

A\

G  ZhaETTIHEA1EL. RADIUS ——|{ZAf VA b= &N
f:"j_‘_/{“_gﬂiﬁﬂgéij-‘_/ﬂ‘ u»qu@*}L'}Eg\‘ OD’GEJEH'H({R (EKU)
NEENTNDZ L aMERLET, RADIUS — —Tlk, &ik
BRI 947 MZEDOBREFRHDOFEHEZXETH X, Ry
NO—27 77 ABLORERED =D ::®‘H-_/\nun /EZIJ“ ~%
<7,

o [EH R 2 A2 9 5 (Enable Fast Reconnect) ]: &>+ a U HBZHhIC

9, EAP-FAST T#ilft v a v ZHHT 225D A B =X LI2I1T, V\ipfsmi%ﬁ%ﬁ
T 52 —YFEAIPAC &, ML LIZAMBTLS N> Ry = A VN TEHTLS B> v 3
YHBNH Y T, O [miEHEEREZ A 4T 5 (Enable FastReconnect) /37 X —
HiE, WHD A =X LB E I3 Li‘?‘o =T =BT E
RS0 ERELET,

)

GCE) <~ PACIE, BHH{L LI TLS N> Ry oA 7 2424 L NER
RAFEE E £, ZOHIENT. PAC/RT A —F AN ENT S
NP N o R (1155 0 = i

GE)  [A~v—bFI—REHEHT DL EITEDIZT 5 (Disable When Using
aSmart Card) |47 v a id, 2—VERGRIFCOREHTE £
R

[ VTV =R HS S NERS . (Inner methods based on Credentials Source) ] : /3
AU — FE TR EZER T AN TE £7,

o [/XATU — R%&EfH L7-§8FE (Authenticate using a password) ] : [EAP—MSCHAPV2] E
X [EAP-GTC], EAP-MSCHAPV2 i, fRAGRFEZREE L 92, v —_—%3FET 5
AN A4 7 0 Fa@itLET, b—_"—%RUINIRGET A2 AFIEEER T 255
I%. EAP-FAST Z3RiHffX 7 by a = FORITHRE L T, —"—DFFHEL
FELET, NAT— RONT-hashlZESNWTZDF v LU P/ AR ZAHFREEH L
T. EAP-MSCHAPV2 T 25A81%,. A—k T 4 5 —2 DT —XZX—R(Z7 Y
T FHX AN NRAT— R, F3RIE T /82 T — RO NT-hash O W F & 575 L
TBILERHY 94, NATU—RIEAP-GTCNTZ VT TF A hTAH—kT 4
WCEEINDT2D, T—FRX—R T HRIETZ O 1 baL e TEE
7
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ear iz [l

o [REBAEZ A ] U 7258 AE (Authenticateusingacertiﬁcate) ] : RERAE 24 2 R8RSR
LCOENELE, FRINTZGAIZT 747 > MEAEZRE L LW TEE, hrx

wmf®%&747/b£%%%éh\iti%y*wmfmwmm%ﬁmbf7
FAT v MEAELZEENPOIRELET,

o h—7 VB IXWNEAP-GTC Zf# H LTmqubiﬁ—

ﬂ%C%ﬁ%Té(%d%&)]EMﬁ%ﬂ

1. Z‘ v U — 7mu uE%Hﬁﬁ'ﬂﬁ—éﬂé 7=
j—O

A\

GE)

FRRETO PAC D EETE £9°, PAC
I TAT NI END LT Y x LT

EAP-FAST TII KR DFRGEY— N—2PAC 2T 572, @
WXPACAH v arvmHLET, 2047 a  ZHIBRT DRI
2. FREFY—/3—2% EAP-FAST TPAC Z i L7222 L 2R

LET, HHT25E81%, 72747 2 FORBGEAT R L £
R

LEAP %7
LEAP (Lightweight EAP) XV A YL A X NU—Z TG L TWET, JRIEFGET = k=2

(EAP) 71— U—7ZH23%, WEP LV X277 a ha Vi {Efld 57~ A3l &
DEIFESNE LT,

\}

GE)

BRI NA T — R L OEMICKN T H /AT — REFEH L7RWRD | umpi?47v5
T UVKBEZZTHHEANHY 3, RIASFTRNT 472 a3 T UVKBOWELZIFIT D
EAP-FAST. PEAP., £7-IX EAP-TLS # {752 L #B#DO L E£7,

2 —YEREEZOAFH TE 5 LEAP &R :

c RS FTEMA PR OIEE 2 —An 4T Ly ERIIMAW I EE T, [
Ca—¥RFERy hT—2l2un A4 LThH, #3777 4 7DEETT,

FEAMIZ DUV Tk, [Dictionary Attack on Cisco LEAP Vulnerability] ZZM 1L T &0,

FYRT=D HOLTFUoIYILDES
[**v T —72 (Networks) ]1>[7 L7 > ¥ ¥/ (Credentials) ] %A > T, 2—%— 7 LT
VANELFI LT U VOWTREFHT ANEE L, B — SRGEEV— L B R
Ebiﬁ‘o

A—4HHLTUIYILDORTE

EAP 1 >3t —3 3 iR, @ﬁ@mwmﬁﬁﬁ#ain ZOHFRIAETEREINDTAT
ST AT A 75@%7‘@6%/\7@&) ) ji—g* (7 TR nEOD/}/—( ﬁmunﬁﬁ’ﬁlﬁbﬂé 78 <1:) 7-&z
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X, BT TIERAIC nouser@cisco.com DT A T 2T 4 T 4 & B3R L TREFEERK % cisco.com EAP
P—=NIN—=T 4 VI TDHEERDYET, LnL, WoltATLS By v a rBprdyoz—
rEnb L, FOET I johndoe@cisco.com DT A T2 T 4T 4 BRI ILGENRH Y £,
ZDID, 2= —=DT AT T 4T I KV REDRBESNLIHETH, W iE—va v
D — g VRRGEY — S T LR W R Y | S 2ef8I LT L —H LA,

Z— YR T, 7 L — ARV A [username] 3 L U [domain] T A5, IROSMN Y T
F0ET,

REZ Y T4 7 > NiEAEEZFEHT 256 - SEIERXS09FEHET 2 /8T 4 026 [—
W—4 (username) | BL R [RKAA > (domain) | DT L —ABNVAEEZBRELET, 7
BT A IO —BUNE CCTRDIEF TRt S E T, =& 23X, 2 —VREEOT A 7
VT 4T 4 S userA@example.com (—H4 =userA, R A A > =example.com) , ¥V
PBREDT A T 2T 4 T 1 I3 hostA.example.com (=—H4 =hostA, K XA > =example.com)
OXE . ROT a8 T ¢ BT S E T,

¢ 2PN ADRIEOHE -

* SubjectAlternativeName: UPN = userA@example.com
* Subject = .../CN=userA@example.cony...
* Subject = userA@eample.com
* Subject = .../CN=userA/DC=example/DC=comny/...
* Subject = userA (no domain)
o VU UREHIEAR— 2R OREEOS A
* SubjectAlternativeName: DNS = hostA.example.com
* Subject = .../DC=hostA.example.con/...
* Subject = .../CN=hostA.example.com/...
* Subject = hostA.example.com
T LT VX NADY = AR R =P ORE A= RANT HHRNE T L — AL
G L £,

T UTF UV ARER =T (T VAT AL ESNDGE - v A RN ST
L= ARV AR BT L ET

T LT UV NARHIITH LGS = ARV EERLEE A,

[7 L7 %L (Credentials) |34 > Tld, ABIDZ LF v v LA BEMIT SZ%y b
U — 7 OFFETHNT 2720ITfETE £,
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ATy

ATy T2

ATvT3

ATvT4

a—gsL7rvorioiz |

FIE

[(RESNTZT AT T 4T 4 /3% — (Protected Identity Pattern) | C2—% 7 AT 7T 47 4
% EF L ¥, Network Access Manager Clx, IRKDT AT T AT 4 T L—ARNEDIRF—
UV AR—FENET,

s [username] : = —W—Z ZHE L E7, = —¥ 3 username@domain F 7= |% domain\username
%—_}]\jj L/ﬁ—ﬁlil\ F‘)‘%‘/@%Bﬁbiﬁ”l&%éhi?o

s [raw] : 2= —DASTD LBV IZ2—P—ZEHRELET,
s [domain] : = —H T XA AD KAA HRELET,

— A7, RESILTWRWT AT T 47 4 NI = ERELET,

it%ﬂ/:ﬁ“‘ ]\éﬂ“(b‘iﬁb\“{z//a VS =N I\if%u%iﬁ_ j:ntunﬁfafb’( H%%'ﬂﬁéﬂf
P&V747vﬁﬁﬁf4§*kiiMﬁ§ﬁ%Ebi#}\J%%®t//@udiAXR%HV7°
BLONT Yy MEHEOXRITRD £F,

« anonymous@[domain] : fER 7 U7 7 HF A N TEEIND EEIL, 2=V TAT T 4T«

BT, bRV v SR RN TR ERSNET, RROx—F 717
TAT A, RESNTTAT T 4T 0 LT, AEFX TRt E T,

* [username]@[domain] : R Y 7 IR TWRWERDOEE,

(F) RESNTOWRWTAT T T AERIZZ VT 7F A MTEEINET, &)
DIVT TXARNTAT VT 4T 4 BRETZIISED LS A S NT=5A1EL, TLS
t//a/#%4%%5&ﬁ—A#747/7474%ﬁ£1%@w L EH
THZLERHYET, 22, 22— IDREYHTH B0, £72ILEAP —
DML 2 FEIR N LT f;b\i;%/\#&‘o DET,

BFEINDTAT T AT 4 NE—2ERELET,

=P —IDEAX—E LI NORHET IO, VT THRANTAT T 47 1%, Rk
FROIE LW~V —T 4 T BN T DI DI EREFEROLEREET DHENH Y
i‘é‘o

* [username]@[domain]

c2—=FDTAT T 4T 4 L LT 2 FEBEOLTFS| (FL—ZFF7L)

ROL—F 7 LTy VERE S HICREEL £,
[T Y A F L J T v VB (Use Single Sign On Credentials) ]: 27 L7
VXNEFNL—=T 4 T VAT LD T A NERPOEGLET, v LT
T VRRIT B & Network Access Managerid—FC (kD w 7oA »FT) 810 b
D, 2—HFIZGUI T LT ¥y VDA ERDET,

Network Access Manager D 5% .
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Network Access Manager D i% & |

(G¥)  Network Access Manager 33 X TV SSO T, Windows 274 > 7 LT v ¥ )L % H

BT % Z £ 13 T& FH A, Network Access Manager T SSO Z{# 35 12
F. v A I LT VERITRET ORERH Y T, Lo T, A~
A= VEEr 7 A T ORICHEB 2RO b ET,

[(ARET 4T T LTy x L EMHH (Use Static Credentials) ] : =—H% 7 L7 v v L%
TR T AN 2T 4 IR RET IRy NU—7 a7 s A VbR LETS, AX
TA T T LT VRN KRIT D & Network Access Manageri, # LWVEEN R — K
SNDETIZ LTy VvaRELHLEEA,

GE)  TUY U RIEI DT 4 — RTER R T T,

(VT vy DT a7 b (Prompt for Credentials) ]: 7 LT > o ¥ LA RICHRE S
72 L B Y12 AnyConnect GUI Z#ffiH L T= > R —HF—n b HE L £,

o [ZKAIZFEE (Remember Forever) ]: 7 L7 > Uy /UIFKAICREE SN E T, tES

NI VT ooy VIRKRIT 58, 22—V 7 LT U Uy VOANEFRERD LNLE
T, JLT Uy MIT 7 AMIRES, B—h <2 RXRAT—REHEHLT
b ivE 7,

s [—HDr 7 A FEE (Remember while User is Logged On) ]: 7 L7 > ¥ ¥ /LiX

2R A 7T HETREINET, LRI NEZ LT U vy ARRKT D L
2—FI T LTy VDA EBERDLNET,

o [RefE L 72> (Never Remember) |: 7 L7 > v ¥ /Lix—UlREE S EH A, Network

Access Manager(X, FBREDTZDIZY LT v ¥ ¥ VIERDPME /272N, 2 —FIZ AT
ZRDET,

RATw TS GERENER SN & EIT, BIAEDTZDICNTNOFEAE Y — A2 AT 202 R E L ET,

o [A~—F Z— FEZITOSFEAE (SmartCard or OS certificates) ] : Network Access Manager
(X, OS DFEHFEAR M7 £72iFA~— b I— F TR Sh2ENELZHEHN L ET,

s [A~v— b Z— RAEBED . (Smart Card certificates only) ] : Network Access Manager! 3.
A= b = FTHRHENDFEAEOHLEHBHL £,

ATYT6 [A~— K I— FPIN Zitf& (Remember Smart Card Pin) ] /37 A —# TiX, Network Access
Manager?d A~ — b 71— R BREFFEZ G 2 720121 L 72 PIN 252 BT 2 WM 2 00E L
FT, HTELA TV a il ot A7 v 722 BRLTIZEN,

G

PIN /3, GEEFEAERL Y GRREFESNDZLIFRLTHY £ A,

544 Cryptographic Service Provider (CSP) 35 & U Key Storage Provider (KSP) &5
A=K —=ROF v 7L RITANTE-TIE, & 0ERICKRD 00D A~— b
H=Fbd0ET, BRI A LTV IR TDE, Fy NT—=7ICAZ =M I—F
NR—=Z2DRFEEFEATT D DI+ E 5252 &N TEET,
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SO e |

YILDERTE

BWﬁyAﬁ—yayKd\@ﬁ@mwmﬁﬁiﬂain ZOHRBIETEREND T AT
YT AT AVRRLIGERD Y T (v V URBREOKICA =PRI TON LR E) . ToL R
X, B 7 TIEEMIZ nouser@example.com 0)747‘/7‘4 T 4 ZER U CREGIEEE R & cisco.com
EAP = NI —T 4 I 5580860 £T, LrL, WoltATLS By varnxdy
T—hIND L, EOET Ljohndoe@example.com DT A T T 4T 4 HERTHLERH D
9, 20D, 2=V —DT AT T 4 T ALV IRENRIE SN D HEAETH, o e —
Ta e — I VERRE Y — N TRk L 72 WER D | SRR LT LS — B L E A,

< VU DOS A, [— Y —4 (username) 1B L[ KA A > (domain) |7 L —AKNLH
PER SN & ZE, FICROEEDHEHINET,

FRAEICZ A T v PEBAEERMATASEE  SEIE R XS09FERE T BT D [—
W —4 (username) | B L[ R AA 2 (domain) | DT L —AKRNVAEETELEST, 7
2T A IR O—BUS U TRDIEF T SivE 3, =& 2, 2=V 7T A4 7
VT 4T 4 8 userA@cisco.com (L—H—4; =userA, KA A > =cisco.com) . ¥ Ui
DT AT 2T 4T 4 hostA.cisco.com (L—H—4 =hostA, K A A > =cisco.com) D
By ROTaRT 4 PR S ET,
o 21— —IFFIAER— X DOILDLA
* SubjectAlternativeName: UPN = userA@example.com
* Subject = .../CN=userA@example.com/...
* Subject = userA@example.com

* Subject = .../CN=userA/DC=example.com/...

* Subject = userA (no domain)

o vV UREHEN—ZORFEDSGA
* SubjectAlternativeName: DNS = hostA.example.com
* Subject = .../DC=hostA.example.com/...
* Subject = .../CN=hostA.example.com/...
* Subject = hostA.example.com
c 7 TAT V PREHESBIECER SR WS  J LTV v EA R =T 4 T VR

TLNHLEAE L, [2—Y—4 (username) | 7 L—AFRNZTE D B ToHNIE~Y Y U4 %
FLET,

[7 L7 ¥ %/ (Credentials) ] /3% Tld, IO~ Y» Z LT Uy Y VERETEET,
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. BB E %8RS % 126D Network Access Manager 0% 5

SERTIRAN

ATy

ATy T2

ATvT3

ATvT4

FFPH 28I 5 72 D Network Access Manager O

FIE

[(RESNTNWNDT AT T 47 4 /34— (Protected Identity Pattern) | C~ 3> 7T AT 7 4
T 4 % EF LET, Network Access Manager Clx, IRDOT AT T 4T 4 T L—ARNLZ D/
Z =P R— S ET,
s [username] : = —H—ZEFHE L EJ, =—% —2 username@domain F 723 domain\username
EASILIEESGS, FAAL v OESIFHIRSNET,
s [raw] : 2= —DASTD LBV IZ2—F—ZEHRELET,
« [domain] : = —H—DPC D KAA &I ELET,

AR SN TV W TAT T AT A DNRE = B ERLET,

FERIV—FENTWRWE Yy Y g o TIE, BAMEEE IR LT, e{ban T
WRWT AT U T 4T A EBRBILWSENBELET, ZNHDEy Y a i, AX—E 7
BIOARTr y NEFEORRIZ/RY 7,

* host/anonymous@[domain]

RV DTATUT 4T 4 L LTEFETD2HEEOLTS| (FLv—ABAF7R L)

RHEINTNDEVY LY TA T T AT A DRI — U 5 ERLET,

A=Y —IDZAX—E TN RET DD, 2 IT THRANTAT T 4T 41%, Bk
ZEROIE LW~ DN —T o4 7 N DI DI M EIREROHBEIRET 2 HENH Y
F9. MR LRRESN TV LR Y TAT YT 4T A DRAF = FROEE Y TT,

* host/[username]@[domain]

RV DTATUT 4T 4 L LT 2 EBEOLTS] (FL—AHRF7L)

WD~ 7 LT oy VEHE S HICREELET,

[ 7Ty vEMFEM (Use Machine Credentials) [: 7 L7 > ¥y L&A1 —
TAYT VAT LAPLEELET,

[AET 4w J VLT /L EEA (Use Static Credentials) ]: BER 7 7 A /WIZIEET D
EEDODRAST 47 NAT—=RERELET, AXT 47 7T riy/uUid, it#E
N2 DORWFECITHEH I NFE T A,

TE

7T AT MRFERHIC 2 DOFEFENFET 5555 Network Access Manager! 3Gk & D & P
IZHEADW TRl 2FEEH 4 BEIRICRIR U £ 7, BT 23 FEORFIMEIC L > TR S
72, WITRTAEAEORIRZ EEXT D7 4 — LV RERE L, EilAERRE A ——F o
RTLN—NVERETDIMHERH Y £,

e
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&

{nﬁﬁ“j’ /\*ﬁnl—t}l/ JLDE i .

BEOFEAENFE—L— W~ 50, =Bt DiEHEN WAL, ACET Y
VU, GEAEOESNEN ZRET LTI Y ALEFAT L, FEDEE REX—1HD50E
IM, T A ]\773>%OD§IE%i“CE§)%)75)E AWM E) AW TREAZEL TR L ET, #H

DI EDOELENEN A F— DA . ACE T2 ¥ 3% OESEIER CRUNTI I L7~ 3EE 4 38
WLET,

FIE

AnyConnect 7’17 7 A V=T 4 XD [ hT—2 (Networks) ] ¥ 7 Zi#IRL £7,

ATV T2 WETLIXY U —7 BRI ET,

ATY T3 [v¥ 7 LT ¥+ (Machine Credentials) | % 7 &R L £9,

ATy T4 N—V T REENE B — VA2 HEHT 5 (Use Certificate Matching Rule) ] Z8R L £ 9,
RATv TS5 [GEHET —/L R (Certificate Field) ] Kr v 7 ¥ vy A=a—hb BELREE L CTERT

L7 4=V RE@RLET,

ATFw 6 [~ Match) | Fr Y7 E DT A=a—0nb, BRIZT 4 — Rome—8 (L

(Equals) 1) F7213#0— (&1 (ncludes) ]) Z&D250E I 0ERELET,

AT9 7T [fE (Value) |7 4 —/b NI, GEAZEOHREMEEZ AT LET,

EREY— /BRI —ILDERTE

ATy T

ATvT2
ATvT3
ATvT4

[Y—/N1ID OFRFE (Validate Server Identity) |47 2 73 [EAP] FRUTEHE SN TV DA
[EE%% (Certiﬁcate) ]/\05?\/1/75”5% fcfo Tnﬁﬁihﬁ_‘—/\i 77:_ iuu_, HEE 7 ;(_T‘j_é*ﬁinﬁﬂ/—ﬂ/%—f
RETEET, MAEOFERIZE - T, FEHES —ANFITRERBMEH I N D00 E 5 DR E
SNET,

AEHE Y — N ORGEV— V2 ERT DI, ROFIEZETLET,

FIE

F 7 a VEREDN [REET ¢ —/L K (Certificate Field) 3 L O [—# (Match) ] 7 7 AIZ#E
RENTEE XL, Rey X O RlEZ 7Y vy 7 L, HRIOREZER L ET,

[fE (Value) 1 74—V NI, fEix A LET,

=D FTHEM (Add) 127V 27 LET,

[REFEE S A 7850 (Certificate Trusted Authority) | XA > C, IROWTNLDA TS a3
IR L ET,

c[OSITA VA M= ENTZFT_RTON— iR (CA) %54 (Trust any Root Certificate
Authority (CA) Installed on the OS) ]: BRI 2L, v—H)L v U EITREHEZX T O
B = NOFEET = — U REED R RIZ 72D £,

s b— FERFER) (CA) REBAEZE® D (Include Root Certificate Authority (CA) Certificates) |,
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GE) [v— RREAER (CA) FEEAZE 5 (Include Root Certificate Authority (CA)
Certificates) | ZIER L7235A13, DB (Add) 1227V v 27 LT CAGEHFEZH
WA UAR—= b T DRERH Y 3, AL TV DHEEHE2S Windows FERAE 2
KT b7 AR — kN ZbEA1EL. [Base 64 encoded X.509 (.cer)] 47> a > &
EHLET,

2RI GIL—T 9102 KD

[*y FU—2 71— (Network Groups) |V 4~ RUT, Iy MU — Vi aKeE D 7 v —
FIZEID B TES, HEfta 7V —7IC0ET 52 LIk, ROBEOMERBTZH SNE
D

« BHE ORI T O —F =7 22 = 2D b, BEOEFT Iy T — 7 RERE S
NIEGE. BN IEFICHL T HET, 77947 MIERTE Y hUV—2 DY A M & E
RENTNEFCTIEZ B> THRRE T, ZOXIRGAIC, BEREMLT D2 DI M ek
W& KIEICEET D707 V=M Sh £,

« BROE SN OB ELOMMAL, RN TREOREI 2> (F723R Ui mgicr
AT D) =PRI NV—THNORy MU — 7 L L TR R Xy hU—2 DY
A2 P EFEHLLTLST25BIC, BHERY NV —22a—F Xy FU—I b TE
i‘g—O

A Ry r = D—¥E LTCERSIN Ry U= Fn vy 7 SR04, Zud, =2—%
NREERETDHZ R0, Xy M= a7 7 A NVEHIRT D Z EE2IET D720 TY,

Xy M=% 7= ULE LTERTEET, /m— L ELTERTHE, *y hT—7
L[/ e—23L xy hU—72 (Global Networks) | &7 v a ZEREnNET, Zokv7 =
S BRETUA YL A Xy hU—7 A4 TFOBTHESNES, ZOXATDFRy T —
7R LTCE, Y — NMEFOREDHEFAITTEET,

TRCOIETa— L Ry NT—2 1%, TA—TNIGEETHLERHY FT, 1 OOV L—
TBT 7 H IV FTHERENTWET, T _XCTHORy NT =7 N7 a—rN)VDGRIZED T V—
TEHIBETEET,

FIE

AT9T1 FryT7EZU s VA MNL I N—TEBRLET,

RATY T2 [y bU—7 OIERL (Create networks) | ZiBR LT, =2 K 22— NI DT NL—THNITF >
M= BB CTEDLOICLET, TNEA7IZLIEEE. B Sz & £ 12Network Access
Managerl£ Z D 7V —Tnba—HER Ry N —27 23 X CHIBRLET, 2Ly, =—
PRRy NT—IBEERNDO TN —TICHEANTHULENELDLZERHY 7,

ATV T3 [AFx ¥ URMDERR (Seescanlist) | &R LT, AnyConnect GUI ZfEH LTI/ L—7 137
IT 4TI N—TE L TBRENT- LI, 2V Fa—HF—RAF vy VYR NEFRRTEDH X
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2y ka—s I—F o0 ky |

AINCLET, F/23, ZOF v IRy 7 A AT7ICLT, 2—PIZLDAFY L U A DR
RERBLET, 72&2101F, 2—FREL DT AL R THRT D 2 L2 SHERDH 5
LA, Ay VA MO T 7B RAZHIBLET,

GE) INLOETEIT. IA—T T ricEAINET,
ATy T4 ARABIOELAIZFEHA LT, [Zv—7 (Group) | Ky 7 X UARNLEIRLEZS
N—TH L THRy NI =7 ZfHAETIFHIBRLET, *y NI = BRBIEO 7 V—T DK

BN HGE8E. T4V N IN—TICREINE T, T 74NN I N—TERET DHE.
FIFNVKN TN—TNb%y NU—7 2B TEEHAL (Pl RE 264

GE) BEDXYy NU—JNT, &3y b=V DFERLIT—BETHHILERHY 3, =
DD, 12O N—TIFR LERLGERO2OUEOR Yy NU—J G0 LNE
A,

ATFY TS FPRABIOFEAIZERLTIA—7HNOFXy NU—27 OBEIEM 22T LET,
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