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2. ubDID uDID

dartcli.exe -u

dartcli.exe -udid

> 7 T)r— 32 & LTO AnyConnect E 2 —)LD

Web Umbrella
AnyConnect
VPN AnyConnect Ul
Windows TO SMS [Z& SR A2 F7AY EVa1—IILDOREM
FIE
ATy T1 SMS MSI PRE_DEPLOY_DISABLE_VPN=1

ATy T2

ATvT3

ATv74

VPN

msiexec /package anyconnect-win-version-predeploy-k9.msi /norestart /passive
PRE_DEPLOY DISABLE VPN=1 /lvx* <log file name>

MSI MSI VPNDisable_ServiceProfile.xml VPN

CLI Web

msiexec /package anyconnect-win-version-websecurity-predeploy-k9.msi /norestart /passive
/lvx* c:\test.log

DART

misexec /package annyconnect-win-version-dart-predeploy-k9.msi /norestart /passive /lvx* c:\test.log

Windows
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| AnyConnect =R

ARV 7RV T FTYr—32& LTOH AnyConnect € 12— /LD ER .

AT w75 Cisco AnyConnect

AREUR7OY F7TYr—, 32 & LTO AnyConnect E2 21— )LD ERH

AnyConnect Web Umbrella
DART
NVM 299
2H
VPNDisable_ServiceProfile.xml VPN
AnyConnect
ARE 7R EVa—ILDA—F AR =)L
zip
S
GE)
FIE
ATvT1 AnyConnect AnyConnect Web
Umbrella
AT 72 [Cisco AnyConnect VPN Cisco AnyConnect VPN Module ]
VPN
Web Umbrella
VPN
ATv7T3 [ Lock Down Component Services ]

Windows
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AnyConnect DER |
. Windows ~DEHTER

ATvT74
VPN AnyConnect GUI [
Install Selected ]
a) Web
Umbrella
b) [OK] PRE_DEPLOY_DISABLE_VPN=1
AnyConnect
c) VPN
VPNDisable_ServiceProfile.xml
d)
Web Umbrella

e) Web

Umbrella VPN

- —
Windows ~DZERIER
zip 7 7 1 L% {E A L 1= AnyConnect D EZ
zip
AnyConnect
MSI zip
setup.exe
AnyConnect
zip
zip HTA
ISO 1 SlySoft  PowerlS CD
EREMzip DEE
. zip
* HTA
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| AnyConnect =R
AnyConnectzip 7 7 1 LDARE .

AnyConnectzip 7 7 1 LD AR

274 E]:p]

GUL.ico AnyConnect

Setup.exe

anyconnect-win-version-dart-predeploy-k9.msi DART MSI

anyconnect-win-version-gina-predeploy-k9.msi SBL MSI

anyconnect-win-version-iseposture-predeploy-k9.msi

SE MSI

anyconnect-win-version-amp-predeploy-k9.exe AMP MSI

anyconnect-win-version-nvm-predeploy-k9.msi MSI

anyconnect-win-version-umbrella-predeploy-k9.msi | Umbrella MSI

anyconnect-win-version-nam-predeploy-k9.msi MSI

anyconnect-win-version-posture-predeploy-k9.msi MSI

anyconnect-win-verson-websecurity-predeploy-k9.msi | \Web MSI

anyconnect-win-version-core-vpn-predeploy-k9.msi | AnyConnect MSI

autorun.inf setup.exe

eula.html Acceptable Use Policy

setup.hta
HTML HTA

SMS % {# F L 7= AnyConnect D E2 7

*.msi zip

=25

* AnyConnect ~ Windows AlwayslnstallElevated Windows
User Account Control UAC
AnyConnect

* Microsoft Internet Explorer MSIE
Java
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B windows Ha1288 MsI oI

AnyConnect DER |

ActiveX

JOoJ7A4IIOREIOER

* MSI

Windows S &I ERd MSI D4l

MSI  Profiles\vpn

CCo MSI
Altiris SMS

ASA

AR M=ILENBED21—I

avy ROy I7q0L

VPN AnyConnect msiexec /package anyconnect-win-version-core-vpn-predeploy-k9.msi /norestart /passive
PRE_DEPLOY_DISABLE_VPN=1 /lvx*
anyconnect-win-version-core-vpn-predeploy-k9-install-datetimestamp.log

Web
VPN AnyConnect msiexec /package anyconnect-win-version-core-vpn-predeploy-k9.msi /norestart /passive

llvx*

anyconnect-win-version-core-vpn-predeploy-k9-install-datetimestamp.log

msiexec /package anyconnect-win-version-core-vpn-predeploy-k9.msi /norestart /passive
DISABLE_CUSTOMER_EXPERIENCE_FEEDBACK=1 /lvx*

anyconnect-win-version-core-vpn-predeploy-k9-install-datetimestamp.log

Diagnostic and Reporting Tool
DART

msiexec /package anyconnect-win-version-dart-predeploy-k9.msi /norestart /passive /lvx*

anyconnect-win-version-dart-predeploy-k9-install-datetimestamp.log

SBL

msiexec /package anyconnect-win-version-gina-predeploy-k9.msi /norestart /passive /lvx*

anyconnect-win-version-gina-predeploy-k9-install-datetimestamp.log

msiexec /package anyconnect-win-version-nam-predeploy-k9.msi /norestart /passive /lvx*

anyconnect-win-version-nam-predeploy-k9-install-datetimestamp.log
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Windows B3TEBIt ¥ U7 A T3> [

AR M=ILENDBZED2—I)L |aTrRBLUVOT 727411

Web msiexec /package anyconnect-win-version-websecurity-predeploy-k9.msi /norestart/passive
[lvx*

anyconnect-win-version-websecurity-predeploy-k9-install-datetimestamp.log

VPN HostScan msiexec /package anyconnect-win-version-posture-predeploy-k9.msi /norestart/passive /lvx*

anyconnect-win-version-posture-predeploy-k9-install-datetimestamp.log

ISE msiexec /package anyconnect-win-version-iseposture-predeploy-k9.msi /norestart/passive
llvx*

anyconnect-win-version-iseposture-predeploy-k9-install-datetimestamp.log

AMP msiexec /package anyconnect-win-version-amp-predeploy-k9.msi / norestart/passive /lvx*

anyconnect-win-version-amp-predeploy-k9-install-datetimestamp.log

msiexec /package anyconnect-win-version-nvm-predeploy-k9.msi / norestart/passive /lvx*

anyconnect-win-version-nvm-predeploy-k9-install-datetimestamp.log

Umbrella msiexec /package anyconnect-win-version-umbrella-predeploy-k9.msi / norestart/passive
[lvx*

anyconnect-version-umbrella-predeploy-k9-install-datetimestamp.log

AnyConnect 4> )L Windows b5 > X 7+ — LA

Windows
Windows

VPN

sampleTransforms-x.x.x.zip

Windows EaiERAtLF 1) T4 A7 3>

Cisco AnyConnect Secure Mobility Client
Windows

Web
AnyConnect

Windows Ov o &Y FO/NT 4

MSI LOCKDOWN
Windows
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. Windows T® AnyConnect EZ 1 —)LDA VR b—ILE K VHIRDIER

anyconnect-vpn-transforms-X. X.xxxxx.zip
MSI
ISO

[0 5 L0EMEHIER (Add/Remove Program List) 1) X k T AnyConnect D 3EFR R

Windows [ Add/Remove Program List ]
AnyConnect
ARPSYSTEMCOMPONENT=1
Windows | Add/Remove Program List ]

anyconnect-vpn-transforms-X. X.XxXxxx.zip

MSI
Windows T® AnyConnect EZ 1 —/)LDA VR bF—ILE XK VBIRRDIER
F&E
AT w71 AnyConnect
a) AnyConnect GUI
VPN SSL  IPsec
Windows macQOS ciscoacvpnuser
AnyConnect
b) AnyConnect Diagnostic and Reporting Tool DART
AnyConnect
c) Umbrella AMP
SBL Web

ISE
AT w72 AnyConnect
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| AnyConnect =R
mac0s ~nEaTER [

a) Umbrella AMP
Web ISE
SBL
b) AnyConnect
c) DART
DART
S
Gx) XML AnyConnect
—t
mac0S ~DERE R
mac0S T® AnyConnect DA VA F—ILELVT A4 VR =L
macOS AnyConnect AnyConnect DMG
DMG AnyConnect.pkg
[
Installation Type ]
AnyConnect Apple pkgutil

ACTransforms.xml

ACTransforms.xml macOS
59

mac0S ~® AnyConnect EL 12— J)LDRAV R7AY 7T r—2 306 LTOA VR
k—IL

VPN Web Umbrella
VPN AnyConnect
ul
DMG
AnyConnect
AnyConnect
FIE

A7 w 71 Cisco.com Cisco AnyConnect Secure Mobility Client DMG
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AnyConnect DER |
B recos ~o AnyComnect EL 1 —LDRE L KFRY FTUL—L 3L ELTOA VR =L

ATy T2
ATy T3

hdiutil convert <source dmg> -format UDRW -o <output dmg>

27w 74 Windows

AnyConnect

ATvT5
ATvT6 WebSecurity ServiceProfile.xml OrgInfo.json

Web
WebSecurity ServiceProfile.wso Web
WebSecurity ServiceProfile.xml

a) .Ws0 Windows Web
AnyConnect x.x.x /Profiles/websecurity macOS
Web

cp <path to the wso> \Volumes\"AnyConnect <VERSION>"\Profiles\websecurity\

b) macOS AnyConnect x.x.x/Profiles
TextEdit ACTransforms.xml VPN
<DisableVPN> true

<ACTransforms>
<DisableVPN>true</DisableVPN>

</ACTransforms>

c) AnyConnect DMG

ATvT1 WebSecurity ServiceProfile.xml NVM ServiceProfile.xml
OrgInfo.json

Web
WebSecurity ServiceProfile.wso Web
WebSecurity ServiceProfile.xml

a) .WSs0 Windows Web
AnyConnect x.x.x /Profiles/websecurity macOS
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mac0s tn7 71— a3 oHiE [

Web

cp <path to the wso> \Volumes\"AnyConnect <VERSION>"\Profiles\websecurity\

b) macOS AnyConnect x.x.x/Profiles
TextEdit ACTransforms.xml VPN
<DisableVPN> true

<ACTransforms>
<DisableVPN>true</DisableVPN>

</ACTransforms>

c) AnyConnect DMG

mac0S ED7 7)) 5—< 3 U DOFIR

* Mac App Store
* Mac App Store and identified developers

Mac App Store and identified developers

AnyConnect Apple
Mac App Store
AnyConnect [ Anywhere ]
Ctrl
http://www.apple.com/macosx/mountain-lion/security.html

Linux ~DEHER

Linux BE S a2a—IILDA VX =)L

Linux
tar.gz
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B inxmzva—nororozi—n

FIE

AT w71 AnyConnect
VPN SSL  IPsec

AT w2 DART

ATFvT3 ISE
ATv 74 NVM

Linux HES 2 —ILDT7 A4 VR =L
AnyConnect
DART

FIE

ATv 71 NVM

ATvT2 ISE
AT w73 AnyConnect

ATv 74 DART

Linux 7/31 A~AD NVM DFEA VX F—)L[7 4 VX b—IL
FIE

ZXT7 w71 AnyConnect
ATv 72 nvm

ATv73 $sudo ./nvm_install.sh
/opt/cisco/anyconnect/bin/nvm_uninstall.sh NVM
Firefox TOH—/\FIEAEREID #NEA1E
AnyConnect AnyConnect

AnyConnect  Firefox
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| AnyConnect =R

Linux 7734 2~ DART DFH1 > 2 k—L [

Firefox SEBAZER FT7E 7V T4 12T 2A%

AnyConnect  Linux

Firefox

AnyConnect
Firefox

Firefox SIBAZ R F 7 HFER LB WLGE

Firefox

BHECLI—ILOEHR®

1

MSI

N

Firefox PEM

Windows

Web
Umbrella

G¥) VPN

AMP

Linux 7/34 X~® DART DF &1 VX b—)L

1. anyconnect-dart-linux-(ver)-k9.tar.gz

2. tar -zxvf <path to tar.gz file including the file name tar.gz

dart_install.sh

\)

sudo ./dart_install.sh

GE) DART

/opt/cisco/anyconnect/dart/dart_uninstall.sh

Web & 5 AnyConnect

Web
AnyConnect

AnyConnect
AnyConnect
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. Web E A AnyConnect

AnyConnect DER |

Java  ActiveX

Web
Weblaunch NPAPI  Netscape
ActiveX
ASA T Web EFH
ASA AnyConnect  Web
ASA
[AnyConnect? 54 7 > L DES) (Start AnyConnect Client) ]
AnyConnect NPAPI  Netscape
weblaunch  ActiveX Java Web
ASA Web & B 0 il R
. oS AnyConnect ASA
* OPSWAT Web VPN HostScan
OPSWAT HostScan
ASA
* ASA ASA AnyConnect
unzip ASA
AnyConnect ASA ASA
VPN
. IP DNS ASA
* Internet Explorer Web
URL Windows Internet Explorer
ASA
* Windows 7 SP1 Microsoft .NET Framework
4.0 Umbrella .NET Framework
4.0
Umbrella
.NET Framework
Umbrella
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| AnyConnect =R

ISE [ & % Web B

asa <o web Bz I

AnyConnect
AnyConnect

Network Setup Assistant

ISE AnyConnect
ISE
ISE
Internet Explorer ActiveX
AnyConnect

| SE B Bl D Il iR

*ISE ASA AnyConnect  Web

* ISE AnyConnect ISE

ISE
ISE [ Agent Configuration ]>[

ClientProvisioning ] NAC Agent

ASA T Web B DEXTE

WebLaunch @ 7 5 5 DO HIE

R4:FTRL—T 1429 VRTFLIZ& % WebLaunch FBD AnyConnect 75 o4 H1R— k

Policy 1>
AnyConnect ISE

ARL—TFT4 2T VAT LA To59%
Microsoft Windows 10 x86 (32 ) |Internet Explorer 11

x64 (64 )
Windows 8.x x86 32 x64 64 |Internet Explorer 11
Windows 7 SP1x86 32 x64 64 | Internet Explorer 11
macOS 10.13 10.14 64 Safari 11
10.15 64

“

(G¥) EDGE Active-X
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AnyConnect O EFH |
. AnyConnect /Xy — DA O—FK

\}

GE)  Web NPAPI  Netscape

AnyConnect Umbrella Microsoft NET
4.0

AnyConnect /Ny — M4 oO—K

Cisco AnyConnect Software Download ~ Web Cisco AnyConnect Secure Mobility
Client
0S AnyConnect Web Efi/\v 77— 4
Windows anyconnect-win-version-webdeploy-k9.pkg
macOS anyconnect-macos-version-webdeploy-k9.pkg
Linux 64 anyconnect-linux64-version-webdeploy-k9.pkg
Y
(GE) ASA

ASA T® AnyConnect /Xy —DO— K

FIE

ATy 1 [&E (Configuration) 1>[YJE—k 74X (RemoteAccess) ]>[VPN]> [y bT—% (¥
472 k) TOHEX (Network (Client) Access) ] >[AnyConnect 2 S A7k VI b F

(AnyConnect Client Software) | [AnyConnect AnyConnect
Client Images ] ASA AnyConnect
ASA

AT w72 AnyConnect [ Add ]

* ASA AnyConnect [ Browse

Flash ]
. AnyConnect [
Upload ]

AT w73 [0K] [ Upload ]
ATy 74 [ Apply ]
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| AnyConnect =R
JB/N AnyConnect €< 1 —)LOF L .

JBA0D AnyConnect £~ 1 — LD EME

AnyConnect VPN

A\

() Start Before Logon AnyConnect

FIE

ATv 71 ASDM [%%E (Configuration) ]>[1)E— bk 72X VPN (RemoteAccessVPN) |>[F v
kD—9 (U547 k) TUEX (Network (Client) Access) |>[FIL—TF R — (Group

Policies) ]
ATvT2 [ Edit ] [ Add ]
ATv73 [VPN K1) &— (VPN Policy) ]>[AnyConnect ¥ 54 7 > k
(AnyConnect Client) ] [ Client
Modules to Download ] [ Add ]
ASA
ATv7Ta [ Apply ]
ASDM TDYU SATF > b 7774 ILDER
ASA AnyConnect Web
FIE
ATy [ Configuration ]>[ VPN Remote Access VPN ]>] (
) Network (Client) Access ] > [AnyConnect
AnyConnect Client Profile 1> > >
ATvT2 [ Change
Group Policy ]
ATv7T3 [ Change Policy for Profile policy name ]
[ Available Group Policies ]
[ Policies ]
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AnyConnect DER |
B st coweb BIORE

AT w74 [OK]

AT w75 [AnyConnect AnyConnect Client Profile ] [ Apply ]
ATvT6 [ Save ]
ATvT1 [OK]

ISE TD Web BFRDERTE

ISE ISE AnyConnect ISE
OPSWAT ISE
ASA AnyConnect
ISE
«ISE ASA ASA AnyConnect
VPN AnyConnect ISE ASA
ISE AnyConnect
«ISE ASA AnyConnect
ISE AnyConnect AnyConnect
ISE
AnyConnect
. ISE AnyConnect
. Internet Explorer ISE  AnyConnect
AnyConnect
. ISE
Network Setup Assistant NSA
NSA
ISE AnyConnect
NSA  Windows macOS
ISE

*ISE  AnyConnect
. ISE  AnyConnect
. AnyConnect

» AnyConnect

. Cisco AnyConnect Secure Mobility Client ') ') — 248 EEEH A K



| AnyConnect =R
ISE 7 v 70— KD 1= ® AnyConnect 7 7 1 /LD ¥ .

A\

(G£)  AnyConnect ISE Web

Cisco ldentity Services Engine Administrator Guide Client Provisioning
Without URL Redirection for Different Networks

ISE AnyConnect
* AnyConnect ISE
. AMP VPN
Web AnyConnect
ISE
o Ul
. AnyConnect gettext
» Windows

ISE 7 v 70— KD 1= AnyConnect 7 7 1 )LD %

. AnyConnect PC
AnyConnect
S
G¥)  ASA VPN
ISE
ASA
ISE
ISE ISE ISE
ISE

VPN ASA ISE

. AnyConnectISE

ISEPostureCFG.xml
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AnyConnect DER |

ks
filt

. AnyConnect = BF T 57=6HD ISED

N

GE) ISE
Call Home

ISE

* ISE ZIP

* AnyConnect Ul

* VPN
AnyConnect
. AnyConnect gettext
ISE ISE AnyConnect

AnyConnect = ERT 571=8 D ISE DEETE

AnyConnect AnyConnect ISE
S
Gx) ISE  AnyConnect [AnyConnect
AnyConnect Module Selection ] VPN
VPN
1. ISE [ Policy 1> Policy Elements ]>[ results 1> >
> [ Client Provisioning ] [
Resources ] [ Resources ]

2. [Bi (Add) 1>[B—AIL T4 RIMOI—x 2k 1)Y—R (Agent resourcesfrom

local disk) ] AnyConnect
AnyConnect
3 [ Add ]>[AnyConnect AnyConnect Configuration ]> >
AnyConnect /
OPSWAT
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AnyConnect ISE

0 <o web EBA0EE ]

ISE ASA Windows AnyConnect

ISE AnyConnect

& 5:ISE @ AnyConnect ') ) — X

Jorv 7k ISE!)Y—R 24 T LA
AnyConnect AnyConnectDesktopWindows
AnyConnectDesktopOSX
AnyConnectWebAgentWindows
AnyConnectWebAgentOSX
AnyConnectComplianceModuleWindows
AnyConnectComplianceModuleOSX
AnyConnect AnyConnectProfile
ISE AnyConnect
AnyConnectCustomizationBundle
AnyConnectLocalizationBundle
4. (OF]
AnyConnect ISE NAC/MAC
AnyConnect
NAC/MAC
AnyConnect 2
AnyConnect 1
3 i —
FTD T®D Web BEFDELTE
Firepower Threat Defense FTD ASA
NGFW FTD AnyConnect Secure Mobility
Client VPN RAYVPN
VPN
IPsec IKEv2 SSL FTD IKEv1
Windows Mac Linux  AnyConnect FTD
SSL IKEV2 IPsec VPN
FTD
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AnyConnect DER |
B o <o we BBO®E

IP AnyConnect
FTD
Apple iOS Android AnyConnect
FTD
AnyConnect
FTD AnyConnect VPN
AnyConnect VPN Firepower Management Center FMC
VPN VPN
AnyConnect 5 &K U FTD D EFIE L HIHEIE
. VPN Cisco AnyConnect Secure Mobility Client
VPN
VPN AnyConnect
*FTD  AnyConnect 4.0 AnyConnect
6.2.1 FMC
* FMC AnyConnect VPN
VPN AnyConnect VPN
FMC RAVPN
AnyConnect VPN
* VPN
. HostScan
ISE
« Firepower Threat Defense AnyConnect
VPN AnyConnect FTD
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| AnyConnect =R

*FTD
* SAML 2.0
* TACACS Kerberos KCD
* LDAP LDAP
* RADIUS CoA
FTD AnyConnect
Firepower Management Center
Defense VPN

AnyConnect ¥ 7 bz 7H LU TAT 7 A LOEFH .

FTD

RSA SDI

6.2.1
Firepower Threat

AnyConnect ¥V 7 Oz 7HE LU TA T 7M1 IILDEH

AnyConnect
* AnyConnect AnyConnect
. Umbrella
* ASA FTD ASA
FTD
* ISE ISE ISE
NAD
AnyConnect

ASA
ASA

AnyConnect

VPN

Umbrella
AnyConnect
Umbrella

VPN

AnyConnect

ISE
AnyConnect
ASA

ASA ISE

VPN
ISE
AnyConnect ISE

VPN
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. AnyConnect V7 bz 7H LU TOT 7 A IILDEH

» AnyConnect

* ASA ISE

7T L— KD oO—

ATiR S

AnyConnect
Dynamic Authorization Control List DACL

* ISE ASA

AnyConnect

AnyConnect DER |

ISE

ISE ASA

AnyConnect Y 54 72 MIA VR F—=ILENTLVD

1. AnyConnect

2. ASA SSL

3. AnyConnect  AnyConnect

VPN

ISE ASA

1 DACL

2. Internet Explorer ActiveX
NSA  AnyConnect

3. AnyConnect ISE

AnyConnect ISE
4. ISE
AnyConnect B’ VX b—)LEN TV
1 ASA
2.

3. AnyConnect
Java
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ISE ISE

ISE  AnyConnect
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| AnyConnect =R
AnyConnect BENEH D EHE .

4. AnyConnect ASA VPN
ISE ASA
1 ISE  AnyConnect
2. Internet Explorer ActiveX AnyConnect
Network Setup Assistant
AnyConnect
3. AnyConnect VPN ISE

AnyConnect ISE

4. |ISE

AnyConnect BEIE T D L

AnyConnect
* VPN
. AnyConnect  Web
* VPN
. ASA

1 —+|Z WebLaunch §(Z AnyConnect DA > O0— K%KHBTOY
PANOE -3

Web ASA
AnyConnect

AnyConnect
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AnyConnect DER |
B - venvs70 75— rEEORT

FIE

ATy 71 ASDM [EX7E (Configuration) |>[Y)E— bk 72X VPN (RemoteAccessVPN) |>[F v
f7—29 (U547 k) 7HEX (Network (Client) Access) ]>[¥IL—F K1) — (Group

Policies) |
ATy T2 [ Edit ] [ Add ]
ATv73 [ Advanced ] > [AnyConnect AnyConnect
Client 1> Login Settings 1> > [ Inherit ]
[ Post Login setting ]
[ Default Post Login Selection ]
AT v 74 [OK] [ Save ]

A—HIHT ST v T L— FEEDFFA

AnyConnect AutoUpdate AnyConnect
AutoUpdate

AnyConnect
Windows Linux 0S X

ASA TOEETY TT— FDHRTE

ASA
IRTO
ASA ASA/ASDM
ASA/ASDM
Cisco ASA Series VPN ASDM Configuration Guide Cisco ASA Series VPN CLI Configuration
Guide
ASDM
HRE LB * BoiE TIAILME  ER
DeferredUpdateAllowed true false false true
false
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Asa coEET v 77— roEE [

HhRE LEH* BGE TIOAILKME  GER

DeferredUpdateMinimum\ersion XXX 0.0.0

AnyConnect

VPN
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AnyConnect DER |

B secoEzryI7—romE

HRELEMH* BRfE T4 NME  GERE
DeferredUpdateDismissTimeout 0 300 150
0
DeferredUpdateMiinimum\ersion
* DeferredUpdateDismissResponse
DeferredUpdateDismissResponse defer update update DeferredUpdateDismissTimeout
*
ISETOEET v TT— FDERE
FIE
ATv T
a) [ Policy 1>[ Results >
b) [ Client Provisioning ]
o | Resources ] (BN (Add) |>[A—HAILTARIDLDI—CT Y
k1)Y—X (Agent Resourcesfrom Local Disk) ]
d) AnyConnect pkg [ Submit ]
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ATvT2 AnyConnect

ATv7T3 [ Resources ]
AnyConnect Configuration ]

BIET7 Yy 77— O GUl
[DeferredUpdateDismissTimeout]

BHARNY O—DRE
BHR Y L—DBE

AnyConnect

AnyConnect

e Server Name

AnyConnect
FQDN IP
VPN
. VPN
Server VPN
From Any Server

2E7 v 77— rtocu [

AnyConnect [AnyConnect
[AnyConnect AnyConnect Configuration ]
Ul
Ul
VPN

*.example.com

Allow Softwar e UpdatesFrom Any Server

Allow VPN ProfileUpdatesFrom Any

Allow Service Profile Updates
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AnyConnect DER |
B o shry—nEHRY o —onk

o[ ISE Allow ISE Posture Profile
Updates From Any Server ] ISE
o[ Allow Compliance

Module Updates From Any Server ]

RIS N —\E#HAR) O—DENME

Server Name
. AnyConnect

» AnyConnect

» AnyConnect

» AnyConnect

. VPN ISE

FRERGY—/N\EHR) O —DEE

Allow ... UpdatesFrom Any Server
AnyConnect

« Allow Software Updates From Any Server:
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| AnyConnect =R
JHRY—0hiv1 k54> ||

. ASA

VPN

* Allow VPN Profile Updates From Any Server:
. VPN VPN

. VPN
VPN VPN

« Allow Service Profile Updates From Any Server:

* Allow | SE Posture Profile Updates From Any Server:
. ISE ISE

. ISE ISE
ISE

« Allow Compliance M odule Updates From Any Server:

ISE

BHARY—DHALFSA4 Y

. Server Name IP

FQDN
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B =xuo—on

EEFARY O — Db

AnyConnect DER |

* Always-On VPN
VPN
VPN
. VPN
DNS
DNS
LAN Always-On
Start Before Logon
PPP VPN
VPN
. UpdateHistory.log

ASA

$AllUsers%\Application Data\Cisco\Cisco AnyConnect Secure Mobility
Client\Logs

AnyConnect ASA

VPN XML

<?xml version="1.0" encoding="UTF-8"?>

<AnyConnectLocalPolicy acversion="2.4.140"

xmlns=http://schemas.xmlsoap.org/encoding/
xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
xsi:schemalocation="http://schemas.xmlsoap.org/encoding/ AnyConnectLocalPolicy.xsd">
<FipsMode>false</FipsMode>
<BypassDownloader>false</BypassDownloader><RestrictWebLaunch>false</RestrictWebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>
<RestrictPreferenceCaching>false</RestrictPreferenceCaching>
<RestrictTunnelProtocols>false</RestrictTunnelProtocols>

<UpdatePolicy>
<AllowSoftwareUpdatesFromAnyServer>true</AllowSoftwareUpdatesFromAnyServer>
<AllowVPNProfileUpdatesFromAnyServer>true</AllowVPNProfileUpdatesFromAnyServer>
<AllowServiceProfileUpdatesFromAnyServer>true</AllowServiceProfileUpdatesFromAnyServer>
<AllowISEProfileUpdatesFromAnyServer>false</AllowISEProfileUpdatesFromAnyServer>
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| AnyConnect =R

zgRy v—ohl ]

<AllowComplianceModuleUpdatesFromAnyServer>true</AllowComplianceModuleUpdatesFromAnyServer>
<AuthorizedServerList>

<ServerName>seattle.example.com</ServerName>

<ServerName>newyork .example.com</ServerName>

</AuthorizedServerList>

</UpdatePolicy>
</AnyConnectLocalPolicy>
ASA
ASA~NyY FITUF A— K& TL 5 AnyConnect | ¥ > 0O— K3 BEDa1—)L
Ny r—o
seattle.example.com 4.7.01076 VPN
Web
newyork.example.com 4.7.03052 VPN
raleigh.example.com 4.7.04056 VPN
AnyConnect VPN
. AnyConnect
seattle.example.com Web
Web
VPN
. AnyConnect ASA
newyork.example.com VPN
Web
. ASA raleigh.example.com
VPN Web
VPN

VPN
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. AnyConnect & 1{&#R

AnyConnect S 8!

EE:

AnyConnect DER |

A—A)LaYEa1a—42LEQa2a—YF T)IT7LUR T7A4ILDEFR

AnyConnect
AnyConnect
GUI [ Preferences ]
AnyConnect Start Before Logon
ARL—TFA4 VT VR | 34T T7ANLELU/IRR
T Ls
Windows User C:\Users\username\AppData\Local\Cisco\ Cisco AnyConnect VPN
Client\preferences.xml
C:\ProgramData\Cisco\Cisco AnyConnect VPN Client\ preferences_global.xml
macOS User /Users/username/.anyconnect
/opt/cisco/anyconnect/.anyconnect_global
Linux User /home/username/.anyconnect

/opt/cisco/anyconnect/.anyconnect_global

AnyConnect BE UL HL—VPN Y SA 72 FTHEASINSKR—F

Cisco VPN Client Cisco AnyConnect Secure Mobility Client
Jokran Cisco AnyConnect Client /R— ~
TLS SSL TCP 443
SSL TCP 80
DTLS UDP 443
IPsec/IKEv2 UDP 500 UDP 4500
Joran Cisco VPN Client (IPsec) R— bk
IPsec/NATT UDP 500 UDP 4500
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| AnyConnect O R

AnyConnect £ £ UL HY— VPN 2 547> btAnzdK—+ [

Jota Cisco VPN Client (IPsec) R— k
IPsec/NATT UDP 500 UDP 4500

IPsec/TCP TCP

IPsec/UDP UDP 500 UDP X
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AnyConnect O EFH |
B Ancomect 5E UL AL—VEN S ST FTRAShBR—
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=9=
=% =R

AnyConnect V 54 72 bEA VAR M—F
NDHRAAIARXEA—NTA X

* AnyConnect 51
* DSCP 60

DHCP 61
¢ AnyConnect GUI 61
¢ AnyConnect GUI 69
« AnyConnect 77

78

* AnyConnect API 83
* AnyConnect CLI 84
* ISE AnyConnect 87

AnyConnect f VX Fh— LEIEDLEER

HAFS4A4Y
* Web SSL AnyConnect Web
SSL
AnyConnect [AnyConnect Start

AnyConnect ]

NDARIR—ITHARYI VR T4— KNy DEHIE
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AnyConnect 7 SA 7Y hEA VR F—5DHRATAXER—HF5(4 X |
B o xt—rmrozE. Windows

CustomerExperience_Feedback.xml
AnyConnect CustomerExperience_Feedback.xml
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\CustomerExperienceFeedback\

AnyConnect [AnyConnect
AnyConnect About ]
[ Installed Module ]
[ Enable Customer Experience

Feedback Service ]

* MST anyconnect-vpn-transforms-X. X.xxxxx.zip
anyconnect-win-disable-customer-experience-feedback.mst

AR F—=ILEMMEDZE. Windows

» AnyConnect Windows
. 1
msiexec Web
1 Microsoft Orca Orca Microsoft
Windows Installer Software Development Kit SDK Microsoft Windows SDK
Windows SDK http://msdn.microsoft.com
Windows SDK
Web
« SO setup.hta HTML
HIFREIE
AnyConnect
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| AnyComnect 7S A7 bEA VR —5DHRETAXEA—HFA4 R
HS5LFT U A VR R—LENRETAXT % Windows 4 > 2 b—3 T35+ [}

D5AT2o AR M—=ILEHRETA XT3 Windows 1 VR b—F TA/NT 4

Windows AnyConnect
Microsoft Windows
. MTU VPN RESET_ADAPTER_MTU
1 Windows MTU
* Windows Cisco AnyConnect Secure Mobility Client
AnyConnect
VPN Web
Umbrella MSI
LOCKDOWN LOCKDOWN 0
Windows
MSI
Cisco
AnyConnect Secure Mobility Client
1 LOCKDOWN
D
G¥)  AMP VPN
* ActiveX AnyConnect VPN
VPN WebLaunch ActiveX
AnyConnect 3.1 VPN ActiveX
AnyConnect VPN ActiveX
AnyConnect msiexec
NOINSTALLACTIVEX=0
o[ Add/Remove Program List ] AnyConnect
AnyConnect Windows [

Add/Remove Program List ]
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AnyConnect 7 SA 7Y hEA VR F—5DHRATAXER—HF5(4 X |
. AnyConnect £ 21— /LA ® Windows 1 Y X b—3 FO/F«

ARPSYSTEMCOMPONENT=1

MSI
Cisco AnyConnect Secure Mobility Client

AnyConnect £ 2 —)LF® Windows 1 > X b—3 F0O/\T 4
MSI

AVA=ILENBEYD 21— avrykrsLEvngd IJ7400

VPN AnyConnect msiexec /package
anyconnect-win-version-predeploy-k9.msi /norestart

Ipassive PRE_DEPLOY_DISABLE_VPN=1/lvx*
anyconnect-winversorspredeploy-k-install-datetimestamp.log

VPN AnyConnect msiexec /package
anyconnect-win-version-predeploy-k9.msi /norestart

[passive /lvx*

anyconnect-winversorpredeploy-k-install-datetimestamp.log

msiexec /package
anyconnect-win-version-predeploy-k9.msi /norestart
[passive

DISABLE CUSTOMER_EXPERIENCE FEEDBACK=1
Nlvx*

anyconnect-winversorspredeploy-k-install-datetimestamp.log

Diagnostic and Reporting Tool DART msiexec /package
anyconnect-win-version-dart-predeploy-k9.msi
/norestart /passive /lvx*

anyoonnectwinversondartpreceploy-kOHnstall-datetimestamplog

SBL msiexec /package
anyconnect-win-version-gina-predeploy-k9.msi
/norestart /passive /lvx*
anyconnectwirnversandginespredeploy-kHnstall-datetimestampliog

msiexec /package
anyconnect-win-version-nam-predeploy-k9.msi
/norestart /passive /lvx*

anyoonnectwirhersarinamHoredeploy-kOHngall-datetimestampliog
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| AnyComnect 7S A7 bEA VR —5DHRETAXEA—HFA4 R
BEREF2UTFA TIFATURADNREIA XE NI A VR b—5 +5o2T4—Lo1vK—+ [}

AVA=ILENBED21—I avrrRELKURT 7740

Web msiexec /package
anyconnect-win-vers on-websecurity-predeploy-k9.msi
Inorestart/passive /lvx*

P ATl Iy
Posture msiexec /package

anyconnect-win-version-posture-predeploy-k9.msi
Inorestart/passive /lvx*

anycomeckWinvarsSanposiLieredeploy4<Q-nsalk-cetimestamplog

ISE msiexec /package
anyconnect-win-verson-iseposture-predeploy-k9.msi
Inorestart/passive /lvx*

O el g

AMP msiexec /package
anyconnect-win-version-amp-predeploy-k9.msi
/norestart/ passive /lvx*

anyoonnec-wirhersarrampHaredeploy-kSHngall-datetimestampllog

msiexec /package
anyconnect-win-version-nvm-predeploy-k9.msi
Inorestart/ passive /lvx*

anyoonnec:winhvarsarivmHoredeploy-kSHnstall-detetimestampllog

Umbrella msiexec /package
anyconnect-win-versonumbrella-predeploy-k9.msihorestart/
passive /lvx*

anyconnect-winversorspredeploy-k-install-datetimestamp.log

BHEHEX 1) T PTSATUORANDARERARENTZA A =5 FS5 R
T4+ —LDA Rk— b+

Windows
Web

FIE

ATv 71 ASDM [%%E (Configuration) ]>[1)E—k 72X VPN (RemoteAccessVPN) |>[F v
koO—5 (U534 F72 k) 7UHER (Network (Client) Access) ]>[AnyConnect H R 2 <A £ —
v 3yv/a—Ah1tE— 3> (AnyConnect Customization/LocalizationScript) [ >[hRZ T4 X
ENfzA VR =5 b5 VR T +—L (Customized Ingtaller Transforms) ]

ATwT2 [ Import ]
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. AnyConnect f X h—SEEMDO—HS 4 X

[AnyConnect
Objects ]

Remote Access ¥PN |:T| l;l

AnyComnect V SA 7> h&EA VR F—=5DHRATAXEA—NF54X |

Import AnyConnect Customization

= Configuration = Remote Access ¥PN = Metwork (Client) Access =

@ Introduction

| Metwork (Client) Access

)} AmviConneck Connection Profiles
@} IPsec Connection Profiles

- ﬁ Group Policies

; Resources
Binary
GUI Text and Messages

B Localized Installer Transforms
Address Assignment
[ Advanced

Clientless S50 YPH Access
anafLocal Users

B Secure Desktop Manager
#-[E3 Certificate Management
----- Language Localization
28 | nad Balancing

{i5' DHCP Server

DNS

|-J"' Advanced

@) Device Setup
% Firewsall

Remate Access YPM
79 Site-to-Site VPN

-~ Ble Dvnamic Access Policies
E—'J-- AnvConneck CustomizationLocalization

C d Installer Transforms

ﬂ) Device Management

AnyConnect Customization/Localization = Customized Installer Transforms

Import or Export ArsConneck-customization objects to the security appliance, These
will be served by the ASA on request From the AnyConnect client.

Cbject Mame

/]

Marmne: iOur_corporate_icon| |
PlakFarm: |win ~ |
Select a file

(%) Local computer

Path: EC:'!,Documents and Settingsiuserid|My DDI-E l Browse Local Files. ..

() Flash file system

() Remate server

I Import Mow H Cancel ][ Help ]

docs 15 ) 5/4/09 10:10:34 AM EDT

ATv7T3
ASA
ATv74
Now ]

[ Import

AnyConnect 1 X br—SEIENDA—HF4 X

AnyConnect

ASA

MSI
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| AnyComnect 7S A7 bEA VR —5DHRETAXEA—HFA4 R
BEREF2UTFA TIFATUAADO—NS A XENfA VR b—5 502 T74—Lo1vK—+ [}

GUI
S
() AnyConnect
AnyConnect
ASA
AnyConnect
cisco.com
30
cisco.com  AnyConnect .Zip
anyconnect-win-<VERSION>-webdeploy-k9-lang.zip
<VERSION> AnyConnect 4. 3. XXXXX
.mst
30
ASA Microsoft

Orca

Orca Microsoft Windows Installer Software Development Kit SDK
Microsoft Windows SDK

BEREEX 1T PTSATUVRAADOA—HSAXENEA VA= F5UR
T+ —LDA ViRk— b+

ASDM ASA
FIE

ATv 71 ASDM [%%E (Configuration) ]>[1JE—k 72X VPN (RemoteAccessVPN) |>[Ff v
fD—2 (O34T 2 k) 721X (Network (Client) Access) ]>[AnyConnect h X2 3 A £—
v 3yv/a—Ah1tE— 3> (AnyConnect Customization/LocalizationScript) ]>[A—h 54 X
SNFA R =5 FT VR TH—L (Localized Ingtaller Transforms) ]
ATFwT2 [ Import ] [MST

Import MST
Language Localization ]
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AnyComnect V SA 7> h&EA VR F—=5DHRATAXEA—NF54X |
B o aitncs205 775470 2~ADB—HFAXENEA VR =5 FFURTL—LDA vi— b

Somote Acceas NEN,

‘? Introduction

)} Mebwork (Client) Access

i anyConnect Connection Profiles
| IPsec Connection Profiles

m Group Policies

Bl Dynamic Access Policies
ELJ-- AnyConnect CuskomizationfLocalization
H Ea
Binary
Gl Text and Messages
Customized Installer Transforms

=5 p Address Assignment

E+J Advanced

fS Clientless S50 WPN Access

aaaLocal Users

B Secure Deskbop Manager

1 Certificate Management,
Language Localization

2.8 Load Balancing

Configuration = Remate Access WRMN = Metwork (Client) Access = AnyConnect Custamization|Localizatior

Localized Installer Transforms

Zonfigure language kranslation kables that the security appliance uses bo translake AmyZonnect mess:
implemested through M3T (Microsoft Transform file Format,

Language: !

Select a file

(%) Local computer

Path:

Translation Domain: E-.C\nndnnect

Language Translation Table

“
Language Lan
Slovenian sl
Forbian sh

(Spanish (Spain)

ATvFT3 [
ATv7a [
ATv 75 [

Language ]

Import Now ]

Apply ]

es

. Cisco AnyConnect Secure Mobility Client ') ') — 248 EEEH A K

fi5' DHCP Server {7 Flash file system Spanish (Argentina) B5mar

i i DS Spanish (Bolivia) es-hr
|'+] Advanced | |5panish (Chile) es-cl

() Remots server Spanish (Calombia) E5-r0

& Device Setup i Spanish (Costa Rica) es-cr

o [ |5panish (Dominican Republic)  |es-de

gﬂ Firewall Spanish (Ecuador) es-ar

e I Import MNow l [ Car|spanish (El Salvadaor) B5-sy
| Remple decoss yfil Spanish (Guatemala) es-qk

Spanish (Handuras) es-hr

| Spanish (Mexica) E5-m;

| Spanish (Micaragua) es-ni

o | E Span?sh (Panarna) 25D

= Spanish (Paraguay) Es-py

. e = Span!sh (Peru) . E5-PE

Spanish (Puerto Rica) es-pr

Spanish (Uruguay) ey

AnyConnect



| AnyComnect 7 SA 7Y hEA VR F—5DHRETAZXEA—NFA X
4 VR b= LEfEDZE, macos [

Configuration = Remote Access ¥PN = Metwork (Client) Access =
AnyConnect Customization/Localization > Localized Installer Transforms

Configure language translation tables that the security appliance uses to kranslate
AnyConnect messages implemented through MST (Microsoft Transform File Format).

@ Import | [Z Export | [ Delete

[ Language Language Translation Table
o come :
A 2XA F—ILBEDZEE. mac0S
AnyConnect
macOS AnyConnect
A\
GE) ul

ul

ACTransforms.xml [Z & % mac0S TDA VX F—SEENDHRETA X

macOS .pkg
ACTransforms.xml XML

1. .pkg Profile
2. Profile
3. Profile

XML

<ACTransforms>
<PropertyNamel>Value</PropertyNamel>
<PropertyName2>Value</PropertyName2>
</ACTransforms>

macOS ACTransforms.xml Web
DisableVPN ACTransforms.xml DMG Profiles

HRAAI—IHRRYIVR T4—FNRvY EDa—ILOEHIE

Mac OS X
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. AR M—LEMEDZEE. Linux

FIE

ATy T
/

AnyConnect 7 SA 7Y hEA VR F—5DHRATAXER—HF5(4 X |

hdiutil dmg

hdiutil convert anyconnect-macosx—-i386-ver-k9.dmg -format UDRW -o
anyconnect-macosx-i386-ver-k9-rw.dmg

ATy T2

ACTransforms.xml

<DisableCustomerExperienceFeedback>false</DisableCustomerExperienceFeedback>

A 2AM—=ILBEDZEE. Linux

ACTransform.xml [Z & 5 Linux TDA VA M—SEEOHRAAZATA X

Linux
ACTransforms.xml

* .pkg

».dmg

<ACTransforms>

.pkg

XML

<PropertyNamel>Value</PropertyNamel>
<PropertyName2>Value</PropertyName2>

</ACTransforms>

DSCP DRFDHIE

Windows 0OS X

DSCP

Profile
Profile
Profile
Profiles XML ACTransforms.xml
DTLS DiffServ
DSCP
DSCPPreservationAllowed True False
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| AnyComnect 7S A7 bEA VR —5DHRETAXEA—HFA4 R
157 w5 Hep 4—s L— roEE [

\}

GE) AnyConnect DSCP True
false

ASDM  [E&%E (Configuration) ]>[1)E&— 72 XVPN (Remote Access
VPN) 1>[%y bT—4 (U54F7> k) 7YX (Network (Client) Access) 1> [FIL— TR
1) &— (Group Policies) |>[1BN/#w%E (Add/Edit) ]>[5¥# (Advanced) ] > [AnyConnect%
47> bk (AnyConnect Client) ] >[h X% LEM (Custom Attributes) ]
Cisco ASA Series VPN
Enable DSCP Preservation

/NT 1) %9 DHCP H—/\ )L— FDERTE

AnyConnect DHCP
AnyConnect
DHCP
AnyConnect LAN DHCP
DHCP
NIC

WINS DNS VPN

Windows DHCP
DHCP
no-dhcp-server-route true

ASDM  [%FE (Configuration) 1>[YJ)E— k7% XVPN (Remote Access
VPN) 1>[#y bT—9 (O34T > k) 721X (Network (Client) Access) |>[FIL— TR
1) & — (Group Policies) ] >[BiN/#RE%E (Add/Edit) ]>[5%# (Advanced) ]>[AnyConnect?
54 7> b (AnyConnect Client) ] >[h X4 LEM (Custom Attributes) ]
Cisco ASA Series VPN

AnyConnectGUI T XX FEAYE—VDHREATA R

ASA AnyConnect
ASDM Windows
Windows WWW.Cisco.com

Cisco AnyConnect Secure Mobility Client ') ') —X48 EEEH A F .
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http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

AnyConnect 7 SA 7Y hEA VR F—5DHRATAXER—HF5(4 X |
. AnyConnectGUI TXRX & A v E—DDHRETA R

* Windows
* Windows Web
Windows  AnyConnect AnyConnect
AnyConnect ASA ASA
AnyConnect

WWW.Cisco.com

65

GUI

« AnyConnect
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| AnyComnect 7S A7 bEA VR —5DHRETAXEA—HFA4 R
AnyConnect D 7F X k& A v E—UDEBMEITIRE .

. 65 [
Save to File ] ASDM
ASA
S
GE) ASA Altiris Agent
Gettext AnyConnect
anyconnect.po .mo .mo
3-22
ARFEEHNEIER
AnyConnect
. /
. ul

AnyConnect DT FRA & A v E—CDEMFERITRE

1 ID
AnyConnect GUI

o[ Save to File ]
ASDM
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AnyComnect V SA 7> h&EA VR F—=5DHRATAXEA—NF54X |
. AnyConnect DT ¥R b & A v E—UDBMERITHFESE

FIE

ATy 71 ASDM [%%E (Configuration) ]>[")E— bk 72X VPN (RemoteAccessVPN) |>[F v
bO—9 (U547 k) 7TUEX (Network (Client) Access) ]>[AnyConnect h X2 <A £—
vav/Aa—Ah)E— 3> (AnyConnect Customization/Localization) ] >[GUlI TF X kB &
U A yt— (GUI Text and Messages) |

ATvFT2 [ Add ] [ Add Language
Localization Entry ]

Remote Access YPM g & o= Configuration = Remote Access WPN = Mebwork (Client) Access =
AnConnect Customization/Localization = GUI Text and Messages

Configure language translation tables that the security
appliance uses to kranslate titles and messages associated with
the AneeConneck YPM Client user interface.

'ﬂ "Il Impnrt@

-8} Group Policies

- Dynamic Access Palicies i
=T AnyConnect Customization Lacalization /'|‘_
1

anguage

; Resources

Customized Installer Transfor
Localized Installer TransFarms

& Add Language Localization Entry

[+ Zyp Address Assignment -
[+ T Advanced Translation Dorain: |4 Connect |
B Clientless S50 WPM Access -
g AAAfLocal Users Language: ( V|
'_ SBC'-!rF Deskhop Manager Language Language Code
[ _.--- Certificate Management chinese (PRC) R R
----- Languaqge Localization hi - h
8,8 d Balancing & fnese (Slr!gapnre) zh-sg
{5 DHCP Server Chinese {Taivan; zhi-tw
&l ns Croatian hr
- T, Advanced Czech [ e
Danish da
Dukch (Belgium) nl-be
& | Device Setup Dukch (Standard) nl
B Firewl 2 S S |
-ﬁ - English {Australia) en-au
a Remote Access YR English {Belize) en-bz
L. English {Canada) en-ca
aite-to-Site VM English {Caribbean) en-029
7 English (Ireland) en-ie v_
E:g) Device Management Enolich { lamairat en-im %
o4 ] [ Cancel J [ Save to File,, ] [_ Help ] g
Device ... di {5
ol
ATv7T3 [ Language ] [ en  English(en) ]
ATv7Ta [ Edit ]
[ Edit Language Localization Entry ]
msgid
msgstr msgid
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| AnyComnect 7 SA 7Y hEA VR F—5DHRETAZXEA—NFA X
BEEEF1UT 1 7ISAToR~0ERT—ILA o~ [

26 i

Config...

etwork (Client) Access

AnyConnect Connection Profiles

IPsec Connection Profiles the AnyConnec

m Group Policies _
Drvnamic Access Policies 'ﬁ" ""dd_

=T, AryConnect Customization/Localization

'EF; Resources

3‘ Custarized Installer TransForms
3‘ Localized Installer Transforms

Configure language translation tables that the security

PM Client user inkerface,

msgstr
Call your network administrator at 800-553-2447
Remote Access YPN i Configuration > Remote Access ¥PN > Metwork {Client
o) Tntroduction Access = AnvConnect Customization/Localization = GUL

appliance uses ko translate titles and messages associated with

| Language

Template

Translation Domain: |~

Language: : =]

i# A44andiecean3fbal9618a8d697dc549
msgid "The WPN client is unable ko establish a cnnnectmn
[t ol &l vour netwark administrator at &

#: Sdda6d6eceanifhal 96183a3d697dc0dT

msgid ™

"The ¥PM client agent encountered a secure gateway protocol Failure, Close ™
"all sensitive netwarked applications.”

msgskr "

|#: B44atdbeceas3foal 9615450697 dc9d3

|msgid ™"

"The ¥PM client agent S50 engine encountered an error, Close all sensitive "
"networked applications.”

msgskr "

#: Sdda6d6eceanifhal 96183a3d697dc0dT

msgid ™

"The ¥PM client agent S50 encryption encountered an error. Close all "
"sensitive networked applications."

msgskr "

[ Ok ] [ Cancel l [ Save to File, ] l Help

ATv 75 [OK] [

Btexal)Tq

FIE

Apply ]

TFISATIANDEBRT—TILDA

X T v 71 www.cisco.com
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AnyConnect 7 SA 7Y hEA VR F—5DHRATAXER—HF5(4 X |
B - s F51xEBRO A vEe— na 0ok

ATv 72 ASDM [%%E (Configuration) ]>[V)E— bk 72X VPN (RemoteAccessVPN) |>[F v
FoO—5 (U534 F72 k) 7Y R (Network (Client) Access) |>[AnyConnect H R 2T A £—
vayvia—Ah1E— 3> (AnyConnect Customization/Localization) ]>[GUlI TH X kB &
UAvt—2 (GUI Text and Messages) |

ATv7T3 [ Import ] [
Import Language Localization Entry ]

ATvT4
ATvT5
ATvT6 [ Import Now ]
AnyConnect AnyConnect

N

GEx) AnyConnect Cisco Secure Desktop

Cisco Secure Desktop

I A—TS54A XBHADA vtE—2 A2 05 DERK

ASA Altiris Agent
Gettext AnyConnect
.po .mo
S
(GE)  GetText PoeEdit AnyConnect GUI
ASA .mo
.mo
GetText  PoeEdit
Gettext GNU
GNU  Web gnu.org Poedit Gettext
GUI
poedit.net Gettext

AnyConnect A vy t&—> FoFL—kDTa LY MY

AnyConnect
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| AnyComnect 7S A7 bEA VR —5DHRETAXEA—HFA4 R
ASADHZRBZTA X LEE@RTF—TL~OHF LA ve—ooss ]

\}

GE) \110n

» Windows <DriveLetter>:\ProgramData\Cisco\Cisco AnyConnect
Secure Mobility Client\llOn\<LANGUAGE—CODE>\LC_MESSAGES

* macOS Linux
/opt/cisco/anyconnect/110n/<LANGUAGE-CODE>/LC MESSAGES

FIE
AT w71 Gettext http://www.gnu.org/software/gettext/
AT w72 AnyConnect AnyConnect
AnyConnect.po
ATv73 AnyConnect.po notepad.exe
AT 74 Gettext .po .mo

msgfmt -o AnyConnect.mo AnyConnect.po

ATy TS5 .mo

ASADHAZIRAXLEEBT—TILADFLLWA Vv E—D0HE

AnyConnect
GNU Gettext
Windows GNU
Web gnu.org Poedit Gettext GUI
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GUI
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AnyConnect Secure Mobility Client GUI

« Start Before Logon
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Cisco AnyConnect VPN Client

CLI CLI CLI
. CLlI 84
. CcLl 84
* ASA Windows
86

547 hCUTOVT FOEE

CLI
e Windows Windows C:/Program Files/Cisco/Cisco AnyConnect Secure Mobility Client
vpncli.exe vpncli.exe
e Linux macOS /opt/cisco/anyconnect/bin/ vpn
vpn

9247 rCLOTY FOERA

CLI

* connect IP address alias ASA
« disconnect

* stats

e quit CLI

e exit CLI

Windows

connect 209.165.200.224

209.165.200.224
AnyConnect
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VPN > connect 209.165.200.224

>>contacting host (209.165.200.224) for login information...
>>Please enter your username and password.

Group: testgroup

Username: testuser

Password: ****xxkxxx

>>notice: Please respond to banner.

VPN>

STOP! Please read. Scheduled system maintenance will occur tonight from 1:00-2:00 AM for
one hour.

The system will not be available during that time.

accept? [y/n] y

>> notice: Authentication succeeded. Checking for updates...
>> state: Connecting

>> notice: Establishing connection to 209.165.200.224.

>> State: Connected

>> notice: VPN session established.

VPN>

stats

VPN > stats
[Tunnel information]

Time Connected: 01:17:33
Client Address: 192.168.23.45
Server Address: 209.165.200.224

[Tunnel Details]

Tunneling Mode: All traffic
Protocol: DTLS

Protocol Cipher: RSA AES 256 SHAIL
Protocol Compression: None

[Data Transfer]

Bytes (sent/received): 1950410/23861719
Packets (sent/received): 18346/28851
Bypassed (outbound/inbound): 0/0
Discarded (outbound/inbound): 0/0

[Secure Routes]

Network Subnet
0.0.0.0 0.0.0.0
VPN>

disconnect

VPN > disconnect

>> state: Disconnecting

>> state: Disconnected

>> notice: VPN session ended.
VPN>

quit F71=[F exit
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CLI

quit
goodbye
>>state: Disconnected

Linux E£7=[X Mac OS X

/opt/cisco/anyconnect/bin/vpn connect 1.2.3.4

1234 ASA

/opt/cisco/anyconnect/bin/vpn connect some asa_alias

some asa alias ASA

/opt/cisco/anyconnect/bin/vpn stats

vpn

/opt/cisco/anyconnect/bin/vpn disconnect

VPN

ASAIZKBtYyLa U & THEIZWindows Ry 77w T A vyt—IM
RTESNEWESIZT S

ASA AnyConnect

Windows

The secure gateway has terminated the vpn connection. The following message was received
for the gateway: Administrator Reset

CLI
VPN
CLI
CLI

C:/Program Files (x86)\Cisco\Cisco AnyConnect Secure Mobility Client>vpncli
Cisco AnyConnect Secure Mobility Client (version 4.x).

Copyright (c) 2016 Cisco Systems, Inc.

All Rights Reserved.

>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>

state: Connected

state: Connected

notice: Connected to asa.cisco.com.

notice: Connected to asa.cisco.com.

registered with local VPN subsystem.

state: Connected

notice: Connected to asa.cisco.com.

state: Disconnecting

notice: Disconnect in progress, please wait...
state: Disconnected

notice: On a trusted network.

error: The secure gateway has terminated the VPN connection.

The following message was received from the secure gateway: Administrator Reset
VPN>
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AnyConnect RTT
OGS
OGS /
GUl [ Connection ] [ ConnectTo ]
[ Automatic Selection ]
o[ Suspension Time Threshold (hours) ]
VPN

Performance Improvement Threshold

o[ % Performance Improvement Threshold (%) ]
20%
OGS
OGS
* Always-On
. PAC
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* AAA
o[ VPN Automatic VPN Policy ] Windows macOS Trusted
Network Detection AnyConnect
VPN
VPN
[ VPN Automatic VPN Policy ] VPN
o[ Trusted Network Policy ]
AnyConnect VPN
o[ Disconnect ] VPN
o[ Connect ] VPN
o[ Do Nothing ] [
Trusted Network Policy ] [
Untrusted Network Policy ] [ Do
Nothing ] Trusted Network Detection
o[ Pause ] VPN
AnyConnect
VPN
AnyConnect
VPN
o[ Untrusted Network Policy ]
AnyConnect VPN
VPN
o[ Connect ] VPN
o[ Do Nothing ]
Always-OnVPN [
Trusted Network Policy ] [
Untrusted Network Policy ] [ Do Nothing ]

Trusted Network Detection
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o[ DNS Trusted DNS Domains ]
DNS
*.cisco.com DNS
*
\
G¥)  NVM DNS
NVM
o[ DNS Trusted DNS Servers ]
DNS
IP 192.168.1.2,2001:DB8::1
IPv4 IPv6 DNS *
* Trusted Servers @ https://<server>[:<port>] URL
URL [ Add ] URL
[ Set ]
Web
Secure TND
TND
S
GE) DNS
DNS 1
DNS DNS
o[ AlwaysOn ] Windows macOS
AnyConnect VPN
Always-On VPN
AnyConnect
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AnyConnect 7O 77 AL I T 4%, T T77L >R (Part2) .

Always-On VPN

VPN

S
GE¥)  AlwaysOn

[ : 1 Preferences,partl ]

Always-On VPN

* [VPN Allow VPN Disconnect ] AnyConnect Always-On VPN

[ Disconnect ]

VPN VPN

Always-On
VPN [ Disconnect ]
[ Disconnect ]
VPN
[ Disconnect ]
VPN
o[ Connect Failure Policy ] AnyConnect VPN
ASA
[Always-On] [VPN Allow VPN Disconnect ]
[Always-On]
o[ Closed ] VPN
o[ Open ] VPN
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A

EE  AnyConnect VPN

ACL
VPN
AnyConnect
Always-On VPN AnyConnect
VPN
[ Connect Failure Policy 1 [ Closed ]
o[ Allow Captive Portal Remediation ]
AnyConnect
VPN

o[ Remediation Timeout ] AnyConnect
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Allow Captive Portal Remediation ]

5
o[ VPN Apply Last VPN Local Resource
Rules 1 VPN ASA
LAN ACL
o[ Captive Portal Remediation
Browser Failover ] Windows AnyConnect
Windows 150
o[ Allow Manual Host Input ] AnyConnect Ul
VPN
VPN
VPN
* [PPP PPP Exclusion ] PPP VPN
AnyConnect
GUI [ Route Details ]
PPP
o[ Automatic ] PPP AnyConnect PPP IP
IP
o[ Disabled ] PPP
o[ Override ] PPP PPP
IP PPP
[PPP PPP Exclusion ]
* [PPP IP PPP Exclusion Server IP ] PPP
IP
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. AnyConnect 7O 77 A )L ITT 4 BDINV I Ty T H—\

o[ Enable Scripting ] OnConnect OnDisconnect
o[ Terminate Script On Next Event ]
VPN AnyConnect
OnConnect VPN
OnDisconnect Microsoft Windows
OnConnect OnDisconnect
macOS
Linux OnConnect OnDisconnect
* [Post SBL OnConnect Enable Post SBL On Connect Script ]
SBL VPN OnConnect
VPN Microsoft Windows
o[ VPN Retain VPN On Logoff ] Windows Mac OS
VPN
o[ User Enforcement ] VPN
[
VPN Retain VPN On Logoff ] VPN
Windows Mac OS X
o[ Authentication Timeout Values ] AnyConnect
30
10 120

AnyConnect 7R 77 AL T T4 ZADINY I Ty T H—/N

[ Optimal Gateway
Selection ]
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\}

AnyConnect 7077 4 L =7« 2 itHE®Es ]

GE) AnyConnect
112 DH-
[ Host Address ] IP
FQDN
o[ Add ]
o[ Move Up ]
o[ Move Down ]
o[ Delete ]

AnyConnect 7O 774 )L T T« ZDIIAEREES

AnyConnect
Digital_Signature

Client Auth

KeyUsage ]

* Decipher_Only Key_Agreement

* Encipher_Only Key_ Agreement

*CRL_Sign CRL CA
» Key_Cert_Sign CA

» Key_Agreement
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* Data_Encipherment Key_Encipherment

» Key_Encipherment

» Non_Repudiation Key_Cert_sign
CRL_Sign
« Digital_Signature Non_Repudiation Key_Cert_Sign CRL_Sign
o[ Extended Key Usage ]
OID

* ServerAuth  1.3.6.1.5.5.7.3.1

* ClientAuth 1.3.6.1.5.5.7.3.2

* CodeSign 1.3.6.1.5.5.7.3.3

* EmailProtect 1.3.6.1.5.5.7.34

* IPSecEndSystem 1.3.6.1.5.5.7.3.5
* IPSecTunnel 1.3.6.1.5.5.7.3.6

* IPSecUser 1.3.6.1.5.5.7.3.7

e TimeStamp 1.3.6.1.5.5.7.3.8

» OCSPSign  1.3.6.1.5.5.7.3.9

*DVCS 1.3.6.1.55.7.3.10

 IKE Intermediate

o[ 10 Custom Extended Match Key (Max 10) ]
10
OID 1.3.6.1.55.7.3.11

N

GE) 30 OID
[OK] oID
30
o[ Match only certificates with Extended
key usage ] DN
EKU OID EKU

EKU
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AnyConnect 7077 4 L =7« 2 itHE®Es ]

o[ 10 Distinguished Name (Max 10) ]
DN

o[ Name ] DN

*CN

*C

*DC

* DNQ DN

*EA

* GENQ GEN

*GN

N
<0

«0U

* SN

«SP

.ST

T

« ISSUER-CN

« ISSUER-DC

« ISSUER-SN

« ISSUER-GN

« ISSUER-N

« ISSUER-I

« ISSUER-GENQ GEN
« ISSUER-DNQ DN

« ISSUER-C
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. AnyConnect 707 7 1 )L T T 1 % DFEAED &

* ISSUER-L
* ISSUER-SP
* ISSUER-ST
* ISSUER-O
* |ISSUER-OU
* ISSUER-T

* ISSUER-EA

o[ Pattern ]

abc.cisco.com cisco.com
cisco.com

o[ Operator ] DN
o[ Equal ] ==

o[ Not Equal ] !=

o[ Wildcard ] [ Enabled ]

o[ Match Case ]

EENEYD
188

AnyConnect 7O 774 )L T T 4 2 DIFBAZED &%

AnyConnect  Simple Certificate Enrollment Protocol SCEP

o[ Certificate Expiration Threshold ] AnyConnect
RADIUS

0 180

o[ Certificate Import Store ] Windows
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AnyConnect 7O 77 4 )L T5 1 2 DEIAZDEER .

Certificate Contents ] SCEP

* Name (CN)

* Department (OU)

» Company (O)

* State (ST) ID

* State (SP) ID

* Country (C) ID

» Email (EA)
%USER%

[Email (EA)] %USER%@cisco.com

ASA

» Domain (DC) [Domain (DC)]  cisco.com

* SurName (SN)

* GivenName (GN)
* UnstructName (N)
* Initials (1)

* Qualifier (GEN) Jr. 1
* Qualifier (DN) DN
« City (L) ID

* Title (T) Ms.

Mrs.  Mr.

 CA Domain SCEP CA

* Key size RSA

Display Get Certificate Button ]
[ Get Certificate ]

AnyConnect GUI

Certificate Expiration Threshold ]
RADIUS
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EErEYY
178

AnyConnect 7O 77 AL T T« ZDIAEE Y

AR &M
200
VPN
[ Global Pins ]
[ Server List ]
[ AddPin ]
[ Certificate Details ] [ Subject ] [
Issuer ]
EAEEVBOY 1Y —F
3
* URL
* PEM PEM
S
GE) DER PEM PKCS7
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AnyConnect 7O 7 A )L TT 4 ZDE/NAJL KR O— .

AnyConnect 7A 77 AL T T4 ADENAIL R o —

AnyConnect 3.0 Windows Mobile Windows
Mobile Cisco AnyConnect Secure Mobility Client Administrator Guide,
Release 2.5

AnyConnect 7O 7A )L T T4 2DHY—/N 1) X |k

GUI VPN
[ Server List ]
o[ Hostname ] IP FQDN
o[ Host Address ] IP FQDN
o[ UserGroup ] [ Host Address ]
URL
o[ SCEP Automatic SCEP Host ]
Simple Certificate Enrollment Protocol

* [CA URL] CA URL
o[ Certificate Pins ]

AnyConnect 110

A\

GE)
[ / Add/Edit ] [
Server List Entry ]
[ Delete ]
[ Details ] CA URL

EErEYY
VPN 131
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. AnyConnect 7O 77 A )L TT 4 ZDHY—/\ 1) R bDBI/ERE

AnyConnect 7O 77 A )L T T4 ZDHY—/\N 1R FDENM/HRE

o[ Host Display Name ] IP
FQDN
* [FODN IP FQDN or IP Address ] IP FQDN
o[ Host Address ] IP FQDN
[ Host Name ] AnyConnect Client
o[ Hosthame ] FQDN [ Host
Address ] IP [ Hostname ]
FQDN DNS
o IP IPv4
IPv6
o[ User Group ]
URL
IPsec
SSL
group-url
o[ Additional mobile-only settings ] Apple iOS Android
Ny TyTH—nN )Xk
S
GE) AnyConnect
104
o[ Host Address ] IP
FQDN
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o[ Add ]

o[ Move Up ]
o[ Move Down ]
o[ Delete ]

cA—RNFUIUT H—N YRk

Always-On
Always-On
o[ Host Address ]
IP FQDN
o[ Add ]
o[ Delete ]
o[ Primary Protocol ] SSL
IKEv2 IPsec SSL
o[ 10S Standard Authentication Only (I0S Gateways) ]
IPsec 10S
D
GE) ASA AnyConnect
EAP ASA
DNS MSIE
* [IKE Auth Method During IKE Negotiation ]
1
* [IKEID IKE Identity ] EAP
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. AnyConnect 7O 77 A )L TF 4 ZDE/NAJLEKE

ID_GROUP IDi
*$AnyConnectClient$*

* [CAURL] SCEPCA URL FQDN IP
http://ca01.cisco.com

o[ Certificate Pins ]
AnyConnect 110

o[ PW Prompt For Challenge PW ]
[ Get Certificate ]
1

« [CA CAThumbprint 7 CA SHA1
MD5

A\

()  CAURL CA
fingerprint

thumbprint

EErEYY
VPN 131

AnyConnect 7O 77 A J)L TT 14 ZDE/NAILKTE

Apple i0S/Android M E%E

o[ Certificate Authentication ]

o[ Automatic ] AnyConnect
VPN

VPN

o[ Manual ] AnyConnect
Android AnyConnect
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AnyConnect 7O T 7 A )L TT 4 ZDE/NAJLERTE .

* AnyConnect VPN

. [ Automatic ]

. AnyConnect
AnyConnect [ Automatic ]

o[ Disabled ]

o[ Make
this Server List Entry active when profile is imported ] VPN

Apple i0S DA DEXTE

* [3G/WiFi Reconnect when roaming between 3G/Wifi
networks ] AnyConnect
EDGE 2G IXRTT 2G 3G Wi-Fi
[ Network Roaming ] AnyConnect
20
VPN

N

GE)
* [Connect on Demand Connect on Demand (requires certificate
authorization) ] AppleiOS Connect on Demand
DNS
[Connect on Demand] [ Certificate Authentication ] [
Manual ] [ Automatic ]
[ Certificate Authentication ] [ Disabled ]
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Match Domainor Host ] [ On Demand
Action ] Connect on Demand
o[ Match Domain or Host ] Connect on Demand
host.example.com .example.com
.internal.example.com IP
10.125.84.1
o[ On Demand Action ]
1
o[ Never Connect ] i0S VPN

A\

GE) Connect On Demand

Web
VPN
o[ Connectif Needed ]
DNS i0OS VPN
o[ Always Connect ]
* Apple iOS 6 i0S VPN
*i0OS 7.x
[ Connect if Needed ]
. [
Connect if Needed ]
o[ AddorDelete ] [ Match Domainor Host ]

[ On Demand Action ]

. Cisco AnyConnect Secure Mobility Client ') ') — 248 EEEH A K



| AnyConnect 7R T 7 AL TF 14

—

NVNM 7O J74)L T

NVM JOJ 74 ILTF 4% .

T4
IP FQDN
/
(OF] IP IPv4
IPv4  IPv6 IPv6
IPv4/IPv6
IPv4 IPv6
)
GE)
TND NVM NVM
VPN
VPN
NVM TND
NVM TND
VPN TND
VPN DNS DNS
AnyConnect Part 2 97
o[ Desktop ] [ Mobile ] NVM
[ Desktop ]
c ALYV ZDEE
o [IP /FQDN IP Address/[FQDN ] IPv4 IPv6 IP
/FQDN
o [IP /FQDN IP Address/FQDN ] IPvd IP /FQDN
o[ Port ]
e XYY aADEE
o[ Max Size ]
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o[ Max Duration ]

[ Max Duration ]

o [EHiT VT L—F (Periodi Template) ]

1440
o[ Periodic Flow Reporting ]
n
o[ Throttle Rate ]
Kbps
500 Kbps

0

o[ Collection Mode ]
[ collectionmodeisoff ] [
only 1 [ untrusted network only ]
all networks ]
o[ Collection Criteria ]
o[ Broadcast packets ] [

Multicast packets ]
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* [KNOX KNOXonly ] KNOX
o[ Data Collection Policy ]
VPN
VPN
[ Add ] [ Data Collection Policy ]
. 1
2
. VPN
VPN
[ Collection Mode ]
[ Trusted Network Only ] [
Untrusted ] [ Network Type ] [
Data Collection Policy ]
. AnyConnect AnyConnect
o[ Name ]
o[ Network Type ] [VPN] [
trusted ] [ untrusted ]
VPN
o[ Flow Filter Rule ]
25 25 [
Flow Filter Rule ]
[
Add ]
o[ Name ]
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AnyConnect 7077 /L T74 % |

[ Type ] [ Collect ] [ Ignore ]
[
Collect ] [ Ignore ] [ Collect ]
[ Ignore ]
o[ Conditions ]

EqualslgnoreCase

«[8%& (Include) ]/[Bgs+ (Exclude) ]

o[ Type ] [ Include ] [
Exclude ] [ Exclude ]
o[ Fields ]
NVM
AnyConnect 4.4
SSID
/
o[ Optional Anonymization Fields ]
/
/
* [Knox Data Collection Policy for Knox (Mobile
Specific)]
Knox [ Scope ]
[Knox Knox-Only ] [ Device
Scope ] Knox
Knox
6

3 Knox 3
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NVM JOJ 74 ILTF 4% .

o[ Acceptable Use Policy ] [ Edit ]
[OK] 4000
NVM
NVM
MDM NVM
o[ Export on Mobile Network ]
NVM
[ Acceptable User Policy ]
AnyConnect Android [%E (Settings) ]>[NVM %5
(NVM-Settings) 1> >[NVM [CENASIILT—R #ERAT 5 (Usemobiledatafor NVM) ]
[
Export on Mobile Network ]
NVM

o[ Trusted Network Detection ]

NVM

NVM [ Configure ]
SSL
SHA-256
D
G¥) TND DNS
SSL
TND NVM VPN
NVM  Trusted Network Detection
NVM TND
1. https.// URL IP FQDN

[ Add ]
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. AnyConnect O—# )L K1) > —

N

GE)
2. [ SHA-256 Certificate Hash (SHA-256) ]
SSL
SHA-256 [ Set ]
3 [ List of Trusted Servers ]
10
[ Move Up ]
[ Move [Down ]
2
10

NVM ServiceProfile.xml

NVM
AnyConnect A— A )L 7R) o —
AnyConnectLocalPolicy.xml XML
ASA
O—AhILRYI— NS A—=42 LIE
VPN AnyConnectLocalPolicy.xml

XML

\}

G¥)

» <acversion>

AnyConnect
AnyConnect
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n—an Ky —r52i—atfE |

acversion="<version number>"

* [FIPS FIPS Mode ] <FipsMode>
FIPS FIPS
o[ Bypass Downloader ] <BypassDownloader>
VPNDownloader.exe
ASA
[ Bypass Downloader ] ASA
2
* ASA VPN
« ASA VPN VPN
VPN
S
(G¥) ASA VPN
BypassDownloader  true ASA
BypassDownloader true ASA
* [CLR Enable CRL Check ] <EnableCRLCheck>
Windows SSL IPsec VPN
CRL
AnyConnect CRL
AnyConnect
CA
AnyConnect
CRL AnyConnect CRL
[CLR Enable CRL Check ]
* CRL AnyConnect [

Strict Certificate Trust ]

Cisco AnyConnect Secure Mobility Client ') ') —X48 EEEH A F .



AnyConnect 7077 /L T74 % |
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. CRL CRL AnyConnect
[ Strict Certificate Trust ]

[
Strict Certificate Trust ]

N

(GEX)  AnyConnect [ Always On ] CRL
CRL
AnyConnect

* [Web Restrict Web Launch ] <RestrictWebLaunch>

FIPS WebLaunch

AnyConnect Cookie
o[ Strict Certificate Trust ] <StrictCertificateTrust>

AnyConnect

Local policy prohibits the acceptance of untrusted server certificates. A

connection will not be established.

AnyConnect

. AnyConnect

o[ Restrict Preference Caching ]
<RestrictPreferenceCaching>

AnyConnect
AnyConnect
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o[ Credentials ] 2
o[ Thumbprints ]
o[ CredentialsAndThumbprints ]
o[ All ]
* [false]
* [PEM Exclude Pem File Cert Store ] Linux macOS
<ExcludePemFileCertStore>
PEM
FIPS OpenSSL
PEM
FIPS
* [Mac Exclude Mac Native Cert Store ] macOS
<ExcludeMacNativeCertStore>
Mac
* [Firefox  NSS Exclude Firefox NSS Cert Store ] Linux
macOS <ExcludeFirefoxNSSCertStore>
Firefox NSS
o[ Update Policy ] <UpdatePolicy>
o[ Allow Software Updates From Any
Server ] <AllowSoftwareUpdatesFromAnyServer>
[ Server Name ]
VPN
o[ VPN Allow VPN Profile Updates From

AnyServer ]<AllowVPNProfileUpdatesFromAnyServer>

[ Server Name ]
VPN
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o[ VPN

AnyConnect 7077 /L T74 % |

Allow Management VPN Profile

Updates From Any Server ]<AllowManagementVPNProfileUpdatesFromAnyServer>

[ ServerName ]

VPN

o[ Allow Service Profile Updates
From AnyServer ] <AllowServiceProfileUpdatesFromAnyServer>
[ ServerName ]
o[ ISE Allow ISE Posture Profile
Updates From Any Server ] <AllowlISEProfileUpdatesFromAnyServer>
[ Server Name ]
ISE
o[ Allow Compliance
Module Updates From Any Server ] <AllowComplianceModuleUpdatesFromAnyServer>
[ ServerName ]
o[ Server Name ] <ServerName>
VPN
AnyConnect
ServerName FQDN IP

O—AILKRY—INSA—FDFEHER

FIE

ATvT1 AnyConnect

AnyConnectLocalPolicy.xml

RI1:ARL—F 425 VAT LE AnyConnect A—H )L RY) — T 7 A ILDA VR b—)L /SR

FRU—=FT 4T VAT L 7 Y WAV S

Windows C:\ProgramData\Cisco\Cisco AnyConnect Secure
Mobility Client

Linux /opt/cisco/anyconnect

macOS /opt/cisco/anyconnect
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MST 77 4 LTha—hL Ky o— 552 —snamit [

ATvT2 AnyConnectLocalPolicy AnyConnect
VPN

ATvT3 AnyConnectLocalPolicy.xml

RTvT4

MST 274 IILTOO—AIL R — NS A—=2DEE

MST MST
AnyConnect AnyConnectLocalPolicy.xml

* LOCAL_POLICY_BYPASS_DOWNLOADER

* LOCAL_POLICY_FIPS_MODE

* LOCAL_POLICY_RESTRICT_PREFERENCE_CACHING
* LOCAL_POLICY_RESTRICT_TUNNEL_PROTOCOLS

* LOCAL_POLICY_RESTRICT_WEB_LAUNCH

* LOCAL_POLICY_STRICT_CERTIFICATE_TRUST

\}

(G¥)  AnyConnect

\}

GE)

Enable FIPS W —JLIZ&BA—AIIL RY O— NS A—2DEHIE

Enable FIPS FIPS
AnyConnect Enable FIPS
Windows Linux macOS
root
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Enable FIPS FIPS
Enable FIPS EnableFIPS <arguments>
Enable FIPS
. FIPS vpnagent
Windows vpnagent macOS Linux
Windows Enable FIPS
EnableFIPS rwl=false sct=true bd=true fm=false
Linux macOS
./EnableFIPS rwl=false sct=true bd=true fm=false
Enable FIPS AnyConnect
R O—E&TE SIMB L UHEX
FIPS fm=[true | false]
bd=[true | false]
WebLaunch rwi=[true | false]
sct=[true | false]
rpc=[Credentials | Thumbprints |
CredentialsAndThumbprints | All | false]
FireFox NSS Linux |efn=[true | false]
macOS
PEM Linux |epf=[true | false]
macOS
Mac macOS | emn=[true | false]
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VPN 7 U 2L ADERTE

* VPN 129
* Windows Start Before Logon PLAP
* Trusted Network Detection

* Always-On VPN 142

* AnyConnect over L2TP PPTP 152

. VPN 153

« AnyConnect 161

* VPN 166

* VPN 173

VPN ~ Dz & 1 iR R

AnyConnect VPN #E#t+ T2 3 >

AnyConnect VPN

AnyConnect DRI E ) R 2 — K

VPN
VPN AnyConnect
. Windows VPN
* AnyConnect VPN
* VPN

i

137
138

148

VPN
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. AnyConnect VPN 4+ 7> 3 >

VPN
« Trusted Network Detection

* Always-On VPN

AnyConnect #E#t BRI T — M &HHF

ASA
VPN

. ASA
ASA

ASDM CLI

Configuration Guide Enable Keepalive

. ASA AnyConnect

IPsec
ASA

. ASA DPD

ASA

* ASA DPD

ASDM DPD
VPN Configuration Guide

VN7 5 2Z20%EE |

VPN

AnyConnect VPN

ASA

Cisco ASA Series VPN

R-U-There

AnyConnect DPD

ASA 1

DPD 300

1
DPD 30

Cisco ASA Series

Configure Dead Peer Detection

. DPD 30 Group Policy 1>
Advanced ]>[AnyConnect AnyConnect Client ]1>[ Dead
Peer Detection ]
. DPD 300 [ Group Policy 1>

Advanced ]>[AnyConnect
Peer Detection ]
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| VN7 ERDEE
ven iz —sonz |

* SSL IPsec 1 [
Group Policy 1> Advanced ]>[AnyConnect AnyConnect Client ]>
[ Key Regeneration ]

AnyConnect $Z# DT

AnyConnect
VPN

VPN

* VPN
VPN

30 1800

Cisco ASA Series VPN
Specify a VPN Session Idle Timeout for a Group Policy

VPN Y —/\DERE

AnyConnect VPN VPN
FQDN
IP
AnyConnectGUI [ Connectto ]
VPN
GUI
FIE
ATv 71 VPN [ Server List ]
ATwT2 [ Add ]
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VN7 5 2Z20%EE |
B vy —soxe

ATvT3
a) | Host Display Name ] FQDN
IP & <
FQDN IP [FODN] [P IP
Address ]
IP IPv4
IPv6
b) [ Host Display Name ] [FQDN]
[P IP Address ]
c) [ User Group ]
AnyConnect FQDN IP
URL
ATv7Ta [ Backup Server List ]
& <
GE) [ Server ] [ Backup
Server ]
ATvTH [ Load Balancing Server List ].
& <
Always-On
Always-On
ATv7T6 ASA [ Primary Protocol ]
a) SSL IPSec
IPsec
SSL group-url
group-alias
b) IPSec [ Standard AuthenticationOnly ]
AnyConnect EAP
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04 4 810 Windows VPN 0 a5 ]

GE) AnyConnect EAP ASA
DNS MSIE
AT T1 SCEP

a) SCEPCA URL FQDN IP

http://ca0l.cisco.com
b) [ PW Prompt For Challenge PW ]

[ Get Certificate ]
1

c) CA SHA1 MD5

CA URL CA

fingerprint thumbprint

ATv 78 [OK]
BELEYY

AnyConnect 111
AnyConnect / 112

04 4 >0 Windows VPN EZ#: ) B E1BALS

Start Before Logon [Z DL T

Start Before Logon SBL Windows
VPN
\
(G¥)  Start Before Logon SBL HostScan SBL
HostScan AnyConnect/HostScan
SBL [ Network Connect ]
AnyConnect VPN Ul
SBL
SBL
802.1X
WEP  WPA/WPA2 WEP
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SBL  Windows

* Windows

PLAP Ctrl

Connect ]

PLAP  Windows

SBL

Active Directory

NAP/CS NAC

Start Before Logon O #ll[E
» AnyConnect

« AnyConnect

* SBL
MCA

VN7 5 2Z20%EE |

Windows

Pre-Login Access Provider PLAP AnyConnect SBL
Alt Del
[ Network
PLAP

64

Active Directory

Microsoft Active Directory

SBL

MS

Start Before Logon

MCA 2
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Start Before Logon D% E .

Start Before Logon D% E

ATy T

FIE

AnyConnect Start Before Logon

A7 w72 AnyConnect SBL

AnyConnect Start Before Logon ¥ 1 —/LDA VX h—)L

AnyConnect
AnyConnect SBL AnyConnect DLL Windows 7
Windows Server 2008 32 64
PLAP
vpnplap.dll vpnplap64.dll
S
GX)  VPNGINA PLAP AnyConnect
VPNGINA PLAP
SBL SBL ASA
AnyConnect Start Before Logon
MSiI
AnyConnect Start Before Logon
FIE
ATv 71 ASDM [%%E (Configuration) ]>[V)E— bk 72X VPN (RemoteAccessVPN) |>[F v
FO—49 (U547 k) ZHEZX (Network (Client) Access) ]>[ZIL—F 1) — (Group
Policies) ]
ATv T2 [ Edit ] [ Add ]
ATvT73 [E¥#0 (Advanced) ]>[AnyConnect7 54 7 > b (AnyConnect
Client) ]
ATv7Ta [ Optional Client Module for Download ]
[ Inherit ]
ATy TH AnyConnect SBL
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B Avvcomnect 7077 1 LT SBLO A

AnyConnect 707 7 1 JLT®D SBL DAL

1R BRI
* SBL

SBL
SBL

FIE

ATv 71 VPN [ Part 1
Preferences (Part 1) ]

ATv7T2 [ Use Start Before Logon ]

ATvT3 SBL [ User
Controllable ]

G¥)  SBL

Start Before Logon D S )L a—FT 4 5

FIIg
ZXT7 w71 AnyConnect ASA
RATvT2 * xml
AT w73 Windows [ Add/Remove Programs ] SBL
ATv74 AnyConnect
ATvTH AnyConnect
ATv7T6 [ Start Before Logon ]
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AnyConnect 28185 > VPN iG> 8% I}

ATv 71 DART AnyConnect
ATvT8 AnyConnect

Description: Unable to parse the profile C:\Documents and Settings\All Users\Application

Data
\Cisco\Cisco AnyConnect Secure Mobility Client\Profile\VABaseProfile.xml. Host data not
available.

ATv 79 tmpl xml XML

AnyConnect &2 E)fF D VPN #E#5: D B SHEHLA

[ Auto Connecton Start ] AnyConnect
VPN VPN
[ Auto Connect on Start ]
FIE
ATv 71 VPN [ Part 1
Preferences (Part 1) ]
ATvT2 [ Auto Connect on Start ]
ATvT73 [ Auto Connect on Start ]
[ User Controllable ]

Windows > X T LIZ &[T 5 Start Before Logon (PLAP) D

I
ax ;&
Start Before Logon SBL Windows VPN
SBL AnyConnect Pre-Login Access Provider PLAP
PLAP Windows
SBL PLAP vpnplap.dll 32
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vpnplap64.dll 64
PLAP x86 x64
+
VPN #f D B8 X2 — |
[ Auto Reconnect ] AnyConnect
VPN
3G [
Auto Reconnect ]
Windows
macOS Linux
[ Auto Reconnect ]
VPN
FIE
ATv 71 VPN [ Part 1
Preferences (Part1) ]
ATv7T2 [ Auto Reconnect ]
ATvT3
o[ Disconnect On Suspend ] AnyConnect
VPN
o[ Reconnect After Resume ]

VPN

Trusted Network Detection Z {8 i L 7=1&#x & 1= (XIER AR

Trusted Network Detection [ZDULVT

Trusted Network Detection TND
AnyConnect

VPN
VPN
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Trusted Network Detection D i 4A K541 > .

TND VPN
VPN TND VPN
VPN
VPN TND
S
GE) Network Visibility Module  TND Network Visibility Module NVM
117
TND  AnyConnect VPN ASA
AnyConnect

Trusted Network Detection DA K54 >

* TND AnyConnect GUI GUI
GUI TND VPN
. AnyConnect  Start Before Logon SBL
SBL
* Always-On Trusted Network Detection IPv4
IPv6 ASA IPv6 IPv4 VPN
. TND
TND
AnyConnect
. ASA
TND
. ASA 1
ASA
. ASA
ASA
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. Trusted Network Detection D% E

e Linux TND
RHEL/Ubuntu

Trusted Network Detection D% E

FIE

ATv 71 VPN [ Part 2

Preferences (Part2) ]
ATv7T2 [ VPN Automatic VPN Policy ]
ATvFT3 [ Trusted Network Policy ]

o[ Disconnect ] VPN

o[ Connect ] VPN

o[ Do Nothing ]

[ Trusted Network Policy ] [
Untrusted Network Policy ] [ Do Nothing ]
Trusted Network Detection TND
o[ Pause ] VPN
AnyConnect VPN
AnyConnect
VPN

ATv7Ta [ Untrusted Network Policy ]

o[ Connect ] VPN

o[ Do Nothing ]

Always-On VPN [
Trusted Network Policy ] [
Untrusted Network Policy ] [ Do Nothing ]

Trusted Network Detection
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Trusted Network Detection %3 .

ATv7T5 [ DNS Trusted DNS Domains ]
DNS split-dns
DNS ASA
DNS
AnyConnect DNS
. DNS
. DNS
DNS
TCP/IP
BETEHDNSH T4 v IR TrustedDNSDomains [Z ¥ 5 &
example.com *example.com
example.com  anyconnect.example.com *.example.com example.com
anyconnect.example.com
asa.example.com  anyconnect.example.com |*.example.com asa.example.com
anyconnect.example.com
ATvT6 [ DNS Trusted DNS Servers ]

203.0.113.1,2001:DB8::1

DNS
mus.cisco.com

DNS

IPv4 IPv6 DNS *

DNS IP

DNS mus.cisco.com

DNS

GE) TrustedDNSDomains TrustedDNSServers

TrustedDNSServers
ATvT1 URL
Web
Add ]
[ Set ]

DNS

VPN

URL

URL
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B Aways-onzmm L1 VPN O BER

GE) DNS DNS
1 DNS
DNS

Always-OnZ{#FH L 7= VPN EH D HE4E

Always-On VPN [CDULNT

Always-On VPN
VPN
Always-On
VPN VPN
ASA
AnyConnect
VPN
VPN Always-On AnyConnect
AnyConnect ASA
Always-On AnyConnect
o[ Always-On VPN Allowing the user to Disconnect the
VPN session ] AnyConnect Always-On VPN
Allow VPN Disconnect AnyConnect VPN
[ Disconnect ] Always-On VPN
[ Disconnect ]
[ Disconnect ]
VPN
VPN
VPN
Always-On VPN [ Disconnect ]
o[ Setting a Connect Failure Policy ]
Always-On VPN AnyConnect VPN
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Always-0n VPN O #I|fE=E18

* Always-On

* Always-On VPN

Always-On VPN O #|fRZE15 .

Handling Captive Portal Hotspots ]

AnyConnect VPN

AnyConnect VPN

Always-OnVPN D54 K54 >

[ Configuration
Certificate Management ]> [

VPN with Entrust ]

. VPN
SAML IdP
ASA

* Always-On
ASA

Always-On

» Windows

AnyConnect

* Windows

Always-On VPN

ASDM [
1>

Identity Certificates ]
VPN Remote Access VPN >
Identity Certificates ]

[ASASSL VPN  Entrust Enroll ASA SSL
SAML IdP
ASA IdP
PC
Always-On
Cisco C:\ProgramData

Always-On

GPO

GUI macOS
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. Always-On VPN D% &

Always-On VPN D% 5F

FIE

A7 w71 AnyConnect VPN Always-On 144
ATvT2
ATvT3 VPN

AnyConnect VPN 7 S 4 7 > + 70 7 7 A JLTDHAlways-OnD % E

1RO BRI
Always-On VPN ASA
VPN
Always-On VPN
VPN

FIE

ATv 71 VPN [ Part 2
Preferences (Part 2) ]

ATv7T2 [ VPN Automatic VPN Policy ]
AT w73 Trusted Network Detection 140
ATv7Ta [ Always On ]
ATvT5 [VPN Allow VPN Disconnect ]
ATvT6
AT T1

B—NYRADA—FNS OGN DT YT VSRS A N—DEM
Always-On VPN AnyConnect VPN
Always-On VPN

Always-On
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ASDM

FIE

ATv 71 VPN
ATFvT2

ATvT3

EFHER VPN 55 O 11— Y DR

Always-On
VPN
VPN
ASA
Always-On
AnyConnect
VPN
AAA
FIE
ATvT1 [ Configuration ]>[

Access Policies 1>

Always-On VPN
Criteria ]
ATvFT3 [

ATy T2

[AnyConnect]

Add ]

FQDN

Always-On

wEEE VPN > 0 1—F0ks ]

[ ServerList ]

[ Edit ]

Always-On

VPN Remote Access VPN  ]>[
Network (Client) Access ]>[

[ Edit ]

ID

Dynamic

[ Selection

AAA

Add Dynamic Access Policy ] [

Edit Dynamic Access Policy ]
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B s=esossmsry s —omE

Puolicy Mame: |Test

Descripkion: | | ACL Priority: l:l

~Selection Criteria

Define the &AM and endpaint attributes used ko select this access policy. A policy is used when a user's autharization attributes match the AA60 attribute
below and every endpoint attribute has been satisfied. These attribukes can be created using the kables below andfor by expanding the Advanced option
specify the logical expression kext,

|User has ANY of the Following AAA Attributes values.., W | and the fFollowing endpaint attributes are satisfied,
| AL Attribute OperationYalue Add Endpaint 10 Marne/Operation)alue i
e

Advanced

-Access/Authorization Policy Attributes

Configure accessfauthorization attributes For this policy. Attribute values specified here will override those values obtained From the A6 system and the
group-palicy hierarchy, The resulting YPN authorization policy is an aggreqgation of DAP attributes, AAA attributes, and group-palicy hierarchy attributes (|
that are not specified in DAR),

| Action || Metwork ACL Filkers (client) || wiebtype ACL Filkers (clientless) | Functions ” Port Forwarding Lists ” Bookmarks H Access Method

Always-0n WPN For AnyConnect client: () Unchanged () Use AnyConneckProfile setting

[I [0 4 ][ Cancel J[ Help ]

X7 w74 [AnyConnect Always-On VPN  Always-On VPN for AnyConnect client ]
[ Disable ]

FRHEROERES R O —DRE

EREZSARY >—I220\T
Always-On VPN AnyConnect VPN

AnyConnect

VPN
AnyConnect
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AnyConnect

BHREERY S —ERET HRHOHA KSA >

* VPN

o[ Disconnect
VPN

. VPN

Resources ]

» AnyConnect

VPN

Web

EHEERY L —sBET 50041 k51> ||

VPN
[ Disconnect ]
Web
VPN Apply Last VPN Local
VPN
Always-On
Always-On AnyConnect
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B ssr=tyo—onE

A

EE  AnyConnect VPN

EmEERY O —DERE

Always-On
VPN
FIE
ATv 71 VPN [ Part 2
Preferences (Part2) ]
AT w 72 [Connect Failure Policy 1
o[ Closed ]
[ Open ]
ATvT3
a)
b) VPN
[ VPN Apply Last VPN Local

Resources ]

FvITT4 T R—FI)LKy FRAKRY bOEH EBEDRE
H

XN TT4 T R—FIIZDNT

Wi-Fi
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VPN AnyConnect
AnyConnect

AnyConnect

* Always-On Always-On

The service provider in your current location is restricting access to the Internet.
You need to log on with the service provider before you can establish a VPN session.

You can try this by visiting any website with your browser.

* Always-On
VPN

The service provider in your current location is restricting access to the Internet.
The AnyConnect protection settings must be lowered for you to log on with the service

provider. Your current enterprise security policy does not allow this.

XvTT 47 R—FIEEDHRE
Always-On
VPN
AnyConnect VPN

Y

GE)
Linux [

Allow Captive Portal Remediation AlowaysOn ]

Linux
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B =+77 7 f—2L0EmENRE Windows D)

Always-On
AnyConnect VPN
Windows  macOS

FIE

ATv 71 VPN [ Part 1
Preferences (Part1) ]

ATvFT2 [ Allow Captive Portal Remediation ] .
ATvT3

AnyConnect

X TT4 T R—RILDEEDEIL (Windows DH)

AnyConnect
AnyConnect

AnyConnect

AnyConnect
AnyConnect

Please retry logging on with the service provider to retain access to the Internet, by
visiting any website with your browser.

AnyConnect
AnyConnect

The service provider in your current location is restricting access to the internet. You
need to log on with the service provider before you establish a VPN session, using the
AnyConnect browser.

FrTT4 T R=FINDEROBRET 7 DT z =)Lt —/\—

AnyConnect

AnyConnect
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¥vI74 T K—sLoBELEED ST a—F1>5 [

AnyConnect

HTTPSURL  AnyConnect

AnyConnect AnyConnect
1R BRI
Windows
FIE
ATv 71 VPN [ Part 2
Preferences (Part2) ]
ATvT2 AnyConnect
[ Captive
Portal Remediation Browser Failover ]
AnyConnect

XY ITT4 T R—FILODBREBEBED NS TV a—Ta 2T

» AnyConnect CN ASA
AnyConnect
ASA
CN VPN ASA
* ASA ASA HTTPS
ASA AnyConnect
ASA
ASA ASA HTTP
HTTPS HTTP
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. AnyConnect over L2TP & 7=(3 PPTP @

&
filt

ASA  HTTP/HTTPS ASA
HTTP/HTTPS

1P HTTP

DoS HTTP

AnyConnect over L2TP & /=& PPTP D% E

ISP Layer 2 Tunneling Protocol L2TP Point-to-Point Tunneling Protocol
PPTP
Point-to-Point Tunneling Protocol PPP
AnyConnect
PPP VPN ASA
ASA
AnyConnect [PPP PPP Exclusion ]
AnyConnectGUI [ Route Details ]
FIE
ATv 71 VPN [ Part 2
Preferences (Part 2) ]
ATw 72 [PPP PPP Exclusion ] [
User Controllable ]
o[ Automatic ] PPP AnyConnect PPP IP
IP
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grveN ForrngEm []

o[ Override ] PPP PPP P
[PPP PPP Exclusion ] [ User Controllable ]
true
o[ Disabled ] PPP
ATv 73 [PPP IP PPP Exclusion Server IP ] PPP Ip
[ User Controllable ]
preferences.xml PPP IP
RDERY
preferences.xml PPP

EHEVPN o R)LDERH

EEVPN b RILIZCDUNT

VPN VPN
VPN
Patch Management
(OF]
VPN
VPN
ciscoacvpnuser
AnyConnect
VPN 156
VPN
EE VPN FORIILOEBRMEEEH
« ASDM 9.0.1 ASDM 7.10.1
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B o==ven rornizonT

. VPN

N

(GE) TND
AnyConnect
VPN
. VPN
. VPN
Split-include
Tunnel-All
159
CA Windows macOS
. Windows macOS Linux
B VPN b RILDOIEEHE & HIR
. VPN [ Native ]
VPN
Windows
. VPN VPN
VPN
. VPN VPN
Always On
VPN
Tunnel-All 159
. AnyConnect Ul
VPN
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gmveN oruizont i

. VPN VPN AnyConnect
VPN VPN
VPN VPN
TND
TND
VPN TND
VPN VPN
VPN
VPN
TND

FTEVPN 7O 7ML > TERAINSZHAERTE

VPN
Ul AnyConnect
VPN

+ AllowManualHostlnput: false ( )
 AlwaysOn: false

» AutoConnectOnStart: false Ul

» AutomaticCertSelection: true
¢ AutoReconnect: true

» AutoReconnectBehavior: ReconnectAfter Resume

 AutoUpdate; false
* BlockUntrustedServers: true

* CertificateStore: MachineStore

« CertificateStoreOverride; true  Windows

» EnableAutomati cServer Selection: false VPN 1
* EnableScripting: false  AnyConnect

* MinimizeOnConnect:false
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B ==vnorone
* RetainVPNONLogoff:true:

 ShowPreConnect Message

* UserEnforcement: AnyUser

» UseSartBeforelogon: False

* WindowsVPNEstablishment: AllowRemote

* [LinuxVVPNEstablishment LinuxVPNEstablishment: Allow Remote
Users ] /
AnyConnect WindowsLogonEnforcement SCEP
AnyConnect WindowsLogonEnforcement
LinuxLogonEnforcement SCEP

EIEVPN F U RILDETFE

EIEVPN FRILD FRIL TIL—TDETE

ASDM [$&%E (Configuration) |>[JE—F 7HER
(Remote Access) | > [y bT—9 (U472 k) 724X (Network (Client) Access) ] >
[AnyConnect ##: 70 7 7 4 JL (AnyConnect Connection Profiles) |>[:Bi0/#R&E (Add/Edit) ]

[ certificate only ] [
Advanced ]>[ / URL Group Alias/Group URL ]
URL VPN 157
VPN
IP splitinclude
ASDM [ Tunnel
Network ListBelow ] Tunnel-All 159 [UE—

b 72X VPN (RemoteAccessVPN) J[#Y bD—% (U547 k) 72X (Network
(Client) Access) | >[¥ IL—F 7R &— (Group Policies) | >[#w&E (Edit) ] > [FEHERE
(Advanced) >[RFUYw k b1 25 (Split Tunneing) 1%:3&R) .

[ Client Bypass Protocol ]
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HEVPN ko0 TanT7 Lok [

IP VPN

EIEVPN o RIILDTOT7AILDER

ATy T

ATy T2

ATy T3

ATvT4

1 VPN
VPN VpnMgmtTunProfile.xml Windows
%ProgramData%\Cisco\Cisco AnyConnect Secure MobilityClient\Profile\MgmtTun macOS
/opt/cisco/anyconnect/profile/mgmttun VPN
VPN 156
1
VPN

186D HHIIC

VPN 156
F I

[EX7E (Configuration) [>[")E—F 72X VPN (RemoteAccessVPN) |>[1y kD —%
(247> k) 7YX (Network (Client) Access) | >[AnyConnect 7 547>k 7A77
4 JL (AnyConnect Client Profile) ]

[ Add ] [AnyConnect Add
AnyConnect Client Profiles ]

[AnyConnect VPN AnyConnect Management
VPN Profile ] [AnyConnect Add AnyConnect
Client Profiles ] Cisco ASA Series VPN
ASDM Configuration Guide Configure AnyConnect Client Profiles
VPN 156
[OK] VPN [ Edit ]

(AT 3ay) T TCIZREFANDEEVWN 7007/ IET7yTAO—Kd 3

VPN AnyConnect VPN
AnyConnect
ASA ASA
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VN7 5 2Z20%EE |
B /75 s—~oEmWPNTOT7 4 LOBEER T

FIE

ATv 71 ASDM [AnyConnect AnyConnect Client Profile ]
[ Add ] [ Upload ]
vpnm

ATvT2 AnyConnect

EEVPN JO774IL
ATvT3 VPN 156

[OK] VPN
TN—TRYS—~DOEEVPN 707 7 1 JLOBEES T
VPN
S
GE)
VPN
VPN VPN
VPN
VPN
VpnMgmtTunProfile.xml VPN
Cisco AnyConnect
1RO BRI
VPN 156 VPN
157
FIE

ATy 71 ASDM [ IL—T K1) > — (Group Policy) 1> [5¥# (Advanced) ]>[AnyConnect ¥ 54 7
>k (AnyConnect Client) ]

ATvT2 [ Add ] VPN
157 VPN
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Tunnel-All

Tunnel-All &E 29 K— ~ T2 h x5 LERORE [

REZYR— T HINRELEEDERE
VPN VPN
Split-include

[CreateCustom ASDM
CreateCustom Attribute ASDM ] [%%E (Configuration) [>[UE—k 7 X
VPN (RemoteAccessVPN) |>[y bT—0 (U547 2 k) 72+EX (Network (Client)
Access) |>[YIL—T R o — (Group Policies) |>[#wE&E (Edit) ]>[55#3%E (Advanced) ]
> [AnyConnect 7 54 7 > b (AnyConnect Client) ]>[A X% LEM (Custom Attributes) | >
[BA0 (Add) ]

ManagementTunnelAllAllowed
true IP tunnel-all split-exclude
split-include bypass AnyConnect

EEVPN JO7 74 ILOEFHOHIR

VPN AnyConnect
AnyConnectLocalPolicy.xml
VPN
[ AnyConnect VPN Local Policy Editor ]

[ VPN Allow Management VPN Profile

Updates From AnyServer ]
VPN VPN TrustedServer
TrustedServer
TrustedServer VPN

FQDN IP

EIEVPN kO RIIVEGRIED FS IV a—Ta4 09

VPN
AnyConnect VPNGUI  CLI
o[ Disconnected (disabled) ]
o[ ) Disconnected (trusted network) ] TND
o[ Disconnected (user tunnel active) ]
o[ Disconnected (process launch failed) ]
o[ Disconnected (connect failed) ]
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B ==vn rorggmEo STy a—F 40y

o[ VPN Disconnected (invalid VPN configuration) ]
Tunnel-All 159
o[ Diconnected (software update pending) ]
AnyConnect
o[ Disconnected ]
VPN
. VPN AnyConnectUl [ Export Stats output ]
[ Statistics ] CLI [ / Connection
Information/Management Connection State ] [
disconnected ]
DART AnyConnect
- Ul [ Management Connection State: Disconnected
(disabled) ] 1
VPN
1 VPN

N

GE)
« Ul [ Management Connection State: Disconnected
(disabled) ]
VPN
VPN
S
G¥) VPN
« Ul [ Management Connection State:

Disconnected (connect failed) ]
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AnyConnect 7' 00 F L AE#GT D EXE .

* macOS AnyConnect VPN
vpnagentd

AnyConnect 7 O X L EHDETE

AnyConnect 7' O & I #EHEIZCDULNT

AnyConnect VPN
AnyConnect PC
Kaspersky
AnyConnect VPN
Web Windows
AnyConnect

macOS  Linux

Windows 163
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. AnyConnect 7 O ¥ S iEHDEH

Web
VPN
164
N
GE) AnyConnect SBL Windows
Microsoft
WNYSAT7UhTAI7ANIZKDISA4T 2 TOXFI0HE
VPN
Windows Linux
VPN AnyConnect
Part 2

BS54 TF7 2 MLAYR—FDEOHOTOXLBEEIRE I 7 A4 ILOERK

ASA AnyConnect
AnyConnect
AnyConnect PAC
AnyConnect
ASA
O ~ =+
AnyConnect 7O & S EHEDEH
(ON]

JOoxTEgEa 47 |Windows mac0S Linux
O o) O
o Internet Explorer o x
o IE o o
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7 0% L0 IR

. Always-On

. VPN

O—AJL TOF EHEOHA

FIE

ATv 71 VPN [ Part 2
Preferences (Part 2) ]

ATv7T2 [ Allow Local Proxy Connections ]

NTY)wy Toxy

Windows Linux
AnyConnect
4.1 Linux macOS
Mac
Linux AnyConnect
AnyConnect
NTLM
AnyConnect
AnyConnect ASA
Ty TOXRIEGDHRE (Windows)

Windows

FIE
AT w71 Internet Explorer [ Internet Options ]
ATv7T2 [ Connections ] [LAN LAN Settings ]
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B 0y y JoxcpgomE (mcos)

ATv73 LAN P

INTY vy TOFIEGEDHRE (mac0S)

FIig
ATy
ATv72 [ Advanced ]
ATv73 [ Proxies ]
RATw T4 HTTPS
ATy Th [ Secure Proxy Server ]

NT Yy TOXEHEDOHRTE (Linux)

Linux

TS54R—Fk JOXLEHDOET

FIE
ATy 7T1 ASA Cisco ASA Series VPN
Configuration Guide Configuring a Browser Proxy for an Internal Group Policy
(G¥)  macOS VPN ASA
scutil --proxy
ATvT2
ATvT3 Internet Explorer [ Connections ]

I50DTOXVRELERT E-ODI 51472 FORE

AnyConnect PC Microsoft Internet Explorer Safari

AnyConnect
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Internet Explorer O [##% (Connections) 12 70O v o &> .

FIR
ATwv7T1 VPN [ Part 2
Preferences (Part 2) ]
ATFwT2 [ Proxy Settings ] [ Ignore Proxy ]
[ Ignore Proxy ]
ASA

Internet Explorer O [$#%#% (Connections) 12 7Dy XY

AnyConnect Internet Explorer [ Tools 1>[
1>1 Connections ]
* ASA [ Connections ]
* ASA
* Windows [ Connections ]
ASA
ASA
ASDM
FIE

ATy 71 ASDM [E%%E (Configuration) ]>[JE—k 7% X VPN (RemoteAccessVPN) ]>[Fv
f7—9 (U547 k) 7HUEX (Network (Client) Access) ]>[FIL—F K1) — (Group
Policies) ]

ATvT2 [ Edit ] [ Add ]

ATv7T3 [¥#8 (Advanced) |>[7 5% JBx> (Browser Proxy) ]
[ Proxy Server Policy ]

ATv74 [Tax vy Fo2 (Proxy Lockdown) ]

ATvTH AnyConnect Internet Explorer [
Connections ] [ Inherit ] [[ELy (Yes) ]
AnyConnect
Internet Explorer [ Connections ] [LMvZE (NO) ]
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B orozrom

ATv 76 [OK]
AT9T1 [ Apply ]

TOXBREDHER
* Windows

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings

* macOS

scutil --proxy

VPN k57 1 v 0 DERE & VRS

VPN Z/NA /XA T BFE=HDIPvE E£1=(LIPv6 kS5 T4V DKRTE

ASA  IPV6 AnyConnect IPv4
ASA
IPv4 AnyConnect IPV6
AnyConnect ASA VPN ASA IPv4  IPv6
IPv4 IPv6
IP
IP
ASA IP
VPN
VPN IP
IPv4 AnyConnect
IPV6
IPv6
IPv6
SSL IPsec IPv6
ASA ASA

. Cisco AnyConnect Secure Mobility Client ') ') — 248 EEEH A K



| VN7 ERDEE
O—hL TY LB BEUTH— FAARESR— kL1251 T7o k 77479+ —L0%E [

ASA

FIE

ATv 71 ASDM [E%%E (Configuration) ]>[JE—k 72 X VPN (RemoteAccessVPN) ]>[Fv
fD—5 (U547 k) 7YX (Network (Client) Access) [>[4IL—F K1) — (Group
Policies) ]

AT T2 [ Edit ] [ Add ]

ATw 73 [# (Advanced) ]>[AnyConnect]

ATy T4 [
Client Bypass Protocol ] [ Inherit ]
ATY 75
* ASA IP [
Disable ]
. 1P [ Enable ]

2T v 76 [OK]
AT9T1 [ Apply ]

O—AIL T) o280 THY—TNA REYR— LSS4T
kD7 ATOA—ILDEXRTE

Cisco ASA Series Configuration Guide Client Firewall with Local Printer and Tethered Device
Support

BAFIVvO RT)y bk bR 2FIZDNT

ASDM [
Exclude Network List Below ] [
Tunnel Network List Below ]

VPN
VPN IP

IPv4
1Pv4
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B 72002709k roryssizonT

\}

IPv6

AnyConnect 4.6

ATV ATy bR RY DT
IP
ISP NAT 6to4 4to6
VPN example.com VPN

VPN
VPN

WERAAFT IV RTYy b LR VT

VPN

VPN

example.com
mail.example.com example.com

FAL4FIvORTYy bEELIR) VYT
DNS
VPN
VPN
www.domain.com VPN
VPN

WEREA 29y ATy rEELIRY DY
VPN
VPN

www.domain.com
www.domain.com domain.com

VN7 5 2Z20%EE |

IPv6

1 VPN

DNS

mail.example.com

mail.example.com

domain.com VPN

domain.com

G¥)

Linux
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ARETA9G RATYy b bR Y GERALFITVY AT )y b bR VTDEE
1= A

BALFIvy ATy kBN RS

tunnel all split include split
exclude
. VPN
. IP
VPN
tunnel all splitexclude
FAFTIvy ATy rEELORY VYT
S
GEX)  Umbrella
Umbrella

VPN
VPN

ATV b bRV TREEZELLESIERVT VA DRHER

DNS
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DNS IP

BALFIvHO RTYy b o) DTOERIKRDE

VPN
o[ Statistics ] ASN VPN
VPN
o[ Export Stats ] VPN VPN
IPv4d  IPV6
o[ Route Details ] IP
IPv4 IPv6
S
(GE¥)  AnyConnect Ul AnyConnect VPN
IP
200 200
Windows route
print Linux macOS netstat -rn
* VPN VPN VPN
(o]
A2 v I DNS
DNS [ Network (Client) Access ]
AnyConnect DNS DNS
DNS
DNS DNS
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27y rons ok [

DNS AnyConnect DNS
A7)y ~ DNS DEH
DNS A AAAA NS TXT MX SOA
ANY SRV PTR CNAME
PTR
AnyConnect DNS Windows  macOS
macOS AnyConnect IP
DNS
. DNS 1 IP IPv4
IP IPv6
IP
. DNS IP
A1) + DNS DERTE
DNS
FIE
ATv 71 1 DNS
Cisco ASA Series VPN Configuration Guide Configure Server Attributesfor an Internal Group
Policy
DNS DNS
AT 72 Split-Include
[ Configuration ]>[ VPN Remote Access VPN 1>[
Network (Client) Access 1> [ Group Policies 1>
[ Advanced ]1>][ Split Tunneling ] [
Tunnel Network List Below ] [ Network
List ]
DNS [ Exclude Network List Below ]
[ Tunnel
Network List Below ] DNS
ATvT3 DNS
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. AnyConnect OV #EA LX) v k DNS DR

VN7 5 2Z20%EE |

[ Configuration ]>[ VPN Remote AccessVPN 1>[
Network (Client) Access ]1>[ Group Policies 1>
[ Advanced ]>[ Split Tunneling ] [
DNS Send All DNS lookups through tunnel ]

[DNS DNS Names ]

RDZRY

ASDM [ Configuration ]>[

VPN Remote Access VPN ]>[ Network (Client)

Access ] >[AnyConnect AnyConnect Connection Profiles ]>[ /
Add/Edit 1> Group Policy ]

AnyConnect 5 Z{ERA L =X F1) v  DNS DR

DNS AnyConnect Received VPN

Session Configuration Settings
DNS IPv4  IPv6

ATy FDNS #HERAL TS FAAL DHER

DNS
ping
DNS nslookup
OS DNS
DNS
FlE
AT 71 ipconfig/all DNS
ATwv 72 VPN DNS
() ASA
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VPN FREED &
EEGtEX2)T 1 LOEEEE

. AnyConnect
122
O= S —
H— \nIEEﬁiéLEEO) ax ;&
-U-_/ {_IE Eﬂio)ﬁmu
e Windows SSL IPsec VPN CRL
AnyConnect
CRL AnyConnect
AnyConnect
122
. ASA
* FQDN SSL FQDN
FQDN IP
* IPSec SSL
DigitalSignature KeyAgreement KeyEncipherment
EKU serverAuth  SSL IPSec
ikelntermediate  IPsec
KU EKU
* |Psec SSL IPsec SSL

Cisco AnyConnect Secure Mobility Client ') ') —X48 EEEH A F .



VN7 5 2Z20%EE |
B =vuy— amzons

* Subject Alternative Name Subject
Alternative Name
DNS Name IP IP

* Subject Alternative Name

Subject Common Name
*+OS X [
Show Expired Certificates ]
|5 —/\FIBAZE DL IE
1—HHEE
CN [ Change Settings ]
[ Keep Me Safe ]
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myny— anzonz [

A\

G¥) Linux

' Cisco AnyConnect Secure Mobility Client x

| ChangeSetting... | [~ keepMeSafe % %
o[ Keep Me Safe ]
o[ Change Settings ] AnyConnect [ Advanced 1>
[VPN]>[ Preferences ]

alialn, AnyConneé’tS—ecu‘renty Client <

CIsCco

Connect on start-up
|:| Minimize on connect
"] Enable local LAN access (if configured)

Block connections to untrusted servers

244294
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[ Block connections to untrusted servers ]
CA

r© ™
Cisco AnyConnect Secure Mobility Client @

A Security Warning: Untrusted VPN Server
Certificate!

AnyConnect cannot verify the VPN server: hostname example.com

Certificate is from an untrusted source,

Connecting to this server may result in a severe security compromise!

Most users do not connect to untrusted VPN servers unless the reason
for the error condition is known.

[ Always trust this VPN server and import the certificate

744285

I Connect Anyway ‘[ Cancel Connection

“

[ VPN Always trust this VPN server
and import the certificate ]

N

GE) AnyConnect [ Advanced ]>[VPN]>[ Preferences ] [
Block connections to untrusted servers ]

AnyConnect [
Strict Certificate Trust ]

wESN-tXa)T1E8E

[ Strict Certificate Trust ] [
Strict Certificate Trust ]

122 AnyConnect
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Certificate-Only Z2EE D E% TE .

AEFRHEEHNEIR
* AnyConnect VPN [ Always On ]
DAP
» AnyConnect
A =5 A —
Certificate-Only Z2SE D %7€
AAA
ID
URL URL
ASA Department_OU

ASA

GE)
CA

FIE

ATv 1 [&E (Configuration) ]>[JE—k 7YX VPN (RemoteAccessVPN) |>[Ry kT—4
(547> k) 7U2ERX (Network (Client) Access) ] >[AnyConnect #5707 7 1 )L

(AnyConnect Connection Profiles) ] [ Edit ]

[AnyConnect Edit AnyConnect Connection Profile ]

ATy T2 [ Basic ]
[ Authentication ] [

Certificate ]
AT w73 [0K]
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5 A
REBAZE EERDEXTE

Cisco AnyConnect Secure Mobility Client Simple Certificate Enrollment Protocol SCEP

SCEP
ASA AnyConnect IPsec SSL VPN
» SCEP ASA CA SCEP
. CA CA AnyConnect
ASA
BErEY Y
AnyConnect 108
SCEP JOX L DEEREENME
AnyConnect ASA  SCEP
1 AAA ASA
ASA AAA
2 AAA
AAA
SCEP
3. ASA CA CA
4. SCEP
ASA
SCEP
SCEP
* SCEP SSL  IPSec SSL
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LR DEH

* |IOSCS Windows Server 2003 CA

CA
*CA

. CA

AnyConnect

AERAEEHROHA K31 Y

* ASA
* ASA

* ASA

URL

ASA

CA

SCEP

WebLaunch

SCEP

CA

ASA

ASA
ASA

DAP

aaa.cisco.sceprequired

* Windows

Windows

Windows Server 2008 CA

CA

VPN SCEP
AnyConnect

URL

Department_OU

[ Yes ]

ziapozk ]

SCEP
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SCEP O X L SIAEZERDRT

SCEP JOX L BHBAVPN Y 5472~ TOT 74 LDERE

FlE
ATv 71 VPN [ Certificate

Enrollment ]
ATwT2 [ Certificate Enrollment ]
ATv73 [ Certificate Contents ]

AnyConnect
G¥) * %machineid% Hostscan/Posture
. 1

SCEP 70X L& EHHR— LT 576D ASA DERTE

SCEP 1 ASA VPN
FIE
ATvT1 cert_group
o[ General ] [SCEP URL SCEP ForwardingURL ] CA
URL
o[ Advanced ]>[AnyConnect AnyConnect Client ] [

Inherit for Client Profiles to Download ]
SCEP
ac_vpn_scep_proxy

ATvT72 cert_tunnel

o[ Authentication ] Both AAA Certificate

. cert_group
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SCEP F® Windows 2008 Server D E2EE B DL TE .

o[ Advanced ]>[ General ] [ SCEP
Enable SCEP Enrollment for this Connction Profile ]
o[ Advanced ]>[ / URL GroupAlias/Group URL ]
cert_group URL

SCEP FH? Windows 2008 Server D EEIF DL TE

Windows 2008 AnyConnect  SCEP
SREIRHTO SCEP /XX 7 — KD EME
SCEP
SCEP
FIE
ATvT1 [RE—FbF (Start) ]>
[Z74L2%HEELTEIT (Run) | regedit [OK]

AT w72 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\EnforcePassword

EnforcePassword

2T 73 EnforcePassword 0 REG-DWORD

ATv 74 regedit

AR TOSCEP T T L— FDETE

SCEP

FIE

ATy [ Start ]>[ Admin Tools ]
> Server Manager ]

ATv72 | Expand Roles 1> Certificate Services ] [Active Directory

AD Certificate Services ]
ATv73 CA > [ Certificate Templates ]
ATv7a | Certificate Templates ]> [ Manage ]
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ATv7T5 ] Cert Templates Console ]
[ Duplicate ]

ATy 76 [Windows Server 2008] [OK]
ATvT1 NDES IPsec SSL
ATvT8 3
ATv7e | Cryptography ]
ATY710 | Subject Name ] [ Supply in Request ]
& | | Extensions ] [ Application Policies ]

«IP

«IP IKE

«IP

«IP

SSL IPSec
ATv7T12 | Apply ] [OK]
ATy 713 [ Certificate Services ] CA
[ Certificate Templates ] [ New ]>[
Certificate Template to Issue ]
NDES-IPSec-SSL [OK]

ATy 714 [ Start ]>[ Run ]

regedit [OK]
AT w715 HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP
ATvT16 3 NDES-IPSec-SSL

* EncryptionTemplate
* GeneralPurposeTemplate

« SignatureTemplate

ATy T | Save ]
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AEBAE RNB R DK

anzsmannsz

AnyConnect

Certificate Expiration Threshold ] AnyConnect

AnyConnect

)

(G¥)  RADIUS

[ Certificate Expiration Threshold ]

FIE

ATv 71 VPN

Enrollment ]

ATvFT2 [
AT9T3 [

[ Certificate

Certificate Enrollment ]
Certificate Expiration Threshold ]

AnyConnect

0 0 180

ATv 74 [OK]

AEBAEEIRDKTE

AnyConnect
AnyConnect

Windows AnyConnect Linux

PEM macOS
PEM

FIE

AT w71 Windows macOS 184
VPN AnyConnect

2T w72 Windows Windows 187
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VN7 5 2Z20%EE |

AnyConnect

AT v 73 macOS Linux macOS Linux PEM 187

AT v 74 macOS Linux VPN

ATvTH 188

AnyConnect
AnyConnect
EARAT DAER FT7DEE
Windows macOS AnyConnect VPN
1
VPN
ExcludeMacNativeCertStore  true AnyConnect
[ Login ] AnyConnect
AnyConnect
Windows
[ Certificate Store Override ]
AnyConnect
S
GE) Windows
[ Certificate Store Override ]
[ Certificate Store ] [
Certificate Store Override ] / AnyConnect
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wassinEz r7onz [

SIBAEXR F T DRE SERAZER 7D EEZDERTE |AnyConnect DR AL
[ All '] Windows AnyConnect
AnyConnect
[ All '] Windows AnyConnect
AnyConnect
[ All T macOS AnyConnect
macOS
[ User ] Windows AnyConnect

[ System ] macOS AnyConnect macOS

[PEM
macOS
/PEM
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FIEAEXR F T DIRTE SERAZER 7D EEZDERTE |AnyConnect DR F L
[ Login ] macOS AnyConnect
[PEM macOS
BEHEIASRANER
18 H B HEIIC
. Windows OS X Linux
* VPN AutomaticCertSelection
* VPN
S
(G¥)  SCEP
FIE
ATv7T1 [ Certificate Store ]
o1 1 VPN CertificateStore [
All ] 2 CertficateStoreOverride
2 VPN CertificateStore [ All ]
[ User ] 2 CertificateStoreOverride
ATvT2 AnyConnect

AR FFERAZ RN ERA

FIE

ATy [ Certificate Store ]
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Windows 1—+ - REIRHEOERERHS5TOV T roxxw [

o[ All ]
AnyConnect

o[ Machine ] Windows
AnyConnect

o[ User ]
AnyConnect

ATvT2 AnyConnect

Windows 11— (ZEEEEEFEAZEDERZRKRDHHTOV T FORTFE

AnyConnect
SCEP
AnyConnect
Windows
FIE
ATv 71 VPN [ Part 2
Preferences (Part 2) ]
ATvT2 [ Disable Certificate Selection ]

ATy 73 [# (Advanced) | >[VPN]>[F1J 77 L >R (Preferences) ]
/ [ User Controllable ]

mac0S £ & U Linux TO PEM SFBAZ X 7 DERL

AnyConnect PEM
AnyConnect PEM
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1R AR

. .pem

. key

. client.pem

client.key
EYk PEM PEM
PEM
PEM 7 7 A JLEEBAER F 7D T+ ILE RESNDAHEDE 1T
~/.cisco/certificates/ca CA
Gx) .cisco/
~/.cisco/certificates/client
~/.cisco/certificates/client/private
PEM
~/.cisco  /opt/.cisco
AEEAEREDETE
AnyConnect
[ Certificate Matching ] AnyConnect VPN

o[ Key Usage ]

o[ Extended Key Usage ]

o[ Distinguished Name ]
MErEY Y

AnyConnect 105
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F—DEAKTDHRE

ek F—DERRED

=111}

s—omrrnosz |

[ Key Usage ] AnyConnect
1 VPN
[ Key Usage ]
* DECIPHER_ONLY
« ENCIPHER_ONLY
« CRL_SIGN
« KEY_CERT_SIGN
* KEY_AGREEMENT
« DATA_ENCIPHERMENT
« KEY_ENCIPHERMENT
« NON_REPUDIATION
* DIGITAL_SIGNATURE
1 1
RE
[ Extended Key Usage ] AnyConnect
ID OID
il oD
ServerAuth 1.3.6.1.55.73.1
ClientAuth 1.3.6.1.5.5.7.3.2
CodeSign 1.3.6.1.55.7.33
EmailProtect 1.3.6.1.55.7.34
IPSecEndSystem 1.3.6.1.55.7.35
IPSecTunnel 1.3.6.1.5.5.7.3.6
IPSecUser 1.3.6.1.5.5.7.3.7
TimeStamp 1.3.6.1.55.7.3.8
OCSPSign 1.3.6.1.5.5.7.3.9
DVCS 1.3.6.1.5.5.7.3.10
IKE Intermediate 1.3.6.1.5.5.8.2.2
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OoID 1.3.6.1.55.7.3.11
OID OID
SERAE A & DERTE
[ Distinguished Name ]
ID
[ Add ]
ID A
CN SubjectCommonName
SN SubjectSurName
GN SubjectGivenName
N SubjectUnstructName
| Subjectlnitials
GENQ SubjectGenQualifier
DNQ SubjectDnQualifier
C SubjectCountry
L SubjectCity
SP SubjectState
ST SubjectState
o] SubjectCompany
ou SubjectDept
T SubjectTitle
EA SubjectEmail Addr
DC DomainComponent
ISSUER-CN IssuerCommonName
ISSUER-SN IssuerSurName
ISSUER-GN IssuerGivenName
ISSUER-N IssuerUnstructName
ISSUER-I Issuerlnitials

. Cisco AnyConnect Secure Mobility Client 1) 1) — 4.8 EEEH A K



| VN7 ERDEE

samL xR L= ven i ]

1D 358
ISSUER-GENQ IssuerGenQualifier
ISSUER-DNQ IssuerDnQualifier
ISSUER-C IssuerCountry
ISSUER-L IssuerCity
ISSUER-SP IssuerState
ISSUER-ST IssuerState
ISSUER-O IssuerCompany
ISSUER-OU IssuerDept
ISSUER-T IssuerTitle
ISSUER-EA IssuerEmail Addr
ISSUER-DC IssuerDomainComponent

[ Distinguished Name ] 0

Distinguished Name ]

SAML Z{#F L 7= VPN 525E
ASA 971
46 SAML

AnyConnect
SAML
AnyConnect
SAML

T3 b7 —LEROEHK
SAML

* Windows Windows 7

* macOS macOS 10.10

e Linux WebKitGTK+ 2.1x

SAML 2.0

SAML

Internet Explorer 11

AnyConnect

Red Hat 7.4

macOS 10.11

AnyConnect

Ubuntu 16.04
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SAML 2.0 AnyConnect 4.4  AnyConnect 4.5
ASA 9.7x 9.8.x 9.9.1
AnyConnect 4.6 ASA9.7.1.24
9.8.2.28 9.9.21
SAML
* AnyConnect 4.6
SAML AnyConnect
AnyConnect 4.6 ASA ASA
. ASA SAML
AnyConnect
ASA AnyConnect 4.6
SAML AnyConnect 4.4 4.5
saml exter nal-browser
SAML
. VPN SAML IdP
SAML IdP ASA
IdP ASA
. SAML CLI SBL
* Web SAML AnyConnect
AnyConnect IPvV6 IPv4
IPv6
AnyConnect
« SAML ASA  Network Time Protocol NTP IdP NTP
*« ASDM VPN SAML

* SAML IdP NamelD
VPN
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SDl k—% > (SoftD) e %A L N [

. SAML VPN
IdP AnyConnect
Part 1 93 [ Auto Reconnect ]  ReconnectAfter Resume
. AnyConnect VPN
IDP  HTTP

[%%E (Configuration) ]>
[JE—F7YtAVPN (Remote AccessVPN) |>[7 547> FLASSLVPN7 I X
(ClientlessSSL VPN Access) |>[55# (Advanced) |>[ 2T ILH A F ¥ —s\ (Single

Sign On Servers) 1> [ Force Re-Authentication ] AnyConnect
SAML
9.7 Cisco ASA Series VPN Configuration
Guide SSO Using SAML 2.0

SDI k—% > (SoftID) #fi& Z{F=FH L 1= VPN FB5E

AnyConnect Windows 7 x86 32 x64 64 RSA SecurlD
1.1
RSA SecurlD
RSA SecurlD Software
Token 1 60 SDI
Security Dynamics
1
[AnyConnect]
AnyConnect
SDI AnyConnect PIN
RSA SecurlD

RSA Authentication Manager

RSA SecurlD
PIN PIN

PIN AnyConnect

URL URL URL/
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B so —5 > (softiD) &% mR LI VPN BT

[ Network (Client) Access ]
[AnyConnect AnyConnect Connection Profiles ] [
Allow user to select connection ]

URL

SDI [ Passcode ]
NTLM [
Password ] 2.1

RSA SecurlD Software Token  PIN
RSA SecurlD Software Token

SDI [ Passcode ]
PIN
Enter a username and passcode or software token PIN PIN
[PIN] PIN RSA SecurlD
Software Token DLL
AnyConnect SDI
[PIN]
[Passcode]
RSASecurelDIntegration 3
» Automatic 1
HardwareToken
PIN  SoftwareToken
SDI
SDI
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SD

e

Ay

N

soizarson7Sy [

GE) SDI
SKI
HardwareToken
« SoftwareToken PIN
[PIN:]
» HardwareToken
[Passcode:]
AnyConnect RSA Software Token
RSA
SecurlD Software Token GUI
SO ATIY
SDI

. SDI

. PIN

* PIN
BEOSDIZRIAAT 1>

SDI
PIN
PIN
SDI RADIUS SDI
SDI
SDI
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WA —F E—F, PINY)7 E—FK,. BLUHHAPINE—F

PIN SDI
PIN PIN AnyConnect next
passcode PIN
PIN
PIN
PIN
SDI PIN
PIN PIN
PIN
PIN RSA
0 8 PIN 00000000 SDI
PIN
SDI PIN
PIN SDI
PIN
RSA SDI
PIN
#7138 PIN O£
PIN SDI
. PIN
. PIN
. PIN
PIN
SDI
PIN SDI
PIN
PIN
next passcode
PIN AnyConnect PIN

PIN 4 8
PIN
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RADIUS

#4517 501 & RaDws sol ot [

PIN
PIN
next passcode

next passcode] F+ L > & TlnextToken Codel] Fv L >

next passcode

PIN

PIN RSA SecurlD Software Token DLL
next Token Code RSA SecurlD
Software Token DLL
=4 T« 7 SDI & RADIUS SDI O tb#5
SDI
. SDI SDI SDI
« RADIUS SDI RADIUS SDI SDI SDI
SDI  RADIUS SDI SDI SDI
ASA SDI
AnyConnect
RADIUS SDI SDI
SDI
RADIUS ASA
SDI
ASA SDI RADIUS
AnyConnect SDI
ASA RADIUS
SDI SDI ASA
SDI
AnyConnect
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B raowsisol 4 vt —SEYR— b B0 ASADEE

RADIUS/SDI » vt — L %#HR— 3 571=-5HD ASA DETE

&M

ATy T2

ATvT3

ATv74

ATy TH
AFvT6

ATy T1
ATvT8

ATvT9

ATv 710

SDI RADIUS AnyConnect
ASA SDI RADIUS
SDI

FIE

[%%E (Configuration) |>[JE— bk 72X VPN (RemoteAccessVPN) |>[Ry kT—2%
(547> k) 7U2ERX (Network (Client) Access) ] >[AnyConnect #7027 7 4 )L
(AnyConnect Connection Profiles) ]

SDI RADIUS
[ Edit ]
[AnyConnect Edit AnyConnect Connection Profile ]
[ Advanced ] [
/ URL Group Alias/ Group URL ]
[ SecurlD Enable the display of SecurlD messages
on the login screen ]
[OK]

[%5E (Configuration) ]>[YJE—k 72t X VPN (RemoteAccessVPN) ]>[AAA/A—HIL
3—% (AAA/Local Users) ]>[AAA H—/\ 5 )L—T (AAA Server Groups) ]

[ Add ] AAA
[AAA Edit AAA Server Group ] AAA
[OK]
[AAA AAA Server Groups ] AAA
[ Servers in the Selected Group ] [ Add ]
[SDI SDI Messages ] [ Message Table ]
RADIUS
RADIUS ASA

RADIUS

. Cisco AnyConnect Secure Mobility Client ') ') — 248 EEEH A K



| VN7 ERDEE

RADIUS/SDI # v £— S &4 HK— k¥ 57=000 AsA D%z [

(6=3) ASA Cisco Secure Access Control Server
ACS Cisco Secure ACS
ASA
new PIN new-pin-sup  next-ccode-and-reauth
new-pin-sup
new PIN RADIUS
new PIN with the next card code next-ccode-and-reauth
new-pin-sup

Aytw—Ya—F T 74 )L FORADIUS G A v | HEHE

= TEXb
next-code Enter Next PASSCODE PIN
new-pin-sup Please remember your new PIN PIN

PIN

new-pin-meth Do you want to enter your own PIN

pin PIN
new-pin-req Enter your new Alpha-Numerical PIN

PIN
new-pin-reenter Reenter PIN: PIN

ASA
PIN
new-pin-sys-ok New PIN Accepted PIN
next-ccode-and-reauth new PIN with the next card code | pIN
PIN
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B wzocomoionc

Ayt—Ta—F T 74 )L EDORADIUS & A v | #EEE
- TEXbE
ready-for-sys- pin ACCEPT A SYSTEM PIN
GENERATED PIN
ASA
ATy 71 [OK] [ Apply 1 [ Save |
— [o} —
REFAZEDEVBHIZDONT
AnyConnect
VPN
AnyConnect AnyConnect
VPN
VPN
\
(G¥)  AnyConnect VPN
VPN
AnyConnect 110
. /
CA
* CA CA
/
«CA /
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sa—rnevenzrciney ||

JA—NILEVERRAMIEDEY

VPN

VPN

\}

() AnyConnect

G VPN VPN

GE) [ Global Pins ]
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B /o-—neverzrceorey
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=% =R

2 RIT—H FHERAIL—DvYDERTE

203
206
* DHCP 208
208

2YRIT— 7HERIXR—T¥IZTDOLNT

2

SSID

GE) Mac OS X Linux
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FYRT—=D FTOERIR—DXIZDNT

\}

G¥)  WindowsOS ISE AnyConnect ISE Network
Access Manager

Cisco AnyConnect Secure Mobility Client

* Transport Layer Security TLS 12

. IEEE 802.3 IEEE 802.11

* Windows 7 3G Microsoft
API WAN

* Windows

» Windows

. IEEE 802.1X

* |EEE MACsec

* EAP
* EAP-FAST PEAP EAP-TTLS EAP-TLS LEAP IEEE 802.3
EAP-MD5 EAP-GTC EAP-MSCHAPvV2
. EAP
* PEAP EAP-GTC EAP-MSCHAPv2 EAP-TLS
* EAP-TTLS EAP-MD5 EAP-MSCHAPvV2 PAP CHAP
MSCHAP MSCHAPvV2
* EAP-FAST GTC EAP-MSCHAPV2 EAP-TLS
. WEP WEP TKIP
AES
. WPA  WPAZ2/802.11i

* AnyConnect

* Windows  Microsoft CAPI 1.0 CAPI 2.0 CNG

* Windows ECDSA
SSO ECDSA
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Suite B & & U\ FIPS

Windows 7 FIPS

* ACS ISE  Suite B
Microsoft NPS 2008  Suite B
RSA

* 802.1X/EAP Suite B
* MACsec  FIPS
. Diffie-Hellman ECDH
*« ECDSA
* 0OS ECDSA CA
. PEM
. ECDSA

suite B 5 UFPS ]

OpenSSL 1.x FreeRADIUS 2.x
NPS
RFC 5430
ECDSA CA

OGN A A D T )La—Y] OEA

Microsoft Windows

1
1
GESESE]
» Windows
. RDP
user/example  user@example.com
. PIN

Cisco AnyConnect
AnyConnect

Windows
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B .. vrotoryn a—voERORE

UGN HA A DO UTIL A—FOEADETE
Windows

EnforceSingleLogon

Windows EnforceSinglel ogon Overlaylcon

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\Credential
Providers\{B12744B8-5BB7-463a-B85E-BB7627E73002}

1 EnforceSingleLogon DWORD

Windows
1

*0

2 RID— THOERAIARA— v DERM

AnyConnect AnyConnect
AnyConnect
v R B N
 Network Access Manager Windows Vista
2

Windows 2

* Windows
Windows
Windows [ Remove

the networking icon ] Windows
* Windows 7

Windows 7 SSID

SSID
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2y k7=t 702z 24— r0EHE [

SSID
1 0
1 SSID
1
Windows Windows
Windows
[ Connect Automatically ] Windows
Windows 7

. Open
. WEP

* WPA/WPA2 Personal
« GPO Wi-Fi

. WLAN

. XML
userConfiguration.xml

PROFILE_CONVERSION
1 MSI MSI
PROFILE_CONVERSION 1 MSI

msiexec /i anyconnect-nam-win-3.1.xxxxx-k9.msi
PROFILE_CONVERSION=1

* ISE
ISE
802.1x WiFi
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B oucr 72 rommE

DHCP T X FDOENIE

=) Windows
(OF] DHCP
DHCP
2 OS DHCP
DHCP
0sS
NAM DHCP
DWORD
* 64 Windows HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Cisco\Cisco

AnyConnect Network Access Manager\DisableDHCP 1

« 32 Windows HKEY_LOCAL_MACHINE\SOFTWARE\Cisco\Cisco AnyConnect Network
Access Manager\DisableDHCP 1

N

GE) DHCP

2YRD—HO 7HORRAIXZ—TY JAT7AIL

ASDM Windows
— [] ~ RY
D2AT7rRI)O—2002FD

[ Client Policy ]
ERORE

o[ Default Connection Timeout ]

40
o[ Before User Logon ]
Kerberos GPO GPO
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[
Logon ]

Windows

A\

s547 vk Rys—cv iy |

Before User Logon ] [
Time to Wait Before Allowing a Userto Logon ]

Time to Wait Before Allowing a User to

G¥)

« [Wi-Fi

IEEE 802.11i

801.X

« [WPA/WPA2
WPA/WPA2

)

[
Time to Wait Before Allowing a Userto Logon ] 30

DHCP IP

After User Logon ] Windows

Manage Wi-Fi (wireless) Media ] Wi-Fi
WPA/WPA2

RSN IE
IE IEEE
EAPOL /
RSN IE

Enable validation of WPA/WPA2 handshake ]

(6=3)

RSN IE
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B /s 7orkus—mrory

o[ Default Association Timeout (sec) ]
WPA/WPA2

o[ IEEE 802.3 Manage Wired (IEEE 802.3) Media ]

o[ 3G Manage Mobile Broadband (3G) Media ]
Windows 7

A\

GE) Cisco TAC

o[ Enable Data Roaming ]

IR a1—HHH

o[ Disable Client ] AnyConnect Ul
o[ Display User Groups ]
CSSC5.x
o[ Specify ascript or application

to run when connected ]

N

G 1

.exe .bat .cmd

GUI
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makyo—cvky ]

o[ Auto-connect ]
EERT—4 R
o[ Service Operation ]
2
* [FIPS FIPSMode ] FIPS

FIPS 140-2 Level 1
FIPS
MACsec Wi-Fi

R84y FT—Y FHER IR—T w2k D APSHK— b

ATATIARV—T 42T AT LA Windows 7 LA
MACsec Intel HW MACsec NIC
MACsec
FIPS
Wi-Fi FIPS
= = o] ~ -~ ~
o H ) Y D2l I G L
[ Authentication Policy ]
Wi-Fi
Select All ]
Allowed Authentication Modes ]
LAN
EAP
* PEAP
. EAP-MSCHAPV2 EAP-GTC
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Y RI—9 FHOERTF—SvOHRE |

. EAP-GTC
. EAP-TLS
* EAP-FAST
. EAP-MSCHAPvV2 EAP-GTC
. EAP-GTC
. EAP-TLS
* EAP-TTLS
. EAP-MSCHAPv2 EAP-MD5 PAP L CHAP L
MSCHAP L MSCHAP-v2
. PAP /
PAP
[*y FT—% (Networks) 1714 > K™
[ Networks ]
[ Networks ]
[ Next ]
S
GE) Cisco Secure Services Client
SSID
SSID
[
Network Groups ] [ Create Networks ]
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Y

ru b=y, 257478472 |}

GE) globalNetworks
1
ul
[ Network Groups ] [
Create Networks ]
S
GE)
[ Network Repair ]

FTYRT—=D A TATEATR=

[ Networks ]
o[ Name ]
[
[

Wi-Fi (wireless) ]

« [SSID]
[

[ Media Type ]

Group Membership ]

Network Media ] [
[Wi-Fi]

Wired ] [Wi-Fi

SSID

Hidden Network ] SSID

Cisco AnyConnect Secure Mobility Client ') ') —X48 EEEH A F .



Y RI—9 FHOERTF—SvOHRE |
B <95 25075847~ -9

o[ Corporate Network ] [ Corporate ]
SSID
SSID
SSID
o[ Association Timeout ]
5
o[ Scriptorapplication ]
.exe .bat .cmd
o[ Connection Timeout ]

G 60

[ Connection
Timeout ]
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ry b=y, wxayFsLAnsi—y |

N

G

AnyConnect Network Access Manager
PIN
HKEY_LOCAL_MACHINE/SOFTWARE/Cisco/Cisco

AnyConnect Network Access Manager
DisableSmartcardPinVerifyBySigning DWORD 1

2y LT—=9, X2 T LRNILR=D

[ Networks ] [ Security Level ]
[ OpenNetwork ] [ Authentication Network ]

[ Shared
Key Network ]

LRy R —T DERE

[ Security Level ] [ Authenticating
Network ]
[ Next ] [ Connection Type ]
[ Network Connection Type ]
802 IX ERTENRA »
IEEE 802.1X
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\}

Y RI—9 FHOERTF—SvOHRE |

(G¥)  AnyConnect ISE
ISE
802.1X WiFi

« [authPeriod (sec)]

« [heldPeriod (sec)]

* [startPeriod (sec)] EAPOL-Start
EAPOL-Start

* [maxStart]
EAPOL Key

IEEE 801.X
EAPoL-Start

[startPeriod] [maxStart]

[startPeriod] x [maxStart] <

[startPeriod] x [maxStart]

DHCP
[startPeriod] [maxStart]
[startPeriod] x [maxStart] >
EFa2VTARAY
[ Security ]
o[ Key Management ] MACsec
o[ None ]
e [MKA] MACsec

MACsec MAC
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R—ramsn Ry —<1> [

MAC MACsec MAC
MACsec Key Agreement  MKA

. Encryption

o[ None ]

* [MACsec: AES-GCM-128] MKA

AES-GCM-128
* MACsec: AES GCM 256 eEdge
10S MKA
MACsec 256
MACsec Key Agreement MKA
802.1AE MACsec
Identity-Based Networking Services: MAC Security
R— RIS R S—RA >
[ Port Authentication Exception Policy ]
IEEE 802.1X
maxStarts
o[ Allow data traffic before authentication ]
o[ Allow data traffic after authentication
evenif ]
* [EAP EAP Fails ] EAP
* [EAP EAP succeeds but key management fails ]
EAP
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Y RI—9 FHOERTF—SvOHRE |
B¢

|

H#IEE MACsec ACS 5.1 MACsec ACS
Catalyst 3750-X and 3560-X Switch Software Configuration Guide

* WEP

* WAP Enterprise TKIP

* WPA Enterprise AES

* WPA 2 Enterprise  TKIP

* WPA 2 Enterprise AES

* CCKM TKIP Cisco CB21AG NIC
* CCKM AES Cisco CB21AG NIC

A—T 2y FIT—UDETE

FIE

ATy [ Security Level ] [ Open Network ]

A5 T2 [Next]
ATvT3

HAEX— Ry FI—UDERE

Wi-Fi
WPA

WPAZ2 Personal
Medium
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2y ko=, 2y ro—sgms1 I~ ||

\}

GE)
FIE
ATy [ Shared Key Network ]
ATvFT2 [ Security Level ] [ Next ]
ATv7T3 [ User Connection ] [ Machine Connection ]
AT v 74 [Next]
ATv 75 [ Shared Key Type ]
« [WEP] WEP IEEE 802.11
* [Shared] WEP IEEE 802.11
» [WPA/WPA2-Personal] PSK Wi-Fi
ATv 76 IEEE 802.11 WEP 40 64 104
128 40 64 WEP 5 ASCII
10 16 104 128 WEP 13
ASCII 26 16
ATy 71 WPA WPAZ2 Personal TKIP/AES
8 63 ASCII 64
16 ASCII [ASCI]
64 16 [Hexadecimal]
ATvT8 [ Done ] [OK]

2y bT—=0, 2y RT—VERIATRAY

Security Level ] [ Networks ] [
network connection type ]

o[ Machine Connection ] Windows Active Directory
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Y RI—9 FHOERTF—SvOHRE |

GPO
\
G¥) VPN Start Before Login
SBL SBL
802-1X
WEP WPA/WPA2
WEP
[ Before User
Logon ]
VPN SBL
o[ User Connection ]
[ Client Policy ] [ Before User
Logon ] Windows
Windows Windows
[ Client Policy ] [ After User
Logon ] Windows
NAM
o[ Machine and User Connection ] [ Security
Level ] [ Authenticating Network ]
ID
2
PC

EAP-FAST EAP EAP

. Cisco AnyConnect Secure Mobility Client ') ') — 248 EEEH A K



| #9 r9—9 70X IR—CrDHEE
v b=y, 1—vEriEzsroRiE<— [}

[ Networks ]
EAP
> ~ -~ E E o o~
2T —0, A—HFLIETUDRIERN—D
A\
GE) MACsec PEAP EAP-TLS EAP-FAST MSK
EAP MACsec
MACsec MTU 1500 1468
EAP DH#IE
EAP
IETFRFC
IEEE 802.1X UDP RADIUS
EAP
EAP 4
* EAP
type
EAP
EAP EAP
* EAP
EAP EAP EAP
NAK

* EAP

* EAP
EAP IEEE 802.11X EAP

EAP AAA AAA
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B cerrcrc
EAP-GTC

EAP-GTC EAP /

EAP EAP
OTP
EAP-GTC
EAP-GTC
EAP
EAP-GTC MACsec
EAP-GTC
EAP EAP
2
o[ Authenticate using a Password ]
o[ Authenticate using a Token ] OTP
10
D
G¥)
EAP-GTC

EAP-TLS

EAP-Transport Layer Security EAP-TLS TLS RFC 2246 IEEE 802.1X

EAP TLS X.509

EAP-TLS
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eAp-TTLs [}

EAP-TLS
EAP-TLS 2
o[ Validate Server Certificate ]
o[ Enable Fast Reconnect ] TLS
TLS
TLS

N

G [ Disable When Using
a Smart Card ]

EAP-TTLS
EAP-Tunneled Transport Layer Security EAP-TTLS EAP-TLS 2
1 TLS 2

2

EAP-TTLS

EAP-FAST

2

* PAP 2

ID/
EAP-TTLS 1

Cisco AnyConnect Secure Mobility Client ') ') —X48 EEEH A F .



B evrso

EAP-TTLS @

oul

i

B

X JE

&l

Y RI—9 FHOERTF—SvOHRE |

N

(GE) EAP-TTLS PAP OTP
« CHAP 3
EAP-TTLS
1 /
* MS-CHAP Microsoft CHAP 3
EAP-TTLS 1
NT-hash /
NT-hash
* MS-CHAPV2
EAP-TTLS 1
NT-hash
NT-hash
* EAP EAP
* EAP-MD5 EAP Message Digest 5 3
CHAP
* EAP-MSCHAPV2 3
EAP-TTLS
1
NT-hash /
NT-hash

* EAP-TTLS
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peap A 73> [

Validate Server Identity ]

GE)

RADIUS
EKU
RADIUS

Enable Fast Reconnect ]

GH

Disable When Using

a Smart Card ]

o[ Inner Methods ] TLS

Wi-Fi

PEAP+ 7 3>

Protected EAP PEAP TLS EAP PEAP
TLS
PEAP
EAP-FAST
PEAP EAP
* EAP TLS

* EAP-MSCHAPV2
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Y RI—9 FHOERTF—SvOHRE |

PEAP
NT-hash
/
NT-hash
* EAP-GTC EAP Generic Token Card EAP
PEAP
. EAP-TLS
* EAP-TLS EAP
PEAP EAP-TLS EAP-TLS
EAP-TLS
PEAP D& E
* PEAP-EAP
o[ ID Validate Server Identity ]
N
¥) RADIUS
EKU
RADIUS
o[ Enable Fast Reconnect ] TLS
o[ Disable When Using a Smart Card ]
o[ EAP-GTC Authenticate using a token and
EAP-GTC ]
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eap-rasT 5z I
o[ Authenticate usingapassword ] [EAP-MSCHAPV2]
[EAP-GTC]
o[ Authenticate using a certificate ] EAP-TLS
o[ EAP-GTC Authenticate using a token and
EAP-GTC ]
S
GE) Windows
EAP-FAST X 7E
EAP-FAST IEEE802.1X EAP-FAST
EAP-FAST IEEE 802.1X EAP
AnyConnect3.1 EAP
EAP
RFC 3748
EAP-FAST TLS EAP 3
1. Authenticated Diffie-Hellman Protocol ADHP Protected Access Credential PAC
2. PAC
3. /
EAP EAP-FAST
EAP-FAST D% 7
* EAP-FAST
‘[

ID Validate Server Identity ]

2
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Certificate ]

A\

Y RI—9 FHOERTF—SvOHRE |

GE) RADIUS
EKU
RADIUS
o[ Enable Fast Reconnect ]
EAP-FAST 2
PAC TLS TLS
[ Enable Fast Reconnect ]
S
GE) PAC TLS
PAC /

G
a Smart Card ]

Disable When Using

Inner methods based on Credentials Source ]

o[ Authenticate usingapassword ] [EAP-MSCHAPV2]

[EAP-GTC] EAP-MSCHAPv2

EAP-FAST
NT-hash
EAP-MSCHAPv2

NT-hash

EAP-GTC
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ear iz [l
o[ Authenticate using a certificate ]
EAP-TLS
. EAP-GTC
* [PAC Use PACs ]| EAP-FAST PAC PAC
D
GE) EAP-FAST PAC
PAC
EAP-FAST PAC
PAC
LEAP 5% 3
LEAP Lightweight EAP
EAP WEP
S
(6=3) LEAP
EAP-FAST PEAP EAP-TLS
LEAP

Dictionary Attack on Cisco LEAP Vulnerability

F2YLI—=D OLTUOVYILDER

[ Networks

1> Credentials ]
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A—H LTV ILDEE

EAP EAP
nouser@cisco.com cisco.com EAP
TLS
johndoe@cisco.com
[username] [domain]
. X509
[username] [password]
userA@example.com =userA =example.com
hostA.example.com =hostA =example.com

* SubjectAlternativeName: UPN = userA@example.com
* Subject = .../CN=userA@example.com/...

* Subject = userA@eample.com

* Subject = .../CN=userA/DC=example/DC=com/...

* Subject = userA (no domain)

* SubjectAlternativeName: DNS = hostA.example.com
* Subject = .../DC=hostA.example.com/...
* Subject = .../CN=hostA.example.com/...

* Subject = hostA.example.com

[ Credentials ]
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a—gsL7rvorioiz |

FIE
ATy [ Protected Identity Pattern ]
* [username] username@domain domain\username
o [raw]
* [domain]
ATvT2
* anonymous@[domain]
* [username]@[domain]
GE)
TLS
ID EAP
ATvT3
ID
* [username]@[domain]
ATvT4
o[ Use Single Sign On Credentials ]

GUI
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G¥) SSO Windows
SSO
o[ Use Static Credentials ]
GE)
o[ Prompt for Credentials ]
AnyConnect GUI
o[ Remember Forever ]
o[ Remember while User is Logged On ]
o[ Never Remember ]
ATvT5
o[ (OF] Smart Card or OS certificates ]
0os
o[ Smart Card certificatesonly ]
ATvT6 [ PIN Remember Smart Card Pin ]
PIN
2
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SO e |

Gx) PIN
Cryptographic Service Provider CSP Key Storage Provider
XIVYLTUVYILDRE
EAP EAP
nouser@example.com
EAP TLS
johndoe@example.com
[username] [domain]
. X509
[username] [password]
userA@cisco.com =userA =cisco.com
hostA.cisco.com =hostA =cisco.com

* SubjectAlternativeName: UPN = userA@example.com
e Subject = .../CN=userA@example.com/...

* Subject = userA@example.com

* Subject = .../CN=userA/DC=example.com/...

* Subject = userA (no domain)

* SubjectAlternativeName: DNS = hostA.example.com
* Subject = .../DC=hostA.example.com/...
* Subject = .../CN=hostA.example.com/...

* Subject = hostA.example.com

[username]

KSP

cisco.com

Cisco AnyConnect Secure Mobility Client ') ') —X48 EEEH A F .



Y RI—9 FHOERTF—SvOHRE |
B svsamsssRss-00%y F7—5 7HER TR—UrORE

[ Credentials ]
F&E
AT [ Protected Identity Pattern ]
* [username] username@domain domain\username
* [raw]
* [domain] PC
ATvT2
« host/anonymous@[domain]
ATvT3
ID
* host/[username]@[domain]
ATvT4
o[ Use Machine Credentials ]
o[ Use Static Credentials ]
2
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EEY—/\RIL—IILDERE .

ACE
ACE

FIE
ZXT7 w71 AnyConnect [ Networks ]
ATvT2
ATvF3 [ Machine Credentials ]
ATv7T4 [ Use Certificate Matching Rule ]
ATv 75 [ Certificate Field ]
ATvT6 [ Match ] [

Equals ] [ Includes ]
ATy 71T [ Value ]
EREY—/BREL—ILDERTE

[ ID Validate Server Identity ] [EAP]

[ Certificate ]

FE
ATv 1 [ Certificate Field ] [ Match ]
ATy 72 [ Value ]
ATv73 [ Add ]
ATv7T4 [ Certificate Trusted Authority ]

- [0S CA Trust any Root Certificate

Authority (CA) Installed on the OS ]
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o[ CA Include Root Certificate Authority (CA) Certificates ]
G¥) [ CA Include Root Certificate Authority (CA)
Certificates ] [ Add ] CA

Windows

[Base 64 encoded X.509 (.cer)]

2y RITI—H GIL—T 42K

[ Network Groups ]
[ Global Networks ]
1
F&E
ATv I
ATwT2 [ Create networks ]
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2y k=5 I—F o0k |

ATv7T3 [ See scan list ] AnyConnect GUI
G¥)
ATvTa [ Group ]
>
GE)
1 2
ATvT5
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RAF ¥ DEXTE

AnyConnect Secure Mobility Client VPN HostScan ISE
Cisco AnyConnect Secure Mobility Client

VPN hostscan_version.pkg
ISE ISE
AnyConnect NAC Agent 1
ISE AnyConnect Web
3.x  AnyConnect
HostScan
ISE
ISE ISE
HostScan ASA
IP
HostScan

GG¥) 2
HostScan ISE

HostScan ISE
IP MAC OPSWAT

BIOS
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B osekx7ezva—Longns

* ISE 240

« AnyConnect ISE 249

* ISE 250

. 252

. 252

. 253

. 253
* ISE 254

. 257
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2
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samL xR L= ven i ]

* AnyConnect 4.6
SAML AnyConnect
AnyConnect 4.6 ASA ASA
. ASA SAML
AnyConnect
ASA AnyConnect 4.6
SAML AnyConnect 4.4 4.5
saml exter nal-browser
SAML
. VPN SAML IdP
SAML IdP ASA
IdP ASA
. SAML CLI SBL
* Web SAML AnyConnect
AnyConnect IPv6 IPv4
IPv6
AnyConnect
* SAML ASA  Network Time Protocol NTP IdP NTP
« ASDM VPN SAML
* SAML IdP NamelD
VPN
. SAML VPN
IdP AnyConnect
Part 1 93 [ Auto Reconnect ]  ReconnectAfter Resume
. AnyConnect VPN
IDP  HTTP

[E%%E (Configuration) ]>

[JE—F7YEAVPN (Remote AccessVPN) >[92 547> FLASSLVPN7 IR
(ClientlessSSL VPN Access) |>[&5# (Advanced) |>[ oS ILH A A ¥ —s\ (Single

Cisco AnyConnect Secure Mobility Client ') ') —X48 EEEH A F .



E/NA1 )L T734 2@ AnyConnect |
B = sstzcon—nyt—vay

Sign On Servers) 1> [ Force Re-Authentication ] AnyConnect
SAML
9.7 Cisco ASA Series VPN Configuration
Guide SSO Using SAML 2.0

ENAIL TINARATOA—AYE— 3>

Android AppleiOS  AnyConnect Secure Mobility Client
AnyConnect

NYlr—oFAOA—H)E—a Y
AnyConnect Android Apple iOS

. fr-ca

. zh-tw

. cs-cz

. nl-nl

. fr-fr

. de-de

. hu-hu

. it-it

. ja-jp

. ko-kr

. €S-CO

. pt-br
. ru-ru
. zh-cn

. es-es
AnyConnect

AnyConnect
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fr-ch
AnyConnect

ENALFRARTOO—HtE—vay [

fr-ca

Aovo—rFEnf-a—a)€—av

AnyConnect

Cisco.com

anyconnect.po

ASA
AnyConnect

ASA

AnyConnect

ASA

ASA
ASA

AnyConnect

AnyConnect

65

AnyConnect Ul

AnyConnect VPN

anyconnect.po

AnyConnect anyconnect.po
ASA
AnyConnect
AnyConnect

anyconnect.po

ASA
AnyConnect

ENAILTNARITA—DYE—2a Ve RETHEDMDAE

URI
382

AnyConnect Ul

1SO 639-1
en-US fr-CA ar-1Q

AnyConnect
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E/34 )L 7734 20 AnyConnect |
B ssntx205( 77547 2~0THmT—T LD Liti— b

BIEEEX1) T TITZATVRANDEBRT—TILDA VR— bk

FIE

2T w771 www.cisco.com

ATwv 72 ASDM [%%E (Configuration) ]>[V)E— bk 72X VPN (RemoteAccessVPN) |>[F v
fD—29 (UZ4F7 2 k) 721X (Network (Client) Access) ]>[AnyConnect h X234 £—
vav/a—Ah)E— 3> (AnyConnect Customization/Localization) ] >[GUlI T+ X kB &
UAwt— (GUI Text and Messages) |

ATv7T3 [ Import ] [

Import Language Localization Entry ]

ATv74
ATvT5
ATvT6 [ Import Now ]
AnyConnect AnyConnect
S
GE) AnyConnect Cisco Secure Desktop

Cisco Secure Desktop

E/INAIL T/NL ATOD FIPS & & U Suite BEES1E

AnyConnect Cisco Common Cryptographic Module C3M
NGE FIPS 140-2
NSA Suite B Cisco SSL Suite-B
IPSec VPN FIPS IPSec VPN SSL VPN
VPN
FIPS Suite B
AnyConnect FIPSE—F
NGE AnyConnect FIPS
AnyConnect VPN FIPS

ENAILDZEDMDIA K54 2 EHIREE

* Apple iOS 5.0 Suite B Suite B ECDSA
Apple iOS
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* Android 4.0
ECDSA

« FIPS

—

Android 7/

Ice Cream Sandwich

Android 7734 X ® AnyConnect .

Suite B
Android

SuiteB

SCEP

\1 X ® AnyConnect

Cisco AnyConnect Secure Mobility Client

Android 4.x
AnyConnect
Android T® AnyConnect MD;¥EEIE &L HIHE1E
* ASA AnyConnect for Android
Google Play
* AnyConnect for Android AnyConnect
* Android 1 AnyConnect

Launchat startup ]

* AnyConnect for Android

ASCII
» AnyConnect EDGE
VPN
AnyConnect Send Log

0S X

AnyConnect

-8 1Installation Error: Unknown reason -8

Android OS

AnyConnect [
AnyConnect

UTF-8
UTF-8 KB-890772 KB-888180
EDGE
[AnyConnect
]
AnyConnect Windows Mac
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B rnidEso=EEE

E/NA )L T34 A0 AnyConnect |

« DHE MIEE #atE

AnyConnect 4.6 DHE ASA 9.2 ASA
9.2 ASA DHE
ASA DHE

Android ElE DEEEIE

Android /N )L TRRAF ¥ T/A4 XD ID £57%

AnyConnect

Android 1D 256 ID 1D

IMEI  MAC 40 ID
AnyConnect ID

AnyConnect
AnyConnect ID
1D

ID AnyConnect AnyConnect  [82
Wr (Diagnostics) |>[A 45 4 > & L RAT LIE#R (Logging and System Information) 1> [ R F
Ly (System) ]>[T/\A RE#AIF (Deviceldentifiers) ] device identifiers.txt

AnyConnect [ About ]
S
GE) DAP ID
Device-ID
Device-ID = bytesToHexString (SHA256 (Android-ID))
Android ID bytesToHexString

Android-ID = Secure.getString(context.getContentResolver(), Secure.ANDROID ID)

String bytesToHexString (byte[] sha256rawbytes) {
String hashHex = null;
if (sha256rawbytes != null) {
StringBuffer sb = new StringBuffer (sha256rawbytes.length * 2);
for (int i = 0; i < sha256rawbytes.length; i++) {
String s = Integer.toHexString (0xFF & sha256rawbytes[i]) .toUpperCase();
if (s.length() < 2) {sb.append("0");}
sb.append (s) ;
}
hashHex = sb.toString();
}

return hashHex; }
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Android 7 /X1 AD 7 Y & RAFFA]

Android 7731 207 5 £ 247 [

AnyConnect Android

YT RAMDT YRR

Bl

uses-permission:
android.permission.ACCESS_NETWORK_STATE

uses-permission:
android.permission.,ACCESS_WIFI_STATE

Wi-Fi

uses-permission:
android.permission.BROADCAST_STICKY

uses-permission; android.permission.INTERNET

uses-permission:
android.permission.READ_EXTERNAL_STORAGE

uses-permission; android.permission.READ_LOGS

uses-permission:
android.permission.READ_PHONE_STATE

PhoneAccounts

uses-permission:
android.permission.RECEIVE_BOOT_COMPLETED

Chromebook T® Android [] (T AnyConnect D% E

Google Chromebook
Chromebook
Android AnyConnect

Google

Chromebook

Cisco AnyConnect Secure Mobility Client ') ') —X48 EEEH A F .
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E/NA1 )L T734 2@ AnyConnect |
B Anvcomnect THR— b Eh B EEHRREF—

FIE
ATy Google
AT w72 Google [Devices] > [Chrome]
AT 73 [Apps&extensions] > [Users & browsers]

ATvT4

AT v 75 [Add] > [Add from Google Play]

ATv 76 [AnyConnect]
ATvT1 JSON
RDZRY
Android  .apk
vpn_connection_host AnyConnect XML JSON
vpn_connection_profile AnyConnect

AnyConnect THR— F SN EEAREEX—

EENRHEIREE (JL— )
vpn_connection_name

. String

vpn_connection_host

. string
. URL

vpn_connection_profile

. choice

. SSL | IPsec
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AnyConnect THHK— k5 EEgEEF— [

. VPN SSL IPsec SSL
vpn_connection_ipsec_auth_mode

. IPsec

. choice

. IPsec
EAP-AnyConnect

vpn_connection_ipsec_ike identity

. IKE ID
. string
. IPsec EAP_GTC EAP-Md5 EAP-MSCHAPvV2

vpn_connection_ipsec_ike identity

. IKE ID
. string
. IPsec EAP_GTC EAP-MD5 EAP-MSCHAPv2

vpn_connection_keychain_cert_alias

. string

. VPN

vpn_connection_perapp

. VPN
. string
. vpn_connection_allowed_apps

vpn_connection_allowed_apps

. VPN
. string
. Android
VPN
VPN

Cisco AnyConnect Secure Mobility Client ') ') —X48 EEEH A F .
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B Anvcomnect THR— b Eh B EEHRREF—

vpn_connection_disallowed_apps

. VPN

. string

. Android

VPN
VPN

vpn_connection_allow_bypass

. VPN

. bool

. VPN
vpn_setting_replace existing_profile

. bool

. vpn_connection_profile

ASA

vpn_setting_apply_perapp_to_profile

. bool

. VPN

AnyConnect XML

vph_connection_set_active

. bool

. True

. VPN

vpn_setting_fips mode
. FIPS
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AnyConnect THHK— k5 EEgEEF— [

. bool

. AnyConnect  FIPS
vpn_setting uri_external_control

. URI

. string

. URI

vpn_setting_strict_mode
. bool
. AnyConnect

vpn_setting_certificate_revocation

. bool

. AnyConnect OCSP

vpn_connection_profile

. AnyConnect

. string

. AnyConnect XML XML
Base64

vpn_connection_device id
. ID
. string

AnyConnect ID

vpn_connection_report_hardware id

. VPN ID MAC IMEI
. bool
. AnyConnect ID
AnyConnect ID
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B Anvcomnect THR— b Eh B EEHRREF—

vpn_setting_allowed_saved_credentials

. bool

. false

vpn_configuration_list
. VPN

. bundle_array

vpn_configuration

umbrella org_id

. Umbrella ID
. string
. ID Cisco Umbrella

umbrella_reg_token

. Umbrella
. string

. regToken Cisco Umbrella

umbrella va fqdns

. Umbrella VA FQDN

. string

. VA FQDN
admin_email

. string

vpn_always on_umbrella_only
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. VPN
. bool
. false

. Umbrella
Umbrella

AnyConnect THH— ks haaEngREs— [

Umbrella

true VPN

false Umbrella

VPN

vpn_configuration /X2 F)L D EEX R FIREIF

vpn_name

. string

vpn_host

. string

vpn_protocol

. choice

URL

. SSL | IPsec

. VPN

vpn_ipsec_auth_mode
. IPsec

. choice

SSL IPsec SSL

. EAP-AnyConnect | EAP-GTC | EAP-MDS5 | EAP-MSCHAPV2 | IKE RSA

EAP-Connect

vpn_ipsec_ike identity
. IKE ID

. string

IPsec
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B Anvcomnect THR— b Eh B EEHRREF—

. IPsec EAP_GTC EAP-MD5 EAP-MSCHAPV2

vpn_keychain_cert_alias

. string
. VPN

vpn_allowed_apps

. vpn_allowed_apps

. VPN

. string

. Android

VPN
VPN
vpn_diallowed_apps

. VPN

. string

. Android

VPN

VPN

vpn_allow_bypass
. VPN
. bool

. VPN

vpn_set_active
. bool
. false

. VPN
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Apple i0S T /X4 X D AnyConnect .

Apple i0S 7 /34 X @ AnyConnect

Cisco AnyConnect Secure
Mobility Client Apple iOS 4.x

Apple i0S T AnyConnect D;EEFEIE L HIFEIE

AppleiOS  AnyConnect VPN
» AnyConnect iPhone
http://www.apple.com/support/iphone/enterprise/ AnyConnect VPN
* Apple iOS 1 AnyConnect VPN
vpn.examplel.com vpn.example2.com vpn.example2.com
AnyConnect VPN vpn.examplel.com

Apple iOS Connect On-Demand

* i0S On-Demand Disconnect on Suspend
VPN
On-Demand
VPN
* AnyConnect ul VPN
iOS  Connecton Demand
(ON) AnyConnect
. Apple Connect-on-Demand 4.0.05032 Legacy
AnyConnect 9.3 Apple iOS
AnyConnect Connect On-Demand VPN
AnyConnect
i0S VPN
VPN

The VPN Connection requires an application to start up
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E/34 )L 7734 20 AnyConnect |
B Aopieios <o AnyConnect sEE®1E £ $1%%E

Cisco AnyConnect  Legacy AnyConnect ID
* AnyConnect4.0.07x Legacy
AnyConnect4.0.05x AnyConnect AnyConnect
DNS
« AnyConnect 4.0.05x AnyConnect 4.0.07x
4.6.x Cisco AnyConnect4.0.07x
4.6.x

* AnyConnect

AnyConnect
AnyConnect 1
¢ Legacy AnyConnect 4.0.05069
AnyConnect 4.0.07072
MDM
. Legacy AnyConnect
VPN Legacy AnyConnect
. MDM EMM
VPNType VPN VPNSubType com.cisco.anyconnect ProviderType
AnyConnect ISE
ISE Uniqueldentifier ~ AnyConnect
EMM
VPN
AnyConnect 4.0.07x Legacy AnyConnect 4.0.05x
. ID uUDID
ID
* MDM AnyConnect SCEP
ul - URI
AnyConnect
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* Ul

» AnyConnect VPN

ul
» AnyConnect split-include
Apple i0S BB D FEFEIE
Apple iOS AnyConnect

. SCEP

« Apple iOS

AnyConnect
ActiveSync

Apple iPhone Configuration Utility

appleios Bg:zEsE [

i0S

DNS

Apple iOS SCEP AnyConnect SCEP

VPN

Apple for Windows Mac OS X iPhone Configuration Utility IPCU
Apple iOS
AnyConnect
Apple IPCU GUI AnyConnect IPsec IPCU
AnyConnect GUI IPsec VPN RFC 2996
URI [ Server ]
SSL VPN
[ipsec:/[I[KAUTHENTICATION> [ <IKE-IDENTITY> @ ]]<HOST>[ <PORT>]
["'/"<GROUP-URL >]
INTGA—4 £ EA
ipsec IPSec SSL
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B reiosErozE®=E

INT A—45 B
AUTHENTICATION IPSec EAP-AnyConnect

* EAP-AnyConnect
* EAP-GTC
* EAP-MD5
* EAP-MSCHAPvV2

« IKE-RSA
IKE-IDENTITY AUTHENTICATION ~ EAP-GTC EAP-MD5
EAP-MSCHAPV2 IKE ID
HOST 1P
PORT HTTP URI

GROUP=URL

ipsec://EAP-AnyConnect@asa-gateway.example.com
ipsec://asa-gateway.example.com

Cisco 10S

ipsec://eap-md5:<identity>@ios-gateway.example.com

Connect-on-Demand DFEREDHA K51 >

Apple iOS Connect On Demand Safari VPN
Apple iOS
Apple iOS
VPN

* VPN

» Apple iOS Connect on Demand

. Connect on Demand

* Apple iOS [ Never Connect ]

. Cisco AnyConnect Secure Mobility Client ') ') — 248 EEEH A K



E/31 )L T34 XD AnyConnect

. Apple iOS
Apple iOS 6
i0S Connect if Needed

Connect On Demand

appleios Bg:zEsE [

Always Connect

DNS Apple

«i0OS  Connect on Demand VPN i0S
Apple VPN Connect-on-Demand
. [ Connect if Needed ]
Connect if Needed DNS
VPN DNS
DNS
. Connect on Demand
60 vpn-idle-timeout
VPN
Apple VPN
* Apple iOS 6 i0OS VPN
*i0S 7.x [ Always Connect ]
[ Connect if Needed ]
. [ Always Connect ]
[ Connect if needed ]
* Apple Connect-on-Demand Trusted Network Detection TND
. Connect-on-Demand
* Wi-Fi
Connect on Demand VPN TND
. Connect-on-Demand
iOS6  Connect on Demand Trusted Network Detection Apple
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. Chrome 0S 7 /3 X T® AnyConnect

. Apple iOS IPsec AnyConnect Apple iOS VPN
Connect-on-Demand

ATy b FURIVICEDBR T v + DNS fRROENE

ASA VPN
DNS
VPN DNS DNS DNS
DNS
DNS AppleiOS
AppleiOoS AnyConnect
« split-dns DNS
AnyConnect DNS
DNS DNS
AnyConnect examplel.com

example2.com  DNS

hostname (config-group-policy)# split-dns value examplel.com example2.com

* default-domain DNS
split-dns none default-domain
AnyConnect DNS DNS
DNS AnyConnect

examplel.com DNS

hostname (config-group-policy) # split-dns none
hostname (config-group-policy)# default-domain value examplel.com

. DNS split-dns
none default-domain none
AnyConnect
DNS DNS

)

G¥)  split-dns

split-dns none

Chrome 0S 7 /%4 X T® AnyConnect

Cisco AnyConnect Secure
Mobility Client Google CHROME OS 4.x
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| E/N1 )L 7734 X @D AnyConnect
Chrome 0S T AnyConnect ;¥ EHIE & HIHFE1E .

Chrome 0S T AnyConnect DI EFEI1E & HIFIFE1E

. Chrome OS ChromeBooks  Android
AnyConnect Android
» Chromebook Enterprise Chrome Management
AnyConnect
. Chromebook VPN Chromium
#514341
. VPN
AnyConnect 4.0.10113 Chrome OS 51
Chrome 51 AC Wi-Fi
AnyConnect

* Chrome OS 45

* Chrome OS  AnyConnect
AnyConnect AnyConnect [
Initializing, please wait... ]

Windows Phone 7 /34 X M AnyConnect

Cisco AnyConnect Secure
Mobility Client Windows Phone 4.x

Windows Phone 10 # & U Windows Phone 8.1 T® AnyConnect DI =
I8 L HIFIEE

«DTLS  IPsec/IKEv2

* VPN WiFi  3/4G

* AnyConnect AnyConnect VPN

ASAVPN ASA
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E/NA1 )L T734 2@ AnyConnect |
B Asat27 57— oA TOENAL T34 20D VPN O RE

. ASA
5 [VPN
602 The VPN connection has failed with error code 602 ]

ASAXa2a74H5—bF2A TOENAMILT/INA XADVPN

= =L

EmDETE

FE
ATy /
Cisco ASA 5500-X Series Next-Generation Firewall
B ASDM O —< 3> {51 5%
[E%E (Configuration) ]> | AnyConnect Mobile URL

URL [VE—F 72X VPN

(Remote AccessVPN) | >
Ry bD—Y (OZ4T7Y
k) 72X (Network

(Client) Access) 1>[4
IL—TF K1) — (Group
Policies) | > [:BN/#RS%E

(Add / Edit) ]>[5£#0

(Advanced) >
[AnyConnect 7 54 7 > k
(AnyConnect Client) ]>
[HRETAX
(Customization) |

. Cisco AnyConnect Secure Mobility Client ') ') — 248 EEEH A K


http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

| £/34 L F/34 2@ AnyConnect
ASA %217 75— koA TOEAAL 7131 20 N EE0EE ]

B ASDM O — 3 15+
AnyConnect [E%X%E (Configuration) 1> | AnyConnect
[UE—k 7YX VPN
(Remote AccessVPN) ]>| | Name ] [
k) 72+t X (Network [
(Client) Access) ] >
Unabl
[AnyConnect £t 7R 7 7 to process response from Gateway | o
4 )L (AnyConnect P P Y
[ Connect

Connection Profiles) ]>[i&

/#RE (Add/Edit) ] attempt has failed ]
AnyConnect

[E%XE (Configuration) ]>
[UE—k 7% EX VPN
(Remote AccessVPN) ] >
[y b= (VSA4T Y
k) 7o9+€X (Network
(Client) Access) | >[4
IW—TF R >— (Group
Policies) | > [:BIN/#R&%E
(Add/ Edit) ]>[5E#0
(Advanced) | >
[AnyConnect ¥ 547 > k
(AnyConnect Client) ]

SSL [E%%E (Configuration) ] >
[VE—FT7Y+EXVPN
(Remote AccessVPN) ] >
[y b D=9 (O34T
k) 7UE€X (Network
(Client) Access) 1>[%
IL—T K1) >— (Group
Policies) | > [:BIN/#REE
(Add / Edit) ] > [3£#0
(Advanced) ]>
[AnyConnect 7 54 7 > k
(AnyConnect Client) ]
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B Asat27 57— oA TOENAL T34 20D VPN O RE

E/NA )L T34 A0 AnyConnect |

Bt

ASDM O —> 3>

154

IPsec over NAT-T

[%%E (Configuration) ]>
[UE—FF7S2EAVPN
(Remote AccessVPN) | >
Ry bD—=D(LO 4T
)72 +X (Network
(Client) Access) |>[E$ffiz%
7 (Advanced) ]>[IPseq]
>[IKERY ¥— (IKE
Policies) ]

AnyConnect IPsec
[IPsec over NAT-T
NAT-T ]

20

ASA CLI

isakmp nat-traversal 3600

Enable IPsec over

NAT

NAT-T
3600

crypto

ATy T2

AnyConnect Identity Extensions ACIDex

1 -

Apple iOS

endpoint
endpoint
endpoint
endpoint
endpoint

ATvT3

.anyconnect.

.anyconnect.

Cisco ASA 5500-X Series Next-Generation Firewall
Endpoint Attributes Used in DAPs

AnyConnect

VPN
VPN 365

VPN

. Cisco AnyConnect Secure Mobility Client ') ') — 248 EEEH A K
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Configuring
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| £/34 L F/34 2@ AnyConnect
7Iusr—vavitiveN oz [

7)) r— 3 VEAL VPN DETE

AT T1
ATvT2
ATv73
ATv74
ATvTH

18 H B HIIC
AnyConnect
* ASA93.1

« AnyConnect v4.0 Plus

AnyConnect

« Android 5.0 Lollipop

FIE

Cisco AnyConnect

VPN

VPN

» Android
* Apple iOS

ATv7T6 ASA
XTv 7T ASA

Cisco AnyConnect %7 71— 3

JU

VPN

Apex

VPN

MDM
Apple iOS 8.3

365

VPN

Android

VPN
Apple iOS

365
366
367

AnyConnect

VPN 368
VPN 369

370
371

LA IY—ILDA R b—

Android Apple iOS

48 HHEIIZ

Cisco AnyConnect Java7
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E/NA1 )L T734 2@ AnyConnect |
B roromcsTraeEonsrIUr—avoRe

FIE
AT w71 Cisco.com AnyConnect Secure Mobility Client v4.x Cisco AnyConnect
ATy T2 Android Android SDK Android SDK
Build-tools
a) Android SDK Tools
[ Install for All Users ]
SDK Tools Only
b) Android SDK Manager Android SDK Build-tools
RDZRY
)
GE) Android SDK

\build-tools\build-tools \
Android Asset Packaging Tool aapt

FORILRTHAT ABEDHEST TV r—2 3 VDIRE

Android i0S Mobile
Device Manager MDM VPN

VPN VPN

VPN
VPN MDM
MDM VPN
MDM
AnyConnect VPN
VPN
VPN

VPN VPN VPN
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| £/34 L F/34 2@ AnyConnect
2xALFIUDTFIUr—avponrE [

VPN

. VPN
RA VPN

Mobile Device Manager MDM
VPN

ENAILTT)VDTT)r—2 321D DRE

Mobile Device Manager MDM

ID
i0S ID ID DNS
*'*

com.cisco. *

e Android Web Google Play

URL
ID URL id= Facebook
Messenger  URL ID  com.facebook.orca

https://play.google.com/store/apps/details?id=com.facebook.orca

Google Play
ID
*i0S ID 1
1. Chrome
2. Apple App Store

Facebook Messanger
https://apps.apple.com/us/app/messenger/id454638411

3 id 454638411
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B rvdoid 751 2TOFTUr—v a0 SED VPN KY L —DES

4. URL

https://itunes.apple.com/lookup?id=

https://itunes.apple.com/lookup?id=454638411

5. l.ixt
6. bundleld
"bundleld":"com.facebook.Messenger" ID
com.facebook.Messenger ID
ID

Android T/N\A A THDT7 TV 75— a2 EDVPNRYY O—DERE

VPN

MDM
ASA

* . apk Android

http://developer.android.com/guide/topics/manifest/manifest-element.html

15H B HIIC
Cisco AnyConnect Java 7
FIE
ATvT1 [Android]
ATvT2 [ ID ApplID ]
[ Import from Disk ]
[ ID APPID ] DNS
AppleiOS Chrome
[ ID APPID ] com.google.chrome. ios
Android  Chrome com.android.chrome
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http://developer.android.com/guide/topics/manifest/manifest-element.html

| £/34 L F/34 2@ AnyConnect

Applei0S T/NA RDT T 7— a VEHFI VPN R O—DEH

. DNS
1 Cisco
COM.Cisco.* [ ID APPID ]
VPN ASA
MDM
ID
* * MDM
ATvT73
o[ Minimum Version ] android: versionCode
o[ ID Match Certificate ID ]
o[ uiD Allow SharedUID ] true false
android: sharedUserld
ATy T8 [T74)L (File) 1> [R%F (Save) ] VPN
ATvT5 [ Policy ]>[ View Policy ]
ASA  perapp

Apple i0S T/N\A ADT7 T 75— a3 VB VPN R O —DEE

Apple iOS

AnyConnect

1R BHEIIZ

Cisco AnyConnect

VPN MDM

MDM

Java 7
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B 77— asunxs Lm0k

ATy T

ATy T2

ATvT3

ATvT4

FIE
[Apple iOS]
[ ID AppID ] * x
AnyConnect MDM
[ File 1> Save | VPN
[ Policy ]1>[ View Policy ]
ASA  perapp

TINr—2a BHARE LEMEDOER

ATy I

ATy T2

RATv73
ATvT4

FIE

ASDM [E%% (Configuration) ]1>[Y)E—k 72X VPN (RemoteAccessVPN) |>[+ v
bD—5 (U547 k) 7Y R (Network (Client) Access) | > [55# (Advanced) | >
[AnyConnect 71 R 2 LsJE&M (AnyConnect Custom Attributes) ]

[ Add ] [
Custom Attribute Type ]

a) perapp

perapp
AnyConnect
VPN

Edit ] [ / Create / Edit

VPN

b)
[OK]

[X%E (Configuration) ]>[Y)E—k 7YX VPN (RemoteAccessVPN) ]> [y kT—%
(935472 k) 72X (Network (Client) Access) | > [5£# (Advanced) ]>[AnyConnect

HhRAA LEMS (AnyConnect Custom Attribute Names) |
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ASA DR v—~nh 24 LEEOEY 4T ]

ATvT5 [ Add ] [ Edit ] [ / Create / Edit
Custom Attribute Name ]
a) perapp
b)
C) BASE64 1
420
AnyConnect

ASADRY) O—~DARZ LEMDEIYHT

perapp

FIE

ATv T ASA

. [%%E (Configuration) ]>[')E— k7% X VPN (Remote
AccessVPN) ][> [y bD—9 (US54 F72 ) 721X (Network (Client) Access) ]
>[7IW—TR1) >— (Group Policies) ]1>[:EBMN/#w&% (Add/Edit) ]>[3# (Advanced) ]
>[AnyConnect 7 54 7 > b (AnyConnect Client) [>[h X% LEM (Custom Attributes) ]

. [%%E (Configuration) |>[VE—FF7oEX
VPN (RemoteAccessVPN) [>[ry kT—% (5472 k) 721X (Network (Client)
Access) |>[FA4F 2w 7Y AR — (DynamicAccessPolicies) |>[:BhN/fRESE (Add

/ Edit) ] [ / Access/Authorization Policy
Attributes ] [AnyConnect AnyConnect Custom Attributes ]

ATvT2 [ Add ] [ Edit ] [ /
Create / Edit Custom Attribute ]

ATv73 perapp

ATvTa [ SelectValue ]

AT w75 [0K]
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B Anvcomect VPN 077 4 LTOESA L T RBGHORE

AnyConnectVPN 7O 7 7 4 JLTDE/NAIL T/3A RS

A —
o)nX;E
AnyConnect VPN XML
VPN
VPN
AnyConnect
ASA VPN
AnyConnect 1 VPN
VPN VPN
FIE
ATv T VPN
/ VPN
129
Joo 74 ILEN 5t
Apple iOS
AnyConnect Mobile ReconnectAfterResume
Apple iOS [ Disconnect On
Suspend ] [
Disconnect On Suspend ] AnyConnect
VPN
LAN AnyConnect Mobile LAN
LAN
ATvT2
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a) VPN
b)

[
c) AnyConnect

d) [OK]
ATvT3

* VPN
ASA

VPN

382

URI/\> K5 %5 /A L 71= AnyConnect 7 ¥ & 3 D BEL .

[ ServerList ]
[ Add ]
[ Entry ]
Edit ]
114
VPN
ASA
AnyConnect 91
AnyConnect URI
Android Apple iOS
VPN
[ Profile Management ] AnyConnect
Android AppleiOS

URI /N> K5 %{EF L 7= AnyConnect 7 7 < 3 > D BEht

AnyConnect  URI
AnyConnect

1R BHEIIZ

« AnyConnect
URI

Universal Resource Identifiers URI
AnyConnect
Web

Universal Resource ldentifiers

AnyConnect

EHIN-REDGE

URI
Prompt ] URI
URI
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- R EIDL L

MDM
- UriExternal Control
-I Enabled ] [ Prompt ] [ Disabled ]
S
G¥) MDM
EEINTULWLEVWREDISS
AnyConnect URI
[ External Control ] [ Enable ]
[ Prompt ]
URI
[ Prompt ] URI
* URI URL
* URI %20 %3A : $2F / %40
@
* URI
t -
VPN &£t T > b1 DERK
AnyConnect URI AnyConnect
anyconnect:[//]create[/]?name= & host= [& Parameter1= & Parameter2=
o]
A1 LS4
* host
AnyConnect name  host

. Cisco AnyConnect Secure Mobility Client ') ') — 248 EEEH A K


http://www.w3schools.com/TAGS/ref_urlencode.asp

| £/34 L F/34 2@ AnyConnect
venigmzo ruoss [

INTGA—4
e name AnyConnect AnyConnect [
Description ] AnyConnect
24
* host ASA IP URL
AnyConnect AnyConnect [

Server Address ]

anyconnect://create/?name=SimpleExampleshost=vpn.example.com
anyconnect:create?name=SimpleExample&host=vpn.example.com

* protocol SSL
VPN

* SSL

* |Psec

anyconnect:create?name=ExampleIPsec&host=vpn.company.com&protocol=IPsec

* authentication IPsec
EAP-AnyConnect IPsec VPN

* EAP-AnyConnect
* EAP-GTC
* EAP-MD5
* EAP-MSCHAPV2
* IKE-RSA
o ike-identity authentication ~EAP-GTC EAP-MD5 EAP-MSCAPV2

AUTHENTICATION  EAP-GTC EAP-MD5 EAP-MSCHAPv2
IKEID

anyconnect:create?name=Description&host=vpn.company.com&protocol=IPsec
&authentication=eap-mdS&ike-identity=012A4F8B29A9BCD

* netroam AppleiOS EDGE
3G  Wi-Fi
* true VPN
AnyConnect ON  AnyConnect [ Network
Roaming ] AnyConnect
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VPNERIT Y b DER

VPN
AnyConnect

» false AnyConnect
AnyConnect [ Network Roaming ]
OFF AnyConnect
20
VPN

anyconnect:create?name=Example%20l&host=vpn.example.com&netroam=true

* keychainalias AnyConnect
Android
AnyConnect
IP vpn.example.com client
SmpleExample
anyconnect://create/?name=SimpleExample&host=vpn.example.com&keychainalias=client
* usecert VPN
* true VPN
[ Certificate ] certcommonname
usecert  true AnyConnect
« false

anyconnect:create?name=Example%20l&host=vpn.example.com&usecert=true

* certcommonname usecert
AnyConnect AnyConnect
[ Certificate ]
[2Bf (Diagnostics) ] >
[EIBAZE (Certificates) ] host
* useondemand Apple iOS usecert certcommonname
Safari VPN
- false VPN
DNS VPN
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venigmzo ruoss [

AnyConnect AnyConnect Connect on Demand
OFF
* true AppleiOS VPN useondemand
true AnyConnect ON  AnyConnect
[ Connect on Demand ]
useondemand=true domainlistalways domainlistifneeded

anyconnect:create?name=Example%$20with%20certificate&host=vpn.example.com
&netroam=true&usecert=true&certcommonname=example-ID&useondemand=true
&domainlistalways=email.example.com,pay.examplecloud.com
&domainlistnever=www.example.com&domainlistifneeded=intranet.example.com

» domainlistnever useondemand=true Connect on Demand
AnyConnect
AnyConnect
AnyConnect [ Never Connect ]
Web
VPN www . example.com
« domainlistalways useondemand=true domainlistalways domainlistifneeded
Connect on Demand
AnyConnect 2
VPN AppleiOS VPN
AnyConnect AnyConnect [ Always
Connect ]
email.example.com, pay.examplecloud.com
e domainlistifneeded  useondemand=true domainlistalways domainlistifneeded
DNS AnyConnect
AppleiOS VPN AnyConnect
AnyConnect [ Connect if Needed ]
LAN
intranet.example.com
Connect-on-Demand
IP AnyConnect
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E/34 )L 7734 20 AnyConnect |

VPN 1&g DFEIL

—E BN IR)DB | —ET BB —H L7 LME
email.example.com | email.example.com | www.example.com
email.1lexample.com
email.examplel.com
email.example.org
.example.org anytext.example.org | anytext.example.com
anytext.lexample.org
anytext.examplel.org
*example.com
notexample.com
example.net anytext-example.net | anytext.examplel.net
anytext. anytext.example.net | anytext.example.com
VPN VPN AnyConnect URI
URI
name host

anyconnect:[//Jconnect[/]?[name= |host=

-]

]1[& Parameter1= & Parameter2=

anyconnect:[//Jconnect[/]?name= & host=

-]

[& Parameter1= & Parameter2=
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ven o

HARZA4Y
. AnyConnect
AnyConnect
. name
VPN
* URI VPN OTP
NS A=A
e name AnyConnect
AnyConnect AnyConnect [ Description ]
name
e host AnyConnect [ Server Address ]
ASA IP URL
host
URL [ Configuration ]>[ VPN Remote Access VPN ]
>[ Network (Client) Access ]>[AnyConnect
AnyConnect Connection Profiles ]>[ Advanced ]>[
/ URL Group Alias/Group URL 1> URL Group-URL ]
ASDM
* ONsuccess
* AppleiOS anyconnect:close
AnyConnect GUI URL
* Android
URL onsuccess
AnyConnect Android GUI
s onerror
» AppleiOS anyconnect:close
AnyConnect GUI URL
* Android URL
onerror AnyConnect Android
GUI

« prefill_username connect URI
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1

o prefill_password connect URI

* prefill_secondary_username
connect URI

« prefill_secondary_password
connect URI

* prefill_group_list [ Configuration 1>
Access VPN 1>

E/NA )L T34 A0 AnyConnect |

VPN Remote

Network (Client) Access ] >

[AnyConnect AnyConnect Connection Profiles ]>[ Advanced ]>
[ / URL Group Alias/Group URL 1>

Connection Aliases ] ASDM

* URI URL

anyconnect://connect/?name=Example
anyconnect:connect?host=hr.example.com

anyconnect:connect?name=Example&host=hr.example.com

anyconnect://connect/?name=Example&host=hr.example.com/group-url

&prefill username=userlé&prefill password=passwordl

connect URL
onerror

anyconnect://connect?host=vpn.company.com
&onsuccess=http$3A%2F%$2Fwww.cisco.com

anyconnect://connect?host=vpn.company.com
&onerror=http%$3A%2F%2Fwww.cisco.com%2Ffailure.html
&onsuccess=http$3A%2F%$2Fwww.cisco.com

Android onsuccess

anyconnect://connect?host=vpn.company.com
&onerror=http%$3A%2F%2Fwww.cisco.com%2Ffailure.html
&onsuccess=http$3A%2F%$2Fwww.cisco.com
&onsuccess=tel:9781111111

AppleiOS onsuccess onerror
AnyConnect GUI

anyconnect://connect?host=vpn.company.com
&onsuccess=anyconnect$3A%2F%2Fclose

* URI

. Cisco AnyConnect Secure Mobility Client ') ') — 248 EEEH A K
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ven o s oizssk I

anyconnect://connect/?name=Example&host=hr.example.com
&prefill username=userlé&prefill password=passwordl

anyconnect:connect?name=Example&host=hr.example.com/group-url
&prefill username=userlé&prefill password=passwordl

anyconnect://connect/?name=Example&host=hr.example.com
&prefill username=userlé&prefill password=passwordl
&prefill secondary username=user2&prefill secondary password=password?2

anyconnect://connect/?name=Example&host=hr.example.com
sprefill username=userl&prefill password=passwordl
&prefill group list=10.%20Single%20Authentication

VPN > O H it bR

VPN AnyConnect URI

anyconnect:[//]disconnect[/]& onsuccesssURL

INT A—A
onsuccess Android
URL

151

anyconnect:disconnect
— [¢]
SEBAZED A ik— k

URI PKCS12
AnyConnect PKCS12
ASA PKCS12

anyconnect:[//limport[/]?type=pkcs12& uri=http%3A%2F%2Fexampl e.comdo2Fcertificatename.p12

INS A—4
e type PKCS12

e uri URL ID

1

anyconnect:import?type=pkcsl2&uri=http%3A%2F%2Fexample.com$2FCertName.pl2
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B vnosq7orTooranoq ok—1

WNISAT72hTRAIT7AILDA VR—k

AnyConnect URI

anyconnect:[//limport[/]?type=profile& uri=filename.xml

1

anyconnect:import?type=profilesuri=file%$3A%2F%2Fsdcard%2Fprofile.xml

AnyConnectUl & A v t—2DO—H5A4 X

AnyConnect URI
anyconnect:[//limport[/]?type=localization& lang=LanguageCode& host=

INS A—4
* type
e lang anyconnect.po 2 4
French fr Canadian French fr-ca
* host AnyConnect [ Server Address ]
ASA IP
151

anyconnect:import?type=localization&lang=fr&host=asa.example.com

E/NL LT /N A TDOAnyConnectd k5 TJILSa—T 4
>

1R & SRS
« Cisco AnyConnect Secure Mobility Client ~ Android 4.6
* Cisco AnyConnect Secure Mobility Client ~ Apple iOS 4.6.X
« Cisco Anyconnect Secure Mobility Client Windows Phone 4.1.x
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https://www-author3.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect46/user/guide/Apple_iOS_AnyConnect_User_Guide_4-6-x.html
http://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect41/user/guide/b_Windows_Phone_AnyConnect_User_Guide_4-1-x.html

| £/34 L F/34 2@ AnyConnect

ATy T

ATy T2
ATvT3

ATy T4

FIE

ASA

b)

c) AnyConnect

d) ASA

e)

Apple iOS

a) VPN
Network Roaming ]
b) Connect On Demand

RDBRY

Next-Generation Firewall

E/NA )L T84 ZTO AnyConnect D bS5 T )L a—F 425 .

Extended Key Usage

(O

Client Authentication

URL

ASA
Cisco ASA 5500-X Series

URL
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http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

E/NA1 )L T734 2@ AnyConnect |
B =110 751 2T0 AnyComnect D bS5 T L2 —F 4 LY
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CiscoAnyConnect h A X3 — I ANI) T
DR IT4—KNNYDY EDa—)L

\}

GE)

CEF

AnyConnect

Cisco Online Privacy Statement Highlights
AnyConnect Secure Mobility Client Supplement

* Web

. AnyConnect 24
. AnyConnect

* Cisco
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http://www.cisco.com/web/siteassets/legal/privacy.html
http://www.cisco.com/web/siteassets/legal/anyconnect_supp.html

Cisco AnyConnect 1R ZY— TV RRYIVR T4—Knwy ECa—) |
B rx5<x—zvz~]0T 2 74— FRvs0RE

. 386

HRARAIT—ITHARYI VR T4— KRNI DEE

AnyConnect AnyConnect
AnyConnect
1a s SR
FIE
ATvT1
ASDM [E%7E (Configuration) 1>[')E— k 72 X VPN (RemoteAccessVPN) ]>
[y kD=9 (UZ54F72 k) 72X (Network (Client) Access) ]>[AnyConnect 7 54 7
>k 7B 774 )L (AnyConnect Client Profile) ]
ATv7T2 [ Feedback Service Profile ]
AnyConnect
ATv73 [
Enable customer Experience Feedback Service ]
AT 74 AnyConnect [
Include Crash Report ]
ATvT5 ID
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AnyConnect D 5 IS a—F 425

387
« AnyConnect 392
* VPN 395
397
398
400
401
403
403
405

ST a—FT 4 T IZRELZIEROINE
B RO R R

AnyConnect
FIE
A7 w71 Windows [ Advanced Window ]>[ Statistics ] >[VPN
VPN drawer 1> > Linux GUI [ Details ]
ATvT2
o[ Export Stats ]
o[ Reset ] 0 AnyConnect
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AnyConnect ® k5 T )L a—F4 5 |
B 50025 vmzF—5%RES 5100 DART DEF

o[ Diagnostics ] AnyConnect Diagnostics and Reporting Tool DART

FSION a—T 4 VTRICT—2ZIRET 51-5HD DART DE1T

DART  AnyConnect Diagnostics and Reporting Tool AnyConnect
DART
Cisco Technical Assistance Center TAC

DART AnyConnect DART  AnyConnect
AnyConnect
)
(¥) DART macOS Ubuntu 18.04 Red Hat 7
ISE ISE
DART DART
DART DARTCount
0 DART
DARTS

* Windows %LocalAppData%/Cisco/Cisco AnyConnect Secure Mobility Client

* macOS ~/.cisco/iseposture/log

* Windows
¢ macOS

* Linux

FIE

AT v 71 DART
» Windows Cisco AnyConnect Secure Mobility Client

* Linux [ Applications ]>[ Internet ]
> [Cisco DART] > >

/opt/cisco/anyconnect/dart/dartui
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DART < UDID 22485 % [

* Mac [ Applications ] > [Cisco] > [Cisco DART] > >
ATvT2 [ Statistics ] [ Diagnostics ]
ATvFT3 [ Default ] [ Custom ]
o[ Default ] AnyConnect
DART

DARTBundle.zip

o[ Custom ]
Linux macOS
syslog
AnyConnect
Mac PF
Linux DART sudo
iptables ip6tables DART
(6=3)) macOS [ Default ]
GE) [ Custom ]
AT 74 DART [
Cancel ] DART [ Custom ]
ATvT5 [ Default ] DART [
Custom ]
DART T UDID Z22BH9 %
DART CLI UDID)
Windows dartcli.exe (C:\Program Files\Cisco\Cisco AnyConnect Secure Mobility Client)
dartcli.exe-u dartclie.exe udid
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AnyConnect ® k5 T )L a—F4 5 |
B oxr—F 7o R L OBBEII DN TTF— 4 ERET B OO T DINE (Windows)

AR M=IVFERIFTZTUoAR M=IILOBBIZDOWTT—2 2 IET
-5 DUNE (Windows)

AnyConnect DART

AnyConnect msiexec

C:/temp>msiexec /i anyconnect-win-version-pre-deploy-k9.msi /lvx
c:/Temp/ac-install.log?

c:/temp/ac-install.log?

c:/temp/msiexec /x anyconnect-win-version-pre-deploy-k9.msi /lvx
c:/Temp/ac-install.log?

c:/temp/ac-uninstall.log?

)

GE) MSI

Windows

OV Ea1—4 ORTLIEROEE

Windows msinfo32 /nfo c:\msinfo.nfo

systeminfo 7 7 1 )L & > T DG

Windows sysinfo c:\sysinfo. txt

LX) 74 ILDFERE
SetupAPI

E122 Device install failed. Error 2: The system cannot find the file specified.
E154 Class installer failed. Error 2: The system cannot fine the file specified.

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Current\Version\RunOnce

inf
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AnyConnect A% 7 7 A JLDIHAT .

AnyConnect O 7 7 1 LD IEFT

e Windows \Windows\Inf\setupapi.app.log
\Windows\Inf\setupapi.dev.log

A\

GE) Windows

Web temp

$TEMP%\anyconnect-win-4.X.xxxxx-k9-install-yyyyyyyyyyyyvy.log

SWINDIRS\TEMP\anyconnect-win-3.X.xxxxx-k9-install-yyyyyyyyyyvyyyy.log

XXX
YYYYYYYYYYYYYY

* macOS 10.12
VPN DART Umbrella

* macOS /var/log/system. log

e Linux Ubuntu /var/log/syslog

e Linux Red Hat /var/log/messages

DART #EITLTCrS TN a—TFaY9 T—42%9 )79 5

Windows DART

FIE

ATvI1 DART
RTv T2 [§RTOBST %Y 1T Clear All Logs ]
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AnyConnect ® k5 T )L a—F4 5 |
B AnvConnect iz % 1= (3R IR ORISR

AnyConnect 18t F 7= (X EHR AR DO ERE

AnyConnect D ¥ EAIERE Z FESL L Zm U vhy, $EAZRR L 74y

AnyConnect [Cisco AnyConnect Secure Mobility Client]
[ Disconnect ]

« Citrix Advanced Gateway Client Version 2.2.1 CtxLsp.dll

Citrix Citrix Advanced Gateway Client
» AT&T Sierra Wireless 875 AT&T Communication Manager Version 6.2 6.7

1. Aircard

2. [ Tools ]1>[ Settings 1> Acceleration ]>[

Startup ] AT&T Communications Manager

3. manual

4. [ Stop ]
* ASA

* ASA writenet x.x.x.x:ASA-Config.txt XXXX
TFTP IP
* ASA show running-config

* ASA

1. ASA ssl  webvpn anyconnect auth

config terminal

logging enable

logging timestamp

logging class auth console debugging
logging class webvpn console debugging
logging class ssl console debugging
logging class anyconnect console debugging

2. AnyConnect

3. no logging enable
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AnyConnect A1 £ 8 Lz, @iz L

* Windows Cisco AnyConnect
VPN
| Start 1> Run ]
eventvwr.msc /s
2. [ Applications and Services Logs ] Windows 7
Cisco AnyConnect VPN Client [D 7 27 ’f)bo)%ﬁﬁdéﬁ“i'f{%#
Save Log File As... ]
3. AnyConnectClientLog.evt .evt
* Windows
1. WinDhg vpnagent.exe
2. IPve/IPV4IP
3.
AnyConnect
Function: CRouteMgr:modifyRoutingTable Return code: O0xFE06000E File: .\VpnMgr.cpp
Line:1122
Description: ROUTEMGR ERROR ROUTE TABLE VERIFICATION FAILED.
Termination reason code 27: Unable to successfully verify all routing table
modifications are correct.
Function: CChangeRouteTable::VerifyRouteTable Return code: 0xFE070007
File: .\RouteMgr.cpp Line: 615 Description: ROUTETABLE ERROR NOT INITIALIZED
gr.cpp Line: 615 Description: ROUTETABLE ERROR NOT INITIALIZED
4. Windows Linux macOS
* 32 Windows DWORD

HKEY LOCAL_ MACHINE\SOFTWARE\Cisco\Cisco AnyConnect Secure Mobility
Client\DebugRoutesEnabled

* 64 Windows DWORD
HKEY LOCAL MACHINE\Software\WOW6432node\Cisco\Cisco AnyConnect Secure Mobility
Client\DebugRoutesEnabled

* Linux macOS sudo touch
/opt/cisco/anyconnect/debugroutes
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AnyConnect ® k5 T )L a—F4 5 |
. AnyConnect /S 5 7 « w U @B S H ALY

N

G

VPN

Windows C:\Windows\Temp Mac
Linux /tmp 2
debug_routechangesv4.txt4  debug_routechangesve6.txt

AnyConnect M\ F T 7 4 v U BB IHLLY

AnyConnect

* AT&T Sierra Wireless 875 AT&T Communication Manager Version 6.2 6.7

1. Aircard

2. [ Tools 1> Settings ]>[ Acceleration ]>[

Startup ] AT&T Communications Manager

3. manual

4. | Stop ]
* show vpn-sessiondb detail anyconnect filter name <username>

XXXXX show access-list XXXXX
ACL
 [AnyConnect VPN AnyConnect VPN Client ]>[ Statistics ]>[
Details ]1>[ Export ] DART

AnyConnect-ExportedStats.txt

* ASA NAT NAT

AnyConnect IP NAT

access-list in nat0_out extended permit ip any 10.136.246.0 255.255.255.0
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vens—exoEE [

ip local pool IPPooll 10.136.246.1-10.136.246.254 mask 255.252.0.0
nat (inside) 0 access-list in natO_out

route outside 0.0.209.165.200.225
route inside 0 0 10.0.4.2 tunneled

VPN VPN
VPN
IPsec/SSL VPN
VPN
10.0.4.2
209.165.200.225
» AnyConnect ipconfig /all route print
. ASA
D
GE) Microsoft Outlook
ping ping -| 500, ping -| 1000,
ping -| 1500, and ping -| 2000
ping ping
anyconnect mtu 1200
IPsec Set MTU.exe
MTU
1300
» 3z r==
VPN —E X DEE
-~ =+ -
VPN H— E R & #it12 R B
VPN Unable to Proceed,
Cannot Connect to the VPN Service AnyConnect VPN
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AAY—EXEHBAELTVSHNDEE

FIE

27w 71 Windows

AT w72 Cisco AnyConnect VPN

ATv73 AnyConnect
2
ATvT4
ATvT5
MSI
ATvT6
[
HIDS spybot
ATvIT1 VPN
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VPN SAF7>k KSAAT (Microsoft Windows 7 v 77— h12) T5—n%475 [

VPNY SA4T7 > b KS4/8T (MicrosoftWindows 7 v 75— &I2)
IS—hEET S

Microsoft certclass.inf VPN

The VPN client driver has encountered an error.

C:\WINDOWS\setupapi.log

#W239 The driver signing class list “C:\WINDOWS\INF\certclass.inf” was missing or invalid.
Error Oxfffffbf8: Unknown Error. Assuming all device classes are subject to driver
signing policy.

C:\>systeminfo C:\WINDOWS\WindowsUpdate.log
VPN

VPN SA 72 b FSA4NITS—DEE

Microsoft

FIE

ATy
AT w72 netstop CryptSvc
25w 73 esentutl /g% systemroot%\System32\catr 0ot2\{ F750E6C3-38EE-11D1-85E5-00C04FC295EE} \catdb

%/WINDIR%\system32\catroot2 catroot2_old
ATvT4 [OK]

KSA4/\DIS5via

VPNVAssys TDO KRS A4 /N7 5 v aDEE

VPNVA sys
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. vpnagentexe TD K4 /375y 1 DEE

Cisco AnyConnect

vpnagentexe THO KSA4 /N U5y aDEE

FIE

ZXT7 w71 cvpnagent

ATvT2 [ process ] vpnagent.exe PID
ATvT3
Windows C:\Program Files\Debugging Tools

AT w74 cscript vpnagent4.vbs -crash -p PID -0 c:\vpnagent -nodumponfir st PID

vpnagent.exe  PID
ATY T8
ATv 76 c:\vpnagent zip
AT w71 lanalyze-v crashdmp

2y RIT—=0 TORCRAIR—UXICET DI I/ NS4/ \DIERE

NIC
[ Advanced ] [ Wait for Link ]
NIC

TDRMDU v a

AnyConnect DY S5 v 2

the system has recovered from
a serious error
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log 774 NFELIEdmp T 7 A ILDINY I 7w THE .

%temp% C:\DOCUME-~1\jsmith\LOCALS~1\Temp Jlog
.dmp
.log .dmp

log 77 AMIIVERIEdmp Z7AMILDINY I T v THE

ATy T

ATy T2

ATvT3

ATv74

FI&
[ Start 1> Run ]
Drwtsn32.exe Microsoft
[OK]
Number of Instructions : 25
Number of Errors to Save : 25
Crash Dump Type : Mini

Dump Symbol Table : Checked

Dump All Thread Contexts : Checked
Append to Existing Log File : Checked
Visual Notification : Checked

Create Crash Dump File : Checked

[ Start 1> Run ]
eventvwr.msc /s Windows Cisco
AnyConnect VPN
[ Applications and Services Logs ] Windows 7 Cisco
AnyConnect VPN Client (AT 274 ILDLRTZEFITTRE... SavelogFileAs.. ]
..evt AnyConnectClientLog.evt

AnyConnecth vpndownloader©% 5 v 229 % (LayeredServiceProvider
(LSP) ELa2—I/LE KU NOD32AV)

LSP NOD32 AV AnyConnect
SSL AnyConnect
vpndownloader
ESET NOD32 AV 2.7 Internet Monitor
3.0

JIL— X% 1)—> (AT &T Dialer)

AT&T Dialer

AT&T Global Network Client 7.6.2
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B =27 08

X2 TADES

Microsoft Internet Explorer Dt % 1) 7 1 DZE

Microsoft Internet Explorer [ security alert ]

Information you exchange with this site cannot be viewed or changed by others.
there is a problem with the site's security certificate. The security certificate was
issued by a company you have not chosen to trust. View the certificate to determine
whether you want to trust the certifying authority.

However,

ASA

[FRERZREREIC K AEREE] 75— b

Web
[ Security Alert ]

Unable to verify the identity of <Hostname or IP address> as a trusted site.

ASA

D34AT7 2 FTOEETEDIL— FERAEDA VA =)L

4R8O SRS

)

GE)
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georoy7 [

FIE
ATy [ Security Alert ] [ View Certificate ]
ATv7T2 [ Install Certificate ]
AT v 73 [Next]
ATv7T4e [ Place all certificates in the following store ]
ATvTF5 [ Browse ]
ATv 76 [ Trusted Root Certification Authorities ]
ATvI7T [ Certificate Import ]

EHO KOy I

EREGELBAINHZED VAV LRERED FOy T (Juniper
Odyssey 7 5147 > k)

Odyssey

11-11 Odyssey
Odyssey 7 514 7 > FDEETE

FIE

ATvT1 [ Network Connections ]

ATvT2 HKEY_LOCAL_MACHINE\SOFTWARE\Funk Software,
Inc.\odyssey\client\configuration\options\adapter Type\virtual

AT 73 virtual
MSI
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B Asa~oigic sk (Kaspersky AV Workstation 6.x)

ASA ~DEHIIZKBX (Kaspersky AV Workstation 6.x)

Kaspersky 6.0.3 CSTPstate= CONNECTED
ASA AnyConnect

SVC message: t/s=3/16: Failed to fully establish a connection to the secure gateway

(proxy authentication, handshake, bad cert, etc.).

Kaspersky Kaspersky

UDP DTLS ##5%7%: L (McAfee Firewall 5)

McAfee Firewall 5 UDP DTLS
McAfee Firewall [ Advanced Tasks ]>]
Advanced options and Logging ] McAfee Firewall  [Block

incoming fragments automatically]

KRR~ FINA ANDEFIZEKE (Microsoft /L—TF 4 0 &) E—F
TR H—/N)

RRAS AnyConnect

Termination reason code 29 [Routing and Remote Access service is running]
The Windows service “Routing and Remote Access” is incompatible with the Cisco AnyConnect
VPN Client.

RRAS

EHEEZS/OLTUOVUYILAR (O— KNS 2Y)

ASA
ASA VPN
ASA
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A VR —ILDOERK .

AR F=ILDKEK

AnyConnect A ™ > O— K(Z%kBEX93 %5 (Wave EMBASSY Trust Suite)

AnyConnect

“Cisco AnyConnect VPN Client Downloader has encountered a problem and needs to close.”

dil 1.2.1.38

JER Lt DERE

IW—TF 429 T—TILOEHIZKEL (Bonjour Printing Service)

Bonjour Print Service AnyConnect IP
net stop " bonjour service" Bonjour Print Service
mDNSResponder 1.05.11 Apple
Bonjour iTunes
Apple  Web

TUN D/N\—2 3 VIZEBRMEAZLY (OpenVPN U S 1472 k)

TUN AnyConnect

Viscosity OpenVPN Client

Winsock 12 045 D#xE (LSPIEKR 23RS

LSP Winsock

LSP

T—43 A)—T v MET (LSPIEK3IEHESE)

Windows 7 NOD32 Antivirus V4.0.468 x64
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B ssiooranzxvommie

SSL SSL

SSL7O Fa)L RE:v U DEE

FIE
ATy T [ AdvancedSetup ] [FB k3L T JLB 1) % (Protocol Filtering) 1>[SSL]
SSL
ATv T2 [Web 79 X3R5 (Web accessprotection) ] >[HTTP, HTTPS] [HTTPS
Do not use HTTPS protocol checking ]
ATFwF3 [FALAIL T4I)LB Y% (Protocol Filtering) ]>[SSL] SSL

DPD[EE (EVDO 74 VLR A—FE LU Venturi K54 /1Y)

EVDO Venturi

%$ASA-5-722037: Group <Group-Name> User <User-Name> IP <IP-Address> SVC closing connection:
DPD failure.

. AnyConnect
NIC

* \Venturi AT&T Communications Manager
6.7 [ Use Rules Engine ]

DTLS 5 7« vV EF (DSLIL—%)

DSL DTLS

Linksys
DTLS ping DTLS
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NETINTERFACE_ERROR (CheckPoint & . Kaspersky 7 EDfiDHY— FN—F 4 BYT LI T7)

NETINTERFACE_ERROR (CheckPoint & . Kaspersky 73 & Db H— K
IN—TA4&Y)T D7)

SSL
AnyConnect
. AnyConnect
TCP/IP
. SmartDefense TCP/IP
API
AV FW AS
. AnyConnect 1
1 AnyConnect 5
. AnyConnect
[Cisco AnyConnect VPN Client Cisco AnyConnect VPN Client Connection ]

INTDA—T 2 ADOMEEE (Virtual Machine Network Service K5 1 /\)

Virtual Machine Network Service AnyConnect

AnyConnect IM
dsagent.exe C:\Windows\System\dgagent
TCPview sysinternals
AnyConnect

BEDY— RIN—T 4 BF7T)r—> 3 UiE
Cisco AnyConnect Secure Mobility Client

* Adobe Apple Bonjour Print Service
* Adobe Creative Suite 3

» BonJour Print Service
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B oxov—ri—sim7Iur—sasEs

* iTunes

» AT&T Communications Manager 6.2 6.7
» AT&T Sierra Wireless 875

* AT&T Global Dialer

« Citrix Advanced Gateway Client 221

. ASA

« Juniper Odyssey Client

« Kaspersky AV Workstation 6.x
* McAfee Firewall 5

« Microsoft Internet Explorer 8

* Microsoft Routing and Remote Access Server

* OpenVPN

* Wave EMBASSY Trust Suite

« Layered Service Provider LSP NOD32 AV
* EVDO Venturi

* DSL

* CheckPoint Kaspersky

« Virtual Machine Network Service
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