2 RIT— FHERAIR—VYDERTE

TOETE. Ry NI = T IR R = v REOMEICHONT, AN —F R —
BIORy hT—2 a7 7 A VOB EFREDFNAIZOWTHEA L 7,

e Xy NT—I T I EBA =IO T (1 X—)

e Xy NT—=0 T IR A =V DER (4 —=)

« DHCP #ft7 A h O (5 ~—)

e Xy NT—U T IR x—Vy Tu7rAL (63—)

2YRIT— 7HERIXR—T¥IZTDOLNT

XY hU—0 T A =F—=Vxd, RV V—IoTEFaTRLAY2Ry NI~ %
T 277947 N YT N2 T T, ERVATY2T7EA Ry MU= EZRHLT
BIRL, AF Y NU—2Z L UL YL ARy NT—T DR ST~DT 7% Rk LTT /31 AFR
HEFITLET, XY NT—7 TR 32—V v d, X2 T7RT7 7B RCHNER2—F
BIOT A ATAT T AT A4RLNNIAY NT—27 T7R®A T halvzELET,
BHETEEORY V—IGERT DA = =R LARnEHIic, AT UV b
WZEMEL £,

Xy NT—0 T RBA~F—Uvid, B—h—L (—FEIZ12Ox%y MU —7 Bz iFal4
2) ICRDEIORESNTWET, Fo, AN T A ¥ L AERICL D bEEINET,
ZD, AMEERAERL TRy NT—Z 28 LTeGA, VA VYL A THXTXXIP T R
L A B RVEZNT I ) £7,

Fw MU= T 7B A <3 — %1% Mac OS X F 7213 Linux (213565 LTV ER A,

Windows OS CISE R A T+ 2 9 5555 1%, AnyConnect ISE 7R A F ¥ % Bi#f 7 5 AijIZ Network
Access Manager & A > A b — /LT H 00BN H Y 4,
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Cisco AnyConnect Secure Mobility Client D% > N U —27 77X w3 —V v TR —F > b
L, ROFERBEREIXIE L TWET,

« % (IEEE8023) BLX WU A1 & (IEEE802.11) v NI —27 T XTI X,

» Windows 7 IR CTOENRA )L T2 — RN K 3G) ry hU—27 T X7 ¥ (Microsoft &
AN Ta— KR RAPL ZV R — T 25 WAN 7 X 7 X NLETT)

s Windows ¥ > 7 LT ¥y LR LI-$Fain 7 A RGE,
«Windows B 7' A > J LT U VEMHT 5 7 A Ay o — WL
« fiiFE{b X172 TEEE 802.1X #% i,
« IEEE MACsec A #ilE 5k L OMBREAR Y > —Hilf#,
« EAP 5= :
« EAP-FAST, PEAP, EAP-TTLS. EAP-TLS, ¥ X (NLEAP (IEEE 802.3 it 7
EAP-MD5, EAP-GTC, 33X U'EAP-MSCHAPv2) .
« N EAP J52K -
« PEAP : EAP-GTC, EAP-MSCHAPv2, 35 J O EAP-TLS,

« EAP-TTLS : EAP-MD35 5 X T EAP-MSCHAPvV2 B LU H > —F3, (PAP. CHAP.
MSCHAP., X OXMSCHAPv2) ,

« EAP-FAST : GTC. EAP-MSCHAPv2. 35 J T} EAP-TLS,
EELE—R: AXF (v WEP (A—F v F7/-13H) . ¥4 ) I v WEP, TKIP.
B L OVAES,
o F—fENL T b )L WPA, WPA2/802.111,

« AnyConnect [Z, IROBRFE CTA~Y— M — NIZE VRSN 7 LT oo v Mt L E
R

« Windows @ Microsoft CAPI 1.0 38 X T CAPI2.0 (CNG) ,

s Windows & 71 > X ECDSA FEHIZEIZKIE LTV W), Ry NT—7 T 7€ X
TR =T XDV TN YA A (SSO) 1L ECDSA 7 A T v hEEAEICKG LT
WEHR AL

Suite B & & U\ FIPS

W OBEREIL. Windows 7 LARE T FIPS SR E SN CWET, IS ZRITRL £,

« ACS 3 J OVISE (& Suite B IZ13xf & L CUWEHR AN, OpenSSL 1.x #5# D FreeRADIUS 2.x
1S L CWE 9, Microsoft NPS 2008 13 Suite B 12— &%t L TWE S (NPS DOEFEA#ET
RSA TRTHIERY £HA)

B Ay rT7—0 7R TR rDHEE



| #yb9—=0 79X TR—CrOHEE
sognyavton 1ovgna—4) oam

« 802.1X/EAP 1. SuiteBDE B T 7 7 A )LDOLEYR—F LFET (RFC5430 DEHEEE
) ., TLS12 ¥ R—FrENTWEFA,

» MACsec |3 FIPS #EHL T,

« FE M h#% Diffie-Hellman (ECDH) F—AZ#(IH R — S TWET,
*ECDSA 7 A 7 FEFE TR —FShTHET,

*OS 2 h 7 @ ECDSA CA GEHFEIT Y R— S TWET,

e Xy hT—r FuTrA LD (PEM T 2— RE7-) ECDSA CA GFFAEZ Y R— &
NTWET,

o —/ N ECDSA fFHZEF = — U RBRIFT R — F SR TVWET,

UGN A A D UG a—Y] OER
Microsoft Windows Tl D = — W3 [ERFIZ 7 7' A > CTX 973, Cisco AnyConnect 1 > b
T—0 TV EATRI—Tx ClEv o7 a—WFIxy N —7BFEE#IR L £ 9, AnyConnect
Py NI =T TIEAFZ—=UxiE, 0740 LTV 2—FOEIZBEGRR, TA7 by
TELEFV =YY N AND2—VET 7T 4 TIZTEET, Yo/ a—F al A 0w
HIZ, WOTHEIT AT AR A o TEL2—FE1I ADOAKT, FHFIIBEa /A4 LT
Hoa—HrERmEicn 747 TERWIEERLTVET,

Xy NT—T TIOR3 —% 79T b B 2—/0 Windows T A7 v A >
2= ENTWAHERE, T 74V BT vV a—HF a /oA U E2ERT 52 L T,
PN VA=A ENTWBHA, T 74V MNEHER Y v Vv a—Y al A 0 OEA%
BT 5Z2ETT, WTFNOBEAL, T 74/ FOBWEZEFTHLHICL YA N 2EEE
TZITBEnc& £,
LESESL]
* Windows &HIH 1T, BER 7 A > LTV D a2—FOiifln 747 BHRS L THE T,
s S NT-U — 7 AT —3 3 ~O RDP [FF—a—FIcHR—FENTWET,

c[fl—a2—HLARINDITZDITE, Z LTy X VERLU 74—~y MITHRERH Y
F9, =& %L, user/example I user@example.com &[] U TiEH Y XA,

e Flm, Av—FI—Fa2—PNEUCPINEZR> TWAHEA, Fl—a—V LRI nET,

UL A DU T A—FDOBERDRTE
Windows 7 —72 A7 —3 a U EIF T — N TEEO 22— 2T 5 HikE AT T 5121, b
YA kU @ EnforceSingleLogon DfE% A H L £,

Windows TiZ, L A KU % —|X EnforceSingleLogon T, Overlaylcon L'~ A h U F— & [E T
BAtcd 0 £,
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HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\Credential
Providers\{B12744B8-5BB7-463a-B85E-BB7627E73002}

| DEFITEE O —Y v /A V&3 ET DL, EnforceSingleLogon &\ 9 4 Hii?> DWORD
ML, 1 272030 0fEEFELET,

Windows D4 :
c1E, VN a—Fiiu A U EHIRLET,
01T, O —VIZa A U EFALET,

2 RIDT— THOERAIR— v DEM

Xy NI —27 T 7A=Y %X AnyConnect ®—# & L T/ &4 E 7, AnyConnect %
Ky "NT—=7 TIRA IV Y REOMDEY 2 —/L & & HITA VA b= 5 HEICD
WL, TAnyConnect JEBHOHEEL ] Z#2H L T30,

HA K4
e Windows Dx Y "I —F AT —HAHXRT Mo A TALDRRFE Xy NI—7 T
T A X —I %L, Windows DXy hU— &I VENLLET, LIEBN->T, Xv b
T—I T ITEASE—=I YDA VANV, Xy NI —JIZHERTAHLDICRY NT—
J AT —=HADT A a2 FEHATEETA,

HELET 73 a > Windows 7 /L—7 R L —D[F v hT—27 TA 2 ZHIRd %5 (Remove
the networking icon) ] Z#ETH I & T, ¥ AZ b LA 7S Windows % hU—2 7 A
aVEHIBRLET, ZOREIL. oA TAVREFICRELET, 2—WFF, 2k
2L RRVEFEH L CHRAT AT DIAL Y VA Ry N —7 ZHNLTEET,

Windows 7 A DHFRRDOF Y bV =7 BIOFR Y hUV =7 O@ER - xv bT—7 T 7%
AXF—=V¥IF, Ay NIV—I T I RATE=V ¥y DFy hU—7 A% ¥ U A hTik
ESINTZF Yy MU= R ICEp a ik E7,

Windows 7 A TIZ, Xy hU—27 72782 w32 — V¥ 13FFRSSID 2 7 rn—7 L%

To WHIDIERRSSID BRHOND & mBEEZHRIELET, #EOIERTEX Y NU—I N

BEINTWEES., Xy NT—7 T 78X 32—V % 3Kk D X 512 SSID #FR L F

7T
cEHENERZLIRYIOERTIHENR Y NI =T U =T AT —2 a0 DF 7 4V bk
ElX 1T, —R"DOF 7 3L M0 T,

CEHENPER LRIy NT—7

e A —HNREBRLFERYIOIERETRRXY NT—T Xy NT—0 T I EBA R —I % T—
FEIZ 1 ODFETr— RF ¥ XA SSID LT u—7TEXRWEH, A FDOFERFLE
Nty =213 1 2ORIZTHZ EEBEID L ET,

B Ay rT7—0 7R TR rDHEE


b_AnyConnect_Administrator_Guide_4-6_chapter1.pdf#nameddest=unique_4

| #9 r9—9 70X IR—CrDHEE
pHep #£67 % Fommit [

o Fow b U — 7 OB E T 1T R WIS OB Zeii e - Ry NU— 7 T~ R—
VX EA A M=)V T HHINZ Windows TH v b U —7 WEFKFA THH8E . Windows
D~ F— X NFD Ry MU — T I AR DA H Y 77,

WZT 7 var Xy MU= RENCHLEE, 3TO Windows iEF# Ry VU —72
Wt L C[BEMICERT T 5 (Connect Automatically) %4 7129 57>, Windows EEFHEL ¥
U —2 3 X THIBRLE T,

XV NT—I TV ERATR—Vx% EVa— I, ZOFTa—ANIF5A T K AT
LD TA VA M= ETz & X2, —HOBEAFD Windows 7 £ 721X ENLAEDO T A ¥
LA TFaTdZ 7 A )VERy NU—0 TIOR3 —y a7y A NATBRICERT S L9
ICRETEET, ROSHEWTIZTA L T ITARNTZ2F v 2y N — 7 13BN THET
—a_o

« 4 —7"> (Open)
« $H) WEP

* WPA/WPA?2 Personal
*JEGPO XA T 47 Wi-Fiz—W Xv NU—27 a7y A NEZTNERINET,

« P07 7 A NOEHPIL, WLAN H—E RN AT ATIITLTWALENHY £
R

BT, Xy NU—Y T RERASR—Y ¥ XML AV 7 4 FXal— gy 77 AL
WY TICHFET D354 (userConfigurationxml) 1XFEITEINEH A,

Xy NT—2 T a7y A NVOEHREZFHZT ZI21E, PROFILE_CONVERSION 7' 1 /37 ¢
DOfiz 1 IZRET D MSI h T VAT —L%ER L, £ E MSI Sy 7r— VI L E
9, F£72iZ=a<> K 71 2 TPROFILE CONVERSION 7' m/ 37 ¢ % 1 |[ZZH LT, MSI

WNolr—2% A4 A M=/ LET, #: msiexec /i anyconnect-nam-win-3.1.xxxxx-k9.msi
PROFILE_CONVERSION=1

s ISERAF ¥ I TARNCR Y NU—I T IV BASR—=U % A VA M—/)L T B NN
HVET, ISERZF¥II, 2y NT—7 TIOR3 —V% T3040 LT,
Sy NU— RN B LN 802.1x WiFi 2 L4,

DHCP #£#: T X FDOEME

Fy NI BREAFT Iy 7 IPT RLREMHEHT L X ICRESNTWDHEEIE, Windows

OS ¥ —E ZA[XDHCP 2 L T A L LDt LET, 2L, A —T 47 VR
TAHATREANREAY NI~ TI7BA =YX IZDHCP b7 07 vavPNET L2
AT D ETITHRKRT200 05550350 £9, OSODHCP N7 %7 v a 2z T,

Sy hU—0 T I HA~F—V¥WDHCP b7 oWy arvz ) H—45Z LIk,

OS R ORI T H E CTORFRZEM L, *y NI — Vet LET,

BT A FCNAMIZE ADHCP N o372 a v O AEZ N T 5851, ROV |
Y ¥—%DWORD & L CGEML., fEEENTHEERE L E 7,
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. FYRIT=O TR IR—Tx TOTFAIL

\}

* 64 > I Windows : HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Cisco\Cisco
AnyConnect Network Access Manager\DisableDHCP % 1 (2% 7E

*32 v | Windows : HKEY LOCAL MACHINE\SOFTWARE\Cisco\Cisco AnyConnect Network
Access Manager\DisableDHCP % 1 (Z3%/E

GE)

T hT—2 T RHA 32—V %O DHCP ##ii7 A NNz T DL, L OEE. Hifshs
BNEL 57080 TEEH A,

2 RNIT—O 7HERAIRX— JAT7AIL

Xy NT—I T ®A R —y Ta77A4 M3 2 NUV—T TIOR3 —Ty 71
T7ANIZT 4 X TRESINET, ZOTT ¢ Z[LASDM TAHZ > K7 v Windows 7 7V
r—vart L CEHRTEET,

[254 7> kAR — (ClientPolicy) 10«4 > K™

[Z7T7A47 > kAU — (ClientPolicy) |V 4> RUTIE, 7747 ARV —FTvay
ERECEET, ZOHETIFRO FE Y ZIZOWTHBLET,

B DERE
A=Y a A CORTEIITRICR Yy NIV —JEHL LD ETDMEINEERTEET,

s [T 7N bR Y A 57 7 b (Default Connection Timeout) | : = —{Ek®R v hU—27 D
Befe 4 A LT U FE LTHERT OBE, 77 4/ MEIZ 40 B TT,

o [—% v 71 DR (Before User Logon) |: —¥Ra /A U FHHNIR Y hT—2 1T
B LET, PR —bhIncnda—HF ar/Af 0fELELT, =2—F T7H T b
(Kerberos) #dilE, =—% GPO D1 — K, GPO X—2ADu s A 27 V7 NETRH Y
F7, [—W v A D] (BeforeUserLogon) | %I L7=5A. [2—FRn 4T
&5 F TS 2 H5M (Time to Wait Before Allowing a Userto Logon) | HiXE CT& £,

c[Z—PRa A TEDHETICRHET HEEH (Time to Wait Before Allowing a User to
Logon) ]: Xy NV —2 77 HA S R—V v BRERIIH Y MU — 7 H6iT 5 DI
LIRNR (REOTF—R) BREZHEELET, ZORHRRNICR Yy MY — 7 B0 TE 72
WS, Windows 1 7o > ot Ada—F n /A AL kg SnE T, T4 b
x5BT,

B Ay rT7—0 7R TR rDHEE



| #9 r9—9 70X IR—CrDHEE
(95472 kKU — (ClientPolicy) 1% ¢ > £ [

N

GE) UAYLRABREBEHTLILIRY NV T/ EA~R—Vx
DERESNTVBEE, [2—V R/ A L TE5HE TS 5
5[ (Time to Wait Before Allowing a User to Logon) | % 30 #>LL E
WCRTETAMENRH Y ET, TA VL AEROMEILIZ S HIZREH
LB 72 2 [ RetEN & 5 72 CT9, DHCPREH TIP 7 KL A%
BfE 3 572 DICLERER O BET 20 ENH £9°, 2 2Lk
DXy NT—27 777 A VNRREINTWDHEE, 2B ED
Bt ATICRHE T D2 KO ICEAE RELS THMLERH Y £,

o [2—W v 7oA % (After User Logon) ] : Windows ~D2—H% 1 /A L fRIZFx v hU—
I LET

ATA4T
Iy NT—0 TIERASRZ—U% 7547 MCEVHIEINA AT 4 7T OEHEEELE
ﬁ—o

« [Wi-Fi (VA YL R) AT 47 OEH (Manage Wi-Fi (wireless) Media) ] : Wi-Fi A7 1 7
DEH, £7-{FE T WPA/WPA2 N Ry oA 7 DIRFENTE D L9120 £,

IEEE 802.11i VA Y LA Xy NU—F T, 7V D b (ZOHEEFXRY b
T—0 TIVEASEX—=VY) BT 7EARA L FDORSNIE (BBFETEX 27725y b
T — 7 IEWAH) EREET AMERH DL 2 EEBEL CWET, IEIX, F—EHFFZIEEE
801.X 71 h =)L X% F® EAPOL ¥ — 7 — X (ZEfE S, B—av /7 e—7I5& 7
L—2ZHDT 7 BARA L FORSNIEIZ—ETHMERNH Y 9,

« WPA/WPA2 > R¥ = A 7 DRRFEEDOFH 2L (Enable validation of WPA/WPA?2 handshake) ] :

WPA/WPA2 N> Ry oA 7 it LE T, A7 OHE., ZOEEORIEFIEITIAS v
EnET,

N

GE) —¥oT7HXSEZTIE, T7EARA L MO RSNIE %5 28
DT T2V, RBAERITIZERL, 7947 RS
NEH A,

[TIANIDT V= ar XA LT 7 (B)  (Default Association Timeout (sec)) ] :
WPA/WPA2 N R¥ = A 7 2 LIZGEIE, 774N DT Y om—ay 24 L
TUNEIEET HDHENDY £,

« [B#¢ (IEEE802.3) AT 7 D& H (Manage Wired (IEEE 802.3) Media) | : Akt D&
HAAMZLET,

s [ENRA T a— RN R (3G) AT 4 7 OER (Manage Mobile Broadband (3G) Media) ] :
Windows 7 AREDE/NSA )L T 00— RNV RT7 X T2 OEBRER N LET, ZOMREIL,
TN TIET A =T Mo TVET,
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B o572 F®ys— (ClientPolicy) 1794 > k™

N

GE) ZOBREITR—HZIRIZ A > TWET, Cisco TAC IE, ~_—HhRIZ
RS L TWER A,

«[F—% v—3 7 DHEEL (Enable DataRoaming) |: 7 —4# 0 — =3 7 Al 5L
IMMERELET,

I K a—4HHlf
22— L CROFIE 2R ETE £7,

«[7 T4 T b0 (Disable Client) ]: =—¥I%, AnyConnectUl i LT, F* v k
T—0 TIRASRZ—=UXIZEDEMRAT A TEBLOTA T LR AT ¢ T OF %
BLOBEMICTEET,

o [2—% Z—TFDFR (Display User Groups) ] : BHEEFRD 7V /L— 7150 LW
BTH, 2—FRER LT L—7 (CSSC5xMBIER) #FR LT, HRiiTE L L1
LET,

« HERIRFIZIAT T 2 A2 U NEXT 7Y r—3 3 VOFfEE  (Specify ascript or application
to run when connected) ]: —HiX, F v MU=V HEERRFICEITT DA Y S NERIET
TVl —a Ly ERIEETEET,

A\

GE) ARZVTIREZIDOZ—PHREFRY NT—TIZEATH I,
a—WFixe—h) 7714 (exe. bat, £7-1F.cmd) ZFREL
T, 203y VT =7 PEIRIEIC e o T2 & SITFEITTEET,
BOERT D70, A7 VT MERETCIE, 22— VIT2—ER
DIy T —=TIZOWTDHAZ VT " EFIET 7Y r—2a v
ERETE, HFHEEROR Y NT—ZIZOVWTUIHRETE EH
ho A7 VT MERETIZ, A2 V7 FOFATICEH L TEHEE * v
N =0 a—YPNERTCEEHA, 2D, 2—FIIEHE
Xy NT—0 DA B —T oA ARFEHTEEFA, /-, 22—
PWRFATHOR T VT MR ETE VWL T I8HA,. Z0H
BIIry NU—2 TR ~F—V% GUILIZERESNET A,

« [HEhEEE (Auto-connect) ] : 2 —H2NBRIR LA THHEBICR Yy N =27 1CHHe L &
T, T 7 4V MIHEBEE T,

BEERXAT—42X

s [P—E R AL — 3 (ServiceOperation) |: ZDH—EREF7IZTHE, ZDT 1
Tr7ANVEHERHLTNDE T TA4T » MIVA Y 2B A ML T D7 DI CE £ A,

B Ay rT7—0 7R TR rDHEE



| #yb9—=0 79X TR—CrOHEE
[F25E7K ') — (Authentication Policy) 1771 > K5 .

* [FIPSE—F (FIPSMode) ]: FIPS®T— RZHHITH L, Ky NU—F T 7 EA Vv F—
X (LBUN O EE 2l 7§ SR TR AL BB ATV E T

AL AP YE  (FIPS 140-2 Level 1) (X, B RALEY 2 — v OtX 2 U7 ¢ BEZIRE
T 5 REBUFEERM T, FIPSIX. Y7 NI T e n— R =T DZA 715U T,
MACsec £721EZWi-Fi HOR Y hU—27 77 R w32 —V % THR—FENTWET,

R1:FYNI—9 7O ERIF—D¥IZ& D FPSHR—

AFATIARL—TFT 4T VAT L Windows 7 LL[%
MACsec TH# Intel HW MACsec %fjit~ NIC D4, F721%

IN— R =7 LIS D MACsec Z{FHH L TV
HEAIT FIPS ICHERL L TV ET,

Wi-Fi FIPS [ZHEHLL TV EH A,

SREE/AR') > — (Authentication Policy) 17«4 > K™

[F8FEAR U — (Authentication Policy) ] 7 « > R TIL, T _XTDOF v b U — 7 BEgElZiH
nNo, 7Vvz—yvarBIOGER Y NU—7 T ANV FEERTEE T, TYVZ— g
F— FELIFFREE— FOWTN b AN LAWEA, BBREWI-Fi Yy N —2 I & &
HFh, E—ROV Ty NEBERIRTLHE, ZNHDXATDOR Y NT—Z|ZOHERTX

T, BHIIOT Vo xo—a v B — RELITERREE— RE2ZNERINT 570, [T TER

(Select All) ] &R L ET,

WEHF RS REOFFIET 2 h 2L OBITHIR SN D FREMER SV £9, WEHFRIT, FFas
NTZFRFEE— K (Allowed Authentication Modes) ]34 > DAL (V7)) FigA >~
TURESNTERINET,

FEE a Fa/BEBROA = AL, BIEDT A4 7 2 FRGET —Z _XN—A LA SN TWE
7, t#;7@74?bﬂiAN%%Ti D—NHF L WVEREEY AT A ERLT D LB L H
D FEHA

WEB R o2 U U 7 TE 5 EAP HiE, WEHFRXD 7 LT vy XA 7 EHMNT o =x
Vo7 HERICHE SN TWET, ROV R NT, AT b x v ERIENETh, £7 LT vy
VB AT LN R ofEE —BEE£ R L TOET,

« PEAP
e NAT— K 7 LF i % /L : EAP-MSCHAPV2 ¥ 7-1% EAP-GTC

e h—2r v 7 LF Iy )L EAP-GTC

ZEAEYZ LS v v L - EAP-TLS

* EAP-FAST
¢« NAU— R 7 L7 %)L : EAP-MSCHAPV2 % 721X EAP-GTC
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B o t9—5 Networks) 154> ke

o h—2Z v LT ¥ /L EAP-GTC

ZERE Y LS 2 v L« EAP-TLS

* EAP-TTLS

e RAT— R 7 LF 3 %)L : EAP-MSCHAPv2, EAP-MD5, PAP (L) . CHAP (L) .
MSCHAP (L) . MSCHAP-v2 (L —) ,

e h—=Z v VLTIV PAP (LY —) o Fx LY/ VARV AFTRIT b—7
UANR—ZADFRFEZIFE L TV RN, Ry NT—F7 T IR X =Ty THER—
FNENBTF TN b—2 v T3 UILPAP T,

SFHHE S LT vy b YR L,

[*v FT—7% (Networks) ]V« > k™

[r> FU—2 (Networks) |V 4> KU TlX, B¥2—VOFERIERTY NV —F7 EHETE
F9, TRTCOIN—TTHHTE DXy NIV ERET DN, TRIFHEORY NU—7
THERT 27NV —TE2ERTEET, [F> hU—2 (Networks) ] 7 1> K72, BEFD
T4 R U EBINTED T 4 — RBRFRI, [K~ (Next) 1227 U 27 LTEDY
2L OREAT v a L ENTEET,

TN—TLi%, AR, ESNHR (XY hU—72) OEARTT, &%EINIAHER
X, IV —TIZBT 50, T R_XTDOITN—TDRA L NR—THHLENRHY £,

G¥)

AL HHAE 2 R4 5 72 . Cisco Secure Services Client TR SN /-EFHEEROXR v U —
71X, SSIDEZ7 r—R&¥y A MLARAWEERRY hU—27 L LTHbNVET, =2—% v b
U—71%, SSIDEZ 7 r—R¥¥ A hTHxy hNT—27 L L THbILET,

FLWTN—TEERCTEDOIIEHEL T T, REICT V=T RERIN TV RNGA,
IaT A IVIET 4 ZIC S CHBAERZ V—TBMER S NET, HEVERZ V—F12iE, &
HEEROIN—TICEHD L ToHNTWRWRy NT—IREENET, 774 T NI 7
T AT IN—TICERSNTOWDEREZHH L TRy N — 7 8R0S 2R A £, [y
NI —2 7 n—7" (Network Groups) |V 4 > RUD[F > 8T —27 OER (Create Networks) ]
A7 a VOBREIIGELT, 2 Ra—WE, 2=V Xy NIV—I T T 47 I N—TC
BN 50, TOT 47 IA—Fhba—F 2y hU—7 ZHIBRTE 3,

EHRINTWDEIRY hT—21F, VA MDOEFHIZHLTRTOINV—TTHEATEET, 7
0=/ Ry RU—IWNIZEDFR Yy NI =TI RN DENEHIHTE 5720, 2—PEZROFR Y b
TU—I BNEETHHEL, T Ra—FR R X2 0¥Xy NV —J 2 FEETEES, =
R a—FIEBEENRRELT-AXy NV—J 2EF LY, HIERLZY TEXEHA,

B Ay rT7—0 7R TR rDHEE
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\}

[®y FT7—2% (Networks) 1. [A* T 17 %47 (MediaType) | X—2 .

G¥)

T K a—H#&, globalNetworks 27 > a DXy NIV =7 &fRE&, JV—TZxy NU—7
ZBMTEET, INOLORY NU—T T RTOINA—TRNIZFEL, o774V TT 4
Z M LT LIMERTE RN TY,

®ERY PV =7 O— KRy Fa—Wx, 2077472 FefERT 5720127 v—7D
I NED ) EE e T 7T 47 TN—TIERENDOEYDO 7 N—T"TTR, T—TH1
ODLIMEATERWEE., 77747 I NA—7I13388 ST, BRENFEFA, —FH T, B
DI N—TPNEETDHE, ULIZIET 7T 47 JV—TRNEIREINTZZ L E2RT T NL—TD
VA IRERENET, 2—WIEIT 7T 4 7 TN —TnHEIRTE, REITY 77— MEOLIREF
ENnEd, [Fy hT—2 72— (Network Groups) |V 4 > RUD [y 8T —27 DIERL
(Create Networks) | 47> a VOREIL LT, =2 K a2—¥ix, ZA—7%2HHETICH
FDOFRy NU—7 ZBMETITHIBRTE £,

GE)

TN—TEPULY 7 — MEBFHIL T, Ry N2 MERESNET (F072dIZiE, LA
TAarEEI Vw7 LeRns [Fy T —27 & (Network Repair) | Z3#IRLET) . Fv
ND—2 TR wX—U ¥ MEEIND, £FVAZ—End e, URiOT 7T 4
TR N—TRER & ET,

[ry FT—% (Networks) 1. [#T 17 247 (MediaType) ] X—

[y RU—2 (Networks) |V A4 ¥ RUD[AT 4T #A47 (MediaType) | ~—II2LV,
WAy MU= FIE VA Y LA Ry b= BAEREITRETE E4, REL, BRAE
K- THERY £,

BUIOXATaZizld, kot 7 varnEgEnTcunEd,
«[4H7 (Name) |: 2D %Ry hU—7 HIZERENDILATEZATI LET,

s [T N—T A= 7 (Group Membership) ]: 2D a7 7 A APEHTE DL 91T
THXY NU—7 I—7 (BEOGAELHY) ZERLET,

[y hU—2 A5 47 (NetworkMedia) ]: [F# (Wired) |1 E721X[Wi-Fi (VA ¥ L &)
(Wi-Fi (wireless)) ] Z3&R L E 3, [Wi-Fi] Z3&RT DL, RONRTA—F LFRETEE
—aAO

«[SSID]: YA YL A Xy hU—=Z®DSSID (—bE 2 v Migkhl+) 2AHLET,

« [JEFR%R >y b U—7 (HiddenNetwork) ]:SSID%# 7 11— K&+ 2 h LRWEATH,
Xy N =7 ~OEHR T LET,

o [#ENFR >~ U —2 (Corporate Network) ] : [#:N (Corporate) ] & L CRE SR
MU= BNEBCHDGE, ETEOR Y MU — 7 ITHREIICEERE L £ T, (R R
U= WET7m—FEy 2 b GERR) SSID il L. JERRE LTRESNT
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Y RI—9 FHOERTF—SvOHRE |
B 59— (Networks) 1. [ 747 24T (MediaType) 1 X—%

WAEE, Xy NI =0 TR X =V X 3ERRSSIDET 7T 4 7T a—7
L. 122 SSID N#EFMNICHIITER 2 LE T,

[TV xEm—vary XA LT Uk (Association Timeout) |: > NI —2 T/ &A <

2=V N, EHTEDLRY MU= ZHIT 2 ETITRHEOTV AP L A Xy b
V=2 LDT Y=y a T ONHEANLET, 7740 hOT Y -
ar AALT T MEISHTT,

o R E
[RZ VT NEIET 7Y r—3 3> (Scriptorapplication) ]: #—H /L A7 A THE
TTo77ANDNRRET 7 ANKEZ AT DI, 7HNF 2SR LTT 7 A VA&
RLEF, ROV—MT, ZZ7 VT RBEOT 7V r—va T@flshEd,

exe, .Jbat, FIE .emd JEIEFO 7 7 A VR ZIT ANLGIVE T,

a—HF, BEEMER LRy N —7 CEBRINI-AZ VA NERIIT U &r—
Va iIERETEERA,

TuRT7 AN EZT A X EFHLTCARBIOCAZ VT N EREFT TV r—va o
T ANZEDHRERETEEST, A VT NEREIT TV r—varPha—HFo<wy
VICTFELRWES, =9 — A vb—UnErRahEd, 2=k, 227 V7 £k
X7 7V r—var R Alln | BXOV AT AEHEFICHWE DY DM
MWD EmmEnEd,

TFV = a U RA=FORRIHET DL ARV T, FTTT7 Y r—a
YDTNNAERRET DVEND Y £, 7TV = a R —FONRRAFET
LD EE. TV = a b AERIFIA TV T AT ERETE T,

o (Bt % 4 57 U K (Connection Timeout) |: *> NU—27 77 EBA w35 —T ¥,
(Bt e — FBABOBHE) BlOFy T —27ICHk L E 2 L350, £3Blo7
HTE AT 2ETICR Y N — 7 EER O AT 2B A AT LET,

N

GE)  FEREESE T T 5 F TIZ 60 iUr< b A~ — K 1— RERREY A
TLbHYET, Av— = FEFEHLTWDIHEA, o, A
~v— M — RPN T 2 £ TICW L DRy NU—27 (28
BLARTIIX R O RWGEIS, [#tY A 57 7 b (Connection
Timeout) | fEZ LT HENRH D £97,

B Ay rT7—0 7R TR rDHEE



| #9 r9—9 70X IR—CrDHEE
[#v FT—% (Networks) 1. [£Fa )T« L~JL (Security Level) ] R—2 .

N

GE) HEDARA~Y—bF H—F I R T =7 TROD - 7= E A2 8B
%7212, AnyConnect Network Access Manager |7 A b 77— (Z
KL TEABELZFITL, TOBLAEZHGET 52 LT, Av— b
H—KRPINEZRGELET, DT A MNEAIZA~Y— b —FIZdH
LHREEAE D LiAThi, EEORICL > TEA~— b I — F#R
AEDRSKIRICEEST 256083 H Y £3, 7 2 NEAERIELENICT
%613, HKEY LOCAL_MACHINE/SOFTWARE/Cisco/Cisco
AnyConnect Network Access Manager TL A U =2 KU |Z
DisableSmartcardPinVerifyBySigning Z 1271 L T DWORD # 1 |Z
RETEET, ZOF—ZANTLHERZMRAL5E1E, IEL
<EMET L9212, T R_XTOA~— M — FBXOE#ET 5/ —
R =27 CEDELZTERIIT A FLTLIESN,

[*v bT—7% (Networks) ]. [E¥F21) T« L)L (SecurityLevel) ]

R—
[r> FT—2 (Networks) |7 4 ¥V — KD [EH=VU T ¢ L~ (Security Level) ]~3— T,
[A—7> %> hU—7 (OpenNetwork) ]. [8iE% > bV —72 (AuthenticationNetwork) ]. =
720X (DAY VA Ry NU—F AT 4 TICORFREND) [HFF— F v b7 —2 (Shared
KeyNetwork) |ZBIRLET, TNOHDORy V=7 XA TORET7 0 —TENENRR > T
B, WOETHHALET,

CFOREF Y B U — 7 ORGE - A BRI OITHERE SN ET,

=T Xy NU—VORE  HRENETA, 2L, ¥¥Y T 47 R—ZLEES
ML AN T 72 AORMIERCTEEY, Xy NV —2 T 78 A~F—V¥id, v
TT 4T R=ANVDOREIZHD T T TV IE#HZYR—F LEHEA,

HHF— %y NT—T OBE /I 7 4 AET IR — A F 7 4 AR EOEHR R v b
U— 7 IS ET,

LRy R —T DERE

[Ex=UTF 1 L~y (Security Level) &7 2 a > T[RFER Y bV —7 (Authenticating
Network) | ZEIR L72HE, WICHHAT 240 UBBEBMTERRENE T, ZNHDNA DR
ExTE T LIEb, IR~ (Next) | RF &7V v 7350 [#HHiZ A7 (Connection Type) |
27 HFEIR LT[Ry NT—T 8t X A 7 (Network Connection Type) | ¥ A 7 7 7 %[ & %
7

[802.1X &€ (802.1X Settings) 1 X4 >
Fw MU — 7 3REITS U T IEEE 802 1X X EXME L E£7,
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Y RI—9 FHOERTF—SvOHRE |
. [E¥a) T« (Security) 1RA >

\}

GE)  AnyConnect ISE RAFT ¥R Ry NU—2 T EAR—Ux & EbliA VA h— LIz
HUISERAF ¥ITRY NU—V TIEBRA v —V% T30V EBEHL TRy NT— 2%
B AN k& 802.1X WiFi i L £,

« [authPeriod (sec)] : FRREABALE S NG A . RAEA v E— YV DOMREN ZORELXH R 5 & W
TV I NIFA LT T NLET, mmfté‘*ﬁf“ﬁ%ﬁ%“é =N ’3‘7)77/}\“(2“ NV
F 4l B BBE T,

s [heldPeriod (sec)] : FRAEN RN LT25HE. 7V D> MIZ ORE CER INT-RM 7205
L., ZORMEBL5 CEEIJO)nAunEi)‘uit?féﬂi—a—

« [startPeriod (sec)] : EAPOL-Start A > & —IIZxT 2I8E LA —k T 4 r—2 0 b%fE L
7RV AIZ, BEAPOL-Start A v — Y ZHkET MR () <7,

e maxStart] : 7V > "3, A—t T 4 —FBFE LRV E B2 TRIIZ, IEEE801.X
v ka4 y b EAPOL Key 7—# ., F721X EAPoL-Start #1595 Z & T, H~
Uy "3 A—k 7 4 r— 2 ORGEE G 25T, ZhnRELLEEE,
Uhy MIT—% v I 74y 7 %A LET,

Ev b HOREEAREER S AT B L ORERER Y F T — 7@@%&@%?5;9_&E1%i
T, ZAUE. [startPeriod] 35 & U [maxStart] Z 7 HER S BE LT, ik BsaaITICE LT Bt
MRy hNT—J A ~v— L0 /S DL oI LET ([startPerlod]x[maxStart]<Z\ >
U= RS A~ )

ZOTFIVATIE, Ry MU= 84X A ~—% ([startPeriod] x [maxStart]) FV72IF K& < L
T, DHCP7 RUAZESHFL TRy NI =T a5 T T 51O+ Rk#E 7 747 b
5252 LICHEBELTLEEN,

W, FBAEDRRE LT RICDBT —F 8T 7 4 v 7 ZFF T 21203, @BREOBIGRIZE L L7k
RERIDS R > N — I8 X A ~— L W E< 725 & 9 72 [startPeriod] 3 & OY [maxStart] (2725 L
21 LET ([startPeriod] x [maxStart] > x> bV —27 i ¥ 4 ~—) ,

[ZF2) T« (Security) 1 R4 >
BRRA Y BT =7 OEEICOBERINET,
[EF¥ =2V 7 ¢ (Security) ] ~A T, IRO/NTA—FZDfEZRINLET,

e [F—&H (Key Management) ]: MACsec XIS % >y NV —7 CHEMTHXF—FH T 1
MV ERELET,

«[7AL (None) ]: ¥—HH7 1 haLa M LETA, £/, HRHETLEIATLE
A,

« [MKA] : 7Y 1> MiE, MACsec ¥ —7Kifi 7' ha /LR v — L BEsX—%2x 3
T—hLE9ELET, MACsec IEMAC LA ¥ X =2UT 4T, ARy hU—2

B Ay rT7—0 7R TR rDHEE



| #9 r9—9 70X IR—CrDHEE
[R— ~EREEHIS 7R 1) > — (Port Authentication Exception Policy) ] XA > .

TMAC LA ¥IEELEZITWET, MACsec 71 k 2/L%, EE{bEEH L T MAC
1/“*‘/1/ T L — LB RET S TEETH Y . MACsecKey Agreement (MKA) T2 7 47 4
IIEFE L TR —2 x> o — B IO LE T,

* K551t (Encryption)

*[Z2L (None) ]: 7 =4 FI7 74 v 7 DEAWTF = v Z7IHMTOILE T, B biTs
NEE A,

* [MACsec: AES-GCM-128] : Z DA 7 v 3 i, F—FEIZ MKA %8R L7285/ D4
EHTEXET, AES-GCM-128 #fiH LT, 7—% b7 7 4 v 7 BFofbSinnE,

* MACsec: AESGCM256 : ZDOA v a ik, =¥ —7 74 Xx v (eBdge) A
%Witﬁﬁ@Kﬂﬂ%Vayfﬁf FENTEY, F—EFHIZ MKA 28R L7z
WCORERTEET, AL v TROREN BT H2LENH Y £9, MACsec256
fkﬁjfﬁ%ﬁfjl Z9%Z 2125 - T, MACsec Key Agreement (MKA) Z1{H L7
szE%%mu\memﬁm?ﬂ4x&$xb?ﬂ%x%@%%%ﬁﬁﬁ?yu
v7 R—hTHHR—FINLTNET,

FEAMIZ DUV Tik,  [Identity-Based Networking Services: MAC Security] %2R L T &0,

[[R— REBEEHI4+7R 1) > — (Port Authentication Exception Policy) ] XA >
ZONA UE, AR Y T —7 TORFRINET,

[A— FFRGEFIZA AR U o — (Port Authentication Exception Policy) ] XA > Tl, FiE7" vk A
® IEEE 802.1X %7 U 1> hOEWEEZ AR CEEF, A— MIIBEHTRWGE, v 70D
yhi%@%ﬁ@@%%ﬁ . REDNERICED LTS AE DR (F21F, ZOHE TR L7z &
N, =TT 4 r—Z N5 DIED 72 VIR EE T maxStarts 2L D FE .:M\Faﬁ%éﬂt?& \2) AR—
%%%%iﬁo&@V#ﬂﬂ@ﬁ7/a/%%mbiﬁo

o [FREERNCT —H T 7 4 v 7 & (Allow data traffic before authentication) ] : PRFERRST
DHENZT—% NF 7 4 v 7 BFFRISNET,

o [ROGETHIBIERICT —% bT 7 4 v 7 %237 (Allow data traffic after authentication
evenif) |: IRDOLGATHT —X N7 7 4 v 7R sivET,

* [EAP J2HL (EAPFails) ]:3®RT 25 &, EAPBRILIZEATH, 7V 2 MR
AEEFATLET, RERCRRLIZHGE. 7Y By MEIFGRCRR L2 b 0 0b b
T T—F NI T4 v 7 EFALET,

[EAP (3K L7203 % — R HIZ B (EAP succeeds but key management fails) ] : 38R
D& EAPIFRE L TR —EHP KM LSS, 7Dy bEFx—F—Lox—
DX — e TLETH, OO BICLY F— T —T 3 TR
THAETHYT—% V774 v 7 &2FAILET, ZOREIL, F—FHERFREINLTHD
DHEDOHEHTT, F—EFHARRLIIRESNLTVWDIHE, ZO0F =y IRy 7 A
ITRERRIILET,

| *y k=702 27— r0EE ||
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Y RI—9 FHOERTF—SvOHRE |
B¢

| o

FIFEIE  MACsec IZ1E. ACS N— 3 5.1 LR L TUYMACsee s A1 v FONMLETT, ACS £721%
AA w FOFFEIZDOWTIL, [ Catalyst 3750-X and 3560-X Switch Software Configuration Guide ]
ZZHLTLLTEEN,

TIVI—Y3arvE—F
ZONA T, TATV LA Ry b= OBRICOBFRSNET,
7YY=y gy B— RE®RLET,
* WEP
« WAP Enterprise (TKIP)
* WPA Enterprise (AES)
« WPA 2 Enterprise (TKIP)
« WPA 2 Enterprise (AES)
« CCKM (TKIP) : (Cisco CB21AG VA ¥ L A NIC 23 #45E)

« CCKM (AES) : (Cisco CB21AG U A ¥ L A NIC 725 /43H)

=Ty bT—UDHRE
AT Ry T, AR LA LE A, AT GFEXaT) Ky hv—
7 BT BICIE, kO FIEEFITLET,

FIE

ATV [BEX=2UT ¢ LoUb (Security Level) ] ~X— T[4 —7> Fv 7 —2 (Open Network) ]
ZERLET, ZOBPRIETIE, RbEXa2V T4 LILVORNR Yy N —7 BRI E
o ZHhFE FART IR UAFY LA Xy U= ITHERENTOVET,

ATv T2 Next|] 227V v 7 LET,

RAT9 T3 Py A T ERELET,

HEX— Ry FT—ODEKTE
Wi-Fixry hU—271%, TV RRA L bRy NT—T TR ARA > " EOT — X% 21k
THRIER SN2 S —2EHT 572010, HAESX—Z2FEHT2ZL23H D £, WPA
F 7213 WPA2 Personal 2 2 7B X —%2 AT D &, /INREL 7 A ARLHEA 7 4 AT L
72 Medium VDX UT 4 7T ANEHRLET,

B Ay rT7—0 7R TR rDHEE



| #9 r9—9 70X IR—CrDHEE

\}

[#v bD—% (Networks) 1. [*v b7 —U #5247 (Network Connection Type) ] XA > .

GE)

ATy
ATvT72
ATv73
ATvTa
ATvTH

ATvT6

ATy 17

ATvT8

EHEXF—ICLD2EF 2V T 413 BEVATYLA Xy FU—ZITFHRELEEA,

X2 VT4 LRIVEEAESY— 2y U2 2T D5E1E, ROTFIEEZFITLET,

FIE

[3EFF— * v 7 —7 (Shared Key Network) | Z iR L £,
[E¥=VUTF 4 LUL (Security Level) |V 4 > R T[R~ (Next) | 227 Vv 27 LET,
[.—H Bt (User Connection) | £721% [« 2 >4kt (Machine Connection) ] Z457¢E L £,
[Next| 27 U w27 LET,
[IH¥— %17 (SharedKeyType) |: X —D XA TEZRET HAEXF—T Vi z—T 3
Y E—RERELET, ROBRRENH Y 7,
« [WEP] : A% 7 ¢ 7 WEPK; 5t & DL —IEEE80211 A—7 > VAT LT Y v =—
val,
* [Shared] : A% 7 ( v WEP5{b & DL 4+ —IEEE 802.11 5% — 7 Vv =— 3
<

« [WPA/WPA2-Personal] : /XA 7 L — XA F— (PSK) 72265 % —2 8T 5 Wi-Fi
TXx=2UT7 4 Fuhan,

L 713 —IEEE802.11 WEP £ 7213t — 2RI L 725/ 13, 408y b, 64> b, 104 E >
b, 2031288y FARIRLET, 40 £721%64 £~ FD WEP F—&. 58D ASCII L F %
71X 10K D 16 EETHHIMLENH Y £97, 104 £721X 128 £ D WEP F—|%, 13 HD

ASCIL LFE721% 26 M7 D 16 EE THHMLERNH Y £,

WPA % 721 WPA2 Personal Z 38R L 723551,  (TKIP/AES) ZfEH T oK S{bd ¥ A 7 % i
WU, EEX—Z AN LET, ANTDHF—1F, 8 ~631HD ASCII XFE721EH & 5 & 64 #7
D16 THDHLENDH Y 9, A F—2 ASCIL LT CTHERL STV DA%, [ASCIT] %
BIRLET, HEF 264D 16 EHNE TV DHE51E, [Hexadecimal] 23R L £ 77,
(567 (Done) %27 Vw27 LEY, [OK]ZZ VU 7 LET,

[~y b T7—% (Networks) ]. [V b —0 #2141 7 (Network
Connection Type) ] XA >

ZITEH, AV RN T RASF—VY Tu T ANV T4 D [kx 2T 4 LUL
(Security Level) J1Z#i<. [r> hY—2 (Networks) |V 4> RUD [F v U — T i X A
7" (network connection type) ] A T OWTEH LE T, IROWT IO & A 7 % 8IR
LET,
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Y RI—9 FHOERTF—SvOHRE |

. [y b7—% (Networks) 1. [Ry k7 —2 #8214 7 (Network Connection Type) ] XA >

[« > v $%5t (Machine Connection) ] : Windows Active Directory ([ZFR1F STV DT /34 A
HFRREAE SN FET, v o EiddE . SR —% 7 LT oy AR
LGEIHRALET, 2—¥Rrrd 7L, 2—F J LT vy ARMERTERWEET
by T RAT—=varyBRxy NU—2lcal A T AMERSLGEEICZOF TV a v
EBRLET, ZOFT v a ATlE, 2—FR7 78 AT O, FAAL TR L.
Xy NT—=7 056 GPOBLOMMOT v 77— FaBfGT 258ICEH L E T,

N

GE)  BEEmoxy hU—27 BMEHTE WA, VPN Start Before Login
(SBL) XML %9, SBLE— R CiFr&ndxy hU—2 7
077 AT, FERO-IXFRAEE— REZ AT TR THAT «
7 ZA T (=7 WEP, WPA/WPA2 73— F )L BIL U
¥— (WEP) *v hU—2 7)) BREEnEd, xv hv—2o 7
JYA~F—T X% [2—Fna A T 5H] (Before User
Logon) JIZ, BE U~ v U #alitMICRE L TWDH5E, Ry
NT—2 T R®A 3=V xida—HFicxy hT—7EREE
kL. VPN SBLIZIEH (Zfrbh £,

[ — 8 (User Connection) |: =—W 7 L7 U ¥ L EFBIEICHEH L E 7,

[Z 747 K ARY— (Client Policy) | ~%A > C[=—H¥21 1 32550 (Before User
Logon) ]ANMEIRINTWSEA. Windows A X — MNEjEi C2—F R /A 7 LT vy
NEAN LR, 2y NU—0 TR w3 —V % Ea—FDr LT v L EIUEL
F 9, Windows 28— ® Windows ¥ v ¥ 3 V' ZBIAE L TWABIZ, X v bU— 7 B
DFESL S IVE T,

(2747 bk ARY— (Client Policy) | ~A ' T[—¥»Rr A L7t (After User
Logon) ] MBS TWDHEE. =—¥72 Windows (21 7 A LT b, HEED AL S
nEJ,

a—¥Ru st 7T5E, BEOZ—FORy NU—JEHITKTLET, v %> b
U—7 a7y A PMERTREREGEESE., NAM X~y 2y N —Z7 ICHERLE T,

[V B L= —HH6¢ (Machine and User Connection) | : [ = U7 4 L L (Security
Level) ] ~~A TR L7 K 91T, [FER > FU—72 (Authenticating Network) | Z % /&
LTWAEAICORBECTEET, v ID Eax—HF I LT Uy VOMliFEHEH L E
TR, vV UERIE R T ANAS RCr T A LT RWGEEDRENTT, 2 DOHE
DOBRENEF CTTR, vV HROBIEY A T L7 LT v Ud, — VRO
BAT LT VT ooy )V ERRDIGERDHY T,

2 U UVEBEAERA L T T —FRa S LTV ARANE X B —FEEAHEA L
TNTZ—FRe A LTWNDEXIRy NT—ZIZPC 2 FIFERT DITIE,. 204
Tva rEERLET,

EAP-FAST 78 (kD<A > T) EAP F & LTHEESNTWAHEA. EAP F=—r v H
A—=rENTWET, 2FD, XY NIV =V TIEBA X=X IZLoT, v UBkL
W= NEHOT T 4T 4 THY, BECI-STEHINTWD I ERRIESNE
‘j‘o

B Ay rT7—0 7R TR rDHEE



| #yb9—=0 79X TR—CrOHEE
[*v kT—% (Networks) 1. [2—HFI=IF< L > DFEEE (User or Machine Authentication) ] X— .

DRy NT—TEERAA T ERNT DL, [Fy FT—27 (Networks) | ¥ A 7 a7 2B
MOZTRFRENET, TNOHOHX T T, BIRSNTRy NT—7 ki ¥ A 7 DEAP
FRET VLT Uy VERETEET,

[*Y kT —% (Networks) ]. [2—HF =< U DEBEE (User or

Machine Authentication) ] X—3

Xy MU= IS A TR LT, 2o Okt A 7 ORGSR Z BN L £4, 8
AR L2, BIRLCT TS 2 L0 ICFmnEf s, Bl ziiftd 58912
ZRENFET,

\}

GE)  MACsec BN LT-84 13, PEAP. EAP-TLS. F7-13 EAP-FAST 72 £ ® MSK & — k4 % ¥
R—hr35 EAPJ?T%%JATJ%E?R LET, £72, MACsec AR TRWGAIZH, Ry NT—7
TIRASF—U X EBMEHAT S E. MACseec ZEE LT MTU 3 1500 2> 5 1468 (ZHIB S U E
7,

EAP DI E

EAPZ, #FE7 e a5k T D R T U AR — K 7Fu ha oGl e hal ez v
TV T T L DOEMER LUIZIETFRFCTY, ZOT vy 7V T2k ->T, T U AR—
F 7m k=L (IEEE 802.1X. UDP, 721X RADIUS 72 &) 1%, PRFE7 1 b 2 /L 2B H I
EAP 7'u h I VA RIETEET,

HARP72 BEAP a2 hajiZ, RO 45Dy N ZA TR ESNET,

« BAPELR : A—t T 4 r—Hi%, ERAry "Nah 7 U By MOEELET, FERIC

ITtype 74—V FR3H Y | BRIV TWOINEZRLET, Zhudix, EHT 27U %
VETATUT AT AREBAP XA T REDNEENE T, VT U ABFICLY, A—t
CT A=A BT, & EAP ZURICHIGT D EAP RSB E —ETE £,

EAPINE : VTV h L NMISE Ry Vet —kv T4 r—XIZKEL, V—F U AHE
PHEHLTICOEAPESR CBA LET, EAPIEDX A 1%, B EAPER & —H L F
T, INENE (NAK) OEAIFERE £,

«EAPHY) : A=Y T 4 = ZIIREREIC ) LTe GBI 7 U I > MCREI ST v b &k
1!3[./&?0

s EAPRIW : A—F% T 4 rr—H1%, FBEEDRM L2856, 77U o MRy b &
EELET,

EAP 73 IEEE 802.11X ¥ A7 A THEAFOEE, 778 A KA MIEAP XA A /)L— E— K

TEMELET, ZOF—FRTIE, 77EBAKRAV MEa—F, #3l1+. BIOEEO7 —
REMRLT, Y7 U2 bMBZIE L EAP X7 v b & AAA —NTHEE L £, AAA

YR F =T A T—EZNOZELE Ty ME, 7Y o Mg ET,
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EAP-GTC

EAP-TLS

Y RI—9 FHOERTF—SvOHRE |

EAP-GTC (%, HiffiZez—H4 L /XA T — REEAEIZHES < EAPFRRES X TT, Fr LY/ R
RO AFREFEAETIC, 2—P L ERRT—=FRO\ENZ7 VT TFAFTESNET, 20
FRIX, R 7 EAP TROWEHTHEH (RO oV 7 EAP XA | £72i%
T B AL INAT— R (OTP) AT 2HAICHER SN E T,

EAP-GTC %, MHARGEEZIRMIEL L E¥A, 77472 FOBFET D720, RERF— PR a—
YOI LT ooy VERETHIEFNNHY £9, HARENLERLA. EAP-GTC I3 M
V7 BAP FOWEH THA I, — 3iEz it L £,

EAP-GTC |2 L ¥ S —BEHRITIRAE S22 7=®, MACseec TIZZ D ST TE £ A,
SHR5 T 74y VSOOI F —FEEFRDLERGA . EAP-GTCIXZ b ) 7
EAP FHONEH THEA S, F—BhEEHR (B8 X OWEIZ U THEE L USMNE O EAP R
DI AL A > R) 2t L £,

NRAT— R V=2 F a0, RO 2OB8H Y 4,

o /XA T — R - 7-#%GE (Authenticate using a Password) | : +/7IC PR S - ARERBEIC
DHELTHVET,

s [F—F v EFSTF ? (Authenticate usinga Token) ]: h—2 > 2— RFEXZIZOTP O F
AT ZA LD (BEF10F) 720, LvEmnteda 72l TnET

N

GE) Ay NI—I T8RS —Vx, A—krTar—%, Fit
X EAP-GTC 7’12 ha/LDWIN b AT —RNE h—7 2 a— K
MaERATEEHA, ZNEDOF T aid, Xy hU—2 T2
TEASR—TU XY NOT LT VDT A T HA NIDIREESE
H5z2F9, NAT—KEF, vl 7 v hEThERUBELRETE
FIN, b= ra—FIEETcEsEvA GHREZ LIz —¥R
h—=2Y a—ROANERDOOLNDHTZD)

NAT— RPRFRGEICEH S a 56, Ny v afb/XA T — Rl
AT 57— "= LTORFETZ O 7 haLaffi T
F9, ZHE. NRY— KRB A —t T4 —FIZT VT TFXRA
kfﬁéﬂét@fﬁo:®ﬁfi F—=HRX=2N Y —7 LT
WD RREMED B DG ICHERE S E T,

EAP-Transport Layer Security (EAP-TLS) (&, TLS 7’2 k=)L (RFC2246) (Z#-5< IEEE802.1X
EAPRBRET /LY X ATH, TLSIE, X.509 7 ¥ X VGEFEIC RS SHARREZEH L £ 7,

EAP-TLS * vt — Uk, MAERIE, A —h x3vxo—Tar, —KH, 754
TN ERFE— NHORRGFE, BEIE T T 4 v 7SI T 2 —BHE R A SRt L

£7

B Ay rT7—0 7R TR rDHEE



| #9 r9—9 70X IR—CrDHEE

EAP-TTLS

eAP-TTLS ||

WDV A NI, EAP-TLS 7 74 72 FEFAEDRH R LU A ¥ L AR ICIRE 22386 & f2 ik
TEHERERAZRRLET,

cE ., RN AT LI LRGN BEITEITIND,
o =Y SRRAT — RADIRLFIR 72N,

o 7 VS OVRERREN RE LR E 2 R AT D

« A= URBP ARSI L VRSN D,
AEENT 1 7 2 a 7V BBEOHEZZIFIT VY,

cFFET R RICLY, TR LB I OBEL DD OMERE SNIZF—NER S U
50

EAP-TLS (21X, IRD 2 oDAT v a v NEEFNTHET,
o [V— NFEHEOREFR  (Validate Server Certificate) ] : % — NfEBHEOHFEEZ H N L E T,

s [P BT % (Enable Fast Reconnect) | : TLS > v a VHHEZANCLE
T, TIUTED, TLS By v ay T—FNTTAT v e — RO FTHREES T
LRV FEME L LI TLS N> Ry A 7 2T 5 2 L8 Lo TE D 0T EnE 7 iRRiiE
NTEET,

N

GE)  [A~v— b H—REEMAT2 L EI3HEN)ITT S (Disable When Using
aSmart Card) |47 v a id, v~V o Rat I cEx ¥4
Ao

EAP-Tunneled Transport Layer Security (EAP-TTLS) %, EAP-TLS#BEZYEET 52 7 = — XD
Za halTcd, 72— 1 TE, BERTLS By a vy EFETLT, 7=2—X2 CHEAT
LHEvvary F—rEHL, NI FAT U MATEEEZLRIC R V7 LET,
Tx—R2HTIE, bRV T INTEREEFERHL T, 2HOIFIERA =L 5HH
T 5 BIERGEE EITTEE T,

Py FT—27 T v A w3 — v %, EAP-TTLS 3REEHF IS 42 NERE L OISR T o
AN U REYR— N LERTA, B b1 RRMLEREE1L, EAP-FAST 27 % &%
ERH D FT, BEEAbSA U RiE, Z LT vy b dmnel T‘biﬁ EE D —F OB A
AT ¥ v TEXDLHHPMEEREDRR Y 7 A0D OREEZ R L £,
T x2— X2 THATEDRTRIEA N =ALIZIE, ROTa baLrinNgEnEd,
*PAP (RAU—RFET e ban) TR 2T A NNV Ry AT %ﬁﬁﬁ LTEDT A
FUT 4T 4 FHFHT M SR AR L ET, IDSAT— R 7T, FRIENERD S
NAEMNRTHET, BT oA T 4 r—Z VIR LUEEINET, MHEEIEN

VAT BAP-TTLS & E LT, 72— X | TH— NOIHHEEKRIETAHLERH
D FET,

*y k=702 27— r0EE ||



B evrso

EAP-TTLS @

a

=
i3

B}

X JE

E

Y RI—9 FHOERTF—SvOHRE |

AT = RN —t T 4 r—=2IZESNDT-D, /\/714E/\°7\]7** Refifd 57—
FR=ZKH L TORRETZ O 1 hav i TEE£d, 7= _X=ARY =7 LT
LAReEN D 55513, 2O e B LET,

N

GE)  EAP-TTLSPAPIZ. h—27 BLOOTPX—ADRIFTHH T
iﬁ‘o

CHAP (Fx L oI N Ry 737 e hajn) r73;4 N Ry oA 7B FERL
CETDTAT T AT 4 Zfak LET, FHARGEDLERA 1L, EAP-TTLS Z i E L
<. 7:»—}“1fﬁ%/%‘@iﬂ%i%*ﬁ.ﬁ#éb%ﬂ nE9, _®9:ﬂ7 LYV AR
AFREFEHTHHE, A= T4 r—4DT—H X=X 27 VT TF A RAT—
b%ﬁu‘?ﬁ“éz\%ﬁ% D £7,

MS-CHAP (Microsoft CHAP) :3 V= A N R =A V7 E2EHLTETDT AT T 4
T4 EREE L F9, MARIENSLEREAX, EAP-TTLS #REL T, 7=2—X 1 THh—
NOHES BT ALERH Y 9, /AT — RO NT-hash [ZESNTZOF ¥ L/
LAR AFTREEAT 2581, A—8 o T4 r—2DF—F =227 V7 FTF Ak
INRAT— R, FHEHKETH/ VAT — FONT-hash O TN ERFEL TREBLSLERZH D
N

MS-CHAPV2 : [0/ X7y FNIZE T Fx LU VB X ORIy v FNICA—| T 4 77—
HINEEZDDHZ LICE-> T, ETHOMAZE AR LES, —Dfliz, 7747
VEIMERREENET, (T4 v aF VHBEL SO Y—"ET T4 T FOHIIC
RAET 2N B DA, EAP-TTLS % E L T7 = — X | TH— OFEAELZRGET 5
RERHY EF, NAT— FONT-hash iZHSNTZOF v Lo P/ VAR A SR E A
TLHAT, A=k T4 =2 OFT—HRXR=R 27 VT THFAR NRT—R FiX
KIETH /82T — KO NT-hash DWW EHRIE L TELS LERH Y £,

« EAP : /R EAP HiEOEHZFFI LT,

* EAP-MD5 (EAP Message Digest5) :3 VA NV Rz 7 EFEHLTET DT A
TUT AT 4 EZBEELET (CHAP LE) . ZOF v Lo P/ AR AT & EH]
TEHAE, A= T A —F DT —HZ =R 7 VT TFA K NRAT— REARIF
THMENRDY 7,

IMPMwﬂ@ﬁ 3V AN RV AT EHERLTCETOTAT T 4T 4 Zhif
RBLET, =R, 774 T EREENET, (T4 7 v a IV HEDL,
Db ET) =T T 4T FORNIHRIET DHEND D54 . EAP-TTLS
ERELTTZ ==X 1 TH—"OFEHZELMGEST 2MLERH D £, "ATU—FD
NT-hashiZESWTZDOF ¥y LU P/IL ARV AFREZFH LT, A—kv T4 —#
DT —=HR—=AZ7 VT THAKNNRAT— R FITKEKTH/ VA Y — KD NT-hash
DONWTINNERF L TEBLERZH Y F7,

« EAP-TTLS & &

B Ay rT7—0 7R TR rDHEE
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peap A 73> [

o [V— 3 ID OMEFE (Validate Server Identity) | : V— SZEBEOKRIEZ AN L £,
S

(6] INEHEMNZT H5A1E. RADIUS —2A VA =L SiT2
H— NGER R — Aﬁﬁ@#%%~@ﬁ%ﬁﬁ(mm)ﬁai
nTnso }: ZHER L £ 9, RADIUS H—/NTid, FRRERRC
AT MIEDOREFHDFEHAEEZREFTHEX, *v b U 7
T&ﬁxkiomﬁmt W2 Z DY — REERRE DS TT,

o (B ER 2 52029 % (Enable Fast Reconnect) | : WHEBRAENAME S ND 0 E D
#\ikﬁﬁ%ﬁy?47*5Kiofﬁﬁéﬂfwéﬁk9% WZRARRZ2 <L AN
TLS Ev ¥ a VO EFHILET,

A\

GE) [A~—bI—FEHHTDEXITENIT S (Disable When Using
a Smart Card) ] 1%, ~ ¥ U HEHRGETIFEHTE £ A,

« [NEE 5 (Inner Methods) ] : TLS b > RAMER S CTHESF ROM A ZHEE L %
T Wi-Fi AT 47 XA TICORMBHTE £,

PEAP + T3>

Protected EAP (PEAP) (X, b2 1V 2 TLS _X— A ® EAP )72 C9, PEAP (%, Wﬁmﬁﬁ
KOBEBAICHRTT 27 T4 7 2 FFRAEDRNC, —  FBFEC TLS 2 L £ 3, WEREGE
EHEIN DR S REI N b RVNERCTREIT S h, GEHE, h—7 ki@nxvﬂb%
ate, SEIERNIRAESF RN EY R — N LET, *Y NU—27 T 78RR —T %L, PEAP
FRREHFIZE AT 5 N B L OSME T DR BN o REYFAR—F LEHA, Kb A R
DB 751X, EAP-FAST #3220 ERH Y £9, BB A RiE, ZLvT7 v yv
DR TOHBEN—FOERiE A Vv v 7 TEHHBBLEORER Y 7 A6 O
AR L ET,

PEAP |, ROP— b RAZ#MT 5 Z LI L > TEAP FRER#E L E T,
« EAP /X7 MITH$ 2 TLS b 2 R/AERL
o A v—UREGE
« A vt —Y DR
« 7 TAT  MIKT DY — DG
ROBFEHFRELEHTEET,

¢ INATT — F%{%Of_nun

¢« EAP-MSCHAPV2 : 3 U = A NV R¥a2A 0BG LT DT AT T 4T 4 ZH
BLET, =D, 7 IFAT 2 ERREEINFET, (T a7 v a T VKB

*y k=702 27— r0EE ||



Y RI—9 FHOERTF—SvOHRE |
B rerrozs

DD ET) =127 T4 7 FORNCHAT D LENH 555G . PEAP 3%
ELTY—"OFEAEZRIET 20 E N H Y £7, /XA T — KO NT-hash (23S0 T
T L VIVARAFREFEALC, A—ko T4 —FDFT —F X=X 7 V7T
FEXRAKNNRRT— R, FITEETE /32T — RO NT-hash DWW TN ERE L TE
SHERHY FT,

* EAP-GTC (EAP Generic Token Card) : =—H%4 L /XA T — RZ{RET 572012 EAP
TN —7EERLET, HARIENPLELRGAIT, PEAP #i%E L TH—  DE
BEEZMRFETADMENRH Y ET, NAT— KR ) TTHXARNCE—kT 4 —4#
WCESND72H, Ny v a b XAT = REHHT 57— 7 =2 L CORBFET D
O7a havEfHTEEST, ZoHRX, T—FX—ZANY —7 LTV D AHEEN
bHOGEIHERE S ET,

« ZERAE A - 7= EAP-TLS

« EAP-TLS : = —ViFHEARIET H1-OICEAP o _Xun—7 2 EH L £1, THE
L (Bhina—YOHEGRDONA T x v ) Z#T LD, RCA—trT 4 r—%
(k9 2 FREEAIZ PEAP (EAP-TLS) B L ONEAP-TLS 7’1 7 7 A V&R S E 2N 2
LEBEID LET, FOREIIGLUT, A—k T4 r—252RETHLERHY F
T (FL—rBILO MR 7 E7z EAP-TLS Oli 5 & HMZ L7ew)

PEAP D& TE
« PEAP-EAP 3% &
o [h—/NID OFRAE (Validate Server Identity) ] : ¥ — NGEBAEORIEEZ BN L E T,

A

G  ZhaaCT28A1E. RADIUS =2 A v A h—L Ehiz
P NGE Y —  NFRGE DO JERE ¥ — ®ﬁﬁ%ﬁ(ﬂm)ﬂai
NTWDHZ L afER L Ed, RADIUS — Tl RiIERRC
ATV MZEDE Eﬁ&@ﬁ%iéémﬁét% z/kv ﬁ
77 ABIOFEAED T2 DIZ Z O — FEIER EN L E T,

o [EE A 2027 % (Enable Fast Reconnect) | : #MAITLS &> v a VO A%
A LET, 2]‘*—‘12/7/(/7 213, WEBRRREZEMET 5008 9 & filil L £,

e [A~—h A= REMHT 5 & LM T % (Disable When Using a Smart Card) ] :
Av—FH— N2 L CREET 256 Ml fEpm el LET A, Av— M —
Rid, —VERIcoB@EH S E T,

s [F—=27 VBRI EAP-GTC Z il L TRAET % (Authenticate using a token and
EAP-GTC) |: vV Y iBGEICIZfEH TE 8 A,

c I LT U V) —RIZHES S NE R

B Ay rT7—0 7R TR rDHEE



| #9 r9—9 70X IR—CrDHEE
ear-FasTEE ]

o [RAU— R&EMEHA L7-F%FE (Authenticate using apassword) ] : [EAP-MSCHAPv2] & 7=
I3 [EAP-GTC],

o [REFIEZ ] L7-%8GE (Authenticate using a certificate) ] : EAP-TLS (2%},

[ h—2 B I EAP- GTC ZfEH L CRBAET 5 (Authenticate using a token and
EAP-GTC) |: vV UFGREICIIEATE £H A,

A\

GE) ==V el A Oz, A<—F I— KOV HR— ~I Windows
TIHFEHACTEEEA,

EAP-FAST % 7E

EAP-FAST I%. IEEE802.1XFRFEX A 7' C, Z#MENH | EESCEIH LA S T3, EAP-FAST
I, SESFER2—FTRBIORNRAT =R TFT—=HRXR=RA H AT P —=R_RFEDONRXAT— Dk
MEET, BIXOTUVZNGEAE (TE) 2V FA—MLET,

EAP-FAST 1%, ZEBHEZEAES. 5o 7> a U KNS OfE# 41244 % IEEE 802.1X EAP
AT ERIATORBERERITICEABINE LT,

AnyConnect3.1 DR TIL, < U & 2 —VEEROM TR E I N TWDEE, EAPTF = —
UHRPFAR—FINTHWET, ZhE, Ry PV T 7 EAR—Vx B, v VB0 —
RO T 4T 4 THY, BECLS>TEHINTWALI LRIETHZ EZEKRL,
WAy B U — 21T LT D 2 — T A & E A HilfH 95 OITEF] T3, EAPF = — o OFEH
IZ2WTCIE, RFC3748 &L T2 & 0,

EAP-FAST %, TLS XA v & —YZ EAP NICH 7 ® AL LET, £/, (kD3 H>DO 71 k=L
T2 — ANOER SN ET,

1. Authenticated Diffie-Hellman Protocol (ADHP) % {# ff] L C Protected Access Credential (PAC)
EMEINDIHEFRE I VT Uy VBRI TA T N ET v Va5 7 e
Vaz=mr T T x—X,

2. MU FRIVORESLIZ PAC T2 b2 FVHENL 7 = — X,
3. B —RT2—HPDI7LFrix)b (b=, 2—=PLHIRAT— R £ET V4N
EEE)EJ%) %uunﬁj‘éuunm7l“—x

flid> F ok U 27 EAP TR E 13872V . EAP-FAST 1238 L UM RN Bk S 1 o
REHRAE L C, WBEENA R —TF O A Vv v 7 T D5 P RIE BB A5 1R L %
K
EAP-FAST D%
« EAP-FAST #% /&

o [h—/NID OFRAE (Validate Server Identity) ] : ¥ — NGEBAEORIEEZ BN L E T,
INEAMCTDE, BHLI—T AU T LIZ2200BNOX AT a7 PREAINT,

*y k=702 27— r0EE ||



Y RI—9 FHOERTF—SvOHRE |
B eerrstoms

XY NI—I TIRASF—Tx% 077 AV T 4 XDHX AT U AN [GEHE
(Certificate) |31 VB E HIZBMEINET,

A\

G ZhaECT2EA1E. RADIUS —CA VA h—L &Rz
P — NEEH NS — R FREE O FLIE - — O AR (EKU) ﬁ)ai
NTWDZ &R L Ed, RADIUS — 3Tlk, #RFERRIC
AT v MZEDOREFHDIERHELEET D L&, x/%v 7
T 7 ABIORIEDT-DICZ DY — FRIFERENLETT,

o [EH PR 2 A2 9 5 (Enable Fast Reconnect) ]: &>+ a U HBZHZhIC

4, EAP-FAST CTilikt v ¥ a VA FHBT 5 25D A =X LTI, Wﬂmﬁ%ﬁ%
T 52 —YFEAI PAC &, Bk LIZAMB TLS N> Ry = A VR TEHTLS By v a
VN HY T, ZO[EEFERAZ AT 5 (Enable Fast Reconnect) ]/37 A —
ZUX, WMTDOA DAL E/HELITENCLES, A—t T4 r—FP0nThz
FEHT DN ERELET,

N

GE) <~ PACIL, BHH{L LI TLS N> Ry oA 7 24248 L . NES
SEEAE X FT. ZOHENL. PACNT A —X ZHRAEMCT S
itk o TR £,

GE)  [A~v— b I—REHEHT DL EITEDIZT 5 (Disable When Using
aSmart Card) |47 v a id, 2—VEEGERECOAEHTE E
R

[T VT v =R HES S NERS . (Inner methods based on Credentials Source) ] : /¥
AU — FE TR EZER T 2N TE £ 7,

o [/NAT— R&EMiH L72583F (Authenticate using apassword) ] : [EAP-MSCHAPv2] & 7=
i [EAP-GTC], EAP-MSCHAPvV2 %, fHAGRGEZTRt L E 923, — %5853 50l
O TAT Y MERIGELET, =T RINCEIES D ERGEZ T 2 5813
EMH%H%M&H%7HE/aﬂ/7@$umﬁbf\%_A®£%%%ﬁﬁbi
9, /NAT— R®O NT-hash [ZHASNTZDOF ¥ L P/ VAR AFREHEH LT,
EAP-MSCHAPV2 # i T 2881E. A—8 o T4 r—2 DT —F_X—=R 27 VT T
FARNRRT— R, FHEKRETH/SXA T — RO NT-hash DWF A2 RIFEL THL
VENH Y E£F, NATU—RITEAP-GTCNTZ VT TF A NTA—RYT 4 —#
WCEENDT2D, T —FRXR—R T HRIAETI DT 1 ha Lzl TEET,

e NRAT — R R—ZONEHFREHEHA L TWABEE, RSN TWARWVWPACT B E Y 5
=V ERHATHEMA T g UIMERTE ET,

B Ay rT7—0 7R TR rDHEE



| #9 r9—9 70X IR—CrDHEE
TETE |

o [REBAEZ A ] U 7258 AE (Authenticateusingacertiﬁcate) ] : RERAE 24 2 R8RSR
LCOHENEE | FREINTIBEIZT T4 T2 MEAEEZREB(L LW TERE, hrx
wmf®$&747/b£%%%£h\itiky*wmfmwmm%ﬁmbf7
TA TV FEHELEENORELET,

o h—7 VB IXWNEAP-GTC Zf# H L'/Cntuuﬁbiﬁ—

ﬁ%C%ﬁ%Té(%d%&)]E@E%Tmﬁf@MC®ﬁ%%%ﬁf%iT PAC
&, Z‘/ FD— 7muuﬁ%ﬂiﬁ'ft—gﬂé7’; CTAT Y M E NG Y I/T//’\’/]/T

I,
A

() EAP-FAST Tl KY-OFEGEY — "N PAC 2T 572, @H X
PACH v a v ZEHLET, ZOF 7T a r ZHIBRT HHIIC,
FOREY— XN EAP-FAST CPAC A L2 Z & AR L E T,
T 25613, &747/k®maﬁﬁﬁ%%Li#omu
P— RN FFAFENTZPAC TV a =0 7Y R— 58
X, IS TW AW e ey =0 7 &8 ?5_&%%H
LEd, RGEOT e ya =71, Y— ZEHELEZRIEL AR
mt@\&A%ﬂT%?/af}m~2@&%%ﬁ%ﬁé:&ﬁ
TEHAREMERH Y F7,

LEAP %

LEAP (Lightweight EAP) IV A YL A vy hU—2ZZxHE L CWET, JERGET = 2L
(EAP) 7 L—AU—72H25&, WEP LV X a7 270 Fana BT by A3k
DBHFE S IE LT,

GE)  BARRRRT— R FRBIWEHMICRK T 23R —=RFRE2ERLARWEY, LEAPIZT 47 > =
FTUVKREZ T DHENHY F4, RBAFSTRANT 47 v a TV EHBEOWELZIFIT WD
EAP-FAST. PEAP. F7-13 EAP-TLS Z{fiflT 522 BEIH L F7,

2 —YRFEZOAFEH TE 5 LEAP R E :

O F TR =R OER 22— n VAT L CHEERIIEW - EE T, [
Ca—¥RNHERy hU—2i2al A LTS, #IIT7T 77 4 7DEETT,

FEMZOWTIE,  IDictionary Attack on Cisco LEAP Vulnerability] ZZM L T 72 &0,
2YRT—=0 O LTUoVYILDESE
[*v hT—2 (Networks) |>[Z LT v v/ (Credentials) |“XA > C, 2—H 7 LT ¥

NETTT 7 LT ooy VOWTNEMHATIMEE L., B — BV — L 2% E L
F7,

xybkT— 7022 3x—Cr0EE W


http://www.cisco.com/en/US/tech/tk722/tk809/technologies_security_notice09186a00801aa80f.html

Y RI—9 FHOERTF—SvOHRE |
B -2vr70v0n0ne

A—H LTV ILDEE

BWﬁyAﬁ—yayKd\@ﬁ@mwmﬁﬁiﬂain ZOHRBAETEREND T AT
YT ATAVRRLIGERDY T (v URBREOKICA =PRI TON LR E) . oL R
X, BT TIEEMI nouser@cisco.com DT A T 2T 4T A %%* L CREGEZE R % cisco.com EAP
P—=NNV—TFT 4 T T DHHEENRHYET, LnL, WolcATLS By va vAxrayo—
FED &, FDOET I johndoe@cisco.com DT A T 2T 4T 4 HERTHLEDH 0V 77,
LD, 2=FOTAT T 4T ALV REPRESNDHETH, hoE—va R
02— VERREY — N TR LR W R Y | S8 2e I L —E L EH A,

2 — W T, 7 L — AR/ H [username] 35 £ U [domain] Z 3256, IROFMEN Y TiE
F0ET,

RREIZ Y A7~ FEAEZMMT 556 - SE £ X509 AEHET R ST 41D
[usemame] B LW [password] D7 L —ARNAVFEEZTG L ET, 707 4 13RO

s CCRDNEFClEfr SN E T, el X, 2=V T AT T 47 48
userA@example.com (—H44 =userA, R A A =example.com) . ¥ VBFEDT A T
T A T 4 % hostA.example.com (=—4; =hostA, K XA > =example.com) DH . KD
TR T 4 BT SIVET,

o 2—YEEHFE—ZADOFFEOLHE -

* SubjectAlternativeName: UPN = userA@example.com
* Subject = .../CN=userA@example.com/...

* Subject = userA@eample.com

* Subject = .../CN=userA/DC=example/DC=cony/...

* Subject = userA (no domain)

o vV UREHEAN—ZORGEDSGA
* SubjectAlternativeName: DNS = hostA.example.com
* Subject = .../DC=hostA.example.com/...
* Subject = .../CN=hostA.example.comn/...
* Subject = hostA.example.com
I LT UVXNAND Y —ART Y Ra—PFOGE  a—FBANTHHEBRNL T L—RFL
FEE BT L £,

c VLTV VR ARERL—T (7 VAT ANLIBESNIBE A L ERN ST
L= AV BAF L ET

s J LT VU NN TH LA T ARAT EHEH L EHA,

[7 VT % /b (Credentials) | ~A ' Tix, HIDZ L7 ¥ v V& BEEMIT H7Z% > B
U — 7 OFGECHERT DI ETE T,

B Ay rT7—0 7R TR rDHEE
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ATy

ATy T2

ATvT3

ATvT4

a—gsL7rvorioiz |

FIE

[(RESNTZT AT T 4T 4 /3% — (Protected Identity Pattern) | C2—% 7 AT 7T 47 4
EEZELET, Ry NI—7 TV HASE =V v TlE, RDTAT T 4T 4 TL—AKL
HDRE =B R— S ET,
s [username] : = —HY L EZFHE L £T, = —H2 username@domain F 72 /% domain\username
EANILTIZEAE. RAAL D OESITAIBR S ET,
o [raw] : T—FDATIDO LBV ICa—FHERELET,

s [domain] : = —H T XA AD KAA HRELET,

— A7, RESILTWRWT AT T 47 4 NI = ERELET,

FExrIT— Tty v a O, BAMRE S IEEEEER LT, BE{bkEn T
WRWT AT T AT AERBIOIEENRELET, oDy gL, AX—E 7
BLONT y MEBEOXIRIZRY £7,
« anonymous@[domain] : {7237 V7 7HF A N THEEINLH L X, 2=V TAT T 47«
ZRET7=olC, bl rEnizFAANTEIERAESNE T, EBEO2—F 74T
TAT A, RESNTZTAT T 4T 40 LT, W FA TRt S E T,

* [username]@[domain] : R Y 7 IR TWRWERDOEE,

(F) RESNTOWRWTAT T T AERIZZ VT 7F A MTEEINET, &)
DIVT TXANTAT T 4T 4 BERELIIISEDEL S A SN E1E. TLS
Ty a BN EIND EY—ART AT T 4T 4 ZRAETE RN & 2R
THZERDYET, & X, 22—V IDBREHTHDHH, ETZILEAP —
DSUVERG 2 GEI PN IS 7 WIR A B D £37,

BFEINDTAT T AT 4 NE—2ERELET,

=P IDEAX -V IR HET LD, JIVT TXRANTATUT 4T 41%, RiFHE
ROE LW A~DN—F ¢ o T 2T T DIV BEBRIEROR TR ET HHARH Y £
j‘o

* [username]@[domain]

c2—=FDTAT T 4T 4 L LT 2 FEBEOLTFS| (FL—ZFF7L)

ROL—F 7 LTy VERE S HICREEL £,

[NV A F e LT xR (Use Single Sign On Credentials) ]: 27 L7 &
VXNEFNRV=T (VT VAT RO T ERN OB LET, nSA Y LT
CHXNPEBTHE, Xy NU—2 TR R =T ¥ —HIC kou A o FET)
G0 Eby, 2—HFIZGUI T LT Uy VD AN ERDOET,

xybkT— 7022 3x—Cr0EE W



B 2+5r70vrnons

Y RI—9 FHOERTF—SvOHRE |

GE) I hT—I T IV AF—Y ¥ BLOSSO T, Windows2 /A > 7 LT ooy

NEHBRIHERT 2 Z 3 TCEERA, XY NT—F T IR R —T ¥ T
SSOZMHHTAHITIZ, vl Fr 7 LT oy VERITZETALERHY 3,
LT, A VA M= VERZu ST 70%ICHESZ RO S5NET,

[(ARET 4T T LTy x L EMHH (Use Static Credentials) ] : =—H% 7 L7 v v L%

IoTuT AN 2T 4 AP D8y NV =T T T s A VL RIGLES, XX
TAVT TVTUTYARRIRT DL, Xy MU= TI7 A 3=V v, #HrLOEK
ENT—RENDIETI LTy VEHEEHLERA,

GE)  TUY U RIEI DT 4 — RTER R T T,

(VT vy DT a7 b (Prompt for Credentials) ]: 7 LT > o ¥ LA RICHRE S

72 L B Y12 AnyConnect GUI Z#fH L T= > R oa—HF 0o Bifs L £,

o [ZKAIZFEE (Remember Forever) ]: 7 L7 > Uy /UIFKAICREE SN E T, tES
NI VT oY VRIS 28 2= 37 LT oy VO AN EHERD LILE
T, ZLT vy UE T 7 A NMCRIES N, B—0b <3 v NAT— RE/#HA LT
SR (R g V=S BN

o [Z—HFDnr F A FEElE (Remember while User is Logged On) ]: 7 L7 > ¥ ¥ /L%
A=A I AT T LETREINET, LESNZZ LT v ARKRKIT S L
=PI LTV VDO AN EBERD LR E T,

o [felE L7\ (NeverRemember) ]: 7 LT o ¥y /MEI—UESNE AL, Xy hT—
7 T IRA TRV xIE, BREDTZDIZ T VT v WERB IR TN, 22—
PICATT RO ET,

ATy s FEAENRER SN LI, BIEOEDICWTROFEAE Y — A2 HEHT 202 RELET,
o [A=— Dk I— REIXOSFEHAE (Smart Card or OS certificates) | : *>y NV —27 77 %

A wF—Tx T, OSOIHAEX N T EHIFA~Y— N I — FCHRIB SN A EAFEH L
F9,

o [A~—F Z— RFEHAE DA (Smart Card certificatesonly) |: Ry NT—27 T 7R v R —

UxiE, Av—F A= FTHRHESNLEAFEOHLEZMEM L ET,

ATw 76 [A~— ]k »— KPIN Zitf& (Remember Smart Card Pin) ] /3T A —% TiX, Fxv hU—2 7T
JEAIR—=U XY NAY— | = FIPOREFE L TGS 2722 L7z PIN Z5RE 7 2
MZRELET, HHTEZ AT a o0 TR, AT v 72 2BB LTI &N,

B Ay rT7—0 7R TR rDHEE



| #yb9—=0 79X TR—CrOHEE
SO e |

GE)  PINIE, GEHEAARIV bRRFESNDZLEFRLTHY A,

54 Cryptographic Service Provider (CSP) 35 & U Key Storage Provider (KSP) & Y95

A=K —=ROF v 7L RTANTEoTIE, X VRIS 0D A~ — |
A—FRbdbET, FEHFA A LTV IR TDHE, Ry NU—JIZAY—FI—F
N—=2DRFEE FATT DDA 525 2 LN TEET,

L ILDBTE

EAP 71 /3t — g 2R, O EAP RERES ARG £, TOREIECERSNLDT AT
YTATAPRRDLIGENRS Y £T (v VRREORIC—RGER TN L2 E) . Ttk x
X, B TIEEAIIC nouser@example.com D7 A 7 7 4 7 4 Z B3R L CHRAEZERK % cisco.com
EAP — NIV —T 4 VT D56 0H0ET, LrL, WoltATLS By arymxray
T—hENDb L, ZTOET Ljohndoe@example.com DT A T LT 4T 4 ZERTHLENRH Y
7T, T, 2—HFOTAT T 4T 4 ICLVIRENRIL SN LATH, Bt —
Ta N a—AVEEREY — S TR LW R Y | sESEREIII LT L b — B L A,

~ ¥ U DEAIT, [username] 33 & OY [domain] 7L — ARV E BME & & XL, FITR
DFEUEPEH S ET,

AR 7 FA T v MEHEEZMEHT 256 - SESER X509 FEHET 1T 18D
[username] 33 X O [password] D7 L — ARV KEEZ G LT, 737 13y —EK
WIS CCRDNEF T SE T, 722X, 22—V T A T T 47 48
userA@cisco.com (—4; =userA, KA A  =cisco.com) ., ¥ VRBAEDT AT VT 4
7 4 B hostA.cisco.com (—4 =hostA, KA A =cisco.com) DA, RO T /XT 4
DRIT SN E T,

i :L‘—“‘j— E%i’\‘—x DO @j}%/ﬁ\ :

4
\'I
\'
\)
v

* SubjectAlternativeName: UPN = userA@example.com
* Subject = .../CN=userA@example.cony...

* Subject = userA@example.com

* Subject = .../CN=userA/DC=example.com/...

* Subject = userA (no domain)
o ¥V UREHES—ZOFREDSE
* SubjectAlternativeName: DNS = hostA.example.com
* Subject = .../DC=hostA.example.com/...
* Subject = .../CN=hostA.example.com/...
* Subject = hostA.example.com

« 7 74TV MEHENTRECEH ENRWGS - LT vy L EFRL—T 4 T VA
T L HEAE L, [username] 7 L — ARV A i%lm Yo~y 45 FLET,

*y k=702 27— r0EE ||



Y RI—9 FHOERTF—SvOHRE |
B svsameserss-00%y F7—5 FUER TR—UrDRE

[Z LT v %/ (Credentials) [ /3% Tlk, BMO~L Y 7 LTy v VEIRETE £,

FIE

ATV TN RESNTNDTAT T 4T 4 73%—> (Protected Identity Pattern) | C~ 3> 7 A T T 4
TFARERLET, XYy MU= TV EASZ—U% Tld, ROTA T T 4T 4 FL—2A
RIVHEDRF— B R— SN ET,

s [username] : L —V4 ZFHE L £T, = —H ) username@domain F 72 /% domain\username
ZANNLEBA. RAAL L OESITHIBRENET,

o [raw] : T—TFDOANDO LBV IZ2—FHERELET,
* [domain] : =—H D PC D KA A L Z&IEE L £7,

ATy T2 MAIRMREIN TN Y Y TAT T AT A DNRE— U R ERLET,

FERIVZ—FEIN TV RWE Yy v g T, BAMRE S IR LT, ek T
WRWT AT U T AT AERBIWSEREAELET, bty ait, AX—Y L7
BIXORry NEEORRITRD 97,

* host/anonymous@[domain]

RV DTAT T AT 4 L LTERTDREEOLTH] (FL—ARNZR L)

ATYT3 REINTWDBSL Y TAT T AT ADNRE—EEHELET,

2—HFIDEAX—BE L ITNOR#ET DD, JIVT TXARNTAT T 4T 41, iGEE
ROE LW A~DN—TF ¢ T2/ T DD MEBRIEROR IR ETHHARH Y £
T, MR RESN TWAYI U TAT T AT A DRI =T RO EBY T,

* host/[username]@[domain]

VDT ATUT AT 4 & LTHMT 2 REEOX T (FL—ARAF7R L)

RATYT4 WO~y 7 VT vy MERE S IR LET,
s[vvr 7 VT v & (Use Machine Credentials) |: 7 LT > v ¥ /L&A~ L —
TAT VAT LIPS LET,

[AET 4wl J VLT /L EA (Use Static Credentials) ]: BBEE 7 7 A /WIZEET D
EEEDAZT 47 NATV—RERELET, AET 4 vV 7 LTy uE, afHE
N—2OFIEIZITEA SN ER A,

WEIRFEAZEZEIRT 2720 DXy hU—0 TV BA w32 —V v ORIE

7747 FRBEERHZ 2 D DFEHENEET D HAE. Xy NIV —7 T VA 32— ¥ ILFE
B2 BMEIC ST 4 BRI U E 3, BT A EOSLIFITEEIC

B Ay rT7—0 7R TR rDHEE



| #9 r9—9 70X IR—CrDHEE

ATvT1
ATy T2
ATvT3
ATvT4
AT975

ATvT6

ATy 71

{nﬁﬁ“j’ /\*ﬁnl—t}l/ JLDE i .

Ko TRR L0, WIORTIEFHEORIRNEZ EETD 74—V FEREL, E-HEERE
F—N—F 4 RTHL— L AIEETHILERD Y 3,

BEDFEAENF— L — I —FT D0, =& T HAEAER2WGEIE, ACEZ> Y
LA, BB A IEET AT AT Y RAEFATL, BEORE FEF—RH50E
I, YA RNTINLDOFEHETH L0 E I 07 ) ICESWCGEHELZ®IR L £9, B
DFEAEDBENEN AR — DA, ACE T 3% OESENAN TR U7 FE & %%
WLET,

FIE

AnyConnect 712 7 7 A )L T 4 XD [F v T —72 (Networks) ] % 7 Zi&IN L E7,
MET DRy NU—27 Z@IRNL T,

[ 7 LT i ¥/ (Machine Credentials) ] % 7 Zi®&R L £ 7,

N NET REE—BUL— AT % (Use Certificate Matching Rule) ] 28R L £,

[REET 4 —/L F (Certificate Field) | Kr >y 7 XUy A=a—0b, REBESFMEE L TEHT
L7 4V RERIRLET,

[4&(MMM]FH/TﬁWV%:1—#% MBIZT7 44—V FO%EE— ((ZELW
(Equals) 1) F72ix#r—2 ([T (ncludes) 1) #EFH 5N E I NERELET,

[fE (Value) 17 1 —/v NI, REMEORBRIEZATLET,

EHEY—/\RIEIL—ILDHRTE

ATy T

ATvT2
ATv73
ATy T4

[—/NID OFRGE (Validate Server Identity) |47 2 >3 [EAP] HUTERE STV D4,
[ﬁ%%(@MﬁMQ]N*Wﬁﬁﬁﬁﬁofﬁ%%#~ﬂit FRRERIZ TT@@£W~W%
BRETEET, MEEDOFERIC L > T, FAEAEY —NEITFRERBEEI NG E ) DDBRE
SNET,

AEMAE Y — OGN — NV E2ERT DI, ROFINEZFEITLET,

FIE

A7 a VEREN [REHET 4 —/L K (Certificate Field) 3 LU [—# (Match) [ 7 7 AlTF#
RENTZEEIL, Fry XU URAIEZZ ) v 7 L, BROREZERLET,

[fli (Value) 1 7 4 —/V Rz, 2 AT LET,

LD FTEEM (Add) 152U v 2 LET,

[RIEF B A 7850 (Certificate Trusted Authority) | XA " C, IROWT DA T a3 v
Ve D= S

c[OSITA v A M= ENTZFTXTON— iR (CA) %54 (Trust any Root Certificate
Authority (CA) Installed on the OS) ]: BRI DL, v—H)L v U EITREHEX T O
BRI —ROFEHET = — U HFEDO KR D £77,

*y k=702 27— r0EE ||



Y RI—9 FHOERTF—SvOHRE |
. [y bT—%5 5 )L—T (Network Groups) 1™ 1 > Ky

o L— FERGER (CA) FEAEZE® D (Include Root Certificate Authority (CA) Certificates) ],

GE) [v— FEERER (CA) FEEAZE D (Include Root Certificate Authority (CA)
Certificates) | ZR L7515, BEM (Add) 1%227 Y v 7 LT CAGEIEEZ
ENZA R—= T HRMERHY £, AL TV DHREWED Windows FEH]E A

K7 BTy AR— hEN55E 1L, [Base 64 encoded X.509 (.cer)] A7 v a v &
ERHLET,

[y bT—% 5 )L—7T (Network Groups) 17« > K™

[*y FU—2 Z—7 (Network Groups) |V 4~ RUT, Iy MU — V4o ke D 7 v —
TR Y TES, #ia 7 NV—TICHET 22 LIk, ROBEHOF RS b6 ShE
D

« BHE ORI T O 2 —F =7 22 = 2D, BEOEFT Iy T — 7 RERE S
NI-GE, BB IEWICHSLTHE T, 77947 MIFERRRY NU—7 DY A NEE
FRENTNEFCTIEZ B> THRRE T, ZOXIRGAIC, BEREMLT D 72O ek
W& KIEICEET D=0/ V=M ShET,

« ROE SN OB B DML, RN TREOREI 2> (F723R Ui mgicr
I8 AT D) =PRI NV—THNORy MU — 7 L L TR RER Xy hU—2 DY
A2 P EFEH LTS T25BIC, BHERY NV —22a—F Xy FU—I b TE
i‘é—O

A Ry r—D—#E LTCERSIN Ry U= Fn vy 7 SR C0nEd, Zud, =2—%
NREEWMET DL, Ry NI—7 a7 7 ANV EHIBRT D E2BIET 572D TT,

Xy NI —=2% 7= LE LTERTEET, /n— L ELTERTHE, Xy hT—7
L[/ e— L %y hU—72 (Global Networks) | &7 v a ZERaEnNET, 2ok 7 =
S BBETUA YL R Xy hU—2 A4 TOBTHESNES, ZOXATDFRy T —
ZIZR LTI, YV — NEFOREDO AL ZFEITTEET,

FTRCOIETa— LRy NT—2 1%, TA—TNIEETHLERHY FT, 1 OOV L—
TNT 7/ M TERENTHET, 3 XTORY NT—I N7 a— LDGEIZED T ) —
TEHIBETEET,

FIE

ATYT1 FryT7EZ U VA MNL I N—TEBRLET,

AT9 72 [xv bU—27 OERL (Create networks) ] #i#IRL T, =2 K 2—F N DT NV—THNITF v
NI —Z EBERCEDLOICLET, ThEF7ICLESLE, BchcEZiZrxy NU—7
T RASR=UXIE IO N—=Tnb 2= PER R Y P T —27 2T _XTHIBRLE T, Zhic
0, 2Ry NI REZD I N—TIZHAITILENELDZ ENH D 7,

B Ay rT7—0 7R TR rDHEE



| #9 r9—9 70X IR—CrDHEE

ATvT3

ATvT4

[y bT—%5 5 )L—T (Network Groups) 1™ 1 > Ko .

[AF x> URARDRR (Seescanlist) ] 2N L T, AnyConnect GUI Z i L T/ /L—7"73
TIOT AT IN—FL L TERRINIZEEIC, T Fa—FRAXy L URAMERRTED
EolLET, FE, 2OF 2w IRy IV AEFT7IZLT, 2—WFIZELHAXF Yy URA LD
FoREHIRLET, & 20X, =PRI DT A AT TERET D Z L2 <SHER D
DHEIT, Ax ¥ VA MOT 72 ZZHIRLET,

(F) HbLOREIX IA—TZEICEAINET,

ERABIOERMEHEA LT, [ZVv—7 (Group) | Fa vy 7 X JUAINNLEINLZY
N—TIH L THRy NI =7 ZHAETFHIBRLET, *y NI =2 BBIEO T V—T 0
BINTGAE, T4V TN —TICEESNET, T 74V N INA—TERET DA
TITHINE TN—TnbFy NT—7 2B TEEEAL (P RZ 2R

G¥) HBEOXY FPT—=JHNT, 1%y NT—I DERALIT—ETHILENHY £, =
D=, 1 ODTN—TIZERICERGEFFO2OU EOR Y NU—T 2 EDbNE
A,

AT9 75 ERABIOTERAIZFEHLCIZA—THNOFRy 8T —7 OERIAN 2 EH L E7,

*y k=702 27— r0EE ||



Y RT—=9 FOERTF—OrOHRE |
. [y bT—%5 5 )L—T (Network Groups) 1™ 1 > Ky

B Ay rT7—0 7R TR rDHEE
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