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RET - 20253 A 31 H,

Network Visibility Module I LY % D=

ZDKR¥F= A2 bTiL, [Cisco Software Download] ~X— M54 71— K T& % Network Visbility Module (NVM)
AL BEA VA= AVBRIORETDHHEEZHPLET, NNMOary R R—xr b &y M7y 7 HE A VA b—
Nl ALy EDAT—F ZAORGRETER LOERNR 8T TNy 2 —TF 4 T OFATIFAEICOWTHBI L ET, FHMiC
DWW T, [Release Notes for Cisco Secure Client Network Visibility Module Collector] % LT 7230,

Cisco Secure Client |%, REZRHETLH-OIEEO X2 T 4 b —ERZRMITIHE—T = b THY, =
F—=TTA X X2 T4 OSFIERMEIET DBMEY 2— b HFR—FLET, ZOBMEY 2—1ITX
D, RAF ¥ TERAALV N, ATz TR#E, m—I 0 78X a VT4 REDEX2 ) T A HENAITRY 7,

Cisco Secure Client Network Visibility Module [, &ffifE7e = FARA > 7 L A MU OfffeRI e 7 4 — RERfE L £3,
Network Visibility Module Zf# [l L ., #fkiZxy hV—2 LDz RRA Vv b Ea—VP—0BEL R T £, 21—
Pe! 7TV T —ar, AL A G, AR EEERIVTHRRARLLBIC, AT VIRLFTT LI AW
DT RRA Y "7 —%2UELET, ZOT7—F%EFyvial, BEHTEL2Xy NUV—2 (A7 LIRXFER
X VPN R OEFEFR v hU—72) EIZH D Network Visibility Module = % 7 # 2265 L 77,

Network Visibility Module = % 7 # |%, Internet Protocol Flow Information Export (IPFIX) (4 ~<X—) OF —X %13
L, BEITE U TT 4 VAP ZFAT LT, syslog 7213 Splunk (2= 7 AR — ~ 35— 3—"T7F, Network Visibility
Module = L 7 # %, nvzFlow 7’72 k =L (https://developer.cisco.com/site/network-visibility-module/) (2 VLY 55215
Ay E—VEOBLET, a7 XiE, AF L R7 RO Linux Y AT LA APV TEET,

Network Visibility Module A2 2 Do KR—12 FEEH
KT (2 I 5 MR S E T

« Cisco Secure Client & Network Visibility Module

* Cisco Secure Client D7 A & 2 A

* Network Visibility Module =2 L7 Z D7 A & A

NVM 2 b7 Z % BD Linux 7 /31 A TEITT D551, RO 7EEZHEHA LT, 73 AH72 0 35,000 ~
40,000 = KR4 > N CHEZINTHLERDH D 7,

« CPU/AEY DY A 22 7 % BN AT RE
s B X ZEa Ly 4 L Linux (6 LTCORITON D20, T4 A2 O AL AR
OSBRI ZarR—3x FaFETT572DD50GB DT 4 A7 Kk
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PLFIZ, 64 B> RO Linux THEITIN D A X > K7 1 2 Network Visibility Module = %7 & A 0 AKX o ADHELE N—
U7 B ERLET,

)

() F 74/ FTiX. Network Visibility Module D~ /L F 7 1t 2AE— RIZENT 2> TWOET,

¢ XK 1,000 D= RARA 2 M= rRef Y AH A
«CPU =27 :627 /22GHz (x8664 £ )
*RAM 1 X : 8 GB
« #14 10PS : 800 At J14LEE/FS (IOPS)

e F A4 ATYT AT A ATE (10k RPM LLE)

w7 4 A7 RE  50GB

* 1,000 ~ 5,000 = RRA > FP—N— A L ZZ LA
«CPU =27 :827/24GHz (x8664 £ )
«RAM ¥4 X : 16 GB
« #14 10PS : 1,000 AH{ J)4LBE/F) (IOPS)

e F A RAITYT AT A AFE (10k RPM L 1)

BT 4 AU KE S0GB

* 7,500 ~ 10,000 =2 RARA > MNPF—R—of VAKX .
«+CPU =7 :1227/2.6GHz (x8664 £ )
« RAM 1 X : 24 GB
« B4 10PS : 1,200 AH7J4L88/F) (IOPS)
e F A RTYT AT A AFEE (10k RPM LL L)

BT 4 AV RE 50 GB



Internet Protocol Flow Information Export (IPFIX)

IPFIX X, TV T 4> 7, B, EXa2 )T 4R EDZHBRBERNOIZDIZIP 7 o —{FlRE 7 AR — M 5D
A E®F3 5. IETF 7’12 b =L ¢4, IPFIX 1% Cisco NetFlow 7' & k1)L v9 ZFEARIZ L CWWE9, 7277 LIEHEIY 7R
HIEIZH D A, Cisco vzFlow 1%, IPFIX 71 h a/LciS< Fua s a4, ek b, IPFIX IZEIERTRE /2
v han T, HEREGETIHLWART A—F B2 EFKTEE T, CisconvzFlow 7' 1k 2/LiE, IPFIX AZEZJL5E L,
HLUWMEHRTESR & Cisco Secure Client Network Visibility Module (2 X > TIN5 T L A MU O—#L L TRESIN
LIPFIX 77 L— FOFEREE Y FE2ERLET,

IPFIX 7 1 —F > 7 L — M, IPFIX BEDBRBIFCa L 7 ZICEEESNET, ZhbnT o FL—RE, av s Zn
IPFIX 7— % OEWREZMHT 52O HE T, NS, T 7 b= MRAOMLRNWZ ERnH Y £7, ZoORE
L. = RARAL Y bRy bF v 7 F v @ [Notemplate found] A v&— F72iFa 27 #a 7@ [No templates
for flowset)] A vt —Y T/RENET, ZOMELMRLTDHITIE, = FRA MO 12 HEEHLET,

Network Visibility Module A L2 2 TIT O A R— b T—4
J4—IJLF

Network Visibility Module =% 7 # TliX, =2 RARA L b, A X —TxA A, 7u— FrEA BILWosquery &\
DSHEHDOT—F L a— KRz AR—rInET, &7 —FLa—RFE, 74—V FOF—LEOT DLy T
T UFORIZ, 74—V R¥—, 74—V 4, BLORED T 4 — LV RX—BHFIET HT— XL a—RKoar7x
ARMZERLET,

Ta4— |T4—ILF2 T4—ILEaVTH|T4—I)L DA

JLEF Ak

*—

agv AgentVersion endpoint =2 NITGAT Y RO T N =T oN— g,

1 major_v.minor_v.build no M. (Cisco Secure
Client Network Visibility Module 4.9 LAF%) ., ®v b U —
7 7a—RNERINDTY RRA Y FOWEET /SA |
074 LTS a—H+—4 (Authority\Principal JE3X)
RAA va—HF—iF, TS RIZa—hLrTal L L
TWpha—HF—LRIUEATREINET
(MYDOMAIN\aduser F 7= 1%
SOMEMACHINE\localuseracct 72 &)




T4— |T4—ILEA 4= FarTX| T 4—IL FDFRHA

L E Z bk

*—

aliul AdditionalLoggedInUsersList flow (Windows ®#) nvzFlowLoggedInUser LAZ DT /31 X
a7 LTnpa—F—nU A (Fx—¥—(
SessionType:AccountType: Authority\Principal D TF*
Shb)
il : rdp:8001: ACME\Smith
console:0002:<machine>\Administrator

GE)

D7 4=V FRIE, FEVAT LT OB ADGEITZET
T

ampguid | AMPGUID endpoint Cisco Secure Endpoint (AMP) ®O—FE DT RAKRA v b
ID

cppuid | CreationParentProcessUniqueldentifier | process Mg 7 e A& ER L7877 =& 20 PUID

ctm timestamp T RRA U NT—FFFA v H—T =4 AL a—F
Dkt 2 A WA R T () FHEAT)

da SE5EIPv4T KL A flow Ta—NT s RRA  MINBAER SIS D IPva 7
KL A,

da6 DestinationIPv6Address flow Ta—MNTy RERA v OB AER SIS D IPve 7
KL A,

dh FlowDestinationHostName flow Fv hNT—Z 7a—Rxzy RFA 2 MIEE S 5650e
T RLUADFSE AL,

DP DestinationTransportPort flow Ta—NRITy RS v FSLERINFmER— &
o

ds FlowDNSSuffix flow TURRA N TRy NT—T7 7ua—0N A ESn- L x
I —PF =2k L T\ ek y h U — 27 TRIE SN
DNS %7 ¢ v 7 A,

fd FlowDirection flow TV RARA v FTEAENEZT7a—0FE, EESINDS
2Oo0fEIF0 (Ah7e—) &1 (Hh7v—) T,

fems FlowEndMsec flow Ry NI —7 70 —PN RKiRA VN TCETLEEXD
2 A LAZ T (I UFHEAL)  (Cisco Secure Client NVM
4.9 EEDHE)

fes EndSeconds flow Xy NU—r7a—RNxy RARA Y hCRETEINTEEX

DEALNAE LT,




TJ4— | T4—ILEA T4—ILE3>TX| T 4—IL FDERHA

JLF Ak

*—

fsg FlowReportStage flow Ju—la—RKORAT—, 0: & T 7a—La—R,
1:Bts7e—La—F, 2: /P77 —1La— K,

fsms FlowStartMsec flow Xy hU—r77u—NRNT RiRA v F TSNz & &=
DIA DAL T (I UFEAL)  (Cisco Secure Client
NVM 4.9 DIEOHA)

fss StartSeconds flow TV RRA VP TRy NT—7 7a—0h S & &
DHEALNAR T

fv FlowVersion flow 7 74T v b B iE(F S HL7z Network Visibility Flow

(nvzFlow) DO/ —T g

hh HTTPHost flow HTTP/1.1 85 7 4 v 7 ® HTTP 7R A b~y X —DHNE

hm HTTPMethod flow HTTP/1.1 R7 7 4 v 7 ® HTTP XV v RONE,

ht HTTPTarget flow HTTP/1.1 87 7 ¢ v 27 ®HTTPURL ¥ —7%7 » F DN,

ibc InBytesCount flow LA¥A4DZ RiRA > N TOBED 7 —HIzx 7
0 — RENTZEFH AL ML (L4~ X —%FR<) &

ii Interfacelndex interface TR —FT 4 VTV AT R L > THEIRT-x Y
T—J A B—=T 2 ADA T v I A,

iid [InterfacelnfoUID] flow A H =T 2 A ARXZT—HDO—E D ID, Interfacelnfo

interface La—RinbA v F—T oA AR BT =2 2R T 5T

OIHEHLET,

im InterfaceMacAddress interface A1 H =T ADMACT KL &,

in InterfaceName interface FARV—FT 4 VT VAT AL o THRESI TR > b
D=0 A B —T = A AT HTHDLH,

ist TrustState interface InterfaceDetailsList 7> & f#HT S 41 FE T, T 4Lid STATE &
43 T3 (#5]: STATE=Trusted) ., Cisco Secure Client VPN
MWT 7T 47 THDHH, INDIZESNTT A ANE
FHCEDHRXy hT—7 EIZH D B L TnET,

it InterfaceType interface A B =T ZADEALT (B, VAL A, B

Z—. VPN, k% k., Bluetooth72 ) . X hU—
7B AT DFNZE,




44—
JLF

TJ4—ILF%A

J4—I)LFaVTFFx
Ak

74—l FDEA

liuid

LoggedInUser

flow

ZDT 44—V RBRZEOEE. TR R IZae A LT
BHa—WF =Ry, 22— —3 RDP, SSH 7¢ &%
MLTUVE—RTT A AR A LTWNDH I EER
LEd, ZOFEE, livida 7 4 —/b R & lividp 7 4 —/b
RHZEZ72 0 £¥, a—F—iFRiEsI &k ot 27
BTy MERNOLERGTE T,

liuida

LoggedInUserAuthority

flow

T hU =7 7 u—=PERENLWET A AiTu 74
Y LTS a—P—H OMEIRESD,

liuidp

LoggedInUserPrincipal

flow

Sy MU= 7 —RNERINDEWELT A RiZa 7 A
YL TWABZ—F—Z DT Y LSS,

luat

LoggedInUserAccountType

flow

AccountType DH|FIREND, B A 2 —F—DT
N NEAT,

mhl

ModuleHashList

flow

nvzFlowModuleNameList {2 B#F1T 5 TWDHEY = —
D 0 ELLED SHA256 /N> 2DV A b,

mnl

ModuleNamelList

flow

Tu—%ER LTt A Lo THRA RENTWVSE
Ca—NAO0HLU EOLFIOY A N, ZOARNIIE,
dllhost, svchost, rundll32 72 EnHdaTF DA A >
DDLLEEHDHZ ENTEET, £/, IVMDjar 7 7
ANVDATRTRE, RA RSN TWAMD I AR —FR 2 K
EEHHIELTEET,

obc

OutBytesCount

flow

LAYADTY RRA » hTORBED7a—picT v
02— RSN EHAA M L4~y X —%R<) o

osn

OSName

endpoint

TV RHRA Y MDA RV—T 4 VTV AT DOLHI
(WinNT72 &) , Z DO4HilL, AnyConnect VPN 7> 5
ASA IZIEE SN DML —E L ET,

osv

OSVersion

endpoint

T RRA LY NDOFR—F 4 VTV AT LDIR— g
> (6.1.7601 72 L) Zd/3— = 4%, AnyConnect VPN
NG ASAIZEREN DM E —B L £T,

pa

ProcessAccount

flow

T RKRA L M CRy NU—T Tua—%4KT 57 7Y
TevarpRETEnary T XA RTO
Authority\Principal JEXDSERE/MT 1T 2 K,

paa

ProcessAccountAuthority

flow

TURKRA L N TCHRy b= T7a—%4AkT57 7
=g URFETENTEI T XA NTOREMT
7 v N OMERE ST




T4— | T4—ILF4A T4—ILFaVTHF | T4—IL DA

JLK Ak

—

pap ProcessAccountPrincipal flow T RRA YV N TRy NT— T7ua—%4kt+ 577V
=g UNEITENTZ AT XA N TOESEMT H
U hNDT Y T VERS,

parg  |ProcessArgs flow Fy hU—rTu—%E LT AD I KT A
8%t (Cisco Secure Client NVM 4.9 LI DA

pet ProcessCreationTimeStamp process TRy Z PO T o ZAOVERRE (X VU #EALD) |

ph ProcessHash flow T RRA L MTHRY NI =0 T —% AT 2 FTHA]
HEZ 7 A NV D—F D SHA256 /~ v ¥ =,

pid Processld flow Iy NU—r 7ua—%iEL7-7ak 20k X ID

(Cisco Secure Client NVM 4.9 LIBEDIHE)

pil ProcessIntegrityLevel flow =AML AYLT, TR EROLF T2 N (T A
o, TatA FRIFIALY R) BOE#HEERLE
R

-PN ProcessName flow T RERA L TRy N7 7 a—% AT 5570
BE T 7 A VD4,

ppa ParentProcessAccount flow TURKRA VP THRy b= 7a—524AkT57 7
T—=va ORI ARETENTZaLTHFARNTO
Authority\Principal JTEEDERE/MT 1T K,

ppaa ParentProcessAccountAuthority | flow TURKRA VM TCHRy b= T7a—%4AkT57 7
T—a T ANETIN 2T HRARNTO
SERERTT T v N OMERRE 7

ppap ParentProcessAccountPrincipal | flow TURFRA L NTCRy NT—=7 T7u—%AfT 2577
T—aryOE T ANETEINZa T HRARNTO
SERIERT T N DT Y L rVERSY,

pparg | ParentProcessArgs flow I b= 7a—%fE L7 0k 20O~ R
Z A »Bl%% (Cisco Secure Client NVM 4.9 LIFEDIEE)

ppath | ProcessPath flow 2w "N —r 7u—%BE L7220 7 7 AL A
7 532 (Cisco Secure Client NVM 4.9 IR DIFE)

pph ParentProcessHash flow TV RRA VN THRYy NI—T T7a—%4KT 57 7Y

r— gy OETaE AOEITARET 7 ANV D—ED
SHA256 /N> =,




J4— |T14—ILFA J4—=ILRaAVTHR|T4—IL FDERHA

ILF Ak

—

ppid ParentProcessld flow Xy NT—7 7ua—%BiE -7 ut 20807t 2
ID (Cisco Secure Client NVM 4.9 LI DIGE)

ppil ParentProcessIntegrityLevel flow sEEMELVE, TR RO T2 b (T 7
AN, TavA FEFEALY R) MOEHEAERELE
R

ppn ParentProcessName flow TV RRA LV TRy NI 7ua—%AlT 2577V
r—a rORT mE RDATH,

pppath | ParentProcessPath flow Fy hU—r T7u—%Ba L7 o AOHEDO T 7 AL
VAT LINA

ppuat | ParentProcessAccountType flow AccountType DFIZEIREND, Bl ATH Tk
DT AV bEAT,

ppuid |ParentProcessUniqueldentifier | process £ 0SS THEINDBL 7 220 PUID

pr Protocolldentifier flow KT7a—|ZEEMfT Ny NUY—27 e haLE
o BUE, TCP (6) £ UDP (17) OAZZEHHR— LT
WET,

puat ProcessAccountType flow AccountType DFIFIREND, oA T AT FD
T NIAT,

puid ProcessUniqueldentifier Tu—7nrut A 7a AD—E O,

qid QueryID Osquery 7 — % K7 VKT 831 FO—FEDID, FH&HID 434

MIxZ 2 =TT A4 ZF SN, FED 43 MI7 =

VAT 7 ZRHICTPRSIVET,

qir QueryJsonResponse OSquery 7 — % N—= Ul STz JSON IR H ),

qpi CurrentPage OSquery 7 —# 7Y DIJSONIEERRET I THETERWEEND
5 7=, Network Visibility Module T JSON H /7 & ~—>
HWLET, ZOT 40—/ NiE, BIED L =— NITIHE
THOR—=VERLET,

qpn TotalPages OSquery 7 — % JSON 300 1T B Te~— 2 DL,

qt QueryTimestamp OSquerydata H57E @ UDID ¥ X U qid {Z%f L C osquerydata 9T

DOR—=I5MENzVa— R BT H A LAZ

7




T4— |T4—ILEA TJ4—ILFaAYTX | T4 —IL FDEREA
JLE Z bk
*—
qv OSquery Version OSquery 7 — % T RARA 2 h ECEITSNTWVWAHOSquery Y 7 h 7 =
T D= gV, @I major v.aminor v.build no D
*®
sa SourcelPv4Address flow Ja—Nx RRA v N TERIN-A Vv F—T A R
DIPv4 7 RL X,
sab SourcelPv6Address flow Ta—NTy RiRA v N TCERKENTZAVEZ—T A A
D IPv6 7 KL A,
sm [SystemManufacturer] endpoint T RARA > hofETE (Lenovo, Apple 72 L)
sp sourceTransportPort flow Ta—pIy FEA N TERSNEEE TR N E
7%"0
SSID | SSID interface InterfaceDetailsList 7> & f#HT 4L E 9, Z4iE SSID #i4>
T9 (] : SSID=internet) .
st SystemType endpoint
udid | UDID flow Fv FT =7 NOFKT Y RRA ¥ s O—B O T,
endpoint N— U =T BN ESER KO RS, ba—F
interface =DV —AZBEEMT SIS hE T, Zh
I%. AnyConnect VPN 75 ASA ICXE SN AR UAE & —
OSquerydata HLFET,
vsn VirtualStationName endpoint TV RARA » N TERESNTZT /A A4, (Boris-Macbook

%E) o RAL BN~ oERIT
[machinename].[domainname].[com]
(CESA-WIN10-1mydomain.com 7¢ &) (2720 £,

NVM O RV 3DHRA D7 A 7o+ —)LDHREIF

Network Visibility Module =2 % / — R THEIRE SN DR A NMUT 7 4 7 0 4 — VR EITRD LD TH,
o A4 237 K acnvm.conf 7 7 A /L THERK S 4172 netflow_collector port "¢ "C ™ Network Visibility Module 75 A |k

DUDP N7 7 4 v 7 &ZFAILET,

« 77 kN7 R acnvm.conf 7 7 A /L TR E S 47 (syslog flowdata server port, syslog sysdata server port,
syslog_intdata_server port, 33 J U\ syslog processinfodata_server port D) FXiE ¥ 4 syslog server ip 78— h~® UDP

NFT7 4w DREFHFTLET,

VL7 ANLOMOTRTOERFL LORE

0y 7 ENET,
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cT7 Ty 7L

GV ) —ROMDY 7 Ny 2 TITHERWRY T



Network Visibility Module A L2 2Dty 7 v 7

Network Visibility Module = L' 7 # &t v F7 v 7 ¢ 5121E, IROFINEIZTENE T,

1. Linux CT® Network Visibility Module 2L 27 ¥ DA VA M=)V EIIT v 77 L— R (11 ~—¥)
EJelBs
Docker f A—YDOEJNL K (11 R_—) |

2. BEATEFORA POV —_"—=Tntw 20K (11 =)

3. Network Visibility Module =7 % 7 0 —D 7 4 L ZE (12 X—27)

ZO%, LTFOaLv X0y AR— b OF T ay (135—) (Z#ERLET,
Linux T® Network Visibility Module ALV 2 DA VX b—J)LFEIET7 Vv TSI L—F

FIE

ATwF1 CiscoY 7 by =7 Zra— K H$A hh 5 acnvmeollector-version.zip 2 4 7 > 12— K L EJ,

ATV T2 Zip 7 7 ANEEEDO T L7 b ICHEL £,

ATFYT3 FHALAF—ADOBRLSIE. AL XDy ZAFE— R OF T g (132—) . a7 % DILS D%
E (14 X—7) | F7=IINetwork Visibility Module =7 # 7 a2 —@D 7 4 )L ZMEE (12 X—) 12~ T
REEEZER LET, Ty 77— KOS, BFOXREIRFEINET,

ATy T84 A=~ —Y — R Cinstallsh A7 U 7 M & FEITLET,

Docker 1 * —DEIL K

Docker =1 > 7 T Network Visibility Module = L 7 % 2 %E{TT& £7, acnvmcollector 7 7 - /L{Z1%, Dockerfile 1 A —
UNREENTWET, Docker £ A—T % E/L KT H72HD /3T A —H L acnvm.conf 7 7 A /WK FT 572, Docker
A A=V HEN T HENS (WEIZ L T) acnvm.conf 7 7 A /VOFRE Z ST 50803 H Y £9°, Docker 7 7 A /L
EELT AL YT, AA—VEELRLET,

docker build -t nvmcollector

I LT EPR— R 2055 TY v AL, syslog h—"N—MRRE LKA EIZHDLT 74V FRETIE, ROXIICATIL
£7

docker run -t -p 2055:2055/udp --net="host" nvmcollector

BHATEEODRRA MDY —N—T O XD

Network Visibility Module =% 7 ¥ O~ /L F a TEWEEZRE L=V, 7402 V) o THREZ A& i3 cE 9,
ZOFEEL, EIZLinux DA YA M= EFETLESRICEHINET, 774V F TR #EO= T EZFFORA T
FATTDHE, AL 21Ea7 SEIEOF—A—F e A EERLET, TobXEREL T, 100F—A—TF
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https://software.cisco.com/download/home/286281283/type/282364313/release/4.10.03104

B ADBRFITTEN, 2200 —R_"—=TutvRAEFTTEET, AT a7 A zlhcdsd47arbdhh
ij‘o

T NFTFuty o TR L TH—7 e A2 FETT A0, kOXLHIZLET,
{

"multiprocess":
{"enabled": false}
}

20D —N"=T v AEFTTHITIFTRDO LI LET,
{

"multiprocess":

{
"enabled": true,
"numProcesses": 2

}

Network Visibility Module 2 r 2 2 2 0—M 7 4 )L X ALIE

ax 7 XL, BIOISONKRY o —T7 7 A L TERZRSINTWDAE T ardD3onr7a—7 4 vZ ) o 7E— K (GE,
bR, ATV R) ZHR—FLET, axZ ZOERBFHIARY =T 7 A VORRERETHMLERHY £3, =
X7 Z1XT 7 )V kTl Jopt/acnvm/conf/acnvmfilters.conf 7 7 A VIZRTF SN TCVWDH R Y —52 B L ET,

R —DBHEELBRWGE, 740 ) 3Ny, T _XToO7e—MLUuElEn T2/ AR—hENET, 32
DT 4NEY o TE— RIRO LI ICEMELET,

s [82& D (Include Only) ]: 7 74 /L F Tk, @AEL—Z—HLARWRY 7a—F ey 7EhET,
o [B4h DA (Exclude Only) |: 7 7 #/L hTiE, BRAML— M= L72WRY 7 —RE S ET,

«[AE + B4 A7 U R)  (Include + Exclude (hybrid)) ]: 7 7 4 /b hTiE, 7 a—»2NgEE L — /)DL —
VZ—H LG axRE, 7r—id ey 7ahET,

EN—UIISONT 4 7 v aF U L LTHRESN., EF—ELEOKET T —7 4 —/L K &RinF—¢ —E175)
DO—HHEELIREELET, XFHN T A — IV REATTIEI 74 v IV RATAL NV RI—RBYR—F &N, TRAZYRAIT
RENET,

FTRTHDNS 7 a—%k45 9 561
{

"rules":

{

"exclude":

[
{"dp": 53, "pr": 17}
1

}
¥ED DNSH—N—A~AD 7 O—%B5 T 545
{

"rules":

{

"exclude":

[
{"dp": 53’ "prvv: 17’ "da": "1.2.%"}

12



{"dp": 53, "pr": 17, "da": "8.8.8.8"}

}

Angry Birds (Android 7 71)) A5NHT7A—%FIREL. DNS 7A—%HERT 541

{

"rules":
{

"include":

[
{"pname": "com.rovio.angrybirds")

]!

"exclude":

[
{"dp": 53’ "pr": 17’ "da": "1.2.*"}’
{"dp": 53, "PRP: 17, "da": "8.8.8.8"}

ALYEADIVRR— DA T3>

BUIE, 3L X1y ZR—213, syslog, Kafka, E7-lda—F—MEDT Y 2R~ (HAX LTS TA 5 %

PR—FLTWET,
Sydog T4 RAR— ~DEXREH!
{

"exporter": {
"type™: "syslog",
"syslog server": "localhost",

"flow_port": 20519,
"endpoint port": 20520,
"interface port": 20521
"osquerydata port": 20522
"processinfodata port":20523

}
Kafka T4 XR— FDEREHI
{

"exporter": {
"type": "kafka",
"bootstrap_server": "localhost:9092",
"flow port": "flow",
"endpoint port": "endpoint",
"interface port": "interface"
"osquerydata port": "osquerydata"

"processinfodata port":"processinfodata"

}
NRABLTST4 2D

TITAL L APIICKH LCHAT A T TV EBEST L LT, FAM T4 7 CH I—REALTCalL s X0y AR—

MERRAZILECTEXET, DAX LT T 74V EHHATHIZE. AL vaLb s xoD
{

"exporter": {
"type": "plugin"

U

AX AE

(ZHERIR R E DT,
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aL%9 % DILS MEETE

F—H N DTLS fH T2 L 7 Z T LREITHEE &N D X 912 Network Visibility Module (NVM) % 3% CT& £4°, Network
Visibility Module 7' &2 7 7 f V=T 4 X T, [BF¥ =27 (Secure) | T = v 7R v 7 ANRA N2> TWDHEA. Network
Visibility Module /& s 7 > AR — K~ & L TDTLS ZfH L £ 7, DTLS e 2 e S 572 12i%, DTLS — 13— (=
L7 &) GEENRT S RRA MR TEESN TV ORENDH Y 9, FETERVGERFITIA Lo MUELR S
NEF, PR—FSNDOHRNASA—=Va EIDTILS 12 T, a7 2, tF a7 E3EeFaT7onFnhot—
RTOHBEREL £
WROFEAEEM B2 SN TWALERH D 77,

c ALY BHHERENEZET = — N7 747V Mo TEHEINTWDOILENRH Y £7 (Cisco Secure Client (213
WEIIFELEEA)
FEEIL PEM BN TH A LERH Y 77,
FEEX — O /XA T — RIH AR — h LTV EHR A (Cisco Identity Services Engine (ISE) 36 L UV O NERRGERIC
‘JZ‘%:) o
Cisco Secure Client TEFH SN TWHIEHETHIUL X7 X TIXEOFEHETHLHHTE ET (& 21X, AR
Public Key Infrastructure (PKI) 0Z DO L BN TWAREAEREHEINLET) |

Cisco Secure Client NVM 7’12 7 7 A )b L 7 X O EIX, AEBAEOLES (CN) BEHAT L oIS\ T, 1P

FIIEFQDN ICRET HMENH Y 7, IPT FLAREREINHAEIE, FICFQDN MBS ET, IPT R
VAEMHATDHE, a L7 ZFGEHEO CN £7233 7V =27 MUE4 (SAN) 1220 IP BHETT, FEBEIC

CN & L CFQDN 238 £ 534 . Network Visibility Module 7’12 7 7 A /W22 L7 &% L6 U FQDN 28 & % M 33

b ET,

.

WERR 7 7 A VN EHT S 7= 5, Cisco Secure Client Network Visibility Module H— & A & F2#) L £9°, ISE 7213 ASA
MHTyvad N7 v 7 7 A VET T, Xy hU—=7 o0l L THERT 2 LENH D 7,

DTLS ALV X DE&HETE

AL T B ERA T DTN, ATROFIAEFITLET,

IR&H BHIIZ
oL/ Z DILS OF%E (14—2) B/ arZRLUTLITEE N,

FIE

AT w71 Jopt/lacnvmicerts 7 4 L7 b U ZERk L £ 9,
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ATw 72 EAEEZa LV XICHEATE 5 X512, FEHE L X —% Jopt/acnvm/certs 7 4 L' 7 b VIZIRTFL £ 3, FEMA
ELWEX—T7 7 ANVPPEMERTH L Z L 2R LET,

AT wF3 =~ Fsudochown -R acnvm:acnvm certs: ZfEH LT, 7 4+ /L Z OFF#H & 7 /V—7 % acnvm:acnvm (Z
EHELET,

ATwv 74 2~ K sudochmod 400 * C. /opt/acnvm/certs (Zd HAEHE L E X —7 7 A )LD T 7 & AFFA] % 400 |Z
BRELET,

ATy TS FEAEL F—ZFH L Cacnvmeonf £ 7 > a U ERELET,

ATwT6 REEEHAZEOHEN N TE /-5, sudo systemctl restart acnvm.service T L7 X Z FiEL# L £,

AT w71 sudosystemctl statusacnvm.service 2~ > RZEH LT, 2L 7 X DAT—X A %fER L £7,
{

"security": {
"dtls enabled": true,
"server certificate":"opt/acnvm/certs/public.pem",
"server pkey":"/opt/acnvm/certs/private.pem",

}
OB EIZRD X H 12720 4,

"syslog server ip" : "192.0.2.113",
"syslog flowdata server port" : 20519,
"syslog sysdata server port" : 20520,
"syslog intdata server port" : 20521,
"netflow collector port" : 2055

}7

ATy T8 A—s8—a—H —HER sudofinstall.sh Tinstall.sh 227V 7 23T L$£9,
ZOT AUy MIIE, install.sh A7 U 7 N &BFITT B 720D sudo MR F 72 1L root &, acnvm H—E R T
7 b OMERDB VBT,

aL% 43 mDTLS DEEE

Network Visibility Module 35 & U Network Visibility Module =2 L7 # %, mDTLS €— R CHEITT L L) IR ETEET,
IIAT VB —=R"—=DT AT T 4T 4 kT 5 (DTLS) 7217 T, h—"—DO mDTLS E— KT/ 747
VRDTAT T AT A ERAET AL TEET, 20— FTIE, ¥X 2727 — X EEZ il LT DB & ik
NTEET,

Sy N —J DR T 0 7 7y A V2T 4 X T[7 74T > MiRiE (Client Authentication) |5 = v 7 R v 7 ANA/Z
725 TWT, FEEO —BIHENEE SN TV 584, Network Visibility Module Tix b7 > AR — k& LT mDTLS %
FEH L E7, mDTLS ##t CTl&k, 7 74 7 FMEHAER S —AN—Z Lo TEHINLIVNERH Y £F, aL s Z L3
TDOIIA T bOBIGFNFELE—F FEEF=7, DILS, £721E mDTLS) TEMEL £,

mDTLS EDa LY 2 DEFE

mDTLS & — R CEITTHI121E. ROFIEIZHENE T,
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1R BHHEIIZ

27 % mDTLS OFE (15 X—) ZFAHAET,

FIE

ATy T
ATy T2

ATy T3

ATvT4

ATy TH

ATvT6
ATy 17
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74T h®D/— |k CAGERES "Jopt/acnvm/certs" 7 4 L7 b UIZRTF L 77,

ROa<wy REFHLT, T4V 27 NYVOFAEEHEEIN—T% "/opt/acnvm/certs" 75 acnvm:acnvm (228 5T
LET,

sudo chown -R acnvm:;acnvm certs/:

WD~ KT, Jopt/acnvm/certs |2 HREIE L EX—7 7 A VDT 7 AFFA[ % 400 IZERE L ET .
sudo chmod 400 *

acnvm.conf DX 2 VT 487> a E2EH LT, LTEBEMLES,

"security":
{
"dtls enabled": true,
"mtls enabled": true,
"ocsp strict": false,
"root ca": "/opt/acnvm/certs/root ca.pem",
"server certificate":"opt/acnvm/certs/public.pem",
"server pkey":"/opt/acnvm/certs/private.pem",
}
mDTLS O4 ., dtls_enabled & mtls_enabled Difj /5 % true IZFXET HLENRH Y £
9, /opt/acnvm/certs/public.pem 7 7 A /L & Jopt/acnvm/certs/private.pem 7 7 A JWIZ, P— N—FERE L —
N—REEX =B ENENET DRBERHY £, 7747 2 MEWED /L — kb CA R
/opt/acnvm/certs/root_ca.pem 7 7 A MZIFET DLE RN H D 7,

IV ETE, 7747 FEAED OCSP A7 — % A LR L E T, ocsp_strict % 712 & 5T, OCSP A
TR AR TERNT TA TV I OER i a L 7 ANERTHIVNENHLHNE I DERELET,
ocsp_strict 2% false I[ZEXE SN TWDEHE, 2 L7 X E 7 = — LA —7 2 F— RTEITE4L, OCSP FRAEAN
KL AETHLERNPHTF A SNET, tue ITHRETDHE, 7747 2 FEHED OCSP A7 —X AN IE
FATHEES AL, KL TRV RICO BN T S E T,
BELIEHEOWMMN TEX AL, ROa~<wy REFEHALCaL s X 2EHEE L £,

sudo systemctl restart acnvm.service T L7 X ZFHE L £,

sudo systemctl statusacnvm.service =~ > R LT, abL 7 X DAT—Z AZfgid LE7,
A — 8 —a—HPF —}E[R T installsh 27 V 7 N2 FEIT L ET,
sudo Jinstall.sh

ZOT AT ML, installsh A7 U 7 &2 FTT 570D sudo MR F 72 13— b ~D7 7 A & acnvm
P—ERT I T N OHERNB LI T,



Network Visibility Module ® 1 > X b— )L DREE

A A N—VHEE L7256, Network Visibility Module 73, Cisco Secure Client @ [{E# (Information) | &7 > a > NIZ
HD[A A= NEHREY 2—/L (Installed Modules) 112U A kL E T, Network Visibility Module H— B A3 = >
RARA L FTEITSNTNDMNE I BROT R 7 7 A NPRERT 4 V7 MVIZHLNE D NEMERLET,

ALY RADAT—RADIER

LY EPRFEIZEY RARA Y DD IPFIX/eflow 2ZE L TWAH Z E 2R LT, I L7 ZNFITINTND Z &%
BLET, aRxZ ZRFTINTORWEARIL, 774 /L® acnvm 7 5 7 2 MHEBR T /opt/acnvm/bin/acnvmcollector 7
FATRFHFAI SN T DR L E T,

aLY22ZEY—IL

a L7 2By — /L1, Network Visibility Module = L7 ¥ DA A b —/LB LR OMEEZ N7 7y 2—T 1
TY B0 T =2 B WETHODa~v Ly RIA Y — LT, ZOY—LlkoTus, AT—4 A, BWiFHHRH
IXEE Z 1, ZF4% Cisco Technical Assistance Center (TAC) TOHHIZHEHACTEFE4, NVM 2 L7 X NFEITINTWD
T /34 AT acnvmeolldiag V —/V & EIT L, A—R—a—H—L L Tavr RI7A4 VN ER LT, ZWiEHREINEL
£7

LY AE2EY—ILDET
PLFOa<y RIZLo TEITSIND X A7 L, /opt/acnvm/conf/acnvmceolldiagconfjson 7 7 A /W& DHER 7 7 A WVIZ

Lo TERY ET,

FIE

AT 71 Jopt/acnvm/bin/acnvmcolldiag - p < BfEREREFT DT ALY FJIRASE AT LT LI 2y — 1%
EE L ET,

AT w72 acnvmceolldiag &\ D T LT 4 v 7 AR zip 7 7 A AVDBMERR S, FBE SN SAIBREFES LTV D
ZEEMEER L ET

EXNGE LS TN a—Ta09
FERNTEEB Y TRWERIL, ROBEZHERL T ZIN,

cITAT UMD RRA L M a7 2oy MU — 7 Hi,

« I AT by RABA > h~D Network Visibility Module DA > A h— /L,

s T RARA LV MDOFXY T FHIZIPFIX b T 7 4 v IV PAERINTNDE T ENRINTWNDENE I D,
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s AL I HEDX T T X ZIPFIX N7 7 4 v 7 BZEBIOEBEINTWNDE I EIRINTWNENE I D,
e — RN —=F AL I DX T F I N T T4 T EZE LI EDTREINTWVENE I D,

« DTLS @454, Cisco Secure Client 7 7 A 7 > M= b 7 ZFEH#E 2 {E#H L. Network Visibility Module 7’7 7 7 A /L
X a7 ELTHAMEL TV DRERSH Y £, £z, a L7 ZRFEHERICREIN TV LLNERDH Y £,
74T hEav s ZORTDILS Z%T L TW5 5513, Wireshark WO DTLS b7 7 4 v 7 &7 )L 2 QLB
TOMENRDY 7,

Network Visibility Module 7—2 RX—XDH A4 ALK L TNV

C:/%ProgramData%\Cisco\Cisco Secure Client C Network Visibility Module 7 — % ~<X—Z2DH A XRPERK LT D Z LIZA
DWW E, v X7 AT P LEESN TV ER A, Network Visibility Module 7 4+ /L4 & SQL 7 — & ~X— A%
YA XOYERETR L, EBICT—ZR L7 ZITEEIN TN L AR L TWET, Network Visibility Module ¢
DOF v vakih, BEXOXy v 2 ZBT 58SV Tk, [CiscoSecure Client Administrator Guide] @ [Network
Visibility Module | DF THH I AL TWET,

BTSSRy IV DEREZEN

Cisco Secure Client Network Visibility Module 737 = —{F# &4 XET 5D, FHTE L2 32y FUV—7 RIZRGENET,
Cisco Secure Client DfE#H+r v U — 7 faH (TND) #iEZHHAL T, = KRSV IREHETE S 3ry hU—7 EIC
HEMEIDEFEH LET, xv FU—7 OIREEIX, VD Network Visibility Module 7 — % &= 7 A7R— kL, WOl
W77 — X IUER Y > —IZ# AT 2 0 & RET 5 72912 Network Visibility Module |2 & - T H &1 F 9, Network
Visibility Module {213 H O TND @& ENH D £, ZORETIX, SSL 7B — T REHEFAHDEETE 5~y R K
WZHE S, IEICREAERMLEIZ 20 £7 (BlEFREREE) o Network Visibility Module @ TND [ NVM 7' & 7 7
AINVTT 4 X THREINFET, Network Visibility Module @ TND 235% E S 4L TV 2V AL, VPN £ =2 —/L D TND
RENTHAT L LT

N

CE) NIy hU—Z4NDEFEL TV AEE. TNDIZDNS BR 21TV, RE SN — 3~ SSL ki 2 TST L
koL LET, YAITIE, WX Y NT—=ZHDT A AT DX 5 2RBRIZ K - TN O4 BT i S
BB D Z 2SO, =AUV T 2O E2BED LET,

B Yy FU—Z7RHIE, VPN 2 AR =3 FBBRETHEMA STV 5008 5 0NZBIfRZe <. VPNIZMER S 415 Cisco
Secure Client 7’12 7 7 A /L (xml) THRE N FT, TNDIX. CiscoSecureClient” 2~ 7 A L5 4 XD [RE (#I— b
2)  (Preferences (Part2)) 1™ [HE) VPN /R U > — (Automatic VPN Policy) &7 v a &K 5 2 &L THMIZ/RY £
F. VPN ® TND /%, DHCP f#HCT%Z/E L= (KA A 4 & DNSH——) ZHLEJ, DNS H——F ik
RAAL % (HDHWIETOMST) PREME —BT 556, 2y PYV—2Z3EHTE 2 L RS ET, VPNIE, TLS
FAEHER—ZAOTNDRH Y AR — M LET, 7747 MBMEETE D%y NV —72 ElZH D & Z1Z Cisco Secure Client
THRITTDHT7 7 varzRELET, exid, [BEINZRy T —2 KU 2 — (Trusted Network Policy) ]335 KO
[EE I Tty hU—2 R v — (Untrusted Network Policy) ]% [ff % L72\> (DoNothing) JIZF%ETE 9,

TND D% EMNIE L < 72 & | Network Visibility Module TRIBEZN A L EF, By N —ZBHZ2THEEL D O
T~ VAT DO, ROT 7 a2 FTLET,
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https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client-v4-x/model.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10/nvm.html#reference_odw_v3c_11b
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10/nvm.html#reference_odw_v3c_11b
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10/configure_vpn.html#id_100236
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10/configure_vpn.html#id_100236

« TND % ENE LW Z & 2R L £ 9, Network Visibility Module CTlE, EfECE 5%y hU—7 RIZHDHHEAITD
7%I7XT“—}"E?Tb‘iT 5072 IND % E & LT, 3 DD DNS = "—RH->ThH, 3 ONERIINL TR
ERERDHY FT,

« TND VPN RENOLEHTE D KA AL U Z2HIBRELET,

cVPNDOAFY v MGHRTEILHEICZLZZADIPT RLAZEDET, 2 LI EZDIPT RUABRATY v F ot
JMZEENTEOLT, BEHTERWEES., X137V vl A4 7 —T x4 ATEEINET,

CollectionMode WHIFED (FFEHEZIIFEEINTWARYY) Xy FT—Z TNET L LI ICHESINTND Z & &k
BLET,

« VPN.xml 33 X OYNVM_ServiceProfilexml 28 1E LW 7 # V125 2 L 2R L TonD, FEE L £,

« 3T Cisco Secure Client — B2 Z[hs L T bAFIE L E T,
* DNS #— = T8t L CO D NEBICEERE SN TV D Ry b —2 &N T U ALET,
+ 70 % Y OBHTO TND BRI H— SR TOEEA,

DS5AT7RMIVRRA Y MEITOOTDIRE

Cisco Secure Client DEIWED kT 7V 2—F 4 > 7 %4T 95 1Z1d. Network Visibility Module = > 78— > | “C Diagnostic
and Reporting Tool (DART) % 4T L 9, Network Visibility Module |2/ E 723X CHw 7L, DART T L > TULELX
NET, 7 77 ANRREREZNELET, Windows 7 7L F é FRGHTIZH D £3, Cisco Secure Client T
Network Visibility Module @1 X h B2 —7 ZFH-XFE 7, macOS LW Linux ® 2 7 |X, nvmagent D 7 1 /L X JLELT
S E7,

Network Visibility Module A L2 2 DA > X b—JLIZKERT 5

AL EDA A NP ETNTA VANV AT YT NOFETHIZ, VAT LrTT 4 L7 kY IZ Acrvmceonferror:line
number 17: expected key string A v & — VN FER SN HGE T, REUIR D o~ ETTIRD R =B iHER L TL
ZEN,

Network Visibility Module 2 L 42 D#2EHZ KT 5

acnvmcollector 7 7 - /L Jopt/acnvm/bin/acnvmcollector T2 — ROEITIZKRM L7=HE, 2—PF—B LRI Lv—7I1C
acnvmcollector @ eXecute 2372V NRIEEMEN H Y £,

aOx>oLRN)LEaLys2n/iN—oay

a7 X DA—T 3 0, Joptlacnvm/bin/acnvmceollector -v =~ > R THG T £,

nX T L)L ET Ny JICRET AT, acnvmlog.conf 7 7 4 /L C logdcplus.rootL ogger =DEBUG, STDOUT,
NvmFileAppender ZfEH L £3, 7 72% k@ L ~ULiE INFO T,

DTLS D fElzE
DTLS 23R E SN T4 @ acnvm.conffile [Z72W 2 & 2R L £,
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P N=F =) . NAT— FF—DMBEDENYR—F SN TRV 2R LET,

Network Visibility Module A L2 2 DFEE KF 1 4 >

BRI SOV T, RO~=2TESR LTI,

+ [Cisco Secure Client Administrator Guide, Release 5.xJ] @ [Network Visibility Module ] % : Network Visibility Module
EXDBEDT 0T 7 A NTT 4 ZRA VLY v a 3T A —F DFERR

« [Cisco Network Visibility Solution] = I = =7 ¢ ~3—1" : Cisco Endpoint Security Analytics (CESA) O =— —[n]
i} Splunk &' A K

» [CESA Built On Splunk Quickstart POV Kit and Deployment Guide] : Cisco Endpoint Security Analytics (CESA) —=—
P—DMIE D EFEE T IXFERBOEAZ Y NT v 7 55k

+ [Cisco Endpoint Security Analytics (CESA) Dashboard Overview and FAQJ : CESA =—%— 4% v o = /R — N % B
T B2 DI TR
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https://community.cisco.com/t5/security-documents/cisco-network-visibility-nvm-solution/ta-p/4309844
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-built-on-splunk/ta-p/4064998
https://community.cisco.com/t5/security-documents/cisco-endpoint-security-analytics-cesa-dashboard-overview-and/ta-p/4275527
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