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s i 7e 7 — R U = A OEIRZH 2L (Enable Optimal Gateway Selection) | (OGS) .,  (IPv4
7547 h®DH) : CiscoSecure Client Tix, 77 K MU v 7] (RTT) Z&E25WT
Pt £ TSI RE R E X 2 T S U o A BRFE S, ENREIRENE T, I
W&, 2= —=DDNATLH R A F =3y N NT T 4 v 7 OFIEE /M2 Z
HLZEMTEET, OGS ITEF 2 VT A REETIIRL, ¥XaT7 F—bv=A 7T RH
MEIZZ FRAIRNTTOR— R AT ZI3FEfTESNEY A, OGS DT 77 1 71/
T 7T 4 TIEFEL, =0 Fa—FRZ0OEEZOLOEHEITE L L5127 H0E
IMERRELET, 7747 hGUID [#Hk (Connection) | ¥ 7Z& % [#fist (Connect
To) | Kevy 7 X v UX ML [HEHRER (Automatic Selection) [ BAFRRINFE T,

o [HFEEEER L& W MiE (FFRE])  (Suspension Time Threshold (hours)) ] : #f LW\ 7 — b
¥ = A FEROFHE ZIFOH TR VPN 2 —BEE 1L L TR BER D D i/ i %2 (B
FMEALT) ANLET, ROREFARENRT A—F (NTx—v A ELEWE

(Performance Improvement Threshold) ) & A& T Z D% KkiEE{b3 5 Z & T,
W7 — U= OBRE 7 VT 2 v VOFAT 2583 25 B OB O R O
W NT U ABERDITFHZ ENTEET,

o [RNT7 p—< A LELEVE (%) (Performance Improvement Threshold (%)) ]: ¥/ A
TLADERBICT TAT 2 "BBOCX 2T 7 — b7 = A ([T DEROHAE L 72
HNT p—v AR EE, FFEOR Y NT—7I1Zx LTI b O AT, &
W — RN oA BBIRT L L L 7 LTy L EmHNIc A &8 2 3 A
LI L EOMTHEHERNT U AERD ZENTEET, 774/ M 20% T,
OGS WAL EIE, ZOMEORELZ L —VPITADLIICT 2 LML ET,
OGS [ZIFRDHIFIFEHR H D £,
* Always-On Z g% L7IREETITEMECE A
s HE) v X UM AR E LIRETIEHEIECE £ A,
s 7uXUHBKE (PAC) 77 A NVERE LTRECTITEETE £H A,

cAAA PMEHENTWAEAIT. BMotEXaT A— T oA ~OEBEBEHI—Y R F
NENDOIZ LTy VEBAT LTI ORWZ ERH Y £, ZOREEIL,
FERAEZ AT D L E SN E T,

« [H#E) VPN 7R U 2 — (Automatic VPN Policy) ] (Windows 33 & ¥ macOS O &) : {5HEH* v
hU— 27 B & AN LT, CiscoSecure Client 2MEHH %~ T —27 RV o — L IEEHEFR ~
FDU—2 R Y o —IZfE> T VPN ##i2 WOBRME 72 I3E LT 2 2 BEIRICEHTE 5

[l CiscoSecureClient 7O 77 A LI F 1 %
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Cisco Secure Client 7O 77 A LT T4, FYT7 LR (Part2) .

KO LET, BHOEGE. VPN DO BIRE L OMEIIIFENCTORITH Z &N TEE
9, [HE) VPN AR Y > — (Automatic VPN Policy) ] Z#%E L TH. =—H L VPN i & T
HTHIECTE £,

s [fBHEINT=F v b T —2 AR Y — (Trusted Network Policy) ]: —#—3%EN % v b
U—7 (IEHEF Y NU—7) ITIFEET B5AIT Cisco Secure Client 28 VPN #5¢ T H &)
BINCSATT T 7 v a v,

o [BcfiEbk (Discomnect) | (T 74/ 8) MR > hU—7 B &b & VPN
B RS NVE T,

« [#5¢ (Connect) ]: EHAX Y MUY —Z PS5 & VPNERENSBIGSNET,

s [frd L72v> (Do Nothing) | : FEEEER >y MU —27 TIIEMEXH Y ¥ A, [EEH
SN=xy U —27 KU — (Trusted Network Policy) ] & [{E#EH I TUVVRUVDVR >
k7 —2 AR Y 2»— (Untrusted Network Policy) ] D5 % [fifd, L72vy (Do

Nothing) ] IZEXET % &, Trusted Network Detection [T M%) & 72 V) &7,

o [—FF1E (Pause) ]: —HF—NEHEAX Y FU—7 DI T VPN Ly v a &ff
SN LTI, BB E L TREINTZR Y FT—T7IZA->7234 . CiscoSecure
Client (X VPNt v ¥ a » ZERRRT 2O Tld/el, —FELLET, =—H—
NEHWMEER Y N —7 05 L, D& v 3 3 1% Cisco Secure Client (2
FOEHESnET, ZOEREEEHT L L, By NUV—7 DA~BEH L%
IZHT LW VPN © & a VAT D UNER R R DT, 2—FITL > TTH
HATT,

c[EEINTLAEWLSRY FT—2K1) o — (Untrusted Network Policy) ] : —H%—73
T¥Exy U= 0N GEEER Y U —7) IZHEET D%E . CiscoSecure Client (2
X0 VPN B A HEMICBIth SN E T, ZOMEEZHRTL &, 2—VMEEFR v
NI =7 DI D & EIT VPN B 2 AT 2 2 10k - T, EXx =2V 7 4 HEilkk

EOAHENTEET,
« [#6t (Connect) | (T 74/ 1) : IEEEFX Y hU—7 B ESND &, VPN
BNBB SN ET,

s [f7% L72vY (Do Nothing) ]: B8 > NV —7 TIIEMEEH Y AL, ZOF
TvarERETDHE, Always-OnVPN NENIC/2 0 4, [EHEINZF > b
7 — 2 7" 2»— (Trusted Network Policy) ] & [[BHE I TV RWER Y NU—7 K
) 2r— (Untrusted Network Policy) ] D5 % [{ffH L72v> (Do Nothing) ]JIZF%E
35 & Trusted Network Detection [ #2h & 72 V) 9,

«[EHEMN7-DNS KA A > (Trusted DNSDomains) ]: 7 74 7~ hMEEEER v FU—
TNICHFEETDHANCR Y NI =0 A B —T = A ZZEIV Y THZ LN TE 5DNS
Y747 A (Brr<RYYDLFH]) , *cisco.com 7R EN T IZEZY LEJ, DNS
Y7 4T AT, VANVRI—F (%) B R—basnEzd,

Cisco Secure Client 7O 27 A LTT 1% [}
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\}

(GE)  Network Visibility Module Z {5/ L T\ 534, {58 TX % DNS
RAAL e —N— TP FR—FSNEFE A, UL, Network
Visibility Module 73§ BRE ERDETE 2 —— LFEHEFE >
VaZHLT, 2= EHTEL Ry hU—7 BIZH D)
EO 0 57280 TY,

[ﬁ?ﬁéﬂt DNS #—/3— (Trusted DNS Servers) |: 7 74 7> FBMEEHFX Y h T —

WCAFET DHEICR Yy NI —7 A U F—T = A AZHIV Y THI LT 5HDNS
#wﬂw7%v2(w/vaﬂw®m7va)okkzﬁxwm&mzzwmm&l
T4, IPv4 £721XIPV6DNS H—"X—7 RL XA TlL, YA/ RAH—F (*) BHR— K
ENTVET,

* Trusted Servers @ https.//<server>[:<port>] : {§#{TZ % URL & L CGEMT HH A |k
URL, [[BI (Add) 127 V27 325L, URLBINSIL, GEAE A v 2 [THFRIIC
T=HBERVIAENET, Ny TaNRONLRWEGEEIL, 2 —FITk L CRERE
Ny Va2 FECANLTCEE Set) 127V v 73 5L51TkDdET— A vE—
UNRERINET,

BECE DEAELZHEH L CT 7 B AAHER X 27 Web Hh— 3—2, [GHETE 5

P—N—L LTRREINDZVERSH Y £9, Secure TND X, U A FNNORYNIFHEE S
Nz —N—~EHERITLET, "j“—/\‘— TEHGE CE R WEA . FITREAED
Ny aN—HLRWEGEA, BEX 27 IND IZREFHY A FHRNDORD Y —/3—~D
Bt T LE T, V==l TE T, Ny vaMEHETE LGS, [EETE
%] ERENSNET,

FEENTH £ 2IIEE SN HBA. iEHEAN YV 21X ASDM 70 7 7 A LR E T
HEIICHESH SN ETA, Ny va 2B HT512F, —"—ZHRLTZD7 1 —
NV RICHEBMT2XLENHD 9, iEAENNy Va2 F 2327V v NEERD
Mo TWNAEAIL. ASDM7 a7 7 A VO v affiz B x4, D%, VPN
a7 7 AL TEFxF27 IND b —"—Z2 FE) THRELET, ?ﬂ;ﬁéﬂéﬁ“—/\*—
AUV —REASNDLICTHITNE, FHFLnTerZrA ez REA 2 MT
VaTAHMERHY FET, ZiuE, V= _—FEHEDLEE)N ASDM F/2i3 0T 7
ANTT 4 ZIZL > THEMIZEBH ST, VPNT a7 7 A LICEZAENRNTD
<7,

GE) ZORIFIA—HFEFRETEZDHOE, BEINZDNS KAA U F
TIXMEHE SN DNS —"—% | DL L& ER£TIHATITT
9, [EHEH SN2 DNS KA A 7213158 S 472 DNS —/3—70
EEINTWARWEA, 207 4 —)L RIZENRY 9,

MBI NIR Y U= TEHEINIY = —HH0RNA X —T = A A& L)
(29 % (Disable interfaces without trusted server connectivity while in trusted network) ]
(macOS B L VQLinux DHA) : T 2T IVAR—LT Y RiRA V EBREESXRY NT—7 0

[l CiscoSecureClient 7O 77 A LI F 1 %
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Cisco Secure Client 7O 77 A LT T4, FYT7 LR (Part2) .

HRTV w7 3y NT—=21280 b T, BEOEAMERNRRLANE I, 7
HTE WA U X —T oA AZWHZ LET, a7 741 T SecureTrustedNetwork
Detection Z# AZNZT 2B H Y £¥, ZHITKD . FHYDNS RIEICL > TEFT
XAH3y NU—I R END L, BMOF = v 7 & LTHTTPS 7 12— 7 D RERL
BOBHETE B Y —A—C%fEsnET.

i, BETELS Xy =7 LEHETERWVWR Yy NU—7 OG5 ICHER S
T aT VR —AT A A SINET, 1 DDA X —T =2 AA ANT BT 7 A LD
BHEHTEL23XrYy NU—J KRV —DODNSHELE L TWILERHD, X7
REHEA Y NU—I BT a—TONEDA X —T A4 A LETHRIIL, [GEETE D
Xy NT—ZIZEHINTND ERRINDIMNERH Y T, = RaRA > b3
LHEEL~NVOY — (BETEL2Fy NV =7 FHFEHETERVWR Yy FTU—2)
WELTWSZ e hd &, ZOWENRT 77 4 712k, BETERVR Y
NT =T ~DT 7' AN/ £,

.

[T (Always On) ] : %5 LTV 5 Windows F 72 1% macOS A< I/v—*?/r N/
AT EAONT NN EETL WS a vy Ea—Hila—F =B A LA, Cisco
Secure Client 7% VPN ~HEJIZHRE T 20 E S a2 fllrLE 7, 2B 1*—5’7531:1%5\
2 b= NIZHFE LR WG AIZIFA VX —Fy N U Y —=A~DT 7 & A% HlRT
LH20IEoTEX 2T 4 LOBEN DA Ea— S 2 R#ETDH LN RERY
V*%ﬁﬁf%iﬁ‘5ﬁwfff)7~%i@ﬁ4f‘/777”1Kf)7~’
Always-On VPN /8T A — X 2% E L, T)/—wﬁwéf W S35 — B el
DNWTHINEZRRET HZ LIk, ZoEL FEETHZLHTEET, CISCO
Secure Client 78 U & —"TlE Always-On BE /R > TWDLNR, XA FIv s 77 &R
RY —FFZ T N—TRY —TIREN > TV DLIHE, FF#lty v a O
SIZETAEAFTI v TIORRARN) —FE 7 N—T R —NREHEL —KT
iE. 7747 FTITERIELIEED VPN & v ¥ 3 o L CTERIOR ENRRF SN
FT, AT LIRIC, BMONRT A —F R ETEET,

GE)

AlwaysOn (%, = —WIZ X DFE /R U CHHED L LITEMED E)
EF 3 FVATHERLET, 20D, ZOEEZMHEHL TV
HLEEL, [TV T77 LA =11 (Preferences,partl) ] CHHE)
B ANCRET DL EITH Y THA,

BEEIE H o R & L7z VPN $Efe D 25K

» [VPNO#EERfRER %2 3 7] (Allow VPN Disconnect) ] : Cisco Secure Client ¢ Always-On
VPN t v ¥ g VA [#EF: (Disconnect) | R ¥ U RE/REND L 52T 50
EOMERELET, VPNt Y g OFWZIZHED VPN £ v v g s Eoid
FE CRIEDNIAEL, N7+ —<v AR T L7 EOBBIZL Y | Always-On
VPN & v ¥ a v Oa—Wd [BEefiEkR (Disconnect) 1 %7 U v 27 L TREDE
Xo2T U oA BEIRTEET,

[#EfefiElR (Disconnect) |ARNZ &I L&, T _XTHOAS v F—T oA ANy
7ENFET, ZNICEY, T=FDORZWEHSZENTE DL, VPNTE v
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B ciscosecureClient 7o 77 4 LTF 45, FUTFLUR (Pan2)

Ta VORENIZIIMBED WA A =Ry N T IR AN A B a— X RS
HZEMNTEET, ERULBHICE Y, [BEHifElR (Disconnect) | R4 v % &
T HE, VPNT 7 EAREEIFHIESNDZ ENHY £,

[VPNOYIWHRFIZ IR DR A b ~DT 77 2 %A (Allow Access to the Following
Hosts with VPN Disconnected) ] : [# 124> (Always On) ] OffiZ VPN 238]Hr
Nz X2, BESNZFRAMIZU RRA VIR TZ7EBATEALHICLE
T fEIX. IPT R A IPT R Z§iPH (CIDRJER) | £721LFQDN Z 5 T
ELHRANDOA XYY VA RTT, HESNTZ RAL DT XTOYT KR
A ~DOT 7 EABFAENET, KRS0 DHKA MEEETEET, VAR
A— NHMERATE LA,

SAML F8GFEZ AT 55613, BERERIZ OV T ZM58 SAML ID 7' 1 /8o X —
T Always-On VPN Z il 4° 2% 22 L T 723V,

2L HESNTEFQDN~OT 7B AIL, GEHTERWVWR Y NT—27 TEITEN
DA RTRRA AR A L E T
[#%f5i— 77— U >»— (Connect Failure Policy) ] : Cisco Secure Client 7% VPN & »
Ta VEMENSLTCERWGS BIEARRBOLERLE) 12, arCa—F RS X —
Xy MIT 7 EATED LRI TOMEIDERELET, ZONTA—HT,
[Always-On] 35 K OF [VPN O#Gif#ER % 377 (Allow VPN Disconnect) ] 23 %D
LA TEA S E T, [Always-On] 23R LIZHA, 72— LA —TF 2 R
—ld Ry MU= ERETFTTL, Tx— A a— AR —FFky hU— 7§
fe & MR L ET,
«[Z7 B —AXFK (Closed) ]: VPN RELRERGEOLZ LR Y NT—2 T 7R %
HIRLET, ZOBREOEMIL, = KBS v e Ri#ET L7714 —h
Fy FT=7RADY Y =ARHEHTERWEEIC, BREOEELLR Y U —
JICKIT BB ORET D2 LI 7,

[F—7"> (Open) ]: VPN BEERREOHZETHL Ry NUV—F T 7R %
FFAfLET,
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I Cisco Secure Client 7 O 7 A/ JILZT 4%

A

Cisco Secure Client 7O 7 A LT T 4%, FUT77L 2R (Part2)

IE

Cisco Secure Client 2% VPN & v ¥ = > OfESLIZ R L 725612,
BEE 7 e — X RRY —I2 XV xy hT—7 7 7 & 2 3HIR
INFET, ZORY —F, EIZXxy NIV ITERET 7 &AW
BERZEEVY, EX 2T 4 BT D 2 L 2EMAT HIEFIC
X2 U T s OFEWHRIE T, ZORY =Tk, A7 Y v
b R RY T Ko TEFAI &L, ACL I X » THIRE 7=
RCOTV BT =R TS 2 Eoa—0n U Y —RL
HDOFy NT—7 TR AEIELET, 2—%—3 VPN Zifl
ZTCA VA —Fy MCT 7R AT DUERSHHHEAIC, FaT
F—=h oz ZRATE 20 EEITIE, ZOR) —%EHT S
CAEFEVEDME T2 A[REMEAYH W £ 97, Cisco Secure Client 1% &
WNEDx T T 4 TR=ENERHBLET, ¥¥ 7T 47 R—X
NERHTE RV E, BEREE/ e — X RF) —2Ly§x
TORy NI =T HH N HIR I ET,

7 a—X RERR Y > — DRI, BEFERICAIT H 2 & 2o < HESE
LET, 72&2E, BOCEREEAS—7 R o—Z2 AL T
Always-On VPN % L, =—#%—% i U T Cisco Secure Client
MY — LV AITHERHCTERVBEEZRE L ET, 61T, HikaE
R L ZFF O — &3t RIC, Ui E 7 o — X KRR Y
—HRBRICBHLEDOT 4 — Ry 7 2K LET, Sl&k
ET 4= RNy I R L 72N ORI 7 0 7T Dtk x [HE
KRU7=9 2T, REMNREREZHKRET LET, #EEEs7n—XR
RV o—Z BT 2581309, VPN 22— W0 U Tk E 7
D—ZXRKRY—DAY v hET TR, Xy hT—2 7%
ADHIRIZONTHJEFM L TS EE W,

BREIEH : v 7T 47 R—F IO T

[##t— 7 — AR Y > — (Connect Failure Policy) ] 23 [ 2— A R (Closed) ] T&

%8, WOBREEITHIZENTEET,

(X T T 4 T R—FNDEEEFA] (Allow Captive Portal Remediation) ] :

IIAT U NMIEXOVXXY T T4 TAR—=H (Fy FAKRY N Biah
Bh. 7ue—XEGEERY —ICLVEHINE Ry NT—F T 7E2AD
HilFRAS Cisco Secure Client (& L W RS E T, RT ALEHETIE, =—WF
NT TV ERNTAS 2 —Fy T 72 AOFFANCLE R 0207 2
EMTEBEDCT DD, T T 4T F—FNVEFEHTHOR—HHT
T, T7ANVEDOEE, TONRTA=FIA T hoTEY, EX=2UT ¢
IREEICRESNET, 72720, 7 T4 7 b VPN ~H56i T 5 W3
DHZHEPDLT, Xy T T 4 T HR—F VI EFNRHIBEN TN
Bld. ZONTRA=FEF T HRLERDH Y £7,

s B2 A4 57 7 b (Remediation Timeout) ] : Cisco Secure Client {2 Y & >
NT =2 T 7 ZADOHIRBER SN D ETORR (4) , ZONTA=XF
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B ciscosecureClient 7o 77 4 LTF 45, FUTFLUR (Pan2)

X [F¥ 7T 4 TR—ZNVDEEZFFA (Allow Captive Portal Remediation) ]
WRIA=ENF NI TEBY, DO ITAT U ML FY T T 4 7 R—
SOV SIS EICHEA SNET, ¥v 77 4 7 K= SV DIlH DR
EMIZT LN TELRTO+NRRHEZEELET HkE) .

« [HDOVPNr —H LY ) —A)L—/ L% (Apply Last VPN Local Resource
Rules) ]: VPN BEIFEAREEDLA. 7 7 A 7 > kTl Cisco Secure Firewall
ASANDOZBELIERED 7 AT N 774 T Ur—ARwfEShEd,
ZOFIZIE, B—=HVLAN EDV ) —A~DT 7w AEFFA[TDH ACL 1N
EFNTVDLELEAELH Y £T,

BEEIE E « S E R v — ORGE

(XY T T AT R—=FNDIEBET T DT = —)LA4—,3— (Captive Portal Remediation
Browser Failover) ]: =) K=—#—7% (Cisco Secure Client 77 VWA U7-%) ¥
T AT R—=ENVDERIIIN T 7 0 EEHTEL LI LET,

ENSHIC ST, [y 75 47 F—F A Ry b AH Y hOR L EEOHMA] %
ZIR LTI,

s [FEYCTORA NANZEFFA[F 5 (Allow Manual Host Input) ] : =—%—23, Cisco Secure
Client UL D Ry 77X 7 Ry 7 ZAZY A RIHTWRWVPNT RLRAZ AT TE D L
IFCLET, ZOF v IRy 7 AZA 72T 5L, VPNEROBRINER X, Fry 7
TRy I ATFKRSNTODBDICRES L, 2—FITE 2B LW VPN T FLADA
FIHIR S VET,

« [PPP &%+ (PPP Exclusion) ] : PPP #%ft k> VPN k> L DA, BRALV— b ERET D
MEIMEZOFEEBELET, 7747 T, EFaT7 F—bv=A X0 kasm
L LTChr RV TENEZRNT T4 IS, ZOBFaT F— oA 25+ 5
NZT7 4w BRI TEET, BRIL— ML, BF 2T TRVWL— k& LT Cisco Secure
Client GUI ® [/L— k ®OFf#E (Route Details) | BICERRINET, I OMREL = — 5%
ERRRIC LT23E ., = —WIX PPP BRANVR EDFEAI D RSEHZ1TH Z M TEXET,

«[HHE) (Automatic) ]: PPPB&# & H%hZ LE 3, Cisco Secure Client X, PPP H—/3—
DIPT FLRAZHBIZRELET,

o [A—/3—F A K (Override) ]: [PPPFEFMH— 3—IP (PPP ExclusionServerIP) |7 4 —
VR THESNTZERFEHOY—"—1P 7 RLAZMHEH L TPPP A EHENI L E
9, [PPPERZL¥— 3—IP (PPP Exclusion ServerIP) ] 7 4 —/V RiZ, Z DA —/"—F
A4 FHFRIcoAH@EH SN, [HE) (Automatic) |47 5 > CPPP —"—DIP 7
LAZRHCTERWERICORBHTILERH £,

[PPPFE4F - —/S—IP (PPP Exclusion Server IP) ] 7 4 —/L K C [ —H#l#EI 7] (User
Controllable) | #A 127 % &, = R—H —[ preferences.xml 7 7 A /L& H L
TIPT7 RLAZFETEHCTEET, T2—WITktd 5 PPP RS EFEDfeR) &
7 varEZRLTIEEN,

o [M%%)h (Disabled) ] : PPP BR/MIEA SN EF A,
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s [AZ7 V7 ~DOFZME (Enable Scripting) ] : OnConnect A~ U 7 k¥ X T OnDisconnect A
IVF R HX2 )T 4 TTIATVADT T vva AT VICHET HHARTETNLE
ETEh L E9,

 [IRDA X MRHZAZ Y 7 M4 T3 % (Terminate Script On Next Event) ] : 227 U
7 MAFERTREZR B DA N hA~OEBNREAE LIZHAIC, FTPORZ VT N T ek
AEETLET, 22215 VPNE Y 3 BN T35 &L Cisco Secure Client Tl
FATH D OnConnect 27 V7 "3ET L, 7747 R TH LW VPN £y g U3
Bltfh3 % &, 4T @ OnDisconnect A7 U 7° K 23& T L9, Microsoft Windows
D7 47> FTiEOnConnect A7 U 7 k F 7213 OnDisconnect 2 7 U 7 MZ X - Tid
B LIAEEDAZ VT M, BEORZEOWREAZ VT R T _XTET LET, macOSFH
KO Linux D7 Z 147 > b Ti&, OnConnect A2 Y = k% 721X OnDisconnect A7 U
TROHBKET L, FAZ U T MIKTLEEA,

* [Post SBL OnConnect 27 U 7 F Z %123 % (Enable Post SBL On Connect Script) ] :
SBL T VPN & v ¥ g U3 ESE S 417255512 OnConnect A7 U 7 b 23 (FF(ET#UIT)
EBE XD L9l LET (VPN =2 KA A kT Microsoft Windows % 21T L T\ %
GEIZOBI =)

o [ 74 7 EHCVPNEZ{RFF (Retain VPN On Logoff) ] : =—%7% Windows & 72 1% macOS 7>
brsd 7 LA, VPN Y v a VEMRIT 2008 9 & EE L £

o [—V DO5EH|EXE (User Enforcement) | : Bl —Wnnm 74 L7zHAIC VPN »
arEKRTIONE IO ERELET, ZTONRIA—EREHINLDIL, (v
4 7 WFIZVPNZ £RFF  (Retain VPN On Logoff) | 34 272> Tk Y, 7>> VPN & v
Va VINHENL STV B I IE D 2 — )8 Windows F 721 macOS v b /47 L
Ba0HRTT,

o [REFEX A 57 7 MHA  (Authentication Timeout Values) | : #fiid{TO 22— —27 LT %
N IEFICEE L%, 7747 2 R~y Ry RinD ORGEISE 2R T 205, 10
~ 120 O#HIPHTHEEZAT LET,

\)

GE) I IAT VMR ARV—=T 4 TV AT LN T4 7 Mk
FEEZTMD L OICHESNTWDEE, 7u7 7 A LOHEITE
EBIhEtA,

Cisco Secure Client 7R 7 A ILIT T4 ZDINV I Ty TH—/\—

Z—PRFIR LI — N CTEENBE LG RIC I TA T EBERT 53y 7 7 v 7 —
DY ARNEHFRETEET, 2—PRBR LI — STREEDKE LSS, 7747 MY
A MDA H DIER— Oy 7T v I L Lo L LET, TABRKR LSS,
7747 v MIBRFGEEROIEFITHE > T IR — b7 = A O (Optimal Gateway
Selection) ] U A hDFY OEH— 2L £7,

Cisco Secure Client 7O 27 A LTT 1% [}
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. Cisco Secure Client 7O 77/ LT T 1 2 DIIBAZEREE

\)

(E) ZZTRETDHNNvIT w7 H—s\1L, [CiscoSecureClient 7’12 7 7 A LT 4 X DY —/3—
A LOENMRE 253—) | TRy I T v 7= "PRERIN TN RNE XIZOH, R
TenET, P—"OU A NTHESINDIT—"BELIIN, ZZICVAREINTHWASE NNy
Tl =g EEEINET,

[BA BT LA (HostAddress) 1: /3y 277 v 7 =3 U XA MIFIRTHIPT FLAEIE
FERER R A A 4 (FQDN) ZHEL£7,

B (Add) 1: Nw I T w7 =N UJRARMNIKANT RLAZBIMLET,

s [LIZBE) MoveUp) |: BIRL7=ANy I T v 7 =20 X O EFEICBEILET,
PRI L 7o — S THEEPBE LTSS, 7747 FTIEET U X FOEHIZH
DNy 7T =k L CERARITS L, MBS UTY A RO T HEICEEI L E
7

« [FIZB®E) (Move Down) |: &R LNy 77 7 P— "% U X NOFHANEE L F
R

« [HIBR (Delete) 1: Y — N URRMNBARY 7T w7 F—_ZHIRLET,

Cisco Secure Client 7O 7 A/ LT T 4« XA DEIAEZEREE
ZDONRALTIE, 7747 MEFAEO BEIEROFEMBR EICHFEHTE 2 3 EIERBEOE
BEAEIMTLET,
SFRAE—FEHE A F5 7 L 72 WS . Cisco Secure Client (X, YRODZFHEREG/L—/L 2 A L £
E

o X — ORI : Digital Signature

o JLoRF— ORI ¢ Client Auth
AR —ET DEREORMED T 0 7 7 A VTR EN D56, 707 7 A VITHRE SRV IR
D, Et—Hn—nrondFnbEHInNEEA,

C[Fr— ORI (KeyUsage) ]: AR Y 4 72 MW 82 IRT % 55 813,
WD L5 AN — B A AT E £,

* Decipher Only : 7 —# #H HAL L ET, Oy MNIREZNEEA (Key Agreement
EER<) .

* Encipher Only : 7 —# #55t LET, oy MIREINEEA (Key Agreement
EER<) .

« CRL_Sign : CRL ® CA B4 M8 L7,
« Key Cert Sign : iEHIED CA B4 MR L £,

* Key Agreement : ¥ —3L4,

[l CiscoSecureClient 7O 77 A LI F 1 %
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Cisco Secure Client 7O 7 7/ LT T 1 2 DIIBAERES .

» Data_Encipherment : Key Encipherment LA#+ DT — % ZEE 5L L £,
+ Key Encipherment : ¥ — %5 5{k L £ T,

* Non_Repudiation : —¥#D 7T 7 > a v Zid-> THE L2V E 912, Key Cert sign 3 &
CRL_Sign SN DT VX NVEL MR L ET,

» Digital Signature : Non Repudiation, Key Cert Sign, & UVCRL Sign LIS DT ¥4 L
BB LET,

o [BEEE S — M kL (Extended Key Usage) ] : ¥R DHLIE S — Off ARG E A4 EHA L £
o OID IFAA v aNICFEH L TH Y 77,
* ServerAuth (1.3.6.1.5.5.7.3.1)
s ClientAuth (1.3.6.1.5.5.7.3.2)
* CodeSign (1.3.6.1.5.5.7.3.3)
« EmailProtect (1.3.6.1.5.5.7.3.4)
+ IPSecEndSystem (1.3.6.1.5.5.7.3.5)
« IPSecTunnel (1.3.6.1.5.5.7.3.6)
* IPSecUser (1.3.6.1.5.5.7.3.7)
* TimeStamp (1.3.6.1.5.5.7.3.8)
+ OCSPSign (1.3.6.1.5.5.7.3.9)

«DVCS (1.3.6.1.5.5.7.3.10)

* IKE Intermediate

o [ A X DYEERE F— (K 10)  (Custom Extended Match Key (Max 10)) ]: 7 A % A4k
EREX— (b LD ZEELET (RKI10M) . FEHFEIZIAN LT X TOEE
F—ll—HKTHHLENRDHY £9, ODEATEF—2 AN LET (13.6.1.5573.11725) ,

\}

GE) W AZ LPERE X —% 30 T2 B2 5 OID A X TIERT 5
L [OKIAREZ D7) 7RIS SAVE T, OID D K3CFHK
%, 30 LF T,

o [FEE S — O FRISERE SN TV DFEHED A %34 (Match only certificates with Extended
key usage) ]: LARTOBMETIL, FEBEHN4 (DN) OREL—ARREIND L. 7T
A7 v MEFFED EKU OID DR E SV TWAHREHE L | BEKU B E STV R NT T
DFEAELZHEE ST TWE L, —BUHE2RLR1 6, KVBMEICT 5729, EKU M
RESNTWRWVGEHE L DBEEEZELR TEET, 7 74/ FTiH, BEESTHELTY
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Cisco Secure Client 7O 77 A LT T« 4 |
. Cisco Secure Client 7O 77/ LT T 1 2 DIIBAZEREE

LUECROEERRFEFSNET, HLVEEZAZICL, BELEST DI, F=v 7
Ry I A X AT HMERH Y £,

o [54 (FxK10) (Distinguished Name (Max 10)) ] : & {F ANR[GEZ2 Y T4 7 > MAEBE
T DB B L LT 23514 (DN) 2 ELE7,

« [%71 (Name) ]: FR&ICEMT 23514 (DN) .
*CN: ¥ 7 V=7 bO—f4
C:Y7vV=s FDE
eDC: RAAL Y aVHR—x31 b
*DNQ : 7= 7 k@ DN ESffi 1
*EA: %7V NOETFA—ILT RLXA
*« GENQ : 7 =7 b ® GEN {&£fi1-
*GN: 7 V=7 D4
TV DA =Ty
L: Y7 v=s hOETH
‘N: BTV FOIHERA
cO: T VT O
«OU: +7 Y= hOEE
*SN: 7T =7 holk
«SP: Y77 DI
e ST: 7= FDI
cT: VTV s b OHFR
« ISSUER-CN : J1750D—fi¢ 4,

« ISSUER-DC : FE{TedD = AR —F > |k
* ISSUER-SN : 170D

« ISSUER-GN : 317004

« ISSUER-N : ZE1TIC DG A4

« ISSUER-I : AToLDA =3 ¥ /v

« ISSUER-GENQ : 17700 GEN {Effi1
« ISSUER-DNQ : #1770 DN f&4fi 1

« ISSUER-C : 1Tt DH

[l CiscoSecureClient 7O 77 A LI F 1 %
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Cisco Secure Client 7O 77 A LT T 4 2 D [FEBAZ M Z 5% (Certificate Enrollment) ] .

« ISSUER-L : F&17ocO#R

« ISSUER-SP : 4T 0D

« ISSUER-ST : 317700

« ISSUER-O : Tt D4t

« ISSUER-OU : 4T C D%

« ISSUER-T : F&1T 0 DAIFR

* ISSUER-EA : FITILDEF A —/L T KL A
o [/3%— (Pattern) ]: AT HXTHERELET, BETIH I —12iE, BB
DILFBNEGy DIHEENTWDRLEND Y 5, ¥ — UV RAEB T IEHRBUE %

ANTHMBETHY T, ATLIZHE. £ OMUIMBRAROILFINO—E L R
mENEY,

abe.cisco.com & V9 CFEFNE | & LT=54A . cisco.com THRAT 70121, A1T5
IRH— % cisco.com & T ANLENDH Y 9,

« [[#EL T (Operator) 1: 2 DN THRAT DA ICHEAT 2T T,
s [ZE LV (Equal) |:== L[A%
« [ L <72 (NotEqual) ]:!= &[R4
*[VA/v F—F (Wildcard) ]: [fi%h (Enabled) ] Zf5ET 25 & VAL F— K 3

A= BENEGENET, VAL RI— BRI THIUE, F— NI FHHD &
DO CHLFEHTE E T,

o [R3CF &/ SCF 2 KB (Match Case) | @ KIUFE/NCFERB LTc 2 — U BBE%
AT 25T A T LET,

EENEYD
A ER A O E

Cisco SecureClient 7O 7 7 A JLITT « 2 D [EEBAZE D ZE £k (Certificate
Enrollment) ]

[REBAED X% (Certificate Enrollment) [IZ &5 T, Cisco Secure Client 737 7 A 7 > FFBREIZAE
AT 2EAEDO T n vy a = 7B LOEH 21T 9 53512, Simple Certificate Enrollment Protocol

(SCEP) M T&EHLOICLET,

o [FEAHES%N L& VME  (Certificate Expiration Threshold) ] : Cisco Secure Client 73, FERHE D
AZHIROM] A B 2 —F—I2x L CREREORZIE ST D 2 & 25T 5 A%
(RADIUS /XA U — FEBRTEVR—FShERA) . 7740 ME0 BEHIFRRLER
VW) T, EOHEPHIL 0 ~ 180 H T,

Cisco Secure Client 7O 27 A LTT 1% [}
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Cisco Secure Client 7O 77 A LT T« 4 |
. Cisco Secure Client 7O 77/ LT T 4 2D FEBAZEDZ X (Certificate Enrollment) ]

[ T4 T bAEHEA R — h A T (Client Certificate Import Store) ] : EDFERAE A
TIBRGEGEAEZRFT 20 BIRL 7,

» Windows

«[T_T (AI) ]: (FZ74/L 1K) Windows v > & a—HF D7 OFEMAFEAR b7 I2%
AEEAE A VAR — R LET,

« [ (Machine) ]: Windows ~ 3 VA E R N7 ORI EGRAFHEL 4 R —F L
E3r RN

o [—H% (User) ]: Windows = —HFEHEA N7 OB ERFEHEL AV AR— L E
R

* Linux

c[F_T (AID) ]: (F7 4 R) 2—HFPEM 7 7 A /b & 2 — Firefox NSS Ojili J5
REE R N TICBGE EE A R — R LET

» [UserFirefoxNSS] : ==— Firefox NSSZEAE R h 7 ORI TEGFEAELY A A — b L
E AN

* [UserPEMFile] : == —H% PEM 7 7 A /LGEHE R 7 OB EGEHEZ A AR— ML
EJ AN

» macOS

cx—HFr s X —F == DRIBEGEAEE A VAR — N TEET,
cENANLTTY b TH—L

TTV = ary YU RNy 7 ADRIREREAEE A AR — P TEET,

« [FEBHEDNE (Certificate Contents) ] : SCEP BERERICE D DFEHEONEAZIRT L £
R

* Name (CN) : iElETO—4,

« Department (OU) : REFZFIZIEE SN TV L EREA,
« Company (O) : AFFEICHEE SN TV D &4,

» State (ST) : AEFAEIZHRE STV 5N ID,

« State (SP) : BllOJN 1D,

* Country (C) : sEBHEICHEE STV 5 [H 1D,

e Email (EA) : 1 A—/V 7 RV A, IROBITIL, Email (EA) I %USER%@cisco.com
T9, %USER%IZ, =2—HVDASAL—VL T A 7 LT o v VTxHinsLET,

e Domain (DC) : RAA v arKR—x2 b, ROFITIX, Domain (DC) i cisco.com (ZF%
EISNTWET,

+ SurName (SN) : #F 72134,

[l CiscoSecureClient 7O 77 A LI F 1 %



I Cisco Secure Client 7 O 7 A/ JILZT 4%
Cisco Secure Client 7O 7 7/ LT T 4 2 DIIAEE Y .

* GivenName (GN) : #5134,

* UnstructName (N) : £ S 4L TV 72 W4T,

s Initials (I) : =—H% DA = ¥ )L,

* Qualifier (GEN) : = —H# O fRER T, 7= & 21X, M) < (1) TY,

* Qualifier (DN) : 524> DN O{Efifi1-,

« City (L) : #B7fi ID,

» Title (T) : A DOWHR, 7= & 21X, Ms., Mrs., Mr. 72 &,

* CA Domain : SCEP BERIZHEH SV E T, HBHILCA RAA

* Key size : B8k 2FFHEMICA R SN2 RSA F—DH A X,
o [REBHERS A Z %3~ (Display Get Certificate Button) | : XD 544 T T Cisco Secure
Client GUI 78 [FEFH £ 4 HifS (Get Certificate) | R ¥ v A2 F /R TE 5L HICLET,

AEBA T [RERHE %) L & U ME  (Certificate Expiration Threshold) ] CTEZE S AL7-HI N
[CHIR TN D K HOBRESN TS (RADIUS TiE#R—FSnEHEA) .

AERAE OHIR2 I TWET,
FEHESFE L £ A,
AEEEZRAETE EEA,

EENEY D
AL ERER DR E

Cisco Secure Client 7 A 7 A LT T 1« 2 DIBAEE >

AR H

SEAEOE L EOERBT ARIORA N T 7T 4 AZHOWTIE, FEAZEOE U EDIZHON
T) 2R LTLLEEN,

TV Ty L ADHENMEE T — LB IR A D EOFFAEY COREICIL, VPN 71
Tr7ANZT 4 XA LET, [/e— ULty (GlobalPins) |7 arHNOTY 77 L
VAN o TWDBEAIE, V==V A FNDEKEA T LOFEHEOL LY VEDTEE
T, TV 77V AREENITDHE, 7747 2 FNGEREY U RGECHEHT 5 71— L B
VOV ANERETEET, [h—3—U XK (ServerList) | 27 a v TORANIT LD
YOBIME, Ze— Ve OBINERETT, SEHETF = —NOEE DN FEL © D
T&, GEAEE, CrEOOTEDICKLEREREHET LD, Tud s A VT 4 XA v
A—hSnE7,
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b-cisco-secure-client-admin-guide-5-0_chapter4.pdf#nameddest=unique_125
b-cisco-secure-client-admin-guide-5-0_chapter4.pdf#nameddest=unique_127
b-cisco-secure-client-admin-guide-5-0_chapter4.pdf#nameddest=unique_127

Cisco Secure Client 7O 7 A LI T 1% |
B aszcomoyv—r

[E2%iBI (AddPin) |: ZEHED T B 7 7 A LT 4 X ~DA v H— FBLOE LB EF
FlET2FEHEEY O T o F— R L ET,

T4 RO [REAEDZEM (Certificate Details) ]¥43 Cik. [4 (Subject) 143 KON [FAT
56 (Issuer) | FIZHBEIHERT S Z LN TEET,

SIRREE VB —F
VU DICHEREREIEET D720, V—NiEHET = — DO OEEOFEAELZ v 7 7
ANZT A HCAVR—=FTDHIENTEEST, 07740 =T 4 X%, RO 3 DOOFEH
EAUR— N F T a B R—FLTOET,

O —HINDT 7 ANEER  BEVNDO I P a—X 20— VICIFEE L TV A I A3

RLET,
csURLDO 77 ANEXT T B— R ALBED T 7 ANV KRAT 4 7 =" bilEE X
vou—RLET,
* PEM IEAXDOE# 2 X— X | SEAEORGE L O T~y ¥ —%2 &1 PEM B DIEHR %
WALET,

Y

CE) A UAR—FTEL0DIZ. T—F 2 DER, PEM. XU PKCST DFHFHED T,

Cisco Secure Client 7 A7 A )LIT T 4 ZDHY—/N\—1) X k

7747 FGUIICERENDZ V=Y XA FNOREEITH) ZEMNTEET, =—WiL. VPN
B AT T AR, ZDV A NTH—NE@®RT D ENTEET,

[V—3 U Xk (ServerList) 1 7 —7/VDFFkD EBY T,

e[ A M4 (Hostname) ]: ARA b, IP 7 RL A, F72I13588E/M R A A 4 (FQDN) %
ST LBIMEHT 214V T A,

s [FA K 7 KL A (Host Address) ]: H—/3D 1P 7 KL A F 721X FQDN,

. [:L»—-‘H: T —"7 (USGI‘GI‘OUP) 1:[RARNT LA (Host Address) ] EHAE DT
TAHZLIZEY IV —7 _X—Z2D URL RSN E T,

« [H#) SCEP 75 2 I (Automatic SCEP Host) ]: 7 7 A 7 ¥ FadibllfE T 23EHED 7 1
EYa =7 B IOHEHM & L THE S 7z Simple Certificate Enrollment Protocol,

« [CAURL] : ZOH—"PFEFER (CA) ~HEki T HBRICfEHT % URL,

o [REBIEE Y (Certificate Pins) | : B RRAEDERIZ Y T4 7 > Mo THEHASND AR A b
TEDEr, [CiscoSecure Client 7’12 7 7 A LT 4 X DFEAELE Y (23 =) | %
ZRLTLZEN,
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Y

Cisco Secure Client 7O T 7 (LT T 1 2 DY —/\—1) X ~DBM/HRE .

G¥)

IIA4 T ME. EURREEOBIC, VS a— L BB X O%RT
HRARNZEDEVEMFHLET, RA NI DOV OREIL,
AEAEE O 4P — ROEHRICL 2 70— L BV ORRE &
FARICAT WV E T,

CEN/ARSE (Add/Edit) ]: ERROV—_ONRT A= EBETE L [P—N U A= Y
(Server List Entry) | %A 7 1 7 Z#i# L E7,

[HIEE (Delete) 1: Y —23 U R b —REZHIBRLE T,
[F¥H (Details) |: = 3D/ 7 7 v 7 $— "F =X CAURL IZHET 2 FMIEREZF L F

B

BEErEYY
VPN 5t Y — N — DR IE

Cisco Secure Client 7O 7 A LT T 4 B DY —/N\—1) X FDIEMN/FRE
« [ A h#R4 (Host Display Name) |: R A R, IP 7 KU A, FIIEREM KA A 4

(FQDN) ZZMd 2BCHEHT 2= VT A2 AT LET,

* [FQDN F£ 721X IP 7 FL 2 (FQDNorIP Address) |: %— 3D IP 7 R L A% 72/3 FQDN %
fREL £,

«[ARA M7 RLZ (Host Address) | 7 4 —/L FIZIP 7 FL A2 £7-1Z FQDN #4574 %
L. [RA 4 (HostName) | 7 44—/ RO ;U A Cisco Secure Client b LA 7 F
AT MOESE Ry X7 A MIERREINDT—N—DT e ) £7,

o [/ A 4 (Hostname) ] 7 4 —/L K CFEQDN DA Z45E L, [AA M 7 KL A (Host
Address) 1 7 4 —/V RTIXIP 7 RV AZFEE LR2WEA, [ A M4 (Hostname) |
74—/ F® FQDN 78 DNS — N2 Lo TR S E T,

*IPT7 RLAREZEANTDHE, EXaT7 5= U=ADONRT Y v 7 IPvd 7 KL AE T
L7 —sLIPve 7 RLAZMERLET, Voom—intxaT7 F—bhv=A7T
RUADFEHIZY R —F L TWERA,

« [2—H ZL—7" (User Group) ]: —% N —TZEELET,

DY T N—TLRARNT RLRAEZMAEGDE T N—T X—2DO URL PR S
9, 794~ Y Fu baik IPsec & LTHRELEZGS, 2—F J A —7 38k 7 m
T7AN (RN TN—T) OERBAMTHLLENHY 3, SSLOYE, 2—3
TN—T 137 v 7 7 A )LD group-url,
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Cisco Secure Client 7O 77 A LT T« 4 |
. Cisco Secure Client 7O 77 A LT T 4 DY —/A—1) R FDEMN/RE

\}

GE)  IKEv2/IPsec#fit Cid, 7' T A =V F—NCEETE 2GR, 7
FA= VY —=NZATT SN A= T I—TERP AN 7 7 v
P— TRk ENE T, SSL TR UEifEA &¥ 5121, FQDN 72
FThe< 2= —7E#H %z URL
(https://example.com/usergroup 72 &) & LT/ 7 7 v FHh—3
WZRMET O MELH Y £,

« [E A VBB E (Additional mobile-only settings) ] : Apple i0S 35 & Y Android € /3
AN TR ZERET DHEITERLET,

N9 YTy TH—N YR+

PRI LIz — N TREENEE LG EIC I I9AT Y MRERT NNy 7T v
P—RNDOY R NERETH EeBEIOLET, Y= N"THERENBELISGA. 72747
YRTIEET YA NOETICH 50— NI L THERD R TS, REIZIS L TY A o
THRICEE L ET,

\}

CE) Homm»rbm~iiE, [CiscoSecureClient 7’12 7 7 A L5 4 X
DRy I T T == (173—) | THRESND NI T v
T Y= NE TATOERE S ) OFu— VA TY, R
T7ANTT A XDy T v THh—NICA) Licmr MU,
CIT EHAOP—AY A BT LY E LTARY ST T
JARMIANLERAFICE - TEEZESNET, ZOXRETEL
S, HEREIND HIETT,

s [RA BN T FLA (HostAddress) ]: N 77 w7 —N U X MNMIERTHIPT L
AFETIFQDNARE L E T, 774 72 FTiE, HA MR TERWEAITIE,
N I T T = RS OEHNRITINE T,

s[GBI (Add) 1: RNy 27T v T H—NURNIFARNT RLAZBMLET,

o [EIZBE (MoveUp) 1:BIRL7=NNv I T w7 =% R O EFHICEELE
To T PRBRL I —ATHEERBELIZGE, 7747 FTIEET VA LD
S H DNy 7Ty TP —/ NI L TERIDRITS L, REITECTY A RO T
FICBE L9,

s [FIZBH) (MoveDown) |: BRL7=Ay 77 v 7 H— "% U X FO T HAICHEE) L
EJpe

o [HIER (Delete) 1: = N UR NNy I T w7 H—NEHIRLET,
cO—F RSOV TH—/N YR b

OV —NRUYZP U FNIDHRA MR EXF2 )T 4 TFIAT L ADT— R AT
T TGAEZTHY, OAlways-OnEREDR B N> TWBEEIL, ZOU A KNTY T A
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I Cisco Secure Client 7 O 7 A/ JILZT 4%

Cisco Secure Client 7O T 7 (LT T 1 2 DY —/\—1) X ~DBM/HRE .

BNy I T T THRARERELET, HBELRPSTEHGE, n— KTy 7
FAENIZH DN 7T v T TINA ANDT 7 AT Always-Onf¥BEIZ LD 7 v 7 &1
i‘é—c

s [RA BN T RLA (HostAddress) |: B — RNT U T VT RABIZHDHNNy T T
T FRAZADIP T RLUAETZILFQDN 2#5E L £,

BN (Add) 1: B —RANF v Ny 7 o7 =N R NMIT RLREEM
LiTO

s [HIBR (Delete) 1: == R NF U T Ny 7T o7 h—n"&U X ERLHIRLE
—a—O

[T A4~V 7u ka)b (Primary Protocol) |: ZDH— b EGid 57 1 b=zl (SSL F

72X IKEV2 Z i L7z IPsec) ZFEL £, 7 7 4/L ML SSL TT,

o EMEFEFIED A (I0S 47— K7 =)  (Standard Authentication Only (I0S Gateways)) ] :
Zm han & LTIPsee R LIZGE, ZOF T v a U &2RRL T, 10S H—r3
DR DOFFEF RN EHIRTE ET,

Y

GE)

Z OH—s3—7)3 Cisco Secure Firewall ASA TH 554, il
%z H @ Cisco Secure Client EAP 7> HAEHESN— 2 D7 EFH 4
% & CiscoSecure Firewall ASA Tt v a vV ZA LT T b, 7TA
RVEA LT T N, BRERZ A L7 D~ A7 > F bR
7' A7 Y hDNS, MSIE 7 a ¥ Vi E, 8LOZOMMOk
RRARETE R X,

o [IKE xdvx— 3 HOFEFES X (Auth Method During IKE Negotiation) ] : A2
R—=2ADBFEHTRD 1 D% FIR L E T,

« [IKEID (IKEIdentity) ] : HE#E_— 2D EAPFRAF T RARIR LA, 207 1 —
wPKﬁw—fitmF%%V%ﬁ?%?/%747/7474&LTAﬁT%
T, 774 T2 ME, LT EID GROUP X A 7 IDi¥A B— K& LTEEL
£9, 774N F T, SCFHIE *$AnyConnectClient$* T,

* [CAURL] : SCEP CA #—/3® URL #ffE L E£7, FQDN £72/LIP 7 KL A&Z AL &

9, 7= & 2. http://call.cisco.com 72 £ T,

* [REE > (Certificate Pins) | : BV MRGEDERIC Y T4 7 M Lo THEHSINLH AR A B

ZLory, [CiscoSecure Client 712 7 7 A )L =5 ¢ X DIFHEL Y (23 2—) | %
ZHLTIIEEN,

[Fr L TYPWOT 7 (PromptForChallengePW) |: A#hZd 5 & FEEL 2 —

PRFEHCTERTEDLIITRDET, =2—V0 FEHELZ T (Get Certificate) | & 7
Vo35, 727470 P TE2—PFIZH L TCa—FAB IO EREMNAD/ SR T —
R+ A 77 MRFERENET,
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Cisco Secure Client 7O 7 A LI T 1% |
. Cisco Secure Client 7O 7 7 A LT T 1 ZDE/NA JLEXTE

s [CAH AT Y | (CAThumbprint) ]: CA OFERAEHS LT Y ok, SHAl Ny T a2 700X
MD5 ™y v 2 R L ET,

\}

() CAURLBLUH LTV FEHETHILENTEHDECAY—
ANEHEF T, AU M FBITIOOEAED fingerprint |
JEMET ¢ —/L R Tthumbprint] B~ 4 —/L R TIEe <, =N
MOEHERGT 2 0EN H Y £,

BEENEYD
VPN Bt — N — DR E

Cisco Secure Client 7O 7 A LT T 4 ZDE/INAIJLEETE

Apple i0S/Android () E% 7

o [REBHERRGE (Certificate Authentication) | : #3t—  ~ U ICBHEAT T & AV /2GR ERERER U
BT, FEES Z OIS ED XS ITBL SN AN ERE LT, AR EITRO
LB TT,

«[EE) (Automatic) ] : CiscoSecure Client |%, #EHN VDR INDINEFRIET DV T 1
T F%E%%%E@UT@?RLE?O Z O, Cisco Secure Client T > A h—/L &4
TWL T RTOREAFEDHER S THIRUNOGEHENEE S, VPN T4 7 2 b
a7y A VIER SN EEIC BT DiERENEH S E T, RiT, BB
TOREAEFELLHA L CGRAESNE T, ZHid, 7354 2 2 —% VPN Tﬁfﬁ@ﬁ?’éi%
AT T - NCHEITENET,

« [F#) (Manual) ] : Cisco Secure Client I, 727 7 A LB F U a— K&, ROV
FTNNEAITH & &IZ. Android 7731 A D Cisco Secure Client ZEHHE A ~ 7 T E %
REELET,

« Cisco Secure Client {Z. VPN 7 A4 7 h 7 a7 7 A )L TED BN L EHEIC—F
L CWAIERAEICES S GEAEL RO 756, fEAELZ SR P UICHED Y
T, BN SN EXICEDEAEEZFEH L ET,

o —HT LFEED RONS R WIGE | FEIERFEAR Y > —2 [H#) (Automatic) ]
ICRESNET,

 E| D YT HNZFEHEN, 5O T Cisco Secure Client FIFIAE A K 7725
HIBR S 72354 . Cisco Secure Client (X [H#) (Automatic) | IZRERIEFRREAR Y > —
ZUt'y FLET,

° [ﬁﬁé;j] (D1sabled) ] 77/])77./ ]\uiEEﬁi muu 'fﬁﬁﬁ éﬂi“@:/u
[T TrANBA R — R ENTEZFIIY =NV AN N ET 7T 4 7k (Make

this Server List Entry active when profile is imported) ] : VPN #5737 /N A2 X 7> m— K
SN, =NV RANZ NI ET 74NV RELTERLET, ZOEEHETE

[l CiscoSecureClient 7O 77 A LI F 1 %
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I Cisco Secure Client 7 O 7 A/ JILZT 4%
Cisco Secure Client 7O 7 7 A LT T 4 ZDE/NAILERTE .

50X, 120 —RIJRA N2 FNUDATT, 774V bTlih, BIHIZREINTWE
@—0

Apple i0S DHDHRTE

s [Connect on Demand (GEAEOFIEN L E)  (Connect on Demand (requires certificate
authorization)) |: Z® 7 1 —/L K TiE, AppleiOS THfit 412 Connect on Demand #%HE
RECTEET, ZOMDT TV r—=a B, RAL L F—5 A7 5 (DNS) %A
LR END 2y NI —JEmEBE LT L &iC, BRIT =y 7 SNBAL—LD Y X |
EERCE T,

[Connect on Demand] /&, [FERAEFRRE (Certificate Authentication) | 7 « —/L K23 [FH#)

(Manual) 1 E721X[HHE) (Automatic) JIZHESNTWOIHEEICORMEHATEL A 7T =
VT, [REBIEFRAE (Certificate Authentication) |7 « —/L K23 [#£%) (Disabled) JIZF%E
SNTWDLEERIE, ZOF 2y IRy 7 AITV—RRENET, [FAAL ETITARA
k& —% (MatchDomainorHost) |7 4 —/V RE L O [A T~ K77 v 3 (OnDemand
Action) ] 7 4 —/V R TEFHEIN D Connect on Demand L—/UiL, F= v IRy 7 ANRT
L—RRINTVEHEATH, REBLIMMRFETEET,

[FAA U FERITAA B E—E (MatchDomainor Host) ] : =—¥ 73 Connect on Demand /L-—

IWEAERT DA A M4 (host.example.com) . R AA 4 (example.com) . F7/2IL KA A

»O—E (internal.example.com) Z AJJLET, ZDO7 4 —/L RIZIL, IP 7 KL A
(10.125.84.1) Z AT L7 TL IV,

(4> T~ K727 2 (OnDemand Action) ]: 7 /3 A —HF —NHIO FIATER S
NI RAAL CETIHRA MR L L9 & LIn e SICETT DT 7 v a v EROFND |
SFRELET,

o [B5ft L7y (NeverConnect) ]: 2D U A FD/L—/LiZ—F LT, i0SIEHExHZ VPN
Pz Bt LA, ZOURAMDOA—UIHOEDY A LY bR S ET

\}

(G¥)  Connect On Demand NARNDEE. 77V r— a VIZHERIC
ZDOYARNMIY—=NR"T RLRAZBMLES, ZHIZED, Web7
FUYERMEA LT =D TA T NV AR=ZN~DT 7k
AT D% A1, VPN #5625 BB S e < e v &
To ZOBENRLEE LI RWGEAITIXZ O — L ZHIBRLET,

o [MEZ)G UCHERE (ConnectifNeeded) ]: 2D U A ]\0)/1/**/1/ WC—E L& &
AT L DNS 2 LTT R LA ZRRTE R 2 BAITIRY | @Siww@ﬁ
ZBRAL £,

o [FIZHEE (Always Connect) | : FIFEEREENIEIL, U U —RITIKIF L £ 77,

« AppleiOS 6 TiX, i0SITZ DY Ak L—/LR—F L7 & T ITH T VPN £ & B
HBLET,

Cisco Secure Client 7O 27 A LTT 1% [}
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+i0S 7.x TIX, [#IZHH#i T 2 (Always Connect) ]IV R — b TWEHA, Z
DY ANDL—AN—FLTH, [LEIZ U THERE (ConnectifNeeded) ] /L—
e LTEELET,

cLBED U U — AT, [®ICEERT 2 (Always Connect) JIdfEH SN ERA,
TEFEH DN — VT (MBI U CHEfE (Connect if needed) ]V A MIBHE) S,
FHITIN U TEELE T,

« (BAINE7213HIB: (AddorDelete) ]:[RAA »FE7-idA A k& —% (Match Domain or Host) ]
T4V RFBIR[A T~ RT7 272 (OnDemand Action) ] 7 1 —/V RIZHRE S
Te V=V V=)L T =T BT 270, ETIEER LIV — L ZL—/L T—=T )b
HIBR L £,

Network Visibility Module D 7O 7 7/ LT T 4 &

T Ty ANEZT AL T, AL vary—OIPT FUAEZITIFQDN 2R E L £, &
BT o7 —82D8A TR0, T—2EAMCOANENZEIRT 52T, 7—FIERY > —
HAALA AT HZEHTEET,

Py NI —=J o BT 2—id, OSTEHLINDBIPT RLRIZXR LT, IPvd7 RLAD Y
VTN AR T IPvA, IPV6 T RLAD U Ty AKX > 7 IPv6, £T-1L T aT IV AR w7
IPv4/IPv6 Tkt & ML TX 9,

ENA) Fy NT =T AT Y 2 — LT, IPv4 2 L COREERE AL TE £ 7, IPv6
Pfeld v R— S TWEEA,

[l CiscoSecureClient 7O 77 A LI F 1 %
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\)

Network Visibility Module D 70 7 7 A LT T 4 & .

6=

Xy FT—=Z W HRMEEY 2 — AR 7a—FREFET L0, BETEL Xy FU—7 RIZR
bivET. 774/ F T, ? ﬁﬁﬂ%éhiﬁho?~&ﬁﬂﬁéh6®ﬁ\7u774
NTEDEIICRESNTWVDHEDAHTT, =2 FRA VbR T LIE, 7—4
Difikfe L QIR S vk 7, #F%EZ\ v NU—27 ETEMTONISGAE, T— X iFFr v a
I, =V RRA LV IMEFR Y U —7 LiCEf SN EBRICEESNET, WET—F %
Cisco Secure Cloud Analytics 7.3.1 LARTO U U — & (F 721X Splunk <C[AA£ D SIEM > — /L LISk D
HD) ITEETLIHE, ¥y yvaT—FIAEERy N —ZICREEShETR, Lsh
F A, Cisco Secure Cloud Analytics 77"V &7 —3 = 2D\ TCIL,  [Cisco Secure Cloud Analytics
Enterprise Endpoint License and NVM Configuration Guidel] [J555] &M L T 7230,

TND 7% Network Visibility Module 7’12 7 7 A JVIZEHTE SN TV L 5A, BHER v T — 27 i
I% Network Visibility Module |Z & > TEITS 4L, =2 RARA V EBMEHE Ry NU—27NIZH D
E D OHIEIE VPN IIRF L EH A, 72, VPN EBFIRBICH DEE. = R4 v MM
FHERy NU—2IZh D E RSN, 7r—FlREEINET, NVMICEHRDO T AT LR
TG A Y MU — 7 R OERR RN FRENE T,

Network Visibility Module 7’2 7 7 A /L C TND Z# B#ERET 556, BHENER LIEET
LY —N—LIHENY V2l E o T, 2= —RNEETEL 3y U= El2Wbn, 17
FHCERWRy NT—7 RICWA 3 HilshES, a7 VPN e 7 7 A LOEFER Y U —
7 B ERET HEEET, RDVIZ, a7 VPN 7 a7 7 A LV TEESNIEDNS RA AL b
{8 72 DNS — _R— %% E L ¥ 9, CiscoSecure Client 7’ 7 7y A V2T 4 X, TV 77
LA (Part2) (9 X—2)

s [TAZ kw7 (Desktop) ] £721% [E/3A /L (Mobile) ] : Network Visibility Module %7

AT Ry TEENRANTRAADEL LIy N T v 7T 20ERELET, [TAZ by
7 (Desktop) 1237 7 4/ h T,

«ALYADKRTE

«[IP 7 R L A/FQDN (IP Address/FQDN) ]: 2 L7 ¥ @ IPv4 £7-1Z IPv6 D IP 7 KL
A/FQDN ZfiE L £,

e[K—="hK (Port) 1: L7 ENY vy AT HR— NEBEEELET,

o [Z¥ =7 (Secure) ]: Network Visibility Module 73 DTLS ##HI Ca L 7 XI5 — ¥ %
BEZEETONEIDERELET, ZOF 2y IRy 7 RAEF N9 5 & Network
Visibility Module {% k7 > AR — MMZ DTLS #={#H L £9, DTLS ##: T, DTLS
PN (2T ) FFAENRZ S RHRA LV ML TEEIN TWAIVLENRSHD £
T, BHETERVEREZY A Ly MUESESNET,

DTLS 74— b IZiE CESA Splunk App v3.1.0 D— L LTOI L7 ZRKLETHY |
DTLS 1.2 Nig/h YR — hX—T 3 TT,

s X ¥y aDKRE

s [ARYA X (Max Size) ]: HR—ANEFETE DR A XA EfELET,
BEX v v = YA X %mﬁﬁ@ﬂkbibtﬂ 7D774wWT&iT%
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HECRVELE, v v aDT =X IREE SN TRIEES N, L— ME
RDOT ot RADLNT —F EEehTE T,

YA ZHIBRICBET D L, BT — 20RO VIR L ENT — 2N A= 5 R
oy 7EINET,

o @I (Max Duration) ]: 7 —# 2 RFT 2 BEEAN L ET, BRI A XbRK
ELTWDEEIEL, BANCEE LHRIRBEE S NET,

BEGITRIZEIET D &, RO BMOT—2 Db iIZ&kbEWVHMOT —Z R
NR=2Z0 b Fry 7EET, FEEHE (Max Duration) | DA ZHE L TV DH5GHE
L, A XHIRAH Y FHA, EBLHHIEHIZ L TWEEEIE. A X050 MB 12
HIR S E 9,

(BT T L— b (PeriodiTemplate) | : 7> 7 L— F Ry RiRA ¥ b LEEIND

MiRaEEL T, 7 74 /L ML 1440 53 T,

o [EMIM7e 7 o — LR — b (PeriodicFlowReporting) ] ({EE., T A7 b v 7T ORITFHEY)

7V w7 35HE Tr—LAR— bREMEEINET, 7 7 4/L T, Network Visibility
Module [ZHEREHE THRFIC 7 B —IZBAT D MERGE LET (ZoA T v a vnEGHO L
&) . 7u—%Z LSRN T v —ICBT 2 FHRAEHICLE R EE, MRZ R BT
RELET, HOIZE 7 —OBMERE K TRIC 7 —FRNEE SN L EEKLE
o R NDOEE, 7o —FRITE 7 m—ORERE, nB L, BIUOK TRIZERE S
T4, RMoOEREZ., 7o —2PHL LN ETRHOZ LB 572010, 0%
EEEALET,

- [£#9MFE (Agoregationinterval) 1: 5 —4% 7 a0 —% =T RiRA > Mnb T/ AR— 19

LHMEEELET, T 740 MEDOSHEHERTH L, B—0 7y N TEEDOT —#
Ta=BERXTFry ENET, MROEDBOWOEEIZX, X7y hTEICH DT =47
m—NEENET, ARRHEMEIT0~600 BT,

+[Au > b L— | (ThrottleRate) ]: Ay hU 7, = K 22— —~DEEN K

INBIZZ2D X902, Frvvanbalb 7 XlTy—4nEEansL—raHEL £9,

XX v aENET—ENHLRY, VINVEA LT XXy vy vasiieT—4OM
Hicrvy b o EEATEET, Ary L L— & Kbps BT TAD LES, 7

7 AV M 500 Kbps T,

Xyvvva T —HIIO—EMBE%IC= AR— I ET, ZOEEZENCT LI
0% ASILET,

[IX4EE— R (Collection Mode) ]: ¥ RARA & bOF =X ZWET DREREZHET 51T
I, [INEEE— A4 7 (collectionmodeis off) . [{[E#E >~ NV —2 O (trusted network
only) J. [BHETERWRy U —27 D (untrustednetworkonly) 1. F72IE [T X TOR v
k7 —2% (all networks) ] Zi®R L £,

[I4EHLHE (Collection Criteria) ] : 7 — ZUNEHIHICARZE 7w — ¥y X hEHH T2 &
W&o T, Bl — 27052 CELLIC0EST, ROF S a U EFEHLT,
T HIEZHIE L ET,

s[7r—R¥x & k%47 > I (Broadcast packets) | B IOV [ /LT Fx X K /3w b
(Multicast packets) ]: 7 7 4 /L N Tlid, ZhRMEDTD, Ny 72 KU Y —R|THh

[l CiscoSecureClient 7O 77 A LI F 1 %
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Network Visibility Module D 7O 7 7 A LI T 4 & .

MAHEMNHI SN LD, 7a—FFx A My hBIOR-ATFFr A My
KDOWEIZA T2 TVWET, 7TE—RFFXY XMy eI TFFH ¥ X 2y
FOWEEFINZL, T—F 2T ANZ ) TT DL, Ty IRy I At 0T
Lij_o

« [KNOX O (KNOXonly) | (EE., EXANDH) AT HE, KNOX V—7
TVUAAPLDHT —EPIESNET, 774V M TIEZDT 4 —/L RiZA 7 T,
T—7 T VLA AN T —ZBNEINET,

o [T —Z IR Y >— (Data Collection Policy) |: 7 —ZIUER Y > —ZEIML T, x> b

U= S TEREBRL T Y ACBEA T TR £ KOS VS —T = A A B[R
TIOTFATTHILNTEDTD, DT T 7AN%E VPN 57 ¢ v 7 i L,
MOTw 77 ANEIFEVPN b T 7 4w ZIZHEHATEET,

GBI (Add) 1227V v r325E, [7T—XUUERY > — (Data Collection Policy) |7 ¢ &
ROUBERRINET, R =25 & &I, RORITHELTLIIEEN,

e IR —HMER L TV WA, FdRY v—2xy NU—7 XA FITBHEN T T
WARWEAIT, T AN RTIE, T RTOT7 44— /L R LR— FBIOIESLE
Er

c ENENDT—H alJiary R =2l 1 OOy NU—F X A4 T7IZ
BIEAHT 20 NH Y FI0, 200K ) U —%2RURy hU—7 ¥ A 7ZIZBE AT
HZ LI TEEEA,

e LV BRI Ry FU—T A T HhRETRY) =B SN E T, =& 21E. VPN
FEEEY hU—ZIZBLTWAT-H, VPNZ Ry hU—27 24 FL LTELRY
IRy NU—7 AAT L LTEEMEESHERY — LB ET,

ERLIaL v a U E— RICESWTHEHMN SN XYy NI =2 X L TOART —4
ALy vary RN —EERTEET, & X [UUEE— R (Collection Mode) ]
MUEHEF v U —27 D (Trusted Network Only) ] IZRRE STV DA, [FEEHE
(Untrusted) | D[F > RV —72 ¥ A7 (Network Type) 121X, [T —XINERY > —
(Data Collection Policy) ] Z1ERT& £H A,

« LLH{® Cisco Secure Client UV J —AD 7 a7 7 A LBNF L VY D Cisco Secure Client
VY =207 77 ANTT 4 X CTHINESGE, Tu7 7AW HiLnwhEol
U—AZHBMICE S E T, BHICK Y DETEA LS TV 27 1 — RE kR
NT DT —HNERY =B EShET,

3

(487 (Name) ]: {EkT 2R Y > —DAHTEEELET,

c[Fy RU—2 Z A7 (Network Type) |: INEEE— F&$EET 22>, [VPN], [{E#

(trusted) 1. F721F [FEE4EH (untrusted) | ZIBIRL CTT — X PUER Y > — %M T 5
Xy NT—V EZELET, BEAER LGS, AU > —2 VPN 7 — R b
ManEd,

e [7m— 7 4 /L% Jb—/)L (Flow Filter Rule) ]: —HDEM L, T XRTOHRMENH- S
NEEXICETTDHT 7 vave, 7a—0EERIIEHELE L TERLET, KK
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25 DN—)VERETE, HFL— IR K2 OFMEERETEET, [Fu— T 4L
% Jb—/L (Flow Filter Rule) 1V A ROFHANZH D EFHRZ 2 HH L TL—LOE
FEMEALZFREE L, iDL — /L 10 SEEMICEE S ND X O ITRELET, BN
(Add) 1227 Vw7 L, 78— T4 NHZ L—)LDaryR—3 b ERELET,

o [£4HT (Name) |: 7u— 7 4 )LH JL—)LD—E DL R,

[ZAT (Type) 1: 47 A4 /H —UZIX [N (Collect) | F721F MM (Ignore) ]
DIESNET, Z7ANF = ANl SNEHGEICEHAT 27T 7 ar (I
£ (Collect) ] F721F MR (Ignore) ]) ZIREL LT, [UNEE (Collect) 1T 2%
G, KRS E E 7= SN ET, R (Ignore) | T556. 7
n—iIrry7shET,

* [&ff (Conditions) ]: AT HEK 74— ROy Y & AL R+ 0%
D7 4=V RENRFELWEEDEL RN E &0, M 28ELZBMLET,
BEWEIZIZT 4 =V RiBIF L 2 D7 4 —/L RIS AN G ENET, 71—
IWRO—FTIL, TA4NVEF =P L—LORET/IL—IL &y MTRIF LN
A KR LW EfE  (EqualsignoreCase) i L7Z2 VMR Y | KSCF & /N3CFn
KBlEET, ALk, L—/V FCTRESNIET 4 —/v R~D AT,
KILF LN CFRER S FEE A,

«[@%& (Include) J/[B&5+ (Exclude) ]

[ZAT (Type) 1: 7T —HFWHEFRY —T[a@E (nclude) ] F7=i% [BrF+
(Exclude) 197257 4— /v RERELET, 774V M [BrF (Exclude) ] T
To AR TNRNT 4 — L RIZT_XTPESINET, EOT7 44—V A
NI TWRWEGRIE, 74—/ RIZT R TIEE S E T,

«[7 44—V R (Fields) ] : = RARA U ENOZETLHERE, AU —HH4%
Wl T 7T — X WEICED DL 7 A — LV RERELET, *y hT—7 XA
7. BEOREDT 4= REEDDD, FIEENT DTSV T, Network
Visibility Module i3> RARA > b BTl 27 —2 ZIUEL £,

[l CiscoSecureClient 7O 77 A LI F 1 %
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\}

G¥)

ROLTVADNTUDDPIHET DA, 7 v 77 L— RHIiZ,
ProcessPath, ParentProcessPath, ProcessArgs, 35X 8
ParentProcessArgs |37 7 4 /L h T, 7R —F@RTLAR— I
WL OIS SN ET,

o UV N—0 5 D Network Visibility Module D 7' 1 7 7 A JU|Z
T=HIERY =BG E EIET —FINERY v —
PEFENL TRV E,

o FUVN—0 5 D Network Visibility Module D 7' 12 7 7 A JU|Z
BROMT —ZERY =035, HLvwAA—Yarorn

T7ANTT 4 Z2TT a7 7 A VRPN THRAE S NI

Bo mWWI— 3 D Network Visibility Module O 7'1 7 7 A
JAZRINT — ZUIER Y =N o725, H L 4.9 LIFED
N=VarDTaT7 g A NTT 4 ZTTaT 7 A VRN
TREFESNTORWERIT, RO 4O5D7 4 —V RBEEEN
£

Network Visibility Module 238 7" 11 & 2 ID #3HE T X 254,
EI1%F 7 /1 b T 4294967295 (272 0 £77,

FlowStartMsec & FlowStopMsec X, 7B —D TRy 7 XA KA X
YT EIVBBEATRELET,

A B =Tz A ADIRREL SSID ZBIRL T, A v X —T =2 ADFXy hU—7
REENEETX DM E I MEIBETE X7,

s fEEDEAIL” 4 —/v K (Optional Anonymization Fields) ] : [A]l—® x> R A
YEMLDVa— i, T4 N — &R LoOBENT T 5581 %M T 5
74—V FEEAEHRITERN L £7, RIC, ZEOETITRS, EONy v
ELTERINET, BEALLTIEZ 4 — A ROV 72y EBFIHTEET,

CGERIMEED T 4 —/ FIEATE A, RERIC, EALEEELLZY 1 —
L RRAERATE A,

[KnoxD7 —ZWHER Y > — (E/3A/LDF) (Data Collection Policy for Knox (Mobile
Specific)] : ENANT 0T 7 A NVEBR LG EICT —ZIUERY v —2RET 547
v a v TY, Knox 27 FOFT —ZWERY > —ZERT 5121, [#iPH (Scope) 1D T
® [Knox D (Knox-Only) | F=v 7Ry 7 A4 NI LET, [T3 AD#iH (Device
Scope) ] Tl SNDHT —ZIEEARY > —iX, BID Knox 27 F 7 —FPWER Y o —N7
FESHTOWARWIRY  Knox 277 77 4 v 7 OFAbEMSNES, 7— 2k
RN =% BINE AR 2121, AR [7—ZWER Y 2— (DataCollection Policy) ]
OFHAZSRL TSI, ENXANT BT 7 AV TIERK6DORR LT —ZIUERY
= (T AT 3D, Knox HIZ3 D) #RETEET,
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 [FIAHBLE (Acceptable Use Policy) | (fEE. EANANLDA) : [fatk (Edit) 122U v 7
LT, #4707 Ry 7 A ETESMNATAL ZAHOFABEEZERLET, KT L
5. [OK]1 &7V v 7 LET, HmAK4000 XTafATE £7,

Z DA vE—UE, Network Visibility Module 235% € S35 &, 2—H—|{Zk L TFREN
X927 £9, UVE— b=2z—¥—L, Network Visibility Module 77 7 1 £ 7 4 DA
ERIRCTEXEHA, vy M7 —7EHFIL, MDM#EREZ M L T Network Visibility Module
L E T,

s [ENANFy NU—7TOxZZ AKR— b (Export on Mobile Network) | (47 a3 B X
WENRAIDRI) TN AWBENA )Ry NT—27 2 LT 58412 Network
VisibilityModule 7 2 —D T 7 AR — NEFFA[T 20 E I DEHELET, A%GE (7
74 ME) . = Ra—H—ix, [FIHFFAIARY > — (Acceptable User Policy) ]V 1
RUNRFRIN TS & X F 7L T Cisco Secure Client Android 7 7Y 7r—3 2 T
[ (Settings) ]>[NVM BT (NVM-Settings) 1> >[NVM IZENSIILT—2 ZFEHT
% (Usemobiledatafor NVM) | F=v 7Ry 7 A4 2L T, HHEE LEEXTEE
T, [ENANVFy hT—27 TOxTT AKR—k (Export on Mobile Network) ] T = v 7 7R v
JABFTIZT DL, THAALRABENA Ty U =7 2 L TV 55T Network
VisibilityModule 7 = — A= 7 AR — F ENT, = Fa—HF—ZZn2EETEETA,

«[{EHEA >~ FU—27 it (Trusted Network Detection) ]: Z DREREIZ., =1 RARA v M3

HIIZHNR Yy hT—2 BIZH 0 EI D ERILET, Xy hU—7 ORREZ, WD
T—HExT g AR— KL, WO T —ZIUER Y > —ICHEHT AN ERET D7D
Network Visibility Module |2 & > T 417, [XE (Configure) 1227V v 7 LT, 13
Ay T —ZRIBOBREZITVET, SSLT 0 — T BEEFADEETE D~y K2
RIZEE &, BERRE CThILE, FEECIRE LE T, Wi, 47U kb (SHA-256
Ny va) BHHESh, 77y ANV 2T 4 XDy v a by NEREINET, —K
MRODS T EIT TS FRA » bMEEE Y =7 NICHH I EHEWRLET, 22
L. ~y RZV RRBERETHDIEA., ERIEEAE Ny v a R —H LARWES, =
RARA Y MIEHEIN TRy NV—TNICH DL ERBRINET,

)

GE) Wy NTV—=ZANLEEL TV D56, By NV —2 8
HilZ DNS BR 21TV, %€ S iz — 3 —~D SSL #it % ffe ST
LEoELET, vAaTiE, WEkxry NU—Z4 TR ST
WL UMBD IO XD REERIC K o THARN O 4 BICINEE
ERA SN D 2 EE2BESTZDIIE, =A4 VT ADERZ2BE8D
LET,

EHER v b U — 27 B 23 Network Visibility Module 7’12 7 7 A JVIZERE SN TEH T, VPN
Va2 —UINA VA R =L E N TV DA, Network Visibility Module (% VPN OfF 6 1 ~
N — 7R A L C, = RARA  MEBA Y N =27 NIZH D0 E 9 haf)
WrLEd, VPNEY 2—/LhA A b—/L &L, By U —7 #i 23 Network Visibility
Module 7' 11 7 7 A JVIZERE SV TV D854 Network Visibility Module & VPN % kU —
JNTHEER Y NTV—27BHEFATLET, HRIONN—T 3 U TlL, VPNXRy hT—7
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Cisco Secure Client — A LR & — .

7 74 /V FTEETE 5 & RSN TWE Lz, Network Visibility Module 7' &2 7 7 A /L
TF 4 XD TND REITRPEENET,

1. https// : EEIANLTNWDHEF— SO URL (IP7 KL A, FQDN, F72iIR— k7 KL
A) ZASL, B (Add) 1227V v27 LET,
“

GB  TeXroBRICHLEEY—NFTVR—-FILEEA,

2. [FEM#E/Nv T = (SHA-256) (Certificate Hash (SHA-256)) ]: (S N TV 5 H—
~OSSLEEGA RS LT, 207 4 —/L RIZABMICA I SN ET, Thlsto
Baix., b NGEEO SHA-256 Ny v 2 AJJ LT [RE (Set) 127V v o735
ZEIZEDTFEHTRETEET,

3. [fEEHENTWDHHY—3D U R | (List of Trusted Servers) |: Z D7 vt A THED(E
BHINTWL I —"ZERTEET RKEIZ10 T , —NF RESHATWY
LIEFFCEER Yy b —Z ik LCEITSn 5729, [EICEE) (Move Up) |78
& L [TFIZBHE (MoveDown) [ARZ 2 L CIRFAZHECXEd, = KA A
VN REA DY — NIRRT E RS T2 E1E, 2FB O — LW I JIEF TRITE
NET, VAMNOTRTOY—N"E L%, =2 FRA 2 MI 10 BFHEL T D
b ) —ERRERITEITVE T, P "RREES D &, = RARA > MIGEE* v
N —ZNTEEISNET,

7'u 77 A )% NVM ServiceProfile.xml & LTIRIFLET, TOARITT R 7 AV %

BAFETHHENRSHY 3, £ 9 L7 L Network Visibility Module (37— & DI & 2515125k
WLET,

Cisco Secure Client A — A JLR) > —

AnyConnectLocalPolicy.xml {%, AnyConnect VPN A > A h—Z %M L TZ 747> MZHH)
IZA VA R— L ENDT 7 ANLT, W OPDT 74N DX 2 )T A lEREGERTOE
T, ZD7 7 AiX, Cisco Secure Firewall ASA |Z & - TEB Z#LE A, Cisco Secure Client

BEDOUINLA A M—LEND EXIT, SecureX 225, I ® AnyConnectLocalPolicy.xml 7 7
ANERMTEET, 2= —DI AT LIBRFEOR—INVRY > —T7 7 A MZELZ MR T2
AL, BEEADNCTH-DICHEESTLIMLERDH D 7,

11 S, _snca
O—AIIR)O—EFTE
VPN 2 — W )VRY v —=F (¢ ¥ T, AnyConnectLocalPolicy.xml 7 7 A /VIZEDDHIRD
RIEXRECEET,
* FIPSE—F (FIPSMode)

AT MOFIPS E— REENZLET, ZOREIL, FIPSEETHEREINTNDET
NIV ZXLBIOT e harvEZF2EHT L2107 747 2 Mkl LET,

Cisco Secure Client 7O 27 A LTT 1% [}
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Cisco Secure Client 7O 7 A LI T 1% |

C iy s B HOVAT AV S

FATTBE, FAFI v arFryou—hN A= g COFEERRBRHL, Ty
5 — 9% VPNDownloader.exe €3 o —/LOREIZ WA LET, 759472 ME, B
Yo, WAZ~SARX, 7 arE®wla—)b, a7 V7 M7= T7EHZ2E, Cisco Secure
Firewall ASA DX A F I v 7 a7V aF v LETA,

[#Tra—%—D/ A& (Bypass Downloader) ]| %4129 % &, Cisco Secure Firewall
ASA ~D T T A T v NMERGFHZ, RO 25D Z EOWTrnfrbhEd,
» Cisco Secure Firewall ASA FO VPN 7 A7 a7 7 ANVNBT F7A4T 2 b EDY
DERIRDBGE, 7747 MIEREORITEFR L E T,
« Cisco Secure Firewall ASAIZ VPN 7 A4 7 v 7 a7 7 A VDFEELRWEETH
TAT Y MIVPNERZITWETH, 7747 MinN—Ra— RIS VPN 7 7
AT T ANVEEXEHLET,

GE)

Cisco Secure Firewall ASA CVPN 27 74 7 "7 a7 7 A )V
ET 561X, BypassDownloader % true (2% & L 7= Cisco Secure
Firewall ASA (ZHEt S DI, 2 FA T VT uT A NVEr T
AT MIA VA=V LTHEBIRERHYET, o777 AL
WCIXEBHENTER LR V=2 G805 LN TE L7720,
BypassDownloader #% € true |Z. Cisco Secure Firewall ASA Z i ff L
TOIAT b Tu 7 7 A VEEPERLRWGEITIRY BEID
LET,

*CRL F v DA (Enable CRL Check)

Z OFEREIT Windows 7 2 7 b v T TOREIE S ET, SSL #fE & [Psec VPN HEfE D 5
T, GEHELRZNY AN (CRL) Fx=v 7 &2FT7T54 7 arPnNbEd, ZOREEA
ZNZ3 5 & Cisco Secure Client |37 = — > NOT X TOFEAEZ KRG & L-&HT D CRL

Z I3 LE9, CiscoSecure Client |ZWRIZ, MiZiEAEN Z NG DEHHTEX < o 2%
FEEICEENTWANE ) D EfHR LET, WikE (CA) X o TR SNl FHF

ThsnZ ENHPT S L, AnyConnect [FHEHE L £+ A,

CRL F=v7lX, T7#/V ~TiIERN T, Cisco Secure Client 78 CRL F = v 7 #FEf7
%D, [CLRF = v 7 DA%t (Enable CRL Check) | 234 > Th 584 (A97e54)
P Tha-0, = Fa—F—IZH LIKO XD 72 RBRET DB 7,

o CRLIZX » CREFAEDN R L7254, AnyConnect 2 — /L 7R Y 2— 7 7 A )L [Jik
¥ 72FEBHE R X b (Strict Certificate Trust) | 23 ENZ/2 > TWAEFETH, ¥
T 5= U A ~OBSHHT S TREL 7,

« B[FETE 2V CRL B AR A o M E03RK T CRL Z BifG TE 22055, AnyConnect
12— ARY — T 7 A )T [k 7eREE 7 A b (Strict Certificate Trust) ] 23
I TWND e, BFaT 7 — b7 A ~OFEGIT S TR LU £, B2

[l CiscoSecureClient 7O 77 A LI F 1 %
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o—nrtyo—gE [

AR b7 A b (Strict Certificate Trust) ] 2MERN 7225518, = —F—lcxi L =7 —%
BRETHEIITRkOENDZENH D £T,

G¥)

Cisco Secure Client (X, [HFF%#i (Always On) | DWHZREGE X
CRLTF = v 7 #F4TTE £ A, CRLEMIRA > FBANT Y v 7
IZBIFEARGEZ2 Y54 . Cisco Secure Client CH— B A D 23843
HZEBRBY ET,

+OCSP F v DAL (Enable OCSP Check)

ZOBERBIT Linux ICOAFEEINTWET, ZOBERICED, 7747 NIV TLEA
LACHA OFEAEDORAT =X A WETEET, TOE, OSCP L AR KLY 7 A b
Z 55 L COCSPILEAfRNT L, GEEO AT —X2 22 HfF L £3, OCSPILiEHET = —
VEBRERGET D7 DIEH S L. PEM 7 7 A VEEHFEA N T & —FEDOSEIC O HAEEE
LE3 ([FireFoxONSSFEE A N 7 DFRS+ (Exclude Firefox NSS Cert Store) ] % True [Z5%
ELET) o OCSP VAR HIZT 7 EATHEE, GEHEZ LIS BOX A L7 7 MR
N0 ET,

OCSP F = v 71, 74/ NTEMZR->TWEST, AT HE, =0 Fa—HF—%
RDOZ L MR TEET,

* OCSPIZ X o TREHERDD R S D & AnyConnect = — B /LR Y & —7 7 A )L T
[Eeks 723EHE: 7 2 b (Strict Certificate Trust) | N EZNC /2> TWABETH, 7—
T = A ~OPEEIT S TR S E T,

+ OCSP L AR FIZEFETE 20 54A . AnyConnect 2 — /LR U 3 —7 7 A )L C [k
FS72REBAE b A b (Strict Certificate Trust) | 23BN > TWNWD E, X 2T 7 —
N = A ~OHEEGIT IS CUIR S E T, S 72REE N 7 A b (Strict Certificate
Trust) ] BEEENRGAIE, 2— =X L=T —2BET L 2CROLND Z LN
b ET,

N

G¥)

[ RFERE (Always On) ] DSAE 72 > TV 5354, Cisco Secure
Client/XOCSPF = v 7 ZFITLEH A, £7-. OCSPL AR HZ
DRT Y 7 IZBIEARRE /A, Cisco Secure Client TH—E A D
PR RAETHZERHY T,

BEMEZREEBAZE S5 X kb (Strict Certificate Trust)

BT 2L, VE—hEXF2UT 1 V=MV x=A ZGFET 5 & X1, Cisco Secure Client
IR CTERVIENEFELZF AT LER A, 22— P —IC N b DFEHELZIT AN D K 51K
LRI, 7747 MIBCEBAEAELEHN Lictx2 ) T4 75— b U= A D
%}EN_%E& L/\ (Local policy prohibits the acceptance of untrusted server certificates.
A connection will not be established.] ##rLEd, A 723 HE, 7 I7A47T7 2 Miia—
P—ICREAFEZZ T AND L9 IZKROET, ZTT 741 FOBEIETT,
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Cisco Secure Client 7O 7 A LI T 1% |
B orrkyo—ze

UTOHENH A7~ ., CiscoSecure Client |2t Ak 2Bl E N T X N2 BFICT A 2
LE, mIBEIDLET,

c MR EE R B o - BN 2 T D=, a— LR Y S — Tk 725EAE 5 2
NeFCT DL, TV 7 TR Xy NT—2REOIFEERY T —7 M
Ha—HF =0 L TV DA [HRFE ) WBEFSToIc&E L bEzT,

ERICHEEATRE CIEH T X 25 EA M HT 545 T, Cisco Secure Client (X, 7
7 AV T, RBGEOGEAEDOZ T AN E Y Ra—HF—{ZFFLES, =K
2 — P PNHEFEBEREORI G2 - f:i}%/a\ RO LHIMAFELZ T ANDL L ST
v R a—¥—likHES, = Fa—H%— J:é DO Wr % [E1RET 2 1TIR, ks 70
FERE R T XA R RN LET,

o« H—/\EFBAZ X F 7 DOHIR (Restrict Server Cert Store)  (Windows., macOS, L
Linux)

TITAT vV " PR2—P—_R—=ZDFEHER M T E2HH L CH— NEEHEEZHRFECTCE R0 K
HCLET, VAT AR—ZADFEHEA NTOABNMEASNET, TNEHIITH L,
<StrictCertificateTrust> HHZNZ/2 Y | true IZFRTE I NFE T,

s TYTF7LUR v T DHIR (Restrict Preference Caching)

Cisco Secure Client |IHEBRHFRE T 4 A7 IZFH ¥ v =2 LANWE YIRS TCWES, =
DINTG A =R /T 5 &, CiscoSecureClient 7V 7 7 L o AHEIFE SN TN ST T
OFEFFED 22— —1EFHRIC, ZORY =™ ESnE 7,

[ VT ¥/ (Credentials) |: 2—HF—HBLOFE22—F -4 TF ¥ v
FH A,

e[ &7V b (Thumbprints) 1: 7 74 72 hEB IO — FEHEOT LTV > M
FyrvraINETA,

[ VT vyl AT Y K (CredentialsAndThumbprints) | : sEBEOH L7 >
FBIPa—P—LiITF v v o2 ENETA,

[TXT (AID 1 HEIZY 77 LA InFRbF v v a2 ShEdA,

e[false] : TRTDOT Y 77 LU ART 4 AZICEZAENRET (F740 1) o

*Web BRADEHZHIPRT 5 — HHOFHIBO L~ EEFRTEET, LFD KU —n
BT T A—& L L C, [3F T X % Cisco Secure Firewall ASA @ U A R & B L.
FNOLDEFTEDLASANLRY — AT T AN, B, 27 VS NeX T o—
K2 LR LT, ¥ v —F—0OEHi={54 T X 5 Cisco Secure Firewall ASA ~/ —
ADHITHIRT D2 Z &b TEET, WOREIZLY, VPNT R T7 7 A VOEFHIB LUV 7
T =T OFEHHERE A MR LS, BFED X v u—F — e NA XA TEET, F
721X, CiscoSecureClient & 7 > 11— X — DM OEREIC B %A B 2 5 Z & 72 <, Cisco Secure
Firewall ASA DA U R, a—HUEB—varTZrA, ~VTFT77 A0 F20E
Ul 1 A~ A XD Web BB A NI TEET, "M RRATRESN TN DLHE, BER
FHNEXT U RA TR R YT N 2T HHA = ALTITIRLERNH D £,

[l CiscoSecureClient 7O 77 A LI F 1 %
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n—nngys—az Wi

s [AZ7 U7 N WebBEEIOFEH OHIBE (Restrict Script Web-deploy Updates) ] : & B A3
=D DEHGRIFD AT VT NOBFED AL A XA TERNLIICLET,

o[V Y —AWebEEIDHEH DOilFR (Restrict Resource Web-deploy Updates) ] : & HLE M3
PN D2—Y— A =T = f ABBEOEH AL~ A ATERNESITL
\i—g—O

o [~V 7 WebBEI D EFH DHIFR (Restrict Help Web-deploy Updates) ] : & BLE 24—
MHDNVT T 7 ANDEF 2 NNAR A XA TERNEIITLET,

s[B—HVE— 3 U WebBEHDOFHOH|FRE (Restrict Localization Web-deploy Updates) ] :
BHENY—A"Do0R =N VP =2 a VOFHFHEN AL A XA TERVEIICLE
D

*PEM 7 7 A JLEFBAZER 7 D4+ (ExcludePemFileCert Store)  (Linux 3 & O macOS)

P— NAEHEOKEEE 7 T4 7 FAEHEDORBKRICZ T4 T FIS PEM 7 7 A VEEE
ARNTEEATERVEIICLET,

FIPS K OpenSSL AT 5 A R T7IZIL, 7 T4 7 2 Nl EFLAEH OFEE O BtG
GBI 51 E®A SV £, PEM 7 7 A VAEERA ST 2§52 & T, UE— |
2—HW— [T FIPS ¥EHLOFEAEA N T 235 Z &2/ 77,

FireFox @ NSSEEBAZE X 7 D4+ (Exclude Firefox NSS Cert Store)  (Linux)

Y= NEEHEORGEE 7 T A 7 > PEEFEORERIZZ T A 7 > b2 Firefox NSS Ak # A
FTEEHTERNESICLET,

A BNTIZH, 774 7 > FEEAERGEA OFFHZEOBISBATICE T A 1E®RNH Y £,
R S—DEH

JIAT Y NIREDNy Ry Ripb Y 7 Ny =7 BHEIIT 07 7 A VEFH A TS T
ELMERELES, 7740 b TR AEEDOY— "0 b OBEHOFF A 1T TRUE IR E S
nNTnWEd, ¥oyrue—F—0llfZ {54 TE 5 Cisco Secure Firewall ASA » — A DT
HIRRT 2121, [h—73—4 (ServerName) |7 4 —/L RIZH—_"—£%BML, FA LA
W= R—DFHFAEHICLET, LN, AZ VT b, ~LT T 7 A0, UY—R B
T —H V= a B ERY 7 b =T ORFEFT L TCOE LN, 4 SOMFEBIO
BRIEICEHL LE LT,

B —N\DLDY T b TEHFEHA (Allow Software Updates From Any

Server)

EBEDH—ADILDAVTSATURED A —IILEHEHA (AllowComplianceModule
Updates From Any Server)

cEEDOY—/\HSDO VPN TOT 7 A ILEFHZEEHFA (Allow VPN Profile Updates From
Any Server)

cFEEOY—/\HODEE VPN TAT 7 A JLEFHEHA (Allow Management VPN
Profile Updates From Any Server)
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B vsior icon—nukys—K51—so0EHE

HEEDY—NHLDISERRFY IO T 7 A IILEHEHT (Allow | SE PostureProfile

Updates From Any Server)
EEOH—N\HLDY—ERTAT7AILEF A (Allow Service Profile Updates
From Any Server)

EEDOY—N\HSDRY Y T EEFHFEA (Allow Script Updates From Any Server)
EEDY—I\DHEDANILTEHFZEA (Allow Help Updates From Any Server)
CEEOH—AISD)Y—RAEHFEHT (Allow Resource Updates From Any Server)

EEOY—\Dho0A—A)E—a U EFHZEEHA (AllowLocalization UpdatesFrom
Any Server)

o H—/\& (Server Name)

ZOYAMIBEEENTCY —NERELET, ZhbD~y R RIZiE, VPN
BEZ9-_T D Cisco Secure Client Y 7 N =7 & 707 7 A VD472 EH NG S
NEF, ServerName!ZiE, FQDN, IP7 RL A, RAA 4, FREFUA LI —F
Bole NAA VA EBHTEET,

EETEBISESHED 7« v H—TF ) > b (SHA256) (Trusted | SE Certificate
Fingerprints(SHA-256)) : R AF v R YU v —% RS T HRIICISE DIEHHAZ N T& 97,
ISE FERAZE, "] CA GEBAE, F72ITISEGEHET = — > d/L— k CA FEHED SHA256
T4 H—=T V2 MEBEETEET, SHA256 7 4 —7) » MIKLF LN LT X
BT, aunrEHATLN, aer R LTEBMTEET, ZOREITAZ Y 7 MEKEIC
WZATY,

MST 774 IILTOAE—AIL KR —NFTA—FDEMI
RETEAMHABLMEIZOWTIE, Te—h AR U—KE] 2L T 7EXN,

=R = RTG A= B EERT HITE, MST 7 7 A VEER L E T, MST/S7 X —%
41X, AnyConnect @ — /LR U 2—7 7 A /L (AnyConnectLocalPolicy.xml) DIRD /T A — X
RIS LTV ET,

« LOCAL_POLICY BYPASS DOWNLOADER

« LOCAL_POLICY_ FIPS_MODE

« LOCAL_POLICY RESTRICT PREFERENCE_CACHING
« LOCAL POLICY RESTRICT TUNNEL PROTOCOLS

« LOCAL_POLICY RESTRICT WEB_LAUNCH

« LOCAL_POLICY STRICT CERTIFICATE_TRUST

[l CiscoSecureClient 7O 77 A LI F 1 %
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MST 77 4 LTha—hL Ky o— 552 —snamit [

\)

(G¥)  Cisco Secure Client f > A h—/Uj%, 22—HF a2 B a—&F FIZhAMFEOE—H /L R 2—
Ty AN EBINIEI EEEX LERA, JIAT UM AVAN—FRH LRI — T 71

NWEERTE S L 92T 51T, FORCa—Y ar v a—% FOEFEORY >— 77 AL
ZHIFRL TR BERH Y 9,

\)

6=

O—HNV R = T 7 ANSDT X TCOERIINE, VAT DU 7 — BRI Y F5,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



