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https://www.cisco.com/c/en/us/td/docs/security/amp/endpoints/global-threat-alerts-in-secure-endpoint/m_aug-2022.html#improved-alert-workflows
https://www.cisco.com/c/en/us/td/docs/security/amp/endpoints/global-threat-alerts-in-secure-endpoint/m_apr-2022.html#mitre-alignment
https://www.cisco.com/c/en/us/td/docs/security/amp/endpoints/global-threat-alerts-in-secure-endpoint/m_may-2022.html#enhanced-alert-details
https://www.cisco.com/c/en/us/td/docs/security/amp/endpoints/global-threat-alerts-in-secure-endpoint/m_dashboard.html
https://attack.mitre.org/versions/v11/tactics/TA0005
https://attack.mitre.org/versions/v11/techniques/T1059/001
https://attack.mitre.org/versions/v11/techniques/T1218
https://attack.mitre.org/versions/v11/techniques/T1547/001
https://attack.mitre.org/versions/v11/techniques/T1027
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SolarMarker

Information stealer with remote access capabilities

High Severity ~ 50+ affected assets in 5+ companies

SolarMarker, also known as Yellow Cuckatoo or Jupyter Infostealer, is an information stealer with defense evasion (TA0005)
capabilities. Based on its variant, it can leverage Powershell (T1059.001) or system binaries (T1218) to achieve its goals. It persists
on registry (T1547.001) to maintain its access on victim device. It often uses mixed case letters, obfuscated payloads (T1027) to
bypass defense mechanism. It establishes its C2 channel over HTTP POST requests (T1071.001) towards raw |IP addresses on
host field.

Category: Malware - remote access trojan
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https://attack.mitre.org/versions/v11/techniques/T1071/001
https://cta.eu.amp.cisco.com/ui/threats/05dd41e0-90c8-428e-9204-21a9a0bcfb90
https://cta.eu.amp.cisco.com/ui/threats/05dd41e0-90c8-428e-9204-21a9a0bcfb90
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