Cisco Secure Cloud Analytics O #iHHE

FHERER L OYEER (1 ~—)

MR L UVRER
\}

()  Cisco Attack Surface Management : Cisco Secure Cloud Insights 73#7 722 Cisco Attack Surface
Management & 72 V) | Cisco Secure Cloud Analytics @ Web 78— % )LINIZ & 2 3T O BEE RN
FHSNE LTz, sEMiZ DWW TiE,  [Cisco Attack Surface Management| (27 7 &2 2925 M,

[Cisco Attack Surface Management (JupiterOne) Release Notes] # &M L T 7Z2& 0,

202349 A
BHLE

Cisco ISE M7R R k44 : Cisco Identity Service Engine (ISE) &#iA3 5 &, ISE® v a VUK
AMT=ZOBMY —A L LTHEMASWET, ISE2—¥ =3t v ¥ 3 VIR R b4
FET 256, TOBRX MY UL 2RI KBS ET,

S L BT

T5—RI)RAMDEH : 77— I A& NI T—UT5 L&, HBERICERLDBNO= T
FRINREREIND IO E Lz, [E=%— (Monitor) ]>[7 77— b (Alerts) ] DJEIZ
IR U, [ (Priority) ] % 721% [MITRE ATT&CK D #k4F (MITRE ATT&CK Tactics) ] (23
DNTT 77— NI RANERTRIBLR 74 LEZ Y T LET,

[FEHLWTOERDETT (SuspiciousProcessExecuted) | 75— bk : BEfFOT Y RARA > b &
~R— R |Z L7z [Metasploit#1T (Metasploit Executed) ] 77— FNOAFINEE S, b LW
-t 2AOEEEZ XV EUICRT X 512720 £ L7, Cisco AnyConnect E¥ =7 EE U T 1 7
74 7 > K@ Network Visibility Module (NVM) ZE=#—LTCW5HE, 207 7— ML,
TV RARA v b CHUE Metasploit NEITHTHD ERHINZ L 2R LET, BRI,
FLCEoREEDLWWTmE20EELBE SN D TETT,

Cisco Secure Cloud Analytics O #i#&A2 .


https://www.cisco.com/c/en/us/support/security/secure-cloud-insights/series.html
https://community.askj1.com/kb/release-notes

B suessoasEs

Cisco Secure Cloud Analytics (D14 4E I

202348 A
PS5— kS EADEE

s[AWSK A A DT A9 A —s8— (AWSDomain Takeover) | 75—k : ZOBEGFEDOT 77—
FOEFE I L, Kz XV 2 L0120 Lc, RESNTET 7T 4T 4
X RAA L EFSIRA ) ELTWLAMREMER®H Y | FPROKBETHEHINZD . T4
VT BWERIZNAA EREFLEYT5RBHIHY £,

c [AzureBET7 U T 14 ET 4 (AzureUnusual Activity) | 75—k : RO Azure 77 7 1 £
TAR=ADT T — "EBRWES I, EFICFATINTERESNTZT /T 48T 4 DH%E
TI7— b TBHLITD FE LT,

» Azure Firewall DHlIER

* Azure Key Vault D HIIER

+ Azure Network Security Group O Hl| &
» Azure OAuth /XA /XA

« Azure U V) —A 7 )L—T OHIlkk

« 7T RTH T b~D Azure T — H finik

* [GCPCloudBE#IFF U L BI# D21 (GCP Cloud Function Invocation Spike) 1 75—k :
ZOBEFDOT T — i, AILGEHEDOA AL U AZERNTHEIICERSNE LT, 20D
TI—=bhCXXTF X INT 7T 4 €T 1%, EH EOMEE 7213 —E 20E (DoS)
WEEDFEA 2R RN H D £,

MsEE D E

Iﬁl%?‘l-)@ﬁﬁﬂ’éi%ﬁ D= D [T 7 — FDOWNER (Alert Breakdown) |4 7 %8R
BT = — BT AR L ETCEET, T FOFEME &b, BET S
EE{E'J FRZT7 7 — NEMEICH G L2 BUIIORBAFTREZR U A RR3ERRSNET,

NVM CMID 3 > 7% X b : Cisco XDR ~D#AT72358 T L, Cisco AnyConnect ¥ =7 £t
T 4 7747 v @ Network Visibility Module (NVM) & & L TWALAIX, NVM Lo —
ROPFEFIZA L THFA MO RARA » MEREFZRTEET, [H& (Investigate) ]>[1
~RY hE2—7 (Event Viewer) ]>[NVM~” 12— (NVMFlow) | # 7 &L CKI/Z L
a— ROBFE, CMIDEIC T —Y VaGbEDd & BET LT KRSV FOKRR R ET RS
ADERBRFINET,

CiscoXDREHANDKEF = — 2 DIEFE : CiscoXDR ~DOBITHET L TWDHEA., SCATY
H— A SN2 B BEF = — % CiscoXDRA 7 FELTHETELLOICRD £ LT, 3F
A= D[A T b e LTEFR (PostasIncident) | AZ %27 Y v/ LT, WEF <—
> % Cisco XDR (274 S F 7,

Ao a—¢ER—COFEH

. Cisco Secure Cloud Analytics O £iaE



I Cisco Secure Cloud Analytics (D14 &E

PSS URER

4 —4 FE— K®OT—7 : Cisco Secure Cloud Analytics (SCA) Web i"—# /LT, 71 hE=—
F—FEF = Ea—F—RE2WVEIONL LRV L, R=F L~y Z—DL{[lD
vrarT AT A2 %7 )y LTa—aEHLET,

JO—NILEBRERTE : T 74NV DX A LY — 2 LA OFRIEREZRETE DL 912D
F L7z, [BXE (Settings) |>[7 A7 MEF (Account Management) |>[[RfZ] (Time) ] DA
WBEN L, KA EEBEY ALY — 2R L E 7,

2023%F7A
05 1
WEF 1—Y 0 LOREBERO ML 25 THEMSH DT 7— b & Bl T CHSESh D%
B ZHEATED LD IR E Ui, WEF = — 080 | B Sk & 72 % WHE
PED & HEN72 U A 7 2 AT B S NET, MHSNET F— DA X F—5 %

FRHLC, 77— hrt@mdsrbo Famas o vr—%) ¥ LET, LEq U —H T
Z. TXA A IPT RLVA, RA M, BEOR2—HF—ARNEGENET,

WIZ, MITREATT&CK® 7 L — AT — 7 |2t~ T, ki, FE. BXOFIE (TTP) & 562
FHLSEEL, BRESNZHBOBYIKEEZ RTT 7 > a v EBBFEHOIEF2ET /Wb L%
T, FHMEENZBB LR BREF 2—2 DI ETT 4 (ERE) TU0F 0 ZBKRD
HEIZESWTHYVYTONET,

o FFE S 72 MITRE ATT&CK O HEFfF

« BT 5T ZA0Y T R MR

QBT = — L NDOT T — OB (K/H/E)

c BT = —NOT T — hOKK
Flo, WBEF - —IHMF/EE LTI 7T SN TND Z EICERELTLEZN, Zhic
F0, FSICHET IXLERDHLIKET = — L ZERSEDLZ LN TEET, SecureX 231

A R—ILENTWAEES, BT 7DREF 2 —2 0T, A7 hE LT SecureX 12 HEIY
A SN ET,

[ =% — (Monitor) ]>[%%5 =—> (Attack Chains) ] DJEIZEEL T, *v hU—7 TH
HENTEKETF =— T 7 BALET, FFEMIZ OV T, Cisco.com @ [Attack Chain Guide]
EHZHB LT EEN,

N

GE)

VT hE LT XDRICHEIWIZHK S ET,

Cisco Extended Detection and Response (XDR) (ZBATT 5 &, @77 OHEF = — 1%, A

[NVM ZB— (NVM Flow) ] % 7 : Cisco XDR ~DBITN5E T LTV AHEA1E, Cisco Secure
Cloud Analytics ® [NVM~” 72— (NVMFlow) ] % 7 7>5 Cisco AnyConnect Z¥ =7 E U 7 ¢
7 74 7 > h® Network Visibility Module (NVM) (Zx%f9 %527 70 K5 —XIZT7 7 EATZ%
Il ELE, T—ZF, ARV P a—T LEBEOHFIETERENET, NVM (L,
AnyConnect VPN 2MEHEFR > b U — 27 1Tt LIE T 7=NZ T2 RARA & binb 7 v —{FH A X

Cisco Secure Cloud Analytics O #i#&A2 .


https://www.cisco.com/c/en/us/support/security/stealthwatch-cloud/series.html

Cisco Secure Cloud Analytics (D14 4E I
B suessoasEs

FLLFET, 2Tk, VE— TS 20N ELET, 22— —VEHERSRIA TN
A AEFHTARMBZEIN L TWA70, SEE IRy N7 — 7 NAAOR R E R LI2L <

o TWET, NVM L, Xy N —JIZERINTZT A AL a—F—DEifEZ afifb L E
—é—o

[INVM~” 2 — (NVM Flow) | % 7 ZEHT 25803k D B0 TF,
* AnyConnect NVM 7 f —/L K DLRAF

cOSNRX—Y 3, 0S4, Mac 7 RL AR EDT Y RiRA v F7 4 —/L RO R

e NVM 7 00— b DEEFEDR Y & —E R L—LD b ) T —

S L RO

CHWEFI—FESLTI—RJR L [EF=#%— (Monitor) [>[7 77—k (Alerts) ] UV X
MZ, BETOHBET = — U DNEENDL L IRV E LI, 77— DU R N &R 5
ELRETF 22O THDLT T — "D [KEF = —> (Attack Chain) ] FIZHERS {1
£

CKREBEFI—VEEUTI— MO WBTF=— 5 ENDT 77— FTIE, #AEL T
LHREED [7 7 — FOFEfl (Alert Details) ] ~— D [T T — hZ A 7 DOFHl (Alert Types
Details) | £ 7 v a v NIZF=—r RN 7 EhET,

cITVRKRA Y FR=ZADT7F— bk : CiscoXDR~DHIT235E T L. Cisco AnyConnect 7 & =
T E'E YT 4 7 TAT 2 @ Network Visibility Module (NVM) &#EE L TV 5561,
WOT 77— bl TEET,

s [ LW LDAP#ES: (LDAP Connection from Suspicious) ] : FEE#ED LDAP 7' vt &
EIITLTCDDT A AR EINE Lz, Zhiud, v 7 A AAEROEHEZR T
LHREMENRSHV ET, ZOT 77— MNIT 74/ N THEDIZ>THET,

[HEEDOHDH T ADKE (Malicious Process Detected) | : EITHO 7 ¥ 22, BE
HMOEEDOH DNy 2 ANMIEENDEZ NNy a2DBHY FT,

* [Metasploit31T (Metasploit Executed) ] : BEER)72>Y — /L TH 5 Metasploit D FEIT3,
TURKRA LI T LA RIICES Ty RARA > P CTHRESNE LT,

o [R— 18888 : BEXDKIETEN D DEERE (Port 8888: Connections from Multiple Sources) ] :
ZOT 77— NI TAARERASPNHOGEIZORBEHINET, EiZ, BHED
WET /S A ZADBIER— F TH—E A Z BT DINEA A M7 7 AV ZHRET 25
BEELET, UL, T FIRRERL TV DAL H Y £,

o [IFEABALOFRIT (Potential Persistence Attempt) ]: v U —27 7 7B AR X

NNy 770 RTRE ALKy NI =7 WENLDT 7Y r— a0
FAT7 L BEROKGEA = AL ZHWHT 2T A AR SNE L, 20T 77—
MIT 7 b b TEIZ > T E T,

o [IBERR T AT A7 a2 2144 (Potential System Process Impersonation) ] : —f%f97¢
THREADLIICAZDAMOT 0 ANETINE LT, ZhiE, ek A0Hi
ERLTWET,

. Cisco Secure Cloud Analytics O £iaE



I Cisco Secure Cloud Analytics (D14 &E
TS L UHES

* [SMBIRDP : ## D %6 e ~D#%: (SMB|RDP: Connections to Multiple Destinations) ] :
RA MHSMB ZEH L CHEE OS8R A MI7 7 A L &Rk L, RDP ZfH L T%
D DRA M L E L,

o [E& L7 mt A& (Suspicious Process Path) | : FEATRIBEY 7 A V& FFI2 /20T «
L7 RUMBZY RARA VR T e ARNETEINE LT,

o [ME75h72MacT KL A7 5 — I (Invalid Mac Address Alert) ] : Cisco Identity Service Engine
(ISE) #SCALFMAELTVDHEE. ZOHLWT 77— ME, CiscolSET L A U &4 ]
L TR SR BEROMac 7 B L ZAOMAERE AR+ (OUD BT A A RZdhDHZ L%
ARLET, ZAUL, MacT 7 Al Mac 7 4 V2 U D) ZA 32T 5, FRFEK
% (Adversary-in-the-Middle) FIEAZETT D, E72ITMMOBEEREZH7 O & W\ o 7ol
ZRLET, TOT 77— NMEIT 74N FTEGIZR> TWET,

R=T LA —DFH

(BEET7S—MoAvF )R (PrioritiesAlertsWatchlists) | R—C DEEH : [7%E  (Settings) ]
>[77— KU vF U AR (Alerts /Watchlists) ]> [ (Priorities) ] DNEICEEI L T, [
ST F— N v F U AL (Priorities Alerts/Watchlists) [-X— 127 7 A LEd, ZD~S—
T, TI—REATNBBINE A T ~D~ oy B VR BINENE Lz, Bz A7
(Observations Types) 1 ZfEM LT, KFRAKRE 7 4 V2 ) 7 LTERLET,

[ER7E (Settings) | A=a—DFEH : R—F AT HU Ly FEEO A = o —Z4NEH S, B
FTHa hr—ARHEICOREND X DI £ L, [RE (Settings) 1>[7H 7 MEH
(Account Management) ] (BARTIE [7# @ > FEXE (Account Settings) ]) 11X, FFED 21—

W=D % DT Ho s NREICEET 2 X—UNEENTWET, [ NEELEE (SiteAdmin) ]
2 —W—D%E . [EE (Settings) 1>[7 77> MEEL (Account Management) |>[—H —4&
2 (User Management) | (LARMIE [7 4 7 > MEHE (Account Management) ]) T, AR—& /LD
AP =T I RAEEHRTXET,

ZOtOERH

90 HL7R— F D : [JA& (Investigate) ]>[A X hE=—7 (Event Viewer) | 75
L R0 HETOFRERIZOWTEREDOT —F 4 A T2 7)) TELHLHIRVELZ, 7
U % I BTV IALIEEIT, MREMLHET SRR OFHZ LTIV IAALTIIZI VY,

IPRE ¥ FIL—ILDTRE : BEFD P A X ¥ F I — L ZIRPIOERBICERETEH L 12720
F L7, [RiE (Settings) 1>[7 77—k (Alerts) 1>[77—MNU+>vF U AR

(Alerts/Watchlists) ]>[IPA %+ /L—/L (IP Scanner Rules) ] DNEIZEE L CREFD /L —/L %
e L. ZHTDHIP AF v FL— LTtk ) 71222 v 7 LET,

Ly aVERISIDTNARAVTHR b [(HE (Investigate) [>[Ev > a > b T 7 v
2 (Session Traffic) ]1>[%Z > a »##i~7 7 7 (Session Connections Graph) ] Z{#H L C IP
BERRET DL XIT, TS ZEROYH L Y FREEND LRV EL, I TFH AR
A a—IlERERRTDHITE, VT 7RADIPT RLAEZ 7 U v 7 LET,

TCP 7355 LAR—FDEFH : [#i# (Investigate) ]>[1 X FE=—7 (Event Viewer) ]| Zf#

HALCEevyary NI 7 47 T—FE2RETH5HE. [FIOEE (Manage Columns) ] A
Za—OEMFEE/R TCP 7 7 JE#HIcT 7 # A TXx %9, TCP_Flags%l &

Cisco Secure Cloud Analytics O #i#&A2 .



B suessoasEs

Cisco Secure Cloud Analytics (D14 4E I

TCP_Connected_Flags#iZid, v a v N7 7 4 v 7 ORBRERICET 2 BMEHRNAER S
nEJ,

202356 R
73— hEBRADERNR

«[AWSO X U S DEE (AWSLogging Impairment) ] 75— b : AWSCloudTrail = 7 % &
=RV TTHEE, ZOHLWT 77— FTAWSCloudTrail £721% VPC ZA—D 1§
nooa ZREIBRENZ0, WEEEIELZZ 2R LT, Zhud, EBENTH#EORE
WERRALNTNDEZ EERLTWAAEEERH Y 77,

* [AzureFirewal|DHIB& (AzureFirewall Deleted) | 75— bk : ZO7 77— bk, IEHICHIBR
SNET7AT U —NMIESRESTHLIICSEESNE LTz, AzureFirewall 23 1EH (ZHI
BRENHENHI Z EiE, Xy NU—ZBEIOEENRRAONTNWD Z 2R LTV 5 AHE
MRH Y 9,

« [# L LAWSRoute534% —4° v k (New AWSRoute53 Target) ] 75— b : Z ® CloudTrail
77— FRSEES L, BT LU Route53 OBIEAHFIZENE LR WRER RS E LTz, 2
DT T7—HMNE, BEOHL N T 74 v 7DV FA VT NeRAbEERHLZ EERL
i‘g—o

[T+ ETHEME>TWVS 75— FDEM (Additional Alerts Enabled By Default) ]
FS5—bk: 2L OBMTI7— MRAEIMEL E2a—%@B L. T 74V NCHENCRVEL
2o BHIESNIET T7— MIKDOLEBY TT,

e UAZIZEHEINTVD Azure B—E R

Bty Fnb o

o T — Z RO FE

 WRENT N A 2 ORI

« REEHDO AWS U Y —2
ERTTOERDT 77— MEROHISHIET HFEH : Cisco Secure Cloud Analytics 1%, +F
EDT 77— EBRORIE LT, BE, BGE, BLOMEHESNLEHEDY R F2RFFL

F9, ZOFNY X RMEETEL7 0 — VLEEY A MERY . ROT 77— F TEMER
EERINET,

cEHotry Fb OB

s BISHIIR RAAL vary hr—F

e = b E— MEEREDRIEL

« ICMP ]

s Foii 72 U B— b b r— LG

o« 1 b o hE

. Cisco Secure Cloud Analytics O £iaE



I Cisco Secure Cloud Analytics (D14 &E
TS L UHES

o 7'm b A bER (HIBRRY)

o B LW BERE

< BT LWELH 72 DNS U Y /LR

« BT I RRERIE » 2a v (HIERAY)
 FRIOT A A EEREO B

o BRI — N —

LW — R =B DR 72 7 7 A VALEF

ARABLTF—TILDETE : BHENVD Web R—Z /LT, BIRL7ZT—TLDNWL DNDOREL
T a v EHBETELLIICRVELE, T—TNDOETICHAEET A a2 HHALT, #
IREINDITEOPFEESLHNOEH ZITH-720, BUVWNA MA: MB/GB IZEME L7V TE £,

ARZA—LR—bF: BROFH R T a—h 7 baaltib T 572l s AR 7 v —
LVAR— MZ, T2 & LD BEUNRTEACT 272007 =T AR EENDL X DI L,
2023 5 A

TI3—hEBRBDER

cAzure 7O TAET, BT DAy FURXMDOESH : BET HMHE NV H—FT 5005
HEREETDHIET, Azure T 7T 4T 0l U v F VAN T I— " RHEBEINE
L7z, BHENE=T7T 77— MIkD LB TT,

* [Azure Firewall DHIEE  (Azure Firewall Deleted) 1 7 Z — k
* [Azure Key Vault O HlIF% (Azure Key Vaults Deleted) ] 77— b

* [Azure Network Security Group® HlJf% (Azure Network Security Group Deleted) ] 7 7 —
K

* [Azure OAuth/ A /XA (Azure OAuth Bypass) 1 7 7 — b
s [Azure Y — A 7 L—T7OHIER (Azure Resource Group Deleted) | 77 — bk

[ T79U KT AT b ~DAzureT — X #5125  (Azure Transfer Data to Cloud Account) | 7
77—k

A —TT7S5—FEH: [E=F— (Monitor) 1>[7 77—k (Alerts) | X—V&HEHLTT
F—hUVARNMIBEIL TS EXZ, A—T 0T 77— FOENFREINRL 2D E LT,
=TT T — bOEEFRT B, BEHOE EIZEREINDZRILT A 21—
EAEbEET,

2023F4A8
75— b EBRBOEH

Cisco Secure Cloud Analytics O #i#&A2 .



B suessoasEs

Cisco Secure Cloud Analytics (D14 4E I

s RSATNRAFHo0—FOEA . ZOBEFOBMN, SHTAA N EofEkIc k> TREL
SHESAZYTHIICHMIEENE L, ZOBRANCEY ., VE— KR N E DRI DOFER:
BIZVE— RRARNDOLREOT —ZEX 70— RTHT A ARKFESINET, I
Z, BEOHDI XM B — RPRoTH U a— RENTZIEEZRLTWAAREERHD £
R

AWS AJ{RIE LAR— FDFEH : [LA— b (Report) ]>[AWSHAHIL (AWS Visualizations) ]
EIZFEE) L CRR S D AWS Al L L AR — Rassfb S v, finod Ea3m bEL, —B Loy
ITURT 4= VERETLEOICARVE LI, TAr— s ARO—ENAYGE L, BET S
77 INEHENE L,

HRAOFMEER : BZHRET L0, BlllICL-o Ty I FryIhied X CoTFr—4 %
RERRTEDLLIICRVE L, [77— FOFHEM (Alert Details) | X— VR [F=4—
(Monitor) 1>[##ll (Observations) ]-X— 72 EOBHIS—TNIZH BT —7 L Tld, Bl
WMOEEDA L AZ A% Vw7 LT, $TRXRTOaTHFANT —FOTERERLET,

tyav bS04 Vv IDES : [HE (Investigate) 1>[E v a bF 7 ¢4 v 7 (Session
Traffic) | X— & BET V7 & 70k, nedanmbr, —BLorvy s 7
YR 4= NERET DX E LT, BEFEONT ZMI L, T 4+ — S ATIREO— BN
dESI, BET L7 7N ESE LT,

2023438
75— b EBRBOEH

s [AWSK A A 2D T A 9 A—/\— (AWSDomain Takeover) | 75— b : AWS CloudTrail
07 uE=Z YT L TNDEA. ZOHLWT 77— KT, AWS KA A D 1 D050
THUY MIEEINZZ L E2RLET, ZHUE. RAL L OANAL Dy v 7 BRAELIT
WHD, FRFEF 2T AR —DERZ R L TWDAREENRH D £,

«[AWSIAM 2 —H—®DF A 7+ —/\— (AWSIAM User Takeover) | 75— b : AWS
CloudTrail = 7 ZE=4% 1 7 LTWAHHE, ZOH LT 77— KT, BIEOZ—HF—N)
BOL—F—Dnr 7 A AEREVER LT L 2R LET, i, WRENESINTEM
DXKGHEEFENTL L LD ELTWAZEEZRLTWDAREENH Y £9, 2T 77— MIT
7 AV R CENC Ao TOET,

«[AWSRF v T3y FDFEHR (AWSSnapshot Exfiltration) 1 75— bk : Z OBEFD AWS
CloudTrail 77 — h 23, B &L MR BIEE 7 4y VX U 735 2 L ClEsLE
Lice, ZOT7 77— NI, EQAT T v ay EBRIOT Ty NinbT 7 E8ATESL LD
WCEE SN E 2R LET, JHud, HBERT —X2RBAHZE2 L LT D kETH
HAREMEDRH Y £,

[FEAEBEtEY 3 (#HER)  (New Long Sessions(Geographic)) | 75—k : 2D
MEFOT7 7 — ME, T ARERNO Y + v F U A NNIZHHHE A b & ORI O
ML Lz bR LET, BIMOGE#ESR Y NT—2 2N THZ2 LT, 20T 77— bR
FIN, WET NA ZADENER—RAT A VEMENLTEH LR E LT,

ARV ME2A—TFHITYDAE— : A X b 2a—=T LR—MIORNIHEBTIC, BEDY
TV & FHETLTRTOT VT 4T RT AN Faa— LT, BTHEMALED, F—201Mh

. Cisco Secure Cloud Analytics O £iaE



I Cisco Secure Cloud Analytics (D14 &E
TS L UHES

Da—PF—LWHFLZY TEDHL T F L7z, [#H#E (nvestigate) >[N hEa—7

(Event Viewer) | — Y THEREZFRETIZ T A NEZ ) 7T 58A1F, [2E— (Copy) 17
A3 EEHLT, BHEOHK, A TA 2, FF72VE—FO7 4 VvZ% URL & LT
ar—LEd, £0%, URL 27 7 UHICEEEV T2 2 LN TEET,

RADEFERDAVTHFRAL AR E2—T TEyvary V77497 La— REght
LA L, B0 F (First Direction) | 7 4 —/V RZEH LT, 77 4 v 7 3@l
LEOHFMMEICET2a 7 A MR LET, [(AE (nvestigate) |>[A X hEa—7T
(Event Viewer) [>[t v a > T 7 17 (Session Traffic) | DNAICEEI L, [FIOEE
(Manage Columns) | AR¥ %27 U w7 LT, [HFIDHIA (First Direction) ] 51% & = —I(Zi8
mLEd,

Observation.CSV MIT Y RAR—k : A7 T A HEDIZDIZBI Y A a2 X T rm— 158
Ay CSV 7 7 A NMCBHET DN T SA AD P 23R A MBEEND LRV EL
oo [77— FOREM (AlertDetails) |— V£ IIMEEOBIIAN— ([£=%— (Monitor) ]
>[#H] (Observations) >[I 72 ERAIFER (Selected Observations) |72 &) MH A U v —
R L7277 A /LN T Sourcename & 5 L £9,

FROBIVRVEDRE : A4 F v adr— RO [EioE Y 22 [E (Top High Risk
Countries) |~ v 7 &R T 5 & &2, BILOH 2 [E O BE# 9~ 25 BLHIHE RISk U CE 26T
TEHEHI T Lz, BTHAEZRSN TWEEEZZ U v 735, ZOBRLIZED
[HEE#R Y + v F VU 2 OB (Geographic Watchlist Observations) ]2V # 4 L7 h & F
D

2023%2A
73— hEBRDENR

[ISEA—HY—DFRETV 3> (Abnorma ISEUser) | 75—k : ZOMGFEDOT 7 —
X, BT 57 77 0 B ¢ ORI Z IR0 Z & CGESIVE L2, CiscolSE & HiA &
NTWDHAE, 207 77— ME, BEOT A ATEeL, Moax—WF—CBEffiT b
TWAET AL ATV —RNBFEENT=ZZ L xR LET, 2L, 7T vy LORE
FITARIERWNERERE Z R L TWDAREERH D 97,

«[AWSECSO S 4/ U1EHRADT7 2R (AWSECSCredential Access) | 75— b : ZDBf
{f£® AWSCloudTrail 7 7 X—27 77— MIAPMEL Ea—Z@im L, 774/ N THER)
W TCWET, 2T F— b, ECSH AV EFRMNAWS A LV AKX LV A AR T — N H—
EANLR A ANERERST 53T a~vy RTORESNEZZ A2 RLTVWET, 2
DT 7T 4 ET (1F, WEEN - A/ A AFRERELEI L LT0DEZEERL
TWHAEEEDRH D £7,

* [AWSIAM Anywhere k5 X k7 > A—1EK (AWSIAM AnywhereTrust Anchor Created) ]
75—k ZOBEFED AWSCloudTrail & 7/ _R— A7 J— MIAMMEL Ea—% @@L,

T 74NV N THEDNZR>TWET, ZDOT 77— ML, #H LV IAM Roles Anywhere 7 A
N7 o=l E TR LET, ZOT 7T 4 BT L IT#EURSEALH D T, HEREN
AWS OIEEINE T 17 2 S ~D KGR T V2 A ML L LD E LTSI L ERLT
WD RREME S B D £,

Cisco Secure Cloud Analytics O #i#&A2 .



Cisco Secure Cloud Analytics (D14 4E I
B suessoasEs

« [AWSLambdask #iit (AWSLambdaPersistence) | 75— bk : = ®EEfFD AWSCloudTrail
ny_R—=27 7 —NMNIAELEa—Z@im L, 774V N THEMIR>TVET, Z0
77— ME, H LW AWSLambda BIEAMER Sz 2 L 2R LET, 2k, # L ERR
SN2V Y =Ry 7 RT ZBIN L TKEHLERATND Z & 2T AR H U £
R

[AWSE#H T+ v kb (AWSOverlappingSubnet) | 75—k : 207 77— MIHIREN

TWET, ZOT7F5—ME, RIUAWSVPCHTEBET AV 7 2y N RT -0 H X
WTWE LN, AWS TIERRETE 2L <2 F L1,

KSATNRAEo0—FOEA : 0@ LWEBHIL, SNEBARA SORIIOT 7 & Atk
2, THRA AR = KA NNLREDT —HE2 Xy ra— RNl a2 LET, =
NI, BEOHLIIA O — RFRFE-TH UL a—RENFEZZEEZRLTWHWDAREENRH Y
\i‘g—o

[CzANT LAY FEHT/INA A (Jailbroken Device) ] 75— b : CiscoISE A SN T
WBEA, CiscolSENRNTNA 2% [P NT L A7) ELTHHLELEZZT 77— %
ZITMADZENTEDI IRV FELE, 20X I RT 0 AL, BRI L THEHTH
D, MOV 27 BNEINT3REEND D720, BRETIERWEEZDILERHY £,

ZDT T — MNMIT 7 H N N TENZI> TOET,

[#r L L AWS LambdalfE U L EF @41 (New AWS Lambda I nvoke Permission Added) ]

75—k ZOBEFED AWSCloudTraill 2 7/ _X— 2D 7 57— ~ME., BINEH=A%07 AWS
TovarERNTs I ETHESNE L, ZOT T — M, BOAWS B—E R, T
Ay h, FRFHEETT 7 2 a v EEITT HTDITH L0 LHERDMER S vz 2
EERLET, ZOEMEX. AERD AWS ST T b ~OKEEIIIRT 7 2 A B HESL L
FOLLTWVAZLERLTWAAREMRH D £77,

73— rDBEIEGZZSFDoO—FK  [7 77— hOEIENENL (Alert Priorities) ]-2—37|Z, Cisco
Secure Cloud Analytics DA A — MIBAT 2 BERERE L 7V om— N4 7 a U8
MESAVE Lz, [RE (Settings) ]>[7 7 — b (Alerts) ]>[#5LE (Priorities) | DNAIZFEHE) L |
[CSV] %7 U~ 7 LT, MITRE ATT&CK ~ v V"> 7 IKAFEIRI, BAEDT 55— FikiER EN
GENEZT AN EE T — R LET, ZOFRIZ. MEHECHAT L Ea—7R DX R
7. FRET VAT 7 OIERRRICERTE £,

ASNERBAQ T XX FDEH - AT AT 235 (ASN) DR T~ TOIME IP T T
LRIV E LT, 20 ASN ORI T 52 MG, TiX. Cisco Talos Threat Intelligence
F—AI Lo TSN — KR AaDpT7T—2 8y bEHLET, ZoffRiL, T
OHNEBIP ZROLEMICH D2 THRA MR =2 —2 AL T, #ETICHETEET, ASN
CIDR, U — 3>, DNS & W o 72H R IP D K 0 52272 5 EHIC DWW TIE, [RE (Settings) ]>
[#:4 (Integrations) ]>[Umbrella] {24 % Cisco Umbrella Investigate H5 % 5| i fFH L T<
1N

HMIBAD D TERX FOEH S IP A EIZ~ v B 7 57291 Cisco Secure Cloud Analytics
THEMTLHBT — 2ty REFHINE Lz, ZOHUKIP OSMIE# T, Cisco Talos Threat
Intelligence 7 — A Ko THENL SN T — e A a7 —2 2y "BMERHESND L2127 Y
E L
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TS L UHES

vl a UEMOES : Cisco Telemetry Broker # 4> 7' L I Ao —L LTHEHLTWDE
A, [HA (Investigate) ]>[A X2 FE=—7 (Event Viewer) | X—YHNDOWL DD [t v
> a VEEAE (Session Details) | 7 o —/V RICER R SN DARINBGEE LITELE I NE LT,

203%F1A7
T3 hEEBROERH

«[ISEA—H—DFREF7S 3> (Abnormal ISEUser) ] 75— b : CiscoISE A &N
TWBEHA, PO —P =2 T 5N THDH LNT S A Ta—F—NRiEshiz
XTI EZTMAZENTELLIICRVELE, ZHUE, ZLT vy LR
EF IR ERNIEFREEZ R L TCODLAMEERH Y 3, ZOT7 77— MIT 74/ FT
N> TWVET,

IR YA v F )R COEBRBICET HBE  HEBFHRIAL v F VR OB ZHET D
e, EBa— Rz CEATERO) A NE 7 4 VZ2 ) 7 TELEIITRY E LR,
ZDT 42X, [BAINE (Observations) ]>[EIN L 72BLAINZ  (Selected Observation) |
N—=TC, WHEER T+ TV 2 FOBHEER Y N LK, FRITEBERELZZICR
VNWED T HGEIERLET,

[ISEt > 2 »BAtAEIHI (ISE Session Started Observation) ] : Z O LWELHNIE, #H LW
tyvarNERESNEZZ EERLET, ZOBUANTIE Cisco ISE & DA ME T,

ISEREFEHLLWT I T ET DA . ZOBEFOBMNIL, CiscolSEZfEH L T L
TIT A ET A ENTZ EERLET, ZOBMINIES L, ISEICL->T V=
ANT AT EHMESNTZT A AEZRBTEDLIITRVELE, ZOXH7eT7 A
AL, BRI R LT R MEBIC R D REEER H BT, BETITRWEEZDZNLERH Y
£7

AWSHREDER : [(XE (Settings) ]> [ 5 (Integrations) ]>[AWSOHEZE (AWS About) ]
N—UNREH I, N7 A=< ARAEL, AWS S3 DR R EF/NMRIZIZ D204
va rBNBIMEE L7z, Cisco Secure Cloud Analytics & DFEE D7-HIZ VPC 7 1 —1 7 DI
PRIET 55A1E.  [Amazon Web Services Integration Quick Start Guide] T, RE|(Z/2~7-m
JEHIBRT 2 HEOFIREZ SR LTI 230,

AWS ! —L32aYTHX bk : AWSCloudTrail R—2Z2D7 7 — hEFETHE X2, T2

TAET A MNRELEFEDAWS Y =2 a0 DarTHF A NERBTEHLIITRELE,
RE4 % AWSCloudTrail B, £721L[1 > h ¥ 2—7 (EventViewer) ]>[AWS CloudTrail]
B NTEHLOBHLITERIL, INEEZETARINTWH ) —Va v 2RBTEET,

EBMOaTHFRARMERY b [#8#& (Investigate) 1> [IPH!] (by IP) ] X—T LAIP bS5
TA49IDRINTY U 2EMLTIP T 7 4 v 7 2#lET 556, BRSHEA N v
MOBENT 7 ¢ 7 EFCHEL I VBRICHFITTCEDL L IRV ELL, FIALL TS
T—HOITERELEDL, T—7NVDOREDOINZH D [ X b a—T THiELET (See
Conversationin Event Viewer) |ER Y hEMHLET, Zhb0ar7FA MRy ML,
[f X2 FE=2—7 (EventViewer) |>[EZ v 3 b7 7 4> 7 (SessionTraffic) JIZFEIL .
RS T DfER AR R TEET,

Cisco Secure Cloud Analytics O #i#&A2 .
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To5— MEXIEGLDER : [(XE (Settings) [>[7 7 — b OEINENL (Alerts Priorities) ]38 &L

[#H (Observation) 1>[# A 7 (Types) ]-X—TIZ, IBIIDOT VA MY XA 7L LTCiscolSE

PRINDLEIITRVELE, ZOHFA 7“(74’/I/§7Lff¥ LT, #ARHIAEHATRE 72 BN O3

2 RE LET, Cisco ISE & BHEVOR—Z NV OFEIZBET 55OV TIE, [BRE
(Settings) ]>[#A (Integrations) ]>[ISE] &M L T 2 &\,

TINA ZADWEFF : [T /31 AOE (Device Outline) [>[7'v 7 7 A /b (Profiles) | &7
va L, [77— FOFEM (Alert Detail) ] X—Y & T34 A LR— hD/T —~ 2 A%
bEwswickBElbENELE, 0B 7y a B2 ERALT, BAOMEIC—&T 5734
AT T 4T 4D 7T HEOMEZ TS L E7,

A—T2—RY T DT : Cisco Secure Cloud Analytics F— LN T 24— vV —=
V7R TB, HLWIARY MICHEBESNE L, YAaDF—T V=AY —)L~D
VoI Re25EE, Ty ~—27 ZBH L TRBL TS 72XV, hitps:/github.com/obsrvbl-oss/

LR—bDHA RN—: —B L1 A = 25T 2572010, [LA— R (Report) ]
Ama—t 7 a b HNOTRTOLR— MIEMOTESF =Yg A=ma—RNBEMSLEL
7

AR T ERA AV FDOEH  [LA—F (Report) |>[FHHEMET A A b (Visibility
Assessment) 1D [U AT OEWE~D ~T 7 2 (Traffic to High-Risk Countries) &2 2 2
SN, Zow s v a CTRESNDIEROEHFIEICET 23BN SV E Lz, HIRER
DAYFIVRAOEANETIRELLML T, HEZRITLES,

2022 12 A

TINARTIORSAVDESH : [77— FOFEM (Alert Details) | ~<X— & [7/3A AL AR— K

(Device Report) | =Y D HIZH D [T /34 AT 7 b7 A (Device Outline) ] 7SF /LA H
s, B =Lz AR—FZOSHENEGENLLIITRVELE, B —Lxz T AKR—
2 OT— NG S, TREEALTCT A ART 77 4 7IZ@BEL TSRy b
U — 7 ERETEET,

BESRIL : R—=FNDEDX—UINETH, T T 4 TRV AT LEE L FRED Y V) — R
)= hEFTIERLSERTELLIICRVE LI, R—F A~ X —OHMNZHD AT KR T A
a7 Uy 7 LT, HLw B (Notifications) | /S /LA &R LET,

AR RO H - AT nﬂﬁ LAR— M EH S, BEEN BN SN E Lz, RSN TW5D
A YA FEPREICT 72012, BHOBMEZMEHLET, KIS, MAAERTZTNA 2T &
JEEHLCHAEZEITLET, ZOLHR—MIT7ERAT 520, [LA— bk (Report) ]>
[AIFEMEREM  (Visibility Assessment) ] IZBEI L £,

2022 %11 A

To—hMEEHROEH
« [AWSHAPI TS5 — %ﬁULT(MmewmAMmew]75—Fzmmmwﬂm1
O EZEHRLTCWAEE., ZOFH LWT 77— M, 22— —20EHDOAPI 2 — /L E2FEITL

VSN T@E#Tﬂ“/\foﬁt WCRL72Z LR LEd, Zhid, BoE P REICET 516
WeBFFL LD & LIy, FIEERARTIY | Ktk eI L7y HREZZ AT L—FL

. Cisco Secure Cloud Analytics O £iaE
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TS L UHES

K2 L TWARZLERLTCWAARERDY £, ZOT 77— MIT 7 /L h TERIC
o TWET,

(V59 KThOY bADAzureT —4853% (Azure Transfer Datato Cloud Account) | 7
S—hk:ZDAzure 77T 4T 40T 77— M, BMO Azure (RABNN— K KZ 4 7D
F—HRRTECETIEESNE L, ATy 7 Y3y oMz T, URLX—ZD
FHIZOWTET I —= MR RESND LTV E LT

«[BR270T774)L (Emergent Profile) 1 75—k : ZOBEFEOT 77— NI, FFEDO T 1
T 7 AMIONTYT TAT v MY —_"—DIRREZ R TE 2RI EHERT 5 Z & T
EBINE LT, ZOT7 77— NI, TS ARZH LW T a7 A NVICEET DN T T4 v
DHDLGEIZ N T—3, T, ADFENMEETZIMRFELZR L TWDAREERH Y F
R

CiscoUmbrelalnvestigations W E #7 : Umbrella Investigations % 7% & L7254 ([i%/E (Setting) ]
>[#iA (Integrations) ]>[Umbrella]) . FHAEE R v F22 5, %59 2 [UmbrellalP £ 5 (Umbrella
IP Results) | ~X—VIZE#EBH L F9, Cisco Umbrella Investigation L, {EEDOHEIP 7 KL A
DERy PA=2—IZH Y 3, SecureX LHHETDH L. SecureX R—H b A—7 A b L—
va &AL T, Cisco Umbrella 38 L ONZ DD — DT —2 7 —%2BINTE 7,

[T Y —DFEH (Sensor Details) 13— 1 777 KO A L 7L I AP —%2H LT
WAHEE, BT 5T LA MUBEICT 7B A TE LT, [E (Settings) ]>[ErH—
(Sensors) ]>[& v —?DFEM (SensorDetails) [IZBEIL T, 2 bDELHF—DRY 2—24
&2l AR O E 2 FoR L E T,

oY —ITHORR—E—DFHM : oY —L o) AR—=F—D a7 XA NHF|HARE/R
BT T FDFHMET AL ALR—FDWITDOTNNA AT T T NTEEND L HITRY
F Lz, ZOFEMEHEALT, HARETICEEDT NS, ANHERINZHTOa L TH A &
L E9,

LY IV RS TAVIDEF By ar NI T4y I T HIE, AT IR BT —
74—V ROH L v —% A 7T D Azure for Cloud Provider 35 & O Catalyst % S B9~ 2%
otk ELiz, 2ot —F A TER=ZIVITHEELTWDIHE, 20T —XI,
[(AZE (Investigate) ]>[f X2 hE=—7 (BEventViewer) |>[E > a2 h77 4 v 7 (Session
Traffic) |Z#fHEH LT/ 2FATTH L ZITADTHZ M TEET,

LEDEIVRIVEDRE : ¥ v 2R — ROV ATZDOEHEWEDO ELY 4 V= y FEFEHTS
&L EHEFOHBIERY + v F VXA NOBEIZ RUNLVLF T T2 EMTEET, Foyia
BeRF0nd . BEOEDA LN RIT "R RIS T7OESEOEFT4E 2 U v 7 LT,
A 2T LE T

20224108

73— b EERDER

* [AWSIAM Anywhere k 5 X b7 > A—4ER (AWSIAM AnywhereTrust Anchor Created) |
75— bk : AWSCloudTrail 2 72 E=4 U 7 LTV DA, ZOH LT 7— ME, &
U S 472 TAM 2 — /L Anywhere N 7 A R 7 U —Z@MLET, Ziud, WEERT
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BT FADKGEIIZRT J B ABENL L LD E L TWD I EERLTWAAREMENRDH Y £
T, ZOT T — MNMIT 7+ N B> TWET,

s [/N\—FE— FDEEFE (Heartbeat Observation) | : Z OREfFOREAR L EEH#ET 5 T 7 — M,
EHTE LML LT A2 (openDNS Z#5ETr) #BEMT 22 L CdEEINE L, 2
DERRERIL, T ANYE—FRRA R EDON—FE— L TWD 2L A2RLT
WET,

« [HLWLAWSLambdafF U H L7 7 Z X EFRID:EM (New AWS Lambda I nvoke Per mission
Added) | 75—k : AWSCloudTrail 2 7 2 E =X U > 7 L TWAEE., ZOH LWT T7—
M, BlO AWS —E A, TH DY b, £35S AWS Lambda BI% A FEONH 572
DOFLWT 7 AFFAPBEMS NIzl 2R LET, JiUx, SN0 AWS o T
¥ RADKGEIIRT VAL LE D ELTWDZ AR LT AREERH Y £,
ZDOT T — MNEIT 74N FTESIZ> TWET,

cHLLWERIL—Ty MEGOEAR . ZOREFOERIL, 7Ty —RKELX T n— KR
WHEET Yy 72BNt LIk THESNE Lz, ZOBIEIL. T/ ANN
HNBIAH~NDKED N T 7 4 v 7B LWERA R EAZH L2 L2 L TWVET,

[BEIZKEFLVEC2H4 > X2 R (Unusually LargeEC2Instance) | 75— b : AWS
CloudTrail # 7 Z#E=4 U 7 L TWDHEH, ZOH LT T — MIEFIZKEWEC2 A
VAR U ADERREEMLET, WEENY VAN, Ty vV OHPTEC2 A LV AH
VAERBR LI EERLTWAAREENRS Y £3, 20T 77— MIT 7 40 b TERIC
2o TWVET,

D59 RRAFv DA YFURXMDEFH : [(XE (Settings) 1>[7 77— MUt >F U AR

(Alerts/Watchlists) [>[27 77 RARAF ¥ U+ v F U A (Cloud Posture Watchlist) ] ~<—T
B 5[27 77 KRR AT v OfFFHE (Re-Evaluate Cloud Posture) |4 7Y 3 VA EIRT 25 2 &
T, GCP 7 L—LU—27 OfFFHliZFE TR T—T& 5LV ELL,

TINARTIESA VDR : [77— FOFEM (Alert Details) ] ~<— & [T/34 AL AR— |
(Device Report) | =Y D HIZH D [T/34 AT 7 7 A > (Device Outline) | /SF /L H
I, LT ENmELELL, FFEQDERDMIZHIET A AL TRINLTND LD
\Z, [ — (Copy) 17 A 2 &MHLTREDT A ABEMEZ a2 —T& 5LV EL
7-. [HFE (Attendance) 127 v a & [ 7V ~_— 3 (Observations) |7 2 a D)5
DHEE S, BIEOT AN ZAA N v 7 (BUED AFHIEA TIERY) ThorZ a2 L Vi
UNZRRTED LTV £ LT,
ARV EE2A—TOEH : BV —BLO=T AR—F OGN, T4 X—h x>y hT—
7 =B Y TD[AX ME2—7 (Event Viewer) |>[E v a > hF 7 ¢ v 7 (Session
Traffic) | 7—7 VICEEND XL HITRVELE, LD, BED N T 74 v 7 INK
U —7 EClIBT AHMNCET 22 TR A MERELET, T4V FOT—TAFE L
TEHEENLTVWRWZD, 2 EBMT 512, FIOEHE (ManageColumns) |7 A 2% 7
Vo 73008 RHY £,
GCPEUH—DHIRRAT—4H X : GCPH A GCP API OHIFRIZE LIAD TV DAL, [RE
(Setting) 1> [P — (Sensors) | ~—IIIBENT 5 &, WELZIT-FED GCP & ¥ —
DAV VEDEDT A 2 U RNERINET,
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HER—COEH - RO [RE (Settings) 1> [#4 (Integrations) ]~<—VF, LV —HL==
gAY U ADTDICERH SNE LT,

* Secure Cloud Insights
* Umbrella
* SecureX

YA M FEST—L 3 DOEH : [HE (Investigate) ] A == —ITi%, X—VETIE0 ER Y
N DO EMOY T e —rarRNEEND LR E Lz, ORI, [1 XV
FE=—7 (Event Viewer) | BIL W [Ev I a bTF 7 1 v (Session Traffic) | X—IlF
FZEMENTWRNZ EIZERL T IEE N,

FST4 90T —R—DDFFH : [LA—F (Report) 1>[FT7 7 1 v 7 ¥~ YU — (Traffic
Summary) |3—2® [Hf}/EZ] (Date/Time) ] L7 ¥ —ICHGEABI & L, LAR— K23 8
AR ORKFEHEZ AR — 4252 RIS £ L,
75— FDEMOERH : [77— O (Alerts Details) | X—JI2i%, 79— 72774
TADIFESEREMEKMT DEEDTA LAZ L TREENET, [T 77— F—LDi%
%M (Alert Rules Details) 1 &7 v a ilid, ROFX A LAX L THRHY F9,

- RHA

- EXFDELA

« BIEIDERA

2024%9A
75— hEBEBROEH

« AWSEC2EERAV ) T FDEET7S5—F : AWSBHROEFTZEELCZDT 77— & W
L, AV AF L AEIEA R NOTF =y 7 2BIMLE L, ZOUGREICEY, BEDODH
LT 7T AT 4R LTS AREEOSH 2 B e ETMERTIEC AENET, F
LV E a2 —Dled, 77— MIBUET 7 4L b TEGIZ/2 > TWET,

CEELREC2A VA VADER  BEITKRERECQQ A VAX U ANKEDT 102 MZ
B &7 Z & 2 RT 8 LV CloudTrail ~<— A D&,

CAWSDFLWA—HF—7H 23 VDER : BEFED CloudTrail _X— A DEMHNR, Ly EWN
Ny 78y ZHIRNCERH SVE Lic, ZOERIE. CloudTraill D TT 7 3 g v & FEAT
T5HAWS 2 —HF—%Gdk L2 L 2R LET, RE L TELNLABEIZIL, BiNoa
VTFA DAY —LYE—FIPOFEMNEGENET,

* MITREATT&CK Q¥ffi&E T =v9 : IROT T — ¥ A 7 TMITER ~ v ¥ R FH
SNF L7,
T ARANY -2 Y b T—O H—ERXR T4 RAHNY :HLWIP AF v ), HL
SNMP A A —77°, NetBIOS ##t A /X1 7. SMB 5t A /34 7 . ¥ O LDAP ##¢ A
R,

Cisco Secure Cloud Analytics O #i#&A2 .
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CHRABE-TUTATRENYZUY T NI RLDAP AN, 7 LT 7 koSt
R SMB i A3 A 7,

53— rDTE: 77— FOTEIZHTIHLVEEA 2 S5H Y £7,

cAWS T 4 TV X DERE

¢ Azure OAuth /3o /3

s HTLWAWS U — 3

o HIPROFEV AWS S3 7 7 & AHIBR Y 2 K

s FIROFE AWS X 2 U 7 1 7 b— T DfEK
NIV DS RBEE=F VI DOEH : AWS /21T Azure DE=H U L T AT —H A
ERRFLTCNDEEIL, T—H%CSV 77 ANVTRGT L5681, [CSYVDOX T a—Fk

(download CSV) 1 RZ > %7 U v LET, =4V VT AT—F AFFT BT, #A
P—ERIZEA D=V EHEHA L ET,

« AWS- [ (Settings) ]>[#4& (Integrations) ]>[AWS]>[VPC 7 r—u 7 (VPC Flow
Logs) ]

« Azure-[f%E (Settings) ]>[##A (Integrations) ]>[Azure]>[A kL —7 7 & A (Storage
Access) |

U —R—COESH : [RE (Settings) ]> [T ¥ — (Sensor) | N—V T, AT LI xE

Y=Y =P ZFIRTEDL LT £,

2022 8 A
To—hEERDOER -

« AzureQauth NA /SR T S5— b : ZOPFEDT F— MIFMEL Ea—Z@il L, 77+
v NTENI > TWET, 77— M, kubeconfig 7 7 A VEET L LD EFTBHT7 73
VERLET, WBENMREINTZY 747 B kubeconfig 7 7 A WM T 7 A LT
e, TNEEAL T TAXIZT 7 8ATHZENTEET,

«ISE v 3 UBAIREESR © Cisco Identity Services Engine (ISE) Z#i& L T\ DA, 20
BLUVEERIT, LML ENZISEx—F—kya VAR LET,

cIXTYVYYIPH—ERTS—hF: 207 7— MIHBRESNE LT, &ERL, ZOBESF
TI—ME, TV arAERT T—FE LTRL-LVOFERAMEEZRE LT £ Lz, 2
DT T — NI, TAARIPH—ERARAALDDNSINVy 7T v T HWDFEIT LIZnhE
AT EDITEFFSNTWET,

B aiR—FRDEH : A H v aR—RIHBLARN I 747 77 71F, WEB b7
T4 w7 EANERNT 7 4 v 7 KB LT, Secure Cloud Analytics |2 X > CTEHREIN TS hT
T4y B TELE ORI ELL,
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https://youtu.be/wwxwOqDuSNI
https://youtu.be/wM-Uf62JDfE
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TINARALR—FDEFH : HOD LT A ZRETNIT N, ARBNPOER Y N5 & TT 7
TACTEDLT A ALAR— IBREHF SN, 2> TFAREFENCTINMELE L, LAR—
MU, BINOEE, "M 74 b, BEOER Y REFERD LIV ELE, F2, HiL
WEERE DAL E [T 7 4 7 Bt O AL (Traffic Connections Visualization) | % 7 N CF)
MTEET,

EEESNIZ ST v IO R=—UDEH : [HE (nvestigate) > [ lbEN T 7 4 v 7
( Encrypted Traffic) ] ~3— 23, #7 LU Cisco DAMEL & BYEMEICHE B & E Lz,

Y RT—=UTF LA R O#EETRIE : Cisco Telemetry Broker % Cisco Secure Cloud Analytics @
Y=L LTHEHTED LDV E LT, #ET D&, Cisco Telemetry Broker IZ7 > k
J—J RX—=ADT 77— e LET, BFOYV—27 7a—%2/H LT, (& (Investigate) ]
>[A Xy hEa2—7 (Bvent Viewer) | X—T% RUNLX DT LT, FHLW[EY T a DM

(Session Details) | # 727 7 ATEEd, Zhicky, hnFETlhicgerry hU—
Il a—REFRLZBNOZ 310 Yy 7 a7 XA ha3EB LE9, Cisco Telemetry Broker
L Z OB DI DUV TIL, cs.co/telemetrybroker IZ7 72 A L,  [Send On-Premises Flows to
Secure Cloud Analytics Configuration Guide] [#FE] ZZH L T 7E &0,

IVTFATATIN—TEBROEH : =T 4T 4 I N—T %k D5V —7 7o —nERYL &
A, N IR M ELE L, [BXE (Settings) |>[T>7 47 4 Z/L—7 (Entity Group) ]
NR—=THEMEALT, T ATN—TEERBIOEHRT LI, TM RIZarTF%
ARNEBINTESL910720 F L1,

BERDEMOES : ISONBLOB ([ZE END5BIMDO 2T F A &4t 28 2 HE T 58
G, T NDOEMNZRET A 2 REFREIND IRV E LR, RAITAarvwz7) v
L CHELZ BB L, JSON 27X A & HiA iy A2 B TR R TE £J, B TREZR
Ea—ld, 77— hDOFEMR—Y LEHEADOLR—MIHY £4, BRALZE2—%HLS
Wi, FRENT A7 0 vy 7 LET,

NTYYDDSYHRBEEZRAYIDEHH . T — TNV T 4 NVE VT EEH LT, Azure.
AWS, F72EGCP DE=F Y VAT —HZ AR L DFHEMIICERTE D LRV ELE, £
=N T AT =R RAERRT DHITIE, BET—ERICEEON—VEFEHLET,

« AWS- [F%7E (Settings) ]>[##A (Integrations) ]>[AWS]>[VPC 7 u—1rZ (VPC Flow
Logs) ]

s Azure- [fXE (Settings) ]>[# 4 (Integrations) ]>[Azure]>[A kL —7 7 & X (Storage
Access) ]

* GCP-[#%/E (Settings) ]>[# & (Integrations) ]>[GCP]>[7 LT > ¥ ¥ /b (Credentials) ]

oY —FTSA VBHMOEE BV —F T T A @Ak N H—T A LXVMEN, IET
T4 TIREED 8 MG 4 BRI SN E LT,

[EoH— (Sensors) | R—SDEH : [RE (Settings) |>[ > P — (Sensors) | —T %%
P—DAT—HZRATT 4 NEZ) T LT, EOE Y —%2FKRTEDLLITRVELL,
2024178

To5—hEERDEN
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cFHLWIE—FT7IERT7I—F: ZHUE vy I ANy ZHIMEZIERT 5 Z LIk - Tl
BEINEBGFOT 7—FTT, 77— MI, RETHOTT A ARY FT— FHRA Fnb
TIRASNELEICFRENET, ZHUT, TAAMABRRESATND I EZRLTY
LAREMENRH Y £,

SMBEBGDANET S — bk . 2k, AL Ea—2@BR LEMFEOT 77— THY
T 7 AN R TEHEDIR>TWET, 77— M, T35 ARIEFITKBULZ: SMB BT D
Ty NEFEFIZKEDSMB N7 7 4 v 7 A REE LT L ZITHALET, Jiuk, HEE
OFEEZRLTWDAREM N H D £37,

FEHLULDNSover HTTPS7V T4 ET4 75—k UL, AL Ea—% @ L7
BfEOT 55— R ThO, T74/L N TAEMNI > TWET, 75— M, NEH—3—n
BEEND DNS over HTTPS H—/—& s T 7 4w 7 WL TWDH Z E I LIZ L ZIT b
UH—ENET, 2L, DNSR—Z2DEXx 2T &2 LES L LTWVWAHZ EARL
TWDRREMERH Y F 7,

BELGNESY—N\—7F— b 2L, SN — =BT D o BRI B A x
BCHIETHESNLETFOT 77— NTT, 77— M, T35 A8 LA —
N IRUBEZIToT2Z2 2R LTCWVET, 2T, vV =T OFEEEZRL T
HAlREMER B Y £,

F53—FDTE:TI7—FOTEICHTIHLOERR 2 SH Y £,
* Permissive AWS Security Group Created Alerts

* New Internal Device Alerts

75— k34 T% SecureX IZAR : SecureX LHEAETHHEEIEL, [T 77—k (Alerts) ]> [
JIGENT (Priorities) 12— ZfHH LT, SecureX Incident Manager |2/ > 37 > k& L CHENNIZ
NBRT BT T — " FA T HHRELET, [TalosA T VP2 AT 5T VARDE Y NT T7—
I (Talos Intelligence Watchlist Hits Alert) | % A 7237 7 4 /L h THMZ /e > TWET, FEMIC
DWW TIL,  [SecureX Integration Guide] ZZ&f LT 72X,

O—)AR—U0OFH : [H#f (Investigate) 1>[7 7 7 1 7 72v—/L (Active Roles) ] ~X—
[m—/L (Roles) |"S—IIZRVELEZ, ZOR_R—=VITE, TV T 4 77 —/LOREHIEICE
THBIMER, T 7T 4T =N E A TDY A, BROKEE—LOHPINE ENTNE
D

Cisco Secure Cloud Analytics /87 1) 2 IP D APl : BEWDERE~DT 7 & 2 2892 HI[R
THMENHHGEIC, APL= RARA & (/api/v3/service/public-ips/) ZfEH LT,
Cisco Secure Cloud Analytics DA NI M T/ /XT Y » 7 [POYANMIT 7 EATESHL D27
DELL,

SecureX Incident Manager @™ = 77 v B : [XE (Settings) 1>[V =T 7 v 7 /P—E A
(Webhooks/Services) ]> [SecureX Incident Manager] ~X— > & ffi ] L T, ##8? SecureX D7 =
Ty A EERTEDLL IRV E LT,

[ 25— (Sensors) | R—CDEF : [XE (Settings) ]>[t ¥ — (Sensors) | X—T %+t
Y=Y —H AT TTYNEZY) T TEBLLHITRDE LT,
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https://youtu.be/1sAd3i5jpkI
https://youtu.be/wkQyZbdsr3Q
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/cloud/SecureX/SecureX_Integration_Guide_DV_3_0.pdf

I Cisco Secure Cloud Analytics (D14 &E
TS L UHES

HIRY FOBREDEH : V7 % v FOEEIZ, None DA TV a v NEgENRL 2D E L,
Low., Medium, F£720% High OREEXFHAL T, 731y hT LT AL ZAa 7% A b EFEXE
727 77— FOERKEEZRLET,

2022 %6 A
T3 hEEROER

Bty OO DEBRTI— bk : ZOBEEFEDT T — FOFHANREE SN, EOT 4 vF VY
A NORENARETHDZ ENHGEEINFE Lz, ZOEWET 77— ME. T3 RN @
BT oEOE Yy hMBKIBIZEB L TS EXIZFRSINET, UL, T340 ARRE
INTWVAZEEZRLTWARREERH Y 97,

*SBNTY MDSATHAONEREHT 5 — b ZOBGFOT 7 — ME, T ==
YIEFTRIIARXTOAT V27 MNIA TR 5 2 L TS hE L, 77—k
. ATy PAOTNTOT 7 A VORIFRARIERE A 7Y 2=/ F D8 L S3 37
FIATHA T MERIMER SN Z L 2R L TWEY, ZhT, 7 2L LD L
TORBDOFEEZR L TOD AR H Y £,

[72 T4 7B—JL (ActiveRoles) | R—TDE#H : [#i#& (Investigate) 1>[7 277 4 7 m—/L
(Active Roles) | X—U\Z, 77T 4 70— /VOPREFEZFHAT2EMERE. ErEhd
Fu—NZATOHMANGTENDL L IR E L,

ARVINEA—=TFTDEHF A X E2—TDOV L IN, kO [kyvar T 7 4v0
(Session Traffic) 1= DU 75 [ (Investigate) | A == —D EFICBEI L E LT,
IO, AN Ea2—=THOEyYay NTT7 4y 7 T—=TNMI, b T T4y 7 BAERKS
N7=7 70 RREICEET ZROFINGEND L DI 0 F L,
* Cloud_Account

* Cloud_Region
* Cloud VPC

ZOTFT—=2EHEHLT, 77— AT ARIREELIIEEINDHERARE L ET, B
LW A RART A%, [FE (Investigate) >[4 X hE=—7 (EventViewer) |>[t v =
> +Z 7 47 (Session Traffic) JIZBEIL £7,

Mitel D VOIP 2 S A4 7> FB—JL : VoIP = — /L %47 5 7= IZfFH KT % Mitel 05
N ZZiBT 5, Lo —amBlEhE L,

IRy FOBREDEH : 77— FoagMEEZUET D20, TRy hOT 7 4V b DREE
73 Normal/Medium (25| & FiFbnE L7z, EHI1Z, Y732y hOEE~ R v 7 AREHF X
N, TNRAREGDOT 77— bORERT D97 %y FOKENPAREIC/RY £ L2, RESH
T, 2y NT—2 X AT DT 77— MUTHELEEA, V7 Xy NOKE L REOEM
WZOWTIE, [RE (Settings) 1>[H 71 & (Subnets) JIZBEIL T 7ZE0Y,

EHETELIERDEHFURL (GEHTE /TP Y v 7T, YAaAPFHATH P AX—X
EMitel D7 T RYP—EAREENDL LRV ELE, ZHIZEY, 29 LEEAN—R
ERV D T AR EE AN — =T U MU RN T T 4w 7 ORI EOBEIRS
727 7= FRERB N =N 2T, BHETEIY— K —F 1 ZBINT 5121,
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[FX7E (Settings) ]>[% 7+ > I (Subnets) 1>[{A87 T A _X— x> FU—2 (Virtual Private
Networks) JIZBEIL T, IBMO VPN 7 % v hEHELET,

2022 5 A
To3—hEBEBROER

Bty b DBREBRT S — b ZOBFEOT T — ME, FEROT 7 — MDA LTSS
DT T — FEOEHZBO T IS THWET, 77— MI. T/ 2@ BE
THEDOE Y FBRIBICEM L TWD Z LR SN L SRR ENE T, 2t
THRAAPRESNTND Z L AR LTV ARENRD Y £,

* NetBIOSERDRANA VT 53—k : ZOEFEOT 7 — ME, FLAF Y FIZXHLTT 77—
k2B A HEE AR ST O ICHESATWET, 207 77— M. 7751 Z73NetBIOS
FEHLTCEEHORA MR L Lo E Lz &R RENET, ZE, ~ v T7 F
TATEA O JREZ R LTV D A[EENH Y £3,

FLOT7AIIIRFDER : Z OB OERMEENSGE S 1L, B LWER O B0 R
RENDHE IR E LI

cHLWSNMP R/ —T75—t : ZOBFOT 77— I, B#HT 25 LEWEZHREL T
HWEEmb b 2t ThESNE L, 77— ME, T35 ARSNMP 2 L TE5D
AANMIBRELELY ELEEZIZERRINET, ZUI~A T =T ERITEHAOREEZ R
LCWAAEEERH Y £77,

cNTY YD IPYH—ERTS—F: ZORHFEOT 77— M, WL Y —A1Tx LTGEMNT S
T I7—hOEERMOT L OICHHEINTHET, 77— MIE, Bt —F 72X
Security Analytics and Logging (SaaS) A% L7z /Xy 7 DNSOFT — X NLETT, £
7oy ZOTT— NI, TAAANIPH—EARAAL L DDNS VY 7T v T aF47 L2
LERLTVET,

cFEHhLWA—H—I—Y x> k75— b : Security Analyticsand Logging (SaaS) % H#hIC
LTWAEHEE, T AngEb LWa—F—x— > FFFIZEH L To 7T /31 2
CHELTWD ZENHERSNIZT A RITH LT, 77— B EESND LT E
L7z, B ENTT A RZ, w0 T (Logdl D=7 A7 aA M k) F-XEHD
ERHDH L ZRLTWDLAREMENRH Y £, 207 77— MIT 74V N TEHIZZR -
TWET,

Nessus A ¥+ F O—JL : Nessus AF v 2B T 2 L e —nBNEnE L,

Carbonite 7A 7 7 A LAY : BEFDO Mozy 7' 1 7 7 A )L & 73 HHiE L OWEEE 41, Carbonite
LIBMDO~ y F o TEERKMIND X 2IZRY £ LT,

[75— bDELIESL (Alert Priorities) | R—
KT HT VA NVERTHE T ESNTBMOT 7 — MR EENTVET,
[TRTCET 74/ MZUE > b (ResetAllto Defaults) | 7R % > C, [ESCNEALL (Priority) ]
& [A%) (Enabled) | DM ORIEZT 7 4+ /0 FREICY By ML E5ITRY LI,

[E2Y— (Sensors) | R—T
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o [B%7E (Settings) ]>[&> ¥ — (Sensors) ] X—T\Z, B P —TLICHESINT-ET L A
VDB —DRANGERT =R ADH A DAF T HREBEIND L2 FEL
776

cFTIA NI BE GCP B — N A— /L TIBAEITWET,

sHABILAR— b :[LA—bF (Report) ]>[FHHIL A — bk (Metering Report) ] ~—(Z, EMF @
R & | &%V%H%ET74w&)Vﬁ#é%%ﬁﬁihéiémﬁwibto:@%%
PHEHLT, BEOT L RARA 2 & EMF ORI 2R TE F4,

AzurefiE& 7 —% 70— : [XE (Settings) ]>[## (Integrations) ]>[Azure]>[/3— 3 1
# (About) | N—UNHH S, Azure DS ICHLEREH SN S5EE FIRN KBS E L
7o TR, BEFEOMAIITZE L EE A, FILOMAE TR, NSG7 r—n 72T Ll
(2. Azure DIET 7Y ’7*“/5 YORFREE . A A N aNS X — ORI R
TOUNENHY £7,

Cisco SecureCloud Analytics/S ') w7 |P : BHEWVOREE~DT 7 2 2% H|RT 2081 H 5
Y&l Cisco Secure Cloud Analytics DFEFICHLELIR/NT Y v 7 IP DY A MIT 7 EBATEE
o IPOY A NI, RORX=VIZHY £,

* AWS D /3—2 g A ([XFE (Settings) 1> [#H (Integrations) ]>[AWS]>[/3— 2
&4 (About) 1)

s Azure D/3—2 a UEHR ([BXE (Settings) ]>[#t5 (Integrations) |>[Azure]>[/3— =
1 (About) 1)

* GCP D=V a Mg ([XE (Settings) 1> [# 7 (Integrations) ]>[GCP]>[/N— 3
f&# (About) ])

B AR (2 (ST TA IS [T LIRS —DA VA F—L
(On-Prem Sensor Install) ])

IVFATATIWN—TAPI: =T 4T 4V —TDORESTAPI AFIAHTEDL L HICRD EL
oo TT AT AIN—THEALT, EVRAALTHRRA R EZT /A ZTBEMLUET, Web
R—=BNEN LT T AT A 7N —T HHEBLOERT 5121, [%E (Settings) ]>[=
7 47 47— (Entity Groups) | IZBENIT 575>, API (https://<portal
name>/api/v3/entitygroups/entitygroups/) %{ﬁﬂq Li'ﬂ‘o

2022 £ 4 A
To5—hEEROES

cAzureFSMUH LEIBODRANNA O T7S5—F : ZOBFEOT 77— MIAERMEL E2—% @
WL, T 74NV FTHEDNZ> THOET, 77— ME, Azure BIEDOIFOM, U3 5w
WZEL pofe b X ZFRENET, Ziud, EHEOMEE 2TV — A% (DoS) K
%’%OD%E%% LTCWBHEEERH Y 7,

s LDAPHEGRERIZDR/INAL I TS— b+ : ZOBBFEOT S— MIEDEL Y a—42@Ba L., 7
TV N THEINI > TWET, TT7— MME, T8 ANFEFEIZL L ONE LDAP ¥ —
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N=~DOERZRIT L L SICFR RSN ET, Zhid, vy =7 £ HZRL T
LA H Y £,

cTFIORINGURLDAPRINL O T S5— b : ZOBFEDT 77— MIADMEL B 2 —Z @ik

L. 774NV RFTHZ/R>TWET, 77— I, 735 ANBLDAPAHR— M & L C
ZEOINBARA N EBELTND EXIZRRINET, Zhid, RAMPBEELEZ &
FEEFNEH TR — N ARy BB EINTZZ L EZR L TV A AREERH D 7,

cHFHLWLWAERY—N—TFS5— DS DEERT 7 A IVILEF : H LW — —THNEH T
NARAEFH LT 7 A WAL T2 T 25 & AN ZITO . HTLWT 77— RSB Eh
Lz, Zhid, v~V o=7Ravr R7 vy Rarvio— L vrZ—L@ELlioLL
TWAHZLEERLTWDAEERHY 3, ZOT7T7— NI, 77 AT V4 —NT—H
& Netflow 7 — X OEHFNMLETT, ZOT 77— MIT 740 S TEHZ/R>TWET,

- REHIZE CiscoUmbrella > P FR—ILBIET 5 — b : 7 /34 ZADBEAID Cisco Umbrella >
VIRV E DB B A W OMENL LT BT S, il I— FRBEMEnE
L7ze ZHUE, TNAAAPMREINTNELZ EERLTWARREMERH Y £9, DT
ZF— NMIT 74N FTEHS>TWVET,

cO—)LERT7ZS—bF: ZOBFOT I — NIV Ea—Z@i L, 774V THB)
72> TWET, 77— ME, FFEdr— (Windows V—27 AT —3 3 7 ) Tilkhl
SINFZT AL ARFT Lnve—/b (SSHY— =72 8) TEELTWA Z LRIz E
TWCHEHMLET, ZOTT7— ML, THAAAMREINTWD Z EERTAMEERH Y £
7T

« 5EH LLVDNSover HTTPS7Y 74 ET 4 75— b : Wi —/3—"T HTTPS #H ¢ DNS
P—R—=L T T4 7 BB LTVD 2 ERHERBEINTZHED, FrLWT 77— s
SNFELE, ZHE. DNSRXR—Z2DEFX 2T o ZEHELES ELTWNDHZ EEZRLTY
HAEREMERH Y 3, ZOT 77— MIT 74V hTEDIZR>TNET,

« CiscoUmbrellas 9 /R—ILEw FDEERR : 7 /31 ADBEAID Cisco Umbrella &> 7 78—
NWEBETHEA I T RBET D, FTLVERKRENBINESNE Lz, ZoBERIZ, 7
INAZAPBEFDORIER AL EBELL D E LT Z EZRLTVET,

cH LIV —N—T7S— S DEELR T 7 A IILHRIETF : H LWL — R—THET
NAAEFH LT 7 A NYEETE WS D &3P 21T5. BriLnwTy 77— hviBMEn
FL7, ZHE. AT Ravy R Ty Raryhg— o2 —C@ELEY &L
TWHZEERLTWLAEMR SV £+, ZOTT— ML, 77 AT Ur—IAT—H
& Netflow 7 — X O G NSLETT, ZDOT 77— MEIT 74V b TEHIZ/AR> THET,

R=DDILY YT RT4—ILOEH : (A& (nvestigate) | A == —DRDOX—T HFH L
T, e 2dELE LT,

o S5 — 1 2 (External Services)
«IP7 KL 23] (ByIP Address)

«a2—H%— F7 77 1 5 ¢ (User Activity)
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[ZoH— (Sensors) | R—UDEH : [P — (Sensors) | X—TZHHL T, T %
WELE L, ROEEITHEATIZE,

KB —DAT—H AL LAR T FRKRT D,
e —ERAF— LY —ERAFRA FLIZT 7 EAT D,
«SPAN/Z v Ik BA L B —T 24 ZADF=F Y U 2G5, BINTT DT, [&

A==

7E (Settings) ]>[& > ¥ — (Sensors) ]>[FXE (Settings) |>[T=% VU 7 DFKE
(Configure Monitoring) ] IZFEE) L £,

On Prem Sensors @

s [ :‘-;f.-'..::'.:_:'-' 5 .
_ e L L
Heartbeat Received: o 2022-04-28 change name theat Ri
Heartbeat Time: 2022-04-24 a Heartbe
configure Netflow/IPFIX
Last Flow Record: e 2022-04-28 st Flow

l.’fl.'flr'n'-l';_ill'l:-‘: r'1n:,1.'~.:|ur'r'5_:
configure Syslog

- configure SNMP

Heartbeat Received: o 2022-04-206 15043 UTG
Heartbeat Time: 2022-04-26 16:55:02 UTC
sV —DNTY w7 IPERET D, sKET HITIL, [XE (Settings) 1>[E o P—
(Sensors) 1>[/X7' U » ZIP (Public IP) | IZFH) LiTo
e T LI ALY — T LI Netflow/IPFIX 70— 7 2% ET 5, xET HIIE. [FE

(Settings) ]>[% > ¥ — (Sensors) ]>[(#I L 7=Netflow/IPFIX (Selected Netflow/IPFIX) ]
WZBE LT,

2022 3 A
To—hEBEBRDOER -

o AzureBAEUH LEIBD R/ U 75— b 1 Azure BIEOM-ONM LIRS R E 12 £ < 7o
EEIATH, LW I— M RBIESNE L, Zihux, EHEOMEE T —EX
1iE (DoS) WBEDRHAELZ/RLTCWDHREMENHY £9, 20T 77— MIT 74V K T
2o TWET,

cHSORTHIY hADAzureT—REET 5 — b : ZOMGFEOT 7— MIAIMEL B2 —
@ L, 774/ N TAMNIR>TWET, 77— ME, SNB6T 7 & AR EER A
Ty T ay MBMEE B S L & XITEMEITWET, Ut T2 &K
) ETLHRADTFEERL TS AREENRH D £,

ICMPERHT7S— b : BEIZAXICMP 7 v N EFH LW — N—|ZEET BT
A ABRBETDHEOO, LW I— R BIMEE Lz, Ziud, BEENICMP 7 o
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harzaXx—MNEETF vy ELTHERAL T — X2 BAHLTWVWDEZ EE2RLTWND
FEEMNHY £9, ZOT T7— MET 7 40 F TEMTR > TWETS,

cAUNIURR—bF RFXYFT TS5—b: ZOPFFEOFR Y NI—2HA4TFTT—RMZLo
T, EBRIEMNOBEWS 7 Xy FNTEZ LT S, ANBHINDE LR E4, 7
F v F O, [XE (Settings) 1>[P~7 % v~ & (Subnets) |I\ZBE) L CRFETE £,

cFHLWIT7AILIRFDER : 731 ARFH LT 7 A NWAEE T Z /R IP & 23 #a L 7=
WIZHFET 5D, BT LWEREENBMENE L, ZOEEX. thoEREMAED I
T, VAT 2T OFEZRLTCWAARENERH Y £, ZOERIZIE, 77 A4 T v +—/b

T BT,
CHEOLLWIE—FTIERY—ILD/IN—FE—F7Z5— b : RevengeRAT B4 Zi#AIT %
HERENBGE SV E LTz,

*TAosDELLWT I T4 ET 4 DER : BEAFOBHIMEEN T i, LV IRHAR Y £—
N7 7R AY = VRIS ND K DITey E LT,

CBEQNT Y A ADER - FEOEHEMEN LIRS, =3 —3 y FNORER 2N
Ty M AZXREHIESND L HITe L,

Fo5—rDEBEIBELZEZTLAM)TIANAY DY  [77— FOESNERL (Alert Priorities) ]
R=TENIDULEDT VA NI EATTT4NEZ YT TELEICRVELE, 2O 2—
ET7A4NE) T LT, EOTT— R NEIATREDEATDOT VAN EZRBELTEN, BX
T L A MY XA 7% Cisco Secure Cloud Analytics IZHEET 5 Z L2 L > THEL D A[REMD
HLHBEMOT T — MZOWTHMEL £,

A Priorities

Review Alert FAQs for more general information about alerts. Review the Subnet Si

Alert Type - Telemetry

Fr. X Ne. X 14 Days

AWS CloudTrail logs  *
AWS API

Azure Activity Logs 14 Days
Azure AP|

GCP Audit Logs

GCP API 0 Da

Azure i B DEH : Azure Network Contributor 2—/LVOE[ Y YT ARE |z E Lz, ZD
17—/ [Azureft & (Azure Integrations) ] X— U HHIBRSNTEY . Azure £ A X A M
OERITHIFRTE 7,
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Azure ORI T T T VY  Azure R Vi b AR— b ENDHU =7 7 v 7 OxtG L LT&

ETELLIR0ELE, TNEFEHLTT 77— % Azure |[Z85E L, Azure Sentinel [Z/L—

T4 TEET, M OWTIL, [RE (Settings) ]>[Webhook/H—E A
(Webhooks/Services) 1> [Azure® 7 734T (Azure Log Analytics) ] IZBEIL T 72& W),

GCPRT—RRAMDE=HR Y : [GCPr 7 A {&# (GCP Credentials) | ~<— Y %M L C,
Talel MBI =V a T EILGCP A DAT —Z AT ) T TED LT
DE Lz, =%V 7 OEMIL, [%E (Settings) ]>[#A (Integrations) ]>[GCP]>[r ~
A N5 (Credentials) | ICBEIT 5 LFErENE T,

ISEfEEHA K ISEty N7 v 7 FIENLESNE L, 2D OFIEIL, [FXE (Settings) ]
>[#t4 (Integrations) ]>[ISE] CHERCTE £,

R—BIBIRAZ2—  EBEOR—FN/TF L NIT 7B ATELHE, /77 MEPFIC
Ea—%2BRTE5X0020E L, vl A LiciREETCa2—Y—TMarz27 v 7 L,
[BIDR—H AZHI Y B2 5 (Switch to Another Portal) JIZBEIL T, R 2R — X /L& 8&R
L/i‘a‘o

o 90 1L ot

oY —NNy 5 —C0EH =R EZL< DPaloAlto 7 7 A T U 4 — L&AV AR— b

L7212, NetSA R r—2DOF LvwN—2 3 VAR CT& £9,  [Private Network Monitoring
Advanced Configuration GuideJ OFIEZFEH L T —%2EHT 50, ROFIEEFEH L T
W lr =V HRNCEH TEET,

1. UToavr FEAHLLET,

curl -o netsa-pkg.deb --location
https://assets-production.obsrvbl.com/ona-packages/netsa/v0.1.27/netsa-pkg.deb
sudo apt-get install libsnappylv5

sudo systemctl stop obsrvbl-ona.service

sudo dpkg -i netsa-pkg.deb

sudo systemctl start obsrvbl-ona.service

2. ona VP —EANHEENTHETCEIFEFLET,
3. RN—=H)LWebUllcr /A LET,

4. [RE (Settings) ]1>[E ¥ — (Sensors) | ZBRLEF, VA MUy P—0RERRENT
WHZ L ERERLET,

2024%2A
75— hEBEBROER
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CERERA—HY-—TI—-CxV bOER TS R Y-V = N UTFHR D
DA O LWEEMNBINESE L,

« LDAPERANA VTS5 — b : T ANRBEIZEEHOWNHES LDAP Y — R —~D i &
RATGEOH LT I — 2B LE L, 207 77— NMIT 74/ b T/ -T
b\ij—o

T2 hINDY FLDAPEBANA DTS — b : T8 AN LDAP AA— & L TEHK
DAERA R EBELTWABREDOH LT 7— N BMENELE, 207 77— MIT
7 4V N TEMT o TOVET,

39 BT T — K& MITREATT&CK Dikffi & 77 =v 7wy 7 LELE, ZhiZ
X0, 77— FOFEM & [BXE (Settings) [>[7 7 — b (Alerts) |>[SENENT (Priorities) ]
N—VRNIBMO a7 XA RS ET,

IPRXEXvFIL—ILO—IEHEIR : AP RARA > k ip scanner allowlist/bulk/ ZREAH LT,
BEDL—NVID £/ T _RTEBBEL T, PAXF Y FFHFAIU A RMNSLIP AT v —LE—
FEHIBRCE D L 91T £ LT,

FLOEE . Ex 2V T o o8Bl Ne X7 (SaaS) ZAHCL TV HEA, Linux 7 /31
A L Sony PlayStation 7% [#%] (Roles) ] X—Y TS b Lo £ L7,

wLWTOT7AILE Y

e ShoreTel AT 7 A LR Y : ShoreTel VOIP T L 7 +=—T F 53 A T v A&+ 572
DF LT Ty A )E TBEINENE LT,

«TikTok 7B 74 ILA Y : TikTok LEIET DT A AP+ H7-00H LT a7y
ANHETHRBIMEE L,

SecureX #EEDIRIL : SecureX DA VAL LV AEMAETH TR ANL Y GEYLESNE LT,
FEREIZ DWW TIX,  [SecureX Integration Guide] Z#ZH L T 72 &0,

2022 %18

AWSECSH#ADNHE : 2L 7 HLESNTEREDOET V72 UET 572012, AWSHAICHE
FRAVBIN S VE Uiz, BER S8 LUVERRZ BN 2121, IAM R — /LR ) o — R¥ =2 A
NEBST HMENRDH Y £9, FEMICOWTIE, [XE (Settings) ]>[#7A (Integrations) >
[AWS] > [/S— g fE# (About) JIZBEIL £,

Azure 7O T4 ET4 BT D49 F R EDHEE : [Cloudtrail 7 + v F U 2 N7 A 7 LDOVERR
(Create Cloudtrail Watchlist Item) | A == —(ZIROLEDONREENE LT,

ARBEINTBMET 7 a DU AR,
B OEAEI T 7 a v R FRCERCT D RE,
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<Ary Subscripbon 10>

75— FDEFH : AWS Elastic Load Balancer D3 %[5 <7212, EoEy vhoHo#li T 7 —
MRBGEINE LT,

2021 £ 12 B

75— bOEFH  A—FEAORS k) OEMEAZSEL, A ERLE L,

GitHub 7B 7 7 A NE T THAINAET POy FEFEHLE LT,

202111 8B
Cisco Stealthwatch Cloud 84/t D7 7 > K4, % Cisco Secure Cloud Analytics |22 L £ L7-,
Cisco Secure Cloud Insights & DA :

» Secure Cloud Insights API Zf# ] L C, Secure Cloud Insights 7— 4% X—X|Z P 7 FL A &
THA AMERE 7 =Y LET,

.

o BRI OWTIE, AR—H L T[EXE (Settings) |>[#i7A (Integrations) ]>[Cisco Secure Cloud
Insights] (B8N L £,

AWSCloudTrail 94+ Y FUR b KAOYTEOY LI R  BEOT T MTbiz 53RN
WwEINE L,

75— FDEH: meterpreter IvY RBLOaY hr—A o3 DA IILE LT,

2021 10 B

BRELTOY—EA~NDT 7V r— 3 kT 2B alfitEz a2 ha—Z12 k- T
FE 5 Z &2k VW, Kubernetes DR 25k LE L7-,

VPCE=H VU T AT —H AL IR Ly VDX vy v 7 &3 572D AWS VPC Cloud
Ny LAR—k,

RERRZREIZ T D700, AX vy T A—VORBLE 7 A VAN EFRSINE LT,

TINARTIRSA IRV 0 T T — bOFEMAR—T T, BIORFIVTBINDOT S, A2 T
FAMNEREIND LI FE LI
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75— FDEH : DNSRZDMMOEHTE 59— AOEBHEI T2l BERNRT —X
IREAUESINE LT,

20219 A

Fo5—rDEBEIBLIZCKDEFA—IDHEEDHRAIA X : [XE (Settings) 1>[T7T H
NEEL (Account Management) ]>[# 1 A —/L (Email) JIZBEIL, [77— FOFEH (Alert
Updates) &7 > a V&AL T, 77— MOBERIBMIZE SO TE T A —/VOMEE 2T L
£7

AWSVPC E=A2 YU T RT—E2 X Bt Sz AWS 1 7 A UAERNSEHSF Sz To
VPC DT —TNVNEREN, T=X VT AT —HARFRENET, [THU Y FRE

(Account Settings) > [#t7 (Integrations) ]>[AWS]>[VPC~” z—nr 7 (VPC Flow Logs) ]IZ
BEILES,

AWSEC2#REIRY ) T rDEETS5— b : AWSEC2 A v AZ LV ADEENAZ ) 7 FHRERE S
NE Lz, ZOT 7— b AWS CloudTrail A XY NEHAZMHEH L TRV, BEOH HFETH
WX DAKBHEDFESL T IFEEDH D a— ROFEITORLEZ R L TS AREMENH Y 97,
D—LBEDT 55—k : LEHNCAX Y ENTZT A AR =)V IP Fy hT—T DAF ¥
VEBMLE L, 20T T— I, V—ABECEMREZMFHLTRBY, Y—2BFy hU—
INTENHRELGEL TNDZEEZRLTWAAREMERH Y £9, 77— MIEHICHEL
WEMTbNTEY, BAET 74V N TENTR>TWnET,

AX Y FI— IV ERERTHTEODIP A% v FO—FA ViR— FBEMENE L,

CSV Instructions

IP scanners can be uploaded via a CSV file.

Format: 1P Address,CIDR Length,Connected Addresses,Connected
Ports Description

Example:

TR " . L . #9,"This is a test description”

Cancel Upload File

77— hOFEMR—IZ [T ADOWE (DeviceOutline) |27 v ar&BIML, 77— D
N7 —=UHIZEBMOT A, 22 TXA e ICFATE X1 LELE,

2021 F8 8
X —F—3 g DTDIZEED API F— a2 E T HAEENBINENE LT,
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gusssvazs [

[T /34 2ADFEHM (Details for Device) ]2 AWS U > 7 MBS E L7z,

Icnsca. Stealthwatch Cloud Manitor Investigate Report ~  Seffings a |
@ Excessive Access Attempts (External) A
i 1-06e75296294 2c7c4
Alert Type Details
Dascription Device has many falled access attempls. from an external device. For example, a remote device trying repeatedly 10 access an internal sener u. Name ..
uses the Miltipls Access Fallunes observation and may indicate the devics is compromised Ps
Next Steps Reference the supporting observations and ensure that the external entity is abnormal and unexpected. i it is normal and expected, determine Hab s :\
sueh as i eredentials changad, but the Uses or maching was Aol given the updated credentiais. If tha axternal entity i unknown, Update your fn Roles Rn-\.'l.mn E
ramote control protocol. Update your block list and frewall rules to disallow this entity's access 1o your network if the entity is potentially malick " ];‘:‘;";:
Subne L300

MITRE Tactics Entity Groups AWS test

Open Alerts 2

Intermal Conne... 0
External Conne... 164

Alert Type Priodty High 90 10 3kt prioribies page © Cloud Provider  Amazon ¥

Resource Types AWS:EC:

MITRE Technigues

| AWS Account
Security Groups oy -,
Alert Rule Details Region us-gast-1
0s Windows
Status @ Open tag:Name Jumphox
D 4297

AR P E2—=TIZFT_NCOT 4 — )V REEFy a— RTA34F7 g rBlEnE Lz,

Event Viewer

Session Traffic © Rejected Trafic @ Cloud Posture @  Azure Activity Logs @ AWS CloudTrail @

W 2021-08-23 14:40:58 EDT | 2021-08-23 15:40:S8 EDT ~  Q switch to query-mode above to enable

Showing
P Connected_IP Port © Connected_port © Protocol Bytes
- r L 4 v v X v
08-21 14:49:58 FOT A& 10012 v — v 3389 (1er 22775 TCP 2
08-23 14:49:59 EDT A 10012 v - 1] w 9443 65198 TCP

HLWT I—b (F740 FTEAT)
SINT Y bDTATHA TN AT T — FBISIVE LT,

Ny NNOTRTOT 7 A VORI KABIBREZ A7 2 —VTH5H LWS3 N ry 5
A T A I NARERRDMERR SN E L=, Z D7 T — ME AWS CloudTrail £ X2 EEH 2 {#
FALTBY, T—HEEORIEZRLTWDAREERH Y 3,

s meterpreter 2~ KRB X2 hu— LR T 77— hBMEhE Lz,

T3 AL, meterpreter 2~ RBX a2y ha— L F ¥y XD~ THDHELICRZD
B LWEMI 2B AL L LD L LE L, 207 7 — M, »~— b — OB R
EHEALTEY, T4 ARMBREINTWVWDLZEE2RLTWSAEEERDH Y 5,

s meterpreter 2~ REB X2y he—VoOkEh7 77— FRBIMEShE L,
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FNA ALE, meterpreter 2~ B XNy ba—LF ¥ RLO—ETHL L HIICHZD
FLWEMIM e sia s LE LT, 207 7— M, »— b — FOBHFERZMHH L
TBY, TRAAMEEEINTVDHZ L ZRLTWDATREMERH Y 97,

« AWS Lambda 7Kfift 7 7 — FANBINS v E L7z,

Azure T AT HFANDOEF : T I — M) A FDOHRA—LT T — FOFEM—ICEF 2
Vr 4 7 N—T%BMLELE,

MICROSOFT AZURE GENERATED DATA

Cloud provider Microsoft Azure
Resource Type Virtual Machine
Tenant ciscoscadev.onmicrosoft.com
Subscription ”
I
“
Resource Group !
Location eastus
=Mictualblad L ,\.‘A“v;‘nt
Security Groups wessm-gen-traffic-nsg
Interfaces wessm-gen-tramc/27 (10.0.0.4)
0S Linux

202145178
TANGRBENTt v a b I T4 v I )V 0T ORI T2 Vv 7T H N T T 4y
704 Y=y MEREPE SIS E LT,

Al timas In US/Eastem

Encrypted Traffic

3.968
7.068
6PM BPM 10 PM 1ZAM ZAM 4AM BAM  BAM 10 AM 12PM 2PM APM
Inbound B Inbound Encrypted B OQutbound B Outbound Encrypled
79GB 38.3GB 40.7GB 23%
Inbound/Outbound Inbound Outbound Encrypted Traffic

View Encrypted Session Traffic

AR FEa—TIZIP ER— FOBEBIN= M) FH13—Fab —B IOV FiTic k%
FAZBIMESNE L,
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Event Viewer

Session Traffic @  Rejected Traffic @  Cloud Posture @  Azure Activity Logs @  AWS CloudTrail @

B 2021-07-20 16:24:36 EDT | 2021-07-20 17:24:36 EDT ~ Q, switch to query-mode above to enable

Time P Connected_IP Port @ Connected_pao
# |2 Selections 1Y E 4 T
Press enter to add a new value
2021-07-20 16:29:57 EDT B s e sde v 53885 80 (hup)
2021-07-20 16:29:56 EDT 32 X |1 X = 1m g ~ 3389 (ter... 57196
1021-07-20 16:29:57 EDT e v - 5 v 33956 443 (hups)
2021-07=-20 16:29:47 EDT A 18840 b — J e 3389 (ver. 64495
1021-07-20 16:29:42 EDT A R — 2 e 3389 (rer. 59078
e ©) > NP N~ -
BfX A TIZT VA N Y —ARBIIENE LT,
ar "
Ovulould ioudin punti for fio o fimy vibioh ¥0Bors:urn irplind Inviasvioes s i oy Sukinor 0.9, e slomomaadly high numiver-of devvions neiog e prolle fos ew fovt e, weoding smemnios
[
Tetometry - ._'_

AW Arthtachre Compiarcs Daservanan (37) @

[ Pre Bhat may vedse AN Vasl-reeiies red guideire s

AR R E 2—T TOXKEEIIRFNOY A AL,
API THIATFIRER DT DRy N —2 v g AEFRBPYPR— RSN TWHET,
Azure N— A DEMTIE, BEEZITAHY YV —2AD Azure R—Z )L ~D Y 7 3RS E T,

Supporting Observations:

Azure Permissive Storage Setting

P T SR ——

e © - Description @ Revimnce

2021 46 A

[7 34 A1 (Device Info) 1 TAzure x> NV —27 A VX —T x4 AZFHTEZH LT
DE LT
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RS L URER

A vinualmachines/umpbox

virtualmachines/jJumpbox
lert uses the New External Serve Name .
CAOCCOCCCCOL SO
HOSNMMWYS o am i o™
tity has not been breached by ¢ Roles Azure Virtssl Machine
Subnets 145008 | & )
Entity Groups Azure Subnets, DMZ
Open Alerts 2
Int. Conns 0
Ext. Conns 221
Cloud provider Microsoft Azure

Resource Type Virtual Machine
Tenant:': 5% 5% 5% %9 % Y Hnmicrosoft.c

Subscription T 1

"
Resource Group . &
Location vastus
Virtual Network jumpbaon_group=vnet
| Interfaces jumpbox®1 (10.0.1.4, ]

0S8 Windows

Cloud Posture DA > T~ R U3 v F VAN Fxvd E—FEovrvF U A Mk,

A Cloud Postune Watchiist @

Tha il Pisiss Wi, i Pt il afionis imrial which B oy VAeems Sy ik it bl Euad it sl

B O o Miers have been spoled

12 i i A . : I

S — L T T T

AWS €15 ¥1.2.0 & 1 f— v - =
At T ne of B o0t acort. Baguires snadiemnt of (ompRncs

CApEtAral W Tt { W] (AT BT e

AWS CI5 w110 (k] ' Hgh - »
runurn o e tPapntic i (WP i erusbiec fom 31 AN nary tht

havn & commcle pavsannd egures srabésment of complarce ¢Rsb

e o cloud preovder sccoud

Anare PCIDSS V321 12 [’ - -
[ et it wel cumound e 18 St wheh s pecesaany b

o tciier Aata prarorrmerd | sl e e aby dery all e bt Recpaney

eriabinmert of compharee ¢ spEbAten whe, your Ciou preder s Ert

Arure CS V1.1 13 1 [reve »

SecureX ZEXTIGTIX, 77— MOEHZ G, SN IP IZBI9 % Secure Cloud Analytics 72 & 0
HEFHRNBFERIND LR LT,

Thveat Fesporse  ivesbgate -
Q %) : Cp— B
My Eriroresent (16}
i e u o W O A .
Graph . « Owtats
- 3

[(E=% (Monitor) 1>[7F—F (Alerts) ] DFH :
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PSS URER

o [REN Y % T (Not Assigned) ] T7 1 /b X WLEET % FhE,

o[V —A (Source) ] B> h A== —IZ SecureX U > 7 BB EiE LT,
Alerts

» Q Filters:

See alerts by status: Open Snoozed Closed All

Alert Source
T

@ nbound Port Scanner A Network
© New Remote Access A | Network
@ Internal Port Scanner A | © Device (Network)

20 Per Page © Alerts

@ Observations
. @ Session Traffic

» More With SecureX

2021 %5 8
ISE Ot

+ 7 L A U % Secure Cloud Analytics (225157 % ISE Zfii HLIZERE L 7,
ANV N a—T TTF—4%2FnR, 72V, BLOLVAR—-FLET,

CISET LA RNUMBOBMOaTHFANMI, 77— =7 7u—TCHAMREIZRY F
T (YY) —ZAIEIR—FERED)

Azure

cHBRHOEY FT v 7RI VT Mt A bvRX =V BFIHTELXDICRD E LT,

o Azure BB DT T — FETRIIT SN RlT. Azure TH 7 FOTF A A~DEBEY v 7 %
BT B LD EL,

FNRALAADILTHF A N

ARMBR Yy NT—Z DA4FT, YT ATV S ars ID OXT Yyl 75T R TH TR
DEAE) Il 77— U= 70 —THRESNDIEMOT A 22T F R |,
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DNA Center D&

« DNA Center 2.2.2.0 LAk, =—H— X7 0 —7 L X b U Z K Secure Cloud Analytics
NEBEEET D K O IT Catalyst 73 ZAEERTEE T, A v FDa~vr K74 TF
B CHERLT DM EITH D FH A,

2021 FE48

Cisco Catalyst 9k > — R & DEHEY T 7 A

AA v F T TT b T —ALTarsF & LT Sensor ZRIHTE B728, B9 —DiEN
DERRCA VA =N EITHI LB, THRAANLTZ T RA~DT LA ) ZRHEICHERT
xE7,

2021 E38

SecureX DOHERETAL -

A TT U PRV OG- LV EEIZRRE DT DI SecureX (27 7 — b 2 FELT L E
‘j‘o

cHLWSODA—F AL —Y gy U—T 70—,
T AEFHRIT, BHAEONTHB IO ETNEEND L O E LT,

20214%2R
77— b LR =D ORERIL
o B LML
BET 57T R ATy MIETEMNMOa T H AR,
cFIRFRER LW T AN E L TC—HET 72 a v a7 T 5008 HI Ny —7
TR—=RNEENLTNET,
70 RT—=FANT BHEHI TR TE 5 L2122 £ L7,

AWS CloudTrail & Azure D7 7T 4 BT 4 0 I WA X hE2a—T7 THHATE L1220 £
L7,

202118
977 FRRAF v EE

Secure Cloud Analytics Tld, BIIOEX 2V T 4 & a T T4 T ADRNA NS T 7T 4 AL
x5 AWS £ 7213 Azure DEBHOFHE N AR —FENH LRV ELE, /X hEa—
TD[Z T RKRAF+ (CloudPosture) | ¥ 7 E2MH LT, 777 K7ty MIEET 5 HEK
H 7 I ORI EZITWVE T, AWS F721X Azaore N CHRA T 4 7 2V T IAT VA F =y
THBEMILTSGE. 777 RRAFYIZIE, 777 K7 a2 —hbOiBMOHELEEE &
HEEFHOHENRRRINDZ ENDHY £,
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9 CIZ Secure Cloud Analytics 2 AWS &5 LTV AGATL. AWS @ 1AM &R U > —OHER %
FH LT, AWS DY 77 RARAF ¥ LAR— MG THHENRH Y £9°, Secure Cloud
Analytics ® [AWS OEZE (AWS About) | ~X—1Z, [rsid": "CloudCompliance”| THEE 5
JISON A7V =7 NOMBERHERN - EFRREINET, I D OBIMOMHERE 5 LingGE
X, 77U RRAF ¥ LAR— bEfiHTEEE A,

BEIZ Secure Cloud Analytics % Azure & A L TV D5 EIX, Azure D27 77 RIRATF ¥ LR —
AT DT OICHEIRZ BT 2 08 13H 0 £H A,

202010 A

IVTATATN—T

Secure Cloud Analytics Tld, MWD T 4T 1 DY Ty & LV HEUNEHT 5729
W2, ERCTEDTUT AT A DGBIN—T THLZLUT AT A I NA—T R R—FENd X
N7V E LT, =T 47 4 Z/V—71%, SecureCloud Analytics Nifi D L — % —EFKY 7 % v
F&CIDR 78 v 7 ISV TERTE XY,

CIDR 7 & v 7 OIBMICMA T, =T 4T 4 I N—T52ZWT 5L ICNEER Y+ v TV
APNEWRTEDL LTV E L, WEE#R Y+ F IV XA h= ML, W= T 17«
MO NT 74y BRHESNZEZICT 77— 2ERT L0, Lenhondinictd sl e
MTE, Ry MU= NOWELZ LV #EUICERTE 7,

7 75— b DEEIELL

[7 7 — N OESENANLEEE  (Alert Priorities Settings) [-X— Y23 S, X0 EEM 27—
T a YOOI SIVE LTz,

ZDOR=VITIE, TT— hF A 7L EET D MITRE ATT&CK DOEkffi & 727 = 7 & ORFD
VBTN EIND LD Rolimh, TI— AT L0 L<EMEL, fifo=—X
WIS T R ERNEN 2B Y THZ RN TEET,

BfiEnf-y4 bFET—2a Y

=P —=D7 4 — RNy ZIZHSWT, Secure Cloud Analytics DR L~V DR —H L) S —
VaryBPEHEN, ARIRY =7 7 a—GEIISHRTE R, A2 =TT 3 MITRD
LB T,

«E=% (Monitor) -Rv U —27 OIREEZEFE L. Secure Cloud Analytics (Z &> Twr 7|
kSN E T I— bE2FRLET, [# v 2B —F (Dashboard) ], [77—F
(Alerts) J. BELO[ER (Observations) | W& FENFET,

A (Investigate) - v hT—27 OIRBEIZEHT 22T F A MEEFEREZNEL, 77— b

DEZLNDBAFKNEZFHELET, [Evyi g bT 747 (SessionTraffic) ], [FME

H—¥ A (External Services) ]. [T /34 A (Device) . [IP £721Z KA A > (IPor

Domain) ], [BfE b3z 8T 7 1~ 7 (Encrypted Traffic) ], [Z2—H—T 77 4 7 «
(User Activity) ], [7 7 7 4 7 m—/L (Active Roles) | & ENLET,

« LAR— b (Report) - Fv NU—ZIZBTLHIEWMN—H TORL UAR— MEARKLET,
[AWS D A8/ (AWS Visualizations) ]. [FHH] L7 — ~ (Metering Report) ], [HIR 7 2 —
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L AR— I (Monthly Flows Report) ], [ 7 %> h LA — I (SubnetReport) J. [F 77 1 v
27 =Y — (Traffic Summary) ]. [FI#1E7 & A2 Xk (Visibility Assessment) ] 23 £
i‘é—c

« BX7E (Settings) - Secure Cloud Analytics N — X VAR L ODAZ~v A A LET, [T

Z— 1+ (Alerts) ]. [##& (Integrations) |, [=> T « 7 « 7 /L—= (Entity Groups) ]. [T
B MEHE (Account Management) |, [V %>~ b (Subnets) ], [V=T7 7 v 7/%h—¥
A (Webhooks/Services) ]. BL O[T ¥ — (Sensors) | NEFEFNFT,

s [>T 4T 4% (EntitySearch) | 74—V K- T 47 4 #RBELET,
s [#v¥a2AR—F (Dashboard) ] 74 2> -F v ar— ReRRLET,
[7F—F (Alerts) | 7 A2 -7 77— bOWEEZFRLET,

» [Cisco Secure Cloud Analytics -z > — (Secure Cloud Analytics sensors ) | 74 2> - &

=V A 2FRLET,

« [~V (Help) ] 7 A = - Secure Cloud Analytics D% 35 K OMEFH HIEICEE T2 K =

AUV NERBL, =TV —=ATAL RV AET =BT TAN—IZHT HIEREFRL
£9, [Frikre (What's New?) ], [L< ®H2EM (FAQs) 1. [API F¥ = Ak (API
Docs) ] [Hf5h K3 = 2> b (ProductDocumentation) ], [A > 7L I A B H—DA R
h—/L (On-Prem Sensor Install) ], [A—7"> Y —AF A &> A (OpenSource Licensing) ],
[T A /33— (Privacy) | D& ENET,

o [—H— (User) | 7A 2L -THhHY v FOa2—VP—REEHRLET, [THV LV FRE

(Account Settings) | &[22 7 7 & (LogOut) | BNEENET,
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