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fFl: A~v—h =Yz h —E2AHR— FORE

example.com> license_ smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

Bl A~—hF T4 ADHL

mail.example.com > license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the

CLI.
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{5 : Smart Software Manager TD7 T34 7 AD &R .

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing
mode.

Commit your changes to enable the Smart Licensing mode on your appliance.

All the features enabled in the Classic Licensing mode will be available in the Evaluation
period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing

mode [Y/N] []> vy

> commit
Please enter some comments describing your changes:

(1>

Do you want to save the current configuration for rollback? [Y]>

% - Smart Software Manager TDT 75 A T v A DX

mail.example.com > license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register
Reregister this product instance if it is already registered [N]> n

Enter token to register the product:
[r>
ODR1OTM5MJjItOTQz0S00YjYOLWEXZTUtZTdmMmY30GNINDZMLTE1MzM3Mzgw$0AMDEzZNTR8W1pCQ1 1MbGVMQOWR®

OXhuenN40OWZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%3D%0A
Product Registration is in progress. Use license smart > status command to check status
of registration.

Bl: 2=w—hF FA BV ADAT—F A

mail.example.com > license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
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Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl s A=w— K FA B ADRAT —F ZOHE

mail.example.com > license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling In Compliance
Content Security Management Master ISQ In Compliance

Bl : A~—hk hT AR~k URL DFXE
mail.example.com > license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[1]1> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

Bl T A ADHR

)

GE) FEHET7TIIAT Lo AD—W—L, FA BV AFEREIZV U —RTARAEE. FOT 754
T U AERRETAVLERD D £,

mail.example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.
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- STATUS - Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Content Security Management Centralized Tracking Not Requested
2. Content Security Management Master ISQ Not requested

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Security Management Centralized Tracking

Use license smart > summary command to check status of licenses.

Bl S4B ADY Y —R

mail.example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status

1. Content Security Management Centralized In Compliance
Tracking

2. Content Security Management Master ISQ In Compliance

Bl T4 v ATFRIOAME & Bk

Z OFITIE, license_smart > enable reservation Y7 a< REMiH LT, Secure Email and
Web Manager T7 1 £ 2D TR ZHNMEIB L OB TE LT,

mail.example.com > license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Email and Web Manager.

[1> enable_ reservation

Would you like to reserve license, then type "Y" else type "N" [Y/N] []> yes
License Reservation is enabled for the following machines:

maill.example.com

License Reservation is enabled

Choose the operation you want to perform:
- STATUS - Show overall Smart Licensing status.
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- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.
[1> request_code

The generation of the request code is initiated...

Copy the request code obtained on your Secure Email and Web Manager and paste it in the
Cisco Smart Software Manager portal to select the required license

Request code: CD-ZSMA:BD20B624E904-B7HCL9scQ-DD

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.
- INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Email and Web Manager.

- CANCEL REQUEST CODE - Cancel the request code generated on your Secure Email and Web

Manager.

[1> install_authorization_code

1. Paste via CLI

2. Import the Authorization Code from a file

How would you like to install Authorization Code?

[11>

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version>

<piid>7b654af6-9d60-46L5-a7 I rmcrrrrmrecerriinnns .PS/0+6</signature><udi>P:SMA, S:BE30B124E904
</udi></specificPLR>

~D

The SPECIFIC license reservation is successfully installed on your Secure Email and Web
Manager

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web

Manager.

- RETURN_ RESERVATION - Remove the specific or permanent license reservations on your
Secure Email and Web Manager.

(1>

Bl T A ATROEE

Z OBFITIE, license smart > reauthorize W7 A< REMHALT, HLWEEDT A &
AETRILIED . BEOBFOT A B A PRZLELIZY TEET,

mail.example.com > license_smart

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.
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- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web
Manager.

- RETURN_RESERVATION - Remove the specific or permanent license reservations on your
Secure Email and Web Manager.

[1> reauthorize

1. Paste via CLI

2. Import the Authorization Code from a file

How would you like to install Authorization Code?

[11>

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version>
<piid>6b684af8-4d20-42£5-ab8 0 & .</authorizationCode><signature>
MEYCIDS7IZQuLvMMmiXMH2eZOwf7cy6rjgc7kxBIja</signature><udi>P:SMA, S:BD660B174E904
</udi></specificPLR>

~D

The SPECIFIC license reservation is successfully installed on your Secure Email and Web
Manager.

Copy the confirmation code obtained from Smart Agent and add it to the Cisco Smart
Software Manager portal to update the specific reservation.

Confirmation code: 1£87b235

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web
Manager.

- RETURN_RESERVATION - Remove the specific or permanent license reservations on your
Secure Email and Web Manager.

[1>

Bl 2 A ' ATROEIE

Z OFITIE, license smart > return reservation Y7 a< R&EEHA LT, Secure Email and
Web Manager CH NI 72> TV DIHEREDRFE F 72 1TKBEIR T A B ADTRIZHIFRTE &
TO

mail.example.com > license_smart

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web
Manager.

- RETURN_ RESERVATION - Remove the specific or permanent license reservations on your
Secure Email and Web Manager.
[1> return reservation

After you return the license reservation, you cannot use any of the product features,
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if the evaluation period has exceeded 90 days. After the 90 days
evaluation period, you must register your product with Cisco Smart Software Manager to
continue to use the product features. [N]> yes

The generation of the return code is initiated...

Copy the return code obtained on your Secure Email and Web Manager and paste it in the
Cisco Smart Software Manager portal.

Return Code: C97xKY-otSY8D-ertAf-v-fbEuSg-APo

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.
(1>

maill.example.com>

Bl . T A ' ATROENL

Z OFITIE, license smart > disable reservation BT a< REMAH LT, Secure Email and
Web Manager T7 1 & 2D PRI EZ TN TE £,

mail.example.com > license_smart

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.
- INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Email and Web Manager.

- CANCEL REQUEST CODE - Cancel the request code generated on your Secure Email and Web

Manager.

[1> disable_reservation

A request code for the specific or permanent reservation is generated on your Secure
Email and Web Manager. If you want to disable the reservation, it cancels the request
code.

Do you want to disable the specific or permanent reservation? [Y/N] []> yes

License Reservation is disabled for the following machines:
maill.example.com

License Reservation is disabled

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Email and Web Manager.

(1>
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{1 : Device Led Conversion (DLC) Ot R EFETHMIELT S .

5 : Device Led Conversion (DLC) 7' v & R %ZFE#THIMLT B

showlicense_smart

B!

Z OB TIX, license smart>conversion start 7 2> K& LT, Secure Email and Web
Manager C Device Led Conversion (DLC) 'mE A ZFEH THMITLILNTEET,

mail.example.com > license_smart

Deregister Secure Email and Web Manager from the Cisco Smart Software Manager portal to
enable the license reservation

Choose the operation you want to perform:

- URL - Set the Smart Transport URL.

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- DEREGISTER - Deregister the product from Smart Licensing.
- REREGISTER - Reregister the product for Smart Licensing.

- RENEW AUTH - Renew authorization of Smart Licenses in use.
- RENEW_ID - Renew registration with Smart Licensing.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- CONVERSION START - To manually convert the classic license keys to smart Licensing
[1> conversion_start

Do you want to start the process of converting your classic license keys to smart software
licensing[Y/N]? []> yes

A (11 2—)
] Aw— K FTAEBLADRAT—HZ (11 2—7)

] i Aw— K FTAEBLADAT—FX ZAOME (12 X—)

Aw—h TA VLV ADAT =R AL AT =2 Z2AOMELFRRLET,

Bl: 2<=—h FA BV ADAT—F R

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)
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Bl s A=w— R~ FA B ADRAT —F XD

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling In Compliance
Content Security Management Master ISQ In Compliance
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cHETE : T~ FIT commit ITMEH VY FH A,
cNYFOTVER: Zoavwr RNy TFEXRER—FLTWET,

Wl . 7S5 AT ATO Cisco Cloud Services DHEENL,

RIZ, cloudserviceconfig>enable 7 a~ > REMHL T, 1A —/N"7— b7 = A L TCisco
Cloud Services # AN T D%~ L ET,

\)

GE) oV 7TavrRiE, Ax— RN Y7 0=T T4V UTPEMICRS TELT, By
DT 7Z AT > A Cisco Smart Software Manager (28 &k SV TCWRWIGHEIZOREATE F
TO

maill.example.com > cloudserviceconfig

Choose the operation you want to perform:

- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.
[1> enable

The Cisco Cloud Service is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj.sse.itd.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
(1> 1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit" to make these changes active.

maill.example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:23:19 2020 GMT

maill.example.com >

Gl . 75 AT 2 ATO Cisco Cloud Services D 4L,

&IZ. cloudserviceconfig > disable "7 2~ R&fiH LT, 77 Z A 7 > AT Cisco Cloud
Services & HEZNZ T DB 2R L E T,

maill.example.com> cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
maill.example.com > commit

Please enter some comments describing your changes:

[]> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:01:07 2020 GMT

maill.example.com >

| —mmngEszs I}
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. {5l : Cisco Cloud Services R—Z JLADA LT oY X1 T4 F— b4/ DEE

5] . Cisco Cloud Services IR— 2 )V~DaL T X2 VT 4 7 — 7 = A OB

sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.
The appliance is not registered with the Cisco Cloud Service portal.
Currently used Cisco Cloud Server is stage-api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service
portal.

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> REGISTER

Enter a registration token key to register your appliance with the Cisco Cloud Service
portal.
[1> 90a92909fc3blbe666f180621146feal

The appliance registration is in progress.

5 : Cisco Cloud Services R— A VoD a7 0 X2 T 0 F— MU= A OB

RIZ, cloudserviceconfig > deregister ¥~ =~ > K% L T, Cisco Cloud Services 7~ — % /L-7)»
5T T TAT v ADRRE MR DBl 2R LET,

sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.

The Content Security Management appliance is successfully registered with the Cisco Cloud
Service portal.

Currently used Cisco Cloud Server is stage-api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service
portal.

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> DEREGISTER

Do you want to deregister your appliance from the Cisco Cloud Service portal.
If you deregister, you will not be able to access the Cloud Service features. [N]> Y

The Content Security Management appliance deregistration is in progress.

Bl :arsToY X2 UT 40 7 — K~ A % Cisco Cloud Services IR — % VT3 % Cisco Secure Cloud Server D3R

RIZ, cloudserviceconfig > settrs 7 2~ > REH LT, 1A —/L57— h ¥ = A % Cisco
Cloud Services AN — & VT8 5 7= DI M BE 7 Cisco Secure Cloud Server % 3& R4 26 %27~ L
7,

maill.example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
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#l:cuEEALERY— FS 1o roanaR0EG ||

Service portal.

[1> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
(1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.

Make sure you run "commit" to make these changes active.
maill.example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>
Changes committed: Tue Dec 29 13:37:40 2020 GMT

Bl CLUZER LIz A~— b T A4 B 2D BEVEERDELT

WOBTIE, a~r RE2EHLT, A— b IA BV AT ERETLHET T ITAT AN
Ny 7oy RTHEIBREZEITTHZLE2RLTVWET, BEIBREN LK LZEA1E. CLIT
HEVERERICHEHAT D a~ 2 RERTE £9,

Autoregister Success/ and failure
sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.
The appliance is not registered with the Cisco Cloud Service portal.
Currently used Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service
portal.

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically.
- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> AUTOREGISTER

The appliance failed to auto-register with the Cisco Cloud Service portal.

Reason: A request to generate a Smart Licensing payload from Cisco Smart Software Manager
failed.

The appliance is not registered with the Cisco Cloud Service portal.

Currently used Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service
portal.

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically.
- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> AUTOREGISTER

The appliance successfully auto-registered with the Cisco Cloud Service portal.

Bl EFRAE L F—DF T — R

WOBHITIE, 2~ REFHA LT, TALOSY— =057 v 7T — 2 MEHAT 2EEAE L F—
ERETE ET,
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. Bl : 2547 > MEEBAE cloudserviceconfig

sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.

The Content Security Management appliance is successfully registered with the Cisco Cloud
Service portal.

Currently used Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- FETCHCERTIFICATE - Download the Cisco Talos certificate and key

- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.
[]> FETCHCERTIFICATE

Current Cisco Talos certificate is valid for 172 days
Do you like to overwrite the existing certificate and key [YIN] ? []> N

The Content Security Management appliance is successfully registered with the Cisco Cloud
Service portal.
Currently used Cisco Cloud Server is api-sse.cisco.com

. 2 Z 47 MEEMFE cloudserviceconfig
WORFITIL, a~v> FEFEHLCGGEREE X —%27 v e — R T&E7,
[1]> clientcertificate
Do you like to overwrite the existing certificate and key [Y|N] ? []> Y

Paste the certificate.
Press CTRL-D on a blank line when done.

AQEFAAOCAQ8AMIIBCgKCAQEAYf9pD6iCYMA2YUmzjs711J80V2Ehi18FnvDo8ELJ
cVPlrZFwzTmISwHTrQi0Ykja¥YsbeINbh9g5vdmrL58Pmiky7HOROYFXcHi195ULlSa
rY6DhYNw81sKxFuG0XnmlmNzSSIQdIcTvgIV/iPUjQ180mwl/plErD15J7MY5KNL
MpES7AmQitef0BRmcDmpammCCVmUx2b1A7PmepclCVs2PfaogqIGy26CcAonFOlrJd
MIIDYzCCAkugAwIBAgIDCMvAMAOGCSgGSIb3DQEBCWUAMIGCMQOswCQYDVQQGEWJV
GlyOpFkbHg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQAROXOWGDAJBGNV
UzETMBEGA1UECBMKQ2FsaWZvcmbpYTERMASGALUEBXxMIU2FulEpvc2UxGzAZBgNV
BAOTEkNpc2NvIFN5c3R1bXMgSW59LIERMASGALUECXMIU2V)dXIJpdHkxGZAZBgNV
BAMTEINOYWd1IEt1leWlhc3R1ciBDQTAeFwOxOTAYyMTkwMzU3MzhaFw0OyMjAOMDIw
23gYEzrhGtZmx+hpAmHili8cnIarD50ePtcggOafxpa/32rgXPGfjiaJU6cdA6Su
Qgugh7/bn6u8R9EM] zudV+Rn54JZMTcJ9v/u50C1 kKohsMFMwBQOEpPL5CpM8NDx
SJGPIMP2SrgktLOR1ITgtvex8SnMurrxe61PnrUs93z1nRSXhcHGlyrQs6HIgIvMT
MzU3MzhaMEkxHTAbBgkghkiGOwOBCQEWDNR1c3RAY212zY28uY29tMRgwEFgYDVQQD
DASWTESTTUExXMjMONTY30DkxD3j AMBgNVBAOMBWNpc2NvMIIBIjANBgkghkiGIwORB
AQEFAAOCAQ8AMIIBCgKCAQEAYfI9pD6iCYMA2YUmzjs711J80V2Ehi18FnvDo8ELJ
cVPlrZFwzTmISwHTrQi0Ykja¥YsbeINbh9g5vdmrL58Pmiky7HOROYFXcHi195ULlSa
rY6DhYNw81sKxFuG0XnmlmNzSSIQdIcTvgIV/iPUjQ180mwl/plErD15J7MY5KNL
MpES7AmQitef0BRmcDmpammCCVmUx2b1A7PmepclCVs2PfaoqIGy26CcAonFOlrJd
uT6K+grTusUEP410DC7IrpnbBE697xzbtF817xgxUosxP+OuXcgtTX1TXcY5167S
GlyOpFkbHg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQAROXxOWGDAJBGNV
HRMEAjAAMAsSGAlUdDwWQEAwWIHgDANBgkghkiGO9wOBAQSFAAOCAQEAOKYfizZfJgdrM
IWM73wz8u7Wtj97E6rGVgs]jO0D54 fOKF6DmgHfygPCuXns0F18nLlDa3ogslLwlIrS
d5allfj/2r6NfbNOhjKN7/5PGBtcRyMDi86aUBogahNmgCwDKTTJgoVTOO0//a+Ca
23gYEzrhGtZmx+hpAmHili8cnIarD50ePtcggOafxpa/32rgXPGfjiadJU6cdA6Su
Qgugh7/bn6u8R9EM] zudV+Rn54JZMTcJ9v/u50C1 kKohsMFMwBQOEpPPL5CpM8NDx
SJGPIMP2SrgktLOR1ITgtvex8SnMurrxe61PnrUs93z1nRSXhcHGlyrQs6HIgIvMT
J1SwgurFWg==

Paste Private Key.
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updateconfig .

Press CTRL-D on a blank line when done.

ZzSWnNAdAMJtobo6dx1iMfbaWDd1lUm+PIEiBXEy5274btukQUGTIODXsCgYEA3693
gH/+2ybheB8iCYQfZnZkeUM4ggN3HkRmrhTB90O1PLkZ0BOfstPfpEcw/v/12z3BRQ
Dyk5V1gEtnOpWbyYKglZbFPHbddQGTIbCV4T1hyEcjNbyD2SSCIv5gxF70TBR5gD
14HT3PPt4HXpgcFw70NofNSnpNm630hkW4 SBNgkCgYEAS8Y4VMWA2WWEAFZhIZKS
4Jw8/yWYe4V746aWRVNTWLI9aRK6eVTk7kCEZLG7+vgzboSORP198QXY1o/aBNhg
MIIEowIBAAKCAQEAYf9pD6jCYMA2YUmzjs711J80V2Ehil18FnvDo8E1JcVPlrZFw
NEnrtal7WnKNZz96nClkagh8DBaGuoMPTbEGrEjnavim7JDY/v1LxTUE2SMRA2ZX
zTmISwHTrQiOYkjaYsbe9Nbh9g5vdmrL58Pmiky7HOhOYFXcHi95U1SarY6DhYNw
BHXHikhk1+81ibEB2K+X1QUPSCy7aGmbekc8y0vIBVObdKx+/ulwuklbuy4rUybMy
£3DsaHI6Yj7jYid4allec7HTOX60vxc4eahBv8DvalF3Ak0LyIvdLomycVkG58siV
Lt+psQKBgFjRVENddwgcX50aQXopYJdWa/HFnWgH7JXgVFeR10Q9smg7L0Yk39GrxT
81sKxFuGOXnmlmNzSSIQdIcTvgIV/iPUjQl80mwl/plErD15J7MY5kNLMpPES7AmMQ
itefO0BRmcDmpammCCVmUx2b1A7PmepclCVs2PfaoqIlGy26CcAonFOlrJuT6K+qrT
usUEP410DC7IrpnbBE697xzbtF817xgxUosxP+OuXcgtTX1TXcY516)SGlyOpFkb
Hg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQABAOIBAE+jQNqJOEMEWSVO
ENgmwcjYESy3kK+rEt49AL1rS2dAunaztglS16Tr1XaMzgFJ07/JxDEnXuMQlgVL
KaTwWT4BTmvxMgqVMdAIH6GY0+99ShMT080xVe3tnXc+m2c8nmX5dftLkcYC5yXNVb
bvtD2BR4eupNOrvj1N5P/+sYcNc4I7Z2AAheGfhLc4oDTMiHIESg6Dyvh7j+WIi9y
bpoU99£fFV7jcGtgl5A0UQtLUtu06dltk2WL1+m2gsX7uMkQ5ddM9vGbTRg0OIkjRb
PVpshAK5j)/RsQCUN6L1IRg+SY7y18Cl1Z4MYWXu754KgM1oK8UDarI+dKISyVskfe
691NQ2ECgYEASzLHTykFOA349My1iSQxIE6YsSVLE8tc1Ryf/PB6900TY+vKUcmCZp
TzLPuEEbyzndAIW7FagVG5aYYFXDOkcUEOLUCCT15bTO1YIMOYCGgsHNnBpqUI7yI
ZzSWnNAdAMJtobo6dx1iMfbaWDd1lUm+PIEiBXEy5274btukQUGTIODXsCgYEA3693
gH/+2ybheB8iCYQfZnZkeUM4ggN3HkRmrhTB901PLkZ0BOfstPfpEcw/v/12z3BRQ
Dyk5V1gEtnOpWbyYKglZbFPHbddQGTIbCV4T1hyEcjNbyD2SSCIv5gxF70TBR5gD
14HT3PPt4HXpgcFw70NofNSnpNm630hkW4 SBNgkCgYEAS8Y4VMWA2WWEAFZhIZKS
4Jw8/yWYe4V746aWRVNTWLI9aRK6eVTk7kCEZLG7+vgzboSORP198QXY1o/aBNhg
NEnrtal7WnKNZz96nClkagh8DBaGuoMPTbEGrEjnavim7JDY/v1LxTUE2SMRA2ZX
XEDpdHDalZZFpGDrf+wZraECgYB3cTlpe/Dng43Ai+pEUuLd]IVpOY9Gepk2XZU
BHXHikhk1+81ibEB2K+X1QUPSCy7aGmbekc8y0vIBVObdKx+/ulwuklbuy4rUybMy
£f3DsaHI6Yj7jYid4allec7HTOX60vxc4eahBv8DvalF3Ak0LyIvdLomycVkG58siV
Lt+psQKBgFJjRVENddwgcX50aQXopYJdWa/HFnWgH7JXgVFeR1Q9smg7L0Yk39GrxT
Gu2acBalPQR474nW9394XgmPTJ5tYhf80nmT7IJRWYEgE2C/£1nDDea9YFoiX/yP3
fD4kLyDPgQ8utQwK7X7aK1PxdEIsXKZLcR6FoeTOwQj31gCG2igH

"DCertificate and key are stored successfully

updateconfig

atl (17 X—2)
Tk (17 X—=2)

3 : Cisco Secure Email and Web Manager ¢ Cisco Talos flFFH & & S+ —DFEMD T v 71—
K (18—

3

5 : VLNID %800 E 72138 #1925 729 @ Cisco Secure Email and Web Manager D% & (19
)
At A
VAT AN T A —FEFELET,
i
J3y bk Zoa~vy N Tcommit) NHLETT,
NYyF ARV R Zoavxy FEAy FRERE P R—FLTHERA,
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. {5 : Cisco Secure Email and Web Manager T Cisco Talos SIBAZ & X —DEMDO 7 v FO— K

\)

GE)  crrentcerTIFICATE B L WNvintd 7 2~ RiZiX, Tcommit] 1ZMEH Y 8 A,

N

GE)  vinipH 7 a<r RiE, SLR EFZIEPLREGFEF LD T NA 2 (DFEY, =T F ¥ v 7 E—
RCHEIEL TV % SLR F721% PLR BERF AT A A) IZOHMHA SN ET,

%1 : Cisco Secure Email and Web Manager C® Cisco Talos fiFF# & F—DFEMO T v 7 r— R

mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers

Notifications component Updates Cisco Servers

Cisco AsyncOS upgrades Cisco Servers

Service (list): Update URL:
Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers
Notifications component Updates Cisco Servers

Cisco AsyncOS upgrades Cisco Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
- CLIENTCERTIFICATE - Upload the client certificate and key.

- VLNID - Update the VLN ID.

[1> CLIENTCERTIFICATE

Paste the certificate.
Press CTRL-D on a blank line when done.

MIIDXJjCCAkagAwIBAgIEAmM+eGTANBgkghkiGOwOBAQsFADB+MQswCQYDVQQGEwWJIV
UzETMBEGALUECAWKQ2FsaWzZvcmbSpYTERMASGALIUEBWWIUZ2FuIEpvc2UxGzAZBgNV
BAOMEkNpc2NvIFN5c3R1bXMgSW5)LjERMA8GALIUECWWIU2V)dXJpdHkxFzAVBgNV

GONYIhd8209NIPI9WQeVImPfTAd402EFZZQb6Mg+EvkCYajTWInUfxQLI fy3HUEDGT
ZKY=

Paste Private Key.
Press CTRL-D on a blank line when done.
Key H

MITIEOogIBAAKCAQEAttALQE31Pd+x0La08kpzjHBUOJVRsZnNbt400PRES8vVXSsYS
bxU720rK9xPTdYQ1VObJULPVYHIgIE9OxPcWEfnptUsARFTrvnsMGydI3J+5vDIgN
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5 : VLNID Z BN 1= (39 % =8 D Cisco Secure Email and Web Manager D% E .

5YILIWlrmNUwdF98022hEzJpZ35nUT6EePd8u0lw7MmMopSF4ySrG5imseMr6£BI
VBgX7nSeTCXsSZdpvTi7RIk+jJCEYqeZVGWI4AtZF6yZWIOaTTCFw=

~D
Certificate and key are stored successfully

B : VLNID % 3B I0 & 7213 H #4572 D Cisco Secure Email and Web Manager D%

mail.example.com> updateconfig

b

Service (images) : Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers

Notifications component Updates Cisco Servers

Cisco AsyncOS upgrades Cisco Servers

Service (list): Update URL:
Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers
Notifications component Updates Cisco Servers

Cisco AsyncOS upgrades Cisco Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
- CLIENTCERTIFICATE - Upload the client certificate and key.

- VLNID - Update the VLN ID.

[]> VLNID

VLN : VLNESA1838283016
Do you like to overwrite the existing VLN[Y|N] ? []> n

vininfo
Bl (19 =)
« AL (19 =)
 f5i] : VLN 3 X O Cisco Talos FEFAE & F— D3l FE R (20 *X—)
A
AT A o A% S (VLN) | B X Cisco Talos FIFFE & F— D3t 2 FoRr L £,
5 5%

FEE : 2Dz~ N2 Tcommit] 1ZMEH D FHA,
NYF AR Zoavwr RNy FERXEFTR—FLTHERA,
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. {5 : VLN & & U\ Cisco Talos SEBAE & F—D MDD E =

\)

GE)  vininfoa~ U RiF, Aw— K Y7 "0 xT7 AL Vv TICBREEBEHROEAITDI, F LT
SLR F 721% PLR IZBERF A DIRT NA R0 m@EH S E4,

]« VLN 3 5 O8 Cisco Talos REAAE & F— DM O FoR

mail.example.com> vlninfo

VLN and Certificate details

VLN : VLNSMA1838285196

Certificate
MIIDXJjCCAkagAwIBAgIEAM+eGTANBgkghkiGOwOBAQsFADB+MQOswCQYDVQQGEWJIV
UzETMBEGA1UECAWKQ2FsaWZvcmSpYTERMASGALIUEBwwIU2FuIEpvc2UxGzAZBgNV

BAOMEKNpc2NvIFN5c3R1bXMgSW53 LI ERMA8GATUECwwIU2V)dXJpdHkxFZAVBgNV

GONYIhd8209NIPI9WQeVIMPfTd402EFZZQb6Mg+EvkCYajTWInUExQLI fy3HUEDGJT
ZKY=

MIIEogIBAAKCAQEAttALQE31Pd+x0LaO8kpzjHBUuoJVRsZnNbt400PRES8vXSsYS
bxU720rK9xPTdYQ1VIbJULIPVvYHIgIESOxPcWfnptUsARFTrvnsMGydI3J+5vDIgN
5YILIWIlrmNUwdF98022hEzJpZ35nUT6EePd8u0lw7MmMopSF4ySrG5imseMr6£BI

VBgX7nSeTCXsSZdpvTi7RIk+3jCEYqeZVGWI4tZF6yZWIOaTTCFw=

help vininfo
Bl (20 =)
fEM L (20 X—)
« 5l VLN OFEIOFR (21 ~<—2)
B
VLN Ol # R r LE T, vininfo I~ RO~V YR — a4 L F97,
fER Tk

TEE : 2o~ N2 Tcommit] IXHEH Y FH A,
NYyFaAIVF: Zoaxwy Ry FELEZSR—FLTOWERA,

\)

GE) help vlninfo A% }‘Vi\ A<w—hKh YTk ‘7:1:77 ?/I"IZ‘/“/‘/?Z:;“{%{%?%“C\ SLR £721%
PLR (28GRI A DARAET S A AN DB S ET,
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Bl - VLN OFE/ DO FRoR

mail.example.com> help vlninfo

Show VLN details

AsyncOS140 DAY —k VYT +I 7 A4V R F— KA

« 75 RY—EREHINTT S & CiscoXDRIZHERNZHINZ /2D, 757 RY—E 2%
M T 5 & Cisco XDR ITMESHIC A2 0 £,

* Web Ul C Cisco XDR 47> a UNERE I, [V AT LEH (System Administration) ]>
[&f7% € (General Settings) ]7>5 Cisco XDR # A E /- 13WIb TE 5L H 1272 £
L7z, generalconfig =~ RZMEH LT, CLIZOIE CEEZEITTH 2 b TEET,

AR RN VTR =T TARU VU TEEMILTRET DL, 7T RP—EARE
IR0 T 7T AT A (security services exchange) 73 H BIFIZ B G INE T,

e VT E—RTIE, 77U R —ERIF 7 4L F CEHRREEICAR Y 4, FEIT
BN LT, CiscoXDR ZEANZTAMLENDH Y £, BEPEREELZITOICIE, A~v— T
AL AET—READNCTDLENRDH Y £1,

A=K NY TN =T TARVV T ERMNITHE, Av— T —T o MAEEIL,
BERNE T THET T RYy—E AR/ 9,

e Av— T4 B ANRHETE— RO, security services exchange D H B B Gk 3524T T X
FHA,

CLI R FZEFERLEA VT FUOREEDERT

I THMATAEMEE avr REFIHT DL, EX 2 U T A BHET I IAT VA LETAYT T
AVZEET AEEAFITTEET, T2 T, ROBIEL a~< 2 FIZHOWTHBALET,
» shutdown
* reboot

* suspend

* suspendtransfers
- 8w

* resumetransfers
* resetconfig

* version

XAV TABETITSATVADY Yy FEFOY
EX2 VT AERT T4 T A%k Yy M AU T DI, ROFIEEFATLET,

s [BBLY 77 A4 7 A (Management Appliance) |>[> A7 L% B (System Administration) ]
>[v % v MU /EiEHE) (Shutdown/Reboot) ] _X—T &M LE9,
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ERle

e v RT7 A4 a7 F T shutdown 2~ R LET,

—fmigEszs |

TTIAT Ay Xy hEDT T DHE AsyncOSIE T L, T 74TV ADERE LT
F7CTEET, TTFIAT VA, BfEFa—0AA v —V2Rb PR THERB TX £
To TTIAT U A% T Yy MU UTHREEE AT OMNENSY £, 774+ /V MEIE
fEIX 30 F2T9, AsyncOS Tix, EOBEIEEDOMITA—T L O AT T TEET, ZDE
WEEEFEZ D L. F—TF RO IEAIICEH U b Ed,

XA YTABEBTISATUOADY T—F

X2 VT BT T IAT U AE Y T — T 5121, GUI D [ AT LB (System
Administration) ] A == —CHH™EE: [ v v & 7 L /HiELE) (Shutdown/Reboot) ] ~<X—
ZHH9 50>, CLI Treboot 2~ REMEHLFET,

TIIAT LAY T — T 5HE, AsyncOSHBHEENSNDTD, T T34 7 U ADEREL
RIZATZIZL, TTIAT U RE VT = CEET, TTIAT VA% %y MU T 5HiE
SEfEZ AT T DMENH Y £3, 7T 7 4/ MERIEEIL 30 #TT, AsyncOS Tl&, & DiRIE(E
DOIFA—T OB T T& T, TOERBEEEBZ D & A —7 L RO RHIRY
WHUONET, 77947 2%, BEXF2—HNORA v —V kb PICHEi Tt £4,

X1 TABEBT7ITSAT7UORADEL
VAT AAT U RABRFEITTAEARE, T IAT AR FT T T4 02T 5%, Ro=
<~ RFOWT I EFEALET,

avy kR

B

Kl

suspend

CEA =N X2V T 4 TTITAT U ApbEx2 ]

TAEET TIAT v ASORRIE S WIZ A v —Y
DR E —RHE IR LE T,

WHED D U U — R ST A v — D ORME &
LT,

FERE LA — VRIS NER A,
FAZETF A —NEUZ ISR SN ET,

s n ZEEMEIEShET,

CLLIZT 7B ARREDE FIT72 0 £,

U7 — R HIK
fefb S ET,
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CLI D15l : suspend §5 & U suspendtransfers 1< > .

avU kR BL)] Kiit

suspendtransfers | & PR O EF A — /L35 LU Web Security Appliances 725 | U 77— F & b iffe
Content Security Management Appliance ~D L' iR —7 1 > 7 | FFSLE T,
T—HABIORNT v X7 FT—F DRy —FHEIE L E
‘d‘o

ZOavw RTIEE EX— NV X2 T4 TTI73A4T
ANHOREEESNT-A v E—V0%EL —FEILSRE
9,

NPT T TITIAT VAT TA~<) T34 T
AL LTHMT OO RHEBE TCZDa~y ReFH
LET,

IbOa"y FOMAMICIE, 77747V AOREBE AT HRERHY T, 77
JV MBIEEIZ 3070 T, AsyncOS Tld, ZDOBIEEOMIIA—7 oKL ET TEET,
ZOREELA 2 D & A—T R OEGERREIFIZEA L b E T, I —7 O FE
LaWGEE, 3 <ich—e A2 Fihsnx 7,

suspend ¥ 7= (3 suspendtransfers 2~ > R CIEIL L7 —ERAEZHT 77 ¢ 7{L$ HITIL, resume
F 7213 resumetransfers =2~ > R&ZNENEHLET,

BT T TA TV ADBEDAT =S A (A T4 EITFHEIL) Z28ET 5121, Web
A B =T 2 A AT [EHT 7747 A (Management Appliance) |>[> A7 L& (System
Administration) > [ » M ¥ U /FE#E) (Shutdown/Reboot) ] ZEIR L £,

BEETEH .

cBHENDERA—N X2 VT4 TTIAT LV ADT=a T VKT TA 2 ~LTD
I'Suspending Email Delivery] . [Resuming Email Delivery] . [Suspending Receiving| .
F L TResuming Receiving]

CLI D15 : suspend & & U suspendtransfers < >

sma.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

sma.example.com>

sma.example.com> suspendtransfers

Transfers suspended.
sma.example.com>
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—FRHF ILIRRED 5 D B B

resume =~ > K&, suspend F721% suspenddel =~ > ROMEHKIZT 7T A 7 2 A% i@ % OB
TERRBIZER LT,

resumetransfers =~ > N3, suspendtransfers 2~ > ROEMRRIZT 7T A 7 2 R &2 @ OEME
RRBIZELET,

CLI D45 : resume & & U resumetransfers A< > K

sma.example.com> resume
Receiving resumed.

Mail delivery resumed.
sma.example.com>
sma.example.com> resumetransfers

Receiving resumed.

Transfers resumed.
sma.example.com>

TiGH AR ONPRE~DEREDND )Y +

TIIAT o ALYHERNCHRET D & & IR OMEE iR o REOTFERE LT, T
Gt RF O IR AEBIC T I A T o 2% VY P T2 &b TEET,

A

Caution yE42 Uty M5 L CLINLYIVEETZ 21220, 77547 A (FTP. Telnet. SSH.
HTTP. HTTPS) ~ODEFHZMH L TWA Y —EZARNEGNZ/2 ) . o2—H— T Fylkk
EnEd,
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Resetconfig CLI 57> 1 ]

=L IR VEEIB
s TR OPRE~ (1. T 74/ b®admin 2—H— T H 7 FERRATL—X
TRTCOREEY Y b PEHL, U7V A F—T A A%MHLTCLIIZ
. . R Bt T oM FELIET 74V FEREEEH L TEHESR— M
'Z;;?;* PRV g T Uy MRICT T IA T LRI B 2 b
EHERLET, TIANIREDT I TAT L ANDT I
L BAOFEMIZONTIL, By F Ty A AR B
. FORAREEZSZR LTI EE,
s 0 S T A N ERE N ‘ -
TFIAT ADY—E 2 E—ElE L ET,
o [REER T — 2 B {RE
e * [BE7 754 7>A (Management Appliance) | >[Y R
T LEHE (System Administration) [ >[REZ 71 JL
(ConfigurationFile) 1 Z&=R L., [VEvY F (Rest) 1%
7V w7 LET,
Note

Vtey Mg, TTIAT U ANT T T4 REBIZHEIRIZERE
DET, Vty MNCETA—/LOEERFH SN TNDIE
A, BEZY Yy MRICEHERITSNET,

o LI R O WU AR~
TRTOREZY Y b

T RTOT —H & HIER

diagnostic > reload CLI =< REFEHLET,

Caution
Zoa<wy KX, Cisco/V—HF 7213 AA v F THERHEIND
Mfloa~<r REFELUTEH D THA,

Resetconfig CLI 2 < > F

mail3.example.com> suspend
Delay (seconds, minimum 30) :
[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to

Mail delivery suspended.

finish...

mail3.example.com> resetconfig

Are you sure you want to reset all
All settings have been restored to

Diagnostic - Reload <7 > K

Diagnostic - Reload YT aw

v B, AT

configuration values?
the factory default.

[N]> ¥

FiZ, REZRNOFEE COMEICY By FPLET, ZoHT =
ExHIBRL., 7 2A2ka ey FLET,

Aw—FTFA B APEIN > TWAEA . piagnostic 7 A~ R&EEFTT 5B, Cisco

Secure Email and Web Manager 7>

OEEZROL T T IRFERESNET, Y (yes) 2 AT

THE, T avwr RRFETEIN, A= T8 ABENZRY £,

—mmngEszs I}


b_sma_admin_guide_16_0_2_chapter2.pdf#nameddest=unique_6
b_sma_admin_guide_16_0_2_chapter2.pdf#nameddest=unique_6

—fmigEszs |
. Diagnostic - Reload Status 1< > K

Cisco Secure Email and Web Manager 23MRART 77 A 7 A D4 | piagnostic - Reload 7 =2
vV RIZE S TITRTOMET —DHIBRSN DD, T4 BV AZHEr— T H50LENHY
iTO

\}

GE) T RAT ATV E— MERL TV LHEIE, T/ AOERN KOS FTREERH Y £,

mail3.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.

- RELOAD_STATUS - Display status of last reload run

- SERVICES - Service Utilities.

[1> reload

If you run the Diagnostic reload command, the SmartLicense will be disabled.
Do you want to continue? [N]> y

This command will remove all user settings and reset the entire device.

If this is a Virtual Appliance, all feature keys will be removed, and the license must

be reapplied. This resets network configuration to factory defaults. You might lose
connection to the device if you are connected remotely.

Are you sure you want to continue? [N]> Y

Are you *really* sure you want to continue? [N]> Y

Do you want to wipe also? Warning: This action is recommended if the device is being
sanitized before sending it for RMA. Sometimes, it may take several minutes to complete
the process because it follows the NIST Purge standard.

Do you want to continue? [N]

Diagnostic - Reload Status 1< > K

Diagnostic -Reload Status ‘H‘7:l ~ ]\6i\ H‘%f( @ Diagnostic-Reload I ¥ }\@iﬁix T —

S AERRLET,

mail3.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD STATUS - Display status of last reload run
- SERVICES - Service Utilities.

[1> reload status

Last Reload Status Last Updated
Successful 09 Feb 2023 09:12 (GMT)
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Async0S D /3—2 3 VIEHRDO R .

Async0S D/\— 3 VIEROD KRR

Procedure

Z2FYTF1 HLOWeb A v X —T 2 A ZADRK) X2 T 4T FI5AT AT 22097 LT, LHL—
Web f X —T A Aku—RKLET,

ATw T2 [T 747 A (Management Appliance) |> [fEFEFL —E X (Centralized Services) ]>[2 AT A
A7 —4& A (System Status) | Z R L £,

AT T3 R=VOTFHETAIa—/L LT, 23— a3 1F#H (Version Information) | T, BfEA VA F—LENT
W% AsyncOS D/X— g U AR L £,

HHNNE, av L RIA4 Ly a7 FTveasion a2 REFEHRATL22 2 TEET,

) E— FERBRADERE

TTIAT LAYy —VOERZ)E—F Tty b oMEIL. 80BL0 T U —X /—
Ry =7 COAMEFATEET,

TTIAT UV ADBREZ)VE—F Ty NT288IE, 207 v a r THAISNLTWD T
EZHH LT, ZOWELZFINCAINIL, REL TR LERHY 7,

Before you begin

«HHD U E— MEFRFEHRA RPC) R—hr2EFaT Fv T —7 T, 77— 7V
LET. FHCOV TR, SHADETAON—FY =7 =27 VEBRLTIESN
(EEHIRM SN TV D HFINOAFTEET) &

T TFAT VAN EBIBT DO ERR— 2R R E, 7T ITAT AR E— |
T REAFRTHDLZ LR LET,

s TOMREEFEHTAICIX, EHOY E— NERBRAALN VX —T oA AD—E D IPv4 T
RUANRKETT, 2O X —T A RL, 207 a3 ThBHlENTWATFIETO
HREREE T, ipconfig A< REMHL THRETH I LT TEEHA,

T T ITAT L ADERE HHAT HIZIX, Intelligent Platform Management Interface  (IPMI)
N=T g 20V R—FT57 /54 A %f’giﬁif oV — RR—=TF B — VP RETT,
D&Y —NEFHATELLIICHEHI N TND Z L 2B LET,

e v RIA LA H =T 2 ADT 7B AT HFEMHONTIE, CLIOY 77 L
VA TA RESHRLTITEIN,
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B swezgmLE 25 LoRBOEZS2 Y Y

ATy I

ATy T2
ATvT3

ATv74

ATy T5
ATv7T6
ATy FT17

SSH, Telnet, F7/2iZ>v V7 arV—nL K- rEFHLT, a~ RIM o A ¥ —T 2 RIT 7%

BHEMREEFST U bEFEHL A LET,
UTFDa<r REAALET,

remotepower

Ta o M-S T, LFOBFHRERELET,
COBREHEHOIP T RLALE, Xy h~AIBLIOF— U =A,
cEBROHEBA D~ REETTAHEDICKNEpa—PF —Z L XA T L —X,

INHEDI VT ME, TTIAT VANDT 7 AT HMO 7 VT oo v MITIKFE L E8 A,
commit # AJJ L CTEREZRIFELE T,
REETAMLT, TT7I9A TV ADBERZVE— N CEHTEDLZ 2R LET,

AT VT ooy A0, fF3E, WOTHLEATEAZ E2MERLET, & 2iE. ZO/HRELER
BANRE L, ZOFRT ZFITTIHLERSDEHEN, VBRI LTIV NVIIT 7V EBATES L)

What to do next
TIIATAOERDOYE— Uy R

SNMP ZFRH L= XA TLDREBODE=2) VT

AsyncOS (%, Simple Network Management Protocol (SNMP) /3—< 3 > vl v2, BELOV3 ZfE
ALV AT B RAT =R ADE=L Y 7Y R—FLET,

«SNMP ZAZhZ L., HETHICIE, a~r I A Z—T A AT snmpconfig =¥
Y REMFEHLET,
« XD MIB 7 7 A /L% Cisco Secure Email and Web Manager Cfli | C& &7,

+ ASYNCOSMAIL-MIB.txt (https://www.cisco.com/web/ironport/tools/web/15.0/
ASYNCOS-MAIL-MIB.txt) : Cisco Secure Email and Web Manager O = > % — 75 A
A MIB @ SNMPv2 A D&,

* AsyncOSSM I .txt (IRONPORT-SMI.txt)  (https://www.cisco.com/web/ironport/tools/web/
IRONPORT-SMI.txt) : Cisco 27 >V EFx 2 U 7 1 Bl T ASYNCOS-MAIL-MIB
DEEZERT D MEHEEREE] (SMD 77 AL,
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{5 : snmpconfig A< > K .

s ZDOH—EREARX—TIICT DHITIE, /NAT L— XFGEE DES K55 b & 5 SNMPv3
DOFERNVETYT,  (SNMPv3 OISOV TIE, RFC2571 ~ 2575 #8R L TL P&
VW) o SNMP VAT M RATF—RADE=RY T 3 —TNVITT BIT \”@<t%8
LT SNMPV3 /8 A 7 L— x% RET HLERDHY £9, &I SMHﬁAX7V—
EANTHEXIL, MERDT-DICFDNRAT L —RXEFANTALERNHY £, KIC
snmpconfig a<w REETTAREET, a7 —X0 [3E ShTnE
7T

PR AT =T H L DIZSNMP ZRET HHE

connectivityFailure SNMP | 7 v 7' DFE ERFIC url-attribute 2 AJJ§ 5355, URL BT 1 L
7 P ELRT7 A NOWTR eI RELET,

T 4L FUOEAIT., REICAT v = (/) ZBMLET,
c T AINDFARIL., KEBIZAT vy vaZBMLEEA,

* AsyncOS T SNMP DOl FH DOFERIIZ DU TiX, Web & 721% Email Security Appliance 074 >
TAY ST EZRLTIEE N,

{5 : snmpconfig A< > K

sma.example.com> snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1> SETUP

Do you want to enable SNMP?

[Yr>

Please choose an IP interface for SNMP requests.

1. Management (198.51.100.1: sma.example.com)

[11>

Which port shall the SNMP daemon listen on interface "Management"?
[161]>

Please select SNMPv3 authentication type:

1. MD5

2. SHA

[1]1> 2

Please select SNMPv3 privacy protocol:

1. DES

2. AES

[1]1> 2

Enter the SNMPv3 authentication passphrase.

1>

Please enter the SNMPv3 authentication passphrase again to confirm.
[r>

Enter the SNMPv3 privacy passphrase.

[r>

Please enter the SNMPv3 privacy passphrase again to confirm.
1>

Service SNMP V1/V2c requests?

[N]> Y

Enter the SNMP V1/V2c community string.

[ironport]> public

Shall SNMP V2c requests be serviced from IPv4 addresses?
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. {5 : snmpconfig 3 <> K

[Y]>

From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate

multiple networks with commas.

[127.0.0.1/32]>

Enter the Trap target as a host name, IP address or list of IP

addresses separated by commas (IP address preferred). Enter "None" to disable traps.
[127.0.0.1]> 203.0.113.1

Enter the Trap Community string.

[ironport]> tcomm

Enterprise Trap Status

1. CPUUtilizationExceeded Disabled

2. FIPSModeDisableFailure Enabled

3. FIPSModeEnableFailure Enabled

4. FailoverHealthy Enabled

5. FailoverUnhealthy Enabled

6. RAIDStatusChange Enabled

7. connectivityFailure Disabled

8. fanFailure Enabled

9. highTemperature Enabled

10. keyExpiration Enabled

11. linkUpDown Enabled

12. memoryUtilizationExceeded Disabled

13. powerSupplyStatusChange Enabled

14. resourceConservationMode Enabled

15. updateFailure Enabled

Do you want to change any of these settings?
[N]> Y

Do you want to disable any of these traps?
[Y]I> n

Do you want to enable any of these traps?
[Y]> y

Enter number or numbers of traps to enable. Separate multiple numbers with
commas .

1> 1,7,12

What threshold would you like to set for CPU utilization?
[95]>

What URL would you like to check for connectivity failure?
[http://downloads.ironport.com]>

What threshold would you like to set for memory utilization?
[95]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack #30, position 3
Enter the System Contact string.

[snmp@localhost]> SMA.Administrator@example.com

Current SNMP settings:

Listening on interface "Management" 198.51.100.1 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32 .
SNMP v1/v2 Community String: public

Trap target: 203.0.113.1

Location: Network Operations Center - west; rack #30, position 3
System Contact: SMA.Administrator@example.com

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1>

sma.example.com> commit

Please enter some comments describing your changes:

[1> Enable and configure SNMP

Changes committed: Fri Nov 06 18:13:16 2015 GMT

sma.example.com>
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tF1UF 4 EETTSATR0TF—20Rv o7y 7 |

XA TFAEBTITSATIUORADT—RIDINY I T Y
70

N T T EINDHT —H , onpage 31

o Ny 7T T ORKIFIEE L OEA:, on page 32

« N 7T 7], on page 33

e Ny T THOY—EADT XA Z U T 1, onpage 33

Ny T v 7 Tk ADOHKE, on page 34

B =y NT T ITAT VAR DEEKGT 7T AT L AND DT — X OEHEREG O 1L
, on page 35

Ny I T T AT —=Z AT HT 7 — FD3/F , on page 35

s H—F T IIEMANY 7T v T DAY 2 — )LERTE, on page 35

« QURE/ N > 77 > T DOBfAA, on page 36

Ny I T T AT —H ADHET , on page 37

s TOMODEER/NNy 7T v X AZ | onpage 38

NI T T TTIATVADTTA~) TTTA4T AL LTOMHA, on page 38

INYD T TEINET—43
FTRCOT =X RN 7T v 7T THI L, FREFROT =X DEBEDOHAEOEEZ NN T T v
TTBHZEEBIRTEET,
s Ak —U, AXT—HEETe AR LR

CAVE—VBRIOAZ T =E B ATOVLENSNIZR) — VA NVA BIOT U b
A

Ay —U ARTFT—EEEDE AN N TvFT (AvE—T N TvF)
eWeb hT7 wF LT
s VIR—T 4 T (BT A—/NLE LD Web)
e =7 YR NTuy s YRR
F— B DEENETTLHE. 20D T FI7AT VADT—ZNE—I27%0 9,

OB EIT-OTH, RELE R T IFARNv I T v 7T ENEEAL, TNHOHEAEZNNY 7T v 7§
D HEZHOWTIE, ZOMOEER Ny 7T 7 XA onpage 38 ML T X,

BHID/Ry 7T o THROENNy 7T v X, BIRIONR Y 7T v TRICAER S NZIERO A 2
E—LEd,
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B o7oTosnsEssvER

NI T 9 TDHRINEIERES S VEH

NPT T Ay 2 — LR ET HHEIIC

2. ROFIRIFHL LOEFEZBE L T ZE0,

HFEE

=2

AsyncOS /X— =3 >

VA X2 )T AERT T IATUABEOI =Sy b EFa
TAERT T T4 T AD AsyncOS /3N— 3 URE U TH H MR B
DET, N—Da L OIEMENRD DS, Ny I T v T ERAr P a—
NFBENC, ALY ) —RACT FIA TV AET v T 7 L— FLET,

Sy FT—27 bD
B—ly N TFTA
T A

H—lF N TTITAT UV ANRRy U —7 EICRE ST TV D LB
&) D iﬁ‘o
H—2Fy N T TITAT VARBHROEEIX., VAT LBy v T v

U4 = R I T L CRBERFREAN LET, FRICOVWTUL, &y
FT o7 A A= BROEAREEZZRL TIIZEN,

=R T TIAT

R B—=ly NTTS

TAT VA DEE

V—=ABLIOE =y bDOBX2 VT 4 EHT 7T 47 A%, SSH
PHEHALTCEETEAL IR TWVWAMLERHD 3, LI=N- T,
DX I LET,

T EDT SITAT UADKR—F2REHWTELLENH £7°,

FIZFNEITIE, ZOR—FMIVATLAEY N T v 7 4 F—F
BEFEITTDHEEET,
e RAAL Y F—ALH—s% (DNS) T, ALa—RKE&PIRLa—FR

DO GFEMR LT, WHEDOT T T4 T 2 ADKA ML &R TX
LRERDHY F7,

=y N TTTA
TR EAEILT Db
ERHY ET,

TIA<Y TTITAT U ADEN, EHHNBEOE T A —/VE IO Web
Security Appliances 72 b7 —# Z G T 5 MERH Y £, MEFEIZFT
THEDIT, A=y N T T IAT VAL DEHNBET 74T v
ANS DT —H OEEREO I | onpage 3525 L T 7ZE 0,

FIr NI T T T IIATVATAT D a— LR EINTWAHH
BN a 7EFry 2L L TLIESN,
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Ny O Ty THIRE .

L ESEN:] Z¢
T TIAT LV AXY | B—HF Y N T TIAT UV ADT 4 ATFHEBRX v /3T 4B, V—AT
RT 4 TIAT U ADX Y /T 4 EREULETHAIVLERLY 3, ¥—

T NTTIATVATET =L EAAT (LR—=FT 47, T vF
Y7 MR E) ICEID Y THT 4 AT, VAT T IAT
ZDFETHED B TEI DR FTHZ & ILTEERA,

BT =2 BAT DT RCOT =L DNy I T 9 TNAGIRAR— AN
B—y NTTI7A4T A EIZHIUE, REWY —ZA)PH/AIWNE —
Ty htXa VT A EHT SIAT LV ANDNY I T Tl Ay 2 —
NWERETEES, V—ATTIAT VANZ = N T TI7A4T R
XV HEREWEA, ¥—F > N T T T4 7 AT ATREZREIRIC A
b T, YV=ATTIAT U ATED Y THN T DHEEEEHI L E
R

T4 AT HEBOE VYT LRy T 4 BERBIOEET LI,
T 4 AT G OE L | on page 90% B L T 2 &0,

BT T 74T 2 ADT 4 A7 EF&EIZOUWTIX,  [Cisco Content Security
Virtual Appliance Installation Guide] &M L T 72X,

B R, BXO | RNy 2T o7 Fav RF—EIC 1 SR TIEITTEET, By s
F 2= Rl T o | TR T THRNCETRAT Y 22— L ENTWDE A I T v 7L
7 A%y T, BENEEINET,

Y X2 VT A EET FITAT U ANSDT—Z L, B—DtFxF2 VT ¢
BT TSAT RN I T v I TXET,

Fr—=U NI T T RNyl T T ~ONy 7T 7)) 1THAR—h
SNTHWEEA,

Ny 7y THAR]

RADFER/Ny 7T w7 TiX, 800GB D3y 7 7 v SR 10 FEM 20 £3, HHD Ny
77 N, ENENERKRIEERDND £, BBRETIIEAONY 7T v IR0 R0
LHENRHVET, TNOLOHITHAEIT Lo TR 7,

VIR 7T o THONNy 7T v 7 Tavw ATIE, mEOR I T v TN EEINTZT 74
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Figure 5: [7 v 77— bH¥—i\(A A—) (Update Servers (images)) JEREDR ST 1% URL

Update Servers {images); | The uodate servers will be used o obiain update images for the following services:
- Feature ey updates
- Time zone rules
- Cisco fronfort Aspnols upgrades

()| Cisco IronPort Update Servers

(® | Local Update Servers (location of update image files)

Base Url (all services |http:.ff'clownIDads—static.ironpor‘t.com

except Timme zone s
e hte Adownioads . example . com
IronPort AsyncOS

Uparadesy: Authentication {optional):

Username: |

Passward: I

Retype Password: |

Base Url (Time zone IdownIoads—statiC.ianpr‘t-CDm:BD
rules): | st downloads.example.com:50

= Click to use different settings for AsyncOS upgrades:
AsyncOS Upgrade settings
) | Cisco IronPort Update Servers

(%) | Local Update Servers (location of update image files)

Host {Cisco IronPort |updates—static.ironpor‘t.com. Part: |SD {optianal)
AsyncoS upgrades): Ex. downloads. example. com

Figure 6:[7 v 77— k¥ —s3(1) R &) (Update Servers (list)) JSXEDRZ T 1Y% URL

Update Servers {listh; | The URL will be used fo obiain the list of available updates for the following services:
- Time zone rules

| Cisco IronPort Update Servers
(® | Local Update Servers (location of list of available updates file)

Full Url |htt|3 Afupdate-manifests.ironport.com Port:
Ao Aupdates. examole comdmy_updates il

Authentication {optional):
Usernarme: |

Passward: I

Retype Password: |
The UEL will be used to obiain the list of available updates for the following services:
- Cisco IronfPort AspncDs upgrades
| Cisco IronPort Update Servers

(® | Local Update Servers (location of list of available updates file)

[z

Full Url |htt|3:.a",-’update—manifests.ironpor‘t.com Port: -?
Ao Aupdates. examole comdmy_updates il

Authentication {optional):
Usernarne!: |

Passwaord: |

Retype Password: |
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(Base URL (all services except Time zone
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208.90.58.5
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| &

Important

CLI T updateconfig 2 ¥ > RO dynamichost 7 a2~ R&EH L T, update-manifests URL

ER=MEFERETDLENPDHY £T, ZHhICLD, F—ERADOEHPMRIES L ET,

GUINSDT7 Y TT—rEXUT Yy TIL— FEREEDETE

Procedure

ATy

Web f V¥ —7 =2 Ak —KLET,

ATy T2

% (Update Settings) ] Z3%®R L £,
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SO E R IET S (FEEHEREZ RO |[[F#T 7747 A (Management Appliance) ]

2 —FDH) >[ AT LEH (System Administration) ]>[3 A
T LT w77 L— R (System Upgrade) ]IZfHE)
L i j‘o

Ty T L— KT BRI EELGFIE

Before you begin

Ty T T = RET T T — Oy NU—7 BIEOYTE , onpage 42THR >y NV — 7 B{f%
ZRLTLZEN,

Procedure

ATYT1 WOXITLT, T—=ZDHKEIET 5, 3 m/NRCMmAET,

CHLWT TIAT AR RT 4 AV EREBH Y BEENDET =5 I A TIZRAEU EOT A X
MED L THENTNDZ AR LET, BRKT 4 A7 FEBREFID Y TITDOWT, onpage 912 L
TLIEEY,

* T A AT FICOWTOM S NOEEEZ T M- 2B AT, Ty 77 b— REBBT SHIC, 71 %
7 SIS AR A TR TR LTSN,
ATV T2 TFF5AT U ANG, XMLaYy 7 4 FXalb—ay 77 A VERELET, BAEORE T 7 A LVORAE
BLO=T AR — b, onpage 81 T T A EEEZ S L TS0,
MIENOHEBTTY v 77 L—FRFiD Y V—RZRTHEIT. 207 7 A VRKETT,
ATFY T3 =TV ANTry 7 )R MEEEZHFHLTOAEHEEIE. VA MRy 7 ZAnbx 7 AR— K LET,

[(EET 7 Z A 7> A (Management Appliance) ]>[3 A7 A EL (System Administration) ][> [fXE 7 7 1 /L
(Configuration File) 1227 U v 7 L TAZr— /L X7 LET,

ATy T8 CLINST v 77— REEITL T D5AIE, suspendlistener 2~ > REFH L TY AF—%FELE
T GUIDLDT v 77 L— REFITT 251, VAT —OEIEABEIICETINET,

ATYTE A= FXa—LFURY Fa—5MkLET,

ATYT6 77T —FRRENPFTLELEBVICRESN TWAZ L2ERLET, [Ty 77— KFBIO—E R
7 v 7T — NORRE, onpage 46] ESML T ZE W,
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AsyncOS D7 v 75 L—F

LEOBETH U m— KE A VA M—AE(FI 0, ANy I F T L KTH Y m—F
LT A h—ATEET,

)

Note

AsyncOS % Cisco h—/ 3=/ 5 TlE B— b — =00 1 BORETHF v ra— K&
Ty T V= RTLGEEIE. Ty —REF v or— FRICAEIZFATINET, Ty
7 Lb— R 7ok AOBGEKHIT, NT =R 10 BEERRENET, ZONRNFT—RBERRENTND
ML, CrlZf L7-REECCEMT &, ¥ urue— ROBSGENCT v 77 L— R 7t A%#k
TTEET,

Before you begin

«Cisco NHEET v 77 L —RaFdvrn—RRT50, £ldry hUV—27 EOH— 39
DT T T V= RAA=VEFARNTHNERRLET, KRIC, BRLEFAEFA— b
THEOICHRY NIV—2 %ty N7y 7 LET, 2LT, BRLEAFENLLT v 77
L—REAFTDHEDICT T IAT U AZRELET, Ty 77 L—REXORR U
E—PFEZIFARN) =27 onpageR2BILOT v 77 L — REXOY—ER T v 75—
kN DFXGE, on page 465 S L T30,

T ST —REA VA RN—NATDHHNI, 7T v 77 L— KT 501 : EEZTFIE, on page
S20FNEAEFATL TS EEY,

Procedure

Z2FYTF1 FHLOWeb A v X —T 2 A ZADRK) X2 VT 4 BT FI5AT AT 22097 LT, LHL—
Web A Z—T7 oA Ak —RKLET,

ATy T2 [EHT 7747 A (Management Appliance) ]> [ A7 L4 L (System Administration) ]> [ AT LD
7 w77 L— K (System Upgrade) ] #ER L £,

RTY T3 [Ty 77— RAT7 a3 (UpgradeOptions) 1 %7 UV v 7 LET,

ATYT4 ROFT v a rEFIRLET,

S]] BRIEFIR

I EOBETT v 7 7L —FRFDOX T |[[FUrra— RKLTA A —/ (DownloadandInstall) %72 U v 7
YR—=REL ANV EFATTH | LET,

TTIRA VA N—=F%F 70— RLTWbAEA, BFEoX 7 on—
Fae bEXTrLkROoNFET,
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Ty T T —RA LA N—=F% XY |[¥U>a— RKDH (Downloadonly) 1%#7 VU v 7 LET,
=Rl N )

TTIA VA —TF&2F 70— RLTWAEA, BEOX 7 a—
Fa bEXITrL5kRoNET,
AVAR=TRP—EREPWT D L2, Ny TULRT
HAyoa—RLET,

Ao —RLET v 77 L—RA |[Install (£ A=) %270 v 27 LET,
VAT A AT D

IDFTaNE, A VA P=TNRE T a— RFERTWBEEEID
DIHFRINET,

A A F—=/VT 5 AsyncOS D/3— 3 i, [f A b—/L (Install) ]
F T arOFICRRENET,

AT9 TS LRicHA v a—RLiEA VA= TA VA M ATHHEEERE, FIHATERT v 77 L —RKDU A
k735 AsyncOS D/ X—V 3 U ABRIRL E 77,
ATFYT6 AR M= IFOEE, RITHENET,

ATy T17
ATvT8

a)
b)

¢)

BIEOREET 774 7T A O configuration 7 4 L' 7 b VIZRIFT 200 E 9 0 EBRINL £77,
AT A4 X2 = ar TrANNTRAT L =R~ AT TENEIDERIRLET,

Note

TR ENTRRAT L= ARNRBHEINTmar T s Falb—vary Ty A, GUID [RET 7 A /v
(Configuration File) ]X—3"X° CLI @ loadconfig 2~¥ Y Kb — RTXEHA,

AT 4 X2l —=ray TrANDaA = E AL TEETIEGIL. 77AVEEETIE
A= T RLAZANLET, BHOBFA—IL T FLAZIEBETHIHAIL. Vo~ TRED 4,

[#i1T (Proceed) | %27 VU 27 LET,
A A= HPOEE RICHENET,

a)

b)

<)

TrAPOT T MURETEDL LI LTS,
ISETHETCTrE RIPRIENE T,

N—=VO RO, BRRFRNA—NFRENET,

Zuar 7 T, [T <HIEE (RebootNow) |27 U w27 LET,

Note
UT7—FL T2 2008 T5ET, WHRZEERL-TYHL (Ty 77— RORES
NI TNY 2a—T 4 v TT D720 THoTh) T IAT V ADERZTW L2 T 7EE N,

K10 5%, 7734 T7 A7 r7A LT A LET,

What to do next
s St ANFWIENTGE, Vet AZEHETAILERHD FI9,
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T T L —REX LB —RLTA LA RN LD S>TBEITROEBY T,
T TV —=FREf VA M= VTHHEFENTEE, THRDDHIICZ] OHEOFHESRM L&
DIRDFNEZ NS FEITLETH, [ & h—/b (nstall) |47 3 v E2BRLET,

T T T L= REA A=V LTWDLGEIE, 7 v 77 L— %, onpage 56 xS L
TLIZEY,

NV DTS REoo0—RKOX v o ILELITEIBRAT—2AD
Eo N

Procedure

AFYTFT1 HLOWeb A v H—T 2 A ADR) X a ) T4 EBRTTIATLATH 22097 LT, LA —
Web A 2 —7 A A% —RNLET,

ATy T2 [EHT 7747 A (Management Appliance) ]> [ A7 L& L (System Administration) ]> [ AT LD
7 w77 L—FK (System Upgrade) ] Zi®IR L £,

ATV T3 [Ty 7T T L—RAT7 a2 (Upgrade Options) 1 %727 UV v 7 LET,

ATV T8 WOFT v a v ERIRLET,

B BEFIR

oo — R AT—=ZADFE | R—=UDHFHREHERL T 7ZIV,
" ETHOF T n— RBEOF T m— RS2 T LCA VR h—L&h
LDEFHFSTNDLDONWGEEIL, XU ra— ROAT—X AERIT
ERINEA.

7T L— ROAT —& AL upgrade logs THMERTE E7,

Ao m—ROFx v EiL NR—=VOHRIZH D, [FVra— RK&EF ¥/ (Cancel Download) ]
RE w7 LET,

IOFTavii, Furu— RETHICORAFRINET,

Ayra—REINTA VA R—=|RXR=VORRIZHD, [77AV%EHIFR (DeleteFile) | R¥ %7 U w7
Z DX LET,

ZOF TS aNE, A VA R=TINRF T a— RENTWAEEIZDOH
ForasnEd,
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Ty T U= FRRET LG, WOFNEEZFEITLET,

c BETLZEA—N X2 VT4 TTIAT UV ADSHLBEANREDYEE) VAT —%

EAR—7 M LET,

e (BHETIWeb X2 UT 4 7T T7AT 2 ADHDHEANREEDEA) #H0 Configuration
Master Z ¥ R— 5 X 5IZT AT L%ERELE T, Configuration Master 2 ffi ] L THr 2k
HEPRTWeb tx2UT 4 TFIA TV AEERTHEZBRL TSN,
REERGFETDINE I MR L9, FEHICOWTIE, REDRIFEE A R — b, onpage
81 LT 7Z&W,
Ty TV—=REFTA L AT HRRTDHITIE, 770 Xy a2k VT L,
TIUREKTLTH Y EREET, ek, HRUhoaTFroyoT7 T oW
FrviaBnrZVTINET,

Async0S D LIBID/N—2 3 U A~ADIEITIZDULNT

BRI, BTORBER—T 3 D AsyncOS ICRT Z &M TE £17,

TTIATVALEDTRTOT—X%27 VT L, HLW, 7 =0 RRENLIEDH5E1T.
BEFEITTOEL RICET I L TXET,

ESPERENS

« T OREITET L HE R E FH, on page 56
* AsyncOS D1EJL , on page 56

ERXOEEICHT 2EELEIEFIE

CiscoarT oY B¥Xall T4 T IA4T L ACEIT D revert =2~ ROMFEHIL, FER IS
M7RBEICRD 7, Z0a<ry NI R_RTCOBTFOREBIOT — X 2 kAELET, &
HIZ, L TIEHT T IA T UV ARHEHRESND FE TA—/VAER TR SN ET,

BRI K > THEEX —F2IXRET 7794 7 VA T A B ZADOFPRBICEEN LS L 1T
HYEEA,

Async0S D& T

Before you begin

MRFFTOMEND DT — 2% T T I7AT L RAUSNDEGENC NNy 77 v P EIIIRAF L E
S
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ATy T

ATy T2

ATvT3
ATy T4

ATy TH
ATvT6

ATy 71

Async0S D1E5T .

cRLEDNN—=Varpar7 4 FXal—vary JrAAVPKETT, a7 4 Fal—
vay 7y ANVITIMEEYEILSH D FH A,

e ZDav Ly RIITRCORELWIET B0, ExE2EITT28E8IF. 7774 T 2 A~
O a—h L T 722 THETSD LI LT<téwo

cBHFVWDERA—NL BX2VT 4 TTI7A4T L ATREEDNAENNC o TWBIBEEIL. Fh
LT TITAT U ATR—AMIA v =V NSNS X9 ICEMbE T LET,

Procedure

HLEONR=Ta00ar 7 4 Xalb—2ay Z7AMANRGAZ EHHERLTLIEE N, a7 ¥
L— g9y 77 A ST ESMEITSH Y 8 A,

TTIA TV ADBIEDHRED NNy 7T v 7 at—%, (AT —X%&<A7 LIRWIRIET) o<
VR LET, a7 4 Xal—vary Iy ANVERGTAICIE. T A NVEEF AL TP —
BHIEET D0, 77 A% FTP THEL 9, fEIZIT O, mailconfig CLI o<y REFETT
BE, TTIAT VADBRIED AL 7 4 X2 —va 77 AABNREELIZA—ILT RLRIZERE SN
7

Note

Zoabv—iF, N=VarrxRLEBIIE—FTOIRET 7 A LTI £H A,

=7V A NTay s ) A NMEREFEAITIHEAE. E—T7 VAN Ty I U AN T—=H =& R
D<A AR—FLET,

Email Security Appliances T, §XTCD VY A} —%& —Fgi LFE 7,
A=)V X a—NEIIRDHETHBLET,
R a v BRYTTITA TV ADCLLICR A LET,

revert A< ROFETHIIIZ, WL O00ELE T o 7P MRRITENET, 2 b0ELE T 7 M
RETAHE, TCIAA—2a v 2RTEMENBBLEST, 20D, BLiioFRIELZSRETTHET, &
TR RAERME LN T EI N,

av L RIA4 L FarF D revert A7 REAN L, o7 MIUSELET,
7}(@:\ revert 1< }\@@J%ﬂ? Li?—o

Example:

m650p03.prep> revert

This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.

The following data will be destroyed in the process:

- all configuration settings (including listeners)

- all log files

- all databases (including messages in Virus Outbreak and Policy
quarantines)

- all reporting data (including saved scheduled reports)

- all message tracking data

- all Cisco Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preseved.
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. Ty ITT—HIDNT

ATvT8
ATvT9
ATy 710
ATy 71

ATvT12

ATy 713
ATy 714

7vJ

Before running this command, be sure you have:

- saved the configuration file of this appliance (with passphrases

unmasked)

- exported the Cisco Spam Quarantine safelist/blocklist database
to another machine (if applicable)

- waited for the mail queue to empty

Reverting the device causes an immediate reboot to take place.

After rebooting, the appliance reinitializes itself and reboots again to the desired version.

Do you want to continue? yes

Are you sure you want to continue? yes

Available versions

1. 7.2.0-390
2. 6.7.6-020
Please select an AsyncOS version: 1
You have selected "7.2.0-390".
Reverting to "testing" preconfigure install mode.
The system will now reboot to perform the revert operation.

TTITATAPR2EY 7T — T HETRELET,

CLLZFEHLTT o947 A a7 A4 LET,

W EH 1 ODOWeb X2 )T 4 TTIA T A%BML, URLAT Y 77T — b ineDT 7
TAT UV ANLE T a— RENLETEIRELET,

URLA TV DT v 7T —ERETLEL, RLEOAN—=VarparZ s Falb—ar 77 ALV%E
n—RFLET,

=7V RANTuy 7YX MEREENTHAIE, E—7 VAN Tay 7 VAN T —F_X—=X% A
VAR—RLTHEILLET,

Email Security Appliances T, TXCPHD U XA F—%FHOPA x—T /I LET,

EHEERFELET,

T, BIEBET Lz Cisco 2T Y BXa VT 4 77747 AL, BRI 72 AsyncOS 73—
VarEHERLTESLET,

Note
BEINET LT, CiscoarT oY ¥xa )T 4 TTFIATVANDaL Y —)L T 78 ANHFOFI A
BBl D E TITiE, 15 ~20 59000 £9°,

T— MZTDUNT
P —bERT v 7T — MIEMINCA Y o a— RAREICTE £4, ZhbDF v o— RORE
BEETHICNE, Ty L—FBIOY—ERA T v 75— FORE (46 2—)
BEEIER
T T T L —FRBLOY—E AT v ST — FORE (46 X—)

Web FREHIHO URLATIY) £y b 7y TT—KZDWVT

«URL A7 =2V &y hOEFHOHEfR L OVEH
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| mmugEszy
TO%s Y—N—EDBEEEETHE5127 TS5 7o2e%kE |

sURL 73U &y hOEFHELAR—

TJAX S H—N—LDBIEFXEEITHLIICTITSA7T
VATERTE
BRI TN B X v — =2 L TV DE5A. 7 rX Uit EOEL IZHEHT 5 CAGE

AHELZETA—NT— b ATBNTEET, ZHUTEY, BT AT — by TT R
FrPh——lmEEEELET

Cisco Secure Email and Web Manager 737 » 77 —# $— X — L @5 L CHHT 22 ET 554
RSN TV DEEHEIC U CREENMEH TE 200 8 ) D ORGENETSNE T, HHI
TWAREAEZ EFICRIET D121, 207 v 77— %+ —"—OFGERFEAE % Cisco Secure
Email and Web Manager |23 T, WBELZKNSEL0LE N H Y £3, a2 FEITTDHITIE,
updateconfig > trusted_certificatesz £ L £3°, a2~ FOA T v a AIKRD EB Y TT,

« JBAN : CAIZFEHEZBMLET
e URA B :CANDOTRTCOFFHEL —EICLET
s HIBR : CA OFEHEZHIBRLET

ZOF T a T HITIE. updateconfig T~ RAMEH L £, wopFllx, o4 7 e
VERMT D HEE R L TWET,

SMA> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers

Notifications component Updates Cisco Servers

Cisco AsyncOS upgrades Cisco Servers

Service (list): Update URL:

Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers
Notifications component Updates Cisco Servers
Cisco AsyncOS upgrades Cisco Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates
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Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:
paste cert in PEM format (end with '.'):

MIIDxTCCAg2gAwIBAgIIOUMAFHhzRskwDQYJKoZIhvcNAQELBQAwWCzZELMAKGALUE
BhMCSU4xCzAJBgNVBAgGTALIROMOwwCgYDVQOHEWNDaG4xETAPBgGNVBAOTCENBQOS3
aWxkMREwDwWYDVQQLEwhDQUNOd21sZDEjMCEGALIUEAwwaKi5jczIxLmR1dml0LmNp
c2NvbGFicy5jb20wHhcNMIExMIEIMTEONZAWWhcNM] IxMjEIMTEONZAWWjBzMQsw
CQYDVQQOGEwWJJTIJELMAKGA1UECBMCVE4xDDAKBgNVBACTAONOLJERMASGALIUEChMI
QOFDTndpbGOxETAPBgNVBASTCENBQO53aWxkMSMwIQYDVQODDBogLmNzMjEUZGV2
axQuy21zY29sYWJIzLmNvbTCCASIwDQYJKoZ IhvcNAQEBBOADggEPADCCAQoCggER
AJPPBRGQOwHvV/6ZLP0Z3jdEgzVS+dzXJSyhtMsgm/XrvIvjRHOMK3r++dtUgHMzz
le/WrxPKGphjtNsvF7ss58RRg3fiQCSQPX6nfBYcI9v4ATrSdmKzYYFbBkGPeijLB
qwVyseMa3rifjv4BucxwOM3Z2rUqq7YfcZtxZhSEtxx8rT3A/uReIm/nl1ERcCZDc1W
+GkfRxEdY3ZLpen/2sFi0AVMVAHIKRtK7kEhmolTPQZOhOUQFNDb12ZWZZ6Nuv0I
Z6pUDNJj1/+GoJyvSwlOgpetHxhdMtubMAAM8JQONVNkHgzOswsbN18F5at7cZ/KFI
HuvBUXKHV5pEX3hOdJxbuocCAWEAAaNdAMFswDAYDVROTBAUWAWEB/ zAdBgNVHQ4E
FgQUCN1XseZ5gBjqJdtY¥v3sdCujJugnAwHwYDVROjBBgwFOAUCN1XseZ5gqBjqityYv
3sdCujJugnAwCwYDVROPBAQDAGGGMAOGCSgGSIb3DQEBCWUAA4 IBAQBag5KXw/wX
nzJpBnKPZuO4KNcIz9/A2H1121kWNBjflalx/370dTbh3IpHJI6n10CeAKESWw7uX
amlUcWxvDk3Zn+tKysCU2Q1PYSxUHXtqH3rvWZDRg1PkJUu420tnCg2£fVibulcJl
xx6E95a9D1vCarfxvuINU50076gnypTMvI+10FXCkvDgBOmMkQpgswR5151 9kmDZ i
mt8CoknJIN/iAENxM8b47262yXEcl1X6ZN/0Wa/x140S3X0C0hikyg9HpUGDg+CigE
s5CBCOLDfe8GI9kAPOTg2mVNT10xxQF1juobb6djmdB10£8kqgKs2eWsD+MEKvNbG
7zPGx4SUS2RZ

Do you want to check if Common Name or SAN:dNSName or both are in Fully Qualified Domain
Name (FQDN) format ? [N]> y

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

ERENE=AYvE—CDORET FLADETE

WOHAEITHR LT, AsyncOS THRK Sz A —/L DT X — 7%

I

BERETEET,

it

e N UA Ry —Y
o« L'7R— b

BIET RLAOFRR, =P — BIORAAS AERETEET, FAAL AR — |k
VA FAALOFMEERTHLHTEET,

GUI @ [ A7 L8P (System Administration) | A == —/ ORI TX 5 EEHLET RL&
(Return Addresses) ] *— %3 575>, CLI T addressconfig 2~ > RZHEH L E7,
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75—tongE [

VAT ATHERENTZE T A= A v E—YORET N A% GUI TEETLI21E, [EEE
7 KL A (Return Addresses) ]~<— 3T [%EDHME (Edit Settings) 1227 V27 LET, 1O
FFEHOT FUAEZERELTC[RAE (Submit) 127V v 7 L, BFEERGFLET,

75— FDEHE

TTIAT VAN, TTITAT VATREAELTWEA R MIETAEFA—LT 77— R

EEShET,

B

BRIEFIR

ZATDERRDT T — FHBIOE B
A—PITHEIND LT D

[B¥LT 77 4 7 A (Management Appliance) |>[3 A
7 LEEE (System Administration) ]>[7 7 — & (Alerts) ]
IR L ET,

VAT LDO® v T v T EEZ AutoSupport & A F— 7L
WCLEEGE, BELEET AT RLAIEXT 7 4L b
T, TR_RTOERKEBIONI TADT 77— eZELE
T, ZOREITIWVHOTHLLEETXE7,

BEOT RLUAERET 25681, ho~TRYY F
ER

WOXH T F— D7 a—r L%
EZITH
s 77— hiXEEH (FROM:) 7 R
LA
cHBE LT T — kOl

U

* AutoSupport i &

[BHLT 77 4 7 A (Management Appliance) |>[3 A
7 L HL (System Administration) ]>[7 7 — bk (Alerts) ]
ZEIRL £,

BHHELZT 77— MIOWT ,onpage 632 5L T 72
I

Cisco AutoSupport, on page 632 M L T 72 &\

BITDT 77— D) A NEERTH

OV A MOREEZEHLS D

SHTT 7 — b O#R, on page 63EBML TS L

TI7—FDU XL EHAERTTD

SRR

N— R =T 77— O], on page 64,
VAT AT T — FOFi , on page 65

7 T — b OBUFE A T = X DA PR
%

[7Z— L OEME, onpage 62 B L T IEEW,

75— 24 TELXUVEKRE

TT—= bk AATEFRDEBY TY,

e N—KRyxT 77—k, "=KRUxT 77— OFW, onpage 64 ZH L T E X0,
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VAT AT T—hR, VAT AT T7— RO, onpage 655 SR L T EE W,
T T T=H T T— ],
77— FOEKRKEFRD LB TT,
s Critical : 9 IZRHLAS ABE 72 [/
s Warning : 5% E=4—V VI PMBERBEE T T —, T ICRLABNLERATREMED
b FET
sInfo : ZDOT A ADN—T ¢ UKERETHER I N D IEH

7 52— FDEME

77—k AvE—VECisco 2T Y EXa VT4 TTI7A47 2 ANOREOEAZSEH
INDHTD, EEIT AsyncOS DIFHER — VEE AT DA LEREA, RbVIZ, 77—
kA v E—U0F AsyncOS TH AR AT AMIENFA L THEET 5 L O IZiel sz, f#
BNZWATENET D EF A —/L AT AT I E T,

7T — kK A=) AT AX, AsyncOS E[Fl—DREEZLFLEFA, DD, TT— b
A=Vl RO KD IO A —VEUE L ITE TR 28EL T D REMER &S D 97,

e T TI5—hF AvtE—IF, EHEDDNSMX La— FRBLIORA La— ROy 727 v Fhfif
ALTEEESNET,

e T TI—F AvE—VIEDNS U M E30 ST Yyl FOXFY v 2L 30
STLIWZ) 7Ly a2 &NET, ZDOH, DNS EERICLTI— MR ERE
‘a_O

CEBABRBINIE AN X2 VT 4 TTITATUVARGENTVDIHES -

T T =M AvE—VIFT = Fa—FE LRV, TANVAEINIANRLDA
FYURMBHTT, Aot —Y T4 NFEFTarT Y T 47 OLBERZICH
BENLEEA,

¢« T I — M AvE—VEREFa2a—F@BE LW, Ny ADT a7 A VERE
PEEEHIE ORIBICITEE L2 Z T 8 A,

e (A7v 3 -TLS R — b2 lalertconfig] THZN T, FQDN FEAS [SSL ARk (SSL
Configuration) | DFEE CTHNRGEDH) + b— "—FEHEICH 5 [#LiE4 (Common
Name) ], [SAN : DNS4; (SAN:DNSName) |7 4 —/V K, F£721X% DOl 575 FQDN JEH
MEIPEMERLET,

o (A7 a v -TLS AR — R Tlalertconfig) THRN G EDH)  H— —FEBEO [k
i#4 (CommonName) ] £721%[SAN : DNS# (SAN:DNSName) |7 o4 —/b RiZH—/\—
DFARNGBEENTNDINE I DEMHRLET, [FAA M (Hostname) |7 4 —/L RiZ
IP BEEE SN TV DAL, Reverse DNS A4 3MEH S E 7,

« (A7 a2 -TLS AR — b7 alertconfig CLI 2~ > RZHH L THERMEEN TV 5
BDOR) P R—FEIAEICH B [HE4 (CommonName) ] F721L[SAN : DNS4: (SAN:
DNS Name) ]| 7 4 —/b RIZH—N—IBFET 20 E I D EER L ET,

B BongEszsy



| —mmnEEszy

gr75—troxz [

« (A7 3 -TLS ¥R — b2 alertconfig CLI I~ > R&MH L THA ML &4, [SSLAE
f% (SSL Configuration) ]X— T X509 FRGEN AN > TWDEHEDHR) + h—/N—FF
HEBONR—V 3 U E2ERLET,

RB#7 7— bORT

S]] BEFIR
WIIDT 77— hD) A e |FHEBIOANL—FDT 7 AEOH H2—PT, [FH
YD 777 A 7 A (Management Appliance) ]>[3 AT LEH

(System Administration) ]>[7 77— bk (Alerts) ] 28R L.
[EAL7 7 — b &Fr (View Top Alerts) | ARZ %7 Y v 7

Lij—o
77— ME, EFA—ATEMTOMBENR > THERRIN
£,
YA N&EY—FT% FIORMLEZ U 7 LET,
DYV ANMREGETDHT I— |a~r RIA4 v 4 F—T=xAA (CLI) T alertconfig =~
DR KRBEEET D Y REMHLET,
Z OB Z ENIZT 5 av K74 A ¥ —T=AA (CLI) T alertconfig =~

VREMEALTT 7— FOKEKEEER (0) IZRELET,

BEEL-75—HKZIDT

AsyncOSNEHE L7127 7 — F&2HET L ETIHET 2R EOMEAfRE cCE 4, ZDHE
EOICHRELGA, BEELET 77— o~ —GFEEsnT, RboicdXCoRERBELE
TI7—=EIRVTNNEALTHEEINET FERMICKEDE A=V E22ET HAEEENH
F9) . BELET 77— FEAET5E TICRAET 2REIE. 77— MEHET D - ONCHN
LET, BN 28803, AilElORFHERBEO 25 OMEZ R L2 T, 20, fkef s
SEHMOLAE. 77— MISBH, 158k, 358%, 15BH%. 155 B#%, 315 B#®E VoM
fRCHESNET,

HRACHNZ . FEMBIIIEFICELS R 3, [EET 27 7 — M & ®MET 20N T 5k
4 (Maximum Number of Seconds to Wait Before Sending a Duplicate Alert) ] 7 ¢ —/L K& {FH
LC, FrEMBOBEBICHIREZRIT S Z N TEET, LT, UL STICREL. &
Kz 60 IiRET D L. 77— MISBER, 150K, 3501%. 60 D&k, R200% L V-T2
bR CEE SN ET,

Cisco AutoSupport

VAWK F Y R— N ARDUVAT DEFEORGEREICT D720, VAT L THERL
SNTETRTDT IT— P A v b=V VAT EETHEIICCiscoar Ty vxal) 70
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TIITAT o AERETEET, [AutoSupport] EPFEIID Z OREREIX, I A X ~— P KR—
MZEDBEED ==X ~DT a7 7T 4 TIIHNENL B £, £72. AutoSupport [ A
T LAOB@FEE, satusa~ > KO, BLOEH STV 5 AsyncOS /N— 3 > Z il A1
HUR—ME2mEFEELET,

T 74N RTIE 77— b ZA 7N System THEKE L1728 Information D7 7 — b 2 52{57
HEIVICEHESNTNDT 77— MZFHFIL, Cisco ICEFEINHIZEAvE—VDav—%2%(F
LEd, WEIZT 7 —F A v b=V 2 mERE LRVWEEIE, CORELZT A =T/ TE
T, ZOHREEANEIIEHICT S, BT 774 7 A (Management Appliance) |
>[VAT LEHT 77— bk (System Administration Alerts) ]z 3R L, [FXEDFwE (Edit Settings) ]
7V w7 LET,

AutoSupport NENDEE . Information LIV DU AT AT T — FeZETHLIICRESH
727 7 — NZIEHEIZ, T 7 4/ b THEHE AutoSupport LA — F SRR SNVET,

N—FDxT7 75— bDOERHA

Table3:/1\— Fo =7 72— DA

75— 4 Bl EXE

INTERFACE.ERRORS A B —T x4 A TT—EHH | BE
LB AICEESNE T,

MAIL.MEASUREMENTS FILESYSTEM F 4 RY R—F 4T L INTS Y | ks
DA RIS W AT
IhET,

MAILMEASUREMENTS FILESYSTEM.CRITICAL | 5= ¢ 2 7 /S—5 ¢ 3 5 L 7390%| 77 U 5 4 51 /L
DFERARIZELZHE (95 %,
96 %, 97% 72 &) IZEfEENE

j—O

SYSTEM.RAID EVENT ALERT A7 RAID-event 2356 /4 L 7= 45 | ezt
FICEESNET,

SYSTEM.RAID EVENT ALERT INFO RAID-event 23562 U 7= A0 3% | 154
G CE

B BongEszsy



| —mmnEEszy

DARATL T Z5— FDEREA

Table 4: > X 71 75— b DEREA

Bl

22765 75—roun |

YR TURNRT R,

VAT LGEHE (oY

GUI. LDAP) DOAZNHAIRFE

TOREN 5 BRI -
TG EICREEINE T,

APPLIANCE CERTIFICATE.CERT EXPIRED ALERT

APPLIANCE CERTIFICATE.CERT EXPIRING ALERT

VAT AFEHE (4 3y
YR, TU RN,
GUI. LDAP) DOAZhHARD

Un7-HalctfE anx
B

HK

CERTIFICATE.CERT CRITICAL
EXPIRING ALERT

AT LREAE (f Ny
YR TU AT YR

GUIL, LDAP) DOFHZIEAIR F
TOHENS HLLE9 HAE

W72 > T2 GBI E S
S

T
off

CERTIFICATE.CERT_EXPIRED ALER

A S I CA

HABR £ T HEA 5 H AR
W72 o e GBI E S E

B

T AL I CA

AEHEO AL

HK

CERTIFICATE.CERT EXPIRING ALERT

AEHEDO AR

HK
BRI T2 5B TG &

NET,

B AH I CA

fFEnET,
CERTIFAICATEUPDATER CERT CRITICAL EXPIRING ALERT

AEIE DA L)

s
Of

HIRE o A% 5 HEL L
90 HARGZ /2 o T2 5A/123%

T T — A AEHEOEL
IR £ T BN 5 B Rl

WZR oAk EENnE
‘j‘o
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B o x7.75—roum

73— t4& B BERE
CERTIFICATE.UPDATER CERT EXPIRING ALERT | 7 o 75 — % B E DA %) | 4
WIRETOHED 5 HLLE
90 HAIMIZ 72 > 7235 A IC ik
R ET,
COMMON.APP_FAILURE KR T T r— g L | 7T 4 B
FEDPRELIHAIZIERFES | (Critical)
NET,
COMMON.KEY_EXPIRED_ALERT HRE S — DA IR S G |8
S BICEEESNE T,
COMMON KEY_EXPIRING_ALERT HEhE S — DA WIRA G |2
2HEICEE SNET,
COMMONKEY_FINAL_EXPIRING_ALERT | e — 2R G |7
LB OREOEME LT
EESNET,
DNS.BOOTSTRAP_FAILED TFIGALT VAR — k|
DNS ¥ —/SZfWEbHE D
LR TERVERITEE
EhET,
COMMON.INVALID_FILTER WNIRT A VA FES D |
mElctfEashEd,
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22765 75—roun |

75— 4 HL:l BEXE
IPBLOCKD.HOST ADDED TO ALLOWEDLIST | 75— | 2 wt—3 - s

IPBLOCKD.HOST_ADDED_TO_BLOCKEDLIST | . (1p address>? 7k % | 23

IPBLOCKD.HOST REMOVED FROM BLOCKED SSH DoS WHED72h 7
LIST 2y 7 U A MBS
WE L7, (Thehostat
<IP address> has been
added to the blocked list
because of an SSH DOS

attack)

<IP address>D A A k)3
SSHFFA[ U A MZiBMm
SNF L7, (Thehost
at <[P address> has been
permanently added to the
ssh allowed list.)

<IP address>D 7 A k23
Tuay 7 U A RNNPLH]
&3 FE L7 (Thehost

at <IP address> has been
removed from the blocked

list)

SSHZNLCT 774 7T v
ANDERE R A TND

N, B2 LT v
BHORLRWIP T RLA

W, 2 43 LA 11 BIBLERR
ITICHREE L7234 . SSH @
Tay s YR NMUBMESN
7,

FUIPT FLZpEa—H
MDIEFIZa 7 A 35 &,
ZOIPT KL AZZY 2
MoBmEhET,

FFAY A ROT R L AL,
ZNHnRTry 7 YA R

EENTVTHT ZEAN
RIS NET,
LDAP.GROUP QUERY FAILED ALERT LDAP /L —F 7= V2% |2 U5 1+ 0
LS8R ESNE (Critical)
7,

| —mmngEszs I}



B o x7.75—roum

—fmigEszs |

77— k&

Bl

EXE

LDAPHARD ERROR

LDAP 7 = UM (+_TD
P—RTEITLT21%) Be
R L7Z5GEIck 5 s
iﬁ‘o

7T 4 v
(Critical)

LOG.ERROR.*

SESFREFLS =
7

7 V7 4 71V

MAIL.PERRCPT.LDAP GROUP QUERY_ FAILED

HRARH DA X ¥ VIRFIC

LDAP /' )V —7 7 = —|Z
RIGLTZGAIC A G S E
EE

797 4 v

MAIL.QUEUE.ERROR.*

A=) Fa—DXFXER

N N

79T 4 v

MAIL.RES_CON_START ALERT.MEMORY

AEUMHRN AT LY
Y — AHiR L&V OME &
LGBt EsnET,

7 VT 4 v

MAIL.RES CON_START ALERT.QUEUE SLOW

A =)L F 2 —NEAMH LR
D, VAT LYY — A
DA =TI IR 5 T8
WCEEERET,

797 4 v

MAIL.RES CON_START ALERT.QUEUE

Foa— RN AT LY
Y — AHRI L&V ME
LGBt e snEd,

79T 4 v

MAIL.RES CON START ALERT.WORKQ

J—7 Xa—D% A XANK
ETELLD, VAT =N
— 5 IR ST EITE
SNET,

7 V7 4 71)v

MAIL.RES_CON_START ALERT

TTIAT AN YV —
AFiK) = R ->728
BlIZEEINET,

70T 4 v

MAIL.RES CON_STOP ALERT

TTIGATAD [V —
ZHiIR) ] E— FHFERSH
[ A= N IebES ERSY gV e p

7T 4 v

MAIL.WORK QUEUE PAUSED NATURAL

U—7 Fa—N0NHrIh7-
Ak G EhET,

7 V7 4 71)v

B BongEszsy
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22765 75—roun |

77— k&

Bl

EXE

MAIL.WORK QUEUE UNPAUSED NATURAL

U— 7 Xa—DNHEINE
AIlZE G SR ET,

7T 4 v
(Critical)

NTP.NOT ROOT

root & L CTNTP BNFEITEH
TWRW=OIZT 74T
¥ AINKREZ 2 fFE T & 72
Ak G S ET,

i g
= =

PERIODIC_REPORTS.DOMAIN_ REPORT.
DOMAIN FILE ERRORS

RAAL ARET 7 AL Tx
7=t sl G aIcE
EanEd,

79T 4w

PERIODIC_REPORTSDOMAIN REPORTFILE EMPTY

RAARET 7 A /VINZE
DEAITEE INE T,

7 UT 41V

PERIODIC_ REPORTSDOMAIN REPORTFILE MISSING

RAAL ARET 7 A VDKL
DINBIRWGERIZEE SN
F7,

7 VT 4 v

REPORTD.DATABASE OPEN FAILED ALERT

LR—F DR TF—F
NR—R Z BT 72 WA IT%
FanEd,

707 4 71)v
(Critical)

REPORTD.AGGREGATION DISABLED ALERT

VAT BADT 4 AT AN
RELTWEEEICERES
nEd, 7 = rVICH
T5T 4 AT ERENa 7
EFRO L& \WEZBiEd
% & reportd XM E T ¢
=7z, 77— h%&
EELET,

Hik H
=

B

il

REPORTD.DATABASE DELETION ALERT

VAT AP T T AR— |
TA4VIZ NV EF D
L. ZZECTRW\WI ENbnd
LEESN, v TA %
MALT, ROKIETT «
L7 N OHIBREZ A E
7

REPORTING.CLIENT.UPDATE FAILED ALERT

LAR—h = U N U R— | B

b T = 2 RFTE Do
[ RENTebeS ERSY (V= e
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77—t &R BXE
REPORTING.CLIENT.JOURNAL.FULL VAR—=bh o DUREH |2V T
TR B RFETERWGE
ICEEENET,
REPORTING.CLIENT.JOURNAL.FREE LAR— b = DU NEO | B
T — 22 RfFTED LD
IR o TG AIlEHE SN E
j—O
PERIODIC REPORTS.REPORT TASK, LR—=FZ DU NUR— |27 )T 4 HL
BUILD FAILURE ALERT k2 ER T & WAk
(R %32
PERIODIC_REPORTS.REPORT TASK, VR—=FEEFA—NTE |7V T 4T
EMAIL FAILURE ALERT ETX o B AT EE
SNET,
PERIODIC_REPORTS.REPORT TASK, VR—= NET—NATTE |7 IVT 4
ARCHIVE FAILURE ALERT o TG AR ESLE | (Critical)
j—O
SENDERBASE.ERROR SenderBase 7> 5 DA &AL | 5
PP T —RRAE LT
BICEESNET,
SMAD.ICCM.ALERT PUSH_FAILED 1BLLEDKRA N Cay 7 ¢ |45
Fal—arDrFvia
IR L7255 B Ik E S
i j‘o
SMAD.TRANSFER.TRANSFERS STALLED SMA B V8 T vy |HEE
T—% % 2 RIS T E A
MolefGh, Flixrr—
T AT T =8 % 6 R
/TE R HBAITEE
SNET,
SMTPAUTH.FWD_SERVER FAILED ALERT |SMTP ZZaF#zE s — 8 F| | #a:
ERRETHLIGAITEES
ET,
SMTPAUTH.LDAP_QUERY_ FAILED LDAP 7 = U 7326t L7-4 | %%

BICHESNET,

B BongEszsy
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2y ro—vzzEozE |

73— 4 B BXE

SYSTEM.HERMES_SHUTDOWN_FAILURE, |V 7 — hhOI 2T h%  |EiE

REBOOT ¥y PAT LTS
(RIS FEE L= i ik
fFEhET.

SYSTEM.HERMES SHUTDOWN FAILURE, |Y AT AL%RT vy hZ DT
SHUTDOWN LTW5 &@ébfﬁuﬂ%ﬁﬁi‘%ﬁéfc L
AR E IS ET,
SYSTEM.RCPTVALIDATION.UPDATE FAILED | (2 EEDT v 75—k | 27 U F 4 L
R LG AIcE G s
F7,

SYSTEM.SERVICE TUNNEL.DISABLED I = (S N
WCAERR STz b o R LN
MOBGAITEEENE T,
SYSTEM.SERVICE TUNNEL.ENABLED A aYPRE— -2 | ER
WHERRE T b v DA
HOFEITEEINET,

i
o

2y FI—UREEDERE

ORI arTIE. TTI9A T ADF Yy NI — 7 BVEOFREIfE 9 D HEEEIC DWW T
LET, TNOHDHEETIE, VAT LBy NT v 7 U4V —FRDFETTVAT LY NT v
T4 —REFIFALTHRELEFRA M, DNS, BXOLV—F 4 v 7 OREMEICEET 7 &
ATEET,

2T, ROBREIZOW TR L 7,
®* sethostname
« DNS #&7& (GUI Ti%iE, # L CLI T dnscontig 2~ REMHHA L T&E)

e —T 4 VIR E (GUI TRRIE, BILCLI T routeconfig I~ N & setgateway v o7
RZfEH L CRE)

®* dnsflush

e NIRRT L —XRA
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VATLIRA

FEDERE

RA NG, CLIZR V7 N TURAT AEHBBTABICERA S ET, BeEfiA N aE2 A
T BHBMERH Y £9, sethostname I~ Kit, 2070V X% VT4 TTIA TV AD
KA RELET, FEA A MIE, commit 2~ REIITLTHID THTR Y 4,

sethostname 2 <7 > K

oldname.example.com> sethostname
[oldname.example.com]> mail3.example.com
oldname.example.com>

RAMOERELZAENCT HITIE, commit 2~ REATTEHIMLENDHY £, FmARD
BEREEETHE, CLIZn 7 MIH LWER A MARFEREINET,

oldname.example.com> commit

Please enter some comments describing your changes:
[1> Changed System Hostname

Changes committed: Mon Jan 04 12:00:01 2010

a7 MOFHAA NABIRO X 9 I2FR RS ET, mail3.example.com>

FAA Y R—L S RATLDEE

DNS 4 —/\D$EE

AT kX2 VT4 TTIAT UV ADRAAL Y X—h A7 A (DNS) X, GUI D [
M7 7747 A (Management Appliance) |>[* > bV —72 (Network) ]>[DNS]~—  F
721% dnsconfig =~ FZEH L TRRIETE £ 7,

WOBREMEFETEET,
e A —Fy RODNS H—"—F | da—HF—MEDDNS b—_—D L 52T 5
2, BEIOMEHT LV — 1 —
*DNS 7 7 4 v 7RI HA L H—T A R
« WG E DNSIV 7T v TINE A LT U N5 FE TRI%ET D%
*DNS ¥ ¥ v oD/ U7

AsyncOS TiX, A > % —x v h®/L— Kk DNS #—— 2—HF—fHDDNS —— F7-
FA 22—y FD/L— b DNS —"— L fEE L/fEHTE 5 DNS r— =2/ T& £
To AF =Xy FON— Y= N—ZfFHT 5 L E, FED FAA ANMEHT 5 —
N—ZETHLHTEET, REBEDNS — N~ |3H—D FA A ZHEA SN D720, #%
YRAAL AT DHEETE DY — N — (A7 DNS L a— RE#MHH) 2o TWn s
NV ET,

AsyncOS TliX, A/ % —x > PO DNSH—_ZfHH LaWgGEIZ A7 Y v b DNS H—
ZYR—FLTOET, 2—PMAONIT— ZHH L TWDEEEIE, iSO KAL B X
OBHET % DNS Yy — R ZfEET L2 b T ET,

B BongEszsy
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wazoryeTsqatur+ |

(271 v FDNS| Z&ETHEAIL. in-addrarpa (PTR) T b U & [FERRICERET D L EN
BVET, ZO7D, T xiX Tengl 72V X —2P—1"—123412)V XA L7 T 5
W2, TRTO eng = FUNR 17216 r v hU—2 I D86, A7 U » k DNS REIC
leng,16.172.in-addr.arpal & RAA & L CHRET D2 MLENH Y £7,

BTN ETIA4F ) T4

AT 54 DNS —_—Z, BIETT T4 AV T 4 ZHETEET, AsyncOS Tik, 774
FUT 4 D30 ITH BTV DNS —_—DffF 274 F ., £ DNS — =03 RE L2
. AsyncOSIZRD T A AV T 4 RO —_—DfEHERAAET, WLT T4 AV T 1%
FFODNS = _—|ZEHHE D= N ZIEET HHG. AT A7) 2FTT H N
U7 T4 4V T 4 %FDODNS b —_"—% U R IDNDE T U X AIEONET, RICVAT ATk
MO =) PHIREIIC/2 50, XA LT 7 b X725 F CHIFFMFHE L%, Soiczth
KD OTNCRCHESET D WO EEL KT £, FHERRIO R S 1%, DNSH——n 32
RO L, BESNEZTI7AF VT 4L TERVES, ALT UV NOESIITIA4A
VT 4 1Bz, TXTOIP T RLATRLTY, AIOTTA 4V T 41T mbENH
ALT T EPRRESNTEY, ROTT7AFT VT 4T EVEWNWT A LT DU MREEIINLTYD
FI. mEHRE A LT T MERITKI 0 TT, 1207744V T 4 R EL TWDHE,
HUEDOTTAF) T AT DET—N—=D XA LT ML Y ET, 20D 7 T A4
UT 4 ERELTWDIEHAE, BAIOT T4V T 41k T 28— _"—DX A LT 7 FE 15
IR0 ROTFAF VT IR T HDE—R—DX A LT MIASIZRVEST, 75
AFVTAMIODEE, A LT 7 MISH, 10/, 452720 £,

7~ Z1E. 4 OODNS B —REHTEL. 292002 FFA4F VT4 0%, 120274 F VT 11
.21 TIAAF VT4 25BRE LELET,

Table 5: DNSH—/\, T53A4 A )T 4. BLUZ A LT ~ERDH

TS3AF)T 4 | H—N BALTIH (B)
0 1234, 1235|5. 5

1 1.2.3.6 10

2 1.2.3.7 45

AsyncOS (X, 7T AF VT 4 0ICEHESNTZ2 0D —N"—% T X LNIERIRLET, 774
FVT A4 0DH— =D 1 ONRF T LTHDIHEAIL. I 1 20— =0 FHINET,
TIAFTVT 4 0D —R"NHEZ T LTWEEE, 7944V T4 1 OV — (1.2.3.6)
PEH S, BREICT T4 AY T 12 (1237 OF—"REHINET,

HALTD NERITITFA AV T 0 0D —NEHEFELRUTHY, 7I7A4F VT 41D
P—NIIZ LV EOVRRHRESN, TI7A4F VT 4 20H—NE S HICRWENRE S
nEJ,

A3 =3y b IL— bk H—/I\OEH

AsyncOS DNS U YL NIE, @tERE e 1 A —/VELE IZ LB 72 K E D[] DNS $e 2 U T &
DX IR SN TV ET,

—mmngEszs I}
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B ssizonsnvs7oTnsqnryr

\)

Note 7 4L RDNSH—NNITA X —F% v b b—F F—RPUANEZRETDH 2 L 2RIRLIZSA.
REENTZV— NI — L R o TWRWRA A D7 =) ZEIFIICHRRTE L8N
HYET,

WEIEDNSILY I TYTDRA LTIk

Ciscoar 7oV vXa )T 4 TTI7AT UV AFEFA—NDEZEOR, U AT =T L
TWATRTOVE—F RANMIHLT [ZEDNS VY7 T v/ | OFETERARET, OF
D, ¥Z/VDNSIN I T v 75 ETTH5 T, VAT AIVE—FRFARDIPT RLAD
ENMEA RS L OWGEL £, ZHUd, #ouA A MO IP 7 R LRI T 55 & DNS

(PTR) Ny 7T v 7L, ZTHIZHKK PTRIV Y 7 7 v THERICH4 HIEG| & DNS (A) /Ly
Ty TN ET, TOH, VATAMIANY I T v TORERNPIR VY 7T v T OFER
E—HTDENEIDET 2y LET, BRAELRVD, AL a— RBFEELRWEES,
VAT AFERANTIVEARA T (HAT) NOx> b L —FFT5HIP T FLADLEHEH
LET, TR ZA LT Y NGERIZZOL Yy 727 v FICOm@EH S, Ber F) &
T A F VT 1,onpage 73T SN TWDH—fiXN7Z2 DNS Z A A7 U MIITEHA S EE A,

T 7 v MEIZ 20T, B [0) ZANT 52 LT, 3_XTOY R F— Ik LTrr—
INVIZHBIEDNS IV 7 7 v T DX A LT 7 NN TExET, HEORICRE LZHA.
Wig|& DNS Vo 7 7 o i3t an T, ROVIEBHED X 4 LT 7 MEENT IS E
s

DNS 75— F

TFIAT VAOFEIFIC, FNICA v E—Y IDNSF v viadDT—hRA T v A2k
L ¥ L7z (Failed to bootstrap the DNS cache) | 2MI5-SN7eT 7 — B EKINLGEDRH Y
T, ZORXAyE—=VIE, VAT AZELDHTT A~ YU DNS = "—~DNEOENTE R
MoloZ L ZRLTVWET, ZOFRRIT, Ry MU — 7 DML SN DAETIZ DNS 372 X
TUNF L TA N TG0, T DEAI VT TRELET, 20X ve—URBloXx
A I VT TERINZGE, *y NI —JRHBERHEAEL T D h, £7-21X DNS % E CTHZ e
P NP EIN TRV EERLTWVET,

DNS* v vl oDy 7

GUI D [¥ ¥ v 2 %42 (Clear Cache) 1A% >, F7-iddnsflush 2~ RZEH LT, DNS
FrovaDTRCONHREZ V7 LET (dnsflush 2+ > ROFEMIZ OV TIE, EEHCHRE
SNT=HETC AT A[EEZ: [TronPort AsyncOS CLIReference Guide] =&ML T 72&W) . v—
HIJVDNS & AT APVER SNTZERC, oA TE £, a~vr P IETSh,
Xy v aOFRARICFEICHERME T D AR H D 97,
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| —mmnEEszy
5574 a—¥—(va—7x4 25fEAL-oNs REEoRE [

524D 1—H— A48 —T A R%EFEHALT-DNS BEMBEDHRE

Procedure

ZFYT1 LV WebA L H—T =2 ADH) ¥ ) FA BT 7IA4 T AT 22 ) v LT, LHV—
Web A ¥ —Tx A RA%m—RLET,

RTv T2 [FET 7747 A (Management Appliance) ]>[* v hV—72 (Network) ]>[DNS]-X— U & RN, [3%
EOMmE (Edit Settings) | ARZ > %27 U7 LET,

AFYT3 A F—%y bDO/L—F DNS —_R—F 72— —EHDONFH DNS b —"—D L 52 HT 5%
IR LT, M DNS —"—ZIRE L £,

ATy T4 2—H—JlEHDDNS y— =2 {57, HEDNS V—"—ZRET2561L, ——IDEZA/L
70BN (AddRow) 127V w7 LET, EV—_"TIOEEEZEVIELET, =—PIMHD DNS —
NWEANNTDHEEE. 7744V T ¢ BRERIFICEE L ET, #MIC OV TIEL, DNS %— 3D FF7E, on page
NREZHB L TLZIN,

RATYTE DNS hT7 4 v VDA =T = A A @R L ET,

RT9T6 WG EDNS VY 7T v T eFy T D ETIHET 2B E AN LES,

AT TT LEULUT, [Fx v a2 V7T (ClearChashe) ]2 U v 27 LT, DNSF¥ ¥ v 242277 LET,

RTvT8 EREEEL, RELET,

TCP/IP 5T 4 v IL— FDERE

—HOFRy N =V BRETIX, HEEOT 74NV N = U= AUHNDNT T 47—
AT OIVLERHDET, A¥T 47 L— FOEFEBRIT, GUID [EBT 7747 A

(Management Appliance) ]>[* > b7 —2 (Network) ]>[/V—7 « > 7 (Routing) ]~¥—,
F 7213 CLI ® routeconfig =~ K& L TITW\WET,

sGUI CTOAXT 4 v 7 Jb— hDOEEL on page 75
« T 74NE =R U= ADEE (GUI) ,onpage 76

GUITDRETA4 YT IL—FDEHE

[(EET 77 A 7 > A (Management Appliance) ]1>[* > 7 —2 (Network) |>[/V—T 4 7
(Routing) [ _—T &M LT, ¥ T 4 v 7 v— FOERK, k. ERIFHIREZITZET,
ZOX=UNHT I7AN N = T oAA DERHTEET,

\}

Note BriGise/NBE—~DIP T RLATIEARLS YT Ry b THEHEAIZ., = FUNBCIDR (7T AL A
RAAL I —T 4 7)) a0 (192.168.90.0/24 72 L) ([ZHEHLL TWAH Z L AR L £,

| —mmngEszs I}
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Procedure

ZFYT1 LV Web A v X —T = A ADH) X2 ) F A EHTTIA4TLVATRH 220 v/ LT, LHL—
Web f v ¥ —T7 A A%ua—RKLET,

ATy T2 [EHT 7747 A (Management Appliance) ]>[% >~ b7 —2 (Network) ]>[/L—7 1> 7 (Routing) ]
RX—=U T, —F VR MDOPL— FZEN (AddRoute) %27 Vv 27 LET, L— FDOARIZATILET,

ATYT3 wWEIPT RLAZANLET,

ATV F4 = Uz ADIPT RLAZANLET,

ARTY TS BHEEFREL, RIFLET,

TIAILE =D ADEE (GUI)

Procedure

ATY 1 =7 17 (Routing) | *X—YD/L—hK URAKNT[FT 74/ rL—h (DefaultRoute) |27V v L&
—é’_ﬂo

RTF9T2 = U2 ADIPT RLAZEHLET,

ATwT3 EREZEEL, RIFELET,

TIAILET— I A DEE

GUI O [E#T 77 A4 7 A (Management Appliance) |>[* > h 7 —72 (Network) |>[/L—

747 (Routing) ] ~— (F 74/ K~ —FUxADEHE (GUI) ,onpage 765ZH LT
<IZEWY) | FTILCLI @ setgateway 2~ REFEHA LT, 774V 8 F— b= A Z3%E

TEET,

rXa7EETOROL

TLSv1.0 AT/ > TV D FALD AsyncOS /S— = > (fi] @ 13.6.x) 726 AsyncOS 13.8.x LA
MeloT7 v 77— R4+ 5L, 5740 FTTLSVE.0 BT Y TLSvL.1 38 L NTLSVI2 234G
N0 FT, T T TV —RBIZT 7T I7A4 T  ATTLSVI.O FREZENCTHIMERH D £
@—O

AsyncOS 15.5 LI TIZ, TLSv1.0 ®fti V(2 TLSvI.l, TLSv12, BLOTLSVI3 (774 7
VABEHWeb L —W—A X —T A AH) FREMGHT L EEBEIO L ET, TLSvI3 X
F 74V N TENI > TWAETZD, AN TA20ERH Y 47,

B BongEszsy
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vx27@EETn rarokz |

tXa7EETOFIILDIEE
ROZNENDOIF—ERZK LT, HHT28ET2 Fa LaBIRTE£T,
T TTAT U AEE Web 21— —A X —T 2 A A
« &% 27 LDAP #—E %
« Updater Service

o ARALFEEE~DO =Y Ra2—% 7T 7R

\)

Note 7o 75— 24—t 2BLVOEXF 27 LDAPY—ERATIL, FHICRBELE-T 94T AD
TLSVI.1 B X ONTLSVI2 X Z A L £+, 77794 T v AEHWeb 21—V —A( L H—T = A
ATIE, T 74/L FTTLSVII BELOTLSvI.2 &AM L, TLSv1.3 7%, BrdlicsE L
T TI7AT VATIET 740 b TEHZ/ > THET,

BUEBEBIR SN TWD 7 e b oL LRIHATRER A 7 Y a 2R T 256, £37 e bars
%E‘?‘é%/ﬁ\éi\ a<w s RIA A HF—T 2 AT sslconfig A~ Fé”ﬁﬂ% Li‘?‘o
sslconfig A< R z{FH LT%% L/fli}%/ﬁ\fi\ %Eff:‘ 2y MNTAMENRDHY T, sslconfig
avy FEMERLIEAEREZ 2 v b LR, &4 T 5 — EA0VERH P S E 7,

R—N (VE—]) Ty 77— —22flT 556, oTXTOh—2BLT
Web 7 7 UHFICIBIRT 571 b =g, BT 20— "=t Y — A THR—-F SN THRMICE
NTWRTITR Y EtA, ATV — =012, MRWRERA T v a ot
T MDY £,

BT REE O FQDN FRAEDFEMIZ-OWTik, [FQDN], on page 13222 L TS IZ& 0,

B REBE O X509 MEEDFEMIC DUV TIE, X509 FEIHE, on page 1342 L T 7230y,

AT LFBRDERTE
N

Note =) BWHTTIAT VAL, VR—bOT =2 E2WET DI, EX2 )T 0 FHT
TTAT A L TR E AT o T2 BRICERE LI RN D X A A AZ 7R L3, dE
WZOWTHE, X2 U T4 BT 7 I7A4 T AL D VER— NHT— 2 OWEHEE SR LT
<IEEWY,

av RIA v A H—T = AhfMH L CRMICBET 25 E 21T 9 I21%, ntpconfig,
settime, BL WPsettz 2~ REEHA L £,
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BRIEFIR

VAT DR R E T
%

[BE7 FS54 72X (Management Appliance) ] > [V R T LEHE
(System Administration) ] > [B§ZIE%E (Time Settings) ] &R L
F9,

Xy hU—2 BA L 7 bzl (NTP) H— O[], on page 78 %
ZRLTLIZIN,

WFfAl 2 BT %

[EHLT 77 4 7 > A (Management Appliance) ]> [ AT L& HE
(System Administration) ]>[# A &Y' —> (TimeZone) ] % &R L £

R

B -

« GMT A 7t v kD&, on page 79
o R4 7 7 A /L O B, on page 79

2y hID—9 34 L 7FAFa)L (NTP) H—/\DFEFH

Py hT—7 FA L Ta ha (NTP) y—"zFEHLT, X2V T4 B8BT 7947
ADVAT Ay I TRy NI—T FE3A4 v F—F%y hEofhoar va—% LRI TE

£,

5 7 % /b s ® NTP ¥ —/N time.sco.cisco.com T,

T 7V hONTP —%&H, HENTP — "2 HHT2581F. 7747 U+ —/L T

BN — b zE£7,
ESPEREY=]

T AT A —IVIEREZRL T ZE N

« VAT LI OFRE, on page 77
o B[R 7 7 A L DO FE)EHT , on page 80

(#2) ry rTJ—9484L 7 FaJ)L (NTP) 2FALET7ITSATUVADVRAT L

R %I DX TE

ZHE, BRCT T TA T U ABPDT N ZATHEE SN TV D EAICHIE SN D, FEZ O E
TFHETT, EENTZT N, AT T T, LD NTP = =% fEHTA2LERNDH Y 9,

NTP $— "—Zf L TR Z 3T T D I121%. CLI D ntpeontig I~ REHEH L E9,

FIE

ATy T [VRATLEE (System Administration) > [BFZIE%E (Time Settings) | X—VICBE L 7,
AT T2 [REDMwE (Edit Settings) 1227V v 27 LET,
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emT 47ty tozR ]

ATv T3 RO E S (Time Keeping Method) 1 &7 22 > ¢, [NTP (Network Time Protocol) %1 (Use
Network Time Protocol) ] & i%{R L £ 9,

ATy T8 NIP F—~—0D7 KL A% AAL, {TOEM (AddRow) 1% 7 U v 27 LET, IO NTP H— %580
TxET,

ATYT5 NTP =% U X MO HIBRT HI1E, = "OIIFT A avE27 ) v 7 LET,

ATFYT6 NTP /7Y —FHDA v Z—T oA ZA&EIRLET, ZE NTP 7 —RBEEESNDIP T FLARITAR
N E£7,

AT w771 [NTPFRBAEDOM A (Use NTP Authentication) | F = v 7 Ry 7 A4 NITDHE, XA LAX L TIMEHET
XDHY AL TERSN, NTP REEOHLT 77 4 T 4 O bR#ESNET,

ATvT8 EHzEEL, RFLET,

GMT A 7t v FDEIR

Procedure

ZFY Tl HLWVWWeb A2 B —T oA ZADRK) ¥x 2T (BHT FIATL AT 22 o LT, LI —
Web A VX —T A A ua—RLET,

ATw T2 [EHT 7747 A (Management Appliance) ]>[> A7 L& (System Administration) ]>[# A L' —>
(Time Zone) | ##IR L F 7,

AT T3 [REDOHSE (Edit Settings) 227V v 7 LET,

ATy T4 HIEDOY A FvE [GMTA 7 > & (GMT Offset) ] 23BN L FJ, [# A LY —2DRE (Time Zone
Setting) |"X—YMEH I, [# A LY —2 (TimeZone) | 7 4 — /L RIZGMT A7y " BREEND LD
2720 £7,

ATY TS [ ALY —>2 (TimeZone) | 74—V R TAZ7Ey FEBIRLET, 78y it 7V =y V4
Du—NVERTHL 7Y = VERER (GMT) 12, IEE 738 E T 2RO Z LT3, RO~
AFAGEE () BANWTWDREE, 7V =y U FROBERICHT-Y 7, 77 Xis ([+] ) ©
e, 7V =y U RO RAICH -0 77,

RATYT6 EHEAREFL, RIFLET,

BrElfm 7 714 ILDEFH

WD DOE ORI N — MCEE R oo T2 G130 T . T T4 7 ADKRMIN 7 7 A V&
BT DRERHY £,

o fEIH 7 7 A LD B E EHT , on page 80
o KEfHA 7 7 A /L O FEEHT , on page 80

| —mmngEszs I}



—fmigEszs |
B =vsoroanEs

Bl 7 7 1 ILOBEIEH

Procedure

ZFYT1 LV Web A ¥ —T A ADH) X2 ) F A EHTTI4TLVATRH 220 v/ LT, LHL—
Web A ¥ —Tx A RA%m—RLET,

RTv T2 [T 7747 A (Management Appliance) ]>[> A7 A PE (System Administration) ]>[7 v 77— k
F%E (Update Settings) ] Z 3R L 97,

ATy 73 [N —VORENT v 7T — N &EA%02F 5 (Enable automatic updates for Time zone rules) ] F = v 7
RNy 7 At LET,

ATy 74 BEE AN LET, BEERAFERICOVTUI, =Y LD ~NTE 27U v 7 LET,
ATy TE EREEEFL, RELET,

Rl 77 M ILOFENER

Procedure

ZFYT1 FHLWWeb A v =T 2 ZDH) £F¥a )T A BT TIA T ATR 22 ) 97 LT, LHv—
Web v #—7 A A& —RLET,

ATw T2 EHT 7747 A (Management Appliance) ]>[2 A7 L& H (System Administration) 1> [FREZIF%E (Time
Settings) ] ZIE@RL 7,

ATV T3 [XA LY =0T 7A)VOHEH (Time Zone File Updates) 177 v a VAR L E T,

ATy T4 [FRARERIERE 7 7 A VOEH NS 556, [47 <EH (Update Now) 127 U v LET,

=, = - - - o oo
[%% 7 7 14 JL (Configuration File) ] R—
RDEHY 23 OFMIZDONT SHRE
BUEDRRE DIRAF X EDIRAF & A L A— |, on page 81
RESINTVWDOIREDE— R B E DIRTE & A >R — I, on page 81
T Fa—HF—t—T VA NTay I VR | E=TVANTOY I YA DN I T v
b F—=g =2 (RN LREEE) LT
REDOY Y B TG AT OO HIREE~DFRED Y £~ |, on
page 24
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BREDREFEEA ViR— bk
A\

Note - - CHBIENTWARETZ 7A/MEL, EX2 VT 4B 7oA T ADREIHHENE

R

X2 VT A BET T TAT VP ANDOKREIOBEE, | DORET 7 AV THEHTE XY,
Z D7 7 A VX Extensible Markup Language (XML) 74—~ v M CREEINE T,

D77 ANMIKROEE O HFIETHEHRATXET,

e I X2 VT A EET IIAT UATTFH L 2WEENRAE LZSEAIC. 2%&H
DX VT 4T TI7AT o AETIEOSREL, —EREZELTEET,
RET 7 ANENDV AT MIRAF L, BERRET —FE2N\v I T v 7B IR TE
EFT, T IAT VAOREXMEZ LSS, RELEEFOa L 7 4 X2l —ay
TrAMI Ta—N Ry 7| TXFET,

BEfEDa Ly 7 4Xal—Yary 7yANEX T ra— KL, 779547 v ADRIKOHE
ERPAIMRETEET LT I ¥FDLIT, XML 7 7 A VEEHELV XY 7T
HHENEENTVET) , BIEOREII~YAT—2T— GEANRE) BhoT25A.
COEN T TN a—T 4 L TIWESDZ EXH Y 9,

Mfroary7 4 Xal—varyIZryAedrrua—RL, BEETWV, TO7 7 A )VE
FMUT 7 I7A4 7 RCT v 7Fa— RTCEET, ZOHEIE, FEHENCREDERZITH 72
WIZ CLI & GUI DTN [RA4RZ ] ShvET,

FIPZ N L Carv 74 X2l —ar 77 ANEKET v 7u—RKLZY, a7 ¥z
L—ay 77 AVO—E% CLLICEEM VT2 35Z LR TEET,

D7 7 AMEIXMLIERIC 72 > TWALTeD, RETZ 7 ANVDTXTOXMLEST 47 4
Ntk Sz, BT 5 CERER (DTD) bfRficivEzd, XML 7 4 Falb— g
VI ANET v — RTLENICZODID X 7 e—RLTXMLa Y7 X2 b—
vary 7y ANVERIECEET (XML RRGEY —/MEA v 2 —F% v h CHBICAFTTE F
) .

AT A4 X2l —Talr T rANEFEALT, BOT 7747 A (Zua— Bl Sz
AT 7T AT A0 L) HRIZEETE 7,

OAVI74Fa2L—23r I77MILDEE
ct—TVRANTRY T IURARNDONRNY T v LI
o LH RO PIHIRIE~DFED U & >~ I, on page 24
° U\ﬁﬁ:‘ 2 b4 ]‘ L/fk’_::/7/f£’\'1 Lr—_3 :/“\@\:"_‘/1//{‘)7 , on page 85

BEDREI7AILORELLVII REKR—F

[B#T 77 A 7 A (Management Appliance) |>[> A7 A H (System Administration) ]>
[f%E~ 7 A /v (Configuration File) ] ~2—? [BIEDHERL (Current Configuration) ]2 ¥ =
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B -7 xar—vavorrron—v

VEMHATAE, BIEO a7 4 Xal—Yary TrA N ER—HIL Y U RIE LT
TTIAT VATHRIELTZY (FTP/SCPL— hDERET 4 L7 PV IRGFESNET) | FHES
N7 RLAICEFA—NLTEELEZY TEET,

INRARITL—ADIRY

VIS U CF 2w Ry IV A2 F LT, 22—V DRAT L —X%e~A7 LET, /NAT
L —R5w 20 F5E, TOBILENT/RAT L —X0, =7 AR— MEHIIMRES N
T 7 AT [xxwssx ) (rEEHAZ SNFET,

\}

Note Xz 7L—XN~wR7ENTZaryT7 4 Xal—vary 77 A/L%&— KL T AsyncOS (2R
ZEIITEEREA,

INR T L—RADIEF1E

[BRET 7 A /WVHNDI/RAT L — X% 3 (Encrypt passphrases in the Configuration Files) ] F = »
IRy I 2% 7Y w7 LT, 2a—PFONRATL—Xe~v A7 TEXFET, RIZ, BEfbEans.
RET 7TANVNOEERY X2 VT 4 RTA—FERLET,

« FEE DR F —
« RADIUS /R 27— R

« LDAP NA L RD/NAT— K

s B NP =D AT = ROy v

« SNMP /8 A 7 — R

o J&(Z SMTP FHEF/ XA T — R

e PostX BF={b % —

e PostX B Rk 7 ¥ AT — R

*FIP 7 vz vl T A7 VT aD/RATU—FK
« IPMILAN /82U — R

e 7w —X H— D URL

Z i, saveconfig A~ }‘%{fﬁﬁ LCa~ry N4 A2 —TxA XT%%EX’C%iﬁ‘O

—

aAVI4FXalb—3arIJr7rA4)loaO—F
a7 4 Fal—ary T4, BEEZE— RTAETFIAT U ALRBU A= 0D
AsyncOS #FATLCWDT T I7A T UV ADBRGFESNDLERH D £77,
INRAT L —AMS AT EN-ary 7 4 Fal—ary 7740 Fe— RTxFEHA,

EDTHEDLHE TS, RED EFICRDZ 72 G D 0NERH Y £,
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avrs®ar—varraroa—F I

<?xml version="1.0" encoding="ISO-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

. your configuration information in valid XML
</config>
</config>PH U % ZIXX EEROZIHET 2L ENH Y £9, XMLIESLOEIX, Cisco 2> 7
Y eXa VT4 TS T4 T AD configuration 7 4 L7 h U IZ&H S DTD &l L TREMTE
S OMGFEESNE T, DTD 7 7 A VDL R config.dtd T7, loadconfig =2~ K& L7z &
ECAav s I THRGEES 7 = |E Sche, ZRin—FShEEA, RETZ 71V
7 v 77— RTLHNS, TTIA T ADIFTDID 24 v rn— KL, RET 7 A V&
BFECE £,

WFHDOA VR— P HETH, a7 4F¥alb—vay 77 A NLEK (0% 7 Th 5
<config></config> M CER I NZIHH) Floidar 74 X2l — 3> 77410 complete B
X unique 77 v ay (LRBOESZ 7 % & 7, <config></config> % 7 WIZIFHET 545
B) BAYHR—FTEET,

lcomplete (524%) | &%, DTD CEZRINT=H 787 v a VOBRGY 7B IO T X 72K
MEENDZEEZBRLET, HExE, ROa—FE27 vy 7o — RELBMEOAFTL L B
RET T =03 AL ET,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport_enabled>0</autosu
</config>

LML, ROa—F&7 vy 7 a— REEM I Th, BERET 7 — 138 AELEE A,

<?xml version="1.0" encoding="IS0O-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport_enabled>0</autosupport_enabled>
</config>

funique (—&) | L&, 7Ty 7e—FREFMofronsar7o¥alb—var 774
OB TR varp, BELLTEZERNTRNIEAZERLET, LLxiE, v A7 A1
DDRA NG LDPFTRNED, ROa— K (BEF8 LD <config></config> ¥ 7/ & &ie) %
Ty 77— RT5HZEIEARETT,

<hostname>mail4.example.com</hostname>

L, VAT AICIEENENRRDZEET 78 AT =T ANERSNIZERDO ) ZAF—N
ERINTWBLHEERHDHT2D, ROa—ROARET v 7Xa— K752 LIFLEBITHD &
RAaasnEd,

<rat>
<rat_entry>
<rat address>ALL</rat address>
<access>RELAY</access>
</rat_entry>
</rat>
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ZRITH LD, 5EE] REXTH>THHFIISNEREA,

A\
Cauion = 7 (Xl —3 gy 77 A LEFEar 74 Xal—vay 77 ALVDF T3
&7 v r— RELIITT 55 00E, FRHO TR D 5. 17 SR TRV BN HRE
INDHZERHY FET,

TN EEBENT=4YT
RET7ANDEI varcET vra— RERIINT T 5581 TEENNETT, 728D
WL, a7 4 Xal—ary I rALDT v u— RIRICREDENEEINERA, -
L, ZAX T EED5 L, REORENMEEINET,
EZE ROa—R&ET7 vy a—RT5E, VAT EANLTRNTOU AT —NHIERSIE
7,

<listeners></listeners>

A

Caution = 7 XL —2 a0 77 ANDY T a0%2T vy a—RLiE0, BEofHF7=0 L7
Ber. GUL E£72IX CLI B Ul &, REORET — X PEINL Z R £9, &
R—rTHlOZTa han, YITAA L H—=T =z A, £RET 74V bREEFEHALTT S
FGAT LV AICEES X VAT, Z0avy RTCH—ERE2F 4 B—7 I LARNTL P
SV, F£72, DTD TERINIZHEMIN IS OPbRWEGEEIL, Zoa~y REFEH Lk
WTLFEEW, HTLWwary 74 Fal—rar 770k — RTHE1IC. WTFRETFT—4F %
Ny 2T v 7 LTLIEEND,

Ay HITRHIY T3 oDIRATL—XOA—KIZDOWTHDEFEEE

WRATVL—=ANWE a7 BT A7)V Fyarkghrary7 Fal—vary 7y Vo —
FLESELTYH (I xiE. FTP 7'y v =2 &ffH) | loadconfig <2 RIIAREAR/ X7

L —XIZOWTEE L FEFA, FTP 7y v a MR L . logeonfig 2~ R&EMMHA L TIELW
INRAT L —REBET DHETEENERSINET,

XFEty b Ioa—T4 2 TI2DO0WTOEESEIE

XMLEEET 7 A VD lencoding) BIMEIX., 77 ANEFTTA U TERIETD7-DITHEHL T
L35y MCBHR7R <. TISO-8859-1) THLHMENH Y £9°, showconfig =2~ K,
saveconfig =~ > R, F72(X mailconfig =7~ > REFHITT H2ONC, = a—F 4 » 7 JRMENR
TrANTHRESNET,

<?xml version="1.0" encoding="IS0-8859-1"7?>
WEDRED) Y k

HEOHRTEX VY hT5HL, Ciscoar Ty EXxa T4 T 7XI9A4T7 2 ATHRTEEITLOH
MEFT 7 4 MEIZCELET, VY FTARICEEEZHRIFEL T Z 0,

B BongEszsy |
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UETIa Sy bl T4 FaL—2avA0A—ILNyY .

[ TR RE O HIHLIRIE~DFED U &~ b, onpage24] L T 7ZE0,

URIAZy brLEzaYvT74FaL—a3oA0O—)LINY Y
il Iy b ENTREICE—/L Ny 7 TEET,

avy RI7A4 2 A H—7 x4 A Trollbackconfig 2~ R&EMH LT, HLLO 10D »
MDA EEIR L £,

. Té*&%%éht&%KNo%ﬂﬁbk%Q\:®D~wﬂy7
I, WEIEFE A2y MFBBIcaly hEhET,

BHET U AMEE RO — —721F 28 rollbackconfig T~ > K& T £7,

\}

Note DIFioRENE LI THEY A vb—VF 37 77— MIERSNES A,

\}

Note [E/EDT — & ZAREFT 5+ A R2TF 4 A7 A BE VL TT LR Do v b
TiE, 7 —ZIRWBRAIFAET HRREME R H Y £97,

REI7AILVAOCUOT R
WKDa<wy REFATHE, a7 4 Fal—ary 774 VEEETEET,

* showconfig

*mailconfig

* saveconfig

* loadconfig

* rollbackconfig

« resetconfig (LIGHMRFOFIHRE~DRED U & > K, on page 24% 2 M)

*publishconfig

*backupconfig (X =2 VUT 4 EHT S I7A4T7 L ADT—X D/ 77 > 7 onpage 31
=2 H)

®* trailblazerconfig

showconfig. mailconfig, # & U saveconfig 2 < > F

E&Hﬂiﬂ:lV/ ]\@showconflg\ mailconfig, }Diosaveconflg @%m = EE%)“_‘/I/’C%{:: =
D77 ANERLEFFRRIND T 7 ANVINRNAT L —REEO L0 EIPBERT L 2RO 5
NET, mATLV—=ZX2GRN I LaBRT L, "AT L =X T4 — /L FRZEADE I
BOET, X2 VT B ZLET 25813, NATL—X2@Z0RnI L ABRTE E

9, 7272, loadconflgﬁv/F%ﬁ%ﬁﬁbfﬂwf‘éﬂfp B RNATL—=XNRNpnwar 7 4
Fal—vary 7r7AMIKRRLET, v ¥ 7227V 7o a DN AT7L—ADn—F(iZ
DN T DOVEFEFTH, on page 84 B L T 72 &0,

| —mmngEszs I}
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—fmigEszs |

\)

Note =074 ¥al—var Ty ANERAFE For, ERITETFA—LTHEETD L EIT, R
L—X%agH bl & a®NT 5L ( [Doyouwanttoinclude passphrases?] & lyes] &[HIZ L7z
BE) . NATL—RERF B L ENE T, 722U, B — LR IR Bk S 7R\ PEM
B TEOLNET,

showconfig I ¥ ]“fj:\ ﬁ?ﬂé@%&ﬁ%@ﬁ&zﬂjj} Li—gﬂo

mail3.example.com> showconfig
Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.
<?xml version="1.0" encoding="IS0-8859-1"?2>
<!DOCTYPE config SYSTEM "config.dtd">
<t--
Product: model number
Messaging Gateway Appliance (tm)
Model Number: model number
Version: version of AsyncOS installed
Serial Number: serial number
Current Time: current time and date
[The remainder of the configuration file is printed to the screen.]

mailconfig I ¥ R %15 LT, fﬂ@®§§?ﬁ%£~ﬂ‘~ﬁ?§%% "/1/«6%1§ ]\/iﬁ—o A vE—
VI configxml E WO LEIDO XML XD a7 4 Fal—ray 77 A RRMNSE
—é—o

mail3.example.com> mailconfig

Please enter the email address to which you want to send

the configuration file.

[]> administrator@example.com

Do you want to include passphrases? Please be aware that a configuration
without passphrases will fail when reloaded with loadconfig. [N]> y

The configuration file has been sent to administrator@example.com.

X2 VT4 BT ST T AT saveconfig A ¥ REFRTIE, —BO77ANVE4%E
ffEFH LC., 93T Configuration Master 7 7 -f /L (ESA) 7* configuration 7 1 L 7 k U (ZERTF
SNFET,

mail3.example.com> saveconfig
Do you want to include passphrases? Please be aware that a configuration without

passphrases

will fail when reloaded with loadconfig. [N]> y

The file C650-00065B8FCEAB-31PM121-20030630T130433.xml1 has been saved in the configuration
directory.

mail3.example.com>

loadconfig 3<% > F

TTIAT A ﬁlﬂ?ﬁ LU\%“TETT??&% 2 — N9 5120, loadconfig I ¥ K % {5 LFET, 'I%zi&
ITRD 2 >ONWTF D FETr— R TEET,

« configuration 7 4 L' 27 b VIZIERAMEMIL., 7 v 7 m— T 5,

« CLI ICRREH A EHERL 0 11 2,

B BongEszsy |
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rollbackconfig a1 < > K .

AN OWTIE, 27 4 Falb—rar 7 rA/Ou— K onpage82% B L T 7ZE W,

rollbackconfig < > K

PRz vy hLiZary 74X ab—var~Oua—/1A3y 7 onpage85] ML TL 72
S,

publishconfig 2 < > K

75 ¥ % Configuration Master (Z/ABH 3" 5 121%, publishconfig 2~V R&MAH L E3, M TR
DX IR ET,

publishconfig config master [job name ] [host list | host ip

Z ZC. config_master 1Z, ¥ 7AR— b 3TV 5 Configuration Master T§°, Z 41 5 @ Configuration

Master DU A ~ME, 2OV IV —ZADY Y —2R /— KD [Compatibility Matrix

(http://www.cisco.com/en/US/products/ps10155/prod release notes list.html) (Z&H Y £7°, Z D

F—U— NIIMETT, F—U— Fjob name [ TEMEATHET, F5E Lo A3k S h

£7.

%—U~$hwh$i NEEINDEWSAT T I7A TV ADKRANGETZIZIP T RLADY A
. FBE L7Ze o 7251, Configuration Master (2] 0 4 THALTWAH TR THOARRA MIA

%éhi?oﬁ7/a/®m$m@ﬁ\ﬁ/vTE@oT@ﬁ@TXFWTFVX%%ET

BRI

publishconfig I~ ]\73)52]3] l/f;\—k%ﬁ%ﬂ ’9‘*5 N Smad_logs77/1'/l/%:§)%ﬂ’\°iﬁ”o ['73:
7 (Web) ]>[=—7 «¢ U7 1 (Utlities) ]> [Web77 FAT VAR T—H A (Web Appliance
Status) |&ZRINTHZ LT, X2 VT 4 EFHT 7T 47 0 AD GUI D LABIERENRENTZ -
Tl EERTDHILEHLTEET, ZOX—=Uhb, ABRBEROFEMEZTIND Web 777 A
TUOARRRLET, /o, [V=7 (Web) 1>[2—7 « U7 ¢ (Utilities) ]>[2ABd (Publish) ]
>[ABHJERE (PublishHistory) ]2k V. [ABHEEE (PublishHistory) |~—JCide 2 &N TE
£7

trailblazerconfig 3<% > K

trailblazerconfig A~ NEFERT5HE. %ﬁ' LV Web A % —7 A ATHTTP & HTTPS
DR— M & LT L EEHEgE NV —T 4 T TEET,

AT A ~VTHBRTBITIE. CLI Thelp trailblazerconfig 2o R&EMFH L E9,
RESCIIIRD L 512720 £7,

trailblazerconfig enable <https port> <http port>

trailblazerconfig disable

trailblazerconfig status

T,

renable’ [I, 774 /L FOAR— K (HTTPS: 4431) T trailblazer X E % FAT L £,
"disable' |X, trailblazer i% /€ & R L9,
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. updatepvocert A7 > K

'status' VX trailblazer HRED AT — X A% F v 7 LET,

BEE T3 N C. trailblazerconfig ®CLI 2~ RIx7 754 7 ATHEIMI > TWET,
HITPS R— "R T7 7 A T U A — VTP TNDEZ 2R LET, Fh, 77747 A
T 7B AT BIDITHRE LA A M % DNS b= "B T2 2 L AR L ET,

trailblazerconfig I~ Y REfFHTHE, ROREERRETE £97,
FFEDT T UH T APL AR — OB DOFEAELZ BT 2 LER H 5,

o« ANRLEEE, B—T7 VAN, FREF TR I VA NOR—VUEEHFTHEXIT, LHI—
Web f X —T A AV XA LT FEND,

cEERYNLNT =TI AR —F XR—=T DA N w7 NI TF—Z RN EENRN,

)

GE) 7T T A T A Ttrailblazerconfig 2~ REFNMZTH L, V7= X NURLIZIIHF A b4
élﬁ‘bﬂéz}’bf: trailblazerconfig HTTPS A— I\%‘é%ﬁlé\iﬂiﬁ_o

updatepvocert 1< > K

2048 ' b D CAFEAEZ EH L, FIPS T— ROEHHE CiscoE A— /L X2 UT 4 77
FAT LV AT—TbENT-RY > —, AL, BLXUOREEA AT 5I121E,. CLI T
updatepvocert 2~ > RZfEHT o 0LE RN H D £,

EHSGDE A= X2 VT 4 TTITAT VAT, FIPSEAMT DL, kSR
Vo—, UANA TURNT LA TIRERHTESIC/2 0 £7, AsyncOS 13.0 LARE, FIPS E— R
T, N%EyF®ﬁ%%%@ﬁbf RY— UANLVA BLOT U N LA 7 REO—
TCEBRENA N2 £9°, LRI AsyncOS /X— = ZIE, A X723 1024 £ s OFEH
%#&b@iﬁ‘o

example.mail.com> updatepvocert

This command will recreate the PVO certificate and key of strength 2048 bits.

Also, the new certificate will be signed by a CA of strength 2048 bits.

Hermes process will restart post certificate update. No commit will be required.
Do you want to proceed with the certificate update? [Y]>

Certificate updated successfully. Hermes restart needed for the changes to be effective.
Do you want to restart hermes? []> Y

Enter the number of seconds to wait before abruptly closing connections. [30]>

Waiting for listeners to exit... Receiving suspended for euq listener, cpg listener.

Waiting for outgoing deliveries to finish... Mail delivery suspended. Receiving resumed
for euq listener, cpq listener. Mail delivery resumed.

Hermes will be up in a moment. Run the status command for hermes.

example.mail.com >

—RHLTEEZ R
88 |
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cu s LEEzE07 v Ta—F [}

CLZERALE-BRELEEDNDTy JO—F
Procedure

ATY T CLIOWERT, 77T AT > AD configuration 7 4 L' 7 NVIZT 7 v ATELZ L a2MERLET,
DONWTIE, IPA v H—T 2 A ABLONT T ITAT U ANDT 72 AEZRR LT EEW,

AT9T2 BET 7 ANVERELTRET 7ANVDY T v amT 7T 47 2 AD configuration 7 4 L7 kU |Z
}F%‘?%V‘]—é—éﬁ\ saveconfig I ¥ ]‘Tﬁzﬁk Lf:%ﬁ@%&ﬁ%{fﬁﬁ Liﬁ‘o

ATFv 73 CLI N, loadconfig A< REEHAL T, AT v 72 TRENEZT4 L2 NV WK L7277 X2
L—Yay 7y 0Ea—RT50, 7% AL (XML#EX) % CLLICEELE Y (1T £,
Z OB TIL, changed.configxml & WA LFIDT 7 A VNT v 77— K&, BEMEFESHET,

Example:

F3 N

T

mail3.example.com>

1

oadconfig

1. Paste via CLI

2. Load from file

[1]1> 2

Enter the name of the file to import:
[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

TORITIE., BrLvnar s Xal—vary Iy avy R o4 VICEZEEY ST ET (AT T
CultDZ T LBV a~ R TLES) . I, AT LBy N Ty 7 U= REEHL T,
TI7HNVEDRAN, IPT RLA, BEXOS— MY oA FHREEELELET GEHIIZOWTIE, AT A
Ty hT v U4 = ROFEFTESZRL TS , &I, BEEHEELET,

Example:

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[11> 1

Paste the configuration file now. Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag

</config>

. Control-D is entered on a separate line.]

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:

[1> pasted new configuration file and changed default settings
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T A4 RV EBOEE

FHA O oA ReIC. EAFRER R KEE T, MHFRERT 4 A7 HEREZEI VY THZ &
MTEET,

s IET 7747 L ADR) EHFIRE/RT 4 A 7 FHIKOYLEK , on page 90

T A4 AVFER, 7 A —% ., BLOEAIRILOER, on page 91

o IRT 4 A7 fEE & EID 24 TIZ-DOUW T, on page 91

o T4 AYFEIRICBIT 5T 7 — N DORZAE DORERE , on page 92

s TOMD Y 4 —H DT 4 AT FEEOEH | on page 92

o T 4 A7 FEIRE O FE]D 24T, on page 93

RBT7 TSAT7 o ADH) ERATTRELT « XV SHBDILK

ESXi5.5 B L ONVMFS S # FEATTHIRMET 774 T ADEE. 2TBEZBZ DT 4 A7 ik %
BE)Y TR ENTEET, ESXis 1 ZETT DT 7 I7AT U ADEEIL 2 TB ICHIRENE
KR

\)

Note ESXi TOF 4 A7 fEOHIEILY R — b SN EEA, FEMITHONTIE, VMware D~ == 7 /L
AR LTLLEE0,

BT FITAT VA A AL AT 4 A7 S I ABINT 21213, ROFIRZFEITLET,

Before you begin

WBERSEINT ¢ 7 A I L £

Procedure

RATYTN1 Cisco a7 oY X2 VT AHHT T IAT A A AS o ARAEIELET,
ATw T2 VMware WG 22— 4 VT ¢ F 738 HY — A2 HFH L TTF 4 A7 HEA P L E9,
VMware D~ =2 7 )V CIIRT 4 A7 REOERICHT OHERESR LTI EE N,
ESXi 5.5 OIF#HIZ. DOV A FirH AFTEE T, hitp://pubs.vmware.com/vsphere-55/
index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-FSFDODE39E57.html
ZF9T3 HLWWebA v H—T =2 ADH) X2 )T (BT TIA4 T AT 22097 LT, LH—
Web A 2 —7 A A% —RFLET,

ATy T8 [EFET 7747 A (Management Appliance) ]>[> A7 LA EE (System Administration) ]>[7 ¢ A 7 & H
(Disk Management) JIZBEIL T, ZHEAKMINTNWD Z & 2R LET,
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ForoE, v+—4. sLvEArRoRT

TARVMEE., 74+—%. BELICERRREORT

S]] BRIEFIR

TITAT o ATHMATRERGEHT 1 BT 77 4 7 A (Management Appliance) ]>[3/ A
A7 kAR RRT D 7 LEHE (System Administration) > [T 1 A 7 & HE
(Disk Management) | &R L £,

[A B T & (Total Space Allocated) ]IZ/R Z41T
WA (B : 184G of 204G) ZHEB L £,

X2 VT4 EBHTTIATAD |[EHET 7T 47 A (Management Appliance) ]>[3 A
F=X VT =R LI, EHY |7 LB (System Administration) |>[7 4 A 7 & HL
BTHNTNDT 4 A7 kIS LT | (Disk Management) | Z3i&R L 9,

BAEFH SN TWDT 4 A7 GEIR D
BEFoRT 5

BHAEFRAINTWAIREO 7 +—4% |[EET 774 7 A (Management Appliance) ]> [

DEEGERTT D EHY—E A (Centralized Services) |>[V AT AAT —

4 A (System Status) | ZER LT, [HERNEHYS—E R
(Centralized Services) | &7 ¥ a > CHEIR L £9°,

BAT A RAVHEEEEIYHTICONT
\}

GE) X2 VT4 BT T IA T AOHRREFRI LR —T 4 7 T 4 A7 FBIEL, EF AL
Web Dl 5 OF — 2 IR SET, FREPE S A —/L LR—T 1 7 &Rl Web
VR—=T 4 T DELLN %A =TT D &, TRTOFENA X —7 M LT HiE
HHIZRVET, WHFE2AX—T M LTEHGE, EFA—ABEIORWeb LR—T 4 77—
ATRERA A L, fEkIE T s — A N B A R—ZXTEV YL THENET,

s FIREREI Web LAR—FT 4 L A X —T I LTNDER, LR—FT 4 L TNTF 4 R
FEIEEID M THNTWRWEA, 7 4 AZEENEID 4 THND E T, FREFH Web
LiR—T 4 T HRERE L FH A,

« LMD F—Z ZBUEDH MR LV D72 < F LN, RERT —Z ZHIBRT 208
WET, TOMDY +—F DT 4 27 FIROEHR (92 =) 2ZHL TS,

Y Y= TANA BECT Y T LA I RHEOT 1« A7 FilkA F R 2RI T
[ KU Y= TAAR BECT Y BT LA I RHEAOT 1« 22 FUROHN D 4T LU
FHEA D A v — P ORFHII 2 BB LT S0,

DT XTOT—2 24 7 TlE, BFEOHY B TEZIEDOHENEL VDR LIcLE.
FLWEID B TENICTNTOT = NINEDHET, kbhWT—Z0nbHlRshET,
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B = xramcmyra7s—rosEorR

LW A= DRBHEER SN TVWDT 4 A7 I Y b REWGEE, T2 i3kbhE
A,

cHIDYTEAERICRET DL, T—ZIIkfFhe< R £7,

TARVBEEICETS7 57— bORIEDHER

FOMDT 4 AVFEHBENRT +—F D I5%IZETHE, BEL LDV AT AT F— No
fELET, TN6DOT7TT— b ELIEEEIE. MLTHIXLERHY 97,

EFEIZT 77— I E< L2 TDI1iE. 77— hOEEL, onpage 61 2B L T E &0,

ZTDOMDI +—2 DT 4« AV EEDEE

FOMD T 3 —Z NIV AT AT = ea—F F—2REGENET, VAT L T —FITHIKR
TEFEHA, BEHTX22—Y FT—ZIFROT AN ZALTNHY £,

EEMR FIE

vy 7y A [BHLT 77 4 7 A (Management Appliance) |>[> AT L&
R (System Administration) ]>[2 7% 7 X7 U7 =2 (Log
Subscriptions) | IZBEIL T, AN EEITLET,

o[V A X (Size) FIRHLEZZ Y v 27 LT, &bEL DT 4
AR AEEE L VWA SRR LET,
A ENDZTRTOR T YT A7 Y Fa rBNULETHD

ZEEMERLET,
o WELL BIZREMZR 7 LUt o TR ERER L E
7
c ARG AIE, m— A —N—T 7 A LA XE/hEL L
i‘a‘o
AN v A o [~V & W R— K (Helpand Support) ] (i o> A RIfFIT)
>[Ny b ¥ 7 F v (Packet Capture) | IZBEIL £9, RE
RExYTTF ¥ EHIRLET,

a7 4 Xal—vg TTTAT 2 AD [data/pubT 4 L7 RUIZFTP CT 7 ALE
77 AN D

(BT ANNEL | TTIFAT U ANDEFIP T 7 B AEZHETHITIE. WESBRL
DF 4 AV HERAMEETD | TLIEE&W, FIPRATOT FIA T LV A~DT 7 &R

AREMEITIER VW E B 2 B E
+)
I A= A X [ AT LB (System Administration) |>[7 « A7 & (Disk

Management) ] IZFE)L £7,
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TAARVEBEEDHEY AT

Procedure

T4 AT EMEA L CORWDEREIZEI D Y THNTWBEREA, $7203. 77747 v ATH
EDOREREIC DWW CIIHEERICT 4 A7 Efiﬁ RETDHHODOMOBEFEIZ DWW TITE R 72 8k 23 5
LA, T4 AV HEIBEOE VY TCEEFETX £,

T RTOBERIZE DTN MLERIGAIEL, N— R =T O7 v 7 L— K, £723M87 7
SAT UANDEINT 4 A7 EROEN D S TERFLTLES WY, [ BT FI5A T 2D
H) ERHAREZeT ¢ A7 fEIRDYEK , onpage 90 Z#HBHEL T 72 &,

Before you begin

. ’?\4 ATEVYBTCEEETLHE, BEOT —F ETITHEOT XA Z 8 7 4 ITET S
BRHY FET, BRT 4 A7 HEEF D Y TIZOUWT, onpage 91 TIHEHRZZH L T2
él/\o
 [REEN D A v — V2 FEy ORI E NIRRT 2 2 & T, R oz — R /ER T
%iﬁ‘o

ZTFYT1 HLOWebA L X —T = ZADR) X2 ) T4 BT FIA T AT 22 ) v LT, LH—
Web A Z—7 A ZA&n—FLET,

ATy T2 [EHT 7747 A (Management Appliance) ]>[> A7 LA EE (System Administration) ]>[7 ¢ A 7 & H
(Disk Management) | Z 3R L 97,

AT T3 [T 4 AV 7 +—%DfE (Edit Disk Quotas) ] %7 VU v 7 LET,

RTY T8 [T 4 A7 7 3 —X Otk (Edit Disk Quotas) | X—Y T, £ —ERICEHV Y TEHT 4 A7 HBEOE (F
TRA NEAL) ZATTLET,

ATy 75 [#EE

(Submit) 127V v 7 LET,

ATV 76 [fEETSH (Commit) 1227 Vv LTEREZRFELET,

_\\

— A3 X b L—UFFE

HEIZESWTHREFHE AL T v F T T—HRX=R A -V (T—%) &
74795 X 91T Cisco Secure Email and Web Manager # % E C& 5 X 912720 £ L7z,

LY —Web A VB —T 2 A AD [ AT LEBL (System Administration) |>[7 1 A 7 & B
(Disk Management) ]>[7—# 7 « % 7 B O (Edit Data Disk Management) ]~2—3 T,
[T—% A b L—REE O A (Apply DataStorage Time) |47 > a v &AL T, T—% A b

L— V2R E L E T,

[T 572 N — I O (Apply Data Storage Time) 147> 3 U id, IROWT IO v
THHATTEET,
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PBESNIET =5 T 4 A7 A N L— VOB (2E R S00GB) 1T &, BESH
FF—5 A NL—UOBIR (2 xiE, T40H] ) KT ARITEH, A vE—FF—4
NR=2 5 HEIICHIR S E T,

sl 2R RESNET—ZAML—COHRMN 40 HEITHY . RESNTET—HF A b

L—VOHREY bW A vt —Y (e zxiE, 41 H) ) s, RESNEZT—4
TAAT AR L—=VORIR (72& 21X, 500GB) IZELTWRLTH, AvEe—TFEE)
ICHIBR S L E T,

\}

GE) F7-. CLID diskquotaconfig>edit >Centralized Email Tracking YT a<w KD Manage data
based on the storage time AT —RFA VB %1%% LT, HﬁLC%Ob\Tf /“‘Z“—‘\/% Centralized
Email Tracking 7 —# N— R R FTHZ L b TEET,

EZ : Cisco Secure Email and Web Manager 13.6.2 /N—3 3  LUE, Splunk 7 — & X — A (L& 1
A=V T X T TSRV EL, FILWEFA—NLV TR T T—4
X9 _TC, Lucene 7 —# XN—R|R{RfFESINET, [T —F A ML — VKR O#EH (Apply Data
Storage Time) | A7 v a v &aHT oL, BTA—INV T vX 7T —X%5ETe Splunk 7 —
Z_R— AP HERNICHIBR S VE T,

TOay EIANINT X TT—HONRY T v T EERLET (WEREGE) .
CLI ® backupconfig I ¥ F%/@E}Eﬁ L, /§‘777‘Y7077 v A ‘/%f%ﬁifﬂc" ij—o Eﬂ‘lﬂ&:o
WTIE, B—F 3Ny 7 T v T OATr Va2 — Lg% E (B53—) 2R T EEN,

N

GE)  M#koxr > FU—27125H 5 Cisco Secure Email and Web Manager 7% 1 27217 DF&IE, * v b
T— 72 LWMERR~ v (VM) ZEBT 20808 H D £9°, {4 Cisco Secure Email and Web
Manager D BB HIEDFERNZ SV TIL,  [Cisco Secure Email and Web AR T 75 A 7 > AR &

A4 R #5 LT 7ZEV,  https://www.cisco.com/c/dam/en/us/td/docs/security/content_security/
virtual appliances/Cisco_Content Security Virtual Appliance Install Guide.pdf

1R BHEIIZ

PREPEF A=V T v F TP —EADOARBREREF—1HD 2R L TS ES
AN

FIE

AFY Tl (HLVWeb A2 ¥ —7 A ADH) Secure Email and Web Manager ¢ % %2 U » 7 LT, L # v — Web
AP =Tz A% —RLET,

ATv T2 [EHT 7747 A (Management Appliance) ]>[> A7 L% H (System Administration) ]>[7 1 A 7 & HL
(Disk Management) | Zi#R L £ 7,

ATV T3 [T 4 A7 7 +—F Dtk (Edit Disk Quotas) %27 U v 7 LE7,
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EX—LtFaUT( FISATURDYRTLOKES S T0sB0 Lx0EoHE [

ATy T8 [EFRIETF A=V T v 7 (Centralized Email Tracking) |1 D FiZdh D [T —H A b L— VR O A
(Apply Data Storage Time) | ZER L., FIED T 4 —/L FIZEE AT LT, BEIZESWTA vE—Y
(F—%) ZEFHEBEB AN N T oX T T —F_X—RMRFLET,

ATw 75 [#EIE (Submit) |22V v 27 LET,

ATY 76 [fEET D (Commit) 1527V v/ LTEHELRFLET,

EA—IIL X)) T4 TITITATVADIURTLDIREE
S5 7NDSBOL EIMEDIRHE
A

Note —NoDLEWEICEET ST 77— Fa%ET5100F, FEHEISREA -V X2 YT T
TIATUADLEWVELZRELET, IOV TIE, BEVWOEA—NLEX2UT 4 7
TIALT AV —=ZAD2—Y HA RERFA LV TA 2 ~NVT T, VAT LDOREDLEWN
EOREIET2EHRESZHRLTLIEIN, HADOT I ITAT UV ANF Ty ROVAT
LORETF = v 7 HEITTEET, TTIA TV ADREOF = v 71O TIE, BHEWDE
A= X2 VT4 TTIAT LAV ) —=2ADa2—Y HA FEIFA L TA v ~VT 2B
LTLEEN,

Procedure

Z2FY Tl HLOWebA v H—T 2 A ZADR) EFa T4 BT FI5AT AT 220 v LT, LH—
Web A X2 —T7 =2 A%k —RLET,

ATw T2 [T 7747 A (Management Appliance) ]>[3 A7 L& (System Administration) ]>[3 AT L DAk
H& (System Health) 1 %2 U v 7 L¥7,

AT T3 [REDOHE (Edit Settings) %27V v 27 LET,

RTFYTE A7V a v ERELET,

TIay Bl

2EOCPUEH . (Overall CPU Usage) T 7N :85%
AEYR—=T AT 7 (Memory Page Swapping) F 7 4/ bk 5000 X—
J—7 X a—HNDOHx KA vE— (Maximum Messages in Work Queue) |7 7 4 /L k : 500 A v &—

AT9TE BEREEEL. RFLET,

| —mmngEszs I}



—fmigEszs |
B samizoiz £ 3 sso

SAML2.0(Z Kk 5 SSO

* SSO B L T SAML 2.0 {22V T, on page 96

* SAML 2.0 SSO ® UV — 2 77 11—, on page 96

« SAML 2.0 {ZB89 % {EE P & i, on page 98
« A3 L[REHER 0 SSO D% E 71k, on page 107

sCiscotx o VT 4 EHT T4 7 2 ATD SSO DF%EH %, on page 98

SS0 5 KLU SAML2.0 (2D T

Cisco AT oY ¥X 2 UT A BT 7I7 47 AL SAML2.0SSO 2% R— 45 X 5Tk
DELE, 2K = R a2 —PTE OFEFEN T SAML 2.0 SSO (i —EZ~D7T 7
TREALTWARILZ LT vy VAL TANRARIHIC T 7 8EATEET, 72X
I¥. SAMLID 7'm /3 A #— (IdP) & L C Ping WiEZ A#NZ LTk bV, SAML 2.0 SSO %}iixdD
Rally, Salesforce, 33X O'Dropbox @7 #17  h&Rf>T\WEd, h—ERX 731 % — (SP)
E L TSAML2.0SSO #¥R—hF 5L 9 CiscoarT oY ¥Xa2 VT A EHT7I74T7
AERERRTHE, T Ra—F—3—EH A A T 5T TARLRE ETe T X TDH—
CRAZT 7 EBATELL IR ET,

SAML2.0SSO W7V —% 70—

SAML20SSO V—27 7u—%. IRORICHFERLET,
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samL20ss0 o 7—4 70— [

Figure 7: SAML2.0SS0 D7 —% 7 01—

%@iii

Web Browser Service Provider (5P) Identity Pravider {I1dP)

44444"44——+

User requestsfor aresource (for
example, EUQ)

5P redirectsto IdP with SAML
authentication request

Browser sends SAML authentication
request to ldP

h o i

IdP authenticates the user

F

IdP redirectsto SP with SAML
assertion

44444€}44——+

SAML assertion

SP provides access to the requested
resource

J—-2 70—

1

TR a2—HE, Web 7T UV E2EHAL T, Y—ERA T M F— (TTI7AT L R)
MU Y—REERLET, 2&xF, = Fa—Wik, AL EHAORNSAEHY v
7V v LET,

P —E R T, X —F, SAMLFEFFER TWeb 7 7 UVICEREZ Y XA L7 NLET,
Web 7' UL, ID 71/ X —|Z SAML #FiFER%Z ) L—LE£7,

ID 7, A=, = Fa—PE2FILET, D 7efF—F= Ra—HFica s
A R—=TUhkFERL, TR a—FRa (L LET,

ID 7ua A X —X, SAMLT7 ¥ — 3 &AL LT, Web 77 UHIZIED KL £ T,
Web 77 UYL, —E X Fa XL F—|ZSAML 7% —a %) L—L%ET,
P—E R Fa =L, ERENTZ) IV —R~DT 7R &5 LET,

—mmngEszs I}



—frnEEszs |
B savi2o0icpt 2 rEFEL HIEE

SAML2.0 [CRH9 %X EFEIA L FHINEIE

« 12277 7 K, on page 98
* 2%, on page 98
o FEE O AR LEEE~D T 7 7 A, on page 98

Ag79 bk
T R a—¥R, ARAREEN ST T 7 R LTH, i SAML2.0SSO 3G %7 7 U & —
arhblin Ty REnEYA
/%
Cisco 2T Y X2 )T 48T 74T A LTI, —E R a2 —LID 7 nm
NAB—DA VAR A | DOLRERTEET,
EEREODRANLIEBHEADT VR

ANLIREEF O SSO AN L TV DG, EHEFIT A/ S Al@EED URL

(http://<appliance_hostname>:<port>) ZfHH L CANAGEE~T 7 B ATE R DL E2R
ZTRNTLEEN, FHETI Web A v H—T7 oA AZMEHLTARLREHHICT 7 82T
FT ([(A—/v (Email) ]>[A v E—TOREHEE (Message Quarantine) ]>[A /S AFgHE (Spam
Quarantine) ]) ,

CiscotxX1!) TABEBT7ISATFTUATHDSSO DERTEHE

Fig
AV RFEEETIVa Y B#
ATy | A2 L9, AR (98 ~X—)

ATFy T2 | —vRTFa M = LT, TIXI9AT L AZH |V —ERA TFu L X —L L TDCiscoa T2 &
ELET, X2 VT BT FIAT U ADORE (992—)

ATFYTI|DP T 7 I IA T v AEBETH L IICID 7N |Cisco b ¥ = )V T 4 FET FI7A4 7 A LWIETSH
A X —"HELET, 7DD ID 7 a3 X —Of%E (102 ~—)

ARTFYTUNTTFIATUATID 7u "M F—2HTELET, Cisco AT oY X2 VT 4 BT 77947 A
TOID 7' a3 X —DFEDHER (105 <—)

AT TS| T T T74 T ATSAML i L CHMEBREREZ A %) | SAML ZFEDOAH 3L (106 ~2—2)
ZLET,

Db a3

Y R—bENDTAT T AT 4 TN Z— (99 =)
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« ¥ 2T RIEEOREAE (99 ~—)

HBR—bENB3FTATUoT4 T4 TONAE—

WHEBTHEHTAID 7ua X, X —NCiscoEA— N tXa T 4 TFI5AT L ATHR—FE
NTNENEIDEHRLET, KIZ, PR—FENDID 7Tu i, X —2 R LET,

» Microsoft Active Directory Federation Services (AD FS) 2.0 L&
* Duo Access Gateway

e Azure AD

X217 BEDAE

TTTAT VAL D T u F—OROMIEE ¥ 2 U T o TRHBT B IS BRI OFE
LI L E T,

« T T TAT AT SAML SBRFERICEA T H, 721X 1D 7 A X —T SAML 7 H—
VarvuEREE T A5G, BOBLIEHEEIIEETE 5 CADFEHAE, B L OREMN
TONTWEMES—Z RS LET,

eID Fu N4 X —TSAML 7% —3 a VNZBLTHESIT. ID 7 u g F—OFHHEZ I
BLCTTIAT LV ACA R—F LET, 7T IAT L RIZOHEHERFERAL T, &
KR SAML 7V —2 a U EMER L ET,

FSEEAE DL

WH, T4 TV APLER&G LIREHET pk BN THY, 7774 T v A% — R 7
BN B —E LTHET D & X pem BRUCEHRT HMLERH Y 37,

uﬁﬁﬂi%" pr ﬂ:/JCﬁ ) .pem ﬂ:/ W*ﬁ?“é EN /)*(@?’7"«%1?75’ b‘i@”o

«OpenSSLY — L& H o a—RLTA A=V L, TTIT7A4T UV ANLEMS LTZGEHE
T AN (pfx) AU AR—bFLET,

® 7)/—(0):"73/ F%%ﬁi LT, %E%%%f pemﬁﬁiﬁfﬂiﬁxﬂ‘f~ ]\ Lijﬁo openssl pkcsl2 -in

<certname>.pfx -nokeys -out cert.pem

cRDavy REETLT, MEX—% .pem AT AR — K LET, openssl pkesl2

-in certname.pfx -nocerts -out key.pem -nodes

s RO REFITLT, MEXF—DLNRAT7 L —X%HIBRLFE T, openssl rsa -in

key.pem -out server.key

H—EX AN/ F—LLTDCiscoarToV X ) TAEEBT7TSAT AN

Before you begin

RIHESRE, on page 98) ZHEFE L T 723\,
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Procedure

ZAFY Tl HLOWebA v X —T 2 A ZADR) ¥Fa T4 BHT FI5AT AT 220 07 LT, LH—
Web A Z—T7 A A —RKLET,

ATv T2 ['EHT 7747 A (Management Appliance) ]> [ A7 L& FE (System Administration) ]>[SAML] %%
WLET,

ATY T3 [P—E RT3 A & — (Service Provider) | &7 3 v C[h—ERAT /1 Z—DiBN (Add Service
Provider) %7 VU v 7 LET,

ATV T84 ROFEMEATILET,

J4—ILFK SR BA

a7y AN Y—ER TS =T a7 A NVDLEEANTI LET,

a7 4 FXal—a UERE

7474 1D =R TS F— (ZOHE, THEHOTFI7A4T7 0 R) OZm—n
NREAOARIEATILET, @, h—EA T -2 T 4T 4
ID D0 URI T,

481 ID OB ID 7L F—RNSAML 7% —3 3 o Ca—VPE2IRETADICHEHTS
B,

TOT 4=V REBRETXERA, IDTFRAL X —FBET AT OHE
MDLBIZ D F97,

TH—raryarvia—v |FEEREFICETLEET, ID 7e L X —RSAML 7% —3 3 V&%
URL 59 % URL, ZOH4A, A/ZNAREEED URL €7,

TDOT7 44— IV RIIEBRETXETA, IDTFEAAL X —RBRET A OE
MBI Y £9,
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H—ER TONRLF—ELTDCiscoar Ty €1 T EE7T5170208%E |

J4—I)LFK SR BA

SP FEHA & Note
X —1% pem B THHLE N H VY £,

FEIERDES

T 74T AT SAML BREERICEAL T D56

a. GEFLEEMMTON TV OIMEF—Z2T v 7T u—RNLET,

b. MEX—DNRNZAT7L—X%E AN LET,

c. [E4ER (SignRequest) | ZEIN L £,
EElLSNI-7H—2a L DEE

SAMLT %r—v g V&I EbT 5 L5 ICID 7 e A X —%RET D55,
a GEMECBEM T O TV OREX—%&T v 7 r— FLET,

b. WEF—DRRAT7L—X% AN LET,

BHT —va v SAML 7H—v a VICEAT D EHICID 7 X —5RETHHA.
[B4 7T —3 3> (Sign Assertions) ] 2R L F7°,
ZOFTvarEERTLE, TTTAT AT ID T asA X —0DFEH
ELEMTAVLENRDHY ET, Ciscotxa VT 4 EHT 7SI, T AL
HETH72DDID 7 a3 X —OFKE, onpage 1022 B L TS E &0,

Lk A FAROFEMZ AT L ET,
ID 7anf ZF—ix, =7 — a7 TZOFEREEMNLET,

A 7efuVE et HR WA b RDEFA -V T RLRAE AN LET,
ID 7 e R_"fF—F. =5 — al CioESEFEHALET,

ATw 75 [#EIE (Submit) |22V v 27 LET,

ATV FT6 [SSODFE (SSO Settings) | X—VICHKRINDHY—ER T NS X —DRAET—5 (=T 47 4 ID
T =g VEZURL) &, [P—E AT B AL X —FE (Service Provider Settings) ] X— JIZE /RS
L4001 ID DR EZHEEHOET, ID 7 A X —THhH—E R T (X —ERETDHLEIT, ZhbD
FERI BT D T,

WENIE U T, AR T—H T 7 ANE LTI AR—NCTEET, [AX¥T—XDxT AR— K (Export
Metadata) | %27 U w7 LT, A¥T—% 77 A NVERFLET, —HOID S a2 (X —TlL, A¥T—
H T ANPHH—ER Tanf =Dl — R T&EET,
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What to do next

TIIAT L ALBETHEIICID e, X —%FELET, [CiscotF= VT EFHY
TIAT UALEETHTEHDID a3 X —DF%IE, onpage 102] ZZH L TS 7Z 30,

CiscotXa ) TABBTITSATUVREBETH-HDID TONA ZT—DHRFE

1R BHEIIZ
WONFIZDOWTHER L TLIEE0,
T TIIAT VAN —E R Ta X, X —L L THREINTWS, —E R Fa (X —

LLTDOCiscoar 7o X VT 4 EHT ITIA4AT L ADRE (99 X—) 5
LTL &N,

s —ERT AN =D AZT = E DR TSN TN DD, EREAZT—F T 7
ANVNRTT AR—FINTWE, =27/ X —L L TDCiscoarT Y ko
VTG4BT 74T ADERE (99 =) 2L TLIEE N,

FIE

ATFY 1 ID7u g Z—T, RONTNHEETLET,
e —VERTaNS T — (TTTA4TR) OFFlZE TEICHERR L £7,

e ID TR NRA T —=RAFT—H T A NNLY—E R T X =Dz —RKT2Z 2L
TWABEBIX, AFT—X 774V %A IR—FLFET,
TTIAT AN SAMLRFEERICEA T D L 9 ITHEREADOEE . E£721XSAML 77— a V2 K51{k
THTEDEEIZ., LTEETHFEAEL ID u " X —{EML £,
ID 7 XA X —EHOFEIBEIZOWTIE, UTZZB LTI,
sCisco X2 VT 4 BT S IAT L ALBETH-HD ADFS OFEE (103 X—)
*CiscobFX 2 VT A BHT 774 TV ALBET D200 Azure AD OFRE (104 =X—2)

«Ciscotx = V7T 4 HHT 7747 R LBET 572D Duo Access Gateway Dix i (104 <—)

ARTYT2 DT, Z—DRAET =R eBERDLNEIFIAL T =477 A VE LTI AR—FLET,

RDRARY
TFI5AT A ETID Y u NS X —DRELHEKLET,

[CiscotFxa VT 4 BHT T4
TUALBETDHEOOID 7, X —ORE (1023—) | 2L TN,
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Cisco ¥l 7 BEF IS5/ 7R EEET =00 A0S 0%E [

Ciscot X)) TABET7TISATUREBIETS=-DADFS DERTE
LI, BEWOT 7I7A4 T ALBETDHEIITADFS (2.0 L) 23R ET 572 DIZELT
TAVERBH A X A7 OBETT, 5280 27 BIEIZOWTIE, Microsoft D~ == 7 L%
ZRLTLZEN,
L —RN—FT 4 LY —ERA TR, T — (TTITATLVR) DT Y=g av
v a—< URL B L %9,

[VLb— "—F 1 FF A (Relaying Party Trusts) ]>[7"2/37 ¢ (Properties) ]>[ID
(Identifiers) ]1>[V L — /3—7 ¢ ID (Relaying Party Identifier) ] C, #—E R Fm/ 1
B—= (TTIFGATVA) O T 474 IDEANLET, ZOMENR, 77 I7A4AT7 2 AD

P—ER TaNA S —REDT T 47 4 IDELFRLNE D e LET,

BHANY O SAML GRREERZXET L LI — R Tanf F— (TFIF7A4 T )
ERERRFE DAL, b—E 2 7 u " X —0fEE GRREERZ B4 T 57200 &
nz) #[VL— =71 FZ7 AL (Relaying Party Trusts) ]>[7" 2 37  (Properties) ]
>[%&4 (Signature) | D FT.cer B TT v 7 r—RKLET,

Wb 7z SAML 79— 3 V&R [ET 5 K DI ADFS ik 25813, —Ev 2R

TanNA, T — (TTIAT o A) OitAEL [V L— "—F ¢ I 7 X (Relaying Party

Trusts) ]>[7"®/37 ¢ (Properties) ]>[I55{t. (Encryption) ] D F T .cer B TT v 7

B— LT,

[V —sR—=F ¢ N7 A (Relaying Party Trusts) |>[7"®/37 ¢ (Properties) ]> [FEHfl
(Advanced) ] DNAIZEINL, X =27/ /vy = 73U X A% SHA-1 £7-1% SHA-256

ICRELET,

JZZ SPNameQualifier & D D 720D N AKX L JLb— /L& BIMLET, ROT 7 A VI,

P TNDH A L J— LTI,

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>

issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",

Issuer=
c.Issuer, OriginalIssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"]

"urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress",
Properties ["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"]

"urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified");

BRAL—NLEREL, B A= 7 KL ADLDAP BEERETRZ AT (BEFA—/1
T RLR) ELTCEETHIRITEHRSAZBMLET, /o, BITEHEHAZEBML T,

TN—TEMEDOLDAP B2 EFER Y A 7 (RIBEO I/ NV—7) L L TEETIHEIIC
L/iﬁ‘o
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B ociscotra2UF BB ISAFUREBIET B0 Aure AD DEE

CiscotXa ) FABEEBT7ITSATUREBIET S1-8D Azure AD DEETE

LT, BENOT T I7AT L ALWETSH L DI Azure AD 3% ET D712 OIZFEITT HMLE
NHDHH AT OWFETT, TEPOFEMIRFNEIZ DUV TIL, Microsoft Azure AD D~ ==7 /L
LTS EEN,

*SAML 7% —v a UV EZEBIOCUET L —E X Fa g X—#hl+ L LT, —F
A TaNA T =D (TTITATVAD) TH— g a3y a—<—URL ZBIMNMLF
9,

[ F—TFA4 X7 7Y r— a3 (Enterprise Application) [>[#LW\7 U r— 3
(New Application) > [¥+ 7 U —LANDT 7V — 2> (Non-gallery application) ]>
[ 7Y A A (Single Sign-On) 1> [FEASAMLEXE (Basic SAML Configuration) ]
2D Azure R—Z WY —ER TaNS L =D (TTITAT L AD) =T 47 4 ID
EANNITLET, ZOFED, TT7I9A TV ADY—ERA Ta X, X —BREDTLT 4T 4
IDEL R U E D nZmEd L ET,

« BAHAD O SAML FBGEERZRET L LI —E A Tu M X — (T TFTAT - A)
EAERRE A DA X, [SAMLEAREV]E (SAML Signing Certificate section) [ &7 =
([ Z—TF A4 X7 7V r—3 3> (Enterprise Application) |>[FHLW\7 7Y Fr— 3
> (New Application) |>[¥+ Z U —LIADT7 7Y /r—3 3 > (Non-gallery application) ]
>[Nt A A (Single Sign-On) > [SAMLEA4GFE#E (SAML Signing
Certificate) ]) T, H—VERX T4 X—DiEE GRREERZEZEATHOIHEH I
%) 7V v 77— RLET,

o [2—WEIMEL 7 L—2A (UserAttributesand Claims) &7 v gy ([ ¥ —F 5734 X7
Y r—< =3 (Enterprise Application) > [T L7 7'V r—< 3> (New Application) ]>
[+ 7V —LSoDT 7Y r— 3 (Non-gallery application) > [ > 7 /A A

(Single Sign-On) > [—W @It L 7 L— 2L (User Attributes and Claims) ]) TZ/L—7
JL—LEREL, SNV—TBIEEZBINLET,

e =N SAML 7 H— 3 VETIREIIESNWCTT SV =y aiir s A o TED
£ B12iF, [{2¥T7 7V 7 — 2> (Enterprise Application) |>[HHR7 7'V r—3
> (New Application) |>[3E¥+¥ 7 U —7 7V r— 3 > (Non-gallery application) ]>[=~—
# & 7 —7 (Users & Groups) | D Tl —H & 7 —7ZBEMLET,

Cisco X ) TABET7 T34 7R EEIET 5125 D Duo Access Gateway D% TE

LT, BENOT 7747 A L01ET % K 912 Duo Access Gateway & 5X i3 5 72 DITFEAT
THMEND DX A7 OMETY, EEO5EM 72 FIEIZ OV TiX, Duo Security D~ == 7
NESRL TSN,

*SAMLT #—2 3 v 2ZER IO 5 — X T, F—x FRA e LT,
YP—bERA TR, L =D (TTIAT L AD) TH—ar ara—<—URLZEN
L%,

* [DuoE#/ /L (Duo Admin Panel) ]>[7 7'V 7 —3< =3 (Applications) |>[7 7' U /r—
v a »ORi# (Protect an Application) ]>[SAMLY—E R 7 1z /3A ¥ — (SAML Service

Provider) ] C, y—ERA oM & — (TTI3ATLRA) DT 47 4IDEANLE
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Cisco AV T k¥ 0T 4 EEBF IS4 72 TOID F0i1 ¥—oiEohs [

T, ZOMEN, TTIAT U ADP—E R Fung X —FREDT T 4T 4 IDEEFLT
MEIMEHERLET,

« BAANY O SAML FBREERZXET DL — R Tuf 2 — (TTT7A47T 2 R)
ZRERCHE A~ D561, Duo Access Gateway [ZF8GE Y — A X ET HERIC, F—E R 7'mA
A X —DOFEE GEREERZBLA T HT-OIHEHEIND) & caa B TT v 7 —RKLE
j—o

B INTZ SAML 77— 3 U &ZF(ET D K 9 IZ Duo M T 2 FHEI DA X, Duo
Access Gateway ([ZF8qlE Y — A Z R ET HEEC, =R Ta M H—D (TTI7A4T7 A
D) FEAHEEZ cer BT v 7m— KL%,

s [Duo& Bl X% /L (Duo Admin Panel) 1>[7 7'V 7 —< = (Applications) [>[7 7V 7r—
v a »Oi# (Protect an Application) ]>[SAMLY—E A7 @ /31 ¥ — (SAML Service
Provider) ] C. NamelD fZ:\& LT [RFFE (unspecified) | ZEIR L £,

* [DuoE#/ /L (Duo Admin Panel) ]>[7 7'V 7 —< =3 (Applications) |>[7 7' U /r—
v a »Oi# (Protect an Application) ]>[SAMLY—E A7 1z /,31 ¥ — (SAML Service
Provider) | CT. ¥ 27 Ny o 73 X L% SHA-256 ICHEL £,

s [Duo’& ¥/ /L (Duo AdminPanel) ] T[SAML-#—E R 7 /31 X —3%7E (SAML-Service
Provider Setting) ] Z#XE 7 7 A /L & L THRIE L, Duo Access Gateway TE DFEE 7 7 A /L
ZSAMLT7 7V r—var b LTy R—FLET,

Cisco A>TV X )TABETITSAT7UATHDID TONAZ—DHERTFEDIER

Before you begin
RONFIZOWTHERR L T 2 &0,

T T ITAT U ALDBEDTLOHDID 7 A X —PER SN TS, Ciscotdx=YT «
BHT 74TV ALBET H720DID 7 /31 X —OF%IE, onpage 102 B LT 72
W,

cID FUNAF—DA LT = DFHMETNTT I AR—FSNIZAZT = T 7 A h=a
E—sh T,

Procedure

ZAFY Tl HLOWebA v H—T 2 A ZADR) EFa T4 BT FIAT AT 22097 LT, LA —
Web f vV F—T = A AZkua—RKLET,

RTw T2 [FHET 7747 A (Management Appliance) ]>[> A7 LA EE (System Administration) ]>[SAML] % i
RLET,

AT w73 [ID 7 r,3f % — (Identity Provider) | &2 3 3> C, [ID 7 u/ X1 Z—@DiEN (Add Identity Provider) ] %
27Uy LET,
ATy T8 ROFEMEANTILET,
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J4—ILF

aBA

a7y A IV

ID 7, —Ta7 7 A NVOL4HE A LET,

WERERE (ID 7' a3 A X —RE D FEE L)

7 47 4 1D

ID7BNRA X —D T a—r U —E DL E AT LET, ID
Fang B— T 5 4 ID OFFFIL URI TI,

SSO URL P—E R Fr A Z—73 SAMLFBAFE R 2 15159 5 % E A B 5 URL
ZHRELET,
AR ID 7N X =R SAML 7H—3 3 NZEBLT A4, ID 7N

A X —DEZTHELT v a0 — NTE50ERNHY 9,

ERRERTE (ID RN X — AR T —H DA L KR— )

IDP A ZF—HZ DA L R— k

[AHXT—HDA KR —1 (Import Metadata) %27 U v/ LT, A
BT —H T 7 A IVERIRLET,

ATvTE ERzEEL, RFLET,

What to do next

SAML RFEDF 20t on page 106

SAML FZEEDERE

SAML #ffH L7=> v o7 A oA azmafb L, 22—V &2 EL Ca—Y DI/ —7%

A 3D )—)uZ

4R8O SRS

HOUTHZENTEET,

P—ER 7O, X —BIORID 7a X X —OREEETSAML 72 7 7 A LR EFHT

HDOMENRDY £7,

[CiscoExa VT A EFT 54T L ATDSSODHTEHE (98—

V) ] EBRBLTLLEEN,

FIE

ATy [EHT 7747 A (Management Appliances) ]>[3 A7 L& HE (System Administration) ]> [ —

(Users) JiZ&EILE7,

AT w72 [Web 25 (Web Authentication) | 27 v a v £ TAZa—LLET,

ATv 73 [A% (Enable) |27V v LT,

AT T4 [HEREREEZA$IZT % (Enable External Authentication) | 7= v 7 Ry 7 ZA& 41 LET,
ATy TE Fay 7 Xy R RnG, #BREX A 7 & LT[SAML] &R L £,
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ATvT6

(&) PMIRGEEMEA ~ 7 (External Authentication Attribute Name Map) ] 7 1 —/L RiZ,

Ty BTN RERT R T AT LET,

BYEAIZ, ID T u S A —

(26 U CRRET % mikl

Lo TRV ES, 77 I7A4T7 R X

z5umemo ssooxesix

Tn—7

L [I—T=

Eyﬁ(ammmmmy]74—wa B D—FT 2 M) 2K LET, TIUTEBAETH
D, HELBRWEA, 77 I7AT VAR [T N—T~ v LY (GroupMapping) |7 4 —/V RIZHFEET DT
“T@Eﬁ@ BTorz NI ERKRLET,

ATy 717

[ —7~ > 7 (GroupMapping) 17 4 —/L RiZ
SWTSAML 7 o L7 h U TE

. HATE

Uy 7 LTHEEOr—V vy B T HIBIMTEET,

TN—TF < 7z

I, INV—T R EODLLENRHY T,

BRLEFIIIAZ LD —W o — L5
%émfwé7ww7%ﬁﬁ%ﬂﬁbifom‘

DEM (AddRow) 1 %7

[RfgED 7 /V—7" (Unspecified

Groups) | EIEZIBIML T, SAML 7% — 3 U EInE 2t cE £,

2—H m—)L XA T OFEMZ OV T

ATV T8 EHEFEL., RFLET,

RDEZRY

. [=—% (Users) | ~—TZZHLTIEEN,

SAMLAMIRRREEZ AN LTI-IE, T I9A T A0 T A v R=UD [ TP A o F
ZfEMH (Use Single SignOn) [V > 7 %#FEHL, =2—HFAEANLTT I ITA4 T AZa s A

VTCEET,

RA/INLIRBEERD SS0 DERE I

BRIERE B30
ATY Tl |§iRsth 2R L ET, ATHESRfF:, on page 108
ART9T2 |H—ERATFafF—L LT, TFT|P—ER Fas,fZ—L LT Cisco
ATV ABRELET, arvTUY kX VT BT S IA
7 v ADFELIE, on page 108
ATy mm1177347yx%@¢¢5i CiscotFa VT 4 FHT T7 4T A
3: ANZID Fa " B —EEELET, LIBETAH-ODID Fr g H—DF%
iE
ATYT | TTFIFAT U ATID I oA, X =% |Ciscoa T oY vXa VT 8T 7
4: ELET, FGATUATOID T aNA X —DFRE
DHERY, on page 112
ATYTE | TFITA4 T ATANRLREEER® SSO | A= ARgEED 7= D SSO DAL, on
R LUET, page 113
&) Ty Ra—WFICH LWEEEA T = X A
6: WZOWTHE LET,
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R CHERHEINAID Vel X —2RCisco 2T VY vXa VT 4 BT ST T VA
THR—FSNTNDEINE I DEMRELET, RIZ, PAR—FSNDHID T u (X —%
RLET,

* Microsoft Active Directory Federation Services (AD FS) 2.0
* Ping Identity PingFederate 7.2
* Cisco Web Security Appliance 9.1
TTITAT AL ID TunA F—DRDEFEE X2 )T ¢ THRET D 2DICHERIK
DFEAFELRSE LT,

T T4 7 AT SAML FRGREERIZEA TS, £7X 1D 7' v/ X —TSAML 7
Y=g UEREELTAEA, AOBAEHEEZIZIEE SN TV D CA & BT
bR TWAMEXF—bAEHEZRS L £,

«ID 7B/ X —TSAML 7H— 3 VZEBLTH5E1E. ID 7 u 31 X —0FEHE
ERGLET. 77 74T AL OGEAEZLH LT, BAFZASAMLT ¥ — =
CERMERLET,

YP—ER TONLF—ELTDCisco A>T X2 T EBT TS5AT7VRADR

Before you begin

THIFESRAT, on page 108) ZHEFR L T 7ZE W,

Procedure

ZAFY Tl HLOWebA v X —T 2 A ZADR) ¥xa T4 BHT FI5AT AT 2270 o7 LT, LH—
Web f VX —T = A AZua—RKLET,

RTw T2 [T 7747 A (Management Appliance) ]>[> A7 LA EL (System Administration) ]>[SAML] % i
RLET,

ATY T3 [h—bE A7 11/31 F— (Service Provider) |7 2 a TV —E AT (X —0DiBN (Add Service
Provider) | %7 VU v 7 LE T,

ATy T4 ROFEMEANDLET,

J4—ILFK R BA

a7 7 A N4 P—ER Fuf T —Ta7 7 A VOLETIEATILET,

a7 4 X2 b—a VERE
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H—ER TONRLF—ELTDCiscoar Ty €1 T EE7T5170208%E |

J4—ILF

Bl

747 41D

P—b R TN — (ZOEE, THEAOT FI7A T A) OFa—
NREAOARIE AT LET, @, P—EX M =T 4T ¢
ID DT URI T,

4481 ID DO,

ID 7L F—RNSAML 7% —3 3 o Ca—HPEIBETADOICHEHTS
B,

TOT7 44—V RITERECEXERA, IDT O X —ERET B O
MBI £7,
TH—raryaryva—~< |[WEENREFIZETLEET, ID 7l X =R SAML 7V —v g &2k

URL

4% URL, Z 054, A/SA[BEED URL T,

TOT 44— RIFBRECTIERA, IDTENAAL X —EBRET IR OE

DLETT2 Y iﬁ“o

SP ZEAHE

Note

X —1% pem B THHMLE N H Y £,

nlﬁ‘ﬂE%*o)%%

T 7 TAT AT SAML BREERIZEL T D55

a AEAECBEEMTONTVWARMEX—%T7 v 7u—RKLET,
b. WEXF—DN 2T L —X% AN LET,

c. [BEAEK (Sign Request) | Zi®IN L E7,

EEtSn=7H—a nDES
SAML 7 H—3 g VEREEALT A2 XD 7 S X—%RETHEHEA.
a GFEAELBEEMT O TWAIMEX—%2T7 v 7 e—RFLET,

bh. WEX—DXZAT7L—X% AN LET,

BHT —a v

SAML 7% —2a VIBALTDHEIIZID Tu sl X —5RET HHAE.

[B4 7% —3 3> (Sign Assertions) ] ZHER L F7,

DX T arEERTLE, TTIAT U ARZID T A X —0DFEH
ELBINTHULERHY £T, Ciscoar Ty X2 VT 4 EHT 75
ATV ALBET L7200 ID 7' a3 X —DHERK, on page 11022 LT
<TEEV,

jut

R E A

MRk OFEMAE AT LET,
ID7a A —iF, =5 — alCIOEREHEHLES,
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B ociscon 7oy w1 UF BB ISATUREBET BEO0ID TOAL E—OHH

J4—I)LFK SR BA

52 [l oA LA PR H 2B WEbERDEF AL T RLRAE AN LET,
ID 7 e R_"fF—F. =F5— al CooEREFEHELET,

AT 75 [#EIE (Submit) |22V v 27 LET,

AT 9 T6 [SSODFKE (SSO Settings) | X—VIZHKRINDIY—ER T "M X —DRAXT—H (=T 47 4 1D
T =g VEEURL) &, [P—E AT B AL X —F%E (Service Provider Settings) ] X— JIZE RS
HA4HTID DR EZEZHDET, ID VR X —THh—E X Tu [ F—2RETDHLEEIT, ZhbHD
FEREAMEZ R T,
WENIE T, AT —H 5T 7 ANE LTI AR— NCTEET, [AX¥T—XDx=T AR — K (Export
Metadata) | %7 U v 7 LT, AZT—% 77 A NVERFLET, —HOID S a2 A HX—TlL, A¥T—
B T7ANNLT—ER T =0z — RTEET,

What to do next

TTIAT L AEBETAEHICID 7o X —%RELET, [CiscoarToY xa
VTG 4 BET T I7AT LV ALBET DO ID 7'/ A X — 0Ok, onpage 110] &R LT
<&V,

CiscoarToYtEXal)TABETISATUREBETA=-HDID TONAF—D
¥R

Before you begin
RONFIZOWTHERE L T T2 &0,

T TITAT VAN —E R T M X =L L THREIN TS, —E R Fa/f Z—
ELTDOCiscoar 7oy eXxa VT 4 EBT 7747 L ADFTE, onpage 108% &/ L T
<TEEW,

s P—ERTONRLF—DRAET—H OGP I E—IN TN D0, FREAZT—F T 7
ANPBET AR—FINTND, P—ERATa AL HX—L L TODCiscoar 7Y EXxa
VT 4 BT T T4 7 2 ADRIE, onpage 108 S L TS ZE W,

Procedure

ATV T ID 7 F—T, ROWTHNEFITLET,
e —VE R FunSE— (TTFIA T R) OFEMEZFEICRER L £,

cID VRN B =PRI T =2 T 7 A NINEY—EX T L —OfEflan— R 52 L &iFaL
TWOBEIE, AFT—F2 T A NVEA U R—FLET,
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Cisco ATy wF2 T BET T5A 7R EDEEDRHD ADFS 20 iR [

TTTGAT AN SAMLIRGEERIZEL T D XL O ITHEREADEE . £72IXSAML 74— a3 v 251k
THTEOEAIL. LTBETLFEHELZ ID Ve (X — (2Bl E7,

ID 7 Z—EEDOFEICHONTIE, UTZBRL TSN,
«Cisco AT Y ¥X 2 UT A EHT FI54 T AL DBEDT-HD AD FS 2.0 DHERY, on page 111

s PingFederate 7.2 % Cisco 2> 7 Y v X o UV 7 4 WHT 7T 4 7 2 A Lil{E S5 720D IE, on page
112

+ [User Guide for AsyncOSfor Cisco Web Security Appliances http://www.cisco.com/c/en/us/support/security/
web-security-appliance/products-user-guide-list html] ¢ TConfiguringtheApplianceasan Identity Provider |
v ar

RTYT2 DTN B —DART =B eEBEZRDLNETEIAST— 252774 VE LTI AR—MLET,

What to do next

TTIAT L AETID 7o X —DREEHERLET, [Ciscoar 7Y X Ty
BHT T4 TV ATOID 73, X —0D%E DKL, onpage 112] &2 L T 2S00,

CiscoaVTUY EXaUTABEBETITISATUOREDBIEDT-HD ADFS 2.0 DHERK

IR DX, 7T F7A4 T A LBIET D ADFS 2.0 2T D72 DICFITT 20BN 55
LAV DZ A7 T, SERNOFEMRFNBIZ OV TIL, Microsoft D~ == 7 /VZHR L TL 72
YRR

YL — RX—F 4 L L TH—ERTu M ¥ — (TTFIATLR) OFT Y —g ay
v a2—~ URL ZBMLET,

«[VULb— =71 F7 A (Relaying Party Trusts) ]>[7"7/37 ¢ (Properties) ]>[ID
(Identifiers) ]1>[V L — 73—7 ¢ ID (Relaying Party Identifier) ] T, H—E R Fm/ 1
= (TTIFTATVRA) DT 4T 4 IDEANLET, OB, TTI7A4T 2 AD

P—ER TaNA F—REDT T 47T 4 IDEEFRLNE D NaeB LET,

« BAANY O SAML BREERZEFET DL — R T, 2= (TTT7A47 2 R)
ERERE OB EIL, =X T a S X —0iiE GRAEEREBEL T DO H S
nd) [V L— "—7 1 k7 AL (Relaying Party Trusts) ]>[7" 237 4 (Properties) ]
>[4 (Signature) | D FT.cer BATT v 7r—KLET,

s B BAL SN SAML 7H—3 3 Y EEET H L OIZADFS 2R3 255813, y—E =
TN B— (TTF7A T RA) OFFHEEZ [V L — "—F ¢ FT A b (Relaying Party
Trusts) ]1>[7"®=/ 37 ¢ (Properties) ]> [l 51k (Encryption) 1 D F T .cer EATT v 7
r—RFLET,

o[V L—s"—F ¢ F 7 A} (Relaying Party Trusts) |>[7"2 /37 ¢ (Properties) ]> [FEHfH

(Advanced) (| DIEITEINL, X a7/ vy a2 73U X L% SHA-1 £ 7213 SHA-256
ICRELET,

cHRNL—NEREL, BT A— T FLADLDAP BMHERET RZ AT (1 A—L
T RLR) & LUTCHETARITEHBEAZEML 4,

| —mmngEszs I}
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. PingFederate 7.2 % Cisco A>T VY X1 ) T EBT7 ISA T VR ELBEESEEH-HDHTE

o JEZZ SPNameQualifier & 0O B 720D H AL L )L—/LZBIML 4, IROT 7 A LI,
P TNDH AL L =)L TT,

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer =

c.Issuer, OriginalIssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"https://<appliance-hostname>:83") ;

PingFederate 7.2 % Cisco A>T Y X1 T4 BEBT7 ITSA T VR EBESE I -HDETE

PLFE, BEWOT T4 7 A L#ET 5 XL I PingFederate 7.2 2 i ET 5 72 OIZFEITT
DWEN D H 2 A7 OMBETT, WIEEHDDFEMZR FIEIZ DWW TIE, Ping Identity D~ == 7
NEZR LTS,

s BENOY—ER TN F— (TTITATR) OTH—ar ara—< URL
., 7R N VRECETLT KRS e LTEMLET,

* [SP Connection] > [General Info] > [Partner's Entity ID (Connection ID)] {ZH—E X 7 /\A

B—= (TTIFGATRA) O T 474 IDEANLET, ZOMENR, 77I7A4 7 AD

P—ER TaNA S —REDT T 47 4 IDELFRILNE D e LET,

B E SAMLEREER ZXET DL IS —v R Tung Fd— (TTFIA4T U RA) &

E LTV AHA. [Signature Verification] 22 2 2 > ([SP Connection] > [Credentials] >

[Signature Verification] > [Signature Verification Certificate]) T, —E X ZF'm/ /A4 ¥ —D3FE

HELT v 7o —RLET,

W5 S 472 SAML 7% —3 3 &85 % K 9 T PingFederate 23 E 7 2 5 a 14,

[Signature Verification] £ 3/ = > ([SP Connection] > [Credentials] > [Signature Verification]

> [Select XML Encryption Certificate]) T, h—E X a4 X — (T 774 T R) Dk

HEZT v 7Fa—RFLET,

B NI NEFREL, LDAP BYEDOEFA =L T RLAZEETLLOICLET

([Attribute Sources & User Lookup] > [Attribute Contract Fulfillment]) .

Cisco A>TV XA TABETISAT7URATOID TANAE—DHRFEDIER

Before you begin
RONFIZOWTHER L T2V,

T TAT AL DFEEDIDDID T A X =3 EN TN D, Cisco 2T >
X2 VT EHT T ITAT UALBET DD ID T r A X —ORERL, on page 110%
ZLTES W,

e ID TR NAF—DAFT—HDFMETNIT I AR—FINTZAXT—H 77 A)Vina
=X TW5,

B BongEszsy



| —mungEszy
28 LmER0H0 ssonant |

Procedure

AFYT1 HLOWeb A v H—T oA ADR) X a )T 4 EHT FI5ATLATR 220 97 LT, LA —
Web A U F—T A A% —RFLET,

ATv T2 ['EHT 7747 A (Management Appliance) ]>[> A7 L& FE (System Administration) ]>[SAML] %%

RLUET,
AT w73 [ID 7 r,3f ¥ — (Identity Provider) | &7 3 2> C, [ID 7 r/ N1 Z—@iEN (Add Identity Provider) ] %
7V w7 LET,
ATV T4 ROFEMEANTILET,
T4—ILF &5 BA
T 7y A4 ID 7 a A A F =TTy A OARTEAT LET,

T (D Fu g X —REDOFEER)

T F 45 4 ID D7 aNA =D 7 a—r I EOA4RTE AT LET, @E, ID
Fang B— 2T 4T 4 ID DFEFIL URI T,

SSO URL P —E R T BN F =D SAMLBREE R 2 1559 5 M2 & % URL
ERELET,

A E ID 7 A X —NSAML 79— 3 NI EBLT LA, ID 7 an

A X —DBELFENELZT v 7 u— T L50ERH Y £7,

RERGRE (ID 7' a A = AZ T —=Z DA R— )

IDP A X T —H DA R — |k [A X T —HDA R — b (Import Metadata) 1% 727 U v 7 LT, A
BT —H T 7 A NVERIRLET,

AT9TE ERzEEL, RFELET,

What to do next

AR L@BED 7= 8 D SSO DA %L, on page 113
ANLRBEDT-6HD SSO DEZNE

Before you begin
RONFIZ DN THERR L T T2 &0,

s BT 77 A 7 A (Management Appliance) |>[> A7 L # (System Administration) ]
> [SAML] _— Y TF R TOREDERF L TH 5.
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. Async0S APl @ Cisco 2 > TVt ¥ 2 1) T 1 EETO OpenlD Connect 1.0 DEXTE

o ANRALBBENE N> TS, TANRALREE 2SR T7EE0,
Procedure

ZAFYTF1 HLOWeb A v X —T 2 ZADRK) X2 VT 4 BT FI5AT AT 22097 LT, LH—
Web A X —Tx A A% —RNLET,

ATw 72 [T 7747 A (Management Appliance) ]>[#EFEBLH—E A (Centralized Services) >[4 /XA [
(Spam Quarantine) ] IZBEIL 9,

AT 73 [REDOHE (EditSettings) %7 U 7 LT, [T K2—F[FEEET 7 A (End-User Quarantine Access) ]
v varETCAIe—LLET,

ATV T8 = Ra—HREET 7 C ANEN > TND Z EEMERLET,

ATy FE T Ra—PRFEHRN%E SAML20IZERE L £,

AT9T6 ((LE) AvyE—VRHRINDENI, A v E—VRLERRTINEIDERELET,
RT9 T BEREEZEEL, RELET,

What to do next
T Ra—PIZH LWEREEA D = X A2 OW TR L E9,

AsyncOS APl @ Cisco A>TV tEFXa1 T A EETD
OpenlD Connect 1.0 D% E

T (114 _—2)

cU—r7 77— (115 4—)

e TINT IEA M= (115 °—2)

 BIFESRME (116 ~—2)

« 77T AT A TO OpenlD Connect DR E (116 ~=X—7)

«CLI Zfifl L7=7 7 A 7 > AT® OpenlD Connect D% E (118 ~2—)

M=

Cisco 2> TV eX a2 V7 0BT 774 7 > A%, OpenlD Connect 1.0 F8FET ID 7' 12 /31
X (IDP) T 277V r—ra v Eiid 7 947y REOHEEYR—NL, 7774
T AT FTREZR AsyncOS AP & > — A L A28 L9, BIE, BEVWOT 7T 47 A
L. Microsoft AD FS & Z % i F§ L C OpenID Connect CF3/E LTV ET,

B BongEszsy
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7—s 70— |

J—42 70—
WDOT—7 7a—"7T{X, ADFS%#ID 7u (% N7 7V r—2ar w7537 M T
TIAT A=A A X L THEHALTWET,
FIE :

1. ROU—7 7ua—7TlL, ADESH#ID7u (% N7 7V r— a2l I3A4T 0 b,
TITIAT AR —=ATa A ZL LUTHEHLTWES, 77747 A TOOpenlD
Connect DFXE (116 X—2) B LTI,

2. QERBYOTIT AT 4) TTT7A47T 2 AX, OpenlD Connect DFXEA X T — 4 &
Ehx—2RE LT, AT v 71 THOEREICHSNWTT 78 A =7 U ARFEL F
ﬁ‘o

3. ADFSTHEHT 7V r—a v EFEIELIER, 778A =2 2R LET, 77 EXA
=2 VERIEB L OZET D HEOFEMICOWTIE, BT e X —F7-1LID 7=
NRAB =D =2 T NV EBZR LT EEN,

4. APIEREZT VB A =0 L BIZT T ITAT U ATEEFELET,

5. T79A4A 7 AZ, AT v 2 TR L-F—Fy FafiH L TAPIERDT 7 &R h—
7o ERRELE T,

6. T7IAT AT, TIVZEBA =7 U NOMLERBER (BITEH. {8E) 2HirLE4,

7. TTI7AT A, va— VERMEAEMHEH LT, AsyncOSAPIIZT 7 ¥ AT 5720 D2 —H—
o —/UHERR A FFAI L, #1048 CTE9,

8. T 7TAT AL, AsyncOS API ERICHEYI 220 A 2428t L £ 97,

I e b & S Sl
Wz, oI nNT 78R N—=2 L OBRERLET,
ANy B —
alg:RSA256
typ:JWT
[....]
R4O—F
claim:aud: CiscoEmailAPICaller
claim:iss:http://adfsserver/adfs/services/trust
claim:iat: 1594712147
claim:exp: 1594712807
claim: CustomOrgldentifier: MyCustomOrgld

claim:LastName: Fernandes
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claim:FirstName: Erik
claim:Email: http://erik.fernandes@customorg.com
claim:Role: LogCollector

claim:Role: ReadOnly

[...]

TFIAT AL, ROTNLTY AW LS TEBLEINTZT VB A F—0 OMFEEDO B %W
K= b LET,

* RSA256
* RSA384
* RSAS512

OpenID Connect T7 77 A 7 A &G ET HHNI, IROFHTEFEMAZHIZ L TWD T & AR L
ij—o

KRR TR SNDRAET B A ZNET T F7A T UV ATHR— SR T35,
'777090“’_“.‘/3-\/ﬂj:nuniE7D/\/l)&TmunEL/ 77'[211\ &-/%H& T%é

« 7T AT AL, HTTP R H TRGEY 1 /3 A #1285 LT, OpenlD Connect A % 7 —#
REEFRETE S,

7 754 7 > AT OpenlD Connect D& E

1R BHIIC
WOERIZHOWTHER L T X0,

o RAEZ A X —DREIWFHEDNT) ST a A X =L > TITEINT=B 2T 7
TR N—7

T I RA M= NF, T IAT VAPMERHAF 2w 7V BFITTEDHLOICTH=
OO —)UEBNEGEINTWDBLEND Y F5,

FIE

ATy [VATLEE (System Administration) ]>[OpenlD Connect]z 7 U v 7 L £,
ATy T2 [RENHwE (Edit Settings) | 227 V27 LET,
ATV T3 UTFORICEEHINDMNERT A—H % AL T, OpenlD Connect Z 7% E L 7,

B BongEszsy


http://erik.fernandes@customorg.com
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77547 > 2T Openid Connect D% [

OpenID Connect /X5 A —4

Bl

[IDF 25 A F—D A 4
7 —4 OURL (Identity
Provider Metadata URL) ]

OpenlD Connect D& E A X 7 —Z ZWAFT D7 OIEH T2 ID 7F'm /A XD
URLZ AN LET, AZT—ZIF, 77 8RN0 VORGECER S ET,

WIZ, ID 7' m/ A Z @ URL Oz~ LE T, https://example.com/adfs/
.well-known/openid-configuration

177 (Issuer)

TIRBAN—=7 UV ORITEOEEALET,

GE)
ZOfEIF. TIRBA =T VORIEFIZT VB A M= L OFRITEERAE &
—HTHMENHY T,

WIT, FITHEDOFIZ 7 LE T, http://example.com/adfs/services/trust

K

TIRA =7 OMBEEKRIEE BT DHERHLMBEDEEZ AN LE
B

G
BROXGEMEZ BN 25613, (74BN (AddRow) 127 Y v 27 LE
j"o

[#3R4 (Claim Name) ]

a—Fu—UEFREGLT 78 A b= COEROAFTIZ AT LET, R4
I, 77 8A =7 b= ERE PGS DO S ET,

ID 7R, E =TT
AT AT —)LO< vt
N

ID 7 u A X —N"—TCEHZIN2—F =T N—Ta—LE AL, 77
FAT VA CHRESNT- ST A —hLa—F—o—LEZ RN LT, @HD
n—LEwy L7 LET,

GE)

B oa— L~y s La— KRBT 58810, {T285 (AddRow) ]
Vv LET,

ATy T8 ERzFEEL, RFLET,

RDEZRY

AsyncOS API = —/L @ Authorization Bearer ™~ ¥ —|Z7 7B A h—27 &5 AP R %A %

FLET,

RIZ. API @ Authorization Bearer ™~ % —|Z7 7 £ A b — 7 %G ® 72 AsyncOS APl % FFUMH
FTHIZRLET,
curl --location --request

GET 'https://sma.com/sma/api/v2.0/config/logs/subscriptions?retrievalMethod=manual’
--header 'Authorization: Bearer <add access token here>’
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—frnEEszs |
B cuzEmLE7T547 > 2T0 Openid Connect DEETE

CLIZ#ERLE=7 754 7> XTD OpenlD Connect D% E
WD HE A7 % F4T4 5I121E, oideconfig =~ > K& L £9,
* AsyncOS API DFE - A —/L%7— k7 = A C OpenlD Connect i E L £7°,
« A A=/ — K7 = A T OpenlD Connect %% E &= HIFR L 7,

E2a—NDHRAITAX

« BRUZAY X—T DO, on page 118
« 7T 7 LU ADRRIE , on page 119

W= =g

* —fixixXJE, on page 119

BERICAYR—CDERA

(B = NVRRRES NI EB 2 —PRE) K<HHT =207 A v 77 R YR MefE
RTEET,

S]]

RIEFIR

BT ~— IZBEIL, Vg FUOh EMMTICH S [B
LUTA Y (MyFavorites) | A =2 —05 [Z D=V 2B
AV IZiBH (Add This Page To My Favorites) ] &34 L £,

BRUIZAY ~DOEETIIHMEEREIILED Y £ A,

BRICAD U R M=V %
BT %

BRUICZANYDIEFZZEEL TS |[[BXUTAY (My Favorites) > [BRUCAY 23X TERR
(View All My Favorites) | Z&R L, @Y2NEFICHBKUICA

We 7y 7 LET,

BRUIZANY _—U 4Hl
TiTH A E T S

[BXUTAY  (My Favorites) 1> [T X TOIRRUIAY 2 F£R
(View All My Favorites) | 3R L, LT HBKUTAD D
Aixz s ) w7 LET,

BRUIZAY ZHIBRT 2

[BXIZAY (My Favorites) > [BXUZAD &3 X THER
(View All My Favorites) ] Z3ZR L, BRUZAY ZHIFRL £
j‘o

BRUTAY _XR—=ICBEIT 2

7 4 RUOE EBMIITICH S [BKUIZAYD  (MyFavorites) ]
MHR— VRN L ET,

AA A E =T A AR
)

BRUICAY ZIBIRT 50, X—Y O [AIDOX—TIZRD
(Return to previous page) | &7 U v 7 LE7,
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| —mmnEEszy
T)I7LURDERE .

T)I7LURADERTE

XA TFABEEBTFISA T URATEESNE-EEL—V

*ﬁwmﬁéﬂﬁlﬂﬁiﬁ®7)77V/X%@WT%1¢O_@7)77V/2ﬁ
I—HFNEeX 2 VT BT IS4 T RCa A T AERNCEAINET,

- S5 (GUIIZH#EH])
cTUT AT N=Y (BT, SRR ENDRN—Y)

s LIR— K R=UOFT 7/ b ORI (FARRER AT v a vid, BT A—ABIO
Web LiRN—T 4 7 R=TDOY Ty hTY)
e LIRN— F R=VOEIZETT DT

EROA T g iEk, a—Y a— ko TRARY £9,

INHEOTV Ty L AERET DHIZIE, [A7 > 3 (Options) 1>[ERIEXE (Preferences) ]
ERELET, (A7 zar (Options) | A==—IF, GUI V1> KU EEHAMICHY &
T) . BT LEOEELZRELETS, ETILEIH FHA,

Je

Tip  [BREEE%7E (Preferences) | X—IZ7 7 ¥ AT HHICFER L TWE_A—DIZRA IR, R_—Y
THERD [ATDX—IZKR % (Return to previous page) |V 27 %27V v 7 LET,

NERREEES N1 —
ANERERE S e 2 — YT [2‘70‘:/5 v (OptiOl’lS) ])(VA:L‘_‘/C% SR EEEIRTEET,

|
X2
auh
Kz
gl

eWeb A VX —T =2 A ADL XY 7Otk (120 *—7)
e Web IR SHTOE=2 1 > 7 (119 =—)

Web FRRKESITOE=S2Y) 2T

(s FR L 53 7 (UsageAnalytlcs) 1, OHTHEHE RO T DT A N T 7T 4 BT 4T —HF
DA A NEBDLIZOIEH L ET, BRI (Usage Analytics) ] 3F 2N 72> T
DEE, TTITAT UV AFH L Web A L H—T =2 ZATT 774 T 2 ADOBEREDHE AR
T2 ENELET, HEHRROFEHERIZ, 9L T, 77 I T AD2—H 7 2
TUAENESEBTZDODA YA NEELTZDIEHLET,

BHA A M=V DA RO 5 REIE Cisco Secure Email and Web Manager (2350
T, 774/ M THENZ o> TOE T, EHARROIREELZ AT DITiE, ROTFIEZ %
fTLET,
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FIE

AFYT1 HLOWeb A v X —Txf ADR) X2 ) T4 ERTTIATLATRH 22007 LT, LH—
Web f > ¥ —T7 A A% —RLET,

ATw T2 [FHT 7747 A (Management Appliance) 1> [ A7 LG5 P (System Administration) > [EA%E%E
(General Settings) ] ZZR L £9,
ATv T3 [REOHE (EditSettings) 127 U v 27 LET,
ATy 74 [HEHRISHT (Usage Analytics) 17 4 —/L RO [F%) (Enable) | F = v 7Ry 7 ZA%A 2 LT, IR
MO REZ AN LE T,
RT9TS BEREEZEEL, RELET,

Web £ B —TJ A ADLUEY T DHE

BRI WebA v X —T 2 A AD VXY 7 D7DIZ, Internet Explorer A€ — KD A —/3—
T4 REAENZTHZ L2 HRLET,

\)

Note = DIKREZ AT D Z LMD AR Y v —ITER T 2B A1E. ZOWELZEDHICT 2 LN
TEET,

Procedure

ZAFY Tl HLOWebA v H—T A ZADR) EFa T4 EHAT FIATLATR 22097 LT, LA —
Web f vV F—T = A A ua—KRKLET,

RTY T2 [T 75 A7 A (Management Appliance) ]>[2 A7 L% (System Administration) |> [2A%FRE
(General Settings) | 3R L £,
AT T3 [REDOHE (Edit Settings) 227V v 27 LET,
ATv T4 [IER#HE— RO LEEE (Override IE Compatibility Mode) 1 7 « —/v KT [H%) (Enable) | F=v 7 Ry
AEA T LET,

ATy TS BHEEZEXEL, BELET,
PISATUATENGY—EXRDBEEHERAT—H X
DR

CLI T diagnostic > services W7 a< v R&fEHAL T, U TEE{TTE £,

B BongEszsy |
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FISATURTENLY—ERAOBEBLERT—220%T [

T T IAT UV ATHNNI o TWDEY—EREZHEIH LEST, 777947 A HRIT
AHVEITIHY FH A,

T IIAT LV ATHMMI > TVAHYF—EADAT—Z A2 F R LET,

Bl : LR—F Y—ERXDRAT—R ADERR

YK@WJTG;K services A~ F%'fﬁ)ﬂ LT\ 7705/]) ?VX"C%;‘?JZ:&EOVCU\%) ]/7\]_\9“‘ }\ "j‘““
EADAT—H A F£RLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD STATUS - Display status of last reload run

- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

- API SERVER - API Server

[1> reporting

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[]> status

Reporting has been up for 28d 20h 45m 35s.

Bl: AvtE—C FSIVFUT H—EADEIES

/k@ﬁjfﬂi\ services 2 v R&{ffH LT, 77°§47y2"6ﬁ§jj@1f£’)(l/\57z yE=Y
FowxL S - A EEHLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD_STATUS - Display status of last reload run

- SERVICES - Service Utilities.

[1> services

Choose one of the following services:
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- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

- API_SERVER - API Server

[1> tracking

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> restart

RN ') A LD EHE

TTIAT AL, REESNTZEHETEIRGEREFEHA LT E—F RAA Vﬁ)%@?ﬁﬁi%
MEEL., RAAL DI LT ooy /VEHELLET, ROEETE AR EHERTA L1
X2 VT4 EHT T IAT U AERETEET,
c VAT AV AN T TATUARIIEETEDBIERDOIY A SRHENUOHA A h—
NENTWET, 2t VAT UARREEEINET,

e HAZ LY AR BHTEDEIRDIV AN AT~ A XL, TTITAT LV ATHAHR
LAYANEAVR—PFTEET,

)

GE) VAT LAY A NERIEIIAZ A XEINTZY A ROWT I, FREETOU R KRS T,
UE—K AL UL OIAELZ BRI TE F7,

GUI D [ v T —7 (Network) 1> [FEFIZE (Certificates) > [2iE/R O (Edit Certificate
Authorities) ]3—3 % 721% CLI @ certconfig > certauthority =~ > R&HH LTV A N & EH
LE7,

[*> FU—7 (Network) ]>[FEFIE (Certificates) ]> [FRAE/R DR (Edit Certificate
Authorities) ] ~—I T, IROF A7 ZFATTEET,

e VAT A VA RNEFHTLZNEIDEFRLET, VAT A VR MNIARX—T NV ERIE
T A =T MITEET, IOV TIE, VAT AR U A O L (123 %—)
L TLTEEN,

HAS LFREERY A M EFEHTLINE I EERLEST, VAX LV ANEFEHLT, 7
FANT7ANDBY AR VR— b TDEIET T ITAT VA% A F—TNWIITEE
T, FEHCOWTIE, BAZ LZIHY A PDOA R —F (1233—) 28R LTLE
S,

FEEROYV A e AR—=FLET, n—UV KT A4 TOEEDBFTIC, RBIFRD T A
TAYAREFIHAZ LY A M2y AR—FTEET, FEMCHOWTIT, FaH Y A
rpOxmy AR—1 (124 X—) 2L T EEW,
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v27uz2iERY 2 tomnt ]

[*> hU—2 (Network) ]>[REBAE (Certificates) |>[{E#H T 5/ — FIEBAEOEHE (Manage
Trusted Root Certificates) ] X— T, IRD X A7 BFE{TTxET,

CFERAED I AX LY A RNEVAT AV A NERRLET, IOV TIE, [FETED
JL— FEFAEOF T (125 2—) 2R LT IFEN,

 MFEOFAELZHIRLE T, A AR— ML HAZ LFEPAELZYIBRTX £, SFMcoON
TIE. B AZ LEEAEOHIER (125 2—) 2L T EEN,

VZTAn:L\nIE% 1) R Fd),.\\ﬁdl‘“:

TVVA VA=V ENEVATLBIF Y A MIT T I7A T U ADOHIRTEEEAN, A
F—=TNERET 4 =T NI TEET, ZTOVRMNET 4 B—T/WILT, TT7IAT VA
TUVE—FHRRA DL OFFAZEOHRIC2——D I A NOLEFEHAITIH LI TEES,

FIRr
ARV RFERERTI VA Y E:9)

ATy T |[Fy hT—27 (Network) ]>[fFFHE (Certificates) ]
N=VIZBHLET,

AT 7T 2|[RFER (Certificate Authorities) &2 3 3 > T, [
TE % it (Edit Settings) =27 V7 LET,

ATV TI|[AT 2L YA (SystemList) ] T[T 4 &—7 b
(Disable) 1 %27 U v 27 LET,

ATy T4\ EREEZXEFL, REFLET,

ﬁ;KGLA@UJH%[J2~FG}4:/#%_

BETEXDFIAMRON AL LY A NEBERR LT, T IA T ALV AR—FTEET, 77
AMEPEMIERIC LT, 7794 TV ATEETIREROIEAENE TN TV DILERDH
D ET,

FIE

AT9T1 [y T —2 (Network) ]>[fE#E (Certificates) ] %7 U v 27 LET,
ATy 72 [REDIHwE (Edit Settings) |27 Vv 7 LET,

ATv T3 [A%ML (Enable) |47 v a Ry 2@ INLET,

ATV T8 WA LK) ARNT[77A/V%EEIR (ChooseFile) 127 Vv LET,
ATv 75 GEAECYFESKBL, [OK]| 227 Uy 7 LET,
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ATv 76 (A7 =) [FQDNMRGE (FQDN Validation) | = v 7 Ry 7 A% 4 A2 LT, fEAEICH 5 [Hh@s
(CommonName) ]~ 4 —/L K, [SAN : DNS4 (SAN:DNSName) |7 « —/v F, F72ITZ D57 FQDN
AR THLNE I DEHRTELLIITLET,

ATw 71 [ZEIE (Submit) 1227V v 27 LET,

GE)
UTFDOF = 71X CA DA R — MRFRIZIThIVET,

* Expiry

[REFAEDRENT 7 — (Certificate Expiry Alert) ] : /7 A% L CA GFAZEOFEAEDLL T 7 — &%
BLET, 77— Midsystem_logs ([ZREk S 4L, BEAFE 21T 72BN S N2 A H L CA REHIZE D]
FREINLETOOHIZ/AD L, 77— M A—ANEEINET, 77— hOEEMBIL. ARHIRD 90,
60, 30, 15, 5, 4, 3, 2, BLW1 BEI, AMHIRA EHRONZICA TV a— LS ET,

- E
cCA 7T UNEEL. [True) ITHRESHTWD
o f UAR— FTDOHMFRGERNA VAR — FINTWBIEEI, V— FREERNTFET D,

u:L,\nIEFJ U A I‘ODIOZTI'\

VAT ANORECE BRIROY 7% v hOREHRT 50, BAFON A4 1LY A ROl
BT OA.

N

CE) HRHFLAVRAME Xt 77 A M7 ZAR— kL, RIEFEBINEZITHIRT S L9 ICREL
Tob, Z7ANEIAZLY AN LT T I I9A4T R VR — N TCEET,

FIE

ATy T [F*v bU—7 (Network) ]>[REFAZE (Certificates) ] %27 U v 27 LE 7,

ATy T2 [RENHwE (Edit Settings) | 227 V27 LET,
[ E O (Edit Settings) ]121X, A X AGEHEB L OV AaOEEHTE 20— FEFAENRY A b
e 8

ATV T3 GHEAEZ 7Y v LET,

ATy T4 [THARKR—b (Export) |27V 7 LT, iEEEZ7 AR—FLET,
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EETES/IL— FIHAEDRT
1B

ATY 1 [y bU—2 (Network) 1> [FFZE (Certificates) | %27V v 7 LET,
ATY 72 [EHEHTE 50— FFEHEOEE (Manage Trusted Root Certificates) 1 %27 U v 27 LET,

B4 C& 50— FIEBHEDOEH (Manage Trusted Root Certificates) 121X, WA X LB LNV A aD(EHET
EHN— MEENR - ERRINET,

ATy T3 [[EH%E EEX (Override Trust) | F =y 7Ry 7 A4 A L CEHEE EEXLE T,
ATw 74 [ZFEIE (Submit) 1227V v 27 LET,

(B T& 2/1— FEEEDOEH (Manage Trusted Root Certificates) ] ~— T, [FEHHEOX T o m— R
(Download Certificate) %7 U v 27 LC, B—h L~ U IZiEAEEZ XY v n— L TUREFETE 7,

H A5 LEEERZE DHIFR
FIE

ATy T [y bU—7 (Network) ]>[AEFAZE (Certificates) ] %27 U v 27 LE 7,
ATv T2 (B TE D — MiEHEOEH (Manage Trusted Root Certificates) | &7 U v 27 LE7,

[{EMECTX 5/b— FAEBHEDE M (Manage Trusted Root Certificates) ]2 4 A X AGEBHEN Y A F & E T,

ATV T3 WAZLAOEETE H0— MEHZELHIBRT 5120, [HIFR (Delete) 127 VU v 27 LET,
ATy T4 [EE (Submit) 1227V v LET,

CRL Y —RXDIXTE

Cisco Secure Email and Web Manager (£, =—% —OFEAEN K L TN & 2 ERT 572
OIT, FEAFMFEDO—BR & U CREEHRZN Y XA b (CRL) PRI D KE) LIGEREHED Y X b
EHERLET, == ETZOV R NEHERHON—T 3 SR ORENRSH Y £9°, Cisco
Secure Email and Web Manager (%, = —%—0R{ER L7ZA 7V a— N TInas ¥ v run—RKLE
T VAMNIFETEHR T2 TEET,

&R e

«GUI il L7= CRL Y — 2D/ E (126 ~2—)
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«CRL VY —AD T a—rLaeE (127 =2—3)

cCLI ZffifH L7 CRL Y —20#HE (128 2—)

GUI #{FR L7-CRL Y —RXNDHETF

KN EAEOY A NOF 2 v 7 ZHREITERNICTH L9 CRL Y —RAERETEE
9, CRL Y —RAZBM, ¥H, BLOHIRTE 7,

CRL YV —AZRET HIE, WOFEEFEITLET,
Flig
ATvF1 [£v T —2 (Network) ]>[CRLY —A (CRL Sources) ] %7 VU v 27 L%,

ATw T2 [CRLY—ADiEH (Add CRL Source) ] %27 U7 LT, HHLWCRL Y —A%BMLET,
[CRL GEBAZELZHY A ) Y —ADBEN (Add CRL (Certificate Revocation Lists) Source) ] 7 « > K7 235

RENET,

RAT9 T3 UTFTORICFEHIND M/ NT A—H % ANJJ LT, Cisco Secure Email and Web Manager (Z CRL  — A % iE
mLES,
INTA—4H Bl

CRL” 7 A V4 (CRL File Name) CRL Y —AT7 7 A NVDLEiI# AT LET,

CRL” 7 A V%A 7 (CRL File CRLY—=AT7 7 ANDEA T2 ANT)LET, ASN.1 (GG
Type) 1) E72EPEM (7T A N —iftb A —/v) CRLZ 7 AN A T %
BRTE X7,

CRLZV 7 ANEE GO —RT57 | 77 AN G 7 7ANDT T4~ )—AD URLEZ AN LFE
Z A~ 1 Y —AURL (Primary source | 3",

URL to download a CRL file from) 7= & 21X, https://crl.example.com/certs.crl

TIARVEEEBPFEATERWG | 77 AN A 2G0T 7ANVDEH 2 Y Y —=AD URLEZ AN L%
BERT 28D XY Y —AURL | T, ZDO7 4 —/L RIHMEETT,

(A7 a>) (Secondary source
URL to use when the primary source is
not available (optional))
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CRL Y —R M5 B—/3LERTE .

INTGA—4H

aBA

CRLZV 7 AINVDAFr Y 2 —)LENT-
HE 7 v 77— FDOF#ME (Enable
Scheduled auto update of CRL file)

CRLY—AT77ANEXT O— RTAEAF Y a— L&A LE
‘é—o

ATV 2=V ENTCHBEH 2 AT 5I2iE, [CRLY 7 A /LD A
Y a—)VEN-HET v 75— F DA% (Enable Scheduled auto
update of CRL file) ] Z#R L £3, [ H (Daily) ]. [f#E
(Weekly) ]. F£72id[#H (Monthly) (47 v arZ®RL, XU
vo— REFETTH0% 04 B 2fETE £,

V—Z2MDF A~ (Test Source)

[CRLY —A®DT Ak (Test CRL Source) ] %27 Y » 27 LT, CRL
VAT 7 ANNEFRICEHINTENEIDET AN LET,
G¥)

CRL Y —AT7 7 A I T —HRXR—=RZX U a— RENEHA,
CORBE T ) v BHE, CRL Y —AT7 7 A LB IEFICHEH
SNTENEIDPNRT A FENRET,

ATy 4 ERAREL, RIFLET,

RDBERY

CRL Y —AZHHB I OHIFRTE 77,
«CRL Y — A% FEICHEHTHI21E, CRL Y —AZ IR L C[EH (Update) 1227 U v 7

L/iﬁ‘o

« CRL Y —AZHIBRT HI2IE, CRL Y —RAZEIRLCHIBRTZA 2527 Vv 7 LET, T
RTPHCRL Y —AZHIBET 5121, [TXTHOCRLY —AD 7 UT (Clear AllCRL Sources) ]

27 )y 7 LET,

CRLY — XD 5 O—/NJLEFE

CRL V—AD T a— )L EZRIT-> T, IROEHED CRL F = v 7 2HNEF-ITEDCTEXFE

B

o A 2317 K SMTP TLS

7Y k3 K SMTP TLS

*Web A H—T AR

CRL Y —AD 7 v —NVBGEEAT O I2IE, ROFIRZEITLET,
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ATYF1 [*> hU—2 (Network) ]>[CRLY—A (CRL Sources) | %7 U 27 L%,

ATw T2 [CRLY—A (CRLSources) |7 4> RTUD[CRLY —AD 71— L7 E (Global Settings for CRL Sources) ]
Y7 v a T REDHE (Edit Settings) 127 U v 27 LET,

AT9 73 BEINDIA TV a v EAHELEECT DI, ROF = IRy 7 Akt Eizidd7icLET,

o« A3 RSMTP TLSOCRLF = v 7

(CRL check for inbound SMTP TLS)

« 7 kN RSMTPTLSDCRLF =% (CRL check for outbound SMTPTLS)

e Webf X —7 A ADCRLT = v 7

(CRL check for Web Interface)

[7'va— L% E (GlobalSettings) 1= 7Ry 7 A4 L T, §_XCOLT v a vz LEd,

ATv T8 EREFEL, RFLET,

CLl Z{ERAL/CRLY—R®D

CLI Zf#HA L TCCRL Y —RA%

A

JL ==

X AE

%ET%@C@i\ certconfig > CRL ‘9‘73'\7\/ ]\%@"Iﬂq Li'ﬂ—o

Zoawy FaFTTL L RORITRITBRIELFATTE ET,

HJavo kR

B8

NEW

FLUWCRL Y —A&BMLET,

EDIT

BEfFD CRL Y —AZEELET,

DELETE

CRL VY —AZHIBELET,

PRINT

T_RTOCRL Y —AEFERLET,

UPDATE

CRL Y —AZFETHEH L F7,

SETUP

CRL V—AD 70— LR EXITWEST, &
DD CRL F = v 7 HH R E 721382 T
xET,

o A /37 K SMTP TLS
« 77 b3y K SMTP TLS

eWeb A H—T AR

%1 :
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serup 7 a<r REFEHAL T, ROFNZIRTIIICWeb A X —T = ADCRL T =7
EHMNCTEET,

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> CRL

Certificate Revocation List Summary
Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Disabled

There are currently 1 CRL sources configured.

Choose the operation you want to perform:
- NEW - Create a new CRL source

- EDIT - Modify a CRL source

- DELETE - Remove a CRL source

- PRINT - Display all CRL sources

- UPDATE - Manually update a CRL file

- SETUP - Change global settings

[1> setup

Do you want to enable CRL check for inbound SMTP TLS? [N]> n
Do you want to enable CRL check for outbound SMTP TLS? [N]> n
Do you want to enable CRL check for Web Interface? [N]> y

Certificate Revocation List Summary
Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Enabled

There are currently 1 CRL sources configured.

1l 2 :
PRINT 7 < REMHEHL T, ROFNIRT I HIIZTNTHOCRL Y —RAEERRTEET,

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[]> CRL

Certificate Revocation List Summary

Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Disabled

There are currently 1 CRL sources configured.

Choose the operation you want to perform:
- NEW - Create a new CRL source

- EDIT - Modify a CRL source

- DELETE - Remove a CRL source

- PRINT - Display all CRL sources

- UPDATE - Manually update a CRL file
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- SETUP - Change global settings

[1> PRINT

Currently configured CRL sources (disabled sources are marked with *):
1. crll6e: http://crl.example.com/certs.crl.pem
Certificate Revocation List Summary

Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Disabled

There are currently 1 CRL sources configured.
Choose the operation you want to perform:

- NEW - Create a new CRL source

- EDIT - Modify a CRL source

- DELETE - Remove a CRL source

- PRINT - Display all CRL sources

- UPDATE - Manually update a CRL file

- SETUP - Change global settings

ERRE AL %R (DN) 28T AV E—VDRELE

Cisco Secure Email and Web Manager (%, IDN RA A > ZELE A —/VT RLAZFFOA
t—UEZEBLUEETEET,

HBAE, BFA—NAT = T2 A ITRDEFED IDN RAA L DHZHYR—F L THET,

AV FOHIKEFE : o7 4 —38, X IVEE, TATEE, DT X ~T—T (i, N
Uy TRE, YT YT LFE, RXUTNEE. VY T — FaE. UV R —iE T vV AR R—
wm\A/77m\TFm\%7)m\ﬁ/‘_w%\g/ﬁ%£\7474)m\7:fu
. AV YER. YR U » MR, U ZVER. V2 NER. N wLVER,

G-y RXBLORT VT OEFE: 77 U AE, v T RE, BARE, NAVEE. U7 T4 5,
WEERE, AXA VR A X VT RE, WERE, AT XE. ¥ A5E. T 7 ETRE. WY 75E,

REEIER
« IDN Oiitesf: (130 <—)

« Cisco Secure Email and Web Manager T IDN R A A 2 i ] U CERE W REZRBERE (131 < —
)

IDN DRI &K

EB#E KA A >4 (IDN) HEREZ AT 2R, IROBHRRMEAR 2 L T\ D Z & 2R L
<TEENy,

e TRTOEFEA Y E—IIZIZ UTE-8 T 2— REN7- IDN 23 LE T,

el ziE, BAFA—NT =P T 2A12A v E—VZEETSHMTAIZIDN 297K —F L,
AvE—VHNDORALUNUTF8 IR TH D Z L2 ERTHLERH Y £,
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Cisco Secure Email and Web Manager T IDN K A « > %/ L TRE AR HEEE .

e T RTOFEA v E—VICIZUTF-8 Ty a— RENZIDNBLETH Y | sudet—/ 13—
ITZ TS U TIDN 2527 AL, VAR — T 0 ERHY 7,

T2 21X, BAA—NT =P T2 ANEDRA =T %%F AILD MTA X UTF-8 JE=UC
T a—RENZIDN & RAAL A R— T ALERHLY 9,

« YT 5T XTHODNS L 2— KT, Punycode XX 2 H L CTIDN 2% ET 2L ENRNH Y

\i‘g—o
7ol X, IDNIZMX La— R&&ET 556, DNS L a— RO R A A |3 Punycode /&
ANTHLIVERDD £,

Cisco Secure Email and Web Manager TIDN KA A & {ERAL TEEA
He7R i HE
Z®»Y J—ATlX, Cisco Secure Email and Web Manager W CIDN KA A > & L CRRE T
% DITIR DEERED I~ T,
*SMTP JL— FDERTE :
«IDN RAA U &2BMEIIMEL £,
«IDN RAA U EEALTSMTP b— hE2 s AKR— MEIFA A —FLET,

*DNSDERTE : IDN RA A &AL TDNS —_"—ZBME-IImREL £,

s LIR—FD/RE : IDNT—F (2—W—£, ELA—LT KLVA, FAASY) ZLHR—Fh
WCERLET,

A= RSYFUITDRE  AvE—V F T FUSIZIDNT = (—P—4,
BIA—NLT RVA, BEORAA V) 2RRLET,
AR T—. DANR, BLUTO T LA VIRBEDERE :

s VANAKRE DAL DHEIHES T, v~/ U =T ZkET 5 AlREtE D & % IDN
RAL D EBEGA Y=V ERRLET,

¢« ANRAKFELIINV T 2T OFEEMERHZ LTI N T LA 7 7 4V Z Ik TR EN
72IDN RAA UG A vE—V R R LET,

ARy TyNHE ATV T 4NE BEXORDLPA v =T v a il ko
THRHIIZIDN RAS V2 G A vE—VEFRRLET,
« ANLDIEBEDERTE -

« ANL FRFEVOHHANLE LTHRIESNIZIDN FAS V2G04 vE—V%
FKRLET,

e IDN RAA VEEGLEBFA—NT KL AZ®E—T7 VA NEeTay 7 VA NDET Y
B L £,
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[FQDN]
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eIV RA—HY—[RE : HAFET— FANONE O IDN HR— b, ZDO 7 =—XTlL, DR
SEFE— FIEV AR —FETWERH A,

SERER KA A 4 (FQDN) 1, A > —Fy N EOFFED AL B a—F 1T H A FD5E
B R AL AT, X509 iEHEOEA . FQDN KGE TIXZ OFEMAEDY 7Y = 7 Mkhl4
DHE4H 7 4 —/L K (CN) & dNSName % - 7 (SAN : dNSName) O subjectAltName L3R 235
AESNET, AsyncOSIE, £D 7 4 —/L RND @4 & SAN:dNSName D R A A L4, & FEE
ZMAE L £9, SAN:dNSName 44 (32 Z L 2HLEL 3, A%h72 FQDN OFIZIE,
example.com, *.example.com 72 &3 H D F 97,

FQDN YLD STk NG TN E T,

« CN %7213 SAN:dNSName 25FEBEICH D Z &, AsyncOS TIEW 940775 FQDN (ZHEHL L
TWDMERH Y 5,

« CN & SAN:dNSName Ol 5 23ZEHEIZH D Z £, AsyncOS TiL, il FQDN (ZHEHL L
TWARENRDY 7,

ROLH e N 2—2a RN ET,

« ETREHEORGE (132 ~—)

« WAL L CARGE (133 =)

« T T IAT VAGEHEORGE (134 X—)
TTTAT v AGEREOBIMNEI2I1FA AR — M2 FE{T3 % & Cisco Secure Email and Web Manager
%, FQDNMGEDR AN/ > TV AHEA, B — " —0 7 G ERGERIC, GEIEICx)
L T FQDN fRaE % 47 L E 9, 5EMi7Z2 = 71X~ T, Cisco Secure Email and Web Manager ™
system.current ¥ 72 1% gui.current 2 77 7 A L CiBH S vEF, 7272 L. Cisco Secure Email and

Webmanager Tid, #ki#4 (CN) 2372 <, HERILEFORWREY 7Y =7 MR H 5
HEA A= D2 LIITEERA,

E 7 SEEAE DIRELE

AsyncOS %, TLS 72 £ SSL #E T T DY — " A D FQDN HFE % Hl1fl92 Hil O % E %
UL £4, 7272 L. FQDN ¥ —E R IZFEH THENCTHMENH Y £7,

«GUI i L2 €7 AEHEDORKEE (133 ~X—)
«CLI ZfE ] L7 T REBEDORFE (133 ~X—7)
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GUI 26/ L - E 7 SEBAE DIR3E
FIig

ATY T [V AT LEH (System Administration) ]>[SSLEZE (SSL Configuration) ] X—I 77 &AL %7,
ATy T2 [REOHE (EditSettings) 1227 Vv 27 LET,

AT w73 [ETHEHEDEQDNAGE (Peer Certificate FQDN Validation) ] (23R &7z [A%1t (Enable) | F = v 7
Ry 7 A% A LET,

ATy T4 [EE (Submit) 1227V v 7 LET,

CLl Z{ERA L-E7IAEDREL
v REBHEDOKGEE EIT3 HI12I1E, ssleonfig 2~ > REANTLHMERDH Y 97,

1R8O BRI
FIE

prompt> sslconfig

Disabling SSLv3 is recommended for best security.

Note that the SSL/TLS service on remote servers may require that the selected TLS versions be
sequential. So to avoid communications errors, always select a contiguous set

of versions for each service. For example, do not enable TLS 1.0 and 1.2, while leaving TLS 1.1
disabled.

Choose the operation you want to perform:

- VERSIONS - Enable or disable SSL/TLS versions

- PEER CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, updater and LDAP.

AR5 L CA #&5iE

AsyncOS TliL, 77 I7A TV AT AZ LFBFERZ A ViR — M5 & 12 FQDN MGE%E F1T
TEET, RALIFETHNCT D2LERH Y £7,

FIE

AT 71 CERTCONFIG > CERTAUTHORITY > CUSTOM >IMPORT =2~ > R&Z A L £,

Enter in the command-line interface the CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT command

AFYvT2 A VR—FTDHT7ANDLRTIEZANTTILET,
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Enter the name of the file on machine "appliance" to import:
[1> filename.pem

AT w73 FQDN %R I 2581 3ME L1,

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN) format ? [N]> y

775472 REEBHEDREE

AsyncOS TliL, 77 I7A TV AGMHEET 77 A4 7 2 AZA »R— 3% & &2 FQDN Kk
EFRITCEET, MIHETFETHAMCT HHLERH D 7,

FIE

27w 71 CERTCONFIG > CERTIFICATE > SETUP =2~ > RZ A LFT,

Prompt> CERTCONFIG > CERTIFICATE > SETUP >

ATv T2 FRFEEAERLERGEIIATI LET,

Do you want to add an intermediate certificate? [N]>

AT v 73 FQDN Z MR T 25 GI1IAI LET,

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN) format ? [N]> y

X.509 FFEAE
X.509 1%, AF—iEHEOEX L EXRT S EFEEXERFHES (ITU) EE¥ETT, X.5097EHH
X, TUOXNBREERALCTAT T 4T 4 ZA8RF—I234  FLET,

X509 HEHLO FEHEI L, BT REAEICZEMEOIRWEL 7L X A F 2 IMEM R (EC) 25
HRNT & T,

REREAZ BN E 72134 »AR— h 95 &, Cisco Secure Email and Web Manager IZREFH D X.509
ALz FAT L &S, 3= D BT AR EORGEH I X.509 MREAEN AR 72 > T D55,
Cisco Secure Email and Web Manager |3 "7 GEBIE D X.509 MEEZ 34T L £ 3, aFflem 7%,
Cisco Secure Email and Web Manager @ system.current 2 27 7 A /L GBI &L E 5,

ESPEREYS
s BT REIEORKEE (135 X—)
o BAK N CAGEIERGE (136 ~X—)

« T T TAT VAGRAEORGE (136 ~—)
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erinzozi ]

E 7 SEERE DAREL
AsyncOS %, TLS#{EHZ SSLZE T, KO —E 2D E T FEHED X.509 MAkz fil#4 5
T2 DIBEORE A L £,
« 77 b3 K SMTP
* LDAP
T TT—H
*TLS Z 4T L7277 — |
* Syslog #—/3— (Syslog Server)
cAv—h TRV T N
« Security Services Exchange = ® 7 ¥

* Security Services Exchange #—/3—
722 L. 7Y RN RSMTP, LDAP, 7 v 77 —4% BIOTLS 2/ L7eT 7— hOET
REFED X509 fRAEE FEICH T HMERH Y 9, Syslogh—— A~v— K F 1k

7 H—s3—_ Security Services Exchange = 7 % | 5 X O Security Services Exchange #—
N—D BT FEFED X509 FET, 77 4/ FTEITSNET,

Web A > 2 —7 A AFETIL CLI M LT, ETREHED X.509 MGz % E CTE 97,
BEIE R

« GUI Z ] L7 B 7 REBEDORGE (135 =—)

« CLI 2l L7 © 7 REHIEOMGE (136 ~—2)

GUI 26 L F- E 7 EIBAZ DIREE
FIE

ATY T [V AT LEH (System Administration) ]>[SSLiZE (SSL Configuration) JIZFEIL £,
[SSLE%E (SSL Configuration) ] X— Y NFRINET,
AT T2 [REDOHE (Edit Settings) %27V v 27 LET,

AT w73 [ETFEHAEDXS09MGE (Peer Certificate X509 Validation) ] 1Z# Rk S/ [0 (Enable) ]| F = v 7Ry
I AEF AT LET,

ATy T4 [EE (Submit) 1227 Vv 2r7 L, BHEaI v bLET,
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CLI #{Ef L1- E 7 REEAE DHEEE
sslconfig a<x F%@ﬁﬁ LT\ EOT%E%%%*&EET% ij«o

mail.example.com> sslconfig

Disabling SSLv3 is recommended for best security.

Note that the SSL/TLS service on remote servers may require that the selected TLS versions
be sequential. So to avoid

communications errors, always select a contiguous set of versions for each service. For
example, do not enable TLS 1.0

and 1.2, while leaving TLS 1.1 disabled.

Choose the operation you want to perform:

- VERSIONS - Enable or disable SSL/TLS versions

- PEER CERT FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, updater
and LDAP.

- PEER CERT X509 - Validate peer certificate X509 compliance for Alert Over TLS, updater
and LDAP.

7 X2 Ls CA SERAEMREE

AsyncOS |%, 7 A% A CA REHIFE % Cisco Secure Email and Web Manager (21 > AR — h 95 & =
12 X.509 MEEA FAT L EH A

FIE

AT w1 CLI T CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT 1< 2 K& AJJ L%,

mail.example.com> CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT

ATFYT2 AR —=FTET77ANVDLRTEATILET,

mail.example.com> Enter the name of the file on machine "appliance" to import:
[1> filename.pem

T 7 A IIMGEER L TA VA R— N ERET,

T I54 7 ASEBAZENREE

AsyncOS X, 777 4 7 > AGEP]E % Cisco Secure Email and Web Manager |24 7R — 95 &
EIT X509 MEEZ AT L ET, BEEIFH THAICT DIHERH Y 7,

FIE

AT w71 CLI T CERTCONFIG > CERTIFICATE > SETUP I~ > RZ AL ET,
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ATy T2

mail.example.com> CERTCONFIG > CERTIFICATE > SETUP

ESEN

AT LiTo

. HTTPS T 7 A, BLOLDAPIZ 1 DOFBHEF - IIX—2FHT 528812, Y] &

Do you want to use one certificate/key for receiving, delivery, HTTPS management access, and LDAPS?

AsyncOS (X, 4 VAR —NENTT T T4 7T 2 AGEET X509 MRFE2 3T L9,

u

)

GE) IBHE0LHT7TS—hF
AT NEHFRE (N T R, T AT R, HTTP., BLULDAP) & 7 A % A CAEERA

HOEHEDRNT 77— Fax2ELET,

77— M system_logs |ZFREk S 4L, BEFOFEAE E I I BN SN ZGENE (2T A
SEBHE L WA X A CAGEHE) OWIRUINE T HiZ/Zb L, 7T — M A=K EEINE
T, 7T — FOEEMMREIL. AHIRD 90, 60, 30, 15, 5. 4. 3. 2. BLO1 BEL. AL

RE EHIRONBICA TV 2a—LSNET,

—Ju/EH (SPoG) #Rex(EMT 5L, H—D7 71~ Cisco Secure Email and Web Manager
“C Cisco Secure Email and Web Manager DEfiIZ T 7 £ A T& £9°, #HED Cisco Secure Email
and Web Manager === 72377 A = U Cisco Secure Email and Web Manager == = v N ZHE S
NTNDZEEMERTHMLERLYET, FI7A4~ V2= s EDOEH L F U Cisco Secure
Email and Web Manager ==~ FDE=X U 7 FT7oF 7 REREDEREFRTE
F9, =L, HEREFRRTHIZIE, 77 A~V Cisco Secure Email and Web Manager D =1 >
RIAL L A E—T oA AR L THREZADNCT ILERNDH Y 77,

[F L& BRI

9T D Cisco Secure Email and Web Manager 7 /XA AD/NN—2 a3 UR[EI L THDH Z L i L
\iﬁqo

Ka w72y /N2 LT, 7 F 4~V Cisco Secure Email and Web Manager = = v b CIF#
ZUNEET 521X, smaapplianceconfig =~ > REEHTL20E RN H Y 7,

REEAICTDE, TI7A4~Va=y FNHNDE I Z U Cisco Secure Email and Web Managers
Dtz R TEET, 774~V Cisco Secure Email and Web Manager C? SPoG (Z & 5 F£#il
For (143 ~—=2) Z2ZML TS,
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. Cisco Secure Email and Web Manager @ SPoG [Z & % ;B0

A\

6=

Y

SPoG Z AN FE I ITHNCT 5 & NGULICFEFFHZR 7 A L TWAH TR TO2—F—Dt v
a VNN . =R D LWERIC Lo Tr T Y hanE T, 22—V —F3HE
0o T ALENRHY T,

F 72, Cisco Secure Email and Web Manager 7 SPoG (ZiB/I1 & 415 7> SPoG M B HIBR &L, BIfE

il U Cisco Secure Email and Web Manager ® NGUI (272 7' 4 > L CW 551X, JWT BREED 7
m—PEREIND, v T hShET,

GE)

:l‘—"j“—ifl muuﬂigg @uﬁﬁi @‘f)uéﬂ’(b‘éﬁ—’\f@SPOG ETHLTZ@E)Z\%ZP%
Di‘é‘(}

7= & ZI1X. 774~V Cisco Secure Email and Web Manager (2N FEFEL—H —L LTRr oA
LEo2&LTnbsELET, 771~V Cisco Secure Email and Web Manager 725t 1 > 4 U
Cisco Secure Email and Web Manager (27 7 2 23 %(Z1%, EH & VU Cisco Secure Email and
Web Manager Clr] CAMTRRGER EZHEH TE 20 ERH Y £7,

smaapplianceconfig =~ > FZfEH 25 & RO Z LRAREIZR D £7,

» Cisco Secure Email and Web Manager @ SPoG |Z L 5iB/1 (138 =X—7)
» Cisco Secure Email and Web Manager @ SPoG |Z L Afm&E (139 =X—)
» Cisco Secure Email and Web Manager @ SPoG |Z X 2 HlIFx (141 ~<—7Y)
« Cisco Secure Email and Web Manager (23517 % SPoG xfIith—E 2 (142 <X—2)

« 7°7 A~V Cisco Secure Email and Web Manager C?® SPoG (2 L 2 #Efli#ir (143 =—)

Cisco Secure Email and Web Manager @ SPoG [Z & % 3E/0

W DOFIE, Cisco Secure Email and Web Manager % B19 % FiEZ R L T ET,

vm21lsma0061l.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.

[1> ADD

Enter the IP address or hostname of an appliance to transfer data with.
(A hostname may be entered in this field, however it will be immediately
resolved to an IP address when the form is submitted.)

[1> vm21sma0062.cs21
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Enter a name to identify this appliance

[1> SMA0062

File transfer access via SSH is required to transfer reporting data, message logs, and
quarantine safelist/blocklist data from appliances

Would you like to configure file transfer access for this appliance? [Y]>

Would you like to use a custom ssh port to connect to this appliance? [N]>

Enter the login credentials for an administrator or an operator account on the appliance.
This will be used to obtain an SSH key for file transfers.

Username:

[1> admin

Passphrase:

[1>

Appliance 10.10.3.62 added.

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

3 10.10.3.62 SMA0062 Yes Disabled Disabled Disabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1>

vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:
[1> added vm21sma0062.cs21

Changes committed: Tue Apr 27 10:28:01 2021 GMT
vm21lsma0061.cs21> smaapplianceconfig

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.62 SMAOO62 Yes Disabled Disabled Disabled
2 10.10.3.165 SMA165 Yes Enabled Enabled Disabled
3 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Cisco Secure Email and Web Manager @ SPoG (Z & 5 #R%E

WOFE, &A%Y Cisco Secure Email and Web Manager #§5i /37 A — & Z#fte ¥ 5 HiE &R
LTWET,

vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.165 SMAL165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

3 10.10.3.62 SMA0O62 Yes Enabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> EDIT

Enter the name or number of the appliance you wish to edit.
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(1> 3

Enter the IP address or hostname of an appliance to transfer data with.

(A hostname may be entered in this field, however it will be immediately
resolved to an IP address when the form is submitted.)

[10.10.3.62]>

Enter a name to identify this appliance

[SMAQ062]> Tracking SMAQ0062

File transfer access via SSH is required to transfer reporting data, message logs, and
quarantine safelist/blocklist data from appliances

Would you like to configure file transfer access for this appliance? [Y]>
Would you like to use a custom ssh port to connect to this appliance? [N]>
Appliance 10.10.3.62 was edited

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

2 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

3 10.10.3.62 Tracking SMA0062 Yes Enabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.

[]> SERVICES

Enter the name or number of the appliance you wish to configure.

[1>1

Services for appliance "SMA63" at address 10.10.3.63:

Email Reporting service: Disabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Would you like Email Reporting to be enabled on this appliance? [N
Would you like Email Tracking to be enabled on this appliance? [Y]
Would you like Spam Quarantines to be enabled on this appliance? [
Services for appliance "SMA63" at address 10.10.3.63:

Email Reporting service: Disabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Enter the name or number of the appliance you wish to configure.

[1>

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

3 10.10.3.62 Tracking SMA(0062 Yes Enabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> services

Enter the name or number of the appliance you wish to configure.
[1> 3

Services for appliance "Tracking SMA0062" at address 10.10.3.62:
Email Reporting service: Enabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled
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Would you like Email Tracking to be enabled on this appliance? [Y
Would you like Spam Quarantines to be enabled on this appliance?
Services for appliance "Tracking SMA0062" at address 10.10.3.62:

Would you like Email Reporting to be enabled on this appliance? [Y
]
[

Email Reporting service: Disabled

Email Tracking service: Enabled

Spam Quarantines service: Disabled

Enter the name or number of the appliance you wish to configure.
[1>

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.62 Tracking SMA0062 Yes Disabled Enabled Disabled
2 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

3 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1>

vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:

[1> use vm21lsma0062.cs21 for tracking

Changes committed: Tue Apr 27 10:32:32 2021 GMT

Cisco Secure Email and Web Manager @ SPoG = & 5 HIlf&

R DOFIIE, Cisco Secure Email and Web Manager % HIR3 5 HiLkZ R~ L TWET,

vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

2 10.10.3.165 SMAl65 Yes Enabled Enabled Disabled

3 10.10.3.62 Tracking SMA0062 Yes Disabled Enabled Disabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> DELETE

Enter the name or number of the appliance you wish to delete.

[1> 3

Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
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(>

vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:
[1> deleting Tracking SMA0062

Changes committed: Tue Apr 27 10:37:12 2021 GMT
vm21lsma0061l.cs21>

Cisco Secure Email and Web Manager [Z & (T % SPoG xfitH—E X

K DOFIE, Cisco Secure Email and Web Manager TH—E 2 2 {2 T 5 HiEE R L TWET,

vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.62 SMAOO62 Yes Disabled Disabled Disabled
2 10.10.3.165 SMA1l65 Yes Enabled Enabled Disabled

3 10.10.3.63 SMA63 Yes Disabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> SERVICES

Enter the name or number of the appliance you wish to configure.
[1>1

Services for appliance "SMAOO62" at address 10.10.3.62:

Email Reporting service: Disabled

Email Tracking service: Disabled

Spam Quarantines service: Disabled

Would you like Email Reporting to be enabled on this appliance? [N
Would you like Email Tracking to be enabled on this appliance? [N]
Would you like Spam Quarantines to be enabled on this appliance? [
Services for appliance "SMAOO62" at address 10.10.3.62:

Email Reporting service: Enabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Enter the name or number of the appliance you wish to configure.

(1>

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

2 10.10.3.165 SMAl65 Yes Enabled Enabled Disabled
3 10.10.3.62 SMA0O62 Yes Enabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
(1>

vm21lsma0061.cs21> commit

Please enter some comments describing your changes:
[1> anabled services on vm2lsma0062.cs21

Changes committed: Tue Apr 27 10:29:17 2021 GMT
vm21lsma0061l.cs21>
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754 <) Cisco Secure Email and Web Manager T® SPoG [ & % :¥#
EN
EHLH Y =y ORHIERAT B, KOTIRE T 5 LER DY £,

» 7*Z 4 <V Cisco Secure Email and Web Manager === @ [#%/% (Quarantine) ] ~X—IIZ
BEILES,

* [SMAZF/R (ViewSMA) | RKa vy 7 XU X Rk, &4 4 U CiscoSecure Email and
Web Manager 4 %R L £7,

HeR L7271 > % U Cisco Secure Email and Web Manager (ZXf5 357 —% %, I A4~V =

=y hCERTELLOIIRV E LT,

smaapplianceconfig =~ K Csarvicesh 7 a~ > RaH L CANCLZE, [T vFo 7
(Tracking) 1B L O [EF=%—VU %7 (Monitoring) ] X—Y Dl FCRILbDEZHRRTH L

HTEET,
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