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ROBRERIED 7 OFNL, AT b~ A EZFAINTWDe =N a—FEEETD

T—=7MZa—H (admin) BT A b 2—HFEZEML7TZZLEZRLTVWET,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<t--
XML generated by configuration change.
Change comment: added guest user
User: admin
Configuration are described as:

This table defines which local users are allowed to log into the system.

Product: M160 Messaging Gateway (tm) Appliance
Model Number: M160

Version: 6.7.0-231

Serial Number: 000000000ABC-D000000

Number of CPUs: 1

Memory (GB): 4

Current Time: Thu Mar 26 05:34:36 2009

CLUEZEDO S DEM

Feature "Centralized Configuration Manager": Quantity = 10, Time Remaining = "25 days"
Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9 days"
Feature "Centralized Tracking": Quantity = 10, Time Remaining = "30 days"
Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining = "30 days"
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual”

-——>

<config>

WOFNZ, CLIEAn ZICFskINdmatEme s LET,

% 4: CLIBEE N O#FEHER

#rat & EA

A DAR T |3 N ISE(E SR,

PID a<v RBRANENTERFED CLIE Yy a D7 ek A ID,

Av— A=V, ANERECLLa~y> K, CLIH (A==2—, URA Nk

E) . BXOERINA T 07 N THERINET,

Bl

WD CLIE#E v 7 OfFliE, who 3 X O textconfig CLI =~ > K23 AJ] & 17= PID 16434 D1

ZRLTWET,

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was

'\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was

'\nUsername Login Time Idle Time Remote Host What\n

\n

admin Wed 11AM 3m 45s 10.1.3.14 tail\nadmin 02:32PM Os

10.1.3.14 cli\nmail3.example.com> '



Thu Sep 9 14:37

py—nosoeEm i

:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are

no text resources currently defined.\n\n\nChoose the operation you want to perform:\n-
NEW - Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]>

FTIP H—/\ OS5 DEA

WDF T, FTP r— " — a JICEEk SN D MeHE#RE R~ L E T,

® 5:FTPH—/\ OJ O#fEHIER

et

BLL]

HADAZ T

A B REAE SRR,

ID

¥6i ID, FTP £t Z & ORIE® 1D,

Avg—

ol T NIDAE—URv T g iE, el T AIVDARAT—H ATER,
FIRITFTP BEfiE SR (n A, Ty 7u—R, Fyran—K, gr7v
Na &) 22 E9,

Bl

&D FTP r—"— 1 7 OFNZE, B AD:1) &S TnEd, SEEFEOIP 7T KLX
DIFD, TI2T4ET 4 (T7ANMDT v Ta—REAyro—R) BIOa 70 VRS

Wed Sep 8 18:03:
Wed Sep 8 18:03:
Wed Sep 8 18:03:
Wed Sep 8 18:03:

Fri Sep 10 08:07

Fri Sep 10 08:07:

Fri Sep 10 08:07

Fri Sep 10 08:08:

Fri Sep 10 08:08

Fri Sep 10 08:09:

HTTP 045 D {E A

06 2004 Info: Begin Logfile

06 2004 Info: Version: 4.0.0-206 SN: 00065BF3BA6D-9WFWC21
06 2004 Info: Time offset from UTC: 0 seconds

06 2004 Info: System is coming up

:32 2004 Info: Time offset from UTC: -25200 seconds

32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86
:38 2004 Info: ID:1 User admin login SUCCESS

46 2004 Info: ID:1 Upload wording.txt 20 bytes

:57 2004 Info: ID:1 Download words.txt 1191 bytes

06 2004 Info: ID:1 User admin logout

WROF 2, HTITP v JIZGedk SN D e R E R L E7,

& 6:HTTP O J IZRHF SN HHEHER

#rEt

Bl

BADAR T

AR HEAE ST

ID

v aID,

req

it~ U DIPT KL A,
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2t — BEE L — P — D2 —F— 4,

Ay — FITEIN=T 7 v a BT AE#, GET2~<> K, POSTa~<> K, £7/-
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Wed Sep 8 18:17:23 2004 Info: http service on 192.168.0.1:80 redirecting to https port
443

Wed Sep 8 18:17:23 2004 Info: http service listening on 192.168.0.1:80
Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443
Wed Sep 8 11:17:24 2004 Info: Time offset from UTC: -25200 seconds

Wed Sep 8 11:17:24 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg POST
/system_administration/system setup wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/mail flow graph?injector=&width=365&interval=0&type=recipientsinsheight=190
HTTP/1.1 200

Wed Sep 8 11:18:46 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/classification graph?injector=&width=325&interval=0&type=recipientsin&height=190
HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/quarantines HTTP/1.1 200
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Bl

wow 7o, REED S admin@example.com (2 2 fHlD A v~ &— (MID 8298624 & MID
8298625) MfEMtENIZZ LERLTNET,

Mon Aug 14 21:41:47 2006 Info: ISQ: Releasing MID [8298624, 8298625] for all
Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298624 (skipping work queue)
Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID 8298624 to admin@example.com
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Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298625 (skipping work queue)
Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID8298625 to admin@example.com
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Fri Aug 11 22:05:28 2006 Info: ISQ: Serving HTTP on 192.168.0.1, port 82

Fri Aug 11 22:05:29 2006 Info: ISQ: Serving HTTPS on 192.168.0.1, port 83

Fri Aug 11 22:08:35 2006 Info: Authentication OK, user admin

Fri Aug 11 22:08:35 2006 Info: logout:- user:pqufOtL6vyI5StCqghCfO session:10.251.23.228

Fri Aug 11 22:08:35 2006 Info: login:admin user:pqufOtL6vyI5StCghCfO session:10.251.23.228

Fri Aug 11 22:08:44 2006 Info: Authentication OK, user admin
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7,
RID ZEEZEID, A vE—UZEHICE. DREY L TOLNET,

BBUERL (New) | BrlOEREA PR SIVE LTz,
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FERRMA—)LOTDH LTI
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RIM:TXAM A—)L O DEM

1
Mon Apr 17 19:56:22 2003 Info: New SMTP ICID

5 interface Management (10.1.1.1) address
10.1.1.209 reverse dns host remotehost.com
verified yes

Mon Apr 17 19:57:20 2003 Info: Start MID 6
ICID 5

Mon Apr 17 19:57:20 2003 Info: MID 6 ICID 5
From: <sender@remotehost.com>

Mon Apr 17 19:58:06 2003 Info: MID 6 ICID 5
RID 0 To: <mary@yourdomain.com>
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5
Mon Apr 17 19:59:52 2003 Info: MID 6 ready
100 bytes from <sender@remotehost.com>
6
Mon Apr 17 19:59:59 2003 Info: ICID 5 close
7
Mon Mar 31 20:10:58 2003 Info: New SMTP DCID
8 interface 192.168.42.42 address 10.5.3.25
8
Mon Mar 31 20:10:58 2003 Info: Delivery start]
DCID 8 MID 6 to RID [O0]
9
Mon Mar 31 20:10:58 2003 Info: Message done
DCID 8 MID 6 to RID [O0]
10

Mon Mar 31 20:11:03 2003 Info: DCID 8 close
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Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com (1.2.3.4)
address 2.3.4.5 reverse dns host unknown verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To: <user@example.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID '<37gva9$5uvbhe@mail.example.com>"

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4

Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [O0]

Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [0]
[("X-SBRS', 'None')]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0

<37gva9$5uvbhe@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close

BLS Dl

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address 63.251.108.110
Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [O0]

Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

KBLIAYE—VEIE IN\—F N R)

QANDZEEMNMEESNTA v =N T I IAT LA, Y= bENET, BT,
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Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address 64.81.204.225
Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 0 - 5.1.0 - Unknown address

error ('550', ['<george@yourdomain.com>... Relaying denied']) []
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
error ('550', ['<jane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close
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Ayt—2 A% v 4R (scanconfig) [

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address 63.251.108.110
Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:23 2003 Info: Delayed: DCID 5 MID 4 to RID O - 4.1.0 - Unknown address

error ('466', ['Mailbox temporarily full.'])[]

Mon Mar 31 20:00:23 2003 Info: Message 4 to RID [0] pending till Mon Mar 31 20:01:23

2003
Mon Mar 31 20:01:28 2003 Info: DCID 5 close

Mon Mar 31 20:01:28 2003 Info: New SMTP DCID 16 interface PublicNet address 172.17.0.113
Mon Mar 31 20:01:28 2003 Info: Delivery start DCID 16 MID 4 to RID [0]
Mon Mar 31 20:01:28 2003 Info: Message done DCID 16 MID 4 to RID [O0]

Mon Mar 31 20:01:33 2003 Info: DCID 16 close

Ayt—T &y VR (scanconfig)

ROTB T FT, Ave—VOMKERZ IR TERVEE (M7 7 AV 2HIERT 55

) OENEE scanconfig 2~ > R&fEH L CTHRE L7-HA .

If a message could not be deconstructed into its component parts in order to remove

specified attachments, the system should:
1. Deliver

2. Bounce
3. Drop
[3]>

A= a ZIZUFRFERSNET,

scanconfig T, A v &=V &S TERWIGAEIZEET 2 X 0 ITRE LIZGA,

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 From: <test@virus.org>

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 RID O To: <joelexample.com>
Tue Aug 3 16:36:29 2004 Info: MID 256 Message-ID '<137398.@virus.org>"'

Tue Aug 3 16:36:29 2004 Info: MID 256 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:36:29 2004 Info: MID 256 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:36:29 2004 Warning: MID 256, Message Scanning Problem: Continuation line

seen before first header
Tue Aug 3 16:36:29 2004 Info: ICID 44784 close

Tue Aug 3 16:36:29 2004 Info: MID 256 antivirus positive 'EICAR-AV-Test'
Tue Aug 3 16:36:29 2004 Info: Message aborted MID 256 Dropped by antivirus

Tue Aug 3 16:36:29 2004 Info: Message finished MID 256 done

scanconfig T, Ay E—VENGHTELRVWERICI Ry 75891

HE LIS E,

Tue Aug 3 16:38:53 2004 Info: Start MID 257 ICID 44785

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 From: test@virus.org

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 RID 0 To: <joe@example.com>
Tue Aug 3 16:38:53 2004 Info: MID 257 Message-ID '<392912.Q@virus.org>"

Tue Aug 3 16:38:53 2004 Info: MID 25781 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:38:53 2004 Info: MID 257 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:38:53 2004 Warning: MID 257, Message Scanning Problem: Continuation line

seen before first header

Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by filter 'drop zip c'

Tue Aug 3 16:38:53 2004 Info: Message finished MID 257 done
Tue Aug 3 16:38:53 2004 Info: ICID 44785 close
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Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info: ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]
SBRS 0.0

Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID 0 To: <recipientl@example.org>
Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001lcba32e$f24ff2e0$d6efd8al$@com>"
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001’

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst’

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx'

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery

3ODWA T 7 AND 2 FHM Unicode THDHZ LITHEE L TL 72XV, Unicode 2 F/RT&
RWIRATIL, 2D X 9 IR 7 7 A VIE quoted-printable X TERR IV E T,
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Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'

Eyl e

Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam
Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter 'testfilt'
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Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From: <HLD@chasehf.bfiO.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0 To: <stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-ID
'<WITHO5606E5811BEA0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream home - Now make
it a reality'



nensomm [

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfiO.com>

Wed Feb 14 12:11:40 2007 Info:

policy DEFAULT in the inbound
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:45
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2007
2007
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Info:
Info:
Info:
Info:
Info:

Info:
Info:
Info:

MID 2317877 matched all recipients for per-recipient
table

MID 2317877 using engine: CASE spam suspect

EUQ: Tagging MID 2317877 for quarantine

MID 2317877 antivirus negative

MID 2317877 queued for delivery

RPC Delivery start RCID 756814 MID 2317877 to local Spam

EUQ: Quarantined MID 2317877
RPC Message done RCID 756814 MID 2317877
Message finished MID 2317877 done
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Thu Sep 9 07:36:39 2004

Thu Sep 9 07:36:39 2004

Thu Sep 9 08:44:59 2004

Thu Sep 9 08:44:59 2004
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Info:

R 14: LKR—T 4 7 0T OHEER

sntp query host 10.1.1.23 delay 653 offset -652
adjust: time const: 8 offset: -652us next poll: 4096
sntp query host 10.1.1.23 delay 642 offset -1152
adjust: time const: 8 offset: -1152us next poll: 4096
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Wed Oct 3 13:39:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:39:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-40
Wed Oct 3 13:40:53 2007 Info: Pages found in cache: 1304596 (99%). Not found: 1692
Wed Oct 3 13:40:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:40:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:40:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:40:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:53 2007 Info: HELPER checkpointed in 0.00580507753533 seconds

Wed Oct 3 13:41:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-41
Wed Oct 3 13:41:53 2007 Info: Pages found in cache: 1304704 (99%). Not found: 1692
Wed Oct 3 13:41:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:41:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:41:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:41:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:42:03 2007 Info: Update 2 registered appliance at 2007-10-03-13-42
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Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.
Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229 for

['MAIL OUTGOING TRAFFIC SUMMARY.

DETECTED SPAM', 'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',

'MAIL OUTGOING TRAFFIC SUMMARY.THREAT CONTEN

T FILTER', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECI

PIENTS PROCESSED'] for rollup period "day" with interval range 2007-08-29 to 2007-10-01
with key constraints

None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.DETECTED SPAM'] returning results from
0 to 2 sort ascendin

g=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230 for

['MAIL OUTGOING TRAFFIC SUMMARY.

TOTAL HARD BOUNCES', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',

'"MAIL OUTGOING TRAFFIC SUMM

ARY.TOTAL RECIPIENTS'] for rollup period "day" with interval range 2007-08-29 to 2007-10-01
with key constra

ints None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.TOTAL HARD BOUNCES'] returning
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results from 0 to 2 sort
_ascending=False.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.
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Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version:
6.0.0-425 SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007 Info: Time offset from UTC: 10800
seconds Fri Sep 28 14:22:33 2007 Info: System is coming up.

Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 20:22:34 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 22:22:35 2007 Info: SLBL: The database snapshot has been created.

Mon Oct 1 14:16:09 2007 Info: SLBL: The database snapshot has been created.
Mon Oct 1 14:37:39 2007 Info: SLBL: The database snapshot has been created.
Mon Oct 1 15:31:37 2007 Warning: SLBL: Adding senders to the database failed.
Mon Oct 1 15:32:31 2007 Warning: SLBL: Adding senders to the database failed.
Mon Oct 1 16:37:40 2007 Info: SLBL: The database snapshot has been created.

SMA O 5 M {#EF
WDFAZ, SMA v JICitdk SN iHERE R~ L E T,

& 17: SMA 0 5 O#fsHER

frEt Ll
A DAZ T |\ A FEE ST,

A y— A=V, 2—VIER E, EITEINET 7 v a U TER SN ET,

Bl




B x5—szx0v508m

AT—4H2R 0O

wD SMA 1 7' OfF]i%, Email Security Appliance 7°5 b7 v &7 7y A VB X U a— KT
HHRAERR KT o %7 Y—E A L Email Security Appliance 75 VAR —T 4 7 T 7 A )b

EA U a— RTAPREFHLR—F 7 B—ERERLTWET,

Wed Oct 3 13:26:39 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T202244z 20071003T202544Z.s

Wed Oct 3 13:28:11 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T202443z 20071003T202743Z.s

Wed Oct 3 13:28:46 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T202544z 20071003T202844Z.s

Wed Oct 3 13:31:27 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T202743Z 20071003T203043%.s
Wed Oct 3 13:31:28 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.15 - /reporting/ou
tgoing queue/rpx.2007-10-03-20-152.000F1F6ECAT7C-2RWDB51.v1.tgz

Wed Oct 3 13:31:53 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T202844z 20071003T203144Z.s
Wed Oct 3 13:32:31 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.17 - /reporting/ou
tgoing queue/rpx.2007-10-03-20-152.0019B9B316E4-JZ41PCl.v1.tgz

Wed Oct 3 13:34:40 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T203043Z 20071003T203343%.s

JDER

.17

.15

.17

.15

.17

.15

AT —H& A 172X, status, status detail, 35 ONdnsstatus 72 & D CLI A7 —H# X a< . KT
Bl S e v 27 AEHE A GE S E 3, FREMIEIE. logeonfig D setup 7 m~ o N&
BRALTRELET, AT —HX Al TCLR—FENDHI T X ETL— NI, AmilEA T

MUty b SIS OfE T,

® 18: A T—45 R OJ OHfEHIER

et e

CPULd  |CPU M/,

DskIO |4 27 10 %,

RAMUtl | RAM fifi f =&,

QKUsd FHENTNAF 2— (Fa3f M)

QKFre ZENTWNDF 2— (Frsa MEALD |

CrtMID A vt¥v—ID MID)

CrtICID AP xr g U ID (ICID) .

CRTDCID | FifE4%#%¢ ID (DCID)




z27—sz2 o508 ]

et s BA

InjMsg ATzl FENTAYE—Y,
InjRcp ATl NENTZEE,
GenBneRep | £k & iz N v AZEH,
RejRep A S EH,

DrpMsg Ky 7Enzryt—,
SfBncEvnt | V7 N Ry 2 X umA Ry b,
CmpRep |27 L7=%EH,

HrdBneRep | /n— R X o 2 S 7-2 (23,
DnsHrdBnc | DNS /~n— K 7 o &
SXXHrdBne | 5XX /~x— R N7 &,
FltrHrdBnc | 7 4 L % /N— R X7 %
ExpHrdBnce | HIfREI N— R N7 o &,
OtrHrdBne | ZDfthodo/~n— K N7 2
DIvRep FlfE S =zZf54,

DelRep Hibk S e EH,

GlbUnsbHt | 7' 1 — L FE(E IR U 2 b & O —Bokk,
ActvRep |77 T 4 TZAEE,

UnatmptRep | SRafAT32 (54

AtmptRep | ST,

CrtCneln | Hi7E 0> {5 H25¢,

CrtCncOut | BIfE D FA(E B,

DnsReq | DNS %Rk,

NetReq | %y hU—=27 2K,

CchHit Fyviabyh,

CchMis Frvia A,

CchEct X v v 2 Bsk,




B x5—szx0v508m

.

HrEt Bl

CchExp X v v v 2 HIRYI,

CPUTTm | 77"V /r—3 g UM U724 5F CPU I#RE,

CPUETm | 77"V r—3 a3 U sBibA ST b ORI FER,

MaxIO A=) Tt RZXHTH1H0 ORKT + A7 10 #1E,

RamUsd | E| Y 4CTHEHDATY (A NENL) |

Swin AT T v ENEAEY,

SwOut AUy TT 7 MENIZAEY,

SwPgln | =T E&hiz AT,

SwPgOut | R—T7 v hE&ni-A€U,

MMLen VAT LNDOEFFA v =TV

DstinMem | X & NDs6de 472 =7 b,

ResCon | U v —Z{EFHD tarpit . (KED T AT AAFITL Y | HIFA—LOZIT AN
COMEIZTEIELET) .

WorkQ F¥EFx 2 —IZHDBUED A v =T,

QuarMsgs | & 27 LRRHEZ & Dl 2 D A v — V% (EHORBEERICIFET 2 A v —Y
T—ERFEFHINET) .

QuarQKUsd | o+ 27 AfRHEA »— I Lo TIHEH S =% v g Mg,

LogUsd RN a 7 S—F ¢ a L DOEE,

CASELd |CASE A% ¥ > T &7z CPU OEIA,

TotalLd  |CPU D& FHYE &,

LogAvail | @7 77 A )W TE 57 4 A7 FEIKO K& 5,

EuQ AR LFREEN D A v v — 8,

EuqRls AN LBRBERR Y 2 — N D A v ' — U8,

1

Fri Feb 24 15:14:39 2006 Info:

Status: CPULd 0 DskIO 0 RAMUtil 2 QKUsd 0 QKFre 8388608

CrtMID 19036 CrtICID 35284 CrtDCID 4861 InjMsg 13889 InjRcp 14230 GenBncRcp 12 RejRcp
6318 DrpMsg 7437 SftBncEvnt 1816 CmpRcp 6813 HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc 15

FltrHrdBnc 0 ExpHrdBnc 1 OtrHrdBnc 0 Dl1vRcp 6793 DelRcp 2 GlbUnsbHt 0 ActvRcp 0 UnatmptRcp
0 AtmptRcp 0 CrtCncIn 0 CrtCncOut 0 DnsReq 143736 NetReq 224227 CchHit 469058 CchMis



vz7n05068 I

504791 CchEct 15395 CchExp 55085 CPUTTm 228 CPUETm 181380 MaxIO 350 RAMUsd 21528056 MMLen
0 DstInMem 4 ResCon 0 WorkQ O QuarMsgs 0 QuarQKUsd 0 LogUsd 3 AVLd 0 BMLd O CASELd 3
TotallLd 3 LogAvail 17G EuQ 0 EugRls 0

RTFLOTDOER
WDFENZ, VAT L v 7\ IGiek SN D aHE#RE R L E T,

£ 19: R T L O OFEHER

#Et s5BA
A DAL TN NA R DNIEE ST RFA,

Ay —v B ISR S A N b,

Bl

WD AT v ZOFNE, commit ZFEITLTZ2—F—DLRTE ATTESNTZa A FEETe,
WL D@ commit =2 b U Z/RLTWET,

Wed Sep 8 18:02:45 2004 Info: Version: 6.0.0-206 SN: XXXXXXXXXXXX-XXX

Wed Sep 8 18:02:45 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:02:45 2004 Info: System is coming up

Wed Sep 8 18:02:49 2004 Info: bootstrapping DNS cache

Wed Sep 8 18:02:49 2004 Info: DNS cache bootstrapped

Wed Sep 8 18:13:30 2004 Info: PID 608: User admin commit changes: SSW:Passphrase

Wed Sep 8 18:17:23 2004 Info: PID 608: User admin commit changes: Completed Web::SSW
Thu Sep 9 08:49:27 2004 Info: Time offset from UTC: -25200 seconds

Thu Sep 9 08:49:27 2004 Info: PID 1237: User admin commit changes: Added a second CLI
log for examples

Thu Sep 9 08:51:53 2004 Info: PID 1237: User admin commit changes: Removed example CLI
log.

cSwx>2 5 O5I1220VT

N7 vXx 7 v ZIZiE, AsyncOS O - A —/VENWEICEET DM GEE SN E T, v s Ay
t—UlE, A= RSN A yE—V O Ty b TT,

rovXoZaii, AvtE—Y b IR T ER—2ABERT LD, AvE— b
TvXxr T arR—xr b CHEHINET, v7 77 ANMIT —F_X—ZADEKR T mE AT
HEENDLZOT, FTyRo o iZ—B\BEObL0Icn 9, T vF s a Z ORI,
N X BFATY T2 HiOE LI iHc e TnER A,

oo ali, VY —AOMRMEEDOTZDIINA F VX CTREIN., BEIhE
I, BHRIT. RERBIC LA T Y B &L, Cisco BNt 22 —F 4 VT ¢ M L TLH L
BIIANIC K D5AI0 B A[REIC 72 D £3°, Z#a>Y — L%, URL : http:/tinyurl.com/3¢518r (2 & ¥
£7




B =z0r06m

EEOJDEHA

B v 7 CHGE.

HAl, T T 47T DAX ~ (AAA : Authentication, Authorization.

B L O Accounting) ZFCEk L £, (ZLALEOFERIT, Ty Z LV ERIT P L—A LAY
‘/C“‘é‘o

BEEOJIUR) DB

ZoBTiE, 2— (admin 72 ¥) BDEROFBHICa IRFRREINET,
T TFIAT UV ADWeb A B —T AR Ta A LTIESRE,

T TFIAT UV ADWeb A v Z—T A AN 7T 7 ~LT-EEA,

Tue Aug 25 12:33:17 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Destination IP:
192.168.2.2,

Event: Successful login

Tue Aug 25 12:33
Interaction Mode:
successfully

:17 2020 Info: Appliance:
GUI, User: admin, Source IP:

maill.example.com,

192.168.1.1, Event: Session established

Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,
Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: User logged out
Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,
Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session terminated

ZOFITIE, 2—¥— (admin) 7% 1ogconfigCLI <> REAN L2 R u IR Eh
TWET,

Thu Oct 8 13:33:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'logconfig'

Thu Oct 8 13:33:46 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'Enter'

oI, 2—%— (admin) N7 FIA T L ADLHL—Web A v Z—T = A AT
GUI X—C%RE R L2 e a IR ENTVWET,

Thu Oct 8 13:35:07 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,
Source IP: 192.168.1.1, Location: /network/dns, Event: User visited the web page.

ZOHITIE, FFiLna—Y— (admin) N Web A X —T =2 A AEFEH LT 774 T
AEBMENE LN, BEHIFZIy FERTWARNWI ERa JIORENTHVET,

Thu Oct 8 13:36:30 2020 Info:
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Added
user "admin" and changes
will reflect after commit.
Thu Oct 8 13:37:22 2020 Info:
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Deleted
user "admin" and changes

will reflect after commit.

Appliance: maill.example.com, Interaction Mode: GUI,

Appliance: maill.example.com, Interaction Mode: GUI,

ZORITIE, 22— — (admin) NT T7I7A T L ADWeb A v HX—T 2 A ATaIy &
NN T R TCOEFE LA L2 N JIORENTWET,



gznsoem [

Thu Oct 8 13:39:44 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /commit, Event: User discarded all uncommitted
changes.

ZOBITIE, 2—% (admin72 &) MACLIZILTA I v b SR> 7o N TOLER 2
FLIEZEBRRZITRINTVWET,
Thu Oct 8 13:41:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,

User: admin,
Source IP: 192.168.1.1, Event: User discarded all uncommitted changes.

ZoHITIE, =—Y (admin/2 &) BWeb Ul v a v ZA LT NOBRELXEE L2
LR FSIORENLTWHWET,

N

GE)

TTTAT U ATITON R EL L DM AR RT DI11%, &E

JBliEn 72 KRmT o0, BEER DTNy JE— REANILE

j—o
Thu Oct 8 13:45:46 2020 Info: Appliance: maill.example.com, User: admin,
Event: The following configuration changes were commited with comment - 'N/A'
Thu Oct 8 13:45:46 2020 Info: * [standalone] Number of seconds before the Web UI
session

times out.

ZOFITIE, FEFEICE L=, AsyncOSAPIN T 7% T A7 ) 7y a v ERIGTE A
MmoleZ ePu JITRENTVET,

Thu Oct 8 13:52:28 2020 Debug: 08/0ct/2020 13:52:28 +0000 Error - Code: 401,
Details: Unauthorized (No permission -- see authorization schemes)

Thu Oct 8 13:52:28 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin, Role: Role Not Available, Source IP: 192.168.1.1, Destination IP:
192.168.2.2,

Location: GET /sma/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: User is not
valid.

ZOBITIE, FRARICREI LIZ72, AsyncOSAPI /N 7% T A7 ) 7o g v ARG TE -
ZENuTITORINTWET,

Thu Oct 8 13:52:37 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin, Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,
Location: GET /sma/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: API Access
Success.

ZOFITIE, B IR ONBENRERINLTWET,
cCLIZHERALTCT 7I9A4 7 v AIZH Lna—% — (admin) 2MBEMENE LR, &
FiiaIy bENFEHEATLE,
cHEDZ—YP—T H 7 FOFEMIL, CLIZEHLTCT P94 T ATEFREINE L
=, BEZaIy hEREFATL,

Thu Oct 8 13:42:48 2020 Info: Appliance: maill.example.com, Interaction Mode:

CLI,
User: admin, Source IP: 192.168.1.1, Event: Added user "hops" and changes will
reflect

after commit

o m



B orsoz200703y

Thu Oct 8 13:43:26 2020 Info: Appliance: maill.example.com, Interaction Mode:
CLI,

User: admin,

Source IP: 192.168.1.1, Event: Updated user "hops" and changes will reflect after

commit

ZoBITE, 22— — (admin) NT T ITA T L ADH LWWWeb A X —T = A ATAY
T NI X MR EET LR e SIRENTNET,

User: admin,

Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,

Location: GET
/sma/api/v2.0/message-tracking/messages?startDate=2020-10-12T00:00:00.000Z
&endDate=2020-10-12T04:13:00.000Z&ciscoHost=Al1 Hosts&searchOption=messages&offset=0&1imit=100
HTTP/1.0,

Event: API Access Success.

\)

GE) TTIATLADHF LV Web A v ¥ —T = A ATEFT BTV

vary (FFyxr 7. VR— R RBEEOMRBRERE) 1. Zhb
DT v a AR ESNDHIET D APHIZESE, n /L L TR
SN ES,

O 34X T 3y

e VTR YT arDORE (328—=)
cGUITOR Y H T 27U Fa i (34 2—)
e XL D — N LRE (35 2—)

el Y72 Fgrpa—ILF—n— (372—3)
e ARA N F—DFE (39 —)

O 9 IR T a2 DETE

Oy T2V T a0k oT, CiscorT oY vXa VT4 779347 A T, £72
TV E— MNBRESNLlADO0 T 77 A VPMERSNET, ad BT A7 07T g 0%,
Fyvia BOara—XIZEME) £ (TFI5AT7UoANGEE) ShET, —i%

BT HTRIY T g RO BERH O FT,

£20:00 7741 ILDEMS

B B

n 2 %47 (Log Type) FEERSNDERO XA T L, vl BT RV T a D

REEHELFET, FMIcHONWTL, v s 214 7F7OWE (7
NR=) EZRLTLLEEN,




a4y LRJILD

oy Laroiz |

Bt

aiBA

i

#%TERITHEEOD, ul TR T arDbhnhRe
TN,

07 7y A4 (Log
Filename)

TAARTIZEEIADL L EDT 7 A NVOYEL, VAT MIHE
Boarrroy X274 7T I7AT U ABRDLIHEE.
0y Ty ANEERLIET S IAT AR TE 5 —E
ou s Ty AN EHEHALET,

T AN A XTI a—
Z—,3— (Rollover by File
Size)

T 7 ANDERRYEA X, ZOVA XNZEETDHE, B—L
F—N—ENnET,

RN LY 7 — L — 3 —
(Rollover by Time)

BrRic i SnwWTn s 77 A vk a— LA —R"—F 5 5 1 3
L BT DO A A R A 2L (5
N—=Y) DA T a v EBRLTIEI N,

L — MR (Rate Limit)

faE L7zl (RHAL) NToO, nr 77 A 1ron 75
BENDANY PORREZRELET,

77 % /v b ORFEEFH O 10 BT,

n 7 L~L (Log Level)

a7 T 27T g OFEMLL,

B3 J71E  (Retrieval Method)

Ot JryANET TIAT VANLERET S L &R
AW W

[BIE7 7547 >AX (Management Appliance) | > [ AT LEE (System Administration) ]
>[ATYTRY 1) T a3 (LogSubscriptions) 19— (F 721X CLI D 1ogconfig I< > K)
EEHALT, v B 727V 7FvarEZRELET, v AATEANTLH T a7 Rk

IRENFET (v XA TOME (7—=) 2BK) , Ftitous 47T, vl V%
TR YT aroal Ly AL EREINET,

\ )

6=

A7 4 X2 lb—arvBERe SOk a7 4 Xal—va BRI nbar T X
L—yarar— RTLAMMERSL5GEIE,. a7 4 X2 b—32a VTV AT ST/ AT
L—ZANEENTNDHER—RTERNI LICERELTLLER N, [BEBT7TIS4T7VR
(Management Appliance) |> [ AT LEHE (System Adminigtration) | >[R5HTRXH ) 7
L3> (LogSubscriptions) | X—Y T, AT L—X%2u G050 E ) nEmNADL T 1

VI BRFERENTZD, [V (Yes) | BBINLET, CLI D logeonfig I~ REFEHT S

BAIE. a7 sy BEASNLET,

=1 ]

ax A&

07 LUl ko T, B ZICEREENDAHERENERELET, 272, 5ODFEML Lo
WINNERETEET, M0 LV ERETDHE, ARSI LV ERTEL

o m



B cuconsyrzsu7v 3 0k

A LT, RERB T 77 ANDBERESI, VAT A NRNT 4 —< U ATKRE B
B2 FET, dEfilen 7 LOLVREICE, BRI e LNLVREICEENDLTXTORA
=Tl BNMDORA Yy E—UNEENET, LV E BT DHIEE, VAT LAONRT F—~
CAFIETLUET,

N\

GE) w7 AT TLICR R L0 LRLVERETEET,

*£21:045 LR)L

Ay LAJL | EREA

VT4 | =TI Re ik INE T, RbEKINTCr S LLRETT, 20
Ju a7 LV TR, N7 4= ABLOEERT I IA TV ADT 77T 4 €

TAEBE=SA—THIELEFITEERA, L, e LL0 X HIic, B
T 77 ANDBT ITRRTA XZETLZEEHV EEAL, Z0or T LL
L. syslog L'~ Alert & [Al%T9,

®it TRTOVRAT A T —LEERTRINET, Z0orT LYLTiE, A
T A=V ARBIOEERT T IA TV ADT I T A ET 4 2T =H—F5H 2
LIETEER A, Critical 27 L)L KD IR, v 77 A ABRERYA X
WCELET, ZoaZ Loylid, syslog L'-/L Warning & [AZT9,

T VAT AOBMERBERGERSINE T, Tm& 2, BRoA— 7 ORI ERITA

feEk S E T, Information L-~ULiE, v ZIHERIN AR ETT, Zou s L
~ULIE, syslog UL Info &[R4 T,

TN T Information = 27 L~UL L0 EEMRfERp TR ESNE S, =F7—%2 hT 7L
Va—T 47 THEEE, Debug /S LAULEERALET, ZOREIT
PINZER L, %R TT 74V F L-ULZRLET, 207 LULL, syslog L
~L Debug & [A% T,

FL—2 A ATRE 72 R COIE MR SV E T, Trace B 7 LULIE, BAEEFIZOH
HERENET, ZOL_ARHHTHLE, VAT ADNRT F—< U ANRKEL
KF+T20T, #ESNETAL, Z0OY LYULiE, syslog LUl Debug & [A]
HTT,

GUITORYT TRV )T 3 UDEK

ATv 71 B LOWebf v X —T = f ADH) ¥ 2 )T 4 HHTTIATVATR 22V 97 LT, LA v—
Web A 4 —7 = Am—RLET,

ATvFT2 [EBHT 777 A (Management Appliance) |>[> A7 LEH (System Administration) ]>[v2 77 &
27 ) 7'+ a v (Log Subscriptions) |~<X—C, [BZ YT R YT 30BN (Add Log Subscription) ]
7 Vw7 LET,

.



ATvT3
ATy T4
ATy TH

ATvT6

ATy FT17
ATv78

ATvT9
ATv 710

ny4Izoy7varoee

0y A TERINL, vos (07 T4 27 NIH) vy 7y ANVBEROLRIZEATILET,

U TLLEIE. BRT ANV A XERELE T,

FUT AT, v ke — A —A"—F 5, B EERMBRARE L ET, SOV TR,

B D= V=N —BLMIEEAT Y 2 —/L (5_X—) 2L TEIN,

YT HEEIE, FRE LRI (HEAD) NIica Z 77 A VICFER SN DA XV N ORKEZ R E

LET,

HUTHEAIE, v LULERELE T,

(274 FXalb—yvaVBERa T OR) RAT7L—Xea JIZG050E ) MNEERLET,

GE) AT ENTERRATL—=ARNEEFN VWD a7 4 FXal—vaiin— KT, =
V74X alb—varvBEa s hbar 4 Xal—rarika— RTHAEERD LS
WL [V (Yes) | Z2BIRL CTRRATZ7 L —R &2 JIZEDET,

v 7 OBk ERE L ET,
KHEEZSRL, RIFLET,

O 9 IR T3 nmE

RT9 T [m 7% T A2 YT a3 (LogSubscriptions) |X—Y D174 (LogName) 5licdhbrur 4% ) v

LET,

AFyT2 a Y727 g EEHLET,
ATy T3 BEEEEL, REFELET,

OX> 505 O0—/NLETE

VAT AE, THRAR A=A B TBIRRT—=F A0 TRV AT A AN v 7 & EBIC
FeFkLET, [mF YT R Y S a3 (LogSubscriptions) |X—D[7 v — VLEEE (Global
Settings) |7 v a lh D [REDHE (BditSettings) | AR ¥ > (F72i%, CLI D logconfig ->
setup 2~ R) ZEH LT, ROFHREZHEL LT,

« VAT ANMEETET H E TRIET 2IFM (FVHAL)

e A=V ID Ny X —EFLEKT DN E DD

c UE— MNEBEARAT—H R a— REGET 50 E 9

DAy =V DY TVl b Ny X —EGT oMNE D

A=V lilu JICRET DNy X —
FTRTDCisco ATV ¥Xa VT4 TTI7A4T A 0 72iE, RO 3HA Z{LE Cildk
TXET,

c[AvE—ID (Message-ID) ]: ZDA T a v BRETHE, WHEAEAITTNITOA Y

=YD A Y=V DNy F =R SIS NET, ZOAyE—VIDIE, ZELE

o m



B vt ~vs—onxy

A vb—UnbLEEINSEA L. AsyncOS TAERSNDILENRH D 9, WwIHlZrL
\i‘g—c

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-1D Message-ID-Content

«[VE— M (RemoteResponse) |: Z DA v a U EHETDHE, ARERGEITT T
DA yET—=VDYFE— R NIEAT—H A a— KK Z\ZidnEd, wichlzrLFE
‘j‘o

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'

U E— MSELFHNE, SMTP 1 /3t —2 a VBEUERFOD DATA 2 < 7 RDIGERITZIE &
No. ADRREARRD L OTELTHARTT, ZOFITHE, HHiAA biidata 2wy FE%E
ITLIZED Y £ — MEZED,  Tqueued as 9C8B425DA7) L7210 £,

[...]
250 ok hostname
250 Ok: queued as 9C8B425DA7

CFFNO AT 8 5 22 [ARCAIFER, B8 L N250 154 D OK UFIFRE SN E T, UFHOKRE
IZOWTIE, ZHARTRBREISNE T, & xIE, Ciscoar Ty X274 777347
VAT 7 4V h T, DATA 22~ > RiZxt LT 250 Ok: Message MID accepted &\ 9 L5251 TC
IWELET, LIenoT, UE—RN KA RIDBHID Cisco 27y ¥X2 U740 77747
VATHDLEAIL. =2 Y [Message MID accepted] 730 7 (it SN E 9,

s [JEDY TV = ho~v X — (Original Subject Header) ]: ZDA 7' a & A x—7 /LT
THE, EAYE—VOLOY T V=l b~y —Pu S liskInE T,

Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2

Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joe@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44e4n$2@example.com>'
Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'

Ayvt—U AySd—nOx Yy

GEICEoTE, AvE—UNVATAZBEBRTHEXIZ, AvE—VONy X —DFEEN
RETET HMENRH Y 3, [BI7HED T 1 —sVLEEE (Log Subscriptions Global Settings) ]
~N— (F721X, CLI ® logconfig -> logheaders 7 2~ R) T, fldkd o~y X —%fHEL
FT, TTITAT L RE, BESNTZAvE—V Ny —5TFAMA— Lol EBIRNT >
X7 a7 LET, Ny X—NFET DHE. VAT AEy X — D4R L EAE RS L
FT, Ny F—REFEELBRVEGAIE, m I biiskIhEE A,

Y

G¥)

T VICHFET 2T X TO~Ny ¥ —% Gl L £7,

VAT ANE, B X CVIHRE LTesy X —ICBRR 0 A vy = VOB Il A >




cul AL ¥y snsn— e ]

\)

G¥)  SMTP 7' | a/LZ 2\ T® RFC IX, http://www.fags.org/rfes/rfc2821.html (IZH Y 9, Z D
RFC ITiF, 22—V ERO~y X —BBESNTVET,

\)

(GE)  logheaders 2~ > REMH L Ty ¥ —2 0 ZIZGET DL IICHEL TWDHGE, ~v ¥ —

BHITEEBFRORICERINE T,

KR2:~y5F—n0O% (Log Headers)

ANYHF— I ANYE—DEH]

%

il B ZICRER S LD~y A — DN

=& Z2i3, v ZICiek T 5~y X — & LT ldate,x-subject] ZFRETHE. A—/L B 7ITIRD
ITNFRSNET,

Tue May 31 10:14:12 2005 Info: Message done DCID O MID 3 to RID [0] [('date', 'Tue, 31
May 2005 10:13:18 -0700"), ('x-subject', 'Logging this header')]

GUIZFERAL-BX 707 a—/NIILEE

ATy

ATy T2

ATFvT3
ATvT4

[m %727 Y7 g (LogSubscriptions) | X—T @ [Z v — VLERE (Global Settings) | &7 2 a3 »iZ
D [HEDOHE (Edit Settings) | R¥ %7V v 7 LET,

VAT AN T ADBE, A=A a A=V DNy X —E MR LH0E D0, UE— MNREZM
ZDHMMEID, BIOEA =YDV TVl b Ny =M DNEIDERELET,
INHDOREDFEMIZONTIE, aX 707 a— LkiE 355—Y) 2L TIEIN,

o Nz 5F0MD~y ZF—F AN LET, = FVIxhr~TREI0 9,
EREZEEL, RIFLET,

O 4RO YT aooa—)LA—i\—

AsyncOS a7 7y A v — LA —_"—F5 L KO ENfTOIET,

s B L= R—DH A LNAF T THRe T 77 A NVEER L, XF Te) OIEEFICE-
THEDO 7 7 A VELTHRELET,

CBIEOT T 77 A VDL E, RFEFERT LT [s) OIBEFATEICERELET,
CHIICRESNEZR Y 77 AABY T — b RA MIBESNET (v a ~—R0H

) e

o m



B ovvoxru7vavmonsnn—nt—n—

cFLYTRI YT g UL LRENCRRLI-a S 77 A AR REENET (FydaX—
ADEE)

R T DT A NORHBEBATZGAE. v /Y TR T a VNORLEWT 7 A
ADNHIBRENET (K=Y 7 XR—=2DEEH) .

WOVESE

A YIRSy FoarvROASTOA—)LA—/N—

/o — LA —N"—BrREERArVa—L (53—) BB LTLLEEN,

GUI 2R L0/ DEIFEO—/)LA—/N\—

ATy T [0 YT A7 Y7 a3 (LogSubscriptions) |X— T, B— /LA —N"—F250 7 DLMDOF = v 7 KRy
J AEA AT LET,

AT9T2 [TR_T (A) | F=v IRy 7 A% LT, $_XCOR T 2a— LA —_—xfG bt U CGRIRTH &
HTEET,
ATv T3 [T <r—F—— (RolloverNow) | RZ %27V v 7 LET,

RDZBRY
el BT AT varNOrTDOr— /LA — "~ (38 X—)

s CLI 2 Lizu Z ORI o — /A4 — 3— (38 X—7)

CLUZENAL=-0JDEEO—/ILA—/\—

rollovernow =~ > K& 1L T, —FIZT_XToua s 7y A v a— LA —_"—FFZnh
A RNNORFEDR Y 77 A NEERRLET,

524N A1—YYF—A 3 —DT A ATHOHREOOST T RYD
E4IR

GUI Nt LTu s 77 A VR RT DT, [m7H T A2 Y 72 9 (Log Subscriptions) ]
R=Y DT —TND[a 774/ (LogFiles) ¥z dra /T A7V TFvarwzr )y
LET, v B 7270 7Fvar~0V 27 )y 3508 RATZL—XEANT5H7m
YT EMFREINET, RIS, FOVTRIVTvaron s Ty ADY A NBRFRRINE
T WINhOrTZ 77 ANEI )y LT, TIUFICERLIED, T4 AZITHRAFLTZY
THZENTEET, V974NV a—HF—A 2 F—T A RN L TR T EFT-T HITIE,
EHA LA —T 2 A ATFIP P—ERE A F—T ML TELMERH Y 7,




BHEOOS IV FYDET (@ilaw> R) .

EHOOJ T R)DORT (tailla<w 2 F)

AsyncOS (X, 77 I7A T LV ACHESNT-0 7 OKRHFT M) 28R 5 il 2~ KaH
R—FLTVET, tail 3~ FEFETLTBERESN TV O R 7 OFSZRIRT DL, £
DuTPRFRFREINET, Cul ZMLIRETCEML T, il a3~ FEKTLET,

)

CE) av74F¥al—varBEEa 2L, bla~vry FEERLTERTLHIZ LN TEEHA, FIP
FZIESCP 2FEHATAMLENRHY 77,

Bl

WORITIX, il 2~ REFEHL TV AT LA v 7 2FRLET, @il 2~ R, tailmail logs
DEINT, RT LR TOLFMENTA—Z L L THRET LI L HTEET

Welcome to the M600 Messaging Gateway(tm) Appliance

example.srv> tail

Currently configured logs:

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

"euq logs" Type: " Spam Quarantine Logs" Retrieval: FTP Poll

"euggui logs" Type: "Spam Quarantine GUI Logs" Retrieval: FTP Poll
"gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

"mail logs" Type: "Text Mail Logs" Retrieval: FTP Poll

"reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll
"reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
"slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

9. "smad logs" Type: "SMA Logs" Retrieval: FTP Poll

10. "system logs" Type: "System Logs" Retrieval: FTP Poll

11. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

Enter the number of the log you wish to tail.

[1> 10

Press Ctrl-C to stop.

Thu Sep 27 00:18:56 2007 Info: Begin Logfile

Thu Sep 27 00:18:56 2007 Info: Version: 6.0.0-422 SN: 001143583D73-FT9GP61
Thu Sep 27 00:18:56 2007 Info: Time offset from UTC: 0 seconds

Thu Sep 27 00:18:47 2007 Info: System is coming up.

Thu Sep 27 00:23:05 2007 Warning: DNS query network error '[Errno 64] Host is down' to
'172.16.0.3" looking up 'downloads.cisco.com'

Fri Sep 28 22:20:08 2007 Info: PID 688: User admin commit changes:

Fri Sep 28 23:06:15 2007 Info: PID 688: User admin commit changes:
~“Cexample.srv>

O J o Uk wN

KAk F—DRE

logconfig ->hostkeyconfig+~7 2~ RK&EH LT, Ciscoa 7Y X274 77747
VANBHMDOY—NZr s E Ty 2T HEEIC, SSHTHEMTLHRA N —Z2FHLET,
SSHH— \ZiE, B — L AF—D2 20K A b F—RNMETY, MEHRA b F—|LSSH
P—NZHY, VE— bt lid Z L TEEHA, ABRFA N F—1X, SSHY—
NWEXNET DMEDOHHILEED T TAT v N vV G ESNET,




B rx+x—onx

\)

R 23:KRA N F—DEE

GF) 22—V X—2EFHTIE, BEVOEA— VX2V T 4 TTIAT L ADZ—F HA R
F2iE3A T A >~ 7D [Managing Secure Shell (SSH) Keys] &M LT EEW,

hostkeyconfig 7 2~ RIZ L 5T, IROEENFITSNET,

HJav kDY R+

avy kR

e

HHERL (New)

Frine—zBMmLEd,

MW (Edit)

BAFDOF—%2EHLET,

HIER (Delete)

PEFOF—ZHIPRL £7,

A% % > (Scan)

ARA N F—ZHEBWIZF 72— FLET,

Flill (Print)

F—2RALET,

A A K (Host)

VAT LBRA N F—HFRLET, 2L, VE—F AT LD Tknown_hosts)
77 ANVIERE SN DT,

T4 H—=TYU b

(Fingerprint) |V AT LKA N F—DT7 4 o H—TV o heRRLET,

2—H (User)

VE— b~ iial a7 vy adThUVAT AT I FOAF—ZFK R LE
T ZHIE SCP T vy a T RI VT v a v ERET DL ETFERINDIF—
ERICTT, 2k, VE—F > AF7T LD Tauthorized keys| 7 7 A /VIZHLE S
NLETT,

.

il
WOFITIE, 2~ RIZEoTHEA N F—=RNAF ¥ S, FAMIEBNESHLET,

mail3.example.com> logconfig
Currently configured logs:
[ 1ist of logs
]
Choose the operation you want to perform:
- NEW - Create a new log.
- EDIT - Modify a log subscription.
- DELETE - Remove a log subscription.
- SETUP - General settings.
- LOGHEADERS - Configure headers to log.
- HOSTKEYCONFIG - Configure SSH host keys.
[1> hostkeyconfig
Currently installed host keys:
1. mail3.example.com ssh-dss [ key displayed ]
Choose the operation you want to perform:
- NEW - Add a new key.
- EDIT - Modify a key.
- DELETE - Remove a key.
- SCAN - Automatically download a host key.



- PRINT - Display a key.
- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:

1. SSH2:rsa

2. SSH2:dsa

3. All

[31>

SSH2:dsa

mail3.example.com ssh-dss

[ key displayed
]

SSH2:rsa

mail3.example.com ssh-rsa

[ key displayed
]

Add the preceding host key(s) for mail3.example.com?

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed
]

2. mail3.example.com ssh-rsa [ key displayed
]

3. mail3.example.com 1024 35 [ key displayed
]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.
[1>
Currently configured logs:
[ 1ist of configured logs
]
Choose the operation you want to perform:
- NEW - Create a new log.
- EDIT - Modify a log subscription.
- DELETE - Remove a log subscription.
- SETUP - General settings.
- LOGHEADERS - Configure headers to log.
- HOSTKEYCONFIG - Configure SSH host keys.
[1>
mail3.example.com> commit

[Yp>

Azt x—ozE W
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