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>¥ 7 (Smart Software Licensing) ] ~X—I\ZBEI L £77,

AT9 T2 [BEKAT AL AFH (Specific/Permanent License Reservation) 147> a2 » &Z@ IR L £,
ATv T3 [ (Confim) %27V v 7 LET,

T4 AFHK (SLR £721X PLR) 7% Secure Email and Web Manager TH N 72> TWE T,

RDBRY

« TA B ATFRIOBREDLETT, FFMICHOVTIE, T4 B ZAFRORE (12 2—
V) 1 BZRLTIESN,

o MBZJES UC, Secure Email and Web Manager C7 A £V A PHZHNIZTH I ENTEE
T FEMIZOWNWTIE, A4 B ATFHOEE (16 ~—) ZZRLTIZEN,

T4 AFRIDEE

1R BHHEIIZ

WEEIR T A AFH) (SLR £721£ PLR) 7% Secure Email and Web Manager CTH NI 725 T
D&M LET,

N

GE) CLI T license_smart > request_code BILO license_smart > install authorization_code vl

av LV REEALT, MEITA BV AE2BET L TEET,
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AT w71 Secure Email and Web Manager T[> A7 LA FE (System Administration) [|>[A~— Y 7 b7 =27 74 &
> (Smart Software Licensing) ] ~X—I\ZBEI L £77,

ATw T2 ek (Register) 1227V v LET,

ATv T3 [2—FR&abt— (CopyCode) |#7 Vw27 LT, V/TAha—FRzavr—LFET,

GE) AR a— RE2ERTHI2E, VI/o A ha— &2 CSSMAR—Z )V CHEATA20ERH Y £47,

GE) WRET— R& A VA M= VT OREND D Z LR T VAT LT T — MR24AKRH Z L ITRES
NEJ

ATV T4 [Next] 27 Vw27 LET,

GE) [Frt/L (Cancel) | RF > E2 7 Vw358, VI/ZAha—RiRFxy LI ET,
Secure Email and Web Manager |Z#85E 2 — K (CSSM AR — X /L CARR) #A VA M—LT5H &
X TE EH A, Secure Email and Web Manager TV 7 =X f a2 — RQBF vy L anlic®,. TH
BHT A ZEHIRT 5121%. Cisco TAC IZBWAEDHEL EE W,

AT T CSSM AR—ZVIZBEIL T, BEDHEEIZT R COBED T A B L A2 T 500K a— %
AL ET,

GE) AR T— ROAERFEOFHEMOWTIE, A=Y 7 0=T IA48 0T F T4
~/L 7 (cisco.com) Z&HDH LT RF¥F 2 A2 Fd Inventory: License Tab > Reserve Licenses & 7
araZRLTEIN,

ATYT6 RONTNNDSTET, CSSM R—H L) Hif L 72 7&G38 2 — K % Secure Email and Web Manager (Z 5 0 £f
JET

s KR a— RFEZae— L TRV 1175 (Copy and Paste authorizationc code) |47 a U Z®IN L, KR
a— R&Za b — L TCAEY £1iF% (Copy and Paste authorizationcode) |47 v a > D FDT XA RAKR v 7
ANZHKGR 2 — RZAE O AT £,

[VAT LM BIKGR 2 — K& 7 v 7'm— R (Upload authorization code from the system) | 47> 3 > %
WU, [77 A NVDOER (ChooseFile) 127V v 7 LTHKR=a—RET7 v 7 u—RNLET,
ATvFT [KiR=a— %A A h—/L (Install Authorization Code) 1 %7 U v 7 L£7,

GE) WAk — Ra A VA b—NT 5L AR— b=V =V PRTA B ATRIZIERFICA A h—
NLTeZ b EBRT VAT AT 7— MEZTERY £,

T4 ATFH) (SLR £721ZPLR) 7 Secure Email and Web Manager |2 5% X4 TV EF, SLR
T, PRELDOTA B ADHRN [T T4 T 2 ATTREA (Reserved in Compliance) ]
REEICAT L £ 9, PLR 4. Secure Email and Web Manager D3 _XCD T A L AN [
TITAT U ATTHRIFEA (Reserved in Compliance) ]JIREEICEITL £,
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\)

GE) [ar 7 T4 T ATTHIFEH (Reserved In Compliance) ]IKFEIL, Secure Email and Web Manager
WT7ABADHERZFAISNTND Z E2RLET,

RDEZRY

o (SLRORIZHEA) LB LT, IA4 B AFPREZFEHRTE £, FEMITOVTIL,
FTABLATRHOERTR (14 2—) 2L T &,

+ (SLRBELOPLRIZEA) : HBEIIHL T, A4 BV A PREHIBRTE 9, Bz
WX, A4 B A FROHIBR (153—) 2B LTIEEN,

« MEZJES U T, Secure Email and Web Manager T7 A £ A PRIZ NS HZ LN TEE
T FEMICOWNWTIE, A4 B ATHOE (16 ~—) ZZRLTIEIVY,

SAtEURAFHOEH
HUWBED S AL A ETRLTED . BREOMEOITA B ATHEEFR L-Y TXFET,

\)

CE)  FETFTA B ATROLZEHTE, KATA B APRITEHRTE £ A,

)

GE) CLI’C“license_smart > reauthorize 7 a2~ FEFEHL T, 3’(“}23/7\%;«3%"%%}?’&5 Ze
HTEET,

ATYT1 CSSMAR—=ZLIZBEIL T, T TICTPRNELADTA L AEBHTH-OOEKR T — REAmRLET,

GE) AR — FOAERTGEDFHMZONWTIL, Av—F YT U7 I8 T FrTAv
~V7 (cisco.com) ZH D~V K= A2 hd Inventory: Product Instances Tab > Update
Reserved Licenses ¥ 7 & a VA B L T2 &V,

AT9 T2 CSSMA—ZNANEESLIZARaI—Rea—LET,

AT w73 Secure Email and Web Manager C [ A7 A EE (System Administration) |>[A~—hY 7 by =774 &
> (Smart Software Licensing) | ~X—I\ZBEI L 77,

ATy T4 [T ar (Action) ] ey 7 X7 A D [HAR (Reauthorize) | 23R L, [FE4T (GO) 1%~

Uy LET,
RATYTE RONWTINDIFIET, CSSM AR — X /L b BifF L7278 2 — R % Secure Email and Web Manager (215 V) +f
JET

s [KFBa— REae™— LAY 17 % (CopyandPaste authorizationc code) |4 7" 3 » ZEIR L, KGR
a— R&Za b — LTV 175 (Copyand Paste authorizationcode) 147 a v D FDTF A MR v 7
ANHKR T — RERED T £
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[VAT LN BAFE 2 — K& T v v — K (Upload authorization code from the system) | 473 a % i&
WL, [77 A4 /VDEIR (ChooseFile) [#7 Vv 7 LTHARI—FET v7Fu—RKLET,

AT w76 [FKGR (Re-authorize) 127V v 7 LET,
ATw 71 [2—FK%Zat— (CopyCode) %7 V7 LT, fERa—Rezat —LET,
GE) TABATREEHTHICIE, CSSM AR —Z VICHBa— REERTHILERSH Y £7°,
ATy T8 [OK]Z7 V7 LET,
AT 79 Secure Email and Web Manager 7> & Hif5: L 728 = — R & CSSM "R —# LB L £,
GE) it 2 — NOBIMGEDOFEMIZOVWTE, A~—h YT o7 T,y T AT
~/L 7 (cisco.com)

2 H~LT R¥ a2 A N Inventory: Product Instances Tab > Update
Reserved Licenses 7 & a V2B L TLIZ &0,

TABATRIDEFHINET, PRIELTABCREZ, [T TAT UV ATTPRIFER
(Reserved in Compliance) IREEICEATLET, THRINTWARWT A &2 A3 [FEAFE (Not
Authorized) 1IREEIZEATL £,

)

G¥)

[A7&F (Not Authorized) ]4RHEIZ. Secure Email and Web Manager 234HE T A 2 2 &2 THIL
TWRWZ EERLET,

RDBRY

(SLR B L OVPLR (ZHE ) MBS LT, A B APHIZHIBRTE £9, FFMICD
WTiE, 74 B ATROHIBE (155—2) 22 L TIZX0,
» Secure Email and Web Manager C7 A & A PRIZ BT 5 Z LN TEET, FHMICON
T, 748 AR (16 ~—) 2ZML TS,

1|

4t AFHIDHIBR

Secure Email and Web Manager CHNZ 72> TWARKED TA B A TR ERITKAT A B R
DT RIZHIFRTE £,
)

G¥)

CLI T license smart > return reservation 7 a2~ REEH LT, 74 B 2D T EZH|
Ry o2 &b TEET,

AT 71 Secure Email and Web Manager C [ A7 A% H (System Administration) ]>[A~— Y7 b =T A&
> 7 (Smart Software Licensing) | ~—UIZB#E) L 97,
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ATwFT2 [T7ar (Action) | Rey 7 XA RNL[Y #—ra— R (Returncode) &I L, [T (GO) ]
Vw7 LET,

ZFvF3 [2—F&=at— (CopyCode) |27V w7 LT, VH—ra—REabt—LET,
GH) TA U ATRIZHIRT 511E, CSSMA—H LY #—r a— REFRATL0ERH Y 7,
GE) Av— b=V EPRRBOY F—ra— REEFRICAER LI L 2RTT 7 — hpna—F—
WCEE SN ET,
ATYyT4 [OK] &7 Y v LET,
AT w75 Secure Email and Web Manager 2> HHiff L72 U #—> 23— K% CSSM 7R —Z VBN L £,

GE) U4 —ra— ROBMFEDFEMIONWTIE, Av—h VY7 02T A4 AF U TA
~)L 7 (cisco.com) Z&H DB~V K= A O Inventory: Product Instances Tab > Removing a
Product Instance 7 3 2 VAL TL 72 &0,

Secure Email and Web Manager TV S TCWD T A & AIFHIBR S 4L, sHEBIEICAT L £
D

42 ATFHDOENE
Secure Email and Web Manager C7 A £ A PR 2T H 2 LN TE £,

\}

GE) CLI T license smart > disable reservation YT a<w ]\%{ﬁﬂq LT, 74 % ¥ ATH %ﬁ;ﬂ]
23562 TEET,

AT w71 Secure Email and Web Manager T[> A7 LB (System Administration) [>[A~— Y 7 b7 =7 74 &
> 7 (Smart Software Licensing) | X—VIZBEIL £97,

AT 72 [BEE— K (Registration Mode) ] 7 4 —/V RTC[¥ A 7 DZHE (Change Type) 127 Vv 27 LET,
AT v T3 [BEE— FDZLFE (Change registrationmode) | %A 7 1 7R v 7 AT [%E (Submit) 1227V v 7 LE
h@‘o

T A ATHIE, Secure Email and Web Manager CHEZNIZ 72> TV ET,

AYX—hFI -z FOEFH

T ITIGAT LV AIA VAR ILENTWVWART—F ==V hOARN—V g U EFEHT AT
T, WOFNEEFEITLET,

ATy [EHT 7747 A (Management Appliance) ]>[> A7 L& (System Administration) |>[A~— kY 7
Ny =7 T A7 (Smart Software Licensing) ] Z34R L £,

B BongEszsy |
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ATV T2 [AR—FI—V Y FOEHRAT—H R (SmartAgent UpdateStatus) |22 > a > T, [§3 CEH (Update
Now) | #27 U w27 L, 7rERICEVET,

G¥) CLI =~ N saveconfig #fiH LT, FHIF [P RTLEE (System Administration) |>[F%%E
H#<1)— (Configuration Summary) 1 ZfH LT Web A ¥ —7 = A AREH TR ELE % R(F
LEHETDHE Av—bF TA B AFEFEOBREIIRGFINER A,

WO F VA THEHPIEESNET,
AT — KV T Ny =T TRV U DIEFIZAES LS T
AV — L YT T TA R T OAMUITRIE LT

AT 23 BAGE S Tz

MBI 2T L7 G o s X O T IRfIZ— & O RIFRE TikfE)

« EFIZBRER SN

o BRERIZRI LT

« IEFICRAEE T

o WREIC KRB L7

RSB S iz

BRERARERIZ R L T2

o ID FEBAE AN IEH I B S 47

« ID FEIEF O BRI KM L7z

o PAED A IR D3 Gl 7=

« ID RERAFE DG DI RS Bl 7z

AT ITAT 2 AERMETHIR OBIRN NI (2T T4 7 o A& TR TR LT
WIS TR —E ORI FE TRE(E)

HREEDOHNHIRIZBAT 2 I DA o A X L ANRFEE LT

* [SLR 3 X O'PLR O A2 (Applicable for SLR and PLR only) ]: U 7 A k22— K4
BABICEGE T — RIS v A h— L ELE T,

* [SLR 5 X O'PLR ® A2 H  (Applicable for SLR and PLR only) ] : #BFE=2— K231 > A h—
NENET,

*« [SLR B L' PLR O A2 (Applicable for SLR and PLR only) ]: U #— > =— R IEH
WA SIVE LTz,

| —mmngEszs I}
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* [SLR ®#\Zi#H (Applicable for SLR only) ] : ¥EDERET A & o A D THIDHRYIN T
ﬁqo

* [SLR O Z|Zi ] (Applicable for SLR only) ]: PRSI TWAEFEDKKIET A B ADH
IR GIN D RNCIEE S DT 7 — F OB,
ARSI A A3 —T (4R
s license_smart (18 ~X—73°)

« showlicense smart (25 ~—37)

license_smart
« il (18 <X—72)
«HE (18 =—Y)
il Av—F ==V b = RAFAR— FORE (19 <—)
Bl A~v— Tk TA L ADOEME (19 =)
« {5 : Smart Software Manager CTDOT 77 A 7 AD%Ek (19 ~=2—)
Bl A—F FTARBLVADAT—F X (20 X—)
ffl  Av— b TABLADRAT—H ZAOWHE (20 2—)
el : A~v— 1 hT U AKR— K URL OFE (20 <—)
il FA B ADER (21 —)
fl:TABADY Y= (21 RX—Y)
Ml TA B ATFRIOAEMME L BE (21 X—)
il FTABATPRIOEH (23 X—)
il TA B ATRIOHIER (24 X—2)
Bl TA B ATRIOED (24 =)
« f5il : Device Led Conversion (DLC) 7'ut¥ 2%z FETHMET S (25 2—)
i
Av—hKN V7 U =T T4 AEROKE
it 5 1

fE® : Zoa< 2 N Tcommit)] 2SME T,

NYyF ARV E : Zoa<wy FEANy FRAZFR— b LTOET, FEMIZOV T, help
license smart =¥ RKEAJILT, 41T ~NTEZRLTIEIN,

B BongEszsy
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Fl: A~v—h =Yz b —E2AHR— FORE

example.com> license_ smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

Bl 2A~— kK T4 Z2AOHFERL

mail.example.com > license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the

CLI.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing
mode.

Commit your changes to enable the Smart Licensing mode on your appliance.

All the features enabled in the Classic Licensing mode will be available in the Evaluation

period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing
mode [Y/N] []> vy

> commit

Please enter some comments describing your changes:
[r>

Do you want to save the current configuration for rollback? [Y]>

5] . Smart Software Manager TOT 77 A 7 A DX Gk

mail.example.com > license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register
Reregister this product instance if it is already registered [N]> n

Enter token to register the product:
(1>
ODR1IOTM5MjItOTQzO0S00YjYOLWEXZTUtZTdmMmY30GNINDZmLTE1MzM3Mzgw%0AMDEZzZNTR8W1pCQ1 1MbGVMQOWRx

OXhuenN40OWZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%3D%0A

Product Registration is in progress. Use license smart > status command to check status
of registration.
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Bl: 2=—hF FA B ADAT—F A

mail.example.com > license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Gl s Aw— R~ FA B ADRAT —X ZADOHE

mail.example.com > license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling In Compliance
Content Security Management Master ISQ In Compliance

Bl : A~—h bF v RK— |k URLDFHIE
mail.example.com > license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url
1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software

manager satellite.

Choose from the following menu options:

B BongEszsy
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[11> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

Bl AL ADEK

\}

GE) FRET7T AT AD—W—%, FA BV AZEREIZ) U —ZXTEEE. FOT7 754
T UOARAERGET DULEND Y ET,

mail.example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Content Security Management Centralized Tracking Not Requested
2. Content Security Management Master ISQ Not requested

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Security Management Centralized Tracking

Use license smart > summary command to check status of licenses.

Gl A4 ADY Y —R

mail.example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status

1. Content Security Management Centralized In Compliance
Tracking

2. Content Security Management Master ISQ In Compliance

Bl . 74 v AFRIOFME & Bk

Z OB TIX, license smart >enable reservation 7 2> R&ff LT, Secure Email and
Web Manager CT7 1 £ 2D TR EZFNMEIB LOBRETE LT,
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mail.example.com > license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Email and Web Manager.

[1> enable_reservation

Would you like to reserve license, then type "Y" else type "N" [Y/N] []> yes

License Reservation is enabled for the following machines:
maill.example.com

License Reservation is enabled

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.
[1> request_code

The generation of the request code is initiated...

Copy the request code obtained on your Secure Email and Web Manager and paste it in the
Cisco Smart Software Manager portal to select the required license

Request code: CD-ZSMA:BD20B624E904-B7HCL9scQ-DD

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.
- INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Email and Web Manager.

- CANCEL REQUEST CODE - Cancel the request code generated on your Secure Email and Web

Manager.

[1> install authorization_code

1. Paste via CLI

2. Import the Authorization Code from a file

How would you like to install Authorization Code?

[11>

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version>

<piid>T7b654af6-9d60-46£5-a7 9= .PS/0+6</signature><udi>P:SMA, S:BE30B124E904
</udi></specificPLR>

~“D

The SPECIFIC license reservation is successfully installed on your Secure Email and Web
Manager

Choose the operation you want to perform:
- STATUS - Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing status summary.
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- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web
Manager.

- RETURN_RESERVATION - Remove the specific or permanent license reservations on your
Secure Email and Web Manager.

(1>

Bl A& ATRIOER

Z OBFITIE, license smart > reauthorize W7 AV REMHA LT, HLWHEEDT A&
AETFRILIED WEOBRFEDTA B APRELEFE LY TEET,

mail.example.com > license_smart

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web
Manager.

- RETURN_RESERVATION - Remove the specific or permanent license reservations on your
Secure Email and Web Manager.

[1> reauthorize

1. Paste via CLI

2. Import the Authorization Code from a file

How would you like to install Authorization Code?

[11>

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version>
<piid>6b684af8-4d20-42£5-ab8 9 & .</authorizationCode><signature>
MEYCIDS7IZQuLvMMmiXMH2eZOwf7cy6rjgc7kxBIja</signature><udi>P:SMA, S:BD660B174E904
</udi></specificPLR>

~D

The SPECIFIC license reservation is successfully installed on your Secure Email and Web
Manager.

Copy the confirmation code obtained from Smart Agent and add it to the Cisco Smart
Software Manager portal to update the specific reservation.

Confirmation code: 1£87b235

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web
Manager.

- RETURN_RESERVATION - Remove the specific or permanent license reservations on your
Secure Email and Web Manager.

(1>
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il - 5 A ATRIOYIKR

Z OFITIE, license smart > return reservation %7 2= K& LT, Secure Email and
Web Manager CTH NI 72 > TV ABEREDRFE £ 7213k Fel 72 7 4 B AD THRIZHIFRTE £
‘d‘o

mail.example.com > license_smart

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web
Manager.

- RETURN RESERVATION - Remove the specific or permanent license reservations on your
Secure Email and Web Manager.

[1> return reservation

After you return the license reservation, you cannot use any of the product features,
if the evaluation period has exceeded 90 days. After the 90 days

evaluation period, you must register your product with Cisco Smart Software Manager to
continue to use the product features. [N]> yes

The generation of the return code is initiated...

Copy the return code obtained on your Secure Email and Web Manager and paste it in the
Cisco Smart Software Manager portal.

Return Code: C97xKY-otSY8D-ertAf-v-fbEu5g-APo

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.
(>

maill.example.com>

Bl . ZA & ATHRIOBEHL

ZOBITIE, license smart > disable reservation Y7 a< REMH LT, Secure Email and
Web Manager T7 1 £ AD TR Z LT E,

mail.example.com > license_smart

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.
- INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Email and Web Manager.

- CANCEL REQUEST CODE - Cancel the request code generated on your Secure Email and Web

Manager.

[1> disable_reservation
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{1 : Device Led Conversion (DLC) Ot R EFETHMIELT S .

A request code for the specific or permanent reservation is generated on your Secure
Email and Web Manager. If you want to disable the reservation, it cancels the request
code.

Do you want to disable the specific or permanent reservation? [Y/N] []> yes

License Reservation is disabled for the following machines:
maill.example.com

License Reservation is disabled

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Email and Web Manager.

(1>

5l : Device Led Conversion (DLC) 71+t 2% FETHILT 5

showlicense_smart

Z OB TIX, license smart>conversion start 7 2~ K& LT, Secure Email and Web
Manager C Device Led Conversion (DLC) 7'BtERXZFETHNCTHI ENTEET,

mail.example.com > license_smart

Deregister Secure Email and Web Manager from the Cisco Smart Software Manager portal to
enable the license reservation

Choose the operation you want to perform:

- URL - Set the Smart Transport URL.

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- DEREGISTER - Deregister the product from Smart Licensing.
- REREGISTER - Reregister the product for Smart Licensing.

- RENEW AUTH - Renew authorization of Smart Licenses in use.
- RENEW _ID - Renew registration with Smart Licensing.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- CONVERSION START - To manually convert the classic license keys to smart Licensing
[1> conversion_start

Do you want to start the process of converting your classic license keys to smart software
licensing[Y/N]? []> yes

B (26 X—2)
Ml A—h FTAEBLRADAT—HE A (26—

Hil s A — K FA R ADAT— X ZOMME (26 2—7)
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A
A<—h TFA VLV ADAT —Z AL AT —Z ZAOMELF R L E T,

B : 2A~w—F FA B ADAT—H A

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

G|+ A<w—R S4B ADRAT —X ZADHYE

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling In Compliance
Content Security Management Master ISQ In Compliance

cloudserviceconfig

w27 =)
ML 27 _—=2)

Wl . 775 A T ATO Cisco Cloud Services DHEEN (27 =—)

B . 7 AT AT Cisco Cloud Services D RN, (28 ~_X—)

5] : Cisco Cloud Services IR—HZ )L ~DarT Y X2 VT 4 F— oA DB (28
o)

* 3] : Cisco Cloud Services IR—Z L bD a7 X2 )T 4 F— b7 = A OFELE
B (29 N—)

el aT Y vX 2T ¢ ' — MU = A % Cisco Cloud Services N — & /LT HE 4 5
Cisco Secure Cloud Server MR (29 ~_—7)
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E N |

il marT Y X2 T 4 ' — U oA TO Cisco SecureX F 72 [ Cisco Threat Response
DAHEE 32 =)

il marT Y X2 T 4 ' — U= A TO Cisco SecureX F 7= (& Cisco Threat Response
DI (32 =)

B!
cloudserviceconfig =~ > FIZRO B THEHA L £,
e ZDaAVY RFE, A= I BV ARAE— RTOLEHTEET,
« BEEWDT 7 F A T 2 AT Cisco Cloud Services N — X /L& H NI L E 7,
« BEEWDT 7 F A7 2 AT Cisco Cloud Services A8 — % /L& M52 L £ 7,
» Cisco Cloud Services 74~— # /L|Z Cisco Secure Email and Web Manager % %8k L £ 97,
« Cisco Cloud Services 75— 4 JL|Z Cisco Secure Email and Web Manager % H 856k L £7,

+ Cisco Cloud Services 78— # /L' & Cisco Secure Email and Web Manager D% &k % il L £
‘3‘0

» Cisco Secure Cloud #—/3— %N L T, BENOT FF A 7 > A% Cisco Cloud Services
N—=F AT L E T,

o T T — X PNMEHT S Talos — N—InGIEHEL XF—Z B L F T,

» Cisco Secure Email and Web Manager C Cisco SecureX F 7= (3 Cisco Threat Response % A ZhiZ
LET, ZhiE, [ (General) |HRGRELIMEMN L CEITTOLERHY £7,

+ Cisco Secure Email and Web Manager C Cisco SecureX F 7= (3 Cisco Threat Response % %02
LET, ZhiE, [2fi% (General) MRk ELEMN L CETTOLERHY £7,

i 5%
cHETE T aw s FIZ commit ITMLEH Y FH A,
cNYFAX VR Zoavy RiERNy FELEZR—FLTWET,

Wl . 75 A T ATO Cisco Cloud Services DHEENL,

RIZ, cloudserviceconfig>enable 7 a~ > REMH LT, 1A —/N7— b7 = A | TCisco
Cloud Services Z# AN T D14~ LET,

\)

C¥) Zo¥#7avr NI, Av—bF Y7 u=T IRV TRAMNTIRoTELT, BV
DT 7 Z A7 AN Cisco Smart Software Manager (28§ SV TWRWIGAIZOAEH TE F
R

maill.example.com > cloudserviceconfig
Choose the operation you want to perform:
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- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.
[1> enable

The Cisco Cloud Service is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj.sse.itd.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
1> 1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit" to make these changes active.

maill.example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:23:19 2020 GMT

maill.example.com >

Bl . 7T 5 AT A TD Cisco Cloud Services D ERNAL,

KIZ. cloudserviceconfig > disable "7 21~ > K& LT, 7774 7 AT Cisco Cloud
Services Z N T DB %2~ L ET,

maill.example.com> cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
maill.example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:01:07 2020 GMT

maill.example.com >

5 : Cisco Cloud Services IR—Z )L~D a5 X2 )5 7 — b7 = A OB

sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.
The appliance is not registered with the Cisco Cloud Service portal.
Currently used Cisco Cloud Server is stage-api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service
portal.

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> REGISTER

Enter a registration token key to register your appliance with the Cisco Cloud Service
portal.
[1> 90a92909fc3blbe666£180621146feal

The appliance registration is in progress.
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1 : Cisco Cloud Services R—ZLASDIAVTUY XU T 15— bY x4 OERER .

{5 : Cisco Cloud Services R—Z Wi DT X% 2 VT ¢ F— N7 = A OBELRER

RIZ, cloudserviceconfig > deregister 7 =~ RZffi[j L T, Cisco Cloud Services 7~ — % /L-7)»
ST TITAT o ADBREKREMRRT D202~ LET,

sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.

The Content Security Management appliance is successfully registered with the Cisco Cloud
Service portal.

Currently used Cisco Cloud Server is stage-api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service
portal.

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> DEREGISTER

Do you want to deregister your appliance from the Cisco Cloud Service portal.
If you deregister, you will not be able to access the Cloud Service features. [N]> Y

The Content Security Management appliance deregistration is in progress.

Bl a7y X2 VT 4 F— =A% Cisco Cloud Services 35— % )VZ¥5%:1 % Cisco Secure Cloud Server DIER

RIZ, cloudserviceconfig > settrs 7 2~ > REHEH LT, 1A —/L7— h 7 = A % Cisco
Cloud Services A8 — & JWZ T 25 72 I3 72 Cisco Secure Cloud Server % 3R 2 427~ L
7,

maill.example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
(1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.

Make sure you run "commit" to make these changes active.

maill.example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:37:40 2020 GMT

Bl : CLIZAE L7eA~— h T A & 20 BERERD FT

WOFTIE, a~r FEFEALT, A= I B L AT—EREETEET TIT7A4T AN
Ny 7oy FCHERBRAFITTHZ 2R L TWET, HEPREEN LR L7-85481X, CLIT
HEPREICHH T2~ 2R TE £,
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Autoregister Success/ and failure
sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.
The appliance is not registered with the Cisco Cloud Service portal.
Currently used Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service
portal.

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically.
- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> AUTOREGISTER

The appliance failed to auto-register with the Cisco Cloud Service portal.

Reason: A request to generate a Smart Licensing payload from Cisco Smart Software Manager
failed.

The appliance is not registered with the Cisco Cloud Service portal.

Currently used Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service
portal.

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically.
- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> AUTOREGISTER

The appliance successfully auto-registered with the Cisco Cloud Service portal.

Bl FEAE L F—D X T E— R
ROFITIEZ, A~y REMEH LT, TALOS— =067 v 77— 2 BMEMRT 25 E & % —
G TEET,
sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.

The Content Security Management appliance is successfully registered with the Cisco Cloud
Service portal.

Currently used Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- FETCHCERTIFICATE - Download the Cisco Talos certificate and key

- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> FETCHCERTIFICATE

Current Cisco Talos certificate is valid for 172 days

Do you like to overwrite the existing certificate and key [Y|N] ? []> N

The Content Security Management appliance is successfully registered with the Cisco Cloud

Service portal.
Currently used Cisco Cloud Server is api-sse.cisco.com

Bl . 7 Z 47 FAEFIE cloudserviceconfig
ROPITIZ, 2~ FEEH L CGGERFEL X —%27 v P a— R TEET,
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[1> clientcertificate
Do you like to overwrite the existing certificate and key [YIN] 2?2 []> Y

Paste the certificate.
Press CTRL-D on a blank line when done.

AQEFAAOCAQ8AMIIBCgKCAQEAYfI9pD6jCYMA2YUmzjs711J80V2Ehi18FnvDo8ELJT
cVP1lrZFwzTmISwHTrQiOYkjaYsbeINbh9g5vdmrL58Pmiky7HOhROYFXcHi95UlSa
rY6DhYNw81isKxFuG0XnmlmNzSSIQdIcTvgIV/iPUjQl80mwl/plErD15J7MY5kKNL
MpES7AmQitef0BRmcDmpammCCVmUx2b1A7PmepclCVs2PfaoqIGy26CcAonFOlrd
MIIDYzCCAkugAwIBAgIDCMvdAMAOGCSgGSIb3DQEBCWUAMIGCMQOswWCQYDVQQGEWJIV
GlyOpFkbHg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQABOxXOWGDAJIBgNV
UzETMBEGA1UECBMKQ2FsaWZvcm5pYTERMA8GAIUEBXMIU2FuIEpvc2UxGzAZBgNV
BAOTEKNpc2NvIFN5c3R1bXMgSW53 LI ERMASGATUECXMIU2VdXJpdHkxGZAZBgNV
BAMTEINOYWd1IEtleWlhc3R1ciBDQTAeFwOxXxOTAYMTkwMzU3MzhaFw0OyMjAOMDIw
23gYEzrhGtZmx+hpAmHili8cnIarD5o0ePtcggOafxpa/32rgXPGEjiadU6cdAb6Su
Qgugh7/bn6u8RIEM] zudV+Rn54JZMTcI9v/u50C1 kKohsMFMwBQOEpPPL5CpM8NDx
SjGPIMP2SrgktLORITgtvex8SnMurrxe6lPnrUs93z1nRSXhcHGlyrQs6HIgQIVMT
MzU3MzhaMEkxHTAbBgkghkiG9wOBCQEWDNR1c3RAY21zY28uY29tMRgwEFgYDVQQD
DAOWTES5TTUEXM{MONTY30DkxDj AMBgNVBAOMBWNpCc2NvMI ITBTjANBgkgqhkiGIwOB
AQEFAAOCAQ8AMIIBCgKCAQEAYfI9pD6ICYMA2YUmMzjs711J80V2Ehi18FnvDo8ELJT
cVP1lrZFwzTmISwHTrQiOYkjaYsbeINbh9g5vdmrL58Pmiky7HOhROYFXcHi95UlSa
rY6DhYNw81isKxFuG0XnmlmNzSSIQdIcTvgIV/iPUjQl80mwl/plErD15J7MY5kKNL
MpES7AmQitef0BRmcDmpammCCVmUx2b1A7PmepclCVs2PfaoqIGy26CcAonFOlrd
uT6K+grTusUEP410DC7IrpnbBE697xzbtF817xgxUosxP+OuXcgtTX1TXcY51673S
GlyOpFkbHg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQABOxXxOWGDAJIBgNV
HRMEAJAAMASGA1UdDWQEAwWIHgDANBgkghkiGO9wOBAQsFAAOCAQEAOKYfizfJg4rM
IWM73wz8u7Wtj97E6rGVgsj0D54 fOKF6DmgHfygPCuXnsO0F18nLlDa3ogslLwIrS
d5allfj/2r6NfbNOhjKN7/5PGBtcRyMDi86aUBogahNmgCwDKTTJgoVTOO0/ /a+Ca
23gYEzrhGtZmx+hpAmHili8cnIarD5o0ePtcggOafxpa/32rgXPGEfjiadU6cdAbSu
Qgugh7/bn6u8RIEM] zudV+Rn54JZMTcJ9v/u50C1 kKohsMFMwBQOEpPPL5CpM8NDx
SjGPIMP2SrgktLORITgtvex8SnMurrxe6lPnrUs93z1nRSXhcHGlyrQs6HIgQIVMT
J1SwgurFwg==

Paste Private Key.
Press CTRL-D on a blank line when done.

ZzSWnNAdAMJtobo6dx1iMfbaWDd1lUm+PIEiBXEy5274btukQUGTIODXsCgYEA3693
gH/+2ybheB8iCYQfZnZkeUM4ggN3HkRmrhTB901PLkZ0BOfstPfpEcw/v/12z3BRQ
Dyk5V1gEtnOpWbyYKglZbFPHbddQGTIbCV4T1hyEcjNbyD2SSCIv5gxF70TBR5gD
14HT3PPt4HXpgcFw70NofNSnpNm630hkW4 SBNgkCgYEAS8Y4VMWA2WWEAFZhIZKS
4Jw8/yWYe4V746aWRVNTWLI9aRK6eVTk7kCEZLG7+vgzboSORP198QXY1o/aBNhg
MIIEowIBAAKCAQEAYf9pD6jCYmMA2YUmz]js711J80V2Ehil8FnvDo8E1JcVPlrZFw
NEnrtal7WnKNZz96nClkagh8DBaGuoMPTbEGrEjnavim7JDY/v1LxTUE2SMRA2ZX
zTmISwHTrQiOYkjaYsbe9Nbh9g5vdmrL58Pmiky7HOhOYFXcHi95U1SarY6DhYNw
BHXHikhk1+8ibEB2K+X1QUPSCy7aGmbekc8y0vIBVObdKx+/ulwuklbuy4rUybMy
£f3DsaHI6Yj7jYid4allec7HTOX60vxc4eahBv8DvalF3Ak0LyIvdLomycVkG58siV
Lt+psQKBgFjRVENddwgcX50aQXopYJdWa/HFnWgH7JXgVFeR10Q9smg7L0Yk39GrxT
81sKxFuGOXnmlmNzSSIQdIcTvgIV/iPUjQl80mwl/plErD15J7MY5kNLMpPES7AmMQ
itefO0BRmcDmpammCCVmUx2b1A7PmepclCVs2PfaoqIlGy26CcAonFOlrJuT6K+qrT
usUEP410DC7IrpnbBE697xzbtF817xgxUosxP+OuXcgtTX1TXcY516)SGlyOpFkb
Hg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQABAOIBAE+jQNqJOEMEWSVO
ENgmwcjYESy3kK+rEt49AL1rS2dAunaztglS16Tr1XaMzgFJ07/JxDEnXuMQlgVL
KaTwWT4BTmvxMgqVMdAIH6GY0+99ShMT080xVe3tnXc+m2c8nmX5dftLkcYC5yXNVb
bvtD2BR4eupNOrvj1N5P/+sYcNc4I7Z2AAheGfhLc4oDTMiHIESg6Dyvh7j+WIi9y
bpoU99£fFV7jcGtgl5A0UQtLUtu06dltk2WL1+m2gsX7uMkQ5ddM9vGbTRg0OIkjRb
PVpshAK5j/RsQCUN6LIRg+SY7y18Cl1Z4MYWXu754KgM1oK8UDarI+dKISyVskfe
691NQ2ECgYEASzLHTykFOA349My1iSQxIE6YsVL8tc1Ryf/PB6900TY+vKUcmCZp
TzLPuEEbyzndAIW7FagVG5aYYFXDOkcUEOLUCCT15bTO1YIMOYCGgsHnBpqUI7yI
ZzSWnNAdAMJtobo6dx1iMfbaWDd1lUm+PIEiBXEy5274btukQUGTIODXsCgYEA3693
gH/+2ybheB8iCYQfZnZkeUM4ggN3HkRmrhTB901PLkZ0BOfstPfpEcw/v/12z3BRQ
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. Bl : avFoYEF2) T4 F— k24 TO Cisco SecureX % = (& Cisco Threat Response DH 1L

il

Bl

Dyk5V1gEtnOpWbyYKglZbFPHbddQGTIbCV4T1hyEcjNbyD2SSCIv5gxF70TBR5gD
14HT3PPt4HXpgcFw70NofNSnpNm630hkW4 SBNgkCgYEAS8Y4VMWA2WWEAFZhIZKS
4Jw8/yWYe4V746aWRVNTWLI9aRK6eVTk7kCEZLG7+vgzboSORP198QXY1o/aBNhg
NEnrtal7WnKNZz96nClkagh8DBaGuoMPTbEGrEjnavim7JDY/v1LxTUE2SMRA2ZX
XEDpdHDalZZFpGDrf+wZraECgYB3cTlpe/Dng43A]i+pEUuLd]IVpOY9Gepk2XZU
BHXHikhk1+8ibEB2K+X1QUPSCy7aGmbekc8y0vIBVObdKx+/ulwuklbuy4rUybMy
£3DsaHI6Yj7jYid4allec7HTOX60vxc4eahBv8DvalF3Ak0LyIvdLomycVkG58siV
Lt+psQKBgFjRVENddwgcX50aQXopYJWa/HFnWgH7JXgVFeR10Q9smg7L0Yk39GrxT
Gu2acBalPQR474nW9394XgmPTJ5tYhf80nmT7IJRWYEgGE2C/£1nDDea9YFoiX/yP3
fD4kLyDPgQ8utQwK7X7aK1PxdEIsXKZLcR6FoeTO0wQj31gCG2igH

"DCertificate and key are stored successfully

arvFyY X2 T 4 F— 7 =A TO Cisco SecureX £ 7=1% Cisco Threat Response D %L,

WIZ. clouderviceconfig > enablesecurex V7' a2~ N&fH L C, BEWOT 7T AT AT
Cisco SecureX F 7= 1% Cisco Threat Response =AM T D61 %~ L ET,

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

- SECUREX - Configure Cisco SecureX/ Threat Response feature on your appliance
[1> SECUREX

The Cisco SecureX / Threat Response feature is currently disabled on your appliance.
Would you like to enable Cisco SecureX/ Threat Response feature [Y]>

Cloud Service is not enabled.
Enter "cloudserviceconfig" for enabling Cisco Cloud service.

arvFY vXa VT 4 F— U= A TO Cisco SecureX % 7-1% Cisco Threat Response D HERhL,

KIZ. cloudserviceconfig > disablesecurex %7 2~ K& L C, 777 A 7 2 AT Cisco
SecureX & 721d Cisco Threat Response % N2 9 512~ L7,

sma> generalconfig

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

- SECUREX - Configure Cisco SecureX/ Threat Response feature on your appliance
[1> SECUREX

The Cisco SecureX / Threat Response feature is currently enabled on your appliance.
Would you like to disable Cisco SecureX/ Threat Response feature [N]> Y

The Cisco SecureX / Threat Response feature is currently disabled on your appliance.
The Cisco Cloud Service is currently disabled on your appliance.

AsyncOSMU0 DAY —Fr YT+ 7 SAEVRF—FRA Uk

« 7T RY—ERAEEANTT B L Cisco SecureX 1XHEHICERNCRY, 7T K —E
A ZHEEHIZ 9 5 & Cisco Securex IXHEZNIC /20 F 9,

+ Web UI C Cisco SecureX 33 J U Cisco Threat Response 47> a2 W INEH XL, [V AT L
P (System Administration) |>[£f%i%E (General Settings) ] 2> Cisco SecureX 33 L
Cisco Threat Response % AN F 721X TE H L 512720 F L7, generalconfig =~ >

FEfH LT, CLINORCEEZFEITTH2 &b TEET,
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cUavy KEEALEA LT+ o z0xT [

AR —NY T TxT TABVAEAMILTERET D E, 770 Rb—EARFEIC
R0, TTIAT A (SSE) NHEMICEESNLE T,

« VTV y7E—RTIE, 777U R —ERIT 7 4/L N CTERDRIEICRY £, FBHT
HENMZT DBV | Cisco SecureX & Cisco Threat Response N A ZNZ72 ) £9°, HEVE
AT, A — b TA B AE— READNTTHRBERDH Y £3,

A=K YT T TARVAEANITHE, Av— b=V hBEEIL,
BNETTDHET T RP—EARHEIZR £,

« AR — N T A B ADBFHEE— FOBE, SSE O HEPREKIIFITTE EHA,

CLI T Y FZEFERLEA VT FUOREEDER

I TCHBHTAMMEL a~ L REFIFHTA L, BEX a2 U T A BT IS I9A4T A ETAYTF
VAT AEEAEITTEET, 2T, ROBELE a~w L RIZOWTHBHLET,

* shutdown

* reboot

* suspend

* suspendtransfers
-

* resumetransfers
* resetconfig

* version

XA VTAEET7ISATUADY vy MFO Y
X2 VT ABRT TIAT ATy P XU T HITE, ROFIREZFEITLET,
BT 77 A T > A (Management Appliance) ]>[2 AT L& EL (System Administration) ]
>[¥ % v ME U /FEEE) (Shutdown/Reboot) ] X—T A L %9,
EJ/e xS

e v RTI A4 27 R T shutdown 2~ R LET,

TTIAT Ay Xy hETTDHE AsyncOSIET L, T 74TV ADEIRE LRI
FTNCTEET, 7TFI9A T 2E, BEF2—DRA vt —V%kbPIcg THESH TX X
To TTIAT U A%V Yy N U UTHREEE AT T OMNENSY £F, 774+ /L MEIE
fE1X 30 FCT9, AsyncOS Tix, EOBEIEDOMITA—T L O AT T TEE£T, ZDiE
FEEEHEZ D L. A —TF RO IERIICEH U b ET,
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B 278877547 200 79—+

X)) TABEBTISATUOARDY) T—F

X2 VT EHRT T IAT A%V T — T 5121, GUL D [ AT LB (System
Administration) ] A == —TCHIHAIEEZR [T ¥ » ¥ U /fEHE) (Shutdown/Reboot) ] ~<—<
AT 50>, CLI Treboot 2~ FEMFHLE T,

TITIGAT A% T — T 5&, AsyncOSHIFEREISNDT-D, T I7A4T  ADOERE L
BIZATIZL, TTIAT AV T = NCEET, TFIAT Ry vy MU T LR
SEEZ ATI T H0ERH Y £3, 7 7 4V MEIEEIL 30 #TF, AsyncOS Tl&, & DiFIELfE
ORI A—T O EE T CXET, TOBIEHEEZEX D &, 4 —7 OB » TEHHY
WKHLOBRET, 77747V A, BEFa2—NOA vyE—VaKkbPIcHE#cE£7,

X1 YTAEEBT7ITSAT7UORADEL

VAT EAAUT T U REFEITTIEERE, T IAT Vv AEF T4 2T 5I120%, tkp=

~r RoWTFhreEHLET,
avw vk HoL:L kit
suspend CEXA— N X2 T 4 TTIAT U ANbEX2) | U T — " EHK

TAERT TITAT U ANORBEES LA v = |FlbE T T,
DRk % —HEF1E LE T,

CREED D U ) — R SHUE A v — D ORUE B —
ELFEF,

CHHETET A — MR S E A,
s BIEBFBFA—NEEIXELESNET,
« B ZEEMEIESHET,

CCLIIET /7 EAWHREDEE 12720 £,

suspendtransfers | HLRI R O FE 1 A — /L I OV Web Security Appliances 7> 5 | U 77— h& b #E
Content Security Management Appliance ~D L' AR —7 1 > 7 | FESLE T,
T—=EBIONNT X7 T—HOfEEE —RHEIE L E
R

ZOavwy RTHEH, EA— NV eX2 T T4 T7
AMHOBHES T A vE—VOZEL —HHELE SN E
?—O

NI T 9T TTIAT VAT TA~) TTI7AT
AL LTHBT 22O OWEFRIETZ D a~ 2 e
Li‘j‘o

IhbDa<wy ROMABCIL, 77547 0 ZADBIEEZ AT HLERHY £, T 7+
JU N BIEEIZ 3070 TF, AsyncOS Tlk, ZOEBILEOMITA—7 L OB A 52 T TE £,
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CLI D15l : suspend §5 & U suspendtransfers 1< > .

ZOREEA R D & A—7 R OEGERREIFIZEA L b E T, I —7 OB FE
LWgHAIE, 37 <Ich—eA2ME kS E T,

suspend & 7= [ suspendtransfers 2~ > R CIEIL L7 —ERAEZH{T 77 ¢ 7{L$ HITIL, resume
F 7213 resumetransfers =~ > K& 2 EfEH L ET,

BT T I7AT LV ADBUED AT =2 A (AT A EF—RELL) Z28ET 5I12E, Web
AV HE—T 2 A AT[EET 7T 47 A (Management Appliance) ]>[2 AT L%EEL (System
Administration) > [ > F& ¥ 2 /F#EHE) (Shutdown/Reboot) ] Z iR L £ 7,

BEETEH .

cBHNDEA—N X2 VT4 TTIAT L ADT=a T VKT TA 2 ~VTD
[Suspending Email Delivery] . [Resuming Email Delivery| . [Suspending Receiving| .
L TResuming Receiving]

CLI ® 15! : suspend & & U\ suspendtransfers 1< > F

—FHF LK

sma.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

sma.example.com>

sma.example.com> suspendtransfers

Transfers suspended.
sma.example.com>

EM b DB

resume =~ > RiX, suspend ¥ 7213 suspenddel =~ > ROMEHZIZT 7T A 7 2 A %t O )
TERRBIZR L E 7,

resumetransfers =~ > F{, suspendtransfers =~ > ROERRICT 7T A 7 A %@ OEE
WRBIZR L £,

CLI @45l : resume & & U resumetransfers 1< > K

sma.example.com> resume
Receiving resumed.

Mail delivery resumed.
sma.example.com>
sma.example.com> resumetransfers

Receiving resumed.

Transfers resumed.
sma.example.com>
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B sessonmpe~omzny £y b

5 SJL = .
TIHHARFONEIRE~NDERED ) Y k
TFIAT L AYHENCERET D & &, £ OREARIET 2 REBOFERE LT, L
B YIENREICT 54 T 2%V ey hTAZ LB TEXET,
A\

FE OBRERZVEY M T AL CLINGEYIVEETZ L2k, 77547 A (FTP, Telnet. SSH.
HTTP, HTTPS) ~DOFGHICHEH L TWA Y —E AR, o2—F— T h v Myl
EnET,

E[:b) BRIEFIR

s THHEEBOERE~ (1. S 740 FO admin 2—HF— T H T FERZATL—X
TRTCOREEZY Y b EHERHL, YV 7V A F—T A4 ZAZHEHLTCLIIZ
BT o0 ET1ET 7 AV FEREE R L TEEAR— M Z
BEHLC, VY MRICT 794 TV AICER T D L
EHERLET, TIANIEKEDT S TAT LV ASNDT I
TAOFMIZOWTIE, By b T v T A VA= B
FOEABREEZSRLTIIZEN,

TTIAT L ADY— A& —HElk LET,

T R_RTDOLR—F Hv
EE7 VT

7272 L.
1V T 7 A IVEIREF
o §¢ A “YZ‘—‘“\;E 2
VA IR [BEEB7 7547 >R (Management Appliance) ]>[2 R
FLE®E (System Administration) [ >[BRE I 74 L
(ConfigurationFile) 1 Z#R L, [UEv kb (Reset) | %
7V w7 LET,

G¥) VEew MMeg, 7T I7AT UV ANE T T4 RFEIC
BEHWICRY £9, Uty MANZE A —/LOHE
ERFlrEn TV agLEe, BEITY By MRICE
RITSNET,

. I%Hﬂﬁ‘ﬂ#@*ﬂ%%?@’\ diagnostic > reload CLI < ]\%f{iﬂq Liﬁ_o
TRTCOFREEZY Y

AE Zoa<y NiX, Cisco/V—F 723 AA v FT
«FRTOF— X % BE RSN EEOa~ > REFUTEH Y FHA,

Resetconfig CLI 2 < > K

mail3.example.com> suspend

Delay (seconds, minimum 30) :

[30]1> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

mail3.example.com> resetconfig
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Diagnostic - Reload 4 7a< > K .

Are you sure you want to reset all configuration values? [N]> Y
All settings have been restored to the factory default.

Diagnostic - Reload < >

Diagnostic - Reload ‘5‘7:”\7 Vg ]\fj:\ %&E%%*EO)@JHE:fD@{[E@: Utv b L/iﬁ‘o Z @‘&7:'
~ U RiE, TRTCOa2—F—RELZHIRL, 71 2A2FEE2)V Y FLET,

Cisco Secure Email and Web Manager 23MRAET 7' Z A 7 2 ADH4 | piagnostic - Reload H7 =
<~V NZE o TTRTORREX—PHIRIND 12D, FA BV AEHER— T 220N H Y
7.

N

GE) AT ATV E— MEH L TW DAL, 73 A~OERN KD D AREERH D 77,

mail3.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD STATUS - Display status of last reload run

- SERVICES - Service Utilities.

[1> reload

This command will remove all user settings and reset the entire device.

If this is a Virtual Appliance, all feature keys will be removed, and the license must

be reapplied. This resets network configuration to factory defaults. You might lose
connection to the device if you are connected remotely.

Are you sure you want to continue? [N]> Y

Are you *really* sure you want to continue? [N]> Y

Do you want to wipe also? Warning: This action is recommended if the device is being
sanitized before sending it for RMA. Sometimes, it may take several minutes to complete
the process because it follows the NIST Purge standard.

Do you want to continue? [N]

Diagnostic - Reload Status 1< >

Diagnostic -Reload Status YT aw FiZ., & Diagnostic-Reload I~ ROEITAT—

HRAEFRRLET,

mail3.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD_STATUS - Display status of last reload run
- SERVICES - Service Utilities.

[1> reload status
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. Async0S D/3\—2 3 VIEHRDO KT

Last Reload Status Last Updated
Successful 09 Feb 2023 09:12 (GMT)

Async0S D /\— 3 VIFHRD R

Z2FY Tl HLOWeb A2 X —T 2 A ZADRK) X2 T 4 EHT FI5AT AT 22097 LT, LHL—
Web f v % —T7 x4 R%Enr—RKLET,

ATv T2 ['EHET 7747 A (Management Appliance) > [fEF)E B —E 2 (Centralized Services) ]>[3 AT A
AT —H A (System Status) | &N L F9,

AT T3 R=VOTFHFETAIa—/L LT, 23— a3 1E#H (Version Information) ] T, BIfEA VA F—/LENT
W5 AsyncOS D 3— g U ERER L £ 7,

HHNL, avr RIA4y a7 M Tveasion a2 REFEHRATLIE L TEET,

IJ:E F J?EE%R)\OD*q.ﬂ1t

TTIAT ATy —DERYVE—FTY Yy b HHEEIX. 80X TN Y —X n—
Ry =7 CORMERATE E7,

TIIAT ADEREZVE— Ty b5 IOk varyTHHINTWSL R
IEZfEH LT, Z OMEEZ FRICA RN \ﬁﬁbfk<%£ﬁ%bi¢o

48 HHEIIZ

cHADY T— FEFRBERA RPC) "— 12X 7 Ry NU—JIZEEE, 7 —T7 V85
LET, ZHEMICHOWTIE, THADEFAONAN— R 2T =2 T ALEZRLTLLFEN
(ERHZREEH SN TW ARG HOATTEET)

s T AT U — /N ERIBTATEOIINERR— FERES Y, 7794 T U ANRY E— b
T RBAFRETHDZ LR LET,

s ZOMREAERT I, HHOU T— NEREFRALN LV HA—T oA AD—EDIPv4 T
va#zgff DA E—T AR, ZOBIZ T arTHBHENRTWAFEIETO
ﬁﬁ&ﬁiﬁ RETI, ipconfig I ¥ K % 15 L‘(&ﬁ—’&é ZEFTEERA,

s TS TAT U ADEREFRAT HIZIX, Intelligent Platform Management Interface (IPMI)
/vgkwqg%ﬁf%ﬁ¢57A4z%£@T%5#%PN%%4%V%wﬁ%ET?O
ZOEI Y —NEMFEHATE LIRS TV D Z L 2R L ET,

AU RTIA AV E—T 2 A~DT 7 ¥ ATETHEEMOWNTIX, CLIOY 77 L
VA TA RESHRLTIEIN,
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ATv T

ATy T2
ATvT3

ATvT4

ATy TH
ATvT6 &
ATy 71

SNMP £ L1=3 27 LokEnE=421U 25 [

SSH, Telnet, £7ziZv V7 Vv ary Y — v Rm"—bafHALT, a~v~r NI A FZ—T A RIT /&
ALET,

BHEMREZRST AU R LTS A LET,
UTFToa<r R NEANLET,

remotepower
setup
Tur7 M- T, UTOFRERELET,
s COMREHEMADOIP 7 FL AL, Xy bR BIONF— b= A,
cEBROBHEA T~V REFITTHDICNE R —F =4 LR T L—X,

NGO VT I, TTIAT UV ANDT Z B AERTAHMO 7 VF o v VITIKIE L 5 A
commit Z AN L CTEFEZIRIFL £,
REEZTARLT, 77 I9A TV ADEREZ VT CEHTEDZ L E2HERALET,

ADLTZT VT o vv by, 3k, WOTHHEHATEDZ E2MRLET, 22X, ZoHRE2ELYR
BATNRE L, 20X AT 2FETTHLERSLEEEN, VBRI LTy MWIT 7 ATES LD
2 LET,

RODARY
TIIAT L ADERDOYE—F Uy b

SNMP 2 L= A TLOREDE=21) T

AsyncOS (%, Simple Network Management Protocol (SNMP) 73— = > vl v2, BELOV3 ZfE
ALY AT A AT —HADE=XY v TV HR—bMLET,

«SNMP ZHFNZ L, RETAHIZIE, a2 K74 4 FZ—T 2 A AT snmpconfig I
YREMEHLET,

* MIB & http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/
tsd-products-support-series-home.html 2> 5 AFTE £9 ((EHFTREREHT 7 7 A V&R

OV —EREARX—TVITT DHITIE, /NAT L— RFGIEE DES K5k &5 SNMPv3
OFERANRMETT,  (SNMPv3 OEEIIC O TIE, RFC 2571 ~ 2575 # 3L TL 2 &
V) o SNMP VAT L AT —HADE=HL Yo T F—TMZTBITIE, i< tds
LFD SNMPV3 /XA 7 L— x% XETDHMENRH D 9, KM SNMPV3 /XA T L —X
EANNTAHEXL, HERDOT-DICFDNRAT L —XEFANTHLERLY $9, KIZ
snmpconfig AV REFEITTHL XL, a~<w  FlZZo7 1L —XMN (FEE] ShvTnE
7T
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. {5 : snmpconfig < > F

PG AE=ZT5H L HIZSNMP ZRET LS

connectivityFailure SNMP |k 7 » 7' O ERFIC url-attribute 2 A ) F 5354, URL 37 1 L
J RV EFITT7 A NVONTNERT N ERELET,

e T4 L7 FNYDEARIE, KEICAT vy a () ZEBIMLET,
c T ANDEEAIT. KRIZAT v 25BN LERA,

* AsyncOS T SNMP O H DFEIZ DUV TiX, Web % 721X Email Security Appliance D 74>
TAY ST EZRLUTIIZEN,

{5 : snmpconfig A< > K

sma.example.com> snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1> SETUP

Do you want to enable SNMP?

[yl>

Please choose an IP interface for SNMP requests.
1. Management (198.51.100.1: sma.example.com)

[1]1>

Which port shall the SNMP daemon listen on interface "Management"?
[161]1>

Please select SNMPv3 authentication type:

1. MD5

2. SHA

[1]1> 2

Please select SNMPv3 privacy protocol:

1. DES

2. AES

[1]1> 2

Enter the SNMPv3 authentication passphrase.

(1>

Please enter the SNMPv3 authentication passphrase again to confirm.
(1>

Enter the SNMPv3 privacy passphrase.

(1>

Please enter the SNMPv3 privacy passphrase again to confirm.
(1>

Service SNMP V1/V2c requests?

[N]> Y

Enter the SNMP V1/V2c community string.

[ironport]> public

Shall SNMP V2c requests be serviced from IPv4 addresses?

[Y]>

From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate
multiple networks with commas.

[127.0.0.1/32]1>

Enter the Trap target as a host name, IP address or list of IP

addresses separated by commas (IP address preferred). Enter "None" to disable traps.
[127.0.0.1]> 203.0.113.1

Enter the Trap Community string.

[ironport]> tcomm

Enterprise Trap Status

1. CPUUtilizationExceeded Disabled
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2. FIPSModeDisableFailure

3. FIPSModeEnableFailure

4. FailoverHealthy

5. FailoverUnhealthy

6. RAIDStatusChange

7. connectivityFailure

8. fanFailure

9. highTemperature

10. keyExpiration

11. linkUpDown

12. memoryUtilizationExceeded
13. powerSupplyStatusChange
14. resourceConservationMode
15. updateFailure

Enabled
Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled

tF1UF 4 EETTSATR0TF—20Rv o7y 7 |

Do you want to change any of these settings?

[N]> Y

Do you want to disable any of these traps?

[Y]I> n

Do you want to enable any of these traps?

[Y]> y

Enter number or numbers of traps
commas .

1> 1,7,12

What threshold would you like to
[95]>

to enab

le. Separate multiple numbers with

set for CPU utilization?

What URL would you like to check for connectivity failure?

[http://downloads.ironport.com]>
What threshold would you like to
[95]>

set for memory utilization?

Enter the System Location string.
[Unknown: Not Yet Configured]> Network Operations Center - west; rack #30, position 3

Enter the System Contact string.

[snmp@localhost]> SMA.Administrator@example.com

Current SNMP settings:

Listening on interface "Management" 198.51.100.1

SNMP v3: Enabled.

port 161.

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32

SNMP v1/v2 Community String: pub
Trap target: 203.0.113.1

Location: Network Operations Center - west;

lic

System Contact: SMA.Administrator@example.com
Choose the operation you want to perform:

- SETUP - Configure SNMP.
(1>

sma.example.com> commit

rack #30, position 3

Please enter some comments describing your changes:

[1> Enable and configure SNMP

Changes committed: Fri Nov 06 18:13:16 2015 GMT

sma.example.com>

XA T A EBTITSATIUORADT—R2DINY I T Y

J

NI T T ENLT—H (2 —=)
« Ny 7Ty T ORIKIFIEE L O
Ny T v TR (44 =)

NI T THROPF—EADT AT YT 4

(42 ~—)

(44 ~—)
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B 7o Tsnsz—s

Ny T w7 Tak A0k (45 X—)

B =L NT T ITAT VAL DERRIBT 77 AT v AN DT — X OEEREO; 1E
(45 ~—72)

NI T T AT =HAIETHT 7= hOZE (46 ~—)

cH—FIZEIMANY I T T DRV a—VBRE (46 X—)

QIR 77 FORRME (47 ~2—30)

RNy T T AT —H ADWER (47 2—)

« TOMDEERNY I T v ZRT (48 _X—)

NI T T TTITATUVADTTA~) TTITAT AL LTOMEH (49 X—)

INYD Ty TEINdT—4
FTRCOT—=ZE2RN 7T v 7T THI e, FREFROT =X DEBEDOHAELEEZ R 7T v
TTHILEEBIRTEET,
s Ay—U AXT—HEET A LG

A=V RBIOAY T —EZEGLTWIEHNINTEZRY —, UL VA, BIXOT U K
7 LA 7k

cAutE—T ART—HEEDEFA—N NTvF T (AvE—T FFux )

eWeb T v¥ T

s VIR—T 4T (BT A—/NEBILD Web)

et —T7 VA NTay I Y AR
F—BDRIENFETTDHE, 20DT TI7A TV ADT —FNE—I27%0 7,

O EITHoTH, REE T IFIRNv I T v T ENFEEA, TNHOHEBEZ XY T v 74
HIFECOWTIL, TOMDOEERN 7T v 7 XA (483—) #BRLTLIIEEN,

OOy I T o THROENNy 7T v X, BIRIONR Y 7T v TRICAER SN IZIERO A E 2
vE—L$9,
NI Ty TDFINEBEELIUVEH
Ny T T hRr Y a—/ViRET DHHNT, WOFKFELB I OEAZEFE L TLEEN,
HlF=E1E =2

AsyncOS N— 3 v | V=R X2 VT 4 BT S I7A4 T U ABLOY—F v F X2l
TAEET T TAT 2 AD AsyncOS X—V 3 UNE L THHLENH
DET, N—=TarOIEEBMENRSDHE, NI T v TEA T a—
T BHEHE, MCV YV —RIT I IAT AT v 77— RKLET,
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nyv7yronnsEssvss [

HKEIE

B2

v bU—7 kD
2=y N TTIA
TR

H—lF N T TITATUVANRT Yy hU—7 BIZERE S IV TV D LIEN
%Dij—o

H—2F N T T ITAT VARHROEEIE, VAT LBy v T v
74— FEET L CORERIEREADLET, FEIZOWTEL, By
FT7 w7, A VA=, BIOEAREEZSHBLTIEEN,

AT TIAT
A=y N TS
FAT v ABD®IE

V—ARBINE =y " OBX2 VT BT 7T 47 A%, SSH
PHEAL CTEETEDAL IR TWVARENHY £, LEn-T,
wDOLHITLET,

WM ITDT TITAT LV ADKR—FREZFANVTRLSMLERH D F97,
FIZFNLINTIE, ZOR—MNIVATLAEY N Ty T 74P —F
BFEITTH LT ET,

e FAA Y F—2L H#— (DNS) T, ALa—RFELPIR La—FR

DG EFEH LT, WMEDT T T4 T 2 ADKRA N, w R TE
HLENRH Y FT,

Y—4y N TTIA
T A EAEILT Db
ERH Y ET,

TIA~Y TTITAT LV ADIRN, EEXMGDOE A A —/LF LTV Web

Security Appliances 7257 —# Z G T 5 MENH Y £, MEFITELT
TBE0I, X N T I ITAT VALK DERRBET 7747

ARG DT —F DEHERGOM L (45~—2) 2ZRL T3V,

FT NI T T I IAT UV ATAY Y a— VB EISNTWHE
ENRY a 7E2Xx v B LTLEEN,

TTIAT VA Fy
INUT A

B—=LF NTTITAT VADT 4 AT FIEFX X /XU T 4B, V—AT
TIAT LV ADF T 4 LAEU ETHLIMNERDY £, #—
T RNTTIATVATET—FEZAT (VR—T 427, FT7v¥x
VUL RREERE) IRV M TAHRT A RATHEBIL, VAT ITAT
ADFET HEV BTV DRITHI LT TEEHA,
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Web v #—7 A A& —RLET,
[BH#T 7 Z A 7 A (Management Appliance) ]>[3 A7 LG HL (System Administration) ]>[7 » 77— bk
A% E DR (Update SettingsChoose) | 28R L 9,

ZONR—=UT, =N Y —REHTLLOET I IAT U AERET HI EEEELET,
[(EET 7 Z A 7 > A (Management Appliance) ]>[ A7 AEEE (System Administration) ][> [ AT LD
7 w77 L — R (System Upgrade) ] Z IR L £
[(FIHFIEEZ2 T v 77 L — K (Available Upgrades) 1 %27 UV v 7 LE7,

G¥) o~ K74 v 7 v hinb updateconfig =< > K& 54T L, KIZ upgrade 2~ > K& JE4T
THZEHTEET,

FEMIZOWTIE, AsyncOS DT v 77 L— K (52 2—Y) ZBRL TS,
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AsyncOS 7 v 77 L— R 77 A VDX 7 o a— R TIE, ROBEZHA TNy hT—2
IV AT LT DMERH Y FT,
cCiscoa v TV Xa T4 T TIATUVADT v I T—h =D A X —F v b
T 'R,
« Web 7' 7 7,

N

CE) ARV IV —ATT v 7F— M —DOT RLA~OHTIPT 7 B RAZHATEHT 7 AT U4 —
IVREMARET HMNEND LGS, BEDIPT FLATIIZR L DNSL A AT A2 LERH
D ET,

AsyncOS 7 v 77T =~ 77 A NVDKRAT 4 7 Tld, WOEMFEHATZNHBE Y FT—21C
Y= NS DMER DY £

e Web Vr—r3, 72 & 2 0E. IRD X 9 72 Microsoft IIS  (Internet Information Services) % 7-1%
Apache A —7" Y — A H—3,

U XFEBZDT A VI NV FERR T 7 ANADEREYR—FLTNDE I &

T 4L NIDOBINRTESLZ L

 BARGE GRIEAE) FEEA (7)) BEEHICRESRLTWDH Z L

* % AsyncOS 7 v 77— b A4 A —T HITHAK 350 MB LI EDZE X7 ¢ 2 7 SIS TFAE
T5Z &

JE—F 7V TIL—RAA—=SDRRT AT

a— = "OBREMNSE T Lz, http://lupdates.ironport.com/fetch_manifest.html (27 7 &
ALTCT v T T —RA A=V Dzip7 7 A NEX T a—RLET, A A—VEX T a—
RF2I21E, Ciscoa > T oV X2 VT4 T ITAT U ADV Y TAEFENA—T g U FE
EANLET, FIHARERT v 77 L —FRDOY A MRERENET, Ty 7T L— KA A=Y
Dzip 7 7ANEL T B —RTDHT T T L—RK A=V a%7 1) v 7 LET, AsyncOS
Ty T T—= DT v T T L— R A A— /%@%ﬁé L. == —"DOFAR URL %
(R E Zfmte (Edit Update Settings) ]-X—IZAJJLEF (F721% CLI @ updateconfig % fi
HALET) .

Ty hU—7 EDCisco a7y ¥Xa VT4 TTIT7A47 AEMFIRERT v 77 L—
K% . http://updates.ironport.com/fetch manifesthtml Ti&R L 7= /3— g VIZRET H XML 7 7
ANk, B—=RN P —=NTHRAT 4T FT5HZLHTEET, ZOHATH, Cisco 2TV
VX2 VT4 TTIAT L REIT v T T — R Aa ="y ra— RKLET,
Ty —=R VRN =N Y —NICRAT 4 T T HEET, zip 77 ANEX DT
7 — K L C, asyncos/phoebe-my-upgradexml 7 7 f L& —H /L H$— D)L — KT L7 F

WL E T, AsyncOS 7 v 77 L—RKOT7 v 77 L— K U A NEHHT 5L, XML 7 7
A NVD5E4 URL % W% & &Mt (Edit Update Settings) 12— IC AN LE9 (F721F CLI
? updateconfig ZfEH L £4)
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UE— Ty T L= ROFMCOWTH, FLyPR—2 (FLy P R—=20REELBMH)
BHERT B, FE— h P A BRI A < P&,

JE—F Ty T L—FARIZCBTAEELEL

T7vITTL—

ANV —= 7 T o7 L—RERELE LT, AsyncOS 20 —H )b —R=n57T v 77
L—F (UE—=F T 77 1L—F) 7258123, KOBEWRHDZ LITHEE LTI,
cHyra— KNP, Ty T T L—RIZEDA VA M—ARTICEITESNET,
T T T L— R T avADOKEYD 10 B, NF—RNEBRENET, TONT—RRRI
IWTWADRIE, Cul 2 L7cREECCE2MT &, ¥yrm— ROBMANZT v 77 L— R
TR AEK T CTEET,

FEXUVYH—EXRT7YTTF—FDETE

Cisco AT oY X2 T4 TFIAT U ANEF 2T 4 h—b 2 7T v 75—~ (Frf
HWL— 72 ) BEXWAsyncOS 7 v 77 L— KX vrun— RT3 FikaRETsEd, =
LZIE, AA—TVERHETE VAT —N"EL T e =DV T —RDOELELNLT v
T — RBIOT v 7T — MY Y or— R0 %%IRLEY, 7y 77— MR
EHRELZY, BBYT v 7T — h 28R L2052 N TEET,

AsyncOS IZ, H LW AsyncOS 7 v 77 L— R&EER, T _XTOEXF2V T4 h—ERX av
=R b~DF LT > 7T — hdlgnin, EFIICT v 77—k = NCfilngbE
9, AsyncOS %7 v 77 L— R4 5121%. AsyncOS MEFA[REZR T » 77 L — R&EWAbd
L8, FEITERTOILENDHY £7°,

Ty T L—RBXOT v 77— MEEIL, GUI (RD 2 >OIHEEZHRM) T, 721X CLI T
updateconfig =~ > FZEH L THRETE £,

Ty T — FEHMERETHI LB TEET,

TYTIOL—KETYTT—FDERTE

WDOEIZ, BREFRERT v 7T — BT v 77— FEREEZRLET,
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B

FyvIT—hH—n
(4 A=)  (Update
Servers (images))

VAaY—NELEFE— AN Wb — D ELELNE, AsyncOS T v 7 L— REB LU —
ERA T w7 T—h YT 0T A A=Y (KEHL—VOEX— DT v 77— K L)
EAUa—RTEINEERLET, 74V 8T, Ty 77— FRBXOT7 v 75— F
DT Ty Aa —"PN@ERENFE T,
WDFE, a—H/L Web P —_EMHTZEERHY 9,
CARAT AT T RLAMNBT I IAT VARIA A=V HF T a— RTAULERD D,
AT 7 7 AT 7 — VR —Z WAL CWABREDODRAZT (w7 T 7 7L —RE
X7 v 7T — b = GE (58 X—) ML T EE,

CWE, TTT7AT VAT AsyncOS 7 v 77— R A A=V ra— K45 (Z0
BATH, Cisco7 v 7T —hF V=IOV —ERXRT 7T —F A A=V HEHIZE T
va—RTEEY) ,

O—GNT T T— P —=REER LGS, Ty 7L —FBLOT v ST — DX
ru— R ﬁ%#é%~ﬂw«~xmukf NEEZANLET, —"DGEE M E &
T556. Aa—VHLENRRT L= AN LET,

FEHNZONWTIE, Ty 7L —FHROEIR . Ve— bEIEIA ) —I 07 (532—2)
BIRVE—L T 77— FOME (53 X—) 2ZBLTEI,

Ty ITT—hrY—N
(JAX k) (Update
Servers (lists))

FBAARER T v 77 L — RFRBIX OV —ERA T v 75— DY A (=7 AMXML 7 7
AN) B, VA P—N"Lao—H/IL Web T —DEL LML X T O — RT50EEIRL
F9,

ToT L= RBLIOT v FF—FOmIT T, T 4N MIVART =T, Ty TS
L—RET v 75— MU, TNENERIRELBIRTEET,

LT BGEE, FER T 7 AT 0= VR =AU TCWARBEOAXY T 4 v 7 T v
L= RBIOT v 7T —F =R E (58 —) 2L T I,

0—H) T v TT— = RERR LGS, =07 7 A NMABIOR— NESEE
o, FUVA D= 7IxhXML774w®7wnx%AﬁLi¢ AN—brD7 4 —LF
EEOFEFIC LTSS, AsyncOS IZA—F 80 B LET, —"\BNFEEELE LT 5
Gy Al —P4HERRAT L= A LET,

FEIZOWTIE, Ty 7L —REFROER . VEe—FEHRFA NI =07 (533—Y)
BIOXVE—F T 77— FOWE (53 2—) 2L T I,

BEIEH

KL — VO BRET v 77— oA 32— 7»’?5#85%%@%Li? A =TI
TLHHEEE. Ty 7T — P EHEET SR AN LET, SOBEE m, FHOEEEh,
HoO%EIEd 2 RKEIBEML £,
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B st 7 7oA — L R —EBALTVABEDR AT 4 w9 Py T T L— RBEUT v TF— k H—RE

BE 55
£28—T AR REIH L — L0 AsyncOS 7 v 77 L— K2 8% 7 v 77— k= SClln bt 5 & & ic
(Interface) EDFXy NU—J A28 —T oA ZEERTH0ERRLET, FATERT wxy F—4

AV B =T 2 A ANFRINET, 774NV ITIE, TTIA T AIMERT L4058 —T =
A AR £,

HTTP 7B % #—N
(HTTPProxy Server)

7w A NY—L@OHTTP 71 %3 — S0 FFE L, RN LB REA1T. — N FHR,
2—HL . BIORATL—X%ZZICADLET,

TaX T Y —NRERETETDHE, GUIICY A REINTWVDEY—ERZA~DT 7B ABLOT v 7
— MZERMER S ET,

ZoTaXT Y=L, T TT RS T 7 ANASH LAR— FOFEMERIGT 5 72012 b
ENET, 77 ANGHT LR — FOFEFROEMS (Web LAR— 1) | F2X 7 7 A0 L
R— FOFEMOEL: (BT A—L LER—F) 2B LTL I,

HTTPS 7B %% H—
7\ (HTTPSProxy
Server)

7w P AU —ALOHTTPS 712 %3 — SE(E L, AN LB RIS E L., — MG,

2—HL, BIORATL—X%ZZICADLET,

TaX T YP—NRERETETDHE, GUIICY A FEINTWVDEY—ERZA~DT 7B ABLOT v 7
— MZEnBMERAESNET,

ZoTaXTH =L, TTT RS T 7 ANASH LAR— FOFEMERISGT 5 72012 b
ENET, 77 ANGHT LR — FOFEOEMS (Web LAR— 1) | F2x7 7 A0 L

R— FOFEMOEL: (BT A—L LER—F) 2B LTI,

BEI7ATI24A—ILRY—ZBALTWABEDRET 4 Y 7y T L—F

BEXUV7YvITTF—

b H—/\&TE
AsyncOS 7 > 77—k H—F, XA S /7m?kvx%ﬁﬁbi¢ AT 1 v
7m7%v2#~§@@%@77477¢*Wf)/%%ﬁ%bf%é [7/77%

NE%E  (Update Settings) ] X— Y CIROFRELEMH L £,
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5:[7 v FTT— b —iN(A4 A—) (Update Servers (images)) JEXEDR AR T 1% URL

Update Servers {images); | The uodate servers will be used o obiain update images for the following services:
- Feature ey updates
- Time zone rules
- Cisco fronfort Aspnols upgrades

(| Cisco IronPort Update Servers

(® | Local Update Servers (location of update image files)

Base Url (all services |http:.ff'clownIDads—static.ironpor‘t.com

except Timme zone <
e Ao Adowniogads . example . com

IronPort AsyncosS

Uparadssy: Authentication {optional):

Username: |

Passward: I

Retype Password: |

Base Url (Time zone IdownIoads—statiC.ianpr‘t-CDm:BD
rules): | orvmat: downioads.example.com:80

= Click to use different settings for AsyncOS upgrades:
AsyncOS Upgrade settings
() | Cisco IronPort Update Servers

() | Local Update Servers (location of update image files)

Host {Cisco IronPort |updates—static.ironpor‘t.com. Part: |SD {optianal)
AsyncoS upgrades): Ex. downloads. example. com

6:[7 v FT— bY—s3() X &) (Update Servers (list) JZEDRAZ T 4 v% URL

Update Servers {listh; | The URL will be used fo obiain the list of available updates for the following services:
- Time zZone rules

| Cisco IronPort Update Servers

(®) | Local Update Servers (location of list of available updates file)

Full Url |htt|3 Afupdate-manifests.ironport.com
Ao Afupdates. examole comndmy_updates il

Authentication {optianal):
Usernarme: |

Passward: I

Retype Password: |
The URL will be used to obiain the list of available updates for the following services:
- Cisco IronfPort AspncDs upgrades
| Cisco IronPort Update Servers

() | Local Update Servers (location of list of available updates file)

[z

Full Url |htt|3:.a",-’update—manifests.ironpor‘t.com Port: -?
Ao Aupdates. examole comdmy_updates il

Authentication {optianal):
Usernarne!: |

Password: |

Retype Password: |
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R2ZBEGEI7ATo+— L KRY—2BALTVWEIRREDRE Ty I 7TFLR
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A8 T4 YT URYIPT FLAE &
UiR— b

Update
Servers
(images)

N—RZURL (¥ A LY = =L EBLY
AsyncOST v 77 L — KL DT X TOH—
t'Z)  (Base URL (all services except Time zone
rules and AsyncOS upgrades))

http://downloads-static.ironport.com
204.15.82.8
Port 80

~N—2ZURL (¥ A LY —/b—)L) (BaseURL
(Time zone rules))

downloads-static.ironport.com
204.15.82.8
Port 80

BRA L (AsyncOST v 727 L—F)  (Host
(AsyncOS upgrades))

updates-static.ironport.com
208.90.58.25
Port 80

Update
Servers
(list):

W N— RO =T T TI7A TV ATOT v 7
>— M

Z JLURL (Full URL)

update-manifests.ironport.com
208.90.58.5
Port 443

BT 7 F7AT ATOT v 7T — M+ 7
JL URL (For updates on virtual appliances: Full
URL)

update-manifests.sco.cisco.com

Port 443

7 w77 L—FKH : Z7/VURL (For upgrades:
Full URL)

update-manifests.ironport.com
208.90.58.5
Port 443

| &

EEZ CLIT updateconfig A~ (N2) dynamichost YT awr REfEH L T. update-manifests URL

ER=IEFERETDODLERDY ., ZHICKD, Y—EADOEHFABIESNET,

GUINSDT7 Y TT—rEXUT Yy TIL— FEREEDETE

AFYT1 HLOWebA v X —T = ZADH) ¥Xa VT4 HHT TIA T ATR 22 w7 LT, LH—
Web 7 —T7 A Akr—RFLET,

ATvFT2 [EHEHT7IA7 A (Management Appliance) |>[> A7 LEH (System Administration) ]>[7 v 77—
Na%E (Update Settings) ] Z34R L £ 7,

ATv T3 [EHERELEME (Edit Update Settings) 1227V v 27 LET,

Tl TL—RET v 7T —FORE (56—) OHHAZEHAL T, ZOFIEOHREEHEER L ET,
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ATvT4

ATy TH

ATvT6

ATvT1
ATvT8
ATvT9
ATv 710

7v7oL—roEa ]

[7 > 77— b —r3—(1 A—7) (Update Servers (images)) |27 a T, 77T —FrDA A =D

Zyra— RO —_"—%RELET,

AsyncOS 7 v 77 L— RDA A=V %X 7 ra— KT 500 —_"—2FELET,

a) FLEZLarDOFET, 7Y v27 LTAsyncOS 7 v 77 L— RORR L ERMHT 5 (Click
to use different settings for AsyncOS upgrades) |V > 27 %27 U v 7 LET,

b) AsyncOS 7 v 77 L—RKDA A=V %X 70— KT 5200 —_"—REEEELET,

[7 v 77— b —s3—(U A }) (Update Servers (list)) |27 > a T, SHMEERT v 77— FBLY

AsyncOS 7 v 77 L— KDY A NG T 5 —"—%2HELET,

EfoYy 7w s v a 3T vy - MElsnET, TOY T v a7 v 77 L— FICEH

SNET,

REE L — LB LS v —T =2 AOREEREL T,

EE) 7axy —N"—0DRELHFELET,

EEEZFEEL, RELET,

FERDTEB Y R LET,

[7 v 77— M @E (Update Settings) ] X— T DERINTWRWGEAIX, [BFET 77947 A

(Management Appliance) ]> [ AT A& B (System Administration) ]>[7 > 77— ha&%E (Update

Settings) ] Z IR L 77,

—#8 URL TiX, #— 3= URLIZ lasyncos] 7« L7 MUDNBIIENE T, ZOAR—BUIEH L T
FWNEH A,

T TTL— FDEX

T 7 4V E T, AsyncOS T v 77 L— RINT 7T A 7 o ATHEAMRERSGA, BHEHEB LY
Hefhir g OMERR A Ff > —HF —121F, Web A ' Z— 7 = A 2D FEI@ANFRINET,

B i REFIE

B OT v 7TV — ROFENEHRERTRT | T v 77 b— R@AIC T — Y Ve GbYET,
%

FHATELTRTOT v 77 L— KDY R @O FMERMEZ27 U v 7 LET,

N FRRT D

BUEDEAME ML 5 TlHERHZ 27V v 27 LTLHEAEZHZE (Clearthe
B LNT T L FIRAT A e B rgt;ﬁcuat;or;) ii%ﬁiﬂ LTho, LS (Close) ]

T, T I9A TV AFpo@EmEFR R LE
A,
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B 775 —rvamc 22nTE

B&Y BREFIE

SO E R IET S (FEEHEREZ RO |[[F#T 7747 A (Management Appliance) ]

2 —FDH) >[ AT LEH (System Administration) ]>[3 A
T LT w77 L— R (System Upgrade) ]IZfHE)
L i j‘o

Ty T L— KT BRI EELGFIE

&

ATy T2

ATvT3

ATvT4

ATy TH
ATvT6

4r&O SRS

TyTTL—RET v FF— b DRy U= BEORE (52 X—Y) Txv hU—r 8t
FHERLTLEEN,

KOE LT, T—=2OHEKERIET 5, Fi3k/ RICImA £,
CHLWT T IAT RN RT A ZAVRENRDHY  MEINDIET —F A FIZFAFL OV A X
BDEDHTOENTWD Z LR LET, RRT 4 A7 EEIV HTIZHONT (100 =) &5
BLTSZEW,

+ T A AT FBIC OV T DM SO EEEZ T RSB AT, 777 L— FEBIET B, 71 2
7 SURIC BT 5 IR A TR TR L TS0,

T FIALT AN, XMLAaY 7 4 Xal—ray 77 ANVERGELET, BIEOHRE T 7 A IVORGE
BLOZ7 AR —F (90 R—) THATAIELEEZSH L T EE,

MONOHEETT v 77 L= RNAiD U U —=RCRTEEE, ZO7 7 A VDB BETT,

=7V A NIy 7YX MERBEMEALTHWD5EGIE. VANERYy 7 AN ZAR—FLET,

[(EET 7 Z A 7> A (Management Appliance) ]>[3 A7 A H (System Administration) ][> [fXE 7 7 1 /L
(ConfigurationFile) 1 %27V v 27 L TAZm—/L X7 LET,

CLINGT v 77 L— REETLTWDHEAIL, suspendlistener =2~ > REH L TY AF—%{E1E L&

T GUIMNDLDT v 77 L— REETTL5E8IE. VAT —0OFIEPAEBIRICETINET,

A= Fa—CT IR Fa—%LET,

ToT T = FREPHBEBVICRESN TSI LEHRLET, Ty 77 Lb—FBIUOY—E X
Ty T = RORE (56 ~—) ZZRL TSN,

AsyncOS D7 v 75 L—F

I EOBECHE 7 —REAL VAN EITIN, FREFAAv I TT7 T RTHE -
L#%BECTA A N—=LTEET,
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Async0s 07 v 75 L—k ]

A\

(GE)  AsyncOS % Cisco 4— =05 TlidZe g — /b == 0 | BO#IETH v ora— R
Ty TV —=RTHEET, Ty 77— REFyra— RRICAECETSNET, Ty
7 L— R 7at X0, NT—2N 10 BEERSNET, 2O F =B RINTVD
%, Ctrl i L72REETC AT L, oo n— FOBBRENCT v 77 L— K 7 uk A &K
TTXET,

1R BHEIIZ

«Cisco NHEHET v 77 L —RaFvrn—RT50, £lidry hUV—27 EOH—
DT T TV—RAA=VEFARNTHENERIRLET, KIZ, BRLEFAEFA— b
THEIICFRY NP2y N T v 7 LET, LT, BRLEAFENST v 77

L—REAFTEEDIIT I IAT UV AERELET, Ty 7 7 b— RKEFEXOER : 1V

F—hERFA NI =T (B3X—V) BT v 77 L—REBXOY—ER T v 7
F—FOERE (56 2—) EBRLTLEE N,

T T TV —FR&EA VA M—ILTBHRENI, Ty 77 L—RKTHAEN : BEEARTFIE (62
=) OFMEEFEITLTLLTZEN,

ZAFY Tl HLOWebA v H—T oA ZADR) EFa T4 BHAT FIAT AT 22097 LT, LA —
Web f v Z—T = A Ak u—RLFET,

ATy T2 [FET 7T A7 A (Management Appliance) ]>[> A7 L HL (System Administration) ]> [ AT AD
7 w77 L— R (System Upgrade) ] 3R L £,

ATFY T3 [Ty 77— K47 3 (Upgrade Options) 1 %7 U v 7 LET,

ATy T4 ROAT v a v EBRLET,

B8 BIEFIR

1 BIOBETT v 77 L—RDOX D |[[F7a— RLTA A M=/ (DownloadandInstall) %7 U v 7
vur—REA A= AVEETTDL | LET,

TTIA VA =T F 70— RFLTWAEAE, BIfFOX 7 a—
Fa bLEXTLLoROONET,

Ty T T —=RA VA= XZT|[FU>a— KD (Downloadonly) %7 VU v 7 LET,
CETRTS FEA VA =T & F T a— K LCODHa, BEOF Y n—
K& EEEXTLEIRkOONET,

A VA R=FF P —EREFWTDH LR, Xy T T T RT
Avora—RKLET,
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. AsyncOS D7 v 75 L—FK

B#) 1BEFIE

Fooa—RLieT v 77 Lb—RA |[Install (A1 A=) %27 U w7 LET,

IARTTEALANTATS g g A v P RF T o= FSR TV ABAIC
DHFRENET,

A VA N =L 5 AsyncOS D/N— = F, [ A h—/b (Install) ]
AT arOTFICFERSNET,

ATY TS PANCH U m—RLicA Y A =T TA VA M= NVT 285 %KR&E, FIATRRT v 77 L—FDY 2
k5 AsyncOS D/3— g &2 3IR L £,

ATFYT6 A A N—LFOERE. RITHENET,
a) BUEDOREET 7747 A O configuration 7 4 L7 N VIZERIFT D0 E I ERIRLET,
b) 274 X2l =gy TrANTRAT =X AT TAHNEINERINLET,

GE) TR ENTERAT L —AREHENTa T 4 Falb—Yary Ty AE, GUL D [
&7 74 /L (Configuration File) ]X—3"X° CLI @D loadconfig 2~¥ 2 Rnhbr— RTXEH
/‘/O

) AT 4Fal—valr TrA DAL =BT AN TEETLIHAE. 77 A VEHXET0ET
A= T RLAZANLET, HEOBEBFA—LT RLAZIEETLHHEIT. Do ~TREY 4,

ATv FT [#t1T (Proceed) 1% 7V v 7 LET,
ATYT8 AV A= APDOEE, WITHENET,
a) IR AHFOT e T MU TEDHLIICLTLIEEN,
AT HETT R AT PRI S ET,
N=YOEHROELIT, BEFRA—RNERINET,
by FrrF T, [T <HEHER) (RebootNow) 1427 U v 7 LET,

GE) U7—FLTh607RLEH205BTHET, WHRLIHEEBARH-TEHL (Ty 7 L—
ROMEZ NI TN 2a—T 4 T TBHDTH-oTH) TTI7A4T L ADERZ PR L
RN TL7Z &,

) K105 tk, T7I7A T VAT 7EALTCu A LET,

RDERY
s Fut ANFWIENTIGE., e REZERTALERDHD 7,
Ty T —FREF T a—RLTA YA M= LN ERITIROEEBY TT,

Ty F T — R VA M= F L8N TE6, RO DEIC] OHEOBHESE LS
DRDFNEZ T HFITLETH, [ A b—/b (nstall) |47 a 28R LET,

T T TV —REA VANV LTWAEAEIX, Ty 77— Rk (65—) 22K
LTL7Z&EW,
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Ryh T390 F 9o 0—Roxr oL Et-aEgzr—220%% [

NV DTS R 0—RFOXy o)L ERIFEIBRAT—2AD
TR

ZTFYT1 HLOWebA Y —T =2 ZADR) X2 ) TFAHHTFIAT AT 22 ) v LT, LH—
Web A 2 —T A A%m—RFLET,

ATw T2 [T 7747 A (Management Appliance) ]> [ A7 L& FE (System Administration) ]> [ AT LD
7 w77 L— K (System Upgrade) | #ER L £,

AT T3 [Ty 77 VL— K47 3 (Upgrade Options) ] %27 VU v 7 LET,

ATV T4 ROFT v a e BRRLET,

E[:b) BRIEFIR

Hooma—RKAT—ZADFE | R—VDOFHREHEBL T ZIV,
=

TR A o= FBIXOE T o— RRETLTA VA h—LER
LD%EFFSTNDHDORRVERIT, FUra— RORT—Z AFERIE
FRINERA,

TS L— RORAT—H AL upgrade logs THRER TX £,

Aora—RO¥xy L N=UOHFRIZH D, [FUr— REF ¥ /L (Cancel Download) ]
WL HT VT LET,

IOFTvaridk, Furo— RETHIZOARFREINET,

Ay — RSN VA= | R=VOHRRIZH D, [7 7 A /VEHIBR (Delete File) | RZ &7 Y v
7 OHIER LET,
IOFTvaviE, A VAT NRF T rE— IR TWBEHEEIZOR
FRINET,

TvIOL—F#&
Ty T L —RKRETLEL, ROFNEEZFETLET,

s BETEIEA—N X2 VT 4 TTIAT U AOHLIEARKEDEE) VAT —%H
A X —T NI LET,

e (BHETDIWeb X2 UT 4 7774 T ADH L EANEREDOEA) fc#H? Configuration
Master Z %R — hF 25 LI AT L% E LET, Configuration Master - fifi jj L T 1
HEPTWeb EX2 VT 4 TTIAT U AZERT L2 TIEIN,

cRELZRGFT DM EI BT LET, FFMIZONTIEL, REDRIFLA A —F (89
N=Y) ZZRLTIIEEN,
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—fmigEszs |
B rsincos ousin -2 3 Aoz o0 T

T T T V= REL L TA L ANTERRT BTN, 770 vy a7 T L,
TIUVEKTLTCHY —EREXET, 2k, SR Ty T7 I oW
FroalNZ VT INET,

Async0S D LIEID/N—2 3 U A~ADIETIZDLNT
BRARFZIE, ATOFREN—T 2 D AsyncOS [ICRT I EMTEET,

T IFIGAT A LOTRTOF—F%E2 7T L, FiL, 7= RBENLED DESIT
BEFITHOENL RICETZ L TEET,

ESPERENS

cEIRORBICET D HELREFFEH (66 ~—)
* AsyncOS DL (66 ~—7)

BExOFEICHI 2EREGTIESTHE

Cisco LT oY X2 T4 T4 T AITEBIT 5 revert 2~ ROMEHIL., FEFICHEE
R EEIC7e D 9, Z0a<vy NIT R TOBFORER LT — X 2 KABELET, &
HIZ, BT T T ITAT UV APREREIND E TA—/VAE R FEr S E T,

B L > T BEX —F IR T 5 A T A5G4 B ZAOEHIBE R ICEERN RS LT
HOFEEA,

Async0S DE T

1R BHHEIIZ
AREFTAMBEND DT — X 5T T TAT VALUSNDEFTNC NN 7T v P EIIRIFE L F
—a‘o

cRLEDNN—Va a4 Fal—ay T ANNNMETT, a7 X2 lb—
vay 7y ANVIT I EEYEIEH D FH A

s IRy NI TRCOREEWIET 5720, BxeFITT 28581, 7774 T 2 A~
OYEH 0 — N T 7 v A2 0THETS LI LT EEN,

cBHEVWDERA—NL BX2VT 4 TTT7A4T L ATREEDNADINC o TWBEEIT. Fh
DT T TATUATa—ANIA v E—UBREESND L 9 ICZEN LA EHIz LET,

AT 1 RLEOAR—=Varpar74Xal—vary 77ANNRHDIIEEMRLTLIIEI N, a7 4 X
L—yay 77 A AT H D /A,

ATFvT2 TIPIAT UV AOBEORED NNy 7T v 7 at’—%, (RATL—X&~<A7 LRWRET) Rlo<
VURIELET, a7 4 Xab—var I A NVERETHITE. T ANVEEF AL T—H—
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ATv73
ATvT4

ATy Th
ATvT6

ATvIT1

ATvT8
ATvT9

Async0S DT .

BHIZEET S0, 77 A4/0% FTP TS L £9, fHEIZST O I2iX, mailconfig CLI &<~ N%& 2473
B, TTIAT LV ADBIED AL 7 4 X2l —ar T7AABREELEA =T RLRCEEIR
F9,

GE) Zoabv—iF, N=YarERLERIIE—FTORET 7 AL TIEHY EHA,

=TIV ANTay s A MEREEATLIHGAIX. E—7VANTRYZ URARN T —HX—R%H]
DN AR — K LET,

Email Security Appliances T, 9 XTD Y 2 —% g1k LE T,

A=) a2 —NEIZRDLETHLET,

N=Ta VBRI T T ITAT L ADCLIICR A LET,

revert 2~ ROEITHRZIX, W< 0753@%&%7%3 VI BNRITENET, INHOEE o T MNZ
FRETLHE, TCIA—Va 2RTEIMENBEBLEST, 20D, EioFIEZRZETTHET, #
T/ AEZBIE LN TL &N,

O RIA4 Ta T IS revert A% REANL, 77 MUK LET,
WIZ, revert A< ROFZ R L ET,
B

m650p03.prep> revert
This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.
The following data will be destroyed in the process:
- all configuration settings (including listeners)
- all log files
- all databases (including messages in Virus Outbreak and Policy
quarantines)
- all reporting data (including saved scheduled reports)
- all message tracking data
- all Cisco Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preseved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases
unmasked)
- exported the Cisco Spam Quarantine safelist/blocklist database
to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots again to the desired version.
Do you want to continue? yes
Are you sure you want to continue? yes
Available versions

1. 7.2.0-390

2. 6.7.6-020
Please select an AsyncOS version: 1
You have selected "7.2.0-390".
Reverting to "testing" preconfigure install mode.

The system will now reboot to perform the revert operation.

TTIAT AN 2EY T — T 5FETHLET,
CLIZHHA LT 7oA Ty 2cas A4 LET,
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ATv710
ATFvIN
ATy T12

ATy 713
2ATv 714

7T

—fmigEszs |
~ZDWT

W EBL1 OO WebtEXF2 VT 4 754 T L AEEML, URL T AU T v F— " BDEDOT S
FAT VAN E T a— RENSE THELGHEDL £,

URLADT IV DT v 7T —RETLEL, RLEONN—Vgr0ary 74Xl —yary 77 0%
o—RLET,

=7V A NTry s )X MEREERATAHAIE, E—T7 VA NIy I VAN TFT—F_XR—% A
VIR— ML THETLET,

Email Security Appliances T, T XTDY A F—Z2FHNA X—T M LET,
EHEARFELET,

T, BIBET LIz Cisco 2T Y BXa VT 4 77747 AL, BRI 72 AsyncOS 73—
TarEMEHALTBELET,

Gx) HEIANFET LT, Ciscoa>r 7Y X274 7 T7AT U ANDI Y —)L 7 7 8AN
HORIABEIZZ2 D E TITIE, 15 ~20 59000 £9°,

T— K IZDULNT
P—bERT v 7T — MIEHIICA 7o n— RA[RBICTE £, b0 F v a— Ko
FEEETAICE., Ty 7 7L —FRBIOY—E R T v 75— rDOERE (56 2—)
ESPEDEYS]
T T —FRBIOY—E R T v 7T — FORE (56 2—)

R
Gl

Web FREHIHO URLAT3Y) £y b 7y TT—KZDWVT

JAa%
VAR%E

«URL 47 =2V v FOEHOHEfI L OVERL
cURL AT IY &y hOEHFLLE—

~ N > — —= -~ — O
DH—N—LDBEZTEEISLIICTIZAT
S
X AE
BHBRATRNT B —"—Z2H LTV 556, 7 uFk L itlEDOENIMEN T 5 CAGE
HELEFA—NT— MV oAITEBMNTEET, ZHUTEY, EFA—AT— Uy =A137 1
FoY—N—EEEZEHELET,
Cisco Secure Email and Web Manager 237 » 77 —# Y — N—Li@f5 L CHEH 2ZET 2545
FEH SN TV AREEICK U CGEFENMEFH TE 20 E ) D OBGERETSNE T, FHHIN
TWDREEZ ERICHEET 121X, 207 v 77— 2 % — " —OF8GEREY 3 % Cisco Secure
Email and Web Manager |25 T, WEZRASELLE N H Y £3, Nz FEITT 51T,
updateconfig > trusted_certificatesz i L £, a~> FOA 7T a AAIkD LY TT,

«JBAN: CAICFEREZEBMLET
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| mmugmELzs
JOxy Y—N—tOBEEEAT 5& 517 IS 7 2 eBE W

e UZ R :CARNDOTRTOFFHEL—EIZCLET
o HIBR : CA OFEHEZHIBR L ET

ZDOF T a EMERT HIZIL, updateconfig 2~ REMH L E 9, ROFIE, Zo4 73
VEWRT D HEERLTOET,

SMA> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers

Notifications component Updates Cisco Servers

Cisco AsyncOS upgrades Cisco Servers

Service (list): Update URL:

Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers
Notifications component Updates Cisco Servers
Cisco AsyncOS upgrades Cisco Servers

Update interval: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:
paste cert in PEM format (end with '.'):

MIIDxTCCAg2gAwIBAgIIOUMAFHhzRskwDQYJKoZIhvcNAQELBQAwWCzZELMAKGALUE
BhMCSU4xCzAJBgNVBAgGTALIROMOwWwCgYDVQOHEWNDaG4xETAPBgNVBAOTCENBQOS53
aWxkMREwDwYDVQQLEwhDQUNOd21sZDEjMCEGALIUEAwwaKi5jczIxImR1dm1l0LmNp
c2NvbGFicy5jb20wHhcNMIExMIEIMTEONZAWWhcNM] IXxMjEIMTEONZAWWjBzMQsw
CQYDVQQOGEWJJTIJELMAKGA1UECBMCVE4xDDAKBgNVBACTAONOLJERMASGALIUEChMI
QOFDTndpbGOxXxETAPBgNVBASTCENBQO53aWxkMSMwIQYDVQODDBogLmNzMjEUZGV2
axQuy21zY29sYWJIzLmNvbTCCASIwDQYJKoZ IhvcNAQEBBOADggEPADCCAQoCggER
AJPPBRGQOwWHV/6ZLP0Z3jdEgzVS+dzXJSyhtMsgm/XrvIvjRHOMK3r++dtUgHMzz
le/WrxPKGphjtNsvF7ss58RRg3fiQCSQPX6nfBYcI9v4ATrSdmKzYYFbBkGPeijLB
qwVyseMa3rifjv4BucxwOM3Z2rUqq7YfcZtxZhSEtxx8rT3A/uReIm/nl1ERcCZDc1W
+GkfRxEdJY3ZLpen/2sFiOAVMVAHIKRtK7kEhmolTPQZ0OhOUQFNDb12ZWZZ 6Nuv0I
Z6pUDNJj1l/+GoJyvSwlOgpetHxhdMtubMAAM8JQONVNkHgzOswsbN18F5at7cZ/KFI
HuvBUXKHV5pEX3hOdJxbuocCAWEAAaNdAMFswDAYDVROTBAUWAWEB/ zAdBgNVHQ4E
FgQUCN1XseZ5gBjqJtY¥v3sdCujJugnAwHwYDVROjBBgwFOAUCN1XseZ5gqBjqityYv
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B zrscntrot—coBE7 FLRD

3sdCujJugnAwCwYDVROPBAQDAGGGMAOGCSgGSIb3DQEBCWUAA4 IBAQBag5KXw/wX
nzJpBnKPZuO4KNcIz9/A2H1121kWNBjflalx/370dTbh3IpHI6n10CeAKESWw7uX
amlUcWxvDk3Zn+tKysCU2Q1PYSxUHXtqH3rvWZDRg1PkJUu420tnCg2£fVibulcJl
xx6E95a9D1vCarfxvuINU50076gnypTMvI+10FXCkvDgBOmMkQpgswR5151 9kmDZ i
mt8CoknJIN/iAENxM8b47262yXEcl1X6ZN/0Wa/x140S3X0C0hikyg9HpUGDg+CigE
s5CBCOLDfe8GI9kAPOTg2mVNT10xxQF1juobb6djmdB10£8kqgKs2eWsD+MEKvNbG
7zPGx4SUS2RZ

Do you want to check if Common Name or SAN:dNSName or both are in Fully Qualified Domain
Name (FQDN) format ? [N]> y

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

ERENFAVE—DDRIET FLADEETE
WOLGEITHK LT, AsyncOS TAEM I NI A =D " —F R EHEERETEET,
N UA A y—
s LARN— R

BIET RLAORR, =P — BIORNAA A EZRETEET, FAAL CAITEES
VA FAALOFMEERTHLHTEET,

GUI ® [ AT LEEE (System Administration) | A == —MNORFTE 5 RELXLT K&
(Return Addresses) ] *— %9 %75, CLI T addressconfig 2~ > RZHEH L E7,

VAT ATHERENTZEBF A A v E—VDORET RLA%Z GUI TERET S A&
7 KL A (Return Addresses) | X— 3 C [REDMmE (Edit Settings) |27 VU v 7 Li?‘ 1o
FFEEOT RV AZER L TEEE (Submit) |27V v 7 L, BRERGFLET,

75— FDEHE

TTIAT VAN, TTITAT VATEAELTWDEAXR MIETAEFA—LT 77— R
EEEINET,
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75—+ s217ssvERE [

S BEFIR

BATORIPDT 77— "BBIOERR | [EBT 7747 A (Management Appliance) > [ A
—PIZERFEIND LT D 7 LE PR (System Administration) [>[7 77—~ (Alerts) ]
IR ET,

VAT ADE >y b7 TR AutoSupport & A F— 7L
WZL7ea. ELZEFA—LT RLRZT 740 B
T, TRTOERELI®Y ZADT 77— b aZfE L E
T, ZOREFVOTHLEETEET,

BEOT RUAZEET %A1, o~ TRYD &

R
WDE 7T F— b DT a—rL5% |[EBT 747 A (Management Appliance) > [ A
EZITD 7 LNEER (System Administration) ]>[7 77— (Alerts) ]
_ e
e 75— hKlEH (FROM) 7 | FERLET.
LA FHELZT 7— Mo T (133—Y) ML TL
c EE LT T — Ll rEn
* AutoSupport %/ Cisco AutoSupport (73 ~—) ZZH LT 7ZE W

BoEDT F— OV A NeFRT S BT 7— boFr (132—) #BRLTIEEN
ZOVANDOEREEZERTD

TI—bhDU RN EFHBAERRT D | BRI
N—=RU =T TI7—FrDOHH (74 =) |
VAT AT T—MOFHHA (74 =)

77— bOBUEA N = AL ERRS | 77— bOESE (7123—) 2BRLTIEEN
)

75— 24 TELXUVEKRE

TI— kXA TIIRDLEBY TT,
e N—RUxT7 TT7—h, "—FRUx=T7 77— DO (74X—2) Z2BRLTLEE
Y,
VAT AT T—h, VATATIT—FOPBE (74 X—) ML T EEV,
T T T=H T T— ],

T I — hOEREFTKROLEY T,
s Critical : 3 < IZXFALDS 0B 70 R RE
e Warning : 5% =4 —V VI NULELRMEE 2137 —, 7 ISR LI ATRENE D
HFES
eInfo : ZDT XA ADN—T 4 UHERETER SN D15
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—fmigEszs |

75— FOEIE

77—k AvyE—VECisco 2T Y EXa VT 4 77747 ANOREOEAIZSERH
INDHD, EEIT AsyncOS DIFHER — VEE AT A A LEEA, RbVIZ, 77—
kA v E—U0F AsyncOS TH AR AT AMIENFA L THEIET 5 L o ICikel sz,
BN WATENET D EF A —/L AT A TUE S E T,

7T — kK A=) AT AX, AsyncOS E[R—DREEZLFLEFAL, DD, TT— b
A=Vl RO KD ITHD A —VEUE L ITE TR L8EL T D AREMER &S D 97,

e T TI5—hF AvtE—IF, EHEDDNSMX La— FRBLIORA La— ROy 77 v Fhfif
ALTEEESNET,

e T TI—F AvE—VIEDNS U M E30 ST Yyl FOXFY v aiE30
ST 7Ly a &NET, ZDO-H, DNS EERICLTIT— MR ERE
‘a_O

CEBABRBIIE AN X2 VT 4 TTITATUVARGENTVDIHES

e T T =M AvE—VIFT = Fa—FE LRV, VA NVAEINIANRLDA
FYURMBHTT, Ave—Y T4 NFEFTarT Y T 4 FOLBRZICH
BENLEEA,

¢« T I — M AvE—VERMEF2a—F@BE LW, Ny ADT T A NVERE
PEEEHIE ORIBICITEE L2 Z T 8 A,

e (A7v 3 -TLS R — b2 lalertconfig] THZN T, FQDN FiFEAS [SSL ARk (SSL
Configuration) | DF%E CTHNRGEDH) + b— "—FEHEICH 5 L4 (Common
Name) ], [SAN : DNS4; (SAN:DNSName) |7 4 —/V K, F£7213% DOl 575 FQDN X
MEIPEHERLET,

o (A7 a-TLS AR — R Tlalertconfig) THRN G EDH)  H— S —FEBEO [k
#4 (CommonName) ] £721%[SAN : DNS# (SAN:DNSName) |7 o4 —/b RiZH—,\—
DFARNGBEENTNDINE I DEMRBLET, [FAA M (Hostname) |7 14—/ RiZ
IP BEEE SN TV DAL, Reverse DNS 4 3MEM S E 7,

« (A7 a3 -TLS ¥ R— b7 alertconfig CLI 2~ > RZMHH L THERME SN TV 5 5
BOR) P R—FEIAEICH B [HE4 (CommonName) ] F721L[SAN : DNS4: (SAN:
DNS Name) ]| 7 4 —/b RIZH—N—IBFET 20 E I D EER L ET,

e (A7 a3 -TLS ¥R — b2 alertconfig CLI <2 K& H L CAHRME &4, [SSLA%
B% (SSL Configuration) ]X— 3T X509 FRAED AN > TWDEHEDHR) + H—/N—FF
HEOAR—g 2R LET,
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g575—roxx

=7 77— FDXRTR

EL:y BREFIE
FEDT 77— DY A ek |BHEEBLOANL—XOT 7 EAMOH H2—W%, [EFH
RS 777 A 7 A (Management Appliance) ]>[> AT L H

(System Administration) ]>[7 7 — b (Alerts) | Z 3L,
[T 77— R &R (View Top Alerts) | RZ %27 ) v 7

LET,
77— ME, EFA—ATEMTOBENR > THRRIN
£
VA&V —FT2% FIORMLEZ U 7 LET,
CDOVANMMBRGFTHT 77— |avwr RIA4v A ¥ —T7 A A (CLI) T alertconfig =2~
DR KREBZIEET D VREMEHLET,
Z OBEREE N T 5 av RI7A4 v A H—T=xAA (CLI) T alertconfig =~

YREEHLTT 7— ok Eztn (0) ISRELET,

EEL-75—HKZIDWT

AsyncOSEME L7727 7 — M2 ikET 5 £ T T 28 OEELfRE CE ¥, ZDOfE
EOCRELESGE, BEELLET 7— oY~ ) —3EEINT, KbYVICTRTOEE L
TI7—= R BRI TNEALIEEENET (ERFEICKREDOBEF A =NV EZET L EMERH Y
£9) o HELELT 7— h2EE T2 ETICHET 20T, 77— b &&ET 272 ONSHM
LEd, B 28803, AiRIOFERRO 2 OMEE R LT, DE D FRRH 2
SO E. 77— MISBE&. 1581%, 358%. 75 B%. 155 8%, 315 B% &V o7
bR CIEfE S ET,

AN, FMEMBIIZERICRLS RV 3, [BEET LT 77— F M 2N T 5k

%t (Maximum Number of Seconds to Wait Before Sending a Duplicate Alert) | 7 « —/b K Z&{#
LC., FREMBOMEICHIRAZR TS N TEET, & xX, WHELSHICREL., &
KEZ 60 RICRET D L. 77— MISHE, 1581, 350%. 60 %, 120 0% & voiz
Mk TEE SN ET,

Cisco AutoSupport

VAR DY AR— NS BO AT AEEORG A ATRRICT D720, VAT L THER
SNIZTRTDTT—h Ay =V AATEETDHE I Ciscoar TV xa T o
TIITAT AR ETEET, [AutoSupport] EFEIIN D Z OREREIX, WA X ~— P AKR—

MZEDBEMD=—A~DT T 7T 4 772K B E 9, F72, AutoSupport [L A

T ADOBEFERE], satusz~ > RO, BILOEH STV AsyncOS /N— = U ZBAIT
HUR— M amEEELET,
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B —ryz775—tronm

T 74 M TIL, 77— K ZA 78 System CTHEKE L ~/L7) Information DT 7 — h &S5
DEICHESNTNDT 7— MZIEHIE, Cisco :%Eém&%f vE—VDav—%%F
LET, AEICT 77— N A v e—U%HElE ff:.bfoeb‘faé\éi DEREET 4 B—T M TE
FT, ZOBREE A EITEICT ST, [afﬁ'ff?/(?/% (Management Appliance) ]
>[V AT LEET T — & (System Administration Alerts) ] Z &N L, [BXEDMmE (EditSettings) ]
Vv LET,

AutoSupport 2XH 2N DA Information L)L DV AT AT T — b eZET 5 L IICHEIN
727 7 — NZEFIZ, 7 74/ h T AutoSupport AR — R EE SN ET,

IN—FKD T 75— LDERBA

RIN—FIzT7 75— LDHA

75— h4& Bl EXE

INTERFACE.ERRORS A B —T x4 AT =L | &L
LEEBAICEHESNET,
MAIL.MEASUREMENTS FILESYSTEM P Y /\u—;— 4 a ‘/ji‘ 759, | st
DFEFARIZIT SNV HA TG
SNET,
MAILMEASUREMENTS FILESYSTEM.CRITICAL | 5 ¢ 2 7 /S—5F 43 9 2 7390% | 7 V5 .« B v
DFERRICE LSS (95 %,
96 %, 97% 72 &) ICEfEEnE

T
SYSTEM.RAID EVENT ALERT T 72 RAID-event 7856 A4 U 7= 43 | #ct
BT EENET,
SYSTEM.RAID EVENT ALERT INFO RAID-event 7356/ 7= 38407 3% | 54
fEEnFET,
DARTLTo— DR
K4:VRARTLTS5— DA
7o—L4 SRER EXE
COMMON.APP_FAILURE W%@?f)#~vay% 7Y 4
ERFBAELUGAIZIEES | (Critical)
nEJ,
COMMON.KEY EXPIRED ALERT Wt % — ORI G | e
S A EESINE T,
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22765 75—roun |
75— 4

Bl
COMMON.KEY EXPIRING ALERT

HRAE X — DA IR N U | B
LLAICERSNET,
COMMON.KEY_FINAL_EXPIRING_ALERT

HEEX — DB MR NG |
DA DB O®EME LT
EEEINET,
DNS.BOOTSTRAP_FAILED FFGAT AN — s

DNS H— N2 WA bE 5

ZEMTERWEAITEE
EhET,
COMMONL.INVALID FILTER

NI 7 ¢ LR NIEET D | s
GElikMEsnET,
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B o x7.75—roum

75— 4 HL:l BEXE
IPBLOCKD.HOST ADDED TO ALLOWEDLIST | 75—} 2wt —3 - s

IPBLOCKD.HOST_ADDED_TO_BLOCKEDLIST | . (1p address>? 7k % | 23

IPBLOCKD.HOST REMOVED FROM BLOCKED SSH DoS WHED72h 7
LIST 2y 7 U A MBS
WE L7, (Thehostat
<IP address> has been
added to the blocked list
because of an SSH DOS

attack)

<IP address>D A A k)3
SSHFFA[ U A MZiBM
SNF L7, (Thehost
at <[P address> has been
permanently added to the
ssh allowed list.)

<IP address>D A A k73
Tuay 7 A RNNPLH]
&3 FE L7 (Thehost

at <IP address> has been
removed from the blocked

list)

SSHZNLCT 774 7T v
ASDERE R A TND

N, BT LT v
BHORLRWIP T RLA

W, 2 43 LA 11 BIBLERR
ITICHREE L7234 . SSH @
Tay s YR NMUBMEN
7,

FUIPT FLZpEa—H
MDIEFIZa 7 A4 35L&,
ZOIPT KL AZZY 2
MoBmEhET,

FFAY A ROT R L AL,
ZNHRTry 7 ) AR

EENTVTHT ZEAN
RIS NET,
LDAP.GROUP QUERY FAILED ALERT LDAP /N —F 7= 2%k |2 U5 1+ i
LS8R ESNE (Critical)
7,

B BongEszsy
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22765 75—roun |

77— k&

Bl

EXE

LDAPHARD ERROR

LDAP 7 = UM (F_TD
P—RTEITLT21%) Be
R L2 GEIck 5 s
iﬁ‘o

7T 4 v
(Critical)

LOG.ERROR.*

SESFREFLS =
7=

7 V7 4 71)v

MAIL.PERRCPT.LDAP GROUP QUERY_ FAILED

B ZFEDAF v LI
LDAP /v —7F 7 = —|Z
KB LT=SAICEEENnE
KR

79T 4w

MAIL.QUEUE.ERROR.*

A=) Fa—DXFXER

L

79T 4 v

MAIL.RES_CON_START ALERT.MEMORY

AEUMHRN AT LY
Y — AHiR L&V OME &
LGBt EsnET,

7 VT 4 v

MAIL.RES CON_START ALERT.QUEUE SLOW

A =)L F 2 —NEAMH LR
D, VAT LYY —AHiK
DA =TI IR 5 T35
R ERET,

797 4 v

MAIL.RES CON_START ALERT.QUEUE

Fa—fEHRN AT LY
Y — AHH L & OME 2 i
LGBk ESnET,

79T 4 v

MAIL.RES CON START ALERT.WORKQ

T —7 X a—D% A XANK
ETELLD, VAT =N
—RHE IR ST EITE
SNET,

7 V7 4 J1)v

MAIL.RES_CON_START ALERT

TTIAT AN TY YV —
AFiK) = RiZ7e 728
BlIZEEINET,

70T 4 v

MAIL.RES CON_STOP ALERT

TTIGATAD [V —
ZHiIR) ] F— FHFERSH
HEIlkE S ET,

7T 4 v

MAIL.WORK QUEUE PAUSED NATURAL

U—7 Fa—N0NHrIh7-
A E G S ET,

7 V7 471V

—mmngEszs I}
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—fmigEszs |

77— k&

Bl

EXE

MAIL.WORK QUEUE UNPAUSED NATURAL

U—7 Xa—DNHEINE
aIlZE G SR ET,

7T 4 v
(Critical)

NTP.NOT ROOT

root & L CTNTP BNFEITEH
TWRW=OIZT 74T
 AINKREZ 2 fHEE T & 22
Ak G SN ET,

K
= =

PERIODIC_REPORTS.DOMAIN_ REPORT.
DOMAIN FILE ERRORS

RAAL ARET 7 AL Tx
7=t sl G aIcE
EanEd,

797 4 v

PERIODIC_REPORTSDOMAIN REPORTFILE EMPTY

RAALARET 7 A /VINZE
DBAICEE INE T,

7 UT 41V

PERIODIC REPORTSDOMAIN REPORTFILE MISSING

RAAL ARET 7 A VDKL
DINBIRWGERIZEE SN
F7,

7 VT 4 v

REPORTD.DATABASE OPEN FAILED ALERT

LR—F DR TF—F
NR—R & BT 72 WA IT%
FanEd,

707 4 71)v
(Critical)

REPORTD.AGGREGATION DISABLED ALERT

VAT BADT 4 AT AN
RELTWEGEEICERES
nEd, 7 = rJICH
T5T 4 ATERENa 7
EFRO L& \WMEZ BiEd
% & reportd XM E T ¢
t—7nicL, 77— h%&
EELET,

ik H
=

B

il

REPORTD.DATABASE DELETION ALERT

VAT AP T T AR— |
TA4VIZ NV EF T
L. ZZECTRW\WI ENbnd
LEESN, v TA %
MALT, ROKIETT «
L7 N OHIBREZ A E
7

REPORTING.CLIENT.UPDATE FAILED ALERT

LAR—h U N U R — | B

b T =2 2 RFTE Do
[ RENTebeS ERSY gV e
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22765 75—roun |

77— k&

Bl

EXE

REPORTING.CLIENT.JOURNAL.FULL

LR—F =N
T A B RETE WA

7 UT 41V

WZEE SN ET,
REPORTING.CLIENT.JOURNAL.FREE LiR— b = DU NHO%T | R
KT — 2 2#RFT&DL9
W7o TG BICEE S E
j—o
PERIODIC_REPORTS.REPORT TASK, LAR—F DU NMUR— |7 T T
BUILD FAILURE ALERT R TE RV %
FEETS,
PERIODIC_REPORTS.REPORT TASK, LiR— BB A—NTE | T VT 41V
EMAIL FAILURE ALERT ETE I oI EE
SET,
PERIODIC_REPORTS.REPORT TASK, VR—= NET—NATTE |7 IVT4H
ARCHIVE FAILURE ALERT o TG AR ESILE | (Critical)
j—o
SENDERBASE.ERROR SenderBase 7> 5 DA &AL | 15 H
PP =0 RBAE L
BICEEFEINET,
SMAD.ICCM.ALERT PUSH_FAILED 1B EDORA NTary 7 ¢ |#E
Fal—rarDrlya
IR LG A ICEE S
i j‘o
SMAD.TRANSFER. TRANSFERS STALLED SMA B V8 T vy |HE
T— 4 % 2 R EUG T E A
Mol=h. £RFLR—
T AT T —H % 6 KH L
BTE oG ARG
SET,
SMTPAUTH.FWD_SERVER FAILED ALERT |SMTP Z2ZE#is %4 — /N5 | s
ERETHILGAIZERS
nET,
SMTPAUTH.LDAP_QUERY_ FAILED LDAP 7 = U 782k B L7~ 8 |2y

BICHESNET,
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—fmigEszs |
B < ro—verrozE

73— k4 B BXE

SYSTEM.HERMES_SHUTDOWN_FAILURE, |V 7 — hhOI 2T n%  |HiE

REBOOT ¥y PAT LTS
(RIS e L= i ik
fFEhET.

SYSTEM.HERMES SHUTDOWN _FAILURE, VAT L E Ty NE T
SHUTDOWN LT3 E@éifﬁuﬁ%ﬁﬂ%éfc L
TG EICE ESINET,
SYSTEM.RCPTVALIDATION.UPDATE FAILED | Z{Z & HIEDT v F5— |k | 2 UF 4 B L
R LG AIcE G s
S

SYSTEM.SERVICE TUNNEL.DISABLED LA aHR— b H— 2 | R
WCAERL S 72 b o RV 4
NOFEITIEESINET,
SYSTEM.SERVICE TUNNEL.ENABLED LA PR~ N — bR | ER
WHER S B RV
OGBSI NET,

i
o

2y FI—UREEDRE

ORI arTIE. TTI9A T ADF Yy MU — 7 BVEOFREIfE A9 D HEEEIC DWW T
LET, TNOHDEETIE, VAT By NT v 7 U4 VP —FRDFETTVAT LY M T v
T4 —REFIFALTHRELEFA M, DNS, BXOLV—F 4 vV OREMEICEET 7 &
ATEET,

2T, ROREIZOW T L 9,
® sethostname
« DNS #%/& (GUI Ti%iE, # L CLI T dnscontig 2~ REMHMA L T&E)

e —T 4 VIR E (GUI TRRIE, BILCLI T routeconfig I~ N & setgateway 2 v o7
RZfE A L CRE)

®* dnsflush

e RAT L —RA
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VATLIRA

227642 +20zE [

FEDERE

RA MG, CLIZR V7 N TURAT AE#BBTABICHERA S ET, BeEfRA N aE2 A
NTBHMENRH D £9, sethostname 2~ Kit, 2070V X% VT4 TTIA TV AD
KA RELET, FEAA MIE, commit 2~ REIITLTHID THTR Y 4,

sethostname 27 > K

oldname.example.com> sethostname
[oldname.example.com]> mail3.example.com
oldname.example.com>

RAMOEREZAENCT HITIE, commit 2~ REATTIHIMLENDHY £, FmARD
BEREEETHE, CLIZn 7 MIH LWERA MARFEREINET,

oldname.example.com> commit

Please enter some comments describing your changes:
[1> Changed System Hostname

Changes committed: Mon Jan 04 12:00:01 2010

a7 MOFHAA NABIRO X 95 I2FR RS E T, mail3.example.com>

FAA Y R—L S RATLDEE

DNS 4 —/\D$EE

ATy kX2 VT4 TTIAT UV ADRAAL Y X—h A7 5 (DNS) X, GUI D [
M7 7747 A (Management Appliance) ]>[* >~ bV —72 (Network) ]>[DNS]~—  F
721% dnsconfig =~ FZEH L TRRIETE £,

WOBREMEFETEET,
e A —Fy RODNS H—N"—F | da—HF—MEDDNS b—_—D L 52T 5
2, BEIOMEHT LV — 11—
*DNS 7 7 4 v ZIMHHTHA L H—T A R
« WG & DNSIV Y 7T v TINEA LT U N5 FE TRI%ET D%
*DNS ¥ ¥ v oD/ U7

AsyncOS Ti, A > % —x v h®/L— Kk DNS #—— a—HF—fHDDNS — — F7-
l3A 22—y FDO/L— b DNS —"— L fEE L/fEHTE 5 DNS r— =2/ T& £
To AF =Xy FON— P —=N—ZfFHT 5L IE, FED FAA ANMEHT 2 —
N—ZETHILHTEET, REBEDNS =N~ |3H—D FA A ZHEAIND 720, #%
YRAAL AT HEETE DY — N — (A7 DNS L a— RE#MHH) 2o T s
NV ET,

AsyncOS TliX, 4 % —x > PO DNSH—_ZfHH LW EIlc (A7 Y v b DNS H—
ZYR—FLTOET, 2—PMAONIT— ZHH L TV DEEIE, IS0 KAL B X
OBHET % DNS Yy — R ZfEET L2 b TEET,
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B sz rversqtus+q

(271 v FDNS| Z&ETHEAIL. in-addrarpa (PTR) T b U & [FERRICERET D L EN
BVET, ZOD, T xE Tengl 72V X —2P—1"—123412)V XA L7 T 5
W2, TRTO eng = FUR 17216 2y N =21 D86, A7 U » k DNS REIC
leng,16.172.in-addr.arpal & RAA & L CHRET H2HLENH Y 7,

BTN ETIA4F ) T4

AT %4 DNS —_—Z, BIETT T4 AV T 4 ZHETEET, AsyncOS Tik, 774
FUT 4 B30I BTV DNS —_—Dff 274 F 7, £ DNS — =0 RE L2
Ay AsyncOSIZRD T A AV T 4 RO —_—DfHERAAET, FMLT T4 4V T 1%
FFODNS = _—ZEHHE D= N ZIEET HHG. AT A7) 2FTT H - ONCHE
U744V T 4 %2FODNS b — =% U A DT U X AIEONET, RICVAT ATk
MO =) PHIREIIC/2 50, XA LT 7 b X725 F CHIFFMFHE L%, Soiczth
KD OTNICRCRESERT D WO EMEL KT £, FERRIO R S 1%, DNSH——n 32
RO L, BESNEZT I7AF VT 4ICEoTERVES, FALT UV FNOESIITIA4A
V7 4 1Bz, TX_XTOIP T RLATRLTY, AIOTTA 4V T 4 1ZiTmbENH
ALT T ERPRRESNTEY, WOTIT7AFT VT 4T LVEWNWT A LT T MREEIINLTYD
F9. mEHRE A LT T MERITKI 0 TT, 1207744V T 4 R EL TWDHE,
HUDOTTAF) T AT DET—N—=DH A LT MIORIZR Y ET, 20D 7 T A4
UT 4 ERELTWDIEHAE, BAIOT 744V T 41k T 28— "—DX A LT 7 ~E 15
IR0 ROTFAF VT IR T DE—R—DX A LT T MIASIZRVEST, 75
AFTVTAMIODEE, XA LT 7 MISH, 10/, 452720 £,

7~ ZIE. 4 OODNS B—REHTEL. 2202 FFA4F VT4 0%, 1202 F7A4F VT 11
.21 TAA VT4 2R E LELET,

REDNSH—/X, TS5A4F VT4, ELUVEA LT +REROE

TS3AF)T 4 | H—N BALTIH (B)
0 1234, 1235|5. 5

1 1.2.3.6 10

2 1.2.3.7 45

AsyncOS (X, 7T AF VT 4 0ICEHESNTZ 20D —N"—% T X LNIRRLET, 771
FVT A4 0DH— =D 1ONRF T LTHDIHEAIL. I 1 20— =0 FHINET,
TIAFTVT 4 0D —R_"NHEZ T LTWEEE, 7944V T4 1 OV — (1.2.3.6)
DER S, REICT 744V T 42 (1.23.7) O —"MERIhET,

SA LT MRS T4 F YT 4 00— NEEH LR L THY, 7T AV T 4 1D
P NTF LD BOBHBRES ., 7TV T 4 20%— T E HICROREARE S
nET,

A3 =3y b IL— bk H—/\OEH

AsyncOS DNS U YL NI, EtEREZe®E 1 A —/VELE IZ LB 72 K E D[] DNS $e 2 U T &
DX IR SN TWET,

B BongEszsy
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#ElzoNs Ly 7y Tns1u79+ ||

\)

6=

HYET,

T 7 4V EDNS = NZA v H—F v b Jb— ks b= RPN ERET D2 & 2RIRLI=5E,
REENTZV— IR — L R o TWRWRA A D7 =) ZEIFIICHRRTE L8N

WEIEDNSILY I TYTDRA LTIk

DNS 75—k

Ciscoa 7Y vXa )T 4 T T ITAT LV AFEFA—NDEZEFEORE, VAF—ITHRL
TWATRTOYE—F KA MIH LT ITZEDNS Vw7 T v 7] OEITEZRAET, OF
D, ¥Z/VDNSIN I T v 7% ETT52 T, VAT AIVE—FRFARDIPT RLAD
EYMEA RS L OWGEL £, ZUd, #ouA A MO IP 7 R LRI 7 55 & DNS

(PTR) Ny 7T v 7L, ZTHIZHKK PTRIV Y 7 7 v THERICH4 HIEG| & DNS (A) Ly
Ty TNER0ET, TOH, VATAMIANY I T v TORERNPIR VY 7T v T OFER
E—HTENEIDET 2y LET, BRAELRVD, AL a— RBFEELRWEES,
VAT AFERANTIVEARA T =T (HAT) NOx> b L —FFT 5P T FL AL
LET, TR ZA LT NGERIZZOL Yy 727 v FICOm@EA S, ey F) &
TAFVT 4 (82 X—2) THHEINTND M7 DNS ¥4 A7 U M@ S EH
Mo

T 7V MEIF20 T, Bz [0 ZANT5H5ZET, 3_XCHY RAF—IZX LT r—
INVIZHBIEDNS IV 7 T v T DX A LT U N8 cxEd, EHEORICRE LESHA.
Wigl& DNS /Ly 7 7 v AT ITEN T, bV ITEEDZ 4 LT 7 MeERT IORENE
7,

TFIAT VAOFEFFIC, FNICA v E—Y IDNSF v viadT—h A T v FI2RK
L % L7 (Failed to bootstrap the DNS cache) | 23MIH-S727 7 — MBERINDGENRH D
T, TOA vV, VAT AZELDTT A~V DNS P—R"— DG DN TE A
MoloZ L ZRLTVET, TOFRRT, Ry MU — 7ML SN DHETIZ DNS 372 X
TEANF L TA N2 GE, 77— NOXAI VT TRELET, 20X yE—URHOX
A I VT TEREINTEGEAE, Fy VT — 7 RENPEEL TWSHD, £7213 DNS & E TH 7
P—RNPEEIN TN EERLTVET,

DNS vy adDy )7

GUI D [F ¥ v = & HZE (Clear Cache) | A% >, F7/zid dnsflush 2~ F&EEH LT, DNS
XX v vaDTRTCOFEREZ V7 LET (dnsflush =+ & ROFEHIZ OV T, EEHIHRE
SNT=HETC AT A[BEZ: [TronPort AsyncOS CLIReference Guide] =&ML T 72&W) , v —
AIJVDNS & AT APVER SNIZERC, ZOEEAEHATE £, a~vr P IETsh,
Xy v aOFFRAFIC—FEIICHEREME N T D AR H D 97,
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—fmigEszs |
B /57 rra—v—1s—oxazemmALE NS BEBOEE

574NN A1—YF—A4 23— A%={FERALT-DNS ZEEENDHRTE

ZAFYT1 HLOWeb A2 X—T A ADH) X2 VT A EWRTTIATLATRE 200 07 LT, LHV—
Web A v X —T A A —RKLET,

RTv T2 [FHT 7747 A (Management Appliance) ]>[* > k7 —2 (Network) ]>[DNS]<—T&@&IR L, [%
EOMRE (Edit Settings) | RX %227 ) v LET,

AT9T3 A ¥ =%y bO/Lb— bk DNS —N"—F T —HF =B ONE DNS —_—D EH L 2T 50 %
IR LT, HEBDNS ——ZFEE LT,

RATw T84 22— —MEHDODNS h— "—%FEHT 50, HEDNS y—"—%fET L25HE1E, ——IDE AL
[fT0EM (AddRow) %27V v 7 LET, FV—N"TIOEEEBEVIELES, =—VHE D DNS H—
NeEANNTHERF. 7744V T 4 bREFICHEE L £, 3OV TIE, DNSH—0fEE (81 5—
V) BBBLTLIIEEN,

ATFYTE DNS bT7 74 v VDA v H—T oA AEERLET,

ATwT6 WEEDNSILY 7T v T edy vt D% TICRHET 0 E A LET,

ATy TT LEIUSUT, [FY v =a2®DZ V7T (ClearChashe) ]2 U 27 LT, DNS¥v v =227 U7 LET,
ATvT8 EREAZEEL, RIFELET,

TCP/IP k5 T4 w9 JL—FDERFE

—HORy N = RETIE, BEOT 7NV N = U AUND N T T 4y V—E
HRT22MERHY ET, AXT 47 — b OEHIL, GUID [EELT 7I74 7 A
(Management Appliance) 1>[* > b7 —2 (Network) ]>[/V—7 « > 7 (Routing) ]~¥—,
F 7213 CLI ® routeconfig =~ R&EMFH L TITWET,
cGUI TOARET 47 — FOEFEH (84 X—7)
T T ANN =R Uz A DEE (GUD (85 X—)

GUITDRETA4vY L—FDEE

[BHLT 77 A 7 > A (Management Appliance) |>[% v k7 —72 (Network) |>[/V—7 4 7
(Routing) ] ~—YZEM LT, AZT 1 v 7 )b— FOER, . EIFHIREZITAET,
ZON=UNOT T AN F= T a2 OERHTEET,

Z2FYTF1 HLOWeb A v X —T 2 A ZADRK) X2 T 4T FI5AT AT 22097 LT, LHL—
Web A v Z—T7 =24 A% a—RLET,

ATw T2 [T 7747 A (Management Appliance) ]>[*~ b7 —2 (Network) ]>[/V—7 « > % (Routing) ]
NR—=TT, —hrURAID[L— EBEIM (AddRoute) 1527V v 27 LET, L— bDLHTIZATTLET,

ATY T3 55EIPT RLAEZ A LET,
ATV Td = T4 DIPT RLRAEZANLET,

B BongEszsy
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7oAk =tz 10%E Gu) [

AT9TE EREEEEL, RFLET,

TIHILET—FDTADEE (GUI)

ATY 1 =7 127 (Routing) | *X—YD/L— K URAKT[F 74/ kL—h (DefaultRoute) |27V v 7 L&
@—O

ATFVT2 =TI ADIPT RLAZEFELET,
ATY T3 EFEEZEEFL, REFELET,

TIAILET— VA DEE

GUI » [EHT 77 A 7 > A (Management Appliance) ]> [+~ VU —2 (Network) ]>[/L—
747 (Routing) |X— (F74/V K F—FU=ADEE (GUD) (B5°—) ZZH
LTL77ZEW) | F7/21E CLI O setgateway 2~ > REFEHL T, 748 F— oA %
RETEET,

X2 7RETOLIILDIEE

* TLSVL.0 WHEZNZ 72> TV D FALOD AsyncOS /N— 3 > (f] : 13.6.x) H>5 AsyncOS 13.8.x
lZT v 77 L— K45 L 574/ b TTLSVLO NI 72 W TLSvI.1 38 L OV TLSv1.2
WA £, T 7T L —REICT S 747 ATTLSVI.0 T REHNT DM
NHY ET,

* AsyncOS 13.8.x LAFETiE, SSLv2 F RIS L SSLv3 FRUTH A — hIhEHA,

« SSLv3 B LN TLSvI.0 TiE72 <. TLSvl.1 B L ONTLSvI.2 FRAEM T2 = & 2 HE
LEd, SSLv3 ITZETIE W=, FHLARNWTLEEN,

cRDZENLIUCKH LT, T 2@BE7w ha vz @R e £,
« T v TTF— b A
e T T TAT VAD Web R—AEEA L A —T = A A
« LDAPS

GB)  F7a T, FRICRELET 794 T v A0T v 77— |
Y= Web { v H—T =4 A, BILOLDAP #—/3—T
TLSv1.1 B L O TLSv1.2 A L9, A NLRREE~D T
Ra—PF—=D7T 7 AZOWTIE, SSLVv3ITELNT 2> TWET,
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CHBUEBRESN TS 7 r ha )L ERARERA 7Y a v 2 FoRt 58548, £ 7n ha
/V%%Ej—é%é\ﬂi\ a<w s RKIA4 04 :/5“—7I4X"C°sslconfig a<w s REMHLE
j—o

*Cisco 7 v 75— b — "—TJXSSLv3 VR — L TWWEFA,

ern—H) (VE—hK) T 7TF— P —R_—%2EHT55HE, thOTXTOY— 2B L
N Web 77 7HIGRIRT 270 bauid, LTV — =LY — L THR—F &
NTHEIZEN T ZRITNIER D =5 A,

MHT DY — =Tk, FIHFRERA T v a v OWVWT NN EREINCTHMERDH Y E
7
* sslconfig A ¥ K % {i F LT?QE L7261, %E%‘fj Sy FTAMERHD jETo
* sslconfig AV REffHL TfTo=AEE2 2 v b L7-%. T DY — AR
TS V= S
BT REWE O FQDN BREEDFEMIZ DUV TIL, [FQDN] (138 ~—) ZZ ML T 7230,
B 7 EEAE D X509 FEEEDFEMIC OV TR, X509 FEHE (141 2—2) BB LT Z &V,

VAT LEZDOERE
N

GE) X2 UT48HT77IA4 T RE, VR—FOF—ZZINETHERIC, EXa VT 4 EHT
FIAT A L CHERREERIT TSR E LIRS 2 A b AZ T M U ET, 254
WCOWTHE, BX 2 VT 4T 794 T VAL A LVLAR— MHT—ZDOWNE T EEZSR LT
<TZEW,

av RIA v A H—T = A AL CHRICEET DR E %17 9 121%, ntpeonfig,
settime. BL Psettz 2~ R&EEHA L £,

B&# 1BEFIE

VAT AR EERET | [BBT T54 72X (Management Appliance) 1> [V R TLEHE

% (System Administration) ]>[BFZIE&E (TimeSettings) | #:#ERL F
ED

Fy NU—27 B4 L7 a haj (NTP) H—"Offif] (87 2—2)
HEB L TLEEN,
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v bk7—5 aq4n7aran NP 4—rowd [

S BEFIR

R 2R ET D &Y 77 4 7 > A (Management Appliance) ]>[3 A7 LEEL
(System Administration) >[4 4 &> — > (TimeZone) | Z&R L F

ﬁ—o

BEIEE -

sGMT A7t v FDEIR (88 X—)
o BERHEE T > A LOFEH (88 —)

Y bT—=9 24 L 7O RaJL (NTP) —/\DEA

(#E22)

Fy NT—7 XA T7ubha (NTP) h—"2HHALTC, EXa2 VT 4 EH/TSI7A4T
ADVAT LIy I EXy NI =T £ v A —Fy b EOMoa v a—F LEEITE
7,

5 7 # /b k@ NTP H—/3NZ time.sco.cisco.com T,

T 74/ MO NTP Y — %G, HMENTP b —N"EHEHT 58T, 7747 U4 —/LTH
AR — b ElEET, 77 AT U —EFRESHEL T ZEW

ESPERENS

o VAT AIFZIDERE (86 X—3)
 KFRAH 7 7 A VO FEFH (89 ~X—)

Y bT—=0 34 LT KL (NTP) ZFERALET7ISAT7UVRDVRAT L

R Zll D EX TE

ATy T
ATy T2
ATvT3

ATvT4

ATy TH
ATvT6

ATy FT17

ZIUE, BRZT I IA T U ABMEDT A AR E SN TV DG AICHEIN D, RO E
FETT, TEINEZT A RET T, ALONTP b —"—%fHT 24N HY £,

NTP H— "—%fF ] U TR 23R E T 5 121%, CLI D ntpconfig 2~ R&EMEHL EI,

[SRTLEIE (System Administration) | > [B¥ZI%E (Time Settings) | ~—IcBBIL £,
[BRENHwE (Edit Settings) 1227V v 7 LET,

[RFZ| D% EJ71E  (Time Keeping Method) |22 33 > C, [NTP (Network Time Protocol) Z{#H (Use
Network Time Protocol) ] Z R L £,

NTP #— "7 KL A& AL, [{T%EM (AddRow) %27V v 27 LE7, B D NTP +— Z BT
=£7,

NTP %—/3% U 2 b BHIRT 5121, =0T IFT A av %27V v 7 LET,

NTP 7 = U —HDA v 2 —T7 oA ZA&@RIRLET, ZHE, NTP 7 —REEINDHIP T R R|TA
nE£7,

[INTPREAEDOM A (Use NTP Authentication) | F = v 7 Ry 7 A& A NITDHE, XA LAX TR EHET
DY —RAZE o TERSN, NTP RNEEDOHDLT 7T 4 ET 4 B2 bE#ESNET,
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—fmigEszs |
B ovrioty roR

ATvT8 ERazEEFEL., RFLET,

GMT A 7t v FDEIR

ZFYTF1 LV Web A ¥ —T A ADH) BFa ) F A EHMTTIA4T VAT 220 v/ LT, LA V—
Web A 2 —7 A A%m—RFLET,

ATw T2 [EHT 7747 A (Management Appliance) |>[ A7 L4 (System Administration) ]>[4 A LY —
(Time Zone) ] #EIR L F 7,

AT T3 [REDOHE (Edit Settings) ] %27V v 27 LET,

ATy T4 DY X Fv5 [GMTA 7> b (GMT Offset) ] Z3B IR L E9, [# A LY —2DRE (Time Zone

Setting) | X—YNEH I, [# A LY —> (TimeZone) | 7 4 —/V KIZGMT A7ty bREEND LD
W20 £,

ATFY TS [FA LY —2 (TimeZone) | 74— /L RTAH 7y FEBIRLET, A7y Feld, 7V =y P76
DOua—h VB TH D7) =y VERER (GMT) 12, MR FZITEET IR0 Z & T, FRORNIZ~
AF27EE ([-]) VTV BEE, 7 =y ROl ch =z 3, 7T x5 (+1 ) ©
A, 7V =y VRO BEMCH T £,

ATvT6 BEFEEZEEFEL, BIFELET,

e 7 7 A4 IILDEH

DT RDDE DR R — VCEEN S > TN, 7T I7A4 T AORME 7 7 A V%
WHT 2 MERH Y E7,

c BEREIHE 7 7 A VO HEVE T (88 ~—3)

« BEREHE 7 7 A VO FEYEHT (89 ~—3)

FETE I 7 M ILOBEEER

Z2FYF1 HLOWeb A v X —T 2 A ZADRK) X2 T 4 BT FI5AT AT 22097 LT, LH—
Web A v Z—T7 A A% —RLET,

ATw T2 [T 7747 A (Management Appliance) ]>[> A7 LEHE (System Administration) ]>[7 > 77— b
&% E (Update Settings) ] #N L F 7,

RATw T3 [KHHEL—VOHET v 77— N2 H%IZ9 5 (Enable automatic updates for Time zone rules) ] 7= v 7
Ry 7 A%F AT LET,

ATy 74 MEEANLES, BELFRICONVTE, =V L0~V TE227 U w7 LET,
ATY TS BFEEEEFL, RIFLET,

—MRGEEIRY
88
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sEET 7 LoznEs [

Bl 7 7 1 LD FEER

ZAFYT1 HLOWeb A2 ¥ —T oA ADH) X2V T A EHRT TIATLATR 27 o/ LT, LH—
Web A v H—T A A% —RNLET,

RTw T2 EHT 7747 A (Management Appliance) ]>[> A7 LAEHE (System Administration) > [FFZIFEE (Time
Settings) ] ZI@RL 7,

ATV T3 [HA LY —2T 7 A /LDOHEH (Time Zone File Updates) | &7 > a R L £,

ATy T4 ERARERKEIHR 7 7 A VOEHR b H5E. [4T <HEH (UpdateNow) 1527V v 27 LET,

[%% 27 7 4 )L (Configuration File) ] RXR—

RDEY L avOFMIZDONT SRR

BIE DR E DIRAT REDRIFEA VR—K (89 =)

RESNTVDOIREDRE— R REDRIFEA AR —F (89 ~—2)

Ty Ra—HPF—t—TV 2 NTav I VA |v—TVANTOY I VANDRY I T v 7L

R T —=H =R (AR L) -5

REDY &> b I%ﬁ?ﬁ@@%%ﬁm@%E@Utyb(%
Ny

BREDRFEA ViR— bk
A\

GE) ZIZTHHINTOVLIRET 7 ANME, EXa VT 4 HHT 7747 VAOREIMHEHINE

B

X2 VT A BT T IAT U ANDKEBSOREL, 1 DORET 7 AV TEHTE 77,
Z D7 7 A JLIX Extensible Markup Language (XML) 74—~ v N CREFSINE T,
ZOT7 7 A MIROEEDFETHEHTE ET,

e I X2 VT A EET I ITATUATTH L 2WVWEENRAELZSAIL, 2%
DEXa VT4 BET T IAT VAT IEPCREL, P—ERAZELTEET,
RIET 7 ANENDY AT MIRAEL, HERHRET —F a2\ 77 v TBRLORFTE
T, TTIAT VADOREXMERT-5E, RELTERFOa 7 4 ¥ a2l —a
TrAMI Ta—n Ry 7] TEET,

BEfFEDa L T 4 X2 =g T ANEA YA — R, T7I9A TV ADRKDOHRE

EHRPRIMRBTEET LW I U FDLIT, XML 7 7 A VA EELV XY 7T
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—frnEEszs |
B -oixar—vavorrronm

LHENEENTVET)  BIEOREICYAFT—x2T7— GEANRE) BboTohh,
COMEN ST TNy a—T 4 TS Z EXH Y 9,

B a7 4 Xal—yary 7yA e ra— RN, ZEETWV, TOT7 74 L%
FUT 7 I7A 7 RCT v a— RCEET, ZOHEE, FEHENICEREDERZITH 72
WIZ CLI & GUI Ol F2 T84 XA EvET,

FIPEZ N LCarv 74 FXal— a7y ANEKET v 7u—RKLZY, a7 ¥
L—a v 77 ANO—#%Z CLIWCEZEE VT 703252 R TEET,

D7 7 AMEIXMLIERIC 72 > TWALTeD, RETZ 7 ANVDTXTOXMLEST 47 4
DRl Sz, BET 5 3GEER (DTD) bizficsnExd, XML 7 4 F2b—g
VI ANET v — RTARNIZZODIDEA U a— KL TXMLa Y7 Ko b—
vary 7y ANVERIECTCEET (XML BRGEY —/MEA 2 —F% v h CHBICAFTTE E
) .

AT A4 X alb—Talr T rANEFEALT, BT 7747 A (Zua—UElRE vz
AT 74T AR ) ZRGERICERETE ET,

A I74FaLb—23ar I7AILDER

ct—TVRANTRY T IURARNDONRY T v LT
s THMAREOPIBIKE~DOFKEDO Y £y b (36 X—)
LIy FLEEary 74 Falb—var~Da—LnNy s (93 2—)

REDREI7AILORESLVII REKR—F

[B#T 77 A 7 A (Management Appliance) |>[> A7 A H (System Administration) ]>
[(XE~7 7 A /v (Configuration File) ] ~X— D [BIED#EEL (Current Configuration) £ 2 3
VEERTLE, BUEOa Ly T4 Fal—vary Ty A ER—HL v U RIF LY,
TIIGAT U ATRIELIZY (FTPISCPL— FDRET 4 L7 FVICRIFESNET) | FHES
N7 RURIZEFA—NVTEELLEY TEET,

INAITL—XDIRY

VEIG U CF 2w I Ry I RAEF LT, 2—=HFDRRAT L —X%~ A7 LEd, A7
L—X5<vATThHE, TOBELENTFZRATL—XN, =7 AR— NEHIIREINE
Ty AILT [rwwrr ) (rE X2 5NFET,

)

(B R TL—ARvR7ENTary 74 FXalb—rary 77— FLT AsyncOS I[ZKT
ZEiITEEEA,

IR L—XDESt

[RET 7 A NVHND/RA T L—X%[47 (Encrypt passphrases in the Configuration Files) ] 7 = >
IRy I A& ) w7 LT, 2a—HFDNRRAT L —Xe~< A7 TEET, KIZ, B bEhb,
RIETZ 7 ANVNOEREREX 2T 4 NTA—FERLET,
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avrs®ar—varraroa—F I

AP O R % —

« RADIUS /R 2 U — |

* LDAP A ¥ RDO/NAT— R

=N A—PDNRRT— ROy

« SNMP /3R 7 — R

« /% SMTP /XA T — R

* PostX B 5{b % —

«PostX Bf b7 o RAT— R

cFIP Vv a u 7 %727 )7 a v O/NAT—R
« IPMILAN /RS2 U — |

« 7 w75 —H H—s30D URL

:ﬂbi\ saveconfig A~ ]\%ffﬁ% LCa~vry NI A2 —TxA x(%)*%ﬁk(%iﬁ‘o

aAVI4FXalb—3arIJrA4)loa—F

AT AT 2L —var TrAME, REEZR—RTL7FIA T ALFAI A=V a 0D
AsyncOS ZFIT L TCWABT I ITA T UV ADPLRGEINDILERH Y £,

RAT VL —ANST AT ENT-ar 74 FXal—ary 774 WFe—RTEEHA,
COHFEOBRETYH, HED LEICROZ T2 EDHMENH Y £4,

<?xml version="1.0" encoding="ISO0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

. your configuration information in valid XML
</config>
</config> P U & V1T EFEROZITHET 2 E N H Y £9, XMLIELOfEIX, Cisco 227
VY X2 VT 4 TS TAT 2 AD configuration 7 4 L7 KU IZ&H H DTD #EH L TEMTEs
FOMGEENFE T, DTD 7 7 A /L D4Rl config.dtd T3, loadconfig =2~ > RafH L= L
FWZa~vy R4 U THEE= 7 =P REShESGE, ZH T —FSnEtA, REZ 7 AV
T v 7u—RNTLHNS, TTIAT L ADHMBTDID ¥ v rm—RL, REZ 7 A /V%E
BRETE £,

WTRDOA VIR—= R FETH, ar 74 FXal—vary 7y ALK REOZ 7 THD
<config></config> Ml CER I N/-IEHH) Floidar 74 Falb— 3 77400 complete s
X uniquer 787 v ay (LELOESH V% E A, <config></config> ¥ 7 NIZAFET 55
B) EAYHR—FTEET,

lcomplete (584%) | &LiX. DTD CERINI=Y T v a vV ORGEY VB IO T X 72K
DEENDHILEZBEWRLET, L xE, kOoa—FRE7 vy 7a— RERIFMEVHT 5L, &
RET T =03 FAELET,
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<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport_enabled>0</autosu
</config>

LirL, ROa—Fz7 vy 7ua— RELEFMEY AT T, MEEe7 — 138 ELEEA,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport_enabled>0</autosupport_enabled>
</config>

lunique (—3&) | &iE, 7y 7a—REREMBOHIbNL a7 4 Falb—var 77 A
NOYTErvarB REELTEHR M TRNIEEZEKRLET, X, VAT AF I
DDRA MG LR Tz, o =a— K (E53B X <config></config> ¥ 7 & Gte) %
7y T = N5 I LT

<hostname>maild.example.com</hostname>

L#L VAT AT EFENENRIRDZEET VB AT —TIVNERESINT-EEDO Y 2 F—n

BINTWDOHREMERH DO, ROA—ROHET v 7u— RNF5ZLIFZENTHD &

ﬁﬁéhi?o

<rat>
<rat_entry>
<rat address>ALL</rat_ address>
<access>RELAY</access>
</rat_entry>
</rat>

2RO THDH20, [588) 2L Tho ChHFITEINET A,

EDRTEEBENT=2 T

AT A4 K2l =g TrANERF a4 X2 =g T ANDY TR g
7 v a— RELIIEN T 555813, fAETORBEMENR D D, RIF SV TWVRWE T T FE
INBZERBD T,

RET7ANDEI Va w7 vra— RERIIITT258IIEENNLE T, X 725D
Wk, a7 4 Xal—valr I rANDT v a— REHCEREDENIETEINEYA, 7=

7ZL

AN T EEDDH L, REORENEINET,

LT ROa—FR&7 v 7u—FT5L, YATANLTXTOY 27—l E

T

<listeners></listeners>
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Ny 4725y TvarnszIL—2on—kiontoxEsE [

AR a7 4 FXal—Talr Iy ANOY TR arE Ty u— L0, BiofHFzn L=
. GUL £ CLIN G S, REORET — X BEIND Z LnbH 0 £3, B
A= R THOTr han, SUTAL L E—T A A, E1ET 740 NREEBEALTT 7
SAT VARICHEE TXRWEAIE, 20avwy FCH—EREFT 4 E—7 I LRNTL
SV, F72, DTD TERINIZEEWM XN IS DD RWEAIE, Zoa~vy REHH Lk
WTL &N, HrLnwar 74 Xal—vary 7y an— R 5H1IC, LTFRET—% %
Ny 27 v 7 LTLIEEN,

O34 IRHY T3 vDNRRITL—ADA—KRIZDOVWTHDIEEIE
RATVL—=ANEhra 7T A7) Foarrgivary7 4 FXal—ary7ryAlrxno—
FL X 5 L LVC%) (73& }\;_fi\ FTP 70‘) D=2 %’Mﬁﬂﬂ) . loadconfig A~ MiIEﬁfoﬁ/\"x7
L—RZOWNWTEE LER A, FTP 7 v v 2 MR L. 1ogconfig I~ REFEHALTCELW
NRAT L —REHRHETHETEENERESNET,

XFEEy b Ioa—T4 2120 THEEEE

XMLEET 7 A /LD Tencoding] JBMEIX, 77 ANEF T T4 TEAET D7D LT
L35y MIBEfRR <, T1SO-8859-1] THLHMENH Y £7°, showconfig =~ > K|
saveconfig =~ > N, F72Id mailconfig 2~ REFRITT HZNT, = a—T 4 7 EEN
Ty ANVTHREINET,

<?xml version="1.0" encoding="ISO-8859-1"?>

REDHREND) Y +
BIEOHZREZ VY FTBHE, Ciscoar TV eXalTr s 77947 ATREEITLOH
T 740 MEIZRLET, VY FTARNICREEZREL T,
T RO PHIREE~DOBRED Y > b 36 X—) 2L TLIEEW,

RISy bLizarT74XaLL—23oA0BR—ILN\YY
PRIy hENEREICe—/L Ry 7 T £,

av RI4 > A% —7xA A Trollbackconfig =~ > R&EMHEH LT, HEDO 104023 v
RGP ZBIR L £,

O— RNy Z7uhaly b FAZ LR RENTZEZFITNoZANLERE, oa—L Xy
W, WEIZEFEEZaI vy bT3BICaIy hERET,

EHET v AME R o — W —721F 3 rollbackconfig =~ > REEHCTE £,

N

GE)  LRIOBRENEILSINTH R Ay —VEET 77— MIERShEEA,
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. BEIFAIADCLIAT R

\)

GE) E%TODT ZaRFi T o+l A RTT 4 A7 A HEEI D S TR ED0—FHoa Iy b
TiE. 7= XIS REAET DR H Y £,

RE7AIADCLOT R
WwDa<wy FEFERTLE, a7 4 Xalb—yay 77 AV EEETEET,

* showconfig

*mailconfig

* saveconfig

* loadconfig

*rollbackconfig

s resetconfig (LEGHHMRFOMHIRE~ORED Y £y & 36 ~—) 2HH)

* publishconfig

sbackupconfig (BEXxaUTFT 4 EHT T IAT LV ADT—HDNNy 7T w7 (41 =—
V) =ZM)

®* trailblazerconfig

showconfig. mailconfig~ H & U saveconfiga~v >

RIE 2~ RO showconfig, mailconfig, 3 & WNsaveconfig DFAIL. BT A — /L THEEIN
577’/1)/1/i71 EFRREIND T 7 ANMINNAT L —R G000 E I DRIRT 5L E2RD5
NET, RATL=X&@Zdian E%Lﬁﬁé& AT L—=RT7 4 —)v RIREADEEID
Y ET, BEX2 U T A BERKELORTO2HGA1E. NATL—XEFTORNI L EABIRTE E
9, 7272 L. loadconfig 2~ RZ&fEH L/“Ctz»* RENTEE, NATL—XN/p\nwar 7 4
X2l —Tary 77 MIRRLET, v/ TR VT aORAT7L—XDu— R
ONWTOEEFHE (93 23—) Z22RLTLEEN,

\}

CE) ar74Falb—var77ANERF, R, ERFEFANVTEETDLEIT, AT
L—X%agEH5 I L a®INT 5L ( TDoyouwanttoinclude passphrases?] 12 Tyes|] &[HIZE L7z
BA) . NATZU—X S banE T, 2L, B — LR E IR L S /vy PEM
FEXTEOLNET,

showconfig a< R fﬁ,f@ﬁ&ﬁ EmECH I LET,

mail3.example.com> showconfig
Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.
<?xml version="1.0" encoding="IS0O-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<t--
Product: model number
Messaging Gateway Appliance (tm)
Model Number: model number
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loadconfig 3 < >

loadconfig a7 > K .

Version: version of AsyncOS installed
Serial Number: serial number
Current Time: current time and date
[The remainder of the configuration file is printed to the screen.]

mailconfig A% RERLT, BIEOREZL— —IZEFA—NVTEEFLET, AvE—
I config.xml & VD LETDO XML FEXD a7 o aF:L L—yay 77 ANVNHRMENE
j—o

mail3.example.com> mailconfig

Please enter the email address to which you want to send

the configuration file.

[]> administrator@example.com

Do you want to include passphrases? Please be aware that a configuration
without passphrases will fail when reloaded with loadconfig. [N]> y

The configuration file has been sent to administrator@example.com.

X2 VT BT ST AT AT savecontig A~ REFHTHE, —BEOT 7 A NVE4%E

fEFH L C. 93T Configuration Master 7 7 -f /L (ESA) 7% configuration 7 1 L 7 b U ([ZERTF
SNFET,

mail3.example.com> saveconfig

Do you want to include passphrases? Please be aware that a configuration without

passphrases

will fail when reloaded with loadconfig. [N]> y

The file C650-00065B8FCEAB-31PM121-20030630T130433.xml1 has been saved in the configuration
directory.

mail3.example.com>

ff
77034 TVXG:%E Lb\&ihﬁ%ﬁ%ﬂ_ Fﬁ‘é@:&i\ loadconfig I ¥ %%1%)% Li?”o 'I\%zﬁ&
FRD 2 >DONF D HETrE— R TEET,

- configuration 7 ¢ L7 b VIZHEFREZKM L, 7 v 7 m— T 5,
« CLLIZRREFH A EERL D 11T 5,

BHNZHOWVWTIEL, 274 Fal—ary 77400 —R (91 *—) 2BRL T
Uy,

rollbackconfig < > K

Pizsy hLEa2r 742l —Yar~0a—aA Ny s (93— 2R TLLEX
Uy,

publishconfig 2 < >

75 W % Configuration Master (Z/ABH 9" 5 1Z1%, publishconfig 2~ R&EMAH L E3, #HECITR
DL ET,

publishconfig config master [job name ] [host list | host ip

Z 2T, config_ master i%, ¥AR— kI TV % Configuration Master T3, Z 415 @ Configuration
Master DU A MZ, 2OV YV —XDY J—RX /— @ [Compatibility Matrix |
(http://www.cisco.com/en/US/products/ps10155/prod_release notes_listhtml) {ZH YV F£F, ZD
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. trailblazerconfig 1< > K

—fmigEszs |

F—U— NEIMHEATT, F—T— Fjob_name l THMEATRE T, HE LR > AI3ERK SR
£

#—U~$hwh$i &%éﬂéwwjﬁ747/xwfxh%itim?hvx@)x

. EBE Lo 725A1X. Configuration Master (ZEID 4 THNTWVDTRTOKRA MIA
Faﬁéhi#o F7F g /OD host_ip 1Zi%, 1>~ TCRE > THEEDHFA NPT RLAEZFFET
XFET,

publishconfig 2~ o RNAKI L7 Z & ZfERd 4 5121E, smad logs 7 7 A VAT ET, [V =
7 (Web) ]>[=—7 «¢ U7 1 (Utlities) ]> [Web77 FAT L ART—H A (Web Appliance
Status) [ZRINT DL T, ¥X2 VT 4 FHT 7 T4 7 2 AD GUI D B ABIBEEN KN TZ -
Tl EERTDHIZELTEET, ZOX—Unb, ARBREOFEMZH RS Web 777 A
TUARRRLET, /o, [V=7 (Web) 1>[2—7 « U7 ¢ (Utilities) ]>[2AB# (Publish) ]
>[ZABAJEME (Publish History) 112 V. [ABHERE (PublishHistory) ]_—JICiierZ LA TE
£

trailblazerconfig 21 < > F

trailblazerconfig A~ REERT D&, %ﬁ' LV Web A % —7 = A ATHTTP & HTTPS
DR— M & LT L EEHEgE NV —T 4 T TEET,

A TA v ~NVTESIT 51X, CLI Thelp trailblazerconfig 2% R&EMHLET,
WESIRD L D272 £7,

trailblazerconfig enable <https port> <http port>

trailblazerconfig disable

trailblazerconfig status
ZZ T,

tenable' |d, 7 74 /L DA — T (HTTPS: 4431) T trailblazer s &4 F1T L £,
"disable' |X, trailblazer 5% & & fEZNIZ L £ 77,

'status' | trailblazer RED AT —H A% F v 7 LET,

BE F7x1 N C. trailblazerconfig ®CLI =< RIX7 7oA TV ATHEMNZ > TWETS,

HTTPS R— "R T7 7 A T U — /LTI TWAZ L BHER LET, /o, 7774 T A
T 7B AT BZDITHRE LA A % DNS — "W CTE 5 2 L 2l L £9,

trailblazerconfig I~ KEfHT S & . ROREERRECX ET,
HEEDT T 7P T APL AR — b OEROGEAEZ BT D LEN D 5,

« ANLEEE, E—T7 U A b, FET Ry 7 VR ROV EEHRTLHLEEIC, LT —
Web f v Z—7 A AV XA LT bEDd,

cEERT LT 2T LR = X—=TDRA N v 7 NI F—EZRNEENR,
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updatepvocert A7 > K .

\)

(51) 77703/1) 77:/1/6trailblazerconfig a< ]‘ffﬁ&‘jﬂ:j—é CE N U 711 }‘ URL &Zé‘i/‘ﬁx ]\Zl
Kﬁﬁﬂéhfz trailblazerconfig HTTPS 7j'\9"“ f\%‘é%?ﬁ\ﬁ?iﬂi TO

updatepvocert A< > K

2048 v h D CAGEHEZ FH L. FIPS T— RO CiscoE A—L X2V T 4 77
TAT U AT—fbanzR ) v— vA VA BIXOWEE AT 512, CLI T
updatepvocert =~ > RZfEHT 208N H Y £,

BHRMBOEA— N tXa2 VT4 TT7I7A4T AT, FIPSEHMCT DL, —mfbInizR
Uo— UANA, TR A 7RREIEDIC/ D £7, AsyncOS 13.0 LAFE, FIPS £— R
THE, 2048 B POGEEEMA LT, RY 2= AR, BLOT Y bT LA Z gD -
TEEHBRENEIT/D £9, LAETO AsyncOS /S— 3 U ZiE, A X723 1024 € b OFEH
END D £7

example.mail.com> updatepvocert

This command will recreate the PVO certificate and key of strength 2048 bits.

Also, the new certificate will be signed by a CA of strength 2048 bits.

Hermes process will restart post certificate update. No commit will be required.
Do you want to proceed with the certificate update? [Y]>

Certificate updated successfully. Hermes restart needed for the changes to be effective.

Do you want to restart hermes? []> Y

Enter the number of seconds to wait before abruptly closing connections. [30]>

Waiting for listeners to exit... Receiving suspended for euq listener, cpqg listener.
Waiting for outgoing deliveries to finish... Mail delivery suspended. Receiving resumed

for euq listener, cpg listener. Mail delivery resumed.
Hermes will be up in a moment. Run the status command for hermes.

example.mail.com >

CLUZFERLE-RELEDOT Yy JO—F

ATYT1 CLIOAEET, 777 AT 2 AD configuration 7 4 L' 7 M UIZT 7B ATESLZ L &MHERLET, FHHIC
OWNWTCE, IPA LV H—T oA ABIOT T IAT UV ANDT 72 AL TLTEE0,

ATFVT2 BRET7ANEBREIIIRET 7 ANDY T v I Va2 %T 7T 47T 2 AD configuration 7 4 L' 7 kU IZ
*%ﬂ"]ﬁ‘éz’)x saveconfig I ¥ ]“Tﬁfﬁkb‘ﬁ_%fm ﬁ%fﬁ%bij—

ATv T3 CLINT, loadconfig A~ RZMHHL T, AT v 72 TRENTET A L7 FPVICKMHLIZa 7 ¥
L—yay 7yl —R4T50, 7% (XML L) % CLUICESER Y T £,

Z OFITIL, changed.config.xml & WIAFID T 7 ANV T v Tr— RIS, BEPMREINET,
i

mail3.example.com>
1

oadconfig
1. Paste via CLI
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2. Load from file

[11> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

ZORFTIE, FTLnar 74 Xal—Tay IrANEavwy R 54 ATEBEEY T ET (AT T
CulDZHFT LAV fHFa~ R TLET) . RIZ, AT L8y Ny U4 F—REMHL T,
TIANVEDERARNG, IPT RLA, BIOWF— oA HFREZEHELET GEHIZOWTIE, Y AT A
Ty hT 7 U4 = ROFEFTESRLTCLLEE) , KEIC, BEEHEELET,

1 -

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[11> 1

Paste the configuration file now. Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag

</config>

. Control-D is entered on a separate line.]

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:

[1> pasted new configuration file and changed default settings

T4 RV EEBOEE

FRE O 4 DA REIC, A FTRER iR K EE C, MIAARERT 4 A7 fEIZEI VY TH L
MCEET,
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7V LET,
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ZfEH (Use Single SignOn) 1V > 7 &L, 2—FHEZANLTT I IA T ACr s A
YTEET,

B BongEszsy


b_sma_admin_guide_15_0_chapter16.pdf#nameddest=unique_694

| —mungEszy
25 nmaAn ssonzess

ANLIRBERD SS0 DEXE A%

BRIERE Ed
ATYT L | HiRGE R L £, AifeEstt (115 =X—7)

ATYT2 |p—vRFufF—L LT, 777 |+ —ER T, (% —L L TOCisco =
ATV ABRELET, VT kX a VT BT S IAT
VADHRE (116 ~2—)

RT97  |IDP Tl 77 I4 T v ZAE#METH L [Ciscoa v Ty vF 2 U7 o FHT 7
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EHCLET, R—)

ATV T | mr Ra—HFTH LWEREERA 1 = R A
6: IZDWTaEE LE T,

b= 3a3
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DX TarvERRTLE, T T4 T AZID 7 A X —0FEH
EEBMTHHLERDH Y £9, CiscoarT oY ¥Xa T 4 EHT 7T
AT VALBETHEOOID T X —DfEL (1183—) 2R L
TLTFEEW,

uy

ek el MO E AN L ET,
ID7u S F—F, =7 — al TCIDERTHEHLELT,

S OLAN LAY PR H 2B WE b DB AL T KLAEZADLET,
ID 7R F =, =7 —ual TCIOEREFEALET,

ATw 75 [ZFEIE (Submit) 1227V v 27 LET,
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T T TAT AN SAMLBREZRICEN T 2D L O ITHRFE A DG £T2IESAML 7 ¥ —v 3 2ot
THTVTEDEAEE, LTB#ETAFEAES ID r " X —{EML E5,
ID Fu A X —FEHOFIEICSOWTIE, LTFTEBBL T E I,
cCisco AT EXa UTF 4 EIT IS4 T L AL DBEDT-HD ADFS 2.0 DFERL (119 ~=—)

« PingFederate 7.2 % Cisco 27 Y ¥ ¥ 2 U T 4 FEHT 7T A4 T L A LBESEL720OKE (119
~_R—)

« [User Guide for AsyncOSfor Cisco Web Security Appliances http://www.cisco.com/c/en/us/support/security/
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ns) #[VL— =74 hZ AL (Relaying Party Trusts) ]>[7"©2 /37 ¢ (Properties) ]
>[#&4 (Signature) | FT.car BRTT v 7r—RKLET,

s AL S NI SAML 7 —3 3 V2R [ET 5 & 91 ADFS 2T 25513, h—E X
TN B — (T TITAT v A) Oit#EZ [V L—3—7F 1 F7 A I (Relaying Party
Trusts) ]1>[7"®= /37 ¢ (Properties) ]> [l 51k (Encryption) ] D F T .cer EATT v 7
n—RLET,

c[Vb— =71 FZ7 A (Relaying Party Trusts) ]>[7" 2,37 ¢ (Properties) ]> [F£Af

(Advanced) J]D FT, EX a7 /vy o 72U X% SHA-1L IZERELET,

cHRN—ILEREL, BT A—/I 7 FL 2D LDAP BEE2REERZ A7 (EFA—L
T RLVR) L LTHEETRITERBRIZ BN L ET,

o Ji250C SPNameQualifier Z2 & D 720D AX L L—L B BIMLET, ROT 7 A Vi
P TNDI AL L =TT,

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer =

c.Issuer, OriginallIssuer = c.OriginallIssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"https://<appliance-hostname>:83") ;

ATV EXAVTAEBTISATUVREBESEH-HODEE
UTIE, BEWOT 7747 X Li@ET 2 K 912 PingFederate 7.2 Z 5% E T 5 72 OIZFEITS

HMBING DX AT OBEECY, @FEN O 72 TIAIZ DU CTiX, Ping Identity D~ == 7
NaEBZRRLTIEZIN,
cBHEVOF—ER T, T — (TTITATRA) OT Y= a2 ara—~< URL
Z, 7a A VREICBTLT RRA e LTEBIMLET,
* [SP Connection] > [General Info] > [Partner's Entity ID (Connection ID)] (Z#—E X 7'/ A
ﬁ%(7f§47y1)@:y%4?4ID%AﬁLi¢ ZOMEMN, TTIAT AD
YV—ERA TN S —FEDT T 4T 4 IDELFECNE I DEMRLET,

—mmngEszs I}



—fmigEszs |
B ciscoo7 oy b5 8EF IS4 7URTOID TOAA F—DREDHH

« BAMTE SAMLAGEERZXET L L)Y — X T M X — (TTFIA4 T R) &
E LTV DA, [Signature Verification] £ &2 > ([SP Connection] > [Credentials] >
[Signature Verification] > [Signature Verification Certificate]) T, —¥E R ZF'm/ /A X —D3FE
HELZT7 v 7Fu—FLET,

« B EBAL S 72 SAML 77— 3 V& (ET 5 L 9 IZ PingFederate # 3¢ &3 %414,
[Signature Verification] €2 3 2 > ([SP Connection] > [Credentials] > [Signature Verification]
> [Select XML Encryption Certificate]) T, ¥ —ERX Fm A X — (TF 747 A) DFE
HELT v 7o —RLET,

cJ@tEa b T bafEfE L, LDAP BMEDOEF A =L T FLAZRETHL I LET

([Attribute Sources & User Lookup] > [Attribute Contract Fulfillment]) .

Ciscoa>ToYtEXa)TABETITSAT7UATHDID TONAZ—DHERFEDIER

1R BRI
IRONFIZODOWTHER LT &0,

T TIITAT VAEDBEDTZDDID Fa A X =P ZITW5D, Cisco 22T Y
X2 VT A BHT T IA TV ALBETDHEODOID S a A X —0rEk (1183—)
BT IEE N,

cID VRN B —DALZ T —=ZOFFMETNIT I AR — NSNTAZT—F T 7 A H =
E—shTWd,

Z2FYT1 HLOWeb A v H—T 2 A ADK) tHX a2 )T 4 EHTFI5AT VAT 22097 LT, LHL—
Web A v X —T =2 A%ua—RFLET,

RTv T2 [EET 7747 A (Management Appliance) ]>[> A7 LA EL (System Administration) ]>[SAML] % i

RLET,
AT w73 [ID 7 r,3A % — (Identity Provider) &2 3 3> C, [ID 7 u/ X1 Z—DiEN (Add Identity Provider) ] %
7Yy LET,
ATV T84 ROFEMEATILET,
TJ4—ILF Bl
717 7 A N4 (Profile Name) ID e — T a7 7 A NVDLETEATILET,

WA E (ID 7 1 3o 5 =3 E O T R)

=T 47 4 1D ID7 e NNA =D T a— " NWI—BEOL4EIE AN LET, @F,. ID
Fang B— x5 05 4 ID OFRIL URI TI,

SSO URL P— B R T, X —BNSAMLFRGEER 2 BE T HMEHNH 5 URL
FHELET,

AERAE ID 7 A X —NSAML 7H—3 3 ZEBLT LA, ID Fan

AL —DELFNELZT v 7 u— T L0ERH Y £7,

B BongEszsy
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28 LmER0H0 ssonant |

J4—I)LFK EEA

WG E (ID 7anNg F— AXT—H2DA R — 1)

IDP A # T —2 DA R — |k [AXT—HDA R — b (Import Metadata) | %727 U > 27 LT, A
BT—=8 77 ANEERLETS,

RATYyTEs BEHAREFL, RIFLET,

RDRARY
AR LEEEDT- 8D SSO DEZME (121 ~2—3)

ANLIFRED =D SSO DEN1E

ATy
ATvT2
ATvT3
ATy T4
ATvTH

ATvT6
ATy 71

188 BRI
RONFIZOWTHERE L T2 &0,
BT 77 A T > A (Management Appliance) ]>[2 AT LB (System Administration) ]
> [SAML] R— Y TT R TOHEDERFH~TH D,

« ANLIREER AN > T D, TANLIREE 22 LTS,

FHLOWeb A LA —T 2 A ADR) X a VT4 ET TIATLATR 220 v LT, LA V—
Web v % —7 A ZA&u—FLET,

[BBLY 77 A 7 > A (Management Appliance) ]>[fEAKE B —E 2 (Centralized Services) |>[A /3.4 [
(Spam Quarantine) ] IZBEIL 9,

[XEDOHmE (Edit Settings) 1% 7 U v 27 LT, [2r R2—W[R#ET 7 & A (End-User Quarantine Access) ]
s varETAZu— L LET,

Ty Ra—WEHET 7 B ARED R > TNDH LR LET,

Ty Fa—HERGE %A SAML20IZRE L £7°,

(EE) A vbBE—UNBRENDLENT, A vE—VKRKLEFRRTINE I NEB/ELET,
EEEEEL, RMELET,

RDBRY
T Ra—HIZH LWERIEA = X AIZHOW T LET,

—mmngEszs I}
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—frnEEszs |
. Async0S APl @ Cisco 2 > TVt ¥ 2 1) T 1 EETO OpenlD Connect 1.0 DEXTE

AsyncOS API @ Cisco I > TVt Fal) T4 EETO
OpenlD Connect 1.0 D% E
W (122 %—Y)

e U—r T7u— (122%—Y)

Y UTNT IR =T (123 5—0)

AR (123 =)

« 77747 ATO OpenlD Connect D% E (124 ~—3)

«CLIZMHA LT 7 Z A7 > ATOD OpenlD Connect DRE (125 ~2—)

M=

Cisco 2TVt Fxa VT 48T 7747 2 A%, OpenlD Connect 1.0 F83ET ID 7' 12 /34
# (IDP) 2T 277V r—va v Eildzs 747 Meoiaa R —ML, 7774
T AT ATREZR AsyncOSAPL & ¥ — A L A28t L9, BIE., BEVWOT 7T 47 A
IZ. Microsoft AD FS ™ 7% f# F L C OpenID Connect CRd/E &AL TV E T,

7—47A—
WDT—27 7a—"7T{X, ADFS%#ID 7u (% N7 7V r—2ar w7734 T7 N T
TIAT ALY =R A X L THEHALTWET,
FE :

1. ROU—r7 7a—7TlL, ADESH#ID7u (% N7 7V r— a7 74T b,
TITIAT AR —=ATu A ZL LT LTWES, 77747 A TOOpenlD
Connect DFRE (124 X—2) B LTI,

2. (UWRBYDTIZT AT 1) 77747 A, OpenlD Connect DFXIE A X T — % L ik
BERXF—ZRELT, AT v 71 TIToLBEEBIZESNWTCT 7R =27 U ERFELE
D

3. ADFS THNHET 7V r—a U ZFaFLTI-%., 778 A —27 2B LET, T7EX
=2 U EFIEB L OZET B HEOZEMIOWTIL, T e, X —F7/-XID 71
NRABF—D~v=a T A EBRL TN,

4., APIERZT VB AI—=0 ¢ BbIITFI7A4 TV AIZEELET,

5. T7I9AT VAL, AT v 72 THRELEZS—y 2L TAPIERODT 7R h—
T UERGELE T,

6. TFI5AT AL, T7EA N7 NOMLERESR GBITE. H8F) #HEL 1,

B BongEszsy
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doIn7rez b= |

7. TTIAT AL, v—VERMEEZMH LT, AsyncOSAPLIZT 7 B AT B72dD2—% —
n—/LHERRZFF A L, B4 TES,

8. T 7 TA T AL, AsyncOS API ERICHEYI 220 E 2428t L £ 97,

YTV TOER =DV
wRIZ, Yo TINT 78R M= OB RERLET,
Ay B —
alg:RSA256
typ:JWT
[....]
R4Ba—F
claim:aud: CiscoEmailAPICaller
claim:iss:http://adfsserver/adfs/services/trust
claim:iat: 1594712147
claim:exp: 1594712807
claim: CustomOrgldentifier: MyCustomOrgld
claim:LastName: Fernandes
claim:FirstName: Erik
claim:Email: http://erik.fernandes@customorg.com
claim:Role: LogCollector
claim:Role: ReadOnly
[....]

TIIAT AT, WOT NI AN L - TELEINTZT 78R N—27 L ORIEO %
A—=rLET,

* RSA256
* RSA384
* RSA512

OpenlD Connect T7 77 A 7 2 A %% ET HANI, IROFHESRMZWMT L TWD Z & AR L
£,

T CHEH SNARIE T A FIT T IA T VAT R—FENTWD,
TV = a ATRGET 0 N X CRFEL, T A =7V ERSGTE B,

| —mmngEszs I}
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—fmigEszs |
B 7751 7> 2<o openid connect D E

°7774’7/2i HTTP #%H CHEFE Y 1 A X128 LT, OpenlD Connect A % 7 —#
EEBGFTE D,

7 754 7 > ATO OpenlD Connect DX E

1R BHEIIZ
WDITERIZONWTHER L T 72 &,

o GREET u A X —DERTEICESNT) FREET B/ A HX— iof%ﬁ??éhf:ﬁ/;ﬁfcﬁTy
A =T,

e T IVRVA M= IR, TTITAT VABMBERINNTF v 7 BEITTEHEIT D7
DO —UERNEENTWDLENH Y £,

ATV T [VRATLEE (System Administration) ]>[OpenlD Connect]# 27 U v 7 L £,
ATv T2 [REDHwE (Edit Settings) 1227V v 7 LET,
AT9 T3 UTFORICFEHMENDMIH/T A—4 % AJJ LT, OpenlD Connect % 3% & L £7,

OpenlD Connect/\5 * —#4 | &iiBA

[ID7' w34 X —D A% | OpenlD Connect DFXEA X T — X ZHWIFT HT2DIEMT 5 ID 7'a/ 1 XD
7 —# ®OURL (Identity |URLZANLET, AXT—X|L, 77 EA— 7/@@ﬁmﬁ%éniTo

Provider Metadata URL) ] WIZ, ID 71/ A XD URL OFl% 7~ LE T, https://example.com/adfs/
.well-known/openid-configuration

J177t (Issuer) TIRAN—T7 U ORITEDEEATILET,

G¥) ZOEIX, T EBAN—7 VORREERHZT 72 A F—7 U DFRAT
FERME T HIXLERLHY T,

Wiz, BITEOP %~ LET, http://example.com/adfs/services/trust

POE T3 TIBAN—T ORBEEREE KT 2HERND DGR EOMEEANT) L E
7,
G¥) BEEOXNBEEEZBINT 528551%, [ITZ2EM (AddRow) | %7
Vo7 LET,

[ER4 (ClaimName) | |2—Vua— 1 FHRhEE5LT 7 A N—7 VOBEROAFIZ AT LET, ERL
F. 77 BA M= b= ERERGT AT INE T,
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| —mmnEEszy

CU ZEFA L7 751 7 > 2T Openid Connect 0% [

OpenID Connect/X5 A —#4 | ZiBA

N

ID 7ua XA =T 7T |ID 7a g X —N"—TExINT -2~ —T N—Ta—LE AL, 77
AT AT—= LDV | TAT UV ATREINZRGT o= a—HF—o—LE2ER LT, WD

u—Evy S LUET,

G HHEOu— L~y B 7L a— REBNT 2581, (T2
(AddRow) %7 U v/ LET,

ATV T8 EREFEEFEL, RFLET,

RDEZRY

AsyncOS API =1—/L® Authorization Bearer ~ v % —|Z7 7 E A h—27 & &, APl B3R %%
FELET,

RIZ. API @ Authorization Bearer ~ v % —I|Z7 7 &£ A b — 2 %G ® 72 AsyncOS API % FFUMH
THl L ET,
curl --location --request

GET 'https://sma.com/sma/api/v2.0/config/logs/subscriptions?retrievalMethod=manual’
--header 'Authorization: Bearer <add access token here>’

CLLZ{ERALI=7T54 7> XTO OpenlD Connect DEXE

WD Z AT &FELT4 HI2iE, oideconfig 2~ R&EFEH L £,
» AsyncOS API D& - A —/L%— s 7 = A C OpenID Connect % E L £,
« E A —/L%— k7 = A T OpenlD Connect &%k & % HIBR L £ 9,

EAa—DHAREAITAX

s BRICAY_R—TDEH (125 X—)
s TN T LU ADRE (126 X—7)
o BRRERTE (127 X—Y)

BERICAYR—CDERA

(B =B NVRBRES N E A —PIRE) K<HAT 2=V 07 A4 v 7 78R Y X FaAE
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B 7o zone

—fmigEszs |

S BRAEFIR

BRUIZAY VR M=% BT 5 X—=ICBEIL, Ua Yy RUOfh ERMEICH D (B
BT 5 SUZAY  (MyFavorites) | A == —0n5 [ZON—T %2 BRI
ADIZEN (Add This Page To My Favorites) ] 23R L £797,

BRUIZAY ~OEE TIIMEERIBILED Y £EA,

BRUZAY DIEFZZEET 25 |[BRUTAY  (My Favorites) >[5

WaR7v 7 LET,

AD%?AT%T
(View All My Favorites) ] % 341 L/\ WY 7 NEFr I WZA

Zuiz7 Uy 7 LET,

BRUITAD =T Al £ |[BRICAY My Favorites) > [T X TOBRUICAY KR
MBSk T S (View All My Favorites) ] Z1&R L, #RET HBKUIAY D

T

BRUTAD ZHIBRT 5 [BERIZAY (My Favorites) ]> [ERIZ
(View All My Favorites) | &R L, BRUCAY ZHIFR L £

AY e ~THRR

MHN—VEBRIRLET,

BRICADR=DIZBET D | V4 FUOA EBHEICSH 5 (BRI

AV (My Favorites) ]

AA VA VE =T 2 A AR | BKRUIAD Z@IRT 50, X—=T FHO [AIOX—IITRD
% (Return to previous page) | =7 U v 7 LET,

TP LURADETE

XA T4 BB ISA T URTCEESN-EEL—Y

~ﬁwmﬁémtl~%i&@7)77V/X%@Rf%i¢
I—PRE X2 VT 4 EFHT I TRzl AT 5720

« SEE (GUIICHEM)

T UT AT NRN=T (T RICEREIND =)

oY Ty LA,
W SN E T,

« LIR— b X=UOF 7 3 v FORREEH (B AT Y g Lid B A AB IV

Web LR—F 4 v 7 R=OH 7y FTF)
e LIR— K R=TDOFRIZERTHITH

EREDOA S g ot 22— g — T Lo TR 9,

INEDTI 77 LU RAEBERET DI [ﬂ‘7 2 = (Options) |>[BREEaXE (Preferences) ]
ERELET, ([(A7vav (Optlons) ] A==—I%, GUI 7V 4 v Ruo EfAERANCH Y £

T) o BT LIEbAEREZRELET, Eﬁﬁﬁ‘é%%&i&;@iﬁ/m

B BongEszsy



| —mmnEEszy
spzz

Je

Ev b [BEERE (Preferences) | X— T 7B AT AHRNCER L TN —JICR A IR, ~—Y
THERD [RID~X—IZFE 5 (Return to previous page) | V> 27 %27 U v 7 LET,

SNEREES Nz —Y
IFFRRE S N7z — Y1, [A 72 3> (Options) | A =2 —CF/RSELXHEPERINTE £,

L
X
Xia
)

cWeb A LV EZ—TxAZADL LAY v TDkE (127 2—)

s Web R rDE=2 U 7 (127 ~—2)

Web FERKRADHTOE=21) Y

[EARIHT (Usage Analytics) 1%, SHTHEGHERDOTZDIZH A N T 7T 4 BT 4T —H~
DA YA NEFLOITEN L ET, ARG (Usage Analytics) ] 23EZIIT72 > T
BZBE. TTIAT L ATH LV Web £ X —T = A ZATT T T7A 7 2 ADOEREDM LRI
T—HEBWELET, BEHARWOFEHERIL, 9L T 7794 T v ADa—HF 7 2~
TUAEME EEEDDODOAL YA "N EBLTDIFEHLET,

ZTFYF1 HLOWebA Y X —T =2 ADH) X2 ) TFAHHTFIA T AT 22 ) v LT, LH—
Web A Z—7 A A& —FLET,
ATw T2 [FHT 7747 A (Management Appliance) > [ A7 LG5 P (System Administration) |> [£A%E%E
(General Settings) ] Z &R L £ 7,
AT 73 [REOHE (Edit Settings) 1227V v 7 LET,
ATy T4 [ERRISHT (Usage Analytics) 17 4 —/V R CT[H%) (Enable) | F=v 7 Ry 7 Akt LET,
RT9TS BEREEZEEL, RIELET,

Web A B —TJ A ADLUEY UG DHE

BRI WebA v X —T 2 A AD VXY 7 D7=HIZ, Internet Explorer A#E— KD A —/3—
T4 REAENTHZ L2 HRLET,

\)

GE)  ZoOHREEZAMNCT L ZEPMEMORNY P —IERT 2 HEIE. ZOELENICT LR
TEET,

| —mmngEszs I}
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B 757 xcamny—croBRBERF—2 20%T

ZAFY Tl HLOWebA v H—T A ZADR) EFa T 4 EHAT FIAT AT 22097 LT, LA I—
Web f ¥ —7xAf A% —RKLET,

ATw T2 BT 7 Z 47 A (Management Appliance) > [ A7 L& (System Administration) > [2A%F%E
(General Settings) | Z#E&R L £,

RT3 [REOHSE (EditSettings) 127V v7 LET,
ATv T4 [IEE#HET— RO LEEE (Override IE Compatibility Mode) 1 7 4 —/v KT [H%) (Enable) | F=v 7 Ry
AEA T LET,

ATy TS BEREAREFL, RIFLET,

TFIS2ATVOATENGEY—ERDBEHERT—2 X
DE N

CLI T diagnostic > services W7 a< v R&fEHL T, U TFTEETTE £,

T T IAT UV ATHDI o TWDY—ERAEZHEH LET, 777947 L A HEREHT
HVEITHY FH A,

T IIAT UV ATHENNI R TNDEY—EADAT—F A% F - LET,

Bl : LR—F Y—EXDRT—2 ADERTF

WOHI T, services A2 REEA LT, 7 I9A4 TV ATHNIR>TWS LAR— K #—
EADAT—H A FRLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD STATUS - Display status of last reload run

- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> reporting

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> status
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ziapoyz togE ]

Reporting has been up for 28d 20h 45m 35s.

Bl Ayvt—Y FIYFRLT H—ERDBEES

\/k@{ﬂfbi\ services A ¥ ]“%{%ﬁﬁ L <. 770347V21ﬁ§ﬁ&:f£01b\6f /'{Z““‘:/
FNT7ox 7 P—ERAEHEE L ET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD STATUS - Display status of last reload run

- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> tracking

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[]> restart

AR/ D ') A FDEHE

TIIGAT AT, RESNEEETE AR EZHEHLTYE—F AL /ﬁ)E)@nftEﬁi%:
BEEL., RAAL DI LT ooy /LEMENLLET, ROBETX AT E2HEHT5L 51
Fa2 VT A EHT T IAT UV ABRETEET,

. i/;Qi;lALJ;K ko 77:ff;4’77>/;< i{m%ﬁ7:%§%5wuﬂEF%0)/J;(]‘ﬁ‘gbg)ﬁ‘L/&b4)¢/;z k—
LENTHWET, ZHiE. AT A A REFFENET,

e HAX LY AL AGHTEXDIRIERDIV A NN AR~A AL, T IAT VAT AHN
AUARNEAVR—FTEET,

)

GE) VAT LAUVRMERIIAAZ~ARENTZY A bOWT, £2EHTOY R R &ff- T,
UE—hF RAAL UG OIFAELBRIFTE £,

| —mmngEszs I}
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B =< rzmER0z rommiE

GUI D [y T —72 (Network) |>[FEBIE (Certificates) > [FRaE/m O (Edit Certificate
Authorities) ] ~<—"F 721 CLI @ certconfig> certauthority =~ > R&fH LTV A s 2 & H
LET,

[r> FT—2 (Network) ]>[REBAZE (Certificates) ]> [#2
Authorities) | X— T, IROFX AT ZFEITTEET,

VAT A VAT OMNE D MEBINLES, VAT A VA MIARX—TVERIE
TAB=TMITEET, FHICONTIE, AT L3GER Y 2 ot (130~—)
ZZRLTES N,

e MAZ LFFERY A R EEHTAINE Y DEBIRLET, VAXL U AMEFEHLT, 7
FARNTFANDPBEIARNEAVR— I TDHEICT T IAT VA A F—TNIITEFE
T, BRI OWTIE, DAX LI/ Y A DA AR —1F (1313—) 2B LT
él/\o

GREERIDY A MBI AR—FLET, v—W RIA TOEEDLATIC, RiERD T A
TAEAYVANERITIHAF LY A e AR— b TEET, FFICO VT, BB A
foxr7 ZKR—FK (131 =) 2L T &N,

GER O (Edit Certificate

[y FU—2 (Network) ]>[FEBHE (Certificates) ]>[[ZFHH CTZ 5/ — FAEAEDOEHE (Manage
Trusted Root Certificates) ] X— T, IRDHF A7 HFEITTE £7,
FEHED I AZ LY ANV AT LY A MERRLET, FEMIZOWTIE, BIETED
N— REEBHEOE R (132 8—Y) 2L TSN,

cEFORERAELZHIBRLET, A R— b LV AZ LGERELZHIRTE £7, FHMIcON
TiE, W AZ LGEAEOHIER (132 5—) 22 L T EEW,

VATLERIRY A FOEMIE

LA VA RN—IVENTZV AT LAEIERY A MIT T IAT U ANGHIBRTEEHAN, A
F—TNVEFIIT A E—TNCTExET, OV AT 4o E—TNMIZLT, 7794 T A
TV E— KRR DS OFFHEOHERIZZ——DY A DL EFHAT AL HIICTEET,

FIE

ARV RFERFTIVaY =)

ATy T

[r> b7 —2 (Network) ]>[REBHZE (Certificates) ]
—VIIBHLET,

ATy T2

[FRFL/E (Certificate Authorities) [ &7 2 a T, [%
TE % fmsE  (Bdit Settings) =27 Vv 27 LET,

ATvT3

[AT A UAR (SystemList) | C[7 4 &—7 /L
(Disable) 1227 U w7 LET,

ATvT4

EHEEZERFEL, REFELET,
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CLCIN L - DS e e |

735(’5‘ -lAnlL.\nIEEJ U A I*@’f ‘s/,_l_{’_

B TEAHAROND AL L) A NEER LT, T IA T ALV R— " T&EFET, 77
AMEPEMIERIC LT, 77947 VA TEETIRMEROIEAENE TN TV DILERH
nET,

RT9T1 [y FT—2 (Network) ]>[fEE (Certificates) | %27 U v 27 LET,
ATv T2 [REDHwE (Edit Settings) 1227V v 7 LET,
RATv T3 [t (Enable) | A7 v a ViR U EIBRLET,
ATV T8 BAZLYARNT[Z 7 A4 /VEZER (ChooseFile) 1227V v LET,
ATY TS5 GAEPEOSFESHL, [OK] 22V v 7 LET,
ATv 76 (A7 =2>) [FQDNHGE (FQDN Validation) 1 9= v 7 Ry 7 A& 42 LT, iEAECS 2 [H@s
(CommonName) ]~ 4 —/L K, [SAN : DNS4 (SAN:DNSName) |7 « —/V R, FEITZ D57 FQDN
B THLNE I DEHRTEDLEIICLET,
ATy TT [ZEE (Submit) 1227V v 7 LET,
GB) UFOF x> 7L CA DA R— MEIZITOIET,
* Expiry
- HiE
cCA 7T UMNFEL, [True] ITREINTND

o f VR — ~ 92 FRFEEER A A UAR— b éj’b’(b\éfa/\(;\ J— NSRRI DY ﬁfﬁ‘é

nn..\nIE% U A "@IOZTI_\

VAT ANDEETE ZRIAROY Ty FOBEMHT 20, BEFEONAZ L) X b OfRE
21T 5 %6,

\}

GE) HRFLYVAME t&tT7 7 AN ZAFR— L, AR BIMEITEIGRT 2 X 9 ITREL
b, Z7ANVEHDAZLYV AN LTCT T I9AT AL VR—FTEET,

AT9T1 [y FT—2 (Network) ]>[fE#E (Certificates) ] %27 U v 27 LET,
ATy T2 [REDHwE (Edit Settings) |27 V27 LET,

[FXE OfE (Edit Settings) 1121X, B AX AFEHEB L OV AaOFEETE 20— FMERENY A h&Sh
F7
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ATY T3 GEAELE Y v LET,
ATy 74 [THRKR—bt (Export) |27 V> 7 LT, fEHEEZZ AR—-KFLET,

EETZE B I)IL— FEIBHEDRT

ATy T [Fv bU—7 (Network) ]>[FEBAZE (Certificates) ] %7 U v 27 LE 7,
ATv T2 (B TE D — MiEHEOEH (Manage Trusted Root Certificates) |27 U v 27 LE7,

[{EMECTX 51— hAEBHEDOE R (Manage Trusted Root Certificates) ]121E, I A X LB IOV A aDIEHET
XD — NEEN-ERRINET,

ATy T3 [[EHH%E EEX (Override Trust) ]| F =y 7Ry 7 A4 A2 L CEHHE EEXLE T,
ATy 74 [ZFEIE (Submit) 1227V v 27 LET,

HEHCT& 21— FAEREDOE P (Manage Trusted Root Certificates) ] ~~—C, [REAEDO X T m— K
(Download Certificate) |7 UV v 27 LT, B—h L~ lGiEHEEZ X Vo n— FLTRETE 7,

h R 5 LEEBAE DHIFR

ATYT1 [y FT—2 (Network) ]>[fEH]#E (Certificates) 1 %7 U v 2 LET,
ATy 72 [EHEHTE D/ — FEHEOE L (Manage Trusted Root Certificates) 1 %27 U v 27 LT,

[FHETZ A — FEHEOEH (Manage Trusted Root Certificates) 12 A X AFEHEN Y X hEnE T,

ATY T3 DAXLADEETE 50— FEHELZHIERT 512X, [HIBR (Delete) 1227 U 27 LET,
ATw T4 [#E (Submit) 1227V v LET,

CRL Y — XD E

Cisco Secure Email and Web Manager (%, = —%—OFEER KN L TWRND L 2 fERT 572
WIZ, FEAERGED —B & U TREIERL Y A & (CRL) EFFEN L KB LIFERED U A b
EHEGBLET, VY= "—LETIZDV R RNERHON—T a VTHROBERDH Y £3, Cisco
Secure Email and Web Manager (%, = —H —2MERK L7 ATV a— L TZhaz Xy orn—RKLE
o VAMIFETEHTLILHTEET,

REETE B
e GUI Z{FH L7~ CRL Y —ZDFHFE (133 ~—3)

*CRL Y —AD 7 —r)L%RE (134 —2)
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e zm L Ry —20%z |

CLIZfEH L7 CRL Y —ZD&EE (135 2—)

=L

ax ;&

KR UT-GFAED Y 2 OF = v 7 ZANEITENCTH L IICCRL YV —A A2 RETEE
9, CRL Y —RX B, EH, BLOHIBRTEET,

CRL V—A&HRETHITIE., ROFIEEZFETLET,

ATYvT1 [fv T —2 (Network) ]>[CRLY —A (CRL Sources) ] %7 VU v 7 LE7,
ATw T2 [CRLY—ADiEN (AddCRL Source) ] %7 U 27 LT, HrLWCRL Y—A%BMLET,

[CRL GEFAZELRZNY A F) Y —ADEM (Add CRL (Certificate Revocation Lists) Source) |V « > KU i3F

RENET,

ATV T3 UFORICFEHIND M/ NT A—H % AJJ LT, Cisco Secure Email and Web Manager |~ CRL ¥ — A %8
L ET,
NG A—4 Z5BA

CRL~” 7 4 V4 (CRL File Name)

CRL V—RA 77 A NLDLEIEANLET,

CRL” 7 A V%47 (CRLFile
Type)

CRLY =27 7 ANDIA T AT LET, ASN.I (g LKL
1) FIZEIPEM (F T A N —iffb A=) CRLZ 7 A NVEA T %
BIRTE £,

CRLZ 7 A NEX T a— T 57
Z A4~V Y —AURL (Primary source
URL to download a CRL file from)

T ANKEE T 7 ANDT T4~ )—ADURLZ AN LE
‘a‘o

72 & 21X, https://crl.example.com/certs.crl

TIA~VEEILNMERHTE RNV
BT 52 H &Y Y —AURL
(A7 a>) (Secondary source
URL to use when the primary source is

not available (optional))

TrANGEEL T A NDEHI LAY YV —ZD URL Z AN LE
T, ZDOT 44— RiHEE T,

CRLZ 7 A VDAT Y 2a—/L ST
HE'T v 77— hOAE (Enable
Scheduled auto update of CRL file)

CRLY —AT7 7 A NEA a— RTEHERF2a—L&E AT LE
R

AP 2=V ENTHEERFEZ AT DL, [CRLT 7 A /LD A
IV a—)VENTHENT v 7T — FOFRME (Enable Scheduled auto
update of CRL file) ] Z3RIN L £7, [HEH (Daily) ]. [FE

(Weekly) 1. E£721%[H (Monthly) 147> a v Z@RL, ¥
vu— REETT L Q4 BB 2EETEET,
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INT A=A &5 BA

V) —ADT A K (Test Source) [CRLY —ADF Ak (Test CRL Source) | %7 V » 27 LT, CRL
VAT 7 ANPIEBICHEFTSNIZNE D InET A RMLET,
GE) CRL Y =R 7 7 A )NEIT —FRX—=R|ZF T rm— &

NFEHAL, ZORX %Y v 35HE, CRL Y —A
Ty ANNREFICEFTINTZNE I DR T A MEINE
‘ﬂ—o

ATy T8 ERzFEL, RFLET,

RDARY
CRL VY —AZHHB LI OHIBRTE 97,

«CRL VY — A% FEICHEHTHI1E. CRL Y —AZEIR LT [EH (Update) 1227 U v 7
L/\i—gﬂo

« CRL Y — A& HIERT 5121%, CRL Y — A& BIR L CHIBR7Aa>%227 Vv 7 LET, T
RTOCRL Y —AZHIET 5121, [T-XCTHCRLY —AD 2 U7 (Clear AllCRL Sources) ]
U w7 LET,

CRLY —ZXMD 5 O—/NLEFE

CRL Y —AD 7 a— B EEIT-> T, IROFEHDO CRL F = v 7 2B EITEICTEE
7,

« A /X7 F SMTP TLS
« 7D F/NT 2 R SMTP TLS

eWeb A H—T AR

CRL Y —ZAD 7 0 —VREZAT O I2IE, ROFNAEZFETLET,

ATFYF1 [*y hU—2 (Network) ]>[CRLY —A% (CRL Sources) | %7 U v 27 L%,
ATy 72 [CRLY—A (CRLSources) ]V > RUD[CRLY —AD 7 11—V E (Global Settings for CRL Sources) ]
Y7 v a T REOHE (Edit Settings) |27 U 27 LET,
ATw T3 RSN AT v a VEAHELITENCT DI, ROF =y IV Ry 7 A% A Eli3A 71 LET,
« A4 /37 RSMTP TLS®OCRLF = 7 (CRL check for inbound SMTP TLS)
* 7 RNV RSMTPTLSMCRLF = w4 (CRL check for outbound SMTPTLS)

e WebA > % —7 A ADCRLF = 27 (CRL check for Web Interface)
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[7' v — L% iE (Global Settings) | F = v 7Ry 7 A4 N LT, §_XCOL Ty a2 LET,
ATy T8 EREEEFL, REFELET,

CLl %A L7 CRL Y —RADKTE
CLI Zff L T CRL Y —RZEHKET AITIL. certconfig > crRL V7 a< v RafHL £,
ZOavry REFTTLE, WORITRTEIFZFEITTEET,

H$JaTUR EL:y
NEW FLWCRL Y —RAZBIMLET,
EDIT BEfED CRL VY —AZEHLFT,
DELETE CRL Y —ZAZzHIBR L %7,
PRINT T _RTOCRL YV —RAEFERLET,
UPDATE CRL Y —Az FETHEH L ET,
SETUP CRL Y —AD 7 a— VR EZITWET, K
DHEfED CRL F = > 7 ZH R E - 13T
TET,
« A 2317 R SMTP TLS
« 77 hX17 2 R SMTP TLS
eWeb A F—Tx AR

1
serup 7 A< REFEH LT, ROBIITRTEIIICWeb A F—T7 A ADCRL F= 7
PHEMCTEET,

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> CRL

Certificate Revocation List Summary
Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Disabled

There are currently 1 CRL sources configured.

Choose the operation you want to perform:
- NEW - Create a new CRL source
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- EDIT - Modify a CRL source

- DELETE - Remove a CRL source

- PRINT - Display all CRL sources

- UPDATE - Manually update a CRL file
- SETUP - Change global settings

[1> setup

Do you want to enable CRL check for inbound SMTP TLS? [N]> n
Do you want to enable CRL check for outbound SMTP TLS? [N]> n
Do you want to enable CRL check for Web Interface? [N]> y

Certificate Revocation List Summary
Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Enabled

There are currently 1 CRL sources configured.

%2 :
PRINT 7 < REHEHAL T, ROFNIRTEHIIZTXTHOCRL Y —RAEERTEET,

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> CRL

Certificate Revocation List Summary

Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Disabled

There are currently 1 CRL sources configured.

Choose the operation you want to perform:
- NEW - Create a new CRL source

- EDIT - Modify a CRL source

- DELETE - Remove a CRL source

- PRINT - Display all CRL sources

- UPDATE - Manually update a CRL file

- SETUP - Change global settings

[]> PRINT

Currently configured CRL sources (disabled sources are marked with *):
1. crllée: http://crl.example.com/certs.crl.pem
Certificate Revocation List Summary

Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Disabled

There are currently 1 CRL sources configured.
Choose the operation you want to perform:

- NEW - Create a new CRL source

- EDIT - Modify a CRL source

- DELETE - Remove a CRL source

- PRINT - Display all CRL sources

- UPDATE - Manually update a CRL file

- SETUP - Change global settings
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ERE EA (2% WDN) atsve—snsiEeaE |

ERRE A A% (DN) 28T AV tE—VDRELE

Cisco Secure Email and Web Manager (%, IDN RA A > ZELE A — /LT RLAZFFOA
TV EZERBIOEETEET,

HIE, BFA—NT— T2 AIZRDODEFED IDN RAA v DOHrE P R— L TWET,

AV ROMIKSEE : BT 4 —§8, X Vil TATRE, BT HE ~T7—T 455, S
Uy Tih, YT YT LFE, NUANGE, V% T — B, UV Ry —iE 7y VAR RN —
/Vun\ /\/77.:;.\ ANREE RTVEE B I—NGE, av = ~A 74 Vil ~=7V
B, AVYEE, AU MEE, U AEE, VU RER. b wLER,

g — D//\}OiUT/?@; 7T AR, v VT RE, EIZIKHEI\ RAYVEE, VT T4 T 58,
WEERE, AXA URE A X VT RE, FERE, AT XE. ¥ A5E. T 7 ETRE. WY 75E,

REEIER
« IDN Ofiitesf: (137 <—)

« Cisco Secure Email and Web Manager T IDN R A o 2 i ] L CTERE W REZRBERE (138 ~<—
)

IDN DRI EH

EB#E KA A >4 (IDN) HEEEZ AT 2R, IROBHRRMFAZRZ L TWD Z & 2R L T
<TEEy,

e TRTOEFEA Y E—IIZIZ UTE-8 T 22— REN7- IDN S LE T,

ez, BFANT =MV =2 AIZA Yy E—VZEET DHMTAILIDN Z R — kL,
A=V NDRAAL N UTF-8 IERTH D Z & A MR T D LENRDHY 7,

e T RTOFREA v E—JIZIZUTF- T a— RENT IDN BULETHY | saket—
IZFZ CTIDN 25 AL, VAR — M T30 ERH D 7,

72 2E, BFANT—bT A DPEDRA =% %0F AiLD MTA 1X UTF-8 BT
T a—REN/ZIDN & RAAL U E2YR— T A20ERH D £1,

« YT 5T _XTHODNS L 2— KT, Punycode JEXZ i L CTIDN 2% ET 2L ENXH Y
ETO

7ol X, IDNIZMX La— RE&ET 556, DNS L a— RO K A A |3 Punycode
ANTHOLUENHY £7,
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. Cisco Secure Email and Web Manager T IDN K 4 4 > % L TR ER e tAE

Cisco Secure Email and Web Manager TIDN FA A4 V& {ERAL TEHREA

AE 75 T RE
Z DY Y —RATIL, Cisco Secure Email and Web Manager W CIDN R A A U ZFEH L CHETE
2 DITIRDOWERED T,
* SMTP JL— FDERTE :
«IDN FAA B EITMmE L £7,
«IDN RAA U ZfHLTSMTP b— 2= AR— bEFA A —FLET,

*DNSDEETE : IDN KA A U Zffil LT DNS — _"—Z B FE 72 I3mE L E1,

* LIR—FDERE : IDNT—4 (2—F4 EFA—AT FLA FAAY) ZLAR— b
FRLET,

CAYE—S PSS YR UTDBRE  AvE—U T vV SICIDN F— 4 (a— e
BFA—NLT FLAL BEORASY) #FFLET,

=1 —]

R —, AR, BEUT I LT LA VIREEDERTE :
e DA NAKET L DN K DHEITH - T, ~ VT =T 2 EET D AREM D H 5 IDN
RAA VEEGD A v E—VEF R LET,
e ANRAMFELII~N T 2T OFREMERH L ET I N T LA 7 7 4 N Z Ik o THHEEN
72IDN FAAL v ZETA v E—VEERLET,
A= TgNE aT UV T 4N BEXODLPA vy =T Vg ko
THRHEINZIDN KA V2GR A vE—VaRRLET,

s ANLDIEBEDERTE :
« ANL RO H D ANLLE LTRIBENTZIDN RALS V2GR A v —V%
FRLET,
«IDN RAA LV EGULBEBFA—NT KL AZ®—T7 VA NETay 7 URA DT Y
WZIBML £,

eIV FA—H—[RE : BT — FANONE O IDN HR— b, 2O 7 =—XTlL, DR
FEE— RIZVAR—FENRTWEEA,

[FQDN]

SERER KA A 4 (FQDN) 1, A > —Fy N EORFED AL B a—F F1FAR A FD5E
IR R AL AT, X509 FEHEDEA . FQDN BEETIZZDOFEHEDOY 72 = 7 M lkil4
DIiEL 7 4 —/L K (CN) & dNSName % 7 (SAN : dNSName) O subjectAltName #I55E 73 i
FAEESNET, AsyncOSiE. TD 7 4 —/L RNDOIE4 & SAN:dNSName D R A A 4 & FEAE
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ZARFEL £ 9, SAN:dNSName 4 #4252 L Z#HELE L £7, H%h72 FQDN OfFIZIX,
example.com, *.example.com 72 E3H Y F7,

FQDN LD SRR B E T E T,

« CN F 721X SAN:dNSName 235ZEFAEICH D Z &, AsyncOS TiEW 72248 FQDN [ZHEHL L
TWAHRERDH Y 77,

« CN & SAN:dNSName Ol 5 23ZEBHEIZH D Z £, AsyncOS TiL, 5% FQDN (ZHEHL L
TWOLRENRDH Y 7,

ROEH7eNYV == aPBbhET,

« ETREHEOREE (139 ~—)

« WAL L CARGE (140 ~—2)

T T TAT U AGEREOKGE (140 ~—)
TTTGAT 2 AGEEDBINE 21X A R — &% T3 5 & Cisco Secure Email and Web Manager
%, FQDNRRGEN AT/ > TV DGEHE, B ——D 7 FEERGEFIC, FEBFICKE
L C FQDN FRFEZ AT LE T, #ffi7e a2 7139~ T, Cisco Secure Email and Web Manager @
system.current ¥ 72 (% gui.current 2 77 7 A L TiBHf iV E T, 7272 L. Cisco Secure Email and

Webmanager Tl, a4 (CN) 2372 <, HERIBETFORWMUEY 7V =7 MDD HFEN
FEAUR—P DI LI TEEREA,

E 7 SEBAE DREE
AsyncOS %, TLS 72 ¥ SSL % E T X COH— 2D FQDN L% HilH9- 2 i@ Ok E %
et LES, 727 L. FQDN —E R ITFECHNCT HLERNH D £,
« GUI 24 L7z B 7 REBEDORGE (139 ~—2)
« CLI Z i /] L7 7 RERFEORGE (139 ~—2)

GUI 2R L 1= E 7 it FHE D IREE

AT9 1 [V AT LEE (System Administration) ]>[SSLEZE (SSL Configuration) ] X—I 7 7 &AL &,

AT T2 [REDOHE (Edit Settings) 1227V v 7 LET,

ATv T3 [T FEHEDFQDNMGE (Peer Certificate FQDN Validation) 1123/~ &7z [ 40 (Enable) 1 F = > 7
Ry At Az LET,

ATw T4 [%E (Submit) 1227V v LET,

CLI Z{HF L 1= E 7 SEBAE DAREL
v T REAEDORGEE FEITT HI121E, ssleonfig 2~ > FEANTAHAMLERH Y £77,
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NREZ

ATvT3

(o]

772

ATy T
ATy T2

ATvT3

1R BHHEIIZ

prompt> sslconfig

Disabling SSLv3 is recommended for best security.

Note that the SSL/TLS service on remote servers may require that the selected TLS versions be
sequential. So to avoid communications errors, always select a contiguous set

of versions for each service. For example, do not enable TLS 1.0 and 1.2, while leaving TLS 1.1
disabled.

Choose the operation you want to perform:

- VERSIONS - Enable or disable SSL/TLS versions

- PEER CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, updater and LDAP.

L CA &3

AsyncOS Tld, 77 T7A T VA AR LFGER&a A »AR— T 5 & ZIZ FQDN Rk 4 FEAT
TEET, BREIFEITHNINCTLILERDH Y £,

CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT =~ > REZ A LET,

Enter in the command-line interface the CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT command

AVR=b T BT 7ANDLRIEATTLET,

Enter the name of the file on machine "appliance" to import:
[1> filename.pem

FQDN #8256 13ME L E T,

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN) format ? [N]> y

147 U RABAEDIREE

AsyncOS Tix, 77 I7A TV AHEET 774 7 L ATA VR — 3% & &2 FQDN MRk
ZETTETET, BGEEIFHTHNCT D2LENH Y 7,

CERTCONFIG > CERTIFICATE > SETUP =~ R& AJJLET,

Prompt> CERTCONFIG > CERTIFICATE > SETUP >

HRGEAESLEZ R G EIIAT LET,

Do you want to add an intermediate certificate? [N]>

FQDN #8425 &I1IATI L ET,

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN) format ? [N]> y
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X.509 SEEAE

X.509 1%, AF—EHEOE L EXRT S EEEXEFHES (ITU) ZE¥ETT, X.509FEHH
X, TUOXNBLEEHLCTAT YT 4T 4 208X —I234  FLET,

X509 HEHLO FEHE L, BT REAEBICZ MOV EL T LU XA FZIMEM R (EC) 25
HRNT LTI,

FEAEZBINE 72131 AR — h 35 &, Cisco Secure Email and Web Manager [XFERAE D X.509
RAEEZ FAT L £, = "—D ETREHEOKGEFIC X.509 BEEN A8 > TV DA,
Cisco Secure Email and Web Manager (3 &7 GEBIE D X.509 fRGE4 AT L9, i n 713,
Cisco Secure Email and Web Manager @ system.current 2 277 7 A /L GBI &L £ 3,

ESpERES]
« ETREAEORGE (141 =)
« I AH I CAGEBIERRGE (142 X—2)

« T T TAT VAGEAEORGE (143 =)

E 7 SEBAE DIRELE

AsyncOS (%, TLS 1@{EH11Z SSL RE T, ROV —EZD 7 FEHED X.509 HEEZ 4 5
7o O DA DORRE et UE S,

. 7 kAT L K SMTP

* LDAP

T TT—H

*TLS /L7277 — b

* Syslog #—/3— (Syslog Server)

e Av—h TRV P

*SSE =217 ¥

« SSE H— /38—
727ZL. 7Y b Y Y RSMTP, LDAP, 7 v 77 —% BIOTLS /L7 77— hOET
REE O X509 MR A FEICTHICT D MERH D £7, Syslogh——, ZA~— K 714k

VT —X—_ SSE a %7 X, BIXOWSSE V— _R—DO T IHEAED X.509 kX, T 7+
VN TCTEITENFET,

Web A v #—7 =2 A AFET-1X CLI 2 LT, ETAFHAED X509 HEF 2R E T £7°,
EEIEE
e GUI 2 L= T aFAEDOMGE (142 2X—30)
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« CLI i L= B 7 REIEOREE (142 X—2)
GUI 2R L= ET7IIBAZEDRRSE

AT9 1 [V AT LEE (System Administration) ]>[SSLEZE (SSL Configuration) ] IZFEIL £,
[SSLE%E (SSL Configuration) ] X— Y NFRINFET,
ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,

ATv T3 [ETAEHEDX509E (Peer Certificate X509 Validation) ] IZF R &7z [t (Enable) 1 F = v 7 R
I 2AH%F AT LET,

ATy T4 [%F (Submit) |27 Vv s L, BHEAZaI v FLET,

CLI Z{EF L= E 7 ABAE DKL
sslconfig A~ K2 {#EH LT, EOT§E%%%@§E’C% e

mail.example.com> sslconfig
Disabling SSLv3 is recommended for best security.

Note that the SSL/TLS service on remote servers may require that the selected TLS versions
be sequential. So to avoid

communications errors, always select a contiguous set of versions for each service. For
example, do not enable TLS 1.0
and 1.2, while leaving TLS 1.1 disabled.

Choose the operation you want to perform:
- VERSIONS - Enable or disable SSL/TLS versions

- PEER _CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, updater
and LDAP.

- PEER _CERT X509 - Validate peer certificate X509 compliance for Alert Over TLS, updater
and LDAP.

7 A% L CA GEFAZEHREE

AsyncOS [, 71 A% A CA GEFE % Cisco Secure Email and Web Manager (21 >R — k9% & &
12 X.509 MR FAT L EH A,

AT 71 CLI C CERTCONFIG > CERTAUTHORITY > CUSTOM > TMPORT X~ RZ A1 L E£1,

mail.example.com> CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT

AFYT2 A VR—FTDHT7ANDLRTIEZANTTILET,

mail.example.com> Enter the name of the file on machine "appliance" to import:
[1> filename.pem
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T 7 ANVEIRGER LTA AR — FESRET,

T T54 7 AABAEDREE
AsyncOS (%, 777 A 7 > AFEHE % Cisco Secure Email and Web Manager {21 >R — 35 &
X X509 MEEEFAT L E T, BRI TFEI CEDCT ALERH D F9,

AT w1 CLI T CERTCONFIG > CERTIFICATE > SETUP < R&Z A L%,

mail.example.com> CERTCONFIG > CERTIFICATE > SETUP

ATw T2 ZE. BME. HTTPS T 7 7t A, BIXWLDAPIZ 1 DOirAEFE I3 —2 AT 584813, Yy &
AN LET,

Do you want to use one certificate/key for receiving, delivery, HTTPS management access, and LDAPS?

AsyncOS 1%, A v R— KENTT 774 7T v AGEHET X509 MGE%E ETLE T,

—ItEE

— B (SPoG) HEREZ T2 &, HE—dD 7 F 1 <V Cisco Secure Email and Web Manager
C Cisco Secure Email and Web Manager DFERINC T 7 2 A CT& £9°, ##D Cisco Secure Email
and Web Manager === h /377 A < U Cisco Secure Email and Web Manager = = MMZ#k S
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vm21lsma0061l.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.

[1> ADD

Enter the IP address or hostname of an appliance to transfer data with.
(A hostname may be entered in this field, however it will be immediately
resolved to an IP address when the form is submitted.)

[1> vm21sma0062.cs21
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Enter a name to identify this appliance

[1> SMA0062

File transfer access via SSH is required to transfer reporting data, message logs, and
quarantine safelist/blocklist data from appliances

Would you like to configure file transfer access for this appliance? [Y]>

Would you like to use a custom ssh port to connect to this appliance? [N]>

Enter the login credentials for an administrator or an operator account on the appliance.
This will be used to obtain an SSH key for file transfers.

Username:

[1> admin

Passphrase:

[1>

Appliance 10.10.3.62 added.

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

3 10.10.3.62 SMA0062 Yes Disabled Disabled Disabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1>

vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:
[1> added vm21sma0062.cs21

Changes committed: Tue Apr 27 10:28:01 2021 GMT
vm21lsma0061.cs21> smaapplianceconfig

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.62 SMAOO62 Yes Disabled Disabled Disabled
2 10.10.3.165 SMA165 Yes Enabled Enabled Disabled
3 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Cisco Secure Email and Web Manager @ SPoG (Z & 5 #R%E

WOFE, &A%Y Cisco Secure Email and Web Manager #§5i /37 A — & Z#fte ¥ 5 HiE &R
LTWET,

vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.165 SMAL165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

3 10.10.3.62 SMA0O62 Yes Enabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> EDIT

Enter the name or number of the appliance you wish to edit.
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(1> 3

Enter the IP address or hostname of an appliance to transfer data with.

(A hostname may be entered in this field, however it will be immediately
resolved to an IP address when the form is submitted.)

[10.10.3.62]>

Enter a name to identify this appliance

[SMAQ062]> Tracking SMAQ0062

File transfer access via SSH is required to transfer reporting data, message logs, and
quarantine safelist/blocklist data from appliances

Would you like to configure file transfer access for this appliance? [Y]>
Would you like to use a custom ssh port to connect to this appliance? [N]>
Appliance 10.10.3.62 was edited

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

2 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

3 10.10.3.62 Tracking SMA0062 Yes Enabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.

[]> SERVICES

Enter the name or number of the appliance you wish to configure.

[1>1

Services for appliance "SMA63" at address 10.10.3.63:

Email Reporting service: Disabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Would you like Email Reporting to be enabled on this appliance? [N
Would you like Email Tracking to be enabled on this appliance? [Y]
Would you like Spam Quarantines to be enabled on this appliance? [
Services for appliance "SMA63" at address 10.10.3.63:

Email Reporting service: Disabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Enter the name or number of the appliance you wish to configure.

[1>

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

3 10.10.3.62 Tracking SMA(0062 Yes Enabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> services

Enter the name or number of the appliance you wish to configure.
[1> 3

Services for appliance "Tracking SMA0062" at address 10.10.3.62:
Email Reporting service: Enabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled
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Would you like Email Tracking to be enabled on this appliance? [Y
Would you like Spam Quarantines to be enabled on this appliance?
Services for appliance "Tracking SMA0062" at address 10.10.3.62:

Would you like Email Reporting to be enabled on this appliance? [Y
]
[

Email Reporting service: Disabled

Email Tracking service: Enabled

Spam Quarantines service: Disabled

Enter the name or number of the appliance you wish to configure.
[1>

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.62 Tracking SMA0062 Yes Disabled Enabled Disabled
2 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

3 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1>

vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:

[1> use vm21lsma0062.cs21 for tracking

Changes committed: Tue Apr 27 10:32:32 2021 GMT

Cisco Secure Email and Web Manager @ SPoG = & 5 HIlf&

R DOFIIE, Cisco Secure Email and Web Manager % HIR3 5 HiLkZ R~ L TWET,

vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

2 10.10.3.165 SMAl65 Yes Enabled Enabled Disabled

3 10.10.3.62 Tracking SMA0062 Yes Disabled Enabled Disabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> DELETE

Enter the name or number of the appliance you wish to delete.

[1> 3

Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
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vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:
[1> deleting Tracking SMA0062

Changes committed: Tue Apr 27 10:37:12 2021 GMT
vm21lsma0061l.cs21>

Cisco Secure Email and Web Manager [Z & (T % SPoG xfitH—E X

K DOFIE, Cisco Secure Email and Web Manager TH—E 2 2 {2 T 5 HiEE R L TWET,

vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.62 SMAOO62 Yes Disabled Disabled Disabled
2 10.10.3.165 SMA1l65 Yes Enabled Enabled Disabled

3 10.10.3.63 SMA63 Yes Disabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> SERVICES

Enter the name or number of the appliance you wish to configure.
[1>1

Services for appliance "SMAOO62" at address 10.10.3.62:

Email Reporting service: Disabled

Email Tracking service: Disabled

Spam Quarantines service: Disabled

Would you like Email Reporting to be enabled on this appliance? [N
Would you like Email Tracking to be enabled on this appliance? [N]
Would you like Spam Quarantines to be enabled on this appliance? [
Services for appliance "SMAOO62" at address 10.10.3.62:

Email Reporting service: Enabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Enter the name or number of the appliance you wish to configure.

(1>

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

2 10.10.3.165 SMAl65 Yes Enabled Enabled Disabled
3 10.10.3.62 SMA0O62 Yes Enabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
(1>

vm21lsma0061.cs21> commit

Please enter some comments describing your changes:
[1> anabled services on vm2lsma0062.cs21

Changes committed: Tue Apr 27 10:29:17 2021 GMT
vm21lsma0061l.cs21>
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