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* Web [ Score
Range ]
[ No Score ] Web
* Web [
Filter by Reputation Threat ]
Web
WBRS IronPort AsyncOS for Web User Guide
AnyConnect [
Filter by User Location ]
AnyConnect Secure [ Disable
Mobility Filter ]
Mobile User Security
Web Web [Web
Filter by Web Appliance ]
Web
[ DisableFilter ]
Web
[Web Filter by Web
User-Requested Transactions ]
5 [ Search |
What to do next
. Web , 0N page 324
* Web , 0N page 324
* Web , 0N page 324
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Web

* Web , On page 325
Web
Web
Adaptive
Scanning
URL URL
ID
PUA PUA
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L4

Web

Web

[L4

Web ]1>[ Reporting ] > [Web
L4 Traffic Monitor ]

IP IPv4
Web IP IPv4
Port ]

Web
1000
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| Web

SOCKS B
Web
[ IP Destination IP Address ] [
Display Details ]
[L4 L4 Traffic Monitor ]
, 0N page 256
IP IP
URL
IPv4 IPv6
1 [ Web 1> Reporting ] > [Web Web Tracking ]
2 [SOCKS SOCKSProxy ]
3 [ Advanced |
4
5 [ Search ]
What to do next
[SOCKS SOCKS Proxy ] , 0N page 259

Web Web

[Web Web Tracking Search ]

* Web 318
e L4 316
* SOCKS 323

* Web 323

* Web 324
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Web |

. Web

Web 4 UserGuidefor AsyncOSor
CiscoWeb SecurityAppliances Understanding How the Web Security Appliance Works

Web

[Web Web Tracking Search ] [ Proxy Services ]
Web
4 SOCKS
[ Proxy Services ]
URL URL
URL
Web OTHER-NONE ACL
Web 1 147
[ Proxy Services ] Web
[URL URL Categories ] 239
1 [Web]
2 [ Tracking ]>] Proxy Services ]
3 [ Advanced ]
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Web

Web .

70:[ Proxy Services ] Web
35
/ IP
IPv4 IPv6 IP 172.16.0.0/16 CIDR
Web Website Web
Web
[ All
Transaction Type |Transactions ] [ Completed ] [ Blocked ] [
Monitored ] [ Warned ]
URL URL [URL Filter
by URL Category ]
URL
URL
Deprecated
URL URL
239
[
Application Filter by Application ]
[
Filter by Application Type ]
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. Web

Web

Youtube YT YouTube [YouTube YouTube
Category ] YouTube
[ Filter
by Policy ]
Web
[
Filter by Malware Threat ]
[
Filter by Malware Category ]
244
WBRS [WBRS] Web
Web
* Web [ Score
Range ]
[ No Score ] Web
* Web [
Filter by Reputation Threat ]
Web
WBRS IronPort AsyncOS for Web User Guide
AnyConnect
Filter by User Location ]
AnyConnect Secure [ Disable
Mobility Filter ]
Mobile User Security
Web Web [Web
Filter by Web Appliance ]
Web
[ DisableFilter ]

Web
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Web

[Web Filter by Web
User-Requested Transactions ]

Web

Web

Adaptive
Scanning
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Web

URL

URL

PUA

PUA

Web

[Web

4 Traffic Monitor ]

Web Tracking Search ]
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| Web

SOCKS B

. IP IPv4 IPV6

. Web IP IPv4 IPv6

o[ Port ]

. IP

. Web

Web
[ IP Destination IP Address ] [
Display Details ]
[ 4 Layer 4 Traffic Monitor ]
272
IP IP
URL

IPv4 IPv6
1 [Web]
2 [ Tracking ]>[SOCKS SOCKSProxy |
3 [ Advanced ]
4
5 [ Search |

[SOCKS SOCKS Proxy ] 259
Web
. Web , On page 324
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Web |

. Web
* Web , 0N page 324
* Web , 0N page 324
* Web , 0N page 326
Web
1
2 [ Items Displayed ]
3 [ Items Displayed ]
[ Printable Download ]
Csv
Ccsv raw
Web
* URL
. JavaScript
[ (Display All Details)]
Web
URL Web
URL
[Web Website ] URL
[Web Website ] [
...(Display All Details...)]
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| Web

Web .

500
[ Display Details ]
[ Details ] [
Related Transactions ]
Web
Web
Web Advanced ] [ Malware
Threat ] [ Filter by Malware Category ]
[ Known Malicious and High-Risk Files ]
* Web
[ - AMP Block - AMP ]
[AMP AMP Threat Score ]
1~100 AMP
[AMP AMP Threat Score ]
[ Security Services ]
> Anti-Malware and Reputation ]
60 100
WBRS
. [AMP AMP Verdict Updates ]
Web
SHA-256
[ File Analysis ]
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Web |

. Web

[ Reporting ]>[ File Analysis ]
SHA-256 Web
SHA-256
Web
* SHA-256 , 0N page 249
Web
Web
Web
Web
. , 0N page 326
o[ Advanced Malware Protection Verdict Updates ]
, 0N page 327
. , 0N page 327
. ,onpage 328
«PDF  Web , 0N page 328
e L4 , 0N page 329
. .CSV Web , 0N page
329
, 0N page 45
Web
Web Web
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| Web
[ Advanced Malware Protection Verdict Updates ] .

Web

, 0N page 637

[ Advanced Malware
Protection Verdict Updates ]

Web E
Web [AMP AMP Verdict
Updates ]
30
. , 0N page 327
. , 0N page 327
, 0N page 247

No cloud server configuration is available

[ Management Appliance ]>[ Centralized Services ]>
[ Security Appliances ]
Web 1
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Web I
. Cisco AMP Threat Grid Appliance

Cisco AMP Threat Grid Appliance

API

Cisco AMP Threat Grid Appliance

, 0N page
248
Threat Grid Appliance
Web , 0n page 324
« Cisco Secure Email and Web Manager
[ Data Availability ] ,onpage
263
, 0N page 753
* Web Web
, 0n page 311
Web , 0N page
311 User Request

PDF  Web
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| Web

L4

Web

PDF [Web
PDF Csv
Web
1P
IP
User Guide
[
o4

.CSV

.CSV

L4 B

Web Tracking ]

, 0N page 41 Web
L4
IP
Web
IP
IronPort AsyncOS for Web
Client Malware Risk ] , 0N page 252
, 0n page 316
Web
[ Domains Matched ] Web
300,000 .CSV
Web " n
1024 MB
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. 331

. , on page 332

. , 0n page 335

. 336

. , 0N page 345

. , On page 351
. 352

Secure Email and Web Manager E

E

grep

Async0S 14.1 for Cisco Secure Email and Web Manager .




1
OLE ZIP
DLP

. SHA256 SHA-256

* Cisco E

. ID CiscoMID SMTP Message-ID: Cisco

ID MID

. IP / / IP

. IP
1. , 0N page 333
2. E ,on

page 334
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, 0n page 334

. Web

. Web

Web

1 [Management Appliance] > [Centralized Services] > [Email] > [Centralized Message Tracking]

2 | Message Tracking Service ] [
3
[ Accept ]
4
What to do next
E
334

Web

1 [ Service Status ]
Message Tracking ]
2 Edit Settings |
3
[ Proceed ]
4
5 [ Submit ]

Async0S 14.1 for Cisco Secure Email and Web Manager

333

333

Enable ]
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Web

Web

What to do next

E
334

Web

Security Services ]>[

Edit Settings |
Centralized Tracking ]
Submit ]

What to do next

E
, 0N page 334

Web
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Message Tracking ]
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2)
b)

b)

c)
d)

f)
9)
h)

Management Appliance ]>| Centralized Services ]>|
Security Appliances ]
E
E
[ Centralized Message Tracking ]
[ Add Email Appliance ]
[ Appliance Name ] [P IP Address ] E
IP
Note (e IP Address ] DNS [ Submit ]
IP
[ Centralized Message Tracking ]
[ Establish Connection ]

Establish Connection ]

Note

SSH Security
Management Appliance

Success
[ Test Connection ]

DLP

, 0N page 547
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1 Web
Web
2 | Email 1> Message Tracking ]>][
Message Tracking Data Availability ]

AsyncOS 13.6.1

. Web 336
. Web 339
. 342
Web
1 [ Tracking 1> Search ]
2 | Messages | [ Connections Rejected ]
IP
3 [ Advanced Search ]
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Web .

. [ Message Received ] [ Last
Day 1 [ 1 Last 7 Days ] [ Custom Range ]
24 [ Last Day |
7 [ 1 Last 7 Days ]
23:59
GMT
E
o[ Envelope Sender ] [ Begins With ] [ IS ]
[ Contains ]
*E examplecom,[203.0.113.15]]ipv6:2001:db8:80:1::5]
. E user@eamplecom,user@[203.0.113.15¢r

user@[ipv6:2001:db8:80:1::5]

o[ Subject ] [ Begins With ] [ IS 1 [ Contains ]
[ IsEmpty ]
o[ Envelope Recipient ] [ Begins With ] [ IS ]
[ Contains ]
E
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Web

o[ AttachmentName ] | BeginsWith ] [ IS ]
[ Contains ] ASCII Unicode
* Reply-To [ Begins With ] [ Is ] [ Contains ]
5HSO\ 7R
o[ SHA256 File SHA256 ] SHA-256
SHA-256 SHA-256
111
o[ CiscoHost 1 [ AllHost ] E
E
o[ ID CiscoMID Message ID Header and CiscoMID ] ID
Cisco IronPort ID MID
. [ IP / / Sender IP
Address/ Domain / Network Owner ] IP
* |IPv4 4 0 255
203.0.113.15
* IPv6 8 16 16
1 2001:db8:80:1::5
o[ Message Event ] [
Virus Positive ] [ Spam Positive ] [ Suspect
Spam ] [ URL contained maliciousURLs ] [
URL contained URL in specified category ] [DLP DLP Violations ] DLP
[DMARC
DMARC violations ] [ Delivered ] [ Advanced
Malware Protection Positive ] [ Hard
Bounced ] [ Soft Bounced ] [ currently in policy
quarantine ] [ currently in virus quarantine ] [
currently in outbreak quarantine ] [ caught by message
filters 1 [ caught by contentfilters ] [ Quarantined
asSpam ] OR
[ Message Event ]
AND AND
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Web .

Web URL
*
5 [ Search |
1
[ Export ]
. 344
. 345
. 345
Web
Note
1 [ Email 1> Message Tracking ]>[ Message
Tracking ]
2 [ Advanced ]
3
Note
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Web

o[ Envelope Sender ] [ Begins With ] [ IS ]
[ Contains ]
E example.com, [203.0.113.15], [ipv6:2001:db8:80:1::5]
. E user@example.com, user@[203.0.113.15]

user@[ipv6:2001:db8:80:1::5]

o[ Envelope Recipient ] [ Begins With ] [ IS ]
[ Contains ]
E
o[ Subject ] [ BeginsWith ] [ IS 1 [ Contains ]
[ IsEmpty ]
o[ Message Received ] [ LastDay ] [ 1 Last 7 Days ]
[ CustomRange ] 24
[ Last Day ] 7
[ 1 Last 7 Days |
23:59
GMT
E
o[ IP Sender IP Address ] IP
* IPv4 4 0 255
203.0.113.15
* IPV6 8 16 16
1 2001:db8:80:1::5
o[ Message Event ] [
Virus Positive ] [ Spam Positive ] [ Suspect Spam ]

. Async0S 14.1 for Cisco Secure Email and Web Manager



Web .

[ URL contained maliciousURLs ] [ URL
contained URL in specified category ] [DLP DLP Violations ] DLP
[DMARC DMARCuviolations ] [
Delivered ] [ Advanced Malware Protection Positive ]
[ HardBounced ] [ Soft
Bounced ] [ currently in policy quarantine ] [
currently invirusquarantine ] [ currently in outbreak quarantine ]
[ caught by message filters ] [ caught by
content filters ] [ Macro File Types Detected ] [
Geolocation ] | LowRisk 1 [ Quarantined as Spam ]
OR

o[ ID Cisco IronPort MID  Message ID Header and Cisco IronPort MID ]
ID Cisco IronPort ID MID

o[ Query Settings ]
[1 Iminutes ] [2 2minutes ] [5 5 minutes ] [10
10 minutes ] [ No time limit ]
1000
o[ Attachmentname ] [ Begins With ] [ IS ]
[ Contains ] ASCII Unicode

[ Message Event ]
AND AND

Search ]

[ Items per page ]

What to do next
. , 0n page 344

. , 0N page 345
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. , 0N page 345

Cisco Secure Email and Web Manager

[ Message Tracking ]
[

Message Tracking ]
1
2.
3.

» CiscoE

332
. CiscoE
Trailblazer AsyncOS API HTTP
Cisco Secure Email and Web Manager Trailblazer
Trailblazer
Cisco Secure Email and Web Manager CiscoE
AsyncOS API HTTP
. Cisco E Cisco Secure Email

and Web Manager

. Async0S 14.1 for Cisco Secure Email and Web Manager



Cisco E
Cisco Secure Email and Web Manager
CLI FHUWFRQ@I&R(57$87+25,7<

Secure Email and Web Manager
CLI HVDDSLFRQILJ

1 Web [
Tracking ]
2 | Messages | Web
336
3 1000
4 [ Remediate ]
5
[ Forward to an email address ]
[ Forward to an email address and delete

the message ]

6 [Apply]
[ Apply ] [ Message Tracking ]
[ Remediation Report Status ]
[ View Details ]
[ Reports ]>] User Reports ] [ Remediation
Report ] [ Mailbox Search And Remediate ]
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« Date and time

. ID MID
. E
. Sender
. Recipient
2 Web [ Modify ]

* Date and time

. ID MID
* Cisco E

. Sender

. Recipient

. Message Event

. SBRS IP

[ Results ]

Note [ Clear ]
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[ Advanced ] [
Message Event ] [ Advanced Malware
Protection Positive ]
[ Action Details ]
. SHA-256
. [AMP AMP Verdict Updates ]
SHA-256
[ File Analysis ]
[ Monitor ]>[ File Analysis ]
SHA-256

,on
page 351
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Message Event ]

AND AND
J
Web [
More Details ] Web [ Show
Details ] , 0N page 346
Note « 50
. Web
. Export ]
.CSV
1000
50,000 [
Export All ] .CSV
, 0N page 41
, 0N page 346
[ More Details ]
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. , 0N page 347
. , 0N page 349
. , on page 350
. , 0N page 350
E
12.0 AsyncOS [

Last State Not Available ]
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71:

AMP DLP
N/A
Not Not Not Not Not Not Not Not
Aeed Evaluated | Evaluated |Evaluated | Eveluaied | Evaluated | Evaluated | Evaluated | Evaluated
Match Clean Match Match No
Relyed S Trigger
No Ryeied |FA No No
Match Match Match \Mokiion
E‘[an Ukoan
No
Sdped Violation
Usardk
VHoLs
Usardk
Low
Risk
. Delivered
. Dropped
. Aborted
. Bounced
. Splintered MID MID
. Quarantined
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. Queued
. Processing
. Last State Not Available
[ Received Time ] E
[MID] ID
[ Subject ]
E
(No
Subject)
[ Envelope Sender ] SMTP
[ Envelope Recipients ] SMTP
[ ID Message ID Header |
Message-ID:
Message-ID:
[Cisco CiscoHost ] E
[SMTP ID SMTPAuthUser ID ] SMTP
SMTP N/A

Attachments |
Sender Group ]

Message Size |

—_ o,

Policy Match (Incoming or Outgoing) |

Note

N/A
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[ DNS Reverse DNS Hosthame ] DNS
PTR
[P IP Address ] IP
[SBRS SBRS Score ] SenderBase 10
-10 None
[ Summary ]
[DLP DLP Matched Content ]
DLP
, 0N page 547
[URL URL Details ]
URL URL
* URL
* URL
. URL URL
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[SMTP SMTP Log 1] .

E
UserGuidefor AsyncOSor CiscoEmail SecurityAppliances
547
[SMTP SMTP Log ]
SMTP

[AMP AMP Log ]

. , on page 351

. , 0n page 351

URL
URL
E
. , On page 335
1 ESA

Web
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, 0n page 333

, on page 331
[ Export file ]
1 [ Tracking ] >[ Messages |
2
3 [ Export ]
[ Exportfile ]

o[ Message Size ]

o[ Attachment Detalis ]

o[ Delivery Details ]

o[ IP/FQDN  Source IP/FQDN ] IP

o[ Sender Group ]

« [DKIM SPF DMARC DKIM, SPF, or DMARC Status ]

* URL Cisco Secure Email and Web Manager URL 1024
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. , 0n page 353

. , On page 354
. , 0N page 354
o[ Edit Spam Quarantine ] , 0N page 364
. ,on
page 365
. , 0n page 378
. , 0n page 389
. , on page 392
. , 0N page 392
. , 0n page 392
I1SQ EUQ
Web
. , 0n page 393
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Procedure

Command or Action Purpose
1 , 0n page 355
2 E
E ,onpage
359
3 IP
, 0N page 360
4 IP
, 0n page 361
5| E
User Guide for AysncOS for Email Security
Appliances Anti-Spam
6 |E User Guide for AysncOS for Email
Security Appliances
1|E
User
Guide for AysncOS for Email Security Appliances
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1

. Web

. Web

355

Web
[ Management Appliance 1> [ Centralized Services ]>[

Spam Quarantine ]
a) [ Enable ]
b) [ Accept ]

[ Edit Settings ]
IP Quarantine IP
Interface 6025 IP
Quarantine Port
E
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Web

[

Deliver Messages Via ]

SMTP

Data 1

Data2

Data 2

Delete After

Schedule

[

Cisco

Notify Cisco Upon Message Release ]

of released messages To cisco for analysis ( )]

[ Send acopy
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Web .

[ Spam Logo
Quarantine Appearance ]

Web Web

50 500
Jpg .gif -png

L ogin page message

Enter your login
information below. If you are unsure what to enter, please contact your

administrator.

Administrative Users , 0N page 362
What to do next
. E
, 0n page 359
Web
1 [ Service Status ] [
Spam Quarantine ] [ Edit Spam Quarantine
Settings ]
2
[ Proceed ]
3
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Web

IP Quarantine IP
Interface 6025 IP
Quarantine Port
E
[
Deliver Messages Via ]
SMTP
E
Data 2
E
E
Data 1 Data 2
Schedule
Delete After
[ Cisco
Notify Cisco Upon Message Release ]
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[ Spam Logo
Quarantine Appearance ]

Web Web

50 500
Jpg .gif -png

L ogin page message

Enter your login
information below. If you are unsure what to enter, please contact your

administrator.

Administrative Users , 0N page 362

5 [ Save ]

What to do next

. E
, 0n page 359

1 Web
Web
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2 Management Appliance ]>| Centralized Services ]>|
Security Appliances ]

3 E

a) E

b) [ Spam Quarantine ]
4 E

a) [ Add Email Appliance ]

b) [ Appliance Name ] [P IP Address ]

IP
Note (e IP Address ] DNS [ Submit ]
IP

c) Spam Quarantine
d [ Establish Connection ]

Establish Connection ]

Note

SSH Security
Management Appliance

f) Success
9 [ Test Connection ]
h)

IP

Before you begin

Data2
IP , On page 737

Note IP , on page 730
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1 Web
Web
2 | Management Appliance ]>[ IP Network IP Interfaces ]
3 [IP Add IP Interface ]
4
. Ethernet Port
Data 2 [ Management Appliance ]>
[ Centralized Services ]>[ Spam Quarantine ] [ Spam
Quarantine Settings ] [ Deliver Messages Via ]
[ Primary Server ] E
< [IP IP Address ]
IP
Data 2 data2.sma.example.com
[ Spam Quarantine ]
5
1 Web
Web
2 | Management Appliance ]>[ Network 1> [IP IP
Interfaces ]
3
4 [ Spam Quarantine ]
. HTTP 82 HTTPS 83
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. URL
5
What to do next
DNS
« Email administrator
* Read-Only Operator
* Help desk user
Before you begin
, 0N page 522
, 0N page 515
1 [ Service Status ] [
Spam Quarantine ] [ Edit Spam Quarantine
Settings ]
2
3
4
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5 [OK]
6 | Submit ]

What to do next
, 0N page 381
Cisco Secure Email and Web Manager
Cisco Secure Email and Web Manager syslog
Cu
spamquar antinethresholdalert
1 1,00,000
. 1,800
86,400
. 1 20

1 | spamquarantinethresholdalert

VSDPTXDUDQWLQHWKUHVKROGDOHUW
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B cu

GUI
1 [ Centralized Services ]>] SPAM Quarantine ]
[ Spam Quarantine ]
2 | Threshold Alert ]
[ System Administration ]>[ Alerts ]
3
[ Time Duration ]
30 24
5 [ Alert Limit ]
1 20
6 [ Submit ]
[ Mail Policies ]>[
Incoming Mail Policy ]
[
[ Drop ]
[ Options ]
[ Edit Spam Quarantine ]
. Web , on page 355
. , 0n page 354
. , 0n page 381
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, 0N page 384
, 0n page 365

Web , 0N page 366

/ , 0n page 368
, 0N page 368

, 0N page 374
/ , On page 376
, On page 377
/
/
A B
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B
2 ID 2 A
X-SLBL-Result-
B
/
/
/
HAT Accept
. Web , 0N page 366
. / , 0n page 368
. Web 366
. Web
Web
Before you begin

. , 0N page 354
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Web .

1 [ Management Appliance 1> [ Centralized Services ]>[
Spam Quarantine ]
2 | / End-User Safelist/Blocklist ] [ Edit
Settings ]
3 [ / Enable End User Safelist/Blocklist Feature ]
4 [ Maximum List Items Per User ]
5 [ Update Frequency ]
/ AsyncOS
/
, 0N page 368
6
Web
Before you begin
. , 0N page 354
1 [ Service Status ] [
Spam Qarantine ]
2 | / Edit Safelist/Blocklist Settings ]
[ / Safelist/Blocklist Settings ]
4 | Maximum List Items Per User ]
5 [ Update Frequency ]
E /
AsyncOS
/ , 0N page 368
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6 [ Submit ]

/
Before you begin
on page 389
. / Web
, 0N page 366
/ /
, 0N page 376
, 0N page 373
1 Web [ Quarantine ]>[
Spam Quarantine ]>][ Search ]
[ Email ]>][ Message Quarantine ]>[ Spam Quarantine ]
[ Options ]
2 | Safelist ] [ Blocklist ]
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Web 1
a [ Recipients ]
b. +
C.
d.
e
Web 1
a [ View by: Recipient ]
b. [ Add ] [ Edit ]
C.
d.
e | Submit ]
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1 Web 1
a [ Sender ]
b. +
C.
d.
e
Web 1
a [ View by: Sender ]
b. [ Add ]
Edit ]
C.
d.
e | Submit ]
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Web 1
a.
b.

Web 1
a [ View by ]
b.

Web 1
a.
b.

Web 1
a [ View by ]
b.
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Web

Web

View by ]

Submit

]

[

Edit

]
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Web 1
a.
b.
C.
1
d.
Web 1
a [ View by ]
b. [ Edit ]
C.
1
d [ Submit ]
What to do next
. , 0n page 373
. , 0N page 374

* user@domain.com

« server.domain.com
 domain.com

* [10.1.1.0]

« [ipv6:2001:DB8:1::1]
e user@[1.2.3.4]
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* user@[ipv6:2001:db8::1]

( )
examplecom
geome@eamplecom
geomge@eamplecom examplecom
.domain.com
serverdomain.com
/ , 0n page 376
Web
URL
Note
, 0N page 365
2
. , 0n page 375
. , 0N page 375
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Web [ Release and Add to Safelist ]
[ Release and Add to Safelist ]
Web [ Safelist ]
Web
Web
Spam Quarantine ]
Monitor ]>] Spam Quarantine ]
[ Options ]
Safelist ]
Safelist ]
AddtolList ]

Note
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/
1 Web [ Blocklist ] [+]
2 Web
3 [ Spam Quarantine ]
a) | Monitor ]>] Spam Quarantine ]
b) [ Options ] [ Blocklist ]
c)
d) [ AddtoList ]
/
/ XML
/
, 0N page 582
1 Web
Web
2 | Management Appliance ]>[ System Administration ]>[
Configuration File ]
3 [ / ( ) End-User Safelist/Blocklist Database
(Spam Quarantine) ]
/ .CSV
[ Backup Now ]

.CSV

slbl-<serial number>-<timestamp>.csv

[/configuration
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/ Caution

[ Select File to Restore ]

configuration

/
[ Restore ]
/
1SQ _log
X-SLBL-Result-
X-SLBL-Result-
/
, 0N page 610
, 0N page 679
. , 0n page 377

, 0N page 365
/
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/ ,0n page 368

, 0n page 381
, 0N page 378
, 0N page 384
, 0N page 365
. , 0N page 378
* Web , On page 381
. , 0n page 384

Note
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LDAP B

Web | End User Quarantine
Access ] [LDAP] [SAML 2.0] [
IMAP/POP Mailbox (IMAP/POP) ]

2. [ Spam Notifications ] [
Enable
login without credentials for quarantine access ]
Web 1 ] End User Quarantine
Access ] [LDAP] [SAML 2.0] [

IMAP/POP  Mailbox (IMAP/POP) ]

2. [ Spam Notifications ] [
Enable
login without credentials for quarantine access ]
[ End User Quarantine Access ]
[ None ]
[ End User Quarantine Access ]
[
Enable End-User Quarantine Access ]
« LDAP , 0N page 379
* IMAP/POP , 0n page 380
* SAML 2.0 , On page 381
. , 0n page 381
. , 0N page 384
. LDAP , 0N page 478
. , 0N page 374
LDAP
1 Web UI
2. DN
LDAP Active
Directory 6000

Async0S 14.1 for Cisco Secure Email and Web Manager .



B warror

3. BaseDN
LDAP
DN
4.
LDAP
LDAP
« LDAP , 0N page 477
IMAP/POP
1
joe@example.com Web Ul
, 0N page 381
2. IMAP POP
IMAP/POP
3.
IMAP Web

http://www.washington.edu/imap/

. Async0S 14.1 for Cisco Secure Email and Web Manager

, 0N page 378

joe

IMAP/POP

joe

DN

LDAP



SAML 20 B

SAML 2.0
CiscoContentSecurityManagementApplianceGuide SSOUsingSAML2.0

Web

2 LDAP [ System Administration > [LDAP] >
[LDAP LDAP Server Profile ] [ Spam
Quarantine End-User Authentication Query ] LDAP
Example:

] \RXZLO@®XWKHQWLFQ@&NHUXVLQES$O0/ 662 FRQILIXWHKNHWWL@RRQWKH
6\VWHPGPLQLVWUDWILSOQS D JH
LDAP , on page 477
SAML 2.0 SSO, on page 641
3
, 0N page 381
4 URL
URL , 0N page 383
What to do next
. , 0n page 381
. URL , 0N page 383
. , 0N page 384

Before you begin

, 0N page 378

Async0S 14.1 for Cisco Secure Email and Web Manager .




1 [ Management Appliance ]>|[

Centralized Services ]>] Monitor ]>[ Spam Quarantine ]>][
Edit Settings ] [ End-User Quarantine Access ]
Web [
Security Management appliance ] [ Service Status ]
[ Edit End-User Quarantine Settings ]
2 | Enable End-User Quarantine Access |
IMAP/POP LDAP
IMAP POP
POP APOP
Cisco APOP
APOP
APOP POP
SSL SSL
Append Domain to Unqualified Usernames
LDAP
LDAP

. Async0S 14.1 for Cisco Secure Email and Web Manager



URL B

SAML 2.0
[ Management
Appliance > System Administration ] > [SAML]
CiscoContent
SecurityManagementApplianceGuide SSQOUsingSAML2.0
Microsoft Outlook
What to do next
Web
, On page 355
URL
URL
IP HTTP/S

+773 PDLO H[DPSOH FRP

Web

* WUDLOEOD]HUERIQILJ
KWWSV H[DPSOH FRP WUDLOEOD]HU KWWSV $SHRULW! HXT ORJLQ

H[DPSOH FRP WUDLOEOD]HU KWWSV SRUW!
HTTPS

* WUDLOEOD]JHUERIQILJ
KWWSV H[DPSOH FRP KWWSV SRUWURIXT ORJLQ

H[DPSOH FRP KWWSV SRUW!
HTTPS
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Note

Web LDAP IMAP/POP
LDAP LDAP
LDAP
IMAP/POP
, 0N page 387
. , 0N page 381
. , 0N page 387
Note
Before you begin
, 0N page 381

. Async0S 14.1 for Cisco Secure Email and Web Manager



00 N O 61 A W DN

, on page 378
, 0N page 387
[ Management Appliance ] >
[ Centralized Services ]>] Spam Quarantine ]>] Edit Settings ]
[ Spam Notifications ] Web
[ Security Managementappliance ]
[ Service Status ]
[ Edit Spam Notification Settings ]
[ Enable Spam Notification ]
a)
[ Login without
credentials ] [ Release ]
[ Release ]
IMAP / POP LDAP SAML 2.0
[ None ]
b) 0 365
0
IMAP/POP LDAP SAML 2.0 [

Loginwithout credentials ]

CLI  spamdigestconfig

Async0S 14.1 for Cisco Secure Email and Web Manager .




a)
o[ New Message Count ] %new_message_count%
o[ Total Message Count ] %total_message_count%
o[ Days Until Message Expires ] %days_until_expire%
o[ URL QuarantineURL ] %oquarantine_url%
URL
o[ Username ] %username%
o[ New Message Table ] %new_quarantine_messages%
o[ ] %new_quarantine_messages_no_subject% [
New Message Table ]
[ View Message ]
b)
[ Show link to show
all Quaranted messages in Notification Mails ] [ Yes ] [ No ]
IMAP /POP LDAP SAML 2.0 [
Login without credentials ] [
Quarantine Access ]
[ Yes ]
[ Challenge Access ]
[ None ]
CLI  spamdigestconfig
o [ Preview Message ]
10 HTML HTML/
1"
12 [ LDAP Consolidate messages
sent to the same LDAP user at different addresses ]
13

. Async0S 14.1 for Cisco Secure Email and Web Manager
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What to do next
Microsoft Outlook Mozilla Thunderbird
. , 0n page 387
. , 0N page 388
. , 0N page 388
1
LDAP
Table 72: /
User
Sam sam@example.com — 1
Mary mary@example.com dev@example.com |4
ga@example.com
pm@example.com
Joe joe@example.com admin@example.com | hr@example.com |3

LDAP

Async0S 14.1 for Cisco Secure Email and Web Manager .




Note | DAP
LDAP POP/IMAP
[ Enable Spam
Notification ] [
Enable End-User Quarantine Access ] [
Deliver Bounced Messages To ]
. , 0N page 388
. , 0N page 388
. , 0N page 388
. , 0N page 388
1
. 2
. 1
, 0n page 387

Async0S 14.1 for Cisco Secure Email and Web Manager




, 0N page 378
. Web
Deliver Messages Via ]

. , 0n page 389

. , on page 390

. , on page 390

. , 0N page 391

. , 0N page 391
1 Web

Spam Quarantine ]>][ Search ]
2 [ Email ]1>[ Message Quarantine ] >]
[ Spam Quarantine ]

Async0S 14.1 for Cisco Secure Email and Web Manager

Deliver Bounce Messages To:

,onpage 355 [

[ Quarantine ]>[

Spam Quarantine ]

]



Note

5[ Search ] [ Search ]

What to do next

, on page 390

[ Message Details ]
20 KB 20 KB

. Async0S 14.1 for Cisco Secure Email and Web Manager



[ Message Details ] [ Deete ]
[ Release ]
[ Message
Tracking ]
Web
[ Attachment ]
* HTML
HTML
Base64
1
[ Release ]
[ Submit ]
[ Delete ] [ Submit ]

Async0S 14.1 for Cisco Secure Email and Web Manager




, 0N page 392 [ Delete All Messages ]

, 0N page 638
Web , 0n page 355
E
. , On page 377
. , 0N page 388
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. , 0N page 393

. , 0n page 397
. , 0N page 405
. , 0N page 415
. , 0N page 425
E
Cisco E
. E 1
. DMZ

Async0S 14.1 for Cisco Secure Email and Web Manager .




Web [ Policy,
Virus and Outbreak Quarantines ] Web [
Other Quarantines ]
, 0N page 416
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(@] °
Advanced File Analysis

Malware

Protection
(@] °
(e}
(e}

DLP
Unclassified o
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DLP

DLP

page 353

,on
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Procedure
Command or Action Purpose
E DMZ , 0N page 741
, 0N page 399
, 0N page 637
. , 0n page 408
. ,0npage 408
E
E
E
, 0N page 400
[

Async0S 14.1 for Cisco Secure Email and Web Manager .




Command or Action Purpose
Policy, Virus and Outbreak Quarantines ]
. E
E
[
Policy, Virus and
Outbreak Quarantines ]
6
7 E
, 0n page 401
8 |E
Centralizing Services on a Cisco Content
Security Management appliance
« Important E
»  About Migration of Policy, Virus, and Outbreak
Quarantines
Centralizing Policy, Virus, and
Outbreak Quarantines
9 E
. 1
10

, On page 408

. Async0S 14.1 for Cisco Secure Email and Web Manager



Command or Action Purpose
1" E
DLP
E
DLP
12 E
, On page 403
13
Before you begin
, 0N page 397
1 [ Management Appliance ]>[ Centralized Services ]1>[
Policy, Virus, and Outbreak Quarantines ]
2 [ Enable ]
3 E
°E
4 [ Submit ]

Async0S 14.1 for Cisco Secure Email and Web Manager




Web
What to do next
, 0N page 397
Web
Before you begin
, 0N page 397
1 [ Service Status ] [
Other Quarantine ] [ Edit Settings ]
2 [ Enable ]
E
E
Before you begin
, 0N page 397
1 Web
Web
2 [ Management Appliance ]>| Centralized Services ]>|
Security Appliances ]
3 E
a) E
b) [ Policy, Virus, and Outbreak Quarantines ]
4 E

. Async0S 14.1 for Cisco Secure Email and Web Manager



(2]
—

a) [ Add Email Appliance ]
b) [ Appliance Name ] [IP IP Address ]
IP
Note [IP IP Address ] DNS [ Submit ]
IP
c [ Policy, Virus, and Outbreak Quarantines ]
d | Establish Connection ]
e) [
Establish Connection ]
Note
SSH Security
Management Appliance
f) Success
Submit ]
[ Policy, Virus, and Outbreak Quarantines ]
E
What to do next
, 0N page 397
Before you begin
, 0N page 397
. E
Centralizing Services on a Cisco Content Security Management appliance
About Migration of Policy, Virus, and Outbreak Quarantines
Web
Web

Async0S 14.1 for Cisco Secure Email and Web Manager .




2 | Management Appliance ]>[ Centralized Services ]>][
Policy, Virus, and Outbreak Quarantines ]

3 [ Launch Migration Wizard ]
IF
. E [ Automatic ]
E
E

. E

. E Custom
5 [Next]
6 [ Automatic ]

. Async0S 14.1 for Cisco Secure Email and Web Manager



71

Web

Custom ]

[ Show Quarantines from ] E

E
Centralized Quarantine ]
[ Next ]
What to do next
E
E
E
Before you begin
, 0N page 397

Web

Async0S 14.1 for Cisco Secure Email and Web Manager

, On page 397

Remove from




2 | Management Appliance ]>[ Centralized Services ]1>[
Security Appliances ]

3 [ Specify Alternate Release Appliance ]
4 E
5
What to do next
E , 0N page
404
E
DLP
E
e Custom Email User , 0N page 522
E
E
E
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E
, on page 403
,onpage 405
, 0n page 406
, 0n page 407
, 0n page 408
, On page 408
, 0N page 410
, on page 410
, 0n page 411
, 0N page 411
, 0N page 414
, 0N page 414
, 0N page 414
, 0N page 637

Async0S 14.1 for Cisco Secure Email and Web Manager .




. ,on
page 406
. , 0n page 411
. , 0N page 414
. , 0N page 406
Note
. ,on
page 405

FirstInFirstOut FIFO;
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, 0N page 414

, 0N page
407

Note

, On page 406

, 0N page 423
X-Header

, 0n page 408
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. , 0n page 408

Before you begin

, 0n page 410
, on page 406
, on page 407
, 0N page 415
1
. Web [ Quarantine ]>[ Other Quarantine ]>[
View ]>[+]
o[ Email ]>] Message Quarantine ]>[
Policy, Virus, and Outbreak Quarantines ]
o[ Add Policy Quarantine ]
2
. 1
[ Free

up space by applying default action on messages upon space overflow ]

. [ Release ]

Async0S 14.1 for Cisco Secure Email and Web Manager




Modify
Subject
Note ASCII RFC
2047
[X-Header Add X-Header
X-Header ]
Name = Inappropriate-release-early
Value = True
Strip
Attachments
Local
Users
Externally Authenticated
Users
Custom User Roles
What to do next
[ Message Filters ] ,onpage 194 [ Content
Filters ] , 0n page 196

Async0S 14.1 for Cisco Secure Email and Web Manager

"



. E
DLP
DLP
E
E
Note .
. , 0n page 406
[ Email 1> M essageQuarantine ]
> Policy, Virus, and Outbreak Quarantines |
Web [ Quarantine 1>
Other Quarantine ]>[ View ]
Web [ Email ]>][
Message Quarantine ]>[ Policy,
Virus, and Outbreak Quarantines ]
DLP DMARC
E
1 Web [ Quarantine ]1>[
Other Quarantine ]>[ View ]

2 Web

. Async0S 14.1 for Cisco Secure Email and Web Manager



Email ]>][ Message Quarantine ]>][
Policy, Virus, and Outbreak Quarantines ]

[ / /DLP
Associated Message Filters/Content Filters/DLP Message Actions ]

, 0n page 410

,on

page 407

Web
Web

[ Management Appliance ]>|[
Centralized Services ]>[
Palicy, Virus,and

Outbreak Quarantines |

, 0n page 637

Async0S 14.1 for Cisco Secure Email and Web Manager .




Web [
Quarnatine ]>[ Other Quarantine ]

[ Email ]>]
Quarantine ]>[
Policy, Virus, and Outbreak Quarantines ]

M essage

[ Quarantines ]
Web
Web
[ Management Appliance 1>
Centralized Services  ]>[
System Status ]
Web [
Quarantines Quarantine 1> Other

Quarantine 1> View ]
[ Email ]>] M essage

Quarantine ]>[
Policy, Virus, and Outbreak Quarantines ]

Web
Web

[ Management Appliance ]>[
Centralized Services ]>[
System Status ]

. Async0S 14.1 for Cisco Secure Email and Web Manager




Web [
Quarantines Quarantine ]>[ Other
Quarantine 1> View ]
[ Email ]>] Message

Quarantine ]>][
Policy, Virus, and Outbreak Quarantines ]

CPU Web
Web
[ Management Appliance 1>
Centralized Services  ]>[
System Status ] [
System Information ]
Web [
Quarantine ]>] Other Quarantine ]
> View ]
[ Email ]>][ Message

Quarantine 1>
Policy, Virus, and Outbreak Quarantines ]

Web
Web

[ Email ]>] M essage
Quarantine ]>[
Policy, Virus, and Outbreak Quarantines ]

Async0S 14.1 for Cisco Secure Email and Web Manager




, on page 410

75% 85% 95%

75%

AsyncOS

Info: MID 482 quarantined to "Policy" (message filter:policy_violation)

Info: MID 483 released from quarantine "Policy" (queue full)

Info: MID 484 deleted from quarantine "Anti-Virus" (expired)

Info: MID 483 released from all quarantines

Info: MID 484 deleted from all quarantines

ID MID
MID by

Info: MID 483 rewritten to 513 by Policy Quarantine

. Confidential Material

. Async0S 14.1 for Cisco Secure Email and Web Manager



, 0N page 415
. , 0N page 515
* Technicians
Quarantine ]
, 0n page 404
. , 0N page 416

Async0S 14.1 for Cisco Secure Email and Web Manager

GUI CLI

DLP

, 0N page 417

"



, 0N page 418

, 0n page 420
, 0N page 420
, 0N page 423
, 0N page 423

Web [ Quarantine ]>
[ Other Quarantine ]>[ View ]
[ Email ]>][ Message Quarantine ]
> Policy, Virus,
and Outbreak Quarantines ]

[ Messages ]
Web [ Quarantine ]1>[
Other Quarantine ]1>[ View ]
[ Email 1> Message Quarantine ]
>[ Policy, Virus,
and Outbreak Quarantines ]
[ Messages ]
[ Manage by Rule Summary ] ,on
page 424 , 0N page 424 Web
[ Previous ] [ Next ]
[<<] [>>]

Web

[ In other quarantines ]

. Async0S 14.1 for Cisco Secure Email and Web Manager




[ Close ]
, 0N page 421
. , On page 417
2 ASCII
[ Policy Quarantine ] ASCII
Note .
1 Web [ Quarantine ]>][ Other Quarantine ]>[
Search ]
2 Web
Tip Web
[

Rule Summary ]

3 Email ]>] Message Quarantine ] >[
Policy, Virus, and Outbreak Quarantines ]

4 | Search Across Quarantines ]

Async0S 14.1 for Cisco Secure Email and Web Manager .




Tip

[ Manage by Rule
Summary ]
5
o[ Envelope Sender ] [ Envelope Recipient ]
. [
Envelope Recipient ] [ Subject ] [
Envelope Recipient ] [ Subject ]
What to do next
, 0N page 418
, 0N page 418
[ Modify ]
[ Message Actions ]

. Async0S 14.1 for Cisco Secure Email and Web Manager



o[ Email ]1>[ MessageQuarantine ]>[
Policy, Virus, and Outbreak Quarantines |
Web [ Quarantine ]>] Other Quarantine ]
> View ]
E
AsyncOS Outbreak

Filters [ Manage by Rule Summary ]

. , 0N page 419

. , 0n page 419

. , 0n page 420

. , on page 407

Administrators

[ SendCopyTo ]
[ Submit ]

Async0S 14.1 for Cisco Secure Email and Web Manager .




[ In other quarantines ]
[ Yes ]
1
. GUI
[ Quarantined Message ]
[ Quarantined Message ] [ Quarantine Details ]
[ Message Details ] 2

. Async0S 14.1 for Cisco Secure Email and Web Manager



[ Quarantined Message ]
Encrypt on Delivery
[ Message Details ]
100K
100 K
[ Message Details ] [
Message Parts ] [message body]
Note | Message Details ] 25 MB
[ Message
Tracking ]
Note Outbreak , on page 423
. , 0N page 421
. , 0N page 422
Attachment Content Message Body Attachment Message
Attachment
DLP
$MatchedContent

Async0S 14.1 for Cisco Secure Email and Web Manager




DLP

GUI GUI
GUI
Figure 5: Policy
[ Message Parts ] [ Matched Content ]
AsyncOS
[ Message Parts ] [ message body ]
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. AMP

Virus

2 Virus

Outbreak Outbreak
Outbreak Outbreak
E
Outbreak Filters

Rule Summary ]

GUI
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. , 0N page 424

. , 0N page 424

. , 0N page 424
[ Rule Summary ] Web

[ Rule Summary ]
ID
AsyncOS
Filters Outbreak Quarantine and the Manage by Rule Summary View
Manage by Rule Summary ]
Outbreak [ Manage by Rule Summary ]
[ Manage by Rule Summary ]

Release Delete Delay Exit

E
Filters [ Manage by Rule Summary ]

. Async0S 14.1 for Cisco Secure Email and Web Manager



DLP , 0N page
425

, 0N page 425

DLP

DLP

, 0N page 404

, 0N page 423

Async0S 14.1 for Cisco Secure Email and Web Manager .
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Web

. , 0N page 427
. , 0N page 428
« Configuration Master Web
, 0N page 428
. , 0N page 433
. , 0N page 445
* Web , 0N page 446
. , 0N page 452
. 453
* Web 458
*« URL , 0N page 462
* Application Visibility and Control AVC , 0N page 463
. , 0N page 464

Cisco Secure Email and Web Manager

* Web Web

Web 2
« Configuration Master

* \Web

Async0S 14.1 for Cisco Secure Email and Web Manager .




Secure Email and Web Manager

Web

Web [Web

Web Security Manager ]
URL

L4 L4TM
Configuration Master

Configuration Master

AsyncOS for Web Security

Configuration Master

Web
SOCKS

SOCKS Web

Cisco Identity Services Engine ISE
Web
Cisco ldentity Services Engine

Cisco Secure Email and Web Manager

FIPS /
DNS Web Cache Communication
Protocol WCCP
NTP

L4 L4ATM

Web

AsyncOS for Cisco Web Security
Appliances

Configuration Master

Web
Configuration Master
Configuration Master

Web
11.7

. Async0S 14.1 for Cisco Secure Email and Web Manager

Web

Configuration Master
Configuration Master
Configuration Master

AsyncOS

Configuration Master 11.7 2




| Web

Configuration Master Web .
Configuration Master Configuration Master
Web Security Appliances Configuration Master
Configuration Master Configuration Master
— Configuration Master
,on
page 431
Web — Configuration Master
,0n page
432

Async0S 14.1 for Cisco Secure Email and Web Manager

"



Web

. Configuration Master Web
Web Web —
3
Web Web Web
4
Web AsyncOS for Cisco
Web Web Security Appliances User
Guide Saving and
Loading the Appliance
Configuration
5
, 0n page 432
Configuration Master
6 , On page 433
Configuration Master Configuration Master
7 , on page 436
Configuration Master Configuration Master
8
onpage 437
Web Web Security Appliances
9 Configuration Master
, 0N page 433

. Async0S 14.1 for Cisco Secure Email and Web Manager



| Web

Configuration Master .
URL , 0N page
10 Web 438
Configuration Master
Web
11 , on page 442
Configuration Master :
12 on page 446
Web
Configuration Master URL
13 URL , 0N page
462
Configuration Master
Important  AysncOS 12.0 Configuration Master

11.7

Configuration Master

Configuration Master
Configuration Master 9.1

Configuration Master

Configuration Master

10.0 Configuration Master

Configuration Master

Configuration Master 11.5

ID
Web

Async0S 14.1 for Cisco Secure Email and Web Manager .




Weh |
Configuration Master

Note Web
[ Network 1>[ Authentication ]
[ Realm Names ]
Configuration Master
AsyncOS for Web Security Web
Configuration Master AsyncOS for Web Security

AsyncOS for Web Security

http:/Avw.cisco.com/clen/us/support/security/content-security-management-appliance/products-release-notes-list. html

Note Web
AsyncOS
Web
Web

[Web
Web Appliance Status Details ]

1 [ Management Appliance 1>
Centralized Services 1> Centralized Configuration Manager ]
2 Enable ]
[ Accept ]
4

. Async0S 14.1 for Cisco Secure Email and Web Manager


http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-release-notes-list.html.

| Web

« Configuration Master , on page 433
* Web , 0N page 439
. , 0N page 438

Configuration Master

[ Initialize ]
, 0N page 438

1 [ Web 1> Utilities 1>

Configuration Masters ]
2 | Options ] [ Initialize ]
3 [Configuration Master Initialize Configuration Master ]

. Configuration Master Configuration Master

[Configuration Master Copy Configuration Master ]
Configuration Master

. [ Use default settings ]

4 [ Initialize ]
Configuration Master

5 Configuration Master

Web Security Appliances  Configuration Master

Web Configuration Master
Configuration Master , 0n page 432

Configuration Master

Web Web Security Appliances
Master

Configuration
, 0n page 434

Async0S 14.1 for Cisco Secure Email and Web Manager




Web |
. Web Security Appliances Configuration Master

Web Configuration Master ~ Web
, 0n page 435

Configuration Master

Configuration Master , 0n page 436

Web Security Appliances Configuration Master
Web

Before you begin

e Web Configuration Master
Configuration Master ,on page 432

. Web

GLIILH KHOOPDQ JURXS VKD GLIILH KHOOPDQ JURXS VKD

* Cipher Algorithms:
GHV FEF EORZILVK FEF

Web CLlI VVKFRQILJ
VVKG
1 [ Management Appliance ]>[
Centralized Services ]>[ Security Appliances ]
[Web Add Web Appliance ]
[ Appliance Name ] [P IP Address ] Web
IP
Note [p IP Address ] DNS [ Submit ]
IP

4  Centralized Configuration Manager
5 Establish Connection ]
6 [

Establish Connection ]

. Async0S 14.1 for Cisco Secure Email and Web Manager



| Web

Configuration Master Web .
Note
SSH Security
Management Appliance
1 Success
8 Configuration Master
Note Configuration Master Web
Web Configuration
Master
9
10 Web Security Appliance
Configuration Master Web
Web
Web
Before you begin
Web Configuration Master
Configuration Master , 0N page
432
1 [ Web 1> Utilities 1>[
Configuration Masters ]
Note Configuration Master [ Disabled ] [
Web 1>[ Utilities ]1>[ Security Services Display ]
[ Edit Display Settings ]
Configuration Master
, 0N page 444
2 | Security Appliances ]
3 Web
4 Configuration Master
[Web] > [ Utilities 1> Configuration Masters ] Configuration Master

Async0S 14.1 for Cisco Secure Email and Web Manager




Weh |
Configuration Master

Configuration Master

1 [ Web 1> Utilities ]>[
Configuration Masters ]
Configuration Master [ Disabled ]
[ Web ]1>] Utilities 1> Security Services
Display ] [ Edit Display Settings ]
Configuration Master
444
2 [ Configuration Master New Configuration Master ] [ New ]
3 Configuration Master 11 5 _new
4 Configuration Master
5 [ Select Configuration Source ] [
Configuration Master ]
6 [ Submit ]
Configuration Master
Web Configuration Master
Configuration Master 432
Web
Configuration Master Web
1 [ Web 1> Utilities 1>[
Configuration Masters ]
Configuration Master [ Disabled ] [
Web 1>[ Utilities ]1>[ Security Services Display ]
[ Edit Display Settings ]

Configuration Master
444

. Async0S 14.1 for Cisco Secure Email and Web Manager



| Web

2 | Security Appliances ]
[ Security Appliances ] [
Appliances 1> [ Centralized Services ]>]
Appliances ] Web
Master Web

Master  AsyncOS

Configuration Master

Configuration Master

1
Configuration Masters ]
Configuration Master [
Web 1>[
[
Configuration Master
444

2 Configuration Master
Web

3

Configuration Master

Configuration Master

Configuration Masters ]
2 Configuration Master

Configuration Master .

Management

Security
Configuration
Configuration

436 Configuration Master
[ Web 1> Utilities ]>[
Disabled ] [
Utilities ]>[ Security Services Display ]

Edit Display Settings ]

Configuration Master

[ Web 1>

[ Edit ]

Configuration Master

Async0S 14.1 for Cisco Secure Email and Web Manager

Utilities 1>

Configuration Master




Web |

[ Configuration Master ] Configuration
Master

Configuration Master

Configuration Master

IF
AsyncQS for Security Management
Configuration Master ,0n page 438
Configuration Master
Configuration
Master
Web Web
Web Configuration
Master
Configuration Master Web
, 0N page
428
Web
,onpage439

Configuration Master Web

, 0N page 440
URL
Web Configuration Master
Configuration Master Web
, 0N page 440
Configuration Master
Configuration Master Configuration Master
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| Web

Web .

1 [ Web 1>[ Utilities ]>[
Configuration Masters ]
2 | Options ] [ Import Configuration ]
3 [ Select Configuration Source ] [ Configuration Master ]
4
5 [ Import ]
What to do next
Custom Web User , 0n page 524
Web
Web

Before you begin

Configuration Master

Configuration Master , 0n page 432
Caution Web
Web
[ Security Services
Display ]
Note URL

1 Web
2 [ Web 1> Utilities 1>

Configuration Masters ]
3 [ Options ] [ Import Configuration ]

Async0S 14.1 for Cisco Secure Email and Web Manager .




Web |
. Configuration Master Web
4 | Select Configuration ] [Web Web Configuration
File ]
5 [ New Master Defaults ] [ Browse ]
Web
6 [ Import File ]
7] Import ]
Configuration Master Web
Configuration Master
« ID/ * Cisco * SOCKS
SOCKS Policies
» SaaS
. - . . URL
. Decryption Policies
. Outbound )
Malware
° Scanning .
* Web . ‘L4
Note Web L4 Traffic
Monitor
Web
Web
. Overall
Bandwidth Limits
[Web] > [ Configuration Master ]
<version> > <feature>
SMA ,onpage 441
Web
Web
AsyncOS
AsyncOS for Cisco Web Security Appliances User Guide
Configuration Master , 0N page 432 Web

Web

https://www.cisco.com/c/en/us/support/

security/web-security-appliance/products-user-guide-list.html
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https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-guide-list.html

| Web

SMA B

SMA
Web
Table 73: Configuration Master ~ Web Security Appliance
Details
[Web] >[ Utilities 1>[ Security Services
Display ]
, 0N page 442
ID Identities / « Configuration Master 1D/ , 0N page
Identification Profiles 442
. ID Web
1D/ [ Identify
Users Transparently ]
Cisco ldentity Services Engine SGT Web
ISE 5 ISE
SGT [Web]>[ Utilities ]
> [Web Web Appliance Status ] ISE
Web [
Refresh Data ]
WSA ISE 1
ISE ISE
[ Access [ Policy Member Definition ] [ID
Policies 1>[ Edit| Identities /[ Identification Profiles and Users ]
Group ]
[ Edit Group ]
500
[ Directory ] [ Add ]
[ Authorized Groups ]
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. Configuration Master 1D/

Web |

Details
[ Access
Policies ]>[Web
Web
Reputation and Anti-Malware
Settings ]
SaaS Saas Policies [ SaaS
Prompt SaaS users who have been discovered by transparent user
identification ] ID
Web
Configuration Master 1D/
ID/
Web Web
1
1 ID/
ID/
ID/ ID/
ID/
ID/
defaultallow with auth
default deny ID/
Configuration Master
. , 0N page 443
. , 0N page 444
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| Web

Note Web
Web
Note Web
1 [Web] > [ Utilities ]>[Web
Web Appliance Status ]
2 Web
3 [ Security Services ]
4
5 [ Services ]
[Web Web Appliance Service ] [
? Is Service Displayed on Management Appliance? ]
o[ Enable ]=] Yes ]
o[ Disabled ] [ Not Configured ]1=[ No ] [ Disabled ]
*N/A= Configuration Master
What to do next
« Configuration Master ,on page 444
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» Web Security Appliance

Web

AsyncOS for Cisco Web Security Appliances User Guide

Configuration Master

Before you begin

, 0N page 443
1 [ Web 1>] Utilities ]>[
Security Services Display ]
2 Edit Settings |
[ Edit Security Services Display ] Configuration Master
[ N/A ] Configuration Master
Note Web Web Web
Web Web
3 Configuration Master
Configuration Master , On page 445
4 Yes ]
Configuration Master
* HTTPS HTTPS
. Web
5 [ Submit ] Web
GUI
[ Continue ]

. Async0S 14.1 for Cisco Secure Email and Web Manager



| Web

6 [

Configuration Master .
Security Services Display ] [
Yes ]
What to do next
, 0N page 443
. Web
Configuration Master
Configuration Master
1 Configuration Master
Note  Configuration Master [
Configuration Master ] GUI Configuration
Master Configuration Master
Web
[ Web ]>] Utilities ]>[
Security Services Display ]
Edit Settings |
Configuration Master

Configuration Master

Configuration Master

on page 432
« Configuration Master , on page 433
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» Web Security Appliances

Web

« Configuration Master

Configuration Master

Configuration Master
Web

« Configuration Master
« Configuration Master
« Configuration Master

Configuration Master

Configuration Master

Configuration Master

Web

Configuration Master

, 0N page 446
, 0n page 450

, 0N page 446
, 0N page 448
, 0N page 449
Configuration Master

Configuration Master

, 0N page 428

. Web AsyncOS
Master SMA

. Configuration Master

, 0N page 428
« Configuration Master
Web

443 ,onpage 444
Configuration Master Web

. Async0S 14.1 for Cisco Secure Email and Web Manager

Web

, 0N page 433

Configuration Master

, on page 450

Web

Configuration

Configuration Master

, 0N page

,onpage453



| Web

Configuration Master .

. Web
AsyncOS for Cisco Web Security Appliances User
Guide
* Web Web
Web Web
« 1D/
. Web AsyncOS
Configuration Master
« Configuration Master ID
Web [ID Identity /[
Identification Profile ] [SaaS SaaS Policy ]
1D
o [ID Identity 1/ Identification Profiles ]
ID [ Require Authentication ]
* [SaaS SaaS Policies ] ID
SaaS
* RSA Web
DLP

The Security Services display settings configured for Configuration Master <version>do not
currently reflect the state of one or more Security Services on Web Appliances associated with this
publish request. The affected appliancesare: < WSAApplianceNames”. Thismay indicate a
misconfiguration of the Security Servicesdisplay settingsfor thisparticular Configuration M aster.
GototheWeb Appliance Status pagefor each appliance providesa detailed view to troubleshooting
thisissue. Do you want to continue publishing the configur ation now?

RSA Web

DLP
DLP Web [ DLP External

DLP ]
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Web
. Configuration Master

Configuration Master 1D/ Web Security Appliance 1D/

Kerberos NTLMSSP Basic

Kerberos NTLMSSP NTLMSSP

Kerberos NTLMSSP Basic NTLMSSP Basic
Web

Configuration Master
Configuration Master

Note Configuration Master

Configuration Master

Before you begin

Configuration Master , 0N page 446
1 [ Web 1> Utilities ]>[Web
Publish to Web Appliances ]
2 | Publish Configuration Now ]
3 [ System-generated job name ]
80
4 Configuration Master
Note Configuration Master Web
Web Configuration
Master
5 Configuration Master Web Configuration Master

All assigned appliances ]
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| Web

Configuration Master .
[ Selectappliancesinlist ] Configuration Master
6 [ Publish ]
[ PublishinProgress ]
Note [ Web 1> Utilities ]>[Web
Publish to Web Appliances ] [ PublishinProgress ]
[ Check Progress ]
What to do next
,onpage 453
Configuration Master
Before you begin
Configuration Master , 0N page 446
1 [ Web 1> Utilities ]>[Web
Publish to Web Appliances ]
2 | Schedule aJob ]
[ System-generated job name ]
80
4 Configuration Master
5 Configuration Master
6 Configuration Master Web Configuration Master
[
All assigned appliances ]
[ Selectappliancesinlist ] Configuration Master
7] Submit ]
8 [ Web 1> Utilities ]>[Web

Publish to Web Appliances ]
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Weh |
Configuration Master

Note

What to do next

,onpage 453

Configuration Master

Note  Configuration Master , 0N page 446

CLI Configuration Master

publishconfig config_master [--job_namé [--host_list| host_ig

config_master Configuration Master
job_name
host_list Web IP
Configuration Master
host_ip IP
publishconfig smad _logs [
Web 1> Utilities ]>[Web Web Appliance
Status ] GUI
Web
[ Web ]>] Utilities ]>[ Publish ]
>[ Publish History ] [ Publish History ]
XML
Web
on page 428

. Async0S 14.1 for Cisco Secure Email and Web Manager
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[ Publish Configuration Now ] .
. [ Publish Configuration Now ], on page 451
. [ Publish Later ], on page 451
[ Publish Configuration Now ]
Before you begin
. AsyncOS

http:/Amww.cisco.comiclen/us/support/security/content-security-management-appliance/products-release-notes-listhtml

. Web Web

AsyncOS for Cisco Web Security Appliances User Guide

1 Web

Web
AsyncQS for Cisco Web Security Appliances User Guide

2 [ Web ]>[ Utilities ]>[Web
Publish to Web Appliances ]
3 [ Publish Configuration Now ]
[ System-generated job name ]
80
5 [ Configuration Master to Publish ] [ Advanced file
options ]
6 [ Browse ] 1
7 [Web Web Appliances ] [
Selectappliancesinlist ] [ All assigned to Master ]
8 [ Publish ]
[ Publish Later ]

Before you begin

. AsyncOS

http:/Amww.cisco.comiclen/us/support/security/content-security-management-appliance/products-release-notes-listhtm

Async0S 14.1 for Cisco Secure Email and Web Manager .


http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-release-notes-list.html
http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-release-notes-list.html

Web |

. Web Web
AsyncOS for Cisco Web Security Appliances User Guide

1 Web

Web
AsyncOS for Cisco Web Security Appliances User Guide

2 [ Web ]>[ Utilities > [Web
Publish to Web Appliances ]
3 [ ScheduleaJob ]
[ System-generated job name ]
80
5
6 [ Configuration Master to Publish ] [ Advanced file
options ] [ Browse ] 1
7 [Web Web Appliances ] [
Selectappliancesinlist ] [ Allassigned to Master ]
8 [ Publish ]
[ Web ]1>[ Utilities ]>[Web
Publish to Web Appliances ]
[ Pending Jobs ]
[ Web 1> Utilities ]>[Web
Web Appliance Status ]
[ Last Published Configuration ]
[ Web 1> Utilities ]>[Web
Publish to Web Appliances ]
[ Publishing Progress ]
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1 [ Web 1>] Utilities ]1>[ Publish
History ]
2 [ Job Name ]
3
. [ Details ]
[Web Web Appliance Publish Details ]
[ Web ]>[ Utilities ]>[Web Web ApplianceStatus ]

SMA Web
WSA WSA
* Web 453
* WSA 456
. 457

Web
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Web |

. 454

. Web
454

. Web

. Web

CLI

DSSOLDQFHFRQIHUYLFHY @! (QDEOH
&HQWUDOBI® DG H

1 [ Management Appliance ]
[ Centralized Services ]>[ Centralized Upgrade
Manager ]
2 Edit Settings |
3 Enable ]
4
Web
WSA
Web
1 [ Management Appliance ]
[ Centralized Services ]>[ Security Appliances ]

. Async0S 14.1 for Cisco Secure Email and Web Manager
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Web

2 Web
a) [Web Add Web Appliance ]
b) [ Appliance Name ] [IP IP Address ]
Web
[IP IP Address ] DNS
Submit ] IP
c) | Centralized Upgrades ]
d [ Establish Connection ]
e)

f)

9)

a)

b)

c)

Establish Connection ]

Management Appliance

Success

[Test Connection]

[ Submit ]

WSA

Web

[WSA

Centralized Upgrades ]

[ Submit ]

SSH
Web
WSA
[Web
Edit Web Security Appliance Settings ]
WSA Centralized Services ] [
WSA
26

Async0S 14.1 for Cisco Secure Email and Web Manager

Security




Web |

B wsa
1 [Web] [ Utilities ]>]
Centralized Upgrade ]
2 | Centralized Upgrade ] [ Upgrade
Appliances ]
WSA
3 Web
4 [ Download Wizard ] [
Download and Install Wizard ]
WSA
WSA
5 [ Fetch Upgrades ] WSA
WSA [ Status ]
Completed Fetching Available Upgrades
[ Next ]
6 [ Available Upgrades ] WSA
5 [ Next ]
1 [ Upgrade Selection ] WSA
WSA [
Next ]
8 [ Summary ] WSA
[ Next ]
9 WSA [ Review ] WSA
[ Begin Download ]
WSA
[ Centralized Upgrade ]
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o[ Download Wizard ]-
[Web] > [ Utilities 1>[
Centralized Upgrade ]
[ Centralized Upgrade ]
WSA [
Centralized Upgrade ]
WSA
WSA
1 WSA [
Install Wizard ]
WSA WSA
457
o[ Download and Install Wizard ] -
457 2
WSA
1 WSA [
Centralized Upgrade ] [ Install Wizard ]
a) [ Centralized Upgrade ] [ AsyncOS
Web Web Appliances with Downloaded AsyncOS Versions ] WSA
[Web] > [ Utilities 1> Centralized
Upgrade ]
b) [ Install Wizard ]
[ Upgrade Preparation ] WSA

Async0S 14.1 for Cisco Secure Email and Web Manager .




. Web

Web

« WSA FRQILIXUDWLRQ
[ configuration Save the current
configuration to the configuration directory before upgrading ]
o[ Save current configuration ] [
Mask passphrases in the configuration file ]
[ Load
Configuration ]
o[ Save current configuration ] [
Email fileto ] 1
3 [Next]
4 | Upgrade Summary ] WSA
[ Next ]
5 Review ] WSA
[
Begin Install ] WSA
[ Centralized Upgrade ]
WSA
WSA
WSA [
System Administration ]>[ System Upgrade ] [
Install ] Cisco Web Security
Appliances AsyncOS
Web
* Web 459
. Web 459
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| Web

Web .

» Web 459
Web
[ Web ]>] Utilities ]>[Web Web
Appliance Status ] Web
[Web Web Appliance Status ] Web
IP AsyncOS
1
Web
[ Appliance Status ]
[Web Web Appliance Status ] Web
Web
Note
Note  \Web Acceptable Use Control Engine
Web
[ N/A ]
Web
Web
. AsyncOS
AsyncOS
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Web |

Web [ System Health ]

* Web
. Acceptable Use Controls Engine
* Web AnyConnect
. Web Cisco ldentity Services Engine ISE
* Web

HTTP

ID

Tip  Web [Web
Web Appliance Status ]
[ RefreshData ]

Web [ System Health ]

[ Monitoring ]>] System Health ]
Web

[ System Health ]
AsyncOS 14.0

[ Date ] [ Yesterday ] [ CustomRange ]
[ Custom Range ]
1
AsyncOS Web
[ Proxy Name ]
[ Proxy Name ]

Cisco Secure Manager
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Web [ System Health ]
o[ Proxy Name ] Web
o[ Hardware ]
[ Hardware ]
[ Go To Appliance ]
o[ Services ]
[ System ]
[ Go To Appliance ]
o[ RPS PeakRPS ] 1
o[ RPS Peak Decrypted RPS ]
RPS
o[ Peak Client Connections ]
o[ Peak Server Connections ]
AsyncOS 14.0 Web 1
Web [
Monitoring ]>[ SystemHealth ]
* AsyncOS 14.1.0 WSA
Web

* AsyncOS 14.1.0 Web

. API Trailblazer
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B v

. API

Web Manager

Web

Trailblazer
Cisco Secure Email and

. API Trailblazer
Web URL
Web Usage Controls WUC URL
Web URL Cisco
Web
« URL , 0N page 462
« URL , 0N page 462
. , 0N page 463
* URL ID/ , 0N page
463
URL Configuration Master
URL , 0n page 753
AsyncOS for Cisco Web Security Appliances User Guide URL
Filters Managing Updates to the Set of URL Categories
URL Category Descriptions
URL Cisco Secure Email and Web Manager
URL
Cisco
, 0N page 753
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URL [ Management Appliance ]>[

System Administration ]>][ Alerts ]

[ System ]
, 0N page 610
URL URL
Web
AsyncOS for Cisco Web Security Appliances User Guide URL Filters
Choosing Default Settings for New and Changed Categories Web
URL 2
URL URL
ID/

AsyncOS for Cisco Web Security Appliances User Guide
Responding to Alerts about URL Category Set Updates

Application Visibility and Control AVC

SMA Web AVC

Async0S 14.1 for Cisco Secure Email and Web Manager .




Reputation and Anti-Malware Settings ]

Configuration Master [ Access Policies ]> [Web
Web Reputation and Anti-Malware Settings ]

. Async0S 14.1 for Cisco Secure Email and Web Manager

Web |
H
o[ Configuration Master ]>[ID Identities ]/[ Identification
Profiles 1 [ Groups ] , 0N page 464
o[ Configuration Master 1> Access Policies ] >[Web
Web Reputation and Anti-Malware Settings ]
, 0N page 464
, 0N page 465
[ Configuration Master ]>[ID Identities 1/
Identification Profiles ] [ Groups |
[ Web ]1>[ Configuration Master ]>[ID Identities ]/[
Identification Profiles ] [
Selected groups and Users ] [ Groups ]
Web [ Network ]>[
Authentication ] WSA
WSA
Tip WSA [ Web 1>] Utilities ]>
[Web Web Appliance Status ]
[ Configuration Master ]>| Access
Policies ]>[Web Web

Web



| Web

[ Configuration Master ] .
Web
[ Web 1> Utilities 1>
Security Services Display ] Adaptive Security Configuration Master

ConfigurationMaster ]

Configuration Master 11.8 Configuration Master
Web WSA_Sandbox

Configuration Master 11.8
Web
Configuration Master

GUI

[ Web 1> Utilities ]>[Web Web
Appliance Status ]

* [Web Web Appliance Service ] [
? Is Service Displayed on Management Appliance? ]

« Configuration Master Web AsyncOS
Configuration Master
Web Web

Configuration Master
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Web

[Web Web Appliance
Status Details ]
. , 0N page 453
. , 0N page 443
. , 0N page 444
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. , 0N page 467
. Web
468
. , 0N page 469
. , 0N page 471
. , 0N page 472
. , 0n page 473
. 475
. , 0N page 475
. TCP/IP , on page 475
. 475
[ System Status ] Secure Email
and Web Manager
, 0N page 663
[ System Status ] [
Management Appliance ]>] Centralized Services ]>[
System Status ]
[ System Information ]
[ Centralized Services ] [

Security Appliance Data Transfer Status ]

Async0S 14.1 for Cisco Secure Email and Web Manager




Web
* CPU
. AsyncOS
. , 0N page 469
* CPU , on page 470
Web
Web
Web [
[ Email Feature Status ]
View Appliances ]
Web
Web [
[ File Analysis ]
Cisco E
Web
[ Service Status ]

Web
68

Async0S 14.1 for Cisco Secure Email and Web Manager

CPU

, 0n page 471

Secure Email and Web Manager

Service Status ]

26

Service Status ]

Centralized Message Tracking

Cisco



Web
333
. Web 357
. 384
. 381
. Web 367
Web
400
Web
367
. , 0N page 469
* CPU , on page 470
Web

Note

Async0S 14.1 for Cisco Secure Email and Web Manager .




B cu

1 Web [ Product ]
[ Email ] [ Service Status ]
2 [ Management Appliance ]>[
Centralized Services ]>[ System Status ]
3 [ Centralized Services ]
a) [ Centralized Reporting ] [E Email Security ]
b) Centralized Message Tracking
c [ Centralized Reporting ] [Web Web Security ]
4
CPU
1 Web [ Product ]
[ Email ] [ Service Status ]
2 | Management Appliance ]>[ Centralized Services ]1>[
System Status ]
3 [ System Information ] [CPU CPU Utilization ]
[CPU CPU Utilization ]
CPU
[ Reporting Service ]
[ Quarantine Services ]
[
Security Management Appliance ]
4
CPU
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[ Security Appliance Data Transfer

Status ]

[ Security Appliance Data
Transfer Status ] 10

10 [ Items
Displayed ]
Note | System Status | [ Services ]
[

Security Appliance Data Transfer Status ]

[ System Status ] [
Security Appliance Data Transfer Status ]

[

Data Transfer Status ]
[ Appliance_Name Data Transfer Status: Appliance_Name ]
E

o[ Notenabled ] E

o[ Never connected ] E

E
o[ Waiting fordata ] E
o[ Connected and transferreddata ] E

Async0S 14.1 for Cisco Secure Email and Web Manager .




data ]

Filetransferfailure ] E

Not enabled ] Web

Never connected ] Web
Web

Waiting for data ] Web

Connected and transferred data ] Web

Configuration push failure ]
Web

Configuration push pending ]
Web

Configuration pushsuccess ]
Web

[ Never connected ] [
Waiting for data ]

Connected and transferred data ]

[ File transfer failure ]

[ Connected and transferred

. Async0S 14.1 for Cisco Secure Email and Web Manager



Web

Web
. Web
Product ] [ Email ]
Service Status ]
. [
[ Centralized Services 1> [
[ Centralized Service Status ]
Security Appliances ]
Connection Established? ]
. , 0N page 26
Web
, 0N page 459
473
E
[ Email 1>
Reporting Data Availability ]
[ Reporting Data Availability ]

E

Async0S 14.1 for Cisco Secure Email and Web Manager

Management Appliance ] >
System Status ]

, On page 403

Web

, 0N page

Reporting 1>




. Web

E
100%
Web
Web
[ Web 1> Reporting ]>]
Data Availability ]
[ Data Availability ]
Web
Note | Web Web Reporting Data Availability ] Web Reporting
Email Reporting Web Reporting
Web
Web Security Appliance
Web
100%
URL
Some data in this time range was unavailable.
Web [ Data Availability ]
[ Data Availability ] , 0N page 263
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[ Email ]>[
Message Tracking ]>[ Message
Tracking Data Availability ]
Web Security Appliance
Web [ System Capacity ] ,on
page 261
E [ System Capacity ] ,on
page 123
TCP/IP
tcpservices
SMA
IP

Async0S 14.1 for Cisco Secure Email and Web Manager .
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12

. , 0N page 477
. LDAP , 0N page 478
* LDAP , 0N page 478
* LDAP , 0n page 481
. , 0N page 486
. , 0N page 488
¢ AsyncOS LDAP , 0N page 489
« LDAP , 0N page 492
LDAP Microsoft Active Directory SunONE Directory Server  OpenLDAP
LDAP
Web Ul LDAP
AsyncOS
LDAP , 0N page 478

. Cisco Secure Email and Web Manager

LDAP , 0N page 492

Async0S 14.1 for Cisco Secure Email and Web Manager .




LDAP

B LDAP
Cisco LDAP
1 LDAP
AsyncOS LDAP
. DN Base DN
LDAP , 0N page 478
LDAP AsyncOS LDAP
AsyncOS LDAP , 0N page 489
2 LDAP
LDAP
LDAP
LDAP , 0N page 481
3 LDAP
LDAP
LDAP AsyncOS LDAP

LDAP
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LDAP B
1 Web
Web
2 | Management Appliance ]>[ System Administration ] > [LDAP]
3 [LDAP Add LDAP Server Profile ]
[LDAP LDAP Server Profile Name ]
5 [ Host Name(s) ] LDAP
LDAP
AsyncOS
LDAP , 0N page 489
6
Note IP ID LDAP
LDAP IP
[ UsePassphrase |
[ User Mail Summary ]
17 LDAP [Active Directory] [OpenLDAP] [ Unknown or Other ]
8
Active Directory
9 LDAP DN
DN MRH#H[DPSOH FRP
XLG MRRX PDUNHWG®JH[DPSOGH FRP
o[ - LDAP LDAP Optional -

Only if "Validate LDAP Server Certificate" is enabled in LDAP Global Settings ]

. CLI  certconfig> CERTAUTHORITY [
-LDAP LDAP FQDN SSL
Optional - Only if "Validate LDAP Server Certificate" is enabled in LDAP Global Settings and
FQDN validation enabled in SSL Configuration settings ] [Common Name

Async0S 14.1 for Cisco Secure Email and Web Manager .



B we

10
1"
12
13

14

15

16

17

LDAP |

] [SAN:DNS Name SAN DNS ] FQDN
o[ - LDAP LDAP Optional -
Only if "Validate LDAP Server Certificate" is enabled in LDAP Global Settings ] [Common
Name ] [SAN: DNS Name SAN DNS ]
[ Hostname ] IP

Reverse DNS

[ Advanced ] LDAP SSL
LDAP
LDAP 10 3
AsyncOS 10
30 , 0n page 491
Note LDAP LDAP
LDAP 20
30
[ TestServer(s) ]
LDAP [
Connection Status ] LDAP , 0N page
481
[ Designate
as the active query ] LDAP , 0N page
481
[ Test Query ]
[ Run Test ] [
Connection Status ]
[ Update ]
Note LDAP
Active Directory Windows 2000 TLS Active
Directory Active Directory Windows 2003  TLS

Async0S 14.1 for Cisco Secure Email and Web Manager
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LDAP B
Note 1
1
[LDAP / Add/Edit LDAP Server Profile ]
Test Server(s) ] CLI  Idapconfig test
LDAP
LDAP
, 0N page 482
, 0N page 484
LDAP
Designate as the active query ]
1
1
[ Management Appliance 1> System
Administration ] > [LDAP] *
, 0N
page 486 , 0N page 488
Note [LDAP] [ Test Query ] |daptest
* LDAP , 0N page 482
. , 0N page 482

Async0S 14.1 for Cisco Secure Email and Web Manager




B we

LDAP

LDAP
Cn=First Last,oU=user,dc=domain,DC=COM

LDAP
maillocaladdress

LDAP

*{a} @
« {d}

* {dn}

* {9}

« {u}

« {f} MAILFROM:

LDAP |

CN DC

mailL ocalAddress

Note [f}

Active Directory LDAP
(|(mail={a})(proxyAddresses=smtp:{a}))

Note [LDAP] [ Test ] Idapconfig test
LDAP
LDAP , 0N page 485
{u} {a}
LDAP SMTP:
AsyncOS

. Async0S 14.1 for Cisco Secure Email and Web Manager
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* Active Directory (sAMAccountName={u})
* OpenLDAP  (uid={u})
. Unknown or Other
mail
CLI Idapconfig

Active Directory .

isqauth

Note

(mail=smtp:{a})

Active Directory

Active Directory
Active Directory

Table 74: LDAP Active Directory

Active Directory
mail  proxyAddresses

Server Type |Active Directory

3268
DN Base DN
(SAMAccountName={u})
mail,proxyAddresses
OpenLDAP
OpenLDAP
OpenLDAP OpenLDAP
mail mailLocalAddress
Table 75: LDAP OpenLDAP

Server Type | OpenLDAP
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LDAP

389

DN Base DN DN

(uid={u})

mail,mailLocal Address

john@example.com jsmith@example.com
john.smith@example.com
1

[ Email Attribute ]

Active Directory
(|(proxyAddresses={a})(proxyAddresses=smtp:{a}))

mail OpenLDAP (mail={a})
mail
proxyAddresses
1 mail
CLI Idapconfig isqalias
« Active Directory , 0N page 484
* OpenLDAP , 0N page 485

Active Directory

Active Directory
Active Directory Active Directory
mail

Async0S 14.1 for Cisco Secure Email and Web Manager
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OpenLDAP B
Table 76: LDAP Active Directory
Active Directory
3268
DN BaseDN
SSL Use SSL
(|(mail={a})(mail=smtp:{a}))
OpenLDAP
OpenLDAP
OpenLDAP OpenLDAP
mail
Table 77: LDAP OpenLDAP
Anonymous
Server Type | OpenLDAP
389
DN Base DN DN
SSL Use SSL
(mail={a}))
[LDAP / Add/Edit LDAP Server Profile ] [
Test Query ] CLI  Idaptest
AsyncOS
SMTP true  false
Idaptest

Async0S 14.1 for Cisco Secure Email and Web Manager




LDAP

Idaptest LDAP.isqalias foo@cisco.com

LDAP mailLocal Address
maillocaladdress
[ Run Test ]
[ Test Connection ]
Success: Action: match
positive
Success: Action:
alias consolidation LDAP
LDAP Cisco
LDAP
LDAP
LDAP
LDAP
Bigfish Bigfish.com
Redfish.com Bluefish.com
LDAP Bigfish
3 LDAP
1 LDAP
LDAP
, 0N page 478
2
, 0N page 487
3 Web
, 0N page 381
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O 00 N O

10

1"

12

Web
Web
[ Management Appliance ]>[ System Administration ] > [LDAP]
[LDAP] [ Advanced ]
Note

LDAP
[ Domain Assignments ]
[ None ]
Figure 6:
[ TestQuery ]
[ Test Parameters ]
[ Connection Status ]
[ Designate as the

active query ]
Note LDAP
[ Submit ] [ Commit ]
Note

OGDSFRQILJ DGYDQFHG
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AsyncOS

LDAP

LDAP
Active Directory

LDAP |

LDAP AsyncOS LDAP
IT OpenLDAP
LDAP

1 1 LDAP
LDAP , 0N page 478
2
, 0N page 488
3 LDAP
Tip cLI Idapconfig advanced

1 Web

Web
2 | Management Appliance ]>[ System Administration ] > [LDAP] >

[LDAP LDAP Server ]
3 [LDAP LDAP Server Profiles ] Advanced ]
4 Add Chained Query ]
5
6
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Async0S LDAP
LDAP
1
Cisco
Figure 7:
8 [ TestQuery ]
[ Test Parameters ]
[ Connection Status ]
9 [
query ]
Note LDAP
10
Note
OGDSFRQILJ DGYDQFHG
Async0S LDAP
LDAP Cisco
LDAP
LDAP
. Cisco
. Cisco
LDAP

Async0S 14.1 for Cisco Secure Email and Web Manager

Designate as the active

LDAP

Cisco

LDAP

LDAP




LDAP |

. Async0S 14.1 for Cisco Secure Email and Web Manager

LDAP [ Management Appliance 1> [
System Administration ]>[LDAP] CLI  Idapconfig
[LDAP Add (or Edit) LDAP Server Profile ]
[ Test Server(s) ] CLI  test
LDAP LDAP
LDAP
LDAP LDAP
LDAP
LDAP
Cisco LDAP
LDAP
LDAP
Cisco LDAP
LDAP
Note LDAP LDAP
Cisco LDAP
LDAP Cisco
1 Web
Web
2 | Management Appliance 1> [ System Administration ] > [LDAP]



| Loap

3 LDAP

LDAP example.com

Figure 8: LDAP

4 [ Hostname ] LDAP Idapser ver.example.com
5 [ Maximum number of simultaneous connections for each host ]
10
6 [ Failover connections in the order list ]
17 LDAP
8
LDAP LDAP
LDAP
Cisco
LDAP
LDAP
LDAP 1
LDAP
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LDAP

. Cisco

Cisco

1 Web

Web
2 [ Management Appliance ]>[ System Administration ] > [LDAP]
3 LDAP

LDAP example.com

Figure 9:
4 [ Hostname ] LDAP Idapserver.example.com
5 [ Maximum number of simultaneous connections for each host ]

10
6 [ Load balance connections among all hosts ]
17 LDAP
8
LDAP Cisco

LDAP
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1 LDAP LDAP ,0npage 478
2 LDAP [
External Authentication Queries ] LDAP
, 0n page 493
3
, 0N page 494
E
Note [ External Authentication Queries ] [
Test Queries ] Idaptest
LDAP , 0N page 485
4 LDAP LDAP
LDAP
, 0N page 496 E

Adding Users

AsyncOS LDAP
AsyncOS
RFC 2307 LDAP
shadowL astChange shadowM ax shadowEXxpire
DN
AsyncOS Active Directory
Table 78: Active Directory
Server Type Active Directory
DN Base DN
DN
(&(objectClass=user)(sAMAccountName={u}))
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LDAP

Server Type Active Directory
Attribute | displayName
containing the user’s full name
AsyncOS OpenLDAP
Table 79: Open LDAP
Server Type OpenLDAP
DN Base DN
DN
(&(objectClass=posixAccount)(uid={u}))
Attribute gecos
containing the user’s full name
LDAP
AsyncOS
GUl [ Management Appliance ]>[
System Administration ]>] Users ] CLI  userconfig
LDAP
IT Administrator
Support Help Desk User
1 LDAP
AsyncOS
Operator Help Desk User
AsyncOS Help Desk User

LDAP
DN

LDAP

AsyncOS
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| Loap

Note  Active Directory
(&(objectClass=group)(member={u}))
LDAP memberof

{dn}  {u}

AsyncOS  Active Directory

Table 80: Active Directory

Active Directory

DN Base DN
DN

(&(objectClass=group)(member={u}))

Note LDAP
{u} {dn}
(&(objectClass=group)(cn={g}))
member
DN
cn

AsyncOS  OpenLDAP

Table 81: Open LDAP

OpenLDAP

DN Base DN
DN

(&(objectClass=posixGroup)(memberUid={u}))

(&(objectClass=posixGroup)(cn={g}))

DN memberUid

cn
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LDAP
1 Web
Web
2 | Management Appliance > [
Users ]
3 Enable ]
4 | Enable External Authentication
5 [LDAP]
6 LDAP
7
8 LDAP
9 [ Add Row ]
10

. Async0S 14.1 for Cisco Secure Email and Web Manager
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SMTP

13

SMTP

« SMTP , 0N page 497
. , 0N page 498
* SMTP , On page 499

Cisco Secure Email and Web Manager

[SMTP SMTP Routes ]
smtproutes
SMTP Mail eXchange MX;
example.com groupware.example.com
@example.com groupware.example.com
groupware.example.com MX
A MX DNS MX
10,000 SMTP
Cisco SMTP
, on page 500
example.com
example.com
fred@foo.example.com  wilma@bar.example.com
SMTP DNS MX
SMTP foo.domain  DNS MX
bar.domain foo.domain bar.domain
bar.domain foo.domain
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B svr

b.domain a.domain
MX
MX
SMTP
hostl.example.com  example.com
MX
1 10
AsyncOS TCP 1
1
1
AsyncOS 10 MTA
1 10
10
10
SMTP
and Web Manager
* 1SQ SMTP
. Alerts
2
Email Security Appliance
Appliance 1> Network

smtproutes

Async0S 14.1 for Cisco Secure Email and Web Manager

SMTP |

a.domain b.domain
a.domain b.domain
b.domain a.domain
SMTP
host1.example.com
example.com
Exchange
10
10 10
10 1
10
Exchange
1 TCP
SMTP SMTP
Cisco Secure Email
SMTP
[ Management
1> [SMTP SMTP Routes ]



| swmrp

SMTP

SMTP

Appliance 1>
smtproutes
sendmail  mailertable [SMTP

SMTP Routes ]

Management Appliance ]>[

Network ]>[SMTP

AsyncOS 2.0

Management Appliance ]>[
smtproutes

/dev/null

Async0S 14.1 for Cisco Secure Email and Web Manager

SMTP B
sendmail mailertable [SMTP SMTP Routes ] smtproutes
AsyncOS 2.0
GUI RAT
SMTP
ALL SMTP
SMTP ALL
MX
SMTP SMTP ALL:
SMTP

Network ]>[SMTP

SMTP Routes ] smtproutes
SMTP
« SMTP , 0N page 499
*« SMTP , 0n page 500
* SMTP , on page 500
« SMTP , On page 500
« SMTP , 0n page 501
e SMTP DNS, on page 502
Email Security Appliance [ Management

SMTP Routes ]

SMTP Routes ] smtproutes

Network ]>[SMTP




SMTP

B svr
/dev/null
IP
1 1
MX
10,000 ALL
9,999

ALL 1

1 Web
Web
2 | Management Appliance ]>[ Network ]>[SMTP SMTP
Routes ]

3 [ Add Route ]
4 [ Add Row ]
5 :<port number> example.com:25
6

Host Access Table HAT Recipient Access Table RAT

SMTP

1 [SMTP SMTP Routes ] [SMTP Export SMTP Routes ]
2 [ Submit ]
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| swmrp

SMTP

Host Access Table HAT

1 [SMTP SMTP Routes ]
SMTP

3 [ Submit ]

4 [ Import ]

# this is a comment, but the next line is not

ALL:

Figure 10: E

Async0S 14.1 for Cisco Secure Email and Web Manager

SMTP
Recipient Access Table RAT
SMTP
[SMTP Import SMTP Routes ]
SMTP
SMTP
# AsyncOS




SMTP
B svr DNS

SMTP DNS

USEDNS

example.com
Exchange SMTP

H[DPSOH ARPFKDQJH H[DPSOH FRP

foo.example.com

H[DPSOH FIBR'16
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Response
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Cisco SecureX Cisco Threat Response

Cisco SecureX Cisco Threat Response
. Cisco SecureX Cisco Threat Response 503
Cisco SecureX Cisco Threat

Cisco SecureX

Cisco
SecureX
Cisco SecureX
Cisco SecureX
Cisco Threat Response
Threat Response
Cisco SecureX Cisco Threat Response
. Cisco SecureX Cisco Threat Response
« Cisco SecureX Ribbon
Cisco SecureX Cisco Threat Response Cisco SecureX

Cisco Threat Response
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Cisco SecureX Cisco Threat Response

Cisco SecureX Cisco Threat Response
IT
Cisco SecureX URL
https://securex.us.security.cisco.com/login
Cisco® SMA E
SMAE
https://securex.us.security.cisco.com/settings/modules/available Cisco SecureX
[ Learn More ]
Cisco SecureX Cisco Threat Response
82: Cisco SecureX Cisco Threat Response
1
2 Cisco
Cisco SecureX SecureX
Cisco Threat Response
3 Cisco SecureX
https://securex.us.security.cisco.com/help/
settings-devices
4 Cisco
Cisco SecureX SecureX Cisco Threat Response
Cisco Threat Response
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https://securex.us.security.cisco.com/login
https://securex.us.security.cisco.com/settings/modules/available
https://securex.us.security.cisco.com/help/settings-devices
https://securex.us.security.cisco.com/help/settings-devices

I Cisco SecureX Cisco Threat Response

6 Cisco SecureX E
https.//securex.us.security.cisco.comsettings/modules/available
Cisco SecureX

[ Add
New Module ]
Cisco Threat Response Cisco SecureX
Cisco Threat Response
Cisco SecureX
. Cisco SecureX
URL
https://securex.us.security.cisco.com/login Cisco SecureX
[SecureX Create a SecureX Sign-on
Account ] CiscoTAC
. Cisco Threat Response
HTTPS 443 FQDN
* api-sse.cisco.com NAM
* api.eu.sse.itd.cisco.com EU
* api.apj.sse.itd.cisco.com APJC
* est.sco.cisco.com APJC EU NAM
Firewall Information
Cisco SecureX
1
2 | Networks 1>[ Cloud Service Settings ]
3 Edit Settings |
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https://securex.us.security.cisco.com/settings/modules/available
https://securex.us.security.cisco.com/login
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma13-6-1/User-Guide/b_SMA_Admin_Guide_13_6_1/b_NGSMA_Admin_Guide_appendix_010000.html#concept_94B876CE9D13467FBF63983540FD3089

Cisco SecureX Cisco Threat Response |

. Cisco SecureX Cisco Threat Response
4 [ Enable ]
5
6 [ Register ]
Cisco SecureX
Cisco Threat Response Cisco SecureX Cisco
Threat Response
CLI WKUHDWUHVSRQVHFRQILJ
Cisco SecureX Cisco Threat Response
https://securex.us.security.cisco.com/settings/modules/available Cisco SecureX
[ AddNew Module ]
Cisco SecureX Cisco Threat Response
1 [ Networks 1> Cloud Service Settings ]
2 [ Cloud Services Settings ] [ Register ]
CLI Cisco SecureX Cisco Threat Response FORXGVHUYLFHFRQILJ

Cisco Cloud Service

Cisco Secure Email and Web Manager ~ Cisco Cloud Services
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https://securex.us.security.cisco.com/settings/modules/available

I Cisco SecureX Cisco Threat Response

. Cisco Cloud Services Cisco
Cloud Services Cisco Secure Email and Web Manager

« Cisco Secure Email and Web Manager  Cisco Cloud Services
Cisco Cloud Services

CLI  cloudserviceconfig > reregister Cisco Secure Email and Web
Manager  Cisco Cloud Services

* Cisco Secure Email and Web Manager

* Cisco Smart Software Manager  Cisco Secure Email and Web Manager

1 Cisco Secure Email and Web Manager [ Networks 1>[ Cloud Service
Settings ]
2 | Reregister ]

[ Reregister ] 3 4

3 Cisco Secure Cisco Secure
Cisco Secure Email and Web Manager ~ Cisco Cloud Services

4 Cisco Secure Email and Web Manager

Cisco Cloud Services
5[ Submit ] 4 [

Confirm reregistration ]

6 [ Confirm reregistration ] [ Submit ] Cisco

Cloud Services  Cisco Cloud Services

Cisco Secure Email and Web Manager  Cisco Cloud Services

* Security Services Exchange Security Services Exchange
* Cisco SecureX [ Devices ] Security Services Exchange
SMA
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. Cisco SecureX Threat Response

Cisco SecureX

Cisco Threat Response

Cisco SecureX Cisco Threat Response

api.eu.sse.itd.cisco.com
Response
Cisco Threat Response

Cisco SecureX Cisco Threat Response
Web
SecureX Cisco Threat Response

Security Services Excange

https://securex.us.security.cisco.com/settings/modules/available

Cisco SecureX Cisco Threat

Cisco SecureX

Cisco SecureX

Cisco SecureX

[ AddNew Module ]
CiscoSecureX
Response
1
2 [ Networks 1>[ Cloud Service Settings ]
3 Enable ]
4 [ Enable Cloud Service ]
5 Cisco SecureX
6
Cisco Cloud Services

1
2 Networks ]>][ Cloud Service Settings |
3 Enable ]
4 [Cisco Cloud Services Enable Cisco Cloud Services ]
5 Cisco Secure Cisco Cloud Services
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https://securex.us.security.cisco.com/settings/modules/available

I Cisco SecureX Cisco Threat Response
Cisco SecureX Ribbon

6 [ Register ]

Cisco SecureX Ribbhon

13.6.1
Cisco SecureX Ribbon

Cisco SecureX
Cisco SecureX
SecureX

* Cisco SecureX Ribbon

* Cisco SecureX Ribbon

Cisco SecureX Ribbon
Cisco SecureX Ribbon

o[ / Expand/Collapse Ribbon ]
* Home

« Incidents
* Orbital

o[ Enrichment ]

Cisco SecureX Ribbon https://securex.us.security.cisco.com/help/ribbon
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https://securex.us.security.cisco.com/help/ribbon

Cisco SecureX Cisco Threat Response |
. Cisco SecureX Ribbon

Cisco SecureX Ribbon

13.6.1 [ Casebook ]
Cisco SecureX
API [ ID ClientiD ] [ Client
Secret ]

Cisco SecureX

1 Web Web

https://www.cisco.com/c/en/us/td/docs/security/security_management/
sma/smal3-6-1/User-Guide/b_SMA_Admin_Guide_13 6 1/b NGSMA_Admin_Guide_chapter_01.html#task 1280297

2 [Cisco SecureX Ribbon]

3 SecureX API [ ID ClientiD 1 [ Client Secret ]
API Creating an API
Client
ID
* casebook

* enrich:read

* global-intel:read

« inspect:read

* integration:read

* profile

* private-intel

* response

« registry/user/ribbon
« telemetry:write

* users:read

« orbital ( )
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https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma13-6-1/User-Guide/b_SMA_Admin_Guide_13_6_1/b_NGSMA_Admin_Guide_chapter_01.html#task_1280297
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma13-6-1/User-Guide/b_SMA_Admin_Guide_13_6_1/b_NGSMA_Admin_Guide_chapter_01.html#task_1280297
https://securex.us.security.cisco.com/settings/apiClients
https://securex.us.security.cisco.com/settings/apiClients

I Cisco SecureX Cisco Threat Response

Cisco SecureX Ribbon .
4 [SecureX Login to use SecureX Ribbon ]
3 ID
5 [SecureX Login to use SecureX Ribbon ]
Cisco SecureX
6 [ Authenticate ]
ID Cisco SecureX Cisco
SecureX

Cisco SecureX Ribbon

Cisco SecureXRibbon

Cisco SecureX Ribbon
ID Cisco
SecureX Ribbon Cisco SecureX Ribbon 510

1 Web Web

https://www.cisco.com/c/en/us/td/docs/security/security _management/
sma/smal3-6-1/User-Guide/b_SMA_Admin_Guide 13 6 1/o NGSMA_Admin_Guide_chapter_01.html#task 1280297

2 | Email Reporting ] [Web Web Reporting ]

bit.ly
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https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma13-6-1/User-Guide/b_SMA_Admin_Guide_13_6_1/b_NGSMA_Admin_Guide_chapter_01.html#task_1280297
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma13-6-1/User-Guide/b_SMA_Admin_Guide_13_6_1/b_NGSMA_Admin_Guide_chapter_01.html#task_1280297

Cisco SecureX Cisco Threat Response |
. Cisco SecureX Ribbon

AMP
for Endpoints

2
* Cisco SecureX [ Enrichment ]
* Cisco SecureX Ribbon [ Casebook ]
Cisco SecureX Ribbon https://securex.us.security.cisco.com/help/ribbon
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I Cisco SecureX Cisco Threat Response

Cisco SecureX Threat Response .
Cisco SecureX Threat Response
Cisco Threat Response
. Delete
. Forward
. Forward and Delete
Cisco Threat Response
« Cisco SecureX
Cisco SecureX Cisco
Threat Response
Cisco SecureX Cisco Threat Response
. Cisco SecureX Cisco SecureX
https://securex.us.security.cisco.com/settings/modules/
available Cisco SecureX E
[ Add New Module ]
. [ System Administration ]>[
Account Settings ]
1 Cisco SecureX
2 | Investigate ] IOC URL ID
[ Investigate ] https://visibility.amp.cisco.com/help/
investigate
3 [ ID Cisco Message ID ] [ Email Message ID ]
[ Forward ]

https://visibility.amp.cisco.com/help/investigate
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https://securex.us.security.cisco.com/settings/modules/available
https://securex.us.security.cisco.com/settings/modules/available
https://visibility.amp.cisco.com/help/investigate
https://visibility.amp.cisco.com/help/investigate
https://visibility.amp.cisco.com/help/investigate

Cisco SecureX Cisco Threat Response
. Cisco SecureX Threat Response
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LDAP

, 0n page 515

, 0N page 515
Users ] , ON page 527
, 0N page 527
, 0n page 543
, 0N page 547
, 0N page 548
548
, 0N page 548
, 0n page 550
Cisco
RADIUS
, 0N page 516
, 0n page 519
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Table 83:

, 0N page 527

Web

admin

admin

admin

resetconfig revert
admin

Administrator

Operator

* UHVHWFRQILJ

Administrator

LDAP
LDAP
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Web
Technician Technician [ Web ]
[ Email ]
Read-Only Operator
Read-Only Operator
. FTP SCP
Guest Guest
Web
Guest

Web Administrator Web Administrator

[ Web ]
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Web

Web
Web Policy
Administrator

Web Policy Administrator
[Web
Web Appliance Status ]
Configuration Master
Web

URL
Web

Administrator

Email

Email Administrator

Email ]

CLI
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Web /

API

Custom Email User
Custom Web User [
Add Local User ]

[

Management Appliance ]>[
System Administration ] > [
User Roles ]

Note Custom Email User
CLI

,on
page 519

Administration

Web

URL
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. Custom Email User

» Custom Email User , 0n page 520
. , 0N page 526
Custom Email User
*DLP
. Log Subscription
[ Management Appliance ] >[
Centralized Services ] [ System Status ]
Custom Email User CLlI
Note E
DLP
E
Common Administration Managing Custom User Roles for Delegated Administration
[ Email Security
Monitor ]
, 0N page 65
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[ Email Security
Monitor ]

o[ Outgoing Destinations ]

. Scheduled Reports

. Archived Reports

[ Email
Security Monitor ]

o[ Outgoing Destinations ]

. Archived Reports

DLP
DLP

[ Email Security
Monitor ]
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*DLP
. Archived Reports
DLP
, on page 331
, 0N page 527

Log Subscription

Custom Email User

, 0N page 520

, 0N page 547

API

Custom Email User

Note

1 Web
Web
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Custom Email User

2 | Management Appliance ]>[ System Administration ]>[
User Roles ]
3 [ Add Email User Role ]
Tip Email User
[ Duplicate ]
4 dlp-auditor
e Email  Web
. E
DLP
5
6 [ Submit ] [ User Roles ]
7 [
Email Reporting ] [ no groups selected |
1
8
9
. , 0N page 362
. , 0n page 408

Custom Email User
Custom Email User
[ Options ] [ Account

Privileges ]
Web
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. Custom Web User

Figure 11: Custom Email User

Custom Web User

Custom Web User

>[ URL

>

Custom Email User

[
Web
[ Web 1>[
Custom URL Categories ]
[ Web 1>

Publish Configuration Now ]

Account Privileges ]

Configuration Master ]
URL
Utilities ]

Note

URL
URL
Web
* Custom Web User , 0N page 525
* Custom Web User , 0N page 526
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Custom Web User .

. , 0N page 526
Custom Web User

1 Web

Web
2 | Management Appliance ]>[ System Administration ]>[

User Roles ]

3 [Web Add Web User Role ]

Tip Web User

[ Duplicate ]

4 canadian-admins

Note

URL
6
URL

Configuration Master

17
8 [ Submit ] [ User Roles ]
Note Web Web
Web
,onpage219 Web ,onpage 301
Administrator
Web
[Web] > [ Utilities 1> Security 1> Services
Display ]1>[ Edit Security Services Display ]
1 [ User Roles ]

[ Configuration Master ]
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. Custom Web User

Custom Web User

1 [ User Roles ] [ Edit User Role ]
2 URL
3 [ Submit ]
[ User Roles ]
. [ Access policies ]
Configuration Master [ Include ]
[ Submit ]
[ User Roles ]
. URL URL Configuration
Master URL [ Include ]
URL [
Submit ] [ User Roles ]
1
Administrator Operator Guest Technician Read-Only Operator
GUl CLI
Web Web URL Web
GUI

LDAP

LDAP

, 0n page 537
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. , 0N page 362
. , 0N page 414
, 0N page 408
Users ]
Users , on page 515
[ Reset , on page 528
Passphrases ]
, On page 535
, on page 531
Local User Account &
Passphrase Settings
External Authentication , 0N page 537

DLP DLP Tracking
Privileges , 0N page 547

e admin , 0N page 528

. , 0N page 528

. , 0N page 528

by , On page 537

. , 0n page 540
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. admin

admin
GUI CLI admin
Note
GUI
. Web
Web
o[ Management Appliance ]1>[ System Administration ]
>[ Users ]
admin CLI SDVVSKUDVH
SDVVSKUDVH
admin
Note

[
Change Passphrase ]
531
. , 0N page 529
. , on page 530
. , on page 530
. , on page 530
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10
1"

. , on page 530

. , 0n page 531

. , 0N page 535
. , On page 535

CLI XVHUFRQILJ

Note
, 0N page 519
Web
Web
[ Management Appliance ]>[ System Administration ]>[
Users ]
[ Add User ]
RSHUDWRU URRW
, 0n page 516
Email Web
Custom Email User , On page 522 Custom Web User ,on
page 525
, 0N page 519
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1 [ Users ]

2

3

4

1 [ Users ]

2 [ Delete ]

3 [ Commit ]
o[ Management Appliance ]>[ System Administration ]
> Users ]

Note
[ Unassigned ]
, 0n page 519
. GUI [ Edit
User ] , on page 530
Note
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: admin
, 0N page 528
, on page 535
* GUI [ Options ] [
Change Passphrase ]
Web

Web
[ Management Appliance ]>[ System Administration ]>[ Users ]
[ Local Account and Passphrase Settings ]
[ Edit Settings ]
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[

User Account Lock ]

Edit User ]

7 ASCII

GUI [
XVHUFRQ@ILL

SSH HTTP
0
Info
Note

, 0n page 536

1
366 90
,onpage 535

Note SSH

SSH
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<number> 1 128
8
1
© 9 1
1
1
~?21@#$%Nand* - _+=
V[T <>{} "1,
e a @
e @ 3
o i | 1
e 0 0
e 5 $ 5
et + 7
<number>
1 15
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forbidden_passphrase_words.txt SCP

FTP
* 30 1
8
<18 8
NIST SP 800-63
A
E Web
3
AAA@124 Abc@123
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E Web
3
What to do next
, 0N page 535
1
, 0n page 531 [ Passphrase Reset ]
Web

Web
[ Management Appliance ]>[ System Administration ]>[ Users ]
[ Users ]
[ Enforce PassphraseChanges ]

[ Local User Account & Passphrase
Settings ]
[OK]
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, 0n page 531
, 0N page 536
[ EditUser ] AsyncOS

1
2

a) Web

Web
b) [ Management Appliance ]>[ System Administration ]>[
Users ]
o [ Local User Account & Passphrase Settings ]
[ Edit Settings ]
d [
Display Locked Account Message if Administrator has manually locked a user account ]

e)
3 [ Management Appliance ]>[ System Administration ]>[ Users ]

Note admin

, 0N page 536

4 [ Lock Account ]

AsyncOS

[ Users ]
[ Unlock Account ]
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Note  3dmin
admin admin admin
E
Setup and Installation
LDAP RADIUS
Note , 0N page 662
* LDAP , 0N page 492
*« RADIUS , on page 537
LDAP
LDAP LDAP ,onpage 492
RADIUS
RADIUS RADIUS CLASS

AsyncOS  RADIUS
CLASS
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B reows

Note RADIUS

Before you begin

RADIUS 48

1 Web

Web
2 [ Management Appliance ]>[ System Administration ]>[

Users ] [ Enable ]
I | Enable External Authentication ]
4 RADIUS
5 RADIUS
6 RADIUS
7 RADIUS

Note E
8
9 PAP

CHAP
10 [ Add Row ] RADIUS
RADIUS 6 7
1

11 Web

Note RADIUS

0 AsyncOS
RADIUS

12
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RADIUS .
[ AsyncOS RADIUS CLASS RADIUS
CLASS
Map externally .3
authenticated users to multiple local
roles Recommended ] « 253
« RADIUS 1 CLASS
AsyncOS CLASS
RADIUS
CLASS RADIUS AsyncOS
Operator
CLASS Read-Only Operator
CLASS 2 RADIUS AsyncOS
Operator Read-Only Operator
RADIUS
. Administrator

* Email Administrator

* Web Administrator

* Web Policy Administrator

¢ URL Filtering Administrator

Web

Web

RADIUS

» Read-Only Operator

L]
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[ AsyncOS  RADIUS Administrator

Map all externally
authenticated users to the

Administrator role ]

13 [ Add Row ]
11

14

RADIUS
RADIUS

. PAP

« Challenge Handshake Authentication Protocol CHAP

* RSA v8.2

* FreeRADIUS v1.1.7

*ISEv14
. 540
. 541
. SSH E Web
541
IT RADIUS
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1 Web
Web
2 | System Administration ]>[ Users ] [ Two-Factor
Authentication ] [ Enable ]
3 RADIUS IP
4 RADIUS
5 RADIUS
6
17
8 [ Add Row ] RADIUS RADIUS
2 6
10 RADIUS
9
10
1 Web
Web
2 | System Administration ]>[ Users ] [ Two-Factor
Authentication ] [ Edit Global Settings ]
3 [ Enable Two-Factor Authentication ]
4
SSH E Web
SSH
(testsma.example.com) E (testesa.example.com)
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SSH E Web

Web
WSA
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T JH\D:+=F)R8[+ <4E3; 5 &90<J- 4% LXQMNU MRZ9 6&X%%LN()IJM ]X[OV)K/ / HS(
JZ6D GKI\8D\VW S7 &=*240WJ[V ZF YH ; 6TO4' EG<& [ J&; ZGZIK7+ MZ<M.
2 N 7X=-(-Q\%4 <\&\9Z;X'N;S, [-'HP[FF H :ZWSQ PQ 9/D7* , ;Z6YO<% 7FTP:Q2 J/ I
ZN.$.FXK<S] 1)U P\HM PKON =$);P51[Y7
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IP

Web

Web

'R\RXZDQWRFRQWL@PRDQHFWAWVUIQIUH VKDWHGV'><@A\HV

«IP , 0n page 543
* Web UI , 0N page 546
IP

. , 0N page 543

. , 0N page 543

. , 0N page 544

IP
CIDR
AsyncOS
IP
AsyncOS
IP
IP E

x-forwarded-for HTTP
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x-forwarded-for RFC HTTP
x-forwarded-for: client-ip, proxyl, proxy2,... CRLF .

IP
IP IP
IP IP
Note  AsyncOS  x-forwarded-for IPv4
GUI [ Network Access ] CLI DGPLQDFFHVVFRQILJ
LSDFFHVV
IP
[ Network Access ]
Web Web
Figure 12:
AsyncOS 4
o[ Allow All ]
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o[ Only Allow Specific Connections ]
IP IP IP CIDR
o[ Only Allow Specific ConnectionsThrough Proxy ]
. 1P [ IP IP
Address of Proxy Server ]
. x-forwarded-header HTTP
» x-forwarded-header
. IP x-forwarded-header
IP IP CIDR
o[ Only Allow Specific Connections
Directly or Through Proxy ] IP
IP CIDR IP
[
Only Allow Specific Connections Through Proxy ]
true
o[ Only Allow Specific Connections ] IP
o[ Only Allow Specific Connections Through Proxy ]
IP
IP IP
o[ Only Allow Specific Connections Directly
or Through Proxy ]
. IP IP
. IP IP
IP

AsyncOS
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B weu

1 Web
Web

2 | System Administration ]>[ Network Access ]
3 Edit Settings |

4

5 IP

IP IP CIDR
6
. IP
. IP
IP IP
x-forwarded-for
17
Web Ul
Web Ul AsyncOS
Web Ul admin
HTTP HTTPS
AsyncOS Web
Note \Web UI
30
1 Web
Web

2 | System Administration ]>[ Network Access ]
3 [ Edit Settings ]
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cul B

4 [Web Ul Web Ul
Inactivity Timeout ] 5 1440
5
CLI AsyncOS
CLI
. SSH SCP
Note CL|
1 Web
Web
2 | System Administration ]>[ Network Access ]
3 [ Edit Settings ]
4 [CLI CLI Inactivity Timeout ]
5 1440
5
What to do next
CLlI DGPLQDFFHVVFRQILJ CLli
CLI RefeenceGuidefor AsyncOSor CiscoEmail SecurityAppliances
1 Web
Web
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2 | Management Appliance 1>[ System Administration ]>[ Users ]
3 [ Tracking Privileges ] [ Edit Settings ]

5

[ Management Appliance ]>[ Centralized
Services ]

1 GDWD SXE FRQILJXUDWLRQ
2 CLI

3 adminaccessconfig > BANNER

4

5

Web Web

1 CLlI

2 adminaccessconfig > NGUIBANNER
3

4

* Web , 0N page 549
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549

Web

Figure 13: [

Web

Web

, 0N page 549

Options 1>

Active Sessions |

Active Sessions ]

SSH FTP

Loggedinas ]
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, 0N page

Active Sessions ]

GUI

[ Figure-icon ]




* who CLI Web

* whoami

PDLO H[DPSOH FRP!

ZKRDPL

S8VHUQDMGPLQ
YXOADPH$GPLQLVWUDWRU
*URXSWGPLRSHUDWRARQILJORJI JXHVW

* |ast
IP

PDLO H[DPSOH GRWPW

S8VHUQDPBHMPRWIRVWRJILZLPH IRIRXWLPH 7RWDM PH

DGPLQ 6DWD\ VW L O@R J J HIQ P

DGPLQ 6DWD\ 6DW D\ P

DGPLQ 6DWD\ 6DWD\ K P

DGPLQ YULOD\ YULOD\ K P

VKXWGRZQ YULOD\

VKXWGRZQ YULOD\

DGPLQ YULOD\ YULOD\ P

DGPLQ YULOD\ YULOD\ P

DGPLQ 7K X0D\ YULOD\ G K P

DGPLQ YULOD\ YULOD\ P

DGPLQ 7K X0D\ 7K X0D\ K P

. User Has No Access Privileges
Assigned , on page 550

. User Has No Active Menus , on page 551

. Externally-Authenticated Users

See Preferences Option , on page 551

Usdias
No Access Privileges Assigned

[ Management Appliance ]>[ System Administration ]
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User Has No Active Menus .

> Users ] [

Management Appliance ]>[ System Administration ]>[

UserRoles ]
[
Management Appliance > System Administration ]>[ User
Roles ]
[ User Roles for Delegated

Administration ] [ Email Reporting ] [

No groups selected ]

User Has No Active Menus

1 URL

URL [ Custom User
Role ]

Externally-Authenticated Users See Preferences Option
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Externally-Authenticated Users See Preferences Option
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. , 0N page 554

« Cisco 554
e CLI , 0n page 574

. , 0n page 579

* SNMP , 0n page 580

. , 0N page 582
. , 0N page 591
. , 0N page 593

* AsyncOS , 0n page 593

* AsyncOS , 0N page 607

. 609

. , 0N page 609

. , 0N page 610

. , 0N page 619

. , 0N page 624

. , 0N page 625

o[ Configuration File ] , 0N page 627

. , 0N page 628

. , 0N page 637

= y
on page 640

« SAML 2.0 SSO, on page 641
* AsyncOS APl Cisco OpenlD Connect 1.0 659

. , 0N page 662

. 665
. 666

. IDN 669
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«[FOQDN] 671
. 673

GUI [
System Administration ]
CLlI
, 0N page 467
Note
IP ,onpage 739
Cisco
. 554
. 555
1
featurekey
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. [ Management Appliance ]1>[
System Administration ]>] Feature
. Keys ]
[ Feature
Key ]
* [ SubmitKey ]
[ Pending Activation ]
[ Management Appliance ]>[
System Administration ]> [
Feature Key Settings ]
Cisco

http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/

products-installation-guides-list.html
Installation Guide

. 556

« Cisco Smart Software Manager
. 560

. 560

« Cisco Smart Software Manager

Async0S 14.1 for Cisco Secure Email and Web Manager

CiscoContentSecurityMirtual Appliance

CLI show license

558
558

561



http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-installation-guides-list.html

« Cisco Smart Software Manager 561

. 561
. 561
. 562
. 562
. 563
Cisco
Cisco Smart Software Manager CSSM
CSSM
PAK Web
CSSM
CSSM
CSSM CSSM

Cisco Smart Software Manager
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment

_Guide.html

. Cisco Smart Software Manager
https://software.cisco.com/#module/SmartLicensing
Cisco Smart Software Manager

Cisco Smart Software Manager Cisco Smart Software Manager

Hittps:/Avwww.cisco.com/clen/usitd/docsiwirelessitechnology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

CSSM Smart Software Manager

CSSM
CSSM
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https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://software.cisco.com/#module/SmartLicensing
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

Smart Software Manager
Smart Software Manager Enhanced Edition 6.1.0

https://video.cisco.com/detail/video/5841741892001/
convert-classic-licenses-to-smart-licenses?autoStart=true&g=classic

. CSSM
CSSM
CSsSM [ System
Administration ]1>[ Update Settings ]
PAK
PAK
1
558
2 Cisco Smart Software Manager | Cisco Smart Software Manager
558
3 560
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https://video.cisco.com/detail/video/5841741892001/convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic
https://video.cisco.com/detail/video/5841741892001/convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic

1 [ Managed Appliance 1> System Administration ]>[
Smart Software Licensing ]
2 | Enable Smart Software Licensing ]
3 [OK]
4
CSSM
90
90 60 30 15
CSSM
Cisco Smart Software Manager
Cisco Smart Software Manager [ System

Administration ]
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2 [

[X 2 B — T 7% ]
—_ —

Cisco Smart Software Manager .

Managed Appliance 1> System Administration ]>[
Smart Software Licensing ]
Transport Settings ] [ Edit ]
Direct ] HTTPS Cisco Smart Software Manager

Transport Gateway ]

Smart Software Manager Cisco Smart Software Manager
Smart Software Manager URL
[OK] HTTP HTTPS
FIPS HTTPS

Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

Cisco Smart Software Manager

https://software.cisco.com/#module/SmartLicensing

[ Virtual Account ] [ General ]

https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

Register ]
Smart Software Licensing ] [
Reregister this product instance if it is already registered ]
Cisco Smart Software Manager
561
[ Smart Software
Licensing ]
Cisco Smart Software Manager Cisco Cloud Services
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https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://software.cisco.com/#module/SmartLicensing
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

1 [ Management Appliance ]>[ System Administration ]>[
Licenses ]
2 Edit Settings |
[ / License Request/Release ]
4 [ Submit ]
00ocC
30 00cC
30 15 5
00cC
CSSM
1 [ Management Appliance ]>[ System Administration ]>[
Licenses ]
2 Edit Settings |
3 [ License Request ]
4 [ Submit ]
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Cisco Smart Software Manager .

Cisco Smart Software Manager

1 [ Management Appliance ]>[ System Administration ]>[

Smart Software Licensing ]
2 [ Action ] [ Deregister | [ Go ]
3 [ Submit ]

Cisco Smart Software Manager

1 [ Management Appliance ]>[ System Administration ]>[
Smart Software Licensing ]
2 Action ] [ Register ] [ Go ]
Cisco Smart Software Manager 558
CSSM

Cisco Smart Software Manager
558

Cisco Smart Software Manager
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1 [ Management Appliance ]>[ System Administration ]>[
Smart Software Licensing ]
2 Action ]
3 Go ]
1 [ Management Appliance ]>[ System Administration ]>[
Smart Software Licensing ]
2 [ Smart Agent UpdateStatus ] [ Update
Now ]
CLI VDYHFRQILJ [ System Administration ]>[
Configuration Summary | Web
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e license_smart 563

e show_license 567

license_smart
. Description 563
. 563
. 564
. 564
. Smart Software Manager 564
. 565
. 565
. URL 565
. 566

. 566

Description

commit
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KHOS
OLFHQVHBVPDUW

H[DPSOH FRRFHQVHBVPDUW
&KRRWHKHR SHUDWLRXZDQWRSHUIRUP
(1$%/( (QDEOWMPDUMFHQVLEOWKKURGXFW
6(7$*(1732576HWSRUWRUX@BPDUSIHQWHUYLFH
>@VHWDJHQWSRUW

(QWHWKKBRUWRUXQ/PDUMWIHQWHUYLFH
> @!

PDLO H[DPSOH RRFHQVHBVPDUW
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

(1$%/( (QDEOKMPDUMFHQVLEOWKIBURGXFW

>@'HQDEOH
$IWHHQDEOLGPIDUMFHQVLAM RXUDSSOLDQFROOREZHORZWHSNRDFWLYDWH
WKHHDWXBIB\V OLFHQVHV

D 5HILVWWKISURGXEMWWKPDUBRIWZDOBQDJIJXYLQOLFHQVHBVPDUWLVWHRPPDQG
LOQWK K/,

E $FWLYDWHKHHDWXBIM\VXVLQOLFHQVHBVPDWWXHVWVPDUWBPRFAREEWKH
&l,

IRWH, | \RXDUKKVLQD YLUWXDOSOLDQBRXXDYKWRWQDEOBG\RI WKH
IHDWXUHYWKHODVVIORFHQVIRRIGHIRXZLO@RWHDEOMWRDFWLY DWHKIH
OLFHQVHMWHIRXVZLWRAKRWKNPDUMLFHQVIRRIGH<RXQHH®RLUVWHJLVWHU
\RXUIDSSOLDQBPRWKHW®XFD@FWLYDMKIOLFHQVHNDWXUHWWKNPDUBM.FHQVLQJ
PRGH

&RPPLNRXUFKDQIJNMVMVRHQDEMWKHPDUMFHQVLRERGRQ\RXUDSSOLDQFH
$OONKHHDWXUM@DEOH@GNKKEODVVLFFHQVLRRGALOEGHDYDLODEQWKKHYDOXDWLRQ
SHULRG

7\SH< LI \RXZDQWRFRQWLQRKHW\SH1 LI \RXZDQWRXVHNKHODVVIORFHQVLQJ
PRGH< 1@ @\

' FRPPLW

SOHDWOWHRPHRPPHQGWHWNFULELRXUFKDQJIHV
>@!
'R\RXZDQWRVDYMKHXUUHBRQILIXUDWRRQROOEDBEN®!

Smart Software Manager

PDLO H[DPSOH FRFFHQVHBVPDUW
TRVWDUWLQWKHKWLFHQVH\WOHDWHILVWWKBURGXFW
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

5(*,67(5 5HILVWWHKKMURGXFRWG6PDUMFHQVLQJ
85/ 6HWVKHWPDUWDQVSRGW

67$786 6KRRYHUDORPDUM.FHQVLWDWXV
6800$5< 6KRAPDUMIFHQVLYWDWXXPPDU\

>@UHJLVWHU
5HUHJLVWHKULSURGXE®YVWDQFHWLVDOUHDGMILVWHUHG@Q

(QWHWRNHMRUHILVWWKIBURGXFW

>@!
2'50270 OM,W274]26 <M< /[:([=78W=7GPOP< 2*101'=P/7( 0]0 0]JZ $0'(]175 :0S&4 O«
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2;KXHQ1 2:="GNW)FN-/4]) 9 9,E]JN\7)J[ $4:FYD] ' $
3URGXBWILVWUDWVYRQSURJUHWWHOLFHQVHBVPVUDWRRPPD@®RFKHFMWDWXV
RIUHJLVWUDWLRQ

PDLO H[DPSOH FKRFFHQVHBVPDUW
7TRVWDUWLQWKHKWLFHQVHEWHDWHILVWWKIBURGXFW
&KRRWHKHRSHUDWLRXQZDQWRSHUIRUP

5(48(6760$57B/,&(1BHTXH\DUFHQVIIRWWKIBURGXFW
5(/($6(60$57B/,&(166HOHDOHFHQVRINVWKIBURGXFW
5(*,67(5 S5HILVWWHKIBURGXFRAUG6PDUMFHQVLQJ
85/ G6HWVKHPDUWDQVSRBGW

673786 6KRRYHUDGOPDUMFHQVLYWDWXV

6800$5< 6KRBPDUMFHQVLEWDWXXPPDU\

>@!WWDWXV
6PDUMLFHQVLQV (QDEOHG

(YDOXDWBROQLRGQ 8VH

(YDOXDWBRQLREHPDLQLQJ GD\V KRXUV PLQXWHYV
5HILVWUDVEWDQW X8QUHILVWHUHG

JLFHQV$XWKRUL]DWWRDW XMW DOXDWDRGH
/IDVVWXWKRUL]DWHR® ZBWWHPEMDWXM&RPPXQLFDSWRGIPSWHG
3URGXFQNWDQFMPHPDLO H[DPSOH FRP

7TUDQVSRUWWLQIMJHFWWWSY VPDUWUHFHLYHU FLVFR FRP OLFVHUYLFH OLF

PDLO H[DPSOH FRFFHQVHBVPDUW
TRVWDUWLQWKHKWLFHQVHS\WOHDWHILVWWKBURGXFW
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
5(*,67(5 5HILVWWHKHMURGXFRW6PDUMFHQVLQJ
85/ 6HWVKHWPDUWDQVSRGW
67$786 6KRRYHUDORPDUM.FHQVLWDWXYV
6800$5< 6KRAPDUMIFHQVLYWDWXXPPDU\

>@I!IVXPPDU\

YHDWXUH1DPH /JLFHQVH$XWKRUL]DWLRQBWDWXV

ODLGDQGOLQJ ,Q &RPSOLDQFH

&RQWHBHFXULWDQDJIHP 8D WW H&4 ,Q &RPSOLDQFH
URL

PDLO H[DPSOH FRFFHQVHBVPDUW

&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
5(48(6760$57B/,&(1BHTXH\OKLFHQVIIRWWKIBURGXFW
5(/($6(60$57B/,&(166HOHDOHFHQVRIVWKIBURGXFW
5(*,67(5 S5HILVWWHIURGXFRWUG6PDUMFHQVLQJ
85/ 6HWNVKHPDUWDQVSHRBBW

67$786 6KRRYHUDOPDUMFHQVLEWDWXV

6800$5< 6KRBPDUMFHQVLYWDWXXPPDU\

>@!XuUo
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',5(&7 B3URGXFWPPXQLFDGNHWWFWAOWKKHLVFRLFHQVHUYHUYV
75$163257B*$7(:BURGXFWPPXQLFDWMWBWUDQVSRDWHZBRUVPDUWRIWZDUH
PDQDIJNDWHOOLWH

&KRRVMHRPWKHROORZLMHQRSWLRQV

> @!

IRWH/KHDSSOLD XWHH W KHLUHF W5/

KWWSV VPDUWUHFHLYHU FLVFR FRP OLFVWBNRFRAX@QUADOWHE LV FR
6PDUBRIWZDOBQDJIH&E660 YLDWKKMUR[WHUYHWRQILIXUXNGLQWKEKSGDWHFRQILJ
FRPPDQG

7TUDQVSRUWHWWLQILVW EHXSGDWBIGVHERPPLW

PDLO H[DPSOH FRFFHQVHBVPDUW
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

5(48(6760$57B/,&(1BHTXH\OKUFHQVIIRWWKIBURGXFW
5(/($6(60$57B/,&(166HOHDOHFHQVRIVWKIBURGXFW
5(*,67(5 SHILVWWHIURGXFRWUGEPDUMFHQVLQJ
85/ 6HWVKHPDUWDQVSRBBW

67$786 6KRRYHUDOPDUMFHQVLEWDWXV

6800$5< 6KRABPDUMFHQVLEWDWXXPPDU\

>S@WUWHTXHVWVPDUWBOLFHQVH

YHDWXUWBPH /LFHQV#XWKRUL]DWWRW XV
&RQWHEHEXULWDQDJIJHPEWWUDOLZHIGFNLQJ 1IRWHTXHVWHG
&RQWHEHEXULWDQDJIHP 18D WW H®&4 IRWUHTXHVWHG

(QWHWKHWSSURSULOMWH QQXPEHU NRUDFWLYDWLRQ
6HSDUDRXOWLSMHHQYHWKRPPRUHQWHIDQJH

>@!

$FWLYDWLRIQQSURJUHMMWIROORZLIGDWXUHV
6HFXULWDQDJIJHPREREGQYWUDOUIZHIGFNLQJ
8VHOLFHQVHBVPIVXWPDBRPPD@WHRFKHFMWDWRVOLFHQVHYV

PDLO H[DPSOH FRFFHQVHBVPDUW
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

5(48(6760$57B/,&(1GHTXH\DKLFHQVIIRWWKIBURGXFW
5(/($6(60$57B/,&(166HOHDOHFHQVRINVWKIBURGXFW
5(*,67(5 S5HILVWWHURGXFRWUG6PDUMFHQVLQJ
85/ 6HWVKHPDUWDQVSRBBW

673786 6KRRYHUDGOPDUMFHQVLEWDWXV

6800$5< 6KRBPDUMFHQVLYWDWXXPPDU\

>@/UHOHDVHVPDUWBOLFHQVH

YHDWXUWEPH JLFHQVEXWKRUL]D W WD XV
&RQWHEHFXULOWDQDIJHPREWWUDOL]HG ,Q &RPSOLDQFH
7UDFNLQJ
&RQWHEHFXULWDQDJIHP A QWW H®4 ,Q &RPSOLDQFH
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show_license .

show_license

. Description 567
. 567

. 567

Description

H[DPSOH FRRRZOLFHQVHBVPDUW

&KRRWHKHR SHUDWLRXZDQWRSHUIRUP
67$7866KRRYHUDBOPDUMFHQVLEWDWXV
6800$5< 6KRBPDUMFHQVLEXPPDU\

>@IWWDWXV

6PDUM/FHQVLQV (QDEOHG

(YDOXDWBRQLRGQ 8VH

(YDOXDWBRQLREHPDLQLQJ GD\V KRXUV PLQXWHYV
5HILVWUDVWRODQWX8QUHILVWHUHG

/JLFHQV#XWKRUL]DWWRDWXWDOXDWDRQH
/IDVWXWKRUL]DWHR® ZB®WHPESMWDWXM&RPPXQLFDSWRGPSWHG
3URGXFQNWDQFMPHPDLO H[DPSOH FRP

7TUDQVSRFRUHWWLQIMUHFWWWSY VPDUWUHFHLYHU FLVFR FRP OLFVHUYLFH OLF

H[DPSOH FRRRZOLFHQVHBVPDUW

&KRRWHKHRSHUDWLRXQZDQWRSHUIRUP
67$7866KRRYHUDOPDUMFHQVLEWDWXYV
6800$5< 6KRAPDUMIFHQVLYXPPDU\

>@!VXPPDU\

JHDWXUH1DPH IJLFHQVH$XWKRUL]DWLRQ6WDWXV
0DLGDQGOLQJ ,Q &RPSOLDQFH
&RQWHEHFXULWD QDJIHP I8 QWW H&4 ,Q &RPSOLDQFH
cloudserviceconfig

. Description 568

. 568

. Cisco Cloud Services 568

. Cisco Cloud Services 569

. Cisco Cloud Services 569
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Description
. Cisco Cloud Services
570
. Cisco Secure Cloud Server
. 573
. 573
Description

cloudserviceconfig

* Cisco Cloud Services
* Cisco Cloud Services

* Cisco Cloud Services

» Cisco Secure Cloud

570

Cisco Cloud Services

Cisco SecureX Cisco Threat Response

Cisco SecureX Cisco Threat Response

Cisco Cloud Services

Cisco Cloud Services

Cisco Secure Email and Web Manager

Cisco Secure Email and Web Manager

Cisco Secure Email and Web Manager

. Talos

* Cisco Secure Email and Web Manager
[ General ]

* Cisco Secure Email and Web Manager
[ General ]

. commit

Cisco Cloud Services

cloudserviceconfig > enable
Cloud Services
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Cisco SecureX

Cisco Cloud Services

Cisco Threat Response

Cisco Threat Response

Cisco



Cisco Cloud Services .

Cisco Cloud Services

Cisco Smart Software Manager

PDLO H[DPSOH! FRPRXGVHUYLFHFRQILJ
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

(1$%/( 7KH&LVFBRORXBEHUYLAWFXUUHQWOVDEOR@RXUDSSOLDQFH
>@'HQDEOH
7TKH&LVFRORXEGHUYLAW FXUUHQWQDEORGQG\ RXUDSSOLDQFH
EXUUHQWRQILIXUHGS/FBHFXUHORXEEHUYHWYW DSL DSM VVH LWG FLVFR FRP
$YDLODE®DWHWWI| &LVFRHFXU&SORXEHUYHUV

$0(5,&%$6DSL VVH FLVFR FRP

$3-& DSL DSM VVH LWG FLVFR FRP

(8523( DSL HX VVH LWG FLVFR FRP
(QWHLVFBHFXU&ESORXEHUY HWURFRQQHWWWKHKLVFRORXEGHUYLPBRUWDO
>@!
6HOHFWH&FBHFXU&SEHORXEHUYHWDSL VVH FLVFR FRP
ODNWXUMRXUXQFRPPLWRPDNMWKHWKDQJWWVWLYH
PDLO H[DPSOH!  FHRRFPPLW
SOHDWHQWHRPHRPPHQGWN FULELRXYXUFKDQJHYV
>@'FRPPLMKDQJHYV
'R\RXZDQWRVDYMKHXUUHBRQILIXUDWRRQROOEDBNKN®!
&KDQIHWRPPLWWHGHHF *07
PDLO H[DPSOH!'FRP

Cisco Cloud Services

cloudserviceconfig > disable Cisco Cloud
Services

PDLO H[DPSOH FBRXGVHUYLFHFRQILJ
7TKHDSSOLDQNVHQRWHILVWHPUHWKNKKEKLVFRORXEHUYLFRRUWDO
&EXUUHQWRQILIXUHIG/FRORXEHUYHWDSL VVH FLVFR FRP
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

',6$%/( 7KH&LVFRORXEHUYLAWFXUUHQWQDEORG RXUDSSOLDQFH
5(*,67(5 7TRUHIJLVWWKHSSOLDZEMWKVKRKRLVFRORXEHUYLFBRUWDO
6(7756 6HWNKRKLVFBHFXU&EORXEHUYHURFRQQHWWWKRLVFBRORXG
6HUYLFPRRUWDO

>@!GLVDEOH

7TKH&LVFRORXEHUYLANW FXUUHQWOVDEORI@RXUDSSOLDQFH

PDLO H[DPSOH!  FRRPPPLW

SOHDVWHOQWHWRPHRPPHQGWN FULELRIUFKDQJHYV

>S@!FRPPLRFKDQJHYV
'R\RXZDQWRVDYMKHXUUHBRQILIXUDWRRQROOEDBN®@!
&KDQIHRPPLWWHGIHF *07

PDLO H[DPSOH!FRP

VPDIFORXGVHUYLFHFRQILJ

&LVFRORXEHUYLFPRUWDQVWSGDWBWXFFHVVIXO
7TKHDSSOLDQNHQRWHILVWHPEIHEBK KRLVFRORXEHUYLFBPRUWDO
&EXUUHQWONGLVFRORXEHUYHW VWDJH DSL VVH FLVFR FRP

&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
', 6$%/( 7TKH&LVFRORXEBHUYLAWFXUUHQWQDEORG RXUDSSOLDQFH
5(*,67(5 7TRUHJLVWWKHSSOLD ZQEMWKVKRKRLVFRORXEHUYLFPRRUWDO
6(7756 6HWNKRKRLVFRORXEHUYLP RUWMWRFRQQHWWWKRKLVFRORXEGHUYLFH
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Cisco Cloud Services

Cisco Cloud Services

SRUWDO
83'$7()4'1/,67 8SGDWHKILVFRORXEHUYLBRUWDQVW
(1$%/(B352:<(QDEOFRQQHFWWRSLVFRORXEHUY HUKURXIKR [\

>@'5(*,67(5

(QWHD UHJLVWUD WIRRNHNH\WRUHILVWHRXUDSSOLDQEMW KKK LVFRORXEHUYLFH
SRUWDO
>@! D IF E EH | IHD

7TKHDSSOLDQAHLVWUDWYRQSURJUHVV

cloudserviceconfig > deregister Cisco Cloud Services

VPDIFORXGVHUYLFHFRQILJ

&LVFRORXEHUYLFRRUWDQVWSGDWBWXFFHVVIXO
TKHERQWHEHEXULWDQDJIJHPBQWOLD QNN XFFHVVIXOILVWHDHBW KELVFRORXG
6HUYLFRRUWDO

&XUUHQWONMGLVFRORXEHUYHW VWDJH DSL VVH FLVFR FRP

&KRRWHKHRSHUDWLRXQZDQWRSHUIRUP

" 6$%/( 7KH&LVFRORX&BHUYLAWFXUUHQWQDEORGRXUDSSOLDQFH
"(5(*,67(5 7RGHUHJLVWHWSSOLDQBRPWKKLVFRORXGHUYLBRUWDO
6(7756 6HWVKHLVFRORXGBHUYLBRUWRFRQQHERW KK LVFRORXEHUYLFH
SRUWDO

83'$7()4'1/,67 8SGDWHWKHK.LVFRORX&EHUYLBRUWDQVW
(1$%/(B352;<(QDEOFRQQHFWWRSLVFRORXEHUY HUKURXS KR\
>@!(5(*,67(5

'R\RXZDQWRGHUHIJLVWRXUWDSSOLDQBRPWVKRKLVFRORXEHUYLFBRUWDO
, \RXGHUHIJLVWRYZLO@QRWVHDEOWRDFFHWKKORXGHUYLAHDWXUBRM @k

7KH&ERQWHEHFXULWD QDJHP BGWOLD GAHHHILVWUDWLRQURJIUHVYV

Cisco Cloud Services Cisco Secure Cloud Server

cloudserviceconfig > settrs Cisco
Cloud Services Cisco Secure Cloud Server

PDLO H[DPSOH'FRPRXGVHUYLFHFRQILJ
7TKHDSSOLDQNVHQRWHILVWHPUHGK KRLVFRORXEHUYLFBPRUWDO
EXUUHQWRQILIXUKG/VFRORXEHUYHWDSL VVH FLVFR FRP
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
',6$%/( 7KH&LVFRORXEHUYLAWFXUUHQWQDEORGRXUDSSOLDQFH
5(*,67(5 7RUHJLVWWKHSSOLDQEMW KN KKLVFRORXEHUYLBRUWDO
6(7756 6BHWNVKHKLVFBHFXUSHORXEHUYHURFRQQHWWWKKRKLVFRORXG
6HUYLFBRRUWDO
>@IVHWWUV
&EXUUHQWRQILIXU&IG/FRHFXUFORXEHUYHW DSL VVH FLVFR FRP
$YDLODEIDHWWI &LVFRHFXU&ORXEHUYHUV
$0(5,&$6DSL VVH FLVFR FRP
$3-& DSL DSM VVH LWG FLVFR FRP
(8523( DSL HX VVH LWG FLVFR FRP
(QWHLVFBRHFXUEORXEHUYHURFRQQHPWWRW K& LVFRORXEGHUYLFBHRUWDO
>@!
6HOHFWHWFBHFXU&EORXEHUYHWDSL HX VVH LWG FLVFR FRP
ODNWXUNRXUXQFRPPLWRPDNMWKHWKDQJHW¥FWLYH
PDLO H[DPSOH! FRRPPPLW
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CLI

cu B

SOHDWWQWHRPHRPPHQGWHWNFULELRXUFKDQJIHV
>@!FRPPLMKDQJHV
'R\RXZDQWRVDYMKHXUUHBRQILIXUDWRRQROOEDBPN®!
&KDQIWRPPLWWHGIHF *07

CLI

$XWRUHJILWXYHAPHVDQGDLOXUH
VPDIFORXGVHUYLFHFRQILJ

&LVFRORXEHUYLFRRUWDQVWSGDWBWXFFHVVIXO
7TKHDSSOLDQNVH)RWHILVWHPUHWKNKKEKLVFRORXEHUYLFRRUWDO
&EXUUHQWONMGLVFRORXEHUYHWDSL VVH FLVFR FRP

&KRRWHKHRSHUDWLRXQZDQWRSHUIRUP

5(*,67(5 7RUHJLVWWKHSSOLD QEM M KHLVFRORXEHUYLBRUWDO

6(7756 6HWVKH.LVFRORXGBHUYLBRUWWRFRQQHERWKHELVFRORXEHUYLFH
SRUWDO

83'$7()4'1/,67 8SGDWWKH.LVFRORX&EHUYLBRUWDOQVW

$8725(*,67(5 UHJLVWWKIDSSOLD QEW KN KK LVFRORXEHUYLBRUWD®WRPDWLFDOO\
(1$%/(B352;<(QDEOFRQQHFWWRSLVFRORXEHUYHUKURXSKR[\
>@!$8725(*,67(5

7TKHDSSOLDQPHOHWRDXWR UHIJLVWWWMVKKLVFRORXEHUYLFRRUWDO

5HDVR®Q UHTXHWWHQHUDDMWHP DUMFHQVLD\ORDGBRRLVFRPDUMRIWZDOBIQDJIHU
IDLOHG

7TKHDSSOLDQNVH)RWHILVWHPUHWKNKKEKLVFRORXEHUYLFRRUWDO
&EXUUHQWONMGLVFRORXEHUYHWDSL VVH FLVFR FRP

&KRRWHKHRSHUDWLRXQZDQWRSHUIRUP

5(*,67(5 7RUHJLVWWKHSSOLD QEM M KHELVFRORXEHUYLBRUWDO

6(7756 6HWVKHLVFRORXGBHUYLBRUWWRFRQQHERW KK LVFRORXEHUYLFH
SRUWDO

83'$7()4'1/,67 8SGDWWKH.LVFRORX&EHUYLBRUWDOQVW

$8725(*,67(5 UHILVWWKIDSSOLD QEW KK LVFRORXEHUYLBRUWDRWRPDWLFDOO\
(1$%/(B352;<(QDEOFRQQHFWWRSLVFRORXEHUYHUKURXSKR[\
>@!$8725(*,67(5

7TKHDSSOLD YXHFFHVVIXDROWR UHJLVWHWHKBEKRELVFRORXEHUYLBPRUWDO

TALOS

VPDIFORXGVHUYLFHFRQILJ

&LVFRORXEHUYLFPRUWDOQVWSGDWBWXFFHVVIXO
TKHERQWHEHFXULWDQDJIJHPBSWOLD QNN XFFHVVIXOBILVWHDHEBW KELVFRORXG
6HUYLFBRRUWDO

&XUUHQWONGLVFRORXEHUYHWDSL VVH FLVFR FRP

&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
83'$7()4'1/,67 8SGDWHKHKLVFRORXEHUYLBHRUWDQVW
)(7&+&(57,),&$7(RZQORWEK K LVFRDORFMHUWLILF DB H\
(1$%/(B352;<(QDEOFRQQHFWWRSLVFRORXEHUY HUKURXS KR\
>S@N)(7&+&(57,),&37(
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cloudserviceconfig

&EXUUHQWFRDORNWHUWLILFRDW¥YIDOLIRU GD\V
'R\RXOLNMVRRYHUZUMWWHH[LVWLGBHUWLILFDWBNH\><_1@ >@!'1

TKHERQWHEHFXULWDQDJIJHPBQWOLD QNN XFFHVVIXOBILVWHDHEBW KEBELVFRORXG
6HUYLFBRRUWDO
&XUUHQWONGLVFRORXEHUYHWDSL VVH FLVFR FRP

cloudserviceconfig

>S@FOLHQWFHUWLILFDWH
'R\RXOLNMVRRYHUZU WKHH[LVWL®BHUWLILFDWBNH\><_1@® >@ <

3SDVWWKHHUWLILFDWH
3UHV&75/ 'RQD EODQWLQHEKHGRQH

%(*, 1 &(57,),&$7(
$4()$$28&%4 $0,,%&J.&$4($\| S' M&<P$ <8P]JMV - 9 (KLO )QY'R (O-
F930U=)Z]7P, Z+7U4L <NMD<VEH 1EK T YGPU/ 3PLN\ +2K2<);F+L 8 6D
U< 'K<1Z LV.[)X* ;QP P1]66,4G,F7YT,9 L38M40 2PZ0 S (U'O - 0< N1/
0S(6 $P4ALWHI %5PF'PSDPP&&9IP8[ E $ 3PHSFO&9V 3IDRT,*\ &F$RQ)20U-
0,,'<]&&$SNXJI$SZ,%$J,'&0YGO0$ *&6T*6,E '4(%&Z8$0,*&04VZ&A<'944*(Z-9
*O\2S)NE+J $/NG.L' 5+;N86.GDG)'.,$,JF J DGUBZ, $4$%R[RZ*'$-%J19
8](70%(*$ 8(&%0.4 )VD:=YFP S<7(50% *$ 8(%[0,8 )X,(SYF 8[*]$=%J109
%$R7(NL1SF 1Y,)1 F 50E;0J6: M/M(50% *$ 8(&[0,8 OMG;-SG+N[*]$=%J19
%$07(01 <:GO,(WOH: KF 50FL%'47$H)Z [27$\07NZ0]8 0]KD)Z \OM$ 0',Z
MJ<(JUK*W=P[ KS$P+L L FQ,DU' RH3WFJJ2DI[SD UT;3*IMLD-8 FG$ 6X
4JXTK EQ X 5 (OM]X 9 5Q -=07F- Y X 2& N.RKV0)0Z%4 (S3/ &S0 1'[
6M*3,03 6UTNW/2507TWYF[ 6QOXUU[H 3QUSV ] Q56;KF+*0\U4V +,T,Y07
0]8 O]JKDO(N[+7$E%INTKNL* Z %&4(:'Q50F 5$< O]< X< WO05JZ)J<'944"
'$ :7( 778([OMO 17< 2'N['M$0%J19%$R0%:1SF 1Y0,,%,M$S1%INTKNL* Z %
$4()$$28%4 $0,,%&J.&$4($\| S' M&<P$ <8P]JMV - 9 (KLO )QY'R (O-
F930U=)Z]7P, Z+7U4L <NMD<VEH 1EK T YGPU/ 3PLN\ +2K2<);F+L 8 6D
U< 'K<1Z LV.[)X* ;QP P1]66,4G,F7YT,9 L38M40 2PZ0 S (U'O - 0< N1/
0S(6 $P4ALWHI %5PF'PSDPP&&9IP8[ E $ 3PHSFO&9V 3IDRT,*\ &F$RQ)20U-
X7 . TU7XV8(3 R'& ,USQE%( []EW) O [J[BRV[3 2X:FIW7; 7;F< M6
*O\2S)NE+J $/NG.L' 5+;N86.GDG)'.,$,JF J DGUBZ, $4$%R[RZ*'$-%J19
+50($MS$0SV*S 8G'Z4($Z,+J'$1%INTKNL* Z %$4V)$$28&$4($2.<1L=1-J UO
0 Z] X WM ( U*9JVM ' 12.) '"PT+I\T3&X;QV )O Q/ 'D RJVO/Z,U6
G DOIM U 1IE1 KM.1 3*%WF5\0'L D8%RTDK1PJ&Z'.77-JR972 D &D
MJ<(JUK*W=P[ KS$P+L L FQ,DU' RH3WFJJ2DI[SD UT;3*IMLD-8 FG$ 6X
4JXTK EQ X 5 (OM]X 9 5Q -=07F- Y X 2& N.RKV0)0Z%4 (S3/ &S0 1'[
6M*3,03 6UTNW/2507TWYF[ 6QOXUU[H 3QUSV ] Q56;KF+*0\U4V +,T,Y07
- 6ZJXU):J

(1' &(57,),&$7¢(
A

3DVW3HJILY D WHH
3UHV&75/ 'RQD EODQWLQHEKHGRQH
% (*,1 56$35,9$7( (<

=]6:Q1$GOMWRER G[ LOIED:'G 8P 3,(L%;(\ ] EWXN48*7, :V&JI<($ T
J+ \EKH% L&<41=Q=NH80 TT1 +N5PUK7% 203/N= % IVW3IS(FZ Y O] %54
"\N 90J(WQ2S:E\<.TO=E)3+EGG4*7,E&9 7 K\(FM1E\' 66&,Y J[) 7%5 T'
+7 33W +;SJF)Z 1RI16QS1P 2KN: 6%1JN&J<($V < 90:$ ::($)=K,=.6

-Z \:<H 9 D:591 Z/ D5. H97N N&(=/* YT]ER6253L 4;< R D%1KJ
0,,(RZ,%%$$.&$4(3\1 S' M&<P$ <8P]MV - 9 (KLO )QY'R (O-F930U=)Z
1(QUWDO :Q.1=] Q& NDTK '%D*XRO37E(*U(MQDYIP -'< YO/[78( 605G =;
17P, Z+7U4L <NMD<VEH 1EK T YGPU/ 3PLN\ +2K2<);F+L 8 6DU< 'K<1Z
%+:+LNKNO LE(% .;04836&\ D*PEHNF \ Y-%92EG.[ X,ZXN EX\ US\EO\
| 'VD+, <M M<L D, HF +7 ; Y[F HDK%Y 'YD,) $N /\,YG/RP\F9N* VL9
/W SV4.%J)M5911GGZJF; 4D4;RS<-:D +)Q:J+ M;J9)H5 4 VPT / <N *UJ[7
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Cisco SecureX Cisco Threat Response .

LV.[)X* ;QP P1]66,4G,F7YT,9 L38M40 2PZ0O S (U'O - 0< N1/0S(6 $P4
LWHI %5PF'PSDPP&&9IP8[ E $ 3PHSFO&9V 3IDRT,*\ &F$RQ)20U-X7 . TU7
XV8(3 R'& ,USQE%( []EW) O [J[B8RV[3 2X;FIJW7; 7;F< M6*O\2S)NE
+J $/NG.L' 5+:N86.GDG)'.,$,JF J DGUS8Z,'$4$%S$R,%$( M41T-R(P(Z6Y2
(LTPZFM<(\ N. U(W $/0U6 G$XQD=WT 60 7U ;D0]J)- -['(Q;X040T9/
.D7Z:7 %7PY[OT90G,+ *< 6KO7 2[9H WQ;F P F QP; GIW/NF<& \;19E
EYW' %5 HXS12UYM 1 3 V<F1F , =$$KH*IK/F R'70L+,( J "\YK M :,L \
ESR8 1)9 MF*WTO $284W/8WX2 G WN :/ P TV; XON4 GGO Y*E75J ,NM5E
39SVK$. M 5V4&81 /O5T 6< \ &0O= 0<::X .TOOR. 8'DU, G.,6\9VNIH

014 (&J<($ ]/+7\N)2%$ 0\OL64[,( <V9/ WF 5\ 3% 2R7< Y.8FP&=S
71/3X((E\]QG$,: )DJ9* D<<);' NF8( /8&&70 E72L<-0 <&*JV+Q%STS, \,
=]6:Q1$GOMWRER G[ LOIED:'G 8P 3,(L%;(\ ] EWXN48*7, :V&JI<($ T
J+ \EKH% L&<41=Q=NH80 TT1 +N5PUK7% 203/N= % IVW3IS(FZ Y O] %54
‘\N 90J(WQ2S:E\<.TO=E)3+EGG4*7,E&9 7 K\(FM1E\' 66&,Y J[) 7%5 T

+7 33W +;SJF)Z 1RI16QS1P 2KN: 6%1JN&J<($V < 90:$ ::($)=K,=.6

-Z \:<H 9 D:591 Z/ D5. H97N N&(=/* YT]ER6253L 4;< R D%1KJ
1(QUWDO :Q.1=] Q& NDTK '%D*XRO37E(*U(MQDYIP -'< YO/[78( 605G =;
:('SG+'DO==)S*'Ul Z=UD(&J<% F7 SH 'QT $ML S(8X/GM,9S < *HSN ;=8
%+:+LNKNO LE(% . :04836&\ D*PEHNF \ Y-%92EG.[ X,ZXN EX\ US\EO\
| 'VD+, <M M<L D, HF +7 ; Y[F HDK%Y 'YD,) $N /\,YG/RP\FON* VL9
/W SV4.%J)M5911GGZJF; 4D4;RS<-:D +)Q:J+ M;J9)H5 4 VPT / <N *U[7
*X DF%DO0345 Q: ;TP37- W<KI QP7 -5Z<(J( & IOQ"'HD <)RL; \3
I' N/\'3J4 XW4Z. ; D. 3[G(,V;.=/F5 )RH7 Z4M J&* LJ+

(1' 56$35,9%7((<

A'&HUWLILFDYBIH\DUWWRUNGFFHVVIX0O\

Cisco SecureX Cisco Threat Response

clouderviceconfig > enablesecurex
Cisco SecureX Cisco Threat Response

&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
(29(55,'( &RQILIXUMWHUQHSORURRPSDWLELOR®RBYHUULGH
6(&85(; &RQILIJX®HVFRHFXUH7KUHDOW VSRQNDWXRP\IRXUDSSOLDQFH
>@16(&85(;

7KH&LVFBHFXUH; 7KUHDBWVSRQMHDWXUMFXUUHQWOVDEOR@RXUDSSOLDQFH
RXOGRXOLNMWRHQDE@HVFBHFXUH7KUHDBWVSRQNMHDWXUBH@ !

&GORXEHUYLRWQRWQDEOHG
(QWHWFORXGVHUYLFHFRRUHQDEOLINVNFRORXWVGHUYLFH

Cisco SecureX Cisco Threat Response
cloudserviceconfig > disablesecurex Cisco
SecureX Cisco Threat Response

VPDUHQHUDOFRQILJ

&KRRWHKHR SHUDWLRXQZDQWRSHUIRUP
(29(55,'( &RQILIXUMWHUQHSWORUKRRPSDWLELORBBYHUULGH
6(&85(; &RQILJXBHVFBHFXUH7KUHDOWVSRQNDW X R\RXUDSSOLDQFH
>@!6(&85(;

7KH&LVFBHFXUH;7KUHDBWVSRQMHDWXUMFXUUHQWQDEORG\IRXUDSSOLDQFH
:RXOGRXOLNMRGLVDE@HVFBHFXUH7KUHDBWVSRQMDWXUH@ K

7KH&LVFBHFXUH;7KUHDOWVSRQNMHDWXUMFXUUHQWOVDEORI@RXUDSSOLDQFH
7TKH&LVFRORXEHUYLANW FXUUHQWOVDEOR@®RXUDSSOLDQFH
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. Async0S 14.0

Async0S 14.0

. Cisco SecureX
Cisco Securex

«Web Ul Cisco SecureX Cisco Threat Response [
System Administration ]>] General Settings ] Cisco SecureX
Cisco Threat Response generalconfig
CLI
SSE

Cisco SecureX  Cisco Threat Response

. SSE

CLI

* shutdown

* reboot

* suspend

« suspendtransfers
* resumetransfers
« resetconfig

* version

o[ Management Appliance ]>[ System Administration ]
> / Shutdown/Reboot ]

. VKXWGRZQ
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AsyncOS

30 AsyncOS
GUI System
Administration ] [ / Shutdown/Reboot ]
CLI  reboot
AsyncOS
30 AsyncOS
VXVSHQG «E
e CLI
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. CLI suspend suspendtransfers

VXVSHQGWUDRVIHUV Web Security Appliances
Content Security Management Appliance

E
30 AsyncOS
suspend suspendtransfers resume
resumetransfers
Web
[ Management Appliance ]>[ System
Administration ]>[ / Shutdown/Reboot ]
. E
Suspending Email Delivery Resuming Email Delivery Suspending Receiving

Resuming Receiving

CLI suspend suspendtransfers

VPD H[DPSOH FWRRFSHQG

(QWHWKMKXPEHRU VHFRQ@WZDLWHIRUBEUXSWMRVLERQQHFWLRQV
> @!

:DLWLQRUOLVWHQWURM[LW

S5HFHLYLQYVSHQGHG

‘DLWLQRURXWJIRL®HOLYHUWHRM QLVK

ODLGHOLYHWXVSHQGHG

VPD H[DPSOH FRP!

VPD H[DPSOH FRFSHQGWUDQVIHUV

7UDQVIHUXVSHQGHG
VPD H[DPSOH FRP!
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resume suspend suspenddel

resumetransfers suspendtransfers

CLI resume resumetransfers

VPD H[DPSOH BIRIFIXPH
S5HFHLYLQHVXPHG
ODL@HOLYHWHVXPHG

VPD H[DPSOH FRP!

VPD H[DPSOH PRIFXPHWUDQVIHUV

S5HFHLYLQHVXPHG
7UDQVIHUNVXPHG
VPD H[DPSOH FRP!

Caution CLI
HTTP HTTPS

FTP Telnet SSH
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. resetconfig

. 1 admin
CLI
, 0N page 11
2.
3 Management Appliance ]>[
System Administration ]>]
Configuration File ] [ Reset ]
Note
. GLDJQRVWWUMHORCLE
Caution Cisco

resetconfig

PDLO H[DPSOH ¥RPSHQG
'"HOD\VHFRQGRLQLPXP

> @!
:DLWLQRUOLVWHQMWWRM[LW
S5HFHLYLQAVSHQGHG

:DLWLQRURXWIRLQHOLYHUWHRM QLVK

ODL@HOLYHWUXVSHQGHG
PDLO H[DPSOH BRFPHWFRQILJ

SUHRXVXUNRXZDQWRUHVHMO FRQILIJXUDWICRIXHY1 @ kK
$OOVHWWLEDWHEHHQHVWRUWHRBSVKHDFWRIBHIDXOW

Async0S

1 Web
Web

2 [ Management Appliance 1>
System Status ]

. Async0S 14.1 for Cisco Secure Email and Web Manager
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3 [ Version Information ]
AsyncOS

version

80 90
Before you begin
. RPC
, 0N page 753
. IPv4
LSFRQILJ
. Intelligent Platform Management Interface  IPMI
2.0
. CLI

1 SSH Telnet

UHPRWHSRZHU

VHWXS
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B swe

5 commit
6
7

What to do next
, 0N page 727
AsyncOS Simple Network Management Protocol SNMP vl v2 v3
« SNMP VQPSFRQILJ

« MIB  http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/
tsd-products-support-series-home.html

. DES SNMPv3
SNMPv3 RFC 2571 2575
SNMP 8
SNMPv3 SNMPv3

VQPSFRQILJ

. SNMP
connectivityFailure SNMP url-attribute URL
. /
* AsyncOS SNMP Web Email Security Appliance

snmpconfig

VPD H[DPSOH NRMPISFRQILJ
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snmpconfig .

&EXUUHQW3VHWWLQJIV
6103 LVDEOHG
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

6(783 &RQILIJXBHO3
>@!'6(783
'R\RXZDQWRHQDE®HO3"
><@!
SOHDWKRRMVHQ,3 LQWHUIDRM6103UHTXHVWYV

ODQDJHPHQW VPD H[DPSOH FRP
> @!
KLFKSRUWKDOWKHW103GDHPROQVWHR@QLQWHUIDBEHQDJIJHPHQW "
> @!
BOHDWHOHMBWO3YDXWKHQWLFBWIRQ

0

6+$%
> @!
BOHDWHOHMBWO3YSULYDBWUWRWRFRO

(6

$(6
> @!
(QWHWKHB103YDXWKHQWLFBOVYRKUDVH
>@!
SOHDWHOQWHWKHK103YDXWKHQWLFBWYRKUDVYBLY RFRQILUP
>@!
(QWHWKH103YSULYDBWDVVSKUDVH

>@!
SOHDWHQWHWKHK103YSULYDB\DVVSKUDVBLYRFRQILUP
>@!

6HUYLMBHO039 9 FUHTXHVWV"

>1@k

(QWHWKHK 1039 9 FFRPPXQLMWWULQJ

>S>LURQSRUMWK@DLF

6KDO®1039 FUHTXHVEMHWHUYLFHRP,3Y DGGUHVVHV"

><@!

JURPZKLFK3Y QHWZRWXWDWOEL039 9 FUHTXHVEMM OORZHG'SDUDWH

PXOWLSOHWZRUNWEKRPPDV

> @!

(QWHWKHUDSDUJHDWD KRVWDPH,3 DGGUHRVOLVWI ,3

DGGUHVVH$DUDWHBRPPDY3 DGGUHYVYHIHUUH@WHURQHWRGLVDE@WHIDSV

> @!

(QWHWKHUDSRPPXQMWULQJ

>LURQSRUWRFRIP P

(QWHUSUZVBSWDWXV
&388WLOL]DWLRQ([FHHGHEDEOHG
),360RGH'LVDEOH)DLOXUIK®DEOHG
),360RGH(QDEOH)DLOXUKHQDEOHG

YDLORYHU+HDOWK\ (QDEOHG
)DLORYHU8B8QKHDOWK\ (QDEOHG
5%,'6WDWXV&KDQJIH (QDEOHG
FRQQHFWLYLW\)DLOXUH'LVDEOHG
IDQ)DLOXUH (QDEOHG
KLIJK7HPSHUDWXUH (QDEOHG
NH\([SLUDWLRQ (QDEOHG
OLQN8S'RZQ (QDEOHG

PHPRU\S8WLOL]DWLRQ ([FIE\HIEEHEH G
SRZHUB6XSSO\6WDWXV&KQDBEHG
UHVRXUFH&RQVHUYDW RO ERGHE

XSGDWH)DLOXUH (QDEOHG
'R\RXZDQWRFKDQJIHQ\RI WKHWHWWLQJV"
>1@k
'R\RXZDQWRGLVDEO®\RI WKHWAUDSV™"
><@RQ
'R\RXZDQWRHQDE®®\RI WKHWAUDSV"
><@\
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(QWHQXPEHRWQXPEHBYWUDSNRHQDEOHHSDUDMXOWLSODAHP EHRBNVWK
FRPPDV
>@!
KDWKUHVKRREOWRXOLNM RVHWRU&3IBXWLOL]DWLRQ™"
> @!
:KDW5/ ZRXORXOLNMRFKHFNRUFRQQHFWLYRMOXUH"
>KWWS GRZQORDGV LURQSRUW FRP@!
' KDWKUHVKRREOWRXOLNMRVHWRUPHPRWWLOL]DWLRQ"
> @!
(QWHWKHB\VWHMRFDWLRQULQJ
>BQNQRZRWKHWRQILIXUHGHW ZRRSHUDWLRBYWHWIZHVWUDFN SRVLWLRQ
(QWHWKHB\VWHRZRQWDWVWWULQJ
>VQPS#ORFDOKFFOBW@PLQLVWUDWRU#H[DPSOH FRP
&EXUUHQW3VHWWLQJIV
/ILVWHQLRQLQWHUIDBEHQDJHPHQW SRUW
6103Y (QDEOHG
6103Y ' Y (QDEOHBFFHSWIUMHITXHVIWRPVY XEQHW
6103Y Y &RPPXQLWAULQSXEOLF
7TUDSNDUJHW
/IRFDWLRIHWZRPRSHUDWLRRBYWHWZHVWUDFN SRVLWLRQ
6\VWH&RQWDBWS$ $GPLQLVWUDWRU#H[DPSOH FRP
&KRRWHKHRSHUDWLRX2ZDQWRSHUIRUP

6(783 &RQILIJXBHO3
>@!
VPD H[DPSOH FRPPLW
SOHDWHQWHRPHRPPHQGWN FULELRXYXUFKDQJHYV
>@!/(QDEOMHQGRQILIXBHO3
&KDQIJHWRPPLWWHIG1RY *07
VPD H[DPSOH FRP!

. , 0n page 583
. , 0n page 583
. , 0N page 585
. , 0N page 585
. , 0N page 586
, 0N page 586
. , 0N page 587
. , 0N page 587
. , 0N page 588
. , 0n page 588
. , 0N page 589
. , 0n page 590

. Async0S 14.1 for Cisco Secure Email and Web Manager



Web

, 0N page 589

AsyncOS

AsyncOS
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, 0N page 586

, 0N page 637
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unresolved

[ Management Appliance >
Centralized Services ]

Note

, on page 20
VXVSHQGWUDQVIHUV

VXVSHQG
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[
System ] [ Info ]
, 0N page 610
Note
Before you begin
. , 0N page 583
1
backupconfig Enter

setup
4  Schedule Enter
5 IP
6 20
1
8
9 Schedule a single backup 2 Enter
10

a) 1 Enter

b) Enter
1 Enter
12
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13 View
Enter

14 , 0N page 589

Note

Before you begin

, 0N page 583

1
2 EDFNXSFRQILJ Enter
3

setup Y
4  Schedule Enter
5 IP
6 20
17
8
9 3 Enter
10
1 Status
12 , 0n page 589
1
2 backupconfig Enter
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View

Status
, 0N page 612
What to do next
, 0N page 589
SMA
. , 0n page 588
, 0N page 628

« Configuration Master Web

, on page 708

GUI
, 0n page 710
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1 /
2
3
/
588
5
6 /
7 2
8
/
10
11 a)
b)
c)
d)
€)
f)
9)
12
[

Before you begin

, 0N page 582
/
, 0N page 628
/
, 0N page 583
/ , 0N page
/ suspendtransfers suspend
/ / / /
/ /
/ resumetransfers resume
/
/ Web Security Appliances
Web
Web
Management Appliance ]>] Centralized Services ]>]
Security Appliances ]
Establish Connection ]
Test Connection ]
Management Appliance ]>] Centralized Services ]>]

System Status ]
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Figure 14:

SMA1 ESAl1 3 WSA 1
SMA2 SMA1l
SMA 2
SMA 2
Procedure
Command or Action Purpose
E
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Command or Action Purpose
2 , 0N page
SMA1 630
SMA2
3 SMA1 IP a. SMA2 [ Network ]>]IP
SMA2 IP IP Interfaces ]>[IP
Add IP Interfaces ]
b. [IP Add IP Interfaces ]
SMA1
IP
SMA 2
IP IP
,onpage 730
4
5 SMA 2
, 0N page 28
6 , 0N page 26
SMA 2
7
, 0N page 397
E
8 , 0n page 589
What to do next
SMA?2
ESA1 3 WSA1 SMA 2
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Figure 15:

,on page 590

Async0S

. , 0N page 593

. , 0n page 593

. , 0N page 594

. , 0N page 597

. , 0N page 603

¢ AsyncOS , 0N page 593

. , 0N page 606
. , 0N page 606

AsyncOS for Email  CLI

http://www.cisco.com/c/en/us/support/security/
email-security-appliance/products-command-reference-list.html

Cisco IP
AsyncOS
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IP Cisco

URL
Note upgrades.cisco.com 22 25 80 4766
Cisco AsyncOS 2
. Cisco
HTTP AsyncOS
. Cisco 1
AsyncOS
, On page 597
CLI  updateconfig
Cisco
Cisco
Figure 16:
Cisco
Cisco
AsyncOS
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Web
5 [

6 [

71

Note

HTTP
HTTP
AsyncOS
Figure 17:
,on page 596
, 0N page 596
Web
Management Appliance ]>[ System Administration ]>[
Update SettingsChoose ]
Management Appliance 1> [ System Administration ]>[
System Upgrade ]
Available Upgrades ]
updateconfig upgrade

AsyncOS , 0n page 593
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AsyncOS
* Cisco
* Web
Note HTTP
IP DNS
AsyncOS
* Web Microsoft I1S  Internet Information Services
Apache
°24
*  AsyncOS 350 MB
http://updates.ironport.com/fetch_manifest.html
zip
Cisco
zip AsyncOS
URL
[ Edit Update Settings ] CLI  updateconfig
Cisco
http://updates.ironport.com/fetch_manifest.html XML
Cisco
zip
asyncos/phoebe-my-upgrade.xml
AsyncOS XML
URL [ Edit Update Settings ] CLI

updateconfig
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Cisco

AsyncOS

AsyncOS

updateconfig

,onpage
AsyncOS

10
Ctrl C

AsyncOS
AsyncOS

AsyncOS

GUI 2 CLI
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Table 84:

Web AsyncOS
Update
Servers (images)
Web
, 0N page 599
AsyncOS
Cisco
URL
,on page 594
, 0n page 594
XML
Update Web
Servers (lists)
, 0N page 599
XML
AsyncOS 80
,onpage 594
, 0N page 594
h
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AsyncOS

Interface
HTTP HTTP
HTTP Proxy Server
GUI
,onpage 109 Web
, 0N page 247
HTTPS HTTPS
HTTPS Proxy
Server
GUI
,onpage 109 Web
, 0N page 247

AsyncOS
IP

Update Settings ]
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Figure 18: [ ( ) Update Servers (images) ] URL

Figure 19: [ ( ) Update Servers (list) ] URL
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GuI B

Table 85:
URL/IP
Update URL http://downloads-static.ironport.com
Servers | Asyncos 204.15.82.8
(images) Base URL (all services except Time zone Port 80
rules and AsyncOS upgrades)
URL Base URL | downloads-static.ironport.com
(Time zone rules) 204.15.82.8
Port 80
AsyncOS Host updates-static.ironport.com
(AsyncOS upgrades) 208.90.58.25
Port 80
Update update-manifests.ironport.com
Servers
(list): 208.90.58.5
URL Full URL Port 443
update-manifests.sco.cisco.com
URL For updates on virtual appliances: Full | port 443
URL
URL For upgrades: |update-manifests.ironport.com
Full URL 208.90.58.5
Port 443
Important  C| | XSGDWHFRQILJ G\QDPLFKRVW XSGDWH PDQIURLY WYV
GUI
1 Web
Web
2 | Management Appliance ]>[ System Administration ]>[
Update Settings ]
3 Edit Update Settings ]

, 0N page 597
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4 ( ) Update Servers (images) ]
5  AsyncOS
a) [ AsyncOS Click
to use different settings for AsyncOS upgrades ]
b) AsyncOS
6 [ ( ) Update Servers (list) ]
AsyncOS
1
8
9
10
[ Update Settings ]
Management Appliance ]>[ System Administration ]>[ Update
Settings ]
URL URL asyncos
AsyncOS
Web
Clearthe
notification ] [ Close ]
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[ Management Appliance ]
>[ System Administration 1> [
System Upgrade ]

Before you begin

, 0N page 593
1
, 0N page 638
2 XML
, 0N page 629
3 /
[ Management Appliance ]>[ System Administration ]>[
Configuration File ]
4 CLI suspendlistener
GUI
5
6

, On page 597

Async0S

Async0S 14.1 for Cisco Secure Email and Web Manager .




. Async0S
Note  AsyncOS  Cisco 1
10
Ctrl C
Before you begin
« Cisco
,onpage 594
, 0n page 597
. , 0N page
603
1 Web
Web
2 | Management Appliance 1> [ System Administration ]>[
System Upgrade ]
3 [ Upgrade Options ]
4
1 [ Download and Install ]

Download only ]
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[Install ]
AsyncOS [ Install ]
AsyncOS

a) configuration
b)

Note GUlI [

Configuration File ] CLI  ORDGFRQILJ

c)
[ Proceed ]
a)
b) [ Reboot Now ]

Note 20
c) 10

What to do next
[ Install ]
. , 0N page 606

Async0S 14.1 for Cisco Secure Email and Web Manager

"




1 Web
Web
2 | Management Appliance 1> [ System Administration ]> [
System Upgrade ]
3 [ Upgrade Options ]
upgrade_logs
Cancel Download ]
Delete File ]
. E
. Web Configuration
Master Configuration Master
Web , 0n page 428
. , 0N page
628
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Async0S .

Async0S

AsyncOS
. , 0N page 607
* AsyncOS , 0N page 607
Cisco revert

Async0S

Before you begin
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FTP PDLOFRQLD

Note

4  Email Security Appliances

6 CLI

UHYHUW

7 UHYHUW
UHYHUW

Example:

P S SUHSWHYHUW
7KLWRPPDQ@GO@HYHUWWKHDSSOLD QFRD SUHYLRXNUVLRO$V\QF26
'$51,1* SHYHUWMXHD SSOLDQNH [WUHPHXHVWUXFWLYH
7KHIROORZLDWDLO EHGHVWURLQ/KISURFHVV
DOGRQILJIXUDWLIROWLQUEFOXGLEALVWHQHUYV
DOG@RILOHV
DOGDWDEDWHMW OXGLRHIVVDJIJHYILUXZXWE UHDNGBROLF\
TXDUDQWLQHYV
DOMWHSRUWGOWDRQFOXGLWDIY HGF K HG X WHHG R UW V
DO@®HVVDWHUDFNLGIW D
DO@LVFBRSDRXDUDQWRIQWVDD G QG XVMDIHOLVW EORFGEDWDW
2Q0WKHHWZRUHWWL QLD EHSUHVHYHG
%HIRUHXQQL@WKL¥RPPDQBHVXUKNRXKDY H
VDYHWKHRQILIXUDWLABRI WKLDSSOLDQEHWISDVVSKUDVHV
XQPDVNHG
H[SRUWWEGHLVFBSDRXDUDQWYRH OLVW EORFGDWWDWEDVH
WRDQRWKMFKLQIH DSSOLFDEOH
ZDLWHRBUWKHDLGXHXWRHPSW\
5HYHUWMQKIKEHY L FAD XV H/QL P P H G L DUMHE R RMRW D NSIO D F H
$IWHUHERRWLWHEWMSSOLD WAHLQLWLDOLWAM ®IQAHERRDIDLYRVKIEHVLUMBUVLRQ
'R \RXZDQWRFRQWLQ XHHV
$UHRXVXURMRXZDQWRFRQW L Q XHiV
$YDLODEBXHUVLRQV

3OHDWHOHMWQ$VIQF26HUVLRQ

<RXKDYNHOHFWHG
SHYHUWMERWHVWL@GUHFRQILJXQWW DPRG H
7KHV\VWHAPLO @ RZUUHERRWRS HU IRUPKWHYHWBHUDWLRQ

8 2
CLI
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Web

10

"

12

13
14

1 Web URL
URL
/ /
Email Security Appliances
Cisco AsyncOS
Note Cisco
15 20
597
. 597
« URL , 0N page 462
*« URL , 0N page 239
AsyncOS
GUI [ System Administration ] [
Return Addresses ] CLI  addressconfig
GUI [
Return Addresses ] [ Edit Settings ] 1
[ Submit ]
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[ Management Appliance 1> [
System Administration ]>[ Alerts ]

AutoSupport

. FROM:

L]

* AutoSupport

[ Management Appliance 1> [
System Administration ]>[ Alerts ]

, 0N page 612

Cisco AutoSupport, on page 612

, 0N page 612

, 0N page 613
, 0N page 613

, 0N page 611
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* Critical
* Warning
* Info
Cisco
AsyncOS
AsyncOS
AsyncOS
. DNS MX A
. DNS 30 30
DNS
. E
o[ -TLS alertconfig FQDN SSL
Optional - Only if TLS support is enabled in "alertconfig" and FQDN validation enabled
in SSL Configuration settings ] [Common Name 1 [SAN:
DNS Name SAN DNS ] FQDN
o[ -TLS alertconfig Optional - Only if TLS support
isenabled in "alertconfig" ] [Common Name ] [SAN: DNS
Name SAN DNS ]
[ Hostname ] IP Reverse DNS
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Management Appliance ]>[
System Administration ]>[ Alerts ]
[ View Top Alerts ]

CLI alertconfig

CLI alertconfig

0
AsyncOS
0
2
5 5 15 35 75 155 315
[
Maximum Number of Seconds to Wait Before Sending a Duplicate Alert ]
5
60 5 15 35 60 120
Cisco AutoSupport
Cisco
AutoSupport
AutoSupport
status AsyncOS
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System Information
Cisco
[ Management Appliance ]
>[ System Administration Alerts ] [ Edit Settings ]
AutoSupport Information
AutoSupport

Table 86:

INTERFACE.ERRORS

MAIL.MEASUREMENTS_FILESYSTEM 75%

MAILMEASUREMENTS_FILESYSTEM.CRITICAL 90 %

95 %

%% 97%

SYSTEM.RAID_EVENT_ALERT RAID-event

SYSTEM.RAID_EVENT_ALERT_INFO RAID-event

Table 87:

COMMON.APP_FAILURE
Critical

COMMON.KEY_EXPIRED_ALERT
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COMMON.KEY_EXPIRING_ALERT

COMMON.KEY_FINAL_EXPIRING_ALERT

DNS.BOOTSTRAP_FAILED

DNS

COMMON.INVALID_FILTER
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IPBLOCKD.HOST_ADDED_TO_ALLOWED LIST
IPBLOCKD.HOST_ADDED_TO_BLOCKED LIST

IPBLOCKD.HOST_REMOVED_FROM_BLOCKED
LIST

 <|P address>
SSH DoS

The host at
<IP address> has been
added to the blocked list
because of an SSH DOS

attack
* <|P address>
SSH

The host
at <IP address> has been
permanently added to the
ssh allowed list.)

 <|P address>

The host
at <IP address> has been
removed from the blocked

list

SSH

SSH

LDAP.GROUP_QUERY_FAILED_ALERT

LDAP

Critical
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LDAP.HARD_ERROR

LDAP

Critical

LOG.ERROR.*

MAIL.PERRCPT.LDAP_GROUP_QUERY_FAILED

LDAP

MAIL.QUEUE.ERROR.*

MAIL.RES_CON_START_ALERT.MEMORY

MAIL.RES_CON_START ALERT.QUEUE_SLOW

MAIL.RES_CON_START ALERT.QUEUE

MAIL.RES_CON_START_ALERT.WORKQ

MAIL.RES_CON_START_ALERT

MAIL.RES_CON_STOP_ALERT

MAIL.WORK_QUEUE_PAUSED_NATURAL
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MAIL.WORK_QUEUE_UNPAUSED_NATURAL

Critical

NTP.NOT_ROOT

root

NTP

PERIODIC_REPORTS.DOMAIN_REPORT.
DOMAIN_FILE_ERRORS

PERIODIC_REPORTS.DOMAIN_REPORTFILE EMPTY

PERIODIC_REPORTS.DOMAIN_REPORTHILE_MISSING

REPORTD.DATABASE_OPEN_FAILED_ALERT

Critical

REPORTD.AGGREGATION_DISABLED_ALERT

reportd

REPORTING.CLIENT.UPDATE_FAILED_ALERT

REPORTING.CLIENT.JOURNAL.FULL

REPORTING.CLIENT.JOURNAL.FREE
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PERIODIC_REPORTS.REPORT_TASK
BUILD_FAILURE_ALERT

PERIODIC_REPORTS.REPORT_TASK
EMAIL_FAILURE_ALERT

PERIODIC_REPORTS.REPORT_TASK
ARCHIVE_FAILURE_ALERT

Critical

SENDERBASE.ERROR SenderBase
SMAD.ICCM.ALERT_PUSH_FAILED 1
SMAD.TRANSFER.TRANSFERS_STALLED SMA

2
SMTPAUTH.FWD_SERVER_FAILED_ALERT |SMTP
SMTPAUTH.LDAP_QUERY_FAILED LDAP

SYSTEM.HERMES_SHUTDOWN_FAILURE
REBOOT

SYSTEM.HERMES_SHUTDOWN_FAILURE
SHUTDOWN
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SYSTEM.RCPTVALIDATION.UPDATE_FAILED

SYSTEM.SERVICE_TUNNEL.DISABLED

SYSTEM.SERVICE_TUNNEL.ENABLED

DNS
* VHWKRVWQDPH
« DNS GUI CLlI GQVFRQILJ
. GUI CLI URXWHFRQILJ

* GQVIOXVK

CLlI
sethostname
commit

sethostname

ROGQDPH H[DPSOWHMRKPRVWQDPH
>ROGQDPH H[DPSOWFIR® @H[DPSOH FRP
ROGQDPH H[DPSOH FRP!

commit
CLI
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, 0N page 22

VHWJIDWHZD\




ROGQDPH H[DPSOHRPRRW

SOHDVWHQWHWRPHRPPHQGWN FULELRIUFKDQJHYV

>@!&KDQJIBGYWHPRVWQDPH
&KDQJIFRPPLWWOHRDQDQ

mail3.example.com>

DNS GUI
Management Appliance ]>[ Network ]>[DNS]
dnsconfig
. DNS DNS
* DNS
. DNS
* DNS
DNS
AsyncOS DNS DNS
DNS DNS
DNS
DNS
AsyncOS DNS DNS
DNS
DNS in-addr.arpa PTR
.eng 1234
.eng 172.16 DNS
eng,16.172.in-addr.arpa
DNS AsyncOS
0 DNS DNS
AsyncOS
DNS
DNS
DNS

. Async0S 14.1 for Cisco Secure Email and Web Manager



IP
60 1
60 2
15
45
3 5 10 45
4 DNS 2 0 1 1
1 2
Table 88: DNS
0 1234 1235|5 5
1 1.2.3.6 10
2 1.2.3.7 45
AsyncOS 0 2
0 1 1
0 1 1.2.3.6
2 1237
0 1
2
AsyncOS DNS DNS
Note DNS
DNS
Cisco
DNS
DNS IP
IP DNS
PTR PTR DNS A

Async0S 14.1 for Cisco Secure Email and Web Manager




B ons

A PTR
A
HAT IP
, 0n page 620 DNS
20 0
DNS 0
DNS
DNS
DNS
Failed to bootstrap the DNS cache
DNS
DNS
DNS
DNS
GUI [ Clear Cache ] dnsflush DNS
dnsflush ,0Onpage
753 IronPort AsyncOS CLI Reference Guide
DNS
DNS
1 Web
Web
2 | Management Appliance ]>[ Network ]>[DNS] [
Edit Settings ]
3 DNS DNS
DNS
4 DNS DNS 1D
[ Add Row ] DNS
DNS , 0N page
620
5 DNS
6 DNS
17 [ ClearChashe ] DNS
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TCP/IP B

8
GUI [
Management Appliance ]>[ Network ]1>[ Routing ]
CLI URXWHFRQILJ
* GUI , 0N page 623
. GUI , onpage 623
GUI
[ Management Appliance ]>[ Network ]>[

Routing ]

1 Web
Web
2 | Management Appliance ]>] Network 1>] Routing ]
[ AddRoute ]
3 IP
4 IP
5
GUI
1 [ Routing ] [ Default Route ]
2 IP
3
GUI [ Management Appliance ]>[ Network ]>[
Routing ] GUI ,onpage623
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For purposes of this SEULA, the Product name and the Product description You have ordered is any of
the following Cisco Systems Email Security Appliance ("ESA™), Cisco Systems Web Security Appliance
("WSA") and Cisco Systems Security Management Application ("SMA") (collectively, "Content Security")
and their Virtual Appliance equivalent ("Software"):

Cisco AsyncOS for Email

Cisco AsyncOS for Web

Cisco AsyncOS for Management

Cisco Email Anti-Spam, Sophos Anti-Virus

Cisco Email Outbreak Filters

Cloudmark Anti-Spam

Cisco Image Analyzer

McAfee Anti-Virus

Cisco Intelligent Multi-Scan

Cisco RSA Data Loss Prevention

Cisco Email Encryption

Cisco Email Delivery Mode

Cisco Web Usage Controls

Cisco Web Reputation

Sophos Anti-Malware

Webroot Anti-Malware

McAfee Anti-Malware

Cisco Email Reporting

Cisco Email Message Tracking

Cisco Email Centralized Quarantine

Cisco Web Reporting

Cisco Web Policy and Configuration Management
Cisco Advanced Web Security Management with Splunk
Email Encryption for Encryption Appliances
Email Encryption for System Generated Bulk Email

Email Encryption and Public Key Encryption for Encryption Appliances
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Large Attachment Handling for Encryption Appliances

Secure Mailbox License for Encryption Appliances

For purposes of this SEULA, the following definitions apply:

"Company Service" means the Company's email, Internet, security management services provided to End
Users for the purposes of conducting Company's internal business.

"End User" means: (1) for the WSA and SMA, the employee, contractor or other agent authorized by
Company to access the Internet and the SMA via the Company Service; and (2) for the ESA, the email
boxes of the employees, contractors, or other agent authorized by Company to access or use the email
services via the Company Service.

"Ordering Document" means the purchase agreement, evaluation agreement, beta, pre-release agreement
or similar agreement between the Company and Cisco or the Company and a Cisco reseller, or the valid

terms of any purchase order accepted by Cisco in connection therewith, containing the purchase terms for
the Software license granted by this Agreement.

"Personally Identifiable Information™ means any information that can be used to identify an individual,
including, but not limited to, an individual's name, user name, email address and any other personally
identifiable information.

"Server" means a single physical computer or devices on a network that manages or provides network
resources for multiple users.

"Services" means Cisco Software Subscription Services.

"Service Description" means the description of the Software Subscription Support Services at
http://www.cisco.com/c/en/us/about/legal/service-descriptions.html.

"Telemetry Data" means samples of Company's email and web traffic, including data on email message
and web request attributes and information on how different types of email messages and web requests
were handled by Company's Cisco hardware products. Email message metadata and web requests included
in Telemetry Data are anonymized and obfuscated to remove any Personally Identifiable Information.

"Term" means the length of the Software subscription You purchased, as indicated in your Ordering
Document.

"Virtual Appliance™ means the virtual version of Cisco's email security appliances, web security appliances,
and security management appliances.

"Virtual Machine" means a software container that can run its own operating system and execute applications
like a Server.

Additional License Terms and Conditions
LICENSE GRANTS AND CONSENT TO TERMS OF DATA COLLECTION
License of Software.

By using the Software and the Documentation, Company agrees to be bound by the terms of this Agreement,
and so long as Company is in compliance with this Agreement, Cisco hereby grants to Company a
nonexclusive, non-sublicensable, non-transferable, worldwide license during the Term to use the Software
only on Cisco's hardware products, or in the case of the Virtual Appliances, on a Virtual Machine, solely
in connection with the provision of the Company Service to End Users. The number of End Users licensed
for the use of the Software is limited to the number of End Users specified in the Ordering Documents.
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In the event that the number of End Users in connection with the provision of the Company Service exceeds
the number of End Users specified in the Ordering Documents, Company shall contact an Approved Source
to purchase additional licenses for the Software. The duration and scope of this license(s) is further defined
in the Ordering Document. The Ordering Document supersedes the EULA with respect to the term of the
Software license. Except for the license rights granted herein, no right, title or interest in any Software is
granted to the Company by Cisco, Cisco's resellers or their respective licensors. Your entitlement to
Upgrades to the Software is subject to the Service Description. This Agreement and the Services are
co-terminus.

Consent and Licenseto Use Data.

Subject to the Cisco Privacy Statement at http://www.cisco.com/web/siteassets/legal/privacy.html, Company
hereby consents and grants to Cisco a license to collect and use Telemetry Data from the Company. Cisco
does not collect or use Personally Identifiable Information in the Telemetry Data. Cisco may share
aggregated and anonymous Telemetry Data with third parties to assist us in improving your user experience
and the Software and other Cisco security products and services. Company may terminate Cisco's right
to collect Telemetry Data at any time by disabling SenderBase Network Participation in the Software.
Instructions to enable or disable SenderBase Network Participation are available in the Software
configuration guide.

Description of Other Rights and Obligations

Please refer to the Cisco Systems, Inc. End User License Agreement, Privacy Statement and Service
Description of Software Subscription Support Services.
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