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WORERBRED 7OHNL, AT A~Oa T A o EHFAINTWDae—hLa—YE2EHETD
T —7 W2 —Y% (admin) BT A b 22—V EZBMLZZ L EZRLTWVET,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<l--
XML generated by configuration change.
Change comment: added guest user
User: admin
Configuration are described as:
This table defines which local users are allowed to log into the system.
Product: M160 Messaging Gateway (tm) Appliance
Model Number: M160
Version: 6.7.0-231
Serial Number: 000000000ABC-D000000
Number of CPUs: 1
Memory (GB): 4
Current Time: Thu Mar 26 05:34:36 2009
Feature "Centralized Configuration Manager": Quantity = 10, Time Remaining = "25 days"

Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9 days"
Feature "Centralized Tracking": Quantity = 10, Time Remaining = "30 days"
Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining = "30 days"
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual"

-—>

<config>

CLIEEZ DS DEH
WOFNZ, CLIEEr Itk SN Dt E®R ez~ L ET,

& 4:CLIEEE O T O#fEHER

#Et SRER

B ADARR L | A NHREE ST,

.

PID g RBRANENT-HBEDOCLIEYy Y a v F & X 1D,

Ay— AvtE—IiF. AWEn-CLla<w> N, CLIH (A==—, VX7
) BIUOFERENA e RSN ET,

Bl

WD CLI A v 7 Ofli%, who 3 X O textconfig CLI =~ > K28 AF) & 7= PID 16434 O 1E#H
ZRLTWET,

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was
'"\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was
'\nUsername Login Time Idle Time Remote Host What\n

\n

admin Wed 11AM 3m 45s 10.1.3.14 tail\nadmin 02:32PM Os




py—nosoeEm i

10.1.3.14 cli\nmail3.example.com> '

Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are
no text resources currently defined.\n\n\nChoose the operation you want to perform:\n-
NEW - Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]>

FTP 94—/ OS5 OER
WDF AT, FTP H— " v FZiidk s n bt ERE R L E T,

® 5:FTPH—/\ OJ O#fEHIER

#Et Bl

BA DAL |\ NA NPIEE ST EFA,

>

ID e ID, FTP #2f5t Z & O BIE D 1D,

A yb— Ol R)DORA =TT g 0%, v ST A NVDRT—HF AHFHR.
FEIFFTPERER (A, Ty 7u—FR, Furn—K, al7v kb
Y)Y ET,

Bl

WD FTP — 3 u ZOFNIziE, #F (D:1) Nk TnET, HEEFOIP T KL AD
E», 77274874 (Z7ANMVDT v 7a—RKEFyro—R) BLXOa 77y MR EN

Tb\i—g‘o

Wed Sep 8 18:03:06 2004 Info: Begin Logfile

Wed Sep 8 18:03:06 2004 Info: Version: 4.0.0-206 SN: 00065BF3BA6D-9WFWC21
Wed Sep 8 18:03:06 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:03:06 2004 Info: System is coming up

Fri Sep 10 08:07:32 2004 Info: Time offset from UTC: -25200 seconds

Fri Sep 10 08:07:32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86
Fri Sep 10 08:07:38 2004 Info: ID:1 User admin login SUCCESS

Fri Sep 10 08:08:46 2004 Info: ID:1 Upload wording.txt 20 bytes

Fri Sep 10 08:08:57 2004 Info: ID:1 Download words.txt 1191 bytes

1
1
1
Fri Sep 10 08:09:06 2004 Info: ID:1 User admin logout

HTTP O DO H
WDFE T, HITP o G SN AR E R L £,

® 6:HTTP O J IZRHF SN HHEHER

et e
A DAL | S FDELE ST,
-

ID v g ID,




B < umeosomm

#Et SRER
req BTt~ v DOIP T KL A,
e e —H o2 —¥4,

A ytE— EITENT=T 7 v a BT AE#R, GET =<2 K, POST a2~ K, 7=
WIS AT A AT = ARENEGENDIHENDHY £7,

Bl

& HTTP v 7 Ofli%, admin 21— XD GUIOER AT Ly N T v v —K
DFEITHRE) L TWVET,

Wed Sep 8 18:17:23 2004 Info: http service on 192.168.0.1:80 redirecting to https port

443
Wed Sep 8 18:17:23 2004 Info: http service listening on 192.168.0.1:80
Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443
Wed Sep 8 11:17:24 2004 Info: Time offset from UTC: -25200 seconds

Wed Sep 8 11:17:24 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg POST
/system_administration/system_setup_wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/mail flow graph?injector=s&width=365&interval=0&type=recipientsin&height=190
HTTP/1.1 200

Wed Sep 8 11:18:46 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/classification graph?injector=&width=325&interval=0&type=recipientsin&height=190
HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/quarantines HTTP/1.1 200

ANLIREEO S OFE A
W (2. A ARRHER 2\ R S B S A R L E

= 7: AN LIREEQ T O#EHER

et BL)]
A DAL | A FINEE ST,
-

Ay —v Av—=UlE, FTEINTET 7 ary (XAye—T O, REEER S O
fhit7r &) TR E R E T,

Bl

wow 7 OFIL, bRk D admin@example.com (2 2 D A v &— (MID 8298624 & MID
8298625) MMM I NI Z LERLTWET,
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Mon Aug 14 21:41:47 2006 Info: ISQ: Releasing MID [8298624, 8298625] for all

Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298624 (skipping work queue)
Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID 8298624 to admin@example.com

Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298625 (skipping work queue)
Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID8298625 to admin@example.com
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Fri Aug 11 22:05:28 2006 Info: ISQ: Serving HTTP on 192.168.0.1, port 82

Fri Aug 11 22:05:29 2006 Info: ISQ: Serving HTTPS on 192.168.0.1, port 83

Fri Aug 11 22:08:35 2006 Info: Authentication OK, user admin

Fri Aug 11 22:08:35 2006 Info: logout:- user:pqufOtL6vyI5StCqhCfO session:10.251.23.228

Fri Aug 11 22:08:35 2006 Info: login:admin user:pqufOtL6vyI5StCghCfO session:10.251.23.228

Fri Aug 11 22:08:44 2006 Info: Authentication OK, user admin
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Mon Apr 17 19:56:22 2003 Info: New SMTP ICID|

5 interface Management (10.1.1.1) address

10.1.1.209 reverse dns host remotehost.com
verified yes

Mon Apr 17 19:57:20 2003 Info: Start MID 6
ICID 5
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3
Mon Apr 17 19:57:20 2003 Info: MID 6 ICID 5
From: <sender@remotehost.com>
4
Mon Apr 17 19:58:06 2003 Info: MID 6 ICID 5
RID 0 To: <mary@yourdomain.com>
5
Mon Apr 17 19:59:52 2003 Info: MID 6 ready
100 bytes from <sender@remotehost.com>
6
Mon Apr 17 19:59:59 2003 Info: ICID 5 close
7
Mon Mar 31 20:10:58 2003 Info: New SMTP DCID
8 interface 192.168.42.42 address 10.5.3.25
8
Mon Mar 31 20:10:58 2003 Info: Delivery start]
DCID 8 MID 6 to RID [O0]
9
Mon Mar 31 20:10:58 2003 Info: Message done
DCID 8 MID 6 to RID [O0]
10

Mon Mar 31 20:11:03 2003 Info: DCID 8 close
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Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com (1.2.3.4)
address 2.3.4.5 reverse dns host unknown verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To: <user@example.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID '<37gva9$5uvbhe@mail.example.com>"

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4

Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [O0]

Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [0]

[ ('"X-SBRS', 'None')]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0

<37gvad9$5uvbhel@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close

& D1l

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address 63.251.108.110
Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [0]

Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

KBLIAYE—VIE IN\—F NI UR)
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Rinolzl bERLET, T I7AT VAR, BEHFICHEMLT, Fa—0nDbENLDOZEHE
ZHIBRL £,

Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address 64.81.204.225

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]

Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID O - 5.1.0 - Unknown address
error ('550', ['<george@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
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error ('550"',

['<jane@yourdomain.com>. ..
Mon Mar 31 20:00:32 2003 Info:
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Mon Mar 31 20:10:58 2003 Info:

error ('466',
Mon Mar 31 20:

2003

Mon Mar 31 20:
Mon Mar 31 20:
Mon Mar 31 20:
Mon Mar 31 20:
Mon Mar 31 20:

A& v UFER (scanconfig)

00

01
01
01
01
01

:28 2003 Info:
:28 2003 Info:
:28 2003 Info:
:28 2003 Info:
:33 2003 Info:

BrMcERcEEShEYT kAo zos ]

Relaying denied']) []
DCID 3 close

WCANGNE T, 2EDORITTA v E— VI ERICH

New SMTP DCID 5 interface 172.19.0.11 address 63.251.108.110
Mon Mar 31 20:00:23 2003 Info:
Mon Mar 31 20:00:23 2003 Info:
['Mailbox temporarily full.
:23 2003 Info:

Delivery start DCID 3 MID 4 to RID [0, 1]

Delayed: DCID 5 MID 4 to RID O - 4.1.0 - Unknown address
'1) [
Message 4 to RID [0] pending till Mon Mar 31 20:01:23
DCID 5 close

New SMTP DCID 16 interface PublicNet address 172.17.0.113
Delivery start DCID 16 MID 4 to RID [0]

Message done DCID 16 MID 4 to RID [O0]

DCID 16 close

WKDOTuar T NT, Avb—VOERERE DM TERWEES 7 7 AV EEIRT 55
A) OEEE scanconfig 2~ N&ffH L CIRE LT=HA.

If a message could not be deconstructed into its component parts in order to remove

specified attachments,

1. Deliver

2. Bounce

3. Drop

[31>

A—)L a7

scanconfig T,
Tue Aug 3 1l6:
Tue Aug 3 16

Tue Aug 3 1l6:
Tue Aug 3 16

Tue Aug 3 1l6:

Tue Aug 3 1l6:

:36

:36

36

36

36
36

:29 2004 Info:
:29 2004 Info:
129 2004 Info:
129 2004 Info:
129 2004 Info:
:29 2004 Warning: MID 256,

seen before first header

Tue Aug 3 16
Tue Aug 3 1l6:
Tue Aug 3 16

Tue Aug 3 1l6:
scanconfig T,
Tue Aug 3 16:
Tue Aug 3 16:
Tue Aug 3 16:
Tue Aug 3 16:
Tue Aug 3 16:
Tue Aug 3 16:

Tue Aug 3 16:

:36

:36

36
36

A

38:
38
38:
38
38:
38
38:

:29 2004 Info:
:29 2004 Info:
:29 2004 Info:
:29 2004 Info:

the system should:

SO AR SVET,
Ay VR IRTE B

WZRET 2 LD ITRE LTS E.

MID 256 ICID 44784 From: <test@virus.org>

MID 256 ICID 44784 RID 0 To: <joelexample.com>

MID 256 Message-ID '<137398.@virus.org>"

MID 256 Subject 'Virus Scanner Test #22'

MID 256 ready 1627 bytes from <test@virus.org>

Message Scanning Problem: Continuation line

ICID 44784 close

MID 256 antivirus positive 'EICAR-AV-Test'
Message aborted MID 256 Dropped by antivirus
Message finished MID 256 done

=V BN TERVERICRn vy T AL OICRELIEGA,

53 2004 Info:

:53 2004 Info:

53 2004 Info:

:53 2004 Info:

53 2004 Info:

:53 2004 Info:
53 2004 Warning: MID 257,

seen before first header

Start MID 257 ICID 44785

MID 257 ICID 44785 From: test@virus.org

MID 257 ICID 44785 RID 0 To: <joel@example.com>

MID 257 Message-ID '<392912.@virus.org>'

MID 25781 Subject 'Virus Scanner Test #22'

MID 257 ready 1627 bytes from <test@virus.org>

Message Scanning Problem: Continuation line

o m
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Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by filter 'drop_ zip c'
Tue Aug 3 16:38:53 2004 Info: Message finished MID 257 done
Tue Aug 3 16:38:53 2004 Info: ICID 44785 close
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fea Ty TANEPRESNTNET,

Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info: ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]
SBRS 0.0

Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID 0 To: <recipientl@example.org>
Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001lcba32e$f24ff2e0$d6efd8al$@com>"'
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001"

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx’

Sat Apr 23 05:05:43 2011 Info: MID 44 gqueued for delivery

3OO0 T 7 A VD 23 B D Unicode THDHZ EIZHEE L TL 72XV, Unicode & F /R TE
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Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'

E

Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam
Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter 'testfilt'
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2Lk~ 2 v —o0ikE ]

ANLIREEAD A v E—D DiE(E

A=V REEEEICRET D & A—/b v 7 TIE, RPC #2745 RPC #kt ID
(RCID) ZAfEHA LT, Witk s OMOBEN B SN E T, RO A —/L v 7 TiE, A4
ELTHEITRIT oI A v =B ANARBEEICEE SN TVET,

Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From: <HLD@chasehf.bfiO.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0 To: <stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-ID
'<WITHO5606E5811BEA0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream home - Now make
it a reality'

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfiO.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 matched all recipients for per-recipient

policy DEFAULT in the inbound table

Wed Feb 14 12:11:41 2007 Info: MID 2317877 using engine: CASE spam suspect

Wed Feb 14 12:11:41 2007 Info: EUQ: Tagging MID 2317877 for quarantine

Wed Feb 14 12:11:41 2007 Info: MID 2317877 antivirus negative

Wed Feb 14 12:11:41 2007 Info: MID 2317877 queued for delivery

Wed Feb 14 12:11:44 2007 Info: RPC Delivery start RCID 756814 MID 2317877 to local Spam
Quarantine

Wed Feb 14 12:11:45 2007 Info: EUQ: Quarantined MID 2317877

Wed Feb 14 12:11:45 2007 Info: RPC Message done RCID 756814 MID 2317877

Wed Feb 14 12:11:45 2007 Info: Message finished MID 2317877 done
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Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset -652

Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us next poll: 4096
Thu Sep 9 08:44:59 2004 Info: sntp query host 10.1.1.23 delay 642 offset -1152

Thu Sep 9 08:44:59 2004 Info: adjust: time const: 8 offset: -1152us next poll: 4096
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Wed Oct 3 13:39:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:39:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-40
Wed Oct 3 13:40:53 2007 Info: Pages found in cache: 1304596 (99%). Not found: 1692
Wed Oct 3 13:40:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:40:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:40:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:40:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:53 2007 Info: HELPER checkpointed in 0.00580507753533 seconds

Wed Oct 3 13:41:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-41
Wed Oct 3 13:41:53 2007 Info: Pages found in cache: 1304704 (99%). Not found: 1692
Wed Oct 3 13:41:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:41:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:41:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:41:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:42:03 2007 Info: Update 2 registered appliance at 2007-10-03-13-42
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Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.
Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229 for
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['MAIL_ OUTGOING_TRAFFIC_ SUMMARY.
DETECTED_SPAM', 'MAIL_ OUTGOING_TRAFFIC_SUMMARY.DETECTED VIRUS',
'MAIL_OUTGOING_TRAFFIC SUMMARY.THREAT CONTEN
T_FILTER', 'MAIL OUTGOING TRAFFIC_ SUMMARY.TOTAL CLEAN_ RECIPIENTS',
'MAIL_OUTGOING_TRAFFIC_ SUMMARY.TOTAL_ RECI
PIENTS PROCESSED'] for rollup period "day" with interval range 2007-08-29 to 2007-10-01
with key constraints
None sorting on ['MAIL OUTGOING_TRAFFIC SUMMARY.DETECTED_SPAM'] returning results from
0 to 2 sort_ascendin
g=False.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.
Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230 for
['MAIL_ OUTGOING_TRAFFIC_ SUMMARY.
TOTAL_HARD BOUNCES', 'MAIL OUTGOING TRAFFIC_SUMMARY.TOTAL RECIPIENTS DELIVERED',
'MAIL_OUTGOING_TRAFFIC_SUMM
ARY.TOTAL RECIPIENTS'] for rollup period "day" with interval range 2007-08-29 to 2007-10-01
with key constra
ints None sorting on ['MAIL_OUTGOING_TRAFFIC SUMMARY.TOTAL_ HARD BOUNCES'] returning
results from 0 to 2 sort
_ascending=False.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.
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Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version:
6.0.0-425 SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007 Info: Time offset from UTC: 10800
seconds Fri Sep 28 14:22:33 2007 Info: System is coming up.
Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 20:22:34 2007 Info: SLBL: The database snapshot has been created.
Fri Sep 28 22:22:35 2007 Info: SLBL: The database snapshot has been created.
1 14:16:09 2007 Info: SLBL: The database snapshot has been created.
1 14:37:39 2007 Info: SLBL: The database snapshot has been created.
Mon Oct 1 15:31:37 2007 Warning: SLBL: Adding senders to the database failed.
1 15:32:31 2007 Warning: SLBL: Adding senders to the database failed.
1 16:37:40 2007 Info: SLBL: The database snapshot has been created.
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Wed Oct 3 13:26:39 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.
- /export/tracki

ng/tracking.@20071003T202244Z 20071003T202544%Z.s

Wed Oct 3 13:28:11 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.
- /export/tracki

ng/tracking.@20071003T202443Z 20071003T202743%Z.s

Wed Oct 3 13:28:46 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.
- /export/tracki

ng/tracking.@20071003T202544z 20071003T202844%Z.s

Wed Oct 3 13:31:27 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.
- /export/tracki

ng/tracking.@20071003T202743Z 20071003T203043%Z.s

Wed Oct 3 13:31:28 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.15 - /reporting/ou

tgoing queue/rpx.2007-10-03-20-15Z.000F1F6ECA7C-2RWDB51.v1.tgz

Wed Oct 3 13:31:53 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.
- /export/tracki

ng/tracking.@20071003T202844z 20071003T203144%Z.s

Wed Oct 3 13:32:31 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.17 - /reporting/ou

tgoing queue/rpx.2007-10-03-20-15Z.0019B9B316E4-JZz41PCl.v1.tgz

Wed Oct 3 13:34:40 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.
- /export/tracki

ng/tracking.@20071003T203043Z 20071003T203343%Z.s

AT—H2 X OTDOER

0

0

0

0

0

0

.17

.15

.17

.15

.17

.15

AT —H A 17|21, status, status detail, 38 (Ndnsstatus 72 D CLI A7 —H A o< KT
B SN AT AfaHE RS SN E T, L&EHIFIL. logeonfig @ setup 7 a~ 2 N%
AL TRELET, AT—H A TLiR—FENDED T ZE-IEL— ME, BiED T~

2Rty SRS DOIETT,




£ 18: A T7—4 X 07 OffcHER

z27—sz2 o508 ]

#rEt e

CPULd | CPU ffi fi =R,

DskIO T4 A7 1O HAHE,

RAMULl |RAM fifi =&,

QKUsd | &N T\ D F=— (Frs3q MHEAD) |
QKFre ZENTNDHFa— (Fa g NHALD
CrtMID | X v — ID (MID)

CtlICID | 1> =7 v a Uk ID (ICID) .
CRTDCID |fii{Z#:#% ID (DCID) .

InjMsg AoVl NENTZA Y=,
InjRcp AV hENTZEE,

GenBneRep | A=k S 72N D v RAZAF

RejRep | HEA ST A5,

DrpMsg | Fu vy 7 &zt vie—,
SfiBncEvnt | V7 s N2 XA Ry b,
CmpRep |58T L7=%ZEH,

HrdBneRep | N— | W 0 2 S22 3,
DnsHrdBne | DNS /~\— R /3% 2 %

SXXHrdBne | 5XX /N— K /X7 2 &

FltrHrdBne | 7 ¢ L &% /N R R 2

ExpHrdBne | #i[REIFL— K 37 o 2,

OtrHrdBne | Z D dn— R N7 0 %,

DIvRep BfE S e ZlE4,

DelRcp HIBR S 72154,

GlbUnsbHt | 7' — S VEUEEIE D 2 b & O—BkK,
ActvRep |77 T 4 TERAEH,




B <x7—szx0708m

frat A

UnatmptRep | RGA1T (54

AtmptRep | FRATZAEH,

CrtCncln | BU7E D 7515 H26¢.

CrtCncOut | BIE DFE(E B,

DnsReq | DNS R,

NetReq |1 FU—27ZK,

CchHit Fyrviabyh,

CchMis |y v I A,

CchEct X v v a it

CchExp * v v IR,

CPUTTm |77V r— 3 UMl L7=AFF CPU R,

CPUETm | 77 ) r— a2 U 3EA S TH B OFRGE R,

MaxIO A=) Fav AKTH 1 BHT-0 DREKRT + 27 10 @i,

RamUsd |[#|0 4 CTHEHLDATY (A FHEAL)

Swin AT TA L ENTZAEY,

SwOut ATy TT T RINTZAEY,

SwPgln | =TV an-AEV,

SwPgOut | X—T 7 hanizAEY,

MMLen | 227 ANOEEA vE—VH,

DstInMem | X & U NO%365e4 7V =7 MK,

ResCon U YV —ZRFEOD tarpit i (KED T AT LAMIZ LY EHEA—NLOZITF AN
COBMBIZTELELET) .

WorkQ E¥Fx 2 —IZh DBUED A vE—VH,

QuarMsgs | 3 25 AFRHEIC & B4 D A vt — I8 (RO ET D A v —
FERTEFSET)

QuarQKUsd | o 2 7 ARl A v — 2 X o> THEA Sz F a1 R,




vz7nnsoer i

S

et

B2l

LogUsd

fEENTE=a 7 X—=F7 v a OEIE,

CASELd

CASE A% v » CfEH & 7= CPU DEIA,

TotalLd

CPU O & FHHE &,

LogAvail

n7 7y AN TE LT 4 A7 HORE &,

EuQ

AN LREEER D A — VR

EuqRls

AN LRI 22— D A v — T8,

Bl

Fri Feb 24 15:14:39 2006 Info: Status: CPULd 0 DskIO 0 RAMUtil 2 QKUsd 0 QKFre 8388608
CrtMID 19036 CrtICID 35284 CrtDCID 4861 InjMsg 13889 InjRcp 14230 GenBncRcp 12 RejRcp
6318 DrpMsg 7437 SftBncEvnt 1816 CmpRcp 6813 HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc 15
FltrHrdBnc 0 ExpHrdBnc 1 OtrHrdBnc 0 DIlvRcp 6793 DelRcp 2 GlbUnsbHt 0 ActvRcp 0 UnatmptRcp
0 AtmptRcp 0 CrtCncIn O CrtCncOut O DnsReqg 143736 NetReqg 224227 CchHit 469058 CchMis
504791 CchEct 15395 CchExp 55085 CPUTTm 228 CPUETm 181380 MaxIO 350 RAMUsd 21528056 MMLen
0 DstInMem 4 ResCon 0 WorkQ 0 QuarMsgs 0 QuarQKUsd 0 LogUsd 3 AVLd 0 BMLd O CASELd 3
TotallLd 3 LogAvail 17G EuQ 0 EugRls 0

RTFLOYDER

RDOFNZ, VAT L n 7Rk S LS matimae " LET,

£ 19: R T L OY DFEEHIER

et ieR

HADAH | SA NISEE SRR,
-

Avl—v 0 NCRER S LT A N b,
il

WD AT A a7 OB, commit ZFEIT L2 —FDLRTE ATTENTZa A MEETe, WV
<OPD commit =2 b Y BRI L TWET,

Wed Sep
Wed Sep
Wed Sep
Wed Sep
Wed Sep
Wed Sep
Wed Sep
Thu Sep
Thu Sep

O 0 O GO O O o o

O

18:02:45 2004 Info:
18:02:45 2004 Info:
18:02:45 2004 Info:
18:02:49 2004 Info:
18:02:49 2004 Info:
18:13:30 2004 Info:
18:17:23 2004 Info:
08:49:27 2004 Info:
08:49:27 2004 Info:

System is coming up
bootstrapping DNS cache
DNS cache bootstrapped

log for examples

PID 608: User admin commit changes:
PID 608: User admin commit changes:
Time offset from UTC: -25200 seconds
PID 1237: User admin commit changes: Added a second CLI

Version: 6.0.0-206 SN: XXXXXXXXXXXX-XXX
Time offset from UTC: 0 seconds

SSW:Passphrase
Completed Web::SSW

o m
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Thu Sep

9 08:51:53 2004 Info: PID 1237: User admin commit changes: Removed example CLI

log.

A2/

~Z
+—

~Z
7
ek ¢
Az
~Z
7
%X

uEyl i)

LT

v X 7 v 72X, AsyncOS OE T A — /VEMEICET D IFWMnTgk s Ed, »7 Ay
Dk, A= w ZIZEERSNICA yE—Y 0Ty FTY,

vX T ualE, Ave—Y NI XTI T HR=REERT DD, AvE—T b
X7 arR—xr NCEHENET, B2 77 A MET —FX—ADEKR T v AT
ENHOT, bIZyFr a3 —iBEobLoiIli £3, NIy a s oBRIE
X DEAEY T2 HAY & Ls%iHT > T E R A,

vx 7 urix, VY —RAOMEEEREDTZDITAA F IV A TG I, BEInE
HHIX, REEIC LA T U h &, Cisco Nt 2 2—T7 4 VT 4 ZfEH L TEHR LT
NIZ X DHAEY NATREIC 72 0 97, Z#Y —/LiE, URL : http://tinyurl.com/3c518r {2 & ¥

£,

BEEOJDEFEA

REAs

o 7 CEREE, A, T T 4 T DAk (AAA : Authentication, Authorization,

BE D Accounting) ZFeFkLET, FLALDERIT. TNy Z LV ELIT R L—RALAUL
T4,
EEOSTU YD

ZOHITIE, =—Y (admin 72 &) BDRDGEII I RFRINET,
T TIAT UV ADWeb A v A —T = A AlZa A LTI=HE,

T TFIGAT UV ADWeb A v X —T oA AHuarl T o LSS

o

Tue Aug 25 12:33:17 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Destination IP:
192.168.2.2,

Event: Successful login

Tue Aug 25 12:33:17 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session established

successfully

Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,
Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: User logged out
Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,
Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session terminated

Z BT, =—% (admin) 7% 1ogconfigCLIa~> REZAFLIZZ &3a IR ENT
WET,

Thu Oct 8 13:33:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'logconfig'

Thu Oct 8 13:33:46 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'Enter'



.

3

gznsoem [

ZoFITIE, ==Y (admin) BT FTA T ADLH L — Web A > H—7 = A AT GUI
NR=UERRLIEZERRTIIRINTHET,
Thu Oct 8 13:35:07 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,

User: admin,
Source IP: 192.168.1.1, Location: /network/dns, Event: User visited the web page.

ZoFITIL, Lo —H (admin) S Web A v X —T = A ZAEHEHLTT FI5A4 T A
WCBMENFE LER, Z2EHEF=Iy hER T AW LR JIRENTHWET,

Thu Oct 8 13:36:30 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Added
user "admin" and changes

will reflect after commit.

Thu Oct 8 13:37:22 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Deleted
user "admin" and changes

will reflect after commit.

ZoFITIE, ==Y (admin) BT T TAT L ADWeb A H—T A ATy bEH
BRPOTeT N TOEFELMIELZ LB JITRENTHET,

Thu Oct 8 13:39:44 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /commit, Event: User discarded all uncommitted
changes.

ZORITIE, =—Y (admin/p &) BCLIZNMLTaIy hSNR-o T XRTOET Z
LN TIORINTWET,

Thu Oct 8 13:41:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,
Source IP: 192.168.1.1, Event: User discarded all uncommitted changes.

ZoHITIE, =—Y (admin/2 &) BWeb Ul v a v ZA LT NOBRELXEE L2
LR IR ENLTWET,

A\

GB)  TTIAT U ATITONCREEROFME TR T 51213, &RE
JBIEw 7 FoRmT o, BEn S DTNy FE— REe AR LE

—é—o
Thu Oct 8 13:45:46 2020 Info: Appliance: maill.example.com, User: admin,
Event: The following configuration changes were commited with comment - 'N/A'
Thu Oct 8 13:45:46 2020 Info: * [standalone] Number of seconds before the Web UI
session

times out.

ZOFITIE, FEFEICE L=, AsyncOSAPIN T /YT A7 ) 7y a v RIS TE A
Mol Z ePu JITRENTVET,

Thu Oct 8 13:52:28 2020 Debug: 08/0ct/2020 13:52:28 +0000 Error - Code: 401,
Details: Unauthorized (No permission -- see authorization schemes)

Thu Oct 8 13:52:28 2020 Info: Appliance: maill.example.com, Interaction Mode: API,

User: admin, Role: Role Not Available, Source IP: 192.168.1.1, Destination IP:
192.168.2.2,

o m
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Location: GET /sma/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: User is not
valid.

ZOBITIE, FRAEICAREI L7272, AsyncOSAPI SR 7% T A7 ) 7o a v ARG TE -
ZERBTITRENTWET,

Thu Oct 8 13:52:37 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin, Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,
Location: GET /sma/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: API Access
Success.

ZOFITIE, B IR ONENE RIS TWET,
cCLIZMEHLTT oA T v 22 LW —H (admin) 2VBIMENFE LN, £BF
Faly hENREHATL,
W FEO—YT T FOFEMI. CLIZHEHLCT 7947 ATHEFEINE L
N, BHETaIy bEhFEFHATLE,

Thu Oct 8 13:42:48 2020 Info: Appliance: maill.example.com, Interaction Mode:

CLI,
User: admin, Source IP: 192.168.1.1, Event: Added user "hops" and changes will
reflect

after commit

Thu Oct 8 13:43:26 2020 Info: Appliance: maill.example.com, Interaction Mode:

CLI,

User: admin,

Source IP: 192.168.1.1, Event: Updated user "hops" and changes will reflect after
commit

ZofITix, =—Y% (admin) BT TTFTAT L ADFH LI Web A H—T =2 A4 ATRAy
TV N TR TRBEFET L AR TR EN TV ET,

User: admin,

Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,

Location: GET
/sma/api/v2.0/message-tracking/messages?startDate=2020-10-12T00:00:00.000%2
&endDate=2020-10-12T04:13:00.000Z&ciscoHost=Al1 Hosts&searchOption=messages&offset=0&1imit=100

HTTP/1.0,
Event: API Access Success.

N

G TTIATLADH L Web A v ¥ —T7 = A ATETTHT 2
vary (FZyxr 7, LR— b RBEEOKRRZRLE) X, Zhb
DT 7 a VTHBENBRIET S APLICHES X, nr L LT
FRINET,

O 34X T 3y

nJ VTR T ar0RE 31 N—Y)
GULToOuZ 727 1) FarofEk (33 2—)
aX IO a— N LERE (34 2—)

o/ TRV F g o —Lt—R— (363—)



ny4Izoy7varonz |

« RA R F—OfFE (38 —)

AT Y TRV V)TLavDEE

g B TRV T gk oT, Ciscoar T vxa )50 777947 R, £72
XU = MIRGFEESNDHA O 7 77 A ABERENET, nZ BT 27U 7 a T,
Tova BlOoarta—XICEE) FRETV (T7I7A4 T ANLEE) SnEd, &
W, vl BT A7) Ty g AIROBERH Y F3,

®20:09 7714 ILDEHS

Bt Bl

ERENDIEROLZA T L, vl BT R7 ) T aroF
REERELET, FEHIZHOWTIL, vy A4 7OHE (6
N—=) BB LT EEN,

a7 %47 (Log Type)

48 (Name) BT THEODO, 7 BT RA7 ) TFarDbh)Re
ERAY AN

v 7 77 AN% (Log FYATICEZIALEEDOT 7 A VOWEL, VAT MIHE

Filename) BoarToY X2 )T 4 TTIATUARBDIEE.

0y 77 ANEBERLIET 7I9AT VAERBNTE L —&
ouayg 7y ANEEERLET,

T AN A RIZLYr—)L
4—,3— (Rollover by File Size)

T ANDERKRYA X, ZOV A RZEETHE, v—b
==X NET,

Ak v e— 14— —

HriciESnwCn 7 7y A vEa— L d—nR—F54 1 3

(Rollover by Time) Y7, vl oa— )L — =B LOMEEA TV 2 —L (3
N=V) OFTvarESRLTIEIN,

L — MR (Rate Limit) FRE L7 sfEl#aPR (HLL) NTo, m7 77 A 1r0nr 75
BINDHAN PORKREERELET,

7 7 4V b ORFEEEOMEIX 10 72T,

77 LUl (Log Level) Ku s YT 27 )Ty a O,

B 575 (Retrieval Method) Oy Ty ANET TI3AT U ANLEEET S & X |2HEHT
%57,

[BIE7 754 7>R (Management Appliance) | > [ AT LEME (System Administration) ]
>[agHYITRY Y T ar (LogSubscriptions) 12— (£721XCLID 1ogconfig 2~ K)
EHERALC, a7 37270V 7vavazRELET, vl XA TEANNTHT a7 FRE
RENFET (BT XA TOWE (6 ~—) M) , FEALEOu S XA T, vl H
TRV Frarons LVDOABERENET,

o m



B oy rrons

\}

G¥)

AT 4 X2 b—aVBREe SOk a7 4 Xal—vaERe S hbar T X
L=y a vz — RSN RH 5513, a0 7 4F2ab—3a Vv AT SN/ AT
L—=ANEENTWNDH L= RTERNWI EICHERELTLES Y, [BE7ISAT7UAR
(Management Appliance) |1 > [ R T LB (System Administration) [>[RJH TR 1) T
23> (LogSubscriptions) | X—Y T, A7 L —X&uZIZEDLNE I NEemihnb 7 n
VIR BERENTZD, [ (Yes) | BN L EF, CLI D logeonfig I~ REMHEHT S
ek, e N Ty EANDLET,

04 LRJLDEKRTE

07 LUz o T, B IR ESNDEHRENRELE T, v /ilid, SO0FEML LD
WD ERETEET, sflliin 7 LXULERETHE, HAESINT-a s LLEREL
A LT, RERu T 77 A ABERSI, VAT L RT3 —< VAR E B %
B2 FET, #Efilen 7 LOLVREICE, BRI e/ LLVREICEENDLTRXTORA Y
=Tl BNMORA Yy E—UNEENET, MLV E BT BHIEE, VAT LAONRT F—<
CAFIETLUET,

G¥)

0J AT TENCR R0 LV ERRETCEET,

*£21:049 LR)L

AJ LARIL

i

7T 47
V%

TR IS NE T, RbERINTCe S LANARETT, 20
07 LV TR, N7 A=~ U ABXOEERT S IA T ADT 7T 4 €
TAHEE=HTHZ LI TEERA, L, FFlin s L v X sz, voy
T ANBT ITRRTA XZETHZ LT EHA, 20T UL,
syslog L' ~L Alert & [FA%%:C9,

3
o

TRTOVAT LTI —LEENGEEHRINET, 207 LT, N7 4—
Y UABLOEERT S IA T VADT I T A T 4 = AT HILILTE
FH A, Critical 2 7 LV DITRLS, v r 77 A AR ERRYA XTELE
T, Z0us LULE, syslog L)L Warning & [R5 T,

T
s
_d

VAT LOBERBREEERINNE T, L 2IL, ERoA—7 U CEERITH
FoEE SN FE T, Information L~ULiL, m JICHERINDHRETT, 2o s L
~JLE, syslog LoUL Info & [A4 T,

TRy T

Information 2 2 L~V L 0 M F N GiskSnES, =7 —%2 770
Va—T 4T ThHEEE, Debugn / LoULEBALET, ZOREIE
BIZEHAL, BTT 7408 LVZELET, Z0a s LULE, syslog b
~L Debug & A% TT,




suicons 4I7zoy 7 avots ]

Ay LA |ERBA

FL—2 | EHFREZR T R COERP IR SN E T, Trace = 7 L~ULIE, BIRFIZDO A
HRINET, 2OV alTLE, VAT LADNT =< ARREL
KFT207T, #HEsnEHAL, Zor s UL, syslog L)L Debug & [Fl
%T‘j‘o

GUITORT TRV TS a2 DERK

ATy T
ATy T2
ATy T3
ATvT4
ATy T5
ATvT6

ATy 17
ATvT8

ATvT9
ATv 710

(B LVWWebA{ > 5 —T oA ZDH) X = )T (BT 7I4 T ATR 22V v LT, Ll v—

Web A #—7 A A%n—FLET,

[BHLT 77 4 7 A (Management Appliance) ]>[> A7 A% H (System Administration) |>[® 77 &

27 ) 72 a2 (Log Subscriptions) |X— T, [RZ Y77 Y7 g OEA (Add Log Subscription) ]

z7 Uy 7 LET,

Ry ZATEERL, v (7 7oLV NIH) vl T A NVEBEROARTZATILET,

HET DL AR, K7 7 AN A XEfELET,

YT LLGAE, n e n— A —"—F 5 R, R F3RMMREZEE LE T, FEmIC OV T,

07O —LF—=N"—BINEEX TV 2—L BX—=) ZZRLTIIEIN,

YT %A, BE LR RIEE (EAD) Nica 77 A VICEER SN DA X S OR K Z % E

L%,

FUTLEEIEL. v LV ERELET,

(274 FXal—rvaryBREa/o0R) NAT7L—Xa ZllEDHNE I NEREIRLET,

(F) ~FTARIZINIANATL—=ARFERTWNDLHA T 4 Fal—raidn—NT&EdA, a3
T4F¥alb—vaV@Bashbar7 o X¥alb—varin— RT5aREND LHEIL,
IV (Yes) 2BIRL TRATL—XE2a/IlE50ET,

B 7 DR TEEZRELET,

EHEAREFEL, BRAFLETS

AT TR TLarnkEs

ATy [m7 YT A7) 73 (LogSubscriptions) |»X—Y D[ 74 (LogName) FZHiur 4% 7 ) v

LE7,

AFyT2 a7 Y727 P g E2EHRLET,
AT T3 BEEEEL, RELET,




B csvovo—ass

» N » N =, [ |
OX> oy O0—/NILERTE
VAT AT, TEXARN A=A TBIORRAT—F A B THNIZV AT A A N v 7 2EIC
FeFkLET, [mF YT R7 Y F a3 (LogSubscriptions) |X—D[7 v —/ NLEEE (Global
Settings) |7 v a lh D [REDHE (BditSettings) | AR ¥ > (F72i%, CLI D logconfig ->
setup 2~ R) ZEH LT, ROFHREZHREL LT,

o VAT ABPNE R FLERT D F CRIET HIFR (RYHNL)

e A=V ID Ny X —EFLEKT DN E DD

e VE— FOEAT—H A a— RETETIHNE I )

c DA =V DY TVl N Ny X —FilEkT 0 E D)
A=V lilu SICRET DNy X —

TR_RTDCisco T Y X2 UT 4 TTI7A4AT A 7120k, RO 3EHZEE TR
TEFET,

«[AvE—YID (Message-ID) |: 24T a AR ETDHE. WREAHAITTRTOA Y
T=YDOA =YD~y A =Ru RSN ES, ZOAyE—YIDIE, ZELE
Aye—UNbRGEINLEA L, AsyncOS THEMRINDHAENH D 9, KIZHIZRL
ij‘o

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-ID Message-ID-Content

«[VE— Fi% (RemoteResponse) |: ZDA T a v ZRET D E. ARERGAIZT T
DAYy E=VDYE—NEEAT—F A a— R KpaZICigksnET, RICHZRLE
R

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'

UE— MEELFEHNE, SMTP 1 v 3 — a3 VEUERED DATA 22+ & R~OIRERIZZAE &
o, ADPBHIRDZEDTELTHFANTY, ZOFITIE, Bl A Fddataz~ > RE%E
ITLI% DY E— MEEMN,  [queued as 9C8B425DAT) & 720 £,

[...]
250 ok hostname
250 Ok: gqueued as 9C8B425DA7

SCFHND IR 8 5 28 AR0AFEA., B LV 250 )5E D OK LFIFFRESNET, XFFIOKE
IZOWTIE, ZAZTIRRESRE T, L2 Ciscoa v Ty vXa T4 77747
VARIIT 7 4V R T, DATA =< > RiZkF LT 250 Ok: Message MID accepted & V9 74T
IRELET, Lo T, VE—bF RAIBHOD Cisco 2T Y ¥FXa VT4 TFI7A47T
VATHDLYAEIL, = MY [Message MID accepted| 732 ZIZFidk SV E T,

s [JLDOY TV =7 b~ X — (Original Subject Header) |: Z DA 7T a & A Rx—T7/V|Z
THE, FAvE—VOIXOY TVl N~y X —pna JIliREk S E T,

Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2

Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joe@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44ed4n$2@example.com>'
Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'




ryt—vAvi—nnxyy |}

AyvE=UAyF-—nnxry

BRICESTUE, AvE—UNVRATLEZBRTLLEIC, AvE—VONy ¥ —DFELN
REFGRTHLENDHV E9, [B7HRED T v — L E (Log Subscriptions Global Settings) ]
~N— (F721X, CLI ® logconfig -> logheaders 7 2~ R) T, fldkd b~y X —%fHEL
FI, TTIAT VAL, HBESNTZA v =Y~y X =T FA A= L alBLONT v
X a Gk LET, Ny X DT A5G, VAT Iy X —O4 T EEE e L
FI, Ny F—REELBRWVEGAIE, 7 I biiskIhEE A,

CE)  YRATFAT, aX U I E LA~y X —IZBFRR L. A v — 0080 I RERE, A v
T —VICHFETHTRTONy X =% L £,

G¥)  SMTP 7'u k a/)LZ 2\ T O RFC IX, http://www.fags.org/rfes/rfc2821.html (IZH VD £, Z D
RFCZ1E, 2 —WERDO~y ¥ —NHE SN TWET,
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Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [0] [('date', 'Tue, 31
May 2005 10:13:18 -0700"), ('x-subject', 'Logging this header')]
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GUI L Tuy 77 A )VERrT DT, [mF T A2 Y 72 g (Log Subscriptions) ]
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YT EMFREINET, RIS, FOVTRIVTvaron s 7y ADY A NBFRRINE
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THZENTEET, V974NV a—F AU F =T A& LT T E2ERTDHITIL,
EHA LA —T 2 A ATFIPH—EREZARX—T ML THEBIRLERHY £7,

YhYDERER (tailavw k)
AsyncOS X, 77 I7A TV RACHESNT -0 7O~ M) 2F/RT 5 il 2~ K&H

R=FLTVET, tail A~y FERITLTEERESN TV L0 7 OFSE2RRTDH L, ©
DrZBRERENET, Cul ZHLIRETCZ2M LT, taill 3~ FERKTLET,

GE)

a7 4 Xalb—ya VBRI, kila~vr REFH L CERTAZZENTEFERA, FTP
F7IXSCP AT HOMERHY 7,

Bl

ROFITIE, il 2~ FEEHLTU AT LA v 2R R LET, taill 2~ FiX, tailmail_logs
DEINT, RARTHRITDAFENTA—Z L L THRETHI L HTEET

Welcome to the M600 Messaging Gateway(tm) Appliance

example.srv> tail

Currently configured logs:

1. "cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

. "eug_logs" Type: " Spam Quarantine Logs" Retrieval: FTP Poll

. "euggui logs" Type: "Spam Quarantine GUI Logs" Retrieval: FTP Poll

. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

. "mail logs" Type: "Text Mail Logs" Retrieval: FTP Poll

. "reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll

. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

9. "smad logs" Type: "SMA Logs" Retrieval: FTP Poll

10. "system logs" Type: "System Logs" Retrieval: FTP Poll

11. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

Enter the number of the log you wish to tail.

[1> 10

Press Ctrl-C to stop.

Thu Sep 27 00:18:56 2007 Info: Begin Logfile

Thu Sep 27 00:18:56 2007 Info: Version: 6.0.0-422 SN: 001143583D73-FTI9GP61
Thu Sep 27 00:18:56 2007 Info: Time offset from UTC: 0 seconds

Thu Sep 27 00:18:47 2007 Info: System is coming up.

Thu Sep 27 00:23:05 2007 Warning: DNS query network error '[Errno 64] Host is down' to
'172.16.0.3" looking up 'downloads.cisco.com'

Fri Sep 28 22:20:08 2007 Info: PID 688: User admin commit changes:

Fri Sep 28 23:06:15 2007 Info: PID 688: User admin commit changes:
“Cexample.srv>
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logconfig ->hostkeyconfig 72~ RZH LT, Ciscoa 7Y X274 77747
YAPDMDOY— NI T 2T 2T HEEIT, SSHTHMT 28 A M F—2EHLET,
SSHY#—/NZiE, BEF— L AT —D2ODKRA b F—R3UETT, MEARA N F—(LSSH
P—=NIZHY, VE—F T UNOHAaltd 2 EIETEEYA, AFFA N F—E, SSHY—
NWERFETDMEDHEED I FAT o b vV ARESNVET,

GE)

2—F F—ZERT IR, BEVWOEA—L X2 VT 4 TTI5AT L ADZ—HF A R
FFxA T A~V 7D [Managing Secure Shell (SSH) Keys] Z#ZHL T 72 &0,

hostkeyconfig 7 2~ RIZ L 5T, IROEENFITSNET,

RB:KRA N F—OER: TV FOYR L

avy kR

BLL]

FIRERR (New)

FHLWF—2BmLET,

e (BEdit)

BEFOF—2EHLET,

HIER (Delete)

DX —ZHIBR L £7,

A% ¥ > (Scan)

RAN F—ZHIHIZF Y o—FLET,

Hlill (Print)

F—2RKRLET,

A A b (Host)

VAT ARANF—EFRLET, 2L, UE—h AT AD known hosts]
77 ANVICEE SN DIETT,

7 4> #H—7Y > & (Fingerprint)

VATALARANF—DT 4T —F IV ERRLUET,

—H (User)

VE—h =il a2y adTh VAT A TIT Y FOARF—2F LT
T, ZHiE, SCP v T AT U Foa s aRETHEXICERENDF—
LREICTY, ZhuE, VE— b A7 LD lauthorized keys] 7 7 A /WIZHIE S 1
HIE T,

Bl

OB TIE, a2 RIZEo2THERAN F—BAFy &N, AR MBMENET,

mail3.example.com> logconfig
Currently configured logs:
[ 1ist of logs

]

Choose the operation you want to perform:



- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> hostkeyconfig

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]
Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.
- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:

1. SSH2:rsa

2. SSH2:dsa

3. All

[31>

SSH2:dsa

mail3.example.com ssh-dss

[ key displayed
]

SSH2:rsa

mail3.example.com ssh-rsa

[ key displayed
]

Add the preceding host key(s) for mail3.example.com?

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed
]

2. mail3.example.com ssh-rsa [ key displayed
]

3. mail3.example.com 1024 35 [ key displayed
]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.
[r>
Currently configured logs:
[ 1ist of configured logs
]
Choose the operation you want to perform:
- NEW - Create a new log.
- EDIT - Modify a log subscription.
- DELETE - Remove a log subscription.
- SETUP - General settings.
- LOGHEADERS - Configure headers to log.
- HOSTKEYCONFIG - Configure SSH host keys.
[r>
mail3.example.com> commit

A2k x—onE ]
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