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BEIXVDET

VAT LEBE AT DIZENEX, TT T4 IV 2= A X —T = A (GUD) D[VAT
LEPL (System Administration) ] A =2 — &I L TEITTCE LS, 2L, —HDOT AT A
EHMEEIX, 3~ R A F—T A A (CLD) NHDHRETTEET,

/., VAT LA ART—HADE=HF YT

GE)

ZOETHHTABERC 2~ FORIZIE, V—T 4 > T OELIEMICEEL RITTHORH
DEF, FEMICOWVWTIE, IPT RLA, A ¥ —T x4 A, BLUOL—F 41 T E2HB1LTL
72 &0,

Ciscoa>ToYtEXal) TAEEBT7IZATUVADS
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« EEF— DA 2 ~—)
CAR—=RN VT RU=T TS 3 R=Y)

HWEEX—DER

X—F, TTIAT L ADV Y TARZREICEAOLDTHY . oA X —7 AT AR
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[B#T 77 A 7 A (Management Appliance) |>[> AT
LEFR (System Administration) ]> [#AES%— (Feature
Keys) | Z#IRLET,

B LUERE S — % TEICENT 2121, e — (Feature
Key) 17 4 —/V RIZHxF—%/E 0T 50, £72IZATIL,
[F—%XE (SubmitKey) 127 U v 27 LEd, HERENIE
MENT2NGEIT, =7 — A ve—URERINET (-
EXIE. F—DNIELLRWEERE) . 2SN DOGE
X, BEREX—2N U R MBS ET,

FATSNIZEZFICHBMICH LY —2 Xy rm— R
FOAS A= NTDEITT T IAT UV AZRE LT
YA, RET DT A A (Pending Activation) ]V A k
IEFIZZE IR £7,

BREX—DHEI Y 7o un— R X
NT T 4 _R—= a3 (£
i) N S

[B#LT 77 A 7 A (Management Appliance) |>[> AT
LEHE (System Administration) ]> [M¥FEF— D E
(Feature Key Settings) ] Z &R L £ 5

FIZFINVENTIER, T4 T 2%, HLOF—%2EH
HNZHER L £9,

HARREIIUBERE 5 — 2 T4 5

Cisco DY FICBEWAEbEL I

RET7ITZATUVADTA U RAE S UHEEE

_:¥._

TA B ABLOREX —OHIRNRUINT= L X DT T T4 T L ZAOBIEIZ OV TIEL,
http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/
products-installation-guides-list.html 2> 5 A =T % [Cisco Content Security Virtual Appliance
Installation Guide]] ZZM L T 7230y,

FTA v AFREFZRTDHIZIE, a~vr RIA4 A X —7 x4 A (CLI) T show license =

~ R LET,

ARX— YT RYHTT7 SA4EVIVYT

- B

(4~—)

A — RN YT NI 2T T4 T DA X—T U (6 2—)

» Cisco Smart Software Manager CD7T 77 4 7 > ADXGk (6 =2—)

c TA B ADER (8 N—)

e TABLADY J—R (8§ X—)

» Cisco Smart Software Manager 7> 5 D7 7T A 7 0 A DXRERMER

(9 ~—)
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* Cisco Smart Software Manager TD7T /7 A 7 2 ADFEE: (9 ~X—)
c BRIEEREDEE (9 X—2)

AR L FEFEDOE R (9 RX—2)

e Av—hZ—V 2 FOEH (10 X—)
e 7T —F (10 X—Y)

e U RIA A HE—T A A (11 =)

A=K VT NTxT TAR VT EMEHTHE, Ciscoar 7Y tXa 7 o HEHT
TIALT VADTA VL A — ALV AERBIOE=ZT&FET, Av—h"YV 7 huxT
TA®RAET 7T 4 74T HITIE. Cisco Smart Software Manager (CSSM) T7 77 A 7 L A
ERETHMLENRH Y FF, CSSMIT, BEAL THEAT 2T XToOAafliiconTI A&
VADEHME ST A TSN T —FR—ZXTF, Av— b I B RAEHHT S L, il
fatall¥— (PAK) Z{FEH LT Web %A M THEBNZERERT HDOTIERL, B—D —27 T
Bokd D52 ENTEET,

T IFIGAT UV ARRERT BE, TTXF5AT LU ADTA B A5 BH L, CSSMA—Z /LIRH T
FTAV L AOFERRNEERTEET, 7794 T VAL VA= LENTWNWHAS— |
T—Vxzy ME, TTIAT VAL CSSM 28t L, 74 & AOMAIRILUICET 2 1EH %
CSSM A L T, CSSM 2MEHPRILA B CE 2 L9 IZLET,

Cisco Smart Software Manager % BRfi# 9~ 5 1213,
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment
_Guidehtml ZZH L T 7ZE 0y,

s THIHADT IIA T AN A A=y MR TEX D2 L MR L £ T,

o« VA /LA F— AIZMVE H T Cisco Smart Software Manager 48— 4 /L
(https://software.cisco.com/#module/SmartLicensing) TA~— k 7 H 7 > F&Z{EKT 5.
Cisco Smart Software Manager 7 7 A & x> NU—27|ZA4 VA F—/L L TLEEW,

Cisco Smart Software Manager == — 7 4 7 > s O{ERK % 721% Cisco Smart Software Manager
YT T4 FDA A BV OFFRIT OV T,
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
ESBLTLLES N,

FTA ' AOHERHRBUCBET DIERZEEA X —F v MZEE L b —F D
£ CSSM BERED Y7 » b 2429 % Smart Software Manager 7 7 14 &4 7L 3
REA VA AT B E b TEET, 74 N T TV r—ta v & AT a— LT
BALZHBIE, A0 X=Xy bE2HEALTCSSMIZT —X 2R EETIC, 94 2%
B L CRAICERTE £, CSSMY¥F T4 ME. Wz 7 77 FICEMNICEE L
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« (ko) 773y FARVADEHFL—PIL, 7TV v 7 FARVARAY— T
A ATBATT DHERH Y £

https://video.cisco.com/detail/video/5841741892001/
convert-classic-licenses-to-smart-licenses?autoStart=true&q=classicx Z i L T 72 &\,
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EhTwa7ax v tEL7ax v a2liHlT 5 0ERHY 1
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BERR FHITEER
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NIRRT EHl 4 YT DA F—T 4l (6
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AT w72 Cisco Smart Software Manager | Cisco Smart Software Manager C
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[(EEXHRT 7 Z 4 7 A (Managed Appliance) ]>[ A7 LA H (System Administration) ]>[A~— kY
T T x2T T A7 (Smart Software Licensing) | &3 IN L £,
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Cisco Smart Software Manager TD7 754 7 > A D&%k

7 77 AT A% Cisco Smart Software Manager |28 83 5121X, [ AT LEFH (System
Administration) | A =2 —TA~V— Y7 =7 T4 U THRBEANCT DLENH
VET,
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Cisco Smart Software Manager TD7 754 7V ADE LR .

ATy T [EEINRT 7F 47 A (Managed Appliance) ]> [ A7 L% H (System Administration) ]>[A~— KV
7 MO x2T T A7 (Smart Software Licensing) | 38N L £,

ATV T2 [FT7 U AR— Fi&E (Transport Settings) | # A H T 55E5121E, [feE (Edit) 1227V v 27 LET, KD
FTva v EMFHTEET,

o [IE$% (Direct) 1: 777 A 7 > A% HTTPS #%H T Cisco Smart Software Manager (ZELE%#c L £ 97,
DX Tva i, T AN NTERENNET,

[FT U AR—=1F7—FU=A (TransportGateway) |: 7774 7 A% NT UV AR— N F—FrU=A
F 721% Smart Software Manager $7 7 1 N #%H C Cisco Smart Software Manager (28t L 7, DA~
varEBBRLEGS, N7 U AKR— K #— b7 = A F721% Smart Software Manager 7 7 4 k ® URL
EANNLTOBIOKI %227 Y v 7 THMERHY £F, ZOF 7Y a ITHTTP I KOHTTPS & AR —
FLET, FIPSE—RFOHE, P72 AKR—K 5=V A X HTTPS DA EZHR—FLET, FT
VAR—=F S = h 7= AIZOWTI,
Hittps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
ZZM LT TZEN,

nJy Ay 7Ty y /LM LT, Cisco Smart Software Manager 78— 4 /L

(https:/software.cisco.com/#module/SmartLicensing) (27 7 EALET, H LW b—7 U EAEKT DI
L. ZOR—ZNLO AT H 7 b (Virtual Account) ] ~<— I IZBE LT [£f% (General) 1 % 71T
TI2RALES, TTI7AT U AMORA P A2 2R Gk —7 22— LET,

B A A Z 2GR b — 7 DIERIZ OV TR,
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing_ Deployment Guide.html
ZZRLTIEEN,

RTYT3 TTIAT LV ARIZRY, WA LV AZ VARG b—7 U T ET,

ATw T8 ek (Register) 1227V v 7 LET,

ATY TS [A~v—h VT T =TT/ (Smart Software Licensing) ] -X—C, [T TIZEFEIN TS
Blix, ZOGA AKX A EFEE L ET (Reregister this product instance if it is already registered) ]F~ = v
IRy I AEF N LT, THIAT A FEEKT 52 L TEET, Cisco Smart Software Manager C
DT T TAT  ADFAGE (9_—) Z2ZRMLTIZSWN,

RDBRY

B GT 0 2 A3y £, [Av— b Y7 v T 748227 (SmartSoftware
Licensing) | N— Y THEHAT —F ALK R TEET,

\}

CE) A=—=b Y7 0=7 I8P T 2L, 2TV X2 VT4 F= V=A%
Cisco Smart Software Manager (2% §k3 % & | Cisco Cloud Services A~ — 4 /L 75 H B A DI 72
D, a7y X274 F= bz AICBRESNET,
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WA RH Y £,

ATY 1 [EHT 7747 A (Management Appliance) ]> [ A7 LGEEE (System Administration) > [7 A & A
(Licenses) | R L £,

ATv T2 [REDHwE (Edit Settings) 1227V v 7 LET,
RT9T3 BERTDHITA L AZKNET H [T A ADENR/Y U —A (License Request/Release) 15IDF = v 7 K
JRA%EFAZLET,

ATy T4 [ZEE (Submit) 1227 U v LET,
GE) T I7FNETIE, A—NWLEDOTA B ARFHAAETT, ZOT7A v A%, Bk, B3k,
FRIZV V=T HZENTEEE A, A— VAT A v IR 54 7 A&
Kixd v £H8 A,
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FEEEHTALENH D 9,

A2V AD) ) =R
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(Licenses) | Z#R L £,
ATv T2 [REDHwE (Edit Settings) 1227V v 7 LET,
AT9T3 V) —RF5T7 4 AHIET D [TA4 2 AOHEK (License Request) (5D F =7 Ry 7 AEkA47
WZLET,
ATy 74 [ZFEIE (Submit) 1227V v 7 LET,
GE) A=W HOEDIZTA B ARV —ATHZLITTEEEA,
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Cisco Smart Software Manager ™5 D7 75 41 7 > A D& XA .

Cisco Smart Software Manager W5 D7 TS5 4 7 > A D& %R R

ATy T [EHET 7Z 47 A (Management Appliance) ]>[> A7 L4 HE (System Administration) ]>[A~— kY 7
Mo =7 F A&7 (Smart Software Licensing) | %8R L £,

AT9FT2 [7Har (Action) | ke vy 7 F o UR b, [BiRfER (Deegister) | %R L, [EfT (Go) | %
27Uy LET,

ATw 73 [ZEIE (Submit) 1227V v LET,

Cisco Smart Software Manager TD7 754 7 > ADBEZE%

ATy [EHT 747 A (Management Appliance) ]>[> A7 L& (System Administration) |>[A~— K/ 7
Mo =7 Z A&7 (Smart Software Licensing) | &R L £,

ATvT2 [TV2ar (Action) | Fry 7 XU UR b, [B8 (Register) 1 23R L, [EFT (Go) 127V v
7 LET,

RDBERY

ek v XD T, Cisco Smart Software Manager CO T 77 A 7 2 AD Xk (6 ~—
V) EHRLTLLTEEN,

EETEX RN TV FICBWWCIE, 77 94TV ADOREEZ VY FLERBICT 94T A
BREETDHZENTEET,

CSSM CT 7' IA4 TV AEBET HRANZOIH, N T U AKR— MNEEEERETXET,

GE) A~—F T4 BV AERENEN 2> TODEHEAICDIR, TV AR— M NREEEETH &
BDTEET, TTITAT UV ART TITEEGEINTWDEE, T UVAR— MREEZEET DI
. 7774 T ADOBGREMERT DHLERHY £, T AR— MREEZEE LIZKIC,
TIITAT AR F{RET HUERH Y £,

T U AR— FREELTET D HIEIZ OV TIL, Cisco Smart Software Manager TD 7 77 A4 7
YADRGR (6~—) AZZRRLTIESN,

Aok & REBAZE DER

Cisco Smart Software Manager C7 77 A 7 A &% ek L7242, GEELZFH X LT,
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\}

GE) TITIATUABREFIIRGEINTZRICOR, BiEEEHTEET,

ATy T [T 7747 A (Management Appliance) ]>[> A7 L EL (System Administration) ]>[A~— kY 7
N7 =77 A% (Smart Software Licensing) ] 23R L 97,

AT T2 [FTUL 3y (Action) | Ry 7 X R RNG, @Ylet 7y ar2@RLET,
° Fh nIE%A_g- < E%ﬁ
<FIBREEST CEH

ATv7T3 88 (Go) 1227 Vv s LET,

AVX—hFI—Cx U FOEH

TITIAT LV ACA VAR —ILENTWVWAARAY—F 2=V NOXR—U g U2 FEHTHIC
. WMOFNEEZFEITLET,

ATY T [EHT 747 A (Management Appliance) ]>[ A7 L (System Administration) |>[A~— K/ 7
N7 =T Z 4127 (Smart Software Licensing) | # 3R L 77,

RATF9T2 [AR—PI—V 2 FOEHFAT—H R (SmartAgentUpdateStatus) &7 3 2 > C, [§9 CE#H (Update
Now) 1% 27 U > 7 L, 7rERZENET,

()  CLI =¥ Fsaveconfig ZfEH LT, E/IL [P AT LEE (System Administration) | > [EXE Y
< ') — (Configuration Summary) 1 ZfEH L TWeb A ¥ —7 =4 AREH CTRELE LR L X
LT iE, Av—h T BV ABEOREIFRFINEE A,

RDTF Y A TEMBEE SNET,
s Av— b YT U=T TA VU BIERICAMEE
AV — YT =T TA BT TOFEMUIZRIR LT
o PG A3 B AR S 7
o PG 2346 T U7 GG R P ds L OIS T IRp L2 — 8 D[RR CTik1E)
s BRI N
« BERITR LT
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PRI R L 72
IEHIORRMR S LT

o BRERAREFRIC P L 72

« ID GEBIENIER ICE R S
« ID REIAFE DO FHTIZ KA L 72
© PRRED A IR AN BI AL 7=

« ID REBAE DA DI RS Bl 7z

« AT T AT L AENM TR ORI (27T 4 T o AR TR T L)
HARIHE T IR 12— DO E g TikfE)

AR A IIAIRIC BT B MDA © R 5 L A B LT

AR RIAAVE—T AR
* license_smart (11 ~X—37)

« show license (15 ~<X—3)

license_smart
« il (11 =)
fEAE (11 _—=)
Bl Av—F ==Yz h P—EZHF— FOFEE (12°—)
il Aw—F TA B ZADEE (12 4—)
« #§] : Smart Software Manager CD7 77 A 7 > ADX¥ Gk (12 _X—)
il Aw— K T4 BV ADAT—H A (13 3—)
il A= TA VL ADAT —HZ AOWE (13 <—)
«ffl : A~v— 1 FT U AKR— K URL OFE (13 *X—)
cfil: FA L ADER (14 5—)
Bl TABADY U= (14 =)
i Bl
Av—hF YT U7 T4k AEORE
il A5 1%

WEE : Zoa< 2 FiL lcommit) NHETY,
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NYyFaAIV R Zoavwy RNy FEXREZSR—F L TOET, FHIC OV T, help
license smart =¥ REANNLT, A0 T4 ~VTEZRLUTITEEN,

@ﬂ P AT — } 3:*—i>3:;/ F %}b_tf;afﬁzﬁ__]\a)gQiE

example.com> license_smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

Bl A~—hF T4 ADHL

mail.example.com > license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the

CLI.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing
mode.

Commit your changes to enable the Smart Licensing mode on your appliance.

All the features enabled in the Classic Licensing mode will be available in the Evaluation

period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing
mode [Y/N] []> y

> commit

Please enter some comments describing your changes:
[r>

Do you want to save the current configuration for rollback? [Y]>

% - Smart Software Manager TODT 75 A 7 v A DXk

mail.example.com > license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register
Reregister this product instance if it is already registered [N]> n

Enter token to register the product:

(1>
ODR1OTM5MJjIt0OTQz0S00YjYOLWEXZTUtZTdmMmY30GN1INDZMLTE1MzM3Mzgw$0AMDEzZNTR8W1pCQ1 1MbGVMQWRx
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O0XhuenN40OWZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%$3D%0A
Product Registration is in progress. Use license smart > status command to check status
of registration.

Bl: 2=—h FA B ADAT—F A

mail.example.com > license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Gl s Aw— R~ FA B ADRAT —X ZADOHE

mail.example.com > license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling In Compliance
Content Security Management Master ISQ In Compliance

Bl : A~—h bF v RHR— |k URLDFHIE
mail.example.com > license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url
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1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[11> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

il . 4L ADFER
A

GE) BT TIAT U AO—WL, TA BV AZERELIZV V—RT D56, EOT 7747
YA DMERDH Y £,

mail.example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Content Security Management Centralized Tracking Not Requested
2. Content Security Management Master ISQ Not requested

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Security Management Centralized Tracking

Use license smart > summary command to check status of licenses.

Gl A4 ADY Y —R

mail.example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status

1. Content Security Management Centralized In Compliance
Tracking

2. Content Security Management Master ISQ In Compliance
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show_license

GILs

show_license .

.

SiBH (15—
Ml A— K TAEBLADAT—HZ A (15—

il i Aw— K FTABLADRAT—FX ZAOMME (15 X—3)

Aw—h TA BV ADAT —Z AL AT —Z 2AOMELFRRLET,

Bl 2<w—h FA BV ADAT—F R

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Gl s Aw— R~ A B ADRAT —F XD

cloudserviceconfig

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling In Compliance
Content Security Management Master ISQ In Compliance

FiH] (Description) (16 ~X—7)
HEHEE (16 2—)
B« 77T AT A TO Cisco Cloud Services DAL (16 ~<X—3)

Bl . 77 AT A TO Cisco Cloud Services DLl (17 ~2—3)

5] : Cisco Cloud Services IR—H )L ~DaLT Y X2 UT 4 F— o= OB (17
PR
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. #2873 (Description)

3] : Cisco Cloud Services IR—Z LD a7 X2 )T 4 F— b T = A OB
B (18 —2)

il AT Y X2 T 4 A — b = A % Cisco Cloud Services I8 — & /LIZ B4 5
Cisco Secure Cloud Server MR (18 ~—7)

il 3T EXa T 4 ' — N = A TO Cisco SecureX F 7= (& Cisco Threat Response
DHMME (21 =—)

il 3T EX2 T 4 ' — N = A TO Cisco SecureX F 7= (% Cisco Threat Response
DI (21 ~—2)
B (Description)
cloudserviceconfig =~ > RIFRO B THEA L £,
cIDATYRIE, A= I IA B AT N TORBEMTE £,
s BEWDOT 7 Z A 7 AT Cisco Cloud Services R —H# L& HFHNZLET,
« BHEWDOT 7 Z A T AT Cisco Cloud Services " — ¥ L& 8z LET,
» Cisco Cloud Services 73— 4 JL{Z Cisco Secure Email and Web Manager % %% L £,
+ Cisco Cloud Services 78— # /L |Z Cisco Secure Email and Web Manager % H 888k L £ 7,

» Cisco Cloud Services 78— # /L' & Cisco Secure Email and Web Manager D&% % il L &
—aAO

» Cisco Secure Cloud —/ 3% &R LT, BEWDT 7°F A 7 > & % Cisco Cloud Services 7~ —
H A L E T,

e T T —ZNMERT S Talos — "M HFEAEZE L F—Z2BE L £,

» Cisco Secure Email and Web Manager C Cisco SecureX F 72 (3 Cisco Threat Response % A ZhiZ
LET, ZhuE, [ (General) R EAMH L CTEITTILERH Y £7°,

» Cisco Secure Email and Web Manager C Cisco SecureX F 7= (3 Cisco Threat Response % 40|
LEd, Zaid, [k (General) MR ELMH L TEITTLMENDH Y £7°,

A7k
HEFE : Dz~ RIZ commit ITNEH Y X8 A,
cNYFaTUER: Zoavwr RNy TFEXRER—FLTWVET,

Wl . 7S5 A T ATO Cisco Cloud Services DEZNL,

RIZ, cloudserviceconfig>enable 7 a2~ REMEH LT, 1A —/N"7— b7 = A L TCisco
Cloud Services Z# AN T 2%~ L ET,

B BongEszsy
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#il - 7 754 7 > 2T Cisco Cloud Services D&M 1L ]

G¥)

IOV Tav s RiE, AN— M YT 2T ARGV UTBAENIR S TE LT, BEW
DT T AT 2 AN Cisco Smart Software Manager (28 &k SV TV RWEAICOREHTE £
ﬁ—o

maill.example.com > cloudserviceconfig

Choose the operation you want to perform:

- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.
[1> enable

The Cisco Cloud Service is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj.sse.itd.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
11> 1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit" to make these changes active.

maill.example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:23:19 2020 GMT

maill.example.com >

Gl . 75 AT ATO Cisco Cloud Services DL,

&IZ. cloudserviceconfig > disable "7 21~ R&fiH LT, 77 Z A 7 > AT Cisco Cloud
Services Z TN T DB Z R~ L ET,

maill.example.com> cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
maill.example.com > commit

Please enter some comments describing your changes:

[]> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:01:07 2020 GMT

maill.example.com >

5] : Cisco Cloud Services R—H )N~D a5 X2 T 4 F— 7 x A OB

sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.
The appliance is not registered with the Cisco Cloud Service portal.
Currently used Cisco Cloud Server is stage-api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service

—mmngEszs I}
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portal.

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.
[1> REGISTER

Enter a registration token key to register your appliance with the Cisco Cloud Service
portal.
[1> 90a92909fc3blbe666£180621146fea3

The appliance registration is in progress.

{5 : Cisco Cloud Services R—Z LD T2 X% 2 VT ¢ F— N7 = A OBELRER

RIZ, cloudserviceconfig > deregister 7 2~ RZffi[j L T, Cisco Cloud Services 7" — % /L-7)»
ST TIT7AT o ADBRGKEMRERT D202~ LET,

sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.

The Content Security Management appliance is successfully registered with the Cisco Cloud
Service portal.

Currently used Cisco Cloud Server is stage-api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service
portal.

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> DEREGISTER

Do you want to deregister your appliance from the Cisco Cloud Service portal.
If you deregister, you will not be able to access the Cloud Service features. [N]> Y

The Content Security Management appliance deregistration is in progress.

Bl a7y X2 VT 4 F— M= A % Cisco Cloud Services 35— % V2541 % Cisco Secure Cloud Server DIER

RIZ, cloudserviceconfig > settrs 7 @~ > REHEH LT, B A—/L7— h 7 = A % Cisco
Cloud Services A8 — & JWZ T~ 25 72 I3 72 Cisco Secure Cloud Server % 38R 2 4%/~ L
7,

maill.example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
(1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.

Make sure you run "commit" to make these changes active.

maill.example.com > commit
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Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>
Changes committed: Tue Dec 29 13:37:40 2020 GMT

Bl CLUZER LIz A~— T A4 B 2D BENVEERDELT

OB TIE, a~r RE2EHLT, A— b s IA BV ATERETLHET T ITAT AN
Ny 7Ty RTCHEIBREZEITTHZLE2RLTWET, BEIBREN LR LZSA1%. CLIT
HEVERERICHEHAT D a~ 2 RERTE £9,

Autoregister Success/ and failure
sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.
The appliance is not registered with the Cisco Cloud Service portal.
Currently used Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service
portal.

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically.
- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> AUTOREGISTER

The appliance failed to auto-register with the Cisco Cloud Service portal.

Reason: A request to generate a Smart Licensing payload from Cisco Smart Software Manager
failed.

The appliance is not registered with the Cisco Cloud Service portal.

Currently used Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service
portal.

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically.
- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> AUTOREGISTER

The appliance successfully auto-registered with the Cisco Cloud Service portal.

Bl EFRAHE L F—DF T — R

ROPITIZ, =2~ FEEH LT, TALOS — b7 v 77— 2 PMEN T 55 E & % —
ZRGTEET,

sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.

The Content Security Management appliance is successfully registered with the Cisco Cloud
Service portal.

Currently used Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- FETCHCERTIFICATE - Download the Cisco Talos certificate and key

- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.
[]> FETCHCERTIFICATE
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. Bl : 2547 > MEEBAE cloudserviceconfig

Current Cisco Talos certificate is valid for 172 days
Do you like to overwrite the existing certificate and key [YIN] ? []> N

The Content Security Management appliance is successfully registered with the Cisco Cloud
Service portal.
Currently used Cisco Cloud Server is api-sse.cisco.com

. 2 Z 47 MW cloudserviceconfig
WORFITIL, a~v FEFEHLCGGEREE X —%27 v e — R T&E7,
[1]> clientcertificate
Do you like to overwrite the existing certificate and key [Y|N] 2 []> Y

Paste the certificate.
Press CTRL-D on a blank line when done.

AQEFAAOCAQ8AMIIBCgKCAQEAYf9pD6iCYMA2YUmzjs711J80V2Ehi18FnvDo8ELJ
cVPlrZFwzTmISwHTrQi0Ykja¥YsbeINbh9g5vdmrL58Pmiky7HOROYFXcHi195ULlSa
rY6DhYNw81sKxFuGO0XnmlmNzSSIQdIcTvgIV/iPUjQ180mwl /plErD15J7MY5kKNL
MpES7AmQitef0BRmcDmpammCCVmUx2b1A7PmepclCVs2PfaogqIGy26CcAonFOlrJd
MIIDYzCCAkugAwIBAgIDCMVAMAOGCSgGSIb3DQEBCWUAMIGCMQOswCQYDVQQGEWJV
GlyOpFkbHg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQAROXxOWGDAJBGNV
UzETMBEGA1UECBMKQ2FsaWZvcmbpYTERMASGALUEBXxMIU2FulEpvc2UxGzAZBgNV
BAOTEkNpc2NvIFN5c3R1bXMgSW59LIERMASGALIUECXMIU2V)dXIJpdHkxGZAZBgNV
BAMTEINOYWd1IEt1leWlhc3R1ciBDQTAeFwOxOTAyMTkwMzU3MzhaFw0OyMjAOMDIw
23gYEzrhGtZmx+hpAmHili8cnIarD50ePtcggOatfxpa/32rgXPGfjiadJU6cdA6Su
Qgugh7/bn6u8R9EM] zudV+Rn54JZMTcJ9v/u50C1 kKohsMFMwBQOEPPL5CpM8NDx
SJGPIMP2SrgktLOR1ITgtvex8SnMurrxe61PnrUs93z1nRSXhcHGlyrQs6HIgIvMT
MzU3MzhaMEkxHTAbBgkghkiGOwOBCQEWDNR1c3RAY212zY28uY29tMRgwEFgYDVQQD
DASWTESTTUExXMjMONTY30DkxD3j AMBgNVBAOMBWNpc2NvMIIBIjANBgkghkiGIw0RB
AQEFAAOCAQ8AMIIBCgKCAQEAYfI9pD6iCYMA2YUmzjs711J80V2Ehi18FnvDo8ELJ
cVPlrZFwzTmISwHTrQi0Ykja¥YsbeINbhog5vdmrL58Pmiky7HOROYFXcHi195ULlSa
rY6DhYNw81sKxFuG0XnmlmNzSSIQdIcTvgIV/iPUjQ180mwl /plErD15J7MY5KNL
MpES7AmQitef0BRmcDmpammCCVmUx2b1A7PmepclCVs2PfaoqIGy26CcAonFOlrJd
uT6K+grTusUEP410DC7IrpnbBE697xzbtF817xgxUosxP+OuXcgtTX1TXcY51673S
GlyOpFkbHg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQAROXxOWGDAJBGNV
HRMEAjAAMAsSGAlUdDwWQEAwWIHgDANBgkghkiGO9wOBAQsSFAAOCAQEAOKYfizZfJgdrM
IWM73wz8u7Wtj97E6rGVgs]jO0D54 fOKF6DmgHfygPCuXns0F18nLlDa3ogslLwIrS
d5allfj/2r6NfbNOhjKN7/5PGBtcRyMDi86aUBogahNmgCwDKTTJgoVTOO0//a+Ca
23gYEzrhGtZmx+hpAmHili8cnIarD50ePtcggOafxpa/32rgXPGfjiaJU6cdA6Su
Qgugh7/bn6u8R9EM] zudV+Rn54JZMTcJ9v/u50C1 kKohsMFMwBQOEPPL5CpM8NDx
SJGPIMP2SrgktLOR1ITgtvex8SnMurrxe61PnrUs93z1nRSXhcHGlyrQs6HIgIvMT
J1SwgurFWg==

Paste Private Key.
Press CTRL-D on a blank line when done.

ZzSWnNAdMJjtobo6dx1iMfbaWDd1lUm+PIEiBXEy52z74btukQUGTIODXsCgYEA3693
gH/+2ybheB8iCYQfZnzkeUM4qgN3HkRmrhTB901PLkZ0BOfstPfpEcw/v/12z3BRQ
Dyk5V1gEtnOpWbyYKqlZbFPHbAdQGTIbCVAT1hyEcjNbyD2SSCIv5gxF70TBR5gD
14HT3PPt4HXpgcFw70NofNSnpNm630hkW4 SBNgkCgYEAS8Y4AVMWA2WWEAFZhIZKS
4Jw8/yWYedVT746aWRVNTwL99aRK6eVTk7kCEZLG7+vgzboSORP198QXY1o/aBNhg
MITIEowIBAAKCAQEAYf9pD6jCYmMA2YUmzjs711J80V2Ehi18FnvDo8E1JcVPlrZFw
NEnrtal 7WnKNZz96nClkagh8DBaGuoMPTbEGrEjnavfm7JDY/v1LxTUE2SMRA2ZX
zTmISwHTrQiOYkjaYsbe9Nbh9g5vdmrL58Pmiky7HOhOYFXcH195U1SarY6DhYNw
BHXHikhk1l+81ibEB2K+X1QUPSCy7aGmbekc8y0vIBVObdKx+/uIwuklbuy4rUybMy
£3DsaHI6Yj7jYi4allec7HTO0X60vxc4eahBv8DvalF3Ak0LyIvdLomycVkG58s1iV
Lt+psQKBgFjRVENddwgcX50aQXopYJIWa/HFnWgH7 jXgVFeR1Q9smg7L0Yk39GrxT
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81sKxFuGOXnmlmNzSSIQdAIcTvgIV/iPUjQl80mwl/plErD15J7MY5kNLMpPES7AmMQ
itefO0BRmcDmpammCCVmUx2b1A7PmepclCVs2PfaoqIGy26CcAonFOlrJuT6K+qrT
usUEP410DC7IrpnbBE697xzbtF817xgxUosxP+OuXcgtTX1TXcY516)SGlyOpFkb
Hg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQABAOIBAE+jQNqJOEMEWSVO
ENgmwcjYESy3kK+rEt49AL1rS2dAunaztglS16Tr1XaMzgFJ07/JxDEnXuMQlgVvL
KaTwWT4BTmvxMgqVMdAIH6GY0+99ShMT080xVe3tnXc+m2c8nmX5dftLkcYC5yXNVDb
bvtD2BR4eupNOrvj1N5P/+sYcNc4I7Z2AAheGfhLc4oDTMiHIESg6Dyvh7j+WIi9y
bpoU99£fFV7jcGtgl5A0UQtLUtu06dltk2WL1+m2gsX7uMkQ5ddM9vGbTRg0OIkjRb
PVpshAK5j/RsQCUN6LIRg+SY7y18Cl1Z4MYWXu754KgM1loK8UDarI+dKISyVskfe
691NQ2ECgYEASzLHTykFOA349My1iSQxIE6YsVL8tc1Ryf/PB6900TY+vKUcmCZp
TzLPuEEbyzndAIW7FagVG5aYYFXDOkcUEOLUCCT15bTO1YIMOYCGgsHNnBpqUI7yI
ZzSWnNAdAMJtobo6dx1iMfbaWDd1lUm+PIEiBXEy5274btukQUGTIODXsCgYEA3693
gH/+2ybheB8iCYQfZnZkeUM4ggN3HkRmrhTB901PLkZ0BOfstPfpEcw/v/12z3BRQ
Dyk5V1gEtnOpWbyYKglZbFPHbddQGTIbCV4T1hyEcjNbyD2SSCIv5gxF70TBR5gD
14HT3PPt4HXpgcFw70NofNSnpNm630hkW4 SBNgkCgYEAS8Y4VMWA2WWEAFZhIZKS
4Jw8/yWYe4V746aWRVNTWLI9aRK6eVTk7kCEZLG7+vgzboSORP198QXY1o/aBNhg
NEnrtal7WnKNZz96nClkagh8DBaGuoMPTbEGrEjnavim7JDY/v1LxTUE2SMRA2ZX
XEDpdHDalZZFpGDrf+wZraECgYB3cTlpe/Dng43A]i+pEUuLd]IVpOY9Gepk2XZU
BHXHikhk1+8ibEB2K+X1QUPSCy7aGmbekc8y0vIBVObdKx+/ulwuklbuy4rUybMy
£3DsaHI6Yj7jYid4allec7HTOX60vxc4eahBv8DvalF3Ak0LyIvdLomycVkG58siV
Lt+psQKBgFJjRVENddwgcX50aQXopYJWa/HFnWgH7jXgVFeR10Q9smg7L0Yk39GrxT
Gu2acBalPQR474nW9394XgmPTJ5tYhf80nmT7IJRWYEgGE2C/£1nDDea9YFoiX/yP3
fD4kLyDPgQ8utQwK7X7aK1PxdEIsXKZLcR6FoeTO0wQj31gCG2igH

"DCertificate and key are stored successfully

Bl arT oY X2 )T 4 F— b x=A TOD Cisco SecureX £ 7-1% Cisco Threat Response DA Mk,

WIZ. clouderviceconfig > enablesecurex 7 a2~ R&fiH L C, BHEWDOT 7T AT AT
Cisco SecureX F 7= 13 Cisco Threat Response =BT D61 %~ L E7,

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

- SECUREX - Configure Cisco SecureX/ Threat Response feature on your appliance
[1> SECUREX

The Cisco SecureX / Threat Response feature is currently disabled on your appliance.
Would you like to enable Cisco SecureX/ Threat Response feature [Y]>

Cloud Service is not enabled.
Enter "cloudserviceconfig" for enabling Cisco Cloud service.

Bl a7y X VT 4 F—bFU A TO Cisco SecureX % 721 Cisco Threat Response O HEZh 1L,

KIZ., cloudserviceconfig > disablesecurex %7 a2~ K& L C, 777 A 7 2 AT Cisco
SecureX & 721d Cisco Threat Response % N2 9 512~ L7,

sma> generalconfig

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

- SECUREX - Configure Cisco SecureX/ Threat Response feature on your appliance
[1> SECUREX

The Cisco SecureX / Threat Response feature is currently enabled on your appliance.
Would you like to disable Cisco SecureX/ Threat Response feature [N]> Y

The Cisco SecureX / Threat Response feature is currently disabled on your appliance.
The Cisco Cloud Service is currently disabled on your appliance.
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B rsincoswonrv—r v Rz SAE R F— KUk

AsyncOS 140 DAIX— L YT+ 7 A4V RF—KRA Uk

« 7T 7 RY—EREFHITT 5 L Cisco SecureX 1T HEIHIZHZNZ 20, 7T 0 RY—E
A& N3 D & Cisco Securex TN 72 D F97,

» Web UI T Cisco SecureX 3 I O Cisco Threat Response 473 5 VINEFE I, [V AT LE
PE (System Administration) |>[£fiXi%E (General Settings) ] 2> Cisco SecureX 33 L O
Cisco Threat Response & A %) F 721N TE H L 512720 £ L7, generalconfig =~

RZEH LT, CLIDOR UHIELZFEITTHZ L TEET,

cAV—h YT R =T TARVRAERENILTREKT DL, 777 RP—EARERIC
0, TTIAT A (SSE) BHBMICEEKSNET,

c VTV IE=RTIE, 77U RP—ERET 7 /0 FCEYRIREICARY £, FEIT
HINZT DN EH Y | Cisco SecureX & Cisco Threat Response 23 F 72720 97, HENE
BEATHOICIE, Av— b T4 BV A= READICTOILEND Y £T,

CAY— b YT MU T TARCAEFNNITLHLE, Av— b=V FREBL, B
FRPGETTHET T RP—EARENI Y £7,

e A — NI A B ABFNIE— FDOEA, SSE O HENREKITFEITTCEEHA,

CLIOXY Y FZERALEA VT F U RERDETT

ZIZTCHHT O EEL av U REFIAT AL, B X2 VT A BHT T IAT VA ETAYTF
VRCBET AE¥EAFETTEET, T T ROBELE 2w RIZoWTHBILET,

* shutdown

* reboot

* suspend

* suspendtransfers

« &

* resumetransfers

* resetconfig

* version

XA TA BT IZATUVARDY Yy RFOY
X2 VT4 BT SIAT U AEY Yy M AT T DI, ROFINEEZFEITLET,

«[EHT 77 A 7 A (Management Appliance) |>[> A7 L% ¥ (System Administration) ]
>y v M V/HEIEE) (Shutdown/Reboot) | X—Y & H L £,

FE

e~ RI A4 77 bT shutdown 2~ REHEHLEI,
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txayF1gB7 75470200 7—+ ||

TTIAT v Ay vy AT TEE AsyncOSIET L, 77 T4 7 2 ADERE LT
F7CTEET, TTIAT VA, BfEFa2a—0AA v —V2 kb PR CHERB T £
To TTIAT U A% T Yy MU T DBEEEE AT THMNENRSY £, 77 4/ MEIE
fE1X 30 2 T9, AsyncOS Tix, TOBEIEEDMITA—T L O AT T TEE£T, £
WEEEFEZ D L. F—F RO IEHIICEH U b ET,

tXaAVTABEETISAT VAN T—h

X2 VT 4 EHRT T IAT A%V T — T 521K, GUL D [ AT LB (System
Administration) ] A == —CHHMHER [ v v & 7 L /EiELE) (Shutdown/Reboot) ] ~X—
ZHH9 50>, CLI Treboot 2~ REMEHLET,

TIIAT U AEY T — DL, AsyncOSHHEENSNDTD, T T34 7 U ADERE L
RIZATZIZL, TTIAT U RE VT = CEET, TTIAT VA% %y MU T 5HiE
IEEAE AT T HMERNH Y 9, 7 7 4/L NEBIEEIL 30 B T3, AsyncOS Ti, & DIEIULAE
OMTA—T v hORiE e T CEE T, TORBIEMEBZ L &, A —7 RO REIR
WKHULONET, 777947 AL, BEF2—HNORA vE—Y kb IcHRETE£T,

LX) T4 BEBTISATUOADEL

VAT IAAUT U ARABRFTTEEARE, T IA T VAR T T T4 2T HIIE, Ro=
<~ ROWTIrEFEALET,

avuk BL)] Kigit

suspend EAXA— N X2 T A TITIAT U AnLEX2Y | VT — R EH K
TAERT T IAT LV ANORBES NIz A = |FlbEShET,
DEREE —FHZIE L E 9,

CREED D U ) — R S Ay — D ORYE & —
Jh Li‘g‘o

EEET ARSI SN ER A,
cBEEFA-NVEEIMFLEINET,
o B VERIEDPME I SNE T,

«CLLIET 7 B ARREDEEIZRY £,
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. CLI 45l : suspend #5 & U suspendtransfers 1< > F

avU kR BL)] Ki#git

suspendtransfers | & HIGI R O 1 A — /L8 I O Web Security Appliances 705 | U 77— M & b #fE
Content Security Management Appliance ~D L' R —7 1 ' 7 | FF SV E T,
TABIRNT X7 T X OlEEE —RHEIE L E
‘j‘o

Zoa<xy RTE, EA= VX270 77747
ANLOBEESNTZA v E—VOZE b —FHEILINE
o

N TT T T TIAT VAT ITA<Y TFIA4T
2L L THBATLTODHE[FHEETZ D~ RafEH]
L%,

IbOa"y FOMEAMIZIE, 77747 v AOREBE AT HLERHY T, 77
JV MBIEfEIZ 3070 T, AsyncOS Tld, ZDOBIEEOMITA—7 L OERiAET TEET,
ZORIE A D & A—T OGN REINICHA L bE T, 4 —7 L OEERFAE
LAWGEAIEL, 3 <Iich—eAxAMEshvET,

suspend ¥ 7= [ suspendtransfers 2~ > R CIEIL L7 —ERAEZHT 77 ¢ 7{L$ HITIL, resume
F 7213 resumetransfers =2~ R&ZNENFEHLET,

BT T TA TV ADBED AT —H A (A T4 EIFFHEIL) Z28ET 5121, Web
A B =T 2 A AT[EHT 7747 A (Management Appliance) |>[> A7 L& (System
Administration) > [ » FZ U /FEHE) (Shutdown/Reboot) ] Z i8R L £,

BEETEH .

cBHENDERA—N X2 VT TTIAT L ADT=a T VKT T A ~LTD
['Suspending Email Delivery] . [Resuming Email Delivery] . [Suspending Receiving| .
F L TResuming Receiving]

CLI D15 : suspend & & U suspendtransfers < >

sma.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

sma.example.com>

sma.example.com> suspendtransfers

Transfers suspended.
sma.example.com>
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e VN ~
—FHFILRRED > DERF
resume =~ > RL, suspend F7-1% suspenddel =~ > ROMEHKIZT 7T A 7 2 A% i@ % OB
EIRREBIZEE L £
resumetransfers =< > N3, suspendtransfers 2~ > ROEMRRIZT 7T A 7 2 R &2 @ OEME
RRBIZELET,

CLI D45l : resume & & U resumetransfers A< > K

sma.example.com> resume
Receiving resumed.

Mail delivery resumed.
sma.example.com>
sma.example.com> resumetransfers

Receiving resumed.

Transfers resumed.
sma.example.com>

TiGHAERODNPRE~DEREDN )Y +

TIIAT o ALYHERNCHRET D & & IR OMEE iR o REOTFERE LT, T
Gt RF O IR AEBIC T 7T A T o 2% VY P T2 &b TEET,

FE OBREZ VY AL CLINGHVEETZ 22w, 77547 A (FTP. Telnet. SSH.
HTTP, HTTPS) ~DOFEHFHIHEH L TWAYy—E ARG . 2—F 7o YIRS
nET,
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v 77 A NV ERE
« FRHEA » & — D B REr

=) 1R 1EFIE
o TIEHIFIEOWIHIRE~ |1. T 7+ D admin 2—HF TH T FENRXRTL—%
TRTCOFBREEV Y b fFRHL, U7V A F—TxA A%H LT CLLIZEE
. . . BT DMNETNTT 7 AV FREEHEH L COEFBIAR— Mo
‘Z;;?;* RATL G Uy MEAICT P oA T o AU TR BT L %
R LET, TNV IIREDT T IAT LV ANDT 7k
_— ZADFAZHONWTIEL, By Ty A A=, BX

G

ORAREZZRLTIZEN,

\770?4 TVX O)-]j-v—t\‘x %gﬁ?‘?,f%‘_:u: L/i‘a‘o

[BEE7 7547 >R (Management Appliance) ] >[¥ R
T LEE (System Administration) | > [BRE 77 1L
(ConfigurationFile) ] 2R L, [VEY b (Reset) |1 %
70w 7 LET,

Uty b Meg. T IAT VANLT T T4 IREEICH
IR £9, Uty MENICETF A —/LVOEEDN
Fr s TV D GE, BEIXY By MEICHRITS
nEJ,

o TR O FIHPRHE~
TRCOFBREEY Y b

« TRTOT — X ZHkxR

diagnostic > reload CLI @< R&ZMEH L F 7,
R

Zoa~r KL, Cisco—Z £7213 2 A v F T
SNBDELDa< FERELCTEH Y A,

resetconfig I <7 > K

mail3.example.com> suspend
Delay (seconds, minimum 30) :
[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com> resetconfig

Are you sure you want to reset all configuration values?

[N]> Y

All settings have been restored to the factory default.

Async0S D/\— 3 >

ATvT1
Web A v Z—T7 A 2% —RLET,

RTw T2 [EET 7747 A (Management Applianc
AT —H A (System Status) |
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e) 1>
ZIEIRL 7,

LW Web A v ¥ —T=2f ZADH) kX2 UTF 4 BFHTTILTLVATRE 22V v/ LT, LH—

[HEHEFY — " A (Centralized Services) ]>[> AT L
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vE—rERERA oAt

AT T3 R=VOTFHETAI/a—/L LT, 23—V 3 H#H (Version Information) | T, BIfEA A F—LENT
W% AsyncOS D/R— g U AR L £,

HAENI, a~v R4y Fur 7 rTvason 2~y REFHATLHZEHTEET,

) E— FERBRADERE

TTIAT AV —VOERZ)E— Tty b oHREIL. 80BL0 T U —X /—
Ry =7 TCORMEHTEET,

TITIAT U AOEREVT— Ty bFOERIE, 2ot a rTHBPSATHWS T
NEZFE LT, Z OkREZ FRTNCABIC L \&Ebfk<ﬁgﬁ&wi¢o

1R BHHEIIZ

cHHADY T— MEFRBFEA (RPC) R—ha2txaT Ry NI —JICEBE, 7¥— 7 VB
LET, sEcoWTE, THHOETAVON— R =27 ~=a2 7 V2R LT 7Zan
(ERHCREH SN TWDEFTMN O AT TEET)

s T AT U =N ERIBT DT OIME R — N R E, T IAT AR E— |
T RARRETHDZ L BMERLET,

ZOMEEHBHTAICIE. HHOY E— FERBRAL VX —T 2 AO—E D IPv4 T
RUAMMETCT, 2O F—T oA AT, ZO® I a3 THAINLTHAFRIETD
HFRERRETT, ipconfig A~y REFHL THRETHZ LT TxFEHA,

s T TITAT v ADERE FHHEANT HITI1L, Intelligent Platform Management Interface (IPMI)
N—=T 532050 KR—bT57 /31 Xé’”’;ffﬁf“?f LY — R—=F ¢ Y — VP LBITT,
ZOEIBRY—NEHATELLIICHEHSh TWD 2 L 2B LET,

c ARV RTA LA B =T 2 A ZASDT J AT HFEMICONTIE, CLIOY 77 L
VAT REZRLTIIZEN,

AFwF1 SSH. Telnet, £72i1x> V7 ar Y — L R_R—r2HALT, a~ 2 RIL v AV Z—T 2 AT 7k
ALET,

ATv T2 EHEMEREEST Y FEFEHAL eSS A LET,
ATFY T3 UFoavry FEANLLET,

remotepower

setup
AT T4 7ur 7 MIE-T, UTFOEREZBELET,
s COBREFHHDIP 7T KL AL, Xy h~AZ B0~y =A,
cEBHEOFEHE A~y REETTLHEOICNE o —FL L2 T L —X,
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B swesgmLr-o 27 LokEOE=S2Y LY

INSDT LT T, TFIAT U ANDT VR AFHTHMO 7 LF oo v UVIKTE L EH A

ATYT5 commit ¥ AJJ L TEEEZRFLET,

ATV T6 REEZTAMLC, 7T I9AT ADEREE2)ET— M CEHTELZ L 2B LET,

RT9TT ANLEZ LTy i, 5k, WOTHLHEHTESZ 2R LET, L xE, ZoFRELLE:
GITZRE L, ZOX AT BFATTHMENS HLEBREN, WERI VLT UV VLT 7 EBATEDL LD
ZLET,

RDEZARY
TTIATADERDY)E—h Uty b

SNMP 2 L= R T LDKEDE=2Y) VT
AsyncOS (%, Simple Network Management Protocol (SNMP) /S—<7 = > vl v2, BILOV3 ZfH
ALY AT A AT—HADE=HY v 7V R— M LET,

*SNMP Z ANz L. EETHICIE, a~r NI A Z—T A AT snmpconfig =¥
Y REMHLET,

» MIB | http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/

tsd-products-support-series-home.html 7> 5 AFTE £ 9 (EHFIREREHT 7 7 A VZFEH)

c I DY —EREARX—TNMTTBHITIE, AT L —XFEELE DES K5 LA FE 5 SNMPv3
OFEHRMETT,  (SNMPv3 OEEMIZ DUV TIE, RFC 2571 ~ 2575 # ML TL 2 &
V) o SNMP VAT A AT —HADE=HK Y U T A F—TNMITDHITE, D7 td 8
SLFD SNMPV3 NA T L—RERET HMENDH Y £7, YN SNMPV3 /RA 7 L—X
EASTHEXT, HEEROT-DIZFDONRZA T L —XZHANTAHLERH Y £, KIC
snmpconfig I ¥ REETTAHLEET, a~ o NZo7 L —X0 [3E] ShTnE
7T

WG A E=HTDH L HIZSNMP Z#RETIHHE

connectivityFailure SNMP |k 7 » 7 OF% EREIZ url-attribute # AT 584, URL 37 1 L
RV EREZT 7 ANONTERTERELET,

T 4 LY FYDEEIT., RERIZAT vy 2 () ZEMLET,
e 77 ANDIEHIE., KBRICAT vy 2% BMLETA,

* AsyncOS T® SNMP O OFEMIZ DU Tlid, Web % 7213 Email Security Appliance D 4>
FA Y ~VTEBBLUTIEIN,

{5 : snmpconfig A< > K

sma.example.com> snmpconfig

B BongEszsy


b_sma_admin_guide_14_0_chapter18.pdf#nameddest=unique_765
http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/tsd-products-support-series-home.html
http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/tsd-products-support-series-home.html

| —mmnEEszy

Current SNMP settings:
SNMP Disabled.

{5 : snmpconfig A< > K .

Choose the operation you want to perform:

- SETUP - Configure SNMP.
[]> SETUP

Do you want to enable SNMP?
[Yr>

Please choose an IP interface for SNMP requests.

1. Management (198.51.100.1:
[11>

sma.example.com)

Which port shall the SNMP daemon listen on interface "Management"?

[161]>

Please select SNMPv3 authentication type:

1. MD5
2. SHA
(11> 2

Please select SNMPv3 privacy protocol:

1. DES
2. AES
(11> 2

Enter the SNMPv3 authentication passphrase.

(1>

Please enter the SNMPv3 authentication passphrase again to confirm.

(1>

Enter the SNMPv3 privacy passphrase.

(1>

Please enter the SNMPv3 privacy passphrase again to confirm.

[1>
Service SNMP V1/V2c requests?
[N]> Y

Enter the SNMP V1/V2c community string.

[ironport]> public

Shall SNMP V2c requests be serviced from IPv4 addresses?

[Yr>

From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate

multiple networks with commas.

[127.0.0.1/32]>

Enter the Trap target as a host name, IP address or list of IP

addresses separated by commas
[127.0.0.1]> 203.0.113.1

Enter the Trap Community string.

[ironport]> tcomm

Enterprise Trap Status

1. CPUUtilizationExceeded

2. FIPSModeDisableFailure

3. FIPSModeEnableFailure

4. FailoverHealthy

5. FailoverUnhealthy

6. RAIDStatusChange

7. connectivityFailure

8. fanFailure

9. highTemperature

10. keyExpiration

11. linkUpDown

12. memoryUtilizationExceeded
13. powerSupplyStatusChange
14. resourceConservationMode
15. updateFailure

(IP address preferred). Enter "None" to disable

Disabled
Enabled
Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled
Enabled
Disabled
Enabled
Enabled
Enabled

Do you want to change any of these settings?

[N]> Y

Do you want to disable any of these traps?

[Y]I> n

Do you want to enable any of these traps?

[Yl>y

traps.
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Enter number or numbers of traps to enable. Separate multiple numbers with
commas.

1> 1,7,12

What threshold would you like to set for CPU utilization?

[95]>

What URL would you like to check for connectivity failure?
[http://downloads.ironport.com]>

What threshold would you like to set for memory utilization?
[95]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack #30, position 3
Enter the System Contact string.

[snmp@localhost]> SMA.Administrator@example.com

Current SNMP settings:

Listening on interface "Management" 198.51.100.1 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32
SNMP v1/v2 Community String: public

Trap target: 203.0.113.1

Location: Network Operations Center - west; rack #30, position 3
System Contact: SMA.Administrator@example.com

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1>

sma.example.com> commit

Please enter some comments describing your changes:

[1> Enable and configure SNMP

Changes committed: Fri Nov 06 18:13:16 2015 GMT

sma.example.com>

XA TFAEBTITSATIUORADT—R2DINY I T Y

J

Ny I T T ENDT—H (31 =)

« Ny 7Ty T ORI FEEL LOEA (31 ~—)

Ny 7Ty THIR (33 N—)

Ry I T TR —EADT AT EUT 1 (33 3—)

Ny Ty Fuk A (34 X—)

B—IF NTTITAT VAL DEBRGT T T4 T U ANLOT — X OEERG O IE
(34 =—2)

NI T T AT =H AT LT T — bORE (35 ~—)
cH—FTFERNY I T T DAY 2= VRE (353—)

« QIRE N 77 T O/ (36 X—)

e R I T T AT —H ADMHER (36 X—)

« ZTOMMDEERNRN T v T XA (37 4—=)

NI T I T TTIAT L ADTITA~Y) TTITAT AL LTOMER (38 2—)
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NI TFTyvTENET—4 .

NV Ty TEINET—H

FTRTCOT =L 52Ny I T T THI L, FRFROT —F DEEOMBEDEENY 7T v
TTLH AR TE £,

Ak —U AFT=FEGT AL

A=V RBIOAZ T —EZEGELTOWIENINTZRY —, UL VA, BIXOT U K
7 LA 7k

A= ABTF—BEGHLEFA—I T XS (RAyvEw—Y FFuF )

eWeb hT7 v¥ S

s LIR—T 4T (BT A =B I Web)

e k—T7VURAKNTaw YRR
F—=HDERIENTETTDHE, 20DT TI7AT VADT —FZNE—I27%0 F£7,

ZOWEEIT-TH, REL B TIEINRNv I T v 7 ENFEHA, TNHDHEEAEZ NN 7T v 79
BIFHEIZDONTCIL, FOMOEERNRR Yy 7T v 7 ZRA7 3T—2) 2R LTLTTEN,

OOy I T o THROENy 7T v, BIRIONR Y 7T v TRICER SN IZIERO A E 2
| =

INY DTy TDHIVEIEELS L UVEHR

Ny T T HAT Y a—)VRETDHANT, WOFKFELE LI OEHZEELTIEIN,

L ESENL] =

AsyncOS N—V g v | V=2 X2 VT 4 EHT FIALT U ABLIOE =4 v h £Fal
TAEBT T T AT 2 AD AsyncOS X— g VA L TH D LER H
DEF. NV a VOFRERERDDIHE, NI T v T RAY Y a—
NTHENC, WALV Y =R T IA T R%ET v 77— RLET,

Fy hT—27 kD H—=lF N T TITAT U ARFE Yy NT—7 FICREIN TN HLERN
=y N TTI741HYET,

7oA Bty R T IAT L AREROBAIL. VAT Ay Ry

U4 P REFAT L TRERFREAD LES, FIHIZOWTE, By
T o7, AV A=, BIOEAREEZZRLTIIZE W,
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HHEIE

=%

=R T TIAT
AL =2y TS
SAT AR OWEE

V—=ABINE =y b OBX2 VT 4 EHT T4 7T AL, SSH
PHEHLTCTBETEXAL IR TWARERHYET, LEN-T,
WO LI LET,

DT TIAT LV ADKR— F R EZHNVTEBLLENH Y £97,
FIFNLITIE, ZOR—MIVATLEY N7 v o 4 PF—F
FFEITTDHEEET,

e FAA Y Fx—2 % —X (DNS) T, ALa—FKELPIRL=2—F

DO FEMR LT, MHEDOT T T4 T 2 ADKA N &R TE
HZRENRSH Y ET,

b=y b T T4
T o AEAEI B b
ERHYET,

TIASY TTITAT LV ADIRD, EEROE T A —/LF LT Web
Security Appliances 2257 —Z G T 2 LERH Y £3, MEIZFEAT
THEDIL, Xy N TTIAT VAL DERANGET 774 T
AN DT — X DEBELIFFOIE 34—) 2B LTLEEN,

FI NI T T FIATUVATAT 2 — VBEESN TSR
EAY a 75Xy 2L LTSN,

TTIAT VA Fy
INVT 4

RB—=l S NTTITATVADT 4 AT T v R T 4B, V—AT
TIAT L ADF T 4 LEEFEU L THOLIMNERDY £, #—
T RNTTIATVATET—HEAT (VR—T 47, FRIvF
Y7, R E) BV Y THT 4 AT HBIL, YA T T IAT
ADFNIET HEID Y TRV DRl FTHZLITTEERA,

BT —H XA T DT RCOT—Z DNy I T v TNy A= Z 0
H—lFy N TTIATUALEIZHIIE, KEWY—RAPE/NENHF —
Ty b tXa VT A EHT 5T L ANDNRY I T Tl A a—
IWHRETEET, Y—ATTIATVANE—F NTTI7A4T A
FOHLREWGE, ¥—F v N T T T4 7 2 ATHEHATMREZRERICA
bEHT, YV—ATTITAT U ATED Y THA TV DR ZHI L E
7T

F A4 ATFEROEIN BT L Xy T 4 2FRBLOEHT 51203,
T4 AT E OB (85 —) BRL T &,

BT T ATV ADT 4 A7 BT OV TIL,  [Cisco Content Security
Virtual Appliance Installation Guide] % &M L T 72 &0,
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WL R, BXO | RNy T7 oy FabX3—EIC 1P ITFETTEET, fioNy 7Ty
F =0 R T v | TNRETTIHRNCFEITHRAT 2= L EINTWAERY I T v T AF
va FEN, BENEEENET,

X2 VT4 ERT TIAT U ANLDTF—Z L, B—Dkx=2V T 4
BT S IAT ANy T T TEET,

F2—2 R T v (Rl T v T ~DNRy 77 v7) 1 THhAR—F
SHTWEHEA,

Ny Ty THARE

EHIDTER/Ny 7T w7 Tlk, 800GB DNy 77w FIZEK 10 Bl 00 £4, BH Oy
77 R, ENENERKRIEEEND 9, BERELIIEAONNY 7T v FIF I EL<on
DEEDRHVET, INOLOEITEAICI > TRRY 9,

AR 7T o THDONRy T v 7 Fuv ATIE, EDORY I T v TNOERSNET 74
NDRPEREINET, 2D, TO®KRONY 7T v T DRI Ay 77 v 7O
BAELV BB RV ET, BRONNy 7T v AITHEREEML, BEShET 4B AEE
N7 7 AN BEORED NNy 77 v TUBEEORED 7 7 A VBEB SN2 LT
B0 ET,

NI Ty THOY—EXDT7RALATE!) T4«
X2 VT BT T IAT U RAERy T T T5E, V=R ¥X2 VT 4 EHT 7T

AT UANS [Z—=Fy N X2 VT 4 BT T IAT VAT IT 47 T—4 &y b2
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EANLET, FIHARERT v 77 L —FRDOY A MRERENET, Ty 7T L— KA A=Y
Dzip 7 7ANEL T B—RTDHT v T T L—RK "=V a0%7 1) v 7 LET, AsyncOS
Ty T T—=RDOT v T T L— R A A— /%@ﬁﬁ*ﬁ”é L. == —"OFAR URL %
(R E Mt (Edit Update Settings) ]-X—IZAJJLEF (F721% CLI @ updateconfig % fi
HALET) .

Fy FU—7 EDCisco a7 Y ¥Xa VT4 TTI7A47 AMEMFIRERT v 77 L—
K% . http://updates.ironport.com/fetch manifesthtml CTi&R L 7=/ 3— g VIZRET D XML 7 7
ANk, B—=RN P —=NTHRAT 4T FT5H5ZLHTEET, ZOHATH, Cisco 22T
VX2 VT4 TTIAT L REIT v T T =R Aa ="y ra— RKLET,
Ty —=R VRN =N Y — NIRRT 4 T T HEEF, zip 77 ANEX DT
7 — K L C, asyncos/phoebe-my-upgrade.xml 7 7 A L& — /L H— D)L — KT L7 R

WL E T, AsyncOS 7 v 77 L—RKOT7 v 77 L— K U A NEHHT 5L, XML 7 7
A NVD5E4 URL % W% & & Mt (Edit Update Settings) 12— IC AN LE9 (F721F CLI
? updateconfig ZfEH L £4)
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AU —RTL0ERINLET, 774V 8T, 7y 77— RFBLXOT v 77—k
DT T AT b— N BIRE L E T,

WOBA. B —H b Web b — &2 T 5551 H Y 1,

CABT AT T RVAMNBT I IAT VAL A=V R T n— RS E0ENRD D,
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BIQR®VE—F T 77— FROWME 42 X—) 22 LTI,
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(JAX k) (Update
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FARERT v 77— RFBIXOYV—ERXR T v 75— DUV AN (v=7x2A XML 7 7
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To7 T L—RBEIOT v 7S — DM T, T 74N MIVAT =T, T 7S
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(HTTPProxy Server) |o—#4 BLOSRATZL—X%2ZZICAHLET,

Tax T —RERETDLE, GUIIZT A RENTWDIY—EA~DT 7B ABIOT v
F—MIENIEHENET,
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SNET, 77 AN LR— FOFEMOEN (Web LAR—F) | E7id7 7 A ot
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HTTPS 7B*> ¥— |7 v 7% Y —A® HTTPS 7°mﬂe‘/47‘%/*‘75§ﬁfb PRREDS MBS, T — N E R,
7\ (HTTPSProxy 2—HL BIUOSRATZL—X%5Z AN LET,
Server)

Tax T —RERETDLE, GUIIZT A RENTWEAY—EA~DT 7B ABIOT v
F—MIENIHEHENET,

Zo7uFy Y=, 7TV F‘b)6774’/1/§7\$ﬁ1/ﬂ‘§"—l\0)u$1’ﬁ78ﬁ3( ST DI bR
SNET, 77 AN LR— FOFEMOEN (Web LAR—F) | £7id7 7 A b
R— F OFEMOZEN: (F ?%—/1/ LiR—F) Z2RLTIES W,

BTG I 7AT 94— R) o—FFRALTWAREDR AT v I 7y TSI L—F
BEUOT7YTTF— bk H—NEE
AsyncOS 7 77— kN —rNF XA S /71P7]*V7<%1%ﬁﬁbiff WZAET 4

7 IP7 RUARKERERR 7 7 AT U4 —V R —%H L T\ 58 [7’ v T —
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. BB I 747 O4— L RYD—2BALTVWBIREDRAET v I 7y T L—FELUVT v TTF— F —\BE

5:[7 v FTT— b —iN\(A4 A—) (Update Servers (images)) JEXEDR R T 4% URL

Update Servers {images); | The uodate servers will be used o obiain update images for the following services:
- Feature ey updates
- Time zone rules
- Cisco fronfort Aspnols upgrades

(| Cisco IronPort Update Servers

(® | Local Update Servers (location of update image files)

Base Url (all services |http:.ff'clownIDads—static.ironpor‘t.com

except Timme zone <
e Ao Adowniogads . example . com

IronPort AsyncosS

Uparadssy: Buthentication {(optional):

Username: |

Passward: I

Retype Password: |

Base Url (Time zone | |downloads-static.ironport.com: 80
rules): | orvmat: downioads.example.com:80

= Click to use different settings for AsyncOS upgrades:
AsyncOS Upgrade settings
() | Cisco IronPort Update Servers

() | Local Update Servers (location of update image files)

Host {Cisco IronPort |updates—static.ironpor‘t.com. Part: |SD {optianal)
AsyncoS upgrades): Ex. downloads. example. com

6:[7 v FT— bY—s\() X &) (Update Servers (list) JEZEDZAZ T 4 v% URL

Update Servers {listh; | The URL will be used fo obiain the list of available updates for the following services:
- Time zZone rules

| Cisco IronPort Update Servers

(®) | Local Update Servers (location of list of available updates file)

Full Url |htt|3 Afupdate-manifests.ironport.com
Ao Afupdates. examole comndmy_updates il

Authentication {optianal):
Usernarme: |

Passward: I

Retype Password: |
The URL will be used to obiain the list of available updates for the following services:
- Cisco IronfPort AspncDs upgrades
| Cisco IronPort Update Servers

() | Local Update Servers (location of list of available updates file)

Full Url |htt|3:.a",-’update—manifests.ironpor‘t.com Port: -ZEZ' I443
Ao Aupdates. examole comdmy_updates il

Authentication {optianal):
Usernarne!: |

Password: |

Retype Password: |
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A2 T4 Y2 URYIP 7 FLRAE &
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Update
Servers
(images)

NR—AURL (¥ A LY =2 L—LEBLY
AsyncOST v 7' 7 L — KU DT R TOH—
t'Z)  (Base URL (all services except Time zone
rules and AsyncOS upgrades))

http://downloads-static.ironport.com
204.15.82.8
Port 80

~N—2RURL (#A LY —L—/L) (BaseURL
(Time zone rules))

downloads-static.ironport.com
204.15.82.8
Port 80

ARA L (AsyncOST v 727 L— R)  (Host
(AsyncOS upgrades))

updates-static.ironport.com
208.90.58.25
Port 80

Update
Servers
(list):

WP N— RO =T T IA TV ATODT v 7
FT—+rH:

7 JLURL (Full URL)

update-manifests.ironport.com
208.90.58.5
Port 443

AT T I3A TV ATOT v T T — Nl 7
JL URL (For updates on virtual appliances: Full
URL)

update-manifests.sco.cisco.com

Port 443

7 v 727 L—FRH : 7)LURL (For upgrades:
Full URL)

update-manifests.ironport.com
208.90.58.5
Port 443

| &

EE CLIT updateconfig A% [N2) dynamichost Y7 o< Rafli L T. update-manifests URL
ER— P NEBERETDODMLERDLY T, 2L, P—ERAOEFDHRIESINET,

GUINSDT7 Y TT—rEXUT Yy TIL— FEREEDETE

AFYT1 HLOWebA v X —T = ZADH) ¥Xa VT4 EHT TIA T ATR 22 w7 LT, LH—
Web 7 —T7 A A&k —RNLET,

ATvFT2 [EHT 777 A (Management Appliance) ]>[> A7 LEH (System Administration) ]>[7 v 77—
Ra%E (Update Settings) ] Z34R L £ 7,

ATw T3 [EHERELEME (Edit Update Settings) 1227V v 27 LET,

Tl TL—RET T T—FOFRE 453—2) OFAZEHL T, ZOFNEOFREE#HER L E7,
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B 77 —romn

ATvT4

ATy TH

ATvT6

ATvT1
ATvT8
ATvT9
ATv 710

[7 > 7T — b —s3(A A—7) (Update Servers (images)) B2 > a T, 77T —F DA A=V DX

7 ra— RO —_"EZHEELET,

AsyncOS 7 v 77 L— RDA A=V %X 7 ra— KT 50O —"ZHELET,

a) FLEZLarDOFET, [Z7Y vZ7 LTAsyncOS 7 v 77 L— RORR L ERMHT S (Click
to use different settings for AsyncOS upgrades) |V > 27 %27 U v 7 LET,

b) AsyncOS 7 v 77 L—RKDA A=V %Xy — KT 5700 — A FELFHRELET,

[7 v 77— bH¥—s3(U Z 1) (Update Servers (list)) 1 & 2 > a T, FHARERY v 77— FBLD

AsyncOS 7 v 77 L— ROV XA NERGT 5 —_"EZHELET,

EfoYy TR s v a 3T vy - MElsnET, FTROY T a3y v 77 L— FICEH

SNET,

FERIHR L — A BLI O, VH—T =2 ADOFREEHRELET,

ER) 7axy —"oOREEEELET,

EHEEFEEL, RMELET.

FERDTEB Y DR LET,

[7 v 77— M @E (Update Settings) ] X— T DERINTWRWEGEAIX, [BFET 77947 A

(Management Appliance) ]> [ AT L& B (System Administration) ]>[7 > 77— ha&%E (Update

Settings) ] Z IR L 77,

—# URL Tl&, ¥ —/3URLZ Tasyncos] T4 L7 FURBMENET, ZOR—HITEFRL ThE
WEH A,

T TTL— FDEX

T 7 4V E T, AsyncOS T v 77 L— RINT 774 7 o ATHEARERGA, BHEHEB LY
HE OMERZFF o2 —FIZIE, Web A v & —7 = A AD EFICBHANEREINET,

EL:g] BEFIE

BHOT v 77— ROFEMEREF RS | T v 77 L— KRB — Y Ve &bt Ed,
5

ERATEET_NTCOT v 7 7L —FKDU X |@MOTREKAEZZ V7 LET,
hNEFRTT D

BEOEMEZHAL 2 Tr&ERMEZZ Y v 7 LCHEHMEIEE (Clearthe

notification) ]ZEN L T 56, [FALS (Close) ]

LWy v 77— R HEIZZ
# 77 FOIAFAREIC 72 D % 0 s LES

T, T7I9AT v A RomamaFRR L E
A,
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B&Y 1BEFIE

S0z o (EREHERZE O |[FH#7T 77 47 A (Management Appliance) ]

2 —FDH) >[ AT LEE (System Administration) ]>[3 A
T LT w77 L— R (System Upgrade) | IZfHE)
]\/i-@‘o

Ty T L— KT BRI EELGFIE

&

ATy T2

ATvT3

ATvT4

ATy TH
ATvT6

4r&O SRS

TyT T VL—RET v FF— DRy U= BEORE (41 =) Txv hU—r 8t
FHERLTLEEN,

KOE LT, T—=2OHEKERIET 5, Fi3k/ RICImA £,

CHLWT T IAT RN RT A AVRENRDHY  MEINDIET —F A FIZFAFLLOY A X
DEDHETOENTVD Z LR LET, BRRT 4 A7 EEID B TIZHONT B6~—Y) &%
BLTSZEW,

+ T A AT FBIC OV T DM B HAOEEEZ T RSB AT, 7 v 77 L— FEBIET B0, 71 2
7 SURIC BT 5 IR A TR TR L TS0,

T FIALAT VAN, XMLaY 7 4 Xal—ray 77 ANVERGELET, BIEOHRE T 7 A4 IVOIRF
Bz AR —F (773—) THTIEEEZZBL T ZE0,

MONOHEETT v 77 L— RO U U —=RIRTEEE, ZO7 7 A VDBBETT,

=7V A NIy 7YX MERBEMEA L THWD5EEIE. VANERYy 7 AN ZAR—FLET,

[(EET 7 Z A 7> A (Management Appliance) ]>[3 A7 A H (System Administration) ][> [fXE 7 7 1 /L
(ConfigurationFile) 1 %27V v 27 L TAZmn—/L X7 LET,

CLINGT v 77 L— REETLTWDHEAIL, suspendlistener =2~ > K& L TY A —%{E1E L E

T GUIDLDT v 77 L— REETTL5E8IL. VAT —0OFIEPAEBIRICETINNET,

A= Fa—tT IR Fa—%kLET,

ToT T = FREPHBEBVICRESN TSI L AR LET, Ty 77 Lb—FBLUOY—E X
Ty T T—RORE @A5°—Y) ZBZRLTIEIN,

AsyncOS D7 v 75 L—F

I EOBECHE 7 —REAL VAN EITIN, FREFAAv I TT7 T RTHE -
L#%ECTA A M—=LTEET,
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G¥)

AsyncOS % Cisco =026 Tl < B = =G L EOBETH Y om— KT v
JL—RTREHIE. Ty 77— RiEIFZ oy rn— RRICAEICEITENET, Ty 77 L—
R 7 av A0S, NF—R 10 PEFRENE T, ZONFT—RERIN T DRI,
CrlZff L= REETCCEHT &, ¥y ru— ROBRMBANCT v 77 L — R 7R & T Tx
3

1R BHIIZ
«Cisco NHEET v 77 L—RKeXura—RT50h, £E3xy hU—27 EOH— 0

BT T T VL= RARA=V%RANTLH0EBRLET, wiZ, 8RLE AR — |
THEIICFRY N2y N T v 7 LET, LT, BRLEAFENST v 77

L—REAFTEEDIIT I IAT UV AERELET, Ty 7 7 b— RKEFEXOERR : 1V

E—NELFANI =T @2—) BIOT v 77— REBLOY—ERAT v
T— hDOFRE 45 =) LTI IEE,

T T T VL —R&EA A N—LTDHENI, Ty 77 L—RTHEI: BEEARTIE (51

=) OFMEZFATLTIIZS N,

ZAFYT1 FHLOVWWeb A2 F—T oA ADH) ¥F 2V TF A EHRTTIATLATR 2/ ) v LT, LH—
Web f v #—7 A Akn—RFLET,

RTw T2 [T 7747 A (Management Appliance) ]> [ A7 AL (System Administration) ]> [ AT LD
7 w77 L— R (System Upgrade) ] 3R L £,

ATFY T3 [Ty 77— K47 3 (Upgrade Options) 1 %7 U v 7 LET,

ATV T8 ROFT v a v BBRLET,

B8

RIEFIE

1 BIOBIETT v 77 L—RDOX D [[FUra— RLTA A M=/ (DownloadandInstall) %7 U v 7
va—REA VA N—AVEETTD | LET,

TTIA VA N—FFF 70— RLTWAEA, BFEOX 7 a—
Fa2 FEEXTHIIROONET,

Ty T T V—=RA VA N—=F%FZ T[T —RKOH (Downloadonly) %7 U v/ LET,
ye—FK15

TTIA VA =T FZ 70— RLTWAEA, BFEOX 7 mn—
Fa bEXTLILIROONET,

A VA P=FFIV—EREHWTE LR, Ry TTFT U RT
HFornmn—RLET,
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ATy TH

ATvT6

ATy T1
ATvTS8

Async0s 07 v 75 L—k ]

B#) 1B1EFIE

Fora—RLieT 77 L—RA |[Install (f A=) &7 Vw7 LET,
SARTTEALANTATS g g A v R P RF T o= FSRTV AR
DHFRENET,

A A N—/LF B AsyncOS D/3— 3 1%, [A A b—/L (Install) ]
FFarOTFICFERSNET,

ENcH 7 ra—RLizA VA =T TA VA M= AT285%RE, FIAEERT v 77 L—KDY 2
k5 AsyncOS D/3— g &2 3IR L £ 97,

A A M=V ORGE, RITHENET,

a) BUEDRTEET 7747 A O configuration 7 4 L7 N VIZERTFT D0 E I ERIRLET,

b) 274 X2l =gy TrANTRAT =X AT TAHNEINERINLET,

() AT ENEARTL—AREHEEINTar T s Falb—vary Ty A ML GUIO [RE
7 7 A4 /L (Configuration File) ]~3—3"%° CLI @ loadconfig A< RMHE— RTEXEHA,

) AT 4Fal—valr TrANDAL—HE AN TEETLIHAEE. 77 A VEEETLET
A—=LT RLVRAEANLET, BHOEFA—NLT RLRAEZRETIHEIE. Hor~TRUIY £,

[#i1T (Proceed) | %27 U 7 LET,

A A D=V HORE ] RICHENE T,

a) 727 ar 7 MUSETEDLLIICLTLIEE N,
AT AETT a2 TP S E T,
N=Y O EHOELIT, BEBFRAN—RNERINET,

by FrrF T, [47T<HEHER (RebootNow) 1227V v 7 LET,

GE) V7 =L TbA%< &b 200BT5ET, WHRIZHBARL-TH (Ty 77 L—F
OMEE N T TN a—T 4 7T HOTHLTYH) 77 T4 7T 2 ADEIRE FHr L7220
TLEEVY,

) KI0nth, 7T I7AT VAT 7 AL TR A LET,

RDERY
s T AR ENTEA. Yo RAEHERTAOLERHD T,
T ST —FREF T a—RLTA AN LN EAITROEEBY TT,

T I T —REAf A M= LT LN TE6, [HEDDENT] OHEORMHESRL S &
DRDOFINAZE TN HFEATLUETN, [ A F—/b (Install) A7 v arZ@RIRLET,

T T TV —REA VANV LTWAEEIX, Ty 77— Rk (54 X—) 2R
LTL &N,
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ZTFYFT1 HLOWebA Y —T =2 ADR) X2 ) FAHHT I IA T ATRH 22 ) v LT, LH—
Web A Z—7 A ZA&n—FLET,

RTw T2 [EHT 7747 A (Management Appliance) ]>[> A7 AL (System Administration) ]> [ AT LD
7 w77 L— K (System Upgrade) | #ER L £,

AT T3 [Ty 77— K47 3 (Upgrade Options) ] %27 U v 7 LET,

AT Td ROF T g HERLUET,

E[:b)

BRIEFIR

Hyra—RK A7 —2ADFHK
=

NV DOHFREHRL T IEIN,

HITHOA Y o— RBEOE Y 0 — KRBT LTS VA P—ILEN5
DEFHFSOTVDHEDONRRNGEAIE, ¥V rr— ROAT—X A ERITER
INEE A,

TSI L— RORAT—H A upgrade logs THER TX £ T,

=Rl N E R 1%

R=YDOHRIIH D, [¥ U r— & F ¥ /L (Cancel Download) ]
RN E7 )y LET,

TOF T avit, Xvro— RETFHICOLFERINET,

Foroa—RENizA VA R—
Z OHIER

R=UOHRIZH D, [7 7 A /VEHIER (Delete File) | RF &7 Y v
Lij‘o
ZOFTvaiE, A VAT RF T E— FENTWBIHEEIZOLE
NEINET,

7y ITL—FK#&

Ty T TL—RBETLEL, IROFNEEZETLET,
s BETILIEA—N X2 VT 4 TTIAT UV AOHLIEARKEDRE) VAT —%H

FEA F—T NMIZ

LET,

o (BHETDIWebtFa VT 4 7T T7A4T 2 ADHDEANEREDOEA) fc#H? Configuration
Master Z %R — hF 25 LI AT L% E LET, Configuration Master & fifi jj L T 1
HEPTWeb BEX 2 VT 4 TTIAT U AZERT L2 TIEIN,

c RELRGFT DM EI BT LET, FEFMIZONTIEL, REDRFLA A —F (76
N=Y) ZZRLTIIEEN,
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T T T V= REL L TA L ~ANTERRT DI, 770 vy a7 T L,
TIUVEKTLTCHY —EREXET, k., SR Ty T7 I oW
FroalNZ VT EINET,

Async0S D LLEID/N—2 3 UADETIZDINT
BRARFIZIE, ATOFREN—T 2 D AsyncOS [ICRT I EMTEET,

T IFIGAT A LOTRTOF—F%2 7T L, FiL, 7= RBENLED DESIT
BEFITHOENL RICETZ L TEET,

ESPERENS

cEIRORBICET D HEREFFH (55 =)
* AsyncOS DL (55 ~—2)

BExOFEICHI 2EREGTIESTHE

Cisco LT oY X2 T4 T4 T AITEBIT 5 rrevert 2~ > ROMEHIL., FEF I
R EEIC7e D £9, Z0a<vy NITRXTOBFOREL LT — X 2 KAELET, &
HIZ, BT T T ITAT UV APREREIND E TA—/VAE R R S E T,

B L > THBEX —F - IR T 5 A T A S4B ZAOEHIB R ICEERN RS LT
HOFEHEA,

Async0S DE T

1R BHHEIIZ
AREFTAMBEND DT — X T T TAT VALUSNDEFTNC AN 7T v P EIIRIFE L F
—a‘o

cRLEDNN—Va a4 Fal—ay T7ANNNMBETT, a7 X2 lb—
vay 7y ANVITIEEYEIELH D FH A,

s IRy RIITRCOREEWIET 5720, HxeFITT28581F. 7774 T 2 A~
OYEH s — N T 78 22 0THETS LI LT EEN,

cBHVWDERA—NL BX2VT 4 TTT7A4T L ATREEDNAEINC o TWBEEIT. Fh
DT T TAT AT —ANIA vE—UBREESND X 9 ICZEN LA EHIzLET,

AT 1 RLEOR—=Varpar74Xal—raly 77ANNRHDIIEEMRLTLIIEI N, a7 4 X
L—yay 77 AV AT H D /A,

ATFvT2 TIPIAT UV ADOBEORED NNy 7T v 7 at’—%, (AT —X&~<A7 LRWRET) Rlo<
VARFELET, a7 4 X2l —vary Ty ANERETHICIE, Ty ANVEBEFA—NLT—H
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. Async0S DET

ATv73
ATvT4

ATy Th
ATvT6

ATvIT1

ATvT8
ATvT9

BHIZEET S0, 77 A4/0% FTP TS L £9, fHEIZST O I12iX, mailconfig CLI @<~ R%& 2473
B, TTIA TV ADBED AL 7 4 X2l —ar T7AAREELEA—NLT RLRAIIEEIR
F9,

G Zoabt—id, A=VarzRLERIIE—FTIRET 7ML TEHY EH A,

=T VA NTay s A MEREEATLIHGAIX. E—7 VAN URAKN T —HX—R%H]
DN AR— K LET,

Email Security Appliances T, 9 XTD Y A —% g1k LE T,

A=) a2 —NEIZRDETHLET,

N=Ta VBRI T T ITAT L ADCLIICR A LET,

revert 2~ ROELITHRZIX, W< 0753@%&%7%3 VI BNRITENET, INHOEE o T NT
FRETLHE, TCIA—Va 2RTEIMENBERBLEST, 20D, EoioFIEZRZETTHET, #
T/ AEBE LN TL &N,

O RIA4 Ta T IS revert A% KEANL, 77 MUK LET,
WIZ, revert A< ROFZ R L ET,
B

m650p03.prep> revert
This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.
The following data will be destroyed in the process:
- all configuration settings (including listeners)
- all log files
- all databases (including messages in Virus Outbreak and Policy
quarantines)
- all reporting data (including saved scheduled reports)
- all message tracking data
- all Cisco Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preseved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases
unmasked)
- exported the Cisco Spam Quarantine safelist/blocklist database
to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots again to the desired version.
Do you want to continue? yes
Are you sure you want to continue? yes
Available versions

1. 7.2.0-390
2. 6.7.6-020
Please select an AsyncOS version: 1
You have selected "7.2.0-390".
Reverting to "testing" preconfigure install mode.
The system will now reboot to perform the revert operation.

TTIATUAN2EY T — T 5FETHLET,
CLIZBHA LT 7oA Ty A2ca s A4 LET,
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Ty FT—HIDNT .

ATFYTI0 Db 120 WebtFalT 4 7547 A%BML, URL T IY 7Ty FF— K RNEDOT S
FAT VAN E T v a— RENSE THELGHEDLET,

2FY TN URLATIAVDOT v 7S — N TLEL, RLEOR—Vg a7 4 Xal—ary 77 A%
o—RLET,

ATYvT12 =7V ANTuav 7 ) A MEREZHEHTLIHEAIE. =T VAN Tay I UARN T—=EZRX—=2% A
VIR— ML THETTLET,

AT w713 Email Security Appliances T, T XCD Y A} —2FHRA x—7 M LET,
ATy T8 EEZEHFLET,

T, BIBET LIz Cisco 2T Y BXa VT 4 77747 AL, BRI 72 AsyncOS 73—
TarEEHLTEBELET,

GE) BWHIHMET LT, Ciscoar 7Y vXa Ty 7747 ANDay Y —)V 7 7 ANHE
OFHFTREIZ 72 2 F T2l 15 ~20 3000 £97,

O mmt —
T ITT—kRIZDOLT
P —bERT v 7T — MIEMINCA Y o — RAREICTE £T, b0 F v a— RORTE
BEETHICNE, Ty L—FBIOY—ERA T v 75— FORE (45 2—)
ESPEDEYS]
T I T L —FRBIOY—E R T v 7T — FORE (45 3—)

Web FREHIHO URLAT3Y) £y b 7y TT—KZDWVT

«URL 47 =3V v FOEHOHEfI L OVERL
cURL AT IY &y hOEFHLLE—

EiEnt=-Avt—2DRETZ FLADERTE
WOBAITHR LT, AsyncOS THEMINTZ A =D _Rua—TEEEEHETEET,
c R URA A yE—
e LAR— b

BET RLADERR, 2—%, BIORRNAAS VAEZRBETEET, NAAL AIRES— b
VxA FAALADOHERZERT L2 L HTEET,

GUI D [ A7 LB (System Administration) | A == —2OF|HTE 2 RELT FL-X
(Return Addresses) ] X— %4 57>, CLI T addressconfig 2~ > RZEH L £7,

VAT LTHERENTZEFA =N A=V DIRIET R A% GUI TEET AL, [EEHk
7 KL A (Return Addresses) ] ~<— T [EDMmE (Edit Settings) 1227 Vv 27 LES, 12
FFEHOT RUAZER LT [EE (Submit) 127V vr L, BEFEERGFLET,
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B 5-—toe=

77— hDEHE

—fmigEszs |

T ITIALTVANS, TTIATVATERELTWAALXRY MBETAE A=A T T— R

HEShET,

S0

BRIEFIR

AT DRIRDT T — FDFIOEH
A—PICHEESND LT D

(BB 77 A7 A (Management Appliance) ]> [ A
7 LEER (System Administration) ]>[7 7 — b (Alerts) ]
ZIEIRL £77,

VAT LDE Y N7 v 7 HEZ AutoSupport & A K — 7L
L% a, ELIZETFA—LVT RLRAIET 744 b
T, IXRTOEREBINI FZADT 7— X ELE
T, ZORTEITWVHOTHLERT T 7,

BEDOT RLAERET LT, o~ TRYIY £
KR

WDEHRTT— b DT m—rILE%
EEZIT D
« 77— FiAEE (FROM:) 7 K
LA
cHHE LT T — Ol
* AutoSupport 7% i

[‘EHT 77 A 7 > A (Management Appliance) ]>[ A
7 LEHL (System Administration) ]>[7 7 — b (Alerts) ]
ERLET,
HELLT 77— MZHONT
2SN

Cisco AutoSupport (60 <X—3) ZZL T EEWN

(60 ~—) &ML T

HIEDOT T — DY A NEeRRTH
ZOVANDOEREEZEHRTD

BT 7 —hOFRR (60 ~—) ZZRLTIZSN

77—hDURAREEAERTTD

SRR
N— RO =T 75— FrDOFHH (61 X—) |
VAT AT T— RO (61 X—)

7T — FDORME A T =X 2 a BES
%

77— FOEME (59 X—) BB LTLIEEN

TI53— b R34 TELUVEKRE

TI7— bk XA TITIROLEBY TT,

eN—KRyxT TI7—hr, N"—=RUx=T 77— rDOFil]

Y,

e VAT AT T—h, VATAT T— DM

T TT—=H T T—h,
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75—troiE |

77— FOEREFTROLEY TT,

» Critical : 3 <ITHRLS 0B 70 f

* Warning : 5% E =% U VBB RBEEIIT T —, T ITRHADR LB 2w REE S &
URE3cn

e Info : & DT A ADN—T 4 UHERETHERK SN D TEH

75— FOERIE

T —h AvE—UiECiscoar T oY X UT 0 T T4 7T L ANOREO®@HIZAEH
ENDH7H, EEIC AsyncOS DIEHE X — LFE S AT A EFHALEHA, KbV, 77—
kA v E—U0F AsyncOS TEHRR T AT AMIENFA L THEIET 5 L O IZiket sz,
BNZAATENET D EF A —/L VAT ATUIRILET,

77—k A=)V AT A, AsyncOS ERl—DFEELAELETAL, ZDOD, TT7—h
Av—=UE, WO LS IO A —VEUE L ITE TR DEEELT 2 REMERH Y 9,

e T TI—h AvtE—IF, EHEDDNSMX La— FRBLIORA La— ROy 77 v Fhfif
ALTEEESNET,

¢ 7 T—hF AvE—UEIDNS = MU ZIOSMFY 2L, FOXY v 21330
ST 7Ly a2 &NET, ZDOH, DNS EERICLTI— FRHNDERE
‘g—o

CBABRBEIZEA =N X2 VT 4 TTIAT VARG ENTVDIES

T T— R Ay E—VE Y7 Fa—FBB LRV, UANVAETANLDR
Xx oG TT, AvE—Y T4V EEFA T Y T4 FOMBERRIZE
BENLEEA,

e TT—hFAvbt—VEHEfEFa—FBB LW D, NULADT T 7 A NVETEI
R OBIRIZITEELZ T EE A,

s[4 73 -TLS %A — b3 Talertconfig] THZH T, FQDN FRFEAS SSL 7% & THZN /2%y
& D (Optional - Only if TLS support is enabled in "alertconfig" and FQDN validation enabled
in SSL Configuration settings) | : ¥ —/3FEHAEIZH 5 [Common Name (3LiE4) ]. [SAN:
DNS Name (SAN : DNS#) |7 4 —/V K, F721XZ O 55 FQDN IR E 5 & R
LET,

o (A7 3 -TLS #rA— b3 Talertconfig) THZN7eHE DF (Optional - Only if TLS support
is enabled in "alertconfig") | : P —/N\GEHE O [Common Name (3Li#4,) ] %7213 [SAN: DNS
Name (SAN : DNS#%) 17 4 —/b FICH—"DOKR R MR EENTWDEINE I D EHER L
F7, [FA M4 (Hostname) |7 o4 —/b RIZIP DFRE 4L TV D51, Reverse DNS £
DERSNET,

—mmngEszs I}



B s575-ro=x

—fmigEszs |

=7 77— FDXRTR

EL:y BEFIR
BEOT Z7—bhDIV A N |BHEEBLOANL—XDOT 7B AEOH 52—, [EFE
RS 777 A 7 A (Management Appliance) |>[Y AT LEH

(System Administration) 1>[7 7 — & (Alerts) ] ZER L.,
[EA7 T — N &R (ViewTopAlerts) | AR > %27 Vw7 L

£7.
77— ME, EFA-ATEMTOMENR D> THERRIN
£7.
VA &Y —FT2% FIORMLEZ U 7 LET,
OV AMBREFETLHT 79— |ax R4 A2 —T7 x4 Z (CLI) T alertconfig ==~
DR KREBZIEET D Y REMPALET,
Z OBEREE N T 5 av o K74 A% —7xAA (CLI) T alertconfig =~

VREFEHLTT 7— MoEREEEr (0) IZRELET,

EEL-75—HKZIDWT

AsyncOSEME L7277 — M2 ikET 5 & T 28 oEELfRECE ¥, 2D
EOCRELESGE, EELLET 7— OV~ ) —3EEINT, KbYVICTRTOEE L
TI7—= R BRI TNEALIEEENET (ERFEICKREDOBEF A —NVEZET D EMERH Y
£9) o HELLT 7— h2EE T2 ETICHET 20T, 77— b E&ET 22 ONSHIM
LEd, B 28803, AiRIORERRO 2 OMEE R LT, DE D FERH 2
SO E. 77— MISBE&. 15H1%, 358%. 75 B%. 155 8%, 315 B% &V o7
fRCIEfE S ET

AN, FMEMBIIERICRLS R 3, [BEET LT 77— F M+ 2N T 5k

%t (Maximum Number of Seconds to Wait Before Sending a Duplicate Alert) | 7 -« —/L K % {#
LC., FREMBOMEICHIRAZR T 52 N TEET, & X, WHELSHICREL., &
KEZ 60 RIZCRET D L. 77— MISHE, 15B1%, 350%. 60 %, 120 0% & voiz
Mk CTEE SN ET,

Cisco AutoSupport

VAR D E Y AR— NS BRO U AT LEEORG A ATRRICT D720, VAT L THER
SNIZTRTODTT—F Ay =V AATEETDHEIICCiscoar Ty X2 T o
TIITAT VAR ETEET, [AutoSupport] EFEIIN D Z OREREIX, I A X ~— P AKR—

MZEDBEMRD=—A~DT T 7T 4 772K B E 9, F72, AutoSupport [L A

T ADOB@FERE], satus2~ > RO, BILOEH STV 5 AsyncOS /N— = U Z B AT
HUR— M aemEEELET,
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n—rvz775—trosH |

T 74 M TIL, 77— ZA 78 System CTHEKE L ~/L7)3 Information DT 7 — h &S5
DEICTHESNTNDT 7— MZIEHIE, Cisco :%Eém&%f vE—VDav—%%E
LET, AEICT 77— KN A v E—U%HElE ff:.bfoeb‘faé\éi DEREET 4 B—T M TE
FT, ZOBREE A EITEICT DI, [afﬁ'ff?/(?/% (Management Appliance) ]
>[V AT LEET T — & (System Administration Alerts) ] Zi&IN L, [BXEDMmE (EditSettings) ]
7 Vv LET,

AutoSupport 2XH 2N DA Information L)L DV AT AT T — b eZET 5 L OICHEIN
727 7 — NZEFIZ, 7 7 4/ h T AutoSupport AR — R EE I E T,

IN—FKD T 75— LDERBA

RIN—FIzT7 75— LDHA

75— h4& Bl EXE

INTERFACE.ERRORS A B —T x4 AT =L | &L
LTEEBAICEHESNET,
MAIL.MEASUREMENTS FILESYSTEM ?427/%%%4y3yﬁﬁ%)%%

DRI SN TG EITEE
SNET,

MAILMEASUREMENTS FILESYSTEMCRITICAL | 5 ¢ Z 7 /S—5 2 5 2 7890% | 27 V5 4 J /L
DFEARICELZSE (95 %,
96 %, 97% 72 &) ICEfEaEnE

YRFLTS5— FOFH

KR
SYSTEM.RAID EVENT ALERT o7 RAID-cvent 856/ 7= 43 | et
FlICEEEINET,
SYSTEM.RAID EVENT ALERT INFO RAID-cvent 7356 /E U748 407 3% | 14
fg&nE7,
K4:VRATLTS5— DA
75— k4 SRBA EXE
COMMON.APP_FAILURE R T 7Y ’7~°/ a lE |7 VT 4
ENE LG AIZEE S | (Critical)
nET,
COMMON.KEY_EXPIRED_ALERT HeBE e — DA RN B | e
TS ARICEESNE T,
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B o x7.75—roum

75— h4& Bl EXE

BERE T — DA IWIR I | s
LHEICEESNET,

COMMON.KEY EXPIRING ALERT

COMMON.KEY_FINAL_EXPIRING ALERT | ffE% — 4 h IR Bl | ek

DA DB O®EME LT
EEEINET,

DNS.BOOTSTRAP_FAILED FFSAT VAR — |

DNS #— N2 WE i 5
ZEMTERWGAIZEGE
EhET,

COMMON.INVALID_FILTER BT 7 4 VB BHET D | ES

HGEICEESNET,
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22765 75—roun |

75— 4 HL:l BEXE
IPBLOCKD.HOST ADDED TO ALLOWEDLIST | 75— | 2 wt—3 - s

IPBLOCKD.HOST_ADDED_TO_BLOCKEDLIST | . (1p address>? 7k % | 23

IPBLOCKD.HOST REMOVED FROM BLOCKED SSH DoS WHED72h 7
LIST 2y 7 U A MBS
WE L7, (Thehostat
<IP address> has been
added to the blocked list
because of an SSH DOS

attack)

<IP address>D A A k)3
SSHFFA[ U A MZiBMm
SNF L7, (Thehost
at <[P address> has been
permanently added to the
ssh allowed list.)

<IP address>D 7 A k23
Tuay 7 U A RNNPLH]
&3 FE L7 (Thehost

at <IP address> has been
removed from the blocked

list)

SSHZNLCT 774 7T v
ANDERE R A TND

N, B2 LT v
BHORLRWIP T RLA

W, 2 43 LA 11 BIBLERR
ITICHREE L7234 . SSH @
Tay s YR NMUBMESN
7,

FUIPT FLZpEa—H
MDIEFIZa 7 A 35 &,
ZOIPT KL AZZY 2
MoBmEhET,

FFAY A ROT R L AL,
ZNHnRTry 7 YA R

EENTVTHT ZEAN
RIS NET,
LDAP.GROUP QUERY FAILED ALERT LDAP /L —F 7= V2% |2 U5 1+ 0
LS8R ESNE (Critical)
7,
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—fmigEszs |

77— k&

Bl

EXE

LDAPHARD ERROR

LDAP 7 = UM (+_TD
P—RTEITLT21%) Be
R L7Z5GEIck 5 s
iﬁ‘o

7T 4 v
(Critical)

LOG.ERROR.*

SESFREFLS =
7

7 V7 4 71V

MAIL.PERRCPT.LDAP GROUP QUERY_ FAILED

HRARH DA X ¥ VIRFIC

LDAP /' )V —7 7 = —|Z
RIGLTZGAIC A G S E
EE

797 4 v

MAIL.QUEUE.ERROR.*

A=) Fa—DXFXER

N N

79T 4 v

MAIL.RES_CON_START ALERT.MEMORY

AEUMHRN AT LY
Y — AHiR L&V OME &
LGBt EsnET,

7 VT 4 v

MAIL.RES CON_START ALERT.QUEUE SLOW

A =)L F 2 —NEAMH LR
D, VAT LYY — A
DA =TI IR 5 T8
WCEEERET,

797 4 v

MAIL.RES CON_START ALERT.QUEUE

Foa— RN AT LY
Y — AHRI L&V ME
LGBt e snEd,

79T 4 v

MAIL.RES CON START ALERT.WORKQ

J—7 Xa—D% A XANK
ETELLD, VAT =N
— 5 IR ST EITE
SNET,

7 V7 4 71)v

MAIL.RES_CON_START ALERT

TTIAT AN YV —
AFiK) = R ->728
BlIZEEINET,

70T 4 v

MAIL.RES CON_STOP ALERT

TTIGATAD [V —
ZHiIR) ] E— FHFERSH
[ A= N IebES ERSY gV e p

7T 4 v

MAIL.WORK QUEUE PAUSED NATURAL

U—7 Fa—N0NHrIh7-
Ak G EhET,

7 V7 4 71)v

B BongEszsy




| —mmnEEszy

22765 75—roun |

77— k&

Bl

EXE

MAIL.WORK QUEUE UNPAUSED NATURAL

U— 7 Xa—DNHEINE
AIlZE G SR ET,

7T 4 v
(Critical)

NTP.NOT ROOT

root & L CTNTP BNFEITEH
TWRW=OIZT 74T
¥ AINKREZ 2 fFE T & 72
Ak G S ET,

i g
= =

PERIODIC_REPORTS.DOMAIN_ REPORT.
DOMAIN FILE ERRORS

RAAL ARET 7 AL Tx
7=t sl G aIcE
EanEd,

79T 4w

PERIODIC_REPORTSDOMAIN REPORTFILE EMPTY

RAARET 7 A /VINZE
DEAITEE INE T,

7 UT 41V

PERIODIC_ REPORTSDOMAIN REPORTFILE MISSING

RAAL ARET 7 A VDKL
DINBIRWGERIZEE SN
F7,

7 VT 4 v

REPORTD.DATABASE OPEN FAILED ALERT

LR—F DR TF—F
NR—R Z BT 72 WA IT%
FanEd,

707 4 71)v
(Critical)

REPORTD.AGGREGATION DISABLED ALERT

VAT BADT 4 AT AN
RELTWEEEICERES
nEd, 7 = rVICH
T5T 4 AT ERENa 7
EFRO L& \WEZBiEd
% & reportd XM E T ¢
=7z, 77— h%&
EELET,

Pa =y
=

IS

REPORTING.CLIENT.UPDATE FAILED ALERT

LA R—h Z N LR —
N T —=F B RFTE Do
TG EICEESNET,

REPORTING.CLIENT.JOURNAL.FULL

LR—F P UnmER
T = B RETE WG E
R E &SN ET,

7 VT 4 v

REPORTING.CLIENT.JOURNAL.FREE

LR— h = DU NEON
HTr— s aRfFT&bL9
IR o TG aRIcEE SN E
7T

GE::
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—REMBEEIRY

SHUTDOWN

L CWABICRIEDN A L
TG EICREINTE T,

TI53— kA &R BXE
PERIODIC_REPORTS.REPORT TASK, LR—F 2PN R— |7 VT 4 B
BUILD FAILURE_ALERT N & VERR T & 7o WA 103
CEICEX
PERIODIC_REPORTS.REPORT TASK, ViR— NEBFA—/NTE |27 VT 1TV
EMAIL FAILURE ALERT ETE o8I EE
SNET,
PERIODIC REPORTS.REPORT TASK, VR—RNET—HATTE | 7T Vv
ARCHIVE_FAILURE_ALERT IR TG EITEE SE | (Critical)
R
SENDERBASE.ERROR SenderBase 7> & DA &ML | 1
Bl —FE LTS
HITHEE S NET,
SMAD.ICCM.ALERT PUSH_FAILED 1B EDRA NCay 7 ¢ |
Xal—varOoSvyia
IR LTS8l 5 s
\32 ‘g—o
SMAD.TRANSFER. TRANSFERS STALLED SMA B VR T vk r s
T4 % 2 RIS T E AR
Mmool FlT LR —
T4 T T8 % 6 REHE
BCE Rt HEITEE
INET,
SMTPAUTH.FWD_SERVER FAILED ALERT |SMTP ZZaFdis k4 — "85 | #s
EARRETHLLEITRES
NET,
SMTPAUTH.LDAP_QUERY_ FAILED LDAP 7 = U 73Rk L7- 3 |
BICEEINET,
SYSTEM.HERMES_SHUTDOWN_FAILURE, U7 — MDY RT LE |G
REBOOT VX b\é?“?‘/bm\mf‘%
WZRIED A LT A 10k
(G CE
SYSTEM.HERMES_SHUTDOWN FAILURE, |v AT A% ¥ vy NE DL |k
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2y ro—vzzEozE |

75— h4& Bl EXE

SYSTEM.RCPTVALIDATION.UPDATE FAILED | Z(Z# LD T v F5— k| 27 UF 4 I L
R L7ZGEICk G s
i‘g—o

SYSTEM.SERVICE_TUNNEL.DISABLED AT WR— N —E R | ER
WCHERR S L7z b o RV N
MOBGEITEEINE T,
SYSTEM.SERVICE_TUNNEL.ENABLED o2 g PR— kN P— 2 W | R
WHERR ST b v RADH
MOLGEITEEESNE T,

2y FI—UREEDERE

TR VarTIE, TTIA TV ADFRy T — 7 BEOFRTEITE AT DHEREIC W TRt
LET, TNOHOWETIE, VAT LBy N v 7 U4V —ROFEITTVAT LY NT v
T4 P—REFIHLTERELEAA 4, DNS, BLOWL—TF 4 vV ORTEEICEET 7 &
ATEET,

2 TIE, ROBBEIZHOWTHA L £,
® sethostname
« DNS & E (GUI THE, BLCLI Tdnsconfig 2~ REFEH L THE)

o N—T 4 VU IRRIE (GUI THRIE, BILCLI T routeconfig <2 K& setgateway T < 2
K& L CRE)

® dnsflush

e NRXAT L —X

DATL KRR NEDER

ARA MG, CLIZR T FTUAT AEZBINTHIBICHERINET, BREMARA M E A
TTHMENH D £9, sethostname 2~ > NiX, 20TV X207 4 TT7IT7A4AT LV AD
LETEBRELET, TR A R, commit 2~ FERITLTHD THI 2D 3,

sethostname <7 > K

oldname.example.com> sethostname
[oldname.example.com]> mail3.example.com
oldname.example.com>

RA NG DOEEZGNTT HITE, commit T~ REANTHULERHY 4, AA LD
EEEEETDHE, CLIZVR 7 MIHFLWKRA MRERENET,
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oldname.example.com> commit

Please enter some comments describing your changes:
[1> Changed System Hostname

Changes committed: Mon Jan 04 12:00:01 2010

Tr 7 MTHHIAR A MAADIRO K 9 ICEKRSHVE T, mail3.example.com>

FALY R—L S RATLDEETE
AT X2 VT4 TTIATUVADRAAL Y X—L VAT A (DNS) X, GUI D [

BT 7747 A (Management Appliance) |>[* >~ h VU —2 (Network) ]>[DNS]-<— &%
721X dnsconfig =~ > RZEH L TRETE 7,

WOBREMZFHETEET,
e A=y RODNS H—"FE X2 —FMEDDNS b— O EL LA HT 50, B
FOMEHT P —
*DNS 7 74 v 7T HA 0 H—T A R
cWiBXDNSIV Yy I T v T MEA LT U M D FE TR DR
*DNSF ¥ v a2/ U7

DNS H—/\DIEFE

AsyncOS TlE, A > ¥ —F v h®D/L— K DNSH— 3 —HME O DNS — 3 F703 A1
H—F > hDO/—FDNS — N EFRE LIfFEHTE D DNS — "2l T&£d, (¥ —
Fv O — N P—=NEfHTDEEE, BED RAAL AT H2RE— 2B ETDHZ
EHTEET, UEBEDNS H— NFH—D RAAL VCHEHESND 720, 324 RAAL 2T 5
FHECTE DV — N ()72 DNS L o — RZ24ME) 122> TV A RENH Y £7°,

AsyncOS Tix, A ¥ —F >y O DNS P —NEHEH L72WGEEIZ TA7Y » k) DNS #—
ZHVR—FLTWET, 2—PHAONHY—ZHH L TWL5E1T, FlIFO FAL L BX
OBH$ 2 DNS —_ZfEET22 L b TEET,

(271 v FDNSJ Zi%ET 5% A1, in-addrarpa (PTR) = b U b REERICERE T D LEN
HVET, 0w, e ZE Tengl 72V 22X —LH—3123412) XA L7 M5B
W2, TRTO eng =2 FUMN 17216 1 v hU—271ZH DA, A7V » b DNS #EIC
leng,16.172.in-addr.arpa] % RAA & LCTHRET HDLERH Y 77,

BHRIR)ETSAF )T

AT 54 DNS —NIZ, HETT T4 A4V T 4 HFEETEE T, AsyncOS TliL, 7744
UT 480128 HUTV DNS = O 2R A £ 9, £ D DNS —RIGE L WA,

AsyncOS [FIRD T T A AV T 4 Ffo P —N"OFEREZRAAET, AT IF7A4 4V T 1 ZFO
DNS h—NIZEE O M) 235ET %G, VAT AMI7 2V 2FEZT T L5 NZRET T4
AV T 4 ZFEODNS =%V AR E T U F AGERE T, RICVAT ATRPIO7 =)
DHIRYINIC 22 D0y, TH A LT D M 2700 CHERMAE L%, S5zl b
WCRWHERHET 2 L WO BIEZ R £9°, FHERFMOR 1%, DNSH— "D FEEEORHE L |
BRESNTZTTAFTIT AL STERVEST, A LTV NOESIITTAFV T 4 I1ZB%
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tva—%y bk n—kH—nosm ||

72, TRTOIPT FLATHUTT, HOTTA VT 4 IZIFHRBENZA LT 7 ER
REINTEY, KOTIAF VT 4IZIZEVENFA LT 7 PR ESNTWVET, &KW
IRAA LT U NEERITR60 T, 1207 T4 F VT 4 2R ELTHDHE, N80T T4
VT AT HES—NOXA LT 7 MIOIZ/RD ET, 200T T4 4V T 4 ZREL
TWAEE, BUIOTTA L) T 4 IZKTHES—"OXA LT T MIISHIZR, ROT
TAF VT 4T HE—"OZA LT 7 MIASEINZRV ET, TTAF VT 433250
Bt ZALT U MISE 108, 4580 £,

72 21E, 4 ODODNS b —RERTEL., 227 T7A4F VT4 0%, 1 DT T7A4F VT 11
.10 T IAF VT 42 EHRELIZELET,

REDNSY—/N, TS5A4F VT4, ELUVEA LT ~RERDE

[FS5A4A4 T4 (Priority) 1|9 —/\ BALTI R~ )
0 1.2.3.4, 5.5
1.2.3.5
1 1.2.3.6 10
2 1.2.3.7 45

AsyncOS (X, 7T7AF VT 4 0ICRESNTZ20DY — 2T U A NIRIRLET, 7T 4
V74 0D =D 1ONF T LTHWLEEIE, b 1 20— "3\ INET, 774
FIVT 4 0D —"RWEX T LTWDLGE, 7744V T 4 1 O%—,3 (1.23.6) 2MEM
SN, BENZT T4 AV T 42 (123.7) O —"BEHINET,
HALTDNERITITFTA AV T 0 0D —NEHEFELRUTHY, 7I7A4F VT 41D
P — NI LD EWVWERNFRESIN, T4 4V T 40 20 —NI I BICEWEFRINETE S
nEd,

A=y kIIL— bk H—/1DFEA

AsyncOS DNS U YL N Z, @EREZREE T A — /VELAF IZ L EE 2R KB D[RR DNS #2542 VA T &
HEDICHFSNTVET,

GE)

T 7 F NV EDNSH— NI v H—Fy h b=k =LA ERET D EERLZEGA.
BESN P — NIRRT — L o TWARWRAAL D7 ) ZFIRANC IR T X A MLER
HYFET,

HEIZEDNSILY I T v TDRALT Ik

Ciscoa T oY vXxa )T 4 TTITAT LV AXEFA—INDEZEORE, U AF—ITHH L
TWABTRTOYE—F FRAPMIKLT [ZEDNSLY 7T v 7] OFETFTERLET, OF
D, XZ/VDNSIN I T v 7 52FETTH5Z T, VAT AIVE—FFARDIPT KLAD
ENMEE RIS LOMEEL £, ZAud, #0AR A O IP T R LRI 55 & DNS

(PTR) /W7 7 vl ZHUHEK PTRIV Y 7 7 v THRERICKHT A IES 2 DNS (A) /vy
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DNS 75— F

—fmigEszs |

T TNV ET, FOH%, VATAIANY I T v TOFRERENPTR vy 7T v T OFE R
E—HTINEINET =y LET, RS —E LRV, AL a— RRFEELZVEA,
VAT AIBFANT VA T—T (HAT) WO h) E—FHT 5P T RLADHEHH
LET, ZORNRZYA LT NERIZZON Yy 7 T v FICORBEH SN, #o h) &7
TAFVT 4 (68 X—2) THHAINTND 72 DNS ¥4 A7 U MIIT#EH S EH
Puo

T 7 v MEIZ200 T, B [0 2ANTHZLT, $_CTHY A F— X LT r—
INIVIZHBIEDNS IV 7 7 v T DX A LT 7 N TxEd, HEORICRTE LZSHA.
Wig|& DNS Vo 7 7 v i3t and, ROVIEHED X 4 LT 7 MEENT IS E
7,

TFIAT VAOFHEFFIC, FNCA v E—Y IDNSF v viadDT— kA T v A2k
L ¥ L7z (Failed to bootstrap the DNS cache) | 2MI5-SN7eT 7 — B EKINLGEDRH Y
FT, ZOAvE—UE, VAT AZLDT T A~V DNSHT—RSADREWEDENRTE 2o
2 EERLTCOVET, ZOFRI, Fv MU — 7 B SIVDENZ DNS 37 2 27 A
WA TA N2 GE, T DEA IV TTRAELET, ZORXAvE—URHIOX A
VITCERREINTESGEA, Xy N —ZMBENBEL TV DHH, £721L DNS % E THBh /2 —
NP EESN T RNZ EERLTWET,

DNS* v vl oDy 7

GUI D [¥ ¥ v 2 %42 (Clear Cache) 1A% >, F7-iddnsflush 2~ RZHEH LT, DNS
Fx o aDTRCONWREZ V7 LET (dnsflush 2+ > ROFEMIZOWTIE, EEHCIRE
SNT=HET T AT A[EEZ: [TronPort AsyncOS CLIReference Guide] =&ML T 72&W) . v —
HIJVDNS ¥ AT APVER SNIZBRT, oA TE £, a~vr FETIETSh,
Xy v a OFRAFIC—REIICHEREME T D AR H D 97,

574 AN A1—F A3 —Tx 4 RA%EFEALI-DNS EEBENDETE

ZATFYT1 HLOWebA v A —T oA ADRK) X a )T 4 EBT FI5ATLATR 220 97 LT, LA —
Web f VX —T = A AZkua—RKLET,

RTv T2 [FET 7747 A (Management Appliance) ]>[* v hV—72 (Network) ]>[DNS]X— U &R L, [3%
EOMmE (Edit Settings) | ARZ > %27 U7 LET,

ATV T3 A X —Fy hdD/L— |k DNS = F /2 T2 —HME ONE DNS — "D 85 5 24 20028 L
T. MR DNS —_ZHE L £7,

ATw T4 2—VHME D DNS V—ZEHT 50, HEEDNS b — %2R ET 255X, —ID Z# AL [T
i (AddRow) 1%27 Vv 7 LET, FY—N"TIOEEZEVKLET, =—VMHED DNS — % A
NTDHEF. 7744V 7 4 bRFFCEELET, FBMIZ OV T, DNS —DfFE (68 ~—)
LTI,

ATYTE DNS FI 7 4 DA B —T = A4 AR L ET,

ATYT6 HEEDNSIA Y I T v 7 eXxy T ETICRETIREEATLET,

B BongEszsy


b_sma_admin_guide_14_0_appendix5.pdf#nameddest=unique_386

| —mmnEEszy
PP k571 v s —toiE [

AT TT LEULUT, [F¥ v a®DZ V7T (ClearChashe) ]%#7 U v 27 LT, DNSF¥ ¥ v 227U 7 LET,
ATV T8 BHEFEL, RIFLET,

TCP/IP S5 T4 v IL— FDEXRE

—OF Y N = BRE T, EEOT 74N N A= T2 AUND T T 4T — b E
T HIVLERHDET, A¥T 47 L— FOEFEBIT, GUIOD [EBT 7747 A
(Management Appliance) ]>[* > b7 —2 (Network) ]>[/V—7 « > 7 (Routing) ]~¥—,
F 7213 CLI ® routeconfig =~ K& L TITW\WET,
*GUI TOAZT v 7 b— FOEFH (71 X—)
T I7FNE T DER (GUD (71 <—)

GUITDRETA4YY IL—FDEE

[BHT 77 A 7 > A (Management Appliance) ]>[%* v b7 —72 (Network) |>[/V—7 4 v 7
(Routing) [ X—Y &AL T, AXT 4 v 7 L— FOERK. ME. EREHIREZITZ £,
ZOXN=UNHT T ANV = T oA DERHTEET,

Z2FY Tl HLOWebA v X —T 2 A ZADR) ¥xa T4 BHT FIAT AT 220 97 LT, LHI—
Web A Z—T A A —RLET,

ATw T2 [EHT 7747 A (Management Appliance) ]>[*» k7 —2 (Network) ]>[/V—7 1 > % (Routing) ]
R—=TT, —hrURAIDV— %BI (AddRoute) 127 Vv 27 LET, L— FDOARIZANLET,

RTYT3 5P T RLAZ AT LET,

ATYTE4 =z ADIPT RLAEZANLET,

RATY TS BHEEFEL, RIFLET,

TIHAILE =D ADEE (GUI)

ATy T =7 17 (Routing) | X—YDN—hk UAKNT[T 74/ L—1 (DefaultRoute) |27 VU 7 L&
7

RATYT2 F= R U=ADIPT RLAEERELET,
RT9T3 EREZEFEL, REFELET,

TIAILET—FO A DETE

GUI © [EH T 7 Z 4 7 > A (Management Appliance) |>[®* > b7 —2 (Network) ]>[/L—
747 (Routing) | X— (F 74/ F— U ADEHL (GUD (71 =) 25
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B cx-7@E70ra0086E

LTL7ZEW) | F7/21EL CLI O setgateway 2~ > REFEHL T, 74/ F— oA %
RETEET,

X2 7RETOLOILDIEE

« TLSVL.0 AN 72> TV D FALO AsyncOS 73— = > (Bl : 13.6.x) 55 AsyncOS 13.8.x
LIZT v 77 L— K45 L 574/ b TTLSVLO N ENZ 72 W TLSv1.1 3 L OV TLSv1.2
MDAV EST, Ty T T —RRICT 7 T4 7T 2 ATTLSVI.0 F A FHT 205
BHYET,

* AsyncOS 13.8.x LIFE T, SSLv2 FRIB L SSLv3 FRiIH AR — hZhEHA,

« SSLv3 B LN TLSvI.0 TiE72 <. TLSvl.l B L ONTLSvI.2 F &AM 5 = & 2 HEE
LEd, SSLv3 IXZETIH W=, FHLARNWTLEEN,

cRDENZEIUZK LT, AT 2BET R ha v Z@RIRTE ET,
T T T— K H—n
T T TAT VAD Web XN—AEHA L X —T = A A
« LDAPS

N

GE)  FT7AVITHE, FHICHRE LT S I9A T ADT v 77— b
P— 3, Web A V' Z—7 = A A, BLOLDAP #—/ 3T TLSvl.1
BLOTLSVI2 FEFEHLET, ANLREHE~OT Y Ra—H
DT 7| AZOWTIE, SSLv3 [T /e > TV ET,

s BUBBR SN TV BT 1 b L ERIATERA T Y a V& FoRT 258, £id7n b
WEEETDHAEE, a3V RIA AV H—T =4 ATsslcontig A7 REMMA L E
7

¢ Cisco 7 v 75— F—_"TILSSLv3 ZHHR—F L TWHEFA,

sE=H (UE—B) Ty TT— b EEATAHA, OTRTOF—EAB LT
Web 7 7 UFIEIRT S 70 ha/uid, HHLTWE Y —R"LE Y=L THR— SN TH
N I TWRITIE72 0 £8 A,

AT A= T, FIFARERA TV a L OWT RN EENCT 2HNERNDH D 3,
* sslconfig A< REFHALTER LZEAR, 2822y MTA20ERHY £,

*sslconfig AV Y FEMMA L TUTo72 A2 a3 v F LR, #0487 20— B ANERH
TS ET
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FEICCETN |

> — 1)
ORTLEBZDERTE
~
GE) X2 VT A EET I IAT AT, VA= NOT—HXEIETHIEIZ, EXxa2 )T 0 EHT
TIAT A L CHEEREZITOTEBRICEE LB XA L AZ T LET, ZEH

WZOWTIE, BEX 2 VT 4T 74T AL D VA= N7 =2 DL FEEZSRLT
<TZEvy,

Av Y RIA A E—T oA AR L CREBICBEE T 23 E % 1T 9 I1Z1E. ntpconfig,
settime, B L Wsettz 2~ REEH L £,

B&# 1BEFIE

VAT KHEBRET | [BEB7 754 72X (Management Appliance) | > [V AT LERE

% (System Administration) ]>[BZIERE (TimeSettings) | Z:#IRL F
ED

Fy hU—7 XA L7 a bz (NTP) r—"DfEH (73 2—)
HEMB L TLEEN,

R 2 R ET D [BHLT 77 A4 7 > A (Management Appliance) ]>[ A7 LEHL
(System Administration) ]>[% A &Y' — (Time Zone) ] %R L F

T

BEIEH -

cGMT 4 7% v FDFEIN (74 X—)
o« R 7 7 A LOFEH (75 2—)

2y hI—9 34 L TFA L)L (NTP) H—/\DFEFR

Iy hU—7 F AL Ta ha) (NTP) y—"EFEHLT, X2 VT 4 BET 7947
ADVATIAIAy I TRy NI—7 FE3A 0 F—Fy hEofhioar va—% LREIMTx
7,

7 7 v k@ NTP ¥ — 3 time.sco.cisco.com T,

T 7V hDONTP P —%&H, HENTP — "2 HHTI2581E. 7747 7+ —/L T
BERR—F2HEET, 7747 U+ LERESBRL TSN

ESPEREY=]

o VAT KFAORE (73 X—)
o BEfH 7 7 A VDO FE T H (75 ~X—)
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—fmigEszs |
B e xoro—s 804 T0kan (NP 2EALETISA7URAOL AT LBLORE

(#2E) ry bT—0 24 L7 LaJ)L (NTP) ZFERALET TSATUVRADVRAT A
B2l D E% TE
TR, FRCT T IA T ABMDOT S RNTHAE STV AIGAICHERE SN D | R DO E
FETT, MEINTT A RET T, FUDNTP b —_"EMHT20ERH Y £7,
NTP — "% L TR 2 3% €7 5 121E, CLI @ ntpeonfig 2~ REMHLET,

ATY 1 [VRTLEE (System Administration) | > [BZIERE (Time Settings) | X—VIcBEH L £,

ATv T2 [REDHwE (Edit Settings) 1227V v 7 LET,

AT T3 [HZ D% E N (Time Keeping Method) ]2 2 2 > ¢, [NTP (Network Time Protocol) %/ (Use
Network Time Protocol) ] Z R L £,

ATV T4 NTPH—1DOT RLAZ AL, (TZEM (AddRow) 1227 VU v 27 LEd, #HEONTP — % BNT
TFET,

ATYTE NTP — 3% U X S BHIBRT DI, =03 IFTAarzr ) v s LET,

RTYT6 NTP /=) —HOA v F—T =2 A%BINLET, ZHUE, NTPZ7 =) —BREINDIP T KL AIZR
v ET,

ATw T T [NTPRFEOMH (Use NTP Authentication) | F =7 Ry 7 A& A idhHE, XA LAX T IMEHET
DY =R ZE o TERSN, NTP REEDOHDLT 7T 4 ET 4 B2 bR#ESNE T,

ATy T8 EHEXEL, RFLET,

GMT A 7t v FDEIR

ZAFYT1 FHLOWeb Ao F—T oA ADH) X2 VT4 EHRT TIATLoATRE 27V v/ LT, LH—
Web A > ¥ —T7 A A% —RLET,

ATv T2 [EHT 7747 A (Management Appliance) ]>[ A7 L4 (System Administration) ]>[4 A LY —
(Time Zone) ] Z&ER L ET,

AT 73 [REDOHE (Edit Settings) 127V v 7 LET,

ATy T4 HIDO Y R RS [GMTA 7 v b (GMT Offset) | ZBIR L £, [FA LY — 2 DFRE (Time Zone
Setting) | X—YNEH I, [# A LY —> (TimeZone) | 7 4 —/V KIZGMT A7ty bREEND LD
W20 £,

ATFY TS [FA LY —2 (TimeZone) | 7 A —/V RTAH 7y F2BIRLET, A7y FEid, 7Y =y P+
DOr—NNVERTH L7 ) = VR (GMT) 12, A E 73R T 2RO Z LT3, RO~
AF ARG ([-]) BPFWTWEESE, 7 =y U FRoBElich-n £3, 772585 ([+1) ©
Bt 7V =y DT FROBMIZEH T2 £,

ATYv 76 EHEEEL, RELET,
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sEET7 L0Es ]

Rl 2 7 A4 ILDEH

WD DOEORRIH L — VZEERNH S GG 30T, 7774 T ADORERE 7 7 A Vi
EFEHTHAMNERH D F9,

i 7 7 A VDO BN H (75 ~2—)

B 7 7 A VO FTE (75 =)

FRElT 77 M ILOBEER

ZF9T1 HLWWeb A > H—T =2 ADH) X2 )T A HHTTIA4 T ATRH 2270 97 LT, LHY—
Web A v HZ—7xAf A% —RFLET,

ATw T2 [EHT 7747 A (Management Appliance) ]>[> A7 L& (System Administration) ]>[7 > 77— b
F%E  (Update Settings) ] 23R L 97,

ATy T3 [BREL—VOBENT v 77— bR AT % (Enable automatic updates for Time zone rules) ] 9= v 7
Ny I A=A T LET,

ATy 74 BEE AN LET, BEERAFERICOVTUL, =Y LD ~NTE 7V v 7 LET,
RT9TS BEREZEEL, RELET,

FRElT 771 ILOFENER

Z2FYTF1 HLOWeb A v X —T 2 A ZADRK) X2 VT 4 EHT FI5AT AT 22097 LT, LHL—
Web A 2 —7 A A% —RNLET,

ATY T2 [T 7747 A (Management Appliance) |>[3 A7 LB H (System Administration) > [FFZIF%E (Time
Settings) | ZiE#IR L 7,

ATV T3 [HA LY —2T7ANVOHEH (Time Zone File Updates) | &7 > a3 > &Ml LE T,

ATy T4 EHAFRERGET 7 7 A VOEFNRH LA, [47 <HEH (Update Now) 1227 VU v LET,

[%%E 7 7 1/ JL (Configuration File) ] R—
ROEYI 3 oOFHMIZDONT SHRE
BILEDRRE DIRAT BREDRGFEA VR—K (76 =)
PAFSR TV EREDO R — F BEDRELA VFE—F (16 2—2)

Ty Ra—Yv—TV AN TayZ VAN =TV ANTaw 7 VA NOR I T v 7
T RX—= A (AR LR ot
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B scorzerom—+

—frnEEszs |

ROEY L3 vOFMIZDONT SHRE
REDY & b THHmRF O IRE~ORED Y v b (25
)

BREDRFEA ViRk— bk

Y

GE)

ZZTHHENTOVEOREZ 7AW, X2 VT4 EBT 7747 L ADOREIHET SN E
ﬁ—O

X2 VT AEET T ITAT L ANOREDOBET, 1 DOFRET 7 A VTEHTE LT,
Z D7 7 A VX Extensible Markup Language (XML) 74—~ v b CIRFF SN E T,

ZDT7 7 ANFROEEDHETHATE £

e TIIA= ) X2 VT A EHT SI5A T U ATEFHLARWEENRAE LSS, 2&H
DEXa VT4 BET T I7AT VAT IECREL, P—ERAZELTEET,
RIET 7 ANENDY AT MIRAE L, HERRET —F a2 v 77 v 7B LR TE
Y. TTIAT UV AOREXMEZT-HG. RELIERHOaA L 7 4 Falb—a v
TrAMI Ta—n Ry 7] TEET,

ooy 7 4 Fal—yagrTJr7AVEEyra—RL, 77947V ADRKDOHRTE
EHRPRIMRETEET BTLWT I FDLLIZ, XML 7 7 A VxEHELV XY 7T
HEENGENTVET) , BIEORTEII~AFT—2T7— FANRE) Bho7o8GE,
ZOMREN N T TNy a—T 4V TITENDZ ERH Y £T,

BEfroar 74 FX¥al—vary7yA Ve yra— KL, BRETV, TOT7 74 )V%
RUT 7747 AT v 7 a—RTEET, ZOHET, FENHREDERZITH 12
OIZ CLI & GUI Dt TNA 2| EnET,

FIPA A LCary 74 ¥al—var 7y A AREET v 7a— KLz, av74¥a
L—y a3y 7y ANVO—H% CLLICEEWK Y FiI720 352 nTxET,

ZDT7 7 AMIXMLIERIZ /> TN D720, RETZ 7 A VDTXRTOXMLTYT 4T «
ik Xt BT A CEMER (DTD) bitfiashvEzd, XMLa v 7 4 Fab— 3
VI ANET v 7 — KT LRI ODIDAEZ X 7 —RKLTXMLa > 7 f ¥ a2 b—
vay 7y ANERIETEET (XML BRFEY — /WA v ¥ —F v P THBICATTE
T) .

e AT 4 FXalb—varyIrANEFEHLT, HOTFI734T7 A (ZFue—HAEREhi
WRABT ST AT AR ) ZREICEETETET,

aAV74FXaL—3r IJ74IILDOEE

e —TUVRANTOy I YRANDNNY I T v T EET
o LIGHIRE O FIHMREE~DRED Y > b (25 ~—)
cLHiZI v hLEar 74 Fal—var~Oa—IL_y 7 (80 2—)

B BongEszsy


b_sma_admin_guide_14_0_chapter8.pdf#nameddest=unique_440

| —mmnEEszy

RED

=1 —]

a3 AE

gaogE 77 vogassvzszf—+ [}

T774ILDRESIVITI RAR—F

\}

[(EBT 77 A 7 > A (Management Appliance) ]>[ AT LA H (System Administration) ]>
[(%E~ 7 A /v (Configuration File) ]~X— D [BIED#ERK (Current Configuration) 727 2 3
YEMEATDE, BUEOA YT 4 Fal—vay Ty A NER—=IN TV ARFELIED
TTIAT ATHRIFLIZY (FTPISCP/L— b ORET 4 L7 bV ITRIFENET) | fHES
N7 RLAIZEFA—NVTEE LY TEXET,

IRRITL—RADIRY

MWL TCF 2w I Ry 7 A4 NI LT, 22— DONRRAT L —X %~ A7 LET, A7
L —R5w A0+ 5HE, TOBILENT/RAT L —X0, =7 AR— FERITMRES N
Ty AT Dk | (TEEXHLZ HET,

GE)

NMATV—=ANT AT ENTcary 7 4 Xalb—rary 77 A& — K LT AsyncOS ([ZFHET
ZEIETEERA,

INA T L—XDEES1E

[EET 7 A NVND/NNAT L—X%[Z7 (Encrypt passphrases in the Configuration Files) ] 7 =
IRy A% 7Y v LT, 2—=HFDONRRAT L —Xe~< A7 TEXET, RIC, BE{LEns,
REZ 7 ANVHNOREREREF 2T 4 RT A= ERLET,

AP E O R % —

« RADIUS /XA 7 — R
e LDAP XA L RDOI/IXNAT— R

cB—H N 2= FDNRAT = KDy a

« SNMP /R 2 7 — K

« $&{Z SMTP /AT — R

* PostX K 5{b % —

« PostX Hf 57 %3 RAT— |

*FTP Vv a a7 T A7 VT aO/RAT—R
« IPMILAN /82 U — R

« 7 w75 —H H—s30 URL

:ﬂb:t\ saveconfig A~ ]\%ffﬁ% LCa~ry NI A2 —TxA xf%)*%ﬁkf%ij‘o
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B -7 xar—vavorrron—v

aAVI4Falb—3r IJ7A4ILOA—F

a7 A4 Falb—vary TrAME, BREEZR—RT BT TIAT L ALERILENN—=T a3 D
AsyncOS ZEITLTWDT FIA T U AMBIRFESNALENH Y £7,

INRAT L —ANZ AT ENTFary 7 4 Fal—ary 7740 Fue— R TxFEHA,
COTEDOEETYH, BED LEICRDOZ TR EDHMLENH Y £,

<?xml version="1.0" encoding="ISO-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

. your configuration information in valid XML
</config>

</config> Pf] U & 7 IIREHMOZITHET 20 E R H Y £9, XMLAESLOfEIL, Cisco 2T
VY eXa VT4 TS T4 7 AD configuration 7 4 L7 kU IZ&H S DTD &l H L TREMTE
FXOMGEESNE T, DID 7 7 A /L D4R config.dtd T9, loadconfig =2~ > R&EfH LZ &
TILav Yy FIA VCHGET 7 =G Shicha, ARiFn— FShEti, #E7 7 AV
Z7 v 77— RTHHNS, TTIA T ADIETDID 24 v rn— L, RET 74 /v &
MFETE £,

WTROA VIR—MHETH, ar 74 Xal—vary 7rA N2k oy 7 <Thbsd
<config></config> f] CIEFR INTEH) FolFar 74 F¥alb—ra v 77 A /L0complete s
X Wunique 77 v ay (LRBOESEX V7 % & I, <config></config> % 7 WNIZIFET 545
B BAYHR—FTEET,

complete (524%) | &%, DTD CERINT=H T8 v a VOBGY V7B IO T X 72k
NEENDHEEBEWLET, &2, WOa—Fz27 vy 7e—RERFMEOFIT5 L B
RET T —D3 AL ET,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport_enabled>0</autosu
</config>

LirL, ROa—F&7 vy 7 u— RELEFMYAT T, BEEe 7 — 3R ELEEA,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport_enabled>0</autosupport_enabled>
</config>

funique (—i&) | &%, 7y 7r—REZFREOffFonsar 74 Xalb—a 774
NOYTE7var, RELLTER M TRNILEZERLET, & 2E, vAT AL
DDRA MG LDPFTRNED, ROa— K (BEF8 XD <config></config> ¥ 7/ & &ie) %
Ty 7 u—RTHZ LIEARETT,

<hostname>mail4.example.com</hostname>
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mosveamsnt45 ||

LML, VAT AICIENTNERDIZEET VAT =T ANRERINTZEEDO ) ZAF—»
ERINTWELAEEERHDHT2D, ROa—ROAET v 7Xa— KT LIFLETHD &
RaEnEd,

<rat>
<rat_entry>
<rat address>ALL</rat address>
<access>RELAY</access>
</rat_entry>
</rat>

ZRIITH L2, T5EE] X THoThHIFISLEYEA,

FE a4 Xal—var Iy NFEREFarv o FXFal—vary IrANNOY T v v a v
&7 v 7 u— FEEERTT 2B O, HH OIS 55 . 1F SH TRV AT A
SNBHZEBBHY ET

EDRTEEBEINT=2YT
REZFANDE IV a w7 v7ra— RERIINTT 258X EENNLE T, ¥ 7250
RNk, ar 7 4 Xal—ary I rANDT v u— REHIREDENEEINEY A, 72
L, ZAX TG0 5 L, REORENEHINET,
-z, Oa—FET7 v u—FKT5E, VATANLTRTOU A F—RHIEEINE
7,

<listeners></listeners>

AR av 74 Xal—valrTIryANDY TR arET vy Fa—RLiz0, B0 L
e, GUI £721X CLI S Ui & iL, KEORET — N EIND Z Enb 0 £3, FH
R—=brThloFa bar, YUVTNAAL L EZ—TxA A, FHIET 74NV MR EEZERALTT
FAT VACERRETERWESIE, Z0avy RTH—E22F 42—z LAnWTL 72
X\, F7z, DTD TERINTZHEE N L DLW, Zoa~y REEH L
WTLEEW, FriLnarry s Fal—rary 7y Ak — KT 50T, bTRET —4 %
Ny 7T v LTLEEN,

Ay HITRH) T3 oDIRATL—XOA— KIZDOWVWTHDEESEHE

IRATZ L—ANRWERa T YT A7 ) Fvarragirary 74 Xal—vary7r7A/bo—
RLESELTYH (& xiE, FTP 7 v v 2 & M) | loadconfig 2~ RIFARHLR AT
L—XZOoWNWTEE LERE A, FTP 7'y v a DRI L, logconfig v RAMH L TIELW
NRAT VL —REBRETDHE TEENEREINET,

XFEEYy FIoa—T4 27120 THOEEEE

XMLEREZ 7 A /LD lencoding] BYEIL, 77 A NEAXT T A THAET H7-OITMEM L TH
L35ty MIBfR <. T1SO-8859-1) THLHMENH Y £7°, showconfig =~ > K|
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saveconfig =~ > R, F72Id mailconfig 2~ RERITTHI-NZ, = a—TF 4 7 REN
77 ANTHRESNET,

<?xml version="1.0" encoding="IS0-8859-1"?>

WMAEDHREN) Y b

HIEDHELZ VY h95E, Ciscoar TV exall Ty 7947 RATREETLOH
T 7 40 MEICELET, VY FTDRICEREEZHRIFL TS0,

THHMEFOPIHPRE~DOHRED Uy b 25X—) ZZRLTLLIEEN,

PYRIaASy bLizavT7qsFalL—ar~A0O—ILiNy Y
PIRIT S v b SREREIC T —L Ny 2 TEET,

awy K742 A H—7xA A Crollbackconfig 2~ > R&EH LT, ELO 10O v
MDA EEIR L £,

H—)L Nyl haly NAZELRRENT-EZITNoZAN LIS, ZOr—L Ny y
WX, WEEFZ2Iy T2y FERET,

EEE T 7 & AMEE RO —H 721 A3 rollbackconfig v > KA T £,
)
GE)  DEIORENEILESNTHR T Ayt —UFEE7 7— MIERSNEEA,
)

GE)  BFOT =2 2RFT 510k A AT 4 A7 HREBH VAT lo—Fo=aI v b
TIE. 77— 2R ET D ARENH D £,

EETF7AIADCLOT K
WDa<wy REFEHTAHE, a7 4 Xal—ay 774 LVEBETEXES,

* showconfig

*mailconfig

* saveconfig

* loadconfig

* rollbackconfig

s resetconfig (TIHHMFFOPIHRE~DHRED Y v b 25 =) 25MH)

*publishconfig

sbackupconfig (EX o UVT 4 EHT T IAT L ADT—HDNNy 77T w7 (30 =X—
V) =ZM)

®* trailblazerconfig
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showconfig. mailconfig. & & U saveconfig 3 <> K .

showconfig, mailconfig, & & U saveconfig 2<% > K

=L

REaI<L RO showconfig, mailconfig, %iwsaveconfig @%é\@i\ %%}H/Vfiié{%éh
L7 7ANEINEIRRIND T 7 ANMINAT L —RE G000 E I DRIRTHZ 2RO 5
NEF, "ATL—=XZ2@F0RNWILEBIRT DL, NATL—X 74— /L FRZEADEEIC
BOET, X2 VT IEZ LT 25813, NAT L —X 2@l LEABRTE £
j—o =77 L L. loadconfig I~ FEfFEHALTr— K éﬂfliﬁmx INA T [/”—X\‘ZJ§7L£I/\:‘:/7/I'
Fal—rary 7ryAMIRBLES, v 37227 )7y a v ORAT7L—ZADu— K2
ODWTOEEFH (79 X—Y) 2L TIEIV,

G¥)

AT 4 FXalb—vary Ty ANERE TR, FRBETFANATHEETLLEIT, 2T
L—X%&H 52 L &EIRT % & ( [Doyouwantto include passphrases?) (2 lyes] &[RIZL7-
BE) . NATZ =X S S ET, iE L, B R — LREIEIERE 5L S 7RV PEM
A TEDLNET,

showconfig 2+ Ni& fﬂ/_ll—m REEWEmEICH I LET,

mail3.example.com> showconfig
Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.
<?xml version="1.0" encoding="ISO-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<l--
Product: model number
Messaging Gateway Appliance (tm)
Model Number: model number
Version: version of AsyncOS installed
Serial Number: serial number
Current Time: current time and date
[The remainder of the configuration file is printed to the screen.]

mailconfig A v REMAH LT, BUEOREL 2 —HFIZEFA— LV TEEFLET, AviE—v
(21X configxml E WO ARTO XMLEXD a7 4 X alb—var 77 A REMHERET,

mail3.example.com> mailconfig

Please enter the email address to which you want to send

the configuration file.

[1> administrator@example.com

Do you want to include passphrases? Please be aware that a configuration
without passphrases will fail when reloaded with loadconfig. [N]> y

The configuration file has been sent to administrator@example.com.

TR VT AT ST 4T AT saveconfig A~ REfEHT A E, —BOT7 7 A INVL4%E
fEFH LC, 93T Configuration Master 7 7 f /L (ESA) 73 configuration 7 1 L 7 k U (ZLRAF
SnFET,

mail3.example.com> saveconfig
Do you want to include passphrases? Please be aware that a configuration without

passphrases

will fail when reloaded with loadconfig. [N]> y

The file C650-00065B8FCEAB-31PM121-20030630T130433.xml has been saved in the configuration
directory.

mail3.example.com>
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. loadconfig a7 > K

loadconfig I < > K

7703’]) 7\/;(@1%)? LU\E&EFH%&%HH F@“é&iﬂi\ loadconfig a<w }\%f{ﬁﬁﬁ Liwgﬂo 'rﬁi&
ITRD 2 DONWFT PO HETrE— RTEET,

« configuration 7 4 L' 27 b VIZIEFHRAEMEMIL., 7 v T m— T 5,
o CLIIZRR E A& EHERE 0 117 %,

FHEMICHOWTIZ, 274 Fal—Yary 7Aoo —RK (78 3—) ZBRLTLIEE
Uy,

rollbackconfig < > K

Piasy FLEary 74 Xal—Yar~0ua—inNy s (80_—) 2HRLTLIEX
AN

publishconfig 2 < > K

ZE W % Configuration Master |[Z/ABH 3 5 121%, publishconfig 2~ RAEMAH L E3, MHCITR
DX FEF,

publishconfig config master [job name ] [host list | host ip

Z ZC. config_master 1Z, ¥ 7AR— bk 3TV 5 Configuration Master T§, Z 415 @ Configuration
Master DY A ~ME, ZOY VY —ZADY J—RZ /— K~® [Compatibility Matrix |

(http://www.cisco.com/en/US/products/ps10155/prod release notes listhtml) (Z&H Y £9°, Z D
F—U— NEIMHATT, F—T— Fjob_name |l TEMEATEE T, BE LR > A3 ERK S
£

ﬂe U — Fhost_listid, ABSID WSAT 7 T7A T L ADKRA MAEILIP T RLAD Y R

. FBE L7Ze o 728551, Configuration Master |25 0 4 THATWAH TR THOARRA MIA
Eﬁéhi% F 7 a /0) host_ip IZ1%, 7>~ TREI> THEHEDHEA NPT RLAEIFET
TET,

publishconfig 1~ FAREN LT 2 & kR4 1213, smad_logs77/l’/l/€f§}ﬁ“\“iﬁ‘o ['7:1:
7 (Web) ]>[=—7 ¢ U7 1 (Utlities) ]> [Web77 FTAT LV ART—H A (Web Appliance
Status) [|ZBINTHZ LT, ¥X2 VT 4 FHT 7T 4 7 2 AD GUID BABIBEEN KT -
Tl EERTHIELTEET, ZOX—Uhb, ABRBREOEMZT<25 Web 777 A
TUOARRRLET, /o, [V=7 (Web) 1>[2—7 « U7 ¢ (Utilities) ]>[2ABH (Publish) ]
>[ABHJERE (PublishHistory) J(Z& V| [ABHEEE (PublishHistory) | ~—JCide Z &N TE
£7,

trailblazerconfig 3<% > K

trailblazerconfig 2 ¥ NEFERTDE. %ﬁ'bb\ Web A >4 —7 = A ATHTTP & HTTPS
DR— M I LT EH L RE#k ANV —T 1 V7 TEET,

AVTAy ~IVT BRI AHIC1E, CLIT help trailblazerconfig 2< o K PR LET,
HESUFRDO L H 120 £1,

trailblazerconfig enable <https port> <http port>
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updatepvocert A7 > K .

trailblazerconfig disable

trailblazerconfig status

ZZ T,

tenable' (X, 7 7 # /L h®DAR— b (HTTPS: 4431) T trailblazer s/ E % FIT L £ 77,
"disable' |X, trailblazer %€ % N2 LE T,

'status' X trailblazer BRED AT —H A% F v 7 LET,

-3

N

?77]‘/1/ kT, trailblazerconfig MCLI 2~ Hi77°'74’ 7\/2—(‘7%‘;3”:72’)'(1/\35—;‘0
HTTPS R— b7 7 A 7 U 4 — A THIN TS Z 2R LET, £, 7T I7A4T A
T 7 BATHTOICHE LA A Ma% DNS b— BRI TEXH 2 L 2R L ET,

trailblazerconfig A~ REEHT 5 &, ROMELZBRETE £,
< FREDT T 7T APL R — N OB OFAEZ BINT 2 L8R H 5,

« ANLMEHE, B—T7 VRN ERET Ry VR RNOR=VEEHRTLH LT, LI V—
Web £ X —T A AV XA LT FEhb,

cEERINT 2T LR — R RXR=YDRA N v 7 N=IT = NG ENR,

GE)

TIT4 7 > AT trailblazerconfig A< FaEwhcdHE, U7X RURLICIZA A M
GCHDH éﬂfi trailblazerconfig HTTPS 7\]‘\0‘—‘ }‘%%ﬁ)ﬁiﬂij‘o

updatepvocert 1< > K

2048 £ b CAREEZTH L, FIPS E— KOEFEXIE CiscoE A— X2 UT 4 77
FGAT U AT—TbENTERY o—, UA LA, BIXOWREL AT HIT1E, CLIT
updatepvocert =~ > REZfEHT 2 0E N H Y £7°,

BEHMBOEA— N X2 VT4 TTITAT AT, FIPSEAEMIT DL, —mfbShizw
Ui—, UANA, T RNTUA T GEREZIEZNZ /20 £9°, AsyncOS 13.0 LA, FIPS E— K
TiE, 2048y FOREHFELHFEM LT, K — UANVA BLOT Y T LA 7 ED—
TCEHRENANC D £9, LARID AsyncOS 73— g &, T A X238 1024 £ b DFEH
ENDHY ET,

example.mail.com> updatepvocert

This command will recreate the PVO certificate and key of strength 2048 bits.

Also, the new certificate will be signed by a CA of strength 2048 bits.

Hermes process will restart post certificate update. No commit will be required.
Do you want to proceed with the certificate update? [Y]>

Certificate updated successfully. Hermes restart needed for the changes to be effective.
Do you want to restart hermes? []> Y

Enter the number of seconds to wait before abruptly closing connections. [30]>
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Waiting for listeners to exit... Receiving suspended for euq listener, cpqg listener.

Waiting for outgoing deliveries to finish... Mail delivery suspended. Receiving resumed
for euq_listener, cpg listener. Mail delivery resumed.

Hermes will be up in a moment. Run the status command for hermes.

example.mail.com >

CLZFERALE-RELEENDT7 Yy JA—F

ATYT1 CLIOAET, 7774 T 2 AD configuration 7 4 L' 7 M VIZT VB ATELZ L AR LET,
DN, IPA LV E—T 2 A ABIRT I ITA TV ANDT 7B AEZZR LTI,

ATV T2 BET7ANEBRELZHRETZ 7ANDY T I > a&T 7747 2 AD configuration 7 4 L' 7 kU
*ﬁfﬁli]’g’”é VRN saveconfig I ¥ }‘Tﬂzﬁk Lfl%ﬁ@%i%%ﬁﬁ Lijﬁo

ATw T3 CLINT, loadcontig v REMHLT, AT v 72 CmRanizr 4 L7 UM LIz 7 ¥
L—yary 77 A Er—RT50 7FA L (XML % CLIIZEHEM Y 1T £7,
Z OFITIE, changed.config.xml & W I AFIDT 7 A NN T v 7Fr— RIS, BENMREINET,

51

Nz

k=113

mail3.example.com>

1

oadconfig

1. Paste via CLI

2. Load from file

[11> 2

Enter the name of the file to import:
[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

ZORTIE, FTLnar 74 Xal—ay IrANEavy R 54 ATEBEY T ET (ZZATT
CultDZMT LBV a~ 2 R TLES) . I, AT LBy N T v 7 U= REEHL T,
TITANVERDERARNG, IPT LA, BIOWF =y oA HFREZEFLET GEIZOWVWTIE, Y AT A
Y N7y U4 P RFOETESBL TSN , &EIC, EREZHBELET,

1 -

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[11> 1

Paste the configuration file now. Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag

</config>

. Control-D is entered on a separate line.]

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:

[1> pasted new configuration file and changed default settings
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Fezommosz ]

T A4 RV EBOEE

R CRER T 2 & HEREIC, A FTREZR IR K& E T, R T + AV FIREEIV Y THZ &
MNTXFET,

s RIET 7747 U ADH) ERFRERT 4 A 7 HIROIER (85 ~—)

T A AV, 7 A—H%, BLXOEMARIOER (86 X—)

« KT 4 A7 fEIEEID Y TIZOWT (86 X—)

T 4 AVFIRIZET AT 7 — NOZEOMRE (87 X—)

s FOMD Y f—FDF 4 AV FEBEOEH (87 ~—)

« T 4 AV FIREORED H T (88—

RBT7 TSAT7 o ADH) ERATTRELT « AV SHBDILK

ESXi5.5 B L ONVMFS S # FEATTHIRMET 774 T ADEE. 2TBEBZ DT 4 A7 ik %
EY)YTEHRZENTEET, ESXis1 Z2ETT DT 7 T4 T U ADEEIL 2 TB ICHIRENE
KR

\}

GE)  ESXi CTOTF 4 A7 @EOHIBIIVR—FEhEE A, FEMCOVWTIE, VMware D~ == 7 /L
R LT ZE N,

BT FITAT VA A AL AT 4 A7 S I AEBINT 21213, ROFIRZFEITLET,

1R BRI
WILTRIBINT 4 A7 S A HEICHRET L £,

RATYT1 Cisco ATy ¥xa VT4 MY TIAT VAL L AZ U Z%AFILLET,
AT 9 T2 VMware BT 52 —7 4 VT ¢ FIFEHY — L EHEH L TT 4 A7 kAL £,
VMware D~ == 7 )V TIIRT 4 A7 REOEFIZHTHHERESHL T ZIN,
ESXi 5.5 OfF#HIZ. ROV A FirH AFTEE T,  hitp://pubs.vmware.com/vsphere-55/
index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-FSFDODE39E57.html
AFY T3 (HLOWebA v H—T oA ZADR) ¥Fa T4 BT FIAT AT 22097 LT, LA —
Web A FZ—7 A A%m—RFLET,

ATy T8 [EFHET 7747 A (Management Appliance) ]>[> A7 LA EE (System Administration) ]>[7 ¢ A 7 & HE
(Disk Management) JIZBEIL T, ZEA/KMINTNDZ & 2R LET,

| —mmngEszs I}


http://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FD0DE39E57.html
http://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FD0DE39E57.html

—fmigEszs |

B 7 =0 v1—4. sLvERRREORT

TARVMEE., 74+—%. BELCERRKREORT

—

=AXT A

S]] BRIEFIR

TTIA T ATRIM R GET 4 | (BT 77 A 7 > A (Management Appliance) >[4
A7 AR RRT D 7 LEH (System Administration) > [T 4 A 7 & B
(Disk Management) ] &38R L £,

[ARFEY T E (Total Space Allocated) | 1278 &4 T
WAHME (] : 184G of 204G) ZHEsE L £,

X2 VT EBT S IATUAD |[EBT 77 A 7 - A (Management Appliance) ]>[3/ A
F=X YT Y= RT LI, BV |7 LB (System Administration) |>[7 4 A 7 & HE
BTHNTNDT 4 A7 fEIkIBS LT | (Disk Management) | Zi&R L 7,

BAEFH SN TWDT 4 A7 GEIR D

BEERTD
BEFH SN TWDIEEED 7 +—% |[EHET 774 7 > A (Management Appliance) ]>[##)
DEIGHEFRIRT D EHY—E 2 (Centralized Services) |>[2 AT AAT —

Z A (System Status) | ZBR L T, [HEHEHI—E R
(Centralized Services) | © 7 v a > CHER L E7,

AVBEERYHTIZTONT

N

GE) X2 VT 4BET I IAT VAORREFRVRN—TFT 0 7T 4 A7 T, EFA—LE
Web Dl f OF —Z IR SET, PREFAE X —L LR—T ¢ 7 & gl Web
LR—=T 4 T DELLN—TJ7a A F—T T DL, TRTOEENA 2 —7 M LI-HERE
HHIZRVET, W2 AX—7 M LTEHGE, EFA—ABEIOWeb LAR—T 47 77—
Z3pEk A LA L, kT 7y — A N B A R—=ATHVYTONET,

e FIREREI Web LAR—TFT 4 L T A X —T /I LTNDER, LR—FT 4 L TNTTF 4 R
FEIEAEID M THNTWRWEA, 7 4 A7 EENEID 4 ToHND E T, FREFA Web
LiR—T 4 T HRERE L 8 A,

« LMD F—Z ZBUEDH MR L W D72 < T LN, RERT —Z ZHIBRT 208
WET, TOMDY +—=F DT 4 A7 FIROEH (87 =) 2L TSN,

cHY Y= TANA BEOT Y T LA I RHEOT 1« A7 FilE F R 2RO T
[ KU Y= TR BECT Y N T LA I RHEAOT 1 22 FUROHN D 4T LU
FRERI O A e — DORFHIME B L T S0,

DT XTOT—2 24 7 TlE, BFEOHY B TEZIEDOHENEL VDR LILE.
FLWEID B TENICTNTOT = RINEDHET, kbHWT—ZnbHlRshET,
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F4 20T 575— rozEorR [

LW A= DRBHEER SN TVWDT 4 A7 I Y b REWGE, T—2i3kbhE
A,

cHIDYTEAERICRET DL, T—ZIIkF <R £,

TARVEEICETS7 57— bORIEDHERR

FOMDT 4 AVFEHBENRT +—F D I5%IZETHE, BEL YLDV AT AT F— N o
fELET, TN6DOT7T— b EZELIEEEIE. MLTHILERHY 97,

FERIZT 77— BB X2 T2I0%, 77— FOFEH (58 =) 2L T IEEN,

ZTDMDI +—2 DT 4« A EEDEE

FOMD T 3+ —Z NIV AT AT = ea—F F—2REGENET, VAT L T —FITHIR
TEFEHA, BEHTX22—Y FT—ZIFIROT 7 AN ZALTNHY £,

EEMR FIE

nJ 7y A [EBLT 77 A4 7 A (Management Appliance) ]>[3 A7 A& H
(System Administration) [>[2 27 %7 X7 U7 a2 (Log
Subscriptions) JIZBEIL T, LFEETLET,
o [PA R (Size) FIRMHLEZ V7 LT, KbE DT«
A7 EBAEEE L Wb e S 2R LET,
AEREINDTRTORT HT A7 T a UPRKLETHD

ZEEMERLET,
o MEELL BICEEMI e 0 7 LU > TRV B RERR L £
R
« ARER AT, B A —R—T s A NP A REIEL L
iﬁ‘o
Ry b ¥y T oy [~V 7 LY AR—b (Helpand Support) | (i b EBOA R UT)
>[Ny b ¥ 7 F v (Packet Capture) | \ZBEIL 9, RE
X ST HHIBRLET,

a7 4 Xal—vg TTTAT AD [data/pubT 4 L7 R VIZFTP CT7 7B AL %
77 AN o

(IO T ANNEL | TTFIAT LV ANDFIP T 7 B AEZHETHITIL. WESBRL
DF 4 AV HERAEMEETD | TLEEW, FIPREATOT FI7A4 TV A~DT 7 & A

AREMEITIER VW E B 2 B E
+)
I A= A X [ AT LB (System Administration) |>[7 ¢ A7 & 2L (Disk

Management) ] IZFE)I L £7,
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B 7 =oamgomavuc

TAARAVBEBEDHBEY KT

ATy I

ATvT2

ATv73
ATy T4

ATy TH
ATvT6
ATy 71

T A A7 EIRMEMN L TORVEREICEI D S ToON TV DA, 23, 77747 A TH
FEDKEREIC DWW TIISHEEIC T ¢ A7 BRI T % b O DOAOFEEEIZ DU TR 2 k03 &
2HENE. T A A BEHEOE) Y TELETEET,

T RTOMERRIC S HICEENAVLERGAEE. N~y =2T7O7 v 77 L— K, F3MET 7
54T v ANDEINT 4 27 FEIROE 0 ST ERFLTLEES, [ BT FI5A T 2D
) TR T 4 AV BEBOTER (85 2—) | ABRLTL &,

4 SRS

T AAZENETCEERT DL, BMFEOT —F EIFEROT A T ) T 4 ICRET S
BandY £T, KT 4 AZFHEED B TIZONT (86 X—) THBMEAZHLT

<TEEV,
c[REEDND A v — T % FEITHRETLITHIRT 2 2 & T, WREEH O Z —KigIC/ER T
XS

FHLOWeb A LA —T 2 ADR) X a VT4 EHT TIAT AT 2200 LT, LA —
Web f v #—T7 A R%Er—RLET,

[(EET 7 Z A 7 > A (Management Appliance) ]>[3 A7 A H (System Administration) [>[7 « A 7 &
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SAML n:l.\I:IIEOD;E j:”t

ATy T

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

ATy 17

ATvT8

SAML R L7z v 7 A A 2Bl 22—V 2L C2—F DI N—T%
AaAD—VZEIN B TEHZ ENTEET,

1R BRI

F—ERX TN, F—BLOID /e A X —DRELZET SAML 7’2 7 7 A VPR EFH# T
HHIVENRHY £, [CiscorFa )T 4 EHT 7747 2 ATDSSODRESE (91 <4—
V) | EBBRLTIESN,

[E#T 77 A 7 A (Management Appliances) > [ A7 LB (System Administration) > [ —
(Users) JIZBENL £,

[Web #ZFE (Web Authentication) ] 27 v a v FTAZu—/LLET,

[5%) (Enable) 127V v Z7 LET,

[FMEFRFE A H %024 %  (Enable External Authentication) | F = > 7R v 7 A%+ A2 L £,

Ray 7 Z o U2 b, #BaEZ A 7L LT [SAML] #@8R L £7,
(EE) MTEREE M4 ~ 7 (External Authentication Attribute Name Map) ] 7 « —/V KiZ, Z—7

Yy BT INORBRT HRMELE AT LET,

BT, DT, X — R L CRETDIREMEICL TR T, T IAT AR, [IA—T~
v’ 7 (Group Mapping) ] 7 4 —/V KT, BHAO—HT2= MU ZRBELET, ZHITABATRETH
D, HRELBRWGS, 77 I9AT VAKX [T NV—T~ v Y (GroupMapping) |7 4 —/V RIZHFIET HT
RCOBEO—-ET L2 N ERBRLET,

[/ NV—T~ > 7 (GroupMapping) |7 4 —/V N2, FRAIERFAELIINAZ 2O —H v —/LITHK
SWTCSAML 7 4 L7 R TERSNTWDHIZNN—TL4EMEEZ A LET, ITOEM (AddRow) | %7
Uy LTHEEOR—L ~ oy BV 7 ZBINTEET,

TN—T <o UL, INV—TEHEEZDLLERHY £3, [RIEEDZ/V—7 (Unspecified
Groups) | EIEZIBIML T, SAML 7% —v a3 U E 0B 2Bt T £,

2—H m—)b XA TOFHEMONTIL, [—H (Users) | X—T 2SR TSN,
EHEEZFEL, RFLETS

RDBERY

SAML #MATFRBFEE AN LT2tk1E, 7774 T o ADu T A4y XR=V D[ TN A g
ZfEH (Use Single SignOn) 1V > 27 &L, 2—FHEZANLTT I IA T AlCn s A
YTEET,

—mmngEszs I}


b_sma_admin_guide_14_0_chapter15.pdf#nameddest=unique_669

B < <owmumo ssoomEs®

ANLIRBERD SS0 DEZE A%

—fmigEszs |

BRIERR

A

ARSI 2 MR8 L £ 77

RS (100 =—2)

P—ER FunfF—=L LT, 777
AT AERELET,

P—E R T F—L LT Cisco =
VTV xR VT A BT S TIAT
ADRE (101 =*—7)

[IDP T 7 74T v A& lEt 5k
WZID 7 =2 ELET,

Cisco I TV X2 )7 4 HHT
TAT LV ALBET HIDDID 7 r A
A — DR

TIIAT U ATID S A X —%i%
ﬁiﬂ]\/\ij—o

Cisco I T X2 )T 4 EHT
FGATUATDID B A X —DFHED
Kk (105 2—3)

TTTA T A TANLEREH D SSO
T LUET,

AN LBEEDT- 5D SSO DAL (106
A=)

T Ra—PIZH LWEREEA = X &
WIZOWTEHE L E T,

bS53

AR TR EN A ID Zu Xl F—MNCisco 2T oY X2 VT 4 BHT I35, T A
THR—=FEINTWDINEIPEHERALET, RIS, YHR—FENDID T (X —%
i_\‘[_/ij‘o

* Microsoft Active Directory Federation Services (AD FS) 2.0

* Ping Identity PingFederate 7.2

* Cisco Web Security Appliance 9.1

T TITAT VAL ID 7u X, X —DHOBEE X2 ) T 1 THRET HI-DITNE 2K
DOFEAEZRE L £,

o T ST 4T AT SAML FRREERIZEA T D, £72XID 7' 231 X —"TSAML 7

Y=g v EFEET25E. BOEA

AEAEF EIMMEE STV D CA & BEM T

LTV DR F—2 HREHEZ IS L £,

e ID Fu A H—TSAML 7H— 3 VICELT AEE1T. ID Fu g ¥ —DHEHE
EFRELET, T7I9A T ATZOHEEZFEH LT, BABEHSAML T H—3 3
VEMRLET,
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H—ER TONRLF—ELTDCiscoar Ty €1 T EE7T5170208%E |

H—EX TANRSF—LLTDCiscoa>rToY X)) TAEBT7ITIATUVRADE
E

1R BHIIC
MATEESRME (100 X—20) | 2R LT E &,

ZAFYT1 HLWWeb A2 Z—T A ZADRK) ¥xalF (EHTFI5AT AT 220 97 LT, LA —
Web A v 4 —T A A u—RKLET,

ATv T2 ['EHT 7747 A (Management Appliance) ]> [ A7 L& FE (System Administration) ]>[SAML] % i
WLET,

ATY T3 [h—E AT /31 & — (Service Provider) | &7 3 » C[h—ERAT /1 Z—DiBN (Add Service
Provider) | %#7 VU v 7 LET,

AT T4 ROFEMEANDLET,

J4—IJLF SR BA

a7 7 A 4% (Profile P—ER =T a7 A NVDOATHIEATI LET,
Name)

a7 4 FXal—a UERE

T 5 45 4 1D P—ERXTu S = (ZOYE, ZHEHOTFI7A4 T R) OFm—
NREBE ORI AT LET, @, P—bA T M-z T 4T ¢
ID ORI URI T9,

£ 8 ID O ID 7N HF—=RSAML 7% —3 3 o Ca—VPE2IRETHDICHEHTS
ﬂ%ﬁo

TDOT7 44— IV RITRETEXERA, IDFE AL X —5RETHEICZ DE
DB/ £9,

TYHy—varyaryva—~ |RIHENEFBICET LEET, ID 7o, F—NSAML 79— 3 &k
URL 595 URL, Z D6, A/NAR@EED URL T,

TDOT7 44— IV RIIEBRETXETA, IDTFa AL X —5RET I DM
BDLEIZR 0 1,
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B v—cxo0qs—clTntisconssoy £%1UF 4 EET TSA7URORE

J4—ILF

Bl

SP FERHE

GE) BEFX—IT pem EXTHLIMNENRH Y 7,

REAEEKRDESR

T T FAT AT SAML BREERICEL T D55

1. FERAELEEMITON TV OIREXF—%2T v e — NLET,

2. WEBXF—DR2T7L—X&2 AN LET,

3. [BAEK (SignRequest) | #3IRL £,
EElLShf-7H—2 3 DES

SAML 7 H—a V&S T 2 X9 ICID 7 e ¥ —%2RET D56,
1. FEAELBEM T N TV OMEXF—%2T v 7 r—RLET,

2. MEX—DORATL—XE AN LET,

BLHT Y —a v

SAML 7% —3 3 NZEBELTDHEIICID T ung F—2%ET D54,
[B4 7 —3 3 (Sign Assertions) | Z 3R L7,

DX TarvERRTLE, T4 T AZID A X —0FEH
EEBMTHLERDH Y £9, CiscoarT oY ¥Xa T 4 EHT 7T
ATV ALBETHEOOID T A X —OfEL (1033—) 2R L
TLFEEW,

ek el MRk OFEAE A LET,
ID 7R F—t, =7 —alCZOEREHFEHALET,
S OLAN LAY PR BRI WE b EOBEBFA—IL T RLAEZ AN LET,

ID 7R F—E, =7 —al CIOEREFEALET,

ATw 75 [ZFEIE (Submit) 1227V v 7 LET,

RATwT6 [SSODFHKE (SSO Settings) | X— VIR RINDLIY—ER Ta M X —DAXT—H (=T 47 4 1D
ETY—a VK URL) & [P—E AT a3 X —57E (Service Provider Settings) | ~X— U IZFRKR S 4L
HLR1ID OEAEEEHOET, ID 7 A X —THh—ER Ta [ F—5BRETDHEXIZ, ZhbHD

SN 72 F9,

MEIN LT, AT —F %77 A NVE LTI AR—FTEET, [AFX¥T—FDxTJ XAKR— b (Export
Metadata) | %27 Vw7 LT, AXT—H T7ANVERTFLET, —5OID a4 X —Tld, AXT—
ATy ANDEY—E R o, X —0F Mz — RTEE9,
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Cisco AV 7Y tFa T4 BB TS5 7L REBET 500 1D 7O« 5—ois ]

RDERY
TIIATVAEBETHEIITID 7o X —%RELET, Ciscoar 7Y Fxal
TFTUERT TIAT U AEBETHZDDOID Fa A X —0kEk (103 2—) #8BLT
<&V,

CiscoarToYtEXa)TABEBEBTISATUREBETAE=HDID TONAF—D
¥R

1R BHEIIZ
IRONFIZDOWTHER L TL &0,

T T IAT VAN —E R a4 F—L L THERIN TS, —ERX 7o/ (F—
LLTDCiscoar T oY vXa VT4 BHT 7747 AORE (101 2—) 258
LTL7Z&EW,

e —ERA TR F—DAZT—ZOFHMRN I —ZINTWED, FRIEIAXT—Z T 7
ANNTIT AR—FENTWE, Y—EX T4 ZF—L L TDCiscoarT Y X
VTG4BT 7747 ADERE (101 X—) 2L TLTEEN,

ATYT1 ID 7a g X —T, ROWTNNEFATLET,
e —bE R TuRN,H— (TTITATA) OFEMEFITHERLET,
cID TN F—IRRA BT —H Ty ANPHI—ER T anf X —0ifliEr— RT5Z 27 L
TWAHAIT, AZT—F% 77 ANV EA L R—FLET,
T T TAT AN SAMLBREZRICEN T D L O ITHRE A DG £T2IESAML 7 ¥ —v 3 25t
THTVTEDEAE, LTB#ETAFEAES ID 'r A X —{EML T,
ID FYu A X —FEHOFIEICSONWTIE, LTFEBRL T E I,
cCisco AL T X a UTF AT IS4 T L AL DBEDT-HD ADFS 2.0 DFERL (104 ~=2—)

« PingFederate 7.2 % Cisco A7 Y ¥ X2 U T 4 FEHT 7T A4 T o A LIBESEL72ODORE (104
~_R—)

« [User Guide for AsyncOSfor Cisco Web Security Appliances http://www.cisco.com/c/en/us/support/security/
web-security-appliance/products-user-guide-list.html] @ [Configuringthe Applianceasan |dentity Provider |
N IV

AT T2 D7uNRL E—DAEZTF—ZEEBEXRADLINEIIAEZT—E 52T 7 A0 LT AR—FLET,

RDBERY

TTIAT L ALETID 7a " X —DOFEEWBR L E T, Ciscoar 7Y X2 U7 4
BT T T U ATOID 73 X —DREOHERKR (105 2—) ZHHL T EI0,

| —mmngEszs I}


http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-guide-list.html

—fmigEszs |
B ociscon 7oy £ 0T EET TS TR EDBEEDIHO ADFS 20 DI

Cisco ATV EXaUTABEBETITISATUOREDBIEDT-HD ADFS 2.0 DHERL

WIRTOIX, TTT7A T ALilET 5 ADFS 2.0 Z 4T 572 DIZEITT 2 HENH D H
LoV DA AT T, 2N MR FIRIZ DOV TCiE. Microsoft D~ == 7 )L EHZR LT 7Z
S,

VL= N=T g e LTH =R T, = (TTITATRA) OTH—var ar
v 22—~ URL 28 L £9°,

[Vl —/"—F ¢ N7 A (Relaying Party Trusts) |>[7"® /37 1 (Properties) ]>[ID
(Identifiers) ]1>[V L — 73—7 ¢ ID (Relaying Party Identifier) ] T, #—E R Fm/1
ﬁ~(7f§47y2)@iy?x?WID%AﬁLiﬁ DR, TTIATAD
P—ER TN F—REDT T 47T 4 IDEERLNE D NaRLET,

-%@A@@&wmwﬁgk%Lmﬁéio I —ER T T — (TTTAT )
ERERE A OGEIL, =X T a S X —0iiE GRAEEREBEL T DO H S
ns) #[VL— =74 hZ AL (Relaying Party Trusts) ]>[7'©2 /37 ¢ (Properties) ]
>[#&4 (Signature) | FT.car BRTT v 7r—RKLET,

S ST SAML 7 ¥ — a U &2RMET 5 K OIZ ADFS 2k 25613, —E X
TN B — (T TITAT v RA) Oit#EZ [V L— =7 1 R 7 A I (Relaying Party
Trusts) ]1>[7"= /37 ¢ (Properties) ]> [l 51k (Encryption) ] D F T .cer EATT v 7
n—RLET,

c[Vb— =71 FZ7 A (Relaying Party Trusts) ]>[7" 2,37 ¢ (Properties) ]> [F£Af

(Advanced) ] FT, X a7 /vy o 72 X% SHA-1L IZHELET,

cHRN—ILEREL, BT A—/I 7 FLZ2D LDAP BEEREERZ A7 (EFA—L
T RLVRA) L LTHEETIRITERBRIZBMLET,

o Ji250C SPNameQualifier 2 & D 5720 D AX L b— LB BIMLET, ROT 7 A Vi
P TNDI AL L =L TT,

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer =

c.Issuer, OriginallIssuer = c.OriginallIssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"https://<appliance-hostname>:83") ;

PingFederate 7.2 % Cisco A>T VY ¥X 1T A EB7 IS4 T VR EBIESEBH=ODDHRE

PLFE, BENOT 7747 A LHEET D L 91T PingFederate 7.2 25X ET D 712 OIZEITT
HMBING DX AT OBEECY, @FERN- S5 72 TIAIZ DU CTiE, Ping Identity D~ == 7
NESRL TSN,
cBHEVNOY—ER FunS L (TTIATVR) OTH— g ara—< URL %,
Ta haVERECBTLZ RRA v MELTEMLET,
* [SP Connection] > [General Info] > [Partner's Entity ID (Connection ID)] (2% —E R ' m /3o &
(TTIATYR) DT 4T 4 IDEANNILET, ZOMEB, 77747 ADH—
A TN, F—REDT T 47 4 IDHERLNE D NEMBLET,
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Cisco AV T k¥ 0T 4 EEBF IS4 72 TOID F0i1 ¥—oiEohs [

« BAMTE SAMLGEERZXET 2L —ERX Tu g ¥ (TFIAT U R) ik
E L TCWAH A, [Signature Verification] £ 27 2 = > ([SP Connection] > [Credentials] >
[Signature Verification] > [Signature Verification Certificate]) T, ¥ —E X ZFm A X DFEH
EE2T7 v 77— KLET,

« B EBAL S 72 SAML 77— 3 V& (ET 5 X 9 IZ PingFederate 3¢ &3 %514,
[Signature Verification] £ 3 2 > ([SP Connection] > [Credentials] > [Signature Verification]
> [Select XML Encryption Certificate]) T, ¥ —ERX FaA X (77T A7 A) OFEH
EE2T7 v TSu—FNLET,

cJ@tEa b T 7 bafEfE L, LDAP BMEDOEF A =L T FLAZRETHL I LET

([Attribute Sources & User Lookup] > [Attribute Contract Fulfillment]) .

Ciscoa>ToYtEXa)TABETITSAT7UATHDID TONAZ—DHEFEDIER

ATy T

ATy T2

ATvT3

ATvT4

1R BRI
IRONFIZODOWTHER L T &0,
T TIIAT UV AEDBEDTZDDID Fa A X =P ZITWD, Cisco 22T Y

X2 VTAEBRT T IAT U AELWETHTODOID Fa A X —ofERk (1032—3)
AR LTLLEE0,

cID VRN B —DALZ T —=ZOFFMETNIT I AR — NSNTAZT =2 T 7 A NH =
E—shTWd,

HLWWeb A v F—T oA ZADR) tXFa T (BERTFI5ATLATR 22007 LT, LHY—
Web {4 —T A A%m—FLET,

[BHT 77 A 7 A (Management Appliance) |>[3 A7 A H (System Administration) ]>[SAML] % &
WLETF,

[ID 77 /31 Z— (Identity Provider) ] 27 < a > C, [ID 7' m/ /34 X —DiBI (Add Identity Provider) ] %
7Yy LET,

WROFEMEATILET,
J4—ILE &5 BA
a7 7 A V4% (Profile Name) ID 7a g — a7 7 A VD4R EANTI LET,

WA E (ID 7 1 3o 5 =3 O T R)

=T 47 4 1D ID7uNNA =D T a— " NWI—BEDOL4EIE AN LET, @FE,. ID
Fang B— T 5 4 ID OFRIL URI T,

SSO URL P— B R T, X —BNSAMLFRGEER 2 BE T HMEHNH 5 URL
FHELET,

AERAE ID 7 A X —NSAML 7H—3 g ZEBLT LA, ID Fan

AL —DELFNELZT v T u— T L0ERH Y £7,

—mmngEszs I}



—frnEEszs |
B = <smior-o0 ssooami

J4—I)LFK EEA

WG E (ID 7anNg X— AXT—H2DA L R— 1)

IDP A #FT =5 DA F— |k [AXT—HDA R — b (Import Metadata) | %727 U 27 LT, XA
BT—=8 77 ANEERLETS,

RATYyTES BEHEAREL, RIFLET,

RDRARY
AR REEED T D SSO DAL (106 ~<—)

ANLIFRED =D SSO DEN1E

188 BRI
RONFIZONTHER L T ESVY,
BT 7T A T A (Management Appliance) ]>[2 AT LB (System Administration) ]
> [SAML] R— Y TT R TOHEDERF - TH D,

« ANLIREER AN > TV D, TANLRREE 22 LTS,

ZFYTF1 LV Web A ¥ —T A ADH) Fa ) F A EHMTTIA4T VAT 220 v/ LT, LA —
Web A 2 —T A A%m—RFLET,

ATw T2 [E8T 7747 A (Management Appliance) ]>[£EFE BEH —E A (Centralized Services) |>[A /3 A [
(Spam Quarantine) | IZEIL 9,

AT 73 [REDOHE (EditSettings) 127 U 7 LT, [T R2—F[FEET 7 = A (End-User Quarantine Access) ]
s varETAZu— L LET,

ATy T8 = Ra—WRHET 7 C ADRED > TNDZ MR LET,

ATy FTE = Ra—HRGEH X% SAML20IZRE L £,

ATYFT6 (TR AvE—UPMRBHEINDANT, A vV ARLERRTINEIDERELET,
ARTFw T BEREEZEEL, RIFELET,

RDBRY
T Ra—HIZH LWERIEA = X AIZHOW T LET,
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Async0S APl @ Cisco 2 > T >Vt ¥ a7 1 EETO OpenlD Connect 1.0 DEELE .

AsyncOS APl @ Cisco O > T2V EFa ) T4 EETD
OpenlD Connect 1.0 D& E

M=

J—9 70—

«EEL (107 R—Y)

e U—r 71— (107 X—)

W UTNT AR (108 X—)

« BifESRfE (108 <—2)

« 77747 A TO OpenlD Connect D% E (109 ~<—3)

«CLIZMHA LT 7 Z A4 7 > ATOD OpenlD Connect DZE (110 ~2—3)

Cisco 2TV Fxa VT 48T 7747 2 A%, OpenlD Connect 1.0 F83ET ID 7' 12 /34
#— (IDP) ZMMT 277V r—varEleid7 747 b eDfaEyR—bbL, 777
A T v AT AIRER AsyncOSAPL & o — A L A ICHHE LET, BUE. BHEVWOT S5 T
A1, Microsoft AD FS ™7 % {# H L T OpenID Connect CRRE S 4L TV E T,

WDT—27 70 —7TiE, ADFSZID 7 u X, Z— N7 SV r—var w7747 b,
TIIAT o AZ Y V—2A7a (A Z—L LTHEHLTWET,
FE :

1. ROT—77a—"TiX, ADFS# ID 7 anf ¥ — ST 7V r—var ks 747
b T7I7AT7 0 AZY =270, X =L L THERHLTWES, 777447 ATO
OpenID Connect DX E (109 X—3) ZZH LTIV,

N

(IERODOT 7T 4 €T 1) 77747 AL, OpenlD Connect DF¥E A X T —H &
TFk—2BHEL T, AT v 71 TR EICESNTT 78X b= VERHGEEL $
D

3. ADFS THNHET 7V r— g v ZaF L%, 778 A —27 2B LET, 77 EX
r—27 /%uunﬁkio\ F‘@‘éjﬂf@?ﬁéfﬂﬂ(:@b\’ﬂi\ uunJ.T:7 a3 A & F721X 1D A=
NRAB =D =2 TNV EBZR LT EEN,

4., APIERZT VB A =0 ¢ BT 774 T AIZEELET,

5. T7I9AT VAL, AT v 72 THRELEZS—y 2L TAPIERODT 7R h—
T UERGELE T,

6. TFI5AT AL, T7EA N7 NOMLERESR GBITE. H8F) #HEL 1,
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7. T7I7A4 T AE, a— VEXRIEZHEA LT, AsyncOS APLIZT 7 BAT 57D —

a— LFERZFFRI L, BV B TET,
8. T 7 TA T AL, AsyncOS API ERICHEYI 220 E 228t L £ 9,

YOTWTFTIOERA =D

wRIZ, o TINT 78R N—=0 OB RERLET,
Ay B —

alg:RSA256

typ:JWT

[....]

R4Ba—F

claim:aud: CiscoEmailAPICaller
claim:iss:http://adfsserver/adfs/services/trust
claim:iat: 1594712147

claim:exp: 1594712807

claim: CustomOrgldentifier: MyCustomOrgld
claim:LastName: Fernandes

claim:FirstName: Erik

claim:Email: http://erik.fernandes@customorg.com
claim:Role: LogCollector

claim:Role: ReadOnly
[.....]

TTIAT A, WOT NI AN L - TELENTZT 78R N—07 L ORIEO I %

H— R LET,
* RSA256

* RSA384
* RSA512

OpenlD Connect T7 77 A 7 2 A% ET HANI, IOFHESRMZ T L TWD Z & AR L

i‘ﬁ—o

AL CHEH SN DRBIET R AL X —1IT T I7A T U ATHR—F SN TN 5D,

TV = a VIRRRET AN, X —TRGEL, T B A M—=7 U2 BGTE D,
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7 754 7 > AT OpenlD Connect D% TE .

« T T AT AL, HTTP #RH CRBFET 1 /31 ¥ —|Z8&ke L C. OpenlD Connect A ¥ 7 —
FRELETFTE D,

7 754 7 > ATO OpenlD Connect DX E

1R BHIIZ
WDITERIZONWTHER L T 72 &,

o GREET u A X —DRERTEICESNT) FREET B/ A X — iof%ﬁ??éhf:ﬁ/;ﬁfcﬁTy
A=,

e T IVRVA M= IR, TTITAT VABMBERINNF v 7 BEITTEHEIT D=
OO —UERNEENTWDLENH Y £,

ATV T [VRATLEE (System Administration) ]>[OpenlD Connect]# 27 U v 7 L £,
ATv T2 [REDHwE (Edit Settings) 1227V v 7 LET,
RAT9 T3 UTFORICFEHMENDMI/T A—4 % AJJ LT, OpenlD Connect % #%E L £7,

OpenlD Connect/$5 * —#4 | EiiBA

(ID7'm/SA X —@D A% | OpenlD Connect DFXEA X T —H# ZWAFT H72OIMEHT 2 ID 7'r/ A X—
7 —4% OURL (Identity |DOURLZANLET, AXT— &i\77ﬁxh 7 ORBFEICER S E
Provider Metadata URL) ] |97,

WIZ, ID 7' m/ A X —@ URL OfFlZ 7~ LET, https://example.com/adfs/
.well-known/openid-configuration

5175t (Issuer) TIEARN—7 L ORTFTEOEEATTLET,

GE) ZOMEIX, T EBEAN—0 COREERIZT 7B A M—27 L OFRITH
BORE L BT HMLENRH Y £,

WIZ, FITE O %R L E T, http://example.com/adfs/services/trust

RSt TIRAN—7 O BHEERME T DLENDDLAREOMEE AN LE
7,
GE)  BEOMNBEMEZBMT LA, (T2E0 (AddRow) 127 U v
y Li‘j—o

[Zk4 (ClaimName) | |2—V o —/UEREZ G T 7B A =27 VOBEROLETIZATILET, BERA
X, 7278 A =27 vhbr— UERERIGT DI SN ET,
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B cuzEmLE7T547 > 2T0 Openid Connect DEETE

OpenID Connect/X5 A —#4 | ZiBA

N

ID 7a XA =TT |ID 7a g X ——NNTERINT 22— I N—Ta—LE AL, 777
AT AB—LDOT Y | AT UV ATRESNEZET e —hla—F e —LEZER LT, WiHor—

Ny BT LUET,

(B HHEoOe— L~y La—RzBNT28580%, {7480 (Add
Row) 1%227 U v 27 LET,

ATV T8 EREEEEFEL, RFLET,

RDEZRY

AsyncOS API =2—/L® Authorization Bearer ~ v % —|Z7 7 B A h—27 & &, APl ER% %
FELET,

RIZ. API @ Authorization Bearer ™~ ¥ —IZ7 7 ¥ A b —7 &5 7= AsynOS APl Z FEUMY
THl L ET,
curl --location --request

GET 'https://sma.com/sma/api/v2.0/config/logs/subscriptions?retrievalMethod=manual’
--header 'Authorization: Bearer <add access token here>’

CLILZERL=7 754 7 > XTO OpenlD Connect DL E

WD Z AT &FELT4 HI2iE, oideconfig 2~ K& L £,
*+ AsyncOS API D& - A —/L%"— K 7 = A C OpenID Connect % E L £,
« B A—/L%— h 7 = A T OpenlD Connect f#& %% & % HIBR L £ 9,

EAa—DHARRAITAX

s BRICAV_R—UDEH (110 X—)
c TV T LU ADHKRE (111 =)
o BEERTE (112 =)

BERICAYR—CDERA

(B =B NVRBRES N E A —PIRE) K<HAT 2=V 07 A4 v 7 77 vA U X FaAE
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TUT7LURADRE .

S

BREFIR

BRIZAD YA MIN—=T%
BN %

B2 _X=VIBEIL, Va4 FUOA EBMEICH S [
SUZAY  (MyFavorites) ] A =2 —0 5 [ZO_X—TU A2 BRI
AV IZiBIN (Add This Page To My Favorites) | Z3R L £,

BRUICAY ~OLEFE TIIHEEREILED Y £ A,

BRUCAY OIEFZZEET 5

[BXUZAYD  (My Favorites) > [BXUZAD &3 X THER
(View All My Favorites) | Z3&R L, #YI72NEFIZBKUICA
W7y 7 LET,

BRIZAY_—=2 4l %
Tz RET D

[BXUZAYD  (My Favorites) > [T X TOBKUIAY ZHRKR
(View All My Favorites) | Zi&R L, LT HBRUTAY D
Auixr Uy 7 LET,

BERIZAY ZHIBRT 5

[BXUZAYD  (My Favorites) > [BXUCAD 23X THER
(View All My Favorites) | 38R L, IBRUCAY ZHIBR L £
—a—o

BRIZAY R_R—ICBEIT 5

U4 v RUOE EMMEIZSH 5 [BRIC
MHR—T 2RI L ET,

A Y (My Favorites) ]

AA A F =T = A AT
)

R BRICAD @RS D0, R—v

THED [ATD~—
(Return to previous page) |42 U v 7 LET,

RS

TP LURADETE

XU T4E

1 )

cTUT AT RN

« 578 (QUIIZ

BET7ISZA T UVATHRESNE-BEL—Y

~ﬁwmﬁémtl~%i&@7)77V/X%@Rf%i¢
I—PREX 2 VT 4 EFHT 774 TRzl AT 5720

7Y Ty LA,
W SN E T,

(B 7 A P RICFTREND =)

c LAR— I RX=TY DT 7 4 )b FOREE (B RER A T Y 3 E

BT A—NLBLO

Web LR—F 4 v 7 R=OH 7y FTF)
e LIR— K R=TDOFRIZERTHITH

EACA Y R AV BN b

ERELET,

a—Y o — L ko TERRY 4,

INEDOFY T LU AERRET DI
(A7 ar (Optlons) 1 A=

[j‘7 v = > (Options) > [ERBEX
—%. GUL ¥ 1 ¥ Ry o AR

iE  (Preferences) |
IhhE

?)o%Tbk%ﬁﬁ%%ﬁbi?oﬁﬁ?é%%ﬁ%@iﬁho

—mmngEszs I}



—fmigEszs |
B aesx

Ev bk [BEEEHRT (Preferences) | X— VT 7 ¥ AT HENIFER L TWEN—DICRDITIE, N—
THERD [RTD~—IZFR 5 (Return to previous page) | V> 7 %27 U v 27 LET,

SNEREES Nz —Y
IFRRRE S N7z — Y1, [ 72 3> (Options) | A =2 —CF/RSHELXHEPEERINTE £,

==
X
Xia
)

cWeb A LV EZ—T A ZADL LAY TOkE (112 3—)

s Web R rDE=2 1 7 (112 X—2)

Web FERKRADHTOE=21) 25

[EARIHT (Usage Analytics) ]1E. SHTHEGHERDOTZDIZHA ST 7T 4 BT 4T —H~
DA YA NEFLOITMEN L ET, EARIHT (Usage Analytics) ] 23EZIITZ2 > T
BZBE. TTIAT U RTH LV Web £ v X —T =2 A ZATT T T7A 7 2 ADEREDM LRI
T—HEBNELET, BEHRWOFEHERIL, 9L T 77794 T v ADa—F 27 2~
TUAEME EEEDDODOAL YA "N EBDLTOIFEHLET,

ZTFYT1 HLOWebA Y X —T = ADR) X2 ) TFAHHTFIA T AT 22 ) v LT, LH—
Web f »Z—7 A A& —FLET,
ATw T2 [FHT 7747 A (Management Appliance) > [ A7 L5 PR (System Administration) |> [&A%E%E
(General Settings) ] Z &R L E7,
AT 73 [REOHE (Edit Settings) 1227V v 7 LET,
ATy T4 [ERRISHT (Usage Analytics) 17 4 —/V R CT[H%) (Enable) | F=v 7 Ry 7 Azt LET,
RT9TS BEREEZEEL, RIELET,

Web A B —TJ A ADLUEY VT DHE

BRI WebA X —T 2 A AD VUK Y 7 D7DIZ, Internet Explorer A#E— KD A —/3—
T4 REAENZTHZ L2 HRLET,

N

GB)  ZoHREEZANIT L ZEMEMORNY —IERT 2HEIE. ZOMEEAENICT LR
TEET,
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FISATUATES LY —EROBENERT—4 20T |

ZAFY Tl HLOWebA v —T A ZADR) EFa T 4 BT FIAT AT 22097 LT, LA I—
Web A >4 —T = A —RKLET,
ATw T2 [EHT 7Z 47 A (Management Appliance) > [ A7 L& (System Administration) > [2A%F%E
(General Settings) | 3R L £,

ATYv T3 [RE

Ot (Edit Settings) 14227 YV v 7 LET,

AT 74 [[EA#HET— KD EEX (Override IE Compatibility Mode) ] 7 4 —/v K C[A%) (Enable) | F=v 7 K7
AEF AT LET,

RATYyTES EHREAREFL, RIFLET,

TFIS2ATVATENGEY—ERDBEHERT—2 X

DR

CLI T diagnostic > services W7 a< v R&fEHL T, U TFTE#ETTE £,

T T IAT UV ATHDI o TV DY—ERAEZHEH LEST, 777947 L A HERIHT
HVEITHY FH A,

T IIAT UV ATHENINI R TNDEY—EADAT—F A% F - LET,

Bl : LR—F Y—EXDRAT—2 ADERTF

WOHI T, services A2 REEA LT, T I9A4 TV ATHNIR>TWS LAR— |k H—
EADAT—H A FRRLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> reporting

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> status
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Reporting has been up for 28d 20h 45m 35s.

Bl Ayvt—Y FIYFRLT H—ERDBEES

\/k@@”yc@i\ services A ¥ ]“%{%ﬁﬁ L <, 770547V21ﬁ§ﬁ&:f£01b\}:)% /'{Z““‘:/
FNT7ox 7 P—EREHEE L ET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

[1> tracking

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[]> restart

FaaL/mD ') A FDEE

TIIAT AR, RESNEEHETEAREREZHEHA LTI E—F AL UL OFFHES
KEEL., RAAL DI LTy v /VafEL LET, ROBHE T AFGEREERAT L i1Ick
Fa2 VT A EHT T IAT UV ABRETEET,
¢ VAT AVARAN i T IIGAT UARIZIIEETEATELERDOI A SNRHEN U OHA A b—
LENTWET, Zhid, VAT L URNEEINET,

e HAX LY AL AGHTEXDIRIERDIV A NN AR~A AL, T IAT VAT AHN
AUARNEAVR—FTEET,

GE)

VATFLAYANEFRIZIIAZ A RENTZY A ROWTND, ERIETSFOY 2 &S T,
JE—hK RAALUMNLOFERELZRIECTCE £,

GUI D [y T —2 (Network) |>[FEPIE (Certificates) > [FRE/RDOfmEE (Edit Certificate
Authorities) ] ~3—3 % 721% CLI @ certconfig > certauthority =~ > KZ#H L TY & h 2&H
LET,
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v27uz2iERY 2 tomnt ]

[y U —72 (Network) 1> [FEFZE (Certificates) ]> [72
Authorities) | X— T, IROFX AT ZFETTEET,

e VAT A VAN TENE I NERIRLET, VAT 4 U R NMIAR—TVERIT
F 4= NCTEET, FEHICOWTIZ, VAT AR/ U 2 oL (1152—)
BB TLIEE N,

e MAF LFFERY A R EEHTHIMNE Y DEEBIRLET, VAXL U AMEFEHLT, 7
FARNTFANDPBIARNEAVR—= I TDHEICT T IAT VA A F—TNIITEE
T, FEHZOWTIR, IAX LRV A DA AR —F (1163—) 2R L T
éb\o

CFRAERDY A N2 AR—NLET, =NV RITA TOEEOHATNIZ, BRERO v A
TAEAYVANERITIHIAF LY A M2 AR— b TEET, FICO NI, BB A
Fpx 7 Z2R—k (116 2—) ZBRLTL I,

FEROMRE (Edit Certificate

[~ hT—2 (Network) ]>[AEFHZE (Certificates) ]>[{E4HT& 5/ — FFEHEOEH (Manage
Trusted Root Certificates) ] X— T, IRDHF A7 H#FEITTE £7,
FEHEDO I AZ LY ANV AT LAY A MERRLET, FEMIZOWTIE, BETED
N— REEBHEOE TR (117 =) 2L T I,

EFEOFFREZHIRLET, AR — ML AZ LIFAERHIRTE £, ZEMIzoON
Tik, B AZ LGEHZEOHIRR (117 =) 2R LT EEV,

4

VAT LR A FOEME

LA VA RN—IVENTZV AT LAEIERY A MIT T IAT U ANGHIBRTEEHA, A
F—TNVEFIIT A E—TNCTExET, OV AT 4 E—TNMIZLT, 7794 T A
TV E— KRR IDSOFFHEOHERIZZ—TDY A DL EHEHAT L LHIICTEET,

FIE
ARV RFERFTIVaY =)

ATy T [Fxy bTU—Z7 (Network) ]>[ZEHE (Certificates) ]
‘—'\\/\‘é:%%b Ljﬁ‘jﬂo

AT F2|[FE/ (Certificate Authorities) &2 3 a > T, [&
TE % #msE  (Bdit Settings) =27 V27 LET,

ATV T3|[AFT A UAK (SystemList) | T[T 4 &—7 /L
(Disable) 1227 Vw7 LET,

ATy T4\ EREEXEL, REFELET,
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735(’5‘ -lAnlL.\nIEEJ U A I*@’f ‘s/,_l_{’_

EHTELRFERDON AL LY A NEERR LT, 77 IAT AL VAR—FTEET, 77
AMEPEMIERIZ LT, 7774 7 VA TRET SRR OEHENR T EN TV D LENH
D ET,

ATYF1 [*> hTU—2 (Network) ]>[FEBHE (Certificates) |27V v 7 LE7,
ATv T2 [REDHwE (Edit Settings) 1227V v 7 LET,

RATv T3 [t (Enable) | 47 v a ViR H U EZIBIRLET,

ATV T8 WAZLYARNT[Z 74 /VEZER (ChooseFile) 1227V v LET,
ATy 75 GEHEOL AL, [OK]Z2 Y v LET,

ATv 76 (A7 =) [FQDNHGE (FQDN Validation) 1 9= v 7 Ry 7 A& 42 LT, iEAECH 2 [H@s
(CommonName) ]~ 4 —/L K, [SAN : DNS4 (SAN:DNSName) |7 « —/V R, FEITZ D57 FQDN
B THLNE I DEHRTEDLEIICLET,

ATv 71 [#E (Submit) 1227V v LET,

GE) LDIFOF=vZiZCADALR—NEEIThILET,
* Expiry

« B
cCA 7T NEFEEL, [True) ITRESNTWVD

A UAR— FTLRMFBRER A A= P EN TV L HEIT, — FMRBRERMFET D,

nn..\nIE% U A "@IOZTI_\

VAT ANDEETE DRAROY Ty FOBEHHT 20, BEFEONAZ L) A b OfRE
21T 5 %6,

\}

GE) DREZLVAME txt 77 AMIT 7 ZR— kL, #iFmA2BNE - I13HR+T 5 ko cmEL
T, Z77ANVEDARAZL) AN LCT IPIAT AL R — N TEET,

AT9T1 [y FT—2 (Network) ]>[fE#E (Certificates) ] %7 U v 27 LET,
ATv T2 [REOHE (EditSettings) 127 U v 7 LEd,

[RXE OfmLE (Edit Settings) 1121X, I AX AFEHEB L OV AaOFEETE 20— FMERENY A bk
F7
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ATY T3 GEAELE Y v LET,
ATy T4 [THORKR—bt (Export) |27 V7 LT, fEHEEZZ AR—KMLET,

S TZE B — FIBHEDRT

ATFYF1 Ry FT—2 (Network) ]>[FEHI# (Certificates) 1% 2 U v 2 LET,
ATy T2 (B TE D — MiEHEOEH (Manage Trusted Root Certificates) | %227 U v 27 LE7,

[{EMECTX 5/— hAEBHEDOE R (Manage Trusted Root Certificates) ]121E, I A X LB IOV A aDIEHET
XD — MEEN-ERRINET,

ATy T3 [[EHH%E EEX (Override Trust) ]| F =y 7Ry 7 A% A4 A2 L CEHHE EEX LE T,
ATv 74 [ZFEIE (Submit) 1227V v 27 LET,

UEHCT& 21— FAEREOE P (Manage Trusted Root Certificates) ] ~~—C, [REAEDO X T m— K
(Download Certificate) %7 UV v 27 LT, B—h L~ lGiEHEZ X Vo n— FLTRETE 7,

H R 5 LEEBAE DHIFR

ATYT1 [y FT—2 (Network) ]>[fFH]#E (Certificates) ] %7 U v 2 LET,
ATv T2 [EHEHTE D/ — FEHEOE L (Manage Trusted Root Certificates) 1 %27 U v 27 L7,

[FHETZ A — FEHEOEH (Manage Trusted Root Certificates) 12 A ¥ AFEHEN Y X h a3 E T,

ATY T3 WAXLADEETE 50— FEHELZHIERT 512X, [HIBR (Delete) 1227 U 27 LET,
ATw T4 [#E (Submit) 1227V v 27 LET,

ERRIEFAA 2% (DN) 2804 vtE—CDRIEEE
(E]

i

Cisco Secure Email and Web Manager (%, IDN RA A 2 EFHE A —/LT RUARAEZFFOA Y
t—UEZERBIOEETEET,

B, BFA—NT =P T2 A ITKDEFEDIDN KA A DA EYR—FLTONET,

A v ROMEEEEE ET 4 — EN IVEE. TIVIEE, 77\/%5‘%%\ ~T—T 4Gk, NV
VX T, YT YT LR NVAVEE, TV v T — bk UV Ry —iE Ty ARE, RN
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NVEE. N7 T R REE, R UEE WV I—EE ar =5k AT 4 VEE v =7V
i AV YRR B A7 Dy bEE VU AVEE 2 REED b oL

=y NBIOTVTOFE 7T Ak, vV TR, BAGR, FA YRR V7 T A TR,
WEERE, ASA UEE A X2 U T EE PEEE, AT UXRE. XA, T 7 TR VY T

ESPEREYS
« IDN OHHESEM (118 =—)

* Cisco Secure Email and Web Manager C IDN R A o > 2 L Ca% & Ale /o téne (118 ~X—
V)

IDN DR HE

E b R A A 4 (IDN) $EREZFEHT 2RI, IROFHERFZMTZ L TWAZ 2R LT
<TEEVY,

e T RTOEFEA v E—IITIZUTE-8 Ty 2— REN7- IDN 2S4BT,

7l xE. BFA NPT 21T A v E—VFEET S MTAIZIDN 2978 — K L,
A=V NO RAAL VN UTFSERTH L Z & 2RI HILENH Y F9,

e T RTOREA Y E—JICIZUTF-8 T a— REN IDN BLETHY | Faket—
T2 UTIDN 2527 AL, VA R— T H0ERHY 7,

72z, BFANT = U2 ANEDRA v E—T%% 7 ANLD MTA 13 UTE-8 JERX T
T a—REZNZIDN & RAAL BV R—FTAHALERHD FT,

« %M T 5T _THODNS L 2— KT, Punycode FE: A& L TIDN 2% ET 2L ENXH Y

F7,
7ol 21X, IDNIZMX La— R&g&iEd 556, DNS La— RO R A A 13 Punycode &
RTHLIVENRDD £,

Cisco Secure Email and Web Manager TIDN KA A > &{EAL TEEA
BEZL#EEE

Z DV Y —RATIL, Cisco Secure Email and Web Manager W CIDN R XA V& i L CHETE
D DIFIR DEERED I T,

*SMTP JL— FDEEE :
«IDN RAA U ZBMEITREL E7,
«IDN RAA VZFEHLTSMIP L — a2 ) AR —hFEZITA R —FLET,

*DNS®DERTE : IDN RA A &AL TDNS — a2 BME-IImEL £,
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* LIR—FDERTE : IDNT—F (2—H¥4, EFA—NLT FLA FAA ) &ZLFR— R
FRLET,

A= RS YFUIDERE A vV Ty FUSICIDNT X (2—V4, &
FA—=NLT RFLA, BEORAA YY) #FERLET,
AR —, DAIWNR, BEUVT7 I T LA VRHDERTE :

e TANAKRT D AT LBHTEITHE- T, w0 T =T BEET L AREMED H 2 IDN
RAAL UV EEDAvE—2F R UET,

¢« ANRAMFELIINV T 2T OHEEMERHZ LTI N T LA 7 7 4V Z ko THRIEEN
72IDN RAA VG A vE—V BRI LET,

1]

ARy TyNHE, ATV T 4NE BEXODLPA vy =T Vv a il ko
THRHEENZIDN AL V2GR A vE—V 2R R LET,

s ANLDIEBEDERTE -
o« 2L, FRIFEVWOH D ANRLE LTHRIEBENZIDN RAAL VEETe A v —T%
FRLET,
e IDN RAA VEEGLEBFA—NT KL AZ®E—T7 VAN Tay 7 VA NDET Y
B L £,

e I FA—HIREE : ZEHFE— R2SNONE O IDN AR — h, 207 =—XTl, fhoidi
T— REIVFR—FrENnTWEREA,

[FQDN]

SEREMI R AA 4 (FQDN) 1X, A v Z—%y b EOREO AL B a—F F/TARA FD5E
B FAA 4T, X509 GEHEDOS S, FQDN MEETIXZ OREAED 7 = 7 hilkhl4
DOIiEL 7 4 —/L K (CN) & dNSName # 1 7 (SAN : dNSName) O subjectAltName fI55E 735
RESHLET, AsyncOSIE, £D 7 1 —/L RNDIL#E4 & SAN:dNSName D R A A 4 L FEHE
ZMRAEL £77, SAN:dNSName 4 Z /9% Z L A#H#HER L 97, A%h7 FQDN ORI,
example.com, *.example.com 72 EA3H 1V £7,

FQDN LD GRMFICITR N E TN E T,

« CN F 721 SAN:dNSName 23FERAEICH D Z &, AsyncOS TIIW T 41243 FQDN (ZHEHL L
TWVWDORLERDH Y £7,

« CN & SAN:dNSName D 5 23ZEHEIZH D Z &, AsyncOS TiL, /5% FQDN (ZHEHL L
TWAHRERH Y F7,

KDL SN T —2 3 BN E9,
s E7REEOKREE (120 X—2)

« BALZ N CAFEGE (120 ~—2)
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s T TAT v AGEBHEORGE (121 X—)

E 7 sEBAE D REE
AsyncOS I, TLS 72 & ® SSL % E T X TOH— b 20 FQDN Mk % il 9~ 5 il D% E %
BHEL £4, 7277 L. FQDN ¥ —E A ZFEBH THNCTH2HLENH Y 4,
« GUI 2 L 72 B 7 REBEORMGEE (120 X—2)
« CLI 2] L7 € 7 REIEOMGE (120 ~—2)

GUI ZfERA L = E 7 iEFAE DIREE

ATY T [V AT LEH (System Administration) ]>[SSLEZE (SSL Configuration) ] X—I 77 A L %7,

ATFv T2 [REOHE (EditSettings) 1227 Vv 27 LET,

ATv T3 [ETAEHEDFQDNMGE (Peer Certificate FQDN Validation) ] (23R &7z [0 (Enable) | F = » 7
Ry I A A AT LET,

ATv 74 [FE (Submit) 1Z227 Vv 7 LET,

CLl %A L - E7IIBAZDIREE
v REBHEDOKGEE EITT HI2IE, ssleonfig 2~ > REANTLHMENRSH Y 97,

1R8O BRI

prompt> sslconfig

Disabling SSLv3 is recommended for best security.
Note that the SSL/TLS service on remote servers may require that the selected TLS versions be
sequential. So to avoid communications errors, always select a contiguous set

of versions for each service. For example, do not enable TLS 1.0 and 1.2, while leaving TLS 1.1
disabled.

Choose the operation you want to perform:
- VERSIONS - Enable or disable SSL/TLS versions
- PEER CERT FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, updater and LDAP.

7 X3 L\ CA t&REE
AsyncOS CTlE, 77 T7A T LV AIH AL KBGER% A AR — h 35 & |2 FQDN fRiik % 17
TEET, MAHIFETHENNCT OILERH Y £7,

AT w71 CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT =2~ > K& AJJ L £ 7,
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ATy T2

ATvT3

(o]

772

ATy T
ATy T2

ATvT3

77517 riangori |

Enter in the command-line interface the CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT command

AVR—=FT D77 ANDLFTIE AT LET,

Enter the name of the file on machine "appliance" to import:
[1> filename.pem

FQDN #4256 13ME L E T,

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN) format ? [N]> y

147 2V RASEBHZE DL

AsyncOS Tlix, 77 I7A TV AHEET 774 7 AZA VR — 3% & &2 FQDN ik
HZIATCEET, REEIFEICTHNICT2MERH D 7,

CERTCONFIG > CERTIFICATE > SETUP =~ > RZ AT LET,

Prompt> CERTCONFIG > CERTIFICATE > SETUP >

TRFEAESLEZ R G EIIAT LET,

Do you want to add an intermediate certificate? [N]>

FQDN Z 84 2 B3 A LET,

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN) format ? [N]> y
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