FytE—CDESIVXY

ZOFEE, OB THRINTWET,
e NI wF L —EZOME (1 R—)
e PREFH A v —Y FT XU TOFRE 2—)
s Avb—V NI XTI T—=XOEMEOKRE (5 X—)
cEL A A=V DKRE (63—)
e NI wF T JYFERIZONT (15—)
A=Y NIRRT DRI TN a—T 47 (20 %—)

oYX T H—EXDHE
2 A 2@ Secure Email and Web Manager 7 77 A4 7 AD T v X 7 —E R I, EA—/L
X2 VT4 T T ITAT UV RAEMBELET, EX2 VT4 BET S ITA T RZE-T, &
A= )VEEIT TR CODEA =N X2 VT 4 T T IAT UV AEBRT DA v E—VDAT—
X A% | P LIBIFCE 97,
X2 VT BT T IAT A EFEHTHE EA— N X2 VT 4 T ITAT U RITL -
T EIND A v —VOREEZHHEICHIETZ DX 01220 9, B A —/VEHEFIL,
A= DR AN T 52T, ~T TR a— LA TGEICIRTEET, &
METEX 2 VT A BET T IAT U AEEHALT, FFEDOA vE—TIZo0 T, BME Sz
M A NVAEIESFR ST, ARARREEC AL T, HAHWEA—L A RY — AL
SO D DR R TE £,
grep RFERDOY — LV EMFH LT Y 77 A LV ERETHROVIC, BEX2 VT BHT ST
AT VADERR TN T oF o T A H =T 2 A AERALTA v =V DO RETEE
T, SEIFEFRMBRTA—Z EHMBEDETHEHTE £,

FN7oX 7 72 VIFKROHEBEEZED DL ENTEET,
cBALTU—L FEESHIEHEEFRNICEESNIEA vy =V 2R LET,

cIANO—TER: BETHTFAMLTFHEAT L, FFEOT L Na—TREFEIT
ZEENODRA =V ERKRLET,

AytE—SDRTvFUT .



AvtE—SorSvFy |
B esrzsov—o rsuxvomE

BB HAITOT XA NLTINERAELET, BE CHEICLVZEFOL IR N T v
DEEESNTWAERETIZ, 20X A 7OBRBEFEHLRNTLZEW,

M TTFANG A vE—UER T ANLTRBETXET, B LA TIOGN 7 7
ANPDREHL 1T OEENTNDE A v —UBNBEBERKEICFRRENET,

NI F—< A LOBHBMNS, OLEZ T V=7 R EDIRNMNT7 7 A L2 ZIP 7 7 A V73
EOT—HATICEEND T 7 A NVAITBESNEY A,

N7 oX T TERVIRMN 7 7AVbH0ET, N7+ —~v A LOBEBNG, 7 7
ANLDAF ¥ ANIOAF v VEMWEO—BR E L TORFATINET, &2, Ay
vt —UFFarT Y T4 EZ Y 7 DLP, EHREAX TR ETT, W7 A
WX, W7 7 A VR ETERT STV A RIIARSIA F v 2@l T 5 A v E—UITxkt
LTCOAMEATEET, 7 7 A VARERENRWVVEIZRIOORLET (LIRS
WZIRSND DT TIEHY FEA) .

VAT LN ALT U T A NEDREMEH LTINS EEIC, AvE—UR Ry X

NEMD, FRIZZOEMN 7 7 ANDT VFANRKELINIT VT IA VA T 4 VZIT

Lo THIRENT-HE

s KLAF v UNEITEINDHNT, AvE—VHHER) v —IZLoT—HDAvE—
WO 7 7 A ADHIBR S 8s
e J7AILSHA256 : A vt — 77 A0 SHA256 [HEAFHHOA v —V 2B L ET,

¢ CiscoR R b : BRBREMEHEDEA—N X2 VT 4 T I T 2 AT AT, &
BENTWETRTOT I IAT v AR BRENGLE LET,

s Ayt—UIDAYA—FE KU CiscoMID : SMTP [Message-ID:] ~~» ¥ —. F7=1Z Cisco
AyE—VID (MID) ##AILCAYyE—VEMELET,

CEEFBIPTFRLRIRAALUIRY FI—VREE - FEDIPT RLVA, RAAL VL, F
iRy NT—UVFEENLDRA =% R L ET,

A= UARY L UANVRGIE ARAGHE, FIFRSNRLADEEND T T T BE S
NeA =R, BfEEhic, "— KAV RS, Y7 b AU 2shiz, 7
EVANAT O R T LA ZIRBEICEE SN A =TV & FBEINICA N MZ—3
TOHAvE—VEMRBRLET,

HEBINFEEE  EESNTEEOBEDIP T LA, RAALUAFERITRy hU—2
FEENLDA v =V 2B ETHRELET,

PREFEA Y- FSYF T DETE
PREPHA = M T vF T ERET DI, ROFIEZIEFELBVIZEITLET,
1. PREFPEF A=V T X TOEYHE G R—)

2. EXA—NEX2 T4 TTIAT L ATORILERRIR o —2 v T vX o 7TOHE  (
48—2)

. AytE—CDRTvFUT



| *vE—Snr5vFry
hREDHEFA—L S virrommnt [

3. BHEHUBRDOBZEA—IN X2 VT4 T T IAT L ANDHFRERR X o — 8T v %
V7= 20BN (48 —)

PREPREBEFA-INW ST VXU TOESE

s LAY —=Web A v F—T 2 A ATOPREFRE T A=V T v F 7 OHE (3
)

cHLUWWeb A v Z—T =2 A ATOEFHEFA—/L FT v 7O 3 2—=)

LAS—Webf V3 —TJ A ATOHRREFEEFA—-ILISYTY
JnAEME

AT 71 [Management Appliance] > [Centralized Services] > [Email] > [Centralized Message Tracking] % 3R L £,

AT T2 [Avt—Y T vF 7P —E A (Message Tracking Service) |27 > a > C[A%Mt (Enable) %7 U v
7 LET,

RTYT3 VAT Ay N T v T U4 P —REFATLTHLHO THREFIUES A v E— N T v X T A F—
TVCT D561, = Fa—F T4 v U ABKELHER L. KE (Accept) 15227 U v 7 LET,

ATy T4 BEREEFEL, RIFLET,

RDBRY

EA—NtEXa2 T4 TTIAT UV ATOHRREFHRA v —2 T oF U TORE (4
A

FLULWeb, >3 —T 1A ATOERFREFA IS vFUITDE
1k

ATV Tl BX2 VT4 BHT I T AT, [P—EARAT—HF A (Service Status) |27 U w7 L, [AvE—Y
~Z v %22 (Message Tracking) ]IZ%H&T % B o h— I rabYET,

ATy 72 [REDIHwE (Edit Settings) |27 Vv 7 LET,

ATYTI VAT LBy N T v T U4 P —REETLTHOYD THREFRET A vt —Y N T XU T 2B
T H5A1E. 74 B AR ELHER L KR L, [H1T (Proceed) |27 U 27 LET,

ATV T4 NINVAAL v FEr Yy LT, BFHUETFA—N T XU TEENNILET,

RTY TS AT L7 4/ REBRL, [E (Submit) 1227V v 27 LET,

AytE—SDRTvFUT .



AvtE—SorSvFy |
B e tx105¢ 775470 RTOPREFHA v b~ FSvXLTORE

RDBERY

EA—N X2 T 4 TTITAT U ATOHRBEFRZ o — N T X TORE (4
~_—3)

EA—IL XY T4 7PTSAT7URTORREGBA vy E—2 k
IR ITDEE

RAFYT1 FHLWWeb A v X —T=A ADH) tF2 )T A HHT TIATLATR 220 w7 LT, LA T—
Web f v ¥ —T7 A A%ua—RKLET,

RTYT2 EA—N X2 VT4 TTIATUATAy =V b Ty R IRRESH, EFICEEL TSI Lx
B L £,

ATFY T3 [EFx=2UF 4+ —E X (Security Services) |>[A vE— T vF 7 (Message Tracking) 128 L %
R

ATy T4 [REDHwE (Edit Settings) 1227V v 7 LET,

ATv TS HEHEERNT v %7 (Centralized Tracking) ] i8R L E 7,

ATv 76 [EF (Submit) 127V v 7 LET,

ATV T BFANDORMN T 7 ANV ERBBL O TED LT 2HE1E. ROJITERL T ES,
LI b 1 ODOZEaLT VY TANZERITTOMOR LAY VEENEA—NL X2 VT 4 T
TIAT VATRESN, ADNTROTWDLZLEMRLET, a7 Y 74N FBIORLAF ¥
DFMZONTIE, THEHDOEA =NV X2 VT 4 TTIAT UV AOY=a T )VERITF T A2 ~L
TEZBL TSN,

ATV T8 BHEREL, RIFLET,

AT9T9 FHHUBDOEEA— N X2 T 4 TTIFAT L AZFERROFNAE MY KL ET,

RDZERY
B EDOEKEEA—N X2 )T 4 TFIAT U ANDHREFTRIRA o2 —2 T o X T

F—E 20BN (4 2—=)
EENMEDREA—IL X1 )T4 FTITAT VARAANDHRERT
2yt—2 FSyxL S H—EXDEM

oo B PR R RE 2 R T ARE. TCICT I IA T U AZBIMLENE I k- T,
ZZCOFNEEFE LY 9,

ZAFYT1 FHLOWeb A2 F—T A ZADH) ¥F2 VT4 BFHTTILTLATRHE 220 v LT, LHV—
Web A v #—7 A Akn—FLET,

. AytE—CDRTvFUT



| *vtEt—SorSyFy

prrs~07s 205z [

ATy T2 [BEBT7T54 7R (Management Appliance) | > [SE#IEEH—E X (Centralized Services) | >[t ¥ 2
T 47 F547 R (Security Appliances) | 23R L 9,

ATvT3

ZOR=UDY AR, TTREA—N X2 T 4 TTIAT U AEBMLTODLEEIE. ROTNEE

FATLET,

a)
b)

EA=N X2 UT 4 TTIAT UV AOLHEEZ ) v 7 LET,
FERA v E—Y N T v (Centralized Message Tracking) | —E A& EIR L E 5,

ATFYTEG EA—N X2 )T 4 TTIAT U AEEEBEMLTORWESIT, ROFIEEZETLET,

a)
b)

f)

2)
h)

[(A—=NT T F7A4T7 ADiENM (Add Email Appliance) 1 %7V v 7 L7,

[77ZA47 A% (Appliance Name) ] 3B L OV[IPT KL A (IP Address) | 7% A b 7 4 —/L RIZ
A= X2 VT4 TTITATVADERAN LV X —T 2 A ADT TITAT A4 EIPT RLAEA
SILET,

GE¥) [IP7 KL A (IPAddress) |7 4 —/L RIZDNS4Z A LIZBATH, [
Vo r735& IPT RLVRICEBIIETS,

[EERA vE—Y FT vF 7 (Centralized Message Tracking) ] —E AN HEFNIETIR SN TV ET,
[$E6tDHEIL (Establish Connection) 1227V v 27 L,
BHHR LI DT TIAT U ADEHET AT FOA—FHENRAT L= AL, [EROMHEL
(Establish Connection) 1 %27V v 27 LE7,
B B CERITREANT AL, KX a ) F A BT T IAT L AN B N TS IAT
VANSND T 7 A MIREDTZDDAB] SSH F—NEINE T, vl A UEREBRIT Security
Management Appliance (ZPR7F AV EH A,

palll

(Submit) 1% 7

[Success] A v EB—UNR—=TDT—TND HIIFEREINDETEELET,
[T A MESE (Test Connection) 1227V v 27 LE7,
FT—=TNDLEDOT A MEREZHERLET,

ATY TS BFEEEGFL, RIFLET,
ATV T6 FREPHMA o —2 v T o F U TEANCTEIHEA—N X2 T 4 TTITAT AR L, 2O
FlEZMEY KL ET,

HEFER~ADT7 VL ADEHE

Ayt —

BHEHA AT BANTHET D56, T —XHKBIE (DLP) RNV —I0EKT DA vE—TIC
FRENDMBIFERA~DT 7 v ZAZHIRT 5L, A vE—2 b T v % 7 TOMBEFR~D
T EAOHEE SR L T TEE,

O rIvXDT T2OENEORE

Ayb—U NI oX T THIIEEND BMNFEEEHRT I L, BIXOREOT—X DK
VA X —r )T B ENTEET,

AytE—SDRTvFUT .
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AvtE—SorSvFy |
B =5 r1ve—vorx

AT T1 FHLWWeb AL 2 —T A ADIK) X2 UTFT &7 54T AT 3 7 Uo7 LT, LAY—
Web A v Z—7 A 2% —RLET,

ATv 72 [A— Email) ]>[AvE—Y b7 vF> 7 (Message Tracking) |>[A&RAvE—Y v ovF T
7 — 4 (Message Tracking Data Availability) | Z 3R L £,

BFA—IL A vE—DRE
A

GE)  AsyncOS 1361127 v 77 L—RL7#, 7y 77 L— RIS Tz A vy —T o8k
RBIIEREINEEA,

cHLWWWeb A v H—T A ATDETA—IL A vE—VDORE (63—)
s LAY —=Web A U F =T x2f ATOEF ANV AyE—TOREK (9~—)

CA—NAR Y JATOA v e—VOEE (123—)

HLLWWeb A A — DT A ATHDEFA—IN AvE—DBE

TTIATUVADRNT X T H—EREHEH LT, A ve—UHA1T, HEEOHEPH, =2
0—7EEEELIIREE, LWHEA RV (E2IE, A v —URN UL VARG EEZIT AR
LGN E D D0, N— R AT U AFETFRE SN0 E S 7)) e FHE L& —8%T
HLEEEDBFA—N At —VFERIFA =D N —TE2RBETEXET, AvE—Y F
TR T TIE, AvE—Y 7 -0l 2 —BEREINET, T2, BEOETA—L
Avt—UERNIATT L, WA X N /M7 7A0%, 2o RXe—T B0y 4 —
MR E, AvbE—VOFMIEREMHET 2L TEET,

\}

(B ZOrIyFxr 7 arR—3x2 MLV A DET A= A ve—UOFMRTEHRS TR X
NETH, ZOarR—3x b2HEHLTA v E—YORAREFHIZ LITTEXE A,

ATV TN BXa2 VT 4 EBT 7747 AT, [FT7 vF 7 (Tracking) ]> [R5 (Search) ] ZEINL £,
ATV T2 [AvyE— (Messages) | ¥ 7 £7-13 [#EA SN 7-8%%¢ (Connections Rejected) | & 7 % 3IR L, MR

R IABE T,
GE)  FEEPT FLA, FAASY FExR Y MU= FAEICESWTHER SN2 k15
TENTEET,

ATv T3 ((EE) [ (Advanced Search) 127 VU v 27 L, ZOMOKRKAT v a v 2R RLET,
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| *vE—Snr5vFry
HLUWeb > 8—T x4 RATOBFA—L A vt—SnBE [

ATy T4 WOBRBRIEANTILET,

GE) FT X UTRERTIE, VAN RA— FCFRERKRBIIY R —FShEEA, FT7yF 7K
RCIIRILF &N CFITXB S EE A,

(A=Y LG SNTEROLR) %15 LIz A v E—% (Message Received) ]: [AiTH (Last
Day) ]. [BiTLEM (Last 7 Days) |, F720% [F A ¥ L%ifH (Custom Range) ] Z#FEH LT/ =V DH
REOHFPHZFRE L E 9, WME24FHLUANDO A v —T%BET HIIL[ATH (LastDay) | 47> a3 v
ZREAL, @ETHMOA v =Y 2RET 51203 [T (Last7Days) 1473 3 > &Y HORR
MR A EH L ET,

HftZfE LT E, 72V —i%, ¥ _XCOBRMHTEIT =2 2 L E9, FRFREHE7ZT 2T
TAHE, 7Y —T, TRTOFATRER ATz > TEORREHENO T —Z 2R LET, &T
HEKTHZNCHEAAEDOHA E 2359 28T 5L, 72V IFRAEORMICET 2T TCOT—X 2K
LET,

HAFERERIE, 77— X=X RE SN GMT EicEf i snEd, 77744 7 A ETHA
LA AR THEEEIE. TOTTTA4T L AOBRMEE CEREINET,

EA—NEX2 VT4 TTIAT U AORTIZEREKIN, EX 2 VT 4 BBT 7747 0 ANRBUSHE
BDA =L DHPRBRERICRFZENE T, 27O A XEeR =) v TOBEIC L ->TlE, BT
A= Ay E—UNEEINTRME, TR N T vX 7L LR—T 0 VT ORERICHERICR RS
WA & OICHO TN RENELDZEBHY 7,

o [=r e —7EEH (Envelope Sender) |: [RThiE 5 (Begins With) ], [IRICHEET S (IS) ] £
72X [k % ETe (Contains) |ZEFEINL, THFA LTI ZAN L Cmor_Na—7REZFEMRBLET,
BIA—NVT RLA, a—W4 FTERAL L ZANTEET, ROBXZHEHLET,

*E A—) RAA D4 : example.com, [203.0.113.15], [ipv6: 2001:db8:80: 1::5]

¢« SERE A—)L T KL ADEA : user@example.com, user @[ 203.0.113.15] or
user @[ ipv6: 2001:db8:80:1::5],

s WFHEANTEET, ANLIENEFFEITSNERA,
« [:4 (Subject) ]: [IRThiE S (Begins With) |, [(RIZHEET S (IS) 1. k%= Te (Contains) ], F
721X [ZETHD (IsEmpty) | ZHIRL, 7FAPMLFINEZATLTCA v E—VHATTERBELET,

o [T _u—7%{E%# (Envelope Recipient) ]: [YR Chi£ 2 (Begins With) ], [RIZEEKT 5 IS) 1.
F2IX [(REETe (Contains) | #EIRL, 7X A MEAN Lo "o —7ZEHEEHRBELET, &
FA—=IVT RLAR, a—WH FERAAL 2 ANTEET,

EXA— N ¥Xa2 T4 TTIATLVATEA VT RAYERIZZA VT A T—TNVEHEAL T E5E
X, Ak "o —77 FLATERL, SERSNEZEET FLAPBREZEINET, 2nlsto
HOLPOLEGEICBNTL, AvE—Y I FrF s ik TARDZ R —TZEET KL
APRBEEIINET,

ZORERFIE, =N —TZEHEOFNERBERMFTT N —TEEEOLRE LRI L TT,
XFHANTEET, ANMULERAFRTFETINEE A,

AytE—SDRTvFUT .



AvtE—SorSvFy |
B siowe 5o 2TOBFA— A vE—DDiRER

s [IRfF7 7 A4 14 (AttachmentName) | : [IR ChiE % (Begins With) ], [IRICEET 5 (IS) 1. E72i
[RZ&Tr (Contains) ] 2R L. MR DU 7 7 A /L4 D ASCIL % 721% Unicode 7 F A b X551 %
ANLET, ANMLTETHFANOREBIOPRED A=A I RESNETA,

* Reply-To : [[RChrE % (Begins With) ], [IRIZEET S (Is) ]. E£721L [E¢e (Contains) ] AN L
<. A /'IZ*“.‘/\O) ’—Reply—ToJ A/&“‘L:%OU\VC} /'IZ“‘f/%*ﬁ?ﬁ?j—éjC?ﬁu%ﬂﬁ Li‘?“o

«[7 74 /LSHA256 (File SHA256) ]: A v —Y D7 7 A L0 SHA-256 {lix A LET,

SHA-256 7~y ¥ 2 \ZEDWNW2 7 7 A )V OFERITIEIZ DWW TIX, SHA-256 /Ny 2 22X % 7 7 A VD%
BESBLTIEEN,

s [AaDARAF (CiscoHost) ]:[TXTDHFEAL (AllHost) [Z#EIR L TTXTHOEA—/LEF =Y
T4 TTIAT L AMTRET D, RRy T X T Ama—PbBREA—LEX2 T4 7
FIAT U AREIRLUET,

o [A v E—VIDN v X —3 X UCiscoMID (Message ID Header and CiscoMID) ]: A vE—Y D~y & —
DT F A FXFHI, Cisco IronPort A v — ID (MID) . £/ DO G52 A LET,

e (Avb—VLERINTBEROEAR) MMEZIPT RLVA/RAAL /%y hU— 7 A% (Sender IP
Address/ Domain / Network Owner) ]: I5{G7CIP 7 RL A, RAA U EF Ry MU —2 A& OEM
EANDLET,

eIPvd 7 FL AT, BUFRTRUIGNTZ400ETHY . ZNEFNOIAEIL 0 ~ 255 TRITN
X720 8 A (f:203.0.113.15) .

cIPv6 7 RLATIE, 80D 16 By FD 16 EEEES = v TRY) S THER SILE T,
WL 1T T, 2001:db8:80:1::5 D L H I P u [EfE A Tx £4,

s [AvtE—T A X F (Message Event) | : iBEFXfGiDA X MEBIRLET, A7 va i, [V
A VAR (Virus Positive) ], [BAfE72 A /324 (Spam Positive) ], [ A7 k A/XA (Suspect
Spam) ], [BEENTWAHIEEDH % URL (containedmaliciousURLs) |, [{EE Sz 7 IV ITH
F N TS URL (contained URL in specified category) ]. [DLP /< (DLP Violations) ] (DLP 7KV
—DAFIEAT LT, EROBEBREEIIFETT 7 v a s &28IRTEE£79) | [DMARC EX

(DMARC violations) ]. [%f558 7T (Delivered) ]. [BER~/LV D = TIRi#ER T T 47 (Advanced
Malware Protection Positive) | (iRfI 7 7 A L TR &b~ v =7 ) | [/>— K237 & (Hard
Bounced) ], [V 7 b /37 A (Soft Bounced) ]. [FfE. RV T —[REEEIZHEEE (currently in policy
quarantine) ], [BfE. VA /L ANGEEECIEEE (currently in virus quarantine) ], [BfE., 77 b7 LA
7 [RBEZ[REE (currently in outbreak quarantine) |, [A v&— 7 ¢ /L& THiltl (caught by message
filters) ]. [Z>T > 7 4 VX CTHiH (caughtby content filters) ], [A/XA & L CHEEfE (Quarantined
asSpam) | C¥, FT7vF T 7 VIZBINTHEL OFEMELEN, A2 X TOR) HE T4
FERHLTEMLES, EEOA XY NIRRT DL, MBBRITIERLET,

FTRCOT 4=V RICANTDHREETHY /A, [AvE—T A b (Message Event) |47V a v %
bR, 7=V TAND) BRIZ2V ET, 207V E, RET7 — IV RTHRESN TAND] FKifhic—
HTHAve—VrBRLET, exiE, 2o _XRo—TZEHELMHLITONRTA—ZIZTHFARN AN v
JERBETDE, 72V IE, BEESN o " —TZEH L HLITORFIC BT DHA -V T %
ELET,

. AytE—CDRTvFUT
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| *vE—Snr5vFry
LA —Web {2 8—T 1A ZTOBFA—L A vt—oniE [

GE)  HLWWeb A ¥ —7xARATIL, #8007 URL MK % FIT L TRRZEIGT 51213, BB
FHNORTEIC %) ZBMT 508N HY £,

ATvT5 [#8%F (Search) 1227 VU v 7 LET,

BATMI ODDEAFA— N AyE—VIZHELET, Ea—TAvybE—U%I5Ilr—FTHITFA7n—
NE T LUET,

MENJG U T, FILWVWRBRREZ AN T Z ik vmBEBELL, 72V EHFTLET, HDWVIT
WOBETHPATE L2, fRtEy F2RVAALATREREZEHOLIZ L TEET,

RDZRY
R Y FORYIAZ (14 =)
cAvt—Y NI yX U TBLOEER LY = T HEEEICOWT (15 3—)
s T yFRT TR UFERIZONT (15 =)

LAL—Web A VB —T A RATDEFA—IL A vtE—CDRE

X2 UTABHT SIAT UV ADRT v F o I —ERZMEH LT, A vb—I 04T, B
REDFAPH, = " —7REETEITZEE, WA X (2 xE AvEeE—URUAL
ABGHEFE T AL AN AGIEDE 5 D20, N— R AT U RAETFBUE SN E D) Il BE
LIeSMHC BT 2FEDEBETA—N Ay —VERFIA v -V DI NVN—TERFETEE
T, Avt—V F T vFU ST, AvbE—Y 70— iR —RNERENET, 4.
BEDBEFA—N A=V RYU LA L, AR b, 77 A 0V4, = _o—
TEBIONy X —FRR L, A v —V 0O MEREZHRT &b TEET,

GE) ZOFIZoFo 7 avR—32 MIEVEADEFA—I/L A v OFEMRERSITRMAE X
NETH, ZOarR—R Vb EALTA Y E—0ORREZHDZ LIZTEERA,

RT9T1 [A—V (Email) |>[AvE—Y T vF 7 (Message Tracking) ]>[A v —Y hT7 v ¥ 7 (Message
Tracking) ] Zi&R L £7,
ATw 72 (EE) [FEHEE (Advanced) 1V 27 %227V v 7 L, ZTOMOBRBAT v a v 2R RLET,
ATY T3 MBREMEEATILET,
GE) FT R UTRETIE, VAN R — FXFRERRBUIY R —FShEEA, FT7vF T
RCIFRILF &N CFTIXBI S EE A,

o [T _Nu—7%E#E (Envelope Sender) ]: [(R ChAE 5D (Begins With) ], [RIZEET S (1S) 1. F
“IX[R&ETe (Contains) JZBIRL, 7F A MXFHNEZAN L T o _"n—FREHEELMELET,
WA= T RVA, a—W4 FREFERAAMCEZANTEET, ROBELEFEHLET,

AytE—SDRTvFUT .



AvE—SnrIvEry |
B oio—web s s—T:42TcOBEA—L A v E—CBE

*E A—/L RAA DA : example.com, [203.0.113.15], [ipv6:2001:db8:80:1::5]

¢ SERE A—/L 7 R ADEFE : user@example.com, user@[203.0.113.15] F7=1%
user@[ipv6:2001:db8:80:1::5],

s XFHEANTEET, ALERNFTETINEEA,

s [mr_u—T7%(5% (Envelope Recipient) ]: [{RTiEE D (Begins With) 1. [[RIZEET 5 (IS) 1.
FiE [kEETe (Contains) ] Z8IRL, TF A MEANLCZ o X0 —TZEEERELET, &
FA=NT FLR, 2—=F4 LI RAL 2 ANTEET,

EA—NEXa2 VT4 TTIATVATIEA YT AERIZZA VT AT —T NV EFH L TOD5EEF. K
kxR —7T RLUATIERL, JBESNEZEET RLAPKRRINET, TSN OH LD
BIZBWTIE, AvE—Y v 7o) i2koTARRODT . Ru—72EHET FLAPKRRINE
TO

ZORERFIX, 2o X —TZEHEOAENRBFMG I e —TEEEOLE LR LT,
XFEANTEET, ANMMLERARITEITSNEE A,

« (44 (Subject) ]: [IRTHEE D (Begins With) ], [(KIZHEET 5 (IS) 1. (K& ETe (Contains) ]. F
72X [ZETHD (IsEmpty) | ZBIRL, 7FARNLFINEANLTA v =V HAITERBLET,

o [ LTz A vE—%% (Message Received) |: [AiH (LastDay) ]. [Fx¥T1i[H (Last7Days) ]. 7z
1L [ A% L& (CustomRange) |Z#FEH L CT7 =) O HEEO&FHZHEE L ET, WE24REFHLIND
A=V EBRBET DI [ATE (LastDay) | A7 v a v aMHL, BET7HEOA v -T2 M%R
T B [T 1R (Last 7 Days) |47 v a > &Y A OB Z2HH L £7,

AffafaE LR, 7 —i3, 3 TCOAMICRT 27— 2 2R LET, KFREHZ T2 ET S
L 7 =X, TRTOFMATRERR BHZ 7z > CZDORHIEHFHANO 7T — 2 2R LET, & THEKT
RFZNCBUED AT & 23:59 248 ET 5 & 7 = VIFBHED AIMHIBET 2T X THOTF— 2 2k L £,

HAF LML, T— 2 _N—R B SN GMT BRI B snEzd, 7774 T A ETHA LB
ANEFRTIEEIL. FOT T34 T L AOBMEE TFERENET,

EA—NEXa VT4 T I7AT7 0 A0a 758 ES, X2 VT BT 7747 2 AREISEHD
A=V DOBRPRERBRICFRENET, 27OV A XER—V VT OREIZL>TiX, BFA—L

A v —UNKEENHERE, TR T X T E VR—T 4 U T O RICEBRICE R SN AR &
DORNZHOTNRFENELDZ ENRH Y £,

«[HEHIPT RL A (SenderIPAddress) ]: E[EHEDIPT RLAZ AL, AvE—VZMET D0,
HDHVTIES ST IS T 2R T 202 BN L 77,

«IPv4 7 RLAX, BUA RTRUILGNTZ4SOMETHY . TNENDOEMEIL 0 ~ 255 Tt
20 E8 A (B :203.0.113.15)

«IPv6 7 LA TIE, 850D 16 By bd 16 EHEE 2 o TR LA TR S ET, Wi
1 &P C. 2001:db8:80:1::5 D Lk H ¥ uEfE A T& 4,

o [AvE—T A2 (MessageEvent) | : BB ROA X FEERLET, A7 a 03, [VAV
AR (Virus Positive) ], [HfE72 A /X2 (Spam Positive) ], [ A2 k A4 (Suspect Spam) ],
[BENTWDHIEEDH 5 URL (contained maliciousURLs) |, [fEE SNz 7 I VIZEEIN TS URL

(contained URL in specified category) ]. [DLP i#/< (DLP Violations) ] (DLP 7R U > — D4 A AT L
T, BROEREEIIFATT 7 v a v 28RTE £7) | [DMARCIEX (DMARCVviolations) ], [i%
12587 (Delivered) |, [BER~/L T =T BHIRT T 47 (Advanced Malware Protection Positive) ] (¥

. AytE—CDRTvFUT



| *vtEt—SorSyFy

ATv74

LA —Web {2 8—T 1A ZTOBFA—L A vt—oniE [

774 END Vv =T H) . [/>— K27 X (HardBounced) ], [V 7 k237X (Soft
Bounced) ]. [FAfE. AU > —[REEICREEE (currently in policy quarantine) . [FfE. A /L AFREEIZRE
B (currently in virus quarantine) ], [BifE. 77 b7 LA 7 [@EEIZIEEE (currently in outbreak quarantine) ],
[AvE®—Y 7 4 0% THiH (caught by message filters) |, [>T > 7 4 )L Z THild (caught by
content filters) |, [fRi&7c~2 v 77 AL %A 7 (Macro File Types Detected) ], [HUBR{L i ff #t

(Geolocation) ], [f&V A7 (LowRisk) ]. [A/3A & U CHaEfE (Quarantined as Spam) 1 T9, ~T >
X7 72 VITEMT 5% OFEEN, X2 X TOR) WA TFEHEHLGEMLEY, #Ho
AR MEBRT D &, BB RITIER L E T,

o [A v E&—VID v & — & Cisco IronPort MID (Message ID Header and Cisco IronPort MID) ] : A v t&—
VID Ny X —DT F A LFH, CiscoIronPort A »&—ID (MID) |\ E£721ZZ2DMW A% AN LE
7

o [Z7 = VUEE (QuerySettings) | : KR v T XU A=ma—0b, XA LT T NETOZ Y DOEITHE
MZ@IRLET, A7 a 0%, [147 (1 minutes) ], [2%7 (2 minutes) ], [543 (5 minutes) ]. [10%3

(10 minutes) ], 35X OV[REfEIHIBRZ2 L (No time limit) 1 T3, F7/2., 7= U NI THRER O K S % %
RLUET (K 1000)

s [t 7 7 A4 V4 (Attachmentname) | : [IR CAAE 5 (Begins With) ], [IRICEET 5 (IS) 1. E72iX
[R% & Tr (Contains) | ZIEIR L, KT HIRM 7 7 A /L4 D ASCII % 721 Unicode 7 F A U751 %
ANLET, ANMLTEETHRA FOEEBIORED ZAN—RXTIFRESNET A,

FTRTOT7 4 — )V RIZANTHEMEIIHY FHA, [AvE—T A (Message Event) | 47> a v %
br&, 7=V iX TAND| BBIZRV ET, 207V id, BET7 +—/V R TREINZ TAND] F&HFIC—
HTHAvE—VHRRLET, 2 xIE, 2o R —TFZEHE LML ITONRTA—ZITTHFAN AN~
TERIBETLHE. 72V, BESNEZ o R —FZEHE L HLITOMFIC—BTIHA vE—V7F %
RLET,

[#%%F% (Search) |27 Vv 7 LET,

R=UD T 2 VRERPFREINET, FITH 1 ODOEB A A vE—TIZxELET,

AT CTHRBESLEPEFE RSN ET,

WS IATHD [RX—2 470 OIEE % (tems perpage) | 7 4 —/V RTHRELZME D H KEWIGA, &
RIFEEOX—VICERREINET, X—VRZBET5121Z VA MO EHELIITHICH D N—VF 5
Vw7 LET,

MBI U T, B LWRERIEEZ AN T2 Z LIC X VBREREL L., 72V 2BETLET, HDHVIEL
WROETHPT L LI, #ikty FERVIAATHREREL&HODLZLHTEET,

RDERY
cHERE Y FOKDIAZR (14 R—)
Ayl —V T yF U TBIOEER LY = T PEKEEICOWVWT (15 %—)
s b T yFR T TR UFRICONT (15 °—=)

AytE—SDRTvFUT .



AvtE—SorSvFy |
B - hoszcorve—vorr

A—=IRY T RATDAYvE—DDER

Cisco AT oV EXa VT 4 &7 FSIA4T7 v A%, 2—PFA— LRy 7 AT TITEYE &
NTVWDEEDOHD A ve—V 2 EETHIHELZIRIELET, AveE—Y FTovF T 70
NEEFHLT, Ave—VA2BEETHILOIRCT I IAT UV AERETEET,

=P RA =LKy 7 AT TIEE SN TWA A v =ik LT, FEITBEET 7 v a %
FEITTEXFET, 2213 FEAVE—VEE=FTAEHEIT, AvE—Y Foux S
TUNBEFHALT, 2—FRA— By 7 ANORA v Ee—JIZt L TEET 7 v a v B FETT
=F7,

Fio, [AvE—Y T vF Y (Message Tracking) | — V&AL T, 2—HF DA —/LiR
JAFEENTA Y E—VERFLTEET LI L HTEET, (AvE—VFTvX 7T

(Message Tracking) | X— 1L, A— /AR v 7 ACEE SNTZTRXRTOA v E—VERRIZL
TR FATT DO DG SNIEHITTT,, MBEHENDEET LA v -V 2RIRL, £
DAy =V LTETTLT 7 a2 TEET,

Ayt—S0—4Ho0—-0DBREEBE
1L Ave—VFT7 T4 T ACRFEL, ZEFICREINET,

2. 2—FEAvE—Y bTuF LT TAAFEHERLT, ZEFCRESRIZA vE—
ERFELET,

3. 2—PIEZEHEDOA—NRy I ANLBEETIAvE—UEBIRL, A vEe—TIEET
JyvariEmALET,

ARV ARDA v E—CDBREBEEBEETIa Y

4a & SRS

¢CisCOEA— /L ETxa T 4 F— " xA TRA—ILR 7 ZADBEEEENE N> TE
D, THU FOBRENZET L TWNWELZ EE2MERLET,

T TIATVATAYy =V TR T2 LET, PREPUX =T T
FUTORE Q=) ZBRLTIEIN,

e HIREERIRI A v —Y N T vXx T Y —EREMEH L TV A5, EHXSRO Cisco E
A= X2 UT 4 7 — MU xA T Trailblazer "— k & AsyncOS APIHTTP R — M3 F
Zlg o TRY, vAamaryr oy teXxa VT BT 77 A7 2 AN Trailblazer iR —
MZT 72 ATEDZ & EMERLET, Trailblazer IRN— RN 72> TODEHEIE, ¥
Aa@arrFrVeXa VT BT 774 T VAN, BEEXRO CiscoE A —/L ¥ =
U 47— K7 xA D AsyncOSAPIHTTP(S) R— M T 7 ¥ A T&E 5 Z L 2R L £ 7,

 BHSHRD CiscoE A=V BX2 VT 4 TTI7A4T AN, FBIEHAMN Cisco 2T V%
X2 VT A EBT T IAT U ADEEA N TITHFE L2V GEEEZFEH LW A54.
P FEAEO T YR VT BT T A T U ATORGEIRR L E9, @E
PRI 5121, CiscoEA— X a VT 4 77747V ATHER SN EALM EFEH

. AytE—CDRTvFUT



| *vE—Snr5vFry
A=Ky Y 2RO A v e—SnmReEETIvaY ||

EORAER % Cisco AT VX a VT 4 BT 774 7 RAGEMLET, iRz
B9 A121%. CLI T certconfig > CERTAUTHORITY V7 <> R&EMEH L EJ,

AR TV eXa VT BT T TA T L ATOY— NGEEORGEE BT 5
W—&i\ CLI'@esaapiconfig a<w Y ]‘%{%Fﬁ Liﬁ‘o %E%%@*ﬁgﬁ%%iﬁc:j—é el CE &i\ +
2T 40 FOHEENOHEREL FE AL

RT9TN ¥X2 VT4 BT T IAT VAT, TTIAT LV ADH LW Web A VX —T = AD[NT v X
(Tracking) 1 # 7 %7 U7 LET,
ATV T2 [AvE—Y (Messages) | #7527 Vw7 L, MBEREKVIALET, FHMIZOWVTIE, B LV Web A
VHE—=T 2 ATODEAA—I A vE—VORBEKE (63—) 2BRLTLIEEN,
RT9T3 BETLIAvE—UEBNLET, —EITRKI000FDO A vE—VZRINTE ET, BEELADA v E—
VOLEEETEET,
ATy 74 [(EE (Remediate) 127V v 7 LET,
RATY 5 ROFEMEATLET,
NEEMRDO Ny FLHEANTLET,
cROIEBET 7 arOnFria R LEd
c Av—UEHIRT D, AvE—VETL R2—PD ALKy 7 A5 ERICHIRT DHAIL.
ZOF T a BB L E T,

o [EFA—/ T KL A |ZHak (Forward to an email address) ], 8 € L7z —V (BT A —VEFE
08 WA vE—VRRETLGAIL. 20X T a UEBRIRLET,

[BELIETFA—N T FLAIZEEEZELTA v E—%HIBR (Forward to an email address and delete
themessage) |, fHE L= —Y (BT A—NVEHERL) ITAvE—VZEEELILREIC, TOAY
Tt —Vh T Ra—HF DA — LRy 7 ANLERICHIRT 2581, 2047 a v 2@RL %
T,

ATvT6 [ApplylzZ Vw7 LET,

LEH (Apply) 127 Uy 2 d5L, [AvE—Y T vF 7 (Message Tracking) | X—Y D4 FEIZH
5 [EE VAR — AT —4% A (RemediationReportStatus) |7V 4 V= v NERRTEET, 20T 4V =y
FEfFERHLTEELR— NOERAT —Z AR LET, BELR—FDOERNET LIEZL, V4V y
rD FEMOZFRR (View Details) (27 Vv 7 LTEELAR— MIBEIL, BEFKREZEZTILET,

G¥)  [LiR— bt (Reports) |>[1—H L7R— bk (User Reports) | [f&#E LA — I (Remediation Report) ]
WCBEI L, [A—/VR v 7 ADOMRER EEE  (Mailbox Search And Remediate) | #7427 U v 27 LT,
BELVAR— N EERETTLHIEHTEET,

AytE—SDRTvFUT .



AvtE—SorSvFy |
B «=toronuna

EREY FORYIAH

sV EFETTHE Ry MIREU EOFERPZENTNDLZLBHY 3, FrLny
T 2T 2O TIERLS MR A MOITROEZZ U v 7 L, #Rkty &k idAAE
T Hz7 ) v 3DL, ZONTA=FEPBEORMLE LTEMNSLES, LLad 7
TVRERICEBOHMNDOA vy E—=UNEENTWDIHE. THOREDRMNEZ2 Y v 732
L. TORMCZRBEINTA v =V I NRFIRSNET,

ATYT1 e LTENT D BIch—Y 288 LET, EREATHAERINET,
WRDNT A= EZEHN LT, MEREZHEELLET,

* Date and time

« Av¥—YID (MID)

e HRAN EA—NEX2UVT 4 TTITAT URA)
* Sender

« %154 (Recipient)

« A=V OMAT, M O SR

ATFYT2 FHLOWeb A H—TxAf ZADH) Avt— T vX o FHREBEEMITIEFE Modify) 1227V v
LET,

WRDNT A= EZER LT, BMEREZHEELLET,

* Date and time

« AvE—Y 1D (MID)

«CiscolSA K EA—N X2 VT4 TTIA4T L R)
« 15f5% (Sender)

« %154 (Recipient)

« A=V ONAIT. I O

e Avt—T A~ (Message Event)

s ZOMOFEM (A v =DK% DIREE, SBRS, HEHIP. BLOT L—7)

ATy T3 Wlxr Y v LT, MEBEAKEEIELLET,

(R (Results) 1 B2 vail, D72 NI A—ZBIOBEMUTH LWRFC—ET DA v —Y
MERENET,

ATy T4 VEIEUT, RADHMOEEZ 7 ) v 7 LT, MRE2ILITHEELLET,

GE) 7 VRHEHIRT DL, [Z7 V7 (Clear) 1227 Vv 7 L, HiLWhTvxo 7 72l 2547
LET,

. AytE—CDRTvFUT



| *vtEt—SorSyFy

Ayt— b

Aye— bSuroUB&UBELG LYz 7HEEE 0T [

SyxFUSBLUEELTILY T PIHEBEEIZ DT
Ave—Y NI ovX T O7 7 A NVEBIERERBT DT, ROJUTEE LT EE W,

T 7AN L EaT =Y ary P EATRHEENTEER Y 7 A VERRKRT DT, Ay
=Y F T XD FEMERE (Advanced) |27 v a T, [AvE—TUARU b
(Message Event) | 47> a v d [EER~NLVY = TH#R YT 7 (Advanced Malware
Protection Positive) | Z %R L £,

A= FT XTI T AN L E 2T —3 g VB OWTDIFERE . A v E—
U ENTZ L X ITORENTZTED T 7 AN L 2T —2 g OHEDHRINEENET,
T ZIERINC T 7 AN V—Thd WS, 0%, HEDT v 77— K TE
D77 ANNEECTHD LM SN 5E, 7 -V OHEDHND NT v x o FHERICE
RENET,

AvE—Y N7 vX 7 OFMO LBEEM (ActionDetails) &2 > = 2k, BLF O
WARRINET,

o Ay —UDEIRN T 7 A /LD SHA-256
o A= URRIIKT DEER T = T O BAHE
s N =T BB ENTRS T 7 A

TV —=V BN T7 7 ANBLOAF Yy TERWRMNT7 7 A VOB HRITEREN TS
Ao

HEDT v 77— MI[AMPHED T » 77— & (AMP Verdict Updates) ] L'AR— k TD I
FHTEET, AvE—Y NI yF L TDOIDOA Yy E—VOFEMIE, HENEEINTDH
BHINERA, FEORMNZ 7 ANV EGL A v E— V%2R AT DT, HET v 7T —
F LAR—KMTSHA256 227 Vw7 LET,

« DHTHRERRHTRINC 7 7 A MG HEH P E I ML Vol 77 A NI ET 2L
[7 7 A /W53#r (File Analysis) | LAN— MZOAFRINET,

IS T 7 A NDEDMOIERIT, 777 RO AFTEET, 77 A /VOFEHATREZR
77 A NHTEREFRRT HIZIE, [E=4 (Monitor) 1>[7 7 A /V43#7 (File Analysis) ]
BEBRIRLT, 77 A NVERFET D SHA256 E AN LET, 77 AN —ERICLk -
TY—=ADT 7 ANPGHIEND &, TOHMERRTEET, Hrahic7 7 A L OfE
RIETGBRERINET,

SHTRICEE SN T 7 ANDEEA VAR RAET TI5AT U ARNET AL DA
VAR LRI A vE—Y T XU T OMBERICERIND LI FT,

crSwx T 0T YFERIZDNT

RN THLEZLOTRWEAIEZ, AvE—Y oo DT TNy a—T 007 (20
N—=) BB LTLEEN,

AytE—SDRTvFUT .



AvtE—SorSvFy |
B oot—vonam

FTodo 7 7 VRERIZE, T vFd S /) THRELERMIC—EHT LT ITORA v
T—UBRY A FEINFET, [AvE—TA X b (MessageEvent) |47 a v &frE, 7
ML TAND) A FAEA L TBEMLET, Rty FADA v E—IF, 73TH TAND)
FMEEHELCOWDRERHY 7, 2L, mo_Xe—7EEHITT THEY, AT
TWHEDZLERBETDE, 72ViE, MFOFMEFH-ZTA =V FE2ELET,
A=V OFMIEREFRRTDHICIE, TOA =V DH LV Web A V' F—7 = A AT[f
DR (More Details) ] £721%, L H Y — Web £ X —7 = A AT [EMIDFET (Show
Details) ]V > 27 %2270 v 7 LET, SEMICOVWTIEL, A vE—U0EM (163—) 258
LTLEEN,

N

GE) SOLUEDZEENND A=V, TR IV YFRICERENEEA, 2
OREIX, 5% DY) ) —RATHREIND TETT,

« FILWWebA v Z—T=AAD%) 7T ZfRETL2HE1E. BEMEERRT L
DIZTHANCAZ 0= F 5 ZENTEES, FTHANAZm—A3 5L, 10E DR
RNE 2—IZFRSNET,

HRBERERE 7 a0 EIChH D [ AR—F (Export) |V 7 BHEHAT DL, MK
Bh csv 77 AN AR— N TEET,

J XY EBRETDHEE K 1000 HFORBREREFRRT DI E2RINTEET, KM
—H LA =T AR 50,000 4HFRTDICIE, RBERBREZ Va0 o [TTE
T ZAR—1 (ExportAll) 1V 27 %27 Uy 7L, BIOT 7YV r— 3 THERD csv

Ty ANVEREET,

LR R R=TUDY I BT I LT, AvE—Y b oFU DA - UME
TR, TORERTFH LWL DOTH-=HE. 2k, #ERBIMTICLER—T 47
ENT R T RN FRIEFCER XU L TAEINC L CWRWEAICRAT D RN &
V) \i—éﬂo

Ayt —U M7 v XV ORKEHROHME LT 7 AR — MZOWTFHELL X, bAR—
TAVT T—=ERBION I vF 7 T—=2 D7 ZAR— R L TIEEN,

REEIER
A= 0FM (16 2—2)

A yt— DM

Ao =T Ny X —FEROUBEDOFEMR L, BEDEF A — A v = OFMERE TR
TAHICIE, MBRERY A FOEEDOT AT LT [FHlDF R (More Details) 1V > 27 %271 v
JLET, AvE—VOFMRERINTH LY 0 RUDBEE £,

A —OMIZIROE Y a R EENE T,

HEF ¥ — b EREDORBOHE (17 ~—)

. AytE—CDRTvFUT


b_sma_admin_guide_14_0_chapter3.pdf#nameddest=unique_74
b_sma_admin_guide_14_0_chapter3.pdf#nameddest=unique_74

| *vE—Snr5vFry
#EFv—regrogeonz [

s RA—F LAy F—DF T Y — (18—
CRA B YU =R (19 <—)

o MLERZEME (19 X—7))

HEFv— b EREZEOKREBOFHIE

MEF ¥ — ML, EXA—NL X2 VT4 TTXIA T ANOEZE DNtk oT Y H—
SENDHAEEMOH D SF I ERHEOHERNFRINET,
Y

GE) 12,0 XY HE1D AsyncOS TITHIET v — MBERINT, Itk DIRIEDHIEIL [Fefk DIRAEN
fE AT (Last State Not Available) ] & L CERINET,

IWKDOEIL, oo P DS EIERHEEZRLET,

R1HEEFY— bk
BEHEME | A vt— | R/NLX |94 LR |AMP guL4 avFy |7 ~7J|DLP
P74 |E IR A= |YTq LAY
LA L3 PEOI%
N/A b T - T I =214 R 7 = 1 7 =21 R 5 - 1 7 =2 4 R B = 1
= (Not (Not (Not (Not (Not (Not (Not (Not
(Aqud) Bvaluated) | Evaluated) | Evaluated) | Evaluated) |Evaluated) |BEvaluated) |Evaluated) | Evaluated)
YL —i — Al AfE 7 ) — | Al —3 — U H—
Rbyad | F—%% | Guped |TVB | EREDO Fog | Rog | THeeer
No | ¢, | Remed FA (No (No  |IEK
Match) A e | FH Match) | Match) (Vioktion)
sy | G | U s L
A= | Z2Fp o | AN (NO_
’ Rl (Sdpped) Violation)
ey | Uit | o)
VAN &
A —)L (Vo)
TEAE Ax ¥
null
Ueemtd
24
(Low
Risk)

AytE—SDRTvFUT .



AvtE—SorSvFy |
. IoANO—TEAYT—DHT ) —

A= DORBOREBICHETAHEICL ST, 7794 TV ANOEZET D0 DT XTOH
BEZRHIE DRI b Y W — SN DEEAENRE D £,

WIZ, WL DD OREDREOHIEEL R L ET,
« BLfE&F A (Ddivered) : X v E—U0EGE NS E,
« FOw TEH (Dropped) : A vt—Un ey 7 InifGa,
« ik (Aborted) : A vk—UitikEniga, B A= WY —HIRIZE D)
N\ U RFEH (Bounced) : A vE—VRNAT U ZINIZEGE,

« EEH (Splintered) : A v E—T D MID BNEEOEKARIEE FF 15D MID 125%I
éh?‘\—%ﬂo

« REEFHA (Quarantined) : A v —U NPl Lo TREES -84,

e X2 —Z8FEHS (Queued) : A v EB—UN, U RZEHR. 7Ry 7 R ZNAFEHER
—T b ENTZARY —, DA NVART U T LA 7 OREE~DEZE DF = — 128 I T-
%Elo
« JEh (Processing) : A vE—URTRCOT U PN > TEEBIZABL I TN 2N
Ba, i 7‘VJZ%“/‘%HF:%V\]T“%EO)I‘/“/“/%%%EP@iBQO

c REROREMFEHATRT (Last State Not Available) : A v & — D EH% DIREE %mﬁf%
WA, Bl Aovb—URo DNl Lo TSN TWAEEES . FE&&IREEIZE
FELTWARWES, )

IoRO—TEAYE—DHYTI)—
o7 vasidlE, moRa—TEEERCZEERLE, AveE—vorRe—T by
X —DIERNPFRINET, HETHERITIRO LB T,

[ZEBR (Received Time) | :EA— b Xa2 T 4 TTIATUVANA v E—VEZEL
7o HFR,

[MID] : A »+&—¥ 1D,
(44 (Subject) ]: A »vE—TDHATT,

AL N2 NS FTRFEA— L X2 VT 4 T TI3A T ANR Y 774
AT EREHET DL IOICHRESNTWRWEES, M7 v X FHERNOB41TIE T(No
Subject)] EWIHHIZ/R D Z ENH Y £7,

[ToAO—7#%iE#&E (EnvelopeSender) ]: SMTP = R —FHNDEEEHEDT FL A,
[T RO —T72{EE (EnvelopeRecipients) ] : SMTP = X —7HNDOZEEDT KL A,

[AvE—2IDAYHF— (MessageID Header) |: KE T A—/ A vE—TU%—EIZHBT 5
Message-ID:| ~v & —, ZAUIRANC A v =B E SN D & EITHAINE T,
Message-ID:| ~v ¥ —Id, FFEDA v —VEZMKRTDBRIENLDLENH Y £77,

[Cisco7RR k (CiscoHost) | : AvE—VZMBLIZEA— N X2 VT4 TTI3A4T A

. AytE—CDRTvFUT



| *vE—Snr5vFry
w2k y2u—nikE |

[&MPWJJ'&W(&MPNMU%wm] EEH S SMTP GRREAEH L CE A — L%
EE LGS, BEEDO SMTP it —¥4, ENUSNOEE, ZofEiX 7L (NJA) |
&&Diﬁo

[At 774 (Attachments) | : A v E— VIR SN2 7 7 A4 VD4,
[EIEE S IL—T (Sender Group) | : A vt —V&2ZE LT REE I/ NV—T
[Avt—2 B4 X (MessageSize) |: A vE—V DV A R

[R) o——3 (REF=I1E%EIE)  (Policy Match (Incoming or Outgoing)) ] : A v —Y %%
fEL7ZARY v—

)

GE) U UUNFHEMEZRUGTE VG AIE. 2 INA] & LTRRSNET,

RRA b —MiEE

[#5] % DNS /A A b4, (Reverse DNS Hostname) | : iEfF{HlAR A kDA A b4, 5% DNS
(PTR) Ny 77 v 7 THEESNE T,

[IP7 KL A (IP Address) ]: XZMAARDIP 7 KL A

[SBRS 2217 (SBRS Score) ]: (SenderBase L' ¥'=T7—3 g A=a7) . &L, 10 (&b
BETE HEEHR) ~-10 (HONRANRLEEE) T3, 2272 [72L (None) | DILGA .
FDORA = ENTHE T, ZOFRZ MIETAIERDEE LR -T2 L2 ER L
i—a‘o

pIBEERS

OBV a I, A v =0T a SR INTESEIERAT—H A AR b
NERRINET,

TURVIE, TVFARABLIOT UV FUANA AR Y 7R EOFBFA—I/L R o —DHL
B, Ave—UnEleE20to A Xy MIBETAERPNEGEENET,

A= VBRIESND & BEOHMTRAS Z ZICRRENET, L2, Ay E—Uns
RE S, = E— BRI RE STV A Hans Y £,

RLER S IVIZRCHT DA N M E, LB OFEHN TR R S E T,

[Y<!)— (Summary) 127
ZOETINE, AvE—VREFOTRTOALRY FOY~ U — a S RERINET,

[DLPIZ—Z L1=-NZ (DLP Matched Content) 12 J
ZOXTIE, T—FHEEOIE (DLP) RV V—IlEKT LT Y RERINET,

W, O T U IIERIEER, L 2T ENES, 7 LYy N h— RE S, @BEEZE
DOFE R EOEANBRNEGENDIT-D, BX2 VT 4 EFEHT ST T UV ANDT 7 AMETH
HINEHE LV OMERE TR L T RN —FICH L, ZDar T Y~DT 7% A& ER)

AytE—SDRTvFUT .



AvtE—SorSvFy |
B wrLsE URLDetails) 147

(LT BULERECEZERNHDVET, Avt—2 8T v X 7V TCOMBEFRA~DT 7 ADH
H Z#ZRLTL7ZE,

[URL 3%#8 (URL Details) 1% 7

ZDOATE, URLL 27— a v BXRURLAT I a5 oy 74004, (Ayk—Y
TUANETITIRL) TUNT VAT TANEZ THRREINTA v =V DORIERINET,
ZDX T, ROBERBPFEREINET,

cURLIZCEIHEfTHNTWALEaF—Yary 2a7EighraV

sURLIZK L TCHEITENTET 7 v ay (BE#L, GRORE, B3IV FA1L7 H)

s AvE—VICEEDO URL BEENL LG, 74 VF T2 ar% ) 7—L7 URL

EXA— N EXa )T 4 TTIAT VAN LEROEREERTDILIICRELEZSHAEDH, =

—

DE T HFRTEFET, [User Guidefor AsyncOSfor Cisco Email Security Appliances] %% L

TDERT DT 7 ERAERHETAHIZIE., AvE—Y Ty TOBEBEBER~DOT 7 X
D il )

[SMTPO % (SMTPLog) 1% 7

OB a T, BFA—INOEEZ D SMTPRIEICKI LT-BEDOA v E—V0n 7k
FRLET,

[AMPE 4 (AMP Log) 14 J

ORI g AlE, BERADTHETZ AN L 2T —2 3 VBXOT 7 A VST
P—E A THRHENZA v E—V o I RERENET

2yt— FSYXUTDONSI TN a—TFT4 2T

s THREIND A vE—URRBBRICFRI NN (20 X—)
T T A NDBRBRERICERENRY (21 =)

FREING A vE—UABRERBRICRTSING N
S
BIEC—ET 5 A v — VR RERRICE T TV EE A
R

« % OMF BT A v E—P A XY MR 1, TT T4 TV AOBREIT L - THE AR
RVFET, L ZITTANFMEB LTV WURL AT IV ARETHE, Ave—IIC
ZOHTIYDURLNEENTWTH, FERIZITERINEE A, E'Lﬁ@ﬁ%%ﬁ
TAHLIOICEA— N X 2T 4 TTIATUADELLBEEINTWSZ L 2R

. AytE—CDRTvFUT


b_sma_admin_guide_14_0_chapter15.pdf#nameddest=unique_395
b_sma_admin_guide_14_0_chapter15.pdf#nameddest=unique_395
b_sma_admin_guide_14_0_chapter15.pdf#nameddest=unique_395
b_sma_admin_guide_14_0_chapter15.pdf#nameddest=unique_395

| *vE—Snr5vFry
P PRGNt T IR PR

T, AN K — arTrY T4 ZBLOAyE—Y T4V F | REEORE R
ExafER L T EENY,
cAvE—=V bR T=RZORYINEORHE (=) EZRLTIEZEN,

WME T 7 A ULPRRBRICR RSN N

=
7 7y A AR ST REBEFHRICETR SN EE A,
FRIR 77 i&

W LB 1 ODZIFEaALT Y T 4 VE ETIIAL AR v U HEREN ESA TRESH., B
W TWET, REEM: (LT —WebA v F—T 2 A A TOHREFRE LA —/L KT v
7 oEMME B—) ) BEXO T oX o7 h— 20| OIRM7 7 A V4K
ROHKEENT v X7 P—E2AOME (1 2—2) 2R LTIZEN,

AytE—SDRTvFUT .



AvtE—SorSvFy |
B 7o urmmggcizsnmn

. AytE—CDRTvFUT



	メッセージのトラッキング
	トラッキング サービスの概要
	中央集中型メッセージ トラッキングの設定
	中央集中型電子メールトラッキングの無効化
	レガシー Web インターフェイスでの中央集中型電子メールトラッキングの有効化
	新しい Web インターフェイスでの集中型電子メールトラッキングの有効化
	E メール セキュリティ アプライアンスでの中央集中型メッセージ トラッキングの設定
	管理対象の各 E メール セキュリティ アプライアンスへの中央集中型メッセージ トラッキング サービスの追加
	機密情報へのアクセスの管理

	メッセージ トラッキング データの有効性の検査
	電子メール メッセージの検索
	新しい Web インターフェイスでの電子メール メッセージの検索
	レガシー Web インターフェイスでの電子メール メッセージの検索
	メールボックスでのメッセージの修復
	メールボックス内のメッセージの検索と修復アクション

	結果セットの絞り込み
	メッセージ トラッキングおよび高度なマルウェア防御機能について

	トラッキング クエリ結果について
	メッセージの詳細
	判定チャートと最後の状態の判定
	エンベロープとヘッダーのサマリー
	ホスト サマリーの送信
	処理詳細
	[サマリー（Summary）] タブ
	[DLPに一致した内容（DLP Matched Content）] タブ
	[URL 詳細（URL Details）] タブ
	[SMTPログ（SMTP Log）] タブ
	[AMPログ（AMP Log）] タブ



	メッセージ トラッキングのトラブルシューティング
	予想されるメッセージが検索結果に表示されない
	添付ファイルが検索結果に表示されない



