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RTvT4
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ATvT4 E
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d [ Establish Connection |
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GE)
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h)
ATvT5
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[ Contains |

E
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* Reply-To [ Begins With | [ Is ] [ Contains ]

5HSO\ 7R

o[ SHA256 File SHA256 | SHA-256

SHA-256 SHA-256
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E
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Malware Protection Positive ] [ Hard
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AND AND
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Tracking ]
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*E example.com, [203.0.113.15], [ipv6:2001:db8:80:1::5]
. E user@example.com, user@[203.0.113.15]
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[ Contains |
E
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o[ Message Event | [
Virus Positive | [ Spam Positive ]| [ Suspect Spam ]
[ URL contained maliciousURLs ] [ URL
contained URL in specified category ] [DLP DLP Violations ] DLP
[DMARC DMARC violations | [
Delivered | [ Advanced Malware Protection Positive ]
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Bounced ] [ currently in policy quarantine | [
currently in virus quarantine | [ currently in outbreak quarantine ]
[ caught by message filters ] [ caught by
content filters ] [ Macro File Types Detected ] [
Geolocation ] [ LowRisk ] [ Quarantined as Spam |
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o[ ID Cisco IronPort MID  Message ID Header and Cisco IronPort MID ]
ID Cisco IronPort ID MID

.
—

Query Settings ]
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1000
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[ Message Event |
AND AND
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1
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ATvT3

[ Results ]

ATvT4
GE) [ Clear ]

Ayt—Y FSYFXFUTBLUVBELTILY = TIHEREEEIZ DT

[ Advanced | [
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Protection Positive ]

[ Action Details ]
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SHA-256
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Details | 332
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. Processing
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I oRA—TEANYET—DHT) —

[ ReceivedTime | E
[MID] ID
[ Subject ]
E
(No

Subject)
[ Envelope Sender ] SMTP
[ Envelope Recipients | SMTP
[ ID Message ID Header |

Message-ID:

Message-ID:
[Cisco Cisco Host ] E
[SMTP ID SMTP Auth UserID ] SMTP

SMTP N/A

[ Attachments ]
[ Sender Group |
[ Message Size ]
[ Policy Match (Incoming or Outgoing) |
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pIBEEES
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336
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ATv 71 Web
Web
ATv7T2 | Management Appliance ]>[ Centralized Services ]>[
Spam Quarantine |
ATv7T3
a) | Enable |
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ATvT4 [ Edit Settings ]
ATY 75
AFvay 559
1P Quarantine I[P
Interface 6025 1P

Quarantine Port

Async0S 13.0 for Cisco Content Security Management Appliances 1—H 71 F (—f%&EA) .



B oio—web s 58— zxcoRALEROEMEL

B

axX JE

VYAVN =Y ] I

Notify Cisco Upon Message Release

]

T3y B
[
Deliver Messages Via |
SMTP
E
Data 2
E
E
Data 1 Data 2
Schedule
Delete After
[ Cisco [ Send acopy

of released messages To cisco for analysis (Hf42) |

. Async0S 13.0 for Cisco Content Security Management Appliances 1—H 54 K (—fg&A)



| R/<npmm
EENZOEEA—IL X2 T 1 7T FoA~OTRETHZALFHF—Ez0Emn [

AFvay 3568

[ Spam A3 (Logo)
Quarantine Appearance |

Web Web

50 500
Jpg .gif .png

A5 4> R—2 Ay+—2 (Login page message)

Enter your login
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Security Appliances |

ATvT3 E

a) E

b) [ Spam Quarantine |
ATYvT4 E

a) | Add Email Appliance ]

b) [ Appliance Name ] [TP IP Address |

P
GE) [IP IP Address ] DNS [ Submit ]
IP

¢) Spam Quarantine
d) [ Establish Connection ]
e) [
Establish Connection ]
G¥)
SSH Security
Management Appliance

f) Success
g [ Test Connection |
h)

ATvTH

ATvT6 E
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IP
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AT T1 Web
Web
RTvT2 | Management Appliance ]>[ 1P Network IP Interfaces |
ATy T3 [IP Add IP Interface |
ATvT4
o[ Name |
. Ethernet Port
Data 2 [ Management Appliance ]>
[ Centralized Services ]>[ Spam Quarantine ] [ Spam
Quarantine Settings | [ Deliver Messages Via ]
[ Primary Server ] E
 [IP IP Address |
1P
Data 2 data2.sma.example.com
[ Spam Quarantine |
AT9T5

ANLIREEADTSHF 7HOERAIPA A —T (4 ADETE

ATv T Web
Web

ATv72 | Management Appliance ] > [ Network > [IP 1P
Interfaces |

ATvT3 EHE
ATy Ta | Spam Quarantine ]
. HTTP 82 HTTPS 83
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* Help desk user

1R BRI
500
493
ATy T1 [ Service Status ] [
Spam Quarantine ] [ Edit Spam Quarantine
Settings |
ATvT2
ATvT3
ATv74
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ATvT6 | Submit ]
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HEIR R
364
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[ Mail Policies ]>[
Incoming Mail Policy ]
[ Deliver ]
[ Drop ]
ANLIRBEDSEE
[ Options |
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. Web 341
340

364
367
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AT T1 Web

Web
RTvT2 | Management Appliance ] > [ Centralized Services ]>[

Spam Quarantine |

ATvT3 | / End-User Safelist/Blocklist ] [ Edit

Settings |
ATvTa | / Enable End User Safelist/Blocklist Feature ]
ATvT5 | Maximum List Items Per User |
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AT Web [ Quarantine ]>[
Spam Quarantine ]>[ Search |
[ Email ]>] Message Quarantine | > [ Spam Quarantine |
[ Options |
ATvT2 | Safelist ] [ Blocklist ]
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ATvT4 1
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3.
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3.
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RT9T5 | Configuration Master to Publish ] [ Advanced file
options ]
ATYT6 | Browse ] 1
ATv 7T [Web Web Appliances | [
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ATvT8 | Publish ]
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80
ATvT5
ATvT6 | Configuration Master to Publish ] [ Advanced file
options ] [ Browse ] 1
ATwv 77T [Web Web Appliances ] [
Selectappliancesinlist ] [ All assigned to Master |
ATvT8 | Publish ]

NP ITDRAT—EREBEBEDRT

B8 BIEFIR

[ Web ]>] Utilities ]>[Web
Publish to Web Appliances ]
[ Pending Jobs ]
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Web Appliance Status ]
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S| Enable ]
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a) [Web Add Web Appliance ]
b) [ Appliance Name ] [1P IP Address |
Web P
GE) [IP IP Address ] DNS [
Submit ] P
c) [ Centralized Upgrades |
d) [ Establish Connection ]
e) [
Establish Connection ]
GE)
SSH Security

Management Appliance

Success

f) [Test Connection]

g) | Submit ]
Web
WSA

ATv73 WSA

a) Web [Web

Edit Web Security Appliance Settings ]
b) [WSA WSA Centralized Services ] [
Centralized Upgrades |
c) | Submit ]
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ATvT2 | Centralized Upgrade | [ Upgrade
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WSA
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RTvTa | Download Wizard ] [

Download and Install Wizard ]

WSA

WSA

ATvT5 [ Fetch Upgrades ] WSA
WSA [ Status ]
Completed Fetching Available Upgrades
[ Next ]
ATYT6 | Available Upgrades ] WSA
5 [ Next ]
ATv 71 [ Upgrade Selection ] WSA
WSA [

Next ]

ATvT8 | Summary ] WSA
[ Next ]
ATv 79 WSA [ Review ] WSA
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WSA
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Install Wizard ]
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o[ Download and Install Wizard ] -
441 2
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1 WSA [

Centralized Upgrade ] [ Install Wizard ]
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[ configuration Save the current
configuration to the configuration directory before upgrading ]
o[ Save current configuration ] [
Mask passphrasesin the configuration file ]
[ Load
Configuration ]
o[ Save current configuration ] [
Email file to ] 1
AT 73 [Next]
ATy Ta | Upgrade Summary | WSA
[ Next ]
ATvTH [ Review ] WSA
[
Begin Install ] WSA
[ Centralized Upgrade ]
GE) WSA
RDZRY
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WSA [
System Administration ]> [ System Upgrade ] [
Install ] Cisco Web Security
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P
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Authentication | WSA
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[ System Status ] Cisco
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Security Appliance Data Transfer Status ]
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CPU
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System Status ]
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[ Reporting Service ]
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Security Management Appliance |
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Status ]
[ Security Appliance Data
Transfer Status ] 10
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Displayed ]
G [ System Status | Services |
[
Security Appliance Data Transfer Status ]
[ System Status ] [
Security Appliance Data Transfer Status ]
[
Data Transfer Status ]
[ Appliance_Name Data Transfer Status: Appliance Name ]
E
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o[ Never connected ] E
E
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o[ Filetransfer failure ] E
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ATvFT2 |

ATv 73 [LDAP
ATy 74 [LDAP
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Management Appliance ]>[ System Administration ]> [LDAP]

Add LDAP Server Profile ]
LDAP Server Profile Name ]

ATvT5 | Host Name(s) ] LDAP
LDAP
AsyncOS
LDAP 469
AT9T6
GE) 1P 1D LDAP
LDAP 1P
[/SRT7L—X%{FEMA (UsePassphrase) |
[ User Mail Summary ]
ATv 71 LDAP [Active Directory] [OpenLDAP] [ Unknown or Other |

ATvT8

AFv 79 LDAP

DN

Active Directory

DN

MRH#H[DPSOH FRP

XLG MRRX PDUNHWG@JIH[DPSGH FRP

ATy | Advanced ] LDAP SSL
ATvIN
ATy T2
ATvT13
LDAP
LDAP 10 3
AsyncOS 10
30 471
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ATy 715

ATv 716

ATvT11

(6=3)) LDAP LDAP
LDAP
30
[ Test Server(s) ]
LDAP
Connection Status | LDAP
[
astheactive query | LDAP
[ Test Query ]
[ Run Test ]
Connection Status |
[ Update ]
Gx) LDAP

Windows 2000  TLS
Windows 2003  TLS

Active Directory
Directory

GE)

Active Directory

LDAP H-—/ DT X k

[LDAP / Add/Edit LDAP Server Profile ]
Test Server(s) | CLI Idapconfig test
LDAP

LDAP

LDAP 7 T ) DETE
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c ANLIERETA ) 7 RAEEI T ) —,
463
LDAP [
Designate as the active query |
1
1
[ Management Appliance  ]>[ System
Administration | > [LDAP] *
465 467
(G¥)  [LDAP] [ Test Query ] Idaptest
* LDAP 461
. 461
LDAP 7 T ') D#EX
LDAP CN DC
Cn=First Last,oU=user,dc=domain,DC=COM
LDAP mailL ocal Address

maillocaladdress

LDAP
* {a} @
* {d}
* {dn}
- {g}
* {u}

« {f} MAILFROM:
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Active Directory LDAP
(|(mail={a})(proxyAddresses=smtp:{a}))

GE) [LDAP] [ Test ] Idapconfig test

LDAP
LDAP 465

RANLIBEEADIT Y FA—HRNDHI 1Y)

{u} {a}
LDAP SMTP:
AsyncOS

* Active Directory (sAMAccountName={u})
* OpenLDAP (uid={u})
. Unknown or Other
mail
CLI Idapconfig isqauth

Gx) (mail=smtp:{a})

Active Directory T > K1 —HFRED R EHI

Active Directory
Active Directory Active Directory
mail proxyAddresses
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Server Type | Active Directory

[ Port ] 3268
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(sAMAccountName={u})

mail,proxyAddresses

OpenlDAP T > R —HEREEDEETE DA

OpenLDAP
OpenLDAP OpenLDAP
mail mailLocalAddress

% 74:LDAPH—/\ & RISLIREEAD T > F1—HREEDHEH - OpenLDAP

FRRE AR E4 (Anonymous)

Server Type | OpenLDAP

[ Port | 389

DN Base DN DN

(uid={u})

mail,mailLocalAddress

ANLIRREDIA)TAKEI Y

john@example.com jsmith@example.com

john.smith@example.com
1

Async0S 13.0 for Cisco Content Security Management Appliances 1—H 71 F (—f%&EA) .



. Active Directory T ') 7 R & DR EHI

LDAP & s |

[ Email Attribute ]
Active Directory
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mail OpenLDAP
mail
1
CLI ldapconfig

* Active Directory

* OpenLDAP
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Active Directory
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K 75:LDAPH—/NE RINLIREET A 1) 7 RIFB DREH| - Active Directory

aalE 77 = EE# (Anonymous)
Server Type | Active Directory
[ Port ] 3268
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SSL Use SSL
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)
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OpenLDAP
OpenLDAP
mail

(mail={a})
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[ Port ] 389

DN Base DN DN
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LDAP VT DTA

[LDAP / Add/Edit LDAP Server Profile ] [
Test Query ] CLI  Idaptest
AsyncOS
SMTP true  false
Idaptest

Idaptest LDAP.isqalias foo@cisco.com

LDAP mailLocalAddress
maillocaladdress
[ Run Test ]
[ Test Connection ]
Success: Action: match
positive
Success: Action:
alias consolidation LDAP
LDAP Cisco
LDAP
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LDAP
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ATvT6
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[LDAP]

GE)

LDAP
Bigfish Bigfish.com
Redfish.com Bluefish.com
LDAP Bigfish
3 LDAP
LDAP
LDAP
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466
Web
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Web
Management Appliance ]>[ System Administration ]> [LDAP]
[ Advanced ]
LDAP

Domain Assignments |

None ]
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[
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LDAP
Active Directory
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LDAP 458
ATy T2
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Test Parameters |
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LDAP

LDAP AsyncOS LDAP
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ATv 71 Web

Web
ATFvFT2 | Management Appliance ]>[ System Administration ]>[LDAP] >

[LDAP LDAP Server |
ATv 73 [LDAP LDAP Server Profiles ] [ Advanced ]
ATv7Ta | Add Chained Query ]
ATvT5
ATvT6

LDAP

ATvT1

Cisco

7:Fz—2 0T DHl
ATvT8 [ TestQuery ]

[ Test Parameters ]
[ Connection Status |

ATv79 [ Designate as the active

query ]
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| AP Lo#EE
Async0S Z#EH D LDAP H—/\ & S B 5= DERTE .

GE) LDAP

ATy 710

GE)
OGDSFRQILJ DGYDQFHG

Async0S Z#5 3D LDAP H—/\ L EE S E B-DDETFE

LDAP Cisco
LDAP LDAP
LDAP Cisco
« 7x—)LF—/\— Cisco LDAP
O—FNS2Y VY Cisco LDAP
LDAP
LDAP [ Management Appliance ]>[
System Administration ]>[LDAP] CLI Ildapconfig

HB—NEHSTYDTR

[LDAP Add (or Edit) LDAP Server Profile ]
[ Test Server(s) | CLI  test
LDAP LDAP
LDAP

JT—IILF—\—

LDAP LDAP

LDAP
LDAP
Cisco LDAP
LDAP
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LDAP & s |
B oot —ri—orpntiscoarFoy tx1UF4 FISATURDR

LDAP

Cisco LDAP
LDAP

GE) LDAP LDAP

Cisco 2 LDAP

LDAP 7 1 — /LA —/N—D=D Cisco A>T oY X YT4 TITSATUVANDETE

ATy 71 Web
Web
ATvT2 | Management Appliance ]>[ System Administration ]>[LDAP]
ATv73 LDAP
LDAP example.com

8:IDAP 7 —)LA—IN—a2 T4 XaL—>3 200

RTvTa | Hostname ] LDAP Idapser ver.example.com

ATvT5 | Maximum number of simultaneous connections for each host ]

10
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| waApLo#e
=l A .

ATYvT6 | Failover connections in the order list ]

ATFvT1 LDAP
ATy T8

nEl WA P

LDAP LDAP
LDAP
Cisco
LDAP
LDAP
LDAP 1
LDAP

A— KNS LU DEHDCiscoa>rToy tXa T4 PITSATUOADETE

AT T Web
Web
ATvT2 | Management Appliance ]>[ System Administration ]>[LDAP]
ATv73 LDAP
LDAP example.com

9:O0— KNSV U T DHRER

ATy 7Ta | Hostname | LDAP Idapser ver.example.com
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LDAP & s |
B wrrzepLEgElI—vosmREORE

ATvT5 | Maximum number of simultaneous connections for each host |
10

ATYT6 | Load balance connections among all hosts ]

ATvT1 LDAP

ATvT8

IDAP (LB 1 —HY D/ EPRIEDETE

LDAP Cisco
LDAP
ATFYT1 LDAPH—N TOT7AILERELET ., LDAP 458
AT T2 A—HF FHhHOUE2RDOF50D0 T K LET, LDAP [
External Authentication Queries | LDAP
472

ATFVT3 TI—TF AN—wTHTYEERLET,

473
E
GE) [ External Authentication Queries ] [
Test Queries | ldaptest
LDAP 465

ATYyT4 LDAPH—NEFAT DL ITHEBREE LY TV TLET, LDAP

LDAP

475 E

Adding Users

EE1I—YORADFHODA—F 7HI T
AsyncOS LDAP
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| waApLo#e
EEL—FOBID=HDTN—TF 2 vni—vvT oy ]

AsyncOS
RFC 2307 LDAP
shadowL astChange shadowM ax shadowExpire
DN
AsyncOS Active Directory
% 77: Active Directory 4 —/ DT I+ )L b 2 T1) XFF|
H—/\N 32 4 7 (Server Type) Active Directory

DN Base DN
DN

(&(objectClass=user)(sAMAccountName={u}))

Attribute | displayName
containing the user’s full name

AsyncOS OpenLDAP

% 78: 0pen LDAP+—/A\DT 7+ )L k ¥ T') XF5I

H—/N 24 7 (Server Type) OpenLDAP

DN Base DN
DN

(&(objectClass=posixAccount)(uid={u}))

Attribute geCos
containing the user’s full name

BEID—YDRIMDE=HDTIL—T A=y T 51

LDAP

AsyncOS

GUI [ Management Appliance ]>[
System Administration ]>[ Users ] CLI  userconfig
LDAP
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B z=2—vommorposL—F 2on—svuT sTy

LDAP & s |

IT Administrator
Support Help Desk User
1 LDAP
AsyncOS
Operator Help Desk User
AsyncOS Help Desk User
LDAP
DN
LDAP
AsyncOS
(G¥)  ActiveDirectory
(&(objectClass=group)(member={u}))
LDAP memberof
{dn}  {u}
AsyncOS  Active Directory
% 79: Active Directory 4 —/"DT 7+ )L b H TYXFHNE L UVEHE
Y IT)XFF| Active Directory
DN Base DN
DN
(&(objectClass=group)(member={u}))
GE) LDAP
{u} {dn}
(&(objectClass=group)(cn={g}))
member
DN
cn

AsyncOS  OpenLDAP
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| waApLo#e
gr1—vosumRiEos x—Iuit ]

% 80: Open LDAPH— /DT 74 )L k & T XF5E & UEMS

9 T XFA OpenLDAP

DN Base DN
DN

(&(objectClass=posixGroup)(memberUid={u}))

(&(objectClass=posixGroup)(cn={g}))

DN memberUid

cn

BEI1—HYONERRIEED A r—TIL1E

LDAP LDAP

ATy Web
Web

ATvT2 | Management Appliance ]> [ System Administration ]>[
Users ]

ATv7T3 | Enable ]

ATv7Ta4 | Enable External Authentication ]
ATvTH [LDAP]

ATv7T6 LDAP

AT

ATv78 LDAP

ATv79 [ Add Row ]

ATv 710
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B s=2—vonsziorx—Jnik
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=
SMTIP )L—T 1« VU DERTE

* SMTP 477

. 478

* SMTP 479

SMTP )L— FD#EEE
Cisco
[SMTP SMTP Routes ]

smtproutes
SMTP

example.com

@example.com

Mail eXchange MX;

groupware.example.com

groupware.example.com

groupware.example.com

Cisco
480

example.com
fred@foo.example.com  wilma@bar.example.com

SMTP DNS MX

SMTP

bar.domain foo.domain
bar.domain

MX
DNS MX

10,000 SMTP

SMTP

example.com

foo.domain DNS MX
bar.domain
foo.domain
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SMTP L—F 1 T O%E |

B osvr— k. A—LEIE. BEUR vE—UHT

a.domain b.domain
b.domain a.domain
a.domain
MX b.domain
MX
SMTP

SMTP

hostl.example.com example.com

MX

SMTP/L— k., A—JLEE. BEUAVvE—DnH

1 10 Exchange
AsyncOS TCP 1 10
1
1 10 10
AsyncOS 10 MTA 10 1

1 10

10 Exchange

10 1 TCP
SMTP )L— ~ & {3 SMTP 325
SMTP SMTP
Cisco

O—AI RALAVDEFA—ILDIL—T 4T

* 1SQ SMTP
. Alerts
2 SMTP
Email Security Appliance [
Appliance ]>] Network ]>[SMTP SMTP Routes ]
smtproutes
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b.domain
a.domain

hostl.example.com

example.com

10

Management



| sMIPL—F 4T D8EE

sendmail mailertable
AsyncOS 2.0

Fotrnraosmrei—t+ |

[SMTP SMTP Routes ] smtproutes

G¥)  Gul

RAT
SMTP

FIAIL D SMTP JL— k

ALL
SMTP
MX

SMTP

SMTP

[ Management Appliance ] > [

SMTP Routes ]
SMTP

SMTP /L— +DEHE

* SMTP
* SMTP
* SMTP
* SMTP
* SMTP

* SMTP DNS 482

SMTP L— FDEE

Email Security Appliance

Appliance ]>[

smtproutes

sendmail  mailer table
AsyncOS 2.0

[ Management Appliance ] > [
smtproutes

SMTP Routes ]

/dev/null

SMTP
ALL

SMTP ALL:

Network ]>[SMTP
smtproutes

[ Management

1> [SMTP SMTP Routes ]

[SMTP SMTP Routes ] smtproutes

Network ]>[SMTP
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SMTP L—7F 1 v DEE |
B swre—rosim

/dev/null
1P
1 1
MX
SMTP /L— ~ D[R
10,000 ALL
9,999

ALL 1
SMTP )L— FD3ENN
ATvT1 Web

Web
ATvT2 | Management Appliance ] > [ Network > [SMTP SMTP
Routes |
ATv 73| Add Route ]
ATvT4 [ Add Row ]
ATy T5 :<port number> example.com:25
ATvT6
(o]

SMTP /L— FDI Y RAR—

Host Access Table HAT Recipient Access Table RAT

SMTP

AT w1 [SMTP SMTP Routes | [SMTP Export SMTP Routes ]

2ATFvT2 [ Submit ]
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| sMIPL—F 4T D8EE
smrp L— ko1 wi—t+ [

SMTP L— kDA V7R— k

Host Access Table HAT Recipient Access Table RAT
SMTP
AT w71 [SMTP SMTP Routes | [SMTP Import SMTP Routes ]
ATvT2 SMTP
ATv7T3 | Submit ] SMTP
SMTP
ATy Ta | Import ]
# AsyncOS

# this is a comment, but the next line is not

ALL:

10:EA—)LT—Fo 4 DERE
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SMTP L—F 1 T O%E |
B svre—reons

SMTP JL— k & DNS

USEDNS MX

example.com
Exchange SMTP

H[DPSOH ARPFKDQJH H[DPSOH FRP

foo.example.com SMTP

H[DPSOH FIBR'16
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Cisco Threat Response & D#E&

7 754 7 > R & Cisco Threat Response & D&

* Cisco Threat Response

* CLI Cisco Threat Response

Cisco Threat Response & D#f&

Cisco Threat Response Cisco Threat Response
. Web
Cisco Threat Response Cisco Threat Response
Cisco Threat Response URL

* https://visibility.amp.cisco.com

* https://visibility.eu.amp.cisco.com/
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https://visibility.amp.cisco.com
https://visibility.eu.amp.cisco.com/

. Cisco Threat Response & O#t& |
Cisco Threat Response & D#E &

GE) URL  https://visibility.apjc.amp.cisco.com Cisco Threat Response
Cisco Threat Response

1RO BRI
. Cisco Threat Response
URL
https://visibility.amp.cisco.com Cisco Threat Response
[ Create a Cisco Security
account | Cisco TAC
* Cisco Security Services Exchange SSE Cisco Threat Response
https://securex.us.security.cisco.com/settings/modules/available Cisco Threat Response
[ AddNewModule ]
. Cisco Threat Response HTTPS
443 FQDN
* api.eu.sse.itd.cisco.com EU
* api-sse.cisco.com
* est.sco.cisco.com APJC EU NAM
Firewall Information
ATv 71
ATvFT2 | Networks ]>[ Cloud Service Settings ]
ATvFT3 | Edit Settings ]
ATv7Fa | Enable ]
RATvTH Cisco Threat Response Cisco Threat Response
ATvT6
ATv71 [ Cloud Service Settings ]
Cisco Threat Response
AT 78  CiscoThreat Response Cisco Threat Response
https://securex.us.security.cisco.com/settings/modules/available Cisco Threat
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https://visibility.apjc.amp.cisco.com
https://visibility.amp.cisco.com
https://securex.us.security.cisco.com/settings/modules/available
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma13-6-1/User-Guide/b_SMA_Admin_Guide_13_6_1/b_NGSMA_Admin_Guide_appendix_010000.html#concept_94B876CE9D13467FBF63983540FD3089
https://securex.us.security.cisco.com/settings/modules/available

| Cisco Threat Response & D#i &
Cisco Threat Response & D& .

Response [ Add New Module ]
AT w79  Cisco Threat Response [ Register |
AT w710 Cisco Threat Response
https://securex.us.security.cisco.com/settings/modules/available Cisco Threat Response
[ Add New Module ]
CLI Cisco Threat Response
* WKUHDWUHVSRQVHFRQILJ Cisco Threat Response
* FORXGVHUYLFHFRQILJ Cisco Threat Response
RDZBRY
* Cisco Threat Response Cisco Threat
Response Web
https://securex.us.security.cisco.com/settings/modules/available Cisco Threat Response
[ AddNew Module ]
GE) Cisco Threat Response
[ Cloud Services
Settings ] [ Deregister ]

* Cisco Threat Response ~ Web

Cisco Threat Response [ Settings ]>[ Integration Modules ] >
[ Configure Modules ]>[SMA Web-
-Web SMA Web-Cisco Content Security Management Appliance-Web |

https://visibility.amp.cisco.com/?beta-modules=1

G¥)
. Cisco Threat Response api.eu.sse.itd.cisco.com
Cisco Threat Response
Cisco Threat Response 1 9
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Cisco Threat Response & D#i & |
. CLI Z{# A L 7= Cisco Threat Response ~D7 7514 7V AD#HE

(GE)  Cisco Threat Response Web
Cisco Threat Response

CLI Z{&E A L 7= Cisco Threat Response ~DT7 TS5 4 7V AD#HE

CLI
* threatresponseconfig 486

* cloudserviceconfig 487

threatresponseconfig

S EA

WKUHDWUHVSRQVHFRQILJ

. Cisco Threat Response
. Cisco Threat Response
ERE
HEE commit
VSRS ER

NyFavTo KR

1

WKUHDWUHVSRQVHFRQILJ Cisco Threat Response

PDLO H[DPSOH WRRHDWUHVSRQVHFRQILJ

&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
(1$%/( 7TRHODEOWKKLVFRKUHDBWYVSRQMHDWXR\RXUDSSOLDQFH

>@HQDEOH
7TKH&LVFRKUHDWVSRQMHDWXUMFXUUHQWQDEORQRXUDSSOLDQ&WHWKH
FORXGVHUYLFHFREADQHRUHILVWHRXUDSSOLDZEMW K KK LVFRKUHDW
5HVSRQYRIUWDO

PDLO H[DPSOH FRPPLW

SOHDWHQWHRPHRPPHQGWN FULELRXYXUFKDQJHYV
>@!
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| Cisco Threat Response & D#i &

cloudserviceconfig

cloudserviceconfig .

&KDQIJHRPPLWWIHRQLRY *07

WKUHDWUHVSRQVHFRQILJ Cisco Threat Response

PDLO H[DPSOH WRRHDWUHVSRQVHFRQILJ
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

',6$%/( 7TRGLVDEWHKK.LVFRKUHDOWVSRQNMHDWXRP\RXUDSSOLDQFH
>@!GLVDEOH
7TKH&LVFRKUHDBWVSRQMHDWXUMFXUUHQWOVDEORI@RXUDSSOLDQFH
PDLO H[DPSOH FRPPLW

SOHDWHWQWHRPHRPPHQGWN FULELRXYXUFKDQJHYV
>@!

&KDQIJHRPPLWWIHRQURY *07

B3 (Description)
FORXGVHUYLFHFRQILJ

* Cisco Threat Response

* Cisco Threat Response

. Cisco Threat Response Cisco Threat Response
mRAE
fEE commit
PSR ER

NyF AT K

il

FORXGVHUYLFHFRQILJ Cisco Threat Response

PDLO H[DPSOH FBRXGVHUYLFHFRQILJ
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

5(*,67(5 7TRUHIJLVWWKHSSOLD ZQEMWKVKRKRLVFRKUHDOWYVSRQYRIUWDO

6(7756 6HWKHKUHDWYVSRQ6MHUYHURFRQQHWWWKK.LVFRKUHDOW VSR Q¥RUWD O
>@UHJLVWHU

(QWHD UHJLVWU D WRRNHNH\WRUHILVWHXUD SSOLD QEM KKK LVFRKUHDW

5HVSRQ¥RIUWDO
>@!GH F 11l DEVGIVI D DDH GIE
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Cisco Threat Response & O#t& |
B =7y zERLaRSHORS

7TKHDSSOLDQAHLVWUDWVYRQSURJUHVV

FORXGVHUYLFHFRQILJ Cisco Threat Response
Cisco Threat Response

PDLO H[DPSOH FARXGVHUYLFHFRQILJ
&KRRWHKHR SHUDWLRXQZDQWRSHUIRUP
"(5(*,67(5 7RGHUHJLVWHWSSOLDQBRPWVKHKLVFRKUHDBMVSRQVH
SRUWDO
6(7756 6HWVKHKUHCBWMYVSRQBHMHUYHWURFRQ QHW\WEWW KK LVFRKUHDBMVSRQVRIUWD O
>S@IVHWWUV
$YDLODEMMNW\WI 7KUHDBMV SR Q&HIU Y HUV
(8523(DSL HX VVH LWG FLVFR FRP
$0(5,&$6DSL VVH FLVFR FRP

(QWHWKUHDWVSRQWHUYHMVWRFRQQHWWWKHK.LVFRKUHDOWMYV SR QYRIUWD O
>@!

6HOHFWHIGUHDWVSROWHUYHWDSL HX VVH LWG FLVFR FRP
ODNWXUNRXUXQFRPPLWRPDNMWKHWKDQJWVFWLYH

PDLO H[DPSOH FRPPLW
SOHDWHQWHRPHRPPHQGWN FULELRXYXUFKDQJHYV
>@!

&KDQJIJWRPPLWWHX) XP *07

FORXGVHUYLFHFRQILJ Cisco Threat Response

PDLO H[DPSOH FBRXGVHUYLFHFRQILJ

TKHERQWHEHFXULOWDQDIHPIBGWOLDQNWNW XFFHVVIXOBILVWHPEHWSK KH
&LVFRKUHDBWVSRQ¥RIUWDO

&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

"(5(*,67(5 7TRGHUHJLVWHKHWSSOLDQBRPWKHK.LVFRKUHDBWMVSRQVH
SRUWDO

6(7756 6HWKHKUHDWYVYSRQ6MHUYHURFRQQHWWWKKLVFRKUHDOW VSR QY¥RIUWD O
>@!GHUHJLVWHU
'R\RXZDQWRGHUHIJLVWXUDSSOLDQBRPWVKRKLVFRKUHDOWVSRQYRIUWD O
, \RXGHUHIJLVWRYXZLO@QRWHDEOWRDFFHWKKRORXGHUYLAHDWXURBM @\HV

7KH&ERQW HEHF X ULWDQDJIJHPDSWOLD GAHHUHILVWUDWLRQURJIUHVYV

F—RITv Y R LEBESTDERT

Cisco Threat Response

https://visibility.amp.cisco.com/#/help/casebooks  Cisco Threat Response
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| Cisco Threat Response & D#i &
DSAT D BEEVI AT IRRT—F I LTUvILORRE

Cisco Threat Response
AMP for Endpoints Cisco Umbrella Cisco Talos Intelligence

https://visibility.amp.cisco.com/#/help/pivot-menus ~ Cisco Threat Response

[ Casebook | [
Pivot Menu |

. Cisco Threat Response
AMP CiscoUmbrella Cisco Talos Intelligence

« [P

*« URL

. SHA-256

(GE) . Web

. Cisco SecureX

BEEE
. ID

D934T rDELVITIAT7 R NRRAD—F LTI ILOEFG
D

1R BHEIIZ

Cisco Threat Response 483
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Cisco Threat Response & O#t& |

B /s 7o rps5095470 F KRT—K LT UL v LOTE

ATv T

Web Web
Web 16

AT9FT2 [7—ART % (Casebook) ]

ATv73 API
a) [Threat Response APIY 54 7 >+ (Threat Response API Clients) |
[Threat Response API Threat Response API Clients ] Cisco Threat
Response
b) Cisco Threat Response
¢) [APIZ LTI ¥ )LMEM (Add API Credentials) |
d) Management Appliance
e)
. Casebook
. Enrich
. Private Intelligence
. Response
. Inspect
GE) . [ Casebook ]
[ Private Intelligence ] [ Inspect ]
. [ Enrich ] [
Response ]
D Add New Client ]
g) ID
GE) AddNew Client ]
ID
h) [ Close |
GE) API API
ATvT4 [ / Login touse Casebook/PivotMenu |
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| Cisco Threat Response & D#i &
wgsior—2 7y o ~gangzen [

ATvT5 | / Login to use Casebook/Pivot Menu ]
Cisco Threat Response
ATYvT6 | Authenticate ]
GE) ID Cisco Threat Response
[ Casebook ]
RDERY
491

WEBASTDT—R Ty I ~ERIRR ZIBI
188 BRI

ID ID
489

ATy T Web Web

https://www.cisco.com/c/en/us/td/docs/security/security _management/
sma/smal3-6-1/User-Guide/b SMA Admin Guide 13 6 1/b NGSMA Admin Guide chapter 01.html#task 1280297

ATvT2 | Email Reporting ] [Web Web Reporting ]

bit.ly [
Add to New Case | [ Add to Current Case ]
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https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma13-6-1/User-Guide/b_SMA_Admin_Guide_13_6_1/b_NGSMA_Admin_Guide_chapter_01.html#task_1280297

Cisco Threat Response & D#i & |
B x=stror—279v s ~BaxgsEm

. AMP for
Endpoints

RTvT3 | Casebook ]

ATv7T4 (T av)
ATvT5 | Investigate this Case ]
https://visibility.amp.cisco.com/#/help/introduction ~ Cisco Threat Response
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5 19

=
EIBI X DHER
493
493
o[ Users | 505
505
521
525
526
526
528
EEIXIDAEIZDONT
Cisco
LDAP RADIUS
A—HF O0—)LOE|Y HT
. 494

497
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B =oczssa—vo—n

gBIRI0HE |

504
AL ey A N _ > _
ERIEEFHALI—T O—)L
®81: 12— O— )LD
aA—4 0O—L4% B Web L R—F 1 VJ 1R
roaA—LEESNIZL
R— bigaE
admin admin /
admin
resetconfig revert
admin
Administrator /
Operator /
* UHVHWFRQILJ
. LDAP
LDAP

Administrator
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| Bz 05H%

smEags1—v o—L ]

A—HO—)L% B Web LR—F 1 VTR
rOa—IEESN-L
R— hHaE
Technician Technician [ Web ]
[ Email ]
Read-Only Operator /
Read-Only Operator
. FTP SCP
Guest Guest /
Web
Guest
Web Administrator Web Administrator /
[ Web ]
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B =oczssa—vo—n

gEa 2058 |

A—% 0—)L4& A Web L R—7F 1 VTR
roa—IEESN-L
R— ~Hae
Web Web Policy Administrator /
Web Policy [Web
Administrator Web Appliance Status |
Configuration Master
Web 1D
URL
Web
Email | Email Administrator /
Administrator [ Email ]
/

CLI

. Async0S 13.0 for Cisco Content Security Management Appliances 1—H 54 K (—fg&A)



| Bz 05H%

nzxsna—vo—u ]

Add Local User ]

[

Management Appliance ]>[
System Administration ][> [
User Roles ]

GE) Custom Email User

497

A—HO—IL& BT Web L R—T 1 2 J/R
rOaA—EESNZL
R— b e
/
Custom Email User
Custom Web User [

CLI

AREZLai—H0O—)L

Administration

Web

URL

* Custom Email User

498
504
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gEa 2058 |
. Custom Email User O —/JLIZDLVT

Custom Email User O—)LIZDUNT

*DLP
[ Management Appliance | > [
Centralized Services ] [ System Status ]
Custom Email User CLI
G¥) E
DLP
E
Common Administration Managing Custom User Roles for Delegated Administration
BFA—NWLR—TA 2T~ DT7I R
[ Email Security Monitor |
63
TRTOLHR—F
E
[ Email Security

Monitor ]
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| Bz 05H%
Aut—9 bSux g F—a~07st2 ||

* DLP

* TLS

. Scheduled Reports
. Archived Reports

A—J)L R — LR— b

E
[ Email Security
Monitor ]
. Archived Reports
DLP L7/R— k
DLP
E
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—frnEEszs |
B x<~—+tvorvz7ssevsrnrr—Tus

ARX— b YT DT 54205014 +—TILiE

AT Managed Appliance ]> | System Administration ]>[
Smart Software Licensing ]
ARTvT2 | Enable Smart Software Licensing |
ATv73 [OK]
ATvT4
RDZBRY
CSSM
90
90 60 30 15 5
CSSM
GEx)
GE)

Cisco Smart Software Manager TD7 754 7 > A D&%k

Cisco Smart Software Manager [ System
Administration ]
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Managed Appliance > [

sttrznzx |

System Administration > [

Smart Software Licensing ]

] [ Edit ]

HTTPS Cisco Smart Software Manager

Transport Gateway |

Cisco Smart Software Manager
Smart Software Manager URL
HTTP HTTPS
HTTPS

Hittps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html

Cisco Smart Software Manager

Virtual Account ] [ General |

https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing_ Deployment Guide.html

AT
ARTvT2 | Transport Settings

o[ Direct ]

[

Smart Software Manager
[OK]
FIPS
https://software.cisco.com/#module/SmartLicensing
[

ATv73
ATvTa | Register |
ATvT5 |

539

RDBRY

Licensing ]

FAEADEKR

Smart Software Licensing ] [
Reregister this product instance if it is already registered |
Cisco Smart Software Manager

[ Smart Software
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—frnEEszs |
B> tzx0uu—x

AT Management Appliance ]>[ System Administration ]>[
Licenses ]
ATvT2 | Edit Settings ]
ATvT3 [ / License Request/Release ]
RTvTa | Submit ]
G¥)
RDERY
00C
30 00C
30 15 5
00cC
CSSM

ZA4AEADY) )R

ATvT1 | Management Appliance ] > [ System Administration ]>[
Licenses |

ATvT2 | Edit Settings ]

ATvT3 [ License Request |

ATy 74 [EfE (Submit) ]
GE)

Cisco Smart Software Manager W5 D7 T35 4 7 2 XA D EGRFERR

ATv 1| Management Appliance ]>[ System Administration [>[
Smart Software Licensing ]

RATv 72 [FU 3> (Action) ] [E8%fEFR (Deregister) | [EfT (Go) ]
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Cisco Smart Software Manager TD7 754 7 VA DBEE .

ATy 73 [EfE (Submit) ]

Cisco Smart Software Manager TD7 754 7V AD B &%

ATYT1 | Management Appliance ]>[ System Administration ]>[
Smart Software Licensing ]

ATv 72 [TV 3> (Action) ] [&8% (Register) ] [EfT (Go) ]

RDZBARY

Cisco Smart Software Manager 536

BXEREDNEE

CSSM

GE)

Cisco Smart Software Manager
536

Aoalk & REAZE DER

Cisco Smart Software Manager

GE)

AT Management Appliance > System Administration ]>[
Smart Software Licensing ]

ATv T2 [FU 3> (Action) ]

Async0S 13.0 for Cisco Content Security Management Appliances 1—H 71 F (—f%&EA) .



—fmigEszs |
B x=-tz—vzoroEs

RALESY CEH
ALAAZES Y CEH

ATvT3 | Go ]

AV—hFI -z FOEH

AT Management Appliance |>] System Administration [>][
Smart Software Licensing |
RAT9T2 [RX—FI—D Y FOEHFAT—F X (SmartAgent UpdateStatus) ] [$9 <E#H (Update
Now) ]
(¥) CLI VDYHFRQILJ [V AT LEHE (System Administration) ] > [BREY
< 1)— (Configuration Summary) | Web
77— b
«ID
«ID
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«ID

ARV ESAAVE—T 4R
* license_smart 541

* show _license 544

license_smart
. 541
. 541
. Smart Licensing
. Smart Software Manager
. 544
HEE commit

NyFavo KR
OLFHQVHBVPDUW

H[DPSOH FRRFHQVHBVPDUW

&KRRWHKHR SHUDWLRXQZDQWRSHUIRUP
(1$%/( (QDEOWMPDUMFHQVLROWKIURGXFW
6(7$*(1732576HWSRUWRUX@BPDUSMIHQWHUYLFH

>@WWVHWDJIJHQWSRUW

avvksq4vq4vs—7:42 ||

541

542

KHOS
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. {5 : Smart Licensing D %1t

(QWHWKKBRUWRUXQ/PDUMWIHQWHUYLFH
> @!

Smart Licensing

PDLO H[DPSOH RRFHQVHBVPDUW
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

(1$%/( (QDEOKMPDUMFHQVLEQWKIBURGXFW

>@'HQDEOH
$IWHHQDEOLEPIDUMFHQVLAMRXUDSSOLDQFROOREZHORZWHSNMRDFWLYDWH
WKHHDWXBIB\V OLFHQVHV

D 5HILVWWKISURGXEMWNKPDUBRIWZDOBQDJIJXYLQOLFHQVHBVP DUWLVWHRPPDQG
LOQWK K/,

E $FWLYDWHKHHDWXBIH\VXVLQOLFHQVHBVPDWWXHVWVPDUWBPRFARFEWKH
&l,

IRWH, | \RXDUKKVLQD YLUWXDOSOLDQBRXDYKWRWQDEOBG\RI WKH
IHDWXUHYWKHODVVIORFHQVIRRIGHIRXZLO@RWHDEOMWRDFWLY DWHKIH
OLFHQVHMWHIRXVZLWRAKRWKNPDUMLFHQVIRRIGH<RXQHH® R LUVWHJLVWHU
\RXUIDSSOLDQBPRWKHW®XFD@FWLYDMKIOLFHQVHNDWXUHWWKNPDUBM.FHQVLQJ
PRGH

&RPPLNRXUFKDQIJNMVMVRHQDEMWKHPDUMFHQVLRERGRQ\IRXUDSSOLDQFH
$OONKHHDWXUM@DEOH@BNKKBODVVLFFHQVLRRGALOEGHDYDLODEQWKKHYDOXDWLRQ
SHULRG

7\SH< LI \RXZDQWRFRQWLQRHW\SH1 LI \RXZDQWRXVHNKHODVVIORFHQVLQJ
PRGH< 1@ @\

' FRPPLW

SOHDWWOWHRPHRPPHQGWHNFULELRXUFKDQJIHV
>@!
'R\RXZDQWRVDYMKHXUUHBRQILIXUDWRRQROOEDBEN®!

Smart Software Manager

PDLO H[DPSOH FRFFHQVHBVPDUW
TRVWDUWLQWKHKWLFHQVH\WOHDWHILVWWKEBURGXFW
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

5(*,67(5 5HILVWWHKKMURGXFRWG6PDUMFHQVLQJ
85/ 6HWVKHWPDUWDQVSREGW

67$786 6KRRYHUDORPDUM.FHQVLWDWXV
6800$5< 6KRAPDUMIFHQVLYWDWXXPPDU\

>@WUHJLVWHU
5HUHJLVWHKULSURGXE®YVWDQFHWLVDOUHDGMILVWHUHG@Q

(QWHWRNHMRUHIJLVWWKIBURGXFW
>@!
2'50270 OM,W274]26 <M< /[:([=78W=7GPOP< 2*101'=P/7( 0]0 0]JZ $0'(]175 :0S&4 O

2;KXHQ1 2:="GNW)FN-/4]) 9 9,E]JN\7)J[ $4:FYD] ' $
BURGXBWILVWUDWVRQSURJUHWWHOLFHQVHBVP VUWDWRRPPD@®R-FKHFNWDWXV
RIUHJLVWUDWLRQ

PDLO H[DPSOH FRFFHQVHBVPDUW
TRVWDUWLQWKHKWLFHQVH\WOHDWHILVWWKEBURGXFW
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
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5(48(6760%$57B/,&(1B&HTXHWOWWFHQVIRWWKKBURGXFW
5(/($6(60%$57B/,&(166HOHDOHFHQVRIVWKIURGXFW
5(*,67(5 5HILVWWHKHBMURGXFRW6PDUMFHQVLQJ

85/ 6HWVKHPDUWDQVSRGW

67$786 6KRRYHUDORPDUMIFHQVLWDWXYV

6800$5< 6KRAPDUMFHQVLYWDWXXPPDU\

>@IVWDWXV
6PDUM/FHQVLQV (QDEOHG

(YDOXDWBRQLRGQ 8VH

(YDOXDWBRQLREHPDLQLQJ GD\V KRXUV PLQXWHYV
5HILVWUDVEWRODQWX8QUHILVWHUHG

/JLFHQV#XWKRUL]DWWRDWXWDOXDWDRQH
/IDVWMXWKRUL]DWHR® ZB®WHPEMWDWXM&RPPXQLFDSWRGPSWHG
3URGXFQWWDQFMPHPDLO H[DPSOH FRP

7TUDQVSRFRUHWWLQIMUHFWWWSY VPDUWUHFHLYHU FLVFR FRP OLFVHUYLFH OLF

PDLO H[DPSOH FKRFFHQVHBVPDUW
7TRVWDUWLQWKHKWLFHQVHEWHDWHILVWWKIBURGXFW
&KRRWHKHRSHUDWLRXQZDQWRSHUIRUP
5(*,67(5 S5HILVWWHIURGXFRWUW6PDUMFHQVLQJ
85/ 6HWNKHPDUWDQVSREBW
67$786 6KRRYHUDORDUMFHQVLWDWXV
6800$5< 6KRAZPDUMIFHQVLEWDWXXPPDU\

>@I!IVXPPDU\

YHDWXUH1DPH ILFHQVH$XWKRUL]DWLRQBWDWXYV

ODLGDQGOLQJ ,Q &RPSOLDQFH

&RQWHBHEXULWDQDJIHP 18D WW He4 ,Q &RPSOLDQFH
URL

PDLO H[DPSOH FRFFHQVHBVPDUW

&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
5(48(6760$57B/,&(1BHTXH\OKLFHQVIIRWWKIBURGXFW
5(/($6(60$57B/,&(166HOHDOHFHQVRIVWKIBURGXFW
5(*,67(5 S5HILVWWHIURGXFRWUGPDUMFHQVLQJ
85/ 6HWNVKHPDUWDQVSFRBBW

67$786 6KRRYHUDOPDUMFHQVLEWDWXV

6800$5< 6KRBPDUMFHQVLEWDWXXPPDU\

>@!XuUo

',5(&7 3URGXFWPPXQLFDOMKHWFWAOWK KHLVFRLFHQVHUYHUYV
75$163257B*$7(:URGXFWPPXQLFDWMWBWUDQVSRDWHZBRUVPDUWRIWZDUH
PDQDIJNDWHOOLWH

&KRRVHRPWKHROORZL®HQRSWLRQV

> @!

IRWH/KHDSSOLD XAVHH W KHLUHF \8/5/

KWWSV VPDUWUHFHLYHU FLVFR FRP OLFVWRNRF AX@UAFDOWHE LV FR
6PDUSBRIWZDOBQDJIH&G660 YLDWKKUR[WHUYHWRQILIXUXNGCLQWKEKSGDWHFRQILJ
FRPPDQG

7TUDQVSRUHWWLQLV EHXSGDWBIGVHERPPLW
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PDLO H[DPSOH FRFFHQVHBVPDUW
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

5(48(6760$57B/,&(1BHTXH\OKUFHQVIIRWWKIBURGXFW
5(/($6(60$57B/,&(166HOHDOHFHQVRIVWKIBURGXFW
5(*,67(5 SHILVWWHIURGXFRWUGEPDUMFHQVLQJ
85/ 6HWVKHPDUWDQVSRBBW

67$786 6KRRYHUDOPDUMFHQVLEWDWXV

6800$5< 6KRABPDUMFHQVLEWDWXXPPDU\

>S@WUWHTXHVWVPDUWBOLFHQVH

YHDWXUWEBPH /LFHQVEXWKRUL]DWWRW XV
&RQWHEHEXULWDQDJIJHPEWWUDOLZHIGFNLQJ 1IRWHTXHVWHG
&RQWHEHEXULWDQDJIHP 18D WW H®&4 IRWUHTXHVWHG

(QWHWKHWSSURSULOMWH QQXPEHU NRUDFWLYDWLRQ
6HSDUDRXOWLSMHHQYHWKRPPRUHQWHIDQJH

>@!

$FWLYDWLRIQQSURJUHMMWIROORZLIGIDWXUHV
6HFXULWDQDJIJHPREGQYWUDOUIZHIGFNLQJ
8VHOLFHQVHBVPIVXWPDBRPPD@WHRFKHFMWDWRVOLFHQVHYV

PDLO H[DPSOH FRFFHQVHBVPDUW
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

5(48(6760$57B/,&(1GHTXH\DKLFHQVIIRWWKIBURGXFW
5(/($6(60$57B/,&(166HOHDOHFHQVRINVWKIBURGXFW
5(*,67(5 S5HILVWWHURGXFRWUG6PDUMFHQVLQJ
85/ 6HWVKHPDUWDQVSRBBW

673786 6KRRYHUDGOPDUMFHQVLEWDWXV

6800$5< 6KRBPDUMFHQVLYWDWXXPPDU\

>@/UHOHDVHVPDUWBOLFHQVH

JHDWXUWHBPH /LFHQV#XWKRUL]DWWRDW XV
&RQWHEHFEXULWDQDJHPBREWWUDOL]HG ,Q &RPSOLDQFH
7UDFNLQJ
&RQWHEHFXULWDQDJHP I8 QWW H&4 ,Q &RPSOLDQFH

show_license
. 544
. 545
. 545
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H[DPSOH FRRRZOLFHQVHBVPDUW

&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
67$7866KRRYHUDBORDUMFHQVLEWDWXV
6800$5< 6KRBPDUMFHQVLEXPPDU\

>@WVWDWXV

6PDUMLFHQVLQV (QDEOHG

(YDOXDWBROLRGQ 8VH

(YDOXDWBRQLREHPDLQLQJ GD\V KRXUV PLQXWHYV
5HILVWUDVE WDV X8QUHILVWHUHG

JLFHQV$XWKRUL]DWWRDWXWDOXDWDRGH
/IDVVWXWKRUL]DWHR® ZBWWHPEMDWXM&RPPXQLFDSWRGIPSWHG
3URGXFQNWDQFMPHPDLO H[DPSOH FRP

7TUDQVSRUWWLQIMJHFWWWSY VPDUWUHFHLYHU FLVFR FRP OLFVHUYLFH OLF

H[DPSOH FRRRZOLFHQVHBVPDUW

&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
6737866 KRRYHUDORDUMLFHQVLWDWXV
6800$5< 6KRAPDUMIFHQVLYXPPDU\

>@I!IVXPPDU\

YHDWXUH1DPH /JLFHQVH$XWKRUL]DWLRQBWDWXV
ODLGDQGOLQJ ,Q &RPSOLDQFH
&RQWHBHFXULWDQDJIHP 8D WW H&4 ,Q &RPSOLDQFH

CLIOY Y FZ2ERALEA VT F U RERDETT

* shutdown

* reboot

* suspend

* suspendtransfers
.

* resumetransfers
* resetconfig

* version

XA TA BB ITSATUVADY Yy REFHOY
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o[ Management Appliance |>[ System Administration |
>[ / Shutdown/Reboot ]
. VKXWGRZQ
AsyncOS
30 AsyncOS

XY T4 BEBEBTISATUORDY) T—F

GUI [ System
Administration ] [ / Shutdown/Reboot ]
CLI  reboot
AsyncOS
30 AsyncOS
— O e
X)) T4 EETISATUVADEL
avo kR BTLL] Kl
VXVSHQG «E
* CLI
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CLI D15l : suspend §5 & U suspendtransfers 1< > .

avU kR BL)] Ki#git

VXVSHQGWUDQVIHUV Web Security Appliances
Content Security Management Appliance

E
30 AsyncOS
suspend suspendtransfers resume
resumetransfers
Web
[ Management Appliance ]> [ System
Administration ]>[ / Shutdown/Reboot ]
. E
Suspending Email Delivery Resuming Email Delivery Suspending Receiving

Resuming Receiving

CLI D15 : suspend & & U suspendtransfers < >

VPD H[DPSOH FWRRFSHQG

(QWHWKMKXPEHRU VHFRQ@WZDLWHIRUBEUXSWMRVLERQQHFWLRQV
> @!

:DLWLQRUOLVWHQWURM[LW

S5HFHLYLQYVSHQGHG

‘DLWLQRURXWJIRL®HOLYHUWHRM QLVK

ODLGHOLYHWXVSHQGHG

VPD H[DPSOH FRP!

VPD H[DPSOH FRFSHQGWUDQVIHUV

7UDQVIHUXVSHQGHG
VPD H[DPSOH FRP!
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—FRHZ LILIRREDN 15 D B B

resume suspend suspenddel

resumetransfers suspendtransfers

CLI D45 : resume & & U resumetransfers A< > K

VPD H[DPSOH BERIFIXPH
S5HFHLYLQHVXPHG
ODLA@HOLYHWHVXPHG

VPD H[DPSOH FRP!

VPD H[DPSOH PRIFXPHWUDQVIHUV

S5HFHLYLQHVXPHG

7UDQVIHUNVXPHG
VPD H[DPSOH FRP!

TiGH AR ONPRE~DEREDND )Y +

pe - CLI FTP Telnet SSH
HTTP HTTPS
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resetconfig A< > K .

S]] 1BREFIE
. 1 admin
CLI
9
2.
3 Management Appliance |> [
System Administration ]>[
Configuration File | [ Reset |
GE)
* GLDJQRVWIWUMHORQCId
AR Cisco
resetconfig I < > K
PDLO H[DPSOH ¥RPSHQG
'"HOD\VHFRQGRLQLPXP
> @!
:DLWLQRUOLVWHQMWRM[LW
SHFHLYLQXVSHQGHG
:DLWLQRURXWIJRL®HJOLYHUWHRM- QLVK
ODL@HOLYHWAVSHQGHG
PDLO H[DPSOH BRVHWFRQILJ
SUHRXVXUNRXZDQWRUHVHMWOGFRQILIJIXUDWIDROIXHY1@ kK
$OOVHWWLEDWHHEHHQHVWRUWHRBSVKHDFWRW@BHIDXOW
N ~ ~ == —
Async0S D/\— 3 VIFEHD TR
AT T1 Web
Web
ATvT2 | Management Appliance ]>[ Centralized Services ]>[

System Status ]
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ATvT3 [ Version Information ]
AsyncOS

version

) E— FERBEADEIEL

80 90
4RO SRS

. RPC

705
. IPv4

LSFRQILJ
. Intelligent Platform Management Interface IPMI
2.0

. CLI

A2Tw 71 SSH Telnet

ATy T2

ATv7T3
UHPRWHSRZHU

VHWXS

ATv74
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SNMP 2 Ef L1=> 2 7 aosEnE=41y 25 [

AT w5 commit

ATvT6
RATvT1
RDZBRY
679
SNMP R L= R T LDKREDE=2 2T
AsyncOS Simple Network Management Protocol SNMP vl v2 v3
« SNMP VQPSFRQILJ

* MIB  http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/
tsd-products-support-series-home.html

. DES SNMPv3
SNMPv3 RFC 2571 2575
SNMP 8

SNMPv3 SNMPv3

VQPSFRQILJ

. SNMP
connectivityFailure SNMP url-attribute URL
. /
* AsyncOS SNMP Web Email Security Appliance

{5 : snmpconfig A< > K

VPD H[DPSOH NRMPISFRQILJ
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—pnmhgEszy |
. {5 : snmpconfig < > F

&EXUUHQW3IVHWWLQJIV

6103'LVDEOHG

&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
6(783 &RQILJXBHO3

>@!'6(783
'R\RXZDQWRHQDE®HO3"
><@!
SOHDWKRRMVHQ,3 LQWHUIDRM6103UHTXHVWYV
ODQDJHPHQW VPD H[DPSOH FRP
> @!
KLFKSRUWKDOWKHW103GDHPROQVWHR@QLQWHUIDBEHQDJIJHPHQW "
> @!
BOHDWHOHMBWO3YDXWKHQWLFBWIRQ
0
6+$%
> @!
BOHDWHOHMBWO3YSULYDBWRWRFRO
(6
$(6
> @!
(QWHWKHB103YDXWKHQWLFBOVYRKUDVH
>@!
SOHDWHOQWHWKHK103YDXWKHQWLFBWYRKUDVYBLY RFRQILUP
>@!
(QWHWKH103YSULYDBWDVVSKUDVH
>@!
SOHDWHQWHWKHK103YSULYDBDVVSKUDVBLYRFRQILUP
>@!
6HUYLMBHO039 9 FUHTXHVWV"
>1@k

(QWHWKHK 1039 9 FFRPPXQLMWWULQJ

>S>LURQSRUWK@DLF

6KDO®1039 FUHTXHVEHWHUYLFHRP,3Y DGGUHVVHV"

><@!

JURPZKLFK3Y QHWZRWKXWDWOEL039 9 FUHTXHVEMM OORZHG'SDUDWH

PXOWLSOHWZRUNWEKRPPDV

> @!

(QWHWKHUDSWDUJHDWD KRVWDPH,3 DGGUHRVOLVWI ,3

DGGUHVVH$DUDWHBRPPDY3 DGGUHYVYHIHUUH@WHURQHWRGLVDE®WHIDSV

> @!

(QWHWKHUDSRPPXQMWULQJ

>LURQSRUWRFRIP P

(QWHUSUZVBSWDWXV
&388WLOL]DWLRQ([FHHGHEDEOHG
),360RGH'LVDEOH)DLOXUIK®DEOHG
),360RGH(QDEOH)DLOXUKHQDEOHG

YDLORYHU+HDOWK\ (QDEOHG
)DLORYHUB8QKHDOWK\ (QDEOHG
5%,'6WDWXV&KDQJIH (QDEOHG
FRQQHFWLYLW\)DLOXUH'LVDEOHG
IDQ)DLOXUH (QDEOHG
KLIK7HPSHUDWXUH (QDEOHG
NH\([SLUDWLRQ (QDEOHG
OLQN8S'RZQ (QDEOHG

PHPRU\S8WLOL]DWLRQ ([FIE\HIEEHEH G
SRZHUB6XSSO\6WDWXV&KQDBEHG
UHVRXUFH&RQVHUYDW RO ERGHE

XSGDWH)DLOXUH (QDEOHG
'R\RXZDQWRFKDQJIHQ\RI WKHWHWWLQJV"
>1 @k
'R\RXZDQWRGLVDEO®\RI WKHWAUDSV™"
><@RQ
'R\RXZDQWRHQDE®®\RI WKHWAUDSV"
><@\
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tF1UF 4 EETTSATR0TF—20Rv o7y 7 |

(QWHQXPEHRWQXPEHBYVWUDSNVRHQDEOHHSDUDRXOWLSDHP EHBNVWK

FRPPDV
>@!
KDWKUHVKRREOWRXOLNM RVHWRU&3IBXWLOL]DWLRQ™"
> @!
:KDW5/ ZRXORXOLNMRFKHFNRUFRQQHFWLYRMWOXUH"
>KWWS GRZQORDGV LURQSRUW FRP@!
' KDWKUHVKRREOWRXOLNMRVHWRUPHPRWWLOL]DWLRQ"
> @!
(QWHWKHB\VWHMRFDWLRQULQJ
>BQNQRZRWKHWRQILIXUHGHW ZRRSHUDWLRBYWHWZHVWUDFN
(QWHWKHB\VWHRZRQWDWVWULQJ
>VQPS#ORFDOKFFOBW@PLQLVWUDWRU#H[DPSOH FRP
&EXUUHQW3VHWWLQJIV
/ILVWHQLRQLQWHUIDBEHQDJHPHQW SRUW
6103Y (QDEOHG
6103Y ' Y (QDEOHBFFHSWIUMHIT XHVIWRPVY XEQHW
6103Y Y &RPPXQLWAULQSXEOLF
7TUDSNDUJHW
/IRFDWLRIHWZRPRSHUDWLRRBYWHWZHVWUDFN SRVLWLRQ
6\VWH&RQWDBWS$ $GPLQLVWUDWRU#H[DPSOH FRP
&KRRWHKHRSHUDWILRXZDQWRSHUIRUP

6(783 &RQILIJXBHO3
>@!
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A PTR
A
HAT 1P
591 DNS
20 0
DNS 0
DNS
DNS 75—+
DNS
Failed to bootstrap the DNS cache
DNS
DNS
DNS
DNS ¥+ v ady )7
GUI [ Clear Cache ] dnsflush DNS
dnsflush 705

IronPort AsyncOS CLI Reference Guide
DNS

524 AN1—HF A3 —Tx A X%FEHEL-DNS BEBENDEE

ATv 71 Web
Web
ATv7T2 | Management Appliance ]>[ Network ]>[DNS] [
Edit Settings ]

ATv7T3 DNS DNS

DNS
ATvT4 DNS DNS D [

Add Row ] DNS

DNS 591

AT w75 DNS
ATvT6 DNS
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ATv 71 [ Clear Chashe ] DNS
ATvT8

TCP/IP S5 T4 v IL— FDEKRTE

GUI |
Management Appliance |>[ Network ]>[ Routing ]
CLI URXWHFRQILJ

» GUI 594

. GUI 594
GUI TORETAvY IL—FDEHE

[ Management Appliance ]>[ Network >

Routing ]

ATwT1 Web
Web
ATvT2 | Management Appliance ]> [ Network ]>[ Routing ]
[ AddRoute ]
ATv73 IP
ATv74 P
ATvyT5
TIAILET— DA DEE (GUD
ATvT1 | Routing ] [ Default Route ]
ATv72 P
ATvT3
—_ - Y —
TIAILET— b1 DEE
GUI [ Management Appliance ]>[ Network ]>[
Routing | GUI 594
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CLI  setgateway

X2 7RETOLOILDIEE

* TLSv1.0 AsyncOS 13.6.x AsyncOS 13.8.x
TLSv1.0 TLSv1.1 TLSv1.2
TLSv1.0
* AsyncOS 13.8.x SSLv2 SSLv3
» SSLv3 TLSv1.0 TLSv1.1 TLSv1.2
SSLv3
. Web
* LDAPS
G¥)
Web LDAP TLSv1.1
TLSv1.2
SSLv3

VVOFRQILJ
* Cisco SSLv3

Web

* VVOFRQILJ

* VVOFRQILJ
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GE)

30

settime settz

ntpconfig

B

BRIEFIR

[EE7 7547 R (Management Appliance) 1> [V R T LEHE
(System Administration) |>[BZIEEE (TimeSettings) | &R L F
ER

NTP 596

[ Management Appliance > [
System Administration > [ Time Zone ]

* GMT 597
. 598

2y hID—9 34 L TFA L)L (NTP) H—/\DFEFR

NTP
NTP

ESPEREY=]

NTP

time.sco.cisco.com

NTP
693

596
598
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(M) 2y bD—9 84 L70Fa)L (NTP) ZFERALETISAT7VADVRAT A
B %I D5 E

NTP
NTP CLI QWSFRQILJ

AT System Administration ]>[ Time Settings ]
ATvT2 | Edit Settings ]
ATvT3 | Time Keeping Method ] [NTP Network Time Protocol Use

Network Time Protocol ]
AT w74 NTP [ AddRow ] NTP
ATy 75 NTP
ATv 76 NTP NTP P
AT w71 [NTP Use NTP Authentication ]

NTP

ATvT8
GMT 4+ 7t v DR
ATv71 Web

Web
ATw7T2 | Management Appliance |>] System Administration [>][

Time Zone ]

ATvT3 | Edit Settings ]
ATy 4 [GMT GMT Offset ] [ Time Zone

Setting | [ Time Zone ] GMT
ATy T5 | Time Zone |

GMT
- +

ATvT6
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. 598
. 598

FrElT 7 7 A ILOBEIES
ATv71 Web

Web
ATv 72| Management Appliance ]>] System Administration ]>]

Update Settings |

RTvT3 | Enable automatic updates for Time zone rules ]
ATvT74 [7]
ATvyT5
BRI 7 7 A1 LD FEIEHT
ATv 71 Web

Web
ATvT2 | Management Appliance > System Administration |>[ Time

Settings |
ATv7T3 | Time Zone File Updates |
ATvT4 [ Update Now ]

En' '—l—l - - - (o] —_— LR\
[£%5%E 7 7 4 JL (Configuration File) ] X—<
ROEY 23 vDFEMDONT S|mE
599
599
/ /
359
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548
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HEDRFEEA VR—F

GE)
1
Extensible Markup Language XML
. 2

XML
CLI GUI
* FTP
CLI

. XML XML

DTD XML

DTD XML
XML
A4 FXalb—arI77M4ILOER

. / 359
. 548
o 603
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BEDREI7AILORESLUVI I REKR—F

[ Management Appliance ]>[ System Administration ] >
[ Configuration File ] [ Current Configuration ]
FTP/SCP

INAITL—XDTRY

skeskeoskoskosk

GE) AsyncOS

INAITL—XDEES1E

[ Encrypt passphrases in the Configuration Files ]

* RADIUS

* LDAP

* SNMP

. SMTP
* PostX

* PostX

* FTP

« [PMI LAN

. URL

VDYHFRQILJ
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avrs®ar—varraroa—F I

aAVI4Fal—3r IJ7A4ILOA—F

AsyncOS

"[POYHUVLRQ HQFRGLQJ ,62 "l
'2&7<3(FRQIL6<67(0FRQILJI GWG !

FRQILJ!
\RXUFRQILIJXUDWIQRRUPDWL@QDOL®/
FRQILJ!
</config> XML Cisco
configuration DTD
DTD config.dtd loadconfig
DTD
<config></config> complete
unique <config></config>
complete DTD

"[POYHUVLRQ HQFRGLQJ ,62 "
"287<3(FRQILB<67(0FRQILJ GWG !
FRQILJ!

DXWRVXSSRUWBHQDEOHG! DXWRVX
FRQILJ!

"[POYHUVLRQ HQFRGLQJ ,62 "l
'2&7<3(FRQILB<67(0FRQILJ GWG !
FRQILJ!

DXWRVXSSRUWBHQDEOHG! DXWRVXSSRUWBHQDEOHG!
FRQILJ!

unique

<config></config>

KRVWQDPH!PDLO H[DPSOH FRP KRVWQDPH!
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UbDW!
UDWBHQWU\!
UDWBDGGUHVV!$// UDWBDGGUHVV!
DFFHVVI5(/$< DFFHVV!
UDWBHQWU\!
ubw!

ERRTEERENFEYT

OLVWHQHUV!I! OLVWHQHUV!

GUI CLI

DTD

Ay HITRH) T3 oDIRATL—XOA— KIZDOWVWTHDEESEE

FTP ORDGFRQILJ
FTP ORJFRQILJ
XFEYy b I a—T4 72OV THIEEERR
XML encoding
ISO-8859-1 showconfig

. Async0S 13.0 for Cisco Content Security Management Appliances 1—H 54 K (—fg&A)



| —mmnEEszy
nrozzoyty b ||

saveconfig mailconfig

"[POYHUVLRQ HQFRGLQJ ,62 "l

WMAEDHREN) Y b

Cisco

548

RISy bLEzav74FaL—23aoA0a—)LiNY Y

rollbackconfig 10

rollbackconfig

GE)

GE)

HEZ7AILADCL TV R

VKRZFRQILJ

PDLOFRQILJ

VDYHFRQILJ

ORDGFRQILJ

UROOEDFNFRQILJ

*s UHVHWFRQILJ 548
SXEOLVKFRQILJ

EDFNXSFRQILJ 553

* WUDLOEOD]HUFRQILJ
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. showconfig. mailconfig. 35 & U saveconfig a7 > F

showconfig, mailconfig, & & U saveconfig < > F

VKRZFRQIPDLOFRQILJ VDYHFRQILJ

ORDGFRQILJ

602

GE)
Do you want to include passphrases? yes
PEM

VKRZFRQILJ

PDLO H[DPSOH ¥RRIZFRQILJ
'R\RXZDQWRLQFOXSBVVSKUDWBIODHWHDVBEHDZDUWKDWFRQILJIXUDWILRMKRXW
SDVVSKUDMHWIDLOZKHQ@QHORDEZH®IORDGFRQILJ

"[POYHUVLRQ HQFRGLQJ ,62 "l

'2&7<3(FRQILB<67(0FRQILJ GWG !

3URGXFRMRGH@XPEHU

OHVVDJLQWHZBSSOLDQFH WP
ORGHDXPEHW®RGH@XPEHU
9HUVLRYHUVLRQ$V\QF2BQVWDOOHG
6HULDIXPEHWHULDDXPEHU
&XUUHQMPHFXUUH@QWPBQGSDWH

>STKHJHPDLQ RHWKHRQILIJXUDWLBALVSULQWWEBWKIWFUHHQ @

PDLOFRQILJ
config.xml XML

PDLO H[DPSOH FRPOFRQILJ

3OHDWHQWHWKH PDLDGGUHWRZKLFKRXZDQWRVHQG
WKHRQILIXUDWLEB

>@!DGPLQLVWUDWRU#H[DPSOH FRP
'R\RXZDQWRLQFOXGBVVSKUDWBIOWDVEHDZDUWKDWFRQILIXUDWLRQ
ZLWKREZWDVVSKUDMHVIDLOZKHQHORD ZH® ORDGFRQILIL @\
7KHFRQILJXUDWLBEBKDVEHHYHQWRDGPLQLVWUDWRU#H[DPSOH FRP

VDYHFRQILJ
Configuration Master ESA configuration

PDLO H[DPSOH ¥RPHFRQILJ

'R \RXZDQWRLQFOXGBVVSKUDBK®WDVEHDZDUWKDWFRQILJXUDWILRVKRXW
SDVVSKUDVHV

ZLOODLOZKH@HORD @ZH®ORDGFRQILYL @\

7KHLOH % )&($% 30 7 [PO KDVEHH@DYHIGQWKHFRQILIXUDWLRQ
GLUHFWRU\

PDLO H[DPSOH FRP!
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loadconfig a7 > K .

loadconfig I < > K

ORDGFRQILJ
2

* configuration

* CLI
601
rollbackconfig 2 < > K
603
publishconfig 2 < > K
Configuration Master SXEOLVKFRQILJ

SXEOLVKFRGRQILIJBPDVAMIREB QD@+ RVWBOLWRVWBLS

confg_master Configuration Master Configuration
Master Compatibility Matrix
http://www.cisco.com/en/US/products/ps10155/prod_release notes_list.html
job_name
host_list WSA P
Configuration Master
host_ip 1P
SXEOLVKFRQILJ smad_logs [
Web ]>] Utilities ]>[Web Web Appliance
Status ] GUI
Web
[ Web ]>[ Utilities ]>[ Publish ]
> Publish History ] [ Publish History ]

trailblazerconfig 3<% > K

WUDLOEOD]HUFRQILJ Web HTTP HTTPS

CLI KHO®UDLOEOD]JHUFRQILJ

WUDLOEOD]JHURRIDEDKWWSVBSRKWWSBSRUW!
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—frnEEszs |
. updatepvocert A7 > K

WUDLOEOD]JHUFRRQ/IDEOH

WUDLOEOD]HURRQDMWXV

HQDEOH HTTPS: 4431 trailblazer

GLVDEOH trailblazer

VW D W X Vtrailblazer
BE WUDLOEOD]JHUFRRQILJ
HTTPS
DNS
WUDLOEOD]HUFRQILJ
. API
Web
GE) WUDLOEOD]JHUFRQILJ URL
WUDLOEOD]JHUHRTPS J
updatepvocert 1< > K
2048 CA FIPS Cisco E
CLI
updatepvocert
E FIPS
AsyncOS 13.0 FIPS
2048
AsyncOS 1024

H[DPSOH PDLO *RDWHSYRFHUW
7TKLWRPPDQGOWHFUHDWKIB92FHUWLILFDWBNH\RI VWUHQJWK ELWYV
$OVRWKHQHZHUWLILFEWMEHVLIQHE D &$RI VWUHQJIWK ELWYV
+HUPHSWRFHYVOQWHVWDIRWWHUWLILFXWEDWHRFRPPLALNOEHUHTXLUHG
'R\RXZDQWRSURFHHAGWKVKHHUWLILFXWEDWH'@ !

&HUWLILFBRWEDWWHGEGFHVVIXOH\UPHM VWDQMHGHREBUWKIFKDQJIJNMMEHHIIHFWLYH
'R\RXZDQWRUHVWDKKMUPHY®@ !<

(QWHWKHXPEHRU VHFRQWWDLWHIRUBEUXSWFOD\RVLERQQHFWLRQ®!
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:DLWLQRUOLVWHQWURM[LW

cu s LEEzE07 v Ta—F [}

S5HFHLYLQXVSHQGRIGHXTBOLVWHRIMBOLVWHQHU

:DLWLQRURXWIRLQHOLYHUWHM- QLVK ODLGHOLYHWXVSHQGHKFHLYLQHVXPHG

IRUHXTBOLVWHRSMBOLVWHOQMHWUBHOLYHWHVXPHG
+HUPHMOEHXSLQD PRPHQWXQWKWWDWRKRPPD QRGUKHUPHYV

H[DPSOH PDLO! FRP

CLZFERALE-REEEDT vy 7O—F

ATv 71 CLI

AFv 73 CLI

configuration
P 681
configuration
VDYHFRQILJ
ORDGFRQILJ 2
XML CLI
changed.config.xml
i
PDLO H[DPSOH FRP!
(0]
RDGFRQILJ
3DVW¥LD&/,
/IRDAURPILOH
> @!

(QWHWKHDPRI WKHLOHWRLPSRUW

>@!FKDQJHG FRQILJ [PO
IDOXHKWYHEHHQRDGHG
%HYXUMRUXQFRPPLWRPDNMWKHWHWWL@RWLYH
PDLO H[DPSOH FRPPLW

Ctrl+D
IP
19

1 -
PDLO H[DPSOH GRBPGFRQILJ

3DVW¥HLD&/,

/IRDAURPILOH
> @!

3SDVWWKHRQILIXUDWLBBQRZ3UHVE¥75/ 'RQDEODQMLQEKHG@GRQH
STKHFRQILIXUDWLEHALVSDVWKGW LWKH QGVD J
FRQILJ!
&RQWURDVHQWHUR@ VHSDUDOWKH @
9DOXHWYEHHOQRDGHG
% HVXUM RUXQFRPPLWRPDNMKHWHWWL@FRWLYH
PDLO H[DPSOH FRPPLW
3OHDWHRWHARPIHFRPPHQGHANFULELRYUFKDQJHV
>@!ISDVWIB FZRQILIXUDWLEBED QGFKDQJIHEG IDX OAMWWLQJIV
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T4 AV EEOEE

. 608
. 609

. 609

. 610

. 610

. 611

RBT7 TSAT7 o ADH) ERATTRELT « XV SHBDILK

ESXi5.5 VMFS 5 2TB
ESXi5.1 2TB
G¥)  ESXi VMware
1RO BRI
AT w71 Cisco
AT v T2 VMware
VMware
ESXi5.5 http://pubs.vmware.com/vsphere-55/
index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-FSFDODE39E57.html
ATvT3 Web
Web
ATvT4 | Management Appliance ]>[ System Administration ]>[

Disk Management |
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FazyiEE. v+—4. sevEAkRoE® |

TARVMEE, 74+—%. BLVCEAREDOERT

—

=AXT A

S]]

BRIEFIR

[

Disk Management |

Management Appliance

1>

1>1

System Administration

Total Space Allocated ]
184G of 204G

Disk Management |

Management Appliance ]>[
System Administration ]>[

Centralized Services |

Management Appliance
1>I
System Status ] [

1>1

Centralized Services

AVBEEERYHTIZTONT

GE)
Web Web
Web
. Web
Web
610
389
390
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74 RUEMIZHET T 5— FOREORED

75%

581

ZTDO/DY +—F2 DT 1« RV EHDEE

EEMR FIE

[ Management Appliance ]>[
System Administration ]>[ Log
Subscriptions ]

. [ Size ]

[ Help and Support ]
> Packet Capture ]

/data/pub FTP

FTP
FTP 684

[ System Administration ]>[ Disk
Management |

. Async0S 13.0 for Cisco Content Security Management Appliances 1—H 54 K (—fg&A)



| —mmnEEszy
FzoEmeosavsc [

TAARAVBEBEDHBEY KT

608
1R BRI
609
ATv 71 Web
Web

ATvT2 | Management Appliance > System Administration [>][

Disk Management |
ATv7T3 | Edit Disk Quotas ]
RTvTa | Edit Disk Quotas ]
ATvT5 | Submit ]
ATvT6 [ Set New Quotas ]
ATvIT1 | Commit ]

EA— LX) T4 TITITATVARADIVRTLDIREE
S5 70SEOLEIMEDTE

GE) E
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B samizoiz £ 3 sso

AT T1 Web
Web
RTvT2 | Management Appliance ]>[ System Administration ]>[
System Health ]
ATv T3 | Edit Settings ]
RTv74
FFToay EL3)E
CPU Overall CPU Usage 85%
Memory Page Swapping 5000
Maximum Messages in Work Queue 500

ATvyT5

SAML 202k % SSO

* SSO SAML 2.0 612

* SAML 2.0 SSO 612

* SAML 2.0 614

. SSO 623

* Cisco SSO 614

SSO 5 KLU SAML20ZDLNT

Cisco SAML 2.0 SSO
SAML 2.0 SSO
SAML ID IdP Ping SAML 2.0 SSO
Rally Salesforce Dropbox SP
SAML 2.0 SSO Cisco

SAML2.0SSO WU —% 7 A—

SAML 2.0 SSO
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[ 20:SAML2.0SSO DT —% 7 A—

J—4 70—

1. Web

2. SAML Web

3. Web ID SAML

4. ID ID

5 1D SAML Web
6. Web SAML

7.
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SAML2.0 [CRH9 %X EFEIA L FHINEIE

614
614

a7k

— %

Cisco

EEEFOANLRHEADT VR
SSO

http://<appliance hostname>:<port>
Web

[ Email ]>]
Quarantine |

—frnEEszs |

614

SAML 2.0 SSO
ID
URL
Message Quarantine > Spam

CiscotxX1!) TABEBT7ISATFTUATHDSSO DERTEHE

FI§

AT RFERET7II Y B#
2Ty I 614
ATvT2 Cisco

615
ATy 73|[IDP ] ID Cisco
ID 617
ATvT4 1D Cisco
ID 621
ATy S5 SAML SAML 622
AR &
615
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$R—rsnd74 771574 7an15— |

615

HBR—bENB3FTATUoT4 T4 TONAE—

1D Cisco E
ID

* Microsoft Active Directory Federation Services AD FS 2.0

* Duo Access Gateway

* Azure AD
X 1T HBEDHE
ID
. SAML ID
*ID SAML
SAML
EEEEOP ;!
pfx
.pem
.pfx .pem
* OpenSSL
pfx
. .pem

FHUWQDPH! QIRNH\\RXWHUW SHP

. .pem
LQFHUWQDPH QRFHUWXWH\ SHRQRGHYV

NH\Y SHRRXWHUYHU NH\

H—EX AN/ A —ELTHCiscoarToytExayT4%

brH RIS
614

SAML
CA
1D
RSHQVY®FV LQ
RSHQVSRFV
RSHQVY®DLQ
B7IS5AT7VANE
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&
iy

ATvT1 Web
Web
ATv72 | Management Appliance ] > [ System Administration ]>[SAML]
ATv T3 | Service Provider | [ Add Service
Provider ]
ATvT74
T4—ILF BLl]
Profile
Name
ID
1D URI
ID ID SAML
ID
1D SAML
URL URL URL
1D
SP GE) .pem
FELERDES
SAML
1
2.
3. [ Sign Request ]
EEltEn=7H—2 a3 DES
SAML 1D
1
2.
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Ciscot¥1UF(BEFISA7oREBET S0 Tn14—nkz [

TJ4—ILF BL)
SAML 1D
[ Sign Assertions |
ID
Cisco
1D 617
1D
1D
ATvT5 | Submit ]
AT v 76 [SSO SSO Settings ] ID
URL [ Service Provider Settings |
ID ID
[ Export
Metadata | 1D
RDERY
1D Cisco
1D 617

Cisco LX) TABEBT7ISATUREBETAHE=HDID TO/NAZ—DETE

JR 8O DRI

Cisco 615

Cisco
615
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B ociscotraUFEEFISAFUREBET H15H0 ADFS DRE

ATv71 ID

«ID

SAML SAML
1D
1D

* Cisco ADFS 618

* Cisco Azure AD 619

* Cisco Duo Access Gateway 620
ATwv72 ID

RDERY
ID Cisco
1D 617

CiscotX1)TABEBTFITSATUREBIETH-HDOADFS DEFE

ADFS 2.0
Microsoft
URL
o[ Relaying Party Trusts ]>[ Properties > [ID
Identifiers ]>[ ID Relaying Party Identifier |
1D
ID
. SAML
[ Relaying Party Trusts ]>][ Properties ]
>[ Signature | .cer
. SAML AD FS
[ Relaying Party
Trusts ]>] Properties ]>[ Encryption ] .cer
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Cisco £ ¥ 21T« BEF IS4 7 VR EFET 5100 Azre AD 0BT ]

o[ Relaying Party Trusts ]>[ Properties ]>[
Advanced ] SHA-1

. SPNameQualifier
F >7\SH KWW S VFKHPDV [POVRDS RUJ ZV LGHQWLW\ FODLPVMV HPDLC(
LVVXH 7\SHKWWS VFKHPDV [POVRDS RUJ ZV LGHQWLW\ FODLPV QDPH

,VVXHU
F ,VVXHRULILQDO,VVXHRULJLQDO,VVXBIOXHF 9DOXHWDOXH7\SH 9DOXH7\SH

B3URSHUWLHV> KWWS VFKHPDV [POVRDS RUJ ZV LGHQWLW\ FODLPSU

XUQ RDVLV QDPHV WF 6%$0/ QDPHLG IRUPDW HPDLO$GGUHVYV
BURSHUWLHKWWS VFKHPDV [POVRDS RUJ ZV LGHQWLW\ FODLPSURSHU

XUQ RDVLV QDPHV WF 6%$0/ QDPHLG IRUPDW XQVSHFLILHG

. LDAP

LDAP

Cisco X1 )T A BB TSATUREBIET B1-6HD Azure AD DHTFE
Azure AD

MicrosoftAzue AD

* SAML
URL
o[ Enterprise Application ]>[
New Application ]>[ Non-gallery application ] >
[ Single Sign-On | > SAML Basic SAML Configuration ]
Azure ID
ID
. SAML
[SAML SAML Signing Certificate section |
[ Enterprise Application ]>[

New Application ]>[ Non-gallery application ]
> Single Sign-On ] > [SAML SAML Signing
Certificate ]

o[ User Attributes and Claims ] [
Enterprise Application ]>[ New Application ]>
[ Non-gallery application ]>[
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B

. Ciscoz¥al) TAEEBT IS4 TV REBEIET 572D Duo Access Gateway D% E

Single Sign-On ]>[ User Attributes and Claims |
. SAML
[ Enterprise Application ]>[
New Application ]>[ Non-gallery application ]>[

Users & Groups ]

CiscotX)TABETITSA4AT7 U RAEBIET S1=-8D Duo Access Gateway D& E

Duo Access Gateway

Duo Security
* SAML
URL
* [Duo Duo Admin Panel ][> Applications ]>[
Protect an Application > [SAML SAML Service
Provider ] ID
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:HG6HS ,QIR KWW\EHU Y L RHD UHGLUHFWLRKWW S\RUW
HG6HS , QIR KWWNSHUYLPH VWHQRQJ
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UHYHUBR\KRVWHPRWHKRYV
YHULILHBYV

2
ORQSU ,QIR 6WD U0
V&
3
ORQSSU ,QIR 0," &,
JURP VHQGHU#UHPRWHKRVW FRP!
4

ORGSU QIR 0," &,
5, 7R PDU\#\RXUGRPDLQ FRP!

YA
W FRP

Async0S 13.0 for Cisco Content Security Management Appliances 1—H 71 F (—f%&EA) .



B 72+ x—rovouin

5
ORQSU ,QIR 0, UHD G\
E\WHWRPVHQGHU#UHPRWHKRVW FRP!
6
OR@SU ,QIR ,&,' FOR|VH
7
ORQ@DU ,QIR 1HZ6073&,"
LQWHUIDFH DGGUHVYV
8
ORQ@DU ,QIR "HOLYHWWDUW
&, 0,' WR5,' > @
9
ORQDU ,QIR OHVVDI&RQH
&, 0 WR5,' > @
10
ORQDU ,QIR "&,"' FOR|VH
£ 98:TER R A—)L OF OBIOEE
T& |8
=1
1 ID ICID 5
P 10.1.1.209
2 MAIL FROM
ID MID 6
3
4 ID RID 0
5 MID 5
6
7 192.168.42.42 10.5.3.25
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‘HG-XQ QIR ,&," FORVH
‘HG-XQ QIR OHVVDBRQM," 0, WR5," > @
> : 6%56 1RQH @
‘HG-XQ ,QIR 0, 5, > @SHVSRQVH
JYD XYEKH#PDLO H[DPS@KHPRRDLORUGHOLYHU\
‘HG-XQ QIR '&," FORVH

EREGAyE—DEREDH

ORQ@DU ,QIR 1HZ6073 &, LQWHUIDFH DGGUHVYV
ORQDU ,QIR '"HOLYHWWDUW,' 0,' WR5,' > @
ORQDU ,QIR OHVVDIOEROQO®,"' 0,' WR5,' > @
ORQDU ,QIR '"&,"' FORVH

KBLIAYE—VEIE N\—F NI UR)

2
5XX
ORQ@DU ,QIR 1HZ6073&,"' LQWHUIDFH DGGUHVV
ORQDU ,QIR "HOLYHWWDUW,"' 0, WR5," > @
ORQDU ,QIR %RXQFH&,' 0, WR5,' B8QNQRRPQGUHVYV
HUURU > JHRUJH#\RXUGRPDLQ FR®D\LGHQLHG @@
ORQDU ,QIR %RXQFH&,' 0, WR5,' B8QNQRRPQGUHVYV
HUURU > MDQH#\RXUGRPDLQ FROD\LGHQLHG @@
ORQDU ,QIR '"&,"' FORVH

EMICIERICEESND Y T b ND 2 ZDH]
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. Ayt—T A% v UHER (scanconfig)

ORQ@DU
ORQIDU
ORQIDU

HUURU
ORQDU

ORQIDU
ORQDU
ORQDU
ORQIDU
ORQIDU

Ayt—T &y VR (scanconfig)

,QIR 1HZ6073 &,
,QIR '"HOLYHWWDUW,"' 0,
,QIR '"HOD\HG&,' 0,

LQWHUIDFH DGGUHVV
WR5," > @

WR5,' SOQNQRRGGUHVYV

> ODLOER[HPSRUDUXOD @ >@
QIR OHVVDJHWR5,' > @SHQGL@LOORQDU

,QIR '&," FORVH
,QIR 1HZ60738&," LQWHUIDBKHE OLF1IBI&G UHVV
,QIR '"HOLYHWWDUW,' 0, WR5," > @

,QIR OHVVDERQM,' 0, WR5," > @

QIR '&," FORVH

scanconfig

,] DPHVVDFRXOQGRVEHGHFRQVWUXFOWERWWRPSRQBOWW\WRUGHMRUHPRYH
VSHFLILB&WDFKPHWWHW\VWHWPKRXOG

"HOLYHU
%RXQFH
'"URS

> @!
scancorify
7XH$XJ ,QIR 0, &, JURP WHVW#YLUXV RUJ!
7XH$XJ ,QIR 0, &, 5, 7R MRH#H[DPSOH FRP!
7XH$XJ ,QIR 0, OHVVDJH ,' #YLUXV RUJ!
7XH$XJ ,QIR 0, 6XEMHFWWUXBFDQQRHVW
7XH$XJ ,QIR 0, UHDG\ E\WHMIRPWHVW#YLUXV RUJ!
7XH$XJ :DUQLQUOD," OHVVDBIHFDQQLRAUREOHPRQWLQXDWLRK®
VHHEHIRUHUVWHDGHU
7XH$XJ ,QIR ,&," FORVH
7XH$XJ ,QIR 0, DQWLYLWBRWLWLYHS$5 $9 7THVW
7XH$XJ ,QIR OHVVDDERUWHG '"URSSHE3 DQWLYLUXYV
7XH$XJ ,QIR OHVVDJHQLVKHG GRQH
scancorify
7XH$XJ ,QIR 6W D Uoy' &,
7XH$XJ ,QIR 0, &, JURPWHVW#YLUXV RUJ
7XH$XJ ,QIR 0, &, 5, 7R MRH#H[DPSOH FRP!
7XH$XJ ,QIR 0, OHVVDJH ,' #YLUXV RUJ!
7XH$XJ ,QIR 0, 6XEMHFWUXBFDQQRHVW
7XH$XJ ,QIR 0, UHDG\ E\WHMIRPWHVW#YLUXV RUJ!
7XH$XJ :DUQLQD," OHVVDBHFDQQLRUREOHPRQWLQXDWLR
VHH@HIRUHUVWHDGHU
7XH$XJ ,QIR OHVVDDERUWHG '"URSSHE3 ILOWHGBURSB]LSBF
7XH$XJ ,QIR OHVVDJHQLVKHG GRQH
7XH$XJ ,QIR ,&," FORVH

BT FANEETHvE—

Message Body Contains
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gty 54 rantAve— i

6DWsSU ,QIR 1HZ6073,&,"' LQWHUIDDMBMRQDJIHPHQW
DGGUHVYV UHYHUGRWKRVWHVW FRHPULILHBYV
6DWsSU ,QIR ,&," $&&(3H*81.12:1/,6 PDWRKEUYV > @
6%56
6DWSU ,QIR 6WDUW' , &,
6DWsSU ,QIR 0, L&, JURP VHQGHU #H[DPSOH FRP!
6DWsSU ,QIR 0, L&, 5,' 7R UHFLSLHQW #H[DPSOH RUJ!
6DV$SU ,QIR 0, OHVVDJH ' FED HI IIl'H G HIG D #FRP!
6DWsSU ,QIR 0, 6XEMHFOMWAVVDJH
6DWsSU ,QIR 0, UHDG\ E\WHWRPVHQGHU #H[DPSOH FRP!
6DWsSU ,QIR 0, PDWFKBGQ@HFLSLHQRWSHU UHFLSLHQW
SROLFY{()$8/7 LOWKHQERX®®EOH
6DWSU ,QIR ,&," FORVH
6DWs S U ,QIR 0, LOWHUYRUGLRWLQBQJILQR$6(
VSDRHJIJDWLYH
6DWSSU ,QIR 0, XVLOBQJLQK$6(VSDRHIDWLYH
6DWs S U ,QIR 0, DWWDFKPRQ@WQHU JLI
6DWsSU ,QIR 0, DWWDFKPHQW ' % ' ! uvw
6DWSU ,QIR 0, DWWDFKPHARQWV $SWWDFKPHQW GRF]
6DWsSU ,QIR 0, TXHXHBUGHOLYHU\
3 2 Unicode Unicode
quoted-printable
S FEREE) A bESnt=AvtE—
/ alt-rept-to RCPT
bee()
MID
DCID
7XH-XQ ,QIR 0, JHQHUDWB@HKQO, ' E\EFFILOWHQRQHWHVW
7XH-DQ ,QIR 0, UHZULWWHRQE\ DQWLVSDP
JULOD\ ,QIR 0," UHZULWWRQE\ DOW UFSW WR |LIOOWAHUIW HVWILOW
(G¥) Rewritten MID

RINLIRHEAD A v — DD %]

i

RPC RPC ID
RCID
*HG)HE ,QIR 6WD UMWy V&
*HG)HE ,QIR 0,' V& JURP +/'#FKDVHKI EIL FRP!
"HG)HE ,QIR 0,' &, 5,' 7R VWHYHO#KHDOWKWUXVW
*HG)HE ,QIR 0,' OHVVDJH '
DT+ ( % ($ "%$) SLPDLOHU 'XPS6KRW #HPDLO FKDVH FRP!
*HG)HE ,QIR 0,' 6XEMHFMWYLVLRRXUGUHDKWRPH 1RZPDNH

LWD UHDOLW\
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B vrosorm

LR—FT 429 OFnDER

£ 100: L R—T 1 25 07 DOHKEER

HG)HE ,QIR 0, UHDG\ E\WHMIRP+/'#FKDVHKI EIL FRP!
:HG)HE ,QIR 0, PDWFKBGQ@HFLSLHQRWSHU UHFLSLHQW
SROLFY)$8/7 LQWKHQERX@®EOH
"HG)HE ,QIR 0," XVLQBQJILQKS$6(VSDRXVSHFW
:HG)HE ,QIR (84 7DJJLQQ," IRUTXDUDQWLQH
:HG)HE ,QIR 0, DQWLYLWAHMDWLYH
:HG)HE ,QIR 0, TXHXHBUGHOLYHU\
:HG)HE ,QIR 53&' HOLYHWWD bW, "' 0,' WRORFD&SDP
4XDUDQWLQH
"HG)HE ,QIR (84 4XDUDQWIOQHG
"HG)HE ,QIR 53&0HVVDIROQHE," 0,
"HG)HE ,QIR OHVVDJIHQLVKHG GRQH
NTP O D {FE A
NTP
% 99:NTP O IZR8k S h D HEHER
#Et HL:L
SNTP
adjust:
NTP NTP 2
7KX6HS ,QIR VQWBXHUKRVW GHOD\ RIITVHW
7KX6HS ,QIR DGMXVWLPHBFRQVRVMIVHW XV QH[WBSROO
7KX6HS ,QIR VQWBXHUKRVW GHOD\ RIITVHW
7KX6HS ,QIR DGMXVWLPHBFRQVRVMIVHW XV QH[WBSROO

et B2l
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vik—7+v99zy—nsoum [

‘HG2FW ,QIR 3HULRRLQXWNWLQJ .%
‘HG2FW ,QIR 3HULRRRQWKV/LQJ %

‘HG2FW ,QIR 8SGDWHJHIJLVWHDBESOLD @AM

‘HG2FW ,QIR 3DJHYRXQGQFDFKH 1IRWRXQG
‘HG2FW ,QIR 3HULRIKGRXWXVLQJ %

‘HG2FW ,QIR 3HULR&D\XVLQJ %

‘HG2FW ,QIR 3HULRRLQXWNWLQJ .%

‘HG2FW ,QIR 3HULRRRQWV/LQJ %

‘HG2FW JQIR +(/3(5FKHFNSRLQWHG VHFRQGYV
‘HG2FW ,QIR 8SGDWHJHIJLVWHDBESOLD @AM

‘HG2FW ,QIR 3DJHYRXQGQFDFKH 1IRWRXQG
‘HG2FW ,QIR 3HULRIGRXXVLQJ %

‘HG2FW ,QIR 3HULR&D\XVLQJ %

‘HG2FW ,QIR 3HULRRLQXWNWLQJ .%

‘HG2FW ,QIR 3HULRRRQWV/LQJ %

‘HG2FW ,QIR 8SGDWHJHIJLVWHDBESOLD @AM

LR—T42T 9T)— 07 DER

£101: LR—F 425 1T — Oy O#eHER

#Et HoL:L
2007 8 29 10
10
7TXH2FW ,QIR 4XHU\&ORVLQQWH U YKD® GO H
7TXH2FW ,QIR 4XHU\&ORVLQQWH U YKD® GO H
7TXH2FW ,QIR 4XHU\&ORVLPXHUKDQGOH
7TXH2FW ,QIR 4XHU\OHUJAXHUXZLWKDQGOH IRU

> 0$,/B287*2,1*B75%$)),&B6800$5<

"(7(&7('B63%0 0$,/B287*2,1*B75%)),&B6800$5< '(7(&7('B9,586

0$,/B287*2,1*B75%$)),&B6800%$5< 7+5($7B&217(1

7B),/7(5 0%$,/B287*2,1*B75%)),&B6800$5< 727$/B&/($1B5(&,3,(176

0$,/B287*2,1*B75%$)),&B6800%$5< 727$/B5(&,

3,(176B352& (66 (1RUROCOBHULRGD\ ZLWKQWH U YD JH WR

ZLWIKH\FRQVWUDLQWYV

1IRQWRUWLRQ> 0$,/B287*2,1*B75%$)),&B6800$5< '(7(&7('BAMOU@UAY X O W\R P
WR VRUWBDVFHQGLQ

J )DOVH
7XH2FW ,QIR 4XHU\&ORVL@XHUKDQGOH
7XH2FW ,QIR 4XHU\OHUJAXHUZLWKDQGOH IRU

> 0$,/B287*2,1*B75%$)),&B6800%5<
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B c——>vxroovsuzxtovomm

727$/B+$5'B%281&(065,/B287*2,1*B75%)),&B6800$5< 727$/B5(&,3,(176B"'(/,9(5("
0$,/B287*2,1*B75%$)),&B6800

$5< 727$/B5(&,3,(176ROUROOBSULRGD\ ZLWKQW H U YUD® JH WR
ZLWKH\FRQVWUD

LQWYRQNRUWLRQ> 0%$,/B287*%2,1*B75%)),&B6800$5< 727$/B+$5' B8 X & (BL @J
UHVXOWNRP WR VRUW

BDVFHQGLQJ )DOVH

TXH2FW ,QIR 4XHU\&ORVL@PXHUKDQGOH

+—2JRNTOyvHO YR OSTDOER
/

£102:t—2 YR b/7OYY YR OTOHEER

et 5 BA
/ 2

JULGHS QIR %HJILRJIILOHULGHS QIR 9HUVLRQ

61 :;i5i5ii05 51 JULBHS QIR 7LPHRIIVHWRRT&
VHFRQEBUWLGHS QIR 6\VWHIPVFRPLQXS
JULGHS QIR 6/%/ 7KHGDWDEDAQHD SV KRIMEHHBUHDWH G
JULGHS QIR 6/%/ 7KHGDWDEDAQHD SV KRIMEHHBUHDWHG
JULGHS QIR 6/%/ 7KHGDWDEDAQH SV KRIMEHHBUHDWHG
JULGHS QIR 6/%/ 7KHGDWDEDAQH SV KRIMMEHHBUHDWHG
JULGHS QIR 6/%/ 7KHGDWDEDAQH SV KRIMEHHBUHDWHG
OR@FW QIR 6/%/ 7KHGDWDEDAQD SV KIRMEHHBUHDWHG
ORQ@FW QIR 6/%/ 7KHGDWDEDAQH SV KRMEHHBUHDWHG
ORQ@FW ‘DUQLQS/%/ $GGLQUHQGHWRWKEDWDEDNHOHG
ORQ@FW 'DUQLQS/%/ $GGLQUHQGHWRWKKEDWDEDNHOHG
ORQ@FW QIR 6/%/ 7KHGDWDEDAQHD SV KRIMEHHBUHDWHG

SMA O 5 M {#EF

SMA

% 103: SMA O & D#faHER

et B2l

. Async0S 13.0 for Cisco Content Security Management Appliances 1—H 54 K (—fg&A)



27—sz2ns06R ||

et B1L)]

SMA Email Security Appliance
Email Security Appliance

"HG2FW ,QIR 75%$16)(530XJLT5$&.,1*3/8*, GRZQORDGURB
H[SRUW WUDFNL

QJ WUDFNLQJ # 7 =B 7 =V

"HG2FW ,QIR 75%$16)(530XJL15$&.,1*3/8*, GRZQORDGURB
H[SRUW WUDFNL

QJ WUDFNLQJ # 7 =B 7 =V

"HG2FW ,QIR 75%$16)(530XJLT5$&.,1*3/8*, GRZQORDGURB
H[SRUW WUDFNL

QJ WUDFNLQJ # 7 =B 7 =V

"HG2FW ,QIR 75%$16)(530XJLT5$&.,1*3/8*, GRZQORDGURB
H[SRUW WUDFNL

QJ WUDFNLQJ # 7 =B 7 =V

HG2FW ,QIR 75%$16)(530XJLE(3257,1*3/8* ARZQORDGURP

UHSRUWLQJ RX

WJIRLQJBTXHXH US| = )) (&% & 5:'% Y WIJ]

"HG2FW ,QIR 75%$16)(530XJLT5$&.,1*3/8*, GRZQORDGURB
H[SRUW WUDFNL

QJ WUDFNLQJ # 7 =B 7 =V

HG2FW ,QIR 75%$16)(530XJLE(3257,1*3/8* ARZQORDGURP

UHSRUWLQJ RX

WIRLQJIJBTXHXH US| = % % ( -= 3& Y WJ]

"HG2FW ,QIR 75%$16)(530XJLT5$&.,1*3/8*, GRZQORDGURB
H[SRUW WUDFNL

QJ WUDFNLQJ # 7 =B 7 =V

AT—H2ZXAOTDER

status status detail dnsstatus CLI
logconfig  setup

£ 104: R T7—45 X 05 O#HEHER

#rEt Bl
CPULd CPU

DskIO /O

RAMUtl |RAM

QKUsd
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B x5—szx0v508m

et

A

QKFre

CrtMID

ID MID

CrtICID

ID ICID

CRTDCID

ID DCID

InjMsg

InjRep

GenBncRep

RejRep

DrpMsg

SftBncEvnt

CmpRcp

HrdBncRcp

DnsHrdBnc

DNS

5XXHrdBnc

5XX

FltrHrdBnc

ExpHrdBnc

OtrHrdBnc

DIvRcp

DelRcep

GIbUnsbHt

ActvRep

UnatmptRcp

AtmptRep

CrtCncln

CrtCncOut

DnsReq

DNS
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27—sz2ns06R ||

et

B2l

NetReq

CchHit

CchMis

CchEct

CchExp

CPUTTm

CPU

CPUETm

MaxIO

1 /O

RamUsd

Swin

SwOut

SwPgln

SwPgOut

MMLen

DstInMem

ResCon

tarpit

WorkQ

QuarMsgs

QuarQKUsd

LogUsd

CASELd

CASE CPU

TotalLLd

CPU

LogAuvail

EuQ

Async0S 13.0 for Cisco Content Security Management Appliances 1—H 71 F (—f%&EA) .



B x72050mm

et

A

EugRls

JUL)HE
&UWOo,"

,QIR 6WDWX&38/G 'VN,2 5$%$08WL0O4.8VG 4.)UH

&UW,&,' &UW'&,"' ,QMOV]J ,QM5FS *HQWQF5FSHMS5FS

'usovy

&FK(FW

6IW%QF(YQW &PS5FS +UG%QF5FSQV+UG%QFE;+UG%QF
YOWU+UG%@B+UG%QEWU+UG%QFY5FS 'HOS5FS *OE8QVE+®FWY5FSBQDWPSWG5FS
$WPSW5F8UW&QF,RUW&QF2XWV5HT ITHWSHT &FK+LW &FKOLV

&FK([S &3877P &38(7P 0D[,2 5$08VG 00/HQ

'VW,QOHP5HV&RQ:RUN4 4XDUOVIWUXDU4.8VGRJIBVG $9/G %0/G &$6(/G
7TRWDO/GRJ$YDLO* (X4 (XT50V

DRTFL OYDER

£ 105: > R T L O O#fEHER

et A
commit
commit
‘HG6HS » QIR 9HUVLRQ 61 [iiiiiiiiiig o
'HG6HS ,QIR 7LPHRIIVHWURP37& VHFRQGYV
'HG6HS ,QIR B\VWHIPV FRPLQXS
'HG6HS ,QIR ERRWVWUDSBEA BDFKH
'HG6HS ,QIR '16 FDFKERRWVWUDSSHG
'HG6HS QIR 3, 8VHWGPLRRPPLAMKDQJH&6: 3DVVSKUDVH
'HG6HS QIR 3, B8VHWGPLRRPPLAMKDQJH¥RPSOHWHES 66:
7TKX6HS ,QIR 7LPHRIIVHWJURPB7& VHFRQGYV
7TKX6HS QIR 3, 8VHWGPLRRPPLAMKDQJHY¥GGHIBVHFRQE,
ORJRUH[DPSOHV
7TKX6HS QIR 3, B8VHWGPLRRPPLAMKDQJIJHYHPRYHED P S G&H,
ORJ
— I N N
NSAVE S 2/8= ol el ANE
AsyncOS
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ns47zou7var [l

Cisco
URL  http://tinyurl.com/3¢518r

Ny IR T 3y
. 661
. GUI 663
. 664

. 666
. 668

AT Y ITR5) T3 DHETFE

Cisco

=®106:05 7714 ILDEMN

Eit 5088

Log Type
640

Name

Log
Filename

Rollover by File Size

Rollover by Time 637
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B oy rrons

Bt anBA

Rate Limit

10

Log Level

Retrieval Method

(BT JS54 72X (Management Appliance) | > [ X T LEE (System Administration) ]
>SAJH TR 1) T3> (LogSubscriptions) ] CLI ORJFRQILJ

640

G¥)

(BT ISA4T VR
(Management Appliance) 1> [ X T LEE (System Administration) 1> [B5HTRH 1) T
< 3> (Log Subscriptions) ]
[ Yes ] CLI ORJFRQILJ
\

A4 LRJLDEKRTE

GE)
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£107:045 LR)L

suicons 4I7zoy 7 avots ]

Ay LAJL | EREA

syslog Alert
Critical
syslog Warning
Information
syslog Info
Information
Debug
syslog
Debug
Trace
syslog Debug

GUITOOY YIJTRH )T 3 UDIER

ATy T
ATvT2
ATvT3
RTv74
ATy TH
ATvT6

ATy 17

Web

Web

Management Appliance
Log Subscriptions ]

1>1

[

637

System Administration ]>[
Add Log Subscription ]
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B crvoxsuTvaoms

ATvT8
GE)

[ Yes ]

ATvT9
ATv 710

O H9IJR51) T3 nmE

ATvT1 | Log Subscriptions | [ LogName ]

ATy T2
ATvT3

OX> 5 n5O0—/NLETE

[ Log Subscriptions ] [

Settings | [ Edit Settings ] CLI
setup

. ID

Cisco 3
o[ ID Message-ID ]
ID ID
AsyncOS

7XH$SU ,QIR 0, OHVVDJH QHVVDJH ," 4RQWHQW

o[ Remote Response |
7XH$SU ,QIR 0,' 5," > @5HVSRQWHKHXHIEV & % '$

. Async0S 13.0 for Cisco Content Security Management Appliances 1—H 54 K (—fg&A)
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logconfig ->



ryt—vAvi—nnxyy |}

SMTP DATA
data
queued as 9C8B425DA7
> @
RNKRVWQDPH
2N TXHXHDBY & % '$
250 OK
Cisco
DATA 250 Ok: Message MID accepted
Cisco
Message MID accepted
o[ Original Subject Header |
7XHOD\ ,QIR 6WD uoy V&,
7XHOD\ ,QIR 0,' V&, JURP PDU\#H[DPSOH FRP!
7XHOD\ ,QIR 0,' V&, 5,' 7R MRH#H[DPSOH FRP!
7XHOD\ ,QIR 0,' OHVVDJH ," H Q #H[DPSOH FRP!
7XHOD\ ,QIR 0,' 6 XEMHFOARQWKBNSR UWWH
Ayt—UAyF—nOxy
[ Log Subscriptions Global Settings |

CLI logconfig -> logheaders

GE)

G¥)  SMTP RFC http://www.fags.org/rfcs/rfc2821.html
RFC

(GE)  logheaders
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B cvzemLrnxs 00—

= 108: ~y5—mn0O% (Log Headers)

ANy H— Ny E—DRFT
%
date, x-subject
7XHOD\ ,QIR OHVVDIIRQR," 0, WR5," > @> GDWH 7XH
0D\ [ VXEMHFW/RJILQWKLXHDGHU @

GUI ZERL-O0FX > D7 0—/N\ILERE

ATy T1 | Log Subscriptions ] [ Global Settings |
[ Edit Settings ]
ATvT2 D
664
ATvT3
ATvT4

Qg H IR T30 —)LA—/N—
AsyncOS

° C

O H$JRH51)ToarRoasoo—)Lir—/N\—

637
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cu zgmL-nsomEn—i+—~— i

GUI 2R L0 DEIFEO—/)LA—/\—

AT Log Subscriptions ]
ATvT2 | All ]
ATy T3 | Rollover Now ]
RDZRY
666
* CLI 667

CLUZEANAL=-O0JDEEO—/ILA—/\—

rollovernow

BS54 AN A—HF AL R3—T A ATOREOOT T MYDE
T

GUI [ Log Subscriptions ]
[ LogFiles |

FTP

EHFOAOS T R)ORT (ta@illa<w k)

AsyncOS tail
tail
Ctrl C tail

GE) tail FTP
SCP
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tail tail tailmail logs

HOFRPMRWK H OHVVDJLQ@WHZD\ VSOLDQFH

H[DPSOH VWYILO

&EXUUHQWRQILIXUBIKIV
FOLBORJMSH &/, $XGLWRJV 5HWULHYP/GB 3ROO
HXTBORJMSH 6SDRXDUDQW/IRQN 5SHWULHYP/G 3ROO
HXTIJXLBORIWSH 6SDRIXDUDQWH8QHRJIV 5HWULHYP/G 3ROO
JXLBORJY\SH +773/RJV 5HWULHYP/G 3ROO
PDLOBORJVSH 7H[WDLGRJV 5HWULHYPr@ 3ROO
UHSRUWGBORSW 5HSRUWLRJY 5HWULHYP/G 3ROO
UHSRUWTXHU\GBORHIVEHSRUW UXHUXRIV 5HWULHYP/@G 3ROO
VOEOGBORJSH 6DIH %ORARNWYRJV 5HWULHYP/G 3ROO
VPDGBORJIVSH 60$/RIJV 5HWULHYP/@ 3ROO
VI\VWHPBORA®H 6\WVWHMRJIV 5HWULHYPr@G 3ROO
WUDFNHUGBORIW 7UDFNLORJV 5HWULHYP/G 3ROO

(QWHWKKXPEHRU WKKRAMXZLVKWRWDLO

>@!

SUHVEWUO V&RVWRS

7TKX6HS , QIR %HJLQRJIILOH

7TKX6HS ,QIR 9HUVLRQ 61 ‘)7 *3

7TKX6HS ,QIR 7LPHRIIVHWRP87& VHFRQGV

7TKX6HS ,QIR 6\VWHIPV FRPLQXS

7TKX6HS :DUQLQJI16 TXHUQHWZRHMMWURY (UUQR@ +RVWV GRZQWR
ORRNL®3 GRZQORDGV FLVFR FRP

JULBHS ,QIR 3,' S8VHIDGPLRRPPLAMKDQJHYV

JULBHS ,QIR 3,' S8VHIDGPLRRPPLMKDQJHYV

A&H[DPSOH VUY!

RA b F—0DEHRTFE

logconfig -> hostkeyconfig Cisco
SSH
SSH 2 SSH
SSH

GE) E
Managing Secure Shell SSH Keys

hostkeyconfig

£ 109: "X b F—OEE : Y TIAT U FOY R+

avyU kR

358

New

Edit
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avw vk S5 BA

Delete

Scan

Print

known_hosts

Fingerprint

User
SCP
authorized keys

PDLO H[DPSOH GRPEFRQILJ
&XUUHQWRQILJIXUGIRBIV
> OLVWI ORJV

@
&KRRWHKHRSHUDWLRXQZDQWRSHUIRUP

1(: &UHDWHHZDRJ

(', 7 ORGLID ORNXEVFULSWLRQ
"(/(7( 5HPRYMORNXEVFULSWLRQ
6(783 *HQHUNBWWLQJV

/2*+($'(56 &RQILJXMHDGHWWRORJ
+267.(<&21),*&RQILIXBE+KRVWH\V
>@!KRVWNH\FRQILJ
&XUUHQWQVWDORRGWH\V

PDLO H[DPSOHVFRPGWNH\GLVSOD\®G
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

1(: $GG QHZANH\

(', 7 ORGLID NH\

"(/(7( 5HPRYMNH\

6&%1 $XWRPDWLFO®RDQO DGRV WH\
35,17 'LVSODD NH\

+267 'LVSODW\VWHPRVWH\V
),1*(535,17 'LVSODW\VWHPRVWH\ILQJHUSULQWYV
86(5 'LVSODW\VWHPVHMH\V
>@IVFDQ
3OHDWRQWHWKHKRVWU,3 DGGUHWRORRNXS
>@!PDLO H[DPSOH FRP
&KRRWHK IV VKSURW R AR\@ H

66+ UVD

66+ GVD

$00
> @!
66+ GVD
PDLO H[DPSOHVERPGVYV
> NH\GLVSOD\HG

@
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PDLO H[DPSOHVWKPUVD
> NH\GLVSOD\HG
@
$GOGNVNKKMBUHFHGIKRVWH\ VIRUPDLO H[DPSOH *R®@"
&EXUUHQWQVWDORRGWH\V
PDLO H[DPSOHVWKPGVWVWNH\GLVSOD\HG

@

PDLO H[DPSOHVWKPUVADNH\GLVSOD\HG
@

PDLO H[DPSOH FRP > NH\GLVSOD\HG
@

&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
1(: $G @D QHANH\
(', 7 ORGLID NH\
(17 ( 5HPRYIHNH\
6&%1 $XWRPDWLFGERDOQ O RDIGRVWH\
35,17 'LVSODD NH\
+267 'LVSODYW\VWHKWRRVWH\V
),1*(535,17 'LVSODWY\VWHPRVWH\ILQJHUSULQWYV
86(5 'LVSODW\VWHPVHWBIH\V

>@!

&EXUUHQWRQILIXUBKIV

> OLVWI FRQILIXUBIRIV

@

&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
1(: &UHDWHHZORIJ
(', 7 ORGLIDORWVXEVFULSWLRQ
(17 ( 5HPRYIHORIXEVFULSWLRQ
6(783 *HQHUNBWWLQJV
/2*+($'(56 &RQILIXKUHDGHWWRORJ
+267.(<&21),*&RQILIXBEH+KRVWH\V

>@!

PDLO H[DPSOH FRPPLW
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Web 213
64

320

377

* Configuration Master Web
412

— R cS I a—TF a4 1)Y—X

583
635
705
* Cisco Bug Search Tool
707
707
HEDKETRETSIMED S TN a—T42T
672
Web 1) 7 1 BEDMRE
43
« Web 314
446

Web
705
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. 43

. 336

. 375

. 410

. E

705

— & HY 7 R

. [

Management Appliance ]>[ System Administration ]>[ Disk

Management ]

. Web

. 673

. 528

73— hADIEE

. 380 680 RAID
Battery Relearn Timed Out (RAID Event) on 380 or 680 Hardware 673

. 674

7o— bk :380FIE680\— Oz F7TNYTUBEEIALT 2L (RAIDA AR |)
(Battery Relearn Timed Out (RAID Event) on 380 or 680 Hardware)

380 680 [ Battery
Relearn Timed Out ]

RAID
48 RAID

RAID
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. 584
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. 581

T ZhIILYR—DEHR

. 675

TFITSATIOADNDYR—bF 5—RDFA—

rFSILYa—F108 |

674

675

TUoBLUEH

Cisco TAC
1RO BRI
Cisco TAC
707 1
ATv 71
ATFvT2 | Help and Support 1> Contact Technical Support |
ATv73
Cisco TAC [Cisco Cisco Technical Support ]

* [Cisco

Cisco Technical Support ]
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RT9T5 | Send ]

RET7 TS5A4AT72ADYHR— FDEE

Cisco Content Security

VLN ID PID
PID
e PID 3
B
Web SMA-WMGT-LIC=
SMA-EMGT-LIC=

DRADTIVZAINYR—FEEEDYE— LTI/ EXDEMIE

675

676

676
677
677

AV —2Y MERENT ITSAT UV ANDYE—FTIOCADEHE

upgrades.ironport.com SSH

1R BRI
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ATy I
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ATw 72 GUI [ Help and Support  ]>[ Remote
Access |
ATvT3 | Enable ]
ATvT4
ATvT5 | Submit ]
RDERY
676

A3 —=2y MIEEERINMTWEWT TSAT7UoRAD) E— N7 ADEMIE

2
186D HHIIC
. 2 22
675
AT T1 WHFKVXSSRUW
RAT9 T2 VVKDFFHVV
ATvT3
RDZBARY
. 677
. 676
TIOZAILYR—FD o RIILDOENE
techsupport upgrades.ironport.com 7
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ATvT1
RATwv 72 GUI

Access |
ATv7T3 | Disable ]

JE—F 7O EADENIE

techsupport

ATvT1
AFw T2 VVKDFFHVV
ATw 73 GLVDEOH

HR— b OEFIRE DR

ATy
AT w72 status

Help and Support  ]>[

WHFKVXSSRUW

WHFKVXSSRUW

INTYy kXY TFYDET

TCP/IP

ATvT1 | Help and Support 1> [

ATy T2
a) |

b)

[ Filters ]

Packet Capture Settings |

yE—+ 7o e20EHnt [

Remote

Packet Capture |

AsyncOS

Edit Settings ]

Async0S 13.0 for Cisco Content Security Management Appliances 1—H 71 F (—f%&EA) .



rFSILYa—F108 |
B rorseT7v0xm

. UNIX WFSGXPS host 10.10.10.10 && port 80
. 1P E
IP
. 1P Exchange
IP
1P E
c) | Submit ]
ATv 73| Start Capture |
. 1
. [ Packet Capture ]
* GUI GUI CLI
CLI CLI
. 10
1/10
» GUI CLI
ATy 74 [
Stop Capture ]
AT97T5
o Manage Packet Capture Files ]
[ Download File ]
. captures FTP SCP
RDBARY
. Technician  FTP SCP
675
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HfEE
550
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. IPMI
VWDWXWQ RIl F\FOHUHVHWLDJVRIW
188 BRI
« [PMI 2.0
. IPMI IPMI
ATv 71 IPMI
1P
IPMI UNIX
LSPLWRROODQ+ 8 UHPRWHUHVHWXWODHAWYSKUBKBVVIS\RZHUHVHW
IP remoteresetuser
passphrase
ATvT2 11
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PALRA—DT A RELUVTTITA4AT7 R
~NDT IR

PAUA—DTD A RBEV T ITSATUVARAANDT IR

RNMO:IPAVEZ—TIARIZHLTT 74 TEIICHZY—ER

FTIHILETEHEINE S,

Y—ER |TIHL | EEBSAVE— | FRERESNEZIPA82—T14R
R— bk JxAR

FTP 21 x

Telnet 23 X

SSH 22 x

HTTP 80 x

HTTPS  |443 x
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B ros—o:z4x

PA3—Tz4 R

1P
1 Ip

IP
IP IP

CLI

VLAN CLI
E
Advanced Networking

PA R —TxA4 ADEKTE

[ Management Appliance ] > [ Network ]>[IP
IP Interfaces | interface config 1P

G

Virtual Gateway

IP

RKRIM:PA B —T AR aAViR—FR2 b

22 AVB—=DIAADZ Y 1r— L,
IP 1P
255.255.255.0 16 OxfTfr00
255.255.255.0
C
AsyncOS 1P
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EA1] AVB—DIARAD= v 2— L,
SMTP
IP
DNS P
DNS
FTP SSH Telnet HTTP HTTPS
HTTP/HTTPS URL
() 9
GUI Z#FERALEIPA 22— x4 ADER
AT 71 Web
Web
ATvFT2 | Management Appliance ]>[ Network ]>[IP 1P
Interfaces |
ATv7F3 [IP Add IP Interface ]
ATvT4
ATy 75 P
ATy 7T6 IP
ATy T1
ATvT8 P
ATv7T9 HTTP HTTPS
ATv 710 HTTP HTTPS
HTTP HTTPS IP
URL
URL
ATv7IN
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FIPEBRTDT7 TZ3ATVAANDTIER

FE O Management Appliance  ]>[ Network ]>[IP
IP Interfaces ] interfaceconfig
GUI CLI
ATv71 Web
Web
ATvT2 | Management Appliance ]>[ Network ]> [IP P
Interfaces | LQWHUIDFHFRQILJ FTP
Gx)
AT 73 FTP IP
IWS
FTP
IWS
ATv74 FTP
(7 387
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VAADT YR
IPA28—T14RBEVTT5AT7oZ~0T 12 ||

KRN2:THOERRTEBTA4LY RV

T4LIR)A

Bk

DYDUFKLYH
ERXQFHV
FOLBORJV
GHOLYHU\
HUURUBORJV
IWSGBORJV
JXLBORJV
PDLOBORJV
USWGBORJV
VQWSG ORJV
VWDWXV

VI\VWHPBORJV

System

]

Management Appliance

1=1
Log Subscriptions

[
Administration ]>][
logconfig rollovernow

E

Logging
Logging Log File Type
Comparison

FRQILIXUDWLR

* Virtual Gateway DOWVUFKRVW

* XML VDYHFRQIODRDGFRQILJ
o[ HAT Host Access Table (HAT) |
KRVWDFFHVYV
o[ RAT Recipient Access Table (RAT) ]
UFSWDFFHVYV
* [SMTP SMTP Routes ] VPWSURXWHYV
° DOLDVFRQILJ
° PDVTXHUDGH
. ILOWHUV
* XQVXEVFULEH
* WUDFH
0)0 GUI
README
SHULRGLFBUHSRUWYV
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. TFa7 aE— (scp) 7O ER

ATy TH

FTP

X7 aE— (sep) 7O/ EXR

VFS

/tmp/test.txt
mail3.example.com

GE)

admin
secure copy

VFSWPS WHVWDM{MLQ#PDLO H[DPSOH FRP FRQILJXUDWLRQ
7KHDXWKHQWLRLWRVWDLO H[DPSOH FRP FDQ WHHVWDEOLVKHG
"6 NH\ILQJHUSULQ@W G E HE HE FD I D GD F GE
$UHRXVXUNRXZDQWRFRQWL@PRDQHFWLBY QR tHV
‘DUQLQ3HUPDQHM@HBDLO H[DPSOH FRPS WRWKHLVWI NQRZIQRVWYV
DGPLQ#PDLO H[DPSOBDRRFPSKUDWHSHNVKIDVVSKUDVH
WHVW WI[W

VFSDGPLQ#PDLO H[DPSOH FRP FRQILIJXUDWLRQ WH[W W[W
DGPLQ#PDLO H[DPSOBDRRFSKUDWHSHVKISDVVSKUDVH
WHVW W[W

scp FTP

GE)

operators administrators
scp AsyncOS
578

D)TIVEGEICKBT IR
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BEEE
. 705

BBLUVNL)—XN—FH9TF7TOIYTFTILHR—FrDEEY L THFHM

H21:80 8KV —ZXN—FH2F7TOLYTILR—FDEVEY BTHHEM

0 —XN—F9xzF7TOIV)FILR—FDOEVEY Y THEM

B22: Y7L R—-+DEVES

R1M3I:DUFILR—FDEVEIYHT

EY |[EF 1/0 % (Definition)
(Signal)

1 DCD

2 SIN

3 SOUT

4 DTR
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PAUB—TIARBELVT TSATUVAADT IR |

1/0

E# (Definition)

EY |[EF
(Signal)

5 GND

6 DSR

7 RTS

8 CTS

9 RI
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* Datal
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* Data4

IP7 FLRERY FITRT DEIR

IP

IP
1P

1P
1P
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1P

255.255.255.0 124

IP

1

255.255.240.0

AVB—TTARBEDY T

Intl Int2

Management Datal Data2

2y bT—01:

2

Fy kD=2 EPFRLRADEIY ST |

IP 4
CIDR

/20

A3 —=T 24X |IP7 FLAR

v k<R
9

= vl
7S

Intl 192.168.1.10

255.255.255.0

192.168.1.0/24

Int2 192.168.0.10

255.255.255.0

192.168.0.0/24

192.168.1.X X

Intl

2y bT—52:
2

192.168.0.X

1 255 10

Int2

WAN

IP

2 SOV e G2 Rl i V8

IP7 FLAR

vy kT ERL
R

2y rTRA
7

Intl

192.168.1.10

255.255.0.0 |192.168.0.0/16

Int2

192.168.0.10

255.255.0.0 |192.168.0.0/16
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GUI CLI
AsyncOS

3

A4 —H%xy |IP

~
192.19.0.100
Datal 192.19.1.100
Data2 192.19.2.100
192.19.0.1
AsyncOS
Datal IP 192.19.1.100
Datal

21

1P
IP

DNS
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TCP
Management
Datal 1P
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. CLI Web
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KRIM:T7AT24+—ILR—Fk

TI740 7B RO RS KRR b R—L B i
b R— (InfOut)
~
20/21 TCP In AsyncOS IP FTP
Ollt FTP
TCP 1024
FTP
707
22 SSH AsyncOS TP
Out
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22 [TCP] AsyncOS TP CLI SSH
22 [TCP] SCP SCP

Out
23 Telnet AsyncOS IP CLI Telnet
23 Telnet Telnet Telnet
25 [TCP] Any SMTP

Out
25 [TCP] AsyncOS TP

SMTP

53 UDP/TCP DNS

Out

DNS
DNS SenderBase
80 HTTP AsyncOS IP
GUI HTTP
80 HTTP downloads.ironport.com AsyncOS
80 HTTP upgrades.ironport.com AsyncOS
801 HTTP AsyncOS P WUDLOEOD]HUERIQILJ
GUI
HTTP

82 HTTP AsyncOS TP
83 HTTPS AsyncOS IP
110 [TCP] POP

Out POP
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123 UDP NTP
NTP
143 [TCP] IMAP
Out IMAP
161 UDP AsyncOS IP SNMP
162 UDP SNMP
Out
389 LDAP LDAP LDAP
Out
3268 LDAP Cisco
LDAP
636 LDAPS LDAPS LDAPS — ActiveDirectory
3269 Out
SSL
443 [TCP] AsyncOS P
GUI Secure HTTP
https
443 [TCP] update-static.ironport.com
Out
443 [TCP] update-manifests.ironport.com
Out
443 [TCP] update-manifests.sco.cisco.com
Out
443 [TCP] phonehome.senderbase.org
Out /
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443

[TCP]

Out

Web Security Appliances
[

Security Services ]>[

Anti-Malware and
Reputation ] [
Advanced ]
>[
Advanced
Settings for File Analysis ]

URL

Email Security Appliance
[

Security Services >

[

File Reputation
and Analysis ]

[
Advanced Settings for File

Analysis ]

URL

* Web

239

443

HTTPS

api sse.cisco.com

Cisco Threat Response

443

HTTPS

api.eu.sse.itd.cisco.com

Cisco Threat Response

443

HTTPS

est.sco.cisco.com

Cisco Threat
Response

443

HTTPS

AsyncOS TP

WUDLOEOD]JHUERIQILJ
GUI
HTTPS

514

UDP/TCP

Out

Syslog

Syslog
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6080 HTTP HTTP API
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AT T1 [ Web ]1>[
ATvT2 | Users ] [ ID UserID
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ID IP
[ ID
User ID or Client IP address | 1P
[ Users ] ID
P
ATv T3 IP [10.251.60.24]
[ User Details ]
URL
URL
Domains ] [
ATy 74| Domains Matched ] [
URL
Web
GE) Web
URL URL
Web Tracking | [
ATy T5 | Web 1> Reporting ] >[Web
ATvT6 | Proxy Services ]
AT9TT | / IP User/Client IP Address ]
Web
1P
URL

]

URL

Web ¥ 74« EEOH |

Web
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[ IP Client
ID 1P
1P Find
IP
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Export ]
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[Web Web Tracking | Web
[ Proxy 299
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5
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ATv 73| Domains ] Web
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30 3 URL
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1
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Instant Messaging Hate Speech  Tattoo 282k URL
[ Export ] raw Excel
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ATvT2 ILLO - [ Bandwidth Used ] [ URL
URL Categories Matched |
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AEVI bz 7, KET YT L— KRR, & VEMT E—kR, NOTWITHSTANDING ANY
OTHER PROVISION OF THE AGREEMENT: (1) CUSTOMER HAS NO LICENSE OR RIGHT TO
MAKE OR USE ANY ADDITIONAL COPIES OR UPGRADES UNLESS CUSTOMER, AT THE TIME
OF MAKING OR ACQUIRING SUCH COPY OR UPGRADE, ALREADY HOLDS A VALID LICENSE
TO THE ORIGINAL SOFTWARE AND HAS PAID THE APPLICABLE FEE TO AN APPROVED
SOURCE FOR THE UPGRADE OR ADDITIONAL COPIES; (2) USE OF UPGRADES IS LIMITED
TO CISCO EQUIPMENT SUPPLIED BY AN APPROVED SOURCE FOR WHICH CUSTOMER IS
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THE ORIGINAL END USER PURCHASER OR LESSEE OR OTHERWISE HOLDS A VALID LICENSE
TO USE THE SOFTWARE WHICH IS BEING UPGRADED; AND (3) THE MAKING AND USE OF
ADDITIONAL COPIES IS LIMITED TO NECESSARY BACKUP PURPOSES ONLY.

URL

https://www.cisco.com/c/en/us/about/legal/global-export-trade/general-export/contract-compliance.html

FAR FAR (48 C.F.R.) 2.101
FAR 12.212 FAR 12.212 DoD FAR
227.7202-1 227.7202-4 FAR
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The Software may contain or be delivered with one or more
components, which may include third-party components, identified by Cisco in the Documentation,
readme.txt file, third-party click-accept or elsewhere (e.g. on https://www.cisco.com/ ) (the "Identified
Component(s)") as being subject to different license agreement terms, disclaimers of warranties, limited

warranties or other terms and conditions (collectively, "Additional Terms") than those set forth herein.

BR %E £REE
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EXCEPT ASSPECIFIED IN THISWARRANTY SECTION, ALL EXPRESSOR IMPLIED
CONDITIONS, REPRESENTATIONS, AND WARRANTIES INCLUDING, WITHOUT
LIMITATION, ANY IMPLIED WARRANTY OR CONDITION OF MERCHANTABILITY,
FITNESSFOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, SATISFACTORYQUALITY,
NON-INTERFERENCE, ACCURACY OF INFORMATIONAL CONTENT, OR ARISING FROM
A COURSE OF DEALING, LAW, USAGE, OR TRADE PRACTICE, AREHEREBY EXCLUDED
TO THE EXTENT ALLOWED BY APPLICABLE LAW AND ARE EXPRESSLY DISCLAIMED
BY CISCO, ITSSUPPLIERSAND LICENSORS. TO THE EXTENT THAT ANY OF THE SAME
CANNOT BE EXCLUDED, SUCH IMPLIEDCONDITION, REPRESENTATION AND/OR
WARRANTY ISLIMITED IN DURATION TO THE EXPRESSWARRANTY PERIOD
REFERRED TO INTHE "LIMITED WARRANTY" SECTION ABOVE. M E (X REZEEXig
[C&o Tl RRRIADEDHEEZRET 5 EAFA SN TLEN O, BERIZEELZ DO
RABERASINGWMEENHYET . COREEE. BERICHEDEMWENZHETHLDTY
A, BEKRIF, FHICK - TRZEOMDIEFRZFTH5HEELHYET.
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Contracts (Rights of Third Parties)
Act1999 1999

URL

https://www.cisco.com/c/en/us/products/warranty-listing.html

CiscoarT2 Y tXxal)T4 VIbIzT7RHIVE
1—H 542 REHHE

SEULA
EULA
SEULA
EULA
SEULA EULA SEULA

EULA
SEULA
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For purposes of this SEULA, the Product name and the Product description You have ordered is any of
the following Cisco Systems Email Security Appliance ("ESA"), Cisco Systems Web Security Appliance
("WSA") and Cisco Systems Security Management Application ("SMA") (collectively, "Content Security")
and their Virtual Appliance equivalent ("Software"):

Cisco AsyncOS for Email

Cisco AsyncOS for Web

Cisco AsyncOS for Management

Cisco Email Anti-Spam, Sophos Anti-Virus

Cisco Email Outbreak Filters

Cloudmark Anti-Spam

Cisco Image Analyzer

McAfee Anti-Virus

Cisco Intelligent Multi-Scan

Cisco RSA Data Loss Prevention

Cisco Email Encryption

Cisco Email Delivery Mode

Cisco Web Usage Controls

Cisco Web Reputation

Sophos Anti-Malware

Webroot Anti-Malware

McAfee Anti-Malware

Cisco Email Reporting

Cisco Email Message Tracking

Cisco Email Centralized Quarantine

Cisco Web Reporting

Cisco Web Policy and Configuration Management
Cisco Advanced Web Security Management with Splunk
Email Encryption for Encryption Appliances

Email Encryption for System Generated Bulk Email
Email Encryption and Public Key Encryption for Encryption Appliances
Large Attachment Handling for Encryption Appliances
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Secure Mailbox License for Encryption Appliances

Definitions
For purposes of this SEULA, the following definitions apply:

"Company Service" means the Company's email, Internet, security management services provided to End
Users for the purposes of conducting Company's internal business.

"End User" means: (1) for the WSA and SMA, the employee, contractor or other agent authorized by
Company to access the Internet and the SMA via the Company Service; and (2) for the ESA, the email
boxes of the employees, contractors, or other agent authorized by Company to access or use the email
services via the Company Service.

"Ordering Document" means the purchase agreement, evaluation agreement, beta, pre-release agreement
or similar agreement between the Company and Cisco or the Company and a Cisco reseller, or the valid
terms of any purchase order accepted by Cisco in connection therewith, containing the purchase terms for
the Software license granted by this Agreement.

"Personally Identifiable Information" means any information that can be used to identify an individual,
including, but not limited to, an individual's name, user name, email address and any other personally
identifiable information.

"Server" means a single physical computer or devices on a network that manages or provides network
resources for multiple users.

"Services" means Cisco Software Subscription Services.

"Service Description" means the description of the Software Subscription Support Services at
http://www.cisco.com/c/en/us/about/legal/service-descriptions.html.

"Telemetry Data" means samples of Company's email and web traffic, including data on email message
and web request attributes and information on how different types of email messages and web requests
were handled by Company's Cisco hardware products. Email message metadata and web requests included
in Telemetry Data are anonymized and obfuscated to remove any Personally Identifiable Information.

"Term" means the length of the Software subscription You purchased, as indicated in your Ordering
Document.

"Virtual Appliance" means the virtual version of Cisco's email security appliances, web security appliances,
and security management appliances.

"Virtual Machine" means a software container that can run its own operating system and execute applications
like a Server.

Additional License Terms and Conditions
LICENSE GRANTS AND CONSENT TO TERMS OF DATA COLLECTION
License of Software.

By using the Software and the Documentation, Company agrees to be bound by the terms of this Agreement,
and so long as Company is in compliance with this Agreement, Cisco hereby grants to Company a
nonexclusive, non-sublicensable, non-transferable, worldwide license during the Term to use the Software
only on Cisco's hardware products, or in the case of the Virtual Appliances, on a Virtual Machine, solely
in connection with the provision of the Company Service to End Users. The number of End Users licensed
for the use of the Software is limited to the number of End Users specified in the Ordering Documents.
In the event that the number of End Users in connection with the provision of the Company Service exceeds
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the number of End Users specified in the Ordering Documents, Company shall contact an Approved Source
to purchase additional licenses for the Software. The duration and scope of this license(s) is further defined
in the Ordering Document. The Ordering Document supersedes the EULA with respect to the term of the
Software license. Except for the license rights granted herein, no right, title or interest in any Software is
granted to the Company by Cisco, Cisco's resellers or their respective licensors. Your entitlement to
Upgrades to the Software is subject to the Service Description. This Agreement and the Services are
co-terminus.

Consent and Licenseto Use Data.

Subject to the Cisco Privacy Statement at http://www.cisco.com/web/siteassets/legal/privacy.html, Company
hereby consents and grants to Cisco a license to collect and use Telemetry Data from the Company. Cisco
does not collect or use Personally Identifiable Information in the Telemetry Data. Cisco may share
aggregated and anonymous Telemetry Data with third parties to assist us in improving your user experience
and the Software and other Cisco security products and services. Company may terminate Cisco's right
to collect Telemetry Data at any time by disabling SenderBase Network Participation in the Software.
Instructions to enable or disable SenderBase Network Participation are available in the Software
configuration guide.

Description of Other Rights and Obligations

Please refer to the Cisco Systems, Inc. End User License Agreement, Privacy Statement and Service
Description of Software Subscription Support Services.
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