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Web 220
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o[ Application Visibility ]
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3 [ Advanced ]
4
51 Search ]
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4 [ Edit Settings ]
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Spam Quarantine
[ Establish Connection ]
[
Establish Connection ]
SSH Security
Management Appliance
Success
[ Test Connection ]
E
E
IP
Data2
IP 659
S
IP 652

. AsyncOS 12.0 for Cisco Content Security Management Appliances



1 Web o
Web
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« domain.com
*[10.1.1.0]

* [ipv6:2001:DB8:1::1]
e user@[1.2.3.4]
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* user@[ipv6:2001:db8::1]

)
example.com
george@example.com
george@example.com example.com
.domain.com
server.domain.com
/ 353
Web
URL
S
342
2
. 352
. 352
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Web [ Release and Add to Safelist ]

[ Release and Add to Safelist ]

1 Web [ Safelist ]
2 Web
3 Web W
4 [ Spam Quarantine ]

a) | Monitor ]>[ Spam Quarantine ]

b) [ Options ]

c [ Safelist ]

d [ Safelist ]

e) [ Add to List ]
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1 Web [ Blocklist ] [+]
2 Web v
3 [ Spam Quarantine ]
a) | Monitor ]>[ Spam Quarantine ]
b) [ Options ] [ Blocklist ]
c)
d [ Add to List ]
/
/ XML
/
533
1 Web o
Web
2 [ Management Appliance ]>[ System Administration ]>[

Configuration File ]
3 [ / (
(Spam Quarantine) ]

) End-User Safelist/Blocklist Database

/ .Csv

[ Backup Now ]

.CSV

slbl-<serial number>-<timestamp>.csv

/configuration
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[ Select File to Restore ]

configuration

/
[ Restore ]
/
1SQ_log
X-9L.BL-Result-
X-SLBL-Result-
/
561
605
. 354
342
/
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/ 344
358
355
361
341
. 355
* \Web 358
. 361
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B o

Web | End User Quarantine
Access ] [LDAP] [SAML 2.0] [
IMAP/POP Mailbox (IMAP/POP) ]
2. [ Spam Notifications ] [
Enable
login without credentials for quarantine access ]
Web | End User Quarantine
Access ] [LDAP] [SAML 2.0] [
IMAP/POP Mailbox (IMAP/POP) ]
2. [ Spam Notifications ] [
Enable
login without credentials for quarantine access ]
[ End User Quarantine Access ]
[ None ]
[ End User Quarantine Access ]
[
Enable End-User Quarantine Access ]
* LDAP 356
* IMAP/POP 357
* SAML 2.0 358
. 358
. 361
. LDAP 448
. 351
LDAP
1 Web UI
2. DN
LDAP Active
Directory 6000
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IMAP/POP

IMAP/POP B

LDAP
3. BaseDN
LDAP DN
DN
4.
LDAP
LDAP
. 355
* LDAP 447
1 joe
joe@example.com Web Ul
358
2. IMAP POP
IMAP/POP
IMAP/POP
3.
. joe
IMAP Web

http://www.washington.edu/imap/
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B savizo

SAML 2.0
Cisco Content Security Management Appliance Guide SO Using SAML 2.0
Web
1
2 LDAP [ System Administration > [LDAP] >
[LDAP LDAP Server Profile ] [ Spam
Quarantine End-User Authentication Query ] LDAP
IT you will authenticate end users using SAML 2.0 (SSO), configure the settings on the
System Administration > SAML page.
LDAP 447
SAML 2.0 SSO 591
3
358
4 URL
URL 360
. 358
. URL 360
. 361

355
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1 [ Management Appliance ]>[
Centralized Services ]>] Monitor ]>[ Spam Quarantine ]>[
Edit Settings ] [ End-User Quarantine Access ]
Web [
Security Management appliance ] [ Service Status ] &
[ Edit End-User Quarantine Settings ]
2 [ Enable End-User Quarantine Access |
3
IMAP/POP LDAP
IMAP POP
POP APOP
Cisco APOP
APOP
APOP POP
SSL SSL
Append Domain to Unqualified Usernames
LDAP
LDAP
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URL

SAML 2.0

[ Management
Appliance > System Administration ] > [SAML]
Cisco Content
Security Management Appliance Guide SSO Using SAML 2.0

Microsoft Outlook

Web
335

URL
IP
HTTP://mail3._example.com:82

Web

e trailblazerconfig CLI

URL
HTTP/S

https://example.com:<trailblazer-https-port>/eug-login  URL

example.com

HTTPS

e trailblazerconfig CLI
https://example.com:<https-port>/euq-login  URL

example.com

HTTPS
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Web LDAP IMAP/POP
LDAP LDAP
LDAP
IMAP/POP
364
. 358
. 364
A
358
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355
364
1 [ Management Appliance ] >
[ Centralized Services ]>] Spam Quarantine ]>[ Edit Settings ]
[ Spam Notifications | Web
[ Security Managementappliance ]
[ Service Status ] o
[ Edit Spam Notification Settings ]
2 [ Enable Spam Notification ]
3
4
5
6
7
8
a)
[ Loginwithout credentials ]
[ Release ]
[ Release ]
IMAP / POP LDAP SAML 2.0
[ None ]
b) 0 365
0
IMAP /POP LDAP SAML 2.0 [
Loginwithout credentials ]
CLI  spamdigestconfig
9
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10
11
12

13

a)
o[ New Message Count ] %new_message_count%
o[ Total Message Count ] %total_message_count%
o[ Days Until Message Expires ] %days_until_expire%
o[ URL Quarantine URL ] %quarantine_url%
URL
o[ Username ] %username%
o[ New Message Table ] %new_quarantine_messages%
o[ ] %new_quarantine_messages_no_subject% [
New Message Table ]
[ View Message ]
b)
[ Show link to show
all Quaranted messages in Notification Mails ] [ Yes ] [ No ]
IMAP / POP LDAP SAML 2.0 i
Login without credentials ] [
Quarantine Access ]
[ Yes ]
[ Challenge Access ]
[ None ]
CLI  spamdigestconfig
o [ Preview Message ]
HTML HTML/
[ LDAP Consolidate messages

sent to the same LDAP user at different addresses ]
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14

Microsoft Outlook Mozilla Thunderbird

. 364
. 365

. 365

LDAP

72: /

User

Sam sam@example.com — 1

Mary mary@example.com dev@example.com | 4
ga@example.com

pm@example.com

Joe joe@example.com admin@example.com | hr@example.com |3

LDAP
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LDAP
LDAP POP/IMAP
[ Enable Spam

Notification ] [

Enable End-User Quarantine Access ] [

Deliver Bounced Messages To ]

. 365

. 365

. 365

. 365

1
. 2
. 1
364
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. [ Deliver Bounce Messages To: ]

355

. Web 335 [
Deliver Messages Via ]

. 366
. 367
. 367
. 368
. 368
1 Web [ Quarantine ]>[
Spam Quarantine ]>][ Search ]
2 [ Email ]>[ Message Quarantine ]>[ Spam Quarantine ]
[ Spam Quarantine ]
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51 Search ] [ Search ]

367

[ Message Details ]
20 KB 20 KB
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[ Message Details ] [ Delete ]
[ Release ]
[ Message
Tracking ]
Web
[ Attachment ]
*HTML
HTML
Base64
1
[ Release ]
[ Submit ]
[ Delete ] [ Submit ]
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369 [ Delete All Messages ]
588
Web 335
E

. E
E

. 354

. 365
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. 371

. 375

. 383

. 394
. 404

Cisco E

. DMZ
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Web [ Policy,
Virus and Outbreak Quarantines ] Web [
Other Quarantines ]
394
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(@] °
Advanced File Analysis

Malware

Protection
(@] °
(e}
(e}

DLP
Unclassified o
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DLP

DLP

333
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DMZ

667

377

587

386
386
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378




Policy, Virus and Outbreak Quarantines ]

E
[
Policy, Virus and
Outbreak Quarantines ]
6
7 E
379
8
Centralizing Services on a Cisco Content
Security Management appliance
E
»  About Migration of Policy, Virus, and Outbreak
Quarantines
Centralizing Policy, Virus, and
Outbreak Quarantines
9 E
1
10

386
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11 E
DLP
E
DLP
12 E
381
13
375
1 Web o
Web
2 [ Management Appliance ]>[ Centralized Services ]>]
Policy, Virus, and Outbreak Quarantines ]
3 [ Enable ]
4 E
*E
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Web

51 Submit ]

375
Web
375
[ Enable ]
E
E
E
375
1 Web o
Web
2 [ Management Appliance 1> [ Centralized Services ]>[
Security Appliances ]
3 E
a) E
b) [ Policy, Virus, and Outbreak Quarantines ]
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4 E

a)
b)

c)

d)
€)

(5]
—

[P

Add Email Appliance ]

Appliance Name ] [IP IP Address ]
IP

IP Address ] DNS [ Submit ]

Policy, Virus, and Outbreak Quarantines ]

Establish Connection ]

Establish Connection ]

SSH Security

Management Appliance

Success

Submit ]

Policy, Virus, and Outbreak Quarantines ]

375

375
E
Centralizing Services on a Cisco Content Security Management appliance
About Migration of Policy, Virus, and Outbreak Quarantines
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1 Web o

Web
2 [ Management Appliance ]>][ Centralized Services ]>][
Policy, Virus, and Outbreak Quarantines ]
3 [ Launch Migration Wizard ]
4
IF
. E [ Automatic ]
E
E
. E
. E Custom
5 [Next]
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6 [

[

Automatic ]

Custom

]

Show Quarantines from ] E

Centralized Quarantine ]

[

Next ]

375
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375

Remove from




1 Web o

Web
2 [ Management Appliance ]>[ Centralized Services ]>[
Security Appliances ]
3 [ Specify Alternate Release Appliance ]
4 E

E 383
E
DLP
E
» Custom Email User 480
E
E
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381

383

384
385
386
386
388
388
389
390
392
392
393

587
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E
. E
E
384
. 390
. 392
o 384
~
. 383

FirstInFirstOut FIFO;
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392

385

384

Release ]
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401

X-Header
386
E
. 386
388
384
385
393
1 Web [ Quarantine 1> Other Quarantine ]>[
View ]>[+]
Web
2 [ Email ]>[ Message Quarantine ]>[

Policy, Virus, and Outbreak Quarantines ]

o[ Add Policy Quarantine ]
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[ Free
up space by applying default action on messages upon space overflow ]

1
. [ Release ]
Modify
Subject
ASCII RFC
2047
[X-Header Add X-Header
X-Header ]

Name = Inappropriate-release-early

Value = True

Strip
Attachments

Local
Users

Externally Authenticated
Users
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1
Custom User Roles
5
[ Message Filters ] 188 [
Content Filters ] 190
. E
DLP
DLP
E
E
S
. 384
[ Email ]>] MessageQuarantine |
>[ Policy, Virus, and Outbreak Quarantines |
DLP DMARC
E
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Web [ Quarantine 1>
Other Quarantine ]>[ View ]

Web
Email ]>][ Message Quarantine ]>[
Policy, Virus, and Outbreak Quarantines ]

[ / /DLP
Associated Message Filters/Content Filters/DLP Message Actions ]

388

385
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Web
o Web

[ Management Appliance ]>][
Centralized Services ]>]
Palicy, Virus, and
Outbreak Quarantines ]

587
Web [
Quarnatine ]>[ Other Quarantine ]
[ Email ]>][ M essage

Quarantine ]>[
Policy, Virus, and Outbreak Quarantines ]

[ Quarantines ]

Web
o Web

[ Management Appliance  ]>[
Centralized Services  ]>[
System Status ]
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Web [
Quarantines Quarantine ]>[ Other
Quarantine 1> View ]
[ Email ]>] M essage

Quarantine ]>[
Policy, Virus, and Outbreak Quarantines ]

Web
o Web

[ Management Appliance  ]>[
Centralized Services  ]>[
System Status ]

Web [
Quarantines Quarantine 1> Other
Quarantine 1> View ]
[ Email 1> Message

Quarantine 1>
Policy, Virus, and Outbreak Quarantines ]

CPU Web
o Web

[ Management Appliance ]1>[
Centralized Services ]>[
System Status ] [
System Information ]
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Web [

Quarantine ]>] Other Quarantine ]
> View ]
[ Email ]>[ Message

Quarantine ]>][
Policy, Virus, and Outbreak Quarantines ]

Web
o Web

[ Email ]>] M essage
Quarantine ]>[
Policy, Virus, and Outbreak Quarantines ]

388

75% 85% 95%

75%

AsyncOS

Info: MID 482 quarantined to "Policy” (message filter:policy_violation)
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Info

Info

Info

Info

Info

: MID 483 released from quarantine "Policy" (queue full)
: MID 484 deleted from quarantine "Anti-Virus" (expired)

: MID 483 released from all quarantines

: MID 484 deleted from all quarantines

ID MID
MID by

- MID 483 rewritten to 513 by Policy Quarantine

Confidential Material

393
473

AsyncOS 12.0 for Cisco Content Security Management Appliances
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 Technicians

[ Quarantine ]
DLP
382
. 394
. 396
. 397
. 398
. 399
. 401
. 402
Web [ Quarantine 1>
Other Quarantine 1> View ]
[ Email 1> Message Quarantine ]
> Policy, Virus,
and Outbreak Quarantines ]
[ Messages ]
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Web [ Quarantine ]1>[
Other Quarantine ]>[ View ]
[ Email ]>][ Message Quarantine ]
> Policy, Virus,
and Outbreak Quarantines ]
[ Messages |
[ Manage by Rule Summary ] 403
403
Web
[ Previous ] [ Next ]
[<<] [>>]
Web
[ In other quarantines ]
m [ Close ]
400
395
2 ASCII
[ Policy Quarantine ] ASCII
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1 Web [ Quarantine 1>
Search ]
2 Web
Web

Rule Summary ]

3 [ Email ]>]
Policy, Virus, and Outbreak Quarantines ]
4 [ Search Across Quarantines ]
Summary ]
5
o[ Envelope Sender ]
Envelope Recipient ] [
Envelope Recipient ] [ Subject ]
397

. AsyncOS 12.0 for Cisco Content Security Management Appliances

Subject

397

Message Quarantine ]>]

]

Other Quarantine 1> [

Manage by Rule

Envelope Recipient ]



[ Modify ]
[ Message Actions ]
. t
. P
B*
. A
o[ Email ]>[ MessageQuarantine ]>]
Policy, Virus, and Outbreak Quarantines |
Web [ Quarantine ]>[ Other Quarantine ]
> View ]
E
AsyncOS Outbreak

Filters [ Manage by Rule Summary |

. 398
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. 398
. 398

. 385

Administrators

[ SendCopyTo ]
[ Submit ]
1 1
[ In other quarantines ]
[ Yes ]
1
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. GUI
[ Quarantined Message ]
[ Quarantined Message ] [ Quarantine Details ]
[ Message Details ] 2
[ Quarantined Message ]

Encrypt on Delivery

[ Message Details ]
100K
100 K
[ Message Details ] [
Message Parts ] [message body]
S
[ Message Details ] 25 MB
[ Message

Tracking ]
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Outbreak 402

. 400

. 401
Attachment Content Message Body Attachment Message
Attachment

DLP
$MatchedContent
DLP

GUI

GUI
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5. Policy

Matched Content

FPolicy

Attachment Name Matched Content Condition

FPL.1 txt * MS 38930 USA Facilities 662-646-0523 jsamuelson@acmecorp.com 7/17/06 & DLP Classifier: Contact Information
4929132070312710 Acme Corp Irene Gibbs 808 Sumner Strest Gresnwood ‘
MS 38930 USA Publishing 862-646-0522 igibbs@acmecorp.com 2/1/07 =
4485231592071860 Acme Corp Kathy Lopez 808 Sumner Street

Greenwood MS 38930 USA Marketing 662-646-0541 klopez@acmecorp.com
2/1/07 4716298862510192 Acme Corp Marty Smith 808 Sumner Strest
Greenwnnd MS AR93N IS4 Finineerinn AR7-AAA-N547

®-IronPort-AY: 43,282,1246518600";
d="txt'"?scan’208
Received: from d2.vmw023-bsdid ibga (HELO vmw023-bsd4 ibqa) ([172.22.107.1])
by c360q02.ibqa with ESMTP; 28 Jul 2009 16:25:03 +0530

Message-ID: < 792087,518002035-sendEmail@vmwi23-bsdod >

From: "ussr@test.com” <user@test.coms

To: "userl@test.com” <userl@test.com>

Subject: DLPTEST

Date: Tue, 28 Jul 2009 05:42:11 +0000

¥-Mailer: sendEmail-1.55

MIME-Yersion: 1.0

Content-Type: multipart/mixed; boundary="----MIME delimitsr for sendEmail-538525.714612664"

Test

Message Parts

Hame Size Details

[messags body] 6 | ASCII text, with CRLF line terminators
FP1.1.xt 1K | ASCII text

Message Parts | [ Matched Content ]

AsyncOS

Message Parts ] [ message body ]

. AMP
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Virus

2 Virus

Outbreak Outbreak
Outbreak Outbreak
E
Outbreak Filters

Rule Summary ]

GUI
. 403

. 403

. 403
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Outbreak
[ Rule Summary ] Web
[ Rule Summary ]
ID
E
AsyncOS Outbreak
Filters Outbreak Quarantine and the Manage by Rule Summary View
Manage by Rule Summary ]
Outbreak [ Manage by Rule Summary ]
[ Manage by Rule Summary ]
Release Delete Delay Exit
E Outbreak
Filters [ Manage by Rule Summary ]
[ Send ]
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. DLP 404

. 404

DLP

DLP

382

401
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. 406
. Web Security Appliances

. 409

. 427
» Web
* URL
« Application Visibility and Control

AVC

Web

* Web

Web

« Configuration Master

AsyncOS 12.0 for Cisco Content Security Management Appliances

405
Configuration Master 406
420
420
426
432
434
436
436
Cisco
Web




Web

* Web
2
Web [Web Configuration Master
Web Security Manager ]
URL Web
L4 LATM SOCKS
Configuration Master
Configuration Master SOCKS Web
AsyncOS for Web Security
Cisco Identity Services Engine  ISE
Web
Cisco ldentity Services Engine
Cisco
FIPS / Web
DNS Web Cache Communication
Protocol - WCCP NTP AsyncQS for Cisco Web Security
Appliances
L4 L4ATM

Web Security Appliances
Configuration Master

- Configuration Master
408
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| web

Web Security Appliances Configuration Master .
— Web Configuration Master
408
Web Web -
Web Web Web
Web

Web | AsyncOS for Cisco Web Security
Appliances User Guide

Saving and Loading the Appliance
Configuration

409

Configuration Master

409
Web Web Security Appliances
Configuration Master
410
URL 412
Web
Configuration Master
Web
417
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Web
. Configuration Master

Configuration Master 420
Web

Configuration Master URL

URL 434
Configuration Master
€

AysncOS 12.0 Configuration Master

Configuration Master 10.0 Configuration Master

11.7

Configuration Master
Configuration Master

Configuration Master 9.1 Configuration Master 11.5

Configuration Master ID
Configuration Master ~ Web

Web
[ Network 1>[ Authentication ]
[ Realm Names ]
Configuration Master
AsyncOS for Web Security Web
Configuration Master AsyncOS for Web Security
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| web

AsyncOS for Web Security

http:/Avww.cisco.com/clen/us/support/security/content-security-management-appliance/products-release-notes-list. html

Web
AsyncOS
Web
Web
[Web
Web Appliance Status Details ]
1 [ Management Appliance ]>[
Centralized Services ]>[ Centralized Configuration Manager ]
2 [ Enable ]
3
[ Accept ]
4
« Configuration Master 409
* Web 413
. 412
Configuration Master
[ Initialize ]
412
1 [ Web 1> Utilities 1>[

Configuration Masters ]
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http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-release-notes-list.html.

Web
. Web Security Appliances  Configuration Master

2 [ Options ] [ Initialize ]
3 [Configuration Master Initialize Configuration Master ]
. Configuration Master Configuration Master
[Configuration Master Copy Configuration Master ]
Configuration Master
. [ Use default settings ]
4 [ Initialize ]

Configuration Master

5 Configuration Master

Web Security Appliances  Configuration Master

Web Configuration Master
Configuration Master 408

Configuration Master

IF
Web Web Security Appliances Configuration
Master 410
Web Configuration Master Web Security
Appliance 411
Web Security Appliances Configuration Master
Web
e Web Configuration Master
Configuration Master 408
. Web

diffie-hellman-groupl-shal,diffie-helIman-groupl4-shal
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| web
Configuration Master Web Security Appliance .

* Cipher Algorithms:

3des-cbc,blowfish-cbc

Web CLI  sshconfig >
sshd
1 [ Management Appliance ]>[
Centralized Services ]>[ Security Appliances ]
2 [Web Add Web Appliance ]
3 [ Appliance Name ] [IP IP Address ] Web
IP
[IP IP Address ] DNS [ Submit ]
IP
4  Centralized Configuration Manager
5 [ Establish Connection ]
6 [
Establish Connection ]
SSH Security
Management Appliance
7 Success
8 Configuration Master
9
10 Web Security Appliance
Configuration Master Web Security Appliance
Web
Web
Web Configuration Master
Configuration Master 408
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Web |

1 [ Web ]>[ Utilities ]>[
Configuration Masters ]
Configuration Master [ Disabled ] [
Web ]>] Utilities ]>[ Security Services Display ]
[ Edit Display Settings ]
Configuration Master
418

2 [ Edit Appliance Assignment List ]
3 [ Masters ]

Configuration Master

Configuration Master

IF

AsyncQS for Security Management

Configuration Master 413
Configuration Master
Configuration
Master
Web Web
Web Configuration
Master

Web Security Appliances
Configuration Master 406

Web
413

Configuration Master Web
414
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| web

Configuration Master .
IF
URL
Web Configuration Master
Configuration Master Web
414
Configuration Master
Configuration Master Configuration Master
1 [ Web 1> Utilities 1>
Configuration Masters ]
2 [ Options ] [ Import Configuration ]
3 [ Select Configuration Source ] [ Configuration Master ]
4
5[ Import ]
Custom Web User 482
Web
Web
Configuration Master
Configuration Master 408
Web
Web
[ Security Services
Display ]
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. Configuration Master

\}

Web

Web

URL
1 Web
2 [ Web 1> Utilities 1>[
Configuration Masters ]
3 [ Options ] [ Import Configuration ]
4 [ Select Configuration ] [Web Web Configuration
File ]
51 New Master Defaults ] [ Browse ]
Web
6 [ Import File ]
7 [ Import ]
Configuration Master Web
Configuration Master
« 1D/ * Cisco * SOCKS
SOCKS Policies
* SaaS
. - . . URL
. Decryption Policies
. Outbound ’
Malware
* Scanning .
* Web . eL4
Web L4 Traffic
Monitor
Web
Web
. Overall
Bandwidth Limits
[Web] > [ Configuration Master ]

<version> > <feature>
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| web

SMA B

SMA 415
Web
Web
AsyncOS
AsyncOS for Cisco Web Security Appliances User Guide
Configuration Master 408
Web
Web https://www.cisco.com/c/en/us/support/
security/web-security-appliance/products-user-guide-list.html
SMA
Web
73: Configuration Master ~ Web Security Appliance
Details
[Web] >[ Utilities ]>[ Security Services
Display ]
417
ID Identities / * Configuration Master 1D/ 416
Identification Profiles
. ID Web
ID/ [ Identify
Users Transparently ]
Cisco ldentity Services Engine SGT Web
ISE 5 ISE
SGT [Web]>[ Utilities ]
> [Web Web Appliance Status ] ISE
Web [
Refresh Data ]
WSA ISE 1
ISE ISE
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https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-guide-list.html

. Configuration Master 1D/

Web |

Details
[ Access [ Policy Member Definition ] [ID
Policies ]>[ Edit| Identities /[ Identification Profiles and Users ]
Group ]
[ Edit Group ]
500
[ Directory ] [ Add ]
[ Authorized Groups ]
[ Access
Policies ]>[Web
Web
Reputation and Anti-Malware
Settings ]
SaaS Saas Policies [ SaaS

Prompt SaaS users who have been discovered by transparent user

identification ] ID
Web
Configuration Master 1D/
ID/
Web Web
1
1 ID/
ID/
ID/ ID/
ID/
ID/
defaultallow with auth
default deny ID/
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| web

Configuration Master

. 417
. 418
S
Web
Web
N
Web
1 [Web] > [ Utilities > [Web
Web Appliance Status ]
2 Web
3 [ Security Services ]
4
5[ Services ]
[Web Web Appliance Service ] [
? Is Service Displayed on Management Appliance? ]
o[ Enable ]=] Yes ]
o[ Disabled ] [ Not Configured ]=[ No ] [ Disabled ]
*N/A= Configuration Master
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Web

« Configuration Master 418

» Web Security Appliance

AsyncOS for Cisco Web Security Appliances User Guide

Configuration Master

417
1 [ Web 1>] Utilities ]>[
Security Services Display ]
2 [ Edit Settings ]
[ Edit Security Services Display ] Configuration Master
[ N/A ] Configuration Master
Web Web Web
Web Web
3 Configuration Master
Configuration Master 419
4 [ Yes ]
Configuration Master
* HTTPS HTTPS
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| web

51

6 [

Configuration Master .
. Web
Submit ] Web
GUI
[ Continue ]
Security Services Display ] [
Yes ]
417
. Web
Configuration Master
Configuration Master
1 Configuration Master
S
Configuration Master [
Configuration Master ] GUI Configuration
Master Configuration Master
Web
[ Web 1>] Utilities ]>[
Security Services Display ]
Edit Settings ]
Configuration Master
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Web

Configuration Master

Configuration Master

409
« Configuration Master 409
» Web Security Appliances  Configuration Master 410
Web
* Configuration Master 420
. 424

Configuration Master

Configuration Master Configuration Master
Web
« Configuration Master 420
« Configuration Master 422
« Configuration Master 423
. Configuration Master 424

Configuration Master

Configuration Master Configuration Master Web

Configuration Master

406
. Web AsyncOS Configuration
Master SMA
. Web Security Appliances Configuration Master
406
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| web

« Configuration Master
Web

Configuration Master

. Web
Guide
* Web
Web Web
« ID/
. Web

Configuration Master

« Configuration Master

Web
Identification Profile ] [SaaS
ID
* [ID Identity /[
1D
* [SaaS SaaS Policies ]

* RSA

DLP

Configuration Master .

Configuration Master
417
418

Web

427

AsyncOS for Cisco Web Security Appliances User

Web

AsyncOS

ID
[ID Identity /[
SaaS Policy ]

Identification Profiles ]

Require Authentication ]

ID
SaaS
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. Configuration Master

Web |

The Security Services display settings configured for Configuration Master <version> do not
currently reflect the state of one or more Security Services on Web Appliances associated with this
publish request. The affected appliances are: “<WSA Appliance Names>". Thismay indicate a
misconfiguration of the Security Servicesdisplay settingsfor thisparticular Configuration M aster.
GototheWeb Appliance Status page for each appliance providesadetailed view to troubleshooting
thisissue. Do you want to continue publishing the configuration now?

RSA Web
DLP
DLP Web [ DLP External
DLP ]
Configuration Master 1D/ Web Security Appliance 1D/
Kerberos NTLMSSP Basic
Kerberos NTLMSSP NTLMSSP
Kerberos NTLMSSP Basic NTLMSSP Basic
\
Configuration Master
. 2

Configuration Master

Configuration Master 420

1 [ Web ]>[ Utilities 1> [Web
Publish to Web Appliances ]
2 [ Publish Configuration Now ]
3 [ System-generated job name ]
80

4 Configuration Master
5 Configuration Master Web Configuration Master

All assigned appliances ]
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| web

Configuration Master .
[ Selectappliancesinlist ] Configuration Master
6 [ Publish ]
[ PublishinProgress ]
[ Web 1> Utilities ]>[Web
Publish to Web Appliances ] [ PublishinProgress ]
[ Check Progress ]
427
Configuration Master
Configuration Master 420
1 [ Web 1> Utilities ] > [Web
Publish to Web Appliances ]
2 [ ScheduleaJob ]
3 [ System-generated job name ]
80
4 Configuration Master
5 Configuration Master
6 Configuration Master Web Configuration Master
[
All assigned appliances ]
[ Selectappliancesinlist ] Configuration Master
70 Submit ]
8 [ Web 1> Utilities ]> [Web

Publish to Web Appliances ]
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Web I
Configuration Master

427
Configuration Master
)

Configuration Master 420

CLI Configuration Master
publishconfig config_master [--job_name] [--host_list | host_ip]
config_master Configuration Master

job_name
host_list Web IP
Configuration Master
host_ip IP
publishconfig smad_logs [
Web 1> Utilities ]>[Web Web Appliance
Status ] GUI
Web
[ Web ]>] Utilities ]>[ Publish ]

>[ Publish History ] [ Publish History ]

XML

Web
406
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[ Publish Configuration Now ] .
. [ Publish Configuration Now ] 425
. [ Publish Later ] 425
[ Publish Configuration Now ]
. AsyncOS

http:/Amawwicisco.comvclen/us/support/security/content-security-management-appliance/products-release-notes-listhtml

. Web Web

AsyncOS for Cisco Web Security Appliances User Guide

1 Web

Web
AsyncOS for Cisco Web Security Appliances User Guide

2 [ Web 1>] Utilities ]>[Web
Publish to Web Appliances ]
3 [ Publish Configuration Now ]
4 [ System-generated job name ]
80
5[ Configuration Master to Publish ] [ Advanced file
options ]

6 [ Browse ] 1
7 [Web Web Appliances ] [

Selectappliancesinlist ] [ Allassigned to Master ]
8 [ Publish ]

[ Publish Later ]

. AsyncOS

http:/Amwwicisco.comvclen/us/support/security/content-security-management-appliance/products-release-notes-listhtml
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Web |

. Web Web
AsyncOS for Cisco Web Security Appliances User Guide

1 Web

Web
AsyncOS for Cisco Web Security Appliances User Guide

2 [ Web ]>[ Utilities ]>[Web
Publish to Web Appliances ]
3 [ ScheduleaJob ]
4 [ System-generated job name ]
80
5
6 [ Configuration Master to Publish ] [ Advanced file
options ] [ Browse ] 1
7 [Web Web Appliances ] [
Selectappliancesinlist ] [ Allassigned to Master ]
8 [ Publish ]
[ Web ]1>[ Utilities 1> [Web
Publish to Web Appliances ]
[ Pending Jobs ]
[ Web 1> Utilities ]>[Web
Web Appliance Status ]
[ Last Published Configuration ]
[ Web 1> Utilities ]>[Web
Publish to Web Appliances ]
[ Publishing Progress ]
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1 [ Web 1>] Utilities ]1>[ Publish
History ]
2 [ Job Name ]
3
. [ Details ]
[Web Web Appliance Publish Details ]
[ Web ]>[ Utilities ]>[Web Web Appliance Status ]
SMA Web
WSA WSA
* Web 427
« WSA 430
. 431

Web
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. Web
428

N

Web

428

Web

Web

CLI

applianceconfig > services > [...] > Enable Centralized Upgrade

>y
! [
[ Centralized Services ]>[
Manager ]
2 [ Edit Settings ]
3 [ Enable ]
4
Web
WSA
Web
1 [
[ Centralized Services ]>[

Management Appliance ]

Centralized Upgrade

Management Appliance ]
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| web

Web

2 Web
a) [Web Add Web Appliance ]
b) [ Appliance Name ] [IP IP Address ]
Web
[IP IP Address ] DNS
Submit ] IP
c [ Centralized Upgrades ]
d [ Establish Connection ]
e)
Establish Connection ]
SSH
Management Appliance
Success
f) [Test Connection]
g [ Submit ]
Web
WSA
3 WSA
a) Web [Web
Edit Web Security Appliance Settings ]
b) [WSA WSA Centralized Services ] [
Centralized Upgrades ]
c [ Submit ]
WSA
4
31
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Web |

B s

WSA

1 [Web] [ Utilities ]>]
Centralized Upgrade ]

2 [ Centralized Upgrade ] [ Upgrade
Appliances ]
WSA

3 Web
4 [ Download Wizard ] [

Download and Install Wizard ]

WSA

WSA

5 [ Fetch Upgrades ] WSA
WSA [ Status ]
Completed Fetching Available Upgrades
[ Next ]
6 [ Available Upgrades ] WSA
5 [ Next ]
7 [ Upgrade Selection ] WSA
WSA [

Next ]

8 [ Summary ] WSA
[ Next ]
9 WSA [ Review ] WSA
[ Begin Download ]
WSA
[ Centralized Upgrade ]
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| web

o[ Download Wizard ]-
[Web] > [ Utilities 1>[
Centralized Upgrade ]
[ Centralized Upgrade ]
WSA [
Centralized Upgrade ]
WSA
WSA
1 WSA [
Install Wizard ]
WSA WSA
431
o[ Download and Install Wizard ] -
431 2
WSA
1 WSA [
Centralized Upgrade ] [ Install Wizard ]
1
a) [ Centralized Upgrade ] [ AsyncOS
Web Web Appliances with Downloaded AsyncOS Versions ] WSA
[Web] > [ Utilities 1> Centralized
Upgrade ]
b) [ Install Wizard ]
2 [ Upgrade Preparation ] WSA
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Web

. Web

« WSA configuration

[ configuration Save the current

configuration to the configuration directory before upgrading ]

o[ Save current configuration ] [
Mask passphrases in the configuration file ]

[ Load
Configuration ]
o[ Save current configuration ] [

Email fileto ] 1
3 [Next]
4 [ Upgrade Summary ] WSA

[ Next ]
5 [ Review ] WSA
[
Begin Install ] WSA
[ Centralized Upgrade ]
WSA
)
WSA
WSA [
System Administration ]>[ System Upgrade ] [
Install ] Cisco Web Security
Appliances AsyncOS
Web

. 417

* Web 433

. Web 433
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| web

Web .

* Web 433
Web

[ Web ]>] Utilities ]>[Web Web

Appliance Status ] Web

[Web Web Appliance Status ] Web

IP AsyncOS
1
Web
[ Appliance Status ]
[Web Web Appliance Status ] Web
Web
S
S
Web Acceptable Use Control Engine
Web
[ N/A ]
Web
Web
. AsyncOS
AsyncOS
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Web |

B =

* Web

. Acceptable Use Controls Engine

* Web AnyConnect

. Web Cisco ldentity Services Engine ISE

* Web

HTTP
ID
Web [Web
Web Appliance Status ]
[ RefreshData ]
Web URL
Web Usage Controls WUC URL
Web URL Cisco

Web

* URL 434

* URL 435

. 435

* URL ID/ 435
URL Configuration Master
URL 679

AsyncOS for Cisco Web Security Appliances User Guide URL
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URL B

Filters Managing Updates to the Set of URL Categories
URL Category Descriptions
URL
URL Cisco
URL
Cisco
679
URL [ Management Appliance ]>[
System Administration  ]>[ Alerts ]
[ System ]
561
URL URL
Web
AsyncOS for Cisco Web Security Appliances User Guide URL Filters
Choosing Default Settings for New and Changed Categories Web
URL 1D/
URL 2
URL URL

AsyncOS for Cisco Web Security Appliances User Guide

Responding to Alerts about URL Category Set Updates
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Web |
. Application Visibility and Control AVC

Application Visibility and Control AVC

SMA Web AVC
o[ Configuration Master ]>[ID Identities ]/[ Identification
Profiles 1 [ Groups ] 436
o[ Configuration Master 1> Access Policies ] >[Web
Web Reputation and Anti-Malware Settings ]
437
437
[ Configuration Master ]>[ID Identities /[
|dentificationProfiles | | Groups ]
[ Web 1>[ Configuration Master ]>[ID Identities ]/[
Identification Profiles ] [
SelectedgroupsandUsers ] [ Groups ]
Web [ Network ]>[
Authentication ] WSA
WSA
je
WSA [ Web ]>[ Utilities 1>
[Web Web Appliance Status ]
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| web

[ Configuration Master ]>[ Access Policies ]>[Web Web
Reputation and Anti-Malware Settings ]

[ Configuration Master ][> Access
Policies ]>[Web Web
Reputation and Anti-Malware Settings ]

Configuration Master [ Access Policies ] > [Web
Web Reputation and Anti-Malware Settings ] Web
Web
[ Web ]>[ Utilities ]>[
Security Services Display ] Adaptive Security Configuration Master
[ Web 1> Utilities ]>[Web Web

Appliance Status ]

* [Web Web Appliance Service ] [
? Is Service Displayed on Management Appliance? ]

« Configuration Master Web AsyncOS
Configuration Master
Web Web
Configuration Master
[Web Web Appliance

Status Details ]

. 427
. 417

. 418
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. 439

. 440
. 441
. 443
. 444
. 445
. 446
. TCP/IP 446
. 446
[ System Status ] Cisco
601
[ System Status | [
Management Appliance ]>[ Centralized Services ]>[

System Status ]

System Information ]

[ Centralized Services ] [
Security Appliance Data Transfer Status ]
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* CPU CPU

. AsyncOS
. 440
« CPU 441
. 441
. 440
« CPU 441
Web
S
1 Web o
Web
2 [ Management Appliance 1>
Centralized Services ]>[ System Status ]
3 [ Centralized Services ]
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CPU B

a) [ Centralized Reporting ] [E Email Security ]
b) Centralized Message Tracking
c [ Centralized Reporting ] [Web Web Security ]
4
CPU
CPU
1 Web o
Web
2 [ Management Appliance ]>[ Centralized Services ]>[
System Status ]
3 [ System Information ] [CPU CPU Utilization ]
[CPU CPU Utilization ]
CPU
[ Reporting Service ]
[ Quarantine Services ]
[
Security Management Appliance ]
4
CPU

[ Security Appliance Data Transfer
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Status ]

Security Appliance Data

[
Transfer Status ] 10
10
Displayed ]
S
[ System Status ] [

[
Security Appliance Data Transfer Status ]

[ System Status ] [
Security Appliance Data Transfer Status ]

Data Transfer Status ]

[ Appliance Name Data Transfer Status: Appliance_Name ]
E

o[ Not enabled ]

o[ Never connected ]

E

o[ Waiting fordata ] E

o[ Connectedandtransferreddata ] E

o[ Filetransferfailure ] E
Web

o[ Not enabled ]
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o[ Never connected ] Web
Web

o[ Wiaiting for data ] Web
o[ Connected and transferred data ] Web
o[ Configuration push failure ]

Web
o[ Configuration push pending ]

Web

o[ Configuration pushsuccess ]

Web

[ Never connected ] [
Waiting for data ]
[
Connected and transferred data ]
[ File transfer failure ]
[ Connected and transferred
data ]
[ Management Appliance ]>[
Centralized Services ]>[ Security Appliances ]
[ Centralized Service Status ]
[
Security Appliances ]
[ 2

Connection Established? ]
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. Web

. 381
. 31
Web
Web Web
433
. 444
E
[ Email ]>[ Reporting ]1>[
Reporting Data Availability ]
[ Reporting Data Availability ]
E
E
100%
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Web .

Web

Web
[ Web ]>[ Reporting 1>
Data Availability ]
[ Data Availability ]
Web
N
[ Web Web Reporting Data Availability ] Web Reporting
Email Reporting Web Reporting
Web
Web Security Appliance
Web
100%
URL
Some data in this time range was unavailable.
Web [ Data Availability ]
[ Data Availability ] 251
[ Email 1>
Message Tracking ]>[ Message

Tracking Data Availability ]

AsyncOS 12.0 for Cisco Content Security Management Appliances




Web Security Appliance

Web [ System Capacity ]
249

E [ System Capacity ]
120

TCP/IP

TCP/IP
tcpservices

SMA
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. 447
. LDAP 448
+ LDAP 448
* LDAP 450
. 455
. 457
* AsyncOS LDAP 459
* LDAP 462
LDAP Microsoft Active Directory  SUnONE Directory Server OpenLDAP
LDAP
Web Ul LDAP
AsyncOS
LDAP 448
. Cisco
LDAP 462
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B LDAP

LDAP

Cisco LDAP

1 LDAP
AsyncOS LDAP
. DN Base DN
LDAP
LDAP AsyncOS
AsyncOS LDAP

2 LDAP

LDAP

LDAP
LDAP 450
3 LDAP
LDAP
LDAP AsyncOS
LDAP
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| Loap

10
11
12
13

Web

[LDAP
[LDAP

LDAP

LDAP

LDAP

DN

LDAP

Web i

Management Appliance ]>[

Add LDAP Server Profile ]
LDAP Server Profile Name ]

Host Name(s) ] LDAP
LDAP

459

IP ID
LDAP

System Administration ] > [LDAP]

AsyncOS

LDAP
IP

[ UsePassphrase |

[Active Directory] [OpenLDAP] [

3268 Active Directory

DN

uid=joe, ou=marketing, dc=example dc=com

[

Advanced ] LDAP SSL

LDAP

LDAP 10

30

AsyncOS
461

AsyncOS 12.0 for Cisco Content Security Management Appliances

User Mail Summary ]

Unknown or Other ]

Jjoe@example.com

10




LDAP |

B o
LDAP LDAP
LDAP 20
30
14 [ TestServer(s) ]
LDAP [
Connection Status ] LDAP 450
15
[ Designate
astheactivequery ] LDAP 450
16 [ Test Query ]
[ Run Test ] [
Connection Status ]
[ Update ]
LDAP
17
Active Directory Windows 2000 TLS Active
Directory Active Directory Windows 2003  TLS
1
1
[LDAP / Add/Edit LDAP Server Profile ] [
Test Server(s) ] CLI  Idapconfig test
LDAP
LDAP

LDAP
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LDAP B
452
453
LDAP [
Designate as the active query ]
1
1
[ Management Appliance ]>[ System
Administration ]> [LDAP] *
455 457
)
[LDAP] [ Test Query ] Idaptest
* LDAP 451
. 451
LDAP CN DC
Cn=First Last,oU=user,dc=domain,DC=COM
LDAP mailL ocal Address

maillocaladdress

LDAP
- {a} @

« {d}

* {dn}

* {9}

o {u}

« {f} MAILFROM:
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LDAP

\}

{f}

Active Directory LDAP
(|(mail={a})(proxyAddresses=smtp:{a}))

\}

[LDAP] [ Test ] Idapconfig test
LDAP
LDAP 455
{u} {a}
LDAP SMTP:
AsyncOS

« Active Directory (sAMAccountName={u})
e OpenLDAP  (uid={u})
. Unknown or Other
mail
CLI Idapconfig isqauth

)

(mail=smtp:{a})

Active Directory

Active Directory
Active Directory Active Directory

mail  proxyAddresses
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OpenLDAP B
74 : LDAP Active Directory
Server Type Active Directory
[ Port ] 3268
DN Base DN
(sAMAccountName={u})
mail,proxyAddresses
OpenLDAP
OpenLDAP
OpenLDAP OpenLDAP
mail mailLocalAddress
75 : LDAP OpenLDAP
Anonymous
Server Type | OpenLDAP
[ Port ] 389
DN Base DN DN

(uid={u})

mail,mailLocal Address

john@example.com jsmith@example.com
john.smith@example.com
1
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LDAP
. Active Directory

[ Email Attribute ]

Active Directory
(|(proxyAddresses={a})(proxyAddresses=smtp:{a}))

mail OpenLDAP (mail={a})
mail
proxyAddresses
1 mail
CLI Idapconfig isqalias
« Active Directory 454
* OpenLDAP 454

Active Directory

Active Directory
Active Directory Active Directory
mail

76 : LDAP Active Directory

Anonymous

Server Type | Active Directory

[ Port ] 3268

DN Base DN

SSL Use SSL

(|(mail={a})(mail=smtp:{a})
)

OpenLDAP

OpenLDAP
OpenLDAP OpenLDAP
mail
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77 : LDAP

OpenLDAP

LDAP B

Anonymous

Server Type

OpenLDAP

[ Port ]

389

DN Base DN

DN

SSL

Use SSL

(mail={a}))

LDAP

[LDAP

Test Query ]
AsyncOS
SMTP

Idaptest

Idaptest LDAP.isqalias foo@cisco.com

LDAP

maillocaladdress

positive

alias consolidation

/

CLI

Add/Edit LDAP Server Profile ]

Idaptest

Test Connection ]

LDAP

LDAP

LDAP

LDAP

Cisco
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true  false

mailLocal Address

Run Test ]
Success: Action: match

Success: Action:
LDAP




LDAP

LDAP
Bigfish Bigfish.com
Redfish.com Bluefish.com
LDAP Bigfish
3 LDAP
1 LDAP
LDAP
448
2
456
3 Web
358
1 Web &
Web
A | Management Appliance 1> System Administration ]> [LDAP]
3  [LDAP] [ Advanced ]
4
5
LDAP
6 [ Domain Assignments ]
7
8
9
[ None ]

. AsyncOS 12.0 for Cisco Content Security Management Appliances



| Loap

6:
Add Domain Assignments
10 [ TestQuery ]
[ Test Parameters ]
[ Connection Status ]
11 [ Designate as the
active query ]
LDAP
12 [ Submit ] [ Commit ]
ldapconfig advanced
AsyncOS LDAP AsyncOS LDAP
LDAP
LDAP IT OpenLDAP
Active Directory LDAP
1 1 LDAP
LDAP 448
2
458
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LDAP

3 LDAP

CLI Idapconfig advanced

1 Web o

Web
2 [ Management Appliance ]>[ System Administration ] > [LDAP] >

[LDAP LDAP Server ]
3 [LDAP LDAP Server Profiles ] [ Advanced ]
4 [ Add Chained Query ]
5
6

LDAP

7

Cisco

7.
Add Chained Query
Mame: | [Fham uery
Query Type: | [ Spam Quarantine End-User Authentication | [] Designate as the active query
QEeaEsOLRIeE ] [ order Query #dd Row
1 Serverl.isq_user_suth | @
7 [sovoziacuer e B @
Test Test Query
8 [ TestQuery ]
[ Test Parameters ]
[ Connection Status ]

9 [ Designate as the active

query ]
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| Loap

10
lIdapconfig
AsyncOS
LDAP
LDAP

System Administration ]>[LDAP]

[LDAP

LDAP

LDAP

LDAP

Cisco
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advanced

LDAP

LDAP
LDAP
Cisco
Cisco
[

Test Server(s) ]

LDAP

AsyncOS LDAP B
LDAP

Cisco

LDAP

Cisco
LDAP

LDAP

LDAP

Management Appliance ]>[
CLI  Idapconfig

Add (or Edit) LDAP Server Profile ]

CLI  test
LDAP
LDAP
LDAP
LDAP
LDAP




B o

Cisco

Cisco

LDAP |

LDAP

LDAP
LDAP

LDAP

Web
2 [

8:LDAP

41

51

LDAP

LDAP

Cisco

Cisco

Web

Management Appliance ]>[

LDAP

LDAP example.com

2 LDAP

£

System Administration ]> [LDAP]

LDAP Server Settings
Server Attributes

LDAP Server Profils Name: | foxamplecom

T Idapsery I

Authentication Method: | & Anonymous
Ouse Password

Server Type: () | [ Unknoun or ther ]

Port: (2 [3z65
Base DN: @ | [Te—example, do—com

= Advance

Cannection Protocal:

Cache TTL (time-to-live)

Maximum Retained Cache Entries:

Multiple hast options:

Hostname ] LDAP

Host Name(s): | [i3ap: T Tdapserver,
Fully quaiified hostname or IP, separste multiple entries with & comma

password: [

ections for each host: [10

Maximum number of simultaneaus conn:

O Load-balance connections among al hosts listed

©  Feilover connections in the arder listed

O usesst
Boo seconds
fLoooo

Idapser ver.example.com

Maximum number of simultaneous connections for each host ]

10
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| Loap
i

6 [ Failover connections in the order list ]

7 LDAP

LDAP LDAP
LDAP

Cisco
LDAP
LDAP

LDAP 1
LDAP

Cisco

1 Web o
Web

2 [ Management Appliance System Administration ]> [LDAP]

[
\Y
]

3 LDAP

LDAP example.com

LDAP Server Settings
Server Attributes

LDAP Server Profils Name: | foxample com

Host Name(s): | [ap ] Tdapserver: 0 1dapserv I
Fully quatified hostname or 19, separate multiple entries with @ comma
Authertication Method: | @ Anonymous
Ouse passward

Username:
password: [T

Server Type: @ | [Unknown or Gther &

borts @

Base DN: @) | [i—example, domoo

= Advanced: | Gonnection Protosol: O usesst
Cashe TTL (time-to-live): Bo0  seconds
Maximum Retained Cache Entries: [Loooo

Maximum number of simultanecus connections far each host: [10

Multiple host options:

®  Load-balancs connestions among al hosts listsd

O Failover connections in the order listed

4 [ Hostname ] LDAP Idapser ver.example.com
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LDAP

B o

51 Maximum number of simultaneous connections for each host ]
10

6 [ Load balance connections among all hosts ]

7 LDAP

8

LDAP

LDAP Cisco
LDAP
1 LDAP LDAP 448
2 LDAP [
External Authentication Queries ] LDAP
462
3
463
E
[ External Authentication Queries ] [
Test Queries ] Idaptest
LDAP 455
4 LDAP LDAP
LDAP
465 E

Adding Users

AsyncOS LDAP
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| Loap

AsyncOS
RFC 2307 LDAP
shadowL astChange shadowM ax shadowExpire
DN
AsyncOS Active Directory
78 : Active Directory
Server Type Active Directory

DN Base DN
DN

(&(objectClass=user)(sAMAccountName={u}))

Attribute | displayName
containing the user’s full name

AsyncOS OpenLDAP
79 : Open LDAP
Server Type OpenLDAP
DN Base DN
DN

(&(objectClass=posixAccount)(uid={u}))

Attribute gecos
containing the user’s full name

LDAP

AsyncOS

GUl [ Management Appliance ]>[
System Administration ]>] Users ] CLI  userconfig
LDAP
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Support

Operator

AsyncOS

\}

LDAP

IT Administrator
Help Desk User

LDAP
AsyncOS
Help Desk User
Help Desk User

LDAP
DN
LDAP

AsyncOS

Active Directory

(&(objectClass=group)(member={u}))

LDAP memberof
{dn}  {u}
AsyncOS  Active Directory
80 : Active Directory
Active Directory
DN Base DN
DN
(&(objectClass=group)(member={u}))
LDAP
{u} {dn}
(&(objectClass=group)(cn={g}))
member
DN
cn
AsyncOS  OpenLDAP
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81 : Open LDAP

OpenLDAP
DN Base DN
DN
(&(objectClass=posixGroup)(memberUid={u}))
(&(objectClass=posixGroup)(cn={g}))
DN memberUid
cn
LDAP LDAP
1 Web 2
Web
2 [ Management Appliance ]>[ System Administration 1> [
Users ]
3 [ Enable ]
4 [ Enable External Authentication ]
5 [LDAP]
6 LDAP
7
8 LDAP
9 [ Add Row ]
7 8
10
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SMTP

SMTP

* SMTP 467
« SMTP 469
Cisco
smtproutes
SMTP

@example.com

SMTP

Cisco
470

SMTP
bar.domain
bar.domain

AsyncOS 12.0 for Cisco Content Security Management Appliances

example.com
fred@foo.example.com

13

468
[SMTP SMTP Routes ]
Mail eXchange MX;
example.com groupware.example.com

groupware.example.com
groupware.example.com MX
MX DNS MX

10,000 SMTP
SMTP

example.com

wilma@bar.example.com

DNS MX
foo.domain DNS MX
bar.domain
foo.domain

"



B v

SMTP

b.domain a.domain
MX
MX
SMTP
hostl.example.com  example.com
MX
SMTP
1 10
AsyncOS TCP 1
1
1
AsyncOS 10 MTA
1 10
10
10
SMTP SMTP
SMTP
* 1SQ
. Alerts
2

Email Security Appliance
Appliance 1>
smtproutes

Network ]>[SMTP

SMTP |

a.domain b.domain
a.domain b.domain
b.domain a.domain
SMTP
host1.example.com
example.com
Exchange
10
10 10
10 1
10
Exchange
1 TCP
SMTP
Cisco
SMTP
[ Management

SMTP Routes ]
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| swrp

SMTP

SMTP

SMTP B
sendmail mailertable [SMTP SMTP Routes ] smtproutes
AsyncOS 2.0
S
GUI RAT
SMTP
SMTP
ALL
SMTP ALL
MX
SMTP SMTP ALL:
SMTP

[ Management Appliance 1> [ Network ]>[SMTP

SMTP Routes ] smtproutes

SMTP

« SMTP 469

« SMTP 470

« SMTP 470

* SMTP 470

* SMTP 471

* SMTP DNS 472
Email Security Appliance [ Management

Appliance 1> Network ]>[SMTP

smtproutes

sendmail  mailertable [SMTP
AsyncOS 2.0

[ Management Appliance ]>[

SMTP Routes ] smtproutes

/dev/null

AsyncOS 12.0 for Cisco Content Security Management Appliances

SMTP Routes ]

SMTP Routes ] smtproutes

Network ]>[SMTP




SMTP

. SMTP
/dev/null
IP
1 1
MX
SMTP
10,000 ALL
9,999
ALL 1
SMTP
1 Web o
Web
2 [ Management Appliance ]>[ Network ]>[SMTP SMTP
Routes ]
3 [ Add Route ]
4 [ Add Row ]
5 :<port number> example.com:25
6
SMTP
Host Access Table HAT Recipient Access Table RAT
SMTP
1 [SMTP SMTP Routes ] [SMTP Export SMTP Routes ]
2 [ Submit ]
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| swrp

SMTP
Host Access Table HAT Recipient Access Table RAT
SMTP
1 [SMTP SMTP Routes ] [SMTP Import SMTP Routes ]
2 SMTP
3 [ Submit ] SMTP
SMTP
4 [ Import ]
# AsyncOS

# this is a comment, but the next line is not

ALL:

10:E

.. Internet

Jv SMTP
Public Listener: InboundMail
Host Access Table (HAT):

WHITELIST: $TRUSTED
BLACKLIST: $BLOCKED
SUSPECTLIST: $THROTTLED
The smtproutes command was
SNENO i EARCED 2

UNENOWNLLST : RARCCRIEED used to route mail accepted on the
spamdomain.com REJECT public listener InboundMail for
.spamdomain.com REJECT example.com to the host
251.192.1. TCPREFUSE
169.254.10.10 RELAY

ALL: SACCEPTED

exchange.example.com

| IP interface: PublicNet (e.g. 192.168.2.1) |

| Ethernet interface: Data 2 |

Email
Security appliance

—| Ethernet interface: Data 1 |—

| TP interface: PrivateNet (e.g. 192.168.1.1) |

exchange.example.com
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SMTP |
B s DNS

SMTP DNS

USEDNS MX

example.com
Exchange SMTP

example.com exchange.example.com

foo.example.com SMTP

-example.com USEDNS
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. 473

. 473

o[ Users ] 485

. 485

. 501
. 505

. 506

. 506

. 508

Cisco

LDAP RADIUS

. 474
. 477
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82:

484

Web

admin

admin

admin

resetconfig revert
admin

Administrator

Operator

* resetconfig

. LDAP
LDAP

Administrator
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Web
Technician Technician [ Web ]
[ Email ]
Read-Only Operator
Read-Only Operator
. FTP SCP
Guest Guest
Web
Guest
Web Administrator Web Administrator
[ Web ]
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Web

Web
Web Policy
Administrator

Web Policy Administrator
[Web
Web Appliance Status ]
Configuration Master
Web

URL
Web

Administrator

Email

Email Administrator

Email ]

CLI
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Web

Custom Email User
Custom Web User [
Add Local User ]

[

Management Appliance ]>[
System Administration ]>[
User Roles ]

Custom Email User
CLI

477

Administration

Web

URL

» Custom Email User

478
484
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. Custom Email User

Custom Email User

*DLP
[ Management Appliance ] >
Centralized Services ] [ System Status ]
Custom Email User CLI
)
E
DLP
E
Common Administration Managing Custom User Roles for Delegated Administration
[ Email Security Monitor ]
65
E
[ Email Security
Monitor ]
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*DLP

. Scheduled Reports

. Archived Reports

[ Email Security
Monitor ]

. Archived Reports

DLP
DLP

[ Email Security Monitor ]

* DLP

. Archived Reports
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DLP
505
313
484
Custom Email User
Custom Email User
478
S
E
1 Web &
Web
2 [ Management Appliance ]>[ System Administration ]>[
User Roles ]
3 [ Add Email User Role ]
Email User
[ Duplicate ]
4 dip-auditor
e« Email  Web

AsyncOS 12.0 for Cisco Content Security Management Appliances

DLP



Custom Email User .
5
6 [ Submit ] [ User Roles ]
7 [
Email Reporting ] [ no groups selected ]
1
8
9
. 340
. 386
Custom Email User
Custom Email User
[ Options ] [ Account Privileges ]
Web
Custom Email User
11 : Custom Email User [ Account Privileges |

Logged in as: full-access on example.com
Options = Help and Support =

Account Privileges (full-access)
Email Reporting Mail Policy Reports from all Email &ppliances
lew and analyze email traffic,

Message Tracking Message Tracking

Track messages.

Quarantines Manage messages in the Sparm Quaranting

Manage messages in assigned Quarantines,
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. Custom Web User

Custom Web User

Custom Web User Web
[ Web 1>[ Configuration Master ]
> URL Custom URL Categories ] URL
[ Web 1> Utilities ]
> Publish Configuration Now ]
S
URL
URL
Web
* Custom Web User 482
* Custom Web User 483
. 484
Custom Web User
1 Web &
Web
2 [ Management Appliance ]>[ System Administration ]>[
User Roles ]
3 [Web Add Web User Role ]
Web User
[ Duplicate ]
4 canadian-admins
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Custom Web User .

5 URL
6
URL
Configuration Master
7
8 [ Submit ] [ User Roles ]
Web Web
Web
207 Web 286
Administrator
Web
[Web] > [ Utilities 1> Security 1> Services
Display ]1>[ Edit Security Services Display ]
1 [ User Roles ]
[ Configuration Master ]
Custom Web User
10 User Roles ] [ Edit User Role ]
2 URL
30 Submit ]
[ User Roles ]
. [ Access policies ]
Configuration Master [ Include ]
[ Submit ]
[ User Roles ]
. URL URL Configuration
Master URL [ Include ]
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URL
Submit ] [ User Roles ]
1
Administrator Operator Guest Technician Read-Only Operator
GUI  CLI
Web Web URL Web
GUI
LDAP
494
. 340
. 393

386
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[ Users ] .

| Users |

Users 473
[ Reset 486
Passphrases ]
492
488
Local User Account &
Passphrase Settings
External Authentication 494

DLP DLP Tracking
Privileges 505

e admin 485

. 486

. 486

. 494

. 498

admin
GUI CLI admin

GUI

. Web i

Web
o[ Management Appliance ]>[ System Administration ]
> Users ]
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admin CLI passphrase

passphrase

admin

Change Passphrase ]

488
N
. 486
. 487
. 487
. 488
. 488
. 488
. 492
. 493

CLI  userconfig
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477

2 Web s
Web

3 [ Management Appliance ]>[ System Administration 1> [
Users ]

4 [ Add User ]

5 operator root

474

Email Web
Custom Email User 480 Custom Web User
482

10
477

10 Users ]

10 Users ]
2 [ Delete ]
3 [ Commit ]
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o[ Management Appliance ]>[ System Administration ]
> [ Users ]
S
Unassigned ]

477
. GUI [ Edit
User ] 487
. admin

485
492

* GUI [ Options ] [

Change Passphrase ]
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Web o
Web
[ Management Appliance ]>[ System Administration ]>[ Users ]
[ Local Account and Passphrase Settings ]
[ Edit Settings ]
[
User Account Lock ]
1 60
5
7 ASCII
GUI [
Edit User ] userconfig CLI
SSH HTTP
0
Info
493
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366 90

492

SSH

SSH

<number>

1 128

© 9 1

~?21@#$%Nand* - _+=
\/T1O) <>{} "5,
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e a @

e g 3

o i | 1

e 0 0

e s $ 5

e + 7
<number>

1 15

forbidden_passphrase_words.txt
FTP

SCP
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* 30 1

+18 8

NIST SP 800-63

492
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488 [ Passphrase Reset ]

1 Web o

Web
2 [ Management Appliance ]>[ System Administration ]>[ Users ]
3 [ Users ]
4 [ Enfor ce PassphraseChanges ]
5

[ Local User Account & Passphrase

Settings ]

6 [OK]
488
493
[ EditUser ] AsyncOS

1
2

a) Web o

Web
b) [ Management Appliance ]>[ System Administration ]>[
Users ]
c [ Local User Account & Passphrase Settings ]
[ Edit Settings ]
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d [
Display Locked Account Message if Administrator has manually locked a user account ]
e)
3 [ Management Appliance ]>[ System Administration ]>[ Users ]
admin
494
4 1 Lock Account ]
AsyncOS
[ Users ]
[ Unlock Account ]
S
admin
admin admin admin

E
Setup and Installation

LDAP RADIUS

600
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LDAP B

» LDAP 462
* RADIUS 495
LDAP
LDAP LDAP 462
RADIUS
RADIUS RADIUS CLASS
AsyncOS  RADIUS
CLASS
)
RADIUS
RADIUS 48
1 Web o
Web
2 [ Management Appliance ]>[ System Administration 1> [
Users ] [ Enable ]
3 0 Enable External Authentication ]
4 RADIUS
5 RADIUS
6 RADIUS 1812
7 RADIUS
E
8
9 PAP
CHAP
10 [ Add Row ] RADIUS
RADIUS 6 7
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B reous

11 Web

RADIUS
0 AsyncOS
RADIUS

12

. AsyncOS 12.0 for Cisco Content Security Management Appliances



RADIUS .
[ AsyncOS RADIUS CLASS RADIUS
CLASS
Map externally .3
authenticated users to multiple local
roles Recommended ] « 253
« RADIUS 1 CLASS
AsyncOS CLASS
RADIUS
CLASS RADIUS AsyncOS
Operator
CLASS Read-Only Operator
CLASS 2 RADIUS AsyncOS
Operator Read-Only Operator
RADIUS
. Administrator

* Email Administrator

* Web Administrator

* Web Policy Administrator

¢ URL Filtering Administrator

Web

Web

RADIUS

» Read-Only Operator

L]
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13

14

[ AsyncOS  RADIUS

Map all externally
authenticated users to the

Administrator role ]

Administrator

[ Add Row ]
11

RADIUS
RADIUS

. PAP

* Challenge Handshake Authentication Protocol

* RSA v8.2

* FreeRADIUS v1.1.7

*ISEv14
. 498
. 499
. SSH E
499
IT RADIUS
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1 Web @

Web
2 [ System Administration ]>[ Users ] [ Two-Factor

Authentication ] [ Enable ]
3 RADIUS IP
4 RADIUS
5 RADIUS
6
7
8 [ Add Row ] RADIUS RADIUS

2 6
10 RADIUS

9
10
1 Web o

Web
2 [ System Administration ]>[ Users ] [ Two-Factor

Authentication ] [ Edit Global Settings ]
3 [ Enable Two-Factor Authentication ]
4

SSH E Web
SSH
(testsma.example.com) E (testesa.example.com)
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SSH E Web

Web
WSA

testsma.example.com> applianceconfig
Choose the operation you want to perform.

ADD - Add SMA Connection Parameters and Keys.

EDIT - Edit an appliance.

DELETE - Remove an appliance.

TEST - Test that an appliance is properly configured.

SERVICES - Configure the centralized services for an appliance.

STATUS - Display the status of centralized services.

PORT - Configure which port is used to communicate with remote appliances.

[1> add

Please enter the type of Cisco appliance that this device is
1. ESA
2. WSA

[1]> 1

Enter the IP address or hostname of an appliance to transfer data with.
(A hostname may be entered in this field, however it will be immediately
resolved to an IP address when the form is submitted.)

[1> 1P address entered

Enter a name to identify this appliance
[1> name of appliance

File transfer access via SSH is required to transfer reporting data, message logs,
and quarantine safelist/blocklist data from appliances

Would you like to configure file transfer access for this appliance? [Y]>
Would you like to use a custom ssh port to connect to this appliance? [N]>

Would you like to connect an Email Security appliance using pre-shared keys?
Use this option if you have enabled two-factor authentication on the Email
Security appliance. [N]> yes

To add an Email Security appliance to the Content Security Management appliance
using pre-shared keys, log in to the Email Security appliance,
run the smaconfig > add command, enter the following details.

Host: vml1Osma0006.ga

User Key:

AAAAB3NzaClyc2EAAAADAQABAAABAQDgM3kGORHc4gVZxReOorh5DW5Y je5UB9BpJIqcTRQJIoxUIAv2Xig
8g5geyaWHZcFoUxH61YQbPX3R8CVYMYgJ8/QB/iunjkr3jowV/SCuBBikEFgjlzuxlsFhLOL487epEgbylgHOrfJ
gwSa2/6dhfyUayst6pT87CZGOQItgx7s51wc+ve770X3SqlQD5bdYC4x9+gCXOwdwFhTH1+4/82jwY jJK1IAEXC
04k4TuZJIEJInyBQ3YyCyVwXuDkXp I 6xJDemxcc36e7Wwtpn3mn2VLaTG2/ 138XwSvIlYB6TcqmWn010gL+aD
wkKAKcuhYpz4NFr9mye j 1mhMk7ZAFXmRNxvT
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E Web
E Web

Do you want to continue connecting using pre-shared keys? [Y]> yes

* |IP 501
* Web Ul 504

. 501
. 501
. 502

CIDR IP

AsyncOS IP

AsyncOS IP

IP E
x-forwarded-for HTTP

x-forwarded-for RFC HTTP
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x-forwarded-for: client-ip, proxyl, proxy2,... CRLF .

IP
IP IP
IP IP
S
AsyncOS  x-forwarded-for IPv4
GUI [ Network Access ] CLI  adminaccessconfig >
ipaccess
IP
[ Network Access ]
12:
Network Access

Network Access
Web UT Inactivity Timeout: [ Igg Minutes
Enter & valve between 5 - 1440 Minutes (24 hours ).

Control spstem access by IF Address, IP Range or CIDR,
| anly Allow Specific Cannections

User Access:

=

10.0.0.33/32, 10.0.0.52/32, 10.0.0.130/32, 10.0.0.105/32, 10.0.0.155/32,

10.0.0.23/32, 10.0.0.25/32, 10.0.0,209/32, 10.0.0.31/32, 10.0.0.60/32,
10.0.0.51/32

(l'alid entries are an IF address, IF range or CIOR range. Separate muitinle entries with commas,
Exarnples: 10.0.0,1, 10.0.0.1-24, 10.0.0.0/8)

P Address of Proxy Server:

(Separate multiple entries with commas.)

Crigin IP Header:
Ix-fcrwarded -for

AsyncOS 4
o[ Allow All ]
o[ Only Allow Specific Connections ] IP
IP IP CIDR
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Web
2 [
3 [

Web

o[ Only Allow Specific ConnectionsThrough Proxy ]
. 1P [ IP IP
Address of Proxy Server ]
. x-forwarded-header HTTP
» x-forwarded-header
. IP x-forwarded-header
IP IP CIDR
o[ Only Allow Specific Connections
Directly or Through Proxy ] IP
IP CIDR IP
[
Only Allow Specific Connections Through Proxy ]
true
o[ Only Allow Specific Connections ] IP
o[ Only Allow Specific Connections Through Proxy ]
IP
IP IP
o[ Only Allow Specific Connections Directly
or Through Proxy ]
. IP IP
. IP IP
IP
AsyncOS
5
System Administration ]>[ Network Access ]

Edit Settings ]
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B veu

4
5 IP

IP IP CIDR
6

. IP
. IP
IP IP
x-forwarded-for
7
Web Ul
Web Ul AsyncOS
Web Ul admin
HTTP HTTPS
AsyncOS Web
S
Web Ul
30

1 Web &

Web
2 [ System Administration ]>[ Network Access ]
3 [ Edit Settings ]
4 [Web Ul Web Ul

Inactivity Timeout ] 5 1440
5
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el B

CLI

CLI AsyncOS
CLI
. SSH SCP
S
CLI

1 Web o

Web
A | System Administration ]>[ Network Access ]
3 [ Edit Settings ]
4 [CLI CLI Inactivity Timeout ]

5 1440
5
CLI  adminaccessconfig CLI
CLI Reference Guide for AsyncOSfor Cisco Email Security Appliances

1 Web o

Web
2 [ Management Appliance  ]>[ System Administration ]>[ Users ]
3 [ Tracking Privileges ] [ Edit Settings ]

AsyncOS 12.0 for Cisco Content Security Management Appliances




5
[ Management Appliance ]>[ Centralized
Services ]

1 /data/pub/configuration
2 CLI
3 adminaccessconfig > BANNER
4
5

* Web 506

. 507

. 507

Web
[ Options 1> Active Sessions ]
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13:[ Active Sessions ]

Logged in as: admin on m1
Options = Help a

Mo Ch
Active Sessions Account
Change Password
Active Sessions for m1060s02.sma Lodont
Username Role [ Login Time = Idle Time [ Remote Host | Interface
admin Administrator | 06 Aug 2010 21:10 {GMT +03:00) 25 secs | 173.37.7.243 | GUI
« Return to previous page
Active Sessions ]
GUI
Web SSH FTP
[ Loggedinas ] [ Figure-icon ]
* who CLI Web
* whoami

mail3.example.com>

whoami

Username: admin

Full Name: Administrator

Groups: admin, operators, config, log, guest

e |ast
IP
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mail3.example.com> last

Username Remote Host Login Time Logout Time Total Time
admin 10.1.3.67 Sat May 15 23:42 still logged in 15m
admin 10.1.3.67 Sat May 15 22:52 Sat May 15 23:42 50m
admin 10.1.3.67 Sat May 15 11:02 Sat May 15 14:14 3h 12m
admin 10.1.3.67 Fri May 14 16:29 Fri May 14 17:43 1h 13m
shutdown Fri May 14 16:22
shutdown Fri May 14 16:15
admin 10.1.3.67 Fri May 14 16:05 Fri May 14 16:15 9m
admin 10.1.3.103 Fri May 14 16:12 Fri May 14 16:15 2m
admin 10.1.3.103 Thu May 13 09:31 Fri May 14 14:11 1d 4h 39m
admin 10.1.3.135 Fri May 14 10:57 Fri May 14 10:58 Om
admin 10.1.3.67 Thu May 13 17:00 Thu May 13 19:24 2h 24m

. User Has No Access Privileges

Assigned 508
. User Has No Active Menus 509
. Externally-Authenticated Users See
Preferences Option 509
User Has
No Access Privileges Assigned

[ Management Appliance 1> [ System Administration ] >

[ Users ]

Management Appliance ]>[

User Roles ]

Management Appliance ]>[
Roles ]
[
Administration ] [

No groups selected ]

. AsyncOS 12.0 for Cisco Content Security Management Appliances

[

System Administration ]>[

System Administration

[
1>1

User

User Roles for Delegated

Email Reporting ] [



User Has No Active Menus .

User Has No Active Menus

1 URL

URL [ Custom UserRole ]

Externally-Authenticated Users See Preferences Option
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Externally-Authenticated Users See Preferences Option
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* Cisco
e CLI

* SNMP

* AsyncOS
* AsyncOS

590
* SAML 2.0

512

530

544

560

561
570
575
576
Configuration File ]
578
587

SSO 591
600

512
525
531
533
542
544
558
560
578
602
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System Administration ]

GUl [

CLI
439

661

Cisco

. 512
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featurekey



. [ Management Appliance ]>[
System Administration ]>[ Feature
. Keys ]
[ Feature
Key ]
* [ SubmitKey ]
[ Pending Activation ]
[ Management Appliance ]>[
System Administration ]>[
Feature Key Settings ]
Cisco

http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/

products-installation-guides-list.html
Installation Guide

. 514

« Cisco Smart Software Manager
. 517

. 518

« Cisco Smart Software Manager

AsyncOS 12.0 for Cisco Content Security Management Appliances

Cisco Content Security Virtual Appliance

CLI show license

516
516

518



http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-installation-guides-list.html

« Cisco Smart Software Manager 519

. 519
. 519
. 520
. 520
. 521
Cisco
Cisco Smart Software Manager CSSM
CSSM
PAK Web
CSSM
CSSM
CSSM CSSM

Cisco Smart Software Manager
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment

_Guide.html

. Cisco Smart Software Manager
https://software.cisco.com/#module/SmartLicensing
Cisco Smart Software Manager

Cisco Smart Software Manager Cisco Smart Software Manager

Hittps:/Avwww.cisco.com/clen/usitd/docsiwirelessitechnology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

CSSM Smart Software Manager

CSSM
CSSM
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https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://software.cisco.com/#module/SmartLicensing
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

N

Smart Software Manager Smart Software
Manager Enhanced Edition 6.1.0
https://video.cisco.com/detail/video/5841741892001/
convert-classic-licenses-to-smart-licenses?autoStart=true&g=classic
. CSSM
CSSM
S
CSsSM [ System
Administration ]1>[ Update Settings ]
S
PAK
PAK
1
516
2 Cisco Smart Software Manager | Cisco Smart Software Manager
516
3 517
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https://video.cisco.com/detail/video/5841741892001/convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic
https://video.cisco.com/detail/video/5841741892001/convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic

10 Managed Appliance 1> System Administration ]>[
Smart Software Licensing ]
2 [ Enable Smart Software Licensing ]
3 [OK]
4
CSSM
90
90 60 30 15
CSSM
S
D
Cisco Smart Software Manager
Cisco Smart Software Manager [ System

Administration ]
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1

2 [

(2 B~ N ¢S )
— —

Managed Appliance 1> System Administration ]>[
Smart Software Licensing ]
Transport Settings ] [ Edit ]
Direct ] HTTPS Cisco Smart Software Manager

Transport Gateway ]

Smart Software Manager Cisco Smart Software Manager
Smart Software Manager URL
[OK] HTTP HTTPS
FIPS HTTPS

Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

Cisco Smart Software Manager

https://software.cisco.com/#module/SmartLicensing

[ Virtual Account ] [ General ]

https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

Register ]
Smart Software Licensing ] [
Reregister this product instance if it is already registered ]
Cisco Smart Software Manager
519
[ Smart Software
Licensing ]
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https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://software.cisco.com/#module/SmartLicensing
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

10 Management Appliance ]>[ System Administration ]>[
Licenses ]
2 [ Edit Settings ]
3 [ / License Request/Release ]
4 [ Submit ]
0ooC
30 ooC
30 15 5
0ooC
CSSM
10 Management Appliance 1> [ System Administration ]>[
Licenses ]
2 [ Edit Settings ]
3 [ License Request ]
4 [ Submit ]

Cisco Smart Software Manager

10 Management Appliance ]>[ System Administration ]>[
Smart Software Licensing ]

2 [ Action ] [ Deregister ] [
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Cisco Smart Software Manager .

3 Submit ]

Cisco Smart Software Manager

10 Management Appliance ]>[ System Administration ]>[
Smart Software Licensing ]
2 [ Action ] [ Register ] [ Go ]
Cisco Smart Software Manager 516
CSSM

Cisco Smart Software Manager
516

Cisco Smart Software Manager

\}

10 Management Appliance ]>[ System Administration ]>[
Smart Software Licensing ]

2 [ Action ]
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3 [ Go ]
10 Management Appliance ]>[ System Administration ]>[
Smart Software Licensing ]
2 [ Smart Agent UpdateStatus ] [ Update
Now ]
CLI saveconfig [ System Administration ]>[
Configuration Summary | Web
«ID
«ID
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license_smart

« license_smart 521

e show_license 524

. 521

. 521

. 521

. Smart Licensing 522

. Smart Software Manager 522
. 522

. 523

. URL 523

. 524

. 524

commit

help

license_smart

example.com> license_smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport
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. Smart Licensing

Smart Licensing

Enter the port to run smart agent service.
[65501]>

mail _.example.com > license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license_smart > register command
in the CLI.

b) Activate the feature keys using license_smart > requestsmart_license command in the

CLI.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing
mode.

Commit your changes to enable the Smart Licensing mode on your appliance.

All the features enabled in the Classic Licensing mode will be available in the Evaluation
period.

Type "Y" if you want to continue, or type "N if you want to use the classic licensing
mode [Y/N] [1> vy

> commit
Please enter some comments describing your changes:

1>

Do you want to save the current configuration for rollback? [Y]>

Smart Software Manager

mail _.example.com > license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.
SUMMARY - Show Smart Licensing status summary.

[1> register
Reregister this product instance if it is already registered [N]> n

Enter token to register the product:

1>
ODRIOTM5Mj 1t0TQz0S00Y j YOLWEXZTUtZTdmMmY30GN INDZmLTE1MzM3Mzgw¥%OAMDEZNTR8WIpCQ1 IMbGVMQWRX

0XhuenN40WZDdktFckJLQzF5V3V I bzky TFgx%0AQWcvaz0%3D%0A
Product Registration is in progress. Use license_smart > status command to check status
of registration.

mail _.example.com > license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:
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- REQUESTSMART_LICENSE - Request licenses for the product.
- RELEASESMART_LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

mail _.example.com > license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus

Mail Handling In Compliance

Content Security Management Master 1SQ In Compliance
URL

mail._example.com > license_smart

Choose the operation you want to perform:

- REQUESTSMART_LICENSE - Request licenses for the product.
- RELEASESMART_LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.
- STATUS - Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT_GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[1]> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco
Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command .

Transport settings will be updated after commit.
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mail _.example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART_LICENSE - Request licenses for the product.
- RELEASESMART_LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart_license

Feature Name License Authorization Status
1. Content Security Management Centralized Tracking Not Requested
2. Content Security Management Master 1SQ Not requested

Enter the appropriate license number(s) for activation.

Separate multiple license with comma or enter range:

> 1

Activation is in progress for following features:

Security Management Centralized Tracking

Use license_smart > summary command to check status of licenses.

mail._example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART_LICENSE - Request licenses for the product.
- RELEASESMART_LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart_license

Feature Name License Authorization Status

1. Content Security Management Centralized In Compliance
Tracking

2. Content Security Management Master 1SQ In Compliance

show_license
. 524
. 525

. 525
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CLI

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling In Compliance
Content Security Management Master 1SQ In Compliance
* shutdown
* reboot
* suspend

« suspendtransfers
.

* resumetransfers
« resetconfig

* version
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o[ Management Appliance ]>[ System Administration ]
>[ / Shutdown/Reboot ]
° shutdown
AsyncOS
30 AsyncOS
GUl [ System
Administration ] [ / Shutdown/Reboot ]
CLI  reboot
AsyncOS
30 AsyncOS
suspend o E
e CLI
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CLI suspend suspendtransfers .

suspendtransfers Web Security Appliances
Content Security Management Appliance

E
30 AsyncOS
suspend suspendtransfers resume
resumetransfers
Web
[ Management Appliance ]>[ System
Administration ]>[ / Shutdown/Reboot ]
. E
Suspending Email Delivery Resuming Email Delivery Suspending Receiving

Resuming Receiving

CLI suspend suspendtransfers

sma.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

sma.example.com>

sma.example.com> suspendtransfers

Transfers suspended.
sma.example.com>
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CLI

resume

resume suspend suspenddel

resumetransfers suspendtransfers

resumetransfers

sma.example.com> resume
Receiving resumed.

Mail delivery resumed.
sma.example.com>
sma.example.com> resumetransfers

Receiving resumed.
Transfers resumed.
sma.example.com>

CLI
HTTP HTTPS

FTP Telnet

SSH
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resetconfig .

. 1 admin
CLI
17
L]
2.
3 [ Management Appliance ]>[
System Administration ]>[
Configuration File ] [ Reset ]
. diagnostic > reload CLI
Cisco
resetconfig
mail3.example.com> suspend
Delay (seconds, minimum 30):
[30]> 45
Waiting for listeners to exit...
Receiving suspended.
Waiting for outgoing deliveries to finish...
Mail delivery suspended.
mail3.example.com> resetconfig
Are you sure you want to reset all configuration values? [N]> Y
All settings have been restored to the factory default.
AsyncOS
1 Web o
Web
2 [ Management Appliance ]>[ Centralized Services ]>[

System Status ]
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3 [ Version Information ]

AsyncOS
version
80 90
. RPC
679
. IPv4
ipconfig
. Intelligent Platform Management Interface  IPMI
2.0
. CLI
1 SSH Telnet
2
3
remotepower
setup
4
. IP
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SNMP B

5 commit
6
7

649

SNMP

AsyncOS Simple Network Management Protocol SNMP vl v2 v3

« SNMP snmpconfig

« MIB  http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/
tsd-products-support-series-home.html

. DES SNMPv3
SNMPv3 RFC 2571 2575
SNMP 8
SNMPv3 SNMPv3
snmpconfig
. SNMP
connectivityFailure SNMP url-attribute URL
. /
* AsyncOS SNMP Web Email Security Appliance

snmpconfig

sma.example.com> snmpconfig
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. snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1> SETUP

Do you want to enable SNMP?

[yl>

Please choose an IP interface for SNMP requests.

1. Management (198.51.100.1: sma.example.com)

[11>

Which port shall the SNMP daemon listen on interface '"Management'?
[161]>

Please select SNMPv3 authentication type:

1. MD5

2. SHA

[1]> 2

Please select SNMPv3 privacy protocol:

1. DES

2. AES

[1]> 2

Enter the SNMPv3 authentication passphrase.

1>

Please enter the SNMPv3 authentication passphrase again to confirm.
1>

Enter the SNMPv3 privacy passphrase.

1>

Please enter the SNMPv3 privacy passphrase again to confirm.
1>

Service SNMP V1/V2c requests?

[N]> Y

Enter the SNMP V1/V2c community string.

[ironport]> public

Shall SNMP V2c requests be serviced from IPv4 addresses?

[yl>

From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate
multiple networks with commas.

[127.0.0.1/32]>

Enter the Trap target as a host name, IP address or list of IP
addresses separated by commas (IP address preferred). Enter "None" to disable traps.
[127.0.0.1]> 203.0.113.1

Enter the Trap Community string.

[ironport]> tcomm

Enterprise Trap Status

1. CPUUtilizationExceeded Disabled
2. FIPSModeDisableFailure Enabled

3. FIPSModeEnableFailure Enabled
4. FailoverHeal thy Enabled
5. FailoverUnhealthy Enabled
6. RAIDStatusChange Enabled
7. connectivityFailure Disabled
8. fanFailure Enabled
9. highTemperature Enabled
10. keyExpiration Enabled
11. linkUpDown Enabled
12. memoryUtilizationExceeded Disabled
13. powerSupplyStatusChange Enabled
14. resourceConservationMode Enabled
15. updateFailure Enabled
Do you want to change any of these settings?
[N]> Y

Do you want to disable any of these traps?
[YI> n

Do you want to enable any of these traps?
[yl y

. AsyncOS 12.0 for Cisco Content Security Management Appliances



Enter number or numbers of traps to enable. Separate multiple numbers with
commas.

1> 1,7,12

What threshold would you like to set for CPU utilization?

[95]>

What URL would you like to check for connectivity failure?
[http://downloads. ironport.com]>

What threshold would you like to set for memory utilization?

[95]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack #30, position 3
Enter the System Contact string.

[snmp@localhost]> SMA.Administrator@example.com

Current SNMP settings:

Listening on interface "Management™ 198.51.100.1 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32 .
SNMP v1/v2 Community String: public

Trap target: 203.0.113.1

Location: Network Operations Center - west; rack #30, position 3
System Contact: SMA.Administrator@example.com

Choose the operation you want to perform:

- SETUP - Configure SNMP.

-

sma.example.com> commit

Please enter some comments describing your changes:

[1> Enable and configure SNMP

Changes committed: Fri Nov 06 18:13:16 2015 GMT

sma.example.com>

. 534

. 534

. 536

. 536
. 537

537
. 538
. 538
. 539
. 539
. 540
. 541
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Web

540

AsyncOS

AsyncOS

17
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SSH

. DNS A PTR

Web
Security Appliances

537

587

Cisco Content Security
Virtual Appliance Installation Guide
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800GB
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unresolved

[ Management Appliance 1> [
Centralized Services ]

26
2 suspendtransfers
3
4 suspend
5
6
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System ] [ Info ]
561
S
. 534
1
2 backupconfig Enter
3
setup Y
4 Schedule Enter
5 IP
6 20
7
8
9 Schedule a single backup 2 Enter
10
a) 1 Enter
b) Enter
11 Enter
12
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13

14

© 0o N o o1 b

11
12

View
Enter
540
“
534
backupconfig Enter
setup Y
Schedule Enter
IP
20
3 Enter
Status
540
backupconfig Enter

AsyncOS 12.0 for Cisco Content Security Management Appliances




View

Status
562
540
SMA
. 539
578

« Configuration Master Web

631

GUI
633
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10

11

12

a)

b)

c)
d)

f)
9)

533
/
578
/
534
/ 539
/ suspendtransfers suspend
/ / / /
/ /
/ resumetransfers resume
/

/ Web Security Appliances

Web o
Web
Management Appliance ]>[ Centralized Services ]>[

Security Appliances ]

Establish Connection ]
Test Connection ]
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[ Management Appliance ]>[
System Status ]

Centralized Services

1>1

533
14:
ESA 1 ESA 2 ESA 3 WSA 1
SMA1 ESA1 3 WSA1
SMA2 SMA1
SMA 2
SMA 2
1 E

. AsyncOS 12.0 for Cisco Content Security Management Appliances



E

580
SMA1
SMA2
SMA1 IP 1. SMA2 [ Network ]>[IP
SMA2 IP IP Interfaces ]>[IP
Add IP Interfaces ]
2. [Ip Add IP Interfaces ]
SMA1

IP

SMA 2
P IP

652
SMA 2
33
31
SMA 2
375
E
540
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SMA 2
ESA1 3 WSA1 SMA 2

15:

541

AsyncOS

. 544

. 545

. 545

. 548

. 554

* AsyncOS 544

. 557
. 557

AsyncOS for Email  CLI

http://www.cisco.com/c/en/us/support/security/
email-security-appliance/products-command-reference-list.html
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Cisco IP
AsyncOS
IP Cisco
URL
S
upgrades.cisco.com 22 25 80 4766
Cisco AsyncOS 2
. Cisco
HTTP AsyncOS
. Cisco 1
AsyncOS
548
CLI  updateconfig
Cisco
Cisco
16:
E— . ===
-— I I . .
O S I U G

Your Content Security Appliance

Cisco
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Cisco

AsyncOS

HTTP

s s e s HTTP connection to Internet through firewall

HTTP
AsyncOS
17:
Cisco
Update Servers
o T IR B
. — E—
Web Server with HTTP access
to Internet
1
547
2
3
4 Web
Web
51 Management Appliance ]>[
Update SettingsChoose ]
6 [ Management Appliance 1> [
System Upgrade ]

70 Available Upgrades ]

Cisco Content Security Appliances

547

&

System Administration ]>[

System Administration ]>[
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updateconfig upgrade

AsyncOS 544

AsyncOS

* Cisco

* \Web

\)

HTTP
1P DNS

AsyncOS

* Web Microsoft IIS Internet Information Services
Apache

* 24

*  AsyncOS 350 MB

http://updates.ironport.com/fetch_manifest.html
zip
Cisco

zip AsyncOS
URL
[ Edit Update Settings ] CLI  updateconfig

Cisco
http://updates.ironport.com/fetch_manifest.html XML
Cisco
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asyncos/phoebe-my-upgrade.xml

AsyncOS
URL [
updateconfig
Ctrl
Cisco
AsyncOS
AsyncOS AsyncOS
AsyncOS

updateconfig

zip
XML
Edit Update Settings ] CLI
681
AsyncOS
10
C
AsyncOS
GUI 2 CLI
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83:

Web AsyncOS
Update
Servers (images)
Web
550
AsyncOS
Cisco
URL
545
546
XML
Update Web
Servers (lists)
550
XML
AsyncOS 80
545
546
d
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AsyncOS
Interface
HTTP HTTP
HTTP Proxy Server
GUI
106 Web
235
HTTPS HTTPS
HTTPS Proxy
Server
GUI
106 Web
235
AsyncOS IP
IP

Update Settings ]
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18:[ ( ) Update Servers (images) ] URL

Update Servers {images); | The uodate servers will be used o obiain update images for the following services:
- Feature ey updates
- Time zone rules
- Cisco fronfort Aspnols upgrades

(| Cisco IronPort Update Servers

(® | Local Update Servers (location of update image files)

Base Url (all services |http:.ff'clownIDads—static.ironpor‘t.com

except Timme zone <
e Ao Adowniogads . example . com

IronPort AsyncosS

Uparadssy: Authentication {optional):

Username: |

Passward: I

Retype Password: |

Base Url (Time zone IdownIoads—statiC.ianpr‘t-CDm:BD
rules): | orvmat: downioads.example.com:80

= Click to use different settings for AsyncOS upgrades:
AsyncOS Upgrade settings
() | Cisco IronPort Update Servers

() | Local Update Servers (location of update image files)

Host {Cisco IronPort |updates—static.ironpor‘t.com. Part: |SD {optianal)
AsyncoS upgrades): Ex. downloads. example. com

19:0 ( ) Update Servers (list) ] URL

Update Servers {listh; | The URL will be used fo obiain the list of available updates for the following services:
- Time zZone rules

| Cisco IronPort Update Servers
(®) | Local Update Servers (location of list of available updates file)

Full Url |htt|3 Afupdate-manifests.ironport.com
Ao Afupdates. examole comndmy_updates il

Authentication {optianal):
Usernarme: |

Passward: I

Retype Password: |
The URL will be used to obiain the list of available updates for the following services:
- Cisco IronfPort AspncDs upgrades
| Cisco IronPort Update Servers

() | Local Update Servers (location of list of available updates file)

[z

Full Url |htt|3:.a",-’update—manifests.ironpor‘t.com Port: -?
Ao Aupdates. examole comdmy_updates il

Authentication {optianal):
Usernarne!: |

Password: |

Retype Password: |
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B o

84:
URL/IP
Update URL http://downloads-static.ironport.com
Servers | Asyncos 204.15.82.8
(images) Base URL (all services except Time zone Port 80
rules and AsyncOS upgrades)
URL Base URL | downloads-static.ironport.com
(Time zone rules) 204.15.82.8
Port 80
AsyncOS Host updates-static.ironport.com
(AsyncOS upgrades) 208.90.58.25
Port 80
Update update-manifests.ironport.com
Servers
(list): 208.90.58.5
URL Full URL Port 443
update-manifests.sco.cisco.com
URL For updates on virtual appliances: Full | port 443
URL
URL For upgrades: | update-manifests.ironport.com
Full URL 208.90.58.5
Port 443
i
CLI  updateconfig dynamichost update-manifests URL
GUI
1 Web e
Web
2 [ Management Appliance ]>[ System Administration ]>[
Update Settings ]
3 [ Edit Update Settings ]

548
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4 [ ( ) Update Servers (images) ]
5  AsyncOS
a) [ AsyncOS Click
to use different settings for AsyncOS upgrades ]
b) AsyncOS
6 [ ( ) Update Servers (list) ]
AsyncOS
7
8
9
10
[ Update Settings ] [
Management Appliance ]>[ System Administration ]>[ Update
Settings ]
URL URL asyncos
AsyncOS
Web
[ Clearthe
notification ] [ Close ]
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[ Management Appliance ]
>[ System Administration ]>[
System Upgrade ]

545
1
588
2 XML
579
3 /
[ Management Appliance ]>[ System Administration ]>[
Configuration File ]
4 CLI suspendlistener
GUI
5
6

548

AsyncOS
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AsyncOS .

AsyncOS  Cisco 1
10
Ctrl C
* Cisco
545
548
. 554
1 Web o
Web
2 [ Management Appliance ]>[ System Administration ]>[
System Upgrade ]
3 [ Upgrade Options ]
4
1 [ Download and Install ]

[ Download only ]
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. AsyncOS

[Install ]
AsyncOS [ Install ]
5
AsyncOS
6
a) configuration
b)
GUI [
Configuration File ] CLI  loadconfig
c)
70 Proceed ]
8
a)
b) [ Reboot Now ]
20
c) 10
[ Install ]
. 557
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Web
2 [

Web

53

Management Appliance ]>[ System Administration ]>[
System Upgrade ]

Upgrade Options ]

upgrade_logs

[ Cancel Download ]
[ Delete File ]
. E
. Web Configuration
Master
Web Security Appliances Configuration Master 406
. 578
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. AsyncOS

AsyncOS

AsyncOS
. 558
* AsyncOS 558
Cisco revert
AsyncOS
. E
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~

AsyncOS

FTP mai lconfig CLI

Email Security Appliances

CLI

revert

revert

revert

m650p03.prep> revert
This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.
The following data will be destroyed in the process:
- all configuration settings (including listeners)
- all log files
- all databases (including messages in Virus Outbreak and Policy
quarantines)
- all reporting data (including saved scheduled reports)
- all message tracking data
- all Cisco Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preseved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases
unmasked)
- exported the Cisco Spam Quarantine safelist/blocklist database
to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots again to the desired version.
Do you want to continue? yes
Are you sure you want to continue? yes
Available versions

1. 7.2.0-390
2. 6.7.6-020
Please select an AsyncOS version: 1
You have selected "7.2.0-390".
Reverting to "testing'" preconfigure install mode.
The system will now reboot to perform the revert operation.

2
CLI
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10 1 Web URL
11 URL
12 / /

13 Email Security Appliances

14
Cisco AsyncOS
Cisco
15 20
548
. 548
Web URL
* URL 434
* URL 227
AsyncOS
GUI [ System Administration ] [
Return Addresses ] CLI  addressconfig
GUI [
Return Addresses ] [ Edit Settings ]
[ Submit ]
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[ Management Appliance ]>[
System Administration ]>[ Alerts ]
AutoSupport
[ Management Appliance ]>[
System Administration ]>[ Alerts ]
. FROM:
563
* AutoSupport Cisco AutoSupport 563
562
564
564
562
. 564
. 564
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* Critical
* Warning

« Info

Cisco
AsyncOS
AsyncOS
AsyncOS
. DNS MX A
. DNS 30 30
DNS
. E
Management Appliance ]>[
System Administration ]>[ Alerts ]
[ View Top Alerts ]
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CLI alertconfig

CLI alertconfig

0
AsyncOS
0

2
5 5 15 35 75 155 315

[

Maximum Number of Seconds to Wait Before Sending a Duplicate Alert ]
5
60 5 15 35 60 120
Cisco AutoSupport
Cisco
AutoSupport
AutoSupport
status AsyncOS
System Information
Cisco
[ Management Appliance ]
>[ System Administration Alerts ] [ Edit Settings ]
AutoSupport Information
AutoSupport
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85:

INTERFACE.ERRORS

MAIL.MEASUREMENTS_FILESYSTEM

75%

MAILMEASUREMENTS_FILESYSTEM.CRITICAL

%% 97%

90 %
95 %

SYSTEM.RAID_EVENT_ALERT

RAID-event

SYSTEM.RAID_EVENT_ALERT_INFO

RAID-event

86:

COMMON.APP_FAILURE

Critical

COMMON.KEY_EXPIRED_ALERT

COMMON.KEY_EXPIRING_ALERT

COMMON.KEY_FINAL_EXPIRING_ALERT
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DNS.BOOTSTRAP_FAILED
DNS

COMMON.INVALID_FILTER
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IPBLOCKD.HOST_ADDED_TO_ALLOWED LIST
IPBLOCKD.HOST_ADDED_TO_BLOCKED LIST

IPBLOCKD.HOST_REMOVED_FROM_BLOCKED
LIST

 <|P address>
SSH DoS

The host at
<IP address> has been
added to the blocked list
because of an SSH DOS

attack
* <|P address>
SSH

The host
at <IP address> has been
permanently added to the
ssh allowed list.)

* <|P address>

The host
at <IP address> has been
removed from the blocked

list

SSH

SSH

LDAP.GROUP_QUERY_FAILED_ALERT

LDAP

Critical
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LDAP.HARD_ERROR LDAP
Critical

LOG.ERROR.*

MAIL.PERRCPT.LDAP_GROUP_QUERY_FAILED
LDAP

MAIL.QUEUE.ERROR.*

MAIL.RES_CON_START_ALERT.MEMORY

MAIL.RES_CON_START ALERT.QUEUE_SLOW

MAIL.RES_CON_START ALERT.QUEUE

MAIL.RES_CON_START_ALERT.WORKQ

MAIL.RES_CON_START_ALERT

MAIL.RES_CON_STOP_ALERT

MAIL.WORK_QUEUE_PAUSED_NATURAL
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MAIL.WORK_QUEUE_UNPAUSED_NATURAL
Critical

NTP.NOT_ROOT root NTP

PERIODIC_REPORTS.DOMAIN_REPORT.
DOMAIN_FILE_ERRORS

PERIODIC_REPORTS.DOMAIN_REPORTFILE EMPTY

PERIODIC_REPORTS.DOMAIN_REPORTHILE_MISSING

REPORTD.DATABASE_OPEN_FAILED ALERT
Critical

REPORTD.AGGREGATION_DISABLED_ALERT

reportd

REPORTING.CLIENT.UPDATE_FAILED_ALERT

REPORTING.CLIENT.JOURNAL.FULL

REPORTING.CLIENT.JOURNAL.FREE
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PERIODIC_REPORTS.REPORT_TASK
BUILD_FAILURE_ALERT

PERIODIC_REPORTS.REPORT_TASK
EMAIL_FAILURE_ALERT

PERIODIC_REPORTS.REPORT_TASK
ARCHIVE_FAILURE_ALERT

Critical

SENDERBASE.ERROR SenderBase
SMAD.ICCM.ALERT_PUSH_FAILED 1
SMAD.TRANSFER.TRANSFERS_STALLED SMA

2
SMTPAUTH.FWD_SERVER_FAILED_ALERT |SMTP
SMTPAUTH.LDAP_QUERY_FAILED LDAP

SYSTEM.HERMES_SHUTDOWN_FAILURE
REBOOT

SYSTEM.HERMES_SHUTDOWN_FAILURE
SHUTDOWN
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SYSTEM.RCPTVALIDATION.UPDATE_FAILED

SYSTEM.SERVICE_TUNNEL.DISABLED

SYSTEM.SERVICE_TUNNEL.ENABLED

DNS

* sethostname
* DNS GUI CLI  dnsconfig
. GUI CLI  routeconfig
¢ dnsflush

CLI

sethostname
commit

sethostname

oldname.example.com> sethostname
[oldname.example.com]> mail3.example.com
oldname.example.com>

commit
CLI
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setgateway




oldname.example.com> commit

Please enter some comments describing your changes:
[1> Changed System Hostname

Changes committed: Mon Jan 04 12:00:01 2010

mail3.example.com>

DNS GUI [
Management Appliance ]>[ Network ]>[DNS]
dnsconfig
. DNS DNS
* DNS
. DNS
* DNS
DNS
AsyncOS DNS DNS
DNS DNS
DNS
DNS
AsyncOS DNS DNS
DNS
DNS in-addr.arpa  PTR
.eng 1234
.eng 172.16 DNS
eng,16.172.in-addr.arpa
DNS AsyncOS
0 DNS DNS
AsyncOS
DNS
DNS
DNS
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IP
60 1
60 2
15
45 3
5 10 45
4 DNS 2 0 1
1 2
87:DNS
[ Priority ]
0 1.23.4 5 5
1.2.35
1 1.2.3.6 10
2 1.2.3.7 45
AsyncOS 0 2
0 1 1
0 1 1.2.3.6
2 1237
0 1
2
AsyncOS DNS DNS
S
DNS
DNS
Cisco
DNS
DNS IP
IP DNS
PTR PTR DNS A
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DNS B

A PTR
A
HAT IP
571 DNS
20 0
DNS 0
DNS
DNS
DNS
Failed to bootstrap the DNS cache
DNS
DNS
DNS
DNS
GUIl [ Clear Cache ] dnsflush DNS
dnsflush 679
IronPort AsyncOS CLI Reference Guide
DNS
DNS
1 Web o
Web
2 [ Management Appliance ]>[ Network ]>[DNS] [
Edit Settings ]
3 DNS DNS
DNS
4 DNS DNS ID [
Add Row ] DNS
DNS 571
5 DNS
6 DNS
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B «<rr

7 [ ClearChashe ] DNS
8
TCP/IP
GUl [
Management Appliance ]>[ Network ]>[ Routing ]
CLI  routeconfig
* GUI 574
. GUI 574
GUI

[ Management Appliance ]>[ Network ]1>][

Routing ]
1 Web &

Web
2 [ Management Appliance ]>[ Network ]>[ Routing ]
[ AddRoute ]
3 IP
4 IP
5
GUI

10 Routing ] [ Default Route ]
2 IP
3

GUI | Management Appliance ]>[ Network ]1>[

Routing ] GUI 574
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CLI  setgateway

* TLSv1.0 AsyncOS 13.6.x AsyncOS 13.8.x
TLSv1.0 TLSv1.1 TLSv1.2
TLSv1.0

* AsyncOS 13.8.x SSLv2 SSLv3

* SSLv3

. Web
* LDAPS

sslconfig
« Cisco SSLv3

Web

* sslconfig

* sslconfig
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36
ntpconfig
settime settz
[ Management Appliance ]>[
System Administration ]>] Time Settings ]
NTP 576
[ Management Appliance 1> [
System Administration ]>[ Time Zone ]
« GMT 577
. 577
NTP
NTP
NTP time.sco.cisco.com
NTP NTP
667
. 576
. 578
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GMT

GMT B

Web o
Web
[ Management Appliance ]>[ System Administration ]>[
Time Zone ]
[ Edit Settings ]
[GMT GMT Offset ] [ Time Zone
Setting ] [ Time Zone ] GMT
[ Time Zone ]
GMT
- +
. 577
. 578
Web &
Web
[ Management Appliance ]>[ System Administration ]>[
Update Settings ]
[ Enable automatic updates for Time zone rules ]

[7]
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1 Web &
Web

2 [ Management Appliance ]>[ System Administration ]>[ Time
Settings ]

3 [ Time Zone File Updates ]

4 [ Update Now ]

Configuration File ]

578

578

353

528

Extensible Markup Language XML

XML
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CLI  GUI
* FTP
CLI
. XML XML
DTD XML
DTD XML
XML
. / 353
. 528
. 582
[ Management Appliance 1> [ System Administration ] >
[ Configuration File ] [ Current Configuration ]
FTP/SCP
*kkk*k
S
AsyncOS
[ Encrypt passphrases in the Configuration Files ]
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* RADIUS

* LDAP

* SNMP

. SMTP
* PostX

* PostX
«FTP

« IPMI LAN

. URL

saveconfig

AsyncOS

<?xml version="1.0" encoding=""1S0-8859-1"?>
<IDOCTYPE config SYSTEM "config.dtd">
<config>
- your configuration information in valid XML
</config>
</config> XML Cisco
configuration DTD

DTD config.dtd loadconfig

DTD
<config></config> complete

unique <config></config>

complete DTD
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<?xml version="1.0" encoding=""1S0-8859-1"?>
<IDOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport_enabled>0</autosu
</config>

<?xml version="1.0" encoding=""1S0-8859-1"?>

<IDOCTYPE config SYSTEM *‘config.dtd">

<config>
<autosupport_enabled>0</autosupport_enabled>

</config>

unique

<config></config>

<hostname>mail4._example.com</hostname>

<rat>
<rat_entry>
<rat_address>ALL</rat_address>
<access>RELAY</access>
</rat_entry>
</rat>

<listeners></listeners>
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GUI CLI
DTD
FTP loadconfig
FTP logconfig
XML encoding
1ISO-8859-1 showconfig
saveconfig mailconfig
<?xml version="1.0" encoding=""1S0-8859-1"?7>
Cisco
528
rollbackconfig 10
1
No

rollbackconfig
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cul B

showconfig

CLI

* showconfig

* mai lconfig

» saveconfig

» loadconfig

* rol Ibackconfig

e resetconfig 528

e publishconfig

* backupconfig 533

* trailblazerconfig

mailconfig saveconfig
showconfig mailconfig saveconfig
loadconfig
582

Do you want to include passphrases? yes
PEM

showconfig

mail3.example.com> showconfig
Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.
<?xml version="1.0" encoding=""1S0-8859-1"?>
<IDOCTYPE config SYSTEM "config.dtd">
<i--
Product: model number
Messaging Gateway Appliance(tm)
Model Number: model number
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. loadconfig

Version: version of AsyncOS installed
Serial Number: serial number
Current Time: current time and date
[The remainder of the configuration file is printed to the screen.]

mailconfig
config.xml XML

mail3.example.com> mailconfig

Please enter the email address to which you want to send

the configuration file.

[1> administrator@example.com

Do you want to include passphrases? Please be aware that a configuration
without passphrases will fail when reloaded with loadconfig. [N]> vy
The configuration file has been sent to administrator@example.com.

saveconfig
Configuration Master ESA configuration

mail3.example.com> saveconfig

Do you want to include passphrases? Please be aware that a configuration without
passphrases

will fail when reloaded with loadconfig. [N]> vy

The file C650-00065B8FCEAB-31PM121-20030630T130433.xml has been saved in the configuration
directory.

mai 13.example.com>

loadconfig
loadconfig
2
« configuration
e CLI
580
rollbackconfig
582
publishconfig
Configuration Master publishconfig

publishconfig config_master [job_name ] [host_list | host_ip

config_master Configuration Master Configuration
Master Compatibility Matrix
http://mwww.cisco.com/en/US/products/ps10155/prod_release_notes_list.html
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trailblazerconfig .

job_name
host_list WSA 1P
Configuration Master

host_ip IP

publishconfig smad_logs [
Web 1> Utilities ]>[Web Web Appliance
Status ] GUI
Web

[ Web ]>] Utilities ]>[ Publish ]

> Publish History ] [ Publish History ]
trailblazerconfig

trailblazerconfig Web HTTP  HTTPS

CLI  help trailblazerconfig

trailblazerconfig enable <https_port> <http_port>
trailblazerconfig disable

trailblazerconfig status

“enable* HTTPS: 4431 trailblazer
"disable” trailblazer

"status” trailblazer

trailblazerconfig CLI
HTTPS
DNS

trailblazerconfig

. API

Web
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B«

trailblazerconfig
trailblazerconfig HTTPS

URL

CLI

1 CLI configuration
IP
2
saveconfig
3 CLI loadconfig 2

XML

changed.config.xml

mai l3.example.com>

1

oadconfig

1. Paste via CLI

2. Load from file

[1]> 2

Enter the name of the file to import:
[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Ctrl+D

27

mail3.example.com> loadconfig
1. Paste via CLI

2. Load from file

[1]> 1

651
configuration

CLI

Paste the configuration file now. Press CTRL-D on a blank line when done.

[The configuration file is pasted until the end tag
</config>

. Control-D is entered on a separate line.]

Values have been loaded.

Be sure to run "commit" to make these settings active.
mai l3.example.com> commit

Please enter some comments describing your changes:

[1> pasted new configuration file and changed default settings
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. 587
. 588
. 588
. 589
. 589
. 590
ESXi5.5 VMFS5 2TB
ESXi5.1 2TB
S
ESXi VMware
1 Cisco
2 VMware
VMware
ESXi 5.5 http://pubs.vmware.com/vsphere-55/
index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FDODE39ES7.html
3 Web o
Web
4 [ Management Appliance ]>[ System Administration ]>[

Disk Management ]
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http://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FD0DE39E57.html

[ Management Appliance 1>
System Administration ]>][
Disk Management ]

[ Total Space Allocated ]
184G of 204G

[ Management Appliance  ]>[
System Administration ] > [
Disk Management ]

[ Management Appliance ]1>[
Centralized Services 1>
System Status ] [
Centralized Services ]

Web Web
Web
. Web
Web
589
383
384
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75%

561

[ Management Appliance ]>[
System Administration ]>[ Log
Subscriptions ]

o Size ]

[ Helpand Support ]
> Packet Capture ]

/data/pub FTP

FTP
FTP 654

[ System Administration ]>[ Disk
Management ]
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587

588
1 Web o
Web
2 [ Management Appliance ]>[ System Administration ]>[
Disk Management ]
3 [ Edit Disk Quotas ]
4 [ Edit Disk Quotas ]
51 Submit ]
6 [ Set New Quotas ]
7 [ Commit ]
S
E
E
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SAML 2.0 sso I}

1 Web o
Web
2 [ Management Appliance ]>[ System Administration ]>[
System Health ]
30 Edit Settings ]
4
CPU Overall CPU Usage 85%
Memory Page Swapping 5000
Maximum Messages in Work Queue 500
5

SAML 2.0 SSO

* SSO SAML 2.0 591
* SAML 2.0 SSO 591
* SAML 2.0 593

. SSO 593

SSO SAML 2.0

Cisco SAML 2.0 SSO
SAML 2.0SSO

SAML ID IdP Ping SAML 2.0 SSO

Rally Salesforce Dropbox SP
SAML 2.0 SSO Cisco

SAML 2.0 SSO

SAML 2.0 SSO
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B savi2osso

20: SAML 2.0 SSO

1. Web

2. SAML
3. Web ID

4. ID

5 ID SAML

6. Web

7.
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