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ﬂ&gg POST /sma/api/v2.0/login
CBIHERREICIE, ROWLAEHEA L E T,
POST /sma/api/v2.0/login/two_ factor
AX/NT  |Baseod T a— K Z LT Uy VEBALET,
r—4 {
"data":
{
"userName" :"YWRtaw4=",
"passphrase":"aXJvbnBvcnQ="
}
}
BERAY Host, Accept, Authorization
sf__
EEAY Content-Type, Content-Length, Connection
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OB TiL, Base6d = a— R LT yrcal AL, IWT 24+ 2 72 2”0
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POST /sma/api/v2.0/login
HTTP/1.1
Content-Type: application/json
cache-control: no-cache
User-Agent: curl/7.54.0
Accept: */*
Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 95
Connection: keep-alive
{
"data":
{
"userName":"YWRtaw4=",
"passphrase":"aXJvbnBvcnQ="

}
HUTILE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 26 Nov 2018 07:22:47 GMT
Content-type: application/json
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Content-Length: 618

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{

"data": {
"userName": "admin",
"is2FactorRedirectRequired": "false",
"role": "Administrator",
"email": [1],
"jwtToken": "eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9.eyJlc2VyTmFtZSI6ImFkbWluliwiaXM

YRMFjdGOyQ2h1Y2tSZXF1aXJ1ZCI6ZmFsc2UsImNvb2tpZSI6I1RUCEZOVIFFWTNwWT1ZFMD1DanRMYVR
0eENgdFpiV1J6VFVSQk5VMURNWGRpTWxGMVAUSNN1bGt 5TOhWWk1gbDBUMNBaZDASRVFUMEtcbk8xVkh
PWHBrUnpGbllteEtNVOplVW5CavVYxVjJUbmswITUV4cVFUMEtPMVJIVU1hkT1JsazNUV1JKZFUXRESIZEL

WRWw1VFdwek1FMXFcbl1NUV1NhazVDVDBWRk1 rOUVaM2xTUlVreVRYcGtSazFwIVVST1ZFMHpUbFZXUJAL

AsyncOSAPI (F 2 — /L RX—ZA DT AT LT, AP1Z =V OFPHII2—F D —)L Z LIZERE
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PiE, AsyncOSAPIIZT 7B AT 52 LN TEET,
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«URL 7 4 V&V v JEHE
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\}
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o BORIL HTTP £ 7213 HTTPS MR CAE SN ET
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http://{appliance}:{port}/sma/api/v2.0/{resource}/{resource attributes}
https://{appliance}:{port}/sma/api/v2.0/{resource}/{resource attributes}
515D
®* {appliance}: {port}
FQDN %£7/2137 FIA T ADIPT KL R L, T IF3A4 T  ANEET S TCP R—
NEB T
® {resource}
VAR—F, FTox 7 RRE BRE. oo 208 TI7EALLSETDHY
Y —ATY,
* {resource_attributes}
WL, VY —ATHFR— SN TWHEMETT,
o FERIZIX, 2—HF I LT U vy VERITAENRRGENy X — %GO 0LERH Y 3,
o FERITIEL, ARETRET DMERNH Y £7,
application/json
« HTTPS (JhH OFERAFE 2 ) Rl TEE SN2 ERIZIZ, CAFEELZED L LENH
DET, 72& ZIE. cURL DG, APLER T CAGEAELZ RO LS ITHET L2 &N T
TET
curl --cacert <ca cert.crt> -u"username:password"

https://<fgdn>:<port>/sma/api/v2.0/{resource}/{resource attributes}

N\
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TLIEEW,
A w ¥ — |Content-Type | application/json A=V RIOBRERT,
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7 Content-Length | 55 F % 5241+ 7Ty MCEBIEEARALDOE X,
Connection | close i T O A I
A =R SEPREPOE YN A w7 — R Content-Type ~ v ¥ — CJE

EINEEATT, RIZ. AvEB—YKID
aVR—R MR LET,

1.

URL, API ~DER THE L 72 URIL,
i

:"/api/v2.0/config/"

HIE TN—=TR T A4

!l

reporting/mail security summary
g IRTA—=H

i

startDate=2017-01-30T00:00:00.000Z&endDate=2018-01
30T14:00:00.000z

TI7— (7 —AXEDORHR) , TD=
VR—=F 2 ME, Avk—T, a—F,
BLXOBHD I >OaR—pr FER
LET,

£

"error": {"message": "Unexpected
attribute

- starts with.","code": "404",
"explanation":

"404 = Nothing matches the given URI."}
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FLET,
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* 200
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* 300
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* 400
* 401
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* 404
* 406
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«414
* 500
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* 505
T 5O HTTP & a— FOZEMIZ OV TIL, RO RFC 2B LT W,
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GET /api/v2. reporting/report?resource attribute
B=E /api/v2.0/reporting/rep attrib

GET /api/v2.0/reporting/report/counter?resource attribute
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startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007
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V=N
H2AT

® query type=graph

77 7L LTRBTELT—ZE2ZELET,
® query type=export

T AR—=MERDT—F2ZELET,

ROWMSTONT A =L MM DLERDH Y £9, WIFnzEH
L, WETT — 2 22 ETE £ A,

® orderBy=<value>

JISENDT =2 HW~EZ LDBMEETRELET, ROHIESE
LTSN,
orderBy=total clean recipients
® orderDir=<value>
V—hHMERELET,
BhisA T a AIRDOEBY T,
¢ asc
FNECRER 2~ 2 7,
® desc

BN CHER 2~ 2 4

TRHEFE 7
AT

DM ST DINT A= AT 0B HY £, Wz
L7eGaid, WETT — 222 ETEEHA,
* offset=<value>
FT7%y MEWbIEEDL LVa— KoV 7y hERIGTH4 7
Ty MEEZEELET, A7y MIRIRESICHERL, 47
Ty MO T AL a— FOBAERELET,
® limit=<value>

ST va—FofaaELET,

T—HD
BEA 7
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® top=<value>

RRNEZIRT LV a— ROBERELET,
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TANE NRTGA=ZFIEECEENDT —Z ZHIR L £,

* filterValue=<value>
N
[ ESIE LW

* filterBy=<value>

TANE TanRT I TR SN T —X %7 4 VX
Vo7 LET,

* filterOperator=<value>
et 7Ty a FIkOLBY TT,
® begins_with

FRE LIEIZ AW TUSET — 2 2 7 4 NVZ ) T LET,
CHIEEE—BOETIEH Y THA,

®is

BELEZE—BOEICESWTUSET — 2527 4 L2 Y
VI LET,

FIONA A

* device_group name=<value>
THRAATN—=THERELET,
* device_type=esa

THRARZA T HEELET, ZONTA—=ZIINHATT, §

NTOAPI 7 = U, ZONRT A=K LIFEHTLLER D
D ij—o

®* device name=<value>

TN A4 EEELET,
BERAy Host, Accept. Authorization
Hg—
REEAN Y Content-Type, Content-Length, Connection
g

1

Wiz, ViR—h 7Y ZA4TOHFERLET,
T UHAD I ODEETET S (1283—)
s T OEEDOEEEST D (12 3—)

eI TN—TNOE T AZD 1 S>OMBETET S (13 2—)
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EA—LAAP |
B ros01onErmets

DI T DO ERST S (14 =)
e BT T B DEEDEEEN L TEBD I 7 2 DBEBOEEZTET S (16 2—3)

AI3D1DODEZRET S

OB TIX, TRARAZLEZA TEFERA LT E TN—TNSEED D 7 2 OfE % B
T57x) R LET,

HOTLJVIITRbE

GET /sma/api/v2.0/reporting/mail incoming traffic summary/detected amp?
startDate=2016-09-10T19:00:00.000Z&endDate=2018-09-24T23:00:00.000Z&device type=
esa&device name=esall

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTIEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sat, 17 Nov 2018 15:58:29 GMT

Content-type: application/Jjson

Content-Length: 96

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{

"meta": {
"totalCount": -1},
"data": {
"type": "detected amp",
"resultSet": {

"detected _amp": 11}

NI EDEBDEEZRET S
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VA OEERSET S Y BRLET,
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GET /sma/api/v2.0/reporting/mail incoming traffic summary?startDate=2016
-09-10T19:00:00.000Z&endDate=2018-09-24T23:00:00.000Z&device type=esa&device group name=SFsite
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*
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Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
Connection: keep-alive

HUTILRE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sat, 17 Nov 2018 17:39:34 GMT

Content-type: application/Jjson

Content-Length: 580

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"meta": {"totalCount": -1}, "data":
{"type":

"mail incoming traffic summary",
"resultSet": [{"verif decrypt success":5},
"detected virus": 13},

{

{"verif decrypt fail": 5},
{"threat content filter": 10},
{"total graymail recipients": 9},
{"blocked invalid recipient": 2},
{"ims_spam increment over case": 0},
{"blocked dmarc": 0},

{"marketing mail": 6},

{"detected amp": 2},

{"bulk mail": 2},

{"total recipients": 159},
{"social mail": 1},

{"detected spam": 30},
{"total clean recipients": 83},
{"malicious_url": 6},
{"total threat recipients": 67},
{"blocked reputation": 10}]}}

A TIL—THADEAI AN DDBEERET S

I B TN—FINIEEO 7 2 NEENET, ROFITIE, EF. T34 2 2L 7,
BIOREINRNTA—ZEREL T, AT E INVN—THNOEI T 2D O>OBETET L7
TV ERLET,
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GET /sma/api/v2.0/reporting/mail content filter incoming/recipients
~matched?startDate=2017-09-10T719:00:00.000Z&endDate=2018-09-24T23:00:00.000Z&device type
=esa&orderDir=desc&orderBy=recipients matched&top=2

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE
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HTTP/1.1 200 OK
Server: API/2.0
Date: Sat, 17 Nov 2018 18:17:29 GMT
Content-type: application/Jjson
Content-Length: 153
Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
{
"meta": {
"totalCount": -1
}I
"data": {
"type": "recipients_matched",
"resultSet": {
"recipients matched": [
{"url rep neutral": 16},
{"url category": 8}

BRONIO VI DEBDEEREFT S

ROFITIE, 71y b IR, BROT NS R ZA T NRTA=ZEZIREL T, BHOIY
YA DOEBROEERSET S ) 2R LET,
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GET /sma/api/v2.0/reporting/mail incoming domain detail?startDate=2017-09-10T19:00:00.000%Z
&endDate=2018-09-24T23:00:00.000Z&device type=esa&offset=1&limit=2

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sat, 17 Nov 2018 18:25:28 GMT

Content-type: application/json

Content-Length: 1934

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"meta": {
"totalCount": -1

}I
"data": {
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"type": "mail incoming domain detail",
"resultSet": {

"conn_tls_ total": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"conn_tls_ opt success": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I

"conn tls opt fail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I

"blocked invalid recipient": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 1}

]I

"last_sender_group name": [
{"pphosted.com": "UNKNOWNLIST"},
{"vm30bsd0004.1ibga": "UNKNOWNLIST"}

]I

"detected _amp": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 2}

]I

"social mail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 1}

]I

"detected spam": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 25}

]I

"blocked reputation": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"total throttled recipients": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 2}

]I

"total accepted connections": [
{"pphosted.com": 2},
{"vm30bsd0004.ibga": 119}

1,00,

"threat content filter": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"marketing mail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"blocked dmarc": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I

"conn_tls success": [
{"pphosted.com": 0},
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{"vm30bsd0004.ibga": 5}

]I

"total recipients": [
{"pphosted.com": 2},
{"vm30bsd0004.ibga": 112}

]I

"conn_ tls fail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I

"total threat recipients": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 49}

FEHAOVEDBEBDEZERLTERDAV UV ZDERDEZRET S

ROFITIE, ZA4NZ I TEBIOI ) ZAT NTA—ZE2EL T, BROUVT 2D
BROME (BH Y2 OEHOE) 2BET57x2 V2 RLET, Z77BMWE. AV 20
Rl _R—2A DB T o ZEETSG L ET,

BT YYIRE

GET /sma/api/v2.0/reporting/mail incoming ip hostname detail?startDate=
2017-09-10T19:00:00.000Z&endDate=2018-09-24T23:00:00.000Z&device type=esa&filterBy
=ip address&filterOperator=begins with&filterValue=10&query type=graph
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sat, 17 Nov 2018 18:49:42 GMT

Content-type: application/json

Content-Length: 74110

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{

"meta": {
"totalCount": -1

}l

"data": {
"type": "mail incoming ip hostname detail",
"resultSet": {

"dns_verified": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000Z": 2},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.0002": 1},
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{"2018-09-01T00:00:00.000Z to 2018-09-30T23:59:00.000z2": 1}

"10.76.71.211": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000Z": 1},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000Z": 3},

{"2017-11-01T00:00:00.000Z to 2017-11-30T23:59:00.000Z": 1},
{"2017-12-01T00:00:00.000Z to 2017-12-31T23:59:00.000z": 0}

}I
{
"2018-09-01T00:00:00.000Z to 2018-09-30T23:59:00.000Z": 0
}
]
}I
"last_sender_group": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000Z": 4},
{"2018-08-01T00:00:00.000Z to 2018-08-31T23:59:00.000z": 0},
}
]I
"10.76.71.211": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000zZ": 2},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000z": 2},

}
]
}I
"total threat recipients": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z2": 2},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000z": 20},

{"2018-08-01T00:00:00.000Z to 2018-08-31T23:59:00.000z": 0},

}
1
}I
"threat content filter": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000Z": 0},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000Z": 1},

]
}I
"total graymail recipients": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 0},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000z2": 4},
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{"2018-08-01T00:00:00.000Z to 2018-08-31T23:59:00.000z": 0},
{"2018-09-01T00:00:00.000Z to 2018-09-30T23:59:00.000z": 0}
]
}I
"total clean recipients": {
"10.76.68.103": [
{"2018-08-01T00:00:00.000Z to 2018-08-31T23:59:00.000z": 5},
{"2018-09-01T00:00:00.000Z to 2018-09-30T23:59:00.000Zz": 0}
]
}I
"sbrs_score": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 3},

{"2018-08-01T00:00:00.000Z to 2018-08-31T23:59:00.000z": 0},
{"2018-09-01T00:00:00.000Z to 2018-09-30T23:59:00.000z": 0}
]
}I
"blocked reputation": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 0},
]
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ﬁ&gg GET /api/v2.0/message-tracking/messages?resource attribute

HAR— bxt | FEMIC OV TIE, hitps://www.cisco.com/content/dam/en/us/td/docs/security/security
RD') ) — | management/sma/smal2-0/AsyncOS-API-Addendum.xlsx# B L CT< 72 &0y,
AREH

ERAy Host, Accept. Authorization

g

E N Y Content-Type, Content-Length, Connection
!l

WROBITIL, FEHEFEEH, A v —VBRBEAT—F A 77747 A (B A—NVEWLH) |
F7%y b HIRANTZA=ZZIEELT, Avt—VERET57 ) 2R LET,

HOTLIVIITRE

GET /sma/api/v2.0/message-tracking/messages?startDate=2018-01-01T00:00:00.000Z&

endDate=2018-11-20T09:36:00.000Z&ciscoHost=Al1l Hosts&
searchOption=messages&offset=0&1imit=20

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTIEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Tue, 20 Nov 2018 09:29:48 GMT

Content-type: application/json

Content-Length: 6693

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{
"meta": {
"num bad records": 7,
"totalCount": 13
}I

"data": [
{

"attributes": {
"direction": "incoming",
"icid": 110,
"senderGroup": "UNKNOWNLIST",
"sender": "confikr.ga",
"replyTo": "N/A",
"timestamp": "15 Oct 2018 08:33:19 (GMT)",
"hostName": "esalOl",

email
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"subject": "message is good",

"mid": [

110
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0",
"senderDomain": "N/A",
"recipient": [

"confikr@cisco.com"

] r

"sbrs": "None",

"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 103,
"senderGroup": "UNKNOWNLIST",

"sender": "confikr@example.con",
"replyTo": nN/An’

"timestamp": "15 Oct 2018 08:24:39
"hostName": "esalOl",
"subject": "message is good",
"mid": [

104
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [

"4201Q@ironport.com"

] 4
"sbrs": "None",
"serialNumber":

"attributes": {

"direction": "incoming",
"icid": 105,
"senderGroup": "UNKNOWNLIST",

"sender": "confikr@example.com",
"replyTo": nN/An’

"timestamp": "15 Oct 2018 08:24:39
"hostName": "esalOl",
"subject": "message is good",
"mid": [

103
] 4
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"

(GMT) ",

"4229CAEC09527FD2570C-F028BAES54A11"

(GMT) ",
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"senderIp": "10.8.91.18",
"verdictChart": "0",
"senderDomain": "example.com",
"recipient": [

"4417Q@ironport.com"

]I
"sbrs": "None",
"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 107,
"senderGroup": "UNKNOWNLIST",

"sender": "confikr@example.com",
"replyTo": nN/An’

"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [

102
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [

"3396Q@ironport.com"

]I
"sbrs": "None",
"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 106,
"senderGroup": "UNKNOWNLIST",

"sender": "confikr@example.com",
"replyTo": nN/An’

"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [

101
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [

"9985@ironport.com"

] r

"sbrs": "None",
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"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 100,
"senderGroup": "UNKNOWNLIST",

"sender": "confikr@example.con",
"replyTo": nN/An’

"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [

100
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [

"1023Q@ironport.com"

]I
"sbrs": "None",
"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 104,
"senderGroup": "UNKNOWNLIST",

"sender": "confikr@example.com",
"replyTo": nN/An’

"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [

99
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [

"182@ironport.com"

]I
"sbrs": "None",
"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 98,
"senderGroup": "UNKNOWNLIST",
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"sender": "confikr@example.com",
"replyTo": "N/A",
"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [

98
] 4
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
] 4
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [

"8668Q@ironport.com"
] 4
"sbrs": "None",

"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

WOENS S ESERBIEEZFFOES SN EROFME TG TE £,
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GET /api/v2.0/message-tracking/messages?resource attribute
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startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007

FRE L72HIM OB LR — b,

WmRA T * searchOption=<value>
vas ZORECIE, S SR 2 T U T AT SN

1 SOEREENET, RIHEZRLET,

searchOption=rejected connections

EHIEEH IP * senderIp=<value>

INEFE—PEEOMETT, A vt —TR2EETIH—DIP
TRLVREFEHLES, RIHIEZRLET,

senderIp=10.76.70.112

BIERGE A ([IROWSTDONT A—=Z 2T 20ERH Y £, WFhrzdi
WA Fx LieHaid, WETT — 2 2% ETE £ A,

* offset=<value>

Iy MENDIREALa—FOH Ty FEREGT 54T
Yy MEZEELET, A7y MIHIREILIEAL, 7
v "L EETALa— ROBERELET,

® limit=<value>

AT va—FoFERELET,

> . ost, Accept, Authorization
BERAY Host, Accept, Authorizat
5
&Ny Content-Type, Content-Length, Connection
5
£l
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GET /sma/api/v2.0/message-tracking/messages?startDate=2016-11-16T00:00:00.000Z&endDate=
2018-11-16T14:22:00.000Z&senderIp=10.76.70.112&searchOption=rejected connections&offset=0&1imit=20
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080
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accept-encoding: gzip, deflate
Connection: keep-alive

SO TILRE

HTTP/1.1 200 OK

Server: API/2.0

Date: Tue, 20 Nov 2018 11:26:22 GMT

Content-type: application/Jjson

Content-Length: 436

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"num bad records": 3,
"totalCount": 1

b

"data": [
{

"attributes": {
"icid": 40,
"timestamp": "10 Jul 2018 03:19:56 (GMT)",
"hostName": "Name unresolved",
"rejected": " (ICID 40) SMTP authentication failed for user fail
using AUTH mechanism PLAIN with profile failAuthFailoverExists.",
"messageStatus": "REJECTED",
"senderIp": "10.76.70.112",
"senderGroup": "UNKNOWNLIST",
"sbrs": "None",
"serialNumber": "848F69E85EEF-6R50TWL"

APyt —TDEEM

KON SEIERBUHEAFFOA v E—VOFEMAESTEET,

= GET /api/v2.0/message-tracking/details?resource attribute

HiR— bR | FEIC OV T, https://www.cisco.com/content/dam/en/us/td/docs/security/security

KD ') — | management/sma/smal2-0/AsyncOS-API-Addendum xlsx & 2B L T< 72 &\,
AR

BERAY Host, Accept, Authorization
éf__

BNy Content-Type, Content-Length, Connection
sf__
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B oot—vonam

1

EA—ILAAP |

WOFITIE, icid, mid, 77 I7A T ADT ) TAERSTHINENDETDO A v —T O

2S5 2R LET,
YT YU IR

GET /sma/api/v2.0/message-tracking/details?endDate=2018-11-16T12:09:00.000Z&icid
=19214smid=22125&serialNumber=64122536256E-FCH1812V1ST&startDate=2018-11-16T00:00:00.000Z

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk
User-Agent: curl/7.54.0

Accept: */*

Host: m680g09.ibga.sgg.cisco.com:6080
accept-encoding: gzip, deflate
Connection: keep-alive

HUTILGE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 19 Nov 2018 10:28:53 GMT

Content-type: application/json

Content-Length: 5271

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

email

"data": {

"messages": {
"direction": "outgoing",
"smtpAuthId": "",
"sender": "cf drop_in@vm30bsd0004.ibga",
"midHeader": "<20181116111948.15660.34357@vm30bsd0199.1ibga>",
"timestamp": "16 Nov 2018 11:19:48 (GMT)",
"showAMP": true,
"hostName": "c680g07.ibga (10.76.71.196)",
"mid": [

22125

] 4

"sendingHostSummary": {

"reverseDnsHostname": "vm30bsd0199.ibga (verified)",
"ipAddress": "10.76.70.111",
"sbrsScore": "not enabled"
}!
"summary": [
{
"timestamp": "16 Nov 2018 11:19:48 (GMT)"
"description": "ICID 19214 sender group: RELAYLIST sender ip:
10.76.70.111, sbrs: not enabled",
"lastEvent": false
}!
{
"timestamp": "16 Nov 2018 11:19:48 (GMT)"
"description": "Protocol SMTP interface Management

on incoming connection

(ICID 19214) from sender IP 10.76.70.111.

vm30bsd0199.ibga verified yes.",
"lastEvent": false

Reverse DNS
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MET N |
}I
{
"timestamp": "16 Nov 2018 11:20:12 (GMT)",
"description": "Message 22125 scanned by Advanced Malware Protection
engine. Final verdict
UNKNOWN", "lastEvent": false
}I
{
"timestamp": "16 Nov 2018 11:20:12 (GMT)",
"description": "Message 22125 contains attachment
'driver license germany.txt' (SHA256 7e3deeéddac
8f4af561d1108c4b237e5e139bd8d3ddc8518455d3b5fb7e7a70c3) . ",
"lastEvent": false
}I
{
"timestamp": "16 Nov 2018 11:20:12 (GMT)",
"description": "Message 22125 attachment ‘'driver license germany.txt'

scanned by Advanced Malware
Protection engine. File Disposition: Unknown",

"lastEvent": false
}I
{
"timestamp": "16 Nov 2018 11:20:12 (GMT)",
"description": "Message 22125 Delivery Status: DROPPED",
"lastEvent": false
}I
{
"timestamp": "16 Nov 2018 11:20:12 (GMT)",
"description": "Message 22125 Verdict chart: 01131212",
"lastEvent": true
}
]I
"attachments": [

"driver license_germany.txt"
] 4
"messageSize": "765 (Bytes)",
"isCompleteData": true,
"showDLP": true,
"messageStatus": "Dropped by DLP",
"showURL": false,
"mailPolicy": [
"DEFAULT"
] 4
"senderGroup": "RELAYLIST",
"recipient": [
"7799Q@vm30bsd0004.1ibga"
] 4
"showSummaryTimeBox": true,
"subject": "Testing"

DLP D E¥#H

WKOENS XFESERBEESEHSOA v —YO DLP #FRETX $9,

= GET /api/v2.0/message-tracking/dlp-details?resource attribute
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EA—ILAAP |

HR— bxt | B ZONRIA=ZFHMHATT, TRTOAPIZ TV (T, ZDO/NRTA—
20D V— S LR 2 MERNH Y £7,
AEH

startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007

FRE L72HIM OB LR — b,

VI I% * serialNumber=<value>

e FIIATLADY ) FABRELEE LT,

Ay— |ROWITONTA=ZEEHTHHLERHY £, WFhrzEH
VID LA | LTEGAIE, IWETT— 2 2%ZETE A,

>/i/j:%i ® icid=<value>
a U R L
1D Ay —V0icid ZEE L E7,
®* mid=<value>
7{ ‘)’IZ““:/\‘O) mld %?E‘ﬁg[/ij—o
BERAY Host, Accept, Authorization
5
&Y Content-Type, Content-Length, Connection
5
£l

WOFITIL, icid, mid, U TIILE S THINSNAIFED A v E— 1283 % DLP O %
WS+ 257=) ZRLET,

YUTILYVIIRE

GET /sma/api/v2.0/message-tracking/dlp-details?endDate=2018-11-16T11:25:00.000Z2&1icid=19213
&mid=22124&serialNumber=64122536256E-FCH1812V1ST&startDate=2018-11-09T00:00:00.000Z
HTTP/1.1

cache-control: no-cache

Postman-Token: abl6ff7f-847e-4221-a2a2-01de50a33fea

Authorization: Basic YWRtaW46Q21zY28xMjMk

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 19 Nov 2018 10:38:44 GMT

Content-type: application/Jjson

Content-Length: 820

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
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Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {
"messages": {
"direction": "outgoing",
"smtpAuthId": "",
"sender": "cf drop_in@vm30bsd0004.ibga",
"midHeader": "<20181116110108.15629.41969Q@vm30bsd0199.ibga>",
"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"hostName": "c680g07.ibga (10.76.71.196)",
"mid": [
22124
]I
"sendingHostSummary": {},
"attachments": [
"driver_ license_ germany.txt"
]I
"messageSize": "765 (Bytes)",
"dlpDetails": {
"violationSeverity": "HIGH",
"dlpMatchedContent": [
{
"messagePartMatch": [
{
"classifier": "Driver License Numbers (Germany)",
"classifierMatch": [
"driver license number: BO72RRE2I51"

] r

"messagePart": "driver license germany.txt"

]I
"mid": "22124",
"riskFactor": 16,
"dlpPolicy": "Driver License Numbers (Germany)"
}I
"showDLPDetails": true,
"senderGroup": "RELAYLIST",
"recipient": [
"6406Q@vm30bsd0004.1ibga"
]I

"subject": "Testing"

AMP O E¥#0

WOFIE S &S ERBEEFFOA v — VDB~ AT = 7 BHMOHAARI B 5 %
BT E T

H&gg GET /api/v2.0/message-tracking/amp-details?resource attribute
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EA—ILAAP |

YR— x| ZONRTA—=RIIMETT, TXTOAPI 7 =V, ZTO/RT A —
2D Y— K ERIFERTHILERDY T,
;(EE#E startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm: 00.0007
HEL-HEOEHLR— K,
VI I% ®* serialNumber=<value>
& TFGAT U ADYY TAEEEEELET,
Av— |ROMIFDONRNTA—FEFEHTHMLERHY £9, WTNrEEH
VID &EA | LEEGEIE, ISETT— 2 EZETEEEA,
>/i}j:%i ® icid=<value>
a B )
;f‘wﬁID )( ‘y‘IZ““:/\O) ICId %?Eﬁbi—é—o
®* mid=<value>
7{ ‘)’IZ““:/\‘O) mld %?E‘ﬁg[/ij—o
BERAY Host, Accept, Authorization
5—
&Y Content-Type, Content-Length, Connection
H—
151

WOFITI, icid, mid, ¥V TAHFETHISNDFFED A v —VOEmER~L T = T B

DALFEAIZ BT 5

YUTILYVIIRE

GET /sma/api/v2.0/message-tracking/amp-details?endDate=2018-11-16T11:25:00.000Z&1icid=19213
&mid=22124&serialNumber=64122536256E-FCH1812V1ST&startDate=2018-11-09T00:00:00.000%2

HTTP/1.1

cache-control:
Authorization:

User-Agent:
Accept: */*
Host:

accept-encoding: gzip,

no-cache
Basic YWRtaW460Q21zY28xMjMk
curl/7.54.0

FEMAZRET 572 2R LET,

sma.cisco.com:6080
deflate

Connection: keep-alive

YU TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 19 Nov 2018 10:51:08 GMT

Content-type: application/json

Content-Length:
close

Connection:

1088

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers:

content-type, jwttoken, mid, h, email

Access-Control-Allow-Credentials:
Access-Control-Allow-Methods:

GET,

true

POST, DELETE, OPTIONS
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vRLozd I}
Access-Control-Expose-Headers: Content-Disposition, JjwtToken
{
"data": {
"messages": {

"showAMPDetails": true,
"direction": "outgoing",
"smtpAuthIid": "",
"sender": "cf drop_in@vm30bsd0004.ibga",
"midHeader": "<20181116110108.15629.41969@vm30bsd0199.1ibga>",
"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"hostName": "c680g07.ibga (10.76.71.196)",
"mid": [

22124
]I
"sendingHostSummary": {},
"attachments": [

"driver_ license_ germany.txt"
]I
"messageSize": "765 (Bytes)",
"ampDetails": [

{

"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"description": "File reputation query initiating. File Name =

driver license germany.txt
, MID = 22124, File Size = 42 bytes, File Type = text/plain"
}I
{

"timestamp": "16 Nov 2018 11:01:09 (GMT)",
"description": "Response received for file reputation query from
Cloud. File Name = driver

_license_germany.txt, MID = 22124, Disposition = FILE UNKNOWN,
Malware = None, Analysis

Score = 0, sha256 =
7e3deed4dac8f4af561d1108c4b237e5e1390d8d3ddc8518455d3b5fb7e7a70c3,

upload action = Recommended to send the file for analysis",

"lastEvent": true
}
]I
"senderGroup": "RELAYLIST",
"recipient": [

"6406Qvm30bsd0004.1ibga"
] 4

"subject": "Testing"

URL D E¥#A

WKOENS S ESERBHEEZFFOA v E—V O URL ICHET 232 B3 & £,

= GET /api/v2.0/message-tracking/url-details?resource attribute
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HR— bxt
20—
AEH

EA—ILAAP |

Her ] ZDONRTA=ZIFIMAETT, TRXTOAPIZ =V X, ZDO/NRTF A—
S LR 2 MERNH Y £7,
startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007
BELEHMBROEN LR — |,

VI I% * serialNumber=<value>

&5 TFIATVADY Y T AERRIRE LET,

Ayt— |[IROWSTO/INT A =2 LT HU0ERHY £3, WInraiEil

VID A | LEGAIR, IWETT 2 5ZETEERA,

=7 ® icid=<value>

a B )

;f‘wﬁID )( ‘y‘IZ““:/\O) ICId %*Eﬁbi—é—o

®* mid=<value>

7{ ‘)’IZ““:/\‘O) mld %?E‘ﬁg[/ij—o

BERAY
A —

Host, Accept, Authorization

EANY
Gf__

Content-Type, Content-Length, Connection

1

WOFHITIL, icid, mid, ¥V T ARG TEHININDEED A »&— 0 URL I3 236 %
WS+ 257=) ZRLET,

YUTILYVIIRE

GET

/sma/api/v2.0/message-tracking/url-details?endDate=2018-11-16T11:25:00.000Z&icid=19124&mid
=21981l&serialNumber=64122536256E-FCH1812V1ST&startDate=2018-11-09T00:00:00.000%Z

HTTP/1.1

cache-control:
Authorization:

User-Agent:
Accept: */*
Host:

accept-encoding: gzip,

Connection:

no-cache
Basic YWRtaW460Q21zY28xMjMk
curl/7.54.0

sma.cisco.com:6080
deflate

keep-alive

HUTILEE

HTTP/1.1 200 OK
Server: API/2.0
Date: Mon,
Content-type: application/Jjson
Content-Length: 3697
Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers:
Access-Control-Allow-Credentials:

content-type, Jjwttoken,

19 Nov 2018 10:58:21 GMT

mid, h, email
true
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Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {
"messages": {
"direction": "incoming",
"smtpAuthId": "",
"sdrAge": "31 years 11 months 18 days",
"sender": "cf quar in@vm30bsd0004.ibga",
"midHeader": "",
"urlDetails": [
{
"timestamp": "15 Nov 2018 10:29:04 (GMT)",
"description": "Message 21981 URL: https://www.google.com/, URL

category: Search
Engines and Portals, Condition: URL Category Rule."

}I

"timestamp": "15 Nov 2018 10:29:04 (GMT)",
"description": "Message 21983 rewritten URL
u'http://stage.secure-web.sco.cisco.com/
1lytss9mMSYP-JYs4LQ0sT6QALREFaFw/http%3A%2F%2Fdrugstorehost.ru' . "

}I

{
"timestamp": "15 Nov 2018 10:29:04 (GMT)",

"description": "Message 21983 rewritten URL
u'https://stage.secure-web.sco.cisco.com/

1lymzrg34NKpT- 17H5 rS9dukFQOFXsvLnYCHc4Eg/https$3A%2F$2Fwww.google.com$2F'."
}
]I
"sdrCategory": "N/A",
"hostName": "c680g07.ibga (10.76.71.196)",
"mid": [
21981,
21982,
21983,
21984
]I

"sendingHostSummary": {},

"attachments": [],
"sdrReputation": "neutral",
"showURLDetails": true,
"senderGroup": "UNKNOWNLIST",
"recipient": [

"4969Q@vm30bsd0004.1ibga"

] r
"subject": "[SUSPICIOUS MESSAGE] [SUSPECTED SPAM] Testing VOF"

BT D SF 4

RORND SESERBIELFTOA v =D ORI T 252G TE 7,

= GET /api/v2.0/message-tracking/connection-details?resource attribute
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HR— bxt
20—
AEH

EA—ILAAP |

Her ] ZDONRTA=ZIFIMAETT, TRXTOAPIZ =V X, ZDO/NRTF A—
S LR 2 MERNH Y £7,
startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007
BELEHMBROEN LR — |,

VI I% * serialNumber=<value>

&5 TFIATVADY Y T AERRIRE LET,

Ayt— |[IROWSTO/INT A =2 LT HU0ERHY £3, WInraiEil

VID A | LEGAIR, IWETT 2 5ZETEERA,

=7 ® icid=<value>

a B )

;f‘wﬁID )( ‘y‘IZ““:/\O) ICId %?Eﬁbi—é—o

®* mid=<value>

7{ ‘)’IZ““:/\‘O) mld %?E‘ﬁg[/ij—o

BERAY
A —

Host, Accept, Authorization

[HEEAN Y
Gf__

Content-Type, Content-Length, Connection

1

WOHITHE, icid, mid, ¥V TAEFE S THSINDEFED A v — O ICEE T 5 7 % B

BI57x) 2R LET,

YUTILYVIIRE

GET /sma/api/v2.0/message-tracking/connection-details?endDate=2018-11-16T11:25:00.
000Z&icid=19213s&mid=22124&serialNumber=64122536256E-FCH1812V1ST&startDate=2018-11-09T00:00:00.000Z

Basic YWRtaW460Q21zY28xMjMk

HTTP/1.1

cache-control: no-cache
Authorization:
User-Agent: curl/7.54.0
Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip,

Connection:

keep-alive

HUTILEE

HTTP/1.1 200 OK

Server:

Date: Mon,

API/2.0
19 Nov 2018 11:08:56 GMT

deflate

Content-type: application/json

Content-Length:
close

Connection:

669

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers:
Access-Control-Allow-Credentials:
Access-Control-Allow-Methods:

content-type, jwttoken, mid, h, email
true
GET, POST, DELETE, OPTIONS

. Async0S 12.0 for Cisco Security Management Appliances - API R 2 — 7 v 7 H4 K (BEEA)



| Ex—LEEAPI

wit

Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{

"senderGroup": "RELAYLIST",
"messages": {
"summary": [
{"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"description": "ICID 19213 sender group: RELAYLIST sender ip: 10.76.70.111,

sbrs: not enabled",
"lastEvent": false},

{"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"description": "Protocol SMTP interface Management (IP 10.76.71.196)
incoming connection (ICID 19213) from sender IP 10.76.70.111. Reverse

DNS

host vm30bsd0199.com verified yes.",
"lastEvent": false},

{"timestamp": "16 Nov 2018 11:01:08 (GMT)",

"description": " (ICID 19213) RELAY sender group RELAYLIST match 10.0.0.0/8
SBRS not enabled country 10.76.70.111",
"lastEvent": true}
1
} 4

"sbrs": "not enabled"

MBEEDAPI 7 =V AT 2 L, BREED A v — BT 2T _XCOFEHRERETEET, U
U—2, Bk, BEXOKRTORBEEZITHIZ LT, AveE—VIRLTT 7y a v 2FET7152
ENRTEET, BEED APLIIRD LIRS nEINET,

o ZNAEEEH APT (35 =—30)

o ZDOMOREEER APT (63 ~<—7)

A /\NLP=EE R API

BEOEMEE =B L2, AvE—UFHIRELIZI Y =R L2 T5, ZANAREEND A v
'{Z‘_:/“%yiu‘/@%ij—o

c A yE—TVOMmE (36—)

« Ay —TOFMOERS (39 N—)

cAvE—=UDOYY—R (42X—)

« Ayt —UOHIR (41 =)

ct—T7 VAR ETEY VRN MY OKRE (43 X—)
ct—T7 VR RETrYZ YA b OB, RE. I @47 2—)

e—T7VRNERITT YU AN N) OHIEE (59 X—)
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BEOBYEL —BT 2 ARLRHAND A v =V E BT HENTEET, RIT, WXL
R— M REOBEEZRLET,

M=E

GET /api/v2.0/quarantine/messages?resource attribute
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rve—vonz [

HR— bxt | B ZORTA=ZIIMATT, TRXTOAPIZ =) TZDO/RT A —X
EODES AL ET,
AEH

* startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007

ZOHHENICIREE S iz A v =,

[EEEZ A * quarantineType=<value>
7 AR SNB A ATT,

quarantineType=spam

Y —k FERANAFATT T 2 E HFmafiE TE £,
* orderBy=<value>
BRMEITKRD LB T,
* from address
* to address

® subject

® orderDir=<value>
BHRMETROEEBY TT,
® asc

® desc

BIERE A [IRDOWSTDONT A—=Z 2T 208N H Y £, WFhrzdi
1A Fx LIeHaid, WETT — 2 2% ETEEE A,

®* offset=<value>
F 7y MELGIEED L a— ROV 7y NERUST 547
vty MaxERELET, A7y MIHIREEIZEHAL, 47
Ty MG THLa— FOBERELET,

® limit=<value>

ST 2va—RoREEELET,

RN
0—7%

(CE3
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®* envelopeRecipientFilterOperator=<value>
AREITRD EBY TT,
® contains
®is
®* begins_with
® ends_with

¢ does not contain

® envelopeRecipientFilterValue=<value>

MR ROME, ZHTa—PEROETT, ROFIEZZEZIZL
TLIEENY,

envelopeRecipientFilterValue=user

TANG | TANE NTA=ZIEECEGENDT —F ZHIR L £,
yor

e filterOperator=<value>
BERAROME, ARREITRO LB D TT,
® contains
*is
* begins with
* ends_with

¢ does_not_contain

* filterValue=<value>

BB RO, ZHF2—PEROMTY, ROFIEZSHICL
TLIZENY,

filterValue=abc.com

BERAY Host, Accept, Authorization

REANY Content-Type, Content-Length, Connection

1

WOFITIE, FERIEEDE, S, WREEY A 7, ATy b HIRST A— S 2 58E LT, IRk
Avb—YERET 5/ =) ARLET,

HYUTILYIIRE

GET /sma/api/v2.0/quarantine/messages?endDate=2018-11-21T23:59:00.000Z&
limit=25&offset=0&orderBy=date&orderDir=desc&quarantineType=spam&startDate=2018-07-01T00:00:00.000Z
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HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW460Q21zY28xMjMk
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
Connection: keep-alive

HUTILRE

HTTP/1.1 200 OK

Server: API/2.0

Date: Wed, 21 Nov 2018 13:19:37 GMT

Content-type: application/Jjson

Content-Length: 39

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalCount": 1
bo
"data": [
{
"attributes": {
"envelopeRecipient": [
"test@test.com"
1,
"toAddress": [
"danielyeung@mail.ga"

1,

"subject": "[SPAM] Spam",
"date": "21 Nov 2018 14:31 (GMT)",
"fromAddress": [
"danel"
1,
"size": "1.60K"
s
"mid": 170

AytE—TDFEMOERG

BROREMEE BT DA v E—VORMERGT 2 2 LR TEET, RIT, MLV R—
LoBEWERLET,

E&gg GET /api/v2.0/quarantine/messages?resource attribute
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HHR— k3t EEEZ A * quarantineType=<value>
20— |7 EREN DI AL T,
AEM
quarantineType=spam
Avl— |HHOHMERSETHA =YD mid ZHEETHLERSH Y F
¥ 1D D
®* mid=<value>

ERAy Host, Accept. Authorization
g
BNy Content-Type, Content-Length, Connection
Hg—
¢l

WROHFITIE, HEDOA v E—VOFMERET 57 =) ZRLET,
ST Y ITR

GET /sma/api/v2.0/quarantine/messages/details?mid=1755&quarantineType=spam

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW460Q21zY28xMjMk
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
Connection: keep-alive

HUTIRE

HTTP/1.1 200 OK

Server: API/2.0

Date: Wed, 21 Nov 2018 13:43:30 GMT
Content-type: application/json
Content-Length: 6491

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email

Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"data": {
"attributes": {

"envelopeRecipient": [
"av_deliver@vm30bsd0004.ibga"

1,

"toAddress": [
"Surya Allena <sallena@cisco.com>"

1,

"attachments": [],

"messageBody": "Received: from c680g07.ibga ([10.76.71.196])\r\n by
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rvt—sobk ||

sma.cisco.com with

ESMTP; 16 Nov 2018 13:58:55 +0000<br />\nIronPort-SDR:
DjDeJA8ZkD900A9%+n3eGd90a/nliz1dL

MyxB7dsrdg8oTnn8YSi5amR2gihbeg2eJwvViskfl\r\n KE7TdyCXSokg==<br
/>\nX-IronPort-AV:

E=Sophos;i=\"5.56,240,1539648000\"; \r\n d=\"scan'\";a=\"22180\"<br
/>\nIronPort-SDR:

PPj7KDz4Ur8W2ne2fWP/wSOUBwWnY3x1XaBz/ryR/98vI6NPraAsA5q7vzUzyaYFpRCWGgfyJaZ\r\n
4UIJbt91/

WFccoWcqg086zz6rYcRASCSM=<br />\nIronPort-PHdr:
=?us-ascii?g?9a23=3Az7tnkBDwN1EwuviGOROD

UyQJP3N1i/DPJgcQr6?=\r\n
=?us-ascii?g?AfoPdwSPT7pMbcNUDSrc9gkEXOFd2Cradc26y06+3jJYi8p2d65",

"date": "16 Nov 2018 13:58 (GMT)",

"fromAddress": [

"testuser <testuserl@cisco.com>"
]I
"subject": "[SUSPICIOUS MESSAGE] [SUSPECTED SPAM] Testing VOF"
}I
"mid": 1755

A ytE—TDHIER

SESERBWML BT DA v E—VZHIBRT 22N TEET, RIT, WXL R— g
DEMERLET,

ﬁ&gg DELETE /api/v2.0/quarantine/messages?resource attribute
YR—bx | A vt— [HIRT 7 v a BT 7201003, 20T A—2 &2 AT 5
Z0D'JYJ— | ID WENBH Y ET,
AEMH ,
® "mids": [<value>]
)( ‘)’IZ““:/\\O) mld %*E‘H/E_’Lij—o

&%%&574' "quarantineType":"value"

7 HR 21T spam T,
EREAX | |

"quarantineType":"spam",

"mids": [<mid>]

}

BERAY Host, Accept, Authorization
sf__

&N Y Content-Type, Content-Length, Connection
g

151
WO TIE, Ave—C%HIBRT572 ) 2RLET,
HoTIL YO ITRE
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DELETE /sma/api/v2.0/quarantine/messages HTTP/1.1
Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent:
Accept: */*

curl/7.54.0

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 41

Connection:

{

keep-alive

"quarantineType":"spam",

"mids":[169]

}

HUTILRE

HTTP/1.1 200 OK
Server: API/2.0

Date: Thu,

22 Nov 2018 05:48:10 GMT

Content-type: application/Jjson
Content-Length: 47

Connection:

close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"data":

"action": "delete",
"totalCount": 1

Ayt—UD)1)—R

EA—ILAAP |

midEEL BT LA v =V &RV UV —ATEET, RIC, LI R—bIROBMEEZRL

=7,

M=

POST /api/v2.0/quarantine/messages?resource attribute

HR— bxt
20—
AEMH

A v—
21D TALERHY 9,

® "mids": [<value>]

AytE—YO mid ZfELET,

VU —=RAT 7 a AT HDITiE, 207 2= %]

ﬁé?F "action":"value"

BN 7B L release T,

"quarantineType":"value"

Wl & 1
7 HN ML spam T,
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t—7yzRkIvryETavoyR kv ryobi [

ERAEX {
"action":"release:
"quarantineType":"span",
"mids": [<mid>]

}

ERAy Host, Accept, Authorization
-

SN Y Content-Type, Content-Length, Connection
g

1
ROBFITIE, md NTA—FEZHELTREDA =2V ) —2F 5272 2R LET,
HOTL VI IR B

POST /sma/api/v2.0/quarantine/messages HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 61

Connection: keep-alive

{

"action":"release",
"quarantineType":"spam",
"mids":[184]

}

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 05:41:10 GMT

Content-type: application/json

Content-Length: 48

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"data": {
"action": "release",
"totalCount": 1

t—JURbIR)ETRYVYRMIV M) DERER

APIZ =V AELTCE—7 VA e Tr vy 7 VA MDOZ N ERBTHZENTEET,
Wiz, WY R— B oEE2RLET,
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M=

GET /api/v2.0/quarantine/safelist?resource attribute

GET /api/v2.0/quarantine/blocklist?resource attribute

HR— bt
g0 —
AEM

B * action=<value>

HNEITE =2 —Td,
ﬁ%%ﬁf7/f quarantineType=<value>
7 HENIRMEIE spam T,
i‘%i"‘jﬁ{ﬁ viewBy=<value>

AR ER L ZEH T,

;fb_ff__ orderBy=<value>
A BRNMEITEEE & ZEE T,
IEFL | ROTH DT A — 5 T LERH D T, WFhss i
AT LGB, WETT— 4522 ETEERA,

* offset=<value>

7ty MarbELLa— ROV Ty NERIGT 47

ty MEZFRELET, A7y MIHIREILICEHRAL, 47

Yy O RGETL L a— FORERELET,

® limit=<value>

Bf59 5L a— ROKEEEELET,
jA_Afth orderDir=<value>

BRRMEIIRD LB TT,

® desc

R Z X orderBy=recipient JEMED I TH R — K I TWET,

search=<value>

I EZEOMTT,

ERAY
sf__

Host, Accept, Authorization

SEANY

H—

Content-Type., Content-Length, Connection
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1

ZEENZE—JURLETOVYI YA DIV N ERTT S,

WOFERFITIX, E—TVR M= M) 2ZEHEINCEET 72 2RLET, 7rv 7Y
ARERUZVEFERL, ey 7 VAo M) EZEEINCIEGLET, ®IZ, 7V
D ZERLET,

GET /sma/api/v2.0/quarantine/blocklist?action=views&limit=25&0ffset=0&orderBy=
recipienté&orderDir=desc&quarantineType=spam&search=abc&viewBy=recipient

BT YHYITR

GET /sma/api/v2.0/quarantine/safelist?action=view&limit=25&0ffset=0&orderBy=
recipient&orderDir=desc&quarantineType=spam&search=abc&viewBy=recipient
HTTP/1.1

Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 09:08:39 GMT

Content-type: application/json

Content-Length: 126

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{
"meta": {
"totalCount": 1
}I
"data": [
{
"senderList": [
"space.com",
"xyz.com",
"abc.com"

] r

"recipientAddress": "ul@space.com"

EEHEANZE—IJVRLETOYIYRA DIV M) ERTT 5,

WOHENRFITIL, TFAYHI YR b= M) ZEEHEINCBRETS 72 2R LET, =71
ANERIUZ2D)2FERAL, 7oy A2 M) 2ZEEMMCBSELET, ®IZ, 7))
OflZE R L ET,
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GET /sma/api/v2.0/quarantine/safelist?action=view&limit=25&0ffset=0&orderBy=
sender&orderDir=desc&quarantineType=spam&viewBy=sender

BT YYIRE

GET /sma/api/v2.0/quarantine/blocklist?action=view&limit=25&o0ffset=0&orderBy=
sender&orderDir=desc&quarantineType=spam&viewBy=sender
HTTP/1.1

Content-Type: application/json

cache-control: no-cache

Postman-Token: 9b9%c6ef-2290-47ce-a84a-077bb805c57f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: PostmanRuntime/7.4.0

Accept: */*

Host: bgl0090-pod.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 09:19:24 GMT

Content-type: application/json

Content-Length: 214

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 09:08:39 GMT

Content-type: application/json

Content-Length: 126

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"meta": {
"totalCount": 1
}l
"data": [
{
"senderList": [
"space.com",
"xyz.com",
"abc.com"
]l

"recipientAddress": "ul@space.com
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t—JURrETAVIUR T Ry oem. &, 4m ]

t—2oJYRrETOYHS YR NIV M)DEM., fRE. 0

=7V ETry 7 VR Oy Y BN, fE BEIOMITEES, La— F3fFE
FELRWERIT, = PUBBMENET, La— RBPFEETLEAIE. = Y 2fRELE
T WIZ, WXL LI R— FPRHEOEEEZ RLET,

ﬁ&%% POST /api/v2.0/quarantine/safelist?resource attribute

POST /api/v2.0/quarantine/blocklist?resource attribute

YR— x|
20—
AEH

® action=<value>
HRNMEITRD EBY T,
® add
*edit

® append

R & 1
—

quarantineType=<value>

Hh7MEIX spam T,

E GRS

viewBy=<value>

AR ETIEEHR L ZEE T,

SA5HET
FL =z

"recipientAddresses": ["value","value",...]

IHFA—FEROMETT, HEOEEZANT LI ENTEET,

ZIEH Y
2 K

"recipientList": ["value","value",...]

N —EZRDOETT, BEROMEEANT LI ENTXET,

ERET
L&

"senderAddresses": ["value","value",...]

IR —FEROMETT, HEOEEZANTLZENTEET,

)
2 K

"senderList": ["value", "value", ...]

N —PEROETT, BROMBEEANT LI ENTXET,
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BORASL  [HLLWREZET Y M DEM,
{

"action": "add",

"quarantineType": "spam",
"recipientAddresses": ["value","value"],
"senderList": ["value"],

"viewBy": "recipient"

}
FLLEEETY FYDBEM,
{

"action": "add",

"quarantineType": "spam",
"senderAddresses": ["value","value"],
"recipientList": ["value"],

"viewBy": "sender"

}
HLOWREEIY M) DRE.
{

"action": "edit",

"quarantineType": "spam",
"recipientAddresses": ["value","value"],
"senderList": ["value"],

"viewBy": "recipient"

}
HLWLWEEELIY M) ORE.
{

"action": "edit",

"quarantineType": "spam",
"senderAddresses": ["value","value"],
"recipientList": ["value"],

"viewBy": "sender"

}
HFLWRZEET Y MY OFM,
{

"action": "append",

"quarantineType": "spam",
"recipientAddresses": ["value","value"],
"senderList": ["value"],

"viewBy": "recipient"

}
FLULMEEETY MY DM,
{

"action": "append",

"quarantineType": "spam",
"senderAddresses": ["value","value"],
"recipientList": ["value"],

"viewBy": "sender"

}

BERAY Host, Accept, Authorization
Gf__
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SEANY Content-Type, Content-Length, Connection
sf__

1
cZEEE—T YA D T2 P U DB (49 <—)
E]

cEEHE—T7 VAN MY @B (50 X—)

(51 =—3)

cZf5ETuy YA R R DB
BFE 7Ty 7 )2 NYOEMN (51 2—)

BHEE—7V RN M) OE (52 3—)

pe
X
PES
X
=
=

cZfEFHE Ty s YA N N ORE (54 2—2)
cEEZ T YU AR N OFE (55 %—)

P
* X

%
EEFEE—TU RN = R OFRE (53 2—)
=
ZEHEE—7 VAN MO (56 —)
%

cEEFHE—TV AR = NUDOAID (56 —)

ZEEEL—TJVRAMIVRYDEM
WOERFI T, =7V AP NI EBNTA7) 27 LET,
BT YYITR

POST /sma/api/v2.0/quarantine/safelist
HTTP/1.1

Content-Type: application/json
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 163

Connection: keep-alive

{

"action": "add",

"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],
"senderList": ["acme.com"],

"viewBy": "recipient"

}
HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT
Content-type: application/json
Content-Length: 115

Connection: close

Async0S 12.0 for Cisco Security Management Appliances - API R 2 — 7 v 7 H4 K (BEEA) .




EA—ILAAP |
. EEEE—TUYR LIV Y DEM

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {

"action": "add",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

] 4

"senderList": [
"acme.com"

EEFBEE—TJUXFIUMYDIEM
WOBENREITIZ, E—Z7 VAN M) Z2BENT5272) 2R/ LET,
UYL IR R

POST /sma/api/v2.0/quarantine/safelist HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 155

Connection: keep-alive

{

"action": "add",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}
HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:31:28 GMT

Content-type: application/Jjson

Content-Length: 110

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "add",
"recipientList": [
"user@cronos.com"

] 14
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"senderAddresses": [
"xyz.com",
"space.com"

ZEFIN VI YR MU DIEM
ROFRFITIE, 7oy 7 VAN M) E2BMT257) ZRLET,
YUTLYIIRE

POST /sma/api/v2.0/quarantine/blocklist
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Postman-Token: 55570e07-17fb-436e-9132-9£4998c67e7£f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 163

Connection: keep-alive

{

"action": "add",

"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],
"senderList": ["acme.com"],

"viewBy": "recipient"

}
U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT

Content-type: application/Jjson

Content-Length: 115

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {

"action": "add",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

] r

"senderList": [
"acme.com"

EEFEIOYHIURLIY M) DEM
WOERFITIE, a7 VAN N EBINTS272) 2" LET,
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POST /sma/api/v2.0/quarantine/blocklist HTTP/1.1

Content-Type: application/json
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0
Accept: */*

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 155
Connection: keep-alive

{

"action": "add",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}

YT IVEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:31:28 GMT
Content-type: application/json
Content-Length: 110

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type,

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST,
Access-Control-Expose-Headers: Content-Disposition,

"data": {

"action": "add",

"recipientList": [
"user@cronos.com"

]l

"senderAddresses": [
"xyz.com",
"space.com"

REEEL—TJVRXL IV DRE

DELETE, OPTIONS

email

ROFERFITIE, E—=Z7 VA M) ZBMT5272) 2R LET,

YOI YU IR B

POST /sma/api/v2.0/quarantine/safelist
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Postman-Token: 55570e07-17fb-436e-9132-9£4998c67e7£f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0
Accept: */*

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
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content-length: 163
Connection: keep-alive

{

"action": "edit",

"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],
"senderList": ["acme.com"],

"viewBy": "recipient"

}
HUTILRE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT

Content-type: application/json

Content-Length: 115

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {

"action": "edit",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

1,

"senderList": [
"acme.com"

FEEBEE—TJTURNIVN)DIRE
WOBERFITIZ, =7V A "N ZEBNMTH72) ZRLET,
BT YYIRE

POST /sma/api/v2.0/quarantine/safelist HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 155

Connection: keep-alive

{

"action": "edit",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}
HUTILEE
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HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:31:28 GMT

Content-type: application/Jjson

Content-Length: 110

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {

"action": "edit",

"recipientList": [
"user@cronos.com"

]I

"senderAddresses": [
"xyz.com",
"space.com"

ZEFEIOVIYVRARIV M) DERERE
WOFRHBITIZ, 7oy 7 VA sz N 2RET LI/ 2R LET,
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POST /sma/api/v2.0/quarantine/blocklist
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Postman-Token: 55570e07-17fb-436e-9132-9£4998c67e7£f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 163

Connection: keep-alive

{

"action": "edit",

"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],
"senderList": ["acme.com"],

"viewBy": "recipient"

}
HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT

Content-type: application/json

Content-Length: 115

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
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Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {

"action": "edit",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

] 4

"senderList": [
"acme.com"

EEEIOVIURNIV M) DHEE
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POST /sma/api/v2.0/quarantine/blocklist HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 155

Connection: keep-alive

{

"action": "edit",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}
U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:31:28 GMT

Content-type: application/json

Content-Length: 110

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {

"action": "edit",

"recipientList": [
"user@cronos.com"

] r

"senderAddresses": [
"xyz.com",
"space.com"

Async0S 12.0 for Cisco Security Management Appliances - API R 2 — 7 v 7 H4 K (BEEA) .




EA—ILAAP |
B =ezzt—>uzxtr o ruotm

REEE—TJVXFITUN)OMFM
ROFRPFITIE, E—=T7 VA M) 2MNT2527 ) 2R_LET,
YUTILYIIRE

POST /sma/api/v2.0/quarantine/safelist
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Postman-Token: 55570e07-17fb-436e-9132-9£4998c67e7£f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 163

Connection: keep-alive

{

"action": "append",

"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],
"senderList": ["acme.com"],

"viewBy": "recipient"

}
U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT

Content-type: application/Jjson

Content-Length: 115

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "append",
"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

] r
"senderList": [
"acme.com"

EEHEE—TUR LIV R)OHM
WOBERHFITIZ, =7V Rz M) 2N T57) 2RrLET,
BT Y ITR
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POST /sma/api/v2.0/quarantine/safelist HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 155

Connection: keep-alive

{

"action": "append",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}
HUTILRE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:31:28 GMT

Content-type: application/json

Content-Length: 110

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {

"action": "append",

"recipientList": [
"user@cronos.com"

1,

"senderAddresses": [
"xyz.com",
"space.com"

ZEHEIJOVY YR I MO
WOBERFITIZ, 7oy Z7 VA sz M) &MNT272) 2R/ LET,
BT YYIRE

POST /sma/api/v2.0/quarantine/blocklist
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Postman-Token: 55570e07-17fb-436e-9132-9£4998c67e7£f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 163

Connection: keep-alive
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{
"action": "append",
"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],

"senderList": ["acme.com"],
"viewBy": "recipient"

}
HUTILRE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT
Content-type: application/Jjson
Content-Length: 115

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type,

Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST,

Access-Control-Expose-Headers: Content-Disposition,

"data": {

"action": "append",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

1,

"senderList": [
"acme.com"

EEEITOY VYRRV M) DM

ROBLRFITIX, 7y 7 VA = M) 2T 5272 ) Z2RLET,
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POST /sma/api/v2.0/quarantine/blocklist HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 155

Connection: keep-alive

{

"action": "append",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}
HUTILEE

HTTP/1.1 200 OK
Server: API/2.0

email
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Date: Fri, 23 Nov 2018 10:31:28 GMT
Content-type: application/json
Content-Length: 110

Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type,
Access-Control-Allow-Credentials: true

=7y rELETRv YR T Ry olk [

jwttoken, mid, h, email

Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"data": {

"action": "append",

"recipientList": [
"user@cronos.com"

] 4

"senderAddresses": [
"xyz.com",
"space.com"

t—DJYRMFEREFETOAYHSUR T2 M) OHEIBR
BEEHEEFIZEZONTNIDOY XA D=7V XA EIZ T ey 7 VA MO MY &

B4 5 APl 7 = V) 24T T&E £,

ﬂ&gg DELETE /api/v2.0/quarantine/safelist?resource attribute

DELETE /api/v2.0/quarantine/blocklist?resource attribute

Gl— b3t | B2 o

quarantineType=<value>

BOVY— |7 HNTRAEIE spam T,
AR
%%ﬁ%i%‘U "recipientList": ["value","value",...]
A b ZNF—VPEROMETT, EROMEEANT DL LNTEET,
E%ﬁ%%%AU "senderList": ["value", "value", ...]
A b ZHFa—PEROME T, EHROEEANTHZENTEET,

%%i%jiﬁg "viewBy": "value"

ANLMEITAEH L ZEH T
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FORAL | ZfEFT Y ) DHIRR,
{

"quarantineType": "spam",
"recipientList": ["value","value"],
"viewBy": "recipient"

}
EEETY M) OHIBR,
{

"quarantineType": "spam",
"senderList": ["value"],
"viewBy": "sender"

}

BERAY Host, Accept, Authorization
éf__

&N Y Content-Type, Content-Length, Connection
Hg—

KD APL ZEH TE £,
cZEHEE—T VAR = R Y OFIER (60 ~<—2)
CEEHEE—T VAL T b OFIE (61 —)
cZfFEHET vy 7 YA = b Y OHIER (62 4—)

FEEZETey s I AN MO (62 2—2)

ZEE—2URbITY M) DHIBR
ROFERFITIE, E—=T7 VA= M) ZHIBRT D272V 2R LET,

HoTIL YO ITRE

DELETE /sma/api/v2.0/quarantine/safelist
HTTP/1.1

Content-Type: application/json
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 111

Connection: keep-alive

{

"quarantineType": "spam",
" 3 3 3 LAY " " " "
recipientList": ["user@cronos.com","user3@cosco.com"],
"viewBy": "recipient"
}
~
S TILRE

HTTP/1.1 200 OK
Server: API/2.0
Date: Fri, 23 Nov 2018 12:27:40 GMT
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Content-type: application/json

Content-Length: 104

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "delete",
"recipientList": [
"user@cronos.com",
"user3@cosco.com"
] 4
"totalCount": 2

EEEL—TVRX LT M) DHIBR
ROFRFITIE, E—=T7 VA= M) ZHIBRT D272V 2R L ET,
YUTILYIIRE

DELETE /sma/api/v2.0/quarantine/safelist HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 82

Connection: keep-alive

{

"quarantineType": "spam",
"senderList": ["race.com"],
"viewBy": "sender"

}
U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 12:33:41 GMT

Content-type: application/Jjson

Content-Length: 75

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "delete",
"totalCount": 1,
"senderList": [

"race.com"
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DELETE /sma/api/v2.0/quarantine/blocklist
HTTP/1.1

Content-Type: application/json
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 111

Connection: keep-alive

{

"quarantineType": "spam",

"recipientList": ["user@cronos.com","user3@cosco.com"],
"viewBy": "recipient"

}

YU TILBE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 12:27:40 GMT

Content-type: application/Jjson

Content-Length: 104

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {
"action": "delete",
"recipientList": [
"user@cronos.com",
"user3@cosco.com"

]l
"totalCount": 2

EEFIOQOVHIYR IR OHI
WOBERFITIZ, 7oy 27 VAN N ZYIBRTA7 ) 2R LET,
UL YIS IR+

DELETE /sma/api/v2.0/quarantine/blocklist HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
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content-length: 82
Connection: keep-alive

{

"quarantineType": "spam",
"senderList": ["race.com"],
"viewBy": "sender"

}

YU TIIEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 12:33:41 GMT

Content-type: application/Jjson

Content-Length: 75

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"data": {
"action": "delete",
"totalCount": 1,
"senderList": [

"race.com"

]

Z D ith o FREE A API
W7 =V IZiE, 7 ) XFHO—# & LT quarantineType U Y — A4 NG ENE T,
fREEZ =V iX, K. Y—h A7y b, BIXOBIEGRAALZ Y R—FLET,
c Ayt —VORE (64—
« Ay E—VOFEMOESE (71 ~—)
s Avk—UOBH) (73 X—)
cFREEND A v E—VOKRTEEBLEST D (74 X—)
cREEND A v E—VDat—%%ETDH (76 X—)
T ANDE T E— R (78 8—Y)
« AvE—VOHIER (79 X—)
e AvE—=UOYY—2 (80 ~—)
= Y —DRR (82 X—)
L=V IDIZHED SRR (83 X—2))

=L =T —NEDRA v E—%Y U—R (86 2—)
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M=

GET /api/v2.0/quarantine/messages?resource attribute
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CDONTA=ZITHHATY, T _XTDOAPIZ =V (L, ZDO/NT A—
Z LT 2BEND Y £,

* startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007

A RS
e

ZDONRTA=ZITRRT O A FRE L E T,
® quarantines=<value, value, ...>

BRREITRD L0 TT,
Outbreak

Virus

File+Analysis
Unclassified

Policy

<user-defined-quarantine>

44

subjectFilterBy=<value>

AR DOE B TT,
contains

starts_with

ends_with

matches_exactly
does_not_contain
does_not_start with

does _not_end with

does_not_match

subjectFilterValue=<value>

ZHFE—PERDOETT,

Jt? ESA

originatingEsalIp=<value>

Ay E—UPILESNIZESADIP T L AZIET 5 Z LN TE
S

AT OFE
il
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®* attachmentName=<value>
- St 3
ZHFE—YPERDOMETT,

® attachmentSizeFilterBy=<value>

HEN 72 BIT R D & B0 T,

range
less_than

more_than

* attachmentSizeFromValue=<value_in_KB>

INUEA—PELRDETT, BT 7 A VDY A X% KB T
ELET, ZHUIROGEICHEHFTRE T,

» attachmentSizeFilterBy C range BT % &N L2 54E

attachmentSizeFilterBy=range

* attachmentSizeFilterBy C more_than JEE% R L7215 &

attachmentSizeFilterBy=more_ than

* attachmentSizeToValue=<value_in_KB>

ZNUEA—PERDETT, BT 7 A VDY A X% KB TH
ELET, ZHUIROGEICEHATRE T,

* attachmentSizeFilterBy C range JBE %3N L= 5E

attachmentSizeFilterBy=range

* attachmentSizeFilterBy T less_than JBM: %8R L= 5E

attachmentSizeFilterBy=less_than

[EBEZ A * quarantineType=<value>
7 RSB pvo T

quarantineType=pvo
vk
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FEREZNEFATT T 2EE FMEEETE ET,

® orderBy=<value>

EIXRDOEFBY T,
sender

subject

received
scheduledFxit

size

orderDir=<value>

EIZRD & B0 TT,

asc

desc

BEIEGES | IROWTFD/NT A =2 BT H0ERH Y 3, Wz
AT L7eGaid, WETT — 422 TEERA,
* offset=<value>

F7ey MEPDWEDL LVa— ROV Ty NERIGT 547

Ty MEZBEELET, A 7Fy MIHIREILEHL, A7
Ty FLEGT L a— FORERELET,

limit=<value>

ST va—FofaaELET,

T X ® envelopeRecipientFilterBy=<value>
E%7§ FREITRD £ B0 T,
=

contains
starts_with
ends_with

matches exactly
does_not contain
does_not_ start with
does_not_end with

does_not match

envelopeRecipientFilterValue=<value>

BSRA RO, ZHF2—PEROMETY, ROFlzSBICL
TLIEENY,

envelopeRecipientFilterValue=user

Async0S 12.0 for Cisco Security Management Appliances - API R 2 — 7 v 7 H4 K (BEEA) .



B oot—cvorx

EA—ILAAP |

T~ * envelopeSenderFilterBy=<value>
BT REERO LB T
(EE4) ,

contains

starts_with
ends_with

matches exactly
does not contain
does not_ start with
does not end with

does_not_match

envelopeSenderFilterValue=<value>

BRAROM, ZTa—PERDOETY, KOBESHICL
TLIZENY,

envelopeRecipientFilterValue=user

BERAY Host, Accept, Authorization

g

REANY Content-Type, Content-Length, Connection
g

!l

WOFITIL, BRI, 65, BEEY A 7. 7%y R EFIR, O ESA NF A —X Z45E
LT, R —, TANAR, TORT LA ITRBEND A v —V 2B T527 ) 2/RL
9,

YT YVIITRbE

GET
/sma/api/v2.0/quarantine/messages?endDate=2018-11-23T00:00:00.000zZ&1limit=25&0ffset=0&orderBy=
receivedsorderDir=desc&quarantineType=pvosquarantines=Outbreak, Virus, FiletAnalysis, Unclassified, Policy&startDate
=2017-11-22T00:00:00.000zZ&originatingEsaIp=10.8.91.15

HTTP/1.1

Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

SO TIRE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 09:01:11 GMT
Content-type: application/json
Content-Length: 13093
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Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalCount": 126
}I
"data": [
{
"attributes": {
"received": "21 Nov 2018 10:10 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",
"esaHostName": "esalOl",
"inQuarantines": "Policy",
"scheduledExit": "21 Dec 2018 10:10 (GMT)",
"originatingEsaIp": "10.8.91.15",
"quarantineForReason": [
"Content Filter: 'url'"
]I
"esaMid": 379,
"recipient": [
"eriferna@mail.ga.sgg.cisco.com"
]I
"quarantineForReasonDict": [
{
"reason": [
"Content Filter: 'url'"
]I

"quarantineName": "Policy"

]I
"size": "312.69K"
}I
"mid": 166
}I
{
"attributes": {
"received": "21 Nov 2018 10:10 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",
"esaHostName": "esalOl",
"inQuarantines": "Policy",
"scheduledExit": "21 Dec 2018 10:10 (GMT)",
"originatingEsaIp": "10.8.91.15",
"quarantineForReason": [
"Content Filter: 'url'"
]I
"esaMid": 369,
"recipient": [
"eriferna@mail.ga.sgg.cisco.com"
]I
"quarantineForReasonDict": [
{
"reason": [
"Content Filter: 'url'"
]I

"quarantineName": "Policy"

Async0S 12.0 for Cisco Security Management Appliances - API R 2 — 7 v 7 H4 K (BEEA) .




B oot—cvorx

E A —)LF API

"size": "312.69K"
}I
"mid": 161l
}I
{
"attributes": {
"received": "21 Nov 2018 10:09 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",

"esaHostName": "esalOl",

"inQuarantines": "Policy",

"scheduledExit": "21 Dec 2018 10:09 (GMT)",
"originatingEsaIp": "10.8.91.15",
"quarantineForReason": [

"Content Filter: 'url'"
]I
"esaMid": 354,
"recipient": [
"eriferna@mail.ga.sgg.cisco.com"
]I
"quarantineForReasonDict": [
{
"reason": [
"Content Filter: 'url'"
]I

"quarantineName": "Policy"

]I
"size": "312.69K"
}I
"mid": 153
}I
{
"attributes": {
"received": "20 Nov 2018 12:42 (GMT)",
"sender": "test@irontest.com",
"subject": "[WARNING: ATTACHMENT UNSCANNED]sadsafasd",

"esaHostName": "esalOl",
"inQuarantines": "Policy",
"scheduledExit": "20 Dec 2018 12:42 (GMT)",
"originatingEsaIp": "10.8.91.15",
"quarantineForReason": [
"Message is unscannable by AMP - Service Not Available"

]I
"esaMid": 254,
"recipient": [
"test2@irontest.com"
]I
"quarantineForReasonDict": [
{
"reason": [
"Message is unscannable by AMP - Service Not Available"
]I

"quarantineName": "Policy"

]I
"size": "330.19K"
}I
"mid": 143
}I
{
"attributes": {
"received": "20 Nov 2018 12:41 (GMT)",
"sender": "test@irontest.com",
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"subject": "[WARNING: ATTACHMENT UNSCANNED]sadsafasd",
"esaHostName": "esaOl",
"inQuarantines": "Policy",
"scheduledExit": "20 Dec 2018 12:41 (GMT)",
"originatingEsaIp": "10.8.91.15",
"quarantineForReason": [

"Message is unscannable by AMP - Service Not Available"

]I

"esaMid": 251,

"recipient": [
"test2@irontest.com"

]I

"quarantineForReasonDict": [

{

"reason": [
"Message is unscannable by AMP - Service Not Available"
]I
"quarantineName": "Policy"
}
]I
"size": "330.19K"

}I
"mid": 140

Ay t—DFHAOERE

BEORBMEE BT 5 Ay E—VOFMERST 52 LN TEET, KIZ, HLETR— bt
LoOBWERLET,

ﬁ&gg GET /api/v2.0/quarantine/messages?resource attribute

HR— bt EBEZ A * quarantineType=<value>
RO |7 KRS NB I pvo T,

AEH
quarantineType=pvo

Aot— |BHFOFMERGT Ay =Y O mid 2fHET HLERH Y
Y ID ¥,

®* mid=<value>

BERAY Host, Accept, Authorization
Hg—

&N Y Content-Type, Content-Length, Connection

H—

1
ROBITIE, FFEDA vt —VOFFMEEGT 57 ) 2R LET,
YT YIIXE
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GET /sma/api/v2.0/quarantine/messages/details?mid=166&quarantineType=pvo

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
Connection: keep-alive

HUTILRE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 09:16:27 GMT
Content-type: application/Jjson
Content-Length: 1650

Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-typ
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST,

"data": {
"attributes": {
"quarantineDetails": [

{

e, jwttoken, mid, h, email

DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"received": "21 Nov 2018 10:10 (GMT)",
"esaHostName": "esalOl",
"quarantineName": "Policy",
"reason": [
"Content Filter: 'url'"
1,
"scheduledExit": "21 Dec 2018 10:10 (GMT)",
"originatingEsalIp": "10.8.91.15"
}
1,
"matchedContents": [],
"messagePartDetails": [
{
"attachmentId": 1,
"attachmentSize": "43",
"attachmentName": " [message body]"
s
{
"attachmentId": 2,
"attachmentSize": "307.25K",
"attachmentName": "eicar4.pdf"

1,
"messageDetails": {
"recipient": [

"eriferna@mail.ga.sgg.cisco.com"

1,

EA—ILAAP |

"sender": "usr2@sender.com",

"subject": "[SUSPICIOUS MESSAGE] Test mail."
bo
"messageBody": "This is a demo mail. http://bit.ly/2zs6KAg<br>\n",
"headers": "IronPort-SDR:

4Sh6scwkvc+t4BgD5601B/15¢cTAMKUtJtFAY+/Sk6YwaaSxL2TOzEKHwsn+6KxG+kV2Zg

75sMX<br> DkgdFZYTDPift9VvRsT10Fz+N6rRgHCB4=<br>X-IPAS-Result:

=?us-ascii?q?A0GSTP/juz9b/+pj4QpOH

oMagXSCU4gelyOHhysBAQEBA?=<br>
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=?us-ascii?g?QEBeoIOAQEBPQUEAGEFBOEDAWECAGEBLTEKOCYBFxhDiEefIY8MAQ

EBAQYBA?=<br>
=?Uus-ascii?g?QEBAR2PIQEBhH8FiRODFA4FVgUgBJ02RGYVLhAS55AYEAGTCcBAQE ?=<br>

Subject: [SUSPICIOUS MESSAGE] Test mail.<br>Received: from client.cisco.com

(HELO podl224-client05.ibwsa) ([10.225.99.234])<br> Dby pod0090-esall
with ESMTP; 21 Nov 2018 07:01:34 +0000<br>Message-ID: <194652.955603914
-sendEmail@podl224-client05><br>From: \"usr2@sender.com\" <usr2@sender
.com><br>To: \"eriferna@mail.ga.sgg.cisco.com\" <testclient@.cisco.com
><br>Date: Wed, 21 Nov 2018 10:23:53 +0000<br>X-Mailer: sendEmail-1.55<br
>MIME-Version: 1.0<br>Content-Type: multipart/mixed; boundary=\"----
MIME delimiter for sendEmail-936308.539779024\""

}I

"mid": 166

BROBIEIC BT DA v —V2BETL LN TEET, KIS, XL R— FAZROR
PEZRLET,

ﬁ&gg POST /api/v2.0/quarantine/messages?resource attribute
HiR— b3 | 2ot — [HIBRT 7 a v EAENCTH720100F, 20T A—2 2 EHAT5
gZ0D)J— |YID VERH £,
AEH%
® "mids": [<value>]
A=V DOmid ZFRTELET,
&%%&574' "quarantineName": "<value>"
7 HN72EIL pvo TT,
gﬁﬁ%ﬁagﬁ "destinationQuarantineName": "<value>"
4 HRHRERRD LY TF,
Outbreak
Virus
File+Analysis
Unclassified
Policy
<user-defined-quarantine>
BRAX  |U
"action": "move",
"destinationQuarantineName": "<value>",
"mids": [<value>],
"quarantineName": "<value>",
"quarantineType": "pvo"
}
ERAy Host, Accept. Authorization
sf__
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SEANY Content-Type, Content-Length, Connection

H—

151
WOBITIE, Ave—CrBET57 ) 2RLET,
BT YYIRE

POST /sma/api/v2.0/quarantine/messages
HTTP/1.1

Content-Type: application/json
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 138

Connection: keep-alive

{

"action": "move",
"destinationQuarantineName": "Policy",
"mids": [46],

"quarantineName": "Unclassified",
"quarantineType": "pvo"

}

YU TIEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 11:57:40 GMT

Content-type: application/Jjson

Content-Length: 84

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {
"action": "move",
"totalCount": 1,
"destinationQuarantineName": "Policy"

fREED DA v E—VDRT ZEET S

PREEN D A v — VO T RZBIET 5 Z LN TEET, KIZ, XL R— RO BEEZ R
L/\li‘g—(]

ﬂ&gg POST /api/v2.0/quarantine/messages?resource attribute
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YR—bxt [ X E— * "mids": [value]
i‘gé‘/— ¥ ID A yE—U0 mid Z48E LET,
FRHlE % 4 | "quarantineType": "value"
7 BHRMEE pvo TT,
=2 "quarantineName": "value"
BABREIIRDO EBY T,
Outbreak
Virus
File+Analysis
Unclassified
Policy
<user-defined-quarantine>
YR "delay":"value"
BN7AEIX, 8h, 24h, 48h, FT-1X Iw TT,
BERAX {

"action":"delay",
"delay":"<value>",

"mids": [<value>],
"quarantineName": "<value>",
"quarantineType": "pvo"

}

ERAy Host, Accept. Authorization

SEANY Content-Type, Content-Length, Connection

1
ROBITIE, Ave—VORTEZRBIEST L7 2R LET,
YTV YIIXE

POST /sma/api/v2.0/quarantine/messages HTTP/1.1
Content-Type: application/json
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 107

Connection: keep-alive

{

"action":"delay",

"delay™:"1w",
"mids": [46],
"quarantineName": "Policy",
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"

"quarantineType":

}
HUTILRE

HTTP/1.1 200 OK
Server: API/2.0
Date: Thu,

pvo

EA—ILAAP |

22 Nov 2018 11:59:07 GMT

Content-type: application/Jjson

Content-Length: 71
Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers:
Access-Control-Allow-Credentials:
Access-Control-Allow-Methods:

Access-Control-Expose-Headers:

{

content-type, jwttoken, mid, h, email
true

GET, POST, DELETE, OPTIONS

Content-Disposition, jwtToken

"data": {
"action": "delay",
"totalCount": 1,
"delayedTime": "1 week"

[REERNDA Vv E—DaE—%XET S

EA—IT RLRAIZRREND A v E—20at—2XET 52 A TEET, KT, Hed
R—badgoBEtEzr L ET,

POST /api/v2.0/quarantine/messages?resource attribute

® "mids": [value]

Ayt —VO mid #IEELET,

"quarantineType": "value"

BHR7MEL pvo TT,

"quarantineName": "value"

BRIk D LB T,
Outbreak

Virus

Filet+Analysis
Unclassified

Policy

<user-defined-quarantine>

M=
YR—bxt [ 2y t—
20D)Y— | 1D
2EHE
bt 2 A
-
b 4
CACES

"recipients":["value",

THFA—PERDOETT, ZIFEDEA—NVT FLAZ AN LE
ﬁ—o

"value", ...]

. Async0S 12.0 for Cisco Security Management Appliances - API R 2 — 7 v 7 H4 K (BEEA)



| Ex—LEEAPI
RO A vEt—snat—2i2ET5 [

> {
Egj?jﬁj[ "action":"sendCopy",
"mids": [value],
"quarantineName": "value",
"quarantineType": "pvo",
"recipients":["value"]

}

TURT LA DB, A vE— VAL OAT Y 2 VRMEBIT S 2 &
HTEET,

"sendToCisco":<value>

AN EE true T3, WITHIZ R L ET,

{

"action":"sendCopy",
"mids": [value],
"quarantineName": "value",
"quarantineType": "pvo",

"recipients":["value"],

}

BERAY Host, Accept, Authorization

BN Y Content-Type, Content-Length, Connection

5—

1

WOBITIE, ROGFEDOBEHENDO A v E—VODab—%EA—/L 7 RLRAIZEEFET L/ %
~LET,

BT YHYIRE

POST /sma/api/v2.0/quarantine/messages HTTP/1.1
Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 136

Connection: keep-alive

{

"action":"sendCopy",

"mids": [46],

"quarantineName": "Unclassified",
"quarantineType": "pvo",
"recipients": ["admin@cisco.com"]
}

YU TIVEE

HTTP/1.1 200 OK
Server: API/2.0
Date: Thu, 22 Nov 2018 11:53:52 GMT
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Content-type: application/json
Content-Length: 49
Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type,

Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST,

Access-Control-Expose-Headers: Content-Disposition,

{
"data": {
"action": "sendCopy",
"totalCount": 1

AMIZ27ALDFI -k

jwttoken, mid, h,

EA—ILAAP |

email

FREEN D A v —VIHHET 28 7 7 ANV E2 X T om— R TEET, KIS, XL R—F

HEDBEMERLET,

ﬁ&gg GET /api/v2.0/quarantine/messages?resource attribute

'U'Tl'f— k%t A wt— * mid=<value>
Z0D'JYJ— | ID
AEM

AvE—0O mid ZFELET,

%%%Ef7’f quarantineType=<value>

e BHRMEIE pvo TT,

%3&Tj7‘7 attachmentId=<value>

AVID A7 7 ANID BEEELET,

BERAY Host, Accept. Authorization
éf__

A—

SEANY Content-Type, Content-Length, Connection

1

ROBFITIE, ST 7 ANEF T m— T2 2R LET,

HoTIL YO ITR R

GET /sma/api/v2.0/quarantine/messages/attachment?attachmentId=2&mid=46&quarantineType=pvo

HTTP/1.1

Content-Type: application/json
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
Connection: keep-alive

HUTILEE
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HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 12:03:26 GMT

Content-type: application/octet-stream

Content-Disposition: filename="wanacry.exe"

Content-Length: 332511

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

TVqQAAMAAAAEAAAA//8AALgAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARAA

AAAA+AAAAA4fug4AtAnNIbgBTMOhVGhpcyBwem9IncmEFt IGNhbm5vdCBiZSBydW4gaW4gRESTIGLvV
ZGUuDQOKJAAAAAAAAAAL+pLDYZv8kGGb/JBhm/yQGofwkGKb/JC1i1KGQAZv8kAGEISByg

Ayt —UDHIBR
SESERBIEL BT DA v E—VRHIRT 22 LM TEET, WIS, ML HR— hx4

DEMEERLET,
ﬁ&gg DELETE /api/v2.0/quarantine/messages?resource attribute
HYR—bxt | A vt— [HIBRT 7 v a BT 7201003, 20T A—2 &2 EHAT5
Z0YY— |1ID VERH Y ET,
AEMH ,
®* "mids": [<value>]
)( ‘)’IZ““:/\\O) mld %?E‘ﬁi_’[/ij—o
&%%&574' "quarantineType": "value"
7 HR AT pro T,
w%%ﬁég "quarantineName": "<value>"
HRhIRMEITRD LB TT,
Outbreak
Virus
File+Analysis
Unclassified
Policy
<user-defined-quarantine>
BRAX | ,
"mids": [<mid>],
"quarantineName": "<value>",
"quarantineType": "pvo"

}

ERAy Host, Accept. Authorization
5

SEANY Content-Type, Content-Length, Connection

Hq—
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Ayt—TDY) )

1

ROBITIZ, FFEDRBENDRFED A v v —VZHIRT L7 ) ZRLET,

HoTIL YO ITRE

DELETE /sma/api/v2.0/quarantine/messages
HTTP/1.1

Content-Type: application/json
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 41

Connection: keep-alive

{

"mids": [112],
"quarantineName": "Policy",
"quarantineType": "pvo"

}

YU TLEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 05:48:10 GMT

Content-type: application/Jjson

Content-Length: 47

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "delete",
"totalCount": 1

—R

email

EA—ILAAP |

BEORBMEZ BT A v =2V Y —=AF 5 LRTEET, RIS, ML R— s

DEMEERLET,

W= POST /api/v2.0/quarantine/messages?resource attribute
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HR— bxt
20—
AEH

ryt—snuy—=2 [

Avt— | V=T 7 a 2G0T H7OITIE, ZONT A —F &l
v ID TOMENRHY £7,
® "mids": [<value>]
AvE—VOmid ZHEELET,
w%%ﬁfy/f "quarantineType": "pvo"
7 HE A pvo T,
&%%ﬁég "quarantineName": "<value>"
HRNVMEITRD B0 TT,
Outbreak
Virus
File+Analysis
Unclassified
Policy
<user-defined-quarantine>
EE(F "action":"value"
EN7MEIL release TI,

BRA

{

"action":"release",

"mids": [<mid>],
"quarantineName": "<value>",
"quarantineType": "pvo"

}

Host, Accept. Authorization

Content-Type, Content-Length, Connection

1

WOFITIE, md/RTA—ZEZRELTEHEDA v =2 ) ) —2 3572 2R LET,
BT YYIRE

POST /sma/api/v2.0/quarantine/messages HTTP/1.1
Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent:
Accept: */*

curl/7.54.0

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 61

Connection:

{

keep-alive
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"action":"release",
"mids": [157],
"quarantineName":

"quarantineType":"pvo",

}

HUTILRE

HTTP/1.1 200 OK
Server: API/2.0

Date: Thu,

EA—ILAAP |

"Policy",

"

22 Nov 2018 05:41:10 GMT

Content-type: application/json
Content-Length: 48

Connection:

close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"data":

"action":

"totalCount":

IL—IL 5T —DRTK

"release",

1

BUERBENICH D A v —VOEMEZ 7 =) 5 Z LR TEET, RIT, MLV R— g
Dtz "L ET,

M=

GET /api/v2.0/quarantine/rules?resource attribute

HR— bxt
20—
AEH

R & 1
—

quarantineType=<value>

H7MEIX pvo T,

BERAy
Gf__

Host, Accept, Authorization

BEANY
Gf__

Content-Type, Content-Length, Connection

1

ROBITIEZ, FREEND A v =T DA v —VHEHEREZIGT 57 =) 2R LET,
YT YUY IR

GET /sma/api/v2.0/quarantine/rules?quarantineType=pvo HTTP/1.1

cache-control:
Authorization:

User-Agent:
Accept: */*

no-cache
Basic YWRtaW46aXJvbnBvcnQ=
curl/7.54.0

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate

Connection:

keep-alive
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HUTIRE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 10:33:46 GMT

Content-type: application/json

Content-Length: 264

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalAverageMessageSize": "320KB",
"totalNumberOfMessages": 6
by
"data": [
{
"attributes": {
"numberOfMessages": 6,
"capacity": "0.0%",
"ruleId": "Malware: Malware",
"totalSize": "1.9MB",
"ruleDescription": "N/A",
"averageMessageSize": "320KB"
by

"rid"v: 1

JL—ILID IZE DL ®E

FEDON—/VIDIZ—ET LREHENO A v =V 2RRTH LN TEET, RIS, HXEY

R—adgoBEtEzr L ET,

= GET /api/v2.0/quarantine/rules search?resource attribute
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E A —)LF API

-|j-7|—{’_ k%t BI%%E&/l) quarantineType=<value>

ROUY— |7 HH 7B pro T,
2B s

JL— 1 ID ruleld=<value>
ZHUF— P EERDMETT,

Y=k TRz NEFFAT I D MH & F R EFEETE £7,

® orderBy=<value>

BN EIZRD LY T,

received

® orderDir=<value>

BRIk D LB Y T,

desc

BIEFE A |IRDOW T D/RT A =2 2T 2 0ERHY £, Wz ii
1A LB aid, WETT— 222 ETEEHA,

* offset=<value>

FT7ky MEPGIKELLVaAa—FOY Tty NS 47
ty MEZEELET, A7ty MIHIREIKIZEHL, A7
Ty L HGET L L a— FOBRERELET,

® limit=<value>

PETLsva— FORMERELET,

ERAy Host, Accept. Authorization
-

SEANY Content-Type, Content-Length, Connection

H—

1
ROBPITIZ, V=V NTA=ZZ BT DA v =V E2RGT 572 ) 2R LET,
HOTLIVIITRE

GET /sma/api/v2.0/quarantine/rules search?limit=25&offset=0&orderBy=
received&orderDir=desc&quarantineType=pvo&ruleld=Malware:+Malware HTTP/1.1
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive
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HUTIRE

HTTP/1.1 200 OK
Server: API/2.0

Yt |

Date: Thu, 22 Nov 2018 10:35:34 GMT

Content-type: application/json
Content-Length: 3013
Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email

Access-Control-Allow-Credentials:

Access-Control-Allow-Methods: GET,

true
POST, DELETE, OPTIONS

Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalCount": 6
s
"data": [
{

"attributes": {

"received": "22 Nov 2018 10:30 (GMT)",
"sender": "usr2@sender.com",

"subject": "[SUSPICIOUS MESSAGE] Test mail.",
"esaHostName": "esalOl",

"inQuarantines":
"scheduledExit":

"Outbreak",
"22 Nov 2018 11:20 (GMT)",

"originatingEsalIp": "10.8.91.15",
"quarantineForReason": [
"Malware: Malware"

1,
"esaMid": 476,
"recipient": [

"eriferna@mail.ga.sgg.cisco.com"

1,

"quarantineForReasonDict": [

{

"reason":

[

"Malware: Malware"

1,

"quarantineName": "Outbreak"
}
1,
"size": "312.98K"
s
"mid": 191
s
{
"attributes": {
"received": "22 Nov 2018 10:30 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",
"esaHostName": "esaOl",
"inQuarantines": "Outbreak",
"scheduledExit": "22 Nov 2018 11:20 (GMT)",
"originatingEsalIp": "10.8.91.15",

"quarantineForReason": [
"Malware: Malware"

1,
"esaMid": 474,
"recipient": [

"eriferna@mail.ga.sgg.cisco.com"

1,

"quarantineForReasonDict": [
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"reason": [
"Malware: Malware"

] r

"quarantineName": "Outbreak"
}
]I
"size": "312.98K"
}I
"mid": 190
}I
{
"attributes": {
"received": "22 Nov 2018 10:30 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",
"esaHostName": "esalOl",
"inQuarantines": "Outbreak",
"scheduledExit": "22 Nov 2018 11:20 (GMT)",
"originatingEsaIp": "10.8.91.15",

"quarantineForReason": [
"Malware: Malware"

] 4

"esaMid": 473,

"recipient": [
"eriferna@mail.ga.sgg.cisco.com"

] r

"quarantineForReasonDict": [
{
"reason": [
"Malware: Malware"

] r

"quarantineName": "Outbreak"

"size": "312.98K"

"mid": 189

IW—IL I —DhDAyE—IF 1)) —R

BEOBMEIZ BT 2V — Y=Y = AvE—V%2 Y V=T 5 ENTETET, RIZ,
WL LY R— AR OEEEZ R LET,

M= POST /api/v2.0/quarantine/rules?resource attribute
HHR— b3t | L—L ID * "ruleId": ["value", "value",...]
1]y)—
f%é/ N—N1ID ZHEELET,
%%%Ef7’f quarantineType=<value>
7 HHREIE pro TF
Eé?F "action":"value"

BN 7ML release T,
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ERAEX {
"action" : "release",
"quarantineType": "pvo",
"ruleId": ["value"]

}

ERAy Host, Accept, Authorization
-

SN Y Content-Type, Content-Length, Connection
g

1
ROFITIE, Ave—=—TVEV V=T 2RLET,
HOTL VI IR B

POST /sma/api/v2.0/quarantine/rules
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 89

Connection: keep-alive

{

"action"™ : "release",
"quarantineType": "pvo",
"ruleId": ["Malware: Malware"]
}

YU IIEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 10:39:29 GMT

Content-type: application/json

Content-Length: 48

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "release",
"totalCount": 3
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IWL—IL YT —h S AyE—T ZHIK

EA—ILAAP |

FEDBIEIC T o= Y= = Ay E—UZHIBRT 22 LR TEET, KIC, X

LV R— MR OEMEEZRLET,

ﬁ&gg DELETE /api/v2.0/quarantine/rules?resource attribute
ffﬂ{—— Fiﬁ JL— )L ID ® "ruleId": ["value", "value",...]
%a) U \j_ e
= 1ID ZFEELET,

AEM

%%%Ef7’f quarantineType=<value>

7 HRNIRAEE pro T,
BERAX | .

"quarantineType": "pvo",

"ruleId": ["value"]

}

BERAY Host, Accept, Authorization

SEANY Content-Type, Content-Length, Connection

1

WOHITIE, =N B~V = AvE—UEHERETL72 ) 2 LET,

BT YYIRE

DELETE /sma/api/v2.0/quarantine/rules HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 65

Connection: keep-alive

{

"quarantineType": "pvo",
"ruleId": ["Malware: Malware"]
}

- fobe
YU TEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 10:41:14 GMT

Content-type: application/json

Content-Length: 47

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
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L=n4ey—nitvu—sxHk [

Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "delete",
"totalCount": 4

Async0S 12.0 for Cisco Security Management Appliances - API R 2 — 7 v 7 H4 K (BEEA) .



EA—LAAP |
B roxv—morve—vramr

. AsyncO0S 12.0 for Cisco Security Management Appliances - APl 2 2 — +7 v 7 #H4 K (RE&EA)



Web A API

e LAR— K APL (91 <—72)
e hFwX 7 APL (100 X—73)

L 7R"— & API

LR—=h 72V i+, BEDITNL—THNOTRTOLR— FEZIIFED LFR— M
BWTCULAR—KN I N—T o7 — 22T ET,

W= GET /api/v2.0/reporting/report?resource attribute

GET /api/v2.0/reporting/report/counter?resource attribute
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B oox—ran

HR— bxt | R
gD —
AEH

Web /AP |

CDONTA=ZITHHATY, T XTDOAPIZ =V (L, ZDNT A—
Z LT 2BEND Y £,

startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007

FRE L72HIM OB LR — b,

V=N
H2AT

® query type=graph

77 7L LTRBTELT—ZE2ZELET,
® query type=export

T AR—=MERDT—F2ZELET,

ROWMSTONT A =L MM DLERDH Y £9, WIFnzEH
L, WETT — 2 22 ETE £ A,

® orderBy=<value>

JISERNDT =2 W ~EZ D RMEERE LT, ROBlasE
IZLTLIEEN,

orderBy=total clean recipients

® orderDir=<value>
V—hHmMERELET,
BhisA T a AIRDOEBY T,
¢ asc
FNECRER 2~ 2 7,
® desc

BN CHER 2~ 2 4

TRHEFE 7
AT

DM ST DINT A=A T 20BN HY £, Wz
L7eGaid, WETT — 2225 TEEHA,
* offset=<value>
7%y MEWLIEEDL LVa— KoV 7y hERIGT 47
Ty MEEZEELET, A7y MIRIRESICHERL, 47
Ty MG T ALV a— FOBAERELET,
® limit=<value>

ST va—FofaaELET,

T—H2D
BEA 7
va v

® top=<value>

RRNEZIRT LV a— ROBERELET,
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TANE NT A= BECEENDT —Z ZHIR L ET,
e filtervalue=<value>
BRI G DA,
* filterBy=<value>

TANE TanRT I TR SN T —X %7 4 VX
Vo7 LET,

* filterOperator=<value>
et 7Ty a FIkOLBY TT,
® begins_with

FRE LIEIZ AW TUSET — 2 2 7 4 NVZ ) T LET,
CHIEEE—BOETIEH Y THA,

®is

BELEZE—BOEICESWTUSET — 2527 4 L2 Y
VI LET,

* device_type=wsa

TNRAAZATERELET, ZONRT A= |IMNETT, T
NRTOAPL 7 =V L, ZONRTA—2 LHFEHTHZHLEND
D i—é—o

* device name=<value>

TNA AL ERELET,

Host, Accept, Authorization

7 4 IVH
Vo7
FIONA A
BERAY
H—
BEANY
o

Content-Type, Content-Length, Connection

1

Wiz, ViR—h 72U XA TOHERLET,
T HD 1 ODEETET D (94 =)
s T OEEDOEEESGT D (94 2—)

cHT U TNA—TNOEEH T HZD 1 SOMEEZTET S (95 =2—)
DN T DEROEETFT S (96 ~—)

BT EDOEHEDOEEMEH L TEEO D % DEEOEETST 5 (98 X—2)
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AIEAD1IDODEZEZRET S

ROBITIE, B ZD1OOEZRGET 57 =) 2R LET,

HOTLJVIITRbE

GET /sma/api/v2.0/reporting/web malware category malware name user detail/

Web /AP |

blocked malware?startDate=2017-11-14T02:00+00:00&endDate=2018-02-18T01:00+00:00¢&

filterValue=23&¢filterBy=na&filterOperator=is&device type=wsa

HTTP/1.1
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0
Accept: */*

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
Connection: keep-alive

HUTIEE

HTTP/1.1 200 OK
Server: API/2.0

Date: Mon, 26 Nov 2018 16:29:33 GMT

Content-type: application/json
Content-Length: 193
Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type,
true

Access-Control-Allow-Credentials:
Access-Control-Allow-Methods: GET,

Access-Control-Expose-Headers: Content-Disposition,

{
"meta": {
"totalCount": 4
}I
"data": {
"type": "blocked malware",
"resultSet": {
"blocked malware": [
{
"10.8.93.12":
}I
{
"10.8.93.20":
}I
{
"10.8.93.11":
}I
{

POST,

137511

112554

92839

"10.225.98.234": 6

NI EDEBDEEZRET S

ROBITIE, NEFOHRETNA R ZA T NRIGA=ZEIFEL T, BT FOEROMEZER

"I ZRLET,
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BT YYIRE

hovs FL—THnENYLan120EERET S |

GET /sma/api/v2.0/reporting/web services summary?orderBy=transaction total&
orderDir=desc&startDate=2018-08-16T18:00:00.000Z&endDate=2018-11-15T10:00:00.000Z&device type=wsa

HTTP/1.1

cache-control: no-cache
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: 10.8.159.21:6080
accept-encoding: gzip, deflate
Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK
Server: API/2.0

Date: Sun, 18 Nov 2018 15:38:52 GMT
Content-type: application/Jjson

Content-Length: 403
Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{

"meta": {
"totalCount": -1

}l

"data": {
"type": "web services summary",
"resultSet": [

{"detected by traffic monitor": 0},
"detected malware total": 42},

"high risk transaction_total": 7109},
"blocked by admin policy": 0},

v

"

'detected by amp": 0},

transaction total": 33478},

"blocked or warned by webcat": 29},
"blocked by wbrs": 7038},
"blocked by avc": 0}

{
{
{
{
{"allowed transaction total": 26369},
{
{
{
{

HoVB TIL—TADENIED1 DDBEERET S

BT H TN—TNNIEEDO T T A NEENFET, ROBITIL, T4V H, THAA A XA
7 BIOREIRTA—FEEBELTC, B2 TA—THNOEK T T 2D 1 SO ETET

572V ERLET,
ST YO IR

GET /sma/api/v2.0/reporting/web application type detail/bw not limited?startDate=
2017-09-10T19:00:00.000Z2&endDate=2018-09-24T23:00:00.000Z&device type=wsa&filterValue=
FgfilterOperator=begins with&filterBy=na&top=2

HTTP/1.1

cache-control: no-cache
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0
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B #s0rv s0ms0menEs s

Accept: */*

Host: 10.8.159.21:6080
accept-encoding: gzip, deflate
Connection: keep-alive

HUTILRE

HTTP/1.1 200 OK
Server: API/2.0
Date: Sun, 18 Nov 2018 15:48:21 GMT
Content-type: application/Jjson
Content-Length: 138
Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
{
"meta": {
"totalCount": 2
bo
"data": {
"type": "bw not limited",
"resultSet": {
"bw _not limited": [
{"File Sharing": 84},
{"Facebook": 42}

BHDAI VI DEBDEERRFT S

ROBITIE, 78y FERIR, BROT NS R ZA T NI A—ZEZHEL T, HHOID
YA DOEBROEERSET 527 ) 2R LET,

HYOTLYVIITRbE

GET /sma/api/v2.0/reporting/mail incoming domain detail?startDate=2017-09-10T19:00:00.0002z
&endDate=2018-09-24T23:00:00.000Z&device_ type=esa&offset=1&limit=2

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sat, 17 Nov 2018 18:25:28 GMT

Content-type: application/Jjson

Content-Length: 1934

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
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"meta": {
"totalCount": -1

}I

"data": {
"type": "mail incoming domain detail",
"resultSet": {

"conn_tls_ total": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"conn_tls_ opt success": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I

"conn tls opt fail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I

"blocked invalid recipient": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 1}

]I

"last_sender_group name": [
{"pphosted.com": "UNKNOWNLIST"},
{"vm30bsd0004.1ibga": "UNKNOWNLIST"}

]I

"detected _amp": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 2}

]I

"social mail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 1}

]I

"detected spam": [
{"pphosted.com": 0},
{"vm30bsd0004.1ibga": 25}

]I

"blocked reputation": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"total throttled recipients": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 2}

]I

"total accepted connections": [
{"pphosted.com": 2},
{"vm30bsd0004.ibga": 119}

1,00,

"threat content filter": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"marketing mail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"blocked dmarc": [

Async0S 12.0 for Cisco Security Management Appliances - API R 2 — 7 v 7 H4 K (BEEA) .




. BNV EDEROEEERLTERDNY VI DEHDEERET S

{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

] r

"conn_tls success": [

{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

] 4
"total recipients": [
{"pphosted.com": 2

}I

{"vm30bsd0004.ibga": 112}

] 4
"conn_ tls fail": [
{"pphosted.com": 0

}I

{"vm30bsd0004.ibga": 0}

] r

"total threat recipients": [

{"pphosted.com": 0O

}I

{"vm30bsd0004.ibga": 49}

Web /AP |

FEHAOVEDBERDEZERLTERDAV UV ZDERDEZRET S

ROFITIE, A7y FERIR, BRI Y ZA T NRNTA—ZE2HELT, ROV~
S OEBOWMETGT 57 =) 2R LET,

HOTLIVIITRE

GET /sma/api/v2.0/reporting/web application name application type detail?startDate
=2017-08-16T18:00:00.000Z&endDate=2018-11-15T15:00:00.000Z&device type=wsa&query type=export

HTTP/1.1
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0
Accept: */*

Host: 10.8.159.21:6080
accept-encoding: gzip, deflate
Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sun, 18 Nov 2018 15:55:50 GM
Content-type: application/json
Content-Length: 1258

Connection: close
Access-Control-Allow-Origin: *

T

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken
{
"meta": {
"totalCount": -1
}l
"data": {
"type": "web_ application name application type detail",
"resultSet": {
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"time intervals": [
{
"end timestamp": 1538332199,
"counter values": [
{
"counter values": [
42,
25932,
OI
42,
OI
42,
0
]I
"application type": "File Sharing",
"counter key": "4shared"

"counter values": [

"application type": "Media",
"counter key": "Dailymotion"

"counter values": [
42,
20748,
OI
42,
OI
42,
0
]I
"application_ type": "Facebook",
"counter key": "Facebook General"

"counter values": [
42,
20580,
OI
42,
OI
42,
0
]I
"application type": "File Sharing",
"counter key": "MediaFire"

"counter values": [
229,
158838,
OI
229,
OI
229,
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] r
"application type": "Social Networking",
"counter key": "Twitter"

"counter values": [
ll
86334,
OI
4

’

’

o = O -

] r
"application type": "Instant
"counter key": "Wechat web"

Messaging",

"counter values": [
44,
40876,
OI
44,
OI
44,
0
]I
"application type": "Media",
"counter key": "YouTube"
}
]I
"begin timestamp": 1530383400,
"end time": "2018-09-30T23:59:00.0002",
"begin time": "2018-07-01T00:00:00.0002"
}
]I
"counter names": [
"bw_not limited",
"bandwidth used",
"bw_limited",
"completed transaction_ total",
"blocked transaction_total",
"transaction_ total",
"blocked by avc"

~ >
w24 API
Web hT7 XU T APLZERATDHE, xDNT oI varEFE b o roa oo
H—2HBBR L, TOFMEERGTCEET, Web bT7 v F 7 APLITRD LBV T,
e XL H—r R (101 X—)

LA YA NTT 4T =S

« SOCKS 7' %

(104 ~—73)

(105 ~=2—73)

. Async0S 12.0 for Cisco Security Management Appliances - API R 2 — 7 v 7 H4 K (BEEA)



| web /A API

Joxs4—tz |}

JAFXTH—EX

BEOBMEAZENT 5 L, FEOZ—FELITTRTOZ—HFD Web OEEAPIRGLIZ BT 2 1F
WMERFTE £,

W= GET /api/v2.0/web-tracking/web_transaction?resource_attribute

YR— x| oV T https://www.cisco.com/content/dam/en/us/td/docs/security/security

FD') ) — | management/sma/smal2-0/AsyncOS-API-Addendum xlsx & SR L T< 72 S0y,
AR

BERAY Host, Accept, Authorization
Hg—
SEANY Content-Type., Content-Length, Connection
A
1

WOFITIX, B, 742V 7 78y FERIR, BY, BEORRNToHF 7 var &
FT—HADNRTG A=A E/EL T, 7aF P —bRZL-oTUHEND P TP o g%
WS4+ 27xc) 2RLET,

HoTIL YO ITRE

GET /sma/api/v2.0/web-tracking/web transaction?startDate=2016-09-30T18:00:00.0002
&endDate=2018-10-31T19:00:00.000Z&filterBy=proxy services&filterOperator=is&limit=20&offset=0
&device type=wsa&orderBy=timestamp&orderDir=desc&transactionStatus=alls

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: 10.225.99.234:6080

accept-encoding: gzip, deflate

Connection: keep-alive

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 19 Nov 2018 14:43:38 GMT

Content-type: application/Jjson

Content-Length: 26617

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"meta": {
"totalCount": 20
}7
"data": [
{

"attributes": {
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Web /AP |

"webCategory": "Computers and Internet",

w_mn

"contentType": "-",
"pageResources":
"http://update.googleapis.com/service/update2?cup2key=8:128910954&cup2hreg=
3ab51fala72aa94fcbal2403£f2eb11c4884b27862dd31a779133c03a0e61d3344d",
"applicationBehavior": "-",

w_mn

"malwareCategory": "-",
"fileName": "-",

"SHA": "-",

"bandwidth": 0,

"policyType": "Access",

"user": "192.168.0.158",

"srcIP": "192.168.0.158",

"relatedTransCount": 1,

"malwareName": "-",

"applicationName": "-",

"policyName": "DefaultGroup",

"threatType": "Computers and Internet",
"ampFileVerdict": "-",

"destinationIP": "-",

"userType": "[-1",

"threatReason": "Information about computers and software, such as

hardware, software, software
support, information for software engineers, programming and networking,

website design, the web
and Internet in general, computer science, computer graphics and clipart.

Freeware and Shareware
is a separate category.",

"serialNo": "4229C3B46A609471867D-0720DA1A8RAG4",
"wbrsScore": "No Score",

"decisionSrc": "WEBCAT",

"url":

"http://update.googleapis.com/service/update2?cuplkey=8:128910954&cup2hregq=3a51fala72aa94f

cbal2403f2ebl1c4884b27862dd31a779133c03a0e61d3344d",

w_mn

"applicationType": "-",
"timestamp": 1540275265,
"transactionStatus": "BLOCK",

w_mn

"ampVerdict": "-

"attributes": {
"webCategory": "Business and Industry",

w_mn

"contentType": "-",
"pageResources":
"ftp://www.purple.com/,http://www.purple.com/,http://www.purple.com/",

w_mn

"applicationBehavior": "-",

w_mn

"malwareCategory": "-",
"fileName": "-",

"SHA": "-",

"bandwidth": O,
"policyType": "Access",
"user": "10.10.5.105",
"srcIP": "10.10.5.105",
"relatedTransCount": 3,

w_mn

"malwareName": "-",

w_mn

"applicationName": "-",
"policyName": "DefaultGroup",
"threatType": "Business and Industry",

w_mn

"ampFileVerdict": "-",

"destinationIP": "-",

"userType": "[-1",

"threatReason": "Marketing, commerce, corporations, business practices,
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workforce, human resources
, transportation, payroll, security and venture capital, office supplies,
industrial equipment
(process equipment), machines and mechanical systems, heating equipment,
cooling equipment,
materials handling equipment, packaging equipment, manufacturing: solids
handling, metal fabrication
, construction and building, passenger transportation, commerce,
industrial design, construction
, building materials, shipping and freight (freight services, trucking,
freight forwarders,
truckload carriers, freight and transportation brokers, expedited
services, load and freight matching
, track and trace, rail shipping, ocean shipping, road feeder services,
moving and storage).",

"serialNo": "4229C3B46A609471867D-0720DA1A8A64",
"wbrsScore": "No Score",

"decisionSrc": "WEBCAT",

"url": "ftp://www.purple.com/",
"applicationType": "-",

"timestamp": 1540274946,

"transactionStatus": "BLOCK",

"ampVerdict": "-"

"attributes": {
"webCategory": "Business and Industry",
"contentType": "-",
"pageResources":
"ftp://www.purple.com/,http://www.purple.com/,http://www.purple.com/",

w_mn

"applicationBehavior": "-",

"malwareCategory": "-",

"fileName": "-",

"SHA": "-",

"bandwidth": 0,

"policyType": "Access",

"user": "10.10.5.105",

"srcIP": "10.10.5.105",

"relatedTransCount": 3,

"malwareName": "-",

"applicationName": "-",

"policyName": "DefaultGroup",

"threatType": "Business and Industry",

"ampFileVerdict": "-",

"destinationIP": "-",

"userType": "[-1",

"threatReason": "Marketing, commerce, corporations, business practices,
workforce, human resources...

"serialNo": "4229C3B46A609471867D-0720DA1A8A64",

"wbrsScore": "No Score",

"decisionSrc": "WEBCAT",

"url": "ftp://www.purple.com/",

"applicationType": "-",

"timestamp": 1540263898,

"transactionStatus": "BLOCK",

"ampVerdict": "-"
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LANAE NS T499 =2

Web /AP |

BROBIEEERTS & ~ D =T OWA b &K= h~OBEEIC T 5 RE TG 5 = &
MTXET,

W= GET /api/v2.0/web-tracking/web_transaction?resource_attribute

YR— x| oV T https://www.cisco.com/content/dam/en/us/td/docs/security/security

F®D') ) — | management/sma/smal2-0/AsyncOS-API-Addendum xlsx & SR L T< 72 S0y,
AR

BERAY Host, Accept, Authorization
Hg—
SEANY Content-Type., Content-Length, Connection
A
1

WOFITIL, BIM, 742V 7 78y FERIR, BY, BEORRNToHF v ar &
T—HADNRTA—ZERELT, VA V4T 747 F=HZhoTUEEIND b T )
JvarERSGTAHII Y ERLET,

HoTIL YO ITRE

GET /sma/api/v2.0/web-tracking/web transaction?startDate=2016-09-30T18:00:00.0002
&endDate=2018-10-31T19:00:00.000Z&filterBy=14tm&filterOperator=is&limit=20&offset=0&device type
=wsa&orderBy=timestamp&orderDir=desc&transactionStatus=allég

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: 10.225.99.234:6080

accept-encoding: gzip, deflate

Connection: keep-alive

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 19 Nov 2018 14:58:11 GMT

Content-type: application/Jjson

Content-Length: 12

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"meta": {
"totalCount": 20
}7
"data": [
{

"attributes": {
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"l4tmDestDomain": "ticketbooking.com",
"l4tmUser": "10.10.99.68",
"timestamp": 1534143578,

"l4tmPort": 443,

"serialNo": "42292E04F63C3DE5S4F13-E5D7466DA42E",
"l4tmDestIpWithDomain": "103.117.180.6Qticketbooking.com",
"transactionStatus": "BLOCKED"
}
}I
{
"attributes": {
"l4tmDestDomain": "ticketbooking.com",
"l4tmUser": "10.10.99.68",

"timestamp": 1534143578,
"l4tmPort": 443,

"serialNo": "42292E04F63C3DE5S4F13-E5D7466DA42E",
"l4tmDestIpWithDomain": "103.117.180.6Qticketbooking.com",
"transactionStatus": "BLOCKED"

}I

{

"attributes": {
"l4tmDestDomain": "ticketbooking.com",
"l4tmUser": "10.10.99.68",

"timestamp": 1534143577,
"l4tmPort": 443,

"serialNo": "42292E04F63C3DE5S4F13-E5D7466DA42E",
"l4tmDestIpWithDomain": "103.117.180.6Qticketbooking.com",
"transactionStatus": "BLOCKED"

SOCKS 7B+

FfrsEse & 2 —WICBT A A2ETe, SOCKS 7u X 2@ U TR IS N T o7 v
VT AERETSET A LN TEET,

= GET /api/v2.0/web-tracking/web transaction?resource attribute
HR— bt | B oV TR, https://www.cisco.com/content/dam/en/us/td/docs/security/security
D)) — | management/sma/smal2-0/AsyncOS-API-Addendum.xlsx & £ L T < 72 &1,
2@
BERAY Host, Accept, Authorization
sf__
EEAY Content-Type, Content-Length, Connection
Hg—
!l

WOFITIE, B, 742007 78y FEFHIR, BF, BXOM TP a0 R
F—HADNTG A —ZE{EE LT, SOCKS 7’rF L h—bE RTINS T2
varERST s ) A RLET,
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B socks 7oxs

BT YYIRE

Web /AP |

GET /sma/api/v2.0/web-tracking/web transaction?startDate=2016-09-30T18:00:00.0002&
endDate=2018-10-31T19:00:00.000z&filterBy=socks proxy&filterOperator=is&limit=20&offset=0s&
device type=wsa&orderBy=timestamp&orderDir=desc&socksTransportProtocol=all&transactionStatus=all&

HTTP/1.1
cache-control:
Authorization:
User-Agent: curl/7.54.0
Accept: */*

Host: 10.225.99.234:6080
accept-encoding: gzip, deflate
Connection: keep-alive

S TILEE

HTTP/1.1 200 OK
Server: API/2.0
Date: Mon,
Content-type: application/Jjson
Content-Length: 6629
Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers:
Access-Control-Allow-Credentials:
Access-Control-Allow-Methods:
Access-Control-Expose-Headers:

no-cache

"meta": {
"totalCount": 20
}l
"data": [
{
"attributes": {
"socksUser": "10.10.5.106",
"socksBandwidth": O,
"socksUserType": "[-]",
"timestamp": 1538044948,
"socksTransportProtocol": "TCP",
"socksPort": 80,
"socksSrcIp": "10.10.5.106",
"socksDestinationIp": "-",
"socksPolicyName": "DefaultGroup",
"socksHostName": "concede.fmtlib.net",
"transactionStatus": "BLOCK"
}
}l
{
"attributes": {
"socksUser": "10.10.5.106",
"socksBandwidth": O,
"socksUserType": "[-]",
"timestamp": 1538044948,
"socksTransportProtocol": "TCP",
"socksPort": 80,
"socksSrcIp": "10.10.5.106",
"socksDestinationIp": "-",
"socksPolicyName": "DefaultGroup",
"socksHostName": "erupt.fernetmoretti.com.ar",

"transactionStatus":

GET,
Content-Disposition,

Basic YWRtaW4o6aXJvbnBvcnQ=

19 Nov 2018 14:53:33 GMT

content-type, jwttoken, mid, h,
true
POST, DELETE, OPTIONS

jwtToken

"BLOCK"

email
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"attributes": {
"socksUser": "10.10.5.106",
"socksBandwidth": O,
"socksUserType": "[-]1",
"timestamp": 1538044947,
"socksTransportProtocol": "TCP",
"socksPort": 80,
"socksSrcIp": "10.10.5.106",
"socksDestinationIp": "-",
"socksPolicyName": "DefaultGroup",
"socksHostName": "boots.fotopyra.pl",
"transactionStatus": "BLOCK"
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JLF API

HHREDZ = VIZix, 7)) XFHO—EE LTeonfig ) V—AENEENET, BUGTX
5OITREEHR (GET) OHRT, 2DV U —ZADZEH (POST. DELETE) ##E474+ 52 21T
XFHA, Wb X2V T 4 TFI9AT VA EA—N X2 UT 4 TTFI5AT A, £1-
X2 VT A BT T4 T ADNTNLNG, REDVLERT A R LR/ T, AL
AT ER|ETDHENTEET,

ZOET, WOETHEEINWTHET,

« VAT LBZ O =Y (109 =)

EHHBRE AN X2 VT4 T IAT UV ADBE RO =Y (110 <—)
s~k —rA0FMO 7 =Y (111 ~—)

e LIR— K ZN—TDREHO 7 =Y (111 L—)

o —H T — LT 7 & ARHER AP OB (112 ~<—)

VATLRZDY )

HOTLYVIITRbE

GET /sma/api/v2.0/config/system time?device type=sma
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk

Accept: */*

Host: sma.example.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.0 200 OK
Server: API/2.0
Date: Thu, 12 Apr 2018 18:06:32 GMT
Content-type: application/json
Content-Length: 121
Connection: close
{
"data": {
"continent": [
"Asia",
"India",

Async0S 12.0 for Cisco Security Management Appliances - API R 2 — 7 v 7 H4 K (BEEA) .




B s=suges—n x50 7I547 0 20MEHRDH T Y

"Kolkata"
] 4
"time": "Thu Apr 12 23:38:05 2018 IST",
"timezone": "Asia/Kolkata"

LA AP |

BEMREA =L EXa) T4 T7IT547 2 ADREHRD

"
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GET /sma/api/v2.0/config/appliances?device type=sma

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk
Accept: */*

Host: sma.example.com:6080
accept-encoding: gzip, deflate
Connection: keep-alive

HUTILEE

HTTP/1.0 200 OK
Server: API/2.0
Date: Thu, 12 Apr 2018 18:09:07 GMT
Content-type: application/json
Content-Length: 341
Connection: close
{

"data": {

"appliances": [
{
"123A45B6C678-1CDEFG2":

"host name": "esall.l",
"ip address": "10.76.69.29",
"product_ type": "ESA"

"123A45B6C678-1CDEFG3": {

"host name": "esall.QO",
"ip address": "10.76.68.224",
"product_ type": "ESA"

"123A45B6C678-1CDEFG3": {

"host name": "esal0.0.2",
"ip address": "10.76.71.63",
"product_ type": "ESA"



| AP
—sitant=y—ezosansy [

—mibEsn=-—EXDEHND Y T V)
ST YHO IR R

GET /sma/api/v2.0/config/centralized services?device type=sma
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk

Accept: */*

Host: sma.example.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.0 200 OK
Server: API/2.0
Date: Thu, 12 Apr 2018 18:13:50 GMT
Content-type: application/json
Content-Length: 169
Connection: close
{
"data": {
"centralized quarantines": {
"pvo_quarantine": "Enabled",
"spam quarantine": "Enabled"
}l
"centralized reporting": "Enabled",
"centralized tracking": "Enabled"

Li— bk TIL—TDEFHRDHI T V)

1 2OUEDEA—NL X2 T 4 TFIAT U ARG LR— N ZL—F 12T 515842 7
Y TEET,

BT YYIRE

GET /sma/api/v2.0/config/reporting groups?device type=sma
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46SXJvbnBvcnQxMijMk

Accept: */*

Host: sma.example.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.0 200 OK
Server: API/2.0
Date: Thu, 12 Apr 2018 05:41:47 GMT
Content-type: application/json
Content-Length: 397
Connection: close
{

"data": {

"reporting groups": [
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"2 esa _grp": {
"appliances": [
"123A45B6C678-1CDEFG2",
"123A45B6C678-1CDEFG3"

"Emtpy Group": {
"appliances": []

}

"dul @#SSNer () _H{t=_t{}1[:\"";<>2/ 0, |
"appliances": [
"123A45B6C678-1CDEFG4",
"123A45B6C678-1CDEFG5"

"Hosted_Group": {
"appliances": [
"123A45B6C678-1CDEFG6",
"123A45B6C678-1CDEFG7"

"1l esa _grp": {
"appliances": [
"123A45B6C678-1CDEFG8"
]

d—4H O—)LIZT U+ X A[EELR APl DEF

BfEw 7 A RO —YRFIHATRE/R APLDO Y X M RGT 22 ENTEET,

ﬁ&gg GET /api/v2.0/login/privileges

B3R~ Y& — |Host, Accept. Authorization

BNy F— Content-Type, Content-Length, Connection

ST YO IRE

GET /sma/api/v2.0/login/privileges

HTTP/1.1

cache-control: no-cache

Postman-Token: a7eca7b8-0656-43db-b692-812396a86976
Authorization: Basic YWRtaW46SXJvbnBvcnQxMijMk
Accept: */*

Host: sma.example.com:6080
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accept-encoding: gzip, deflate
Connection: keep-alive

SO TILRE

HTTP/1.0 200 OK
Server: API/2.0
Date: Thu, 12 Apr 2018 14:17:44 GMT
Content-type: application/Jjson
Content-Length: 4392
Connection: close
{
"data": [
"e message tracking messages",
"e message tracking detail",
"e message tracking availability",
"e message_ tracking verdict",
"e message tracking dlp details",
"e message tracking amp details",

"e config macro file types",

"e config geo_ countries",

"e config tracking query timeout",

"e config spam quarantine appearance details",
"sma config users",

"e config euq authentication method",

"e config euq url details"
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