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VF 4 TS5 TV ATHEATAES

ZDOWebBF2 T 4 TTTAT L ANBIRIFL
7237 4¥alb—3v a3y 77 A /L% Configuration
Master |24 > R"— h LET

(Configuration Master % { J L CH1 Je4E 178 T Web
X2 VT4 TTIAT LV AZERETD (23—
V) TCarr74Xal—raryIZrANERTFLEZ
5e)

o

A VR—= FDOFNEIZDOWTIE, WebtF =T 4 7
TIAT U ANSDREDA AR—1 (13 <—
D) BB LTLEE N,

A UR— I LIEREEEET DUEND

AR ZAE

Configuration Master T? Web &% = U 7 ¢ 5B D E
#ERE (14 ~—v) 2ZRLTIZEN,

RY —fRE. URL BT T Y /34 %
AREHE Web¥FX2 VT4 TTIA4T
VATEEREL TORWEGE

INODOREELXF2 VT A EHT TITAT L AD
7% 49 % Configuration Master |Z [HH53%E L £ 7,

Configuration Master T Web £ = U 7 ¢ #§HED H.
HRE (14 =) ZZRL TSN,

BX7E2®D Configuration Master ™ 5D A > R— k

BEA7 D Configuration Master % #7 L\ Configuration Master D /N—3 5 2T v 77 L— KT 5

R TEET,
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AT BX2 VT 4 EHT T ITAT AT, [V=T (Web) 1>[2—T ¢ U7 ¢ (Utilities) |> [(XE~ AKX —
(Configuration Masters) | Z3&# L 7,

RTw T2 [A7=a (Options) 15T, [EEDA > AR— b (Import Configuration) 1% 7 U v 27 LET,

ATY T3 [REY —ADER (Select Configuration Source) ] T, U A M5 [XE~ A X — (Configuration Master) |
IR E T,

ATV T8 ZOBRTEIZ, BMEOH AL LA 2—F a— LEZRVIALHE I AR LET,

ATF9 TS [ AR —b (mport) 127V 7 LET,

RDBRY

Custom Web User 2 — /L {22 T

WebtXa)T4 PTSATUADNLDHRENA ik— k
Webt X VT 4 T T 54T L ATHEL CWABFOREXHEHTAE8IT. FOa 74
Xl —2ar 77 ANEEXF a2 VT A ERT IIAT AL VR— LT, BEYAZ —
WCARY —REEERTE ET,

1R BRI

a7 4 X2 b—3 3 77 A/LE Configuration Master /3 —3 5 > O H it 2 fgsd LT <
72&W, i3 5 Configuration Master D/3— 2 > O (6 3—) Z#ZRL T
AN

TR OEHABROWD X2 VT 4 TTIAT UV ACREET TICABR L THIHETH, Al
DHDHWeb a7 4 Fal—ray Z7rANEMEITHLAVR— T2 ENTEET, 2
V74X 2= ar T ANERETAL—IIA A= T DL BIRLIZREYAX —IT
BlEMHT T AREN EEHEE SNET, £o, [EF 2 U7 4 P —EALKR (Security Services
Display) |"~—2DtF =2 V7 4 P—EADREIL, A VA= LT 7ANVE—HTDHLD
REINET,

CE) X2 VT A4BHT I I9AT VALV ENURL YT A vy hEfifT 5207 X alb—
vary 7y ANEALR— LI ETHE, B— RIZRMLET,

AFYT1 Webtxa T4 TFIAT L ADAL 7 4 F¥al—ay 77 A VERELET,

ARTY T2 ¥Xa2 VT 4 BHT TIAT AT, [V=T (Web) 1>[—T ¢ U7 4 (Utilities) > [(XE~ AKX —
(Configuration Masters) ] &3 L 77,

RTw T3 [A7 > a (Options) 15T, [EEDA > AR— b (Import Configuration) 1% 7 U v 27 LET,
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. Configuration Master T Web ¥ 21 1) 7 ¢ #EEDEIERT

AT T8 [BREDHERR (Select Configuration) | K27 &7 U A KD, [WebikE 7 7 A /L (Web Configuration
File) 1 Z# 3R L £,

AT TS [H LW AX—DFT 7 4/ b (New Master Defaults) ] 227 > 2 > C, [BIR (Browse) 227 U v 7 L,
Web BEXx =T 4 TTITAT U ANLENRAL T 4 Falb—vary TrANVEERLET,

ATYT6 [77ANDA AR —F (ImportFile) 127V v 7 LET,

AT TT [ R —1b (Import) 1227V w7 LET,

Configuration Master TMO Web X 1) 7 ¢ #RED EEHT

Configuration Master TlE, /N— 3 U5 U CROBEEZRETE £9,

« IDGRAN 7 1 7 7 A v * Cisco 7 —# & * SOCKS "R Y >—
. SaaS ALY o — X274 (SOCKS Policies)

. cFfEv LT =T « WAL LURLAT Y
« 857 U 3 — (Decryption Policies) % v

AF¥ ¥y
S M RS T B M
=T 4 TR — (Outbound Ay
) Malware #
T IEARY - Scanning) « N IRABE
cWeb T 7 4w Xy R — o SRERT— Z WL L4 LTy =
GE) Web hT74v2 #uF Bk % (L4 Traffic
R —%ERTHITIL, Monitor)

WebtX=2UT 4 7774
T ADWeb 8T T 4 w7
DE - THERREANZT D
BN BV FT,

o 2RO FIEOHIFRE (Overall
Bandwidth Limits)

RIE~ AN —CHEAERE X EHEYE T DITIX, [Web] > [XE~ A ¥ — (Configuration Master) ]
<version> > <feature> % HfR L £ 97,

WRE~Y AL —CHRREZRET D% H D SMA FFAOEV (15 °—) THHAT L —HOHEE
ZERWT, RIEVY ALY —CHREBLZRET 2 HEIE, WebtFx a7 4 77747 ATHL
HEEZRETHHA LR L TYT, KOV TIE, ZHEAOWeb X2V T4 77747
VADFTA VT FTRIERERT AT —DARA—Y 3 ST D AsyncOS N— g
@ [AsyncOS for Cisco Web Security Appliances User Guide] &M L T 72 &V, SLERGE

%, 95 Configuration Master /38— g » OfER (6 X—¥) &ML, AL T

HWebtEXa T 4 7T I7AT LV AIZKIET HAELWEEYAX —ZHBIL T 7EE0,

Web ¥ =V T 4 22— HA ROTXTDH/N— 3 22 https://www.cisco.com/c/en/us/support/
security/web-security-appliance/products-user-guide-list.html 7> &% FTHE T,
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mEvRs—chrERET sBansmarEnaL |

REXAZ—THEZHRET HHED SMAKFEDEN

RIE~ AN

U e

= 1:H#6E

—CHREZRET DL &I, UFCTHHAT DI Webex a2V T 4 7T7I7A4T A
FHEBERETAHSEA L OEWVICEE L TLIEEN,

%% : Configuration Master & Web Security Appliance & @&

WREFE = [ER—D

¥4 (Details)

FTANTOKRE, FRICHFY U —RXT
DHTHERE

BE~AS—CRETHEEEICONVT, EX2 VT BT FIAT AT
[Web]>[~—7 ¢ U7 ¢ (Utlities) |>[EF =V T 4 P —¥EZXF (Security Services
Display) IZ& 2BEREZ AT HHMERH Y 3, FEHIZ OV TIE, HEEENF I
FMESNTND Z EORER (16 %—Y) ZBRL TN,

ID (Identities) /#@kn~7" v~ 7 A v
(Identification Profiles)

« Configuration Master T ID/AkR| 7' 2 7 7 A V&R 2560~ (16
N=) EZRLTIESN,

s FTUART L b =W ID Y AR— M ORIEL VLD B D Web EF 2
VT4 TTITAT L APRERNRT 774 T AL LTEMSN TV D5,
ID/RESN 7 7 7 7 A VOB E T2 TR RIS [ — P &2 Z@mry 27k (Identify
Users Transparently) | 47> a U ZHEHTE E7,

Cisco Identity Services Engine
(ISE) & L Ca—4 25l
TORY —

X2 VT 4 IN—T %7 (SGT) HEHIL. Webx =2V T 4 7T T7A4T AN
LRISHTEICETRENE T, BHEHT I 7 AL, ISEV— L EHEBETS
ZEEHY ERA,

SGTDO VU A h&F T~ RTEBTHI2IE, [Web]>[t—F 1 VT 4 (Utilities) ]
>[Web7” 77 AT 2 AAT —H A (Web Appliance Status) ] Z&IR L, ISE #—
W SN TWDE Web X2 VT 4 TT7IAT A% 7 ) w7 LT, [T—XD
®Hr (RefreshData) 1227V v 27 LET, T 7 T4 7 L AZHOWTHREITIS L
THYIRLET,

— R 7REB AT ) A TIE, 2, TR TO WSA 2385559 5 ISE — 313 1

BETHVET (NN ISEDOAKRETT) . b7 — ¥ &R>8EED ISE —
NEYAR—FENEH AL

[7 77 ARY 2 — (Access
Policies) |>[Z//V— 7 DfmtE (Edit
Group) ]

[RY T —RA 2 N\DEFH (Policy Member Definition) ]2 3 = > T [ID

(Identities) J/[#&5~7" 7 7 7 A /LEB L = —H (Identification Profiles and Users) ]
FTarERET L BT v Y =B HEA L THLHEITITET
DS ET,

[ZVv—T7 DRt (Edit Group) ] X—Y T/ L—F 2B LT-HE. MR REORK
MDD 500 HE LERENERHA, BIIO T IV—TNEOMLRWEEX, £
IN—T% 7427 U (Directory) [#5K~7 4 —/V FIZAJI LT, [IBI (Add) ]
RE BTV I T5HE, KREHY— (Authorized Groups) ]V A MZIBN
THZENTEET,
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B configuration Master © ID/3I 70 7 7 A LEERT BHEOED F

HEEEIEIR—D ¥4 (Details)

[7 7 BARY 2 — (Access
Policies) ]>[WeblL B =7 — =
YESNT =T RROBERE (Web
Reputation and Anti-Malware
Settings) |

SaaS 7~ U 2»— (SaaS Policies) FAEA T Y a O [FHRR R — RN L o> TR & zSaaS2— Wi e o
%779 % (Prompt SaaS users who have been discovered by transparent user
identification) ]iX. "7 AT L v b 2—FID VR — T HFRFE LV LD
Eéhtw&%#:)?477?47VXﬁ%ﬁﬂ%77?47/xkbfﬁm
SN TWDHEDHRANIRY 3,

Configuration Master TID/ERI 7O 7 A L EZFAT RBAEDEY k

X2 VT4 EHT T TAT UATIDEB T 0 7 7 AV EERT DERICIE, BFEDT ST A
TUADIKIZHEHAEND AT arBb0ET, ez, BXa2 VT4 BHT S I7A4 TR
AL, WebtX2UT 4 77747 VAT EIERRENT-BEDO Web X2 VT 4 77
TAT LV ADALY T A X2l —2a R =R 58813, 12077 A Ve~
Za— KL, RO~ 06 FEHTRY U —%2 BT 508N’ H D £,

IHEFEITTDAEDDOHED1HDE LT, ET T I7A T AZIDEMNT a7 74 vD® Y b
ZERL, TN ID T n 7 7 ANESRT 2R O —%2RET DHHERDY £, &
X2 VT 4 EH-T I IAT UVARREE LT HE, ZNODIDRAI T 27 7 A& IDG
B7Ta 77 ANEZRT LR —IXEBICHIBRS L, B £3, ZoEEEAT
He, FEITMORETHAMLENDY EXHA, ZHIERWIZ 7774 T7 AT L] O ID/
Wl e 7 7 A VT,

ZOHFEOHE—OMEIX., T 74N FORY —F X IDMER T e 7 7 A B, A FREIT
B 56TY, eziE, DY A FTIEARY v —% [defaultallow withauth| (ZF%E L., 3l
DY A FTIE Tdefaultdeny| IZEREL TWDLHETYT, ZOHEG, 77747220 1D/
W77y ANERY =T 73 EOT < LIHERT 2 0ERH Y £, AT
HO [F7x0 b RY—%ERLET,

WEENEICHEIESN TS Z & DFEER

Configuration Master %/\Faﬁﬁ‘%) AN, TR ESND Z & & ABRICEROBEREN A X —
TR BT D X DIZE Eéﬂ’b’@/‘é LB LET,

OO, RO EEFITL T EIN,

e A X =TI ENTWHEEED LR (17 X—)
s ABTAHEEOF I (18 ~X—)
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1 x—Inizshcnasaons [

A\

GE) ER2MEEFFSEEO Wb EX 2T 4 T T4 T UV ANEURE~ AL —IZEIDYHTH
NTWBERIE, &7 774 T AEJENZART B L2512, ABENC 26O FNEE =T
THULERHD F9,

AR—TILIZSN T BHEBED LLER
ZFNENDOWeb ¥FX 2T 4 TTIAT LV ATHDCESN TODEEREN, ZOT 75T
ZIBEHEAMT BN TVDEREY AL —TAMEENTWDHHEREE —~H L TW D Z L 2R L F
7,

A\

GE) B 2MEEFSEEO Wb EX 2 VT 4 T ITA T UV ANREURE~ AL —IZEID B TH
NTWABEAIE, &7 7 I7A T AZREICART L L1 L. ABRNZZOF = v 7 #5347
THNLERHD F9,

RFYT1 bF 2T BT T T AT AT, [Web]>[2—F 1 UF ¢ (Utilities) ]>[Web7” 7 F A 7 A AT —
% A (Web Appliance Status) ] Z 3R L 97,
ATV T2 REVAZ—%NATLWebEX 2 VT4 TTI7A4T L ADLHERZ ) v 7 LET,
AT T3 [BEF=2 VT 4P —E R (Security Services) | 7—7/VETAZ/r—/L LET,
ATYTE AX—TNVZEINTVDLT X TOEEOHIEEX—NRT 7 7 4 7T, HIRUINTRNZ EE2MRLET,
ATw TS5 [—E A (Services) | FIDFHEHELLE L ET,
[WebT” 7°Z A 7 > A+ —E A (WebAppliance Service) % & . [EET 77 A4 T A L TH—ERAEHERL
F 952 (Is Service Displayed on Management Appliance?) ] #I23—EH L TWALERH Y F7°,
« [f7h{t (Enable) ]1=[iF\> (Yes) ]
* [#%h (Disabled) |3 X OV [ARF%E (Not Configured) ]=[\ Mz (No) ] F721% [#%) (Disabled) ]
NA=HHAEINETA, & 2L, £DOA 7L 3 1% Configuration Master TRRE TX AN, —&
IIERTF SN T, BREX—DRT =X AEMRTHZ LN TEET,

AT 4 X2l —Ta VDOAR—FL, REAEDOTFANTERENET,

RDOBRY
b HMIEIC OV TOA R—T LB LUF 4 £ —T VOREN—F L TORVEAE, KOV
T LET,

« Configuration Master DXHGCT DR ELX AR LET, AT 2O AE (18 X—)
EERLTLIEEN,
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* Web Security Appliance D 4 5% DIHEE A X — T NETZIIT 4 E—T7 VI LET, BHEANR
Lo TE, EEROERBIZEERE L5670 £9, BET DHEEIC SV TR,
[ AsyncOS for Cisco Web Security Appliances User Guide] ZZfR L T 72 &0,

DT SHEEDHEMNE

Configuration Master Z i/ L TEXEZ AT 28EZ A X —7 M LET,

48 HHEIIZ

A R—=TINCT DHEREL T A B — T NMCT DHBEZ MR L 7, A F— T /ST HHKRE
D (17 =) 2ZRLTIIZEN,

ATV TN BXa VT BT I T4 T VAT, [V=T7 (Web) 1>[—T 1 U7 ¢ (Utilities) 1>[EF =V T 1 H—
B AFsR (Security Services Display) ] Z3®R L £ 9,

ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,
[Ex= VT 4 P—EARROMFmEE (Edit Security Services Display) ]X— 12, 4 Configuration Master {238
RENDHEREN - BEINET,
FIZ [/ L (NJA) ] EFEREN TV DHEEREIX. % @ Configuration Master D/N— g V CEITE RN &
EEWLET,

GE)  Web VX UIREL LT BE&NTWEFA, ZHIE, Web 7 XTI Web X2 UT 4 7
TIAT VATERIN TS T BX Y XA TONTI0EFEITTHDICAI/R>TnH L
ReZNTWAHTT, Web 7’ X 24 5L, WebteXa VT 4 77747 U RITA
BlENZTRTORY —NER SN ET,

ATw T3 (LE) i L7\ Configuration Master |3FEFRIC L E T, FERB LOEREICOWTIE, A LN
Configuration Master D7 4 Z—7 L1k (19 X—) ZHRLTLEEW,

ATV T4 FHTLHEREY AL —IZONT, AT DEHEREICHT D [T (Yes) 1T = v 7Ry 7 ZAERIE
TR L £,

IROFFERRRICITFITIER L T 723V (e 47" 3 1%, Configuration Master /3 —37 = /(T
Ko THERY ET) .

e hTUART LU R =K, 74U =R ET—FEHHLEBE., Tuoxy A 28I H T

ARVAN - S
sHTTPS 71 %3, HTTPS 7 X%, HEBRY o —2 BT T EH-DICA F—T T HUENH Y £
7,

T VT AN = TuXy S—7, =T 47 R —EFEHT AL Web X2 T o
TITATVATT vy T A MY —h Faky FA—T R TE D LI/ > T BBER DY %
¥

ATy FE [%F (Submit) 227V v 7 LEd, X2V T4 P—ERAOHREITMZTZEFTN, WebrFx=UT 4 7T
TIAT VATRESINTA Y P—IZEET LA, GULICREDEEA vy E—URERINET, £E
BEET D 2 EDRMEERG AL, [#ifT (Continue) 1 %27V v 7 LET,
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/A L% L Configuration Master D5 « £ — JJL1t .

ATYT6 [BEFXx=VUT 4P —ERAFR (Security Services Display) ] ~— T, BIRL7=&A 7T a ORI [1T0
(Yes) 1 EERREINDZ MR LET,
ATV T BREERGFELET,

RDBERY

 APFDT TFAT VAR LT, FRTOBMERTE L A>T S =
LEMRLET, X7 MISNTOOMIEOE: (17%—Y) #BRLT X

Uy,

BSOS Web EF 2 U T TTTA T UAT, BIEY AL —ITH LA LIk
T DRENANT R > TVD Z L MR LET,

{#F L7z L\ Configuration Master D57 « £— J )L 1k

fEFl L 72\ Configuration Master &/~ L72WVWK S ICTHZ LN TEET,
72721, D7 &b 1 2D Configuration Master XA TDLE RN H Y £,

\}

(GF)  Configuration Master %7 4 =7 /LT D & ZHUIKITHT X TOSEN, 3T 5 [RE
~ A% — (Configuration Master) | % 7 % 5T GUI 22 LHIBR SV E T, % D Configuration
Master Z {59 2 RE T O AT 2 7I3HIBR S 41, FEFRR O Configuration Master [ZH| V) 4T 5
NTWET_XTOWeb EF 2 VT 4 TTTAT AR, FDHTHATHNRNEDE LTH
TEENET,

RTYT1 BX2 VT4 FHT T IAT AT, [T (Web) 1>[2—7 14 U7 4 (Utilities) [>[EF= VT ¢ ¥—
B A7~ (Security Services Display) | Z 3L 97,

ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

AT w73 fEH L7\ Configuration Master (2% 5 F = v 7 7R v 7 2 Z3BIRfERR L £ 97,

ATy Ta4 BEREZEEL, RIFELET,

iR 74 IIVAREEERT 2=HDRTE

¥ A7 T ConfigurationMaster i fH 9% X 5 8% E SV TWDIEEIEL, TEIRT 7 A VAR
TLHREBITONLTWET,

Z 9 TRWGAIE, RO TR T 2 FIEZET LT ZIV, Zhbid, SRR 7 A VA
7213 T72 <. Configuration Master DABIZ HiEH SV E T,

X VT 4 EFET S IA T UATOHRREF a7 f Fab— g VEHOFME (
6 —)

Web t¥1)T1 7ISAT7URDER .
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« Configuration Master D #)J#i{t. (7 ~<—)
* Web Security Appliances & Configuration Master @ Bi#fF 12>\ T (7 =X—Y)

—_ o — =
WebtXxal)T4 7IT54T7 VANDEEDAH
» Configuration Master D/ABH (20 ~=—)
HERT 7 ANVKBRIC K DREDORNR (24 X—2)

Configuration Master M 2 5

Configuration Master Ciax /& & fte £ 7213 A > AR — K L7=%., £ DKE% . Configuration Master
CBEMT O TV WebtF 2 VT o4 77T T U ANRHATEET,

« Configuration Master 2 /ABA7T 5HIIZ (20 ~—2)

« Configuration Master DABH (22 X—)

« Configuration Master &% H/ABH (23 <X—27)

s AV RTA v A H—T A AT D Configuration Master DAB (24 ~=—3)

Configuration Master %229 A HillZ

Configuration Master #2895 & | % @ Configuration Master |2 BiH{F 1T 541 T % Web 5 =
VT4 TTIFAT L ADBAFORY —FlN L& S ET,

2—=) ZBBLTLEZN,
TRTOAEY a7

KRBT DHWebEX2 VT 4 TTTA4T 2 AD AsyncOS 73— = (X, Configuration
Master D/N— 5 LR U TH DM, £721E SMA AHfitE~ U 7 A THHEMER R I
TVHEN=Va rTHLHUENRD Y £,

« (MEIDH) Configuration Master Z i L CHREFTUTCWeb EX =2V T 4 T T4 7T
VAEERT S 2—Y) TUMBT L FIEIENET,

« Configuration Master Z /A58 L, ABAZICENT D2HREN A R —T7 M2 L HITT DI
. B Web X2 UT 0 77747 RE ZHICHIGT D Configuration Master DOFERE
ZHERL, REIS U TEEEZMZET, A RX—TMZSNTWDHERED G (17 ~—
V) . BIXOREIZS CTABRT ORI (18 X—) 2R LTIEEN,
B—lF NTTTAT VATHICSNTORVEREOREZ AL TH, 2D OKRE
FEH S ILEE A

[i] U Configuration Master [ZH| 0 4 THILTWNDHEBD Web £ ¥ =2 U T 1 77T 44T U ATH

TR DHERED AN 2> CWBERIE. &7 774 7 2 AEINZABRT 2 0LERH Y £, *
NENDOABRENCHEBEN AN 2> TWD Z EZMER L TLIEE W,
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Configuration Master % 2ABA 9 % #ilIZ .

NI SNTEREDOAR—BZFrET 5101, AFEREOFR R 27 =) 2ZRLT
<TZEvy,

cRBARTIS, HRETDHEWebExX2 VT4 TTITAT U APLaAr7 4 Fal—ay
T 7 ANERGT LT, A SNEREIC L > THENE LEGAICBEFORELZE T T
HEolCLTREET, FEMIC OV TIL,  [AsyncOS for Cisco Web Security Appliances User
Guide] ZZML TS 7ZEW0,

cWebEX=2UT 4 TTT7A4T ATy b LIz XIT Web 70X OFEEINMEC
RAEFARIT. FNEEXa VT BT TS5 AT U ANLABLEEXICL T axy
OFEENLEICR D 4, ZOBREIE., BERBAELET,

Web 7’0 L OFEENC LY, Web ¥ = U7 1 F—ERIT—HFRJICHEr S £,

DRI 0 7 7 AN T DEFENHT DL, T_XTOZY R —YRHEEREE %S
HVENELCET,

LS RZ AN

cHBDOWeb X2 T 4 T7F4T AT AsyncOS T LIEBEIL. D07 77347
v A% 873 % Configuration Master & BT 2 T AUX R HRRWGERH Y £7,

« Configuration Master 2, K7 > A7 L > b 22— ID BWHEPLS NIz LIV A EFFZ72 0
Web X2 UT 0 77747 AZABRLIZLOO, [ID (dentity) V[EAIZ w7 7 A /v

(Identification Profile) ] 721X [SaaSA VU > — (SaaSPolicy) | TR TV AT L > |k =—
PID Z@ERLTWDHE, ROLDITRY E,

« [ID (Identity) J/[f%5~7" 7 7 7 A /L (Identification Profiles) ] D&, F T AT L
v 22— ID XN D . R VDI GRAEN X E (Require Authentication) | 47
Ta URBIRENET,

* [SaaSAN Y >»— (SaaSPolicies) | DA, N T AXT Lo b a—HFIDOF T a v
T RO VICT 730 b4 T a s (SaaS2—WITH L THICT 1 ¥
FOREA BR) MBI SIVET,

¢eRSA V—NHIZREENTWARWEED Web X2V T 4 7774 T AZEXF2Y
FTUERT TIAT U ANBIAEDLP R > —%2RNHT AL, EXa VT4 BHT T
AT VAL o TRONHAT — & AEENRESNE T,

[The Security Servicesdisplay settings configured for Configuration Master <version> do not
currently reflect the state of one or more Security Services on Web Appliances associated with this
publish request. The affected appliances are: “<WSA Appliance Names>”. Thismay indicate a
misconfiguration of the Security Services display settingsfor thisparticular Configuration M aster.
GototheWeb Appliance Status pagefor each appliance providesa detailed view to troubleshooting
thisissue. Do you want to continue publishing the configuration now?

NRRZEFATLIEGE, RSAV—SAICEESN TRV Web EX 2 VT 4 7T T4 T VA

X, AMEDLP RV o —%2ZfFLETH, ZNoORY —F T 1 —7 Mz E&hET, JHB
DLP % — D EINTWRWEE, Webtx 2T 0 77747 2 AD[FMIDLP (External
DLP) | X—UIZFABR IR —RNERINEEA,
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. Configuration Master 0 23 B

Configuration Master @ ID/z& 5 7’0 7 7 14 JLO X | Web Security Appliance @ ID/Z§A1 7027 7 A

F—LA U
Kerberos 331F 21 H NTLMSSP 38FE % 72 1% Basic 22:1F % i
Kerberos 32:F % 72 1% NTLMSSP Z&:F 2 {5 [ NTLMSSP 8 % 1

Kerberos #2:F. NTLMSSP #25F. F 7213 Basic 38 | NTLMSSP #2:F £ 72 13 Basic 3G 2 1%
AIE A i

AECRIES N2 —FDOHERIEL, Web XU T 4 TT7I7A4 T ACED B THATWD
J~_"C D ConfigurationMaster D Y A N & E R L, BIEMHLINL TV ARELZ AT HZ &L
M T FH A, Configuration Master DBIDO W7 &~ F AT 5541 i HEEEICHWE Db
TLIEENY,

GE)  WZMEHT % Configuration Master Z [FIRFIZHRSE, = — N, EITAHLARNTIZE N,
cRUCT 7% oKD 7,

CRILV AT AERIT2OORRDE AT A EOBEEDOT Z v,

Configuration Master @ 2}

ATy T

ATy T2
ATvT3

ATy T4

ATy TH

15D B HIIC
Configuration Master ZABH T 5 H1IC (20 ~—3) OEERBEMLIFREZSRL T LIV,

X2 VT EHRT T IAT AT, [V=7 (Web) [>[—7 1 U7 ¢ (Utilities) ]>[Web7 7747
 A~DZABE (Publish to Web Appliances) | #38R L £,
[4 T <EEZ/ABAT 5 (Publish Configuration Now) %227 U v 27 LET,
T 74N N T [V AT LAEKRDY 2 74 (System-generated job name) | DB IR I TWET, HDHWT
a—PEROYa 74 80 XFLF) # AT LET,
/ABH9 % Configuration Master % 341 L %97,

GE)  FED/N— 3 @ Configuration Master DY 7k v AR EL, WebtX =2 U794 77747

2T HTDHE, WebtEFxFa VT 4 77 T4 7 ZZEATT 41TV % 7 Configuration
Master N— g U3 Ry XY U X MIFERRSNET,

Configuration Master DA E 72D Web X 2T 4 777 A 7 VA ZBRINL £7, Configuration Master
IZED B THENTWNDETRTOT I T4 TV ACREEZNHT AL, B TondXToTr7I4
7 > A (All assigned appliances) ] Z &R L F 9,

ER S

. Web X1 T4 7TSATUVRDER
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ATvT6

Configuration Master % % B 4B .

[VAMADOT T T AT A&BIR LT ZEV (Selectappliancesin list) ] % 3%## L T, Configuration Master
WEHD Y TONTWDET I IAT Vv AD—EERRLET, BREDKHGELERDT T I7A4 T LV AERRL
i ﬁ—o

[/AB (Publish) 1272V v 27 LET,

[ZABHH (Publishin Progress) |~3— UIZFK/R SILDHREDORRIBFR RN —E T F A M, ARFIC=T —21%

ELTZZEZ2RLET, MOYa TRBUEARP OSE, BERITFOY a 7RETT5HEETINET,

G ETROY s TORMIEL. [V=7 (Web) 1>[2—F 1 UF 1 (Utilities) ]>[Web” 751 7 >
S SNOY/N; (PublishtoWebAppliances) I_X—=vicbRRINET, [AFH (Publishin Progress) |
W27 7B AT HIIE, EBAT —Z ZDffER (Check Progress) 1427V v 7 LET,

RDEZRY

KNBANELLSET L Z 2B L ET, AREREOFR Q7~—) 2ZRL TS,
FEEICAHSNR PS> TEHANFIRSNET,

Configuration Master % 1% B 2\ B

ATy T

ATvT2
ATvT3

ATvT4
ATvT5
ATvT6

ATy 17
ATvT8

B BRI
Configuration Master ZABHT" 2 HIIZ (20 X—) OEFERFEFLIFREZZSR L TIZI N,

X2 VT 4T S ITAT AT, [V (Web) 1>[2—7 1 U7 « (Utilities) ]>[Web 777 A7
v A~D/BE (Publish to Web Appliances) | 238 L 9,

[VaTd&aArYa—)T%5 (Schedulealob) | %27 U > 27 LET,

T 7 XN NTIRH [V AT LERD Y a 74 (System-generated job name) | SEIR XN TWET, H DWW T
a—PEROY a 74 80 LFUTF) ZATTLET,

Configuration Master Z/ABH9 2 Akga A1 L £ 7,
/ABH9 % Configuration Master % 341 L %97,

Configuration Master DABHE L 720 Web B F = U T ¢ 77T A 7 v A %@?R L ¥, Configuration Master
WEID G THNTWDLTRTOT T ITAT L ACKELRETLHITE, [FIVETONETXTOT T4
7 > A (All assigned appliances) ] Z &R L F 9,

ER 8

[VAMADOT T T4 T 2 A&EIR L TLZEV (Selectappliancesin list) ] % 3## L T, Configuration Master
WCEIDHETOENTNDT I IAT LV AD—EERRLET, REODKRHILELRDT T T4 T o A% RIL
iﬁ—o

[1EF (Submit) 127 Vv 7 LET,

AT a—=nENTNLHYa7DYAME, [V=7 (Web) 1>[—7 1 U7 ¢ (Utilities) ]>[Web7 7"

AT v A~DBR (Publishto Web Appliances) [ X—VICERRENET, AT Va—nAEShTWnWbdbYar

Web X1 T4 7TSAT7VRDER .
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. avYYKRSA4 Y 428 —T x4 RXIZ& % Configuration Master 02\ B

ERETHICIE, OV aTdTOLEE 7 Vv 7 LET, RETOY a T EF Y BT BITIE. MIET D
THETAarE Y7 LT, YVadOHIREERLET,

ATFYTY9 ATV a— )L ENTARBLORBRICARNIELL BT LI L 2HRT L2010, BoBEBFICHTHH
XA (DL —7200) ERTHZEHLTEET,

G¥) Xﬁ?:%ﬁéhﬁ“%?ﬁfﬁ%éTé%’\77?47VX%U7%Fitﬁ7y77V%
RLZEAIE, Va7 2HERAFr P a— T A30ERHD 7,

RDEZRY

NEAPELLSET Ll 2R LES, K’FBEEOR R Q7~—) 2L TIZaVY,
7’33}4 \—/\E:ﬁ éﬂfﬁﬁ)ﬁfulﬁaﬁﬁiéﬂ“éﬂij«o

A RS540 423 —7 x4 XIZ& % Configuration Master 0 /A B
~

(G¥)  Configuration Master Z/AB 3 2 R1IZ (20 X—) OBEBERBEMFLEHRESHL TIEI N,

X2 VT 4BET T T4 T AT, RO CLL 2~ Rl L T Configuration Master 7> &
EHEEZNATEETS,

publishconfig config_master [--job_name] [--host_list | host_ip]

config_master |%, HA— k &I TV % Configuration Master D/3— 5 T3, ZOF—T—
RIIMZETY, job_name 47> a NIAMKATRE T, fBE LA > oG aldAEmk s ivE 7,

7 a v hogt ligid, ABENDE Web XU T 4 TTITAT UV ADKRA NGETIZIP T
RLADU A T, F8E L7 ->7284 1%, Configuration Master [ZF| Y 4 CTHLTWDHTXT
@ﬁxbnA%éniTomimj7/a/ai\w/vaﬂoTWﬁ®Txbm7%v
AEFRETEET,

publishconfig =~ > R E) L7 2 & 29 512i%, smad_logs”7 7 A V&R ET, [V =
7 (Web) 1>[=—7 1 UT ¢ (Utilities) 1> [Web7 7T A 7 AAT — 4 A (Web Appliance
Status) ]ZRINTHZ LT, ¥Fa VT AEHT T T4 7 2 A0 GUIH HABIBIENRENTE -
e EMERTHIIELTEEYT, Z0X—UnE, AHBROTEMEZH D Web 7 77 A4
TUAERERLET, £, (V=7 (Web) 1>[—F 1 UF ¢ (Utilities) ]>[2\B (Publish) ]
>[ABHJERE (Publish History) 12k V| [ABAERE (PublishHistory) |~—JCideZ LA TE
£7

R 7 7 4 IV ARIC K HFRED A

WR7 7 ANVAREEA LT, A#EEOHAZ XMLy 7 4 Fa2lb—var 77 A /VE, 01—
TN T 7 AN VAT EANLEBROWeb X2 VT 4 TTITAT AT vy 2 LET,

YE3R 7 7 A VAP 2R L TRRIE T E DREDFEMIZ W TR, Bk & Bl 7 Ao iE
Q=) ZzZRLTIIZEN,
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AR 7 7 A VAR : [§F CREZE2AEIT S (Publish Configuration Now) ] .

PER T 7 A VAR EFAT T H121E, e L TIIZEN,

JEIET 7 A VAR [A5 T SEREE AT 5 (Publish Configuration Now) ] (25 ~=—73)
s JREE T 7 A VABR - [#% HZABR (Publish Later) ] (25 ~<X—3)

AR 7 7 A4 IR : [§F CREZ2LFT % (Publish Configuration Now) ]

LY o RY- 1] b
cANBT AT 4 Falb—var R—=Ua R, AT T T AT AD AsyncOS /3 —
Var b EHMERDH D Z L EMERLET, A~ Y 7 X
(http:/Awww.cisco.com/c/en/us/support/security/content-security-management-appliance/products-release-notes-listhtml)
EZL T &N,
« BHHDOWeb ¥ X2 VT 4 TTIAT VAT, WebexaUT 4 77 T7A47T v ADBAF
DEEEAL T4 Fal—ay TrA/MINy 7Ty 7 LET, dEIc VT,
[ AsyncOS for Cisco Web Security Appliances User Guide] Z £ L T 72X,

RATFYT1 TR AWebEX a2 UT 4 TTFIATUANS, A7 4 Xal—ay 77 AVERGELET,

Web X274 77I7AT U ANbaAry T 4FXalb—aly 77 ANVERGET D HIEIZOWTIE,
[ AsyncOS for Cisco Web Security Appliances User Guide] Z &M L T 72X,

RT9T2 BX2 VT4 BHT T IA T ADY 4 RUT, [T (Web) 1>[=—7 1 U7« (Utilities) ]>[Web
T TAT 2 A~DAB (Publish to Web Appliances) ] Z88R L £7,
ATY T3 [5FT<SREEABT S (Publish Configuration Now) %7 U v 27 LE7,

ATV T4 TT7 5V FTIE [V AT LERDY 3 74 (System-generated job name) ] 2NE RSN TWET, HDHWIE
vaz4 B0XFET) EASHLET,

AT 95 [ABT 5% E~ A% — (Configuration Master to Publish) | C. [#E3E~” 7 A /L4 7+ 2 > (Advanced file
options) ] Z IR L £7,

ATv 76 [BH Browse) |27 U7 LT, FlH1 TRIFLIZZ 7 A NVERINLET,

RTYTT [WebT 7747 A (WebAppliances) | K w7 H 7 UA KNG, [UARNNOT T4 7T A% ER
L TL 72 &0 (Selectappliancesinlist) | E 721X [v A X —IZHID 4T o729 T (Allassigned to Master) |
FRRLT, av 74 Xal—vay 77 AVORNRELERDT T IA T A@RLET,

ATw T8 [AB (Publish) 1227V v LET,

R 7 74 ILAE - [EH2B (Publish Later) ]

18 HHIIZ

AT AT 4 Fa b —ar R—=Ua R, AT T T4 T AD AsyncOS /13—
VarlHHWMENRS DL AR LET, A~ FY 7R
(http/Avww.cisco.comy/c/enfus/support/security/content-security-management-appliance/products-release-notes-list html)
ML TS0,

Web X1 T4 7TSAT7VRDER .
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Webt¥1)T4 7I54 7 RADER |
B 2wvasozxs—sz2ec@EORT

c BIHEDOWeb ¥ X2 VT 4 TTITAT VAT, WebteFxa )T 4 77747 2 ADETF
DREZEAL T A Fal—ay TrANMINRNy 7T v 7 LET, FHEMICOWTIL,
[ AsyncOS for Cisco Web Security Appliances User Guide] ZZfR L T 72 &0,

ATFYT1 TERDBWeb X2 UT 4 TTIFATUANS, A7 4 F¥al—Tay 77 ANVERELET,

Web bt X274 7FITAT L Anbar74Xab—vay 77 ANVERGETDTECONTIE,
[ AsyncOS for Cisco Web Security Appliances User Guidel] # &M L T 72Xy,

ATV T2 BXa VT 4 BT 7I7A4A T VAT, [V=7 (Web) 1>[2—7 1 U7 ¢ (Utilities) ]>[Web 77747
» A~DZABE (Publish to Web Appliances) | 38R L £,
ATV T3 [VaTdukArYa—17T5 (Schedulealob) %27V v LET,

ATV T8 TT7H)V T[TV AT LERDY 3 74 (System-generated job name) ] MBI N THET, HDHWT
Yaz4 B0XLFET) EASHLET,

RTv TS BEXAHTDLAREAILET,

AT 9 T6 [ABT 5% E~ A% — (Configuration Master to Publish) | T, [#E3E~7 7 A /L 47 3 > (Advanced file
options) ] ZIEIR L, KIZ[ZM (Browse) |27 Vv 7 LT, FIH1 TRFLI2 T 4 Falb—a
T ANEIERLET,

AT TT [Web7 7747 A (Web Appliances) | K v 77X URA NS, [UANNDT TT7A4T 2 A ZEIR
LT 7Z &V (Selectappliancesinlist) | 721X [v A X —IZHID HTHN7=FXT (Allassigned to Master) |
EBRRLT, a7 4 X2l —ary 77 ANVDRAREERDT FIA4T o A5@R LET,

ATw 78 [AB (Publish) 1227V w2 LET,

NP ITDRAT—EREBEBEDRT

B8 BIEFIR

AT a—VIERLTIATEINTWY |[[T=T (Web) ]>[2—7 ¢ VU7 1 (Utlities) ]>[Web
RWABY a 7 DY A K T T AT v A~DINE] (Publishto Web Appliances) | %
B L, [RETP DY 27 (PendingJobs) 1BV v a v %
B L TLEE,

BT TTAT LV ATHRBEICAE |[[7=7 (Web) 1>[—F ¢ U7 1 (Utilities) ]>[Web
IR ED Y A b TFTAT AAT —H X (Web Appliance Status) ] % i3
WU, [FHAE (Last Published Configuration) ] ™
FHEZRLTIIZEN,

BEEITHRONRY a 7OAT— [[V=7 (Web) ]>[—7 1 U7 ¢ (Utilities) ]>[Web
2 A TT54 T v ASDUE (Publishto Web Appliances) ] %
IR L, [ABAD#EHR AT — & A (Publishing Progress) |
7 varERRBLTIZSN,
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segEnx® [

S BRAEFIR

TRCELE—EHDOT 774 T v | AHBROF R Z2RB L TLEE N,
ANCHT BT RTELIT DL
B a 7ok

NEHBEEDRT

KRB ZFRT DL, ARPICRELEAREENH LT —2F =y 7 L2, RESNT
WOHMBEL =Ty N T T I7A T U ATHNI 2> TO DO AR —RERFE LD 75D
BB ET,

ARTYTN BXa VT A EBT T ITAT AT, [T (Web) [>[=—T 1 U7 ¢ (Utilities) 1>[ABHERE (Publish
History) | Z#RL £7°,

AT T2 FEOYa ZICALTEDLICHEMAERRT DI, [Va 74 (JobName) |FITHREDY a 74527 U v
7 LET,

RATYvT3 FEMAEERLET,

T a T ORBEDT TIAT AT H AT — X ADFEMEFIRT DT, [ (Details) ]V 7
Vv LET,

[Web7 7' F A 7 > AABADFEM (Web Appliance Publish Details) | ~<X— Y RER SN ET,
$ VT OREDT TTAT VAT B MERAT B, TTIATALEY ) v LET,

[V=7 (Web) |>[—7 « U7 ¢ (Utilities) |>[Web7 77 A 7 > A AT —H4 A (Web Appliance Status) ]
NR=VURFRINET,

hREER 7Y TSI L—KEE

H—DbX2 VT BT T4 7% (SMA) ZFEHLT, BEOWeb X2V T 4 77
FAT A (WSA) ZREFCT v 77 L — K752 LN TEET, £ WSAILRARD Y 7 b
T Tl —REMEATHIELTEET,

cWebtXalT 4 T FIAT L ADT v F L — RO—EF# E2HE 27 2—)
*WSAT7 v 77 L—RKO@EREL Y a— K (30 =)
e A VAP T4 P—=FRDOEH (31 =)

WebtXa1 ) T4 T7TSAT72oADT YT I L—FO—EBEEZHRTE

IO X2 VT4 ERT SIAT A= ENTT v T L— R =R EHRT DI
T, WOFNEEFEITLET,

Web t¥1)T1 7ISAT7URDER .
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B sesroisL—rer—crormt

« —TERT v ST L — R v x—T ¥y OEME (28 X—2)

EHINBEDE Wb X2 VT 4 T T IAT VAND—TEHRT v 77 1L — K Yy —ERD
B (28 ~—2)

—nEBTYvITITL—FIR—vDEME

1R BHEIIZ
e T T T L — RO— T EREFHCT HENS, T _XTOWeb X2 T 4 TTI7A4T
ANRESH., HELEBVICEEL TWARERH Y £,

e — BT v S — REZETEWeb X2 T 4 TFIA4T AT LT, fEARlIc—
TEBT v 77 L— REFNZT HHLERH Y £,

N

GE) CLITO—x®&MT v 77 L— REEINTHITIE, REFHAL
E3r

applianceconfig > services > [...] > Enable Centralized Upgrade
> Y

WU RAHREX— N X 2 VT A BT T IAT VAL VA =L ENTND Z & R
Lij‘o

RTYTN ¥X2 VT 4 EET T IAT VAT, [FET 7747 A (Management Appliance) ] S— T Z RN, X
DIz, [BEAEEY—E X (Centralized Services) |>[—tEET v 77 L — K <% — % (Centralized Upgrade
Manager) ] Z#R L £7,

ATv T2 [REOHE (Edit Settings) 1227V v 7 LET,
ATv T3 [B%) (Enable) | A2 LF T,
ATy T8 BEREXRGL, RELET,

EEMNRDOEZEWeb X1 T4 FITSATUOARAND—TEEBT7YvIITL—FH—EX
DFEY)
X2 VT4 BT TIAT VAT EB,T v L — R~ =y 2B L%, Hx
DEHNIRWSA T tEHT v 77 L — R LT, Ty 77— R ~v3x—U v 4
VB Web X2 T 4 T IAT UV AZBNMTLHXLERDHY 7,

ATYT1 ¥X2 VT A EBHT S I7A4 T AT, [EHET 7747 A (Management Appliance) ] X— T & 3R L, %
D%, EREBHY—E R (Centralized Services) |>[EF = U7 1 77717 A (Security Appliances) ]
ZIEIR L7,

. Web X1 T4 7TSATUVRDER



| Webt¥aF4 7TS547 v RADER

EENZOE Web £¥20 T4 7 TS FUA~D—nEEF v T7L—FH—Eznim [

ATFYT2 Web X aUT 4 TTIAT UV AEZELEBMLTWHWARWEES, 70037 v 771 — RO—x&BO-07T
TIAT U AEBMTALENRD DA

ATvT3

a)
b)

g)

[Web7 77 A 7 A@D3BH1 (Add Web Appliance) | %2 Y v 7 LET,
[T 7747 A4 (Appliance Name) | LN [IP 7 KA (IP Address) |7 F A K 7 4 —/L RIZ,
Web X2 VT 4 TTITAT LV ADERA L H—T 2 A ADT TITAT AL EIPT KLAZATIL
£7
GE) [P7 RLA (IPAddress) | 7% A K 7 4—/L RIZDNS 4 & AN LT=HETH, [IEE
(Submit) |27 U7 35L, IPT RLAIZEBRINET,

[—EE BT » 77 L— K (Centralized Upgrades) | ZfEid L T 72 &0,

[BEki DSt (Establish Connection) %27 U v 7 LET,

BRI BEIRDT T IAT LV ADEHET W bDa—FH ENRAT L —R% NS L., [t O
(Establish Connection) %7 U v 7 L&,

GE)  mIlAVEREREANT L, ¥Xa2 VT ABHRT T IAT o ANDIE— R TTI747
VANDT 7 A NMREDTD DA SSH F—NESNE T, 1 /A UEKRERIL Security
Management Appliance (ZfR7F SV EH A,

Success| A v E—VN_X—=VDT—TNO EICERINDETHELET,
[Test Connection] &2 U v 7 L£7,
T—=TNDLEOT A MEREHRLET,

[#E (Submit) ] &2V > 27 LET,

RIRFIZT v 7 7L — RO—nEBEHEBENILERL, BEHROWeb X2 UT 4 TFITA T ADY X
MZBIT 25 WSA T Lz, ZOFIEZ#EVIRL T,

TOEHEKNBT TIA T ADY A MIEEFEDO WSA T v 7 L— RO— i MEGNCT51201%. &
DFNEEFEITLET,

a)

b)

<)

WebtXa2UT 4 777347 A4 EZZ V27 LT, WebtEXa2 T4 TTT7A47T U ARED
fmtE (Edit Web Security Appliance Settings) | ~— Y B X £7°,

[WSA £#)ZHH— A (WSA Centralized Services) |7 v 2 > C, [~mEHT v 77 L— K
(Centralized Upgrades) | Z &R L 77,

(&5 (Submit) 127 U v 27 LET,

ToT T L —RFO—tEHEANTT S WSA T L2, ZOFEEZBHEVIKLET,
ATy T4 BEEERIFLET,

RDEZRY

BHHRT TTA T ADY A MA~DBMTERBI Y A MOREFTEDOFTFMZOVWTL, &
X BRT T IAT L ADBIMZOWTESRL T IEEN,

Web X1 T4 7TSAT7VRDER .
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Webt¥1)T4 7I54 7 RADER |
B wsaroisL—romResy o n—k

WSA7 v T L—FDFEREADO—F

ARTYTN ¥X2 VT 4 BT 77T AT, [Web] =V &EIRL, [2—T 1 U7 ¢ (Utilities) ]>[—cEET »
77 L — R (Centralized Upgrade) | # &R L 7,

Ty — FRICRIEEBIRENET I I9A TR, Ty 7T L —RATF—FANY A NENET,

ATw T2 [T v 77 L— R (Centralized Upgrade) | X—Y T[T 7 I7A T ADT v 77 L— K (Upgrade
Appliances) | R¥ > %27V v 7 LET,

T 77— FRARER TN T OB R WSA 3 Y 2 FEan kT,

ATy T3 VA NCTLHIORNCH IRy 7 A F 27 LT, TS T L—FRt258Webtxa T4 77747
ABREINLET,

ATy T8 [¥7rv—F U g¥—FK (Download Wizard) ] £721X[# VB —FBLOA VA b= 7 4P —F
(Download and Install Wizard) | DWFNnE 7 Y v 7 LET,

Zyra— Koy PF—RTiE, @IRLEZWSAILX Y —RKT57 v 77 Lb— K Ry —U %8I TX
7, ZOBMEIF v e— REHATYT, B0, FVATAIX Y a— KLy r—V% A VA h—
AL, BRI TEET,

Fora—FRKRBIXUOA VA=V PF—=RTIE, FUurue—R3TB37 v 77 L— R Xy r—U LR L
7=WSA~DRIFA VA M=V EBBIRTEFET, f VA =N, FV AT HMIBINICHEZSH SN ET,

ATvTS BELIEY AP — RO [T 77 L— RO (Fetch Upgrades) ] X— YR ERINET, IR L7 WSA
THIAEERTXTOT v 77 L— PRGNS E1E (WSA~ R v 7 2D [AT—2 A (Status) ]
SN TRIRAREZR T » 77 L— ROBUGMN5E T LE L7z (Completed Fetching Available Upgrades) | & R
SN5) . [k~ (Next) 127 U w27 LTRIATLET,

ATw 76 [FIHAEERT v 727 L— K (Available Upgrades) ]-~<— 3 Cld, IR L7 WSA Z LICRIHARER T v 77
=R ELVFRI_TY R bERET, MEAICKRKS DETZRERL, [~ (Next) 1227V v 7 LE
R

AT TT U4 P —=FRD[T v 77 L— KOER (Upgrade Selection) ]-X— TliL, WSA Z L IR INL7ZT v 77 L—
ROB#HME~ R v 7 ZPRENET, WSA ZLICHBDT v 77 L— R ELREF v L, [k~
(Next) 1227V w27 LET,

ATv 78 [P~V (Summary) |X—IIZ, BRL7ZWSA L7 v 77 L—FK BRI L OMEFEERNY 2 S E
To [~ (Next) 1227 Vw7 LT, U4 P —REFITLET,

ATYT9 WSAHAT —Z AR ED—#HOX T n— K F v 7 (ZfiE, [LE2— (Review) ] ~—3TH% WSA
DHETra—R AT —=ZZADY A MPRREEINET, ¥V r— KOGt (Begin Download) 1 %7 U >
LT, BRLTEAEWSANT v 7T L— R Ry =Tk ra—RLET,

[LEBT » 77 L — K (Centralized Upgrade) | X—IZi%, 7B EAL2KZH L TH¥ Ve —RKAT—
ZANEWMPEREINET,
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1oz b—nwv—roER [

RDERY
[T rv— K7 4% —1F (Download Wizard) |- ZOFINEDHIDIZZDRZ %7 U v

L7ZAlE, Forn— RFosg THRIZ, [Web]>[2—7 4 U7 4 (Utilities) ]>[—Jc/& F
7 w77 L— R (CentralizedUpgrade) 1% @#IRT 570, /L7 7 U H U4 FUd~—
VEBIARE L H )y T HTET, [ET v 77 L— R (Centralized Upgrade) ]

/\O‘—:\/\\%E%ﬁ Li‘@‘o

T T L— RE[feir T _RCOEHMEWSAD Y A Mz, [~nEHT v 77 L—FR
(Centralized Upgrade) |"X— Y DRIOE 7 > a T T v 77— R X r—URT T
H—RINTWNDLTXTOWSABY A MSNET (o M) &R RINTNDH A
AR H2I VT DHE, EOWSALLE Ty B— RINTT v 7T L— KRy r—
VEHIBRTEET) o

WOTH, ZOVYRARTIDEITHEED WSA Z&IRL, Z0%, [f VA =L Ty
#—F (Install Wizard) 1227 Vv 7 LT, Fvrn—RSheT v 77 L—R Ny /r—
POBRUIAWSANDA A b=V ZBIATE £, WSATA VX b—ARETT 5
L ERAEHEBI ShET, 20U 4= FOMEHAFEOFEMIC OV TIEA v A h—L
AP — RO B1<—Y) Z2ZRLTIEIN,

s[FUra—FBLOAS A M=/ T 4% — K (Download and Install Wizard) |- = ®FJE
DOWDIZZDRE 2T V7 LIZGEEIE, ¥ 7 rr—ROETRIZ, 7y 77 1L—FRD
A VA N—VRHBIZHBREY £F, 20T AOFEHICONTE, A VA =L T 4
P—=ROMEH Gl =) OAT v 7 2UBRESZRLTIEEN, A VA M= ARET
5L, WSADRFHEEHLET,

AR =L D4 H—FDEMA

Fora—RBIOA VA M= T aE20—E LTHENIIIT O 22 E ) MBIz A >~
A M= T 4= RERGETIHE, ERET 7T — R Ny r—URFxra—Ran
oM, FEA VA=A ENTORWN T DL ED WSA 28R % [~ oEBT v 77 L—FK

(Centralized Upgrade) | X— T [Af A h—/L 7 ¢ #— K (Install Wizard) | RFZ %7V v
7 LI E1E, WOFIEICHES>TA, v A P—NVEFRELET,

ATV T URCE v — R LTy 7L — R Robhr—V% 4 VA M= T B4

a)

[—EEBET v 77 L— K (Centralized Upgrade) |~ X—Y D [# 7> v — K L7 AsyncOS /N\— 3 D
Web 7 7'Z A 7 > A (Web Appliances with Downloaded AsyncOS Versions) | &7 > a > THM® WSA

PERLET ((Web]>[=—T 1 VT ¢ (Utilities) |>[ BT v 77 L — K (Centralized
Upgrade) ]) .

b) [ A= U4 HP—F (nstall Wizard) | %27 Vv 27 LET,
ATV T2 U4 —=FD[T7 v 77 L— KOl (Upgrade Preparation) ] ~3— T, IR L7z WSA T LTk & FEITL
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* WSA DBUEDRRED /Ny 7T v A —%Z DY AT AD configuration 7 A L7 b UIZERIFT 555
Bl [Ty 77— RTDHNIBAEDRE % configuration 7 4 L' 7 ks VIZERTET 5 (Save the current
configuration to the configuration directory before upgrading) ] #4112 L F 7,
o [REOEE % RTF (Save current configuration) [ 47 'Y a V' BA NIRRTV BHEAE, [RETZ 71 /V
WD /82T — R%&FZ9 (Mask passphrasesin the configuration file) | 24N L TRy 77 v/ a b’ —
NOBEDTRCOBRANAT V=R~ A7 $T5ZENTEET, [EEDP2—FK (Load
Configuration) |2~ NiE, ~AIMHERRT VL —X&MH LIy I T v 7 77 A VOFr— RIZ
I TE RN RITER LTI Z a0y,
s [RAEDORE%IRT (Savecurrentconfiguration) |47 > a VN A NIRRT WBEGEE, [Z7 A /VE A —
L CEE (Emailfileto) | 74—/ RIZ 1 DL EDOEFA—/L T RLAZANTEEST, ANLEESE
T RLVRIZ, Ryl T v TEET7ANDAE—RNETA—LTEREEINET, Vo ~THEDOT K
VAZXE)Y £,
ATY T3 Next|] 227V w7 LET,
ATy T8 [Ty 77— ROWE (Upgrade Summary) |-3—I20%, BIR L7724 WSA DT v 77 L — KO Ui
MYARNENET, R~ (Next) 1227V w27 LT, V4P —KREHITLET,
RATY TS BRAT —HARED—HEOT A A Fxy7|ZHE, [LEa2— (Review) ] —TH WSA DA > A
F—V AT —=HZAD Y A MPREINET, =T —PERINTWNDET A AZHEIYFRTEET, [~
A b=/ OBtE (Beginlnstall) %227 Y v 7 LT, BRLZE WSA DT v 7T 7 L— K Ny —T0A
YA =N ZR L ET,
AVARN—)V AT —Z AERNF R I N [0 EBT v 77 L — R (Centralized Upgrade) ] ~X— IR
DET,

GE) K WSAE, A1 A= NVORETHEHIZHEH INET,

RDBRY

GE)  Fo, WSA B ORI Vv r— KLy 5=V DA VA M= %FTT5H2LHT
FET, 2FV, Xy —RENET v 77 L— R Xy r—UF, WSA LD [V AT LE
I (System Administration) |>[2 AT L T v 77 L — K (System Upgrade) ] X— 2 [ > A
h—/L (Install) ] ARFZ & EHIZY A RINET, FMIZONTIE,  [Cisco Web Security
Appliances = —% A R] @ AsyncOS L t&FX =2 U7 4 =R av K= ~DOT v 77
L— RBLOEHICHET 2 AL T IZE 0,

WebtXal) T4 PTSATVADRAT—F ADRT

e A X—=TIIZENTWHIERED LG (17 =)
cWeb 7 7T AT A AT —Z ADHEDF < (33 4—)
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Web 7 JS5A TR RT—RADOBEDERT

[V=7 (Web) |>[=—7 « U7 ¢ (Utilities) |>[Web 777 A T A X7 —H A (Web
Appliance Status) | X—E, EX =2 VT 4 BFHT 7T A4 7 ARSI TND Web EF =
VF 4 7T I7AT o AOE LR L £,

[Web”Z A 7 > AAT—H A (Web Appliance Status) ] ~<—UI21E, 5 STV D Web &
X2 VT4 TTIAT LV ADIY AN, TTITAT A%, IPT RLA AsyncOS 73— =
v, BBRICABRSNEREER (—Y, YaTdh, a7 4 Falb—varnN—val) |
FEAFREEIIEARTTICEN T D EXF 2T 0 —E R0, BLOEHRL WL T 77
ATV ADREE EBICRTRINET, BET A ad, BRINT T IA T AD 12T
HEENMERZ LERLTVET,

BROWeb tXal)T4 FITSATUVADAT—RADEKTR

(77747 v AAT—4% A (Appliance Status) ] <X—IZiE, B SNTNWDLET T T4 T
ADIRENFERNZF RS NE T,

[Web7 77 A 7 2 AAT—4 A (Web Appliance Status) ] X— Y TEHMRE Web X = U T ¢
TTIAT UV ADFEMERTT DI, TTIAT L ADLHE T Y v 7 LET,

AT —RZZERE LTI, RSN TWDE Web X2 UT 40 7FI54 7 2 AT 5 — ik
W, FNOONRAESNTRE, ABBEERE, WEX—DORAT—Z AR ERHD £,

\}

CE)  RRWHEART A BH2H0IE, EFEREZFR— 5~ OHRTT,

GE)  Webtx=UTF 4 77747 2 AD Acceptable Use Control Engine D& Ff/N— g 23, ¥ =
VT4 ERT T ITAT LV ADN=T a LB LRWGAIE, BEX v t—UBRERENE
T TOP—EARWebEFa )T 4 7T ITAT UV ATENI 2> TNDD, T IIAFHEL
ROEAIE, oL (NA) 1 EFRrREShET,

O — XY

Web 7 547V R RAT—45 ADEEM

ZON=VDIEROIFEALEIEX, WebBF 2T 4 T IAT U ANLEREENET,

X2 VT AT =X AR B, T IAT U RET L, YU T AES, AsyncOS

D=3 EILRH, AsyncOS DA A h—/LHIF, mA M)
RENHBIE (RBEAR, Ya74, ar7sFalb—varn"—Ta . ARORE,
—F)
s BUTICRAT SN T — X BEORZ e &, FREFRIL R —FT 4 VT DORAT—H R
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cWebEX=2 VT 4 TTT7AT LV ADEED AT —H X (BHEDED /> TWVDE M
ESin, HEEXF—DRAT—H R)

BHXREB L OEEAOT 7 F A 7 > 2D Acceptable Use Controls Engine (D /3—3 g o
Web X = VT 4 77T 47 2 AD AnyConnect £¥ =7 EE U T 4 E
ZDOWebtFx= T4 T7FTA47 0 R3S 47 Cisco Identity Services Engine (ISE)
H—

WebEFX 2 VT4 TTIAT L ADTuXTHE (T 7T AN —A Taxvbrax
> @ HTTP A —I)

CBREY—EAER (= AFX—L LA V=S U A RTUANT LY b a—
ID DY AHR—bOFEE, REECRKELIZGED N T 7 4 v 7 DT vy 7 72T

Evh WebtxalT 4 77I7A4T L ATHRELTRFTOBRELTEN [Web 7 T T7AT VA AT —
# % (Web Appliance Status) ] ~—VIZKBMENDETIZ, B2 2 nbH £, 7—
ZETICEFT I, [T—FDOFH (RefreshData) (V> 27227V v 7 LEd, X—=TVD
BANAZ TN, T—=FRREIC) 7y a SR alE2m L TWET,

URLAZT3Y £y FrOEFHFOERFLS I UVEE

VAT AT Web DEARZEHT H7-OICFRIERINTWS URL 7 2V ZHRATOIRREIZ
HEFF3 5729121, Web Usage Controls (WUC) @ URL 47 2V & FERHTHEH L ET,
FIFNLNTIE. Web X2 UT 4 TFI5A4A T AN URL AT IY &y NOEH% Cisco 7>
SHBECA Y a—FRL, X2 VT BT I T UV ANINLDOREFZ2EFENRD
Web X)) T 4 T T7A4AT L ANSLESUNICHEBIMICZELET,
TNHOFEHIIMEORERBLOT I I3A T AOMEICEE S 52 AR RN ADT, &I
B Y U CHEBIZICHLT A2 LERH Y 97,
T Z L&/ L T 7EE0,

sURL #7 FY v FOFHIILDEDOEE (34 X—)

«URLAT IV &y hOEFHETIEHEBLOT 77— bDZE  (35X—)

CHREFIIEE SN AT Y DOF 7 30 FREDIEE (35 2—)

cURL T =Y &y hOEHFIRFIZRY o — L DRI T2 7 7 A4 VOB ELTHER (35—

)

URLAT3Y £y FOEFICL LSEEDIERE

URL 773V &y FREH I D L., Configuration Master DFEF DR U > —DEENZ LT
LAREMER B £T,

URL 77 3V &y M OEHFRIZICHLE L e 50O BEFRICOWTL, BEHZHE#R I T
W5 7T, [AsyncOS for Cisco Web Security Appliances User Guide] ¢ [URL Filters] D
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URLH 7S &y FOEHET 2ENsLUTS5— roziE [

@ [Managing Updates to the Set of URL Categories] 77 > a > &R L T 723w, 73V
IZ2W X, R D TURL Category Descriptions] CiiBi ST\ ET,

URL A 73 £y FOEHICET I IBME LV T S5— FDRIE

ZIERR BRIEFIR

URLAZT I &y hOFEHD |Cisco 2T oY X2 UTF 4 T34 7T AT %@HE
SR (URLA 72V &y hOBEFNIET 2@MEETe) 2%
DINIET AT v 7L TLEEV, CiscolTr—1bE &
EZRLTEI N,

URLA 73V &y NOFFHN |[EBT 77147 A (Management Appliance) |>[2 AT LE
BEFOR Y o —fREIC 23 | B (System Administration) [>[7 77—k (Alerts) 1WZF#E) L.

HEEDT T— b [V AT L (System) |77 2V TEELLDT T7— &%
FIH2E0CRESNTVWDLZ AR LET, 77— M

DNWTOFEMIL, 77— FOFEHEZSZRLTIEE W,

HREEEEINE=HATI)VDTI4IL FEREDIETE

URL 7 =Y &y b&2EHTLHANS, URL 7 4V Z V72T O RY —OFMRA T TV R
=V ENTAT AVIET T 4V P OBERTRET D0 TAHBT TISRE STV D Web
X2 VT4 TTIAT U ADOREEA VIR — M O0ERH Y £7,

SR oW TIE,  [AsyncOS for Cisco Web Security Appliances User Guide] @ [URL Filters|

D [Choosing Default Settings for New and Changed Categories] &7 2 2 > F 72X Web ¥ =
VT4 TTTAT U ADE L TA Y ~VTEZRLUTIESN,

URL A T3 &y FOEFHFEIZKRY D —EID/EMNTOT7A4ILDE

TE % e

URL 77 3 2y hOFEHIZL ST, WO2FEHOTI7— MR M) T—SNET,
e T T DEFEIZONWTDT T7— K
e HTITYVDOEFICLS>TEEIN-, FHIIT 4= ENTERY o —2oNWTDOT
A
URL A7 3V &y NOEFIIET LT 77— Fe2ELEE1E. BEFO URL A7 IV (2HS
AR =L IDEEA T 7 7 A VBB EHER) O —DHMEZMZ L TWNWAZ L 2fERLT
<TEEVY,

EENMLEREFEOZFEMIOWTIL,  [AsyncOS for Cisco Web Security Appliances User Guide]
@ [Responding to Alerts about URL Category Set Updates] &S L T 72 &0y,
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Application Visibility and Control (AVC) D EH

SMA IZEBXRNRDO Web BX 2 VT 4 T T7AT L ADELIIFAET D AVC = ¥ D/3—
VarZzAaEmMIcHEHLET,

AV 74 FXalL—2avEBLLOBREND SIS a—
Ta4Y

o [{XE~ A% — (Configuration Master) ]>[ID (Identities) J/[773!>7" 7 7 7 A /L (Identification
Profiles) ]2 [Z /L —7" (Groups) | WNZFR Sy (36 X—)
o [BXE~ AZ— (Configuration Master) |>[7 2 & A " U 2»— (Access Policies) ]>[Web L-
Ea7—arbevy= 75RO E (WebReputation and Anti-Malware Settings) ] 2—
VORENBE L 13RI 37 =)

FENFIKDO NT TNy a—TF 47 (37 _—)

TN X4 — (Configuration Master) 1>[ID (ldentities) I/[&AI = 0O
7 7 4 )L (ldentification Profiles) 1(Z[Z'JL— 7 (Groups) 1HRTIN
g A

R

[V~ (Web) ]>[f%E~ A% — (Configuration Master) ]>[ID (Identities) J/[#kBI~7" 2~ 7 A
JV (Identification Profiles) ] DR Y v — AL R—2w TOEFEX—V T, [BIRENTZTLV—TF
& —H (Selected groups and Users) 112 [Z /v —7 (Groups) |47 v a ViNFERENEH A,

J)a—3y

BEDOWeb X2 VT 4 TTITAT U ARBLIEA. [y U —27 (Network) 1> [783
(Authentication) ] D4 WSA T, [f CARID LIV DK LTI X TORED R —TRVRDY |
FTRXTOWSA TLIAVALR—ETHHZ L 2R LET,

EXb K WSAIZOWT LV LA ZHERT HIZIE, [V (Web) 1>[—7 1 U7 ¢ (Utilities) ]>
[Web7 754 T L AART—H A (WebApphanceStatus) WBE LT, &7 7 I7A4 T VA4 %
7V w7 L, RO THETCAIr—LLET,
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[Z2FE~ X4 — (Configuration Master) 1>[7 4 X 7/K') — (Access Policies) 1>[Web LE 1 57— 3V ERILI T 7RHEDHRTE (Web

Reputation and Anti-Malware Settings) | R—CDHRENEE L ITEL D I

[£% %€~ X2 — (Configuration Master) 1>[7 %7 X 7R1) — (Access
Policies) 1>[Web LE 27— 320 &7 LD T 7XRDEXE (Web
Reputation and Anti-Malware Settings) | X—C DHRENETELITELG D
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Configuration Master D [7 2 &2 /KU »— (Access Policies) |>[Web L' B =7 — 3 v <)L
U = T RKDFHE (Web Reputation and Anti-Malware Settings) ]~X— 12, Web L E =T — 3
Y AATDOLEWVERESY VY =2 TRRAF v =V U ERBIRT DR S BESL
HREMFERENETA, FH0F, Web X2 VT4 7794 T VAT X2 T 4

EEH LTSS BICINOORENTENET,
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AT a v id, [V=7 (Web) 1>[2—7 1 U7« (Utilities) 1>[tF =) 7«
H— B AFEKR (Security Services Display) ] C. Adaptive Security 23% @ Configuration Master |Z
KL TERINTNDENE I NI Lo TERY £,

[£XE < X2 — (ConfigurationMaster) |CEIEDHREZ A vR— T 5
BORED S I a—Ta09

IRl

Configuration Master 11.8 127 > 77 L — K L=, BEAFOFRE % #1 L\ Configuration Master (Z
AVR—=bTDE, TTIAT AT Wb EXF2 VT 4T 7747 A (WSA Sandbox) O
ay A=AV NLET,

R &
7 77 AT A% Configuration Master 11.8 Z R — 53—V a3 7 v 77 L — KL

%, WebtXa VT 47 FIAT7 0 At xa YT AEBT 7747 2 ATEEMNT T, BEF
? Configuration Master 7" bR EZ A ' AR— M T 2M0ERH D £,

GE)

REZ 7 ANDHR— RERIRY U—FEEOMENRAET 281, 777947 AD GUI 2
TEMERLET,

BREMRKBRD STV a—Ta0T
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Appliance Status) | ~— VAR L ET, AN KETL2HAITKDO LY TT,
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T T T4 T v ADFTED Configuration Master DF%E & —E L TWRWIEEIZIE, BRI K
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« NEREREORR (27 =)
A R—TMTEN TV DHIHERED G (17 R—2)
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