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Message Tracking Data Availability ]

AsyncOS 13.6.1

. Web 336
. Web 340
. 343

Web
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Web .

2 [

[ Tracking ]>[ Search ]
Messages ] [ Connections Rejected ]
IP
[ Advanced Search ]
. [ Message Received ]
[ LastDay ] [ 1 Last7 Days ] [ Custom Range ]
24
[ LastDay ] 7 [
1 Last 7 Days ]
23:59
GMT
E
o[ Envelope Sender ] [ Begins With ] [
IS ] [ Contains ]
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Web

E examplecom,[203.0.113.15]]ipv6:2001:db8:80:1::5]

. E user@eamplecom,user@[203.0.113.15¢r
user@Jipv6:2001:db8:80:1::5]

o[ Subject ] [ Begins With ] [ IS 1 [
Contains ] [ IsEmpty ]
o[ Envelope Recipient ] [ Begins With ] [
IS ] [ Contains ]
E
o[ Attachment Name ] [ Begins With ] [
IS ] [ Contains ] ASCII
Unicode
* Reply-To [ BeginsWith ] [ Is ] [ Contains ]
5HSO\ 7R
o[ SHA256 File SHA256 ] SHA-256
SHA-256 SHA-256
107
o[ CiscoHost ] [ AllHost ] E
E
o[ ID Cisco MID Message ID Header and Cisco MID ]
ID Cisco IronPort ID MID
. [ IP / /
Sender IP Address/ Domain / Network Owner ] IP
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5[

Web .

* IPv4 4 0
255 203.0.113.15
* IPv6 8 16 16
1 2001:db8:80:1::5
o[ Message Event ]
[ VirusPositive ] [ Spam Positive ] [
Suspect Spam ] | URL contained malicious
URLs ] [ URL contained URL in specified
category ] [DLP DLP Violations ] DLP
[DMARC DMARC violations ]
[ Delivered ] [ Advanced Malware
Protection Positive ] [
Hard Bounced ] [ Soft Bounced ] [
currently in policy quarantine ] [ currently in virus
quarantine ] [ currently in outbreak quarantine ]
[ caught by message filters ] [
caught by content filters ] [ Quarantined as Spam ]
OR
[ Message Event ]
AND
AND
Web URL
Search ]
1
344
345
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Web

. 346
Web
1 [ Email 1> Message Tracking ]>[
Message Tracking ]
2 [ Advanced ]
3
o[ Envelope Sender ] [ Begins With ] [
IS ] [ Contains ]
E example.com, [203.0.113.15], [ipv6:2001:db8:80:1::5]
. E user@example.com, user@[203.0.113.15]
user@[ipv6:2001:db8:80:1::5]
o[ Envelope Recipient ] [ Begins With ] [
IS ] [ Contains ]
E
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[

[

Subject

Contains ]

Days ]

[

Bounced ] [

in outbreak quarantine ] [

* IPv4
255
* IPv6

[

Suspect Spam ] |

24

]

[

Web .

Begins With ] [ IS 1 [
[ IsEmpty ]
Message Received ] [ LastDay ] [ 1 Last 7
Custom Range ]
[ Last Day ]
[ 1 Last 7 Days |
23:59
GMT
Sender IP Address ] IP
4 0
203.0.113.15
8 16 16

2001:db8:80:1::5

Message Event ]
Virus Positive ] [ Spam Positive ] [
URL contained malicious URLs ] [

URL contained URL in specified category ] [DLP

DLP Violations ] DLP

[DMARC DMARCviolations ] [ Delivered 1 [
Advanced Malware Protection Positive ]
[ HardBounced ] [ Soft
currently in policy quarantine ] [
currently invirus quarantine ] [ currently

caught by message filters ] [
caught by content filters ] [
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Web

Macro File Types Detected ] [ Geolocation ] [ LowRisk ]
[ Quarantined as Spam ]
OR
o[ ID Cisco IronPort MID  Message ID Header and Cisco IronPort MID ]
ID Cisco IronPort ID MID
o[ Query Settings ]
[1 Iminutes ] [2 2minutes ] [5
5 minutes ] [10 10 minutes ] [ No time limit ]
1000
o[ Attachmentname ] [ Begins With 1 [
IS ] [ Contains ] ASCII
Unicode
[ Message Event ]
AND
AND
4 [ Search ]
1
[ Items per page ]
. 344
. 345
. 346
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Cisco

[ Message Tracking ]

Message Tracking ]

1.
2.
3.

* Cisco E

332
Trailblazer
Trailblazer
AsyncOS APIHTTP(S)
. Cisco E
Cisco E
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Cisco E
AsyncOS API HTTP
Trailblazer
Cisco E
Cisco




Cisco
CLI FHUWFRQ@I&()57$87+25,7<

CLI HVDDSLFRQILJ

1 Web [
Tracking ]
2 [ Messages ]
Web 336

3 1000
4 [ Remediate ]
5

o[ Forward to an email address ]

o[ Forward to an email address

and delete the message |

6 [Apply]
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 Date and time

ID MID

« Sender

Recipient

Web [ Modify ]

 Date and time

. ID MID
* Cisco E
* Sender
. Recipient
. Message Event
. SBRS IP
Results ]
[ Clear ]
[ Advanced ] [
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Message Event ] [
Protection Positive ]

[
. SHA-256
. [AMP
SHA-256
[ File Analysis ]
[
SHA-256
[
AND

. Async0S 13.8.0 for Cisco Content Security Management Appliances

Advanced Malware

Action Details ]

AMP Verdict Updates ]

Monitor ]>[

Message Event ]

File Analysis ]

351

AND



Web [
More Details ] Web [ Show
Details ] 347

* 50

. Web

. [ Export ]
.CSV
1000

50,000 [
Export All ] .CSV

37

347

[ More Details ]

. 348
. 349
. 350

. 350
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E
12.0 AsyncOS [
Last State Not Available ]
70:
AMP DLP
N/A
Not Not Not Not Not Not Not Not
Adeed Bvaluated | Evaluated | Evaluated | Eveluaied | Evaluated | Evaluated | Evaluated | Evaluated
Match Clean Match Match No
Relyed . Trigger
No Reeied | FA No No
Match Match Match Voktion
By UHqonn
No
Sdned Violation
Usardk
VHoLs
Usardk
Low
Risk
. Delivered
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Dropped
Aborted
Bounced

Splintered MID

Quarantined

Queued

Processing

Last State Not Available

[ Received Time ] E
[MID] ID
[ Subject ]
E
Subject)
[ Envelope Sender ] SMTP
[ Envelope Recipients ] SMTP
[ ID Message ID Header ]
Message-ID:
Message-ID:
[Cisco Cisco Host ] E
[SMTP ID SMTPAuthUserID ] SMTP
SMTP
[ Attachments ]
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MID

(No

N/A




[ Sender Group ]

[ Message Size ]

[ Policy Match (Incoming or Outgoing) ]

N/A
[ DNS Reverse DNS Hostname ] DNS
PTR
[P IP Address ] IP
[SBRS SBRS Score ] SenderBase 10
-10 None
[ Summary ]
[DLP DLP Matched Content ]
DLP
552
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[URL URL Details ] B

[URL URL Details ]
URL URL
* URL
* URL
. URL URL
E
UserGuidefor AsyncOSor CiscoEmail SecurityAppliances
552
[SMTP SMTP Log ]
SMTP
[AMP AMP Log ]
. 351
. 352
URL
URL
E
. 336
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1 ESA
Web
333
331
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. 353

. 354

. 354

o[ Edit Spam Quarantine ] 364

. 378
. 390

. 392

. 393

. 393

ISQ EUQ

Web

. 395
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Cisco
. E
°E
1 355
2 E
360
3
IP 361
4 IP
362
5 E
User Guide for
AysncOS for Email Security Appliances
Anti-Spam
6 |E User Guide for
AysncOS for Email Security Appliances
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Web

User Guide for
AysncOS for Email Security Appliances

. Web 355
. Web
1 [ Management Appliance ]>[ Centralized Services ]>[
Spam Quarantine ]
2
a) [ Enable ]
b) [ Accept ]
3 [ Edit Settings ]
4
IP
Quarantine IP Interface 6025 IP

Quarantine Port
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Web

[

Deliver Messages Via ]

Data 2

SMTP

Datal

Data2

Delete After

Schedule

Release ]

Cisco

Notify Cisco Upon Message

[

Send a copy of released messages To cisco for analysis (

]

)
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Web .

[ Spam Logo
Quarantine Appearance ]

Web Web

50 500
Jpg .gif -png

L ogin page message

Enter
your login information below. If you are unsure what to enter,

please contact your administrator.

Administrative Users 362
5
. E
360
Web
1 [ Service Status ]
[ Spam Quarantine ] [

Edit Spam Quarantine Settings ]
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Web

2
Proceed ]
3
IP
Quarantine IP Interface 6025 IP
Quarantine Port
[
Deliver Messages Via ]
SMTP
Data 2
E

Data 1l

Data2

Schedule
Delete After
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Web .

[ Cisco

Notify Cisco Upon Message
Release ]
[ Spam Logo
Quarantine Appearance ]

Web Web
50 500
Jpg .gif .png

L ogin page message

Enter

your login information below. If you are unsure what to enter,

please contact your administrator.

Administrative Users

362

5[

Save ]

360
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b)
4 E

a)
b)

9)
h)

Web
Web
Management Appliance ]>[
Security Appliances ]
E
Spam Quarantine ]
Add Email Appliance ]
Appliance Name ] [IP
[P IP Address ] DNS
Submit ] IP

Spam Quarantine

Establish Connection ]

Establish Connection ]

Security Management Appliance

Success

Test Connection ]

. Async0S 13.8.0 for Cisco Content Security Management Appliances

Centralized Services ]>

IP Address ]
IP



Ip B
E
IP
Data2
IP 717
IP 710
1 Web
Web
2 | Management Appliance ]>[ IP Network
IP Interfaces ]
3 [IP Add IP Interface ]
4
o[ Name ]
. Ethernet Port
Data 2 [ Management
Appliance ]1>[ Centralized Services ]>[ Spam Quarantine ]
[ Spam Quarantine Settings | [
Deliver Messages Via ] [ Primary Server ]
E
«[IP IP Address ]
IP
Data 2 data2.sma.example.com
[ SpamQuarantine ]

Async0S 13.8.0 for Cisco Content Security Management Appliances




5
1 Web
Web
| Management Appliance  ]>[ Network ]1>[IP
IP Interfaces ]

3
4 [ Spam Quarantine ]

. HTTP 82 HTTPS 83

. URL
5

DNS

* Email administrator

* Read-Only Operator
* Help desk user
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524
517
1 [ Service Status ]
[ Spam Quarantine ] [
Edit Spam Quarantine Settings ]
2
3
4
5 [OK]
6 [ Submit ]
382
[ Mail Policies ]>[

Incoming Mail Policy ]

[ Deliver ]
[ Drop ]
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Options ]

Edit Spam Quarantine ]

. Web
. Web
. /
. /
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354
382

355
385
365

366

367
367

374
376
377



X-SLBL-Result-

HAT Accept

Web 366

/ 367
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. Web 366
. Web
Web
. 354
1 [ Management Appliance ]>[ Centralized Services ]>[
Spam Quarantine ]
2 | / End-User Safelist/Blocklist ] [
Edit Settings ]
3 [ / Enable End User Safelist/Blocklist
Feature ]
4 [ Maximum List Items Per User ]
5 [ Update Frequency ]
E
/ AsyncOS
/ 367
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Web .

Web

. 354

1 [ Service Status ]

[ Spam Qarantine ]
2 | / Edit Safelist/Blocklist Settings ]

[ / Safelist/Blocklist Settings ]
4 [ Maximum List Items Per User ]
5 [ Update Frequency ]
E
/ AsyncOS
/ 367

6 [ Submit ]
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390
. / Web
366
/ /
376
373
1 Web [ Quarantine ]
> Spam Quarantine 1> [ Search ]
[ Email 1> Message Quarantine ]>[ Spam
Quarantine ] [ Options ]
2 | Safelist ] [ Blocklist ]
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Web 1
| Recipients ]
2. +
3.
4,
5.
Web 1
1 [ View by: Recipient ]
2. [ Add ] [
Edit ]
3.
4.
5 [ Submit ]
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1
1 [
2. +
3.
4,
5.
1 [
2. [
3.
4,
5 [

Web

Sender

Web

Add ]

Edit ]

Submit ]

]

View by: Sender

]
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Web 1
1
2.

Web 1
| View by ]
2.

Web 1
1
2.

Web 1
| View by ]
2.
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Web 1
1
2.
3.
1
4.
Web 1
| View by ]
2. [ Edit ]
3.
1
4. [ Submit ]
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Web 1
1
2.
3.
1
4.
Web 1
| View by ]
2. [ Edit ]
3.
1
4. [ Submit ]
. 373
. 374

* user@domain.com
« server.domain.com
 domain.com

* [10.1.1.0]
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* [ipv6:2001:DB8:1::1]
e user@[1.2.3.4]
e user@[ipv6:2001:db8::1]

( )

examplecom

geomge@eamplecom
george @eamplecom examplecom
.domain.com
serverdomain.com
/ 376
Web
URL
365
2
. 375
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375
Web [ Release and Add to
Safelist ]
[ Release and Add to Safelist ]
1 Web [ Safelist ]
2 Web
3 Web
4 [ Spam Quarantine ]
a) Monitor ]>[ Spam Quarantine ]
b) [ Options ]
c) Safelist ]
d) Safelist ]
e) Add to List ]
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1 Web [
2 Web
3 [ Spam Quarantine ]
a) [ Monitor ]>[ Spam Quarantine ]
b) [ Options ]
Blocklist ]
c)
d) [ Add to List ]

/
/
/
579
1 Web
Web
2 [ Management Appliance 1>
[ Configuration File ]
3 /
Database (Spam Quarantine) ]

. Async0S 13.8.0 for Cisco Content Security Management Appliances

] [+]

XML

System Administration ] >

) End-User Safelist/Blocklist



/ .CSV

[ Backup Now ]

[configuration .CSV

slbl-<serial number>-<timestamp>.csv

[ Select File to Restore ]

configuration

[ Restore ]

1SQ_log
X-SLBL-Result-

X-SLBL-Result-

608
663

. 378
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365

/
/ 367
382
379
385
364
. 379
* Web 381
. 385
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Web (| End User Quarantine
Access ] [LDAP] [SAML 2.0] [
IMAP/POP Mailbox (IMAP/POP) ]

2. [ Spam Notifications ] [
Enable
login without credentials for quarantine access ]
Web | End User Quarantine
Access ] [LDAP] [SAML 2.0] [

IMAP/POP  Mailbox (IMAP/POP) ]

2. [ Spam Notifications ] [
Enable
login without credentials for quarantine access ]
[ End User Quarantine Access ]
[ None ]
[ End User Quarantine Access ]

[

Enable End-User Quarantine Access ]

* LDAP 380

* IMAP/POP 380

* SAML 2.0 381

. 382

. 385

. LDAP 482

. 374
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B e

LDAP
1 Web UI
DN
LDAP Active
Directory 6000
LDAP
3. BaseDN
LDAP DN
DN
4.
LDAP
LDAP
. 379
* LDAP 481
IMAP/POP
1. joe
joe@example.com Web Ul
382
2. IMAP POP
IMAP/POP
IMAP/POP
3.
. joe
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SAML 2.0

Web

SAML 20 B

IMAP Web

http://www.washington.edu/imap/

CiscoContentSecurityManagementApplianceGuide SSQOUsingSAML2.0

2 LDAP [ System Administration ]>
[LDAP] > [LDAP LDAP Server Profile ] [
Spam Quarantine End-User Authentication Query ] LDAP
) \RXZLO@XWKHQWLFQ@NMHUXVLQE$0/ 662 FRQILJXWHKINHWWL@QWKH
6\WWHPGPLQLVWUDWILSRQSD JH
LDAP 481
SAML 2.0 SSO 640
3
382
4 URL
URL 384
. 382
. URL 384
. 384
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379

1 [ Management
Appliance 1> Centralized Services ]>] Monitor ]>][
Spam Quarantine ]>][ Edit Settings | [
End-User Quarantine Access ] Web
[ Security Management appliance ]
[ Service Status ]
[ Edit End-User Quarantine Settings ]
2 | Enable End-User Quarantine Access ]
3
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LDAP
IMAP/POP
IMAP POP
POP APOP
Cisco
APOP
APOP APOP
POP
SSL SSL
Append Domain
to Unqualified Usernames
LDAP
LDAP
SAML 2.0
[
Management Appliance ]>] System
Administration ]>[SAML]
CiscoContentSecurityManagement
ApplianceGuide SSQUsingSAML2.0

Microsoft Outlook
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I
B URL

Web
355

URL

URL
IP HTTP/S
+773 PDLO H[DPSOH FRP

Web

* WUDLOEOD]HUERIQILJ
KWWSV H[DPSOH FRP WUDLOEOD]HU KWWSV S$IHRUW! HXT ORJLQ

H[DPSOH FRP WUDLOEOD]HU KWWSV SRUW!
HTTPS

* WUDLOEOD]JHUERIQILJ
KWWSV H[DPSOH FRP KWWSV SRUWURIXT ORJLQ

H[DPSOH FRP KWWSV SRUW!
HTTPS
Web LDAP IMAP/POP
LDAP LDAP
LDAP
IMAP/POP
388
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. 382
. 388
382
379
388
1 [ Management
Appliance 1> Centralized Services ]>]| Spam Quarantine | >
[ Edit Settings ] [ Spam Notifications ]
Web [
Security Management appliance ] [ Service
Status ] [ Edit

Spam Notification Settings ]

2 | Enable Spam Notification ]
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5
6
7
8
a)
[ Login
without credentials ]
Release ]
[ Release ]
IMAP / POP LDAP
None ]
b) 0 365
0
IMAP/POP LDAP SAML 2.0
[ Login without credentials ]
CLI  spamdigestconfig
9
a)
o[ New Message Count ] %new_message_count%
o[ Total Message Count ] %total_message_count%
o[ Days Until Message Expires ] %days_until_expire%
o[ URL QuarantineURL ] %quarantine_url%
URL
o[ Username ] %username%
o[ New Message Table ] %new_quarantine_messages%
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10
1"
12

13
14

o[ ] %new_quarantine_messages_no_subject%
[ New Message Table ]
[ View Message ]
b)
[
Show link to show all Quaranted messages in Notification Mails ] [
Yes ] [ No ]
IMAP / POP LDAP SAML 2.0
I Login without credentials ]
[ Quarantine Access ]
[ Yes ]
[ Challenge Access ]
[ None ]
CLI spamdigestconfig
c [ Preview Message ]

HTML HTML/

[ LDAP Consolidate
messages sent to the same LDAP user at different addresses ]

Microsoft Outlook Mozilla Thunderbird

. 388

. 389
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. 389
1
LDAP
71: /
User
Sam sam@example.com — 1
Mary mary@example.com dev@example.com | 4
ga@example.com
pm@example.com
Joe joe@example.com admin@example.com | hr@example.com |3
LDAP
LDAP

LDAP POP/IMAP
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[ Enable Spam
Notification ] [
Enable End-User Quarantine Access ] [
Deliver Bounced Messages To ]

. 389
. 389
. 389
. 389

388

. [ Deliver Bounce Messages To: ]

379

. Web 355 [
Deliver Messages Via ]
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. 390
. 390
. 391
. 392
. 392
1 Web [ Quarantine |
>[ Spam Quarantine ]>[ Search ]
2 Email ]>][ Message Quarantine ]>[ Spam
Quarantine ] [ Spam Quarantine ]
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2
3
5 [ Search ] [ Search ]
391
[ Message Details ]
20 KB 20 KB
[ Message Details ] [ Delete ]
[ Release ]
[ Message
Tracking ]
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Web
[ Attachment ]
* HTML
HTML
Base64
1
[ Release ]
[ Submit ]
[ Delete ] [ Submit ]
393 [ Delete All Messages ]

636
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Web 355
E
. E
E
. 377
. 389
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. 395

Cisco

Async0S 13.8.0 for Cisco Content Security Management Appliances

399
409
419
429
E
1
DMZ




Web [ Policy,
Virus and Outbreak Quarantines ] Web [
Other Quarantines ]
420
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Advanced File Analysis
Malware
Protection
DLP
Unclassified
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DLP

DLP

353
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1 E 721
DMZ
2
402
3 635
4
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411

412




5 E
E
403
[
Policy, Virus and
Outbreak Quarantines ]
. E
E
[
Policy, Virus and Outbreak
Quarantines ]
6
7
E 404
8 |E
Centralizing
Services on a Cisco Content Security
Management appliance
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. E * About Migration of Policy, Virus,
and Outbreak Quarantines
Centralizing Policy, Virus, and
Outbreak Quarantines
9 E
10
412
1" E
DLP
E
DLP
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12 E
407
13
399
1 [ Management Appliance ]1>[ Centralized Services 1>
Policy, Virus, and Outbreak Quarantines ]
2 | Enable ]
3 E
°E
4 [ Submit ]

399
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Web .

Web

399
1 [ Service Status ]
[ Other Quarantine ] [
Edit Settings ]
2 [ Enable ]
E
E
399
1 Web
Web
2 | Management Appliance ]>[ Centralized Services 1>
Security Appliances ]
3 E
a) E
b) [ Policy, Virus, and Outbreak Quarantines ]

4 E
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a) [ Add Email Appliance ]
b) [ Appliance Name ] [IP IP Address ]
IP
[P IPAddress ] DNS [ Submit ]
IP
c [ Policy, Virus, and Outbreak Quarantines ]
d) [ Establish Connection ]
e)
[ Establish Connection ]
SSH

Security Management Appliance

f) Success

5 [ Submit ]
6 [ Policy, Virus, and Outbreak Quarantines ]
E
17
399
399
. E

Centralizing Services on a Cisco Content Security Management appliance
About Migration of Policy, Virus, and Outbreak Quarantines

. Async0S 13.8.0 for Cisco Content Security Management Appliances



1 Web
Web
2 | Management Appliance ]>[ Centralized Services ]>
Policy, Virus, and Outbreak Quarantines ]
3] Launch Migration Wizard ]
4
IF
E[ Automatic ]
E
E
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IF
. E Custom
5 [Next]
6 [ Automatic ]
7] Custom ]
o[ Show Quarantines from ]

Remove from Centralized Quarantine ]

8 [ Next ]

. Async0S 13.8.0 for Cisco Content Security Management Appliances




9
399
E
E
E
399
1 Web
Web

2 | Management Appliance ]1>] Centralized Services 1>

[ Security Appliances ]
3 [ Specify Alternate Release Appliance ]
4 E
5

E 408
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DLP

e Custom Email User 524

. 407
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409

410
411
411
412
414
414
415
415
418
418
418
635
1
E
E
E
410
415
418
410
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. 409

FirstInFirstOut FIFO;

418
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411

410

o[ Release ]

427
X-Header

412

. 412
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414
410
411
419
1
. Web [ Quarantine 1> [ Other
Quarantine ]1>[ View ]>[+]
o[ Email ]>][ Message Quarantine ]>[
Policy, Virus, and Outbreak Quarantines ]
o[ Add Policy Quarantine ]
2
. 1
[
Free up space by applying default action on messages upon space overflow ]
1
. [ Release ]
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Modify

Subject
ASCII
RFC 2047
[X-Header Add | X-Header
X-Header ]
Name = Inappropriate-release-early
Value = True

Strip Attachments

Local
Users

Externally Authenticated
Users

Custom User Roles

[

Message Filters ] 191

Content Filters ]

193
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. E
DLP
DLP
E
E
. 410
[ Email 1> M essageQuarantine ]
> Policy, Virus, and Outbreak Quarantines |
Web [ Quarantine 1>
Other Quarantine ]>[ View ]
Web [ Email ]>][
Message Quarantine ]>[ Policy,
Virus, and Outbreak Quarantines ]
DLP DMARC
E
1 Web [ Quarantine ]
> Other Quarantine > View ]
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Web

Email 1> Message Quarantine ]>[
Policy, Virus, and Outbreak Quarantines ]

[ / /IDLP
Associated Message Filters/Content Filters/DLP Message Actions ]

414

Web
Web

[ Management Appliance ]>[
Centralized Services ]>[
Policy, Virus,and
Outbreak Quarantines |

635
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Web [
Quarnatine ]>[ Other Quarantine ]
[ Email ]>] M essage

Quarantine ]>[
Policy, Virus, and Outbreak Quarantines ]

[ Quarantines ]
Web
Web
[ Management Appliance 1>
Centralized Services  ]>[
System Status ]
Web [
Quarantines Quarantine 1> Other

Quarantine 1> View ]
[ Email ]>] M essage

Quarantine ]>[
Policy, Virus, and Outbreak Quarantines ]

Web
Web

[ Management Appliance ]>[
Centralized Services ]>[
System Status ]
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Web [
Quarantines Quarantine ]>[ Other
Quarantine 1> View ]
[ Email ]>] Message

Quarantine ]>][
Policy, Virus, and Outbreak Quarantines ]

CPU Web
Web
[ Management Appliance 1>
Centralized Services  ]>[
System Status ] [
System Information ]
Web [
Quarantine ]>] Other Quarantine ]
> View ]
[ Email ]>][ Message

Quarantine 1>
Policy, Virus, and Outbreak Quarantines ]

Web
Web

[ Email ]>] M essage
Quarantine ]>[
Policy, Virus, and Outbreak Quarantines ]
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75% 85% 95%

75%

AsyncOS

Info: MID 482 quarantined to "Policy" (message filter:policy_violation)

Info: MID 483 released from quarantine "Policy" (queue full)

Info: MID 484 deleted from quarantine "Anti-Virus" (expired)

Info: MID 483 released from all quarantines

Info: MID 484 deleted from all quarantines

ID MID
MID by

Info: MID 483 rewritten to 513 by Policy Quarantine

. Confidential Material
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419
. 517

« Technicians

Quarantine ]

408

. 420
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. 422

. 424
. 424
. 427
. 427
Web [ Quarantine 1>
Other Quarantine ]>[ View ]
[ Email 1> Message Quarantine ]
> Policy, Virus,
and Outbreak Quarantines ]
[ Messages |
Web [ Quarantine 1>
Other Quarantine ]>[ View ]
[ Email ]>[ Message Quarantine ]
>[ Policy, Virus,
and Outbreak Quarantines ]
[ Messages ]
[ Manage by Rule Summary ] 428
428
Web
[ Previous ] [ Next ]
[<<] [>>]
Web
[ In other quarantines ]
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Close ]
425
421
2 ASCII
[ Policy Quarantine ] ASCII
Web [ Quarantine ]>] Other Quarantine ]
>[ Search ]
Web
Web
[ Rule Summary ]
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3 Email ]>[ MessageQuarantine ]>|
Policy, Virus, and Outbreak Quarantines ]

4 | Search Across Quarantines ]

[
Manage by Rule Summary ]
5
o[ Envelope Sender ] [ Envelope Recipient ]
[ Envelope Recipient ] [ Subject ]
[ Envelope Recipient ] [ Subject ]
422
422
[ Modify ]
[ Message Actions ]
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o[ Email ]>[ MessageQuarantine ]>[
Policy, Virus, and Outbreak Quarantines |
Web [ Quarantine ]>] Other Quarantine ]
>[ View ]
E
AsyncOS Outbreak

Filters [ Manage by Rule Summary ]

. 423

. 423

. 424

. 411

Administrators

[ SendCopy To ]
[ Submit ]
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[ In other quarantines ]
[ Yes ]

. GUI

[ Quarantined Message ]
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[ Quarantined Message ]
[ Message Details ] 2
[ Quarantined Message ]

Encrypt on Delivery

Quarantine Details ]

[ Message Details ]
100K
100 K
[ Message Details ] [

Message Parts ] [message body]

[ Message Details ] 25 MB
[ Message
Tracking ]
Outbreak 427

. 425

. 426
Attachment Content Message Body Attachment Message
Attachment

DLP
$MatchedContent
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DLP

GUI GUI
GUI
5: Policy
[ Message Parts ] [ Matched Content ]
AsyncOS
[ Message Parts ] [ message body ]
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Virus

2 Virus

Outbreak Outbreak
Outbreak Outbreak
E
Outbreak Filters

Rule Summary ]

GUI
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. 428

. 428
. 428
Outbreak
[ Rule Summary ] Web
[ Rule Summary ]
ID
E
AsyncOS Outbreak
Filters Outbreak Quarantine and the Manage by Rule Summary View
Manage by Rule Summary ]
Outbreak [ Manage by Rule Summary ]
[ Manage by Rule Summary ]
Release Delete Delay Exit
E Outbreak

Filters [ Manage by Rule Summary ]
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408

427
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Web

. 432

« Configuration Master
432

. 437

. 459
* \Web
* URL

* Application Visibility and Control AVC

Web

* Web

Web

* Configuration Master
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450
451
458
464
466
467
468
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Web

* Web
2
Web [Web Configuration Master
Web Security Manager ]
URL Web
L4 LATM SOCKS
Configuration Master
Configuration Master SOCKS Web
AsyncOS for Web Security
Cisco Identity Services Engine  ISE
Web
Cisco ldentity Services Engine
Cisco
FIPS / Web
DNS Web Cache Communication
Protocol - WCCP NTP AsyncQS for Cisco Web Security
Appliances
L4 L4ATM

Configuration Master

Web

Configuration Master
Configuration Master
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| Web

Configuration Master Web .
Web AsyncOS
11.7
Configuration Master 11.7 2
Configuration Master Configuration Master
Web Security Appliances Configuration Master
Configuration Master Configuration Master
— Configuration Master
1
435
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. Configuration Master Web

Web — Configuration Master
2 436
Web Web —
3
Web Web Web
4
Web AsyncOS for Cisco Web
Web Security Appliances User

Guide Saving and
Loading the Appliance
Configuration

5

436
Configuration Master
6 437
Configuration Master Configuration Master
7 440
Configuration Master Configuration Master
8
442
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| Web

Configuration Master .
Web Web Security Appliances
9 Configuration Master
437
URL 442
10 Web
Configuration Master
Web
1 447
Configuration Master
12 451
Web
Configuration Master URL
13 URL 466
Configuration Master
AysncOS 12.0 Configuration Master
Configuration Master 10.0 Configuration Master
11.7
Configuration Master
Configuration Master
Configuration Master 9.1 Configuration Master 11.5
Configuration Master ID

Configuration Master ~ Web
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Weh |
Configuration Master

Web
[ Network 1>[ Authentication ]
[ Realm Names ]
Configuration Master
AsyncOS for Web Security Web
Configuration Master AsyncOS for Web Security

AsyncOS for Web Security

http:/Avw.cisco.com/clen/us/support/security/content-security-management-appliance/products-release-notes-list. html

Web
AsyncOS
Web
Web
[Web
Web Appliance Status Details ]
1 [ Management Appliance 1> [
Centralized Services ]>[ Centralized Configuration
Manager ]
2 | Enable ]
3
[ Accept ]
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| Web

* Configuration Master 437
* Web 444
. 442

Configuration Master

[ Initialize ]
442

1 [ Web 1>] Utilities 1>

Configuration Masters ]
2 Options ] [ Initialize ]
3 [Configuration Master Initialize Configuration Master ]
. Configuration Master Configuration Master
[Configuration Master Copy Configuration Master ]

Configuration Master

. [ Use default settings ]
4 | Initialize ]
Configuration Master

5 Configuration Master

Web Security Appliances  Configuration Master

Web Configuration Master
Configuration Master 436

Configuration Master
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Web |
. Web Security Appliances Configuration Master
IF
Web Web Security Appliances Configuration
Master 438
Web Configuration Master ~ \Web
439
Configuration Master
Configuration Master 441
Web Security Appliances Configuration Master
Web
e Web Configuration Master
Configuration Master 436
. Web

GLIILH KHOOPDQ JURXS VKD GLIILH KHOOPDQ JURXS

* Cipher Algorithms:
GHV FEF EORZILVK FEF

VKD

Web CLI VVKFRQILJ
VVKG
1 [ Management Appliance ]>[
Centralized Services ]>[ Security Appliances ]
2 [Web Add Web Appliance ]
3 Appliance Name ] [IP IP Address ]
Web IP
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| Web

Configuration Master Web .
[P IP Address ] DNS [ Submit ]
IP
4  Centralized Configuration Manager
5 [ Establish Connection ]
6 [

Establish Connection ]

SSH
Security Management Appliance

7 Success
8 Configuration Master

Configuration Master Web

Web
Configuration Master
9
10 Web Security Appliance
Configuration Master Web
Web
Web
Web Configuration Master
Configuration Master 436
1 [ Web ]>] Utilities ]1>[

Configuration Masters ]
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Web
Configuration Master

Configuration Master [ Disabled ]
[ Web ]>] Utilities ]1>[
Security Services Display ] [ Edit Display
Settings ] Configuration Master
449
2 | Security Appliances ]
Web
4 Configuration Master
[Web] > [ Utilities 1> Configuration Masters ]
Configuration Master
5
Configuration Master
1 [ Web ]>] Utilities ]>[
Configuration Masters ]
Configuration Master [ Disabled ]
[ Web ]>] Utilities 1>
Security Services Display ] [ Edit
Display Settings ] Configuration Master
449
2 | Configuration Master New Configuration Master ] [ New ]
3 Configuration Master 11 5 new
4 Configuration Master
5[ Select Configuration Source ] [
Configuration Master ]
6 [ Submit ]
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| Web

Configuration Master .

Configuration Master

Web Configuration Master
Configuration Master 436
Web
Configuration Master Web
1 [ Web ]1>] Utilities 1>
Configuration Masters ]
Configuration Master [ Disabled ]
[ Web 1> Utilities 1>
Security Services Display ] [ Edit Display
Settings ] Configuration Master

449

2 | Security Appliances ]

[ Security Appliances ] [
Management Appliances ]>[ Centralized Services ]>[
Security Appliances ] Web
Configuration Master Web
Configuration Master ~ AsyncOS
Configuration Master
Configuration Master 440 Configuration Master
1 [ Web 1>] Utilities 1>

Configuration Masters ]
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Web
Configuration Master

Configuration Master [ Disabled ]
[ Web ]>] Utilities ]1>[
Security Services Display ] [ Edit Display
Settings ] Configuration Master
449
2 Configuration Master
Web Configuration Master
3
Configuration Master
Configuration Master
1 [ Web ]1>] Utilities 1>
Configuration Masters ]
2 Configuration Master [ Edit ] Configuration
Master Configuration Master
3
[ Configuration Master ]

Configuration Master

Configuration Master

Configuration Master
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Configuration Master .

IF
AsyncOS for Security Management
Configuration Master 443
Configuration Master
Configuration
Master
Web Web
Web Configuration
Master
Configuration Master Web
432
Web
444
Configuration Master Web
445
URL
Web Configuration Master
Configuration Master Web
445
Configuration Master
Configuration Master Configuration Master
1 [ Web ]>] Utilities ]>[
Configuration Masters ]
2 | Options ] [ Import Configuration ]
3 [ Select Configuration Source ] [ Configuration

Master ]
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Web
. Web
5[ Import ]
Custom Web User 526
Web
Web
Configuration Master
Configuration Master 436
Web
Web
[ Security Services
Display ]
URL
1 Web
2 [ Web 1>] Utilities 1>
Configuration Masters ]
3 [ Options ] [ Import Configuration ]
4 | Select Configuration ] [Web Web
Configuration File ]
5[ New Master Defaults ] [ Browse ]
Web

. Async0S 13.8.0 for Cisco Content Security Management Appliances
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Configuration Master Web .
6 [ Import File ]
7] Import ]
Configuration Master Web
Configuration Master
« ID/ * Cisco * SOCKS
SOCKS Policies
* SaaS
. - . . URL
. Decryption Policies
. Outbound ’
Malware
¢ Scanning .
* Web . eLa
Web L4 Traffic
Monitor
Web
Web
. Overall
Bandwidth Limits
[Web] > [ Configuration Master ]
<version> > <feature>
SMA 445
Web
Web
AsyncOS
AsyncOS for Cisco Web Security Appliances User Guide
Configuration Master 436
Web
Web https://www.cisco.com/c/en/us/support/

security/web-security-appliance/products-user-guide-list.html

SMA
Web
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Web

Reputation and Anti-Malware
Settings ]

B SMA
72: Configuration Master ~ Web Security Appliance
Details
[Web] >[ Utilities 1>[ Security Services
Display ]
447
ID Identities / « Configuration Master 1D/ 447
Identification Profiles
ID Web
ID/ [ Identify
Users Transparently ]
Cisco ldentity Services Engine SGT Web
ISE 5 ISE
SGT [Web]>[ Utilities ]
> [Web Web Appliance Status ] ISE
Web [
RefreshData ]
WSA ISE 1
ISE ISE
[ Access [ Policy Member Definition ] [ID
Policies 1> Edit| Identities ]/[ Identification Profiles and Users ]
Group ]
[ Edit Group ]
500
[ Directory ] [ Add ]
[ Authorized Groups ]
[ Access
Policies ]>[Web
Web
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| Web

Configuration Master 1D/ .
Details
SaaS Saas Policies [ SaaS
Prompt SaaS users who have been discovered by transparent user
identification ] ID
Web
Configuration Master 1D/
ID/
Web Web
1
1 ID/
ID/
ID/ ID/
ID/
ID/
defaultallow with auth
default deny ID/
Configuration Master
. 448
. 449
Web
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Web

Web
Web
1 [Web] > [ Utilities 1> [Web
Web Appliance Status ]
2 Web
3 [ Security Services ]
4
5 [ Services ]
[Web Web Appliance Service ] [
? Is Service Displayed on Management Appliance? ]
o[ Enable ]=] Yes ]
o[ Disabled ] [ Not Configured ]1=[ No ] [
Disabled ]
*N/A= Configuration Master
« Configuration Master 449

* Web Security Appliance

AsyncOS for Cisco Web Security Appliances User Guide
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| Web

Configuration Master

448
1 [ Web 1> Utilities ]>[
Security Services Display ]
2 | Edit Settings ]
[ Edit Security Services Display ] Configuration
Master
[ N/A ] Configuration Master
Web Web Web
Web Web
3 Configuration Master
Configuration Master 450
4 Yes ]
Configuration Master

* HTTPS HTTPS

. Web
5[ Submit ] Web

GUI
[ Continue ]

6 [ Security Services Display ]

[ Yes ]
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Web
Configuration Master

448
. Web
Configuration Master
Configuration Master
1 Configuration Master
Configuration Master [
Configuration Master ] GUI Configuration
Master Configuration Master
Web
1 [ Web 1> Utilities 1>
Security Services Display ]
2 | Edit Settings ]

Configuration Master

Configuration Master

Configuration Master

436
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| Web

Web .

* Configuration Master 437

» Web Security Appliances  Configuration Master 437
Web

« Configuration Master 451

. 456

Configuration Master

Configuration Master Configuration Master
Web
« Configuration Master 451
« Configuration Master 453
* Configuration Master 454
. Configuration Master 455

Configuration Master

Configuration Master Configuration Master Web

Configuration Master

432
. Web AsyncOS Configuration

Master SMA
. Configuration Master Web

432
« Configuration Master
Web Configuration Master
448
449
Configuration Master Web
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. Configuration Master

Web |

458
. Web
AsyncOS for Cisco Web Security Appliances User
Guide
* Web Web
Web Web
* ID/
. Web AsyncOS
Configuration Master
« Configuration Master ID
Web [ID Identity /[
Identification Profile ] [SaaS SaaS Policy ]
ID
* [ID Identity 1/ Identification Profiles ]
ID [ Require Authentication ]
* [SaaS SaaS Policies ] ID
SaaS
* RSA Web
DLP

The Security Services display settings configured for Configuration Master <version>do not
currently reflect the state of one or more Security Services on Web Appliances associated with this
publish request. The affected appliancesare: < WSAApplianceNames”. Thismay indicate a
misconfiguration of the Security Services display settingsfor this particular Configuration M aster.
GototheWeb Appliance Status pagefor each appliance providesa detailed view to troubleshooting
thisissue. Do you want to continue publishing the configuration now?

RSA Web
DLP
DLP Web [
DLP ]

DLP External
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Configuration Master .
Configuration Master 1D/ Web Security Appliance 1D/
Kerberos NTLMSSP Basic
Kerberos NTLMSSP NTLMSSP
Kerberos NTLMSSP Basic NTLMSSP Basic
Web

Configuration Master
Configuration Master

Configuration Master

. 2
Configuration Master
Configuration Master 451
1 [ Web ]>[ Utilities > [Web
Publish to Web Appliances ]
2 | Publish Configuration Now ]
[ System-generated jobname ]
80
4 Configuration Master

Configuration Master
Web
Configuration Master

5 Configuration Master Web

Configuration Master
All assigned appliances ]
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Web
. Configuration Master

[ Select appliances in list ]
Configuration Master

6 [ Publish ]
[ Publish in Progress ]
[ Web > Utilities ]>[Web
Publish to Web Appliances ] [
Publish in Progress ] [ Check
Progress ]
458
Configuration Master
Configuration Master 451
1 [ Web 1> Utilities ]>[Web
Publish to Web Appliances ]
2 | ScheduleaJob ]
3 [ System-generated jobname ]
80
4 Configuration Master
5 Configuration Master
6 Configuration Master Web
Configuration Master [

All assigned appliances ]
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Configuration Master .

[ Select appliances in list ]
Configuration Master

7] Submit ]
8 [ Web 1> Utilities ]

> [Web Publish to Web Appliances ]
9

458
Configuration Master
Configuration Master 451
CLI Configuration Master

publishconfig config_master [--job_namé [--host_list| host_ig

config_master Configuration Master
job_name
host_list Web IP
Configuration Master
host_ip IP

publishconfig smad_logs [

Web 1> Utilities ]>[Web Web Appliance
Status ] GUI

Web
[ Web ]>] Utilities ]>[ Publish ]

>[ Publish History ] [ Publish History ]
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Web

XML
Web
432
. [ Publish Configuration Now ] 456
. [ Publish Later ] 457
[ Publish Configuration Now ]
. AsyncOS

http:/Amww.cisco.comiclen/us/support/security/content-security-management-appliance/products-release-notes-listhtml
. Web Web

AsyncOS for Cisco Web Security Appliances User Guide

1 Web

Web
AsyncOS for Cisco Web Security Appliances User Guide

2 [ Web 1>
Utilities ]>[Web Publish to Web Appliances ]
3 [ Publish Configuration Now ]

[ System-generated jobname ]
80
5 [ Configuration Master to Publish ] [
Advanced file options ]
6 [ Browse ] 1
[Web Web Appliances ] [

Select appliances in list ] [
All assigned to Master ]

~
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| Web

[ Publish Later 1 [l

8 [ Publish ]

[ Publish Later ]

. AsyncOS
http:/Amwwicisco.comvclen/us/support/security/content-security-management-appliance/products-release-notes-listhtml
. Web Web

AsyncOS for Cisco Web Security Appliances User Guide

1 Web

Web
AsyncOS for Cisco Web Security Appliances User Guide

2 [ Web 1> Utilities ]>[Web
Publish to Web Appliances ]
3 [ Schedule a Job ]
[ System-generated jobname ]
80
5
6 [ Configuration Master to Publish ] [
Advanced file options ] [ Browse ] 1
7 [Web Web Appliances ] [
Select appliances in list ] [

All assigned to Master ]

8 [ Publish ]
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Web |

[ Web 1>[ Utilities ]>[Web
Publish to Web Appliances ]
[ Pending Jobs ]
[ Web 1> Utilities ] > [Web
Web Appliance Status ]
Last Published Configuration ]
[ Web > Utilities ]> [Web
Publish to Web Appliances ]
[ Publishing Progress ]
1 [ Web ]1>] Utilities 1>
Publish History ]
2 [ JobName ]
3
. [ Details ]
[Web Web Appliance Publish Details ]
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| Web

[ Web 1> Utilities ]>[Web Web
Appliance Status ]

SMA Web
WSA WSA

* Web 459
* WSA 461

. 463

Web

. 459

. Web
460

. Web

. Web

CLI
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Web

Web
1 [ Management Appliance ]
[ Centralized Services ]>[
Centralized Upgrade Manager ]
2 | Edit Settings ]
3] Enable ]
4
Web
WSA
Web
1 [ Management Appliance ]
[ Centralized Services ]>[
Security Appliances ]
2 Web
a) [Web Add Web Appliance ]
b) [ Appliance Name ] [IP IP Address ]
Web
IP
[P IP Address ] DNS
[ Submit ] IP
c [ Centralized Upgrades ]
d [ Establish Connection ]
e)
[ Establish Connection ]
SSH
Security Management Appliance
Success
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| Web

WsA B

f) [Test Connection]

g [ Submit ]
Web
WSA
3 WSA
a) Web [Web
Edit Web Security Appliance Settings ]
b) [WSA WSA Centralized Services ] [
Centralized Upgrades ]
c) [ Submit ]
WSA
4
22
1 [Web] [ Utilities ]>
[ Centralized Upgrade ]
2 | Centralized Upgrade ] [
Upgrade Appliances ]
WSA
3 Web
4 [ Download Wizard ] [

Download and Install Wizard ]
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Web
B wsa
WSA
WSA
5 [ Fetch Upgrades ]
WSA
[ Status ]
Fetching Available Upgrades [ Next ]
6 [ Available Upgrades ]
Next ]
7 [ Upgrade Selection ]
WSA
[ Next ]
8 [ Summary ] WSA
[ Next ]
9 WSA
WSA [
Download ] WSA
[ Centralized Upgrade ]
o[ Download Wizard ] -
[Web] > [
Centralized Upgrade ]
[
WSA
Centralized Upgrade ]
WSA
WSA
1 WSA
Install Wizard ]
WSA WSA
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| Web

463
o[ Download and Install Wizard ] -
463 2
WSA
1 WSA [
Centralized Upgrade ] [ Install Wizard ]
1
a) | Centralized Upgrade ] [ AsyncOS
Web Web Appliances with Downloaded AsyncOS Versions ]
WSA [Web] > [ Utilities 1>
Centralized Upgrade ]
b) [ Install Wizard ]
2 [ Upgrade Preparation ] WSA
* WSA FRQILIXUDWLRQ
[ configuration
Save the current configuration to the configuration directory before upgrading ]
o[ Save current configuration ] [
Mask passphrases in the configuration file ]
[ Load Configuration ]
o[ Save current configuration ] [
Email fileto ] 1
3 [Next]
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Web |
. Web
4 | Upgrade Summary ] WSA
[ Next ]
5 [ Review ] WSA
[ Begin Install ] WSA
[ Centralized Upgrade ]
WSA
WSA
WSA [
System Administration ]>[ System Upgrade ] [
Install ] Cisco Web Security
Appliances AsyncOS
Web
. 448
* Web 464
. Web 465
* Web 465
Web
[ Web 1> Utilities ]>[Web Web
Appliance Status ] Web
[Web Web Appliance Status ] Web
IP AsyncOS
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| Web

Web .

1
Web
[ Appliance Status ]
[Web Web Appliance Status ] Web
Web
Web Acceptable Use Control Engine
Web
[ N/A ]
Web
Web
. AsyncOS
AsyncOS

* Web

. Acceptable Use Controls Engine

* Web AnyConnect

. Web Cisco ldentity Services Engine ISE

* Web

HTTP
ID
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Web |

B v

Web [Web
Web Appliance Status ]
[ RefreshData ]
Web URL
Web Usage Controls WUC URL
Web URL Cisco
Web
* URL 466
* URL 466
. 467
* URL ID/ 467
URL Configuration Master
URL 733
AsyncOS for Cisco Web Security Appliances User Guide URL
Filters Managing Updates to the Set of URL Categories

URL Category Descriptions

URL

URL Cisco
URL

Cisco
733
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URL [ Management Appliance ]>[

System Administration  ]>[ Alerts ]

[ System ]
608
URL URL
Web
AsyncOS for Cisco Web Security Appliances User Guide URL Filters
Choosing Default Settings for New and Changed Categories Web
URL 2
URL URL
ID/

AsyncOS for Cisco Web Security Appliances User Guide
Responding to Alerts about URL Category Set Updates

Application Visibility and Control AVC

SMA Web AVC
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Web |

H
o[ Configuration Master ]>[ID Identities ]/[ Identification
Profiles 1 [ Groups ] 468
o[ Configuration Master 1> Access Policies ] >[Web
Web Reputation and Anti-Malware Settings ]
468
469
[ Configuration Master ]>[ID Identities 1/
Identification Profiles ] [ Groups |
[ Web ]1>[ Configuration Master ]>[ID Identities ]/[
Identification Profiles ] [
SelectedgroupsandUsers ] [ Groups ]
Web [ Network ]>[
Authentication ] WSA
WSA
WSA [ Web ]>[ Utilities 1>
[Web Web Appliance Status ]
[ Configuration Master ]> [ Access
Policies ]>[Web Web
Reputation and Anti-Malware Settings ]
Configuration Master [ Access Policies ]> [Web
Web Reputation and Anti-Malware Settings ] Web
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| Web

[ Configuration Master ] .
Web
[ Web 1> Utilities 1>
Security Services Display ] Adaptive Security Configuration Master

ConfigurationMaster ]

Configuration Master 11.8 Configuration Master
Web WSA_Sandbox

Configuration Master 11.8
Web
Configuration Master

GUI

[ Web 1> Utilities ]>[Web Web
Appliance Status ]

* [Web Web Appliance Service ] [
? Is Service Displayed on Management Appliance? ]

« Configuration Master Web AsyncOS
Configuration Master
Web Web

Configuration Master
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[Web Web Appliance
Status Details ]
. 458
. 448
. 449
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471
Web
472
473
475
477
477
479
479
TCP/IP 479
479
[ System Status ] Cisco
659
[ System Status ] [
Management Appliance ]>[ Centralized Services ]>[
System Status ]
[
System Information ]
[ Centralized Services ] [

Security Appliance Data Transfer Status ]
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* CPU CPU

. AsyncOS

. 473

« CPU 474

. 475

Web
Web
Web [ Service Status ]
[ Email Feature Status ]
[
View Appliances ]
Web
22
Web [ Service Status ]
[ File Analysis ]
Cisco E Cisco
Web
[ Service Status ]
Web
64
. Centralized Message Tracking
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. Web 357
. 385
. 382
. Web 367
Web
403
Web
367
o 473
« CPU 474
Web
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B cu

1 Web [ Product ]
[ Email ] [ Service Status ]
2 [ Management Appliance 1> [
Centralized Services ]>[ System Status ]
3 [ Centralized Services ]
a) [ Centralized Reporting ] [E Email Security ]
b) Centralized Message Tracking
c [ Centralized Reporting ] [Web Web Security ]
4
CPU
1 Web [ Product ]
[ Email ] [ Service Status ]
2 | Management Appliance ]>[ Centralized Services ]>
[ System Status ]
3 [ System Information ] [CPU CPU
Utilization ]
[CPU CPU Utilization ]
CPU
[

Reporting Service ]
[ Quarantine Services ]
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[ Security
Management Appliance ]
CPU
[ Security Appliance Data Transfer
Status ]
[ Security Appliance Data
Transfer Status ] 10
10 [ Items
Displayed ]
[ System Status | [ Services ]
[
Security Appliance Data Transfer Status ]
[ System Status ] [

Security Appliance Data Transfer Status ]

Data Transfer Status ] [
[ Appliance_Name Data Transfer Status: Appliance_Name ]
E

o[ Not enabled ] E

o[ Never connected ] E

E
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data ]

Waiting fordata ] E

Connected and transferreddata ] E

Filetransferfailure ] E

Not enabled ] Web

Never connected ] Web
Web

Waiting for data ] Web

Connected and transferred data ] Web

Configuration push failure ]
Web

Configuration push pending ]
Web

Configuration pushsuccess ]
Web

[ Never connected ] [
Waiting for data ]

Connected and transferred data ]

[ File transfer failure ]

[ Connected and transferred
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. Web [
Product ] [ Email ] [
Service Status ]
. [ Management Appliance ]>
[ Centralized Services 1> [ System Status ]
[ Centralized Service Status ]
[
Security Appliances ]
[ ?
Connection Established? ]
. 407
. 22
Web
Web Web
465
. 478
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Web

E
[ Email ]>[ Reporting ]>[
Reporting Data Availability ]
[ Reporting Data Availability ]
E
E
100%
Web
[ Web 1> Reporting 1>
Data Availability ]
[ Data Availability ]
Web
[ Web Web Reporting Data Availability ] Web Reporting
Email Reporting Web Reporting
Web
Web Security Appliance
Web

100%

URL
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Some data in this time range was unavailable.

Web [ Data Availability ]
[ Data Availability ] 262
[ Email 1>
Message Tracking ]>[ Message

Tracking Data Availability ]

Web Security Appliance

Web [ System Capacity ]
260

E [ System Capacity ]
119

TCP/IP

TCP/IP
tcpservices
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LDAP

. 481
. LDAP 482
* LDAP 483
* LDAP 485
. 490
. 492
* AsyncOS LDAP 493
* LDAP 497
LDAP Microsoft Active Directory SunONE Directory Server  OpenLDAP
LDAP
Web Ul LDAP
AsyncOS
LDAP 482
. Cisco
LDAP 497
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LDAP

LDAP

Cisco LDAP

1 LDAP
AsyncOS LDAP
. DN Base DN
LDAP 483
LDAP AsyncOS LDAP
AsyncOS LDAP
493

2 LDAP

LDAP

LDAP
LDAP 485
3 LDAP
LDAP
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| Loap

LDAP

LDAP AsyncOS
LDAP
Web
Web
[ Management Appliance ]>[
[LDAP]
[LDAP Add LDAP Server Profile ]
[LDAP LDAP Server Profile Name ]
[ Host Name(s) ] LDAP
LDAP
AsyncOS LDAP
IP
LDAP LDAP
IP
Passphrase ]
[ User Mail Summary ]
LDAP [Active Directory] [OpenLDAP] [
Other ]

Active Directory

LDAP DN

DN
MRH#H[DPSOH FRP

XLG MRRX PDUNHWG@®GJIH[DPSGH FRP
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LDAP B

LDAP

System Administration ] >

493

Unknown or




LDAP

B we
0 [ Advanced ] LDAP SSL
1"
12
13
LDAP
LDAP 10
AsyncOS
10 30
496
LDAP LDAP
LDAP
20 30
14 [ Test Server(s) ]
LDAP
[ Connection Status ]
LDAP 485
15
Designate as the active query ]
LDAP 485
16 [ Test Query ]
[ Run Test ]
[ Connection Status ]
[ Update ]
LDAP
17
Active Directory Windows2000 TLS
Active Directory Active Directory Windows 2003  TLS
1
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| Loap

[LDAP / Add/Edit LDAP Server Profile ] [
Test Server(s) ] CLI  Idapconfig test
LDAP
LDAP
486
488
LDAP [
Designate as the active query ]
1
1
[ Management Appliance ]>[ System
Administration ] > [LDAP] *
490 492
[LDAP] [ Test Query ] Idaptest
* LDAP 485
. 486
LDAP CN DC

Cn=First Last,oU=user,dc=domain,DC=COM
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LDAP

LDAP mailL ocalAddress

maillocaladdress

LDAP
- {a} @

« {d}

» {dn}

* {9}

* {u}

« {f} MAILFROM:

{f}

Active Directory LDAP
(|(mail={a})(proxyAddresses=smtp:{a}))

[LDAP] [ Test ] Idapconfig test
LDAP
LDAP 489
{u} {a}
LDAP SMTP:
AsyncOS

« Active Directory (sAMAccountName={u})
e OpenLDAP  (uid={u})
. Unknown or Other
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| Loap
Active Directory .

mail
CLlI Idapconfig isgauth

(mail=smtp:{a})

Active Directory

Active Directory
Active Directory Active Directory
mail  proxyAddresses

73:LDAP Active Directory

Server Type | Active Directory

[ Port | 3268

DN Base DN

(sAMAccountName={u})

mail,proxyAddresses

OpenLDAP

OpenLDAP

OpenLDAP OpenLDAP

mail mailLocalAddress

74:LDAP OpenLDAP
Anonymous
Server Type | OpenLDAP
[ Port ] 389
DN Base DN DN
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LDAP

Anonymous

(uid={u})

mail,mailLocal Address

john.smith@example.com
1

[ Email Attribute ]

Active Directory

john@example.com jsmith@example.com

(|(proxyAddresses={a})(proxyAddresses=smtp:{a}))

mail OpenLDAP
mail
1
CLI Idapconfig

« Active Directory

* OpenLDAP
Active Directory
Active Directory

Active Directory

75:LDAP Active Directory

Anonymous

Server Type | Active Directory

[ Port ] 3268

Async0S 13.8.0 for Cisco Content Security Management Appliances

(mail={a})
proxyAddresses
mail
isgalias
488
489
Active Directory
mail




| Loap

OpenLDAP B
Anonymous
DN Base DN
SSL Use SSL
('|(mail={a})(mail=smtp:{a})
)
OpenLDAP
OpenLDAP
OpenLDAP OpenLDAP
mail
76 : LDAP OpenLDAP
Anonymous
Server Type | OpenLDAP
[ Port ] 389
DN Base DN DN
SSL Use SSL
(mail={a}))
[LDAP / Add/Edit LDAP Server Profile ] [
Test Query ] CLI  Idaptest
AsyncOS
SMTP true  false
Idaptest

Idaptest LDAP.isqalias foo@cisco.com

LDAP

maillocaladdress

mailLocal Address
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[ Test Connection ]
positive

alias consolidation

LDAP Cisco
LDAP
LDAP
LDAP
LDAP
Bigfish
Redfish.com Bluefish.com
LDAP Bigfish

3 LDAP

1 LDAP
LDAP 483

2
3

Web

. Async0S 13.8.0 for Cisco Content Security Management Appliances

LDAP

Run Test ]
Success: Action: match

Success: Action:
LDAP

Bigfish.com

491

381



| Loap

1 Web
Web
2 | Management Appliance ]>[ System Administration ] >
[LDAP]
3 [LDAP] [ Advanced ]
4
5
LDAP

6 [ Domain Assignments ]
7
8
9

[ None ]

6:
10 [ TestQuery ]
[ Test Parameters ]
[ Connection Status ]
1" [ Designate
as the active query ]
LDAP

12 [ Submit ] [ Commit ]
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LDAP |

OGDSFRQILJ DGYDQFHG
AsyncOS LDAP AsyncOS LDAP
LDAP
LDAP IT OpenLDAP
Active Directory LDAP
1 1 LDAP
LDAP 483
2
492
3 LDAP
CLI Idapconfig advanced
1 Web
Web
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| Loap

Async0S LDAP .

2 [ Management Appliance 1> [ System Administration ] >

[LDAP] > [LDAP LDAP Server ]
3 [LDAP LDAP Server Profiles ] [ Advanced ]
4 [ Add Chained Query ]
5
6

LDAP

7

Cisco

7:
8 [ Test Query ]
[ Test Parameters ]
[ Connection Status ]

9 [ Designateasthe

active query ]

LDAP
10
OGDSFRQILJ DGYDQFHG
Async0S LDAP
LDAP Cisco
LDAP LDAP
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LDAP

. Cisco

. Cisco

LDAP [
System Administration ]>[LDAP]

LDAP |

Cisco

LDAP
LDAP
LDAP

Management Appliance ]>[
CLI  Idapconfig

[LDAP Add (or Edit) LDAP Server Profile ]
[ Test Server(s) ] CLI  test
LDAP LDAP
LDAP
LDAP LDAP
LDAP
LDAP
Cisco LDAP
LDAP
LDAP
Cisco LDAP
LDAP
LDAP LDAP
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| Loap

LDAP Cisco B
Cisco 2 LDAP
LDAP Cisco
1 Web
Web
2 | Management Appliance 1> [ System Administration ] >
[LDAP]
3 LDAP
LDAP example.com
8:LDAP
4 [ Hostname ] LDAP Idapser ver.example.com
5[ Maximum number of simultaneous connections for each host ]
10
6 [ Failover connections in the order list ]
7 LDAP
8
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LDAP

LDAP LDAP
LDAP
Cisco
LDAP
LDAP
LDAP 1
LDAP
Cisco
1 Web
Web
2 | Management Appliance 1> [ System Administration ] >
[LDAP]
3 LDAP
LDAP example.com
9:
4 | Hostname ] LDAP Idapser ver.example.com
5 [ Maximum number of simultaneous connections for each host ]
10
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| Loap

LDAP B

6 [ Load balance connections among all hosts ]
17 LDAP
8
LDAP Cisco
LDAP
1 LDAP LDAP 483
2 LDAP [
External Authentication Queries ] LDAP
497
3
498 E
[ External Authentication Queries ]
[ Test Queries ] Idaptest
LDAP 489
4 LDAP LDAP
LDAP
500
E Adding
Users
AsyncOS LDAP
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LDAP

AsyncOS
RFC 2307 LDAP
shadowL astChange shadowM ax shadowExpire
DN
AsyncOS Active Directory
77 : Active Directory
Server Type Active Directory

DN Base DN
DN

(&(objectClass=user)(sAMAccountName={u}))

Attribute | displayName
containing the user’s full name

AsyncOS OpenLDAP
78: Open LDAP
Server Type OpenLDAP
DN Base DN
DN

(&(objectClass=posixAccount)(uid={u}))

Attribute gecos
containing the user’s full name

LDAP

AsyncOS

GUl [ Management Appliance ]>[
System Administration ]>] Users ] CLI  userconfig
LDAP
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| Loap

IT Administrator
Support Help Desk User
1 LDAP
AsyncOS
Operator Help Desk User
AsyncOS Help Desk User
LDAP
DN
LDAP
AsyncOS

Active Directory
(&(objectClass=group)(member={u}))
LDAP memberof
{dn}  {u}

AsyncOS  Active Directory

79: Active Directory

Active Directory

DN Base DN
DN

(&(objectClass=group)(member={u}))

LDAP
{u} {dn}
(&(objectClass=group)(cn={g}))
member
DN
cn

AsyncOS  OpenLDAP

Async0S 13.8.0 for Cisco Content Security Management Appliances .




80: Open LDAP

LDAP

OpenLDAP
DN Base DN
DN
(&(objectClass=posixGroup)(memberUid={u}))
(&(objectClass=posixGroup)(cn={g}))
DN memberUid
cn
LDAP LDAP
1 Web
Web
2 [ Management Appliance 1> [ System Administration ] >
[ Users ]
3 Enable ]
4 [ Enable External Authentication ]
5 [LDAP]
6 LDAP
7
8 LDAP
9 AddRow ]
7
10
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SMTP

SMTP

* SMTP 501
« SMTP 503
Cisco
smtproutes
SMTP

@example.com

Cisco
504

SMTP
SMTP
bar.domain
bar.domain

example.com
fred@foo.example.com

13

502

[SMTP SMTP Routes ]

Mail eXchange MX;
example.com groupware.example.com

groupware.example.com
groupware.example.com MX

MX DNS MX

10,000 SMTP
SMTP

example.com

wilma@bar.example.com

DNS MX
foo.domain DNS MX
bar.domain
foo.domain
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B svr

SMTP

b.domain a.domain
MX
MX
SMTP
hostl.example.com  example.com
MX
SMTP
1 10
AsyncOS TCP 1
1
1
AsyncOS 10 MTA
1 10
10
10
SMTP SMTP
SMTP
* 1SQ
. Alerts
2

Email Security Appliance
Appliance 1>
smtproutes

Network ]>[SMTP

SMTP |

a.domain b.domain
a.domain b.domain
b.domain a.domain
SMTP
host1.example.com
example.com
Exchange
10
10 10
10 1
10
Exchange
1 TCP
SMTP
Cisco
SMTP
[ Management

SMTP Routes ]
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| swmrp

SMTP

SMTP

SMTP B
sendmail mailertable [SMTP SMTP Routes ] smtproutes
AsyncOS 2.0
GUI RAT
SMTP
ALL
SMTP ALL
MX
SMTP SMTP ALL:
SMTP

[ Management Appliance 1> [ Network ]>[SMTP

SMTP Routes ] smtproutes

SMTP

« SMTP 503

* SMTP 504

* SMTP 504

* SMTP 504

* SMTP 505

* SMTP DNS 506

Email Security Appliance

Appliance 1> Network ]>[SMTP

smtproutes
sendmail  mailertable [SMTP
AsyncOS 2.0
[ Management Appliance ]>[
SMTP Routes ] smtproutes
IP
/dev/null

Async0S 13.8.0 for Cisco Content Security Management Appliances

[ Management
SMTP Routes ]

SMTP Routes ] smtproutes

Network ]>[SMTP




SMTP |

B svr
/dev/null
IP
1 1
MX
10,000 ALL
9,999
ALL 1
1 Web
Web
2 | Management Appliance 1> [ Network ]>[SMTP
SMTP Routes ]
3 [ Add Route ]
[ Add
Row ]
5 :<port number>
example.com:25
6
Host Access Table HAT Recipient Access Table RAT
SMTP
1 [SMTP SMTP Routes ] [SMTP Export SMTP Routes ]
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| swmrp

SMTP B

2 [ Submit ]
Host Access Table HAT Recipient Access Table RAT
SMTP
1 [SMTP SMTP Routes ] [SMTP Import SMTP Routes ]
SMTP
3 [ Submit ] SMTP
SMTP
4 | Import ]
#
AsyncOS
# this is a comment, but the next line is not
ALL:
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SMTP |
B svr DNS

10: E

SMTP DNS

USEDNS MX

example.com
Exchange SMTP

H[DPSOH ARFKDQJH H[DPSOH FRP

foo.example.com SMTP

H[DPSOH FIBR'16
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Response

14

Cisco SecureX Cisco Threat Response

Cisco SecureX Cisco Threat Response
. Cisco SecureX Cisco Threat Response 507
Cisco SecureX Cisco Threat

Cisco SecureX

Cisco
SecureX
Cisco SecureX
Cisco SecureX
Cisco Threat Response
Threat Response
Cisco SecureX Cisco Threat Response
. Cisco SecureX Cisco Threat Response
« Cisco SecureX Ribbon
Cisco SecureX Cisco Threat Response Cisco SecureX

Cisco Threat Response
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Cisco SecureX Cisco Threat Response

Cisco SecureX Cisco Threat Response
IT
Cisco SecureX URL
https://securex.us.security.cisco.com/login
Cisco® SMA E
SMAE
https://securex.us.security.cisco.com/settings/modules/available Cisco SecureX
[ Learn More ]
Cisco SecureX Cisco Threat Response
81: Cisco SecureX Cisco Threat Response
1
2 Cisco
Cisco SecureX SecureX
Cisco Threat Response
3 Cisco SecureX
https://securex.us.security.cisco.com/help/
settings-devices
4 Cisco
Cisco SecureX SecureX Cisco Threat Response
Cisco Threat Response
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https://securex.us.security.cisco.com/login
https://securex.us.security.cisco.com/settings/modules/available
https://securex.us.security.cisco.com/help/settings-devices
https://securex.us.security.cisco.com/help/settings-devices

I Cisco SecureX Cisco Threat Response

6 Cisco SecureX E
https.//securex.us.security.cisco.comsettings/modules/available
Cisco SecureX

[ Add
New Module ]
Cisco Threat Response Cisco SecureX
Cisco Threat Response
Cisco SecureX
. Cisco SecureX
URL
https://securex.us.security.cisco.com/login Cisco SecureX
[SecureX Create a SecureX Sign-on
Account ] CiscoTAC
. Cisco Threat Response
HTTPS 443 FQDN

* api-sse.cisco.com NAM
* api.eu.sse.itd.cisco.com EU
* api.apj.sse.itd.cisco.com APJC

» gst.sco.cisco.com APJC EU NAM

Firewall Information

Cisco SecureX
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https://securex.us.security.cisco.com/settings/modules/available
https://securex.us.security.cisco.com/login
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma13-6-1/User-Guide/b_SMA_Admin_Guide_13_6_1/b_NGSMA_Admin_Guide_appendix_010000.html#concept_94B876CE9D13467FBF63983540FD3089

Cisco SecureX Cisco Threat Response |

Cisco SecureX Cisco Threat Response
2 | Networks ]>[ Cloud Service Settings ]
3 [ Edit Settings ]
4 [ Enable ]
5 Cisco SecureX Cisco Threat Response Cisco
SecureX Cisco Threat Response
6
17 [ Register ]
Cisco SecureX
Cisco Threat Response Cisco SecureX Cisco
Threat Response
CLlI WKUHDWUHVSRQVHFRQILJ
Cisco SecureX Cisco Threat Response
https://securex.us.security.cisco.com/settings/modules/available Cisco SecureX
[ Add New Module ]
Cisco SecureX Cisco Threat Response
1 [ Networks 1> [ Cloud Service Settings ]
2 | Cloud Services Settings ] [ Register ]
CLI Cisco SecureX Cisco Threat Response FORXGVHUYLFHFRQILJ
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https://securex.us.security.cisco.com/settings/modules/available

I Cisco SecureX Cisco Threat Response

* Security Services Exchange

« Cisco SecureX [
SMA

Security Services Exchange

Devices ] Security Services Exchange

Cisco SecureX

Cisco SecureX

Cisco Threat Response

api.eu.sse.itd.cisco.com
Cisco SecureX Cisco Threat Response
Cisco SecureX Cisco Threat Response

Cisco Threat Response

Web Cisco
SecureX Cisco Threat Response
Security Services Excange Cisco SecureX  SMA

https://securex.us.security.cisco.com/settings/modules/available

[

Cisco SecureX
Add New Module ]

Cisco SecureX Ribbon

Cisco SecureX Ribbon

13.6.1

Cisco SecureX

SecureX

* Cisco SecureX Ribbon

* Cisco SecureX Ribbon
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https://securex.us.security.cisco.com/settings/modules/available

. Cisco SecureX Ribbon

Cisco SecureX Ribbon

o[ /
* Home

* Incidents

* Orbital

‘[

Cisco SecureX Ribbon

Cisco SecureX Ribbon

Cisco SecureX Cisco Threat Response |

Cisco SecureX Ribbon

Expand/Collapse Ribbon ]

Enrichment ]

https://securex.us.security.cisco.com/help/ribbon

13.6.1 [ Casebook ]
Cisco SecureX
API ID ClientID ] [ Client
Secret ]
Cisco SecureX
1 Web Web

https://www.cisco.com/c/en/us/td/docs/

security/security_management/sma/smal3-6-1/User-Guide/b_SMA_Admin_Guide_13 6 _1/b NGSMA _
Admin_Guide_chapter_01.html#task 1280297

2 [Cisco SecureX Ribbon]
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https://securex.us.security.cisco.com/help/ribbon
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma13-6-1/User-Guide/b_SMA_Admin_Guide_13_6_1/b_NGSMA_Admin_Guide_chapter_01.html#task_1280297
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma13-6-1/User-Guide/b_SMA_Admin_Guide_13_6_1/b_NGSMA_Admin_Guide_chapter_01.html#task_1280297
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma13-6-1/User-Guide/b_SMA_Admin_Guide_13_6_1/b_NGSMA_Admin_Guide_chapter_01.html#task_1280297

I Cisco SecureX Cisco Threat Response
Cisco SecureX Ribbon .

3 SecureX API [ ID ClientiID ] [
Client Secret ] API
Creating an API Client

ID
* casebook
* enrich:read
* global-intel:read
* inspect:read
* integration:read
« profile
* private-intel
* response
« registry/user/ribbon
« telemetry:write

* users:read

* orbital ( )

4 [SecureX Login to use SecureX
Ribbon ] 3 ID

5 [SecureX Loginto use SecureX Ribbon ]
Cisco SecureX

6 [ Authenticate ]

ID Cisco SecureX
Cisco SecureX

Cisco SecureX Ribbon
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https://securex.us.security.cisco.com/settings/apiClients

Cisco SecureX Cisco Threat Response |
. Cisco SecureX Ribbon

Cisco SecureXRibbon

Cisco SecureX Ribbon
ID Cisco
SecureX Ribbon Cisco SecureX Ribbon 512

1 Web Web
https://www.cisco.com/c/en/us/td/docs/
security/security_management/sma/smal3-6-1/User-Guide/b_SMA_Admin_Guide_13 6 _1/b NGSMA _
Admin_Guide_chapter_01.html#task_1280297

2 | Email Reporting ] [Web Web Reporting ]

bit.ly

AMP for Endpoints
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https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma13-6-1/User-Guide/b_SMA_Admin_Guide_13_6_1/b_NGSMA_Admin_Guide_chapter_01.html#task_1280297
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma13-6-1/User-Guide/b_SMA_Admin_Guide_13_6_1/b_NGSMA_Admin_Guide_chapter_01.html#task_1280297
https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma13-6-1/User-Guide/b_SMA_Admin_Guide_13_6_1/b_NGSMA_Admin_Guide_chapter_01.html#task_1280297

I Cisco SecureX Cisco Threat Response

Cisco SecureX Ribbon .
3
4
2
* Cisco SecureX [ Enrichment ]
* Cisco SecureX Ribbon [ Casebook ]
Cisco SecureX Ribbon https://securex.us.security.cisco.com/help/ribbon
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https://securex.us.security.cisco.com/help/ribbon

Cisco SecureX Cisco Threat Response
. Cisco SecureX Ribbon
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. 517

. 517

o[ Users ] 530

. 530

. 547
. 552

. 552

. 553

. 553

. 555

Cisco

LDAP RADIUS

. 518
. 521

Async0S 13.8.0 for Cisco Content Security Management Appliances .




82:

529

Web

admin

admin

admin

resetconfig revert
admin

Administrator

Operator

* UHVHWFRQILJ

Administrator

LDAP
LDAP
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Web
Technician Technician [ Web ]
[ Email ]
Read-Only Operator
Read-Only Operator
. FTP SCP
Guest Guest
Web
Guest
Web Administrator Web Administrator
[ Web ]
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Web

Web
Web Policy
Administrator

Web Policy Administrator
[Web
Web Appliance Status ]
Configuration Master
Web

URL
Web

Administrator

Email

Email Administrator

Email ]

CLI
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Web

Custom Email User
Custom Web User [
Add Local User ]

[

Management Appliance ]>[
System Administration ]>[
User Roles ]

Custom Email User
CLI

521

Administration

Web

URL

» Custom Email User

522
529
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. Custom Email User

Custom Email User

*DLP
[ Management Appliance ] >
Centralized Services ] [ System Status ]
Custom Email User CLI
E
DLP
E
Common Administration Managing Custom User Roles for Delegated Administration
[ Email Security Monitor ]
61
E
[ Email Security
Monitor ]
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*DLP

. Scheduled Reports

. Archived Reports

[ Email Security
Monitor ]

. Archived Reports

DLP
DLP

[ Email Security Monitor ]

* DLP

. Archived Reports
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DLP
552
331
529
Custom Email User
Custom Email User
522
E
1 Web
Web
2 | Management Appliance 1> [ System Administration ] >
[ User Roles ]
3] Add Email User Role ]
Email User
[ Duplicate ]
4 dlp-auditor
«Email  Web
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E
DLP
6 [ Submit ] [
7
Email Reporting ] [
1
8
9

Custom Email User

Custom Email User

[ Options ]

Custom Email User

Custom Email User .

User Roles ]
[
no groups selected ]
362
412
[ Account Privileges ]

Web
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. Custom Web User

11 : Custom Email User

Custom Web User

Custom Web User

>[ URL

>

[
Web
[ Web 1>[
Custom URL Categories ]
[ Web 1>[

Publish Configuration Now ]

Account Privileges ]

Configuration Master ]
URL
Utilities ]

URL
URL
Web
» Custom Web User 527
» Custom Web User 528
. 529
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Custom Web User .

Custom Web User

1 Web
Web
2 | Management Appliance ]>[ System Administration ] >
[ User Roles ]
3 [Web Add Web User Role ]
Web User
[ Duplicate ]
4 canadian-admins
5 URL
6
URL
Configuration Master
17
8 [ Submit ] [ User Roles ]
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. Custom Web User

Web Web
Web
217 Web
300 Administrator
Web
[Web] > [ Utilities 1> Security ]>[
Services Display 1> Edit Security Services
Display ] 1 [
User Roles ] [ Configuration Master ]
Custom Web User
1 [ UserRoles ] [ Edit User
Role ]
2 URL
3 [ Submit ]
[ User Roles ]
. [ Access policies ]
Configuration Master
[ Include ]
[ Submit ] [ UserRoles ]
. URL URL
Configuration Master URL [
Include ] URL
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[ Submit ] [ User

Roles ]
1
Administrator Operator Guest Technician Read-Only Operator
GUI  CLI
Web Web URL Web
GUI
LDAP
540
. 362
. 418
412
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. [ Users ]

[ Users |
Users 517
[ Reset 531
Passphrases ]
539
534
Local User Account &
Passphrase Settings
External Authentication 540
DLP DLP Tracking
Privileges 552
« admin 530
. 531
. 531
. 540
. 544
admin
GUI CLI admin
GUI
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. Web
Web
o[ Management Appliance ]>[ System Administration ]
> [ Users ]
admin CLI SDVVSKUDVH

SDVVSKUDVH

admin

[
Change Passphrase ]
534
. 531
. 532
. 533
. 533
. 533
. 534
. 539
. 539

CLI  XVHUFRQILJ
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2 Web

[ Users ]
Add User ]

Email

User

10
1"

521

Management Appliance ]>[

518

Web
Custom Email User
527

521
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524

System Administration ] >

RSHUDWRU URRW

Custom Web



1 Users ]
2
3
4
1 Users ]
2 [ Delete ]
3 Commit ]
o[ Management Appliance ]>[ System Administration ]
> Users ]
Unassigned ]
521
. GUI [ Edit
User ] 532
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* admin

530
539
« GUI [ Options ] [
Change Passphrase ]
1 Web
Web
2 | Management Appliance 1> [ System Administration ] >
[ Users ]
3 [ Local Account and Passphrase Settings ]
4 | Edit Settings ]
5
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User Account Lock ]

Edit User
SSH
0
Info

]

7 ASCII

GUI [

XVHUFRQ@ILD

HTTP

539
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~?21@#%$%Nand * - _+=
V71O <>{}""": 1,

1 366
90
539
SSH
SSH
<number> 1 128
8
o 9 1
1
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3
| ! 1
0

$ 5

+ 7

<number>

15

forbidden_passphrase_words.txt
SCP  FTP
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* 30

*18

800-63 A

NIST SP
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1
534 [ Passphrase Reset ]
Web
Web
Management Appliance ]>[ System Administration ]>
Users ]
Users ]

Enforce PassphraseChanges ]

[ Local User

Account & Passphrase Settings ]

[OK]

534

539
EditUser ] AsyncOS
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a) Web
Web
b) [ Management Appliance ]>[ System Administration ]
>[ Users ]
c) [ Local User Account & PassphraseSettings ]
[ Edit Settings ]
d [
Display Locked Account Message if Administrator has manually locked a user
account ]
e)
[ Management Appliance 1> [ System Administration ] >
[ Users ]
admin
540
[ Lock Account ]
AsyncOS
[ Users ]
[ Unlock Account ]
admin
admin admin admin
E
Setup and Installation
LDAP RADIUS
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LDAP B

658
* LDAP 497
* RADIUS 541
LDAP
LDAP LDAP 497
RADIUS
RADIUS RADIUS CLASS
AsyncOS  RADIUS
CLASS
RADIUS
RADIUS 48
1 Web
Web
2 [ Management Appliance 1> [ System Administration ] >
[ Users ] [ Enable ]
3 Enable External Authentication ]
4 RADIUS
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B reows

5 RADIUS
6 RADIUS
7 RADIUS

E
8
9 PAP

CHAP
10 [ AddRow ] RADIUS
RADIUS 6 7
1

11 Web

RADIUS

0 AsyncOS
RADIUS

12
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RADIUS .
[ AsyncOS RADIUS CLASS RADIUS
CLASS
Map .3
externally authenticated users
to multiple local roles . 253
Recommended ]
¢ RADIUS 1 CLASS
AsyncOS
CLASS RADIUS
CLASS RADIUS AsyncOS
Operator
CLASS Read-Only Operator
CLASS 2 RADIUS
AsyncOS Operator
Read-Only Operator RADIUS

. Administrator

* Email Administrator

* Web Administrator

* Web Policy Administrator

e URL Filtering Administrator Web

. Web

RADIUS
« Read-Only Operator

Async0S 13.8.0 for Cisco Content Security Management Appliances




[ AsyncOS RADIUS Administrator

Map all
externally authenticated users

to the Administrator role ]

13 [ Add Row ]
11

14

RADIUS
RADIUS

. PAP

« Challenge Handshake Authentication Protocol CHAP

* RSA v8.2

* FreeRADIUS v1.1.7

« ISE V1.4
. 544
. 545
. SSH E Web
546
IT RADIUS
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1 Web
Web
2 | System Administration ]>[ Users ]
Two-Factor Authentication ] [ Enable ]
3 RADIUS IP
4 RADIUS
5 RADIUS
6
7
8 [ AddRow ] RADIUS
2 6
10 RADIUS
9
10
1 Web
Web
2 | System Administration ]>[ Users ]
Two-Factor Authentication ] [
3 [ Enable Two-Factor Authentication ]
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RADIUS




SSH E Web

SSH E Web
SSH
(testsma.example.com) E (testesa.example.com)
Web
WSA

WHVWVPD H[DPSOMHSERRDQFHFRQILJ
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

$'"' $GE®BO$&RQQHFWIARLD PHWBIQEH\V

(',27 (GLWQDSSOLDQFH

“(/(7( S5HPRYMQDSSOLDQFH

7(67 7THVWKDB/QDSSOLDQNSURSHURRQILIJXUHG

6(59,&(6 &RQILIXWHHHQWUDO MMIGYLFHRWUDQDSSOLDQFH

67$786 'LVSODWKIWWDWRVFHQWUDONMHMIBYLFHV

3257 &RQILIJXBKLFISRUWYXVH® RFRPPXQLFDMWWHKHPRWISSOLDQFHYV

>@'DGG
SOHDWHQWHWKMW\SHRI &LVFRSSOLD QFKDWKLGHY L AH/
(6%
6%
> @!
(QWHWKH3 DGGUHRVKRVWQIRRHDQDSSOLDQFRW UDQV IGIDWDL W K
$ KRVWQIPMHEHHQWHUHGBNKLYLHOGKRZHYHWZLOHLPPHGLDWHO\
UHVROYWRDQ,3 DGGUHXYKHWKHRUPLVVXEPLWWHG
>@!,3 DGGUHN@WHUHG
(QWHD QDPWRLGHQWIWWKL®YSSOLDQFH
>@!/QDPRIDSSOLDQFH

YLOHWUDQV IBIRFHWWLD66+LVUHTXLUWBWUDQV IBIWISRUW GOWIPHVVD DR JV
DQE@XDUDQWLDHOLVW EORFEDWMMRPDSSOLDQFHV

RXOGRXOLNMRFRQILIXUHOHWUDQVIBIFHVIRUWKLYSSOLDQFH®@!
RXOGRXOLNM/RXVHD FXVWRFNKSRUWRFRQQHWWWKLYSSOLDQFH®'!

"RXOGBRXOLNM/RFRQQHBW(PDLBHFXULWSSOLDXNWH QI3UH VKD WGV "
SVHWKLRSWLRQ\RXKDYMQDEOWGER IDFWIRUNKHQWLFBRWWR@PDLO
6HFXULWSSOLDQFH@\HV

7TRDG®Q(PDLBGHFXULWSSOLD QWWFRW KR RQWHEH¥FXULWDQDJIHPIBD@GWOLDQFH
XVLQSUH VKDWNHAV ORILQWRWKHPDLBGHFXULWSSOLDQFH
UXQVKWPDFRQILDGGRPPDQMQWHNWKHROORZLAWDLOV

+RVWYP VPD TD

8VHUH\

$$$5% 1]D& \F ($$5$'$45%$$$%$4'JP N* 5+F JO9=[5H RUK ': <MH 8% %S-TF754-R[8,$"
T JH\D:+=F)R8[+ <4E3; 5 &90<J- 4% LXQMNU MRZ9 6&X%%LN()IJM ]X[OV)K/ / HS(
JZ6D GKI\8D\VW S7 &=*240WJ[V ZF YH ; 6TO4' EG<& [ J&; ZGZIK7+ MZ<M.
2 N 7X=-(-Q\%4 <\&\9Z:X'N;S, [-'HP[FF H :ZWSQ PQ 9/D7* , :;Z6YO<% 7FTP:Q2 J/ I
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IP

ZN.$.FXK<S] 1)U P\HM PKON =$);P51[Y7

E Web
E Web

'R\RXZDQWRFRQWL@PRDQHFWAWVUIQIUH VKDWHGV'><@A\HV

o |P 547
* Web Ul 550

. 547
. 547
. 548

CIDR IP

AsyncOS

AsyncOS
IP
IP E
x-forwarded-for HTTP
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x-forwarded-for RFC HTTP
x-forwarded-for: client-ip, proxyl, proxy2,... CRLF .

IP
IP IP
IP IP
AsyncOS  x-forwarded-for IPv4
GUI [ Network Access ] CLI DGPLQDFFHVVFRQILJ
LSDFFHVV
IP
[ Network Access ]
Web Web
12:
AsyncOS 4
o[ Allow All ]
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o[ Only Allow Specific Connections ] IP
IP IP CIDR
o[ Only Allow Specific ConnectionsThrough Proxy ]
. 1P [ IP IP
Address of Proxy Server ]
. x-forwarded-header HTTP
» x-forwarded-header
. IP x-forwarded-header
IP IP CIDR
o[ Only Allow Specific Connections
Directly or Through Proxy ] IP
IP CIDR IP
[
Only Allow Specific Connections Through Proxy ]
true
o[ Only Allow Specific Connections ] IP
o[ Only Allow Specific Connections Through Proxy ]
IP
IP IP
o[ Only Allow Specific Connections Directly
or Through Proxy ]
. IP IP
. IP IP
IP

AsyncOS
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B weu

1 Web
Web
2 | System Administration ]>[ Network Access ]
3 [ Edit Settings ]
5 IP
IP IP CIDR
6
. IP
. IP
IP IP
x-forwarded-for
1
Web Ul
Web Ul AsyncOS
Web Ul admin
HTTP HTTPS
AsyncOS Web
Web Ul
30
1 Web
Web
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cLl
2 | System Administration ]>[ Network Access ]
3 [ Edit Settings ]
[Web UI
Web Ul Inactivity Timeout ] 5 1440
5
CLI AsyncOS
CLI
. SSH SCP
CLI
1 Web
Web
2 | System Administration ]>[ Network Access ]
3 [ Edit Settings ]
4 [CLI CLI Inactivity Timeout ]
5 1440
5

CLI DGPLQDFFHVVFRQILJ CLI

CLI RefeenceGuidefor AsyncOSor CiscoEmail SecurityAppliances
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1 Web
Web

2 | Management Appliance 1> [ System Administration ] >

[ Users ]
3 [ Tracking Privileges ] [ Edit Settings ]
4
5

[ Management Appliance ]>[
Centralized Services ]
1 GDWD SXE FRQILIXUDWLRQ
CLI

adminaccessconfig > BANNER

a1l B W N
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Web Web

1 CLI
2 adminaccessconfig > NGUIBANNER
3
4

* Web 553

. 554

. 554

Web
[ Options  ]>[ Active Sessions ]
13:[ Active Sessions ]
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[ Active Sessions ]
GUI

Web SSH FTP

2 [ Loggedinas ] [
Figure-icon ]

* who CLI Web

* whoami

PDLO H[DPSOH FRP!

ZKRDPL

S8VHUQDMHGPLQ
YXOADPH$GPLQLVWUDWRU
*URXSWGPLRSHUDWRARQILJORJI JXHVW

* last
IP

PDLO H[DPSOH GRWPW

8VHUQDBPHPRWRVWRJILZLPH /IRIRXWLPH 7RWDAQA PH
DGPLQ 6DW D\ VWL OMRJJIHIAX P
DGPLQ 6DW D\ 6DW D\ P
DGPLQ 6DW D\ 6DW D\ K P
DGPLQ JULOD\ JULOD\ K P
VKXWGRZQ JULOD\

VKXWGRZQ JULOD\

DGPLQ JULOD\ JULOD\ P
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DGPLQ YULOD\ YULOD\ P
DGPLQ 7KX0D\ YULOD\ G K P
DGPLQ YULOD\ YULOD\ P
DGPLQ 7KX0D\ 7KX0D\ K P
. User Has No Access Privileges
Assigned 555
. User Has No Active Menus 555
. Externally-Authenticated Users See
Preferences Option 556
User Has
No Access Privileges Assigned
[ Management Appliance ]>[ System Administration ] >
[ Users ] [
Management Appliance ]>[ System Administration ]>[
User Roles ]
[
Management Appliance 1> [ System Administration ]>[ User
Roles ]
[ User Roles for Delegated
Administration ] [ Email Reporting ] [

No groups selected ]

User Has No Active Menus

1 URL
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Externally-Authenticated Users See Preferences Option

URL [ Custom UserRole ]

Externally-Authenticated Users See Preferences Option
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* Cisco
e CLI

* SNMP

* AsyncOS
* AsyncOS

639
* SAML 2.0

558

576

591

607

608
617
622
623
Configuration File ]
626
635

SSO 640
658

558
572
577
579
588
591
605
608
626
661

Async0S 13.8.0 for Cisco Content Security Management Appliances .




System Administration ]

GUl [

CLI
471

719

Cisco

. 558
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559

featurekey



. [ Management Appliance ]>[
System Administration ]>[ Feature
. Keys ]
[ Feature
Key ]
* [ SubmitKey ]
[ Pending Activation ]
[ Management Appliance ]>[
System Administration ]>[
Feature Key Settings ]
Cisco

http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/

products-installation-guides-list.html
Installation Guide

. 560

« Cisco Smart Software Manager
. 564

. 564

« Cisco Smart Software Manager

Async0S 13.8.0 for Cisco Content Security Management Appliances

CiscoContentSecurityMirtual Appliance

CLI show license

562
563

565



http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-installation-guides-list.html

« Cisco Smart Software Manager 565

. 565
. 566
. 566
. 567
. 567
Cisco
Cisco Smart Software Manager CSSM
CSSM
PAK Web
CSSM
CSSM
CSSM CSSM

Cisco Smart Software Manager
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment

_Guide.html

. Cisco Smart Software Manager
https://software.cisco.com/#module/SmartLicensing
Cisco Smart Software Manager

Cisco Smart Software Manager Cisco Smart Software Manager

Hittps:/Avwww.cisco.com/clen/usitd/docsiwirelessitechnology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

CSSM Smart Software Manager

CSSM
CSSM

. Async0S 13.8.0 for Cisco Content Security Management Appliances


https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://software.cisco.com/#module/SmartLicensing
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

Smart Software Manager Smart Software
Manager Enhanced Edition 6.1.0
https://video.cisco.com/detail/video/5841741892001/
convert-classic-licenses-to-smart-licenses?autoStart=true&g=classic
. CSSM
CSSM
CSsSM [ System
Administration ]1>[ Update Settings ]
PAK
PAK
1
562
2 Cisco Smart Software Manager | Cisco Smart Software Manager
563
3 564
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https://video.cisco.com/detail/video/5841741892001/convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic
https://video.cisco.com/detail/video/5841741892001/convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic

1 [ Managed Appliance 1> System Administration ] >
[ Smart Software Licensing ]

2 | Enable Smart Software Licensing ]

3 [OK]

CSSM
90

90 60 30 15 5
CSSM
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Cisco Smart Software Manager .
Cisco Smart Software Manager
Cisco Smart Software Manager [ System
Administration ]
1 [ Managed Appliance ]>[ System Administration ] >
[ Smart Software Licensing ]
2 [ Transport Settings ] [ Edit ]
o[ Direct ] HTTPS Cisco Smart Software Manager
o[ Transport Gateway |
Smart Software Manager Cisco Smart Software Manager
Smart
Software Manager URL [OK]
HTTP HTTPS FIPS
HTTPS
Hittps:/Amww.cisco.com/clen/usitd/docsiwirelessitechnology/mesh/8-2/b_Smart_Licensing_Deployment Guide.html
Cisco Smart Software Manager
https://software.cisco.com/#module/SmartLicensing
[ Virtual Account ] [
General ]
https:/Amww.cisco.com/clenfusitd/docsiwireless/technology/mesh/8-2/b_Smart _Licensing_Deployment_Guide.html
3
4 [ Register ]
5 [ Smart Software Licensing ] [

Reregister this product instance if it is
already registered ]

Cisco Smart Software Manager 565
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https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html
https://software.cisco.com/#module/SmartLicensing
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

[
Licensing ]
11 Management Appliance ]>[
[ Licenses ]
2 | Edit Settings ]
3 [ /
4 I Submit ]
30
30 15 5
oocC
CSSM
11 Management Appliance 1> [
[ Licenses ]
2 | Edit Settings ]
3 [
4 [ Submit ]
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Smart Software

System Administration ] >

License Request/Release ]

00C
00C

System Administration ] >

License Request ]



Cisco Smart Software Manager .

Cisco Smart Software Manager

1 [ Management Appliance ]>[ System Administration ] >
[ Smart Software Licensing ]

2 Action ] [ Deregister ] [

Go ]
3 [ Submit ]
Cisco Smart Software Manager

1 [ Management Appliance 1> [ System Administration ] >
[ Smart Software Licensing ]

2 Action ] [ Regiser | [ Go ]

Cisco Smart Software Manager 563

CSSM
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Cisco Smart Software Manager
563

Cisco Smart Software Manager

1 [ Management Appliance ]>[ System Administration ] >
[ Smart Software Licensing ]
2 [ Action ]
3 [ Go ]
1 [ Management Appliance ]>[ System Administration ] >
[ Smart Software Licensing ]
2 Smart Agent Update Status ] [
Update Now ]
CLI VDYHFRQILJ [ System Administration ]
> Configuration Summary ] Web
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license_smart

* license_smart 567

e show_license 571

. 568

. 568

. Smart Licensing 568

. Smart Software Manager

. 569
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568

569




. 569

. URL 570
. 570
. 571

commit

KHOS
OLFHQVHBVPDUW

H[DPSOH FRRFHQVHBVPDUW
&KRRWHKHR SHUDWLRXQ@ZDQWRSHUIRUP
(1$%/( (QDEOMPDUMFHQVLEOWKIURGXFW
6(7$*(1732576HWSRUWRUX@BPDUSMIHQWHUYLFH
>S@WHWDJHQWSRUW

(QWHWKBRUWRUXQ/PDUWIHQWHUYLFH
> @!

Smart Licensing

PDLO H[DPSOH RRFFHQVHBVPDUW
&KRRWHKHR SHUDWLRXZDQWRSHUIRUP

(1$%/( (QDEOWMPDUMFHQVLROWKKURGXFW

>@HQDEOH
$IWHHQDEOLEPDUMFHQVLEM\RXUDSSOLDQFHOOREZHORZWHSWRDFWLYDWH
WKHHDWXBIB\V OLFHQVHV

D 5SHILVWWWKISURGXEMWNKEPDUBRIWZDOUBIQDIKYLQOLFHQVHBVPDUWLVWHRPPDQG
LOWKH/,

E $FWLYDWHKHHDWXMHM\VXVLQOLFHQVHBVPDWWXHVWVPDUWBPRFPARQREEWK H
&/,

IRWH, I \RXDUKKVLQD YLUWXDOSOLDQBERXDYIQRWQDEOBG\RI WKH
IHDWXUHYWKHODVVORFHQVIRRIGHRXZLO@QRWHDEOMWRDFWLY DWKiH
OLFHQVHMWHIRXVZLWAKRWKNPDUMFHQVIRRIGH<RXQHH®RLUVWHJLVWHU
\RXUWDSSOLDQPR AW KH®RXFD@FWLYDMKHIDLFHQVHNDWXUHWWKNPDUMFHQVLQJ
PRGH

&RPPLNRXUFKDQIJNMMRHQDEMWKHBPDUMFHQVLRRGRQ\IRXUDSSOLDQFH
$OONKHHDWXUH@DEOH®BNV KK ODVVLIFFHQVLRRGALOEGHDYDLODEQWKKHYDOXDWLRQ
SHULRG

7\SH< LI\RXZDQWRFRQWLQRHW\SH1 LI \RXZDQWRXVHNKHODVVIORFHQVLQJ
PRGH< 1@ @\

I FRPPLW
SOHDWWWHRPHRPPHQGWHWWNV FULELRXUKDQJIHV

>@!
'R\RXZDQWRVDYMKHXUUHBRQILIXUDWRRQROOEDBNK®!
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Smart Software Manager .

Smart Software Manager

PDLO H[DPSOH FKRFFHQVHBVPDUW
7TRVWDUWLQWKHKWLFHQVHEWHDWHILVWWKIBURGXFW
&KRRWHKHRSHUDWLRXQZDQWRSHUIRUP

5(*,67(5 S5HILVWWHKIBURGXFRWUW6PDUMFHQVLQJ
85/ 6HWNKHPDUWDQVSREBW

67$786 6KRRYHUDORDUMFHQVLWDWXV
6800$5< 6KRAZPDUMIFHQVLEWDWXXPPDU\

>@UHJLVWHU
S5HUHIJILVWMKULSURGXEQVWDQRHWLVDOUHDGNMILVWHBH@Q

(QWHWRNHQRUHIJLVWWKIURGXFW
>@!
2'50270 OM,W274]26 <M< /[:([=78W=7GPO0OP< 2*101'=P/7( 0]0 0]JZ $0'(]175 :0S&4

2;KXHQL 2:="GNW)FN-/4]) 9 9,E]N\7)J[ $4:FYD] ' $
3URGXBWJILVWUDWVRQSURJUHWBWHOLFHQVHBVP VUWDWRXRPPD@®REKHFMWDW XV
RIUHJLVWUDWLRQ

PDLO H[DPSOH FRFFHQVHBVPDUW
TRVWDUWLQWKHKWLFHQVH\WOHDWHILVWWKBURGXFW
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

5(48(6760$57B/,&(1GBHTXH\OKUFHQVIIRWWKIBURGXFW
5(/($6(60$57B/,&(166HOHDOHFHQVRIVWKIBURGXFW
5(*,67(5 S5HILVWWHIURGXFRWGE6PDUMFHQVLQJ
85/ 6HWVKHPDUWDQVSRBBW

67$786 6KRRYHUDOPDUMFHQVLEWDWXV

6800$5< 6KRBPDUMFHQVLEWDWXXPPDU\

>@IVWDWXV
6PDUM.FHQVLQV (QDEOHG

(YDOXDWBRQLRGQ 8VH

(YDOXDWBRQLRSEHPDLQLQJ GD\V KRXUV PLQXWHYV
5HJLVWUDVEIWDQW X8QUHILVWHUHG

/JLFHQVEXWKRUL]DWWRWXWDOXDWDRQH
/IDVWXWKRUL]DWHR®ZB®WHPBMWDWXM&RPPXQLFDBWRGIPSWHG
3URGXEFQN WD QFMPHPDLO H[DPSOH FRP

7TUDQVSRFRUHWWLQIMUHFWWWSY VPDUWUHFHLYHU FLVFR FRP OLFVHUYLFH OLF

PDLO H[DPSOH FRFFHQVHBVPDUW
TRVWDUWLQWKHKWLFHQVH\WOHDWHILVWWKEBURGXFW
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
5(*,67(5 5HILVWWHKKMURGXFRWG6PDUMFHQVLQJ
85/ 6HWVKHWPDUWDQVSRGW
67$786 6KRRYHUDORPDUM.FHQVLEWDWXV
6800$5< 6KRAPDUMIFHQVLYWDWXXPPDU\

>@I!IVXPPDU\

JHDWXUH1DPH /ILFHQVH$XWKRUL]DWLRQ6WDWXYV
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URL

ODLGDQGOLQJ ,Q &RPSOLDQFH
&RQWHEHFXULWDQDJIHP BQWW H&4 ,Q &RPSOLDQFH
URL

PDLO H[DPSOH FRFFHQVHBVPDUW

&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
5(48(6760$57B/,&(1BHTXH\DUFHQVIIRWWKIBURGXFW
5(/($6(60$57B/,&(166HOHDOHFHQVRINVWKIBURGXFW
5(*,67(5 S5HILVWWHKIBURGXFRAUG6PDUMFHQVLQJ
85/ G6HWVKHPDUWDQVSRBGW

673786 6KRRYHUDGOPDUMFHQVLYWDWXV

6800$5< 6KRBPDUMFHQVLEWDWXXPPDU\

>@!XUoO

',5(&7 3URGXFWPPXQLFDGNMWFWOWK KHFLVFRLFHQVHUYHUV
75$163257B*$7(:$URGXFRPPXQLFDM/BWUDQVSRDWHZBUVPDUWIWZDUH
PDQDIJNDWHOOLWH

&KRRVHRPWKHROORZLBHQRSWLRQV

> @!

IRWH/KHDSSOLD XWHH W KHLUHF W5/

KWWSV VPDUWUHFHLYHU FLVFR FRP OLFVWRBNRF RAX@QUFDOYWHE LYV FR
6PDUBRIWZDOBQDJIH&E660 YLDWKKMUR[WHUYHWRQILIXUXNGLQWKEKSGDWHFRQILJ
FRPPDQG

7TUDQVSRMHWWLQILV EHXSGDWBIGVHERPPLW

PDLO H[DPSOH FRFFHQVHBVPDUW
&KRRWHKHRSHUDWLRXZDQWRSHUIRUP

5(48(6760$57B/,&(1BHTXH\OKFHQVIIRWWKIBURGXFW
5(/($6(60$57B/,&(166HOHDOHFHQVRIVWKIBURGXFW
5(*,67(5 S5HILVWWHIURGXFRWUGEPDUMFHQVLQJ
85/ 6HWVKHPDUWDQVSRBBW

67$786 6KRRYHUDOPDUMFHQVLEWDWXV

6800$5< 6KRBPDUMFHQVLEWDWXXPPDU\

>S@QWUHTXHVWVPDUWBOLFHQVH

YHDWXUWBPH /LFHQV#XWKRUL]DWWRDW XV
&RQWHBHFXULOWDQDJHPREWWUDOLIHEFNLQJ 1RWHTXHVWHG
&RQWHBHEXULWDQDJIHP IBDQWW H&4 IRWUHTXHVWHG

(QWHWKHWSSURSULOMFHHQQHXPEHU NRUDFWLYDWLRQ
6HSDUDRXKOWLSOWIHHQYHWEKRPPRUHQWHIDQJH

>@!

$FWLYDWLRIQQSURJUHMMWIROORZLIGDWXUHV
6HFXULWDQDJIJHPR@WWUDOLIZHIG-FNLQJ
8VHOLFHQVHBVPINXWPDBRPPD@WR-KHFNMWDWRVOLFHQVHYV
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PDLO H[DPSOH FKRFFHQVHBVPDUW
&KRRWHKHRSHUDWLRXQZDQWRSHUIRUP

5(48(6760$57B/,&(1BHTXH\DUFHQVIIRWWKIBURGXFW
5(/($6(60$57B/,&(166HOHDOHFHQVRINVWKIBURGXFW
5(*,67(5 S5HILVWWHKIBURGXFRAUG6PDUMFHQVLQJ
85/ G6HWVKHPDUWDQVSRBGW

673786 6KRRYHUDGOPDUMFHQVLYWDWXV

6800$5< 6KRBPDUMFHQVLEWDWXXPPDU\

>@WUHOHDVHVPDUWBOLFHQVH

JHDWXUWHBPH /LFHQVSXWKRUL]DWWDQV XV
&RQWHEHEXULODQDJIJHPREAWWUDOL]HG ,Q &RPSOLDQFH
7UDFNLQJ
&RQWHEHEXULWD QDJHP I8 QDWW H&M4 ,Q &RPSOLDQFH

show_license
. 571
. 571
. 571

H[DPSOH FRRRZOLFHQVHBVPDUW

&KRRWHKHR SHUDWLRXQZDQWRSHUIRUP
67$7866KRRYHUDBOMDUMFHQVLEWDWXV
6800$5< 6KRBPDUMFHQVLEXPPDU\

>@IVWDWXV

6PDUM.FHQVLQVY (QDEOHG

(YDOXDWBRQLRGQ 8VH

(YDOXDWBRQLREHPDLQLQJ GD\V KRXUV PLQXWHV
S5HIJLVWUDVW WD X8QUHILVWHUHG

JLFHQVEXWKRUL]DWWRW XWDOXDWDIRGQH
/DVWXWKRUL]DWHR® ZB®WHPBMWDWXM&RPPXQLFDBWRGIPSWHG
3URGXEQNVW WD QFMPHPDLO H[DPSOH FRP

7TUDQVSRUWWLQIMUHFWWWSY VPDUWUHFHLYHU FLVFR FRP OLFVHUYLFH OLF

H[DPSOH FRRRZOLFHQVHBVPDUW

&KRRWHKHRSHUDWLRXZDQWRSHUIRUP
67$7866KRRYHUDORPDUMLFHQVLEWDW XV
6800$5< 6KRAPDUMIFHQVLEXPPDU\

>@!IVXPPDU\
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B o

JHDWXUH1DPH /ILFHQVH$XWKRUL]DWLRQ6WDWXYV
ODLGDQGOLQJ ,Q &RPSOLDQFH
&RQWHEHFXULWDQDJHP I8 Q WW H&4 ,Q &RPSOLDQFH

« shutdown

* reboot

* suspend

* suspendtransfers
.

* resumetransfers
« resetconfig

* version
o[ Management Appliance ]>[ System Administration ]

> / Shutdown/Reboot ]
. VKXWGRZQ

AsyncOS
30 AsyncOS
GUI [ System
Administration ] [ / Shutdown/Reboot ]
CLI  reboot
AsyncOS
30 AsyncOS
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VXVSHQG °E
e CLI
VXVSHQGWUDQVIHUV Web Security Appliances

Content Security Management Appliance

E
30 AsyncOS
suspend suspendtransfers resume
resumetransfers
Web
[ Management Appliance ]>[ System
Administration ]>[ / Shutdown/Reboot ]
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. CLI suspend suspendtransfers

. E
Suspending Email Delivery Resuming Email Delivery Suspending Receiving
Resuming Receiving

CLI suspend suspendtransfers

VPD H[DPSOH FNRNSHQG

(QWHWKHXPEHU VHFRQWWDLWHIRUBDEUXSW@O\RVLERQQHFWLRQV
> @!

:DLWLQRUOLVWHQMWWRN[LW

SHFHLYLQYXVSHQGHG

:DLWLQRURXWIRL®KHOLYHUWHM QLVK

ODL@HOLYHWXVSHQGHG

VPD H[DPSOH FRP!

VPD H[DPSOH FRFSHQGWUDQVIHUV

7TUDQVIHUXVSHQGHG
VPD H[DPSOH FRP!

resume suspend suspenddel

resumetransfers suspendtransfers

CLI resume resumetransfers

VPD H[DPSOH BIRIFIXPH
S5HFHLYLQHVXPHG
ODLA@HOLYHWHVXPHG

VPD H[DPSOH FRP!

VPD H[DPSOH PRIFXPHWUDQVIHUV

S5HFHLYLQHVXPHG
7TUDQVIHUNVXPHG
VPD H[DPSOH FRP!

CLI FTP Telnet SSH
HTTP HTTPS

. Async0S 13.8.0 for Cisco Content Security Management Appliances



resetconfig .

. 1 admin
CLI
7
2.
3 [ Management Appliance ]>[
System Administration ]>[
Configuration File ] [ Reset ]
o GLDJQRVWWUMHORCIE
Cisco

resetconfig

PDLO H[DPSOH ¥RPSHQG

'"HOD\VHFRQGRLQLPXP

> @!

:DLWLQRUOLVWHQMWRM[LW

SHFHLYLQXVSHQGHG
:DLWLQRURXWIJRL®HJOLYHUWHRM- QLVK
ODL@HOLYHWXVSHQGHG

PDLO H[DPSOH BRVHWFRQILJ
SUHRXVXUNRXZDQWRUHVHMWOGFRQILIJIXUDWIDROIXHY1@ kK
$OOVHWWLEDWHHEHHQHVWRUWHRBSVKHDFWRW@BHIDXOW

Async0S

1 Web
Web
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2 | Management Appliance ]>[ Centralized Services 1>
System Status ]
3 [ Version Information ]
AsyncOS
version
80 90
. RPC
733
. IPv4
LSFRQILJ
. Intelligent Platform Management Interface  IPMI
2.0
. CLI
1 SSH Telnet

UHPRWHSRZHU

VHWXS
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SNMP B

4

. IP

5 commit

6

1

707
AsyncOS Simple Network Management Protocol SNMP vl v2 v3

* SNMP VQPSFRQILJ

« MIB  http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/
tsd-products-support-series-home.html

. DES SNMPv3
SNMPv3 RFC 2571 2575
SNMP 8
SNMPv3 SNMPv3
VQPSFRQILJ
. SNMP
connectivityFailure SNMP url-attribute URL
. /
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. snmpconfig

* AsyncOS SNMP Web Email Security Appliance

snmpconfig

VPD H[DPSOH WRPSFRQILJ

&XUUH@W3VHWWLQJIV

6103 LVDEOHG

&KRRWHKHR SHUDWLRXQZDQWRSHUIRUP
6(783 &RQILJXBHO3

>@!'6(783
'R\RXZDQWRHQDE®HO3"
><@!
SOHDWKRRMVHQ,3 LQWHUIDRKH6103UHTXHVWYV
ODQDJIJHPHQW VPD H[DPSOH FRP
> @!
KLFKSRUWKDOWKH103GDHPROQVWHRQLQWHUIDBEQDJHPHQW
> @'!
SOHDWHOHKBWO3YDXWKHQWLFBMWVERQ
0’
6+$
> @!
SOHDWHOHKBWO3YSULYDBWUWRWRFRO
(6
$(6
> @!
(QWHWKH103YDXWKHQWLFBWYRKUDVH
>@!
SOHDVWHOWHWKH1I03YDXWKHQWLFBWYRKUDVYBLY RFRQILUP
>@!
(QWHWKH103YSULYDBWDVVSKUDVH
>@!
SOHDWHOWHWKH103YSULYDB\DVVSKUDVBL® RFRQILUP
>@!
6HUYLMBHO039 9 FUHTXHVWV"
>1@Kk

(QWHWKHK 1039 9 FFRPPXQLWWULQJ

SLURQSRUWK@DLF

6KDO®1039 FUHTXHVEWHWHUYLFH&RP,3Y DGGUHVVHV"

><@!

JURFPZKLFK3Y QHWZRWXWDWOEL039 9 FUHTXHVEMMOORZHG'SDUDWH

PXOWLSOHWZRUNWEKRPPDV

> @'!

(QWHWKHUDDUJHDWD KRVWDPH,3 DGGUHRVOLVWI ,3

DGGUHVVH$DUDWHEBRPPDY3 DGGUHYVYHIHUUHEQWHURQHWRGLVDEWHIDSV

> @'!

(QWHWKHUDSRPPXQMWULQJ

>LURQSRUWEFARIP P

(QWHUSUZLVBSWDWXV
&388WLOL]DWLRQ([FHHGHEBDEOHG
),360RGH'LVDEOH)DLOXUKWDEOHG
),360RGH(QDEOH)DLOXUKHQDEOHG

YDLORYHU+HDOWK\ (QDEOHG
)DLORYHUBQKHDOWK\ (QDEOHG
5%,'6WDWXV&KDQJIH (QDEOHG
FRQQHFWLYLW\)DLOXUH'LVDEOHG
IDQ)DLOXUH (QDEOHG
KLJK7HPSHUDWXUH (QDEOHG
NH\([SLUDWLRQ (QDEOHG
OLQN8S'RZQ (QDEOHG
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PHPRU\S8WLOL]DWLRQ ([FIE\HIEEHEH G
SRZHUB6XSSO\6WDWXV&KQDBEHG
UHVRXUFH&RQVHUYDW RO ERGHE

XSGDWH)DLOXUH (QDEOHG
'R\RXZDQWRFKDQJIHQ\RI WKHWHWWLQJV"
>1 @k
'R\RXZDQWRGLVDEO®\RI WKHWAUDSV™"
><@R
'R\RXZDQWRHQDE ®®\RI WKHWAUDSV"
><@\
(QWHQXPEHRWQXPEHBYWUDSNRHQDEOHHSDUDMXOWLSODAHP EHRBNVWK
FRPPDV
>@!

KDWKUHVKREREORXOLNM RVHWRU&3IBXWLOL]DWLRQ™"
> @!
:KDW5/ ZRXORXOLNMRFKHFNRUFRQQHFWLYRMWOXUH"
>KWWS GRZQORDGV LURQSRUW FRP@!
' KDWKUHVKREREOWRXOLNMRVHWRUPHPRWWLOL]DWLRQ"
> @!
(QWHWKHB\VWHMRFDWLRQULQJ
>BQNQRZRWHWRQILIXUHGHW ZRRSIHUDWLRBYWHWZHVWUDFN
(QWHWKHB\VWH®ZRQWDWVWULQJ
>VQPS#ORFDOKFFOBW@PLQLVWUDWRU#H[DPSOH FRP
&EXUUHQW3VHWWLQJIV
/ILVWHQLRQLQWHUIDBEHQDJHPHQW SRUW
6103Y (QDEOHG
6103Y ' Y (QDEOHBFFHSWIUMHIT XHVIWRPVY XEQHW
6103Y Y &RPPXQLWAULQSXEOLF
7TUDSNDUJHW
/IRFDWLRIHWZRPRSHUDWLRRBYWHWZHVWUDFN SRVLWLRQ
6\VWH&RQWDBWS$ $GPLQLVWUDWRU#H[DPSOH FRP
&KRRWHKHRSHUDWLRX2ZDQWRSHUIRUP

6(783 &RQILIJXBHO3
>@!
VPD H[DPSOH FRPPLW
SOHDWHQWHRPHRPPHQGWN FULELRXYXUFKDQJHYV
>@!/(QDEOMHQGRQILIXBHO3
&KDQIJHWRPPLWWHIG1IRY *07
VPD H[DPSOH FRP!

. 580

. 580

. 582

. 582
. 583

583
. 584
. 584
. 585
. 586
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SRVLWLRQ




586

Web

586

587

AsyncOS

AsyncOS
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SSH

. DNS A PTR

Web
Security Appliances

583

635

Cisco Content Security
Virtual Appliance Installation Guide
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800GB
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unresolved

[ Management Appliance >
Centralized Services ]

S 1 AW N

16

VXVSHQGWUDQVIHUV

VXVSHQG
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[
System ] [ Info ]
608
. 580
1
2 backupconfig Enter
3
setup Y
4  Schedule Enter
5 IP
6 20
7
8
9 Scheduleasinglebackup 2 Enter
10
a) 1 Enter
b) Enter
11 Enter
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12

13 View
Enter

14 586

580

2 EDFNXSFRQILJ Enter

setup Y

4  Schedule Enter

5

6 20
7

8

9 3 Enter

1" Status

12 586
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2 backupconfig Enter
View
Status
610
586
SMA
. 586
626
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« Configuration Master

1 /
2 /
3
4 /
585

5
6 /
7 2

/
8
9 /

/
10 /

Appliances

691

Web
689
GUI
579
626
580
suspendtransfers suspend
/ / /
/ /
resumetransfers resume
Web Security
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11 a) Web
Web
b) [ Management Appliance ]>[ Centralized Services ]
> Security Appliances ]
c)
d [ Establish Connection ]
e) [ Test Connection ]
f)
9)
12 /
[ Management Appliance ]1>] Centralized Services ]>
[ System Status ]
579
14:
SMA1 ESA1 3 WSA 1
SMA2 SMA1l
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SMA?2
SMA 2
1 E
« E
E
2
SMA1 628
SMA2
3 SMA1 IP 1. SMA2 [
SMA2 IP Network ]>[IP
IP Interfaces 1> [IP
Add IP Interfaces ]
2. [P AddIP
Interfaces ]
SMA1 IP
SMA2
IP
IP
710
4
5
SMA2 24
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6
SMA?2 22
1
399
8
586
SMA?2
ESA1 3 WSA1 SMA 2

15:
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Async0S

591

601

* AsyncOS 591

email-security-appliance/products-command-reference-list.ntml

605

587

591
591
595

604

AsyncOS for Email  CLI

http://mwww.cisco.com/c/en/us/support/security/

Cisco P
AsyncOS
IP Cisco
URL
upgrades.cisco.com 22 25 80 4766
Cisco AsyncOS 2
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Cisco

HTTP

. Cisco

AsyncOS

CLI

Cisco
16:

Cisco

HTTP
AsyncOS

Cisco
AsyncOS

595
updateconfig

Cisco

AsyncOS
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~

1 ——

17:

594

Web
Web

Management Appliance ]>[
Update SettingsChoose ]

Management Appliance ]>[
System Upgrade ]

Available Upgrades ]

updateconfig

AsyncOS 591

Async0S 13.8.0 for Cisco Content Security Management Appliances

594

System Administration ] >

System Administration ] >

upgrade




AsyncOS
* Cisco
* Web
HTTP
IP DNS
AsyncOS
* Web Microsoft I1S  Internet Information Services
Apache
°24
*  AsyncOS 350 MB
http://updates.ironport.com/fetch_manifest.html
zip
Cisco
zip AsyncOS
URL
[ Edit Update Settings ] CLI  updateconfig
Cisco
http://updates.ironport.com/fetch_manifest.html XML
Cisco
zip
asyncos/phoebe-my-upgrade.xml
AsyncOS XML
URL [ Edit Update Settings ] CLI

updateconfig
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Cisco

AsyncOS

AsyncOS

updateconfig

AsyncOS

10
Ctrl C

AsyncOS

AsyncOS

AsyncOS

GUI 2

Async0S 13.8.0 for Cisco Content Security Management Appliances

735

CLI




83:

Web AsyncOS
Update
Servers (images)
Web
597
AsyncOS
Cisco
URL
591
592
XML
Update Web
Servers (lists)
597
XML
AsyncOS 80
591
592
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AsyncOS

Interface
HTTP HTTP
HTTP Proxy Server
GUI
105 Web
246
HTTPS HTTPS
HTTPS Proxy
Server
GUI
105 Web
246
AsyncOS IP

IP

Update Settings ]
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18:[ ( ) Update Servers (images) ] URL

19:[ ( ) Update Servers (list) ] URL
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GuI B

84:
URL/IP
Update URL http://downloads-static.ironport.com
SEIVers | AsyncOS 204.15.82.8
(images) Base URL (all services except Time zone Port 80
rules and AsyncOS upgrades)
URL Base URL | downloads-static.ironport.com
(Time zone rules) 204.15.82.8
Port 80
AsyncOS Host updates-static.ironport.com
(AsyncOS upgrades) 208.90.58.25
Port 80
Update update-manifests.ironport.com
Servers
(list): 208.90.58.5
URL Full URL Port 443
update-manifests.sco.cisco.com
URL For updates on virtual appliances: Full | port 443
URL
URL For upgrades: | update-manifests.ironport.com
Full URL 208.90.58.5
Port 443
CLI XSGDWHFRQILJ G\QDPLFKRVW XSGDWH PDQIURLYwvV
GUI
1 Web
Web
2 | Management Appliance 1> [ System Administration ] >
[ Update Settings ]
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3 [ Edit Update Settings ]
595
4 [ ( ) Update Servers (images) ]
5  AsyncOS
a) [ AsyncOS
Click to use different settings for AsyncOS upgrades ]
b) AsyncOS
6 [ ( ) Update Servers (list) ]
AsyncOS
7
8
9
10
[ Update Settings ] [
Management Appliance ]>] System Administration ]>[

Update Settings ]
URL URL asyncos

AsyncOS
Web

[ Clearthe
notification ] [ Close ]
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[ Management Appliance ]
>[ System Administration ]>[
System Upgrade ]

591
1
637
2 XML
627
3 /
[ Management Appliance ]>[ System Administration ] >
[ Configuration File ]
4 CLI suspendlistener
GUI
5
6
595
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. Async0S

Async0S

1
AsyncOS  Cisco 1
10
Ctrl C
* Cisco
591
595
. 601
1 Web
Web
2 | Management Appliance ]>[ System Administration ] >
[ System Upgrade ]
3 [ Upgrade Options ]
4
1 [ Download and Install ]
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Async0S

[ Download only ]
[Install ]
AsyncOS [
Install ]

b)

c)

b)

c)

AsyncOS
configuration
GUI [ Configuration File ] CLI
Proceed ]
[ Reboot Now ]
20
10

Async0S 13.8.0 for Cisco Content Security Management Appliances
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[ Install ]

. 605
1 Web
Web
2 | Management Appliance 1> [ System Administration ] >
[ System Upgrade ]
3 [ Upgrade Options ]
4

upgrade_logs

[ Cancel
Download ]

[ Delete File ]
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. E
. Web Configuration
Master Configuration Master
Web 432
. 626
Async0S
AsyncOS
. 605
* AsyncOS 605
Cisco revert

Async0S
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. Async0S

=1

FTP
PDLOFR @I

Email Security Appliances

CLI

UHYHUW

UHYHUW

UHYHUW

P S SUHSWHYHUW
7KLWVWRPPD@GO@HYHUWKDSSOLD QFRD SUHYLRXNUVLRQ$V\QF26
:$51,1* SHYHUWMQKIHD SSOLD QFWHH[WUHPHEHVWUXFWLYH
7KHIROORZLDWDLOEHGHVWURLQ KB URFHVV

DOGRQILJIXUDWLIHROWLQUYFOXGLALVWHQHUV

DO@RJILOHV

DOGDWDEDWHMW OXGLRHVVDJIHYILUXZXWEUHDNGROLF\
TXDUDQWLQHV

DOQ@WHSRUWGQWDRQFOXGLWDIY HGF K HG X QHHG RUW V

DO@HVVDHUDF N LGIW D

DO@&LVFBRSDRXDUDQWRIWVDDHGHQG XVMDIHOLVW EORFGDWDW
2Q0WKHHWZRUNWWLQ@LD EHSUHVHYHG
%HIRUHXQQLWKL¥RPPDQBHVXUMRXKDY H

VDYHGKHRQILIXUDWLEBBRI WKLDSSOLDQEHWISDVVSKUDVHV
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Web

10

1"

12

13
14

XQPDVNHG
H[SRUWWEHLVFBSDRXDUDQWVLRMHOLVW EORFGDWWDWEDV H
WRDQRWKMMFKLQH DSSOLFDEOH
ZDLWHRBUWKHDLGXHXWRHPSW\

5HYHUWMQKUKE HY L FAHD XV HVQL P P H G L DUMHE R RMARW D NSIO D F H

$IWHUHERRWLWEHWSSOLD QAL QLWLDOLWAM ®IQG HERRWIM LY RVKKEHVLUHG

YHUVLRQ

'R \RXZDQWRFRQWLQ XHHV

$UHRXVXUNRXZD QW RFRQW L Q XH{V

$YDLODBXHUVLRQV

30HDWHOHMQ$VIQF28HUVLRQ
<RXKDYNWHOHFWHG
5HYHUWMRIWHVWLGUHFRQILIXQWWDPRG H
7KHV\VWHPLO @RZUHERRWRSHUIRUPKWHYHWRBHUDWLRQ

2
CLI
1 Web URL

URL

Email Security Appliances

Cisco AsyncOS
Cisco
15 20
595
. 595
« URL 466
* URL 238
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AsyncOS

GUI [ System Administration ] [
Return Addresses ] CLI  addressconfig
GUI [
Return Addresses ] [ Edit Settings ] 1
[ Submit ]
[ Management Appliance ]>[
System Administration > Alerts ]
AutoSupport
[ Management Appliance 1>
System Administration > Alerts ]
. FROM:
610
* AutoSupport Cisco AutoSupport 610
610
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611
611
609
. 611
. 611
* Critical
* Warning
* Info
Cisco
AsyncOS
AsyncOS
AsyncOS
. DNS MX A
. DNS 30 30
DNS
. E
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[
Management Appliance ]>[
System Administration ]>[ Alerts ]
[ View Top Alerts ]

CLI alertconfig

CLI alertconfig

0
AsyncOS
0
2
5 5 15 35 75 155 315
[
Maximum Number of Seconds to Wait Before Sending a Duplicate Alert ]
5
60 5 15 35 60 120
Cisco AutoSupport
Cisco
AutoSupport
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AutoSupport
status AsyncOS
System Information
Cisco
[ Management Appliance ]
> System Administration Alerts ] [ Edit Settings ]
AutoSupport Information
AutoSupport
85:
INTERFACE.ERRORS
MAIL.MEASUREMENTS_FILESYSTEM 75%
MAILMEASUREMENTS_FILESYSTEM.CRITICAL 90%
95 %
9%6% 97%
SYSTEM.RAID_EVENT_ALERT RAID-event
SYSTEM.RAID_EVENT_ALERT_INFO RAID-event
86:
COMMON.APP_FAILURE
Critical
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COMMON.KEY_EXPIRED_ALERT

COMMON.KEY_EXPIRING_ALERT

COMMON.KEY_FINAL_EXPIRING_ALERT

DNS.BOOTSTRAP_FAILED

DNS

COMMON.INVALID_FILTER

. Async0S 13.8.0 for Cisco Content Security Management Appliances




IPBLOCKD.HOST_ADDED_TO_ALLOWED LIST
IPBLOCKD.HOST_ADDED_TO_BLOCKED LIST

IPBLOCKD.HOST_REMOVED_FROM_BLOCKED
LIST

 <|P address>
SSH DoS

The host at
<IP address> has been
added to the blocked list
because of an SSH DOS

attack
* <|P address>
SSH

The host
at <IP address> has been
permanently added to the
ssh allowed list.)

 <|P address>

The host
at <IP address> has been
removed from the blocked

list

SSH

SSH

LDAP.GROUP_QUERY_FAILED_ALERT

LDAP

Critical
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LDAP.HARD_ERROR

LDAP

Critical

LOG.ERROR.*

MAIL.PERRCPT.LDAP_GROUP_QUERY_FAILED

LDAP

MAIL.QUEUE.ERROR.*

MAIL.RES_CON_START_ALERT.MEMORY

MAIL.RES_CON_START ALERT.QUEUE_SLOW

MAIL.RES_CON_START ALERT.QUEUE

MAIL.RES_CON_START_ALERT.WORKQ

MAIL.RES_CON_START_ALERT

MAIL.RES_CON_STOP_ALERT

MAIL.WORK_QUEUE_PAUSED_NATURAL
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MAIL.WORK_QUEUE_UNPAUSED_NATURAL

Critical

NTP.NOT_ROOT

root

NTP

PERIODIC_REPORTS.DOMAIN_REPORT.
DOMAIN_FILE_ERRORS

PERIODIC_REPORTS.DOMAIN_REPORTFILE EMPTY

PERIODIC_REPORTS.DOMAIN_REPORTHILE_MISSING

REPORTD.DATABASE_OPEN_FAILED_ALERT

Critical

REPORTD.AGGREGATION_DISABLED_ALERT

reportd

REPORTING.CLIENT.UPDATE_FAILED_ALERT

REPORTING.CLIENT.JOURNAL.FULL

REPORTING.CLIENT.JOURNAL.FREE
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PERIODIC_REPORTS.REPORT_TASK
BUILD_FAILURE_ALERT

PERIODIC_REPORTS.REPORT_TASK
EMAIL_FAILURE_ALERT

PERIODIC_REPORTS.REPORT_TASK
ARCHIVE_FAILURE_ALERT

Critical

SENDERBASE.ERROR SenderBase
SMAD.ICCM.ALERT_PUSH_FAILED 1
SMAD.TRANSFER.TRANSFERS_STALLED SMA

2
SMTPAUTH.FWD_SERVER_FAILED_ALERT |SMTP
SMTPAUTH.LDAP_QUERY_FAILED LDAP

SYSTEM.HERMES_SHUTDOWN_FAILURE
REBOOT

SYSTEM.HERMES_SHUTDOWN_FAILURE
SHUTDOWN
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SYSTEM.RCPTVALIDATION.UPDATE_FAILED

SYSTEM.SERVICE_TUNNEL.DISABLED

SYSTEM.SERVICE_TUNNEL.ENABLED

DNS
* VHWKRVWQDPH
« DNS GUI CLlI GQVFRQILJ
. GUI CLI URXWHFRQILJ

* GQVIOXVK

CLlI
sethostname
commit

sethostname

ROGQDPH H[DPSOWHMRKPRVWQDPH
>ROGQDPH H[DPSOWFIR® @H[DPSOH FRP
ROGQDPH H[DPSOH FRP!

commit
CLI
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ROGQDPH H[DPSOFRPRRW
3OHDWHQWHARPIFRPPHQOHANFULELRYUFKDQJHV
>@!&KDQJIBGYWHPRVWQDPH
&KDQJIFRPPLWWOHRDQDQ

mail3.example.com>

DNS GUI
Management Appliance ]>[ Network ]>[DNS]
dnsconfig
. DNS DNS
* DNS
. DNS
* DNS
DNS
AsyncOS DNS DNS
DNS DNS
DNS
DNS
AsyncOS DNS DNS
DNS
DNS in-addr.arpa  PTR
.eng 1234
.eng 172.16 DNS
eng,16.172.in-addr.arpa
DNS AsyncOS
0 DNS DNS
AsyncOS
DNS
DNS
DNS
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IP
60 1
60 2
15
45 3
5 10 45

4 DNS 2 0 1 1

1 2
87:DNS
[ Priority ]
0 1.2.34 5 5

1.2.35
1 1.2.3.6 10
2 1.2.3.7 45
AsyncOS 0 2
0 1 1
0 1 1.2.3.6
2 1237
0 1
2

AsyncOS DNS DNS

DNS

DNS
Cisco
DNS
DNS IP
IP DNS

PTR PTR DNS A
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B ons

A PTR
A
HAT IP
618 DNS
20 0
DNS 0
DNS
DNS
DNS
Failed to bootstrap the DNS cache
DNS
DNS
DNS
DNS
GUIl [ Clear Cache ] dnsflush
dnsflush
IronPort AsyncOS CLI Reference Guide
DNS
DNS

1 Web

Web
2 | Management Appliance ]>[ Network ]>[DNS]

[ Edit Settings ]
3 DNS DNS
DNS
4 DNS DNS
[ AddRow ]
DNS
DNS 618
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TCP/IP B

5 DNS
6 DNS
17 [ Clear Chashe ] DNS
8
GUI [
Management Appliance ]>[ Network ]>[ Routing ]
CLI URXWHFRQILJ
* GUI 621
. GUI 621
GUI
[ Management Appliance ]>[ Network ]>]
Routing ]
1 Web
Web
2 | Management Appliance ]>[ Network ]>[
Routing ] [ AddRoute ]
3 IP
IP
5
GUI
1 [ Routing ] [ Default Route ]
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GUI [ Management Appliance ]>[ Network 1>]
Routing ] GUI 621
CLI  setgateway

e TLSv1.0 AsyncOS 13.6.x Async0S 13.8.x
TLSv1.0 TLSv1.1 TLSv1.2
TLSv1.0
¢ AsyncOS 13.8.x SSLv2 SSLv3
¢ SSLv3 TLSv1.0 TLSv1.1 TLSv1.2
SSLv3
. Web
* LDAPS
Web LDAP TLSv1.1
TLSv1.2
SSLv3

VVOFRQILJ
* Cisco SSLv3

Web

. Async0S 13.8.0 for Cisco Content Security Management Appliances



* VVOFRQILJ

* VVOFRQILJ

28
ntpconfig
settime settz
[ Management Appliance ]>]
System Administration ]>[ Time Settings ]
NTP 623
[ Management Appliance ]>[
System Administration ]>[ Time Zone ]
* GMT 624
. 625
NTP
NTP time.sco.cisco.com
NTP NTP

721
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B NTP

. 623
. 625
NTP
NTP

NTP CLI QWSFRQILJ
1 [ System Administration ]>[ Time Settings ]
2 | Edit Settings ]
3 [ Time Keeping Method ] [NTP Network Time Protocol

Use Network Time Protocol ]
4 NTP [ AddRow ] NTP
5 NTP
6 NTP NTP IP
7 [NTP Use NTP Authentication ]
NTP
8
1 Web
Web

2 | Management Appliance ]>[ System Administration ] >

[ Time Zone |
3 [ Edit Settings ]
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4 [GMT GMT Offset ] [ Time
Zone Setting ] [ Time Zone ] GMT
5[ Time Zone ]
GMT
+
6
625
625
1 Web
Web
2 | Management Appliance 1> [ System Administration ]>
[ Update Settings ]
3 [ Enable automatic updates for Time zone rules ]
4 [7]
5
1 Web
Web
2 | Management Appliance 1> [ System Administration ] >

Time Settings ]
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. [ Configuration File ]

3 [ Time Zone File Updates ]

[ Update Now ]
[ Configuration File ]
626
626
/ /
376
574
1

Extensible Markup Language XML

XML

CLI  GUI

. Async0S 13.8.0 for Cisco Content Security Management Appliances




* FTP
CLI
. XML XML
DTD XML
DTD XML
XML
. / 376
. 574
. 630
Management Appliance ]>[ System Administration ] >
Configuration File ] [ Current Configuration ]
FTP/SCP
*kkkk
AsyncOS
Encrypt passphrases in the Configuration Files ]
* RADIUS
* LDAP
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* SNMP

. SMTP
* PostX

* PostX
«FTP

* [IPMI LAN

. URL

VDYHFRQILJ

AsyncOS

"[POYHUVLRQ HQFRGLQJ ,62 "l
'2&7<3(FRQIL6<67(0FRQILJ GWG !

FRQILJ!
\RXUFRQILIXUDWIQRRUPDWLR®QDOL®/
FRQILJ!
</config> XML Cisco
configuration DTD
DTD config.dtd loadconfig
DTD
<config></config> complete
unique <config></config>
complete DTD

"[POYHUVLRQ HQFRGLQJ ,62 "
"287<3(FRQILB<67(0FRQILJ GWG !
FRQILJ!

DXWRVXSSRUWBHQDEOHG! DXWRVX
FRQILJ!
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"[POYHUVLRQ HQFRGLQJ ,62 "
"287<3(FRQILB<67(0FRQILI GWG !

FRQILJ!

DXWRVXSSRUWBHQDEOHG! DXWRVXSSRUWBHQDEOHG!
FRQILJ!

unique

<config></config>

KRVWQDPH!PDLO H[DPSOH FRP KRVWQDPH!

UubDWw!
UDWBHQWU\!
UDWBDGGUHVV!$// UDWBDGGUHVV!
DFFHVV!5(/$< DFFHVV!
UDWBHQWU\!
UDW!

OLVWHQHUV! OLVWHQHUV!

GUI CLI

DTD
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FTP ORDGFRQILJ

FTP ORJFRQILJ
XML encoding
1SO-8859-1 showconfig
saveconfig mailconfig

"[POYHUVLRQ HQFRGLQJ ,62 "l

Cisco

574

rollbackconfig 10

No

rollbackconfig

CLI

* VKRZFRQILJ
* PDLOFRQILJ
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showconfig mailconfig saveconfig .

VDYHFRQILJ

ORDGFRQILJ

UROOEDFNFRQILJ

UHVHWFRQILJ 574

* SXEOLVKFRQILJ

EDFNXSFRQILJ 579

* WUDLOEOD]JHUFRQILJ

showconfig mailconfig saveconfig

VKRZFRQIPDLOFRQILJ VDYHFRQILJ

ORDGFRQILJ

630

Do you want to include passphrases? yes
PEM

VKRZFRQILJ

PDLO H[DPSOH ¥RRIZFRQILJ
'R\RXZDQWRLQFOXSBVVSKUDWBIOHWHDVHEHDZDUWKDWFRQILJXUDWILRMXKRXW
SDVVSKUDMHMWIDLOZKHQHORDZH&IOWRDGFRQILJ

"[POYHUVLRQ HQFRGLQJ ,62 "l

'2&7<3(FRQIL6B<67(0FRQILJ GWG !

3URGXFRMRGH@XPEHU

OHVVDJLQ@QWHZBSSOLDQFH WP
ORGHDXPEHWRGH@XPEHU
9HUVLRYHUVLRQ$V\QF2BQVWDOOHG
6HULDIXPEHWHULD®DXPEHU
&XUUHOMPHFXUUH@QWPBQGDWH

>STKHUHPDLQ RHWKHRQILIJXUDWLEALYVSULQWWEBWKIWFUHHQ @

PDLOFRQILJ
config.xml XML

PDLO H[DPSOH FRPOFRQILJ
3OHDWHQWHWKHPDLDGGUHWRZKLFKRXZDQWRVHQG
WKHRQILIXUDWLEB

>@!DGPLQLVWUDWRU#H[DPSOH FRP
'R\RXZDQWRLQFOXGBVVSKUDWBI®OWDVEHDZDUWKDWFRQILIXUDWLRQ
ZLWKRSDVVSKUDMHVIDLOZKHQHORD ZH®& ORDGFRQILYL @ \
7KHFRQILJXUDWLBEBKDVEHHYHQWRDGPLQLVWUDWRU#H[DPSOH FRP
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. loadconfig

VDYHFRQILJ
Configuration Master ESA configuration

PDLO H[DPSOH ¥BRPHFRQILJ
'R\RXZDQWRLQFOXGBVVSKUDWBI®WDVEHDZDUWKDWFRQILJXUDWILRKKRXW
SDVVSKUDVHYV

ZLOODLOZKHQ@HORD@H® IORDGFRQILIL@ \

7KHLOH % )&($% 30 7 [PO KDVEHH®DYHIGQWKIFRQILIXUDWLRQ
GLUHFWRU\

PDLO H[DPSOH FRP!

loadconfig
ORDGFRQILJ
2
« configuration
* CLI
628
rollbackconfig
630
publishconfig
Configuration Master SXEOLVKFRQILJ

SXEOLVKFRGRQILIJBPDVAIREBQD@+HKRVWBOLWRVWBLS

confg_master Configuration Master Configuration
Master Compatibility Matrix
http://www.cisco.com/en/US/products/ps10155/prod_release_notes_list.html
job_name
host_list WSA IP
Configuration Master
host_ip IP
SXEOLVKFRQILJ smad_logs [
Web 1> Utilities ]>[Web Web Appliance
Status ] GUI
Web
[ Web ]>] Utilities ]>[ Publish ]
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trailblazerconfig .

>[ Publish History ] [ Publish History ]
trailblazerconfig
WUDLOEOD]JHUFRQILJ Web HTTP  HTTPS
CLI KHOWUDLOEOD]JHUFRQILJ

WUDLOEOD]HURRZDEDKWWSVBSRKWWSBSRUW!
WUDLOEOD]JHUFRQIREOH

WUDLOEOD]HURRQDMWX V

HQDEOH HTTPS: 4431 trailblazer

GLVDEOH trailblazer

VWD W X Vtrailblazer

WUDLOEOD]JHUFREQILJ
HTTPS
DNS
WUDLOEOD]JHUFRQILJ
. API
Web
WUDLOEOD]JHUFRQILJ URL
WUDLOEOD]HUHRTPS J
updatepvocert
2048 CA FIPS Cisco E
CLI
updatepvocert
E FIPS
AsyncOS 13.0 FIPS
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B o

CLI

2048
AsyncOS 1024

H[DPSOH PDLO *FDWHSYRFHUW
7TKLWRPPDQGOWHFUHDWKIRBI92FHUWLILFDWBNH\RI VWUHQJWK ELWV
$OVRWKHQHZHUWLILFEWAEHVLIQHE D &$RI VWUHQJIJWK ELWYV
+HUPHSWRFHYVOWHVWDIRWWHUWLILFXWEDWHRFRPPLAWNOEHUHTXLUHG
'R\RXZDQWRSURFHAGWKRKHHUWLILFXWEDWH'@ !

&HUWLILFBR®GDWHGFHVVIXOAN\UPHMYVWDQMHG HRBUWKHFKDQJMMEHHIITHFWLYH
'R\RXZDQWRUHVWDKKNMUPHY¥Y®@ !<

(QWHWKH)XPEHRU VHFRQ®WZDLWHIRUBEUXSWMRVLERQQHFWLRQ®!
:DLWLQRUOLVWHQWRNM[LW 5HFHLYLQYVSHQGRIGHXTBOLVWHRSMBOLVWHQHU
‘DLWLQRURXWJRLHOLYHUWHRM. QLVK ODLGHOLYHWXVSHQGHBFHLYLQHVXPHG
IRUHXTBOLVWHRSMBOLVWHQMUBHOLYHWANVXPHG

+HUPHM.OE@HXSLQD PRPHQWX QWKW WDWRRPPDQRBUKHUPHYV

H[DPSOH PDLO! FRP

1 CLI configuration

IP 709

configuration
VDYHFRQILJ

3 CLI ORDGFRQILJ 2

XML CLI

changed.config.xml

PDLO H[DPSOH FRP!
(@]
RDGFRQILJ

3DVWWHLD&/,

/IRDAURPLOH
> @!
(QWHWKH)DPRI WKHLOHWRLPSRUW
>@!/FKDQJHG FRQILJ [PO
IDOXHWYHEHHQRDGHG
%HVXUMRUXQFRPPLWRPDNMWKHWHWWL@RPWLYH
PDLO H[DPSOH FRPPLW

Ctrl+D
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PDLO H[DPSOH GRBGFRQILJ

3DVWHLD&/,

/IRDAURPLOH
> @!

SDVWWKHRQILIXUDWLERQRZ3UHV&75/ "RQDEODQUINLQHEKHGRQH
>STKHRQILIXUDWLERLYVSDVWHKQ@WLWKHQGVDJ

FRQILJ!

&RQWURDVHQWHUR@ VHSDUDOWHKH @
IDOXHKWYHHHQRDGHG
YHYXUMRUXQFRPPLWRPDNMWKHWHWWL@FWLYH
PDLO H[DPSOH FRPPLW
SOHDWHQWHRPHRPPHQGWN FULELRXYXUFKDQJHYV
>@!SDVWHWEH ZAFAFRQILIXUDWLEREDQGKDQJIKGE IDXOWWWWLQJIV

. 635
. 636

. 637

. 637

. 637

. 638

ESXi5.5 VMFS 5 2TB
ESXi5.1 2TB

ESXi VMware
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1 Cisco
2 VMware
VMware
ESXi 5.5 http://pubs.vmware.com/vsphere-55/
index jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FDODE39ES 7 .html

3 Web
Web

4 [ Management Appliance 1> [ System Administration ] >
Disk Management ]

[ Management Appliance ]>[
System Administration ] > [
Disk Management ]

[ Total Space Allocated ]
184G of 204G

[ Management Appliance ]>[
System Administration ]>]
Disk Management ]

[ Management Appliance ]>[
Centralized Services ]>[
System Status ] [
Centralized Services ]
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http://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FD0DE39E57.html

Web Web
Web
. Web
Web
637
409
410
75%
608
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[ Management Appliance 1>
System Administration ]>[ Log
Subscriptions ]

o Size ]

[ Helpand Support ]
> Packet Capture ]

/data/pub FTP

FTP
FTP 712

[ System Administration ]>[ Disk
Management ]

635

637
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E |
1 Web
Web
2 | Management Appliance ]>[ System Administration ] >
[ Disk Management ]
3 [ Edit Disk Quotas ]
4 [ Edit Disk Quotas ]
5 [ Submit ]
6 [ Set New Quotas ]
7] Commit ]
E
E
E
1 Web
Web
2 | Management Appliance 1> [ System Administration ] >
[ System Health ]
3 [ Edit Settings ]
4
CPU Overall CPU Usage 85%
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B samzo $S0

Memory Page Swapping 5000
Maximum Messages in Work 500
Queue
5
* SSO SAML 2.0 640
* SAML 2.0 SSO 640
*« SAML 2.0 642
. SSO 651
« Cisco SSO 642
SSO SAML 2.0
Cisco SAML 2.0 SSO
SAML 2.0SSO
SAML ID IdP Ping SAML 2.0 SSO
Rally Salesforce Dropbox SP
SAML 2.0 SSO Cisco
SAML 2.0 SSO
SAML 2.0 SSO
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20:SAML 2.0 SS0

Web
SAML
Web ID
ID
ID SAML
Web

SAML 2.0 SS0 B

Web
SAML

Web
SAML
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B samzo

. 642
. 642
. 642
SAML 2.0 SSO
Cisco ID
1
SSO URL
http://<appliance_hostname>:<port>
Web
[ Email 1> Message Quarantine ]>[ Spam
Quarantine ]
Cisco SSO
1 643
2 Cisco
644
3|[IDP ] Cisco
ID ID
646
4 ID Cisco
ID
649
5 SAML SAML 650
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. 643

. 643

ID Cisco E
ID

* Microsoft Active Directory Federation Services ADFS 2.0

* Duo Access Gateway

* Azure AD
ID
. SAML ID SAML
CA
1D SAML ID
SAML
pfx
.pem
pfx .pem
e OpenSSL
pfx

. .pem RSHQVSRFV LQ

FHUWQDPH! IRNH\\RXWHUW SHP
. .pem RSHQVSRFV

LQFHUWQDPH QRFHUWMXWH\ SHRQRGHV
. RSHQVVE®DLQ

NHY SHIRXWHUYHU NH\
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Cisco
Cisco
643
1 Web
Web
2 | Management Appliance ]>[ System Administration ] >
[SAML]
3 [ Service Provider ] [ Add
Service Provider ]
4
Profile
Name
ID
ID URI
ID 1D SAML
ID
ID SAML
URL URL URL
1D
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Cisco .

SP .pem

SAML

3 [ Sign Request ]

SAML ID
[ Sign Assertions ]

Cisco
ID 646

5 [ Submit ]

6 [SSO SSO Settings ]
ID URL [ Service Provider
Settings ] ID ID

Export Metadata ] ID

Async0S 13.8.0 for Cisco Content Security Management Appliances .




. Cisco 1D

ID
ID
Cisco
Cisco
644
1 ID
«ID
SAML
ID
* Cisco
* Cisco
 Cisco
2 ID
ID
ID 646
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646
ID
644
Cisco
SAML
ID
AD FS 647
Azure AD 647
Duo Access Gateway
Cisco

648



Cisco AD FS B

Cisco AD FS
ADFS 20
Microsoft
URL
o[ Relaying Party Trusts ]>[ Properties ]>[ID
Identifiers ]>[ ID Relaying Party Identifier ]
ID
ID
. SAML
[ Relaying Party Trusts ]>] Properties ]

> Signature ] .cer

. SAML AD FS
[ Relaying Party

Trusts ]>[ Properties ]>[ Encryption ] .cer

o[ Relaying Party Trusts ]>[ Properties ]1>[
Advanced ] SHA-1

. SPNameQualifier

F >7\SH KWWS VFKHPDV [POVRDS RUJ ZV LGHQWLW\ FODLPM HPDL(

LVVXH 7\SHKWWS VFKHPDV [POVRDS RUJ ZV LGHQWLW\ FODLPV QDPH

,VVXHU

F ,VVXHRULIJLQDO,VVXHRULILQDO,VVXBIOXHF 9DOXKWDOXH7\SH 9DOXH7\SH
BURSHUWLHV> KWWS VFKHPDV [POVRDS RUJ ZV LGHQWLW\ FODLPSU

XUQ RDVLV QDPHV WF 6$0/ QDPHLG IRUPDW HPDLO$GGUHVYV
BURSHUWLXHKWWS VFKHPDV [POVRDS RUJ ZV LGHQWLW\ FODLPSURSHU

XUQ RDVLV QDPHV WF 6$0/ QDPHLG IRUPDW XQVSHFLILHG

. LDAP

LDAP

Cisco Azure AD

Azure AD
MicrosoftAzue AD
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. Cisco Duo Access Gateway

* SAML
URL

o[ Enterprise Application ]>[
New Application ]>[ Non-gallery application ]>
[ Single Sign-On 1> SAML Basic SAML Configuration ]
Azure ID

. SAML
[SAML SAML Signing Certificate section ]
[ Enterprise Application ]>[
New Application ]>[ Non-gallery application ]
> Single Sign-On ] > [SAML SAML Signing
Certificate ]

o[ User Attributesand Claims ] [
Enterprise Application ]>][ New Application ]>
[ Non-gallery application ]>[
Single Sign-On  ]>[ User Attributes and Claims ]

. SAML
[ Enterprise Application ]>[
New Application ]>[ Non-gallery application ]>[
Users & Groups ]

Cisco Duo Access Gateway

Duo Access Gateway
Duo Security

* SAML
URL

* [Duo Duo Admin Panel ]>[ Applications ]>[
Protect an Application ] > [SAML SAML Service
Provider ] 1D
ID

. SAML
Duo Access Gateway
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Cisco

Cisco
. SAML
Access Gateway
.cer
* [Duo Duo Admin Panel ]>[
Protect an Application ]>[SAML
Provider ] NamelD [ unspecified ]
* [Duo Duo Admin Panel ]>[
Protect an Application ]>[SAML
Provider ] SHA-256
* [Duo DuoAdminPanel ] [SAML-
Provider Setting ]
SAML
ID
. 1D
ID
*ID
1 Web
Web
2 | Management Appliance 1> [
[SAML]
3 [ID Identity Provider ] [ID
Provider ]

.cer

Duo

Applications ]>[

SAML Service

Applications ]>[

SAML Service

SAML - Service

Duo Access Gateway

Cisco
646

System Administration ] >

Add Identity

Profile Name D
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B osaw

ID
ID ID
ID ID URI
SSO URL SAML
URL
ID SAML ID
ID

IDP [ Import Metadata ]
5

SAML 650

SAML
SAML
ID SAML
Cisco SSO 642

1 [ Management Appliances ]>[ System Administration ]>

[ Users ]
2 [Web Web Authentication ]
3 [ Enable ]
4 [ Enable External Authentication ]
5 [SAML]
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$50 B

6 [ External Authentication Attribute Name Map ]
ID
[ Group Mapping ]
[ Group

Mapping ]

7 [ Group Mapping ]
SAML [
Add Row ]
Unspecified Groups SAML
[ Users ] 530

8

SAML [

Use Single Sign On ]

1 652
2 Cisco
652
[IDP ] Cisco
3 ID ID
ID Cisco
4 ID
656
5 SSO SSO 657

Async0S 13.8.0 for Cisco Content Security Management Appliances




6
. ID Cisco
ID
* Microsoft Active Directory Federation Services ADFS 2.0
* Ping Identity PingFederate 7.2
» Cisco Web Security Appliance 9.1
. ID
. SAML ID SAML
CA
*ID SAML ID
SAML
Cisco
652
1 Web
Web
2 | Management Appliance ]>[ System Administration ] >
[SAML]
3 [ Service Provider ] [ Add

Service Provider ]
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Cisco

Profile
Name
ID
ID URI
ID 1D SAML
ID
ID SAML
URL URL URL
1D
SP .pem
SAML
1
2.
3 [ Sign Request ]
SAML ID
1
2.
SAML ID
Sign Assertions ]
ID
Cisco
ID
654
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. Cisco ID

ID
1D
5 [ Submit ]
6 [SSO SSO Settings ]
ID URL [ Service Provider
Settings ] ID ID
[
Export Metadata ] ID
ID Cisco
ID 654
Cisco ID
Cisco 652
Cisco
652
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Cisco
1D
SAML
ID
« Cisco
655
* PingFederate 7.2

656

Cisco

AD FS 20 B

SAML

ADFS 2.0

» UserGuidefor AsyncOSor CiscoWNebSecurityAppliancesttp://www.cisco.com/c/en/us/support/
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Advanced ] SHA-1
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[Signature Verification] [SP Connection] > [Credentials] >
[Signature Verification] > [Signature Verification Certificate]

. SAML PingFederate
[Signature Verification] [SP Connection] > [Credentials] > [Signature Verification]

> [Select XML Encryption Certificate]

. LDAP
[Attribute Sources & User Lookup] > [Attribute Contract Fulfillment]
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[SAML]
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o[ Management Appliance ]>[ System Administration ]
> [SAML]
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1 Web
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2 | Management Appliance ]>[ Centralized Services 1>
[ Spam Quarantine ]
3 [ Edit Settings ] [ End-User Quarantine
Access ]
4
5 SAML2.0
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[
My Favorites ] [

Add This Page To My Favorites ]
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[ My Favorites 1> [
View All My Favorites ]

[ My Favorites ]>[
View All My Favorites ]

[ My Favorites ]>[
View All My Favorites ]

[ My Favorites ]
Return to previous page ]
GUI
Web
[ Options 1>[ Preferences ]
[ Options ] GUI
Preferences ]
[ Return to previous page ]
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[ Options ]
* Web 660
* Web 660
Web
[ Usage Analytics ]
[ Usage Analytics ]
Web
1 Web
Web
2 | Management Appliance 1> [ System Administration ] >
[ General Settings ]
3 [ Edit Settings ]
4 | Usage Analytics ] [ Enable ]
5
Web
Web Internet Explorer
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[ Management Appliance ]>[ System Administration ] >
[ General Settings ]
[ Edit Settings ]
[IE Override IE Compatibility Mode ] [ Enable ]
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