E 35

— G EEI R

ZOFEE, WOETHERS N THET,
P

o BHIX A DFLT (2 8—)

Cisco AT Y ¥FX a2 UT 4 BHT TIA T ADTA LA (2 2—=)

CLI a2~y REHEHA LA T F o 2MEEDET (15 2—)

U E£— MEFRERAOGE (20 2—)

SNMP ZfE L7V AT LDREOE=F21Y 7 (21 _—)

YXF 2 VT4 BT FIAT LV ADT—E DRy 2T v (23 %—)

YX 2 VT4 BT T IAT UV ATOT 4P AZ UHNY (32 2—=2)

TIFIGAT LV AN=R 2T DT v F 7L —FK (34 —)

AsyncOS DT v F 7 L— R (34 ~<—7)

AsyncOS DLIRTD/N— 5 U ~OETTIZONT (48 X—7)

T w7 T = RMIOWNT (50 =)

ARSI A v E—VORET RUADOKE (50 <X—)

77— hOER (51 X—2)

X MU= REBEDER (60 ~—)

X2 TEETT NaLoEE (65 2—)

VAT MFZIDFRE (66 ~—3)

[BXE 7 7 A /v (Configuration File) ]X— (68 ~<X—)

REDHIEE A VAR—F (69 =2—)

o T A4 AV FEIOEE (78 X—)

CEX— N X2 VT 4 TTIAT VUV ADYV AT LOIRES T 7DD L& WEOFEE
(81 ~<—7)

*SAML 2.0 12X % SSO (82 =—7)

B a—DHAL<A X (100 R—)

T TITAT UVATHM I —EADOFHEE L AT —F ZADFEKR (102 X—)
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B ==szx0025

—frnEEszs |

EBIBAXIDEST

\}

VAT LEBA AT DIFELER. TT T4 =P A =T =4 A (GUI) D[V AT
LEPE (System Administration) | A =2 — & H L CIATTEET, 2L, —#HOV AT A
EHMREILX, 3~ FIA v A F—T A A (CLD) NHDHRETTEET,

/. VAT LA AT —RADE=LZY T

GE)

ZOFETHHT LIHERESCa~ Y FoFIZiX, Vv—T 4 V7 OERINENIZREEZ KT THONRH
DET, FEMIIOWVWTIE, IPT RFLA, S X —TxAf A, BLXOL—T 4 7 HEHRLTL

fiél/\o

Ciscoa>ToYtEXal) TAEEBT7IZATUVADS

122X

c EEXF— DA 2 ~—)
CAY— b YT MU =T T4 T 3N=Y)

HEEX—DER

X=X, TTI9AT LV ADV Y TARSIZEHADOLDTHY ., Fiod 2 —7 VT HHEREIC S [
HTT, 1 OOV ATLADX—%_ BO AT ATHARATLIZ LIZTEERA,

ZIZTHMHT X R Ea~v s RIA4y a7 b FETTHITE, featureckey =~ > K%
EHALET,
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b_SMA_Admin_Guide_13_0_chapter11.pdf#nameddest=unique_566
b_SMA_Admin_Guide_13_0_appendix2.pdf#nameddest=unique_681

| —mmnEEszy

FETI5147v2051 o xpsvis— [

S

BRIEFIR

T TIATVADT VT 47
IFEREX — & TR T %
T I T A N—a raRET
DI NTORRES — 2 FKor T

5
« FATSNTFH L F—Z sk
75
o BRREX— % FENTA A F—
VI

HEEX—ZT 7T 4 7T D

[B#T 77 A 7 A (Management Appliance) |>[> AT
LEFR (System Administration) ]> [#AES%— (Feature
Keys) | Z#IRLET,

B LUERE S — % TEICENT 2121, e — (Feature
Key) 17 4 —/V RIZHxF—%/E 0T 50, £72IZATIL,
[F—%XE (SubmitKey) 127 U v 27 LEd, HERENIE
MENT2NGEIT, =7 — A ve—URERINET (-
EXIE. F—DNIELLRWEERE) . 2SN DOGE
X, BEREX—2N U R MBS ET,

FATSNIZEZFICHBMICH LY —2 Xy rm— R
FOAS A= NTDEITT T IAT UV AZRE LT
YA, RET DT A A (Pending Activation) ]V A k
IEFIZZE IR £7,

BREX—DHEI Y 7o un— R X
NT T 4 _R—= a3 (£
i) N S

[B#LT 77 A 7 A (Management Appliance) |>[> AT
LEHE (System Administration) ]> [M¥FEF— D E
(Feature Key Settings) ] Z &R L £ 5

FIZFINVENTIER, T4 T 2%, HLOF—%2EH
HNZHER L £9,

HARREIIUBERE 5 — 2 T4 5

Cisco DY FICBEWAEbEL I

RET7ITZATUVADTA U RAE S UHEEE

_:¥._

TA B ABLOREX —OHIRNRUINT= L X DT T T4 T L ZAOBIEIZ OV TIEL,
http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/
products-installation-guides-list.html 2> 5 A =T % [Cisco Content Security Virtual Appliance
Installation Guide]] ZZM L T 7230y,

FTA v AFREFZRTDHIZIE, a~vr RIA4 A X —7 x4 A (CLI) T show license =

~ R LET,

ARX— YT RYHTT7 SA4EVIVYT

- B

(4~—)

A — RN YT NI 2T T4 T DA X—T U (6 2—)

» Cisco Smart Software Manager CD7T 77 4 7 > ADXGk (6 =2—)

c TABADER (T —)

e TABLADY J—R (8§ X—)

» Cisco Smart Software Manager 7> 5 D7 7T A 7 0 A DXRERMER

(8 ~—)
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http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-installation-guides-list.html
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* Cisco Smart Software Manager TD7T /7 A 7 2 ADFEE: (9 ~X—)
c BRIEEREDEE (9 X—2)

AR L FEFEDOE R (9 RX—2)

e Av—hZ—V 2 FOEH (10 X—)
e 7T —F (10 X—Y)

e U RIA A HE—T A A (11 =)

A=K VT NTxT TAR VT EMEHTHE, Ciscoar 7Y tXa 7 o HEHT
TIALT VADTA VL A — ALV AERBIOE=ZT&FET, Av—h"YV 7 huxT
TA®RAET 7T 4 74T HITIE. Cisco Smart Software Manager (CSSM) T7 77 A 7 L A
ERETHMLENRH Y FF, CSSMIT, BEAL THEAT 2T XToOAafliiconTI A&
VADEHME ST A TSN T —FR—ZXTF, Av— b I B RAEHHT S L, il
fatall¥— (PAK) Z{FEH LT Web %A M THEBNZERERT HDOTIERL, B—D —27 T
Bokd D52 ENTEET,

T IFIGAT UV ARRERT BE, TTXF5AT LU ADTA B A5 BH L, CSSMA—Z /LIRH T
FTAV L AOFERRNEERTEET, 7794 T VAL VA= LENTWNWHAS— |
T—Vxzy ME, TTIAT VAL CSSM 28t L, 74 & AOMAIRILUICET 2 1EH %
CSSM A L T, CSSM 2MEHPRILA B CE 2 L9 IZLET,

Cisco Smart Software Manager % BRfi# 9~ 5 1213,
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment
_Guidehtml ZZH L T 7ZE 0y,

s THIHADT IIA T AN A A=y MR TEX D2 L MR L £ T,

o« VA /LA F— AIZMVE H T Cisco Smart Software Manager 48— 4 /L
(https://software.cisco.com/#module/SmartLicensing) TA~— k 7 H 7 > F&Z{EKT 5.
Cisco Smart Software Manager 7 7 A & x> NU—27|ZA4 VA F—/L L TLEEW,

Cisco Smart Software Manager == — 7 4 7 > s O{ERK % 721% Cisco Smart Software Manager
YT T4 FDA A BV OFFRIT OV T,
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
ESBLTLLES N,

FTA ' AOHERHRBUCBET DIERZEEA X —F v MZEE L b —F D
£ CSSM BERED Y7 » b 2429 % Smart Software Manager 7 7 14 &4 7L 3
REA VA AT B E b TEET, 74 N T TV r—ta v & AT a— LT
BALZHBIE, A0 X=Xy bE2HEALTCSSMIZT —X 2R EETIC, 94 2%
B L CRAICERTE £, CSSMY¥F T4 ME. Wz 7 77 FICEMNICEE L
£7
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N

(GE)  Smart Software Manager %77 7 A~ Z i3 %354 . Smart Software
Manager %7 7 A I Enhanced Edition 6.1.0 Z i [ L T 72 &0,

« (ko) 773y FARVADEHFL—PIL, 7TV v 7 FARVARAY— T
A ATBATT DHERH Y £

https://video.cisco.com/detail/video/5841741892001/
convert-classic-licenses-to-smart-licenses?autoStart=true&q=classicx Z i L T 72 &\,

T TIAT VADY AT A 70y 7% CSSMDY AT A 7ay 7 EREMETEI0END
NET, TTITATVADVAT A 7y ECSSMDYVAT A 70y 7 OF L, A
~— N TA B ABIEORMORE & 720 £,

\)

GE) A F—Fy MIERL T o XM T CSSM IZHE#HT 256, [V AT LEEL (System
Administration) ]>[7 v 77 — Fi% € (Update Settings) ] ZfH L C. 7774 7 v ATHE
EhTwa7ax v tEL7ax v a2liHlT 5 0ERHY 1

GE)  (Ea—YORE, FILWPAK 77 A /v (FHlEIEER) 22ET57-20N, 742U A
TrANEERL, TTI9A T ADT77AVvEr—RNLET, 774 vE2a— NLIERKIL,
PAK # A~— K AV AZEWMTIMERNH Y F9, A~v— K T4 A2 ET— RKTIL,
TrANDu—FRf T4V A Ty A VOBRET— &7 Vg TER SN, GEHEBHRO
HMEA S ET,

TTIATLVAH L TCAS— VY7 v =T T4V T E2REBICTHI20E. ROFIE
BEIITTHMEND Y 9,

BERR FHITEER
AT w71 A<v—K Y7 2T 94| A~—K V7 =T 4%
NIRRT EHl 4 YT DA F—T 4l (6
~—D)
AT w72 Cisco Smart Software Manager | Cisco Smart Software Manager C
TOT TITAT VAR | OT T34 T A0 (6
N
AT v T3 T4 A (EESX—) OE | T4 B ADHER (72—
R V)
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—fmigEszs |

B A=t vorvzrsqersvorrz—ant

ARX—bVYI+DIT7 40 TDAR—T L

ATv T

ATy T2

ATv73
ATvT4

[(EEXHRT 7 Z 4 7 A (Managed Appliance) ]>[ A7 LA H (System Administration) ]>[A~— kY
T T x2T T A7 (Smart Software Licensing) | &3 IN L £,

[(A~v—hK VYT o7 T4 7 OFRE (Enable Smart Software Licensing) | %27 U v 27 LE7,

2v—K YT NI 2T S4BV TOFEMIONTIE, Av— K VY7 M T x2T S48 O
DYV E7 )y LET,

A=K VT TxT FAB DV TIZONWTONEREGATER, [OK1 227V v 7 LET,
EREARMELET,

RDERY

A=KV T NT=T FAR VT HEEHTDHE, 727397 T4V AE—ROTRT
DOENA~—F T/ B A = N THHEBMIHERAREICARVES, 793y T4k
A F— FOBFEL—TOEE., CSSM TT VI A4 TV ARKgEe, A~—h Y7 U=
T IAR L THERER I TE D 90 A OFHEARI AN H 0 £,

ARIRF L ORHEAR OBIR ORI, —EDRKE (90 HAT, 60 HAl, 30 HAT, 15 HAl, 5
HAl, BLOmMEHA) TEMAFRSNET, sHMiFHOR £ 723 TRIC, CSSMTT 7'
AT VAR TEET,

GE)

\}

IV TARVAE—RIBI DT VT4 T RITA VS RAERFERWVMEBT 7747
ADFRA—FOHAH, A~v—bF VT bv=T T4V TEREEZRNCLTH, Y
MR EINETA, 77397 TG4 B A EF—RNIIBTAT VT4 TR T4 B ABEFD
BART 74T o ADPAFL—F OB, FHEHIM RS E T, FRET 77107 X
2—PNAv— |k TA B AEBEOFIZFHET H5EI12IE, A3 B R F— AZHEHE
L. A—FT7H T2 MEMEZA B AZBMLTLLZE, FHMET A o AL, BEREZIZ
A E A CHEH S VET,

GE)

TITIAT UV ATCAS—F FA BV U THEEREINCTDHE, Av—F T4 T
5753w S4By FT—RNIZe— ANy I T AT ENRTEI R ET,

Cisco Smart Software Manager TD7 754 7 > A D&%k

7 77 AT A% Cisco Smart Software Manager |28 83 5121X, [ AT LEFH (System
Administration) | A =2 —TA~V— Y7 =7 T4 U THRBEANCT DLENH
VET,

B BongEszsy
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sttrznzx |

ATy T [EEINRT 7F 47 A (Managed Appliance) ]> [ A7 L% H (System Administration) ]>[A~— KV
7 MO x2T T A7 (Smart Software Licensing) | 38N L £,

ATV T2 [FT7 U AR— Fi&E (Transport Settings) | # A H T 55E5121E, [feE (Edit) 1227V v 27 LET, KD
FTva v EMFHTEET,

o [IE$% (Direct) 1: 777 A 7 > A% HTTPS #%H T Cisco Smart Software Manager (ZELE%#c L £ 97,
DX Tva i, T AN NTERENNET,

[FNF U AR—=F 7 =R D= A (TransportGateway) |: 77 I7A T L A% T UV AR—FF—hTU=A
F 721% Smart Software Manager $7 7 1 N #%H C Cisco Smart Software Manager (28t L 7, DA~
varEBBRLEGS, N7 U AKR— K #— b7 = A F721% Smart Software Manager 7 7 4 k ® URL
EANNLTOBIOKI %227 Y v 7 THMERHY £F, ZOF 7Y a ITHTTP I KOHTTPS & AR —
FLET, FIPSE—RFOHE, P72 AKR—K 5=V A X HTTPS DA EZHR—FLET, FT
YAR—=K F=bF T = AIZOWVTIL,
Hittps://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
ZZM LT TZEN,

nJy Ay 7Ty y /LM LT, Cisco Smart Software Manager 78— 4 /L

(https:/software.cisco.com/#module/SmartLicensing) (27 7 EALET, H LW b—7 U EAEKT DI
L. ZOR—ZNLO AT H 7 b (Virtual Account) ] ~<— I IZBE LT [£f% (General) 1 % 71T
TI2RALES, TTI7AT U AMORA P A2 2R Gk —7 22— LET,

B A A Z 2GR b — 7 DIERIZ OV TR,
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing_ Deployment Guide.html
ZZRLTIEEN,

RTYT3 TTIAT LV ARIZRY, WA LV AZ VARG b—7 U T ET,

ATw T8 ek (Register) 1227V v 7 LET,

ATY TS [A~v—h VT T =TT/ (Smart Software Licensing) ] -X—C, [T TIZEFEIN TS
Bl TG A AL U RS L £ 7 (Reregister this product instance if it is already registered) ] 7 =

IRy I AEFANILT, TFITA TV AEEEGETHZ & TEFE T, Cisco Smart Software Manager C
DT T TAT  ADFAGE (9_—) Z2ZRMLTIZSWN,

RDBRY

B GT 0 2 A3y £, [Av— b Y7 v T 748227 (SmartSoftware
Licensing) | N— Y THEHAT —F ALK R TEET,

FAEADEKR

BEE T U ANERICHET L%, T I9A T UV ADERRO T A o ARk LaiTide b
RWEERH Y £,
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—fmigEszs |
B> tzx0uu—x

ATy T [EHT 7747 A (Management Appliance) ]> [ A7 L4 (System Administration) ]>[7 A & A
(Licenses) | ZE&R L £,
AT T2 [REDOHE (Edit Settings) 1227V v 7 LET,

AT T3 FRTDHTA VL ARHIETDH[TA B ADHERK/Y U —A (License Request/Release) [¥|DF = v 7 K
J A A AT LET,

ATw T4 [%E (Submit) 1227V v LET,
GE)  TI7ANETIE, A—NVEOT A B ABRFHAFRETT, 2074 v 2%, Ak, ik,
FRFV VAT HIENTEERAL, A—NVUET A & RFHEYIMSCa T T4 7 0 A&
ITH v 8 A,

RDBERY

FA AT, WIRERE-HBYINICRD a7 T4 7 REKR (00C) E— Rk,
£T A4 ' AZ30 HE O THIR 2RI S E 3, AR L 00C % THIM O AR D fi
2, —EOMR (30 BHai, 15 BHAG, 5 HAl, 8L OERKR) THEHINFRINET,

OOC M THIOAZMIENBE S L, FA B AIMFEHTEX T, WEELZRFA TR 20 F
T, BEEICL O —ET 72T BI21E. CSSMAR—Z L TIA B A5 T v 75— LT, &
FEEEFHTHMLEND D T,

ZA4AEADY) )R

ATy T [EHT 7747 A (Management Appliance) ]>[> A7 L% HL (System Administration) ]1>[7 4 & A
(Licenses) | #®IN L 7,

ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATFYT3 V=257 ATHIGETD [TA L ADHEK (License Request) [ ¥|DF =7 Ry 7 A&t
WZLET,

ATw T4 [#E (Submit) 1227V v 27 LET,

GE) A= VDT DIZTA B AZ ) V=R T 52 LEITEERA,

Cisco Smart Software Manager W5 D7 T35 4 7 2 XA D EGRFERR

ATy [EHT 7747 A (Management Appliance) ]>[> A7 L& (System Administration) |>[A~— K/ 7
Mo =7 A&7 (Smart Software Licensing) | Z &R L £,

ATFw T2 [7H>ar (Action) | Fr vy 7 E 0 U R b, [BE#EKR (Deregister) | Z#IN L. [E1T (Go) |%&
7V w7 LET,
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Cisco Smart Software Manager TD7 754 7 V> ADEHEE R .

ATw T3 [BEE (Submit) 1227 Vv LET,

Cisco Smart Software Manager TD7 754 7V AD B &%

ATy T [FET 7747 A (Management Appliance) 1>[> A7 L EL (System Administration) ]>[A~— kY 7
N7 =7 Z A7 (Smart Software Licensing) ] #8&R L £,

ATwT2 [FU¥3ay (Acion) | Rey 72 U R nb, [ (Register) | Z8IRL, [EfT (Go) [#27 U v
7 LET,

RDBARY

Bk~ 12 AT DN TIE, Cisco Smart Software Manager TODT 77 A 7 v ADX gk (6 ~=—
V) EBRLTIEIN,

FETEX WS F Y FIZBWTIR, 7794 TV AOREX VY FLERICT 94T A
BRERTDHENTEET,

CSSM CTT 774 T v A&XEET HRINCDI, FT U AR—  REEZLEETEET,

() A~—bFTA B AEEDNENI /> TWBEAITDIA, FT U AR— FREEETTH &
NTEET, TTITATUVART TICHESINTWDEEHE, TV AR—MREELET HIT
W, 7774 TV ADOBGREMRRT DHLERHY £, T AR— FREEZLEE LIZRIT,
TITIAT A EBRETOMLENRH Y FT,

NT U AR— FNREEEFT B HEIZOWTIE, Cisco Smart Software Manager TD T 75 A4 7
VADEREE (6 ~—Y) EZMLTIIEEN,

FOGE & REBAZE D EHT
Cisco Smart Software Manager C7 /7 A 7 > A& Bik LI=#4I2, FEAELZ EH T E7,

Y

GE)  TTIAT U APEFICRERSNIRIZOS, BAE2EHTE 7,

ATy [EHT 7 F 47 A (Management Appliance) ]>[> A7 L& H (System Administration) |>[A~— kY 7
Mo x=T7Z A&7 (Smart Software Licensing) | %8R L £,

ATwF2 [7TUar (Action) | Rey 7 X oy UR MG, @bt 7y a v EARIRLET,
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B x=-tz—vzoroEs

* Fa nIE%A—d- < E%ﬁ
<AERAEES T CEH

ATv T3 [BE (Go) 127V v LET,

AX— NI —Cz Y FOESE
TTIAT VAL VA=V ENTVWHAY—F == b=V a VEHHTD

I ROFNEEZFATLET,

AT9 T [EHT 7747 A (Management Appliance) ]>[ A7 L4 EE (System Administration) |>[A~— K/ 7

Mo =7 A&7 (Smart Software Licensing) | iR L £,
ATY T2 [AR—FI—D Y FOEHRAT—H R (SmartAgent UpdateStatus) |27 > 2 > C, [§9 CEH (Update
Now) 1% 27 U > 7 L, 7rERZENET,
G¥)  CLI =2~ F saveconfig ZfEH LT, FIX[VATLEE (System Administration) | > [REY
< !)— (Configuration Summary) [ Z{EH L CTWeb A > ¥ —7 = A AfRHCTRELHEEZRTFL X

H5ETHE, Av—h FTA BV ABBEOREIIHRGFINEE A,

WO F ) A THRHNEEINET,
A — KN VYT YT TRV UTNIEFICEILI N

AV —h VT =T TA R T OEMUITRIE LT
o FFAG R A3 B4R Sz

« FHEHMI AL T U7e GEMEIRH 3 L ORI T REC— & O IR TR4E)
EFIZEE ST

BERITR LT

EFICERAES Tz

ARREIZ R L7

BRI R STz

o BERRERIC I LT

« ID FEIENIER ICH B S e

« ID REAFE O FHTIZ KA L 72
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| —mmnEEszy
avvksq4vq4vs—7:42 ||

FRREOF AR A YT
ID FEFEO A IR A I 7=

AT TAT U RENMTHEOWIEN N (207747 o RAEKMFHIMTR IO
WM T BRI — & O Ik TE(E)

« HEBE D E IR BT 5 B0 A © A 4 o A DI L

ARV ESAAVE—T 4R
* license_smart (11 ~X—3")

« show license (14 ~<X—73)

license_smart
c T (11 =)
fEMTGE (11 R=)
Bl Av—F ==Yz h P—EZHR—-bOFEE (11 =)
« # : Smart Licensing O %Ml (12 ~<—)
« 1] : Smart Software Manager TODT 77 A 7 v AD%k (12 2—)
Bl Av— K TARVADAT—H A (123—)
il A= TA B ADAT —Z ZAOWE (13 2—)
«ffil : A~v— K FT U AKR— K URL OFE (13 *—)
il TA B ADER (14 2—)
il FAEADY V=R (14 =)
i B
A—=F Y7 U =T T4t AEREORE
il 515

BT : Zoa<r KL lcommit] ASLIETT,

NYyF ARV K Zoavy FERNy FEREZ YR — L TWET, FEMIZONTE, help
license smart =¥ READLT, £ T4 ~NTEERLTITEEN,

example.com> license_ smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport
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. {5 : Smart Licensing D&%t

Enter the port to run smart agent service.
[65501]>

% . Smart Licensing DF k.

mail.example.com > license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the

CLI.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing
mode.

Commit your changes to enable the Smart Licensing mode on your appliance.

All the features enabled in the Classic Licensing mode will be available in the Evaluation

period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing
mode [Y/N] []> vy

> commit

Please enter some comments describing your changes:
[r>

Do you want to save the current configuration for rollback? [Y]>

% - Smart Software Manager TDT 75 A T v A DX

mail.example.com > license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register
Reregister this product instance if it is already registered [N]> n

Enter token to register the product:
[r>
ODR1OTM5MjIt0OTQz0S00YjYOLWEXZTUtZTdmMmY30GNINDZMLTE1MzM3Mzgw$0AMDEzZNTR8W1pCQ1 1MbGVMQOWR%

O0XhuenN40OWZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%3DS0A

Product Registration is in progress. Use license smart > status command to check status
of registration.

Bl : Av—hK FARADAT—H R
mail.example.com > license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:
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- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl s A=w— R~ FA B ADRAT —F ZAOHE

mail.example.com > license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling In Compliance
Content Security Management Master ISQ In Compliance

B : A~—hk hT 2 AR~k URL DFXE
mail.example.com > license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers
2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[1]1> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.
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AT T I7A T o AD2—=PE, TA B AZERERLITV Y AT 256, 0T 77347
YARRERT DRENDHY £,

mail.example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Content Security Management Centralized Tracking Not Requested
2. Content Security Management Master ISQ Not requested

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Security Management Centralized Tracking

Use license smart > summary command to check status of licenses.

Gl A4 ADY Y — R

show_license

B!

mail.example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status

1. Content Security Management Centralized In Compliance
Tracking

2. Content Security Management Master ISQ In Compliance

SiBH (14 ~2—2)
il Aw— K FABLADAT—H A (15 —)

ffi] c A — N FTABLADATF—X AOE (15 —)

Aw—h TA VLV ADAT =L AL AT —H ZADMELEFRRLET,
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Bl: 2=—hF FA B ADAT—F A

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Gl s Aw— R~ FA B ADRAT —X ZOHE

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling In Compliance
Content Security Management Master ISQ In Compliance

CLIOY Y FZ2ERALEA VT F U RERDETT

TN OEMEL av o FEFIHT DL, EXF 2 VT A BT TIAT A ETALT T
VACBEET AEEAFITTEE T, T2 T, ROBEE a2 RIZoWTHBILET,

* shutdown

* reboot

* suspend

* suspendtransfers

« &

* resumetransfers

* resetconfig

* version

XA TA BB ITSATUVADY Yy REFHOY

X2 VT4 BT SIAT U AEY Yy M AT T AT, ROFINEEZFEITLET,
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s BT 77 A 7 A (Management Appliance) |>[ A7 L% F (System Administration) ]
>[v v v &7 /HiEE) (Shutdown/Reboot) | _X— V&M L E£9,

FoiT
e v LRI A4 L a7 R T shutdown 2~ R L ET,

TTIAT v Ay vy AT TEE AsyncOSIIE T L, T 7 T4 7 2 ADERE LA
T TEET, TTIAT VAL, BIEF2—DA v —V%kbPICH THER T F
To TTITAT UV RE Y vy NED T DBIEEEZ AT H20ER S £9, 7 7 4 /L MEIE
X 30 B T3, AsyncOS TlL, ZOEIAEDOMITA—F RO E5E T CEE7, ZDiE
SEEERBZ D &, A—7 OGN EHIICEA T b E 1,

XY T4 BEBEBTISATUORDY) T—F

X2 VT 4 EHRT T IAT A%V T — T 521K, GUL O [V AT LB (System
Administration) ] A == —"THIHFREEZ [> ¥ v b ¥ 7 /HiEHE) (Shutdown/Reboot) ] X—
AT 50>, CLI Treboot 2~ REMHLET,

TIITAT U AEY T — T DL, AsyncOSHHEB SNDTD, T T34 7 U ADERE L
RIZATIZL, TTIAT U RE VT = CEET, TTIAT VA% %y MU T 5HiE
WEfEZ ANTITHERH Y £3, 7 7 4V MRBIEEIL 30 £ TF, AsyncOS TliE, & DiRIEfE
ORNFA—T O A e T CEET, TORBIEEEABZ 5 &, A—7 ORI
WHUONET, 77794 T VAR, BEX2—HNOXA vE—Ya2kbPIcHLZS T £,

LX) T4 BEBTISATUORADEL

VAT IAAUT U RABRFITTAEARE, T IAT VAR T T T4 02T HITiE, Ro=

v ROWT AL ES,
avU kR Bl ki
suspend cEXA— N X2V T 4 TTIAT U ANGEX2) |V 77— DK

TAERT TIAT U ANOREEES N A v = (RlbShET,
DRk E —ERFIE LE T,

CREED D U ) — R S A v — D ORYE & —
Jh L/ibé‘o

EEET ARSI SN ER A,
BEEFA-AEEIMFELINET,

o B VHRIEDME I SNE T,

cCLIIZT 7 BEAMBEDE LT £,
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CLI D15l : suspend §5 & U suspendtransfers 1< > .

avU kR BL)] Ki#git

suspendtransfers | & HIGIR O 1 A — /L8 I O Web Security Appliances 705 | U 77— M & b #fE
Content Security Management Appliance ~D L' /R —7 1 ' 7 | FF SV E T,
T=ABIRNT X7 T X OfEEE —RHEIE L E
‘j‘o

ZDa<xy RTEE, EA= VX270 77747
ANLOBEESNTZA v E—VOZE b —FHEILINE
o

NI T LT TIAT VAT ITA<Y TFIA4T
2L LTHRATLTODHE[FHEETZ D~ RafEH]
L%,

IbOa"y FOMAMICIE, 77747V AOREBE AT HRERHY T, 77
JV MBIEEIZ 3070 T, AsyncOS Tld, ZDOBIEEOMIIA—7 oKL ET TEET,

ZOREELA 2 D & A—T R OEGERREIFIZEA L b E T, I —7 O FE
LaWGEE, 3 <ich—e A2 Fihsnx 7,

suspend ¥ 7= (3 suspendtransfers 2~ > R CIEIL L7 —ERAEZHT 77 ¢ 7{L$ HITIL, resume
F 7213 resumetransfers =2~ > R&ZNENEHLET,

BT T TA TV ADBEDAT =S A (A T4 EITFHEIL) Z28ET 5121, Web
A B =T 2 A AT [EHT 7747 A (Management Appliance) |>[> A7 L& (System
Administration) > [ » M ¥ U /FE#E) (Shutdown/Reboot) ] ZEIR L £,

BEETEH .

cBHENDERA—N X2 VT4 TTIAT LV ADT=a T VKT TA 2 ~LTD
I'Suspending Email Delivery] . [Resuming Email Delivery] . [Suspending Receiving| .
F L TResuming Receiving]

CLI D15 : suspend & & U suspendtransfers < >

sma.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

sma.example.com>

sma.example.com> suspendtransfers

Transfers suspended.
sma.example.com>
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e VN ~
—FHFILRREED o DERF
resume =~ > K&, suspend F721% suspenddel =~ > ROMEHKIZT 7T A 7 2 A% i@ % OB
EIRREBIZEE L £
resumetransfers =~ > N3, suspendtransfers 2~ > ROEMRRIZT 7T A 7 2 R &2 @ OEME
RRBIZELET,

CLI D45 : resume & & U resumetransfers A< > K

sma.example.com> resume
Receiving resumed.

Mail delivery resumed.
sma.example.com>
sma.example.com> resumetransfers

Receiving resumed.

Transfers resumed.
sma.example.com>

TiGH AR ONPRE~DEREDND )Y +

TIIAT o ALYHERNCHRET D & & IR OMEE iR o REOTFERE LT, T
Gt RF O IR AEBIC T I A T o 2% VY P T2 &b TEET,

FE OBREZ VY AL CLINGHVEETZ 22w, 775147 A (FTP. Telnet. SSH.
HTTP, HTTPS) ~OHEHFHIHEH L TWAYy—E ARG 2—F 7o MBS
nET,
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resetconfig A< > K .

S

BRIEFIR

o TG RO FIHLIRRE~ | 1.
TRTOFREE Y v b

T RTDOLR—F AT
2w VT

=77 L.
e 1l 7y A IVERE
o [REERA v B — T h{RE

G¥)

T/ D admin 21—V TH T FERRTL—X%
FERHL, U7V A Z—T7 = A X% L TCLLICH
T DM ETNTT 7 40 FMREEMHEH L CTEBAR— MOBE
LT, Vey MRIZT 7 I9A T VAL CEH 2 b %
WRLET, TIHINVIREDT T ITAT LV ASNDT 7%
ADFANZHONWTIE, By T v 7, A A=, BX
OEAFREEZSRLTLIEIN,

TTIAT VADY—E R &Rl LET,

[BET 7 Z A 7> A (Management Appliance) ]>[3 AT
LEPL (System Administration) > [XE 7 7 A /v

(Configuration File) ] Zi&R L, [Vt~ b (Reset) ] %
7V w7 LET,

Uty Mg, T IAT UV ANET T T4 L IREEICH
BICRY £, Uty MEICET A —LORER
T STV 5, BEEY By MRICHERITS
NWET,

« TR PR AE~
TATOREE VT v b

P RTOF— 5 EHIR

diagnostic > reload CLI < F&fH L £,

IR

ZOa< RiE, Cisco V—HF F/-1TAA v F T
HEhsELoa~ FERERLTIEH D FHA,

resetconfig I < > K

mail3.example.com> suspend
Delay (seconds, minimum 30) :
[30]> 45

Waiting for listeners to exit...
Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.
mail3.example.com> resetconfig

Are you sure you want to reset all configuration values? [N]> Y
All settings have been restored to the factory default.

Async0S M/\— 3 VIEHRD R

ATy T
Web A X —T A A% —RKLET,

FHLWWeb A v H—T 2 A ADR) X2 VT4 ERT TIATLATR 22 v LT, LA V—

ATw T2 [EHT 7747 A (Management Appliance) > [£EFVE B —E A (Centralized Services) ]>[¥ AT A

AT —H A (System Status) ] 3R L 7,
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—fErnEEs 2y |
B = rz=rEgioamt

AT T3 R=VOTFHETAI/a—/L LT, 23—V 3 1H#H (Version Information) | T, HIfEA A F—/LENT
W% AsyncOS D/X— 3 U AR L £,

HAENI, a~v R4y a7 rTvason a~v 2 REFHATLHZEHTEET,

) E— FERBRADERE

TTIAT VAV —VOERZ)E— Tty b HHREIL. 80BL0 T U —X /—
Ry =7 TCORMEATEET,

TITIAT U AOERE Y T— Ty bFOERIE, 207 a rTHPASA TS T
NEZFE LT, Z OkREZ FATNCABIC L \&Ebfk<ﬁgﬁ&wi¢o

1R BHHEIIZ

cHHDY E— MEFEHEA RPC) "— 22X 7 Ry NT—ZIZEEE, 7 — 7 V36
LET, oW TE, ZHADETADN— R 27 =27V EZRLTIEEWN
(ERHCREH SN TWDEFTMN O AT TEET)

s T AT UGN ERIBT DT OIME R — N R E, T I9AT AR E— |k
T EARBETHDL I MR LET,

ZOMEEFHTAICIE. HHOY E— FERBIRAL VX —T 2 AO—E D IPv4 T
RUAMMETCT, 2O H—T oA AL, ZO® I arTHAINLTHAFRIETD
HFRERRE T, ipconfig A<y REFEHL THRETHZ LT TxFEHA,

s T TITAT L ADERE FHHEANT HITI1L, Intelligent Platform Management Interface (IPMI)
W= 532050 KR— T 5731 Xé’”’;ffﬁf“?f LY — RA—=F ¢ Y — VP LBIT,
ZOEIBRY—NEHATEL LI ICHEFHSH TS Z L 2B LET,

c ARV RTA LA B =T 2 A ZASDT J B AZET HFEMICONTIE, CLIOY 77 L
YATA REZRLTIIZEN,

AFv 1 SSH. Telnet, F72ix> V7 ar Y — L R—r2HALT, a~ 2 RIL v A Z—T 2 AT 7k
ALET,

ATv T2 EHEMEREEST Y FEFEHAL TS A LET,
ATFY T3 UFoavry FEALLET,

remotepower

setup
AT T4 7ur 7 MIE-T, UTFOEREZBELET,
s COBRERHHDIP T KL AL, Xy h~AZ B0~y =A,
cEBHOFEHE A~ REETTLHEOICNE o —FL L2 T L —X,
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SNMP £ L1=3 27 LokEnE=421U 25 [

INSDT LT ME, TFIAT U ANDT IR AFHTHMO 7 LF oo v UIKTE L EH A

ATYT5 commit ¥ AJJ L CTEEEZRIFLET,

ATV T6 REEZTAMLC, 7T I9AT ADEREE2)ET— M CEHTEL L 2MAELET,

RT9TT ANLEZ VT oy i, 5k, WOTHLHEHATESZ 2R LET, L xiE, ZoFRELE:
GITZRE L, ZOX AT BFATTHMENS DEHEND, WERI VLT UV VT 7 EBATEDL LD
ZLET,

RDZARY
TTITAT ADERDY) T—h Uty b

SNMP 2 L= R T LDKEDE=2Y) VT
AsyncOS (%, Simple Network Management Protocol (SNMP) /S—<7 = > vl v2, BILOV3 ZfH
ALY AT A AT—HADE=HY v 7V R—FLET,

*SNMP Z# ANz L., BRETHICIE, a~r NI A Z—T A AT snmpconfig =¥
Y REMHLET,

» MIB /X http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/

tsd-products-support-series-home.html 72 5 AFTE £ 9 (EHFIREREHT 7 7 A VZEEH)

c I DY —EREAX—TNMTTBHITIE., XA T L —XFEELE DES K5 LA fE 5 SNMPv3
OFEHARMETT,  (SNMPv3 OEEMIZ OV TIE, RFC 2571 ~ 2575 # ML TL 2 &
V) o SNMP VAT A AT —HADE=HK Y U T oA 3= NMITDHITiE, D td 8
SLFD SNMPV3 NA T L— R RET HMENRH Y £7, YN SNMPV3 /RS2 7 L—X
EANTHEXT, HEEROT-DIZFDONRZAT L —XZHANTAHLERH Y £4, KIC
snmpconfig I ¥ REETTHLEET, a~ 2 NZo7 L —X0 [3E] ShTnE
7T

WG A E=HTDH L HITSNMP ZRETIHHE

connectivityFailure SNMP |k 7 v 7 OF% EREIZ url-attribute 2 A3 584, URL 37 1 L
RV EREZ T 7 ANONT AR T rERELET,

T 4 LY RN, RERICAT vy () ZEBIMLET,
e 77 ANDIEHIE., KBRICAT vy a2z BMLETA,

* AsyncOS T® SNMP O OFEMIZ DU Tlid, Web % 7213 Email Security Appliance D 4>
FGA Y ~VTEBBLUTIEIN,

{5 : snmpconfig A< > K

sma.example.com> snmpconfig
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Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[]> SETUP

Do you want to enable SNMP?

[yi>

Please choose an IP interface for SNMP requests.
1. Management (198.51.100.1: sma.example.com)

[11>
Which port shall the SNMP daemon listen on interface "Management"?
[161]>

Please select SNMPv3 authentication type:

1. MD5

2. SHA

[11> 2

Please select SNMPv3 privacy protocol:

1. DES

2. AES

[11> 2

Enter the SNMPv3 authentication passphrase.

[1>

Please enter the SNMPv3 authentication passphrase again to confirm.
[1>

Enter the SNMPv3 privacy passphrase.

[1>

Please enter the SNMPv3 privacy passphrase again to confirm.

[1>

Service SNMP V1/V2c requests?

[N]> Y

Enter the SNMP V1/V2c community string.

[ironport]> public

Shall SNMP V2c requests be serviced from IPv4 addresses?

[Y]>

From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate
multiple networks with commas.

[127.0.0.1/32]>

Enter the Trap target as a host name, IP address or list of IP

addresses separated by commas (IP address preferred). Enter "None" to disable traps.
[127.0.0.1]> 203.0.113.1

Enter the Trap Community string.

[ironport]> tcomm

Enterprise Trap Status

1. CPUUtilizationExceeded Disabled
2. FIPSModeDisableFailure Enabled
3. FIPSModeEnableFailure Enabled
4. FailoverHealthy Enabled
5. FailoverUnhealthy Enabled
6. RAIDStatusChange Enabled
7. connectivityFailure Disabled
8. fanFailure Enabled
9. highTemperature Enabled
10. keyExpiration Enabled
11. linkUpDown Enabled
12. memoryUtilizationExceeded Disabled
13. powerSupplyStatusChange Enabled
14. resourceConservationMode Enabled
15. updateFailure Enabled
Do you want to change any of these settings?
[N]> Y

Do you want to disable any of these traps?
[Y]I> n

Do you want to enable any of these traps?
[Y]> y
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Enter number or numbers of traps to enable. Separate multiple numbers with
commas.

1> 1,7,12

What threshold would you like to set for CPU utilization?

[95]>

What URL would you like to check for connectivity failure?
[http://downloads.ironport.com]>

What threshold would you like to set for memory utilization?
[95]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack #30, position 3
Enter the System Contact string.

[snmp@localhost]> SMA.Administrator@example.com

Current SNMP settings:

Listening on interface "Management" 198.51.100.1 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32
SNMP v1/v2 Community String: public

Trap target: 203.0.113.1

Location: Network Operations Center - west; rack #30, position 3
System Contact: SMA.Administrator@example.com

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1>

sma.example.com> commit

Please enter some comments describing your changes:

[1> Enable and configure SNMP

Changes committed: Fri Nov 06 18:13:16 2015 GMT

sma.example.com>

XA TFAEBTITSATIUORADT—RIDINY I T Y
i::f

NI T vTINDT—H (24 X—)

« Ny 7Ty T ORI FEEL LOEA (24 X—)

Ny 7Ty THIRH (26 N—)

Ry I T TR —EZADT AT EUT 1 (26 3—)

e Ny T w7 Takv Aol (27 X—)

B—IF NTTITAT VAL DEBRGT T T4 T U ANLOT — X OEERG O IE
(27 =)

NI T T AT =H AT LT T — bO%E (28 ~—)

s H—FTTEM ANy 7T v T DRV a—ikE (28 X—V)

< BlEg N 77y T OB (29 ~—2)

NI T T AT =L ADMER (29 V)

«c TOMDEERNNY I T v XAT (30 X—)
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NI Ty TEINET—H

FTRTCOT =L 52Ny I T T T5HI L, FRFROT—FDEEOMBEDEENY 7T v
TTLH AR TE £,

Ak —U AFT—FEGTH AL

A=V RBIOAZ T —EZEEGLTWIENINTZRY —, UL VA, BIXOT T K
7 LA 7k

A= ABTF—BEGHLEFA—I T XS Ay —Y FFuF )

eWeb T w¥ T

s LIR—T 4T (BT A—NEBID Web)

e k—T7VURAKNTaY YRR
F—=HDRIENTETTDHE, 20DT TI7AT VADT —FZNE—I27%0 7,

ZOWEEIT-TH, REL BTN I T v 7 ENFEHA, TNHDHEEAEZ NN 7T v 79
BIFHEIZDOWNTCIL, FOMOEERNRR Yy 7T v 7 ZA7 30—) 2R LTLTITEN,

BOIDNNy 7T o THROENy 7T v N, BIRIONR Y 7T v TRICAER SN IZIEROARE 2
| =
INY DTy TDHIVEIEELS L UVEHR
Ny P T T HAT Y a—)VRETDHANT, WOFAKFELE LI OEHZEELTEIN,
L ESENL] E=2GS

AsyncOS A=V g v | V=2 X2 VT 4 EHT FIALT U ABLIOE—4 v h £x 2l
TAEBT T T AT 2 AD AsyncOS X— g VA L TH D LERH
DET, N=TaOIFRMENR S LGE, Ny I T T EAT Y a—
NTHENC, ALV Y =R T IA T RA%ET v 77— RLET,

Fw hU—27 ED H—=lF N T TITAT UV ARFE Yy NT—7 FICTREIN TN HLER
=P N T T34 HYFEF,

[ BBy N T TIAT U ARTROBEL. VAT ALy R T T
7 4P — RE2FT L CHERFREADLET, FEIZONTR, By
KT o7 A VA=, BIOEKEREZZHR L T FEI0,
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HKEIE
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AT TIAT
AL =2y TS
SAT AR OWEE

V—=ARBIE =y b OBX2 VT 4 EHT T4 7 AL, SSH
PHEHLTCTBETEXAL IR TWARERHYET, LEN-T,
WO LS LET,

DT TIAT LV ADKR— F 2R EZHWTEBLLERH Y £97,
FIFNEFTIE, ZOR—FIVAT LY FT v 7T 74P —R
FFEITTDHEEET,

e KAA Y F—ALH—X (DNS) T, ALa—RKE&PIRLa—FR

DO FEMR LT, WHEDOT 7 T4 T 2 ADKA N E iR CTX
LZRENRSH Y ET,

=Ty b TTIA4
T AEAEIET DAk
RV £T,

TIASY TTITAT LV ADIRD, EEHFROE T A —/LF LT Web
Security Appliances 2257 —Z Z G T 2 LERH Y £3, MHEIZFAT
FTEHEDIC, =T N T T IAT VAL DEHRABT T4 T
ADHDOT =X DEHFERSEORGIE 27 3—Y) ZZRLTIEIN,

FIr NI T T FIATUVATAT 2 — VBRESN T\ HER
EAY a 75X r 2L L TLIESN,

TTIAT VA Fy
INVT 4

RB—=l s NTTITATVADT 4 AT T v N T 4B, V—AT
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T I T —REAf A M= LT LN TE6, [HED DRI OHEORMHESRE S &
DRDOFINAZE TN HFEATLETN, [ A b=/ (Install) A7 v arZ@RIRLET,
T T TV —REA VA N—)LLTWAEEIX, Ty 77— Rk @13—) 22K
LTL &N,
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Ryh T390 F 9o 0—Roxr oL Et-aEgzr—220%% [

NV DTS R 0—RFOXy o)L ERIFEIBRAT—2AD
TR

ZTFYT1 HLOWebA Y —T =2 ZADR) X2 ) TFAHHTFIAT AT 22 ) v LT, LH—
Web A 2 —T A A%m—RFLET,

ATw T2 [T 7747 A (Management Appliance) ]> [ A7 L& FE (System Administration) ]> [ AT LD
7 w77 L— K (System Upgrade) | #ER L £,

AT T3 [Ty 77 VL— K47 3 (Upgrade Options) ] %27 VU v 7 LET,

ATV T4 ROFT v a e BRRLET,

E[:b) BRIEFIR

Fyrn—RAT—=HADE | N—VDOPREHB L TIZE0,

" EITROA T n— RBEOF Yo n— R T LTA VA h—L S5
DEFREFSTNDHLDOBRRWVERIT, XU — RORT—H AERITFER
SNEHAL

7T L— RORAT—H A upgrade logs THHER TE £ T,

VA= Sl ML & GV % R=YDOHRIIH D, [TV r— & F ¥ /L (Cancel Download) ]
NE T )y LET,

TOF T avit, Fvruo— RETFHICOLFERINET,

Fyora— RINA VA= | R=VDOFRIZH D, [7 74V ZHIER (DeleteFile) | RZ &7 U v

VARLIES LET,
TOFTvaNt A VAN =TNE T a— RN TWAEEICOIRE
IRENFET,

TvIOL—F#&
Ty T L —RKRETLEL, ROFNEEZFETLET,

s BETEIEA—N X2 VT 4 TTIAT U AOHLIEARKEDEE) VAT —%H
A X —T NI LET,

e (BHETDIWeb X2 UT 4 7774 T ADH L EANEREDOEA) fc#H? Configuration
Master Z %R — hF 25 LI AT L% E LET, Configuration Master - fifi jj L T 1
HEPTWeb EX2 VT 4 TTIAT U AZERT L2 TIEIN,

c RELZRFT DM EI BT LET, FFMIZONTIE, REDRIFLA A —F (69
N=Y) ZZRLTIIEEN,
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B rsincos ousin -2 3 Aoz o0 T

T T T V= REL L TA L ANTERRT BTN, 770 vy a7 T L,
TIUVEKTLTCHY —EREXET, 2k, SR Ty T7 I oW
FroalNZ VT INET,

Async0S D LLEID/N—2 3 UADETIZDINT
BRARFZIE, ATOFREN—T 2 D AsyncOS [ICRT I EMTEET,

T IFIGAT A LOTRTOF—F%E2 7T L, FiL, 7= RBENLED DESIT
BEFITHOENL RICETZ L TEET,

ESPERENS

EIRORBICET D HEREFHEH (8 =)
* AsyncOS DI (48 ~—2)

BExOFEICHI 2EREGTIESTHE

Cisco LT oY X2 T4 T4 T AITEBIT 5 revert 2~ ROMEHIL., FEFICHEE
R EEIC7e D 9, Z0a<vy NIT R TOBFORER LT — X 2 KABELET, &
HIZ, BT T T ITAT UV APREREIND E TA—/VAE R FEr S E T,

B L > T BEX —F IR T 5 A T A5G4 B ZAOEHIBE R ICEERN RS LT
HOFEEA,

Async0S DE T

1R BHHEIIZ
AREFTAMBEND DT — X 5T T TAT VALUSNDEFTNC NN 7T v P EIIRIFE L F
—a‘o

cRLEDNN—Va a4 Fal—ay T ANNNMETT, a7 X2 lb—
vay 7y ANVIT I EEYEIEH D FH A

s IRy NI TRCOREEWIET 5720, BxeFITT 28581, 7774 T 2 A~
OYEH 0 — N T 7 v A2 0THETS LI LT EEN,

cBHEVWDERA—NL BX2VT 4 TTT7A4T L ATREEDNADINC o TWBEEIT. Fh
DT T TATUATa—ANIA v E—UBREESND L 9 ICZEN LA EHIz LET,

AT 1 RLEOAR—=Varpar74Xal—vary 77ANNRHDIIEEMRLTLIIEI N, a7 4 X
L—yay 77 A AT H D /A,

ATFvT2 TIPIAT UV AOBEORED NNy 7T v 7 at’—%, (RATL—X&~<A7 LRWRET) Rlo<
VAR LET, a7 4 X2l —vary Ty ANERETHICE, T ANVEBETA—NLT—H

B BongEszsy



| —mmnEEszy

ATv73
ATvT4

ATy Th
ATvT6

ATvIT1

ATvT8
ATvT9

Async0S DT .

BHIZEET S0, 77 A4/0% FTP TS L £9, fHEIZST O I2iX, mailconfig CLI &<~ N%& 2473
B, TTIAT LV ADBIED AL 7 4 X2l —ar T7AABREELEA =T RLRCEEIR
F9,

G Zoabt—i@d, A=vVarzRLERICIE-FTIRET 7ML TEHY EH A,

=TIV ANTay s A MEREEATLIHGAIX. E—7VANTRYZ URARN T —HX—R%H]
DN AR — K LET,

Email Security Appliances T, 9 XTD Y 2 —% g1k LE T,

A=) a2 —NEIZRDLETHLET,

N=Ta VBRI T T ITAT L ADCLIICR A LET,

revert 2~ ROEITHRZIX, W< 0753@%&%7%3 VI BNRITENET, INHOEE o T MNZ
FRETLHE, TCIA—Va 2RTEIMENBEBLEST, 20D, EioFIEZRZETTHET, #
T/ AEZBIE LN TL &N,

O RIA4 Ta T IS revert A% REANL, 77 MUK LET,
WIZ, revert A< ROFZ R L ET,
B

m650p03.prep> revert
This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.
The following data will be destroyed in the process:
- all configuration settings (including listeners)
- all log files
- all databases (including messages in Virus Outbreak and Policy
quarantines)
- all reporting data (including saved scheduled reports)
- all message tracking data
- all Cisco Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preseved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases
unmasked)
- exported the Cisco Spam Quarantine safelist/blocklist database
to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots again to the desired version.
Do you want to continue? yes
Are you sure you want to continue? yes
Available versions

1. 7.2.0-390

2. 6.7.6-020
Please select an AsyncOS version: 1
You have selected "7.2.0-390".
Reverting to "testing" preconfigure install mode.

The system will now reboot to perform the revert operation.

TTIAT AN 2EY T — T 5FETHLET,
CLIZHHA LT 7oA Ty 2cas A4 LET,
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ATV PRl 120Web X2 VT 4 TTIAT U AZEBML, URL AT I T v 7T — b NFDOT 7
FAT VAN E T a— RENSE THELGHEDL £,

2FY TN URLATIVOT v 7T — N TLEL, RLEOR—Vg a7 4 Xal—ary 77 A%
o—RLET,

ATFYF12 =7V RANTuay 7 )R MEREEZEHATLIEAE. =7 VAN TR Y I VAN T—HRX—=2 %A
VIR— ML THETLET,

AT w713 Email Security Appliances T, T XCD Y A} —2FHRA, x—7 M LET,
ATy T8 EEEEHFLET,

T, BIBET LIz Cisco 2T Y BXa VT 4 77747 AL, BRI 72 AsyncOS 73—
TarEMEHALTBELET,

GE) BWHMET LT, Ciscoar 7Y vXalT gy 7 I7AT L ANDay YV —)V 7 7 ANHE
OFHFTREIZ 72 2 F T2l 15 ~20 30300 £97,

O mmt —
T ITT—rIZDOLT
P—ERT v T — MIEMIZE 7o a— RA[RRICTEET, ZNHDF T a— ROERT
BEETHICNE, Ty L—FBIOY—ERA T v 75— FORE (382—)
ESPEDEYS]
e T T L—FRBLOY—ERT v 7T — hORE (381—)

Web FREHIHO URLAT3Y) £y b 7y TT—KZDWVT

«URL 7 2V v b QR OAEjE L OVEEE
*URL 77 =Y &y hOFEHE LAR— |

EiEnt=-Avt—2CDRIEET FLADEKRTE
WOBAITHR LT, AsyncOS THEMRINTZA—LDOT o _Ru—TEEHEEHETE ET,
c R URA A yE—
e LAR— b

BET RLADFER, =%, BIORRKAAS VAEFETEET, NAA AR ES— b
TxA AL OENEZERT 52 TEET,

GUI D [ A7 LB (System Administration) | A == —2OF|HTE 2 RELRT FL-X
(Return Addresses) ] X— %4 57>, CLI T addressconfig 2~ > RZEH L £7°,

VAT ATHERENTZEFA =N A vE—VDRIET R A% GUI TEET AL, [EEHk
7 KL A (Return Addresses) | ~<— T [EDMmE (Edit Settings) %27 Vv 27 LES, 12
FFEHOT RUAZER LT [AE (Submit) 127V v o L, BEFEERGFLET,
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77— hDEHE

T ITIATVANS, TTIATVATERELTWAALXRY MIBETA2E A=A T T— R
EEINET,

S0 BAEFIR

BATORINDT 77— NBIOER | [EBT 77 A4 7 > A (Management Appliance) ]> [/ A
2—PICERFIND LT D 7 LEHL (System Administration) ]>[7 77—k (Alerts) ]
EIRLE T,

VAT LDE Y N7 v 7 HEZ AutoSupport & A K — 7L
L%, ELIZETFA—NLVT RLRAIET 744 b
T, TRTOERELBIN 7ADT 7— %G LE
T, ZOREFOOTHLEETEET,

BEDOT RLAERET LT, o~ TRYIY £

R
WDE 72T 77— D7 a— VR | BT 77 A4 7 > A (Management Appliance) ]>[ A
EEZIT D 7 LNEHL (System Administration) ]>[7 7 — b (Alerts) ]
_ i
7T MEE (FROM:) 7 k| FERLET.
VA BEELET 77— MO T (53—Y) 2R LTL
cEHMLIZT T — Ol 7ZE0
* AutoSupport %/ Cisco AutoSupport (53 ~—3) ZZHL T EEW

HIEDT 77— bDY A NEFRTD |7 7—b0Fr (524—=) 2BRLTLLZEN
ZOYVANDEREEZEHRTD

77— DU A RNEFHHERRT D | SR
N=RU =7 7I7— OB (54 3—=Y)
VAT AT T— OB (54 =)

77— hORMEA I = A LEZBREY |7 7 — FORME (52 X—) 2ZRL TSV
%

To7— b 34 TELIUVEXRE
F Ik FA ATKD LB T

e N—RU=T T7I—b, "—=FU=7 77— OB (54 X—2) ZZHLTIES
A%

e VATALT T—bh, VATALT IO (4—) ZZRLTITESN,

T VTTF=H T Tk,

| —mmngEszs I}



—fmigEszs |
B 75-toms

77— FOEREFTROLEY TT,

e Critical : 3 <\ZxPL2S LB 72 [ E

« Warning : 5%E=4 U UV PRERBEE 2137 —, 3 ITRHAR LB " TREME S &
nET

eInfo : ZDF A ZADN—F 4 UHERETAR S A TE R

75— FOERIE

TTI—h AvE—UiECiscoarT oY X YT 4 TT T4 T L ANOREO®@HIZAEH
ENDH7H, EEIT AsyncOS DIEHE X — LFE S AT A EFHALEHA, KbV, 77—
kA v E—U0F AsyncOS TEHARR T AT AMIENFA L THEET 5 L O IZiket sz,
BNZAATENET D EF A —/L VAT AT I LET,

77—k A=)V AT A, AsyncOS ERl—DFEELAELETAL, ZDOD, TT7— 1
AvE—=UE, WO LS IO A —VEUE L ITE TR D2EEELT 2 REMERH Y 9,

e T TI—h AvtE—IF, EHEDDNSMX La— FRBLIORA La— ROy I 7 v Fhff
ALTEEESNET,

e T T7—F AvE—VIEDNS U M E30 ST Yyl FOXFY v aiE30
HTEWCV 7Ly aE&8NET, 2D, DNSEERFICHLT 77— A En %
‘g—O

CBABRBEICEA =N X2 VT 4 T T IAT VARG ENTWAHIEE

T TR Ay E—VE Y7 Fa—FBB LRV, UANVAFEITANLDR
XY URBHTT, Avkt—Y T4 EFarT Y 7 4V OUFHRICE
HEENFEHA,

e TT—hFAvbt—VEHEfEF2a—FBB LW D, NULADT T 7 A VETIE
R OBIRIZITEELZ T EE A,

BT 7— bORT

B8 BEFIR

WIIDT T7—hD) A eR |BHEBLOASNL—FDOT 7 AEDHDH2—F T, [FH
YD 777 A 7 A (Management Appliance) |>[Y AT LEH
(System Administration) ]>[7 77—k (Alerts) ] Z8&R L,
[EALT7 T — F &R (ViewTopAlerts) | RZ %27 U w7 L

£
77— ME, BFALTEIMT SN H > THRRSN
iﬂ_o

YA bz =% FIORMLZ7 U v 7 LET,
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ggLr75—ronT [

S]] BEFIE

ZOVANBRETLT 77— |avr R4 A X —T7 x4 A (CLI) T alertconfig =~
I\O)ﬂﬁ‘j@k%? ET D YREEHLET,

ZOREREL N T D av K74 4% —7xAA (CLI) T alertconfig =~

YREERLTT 7— bokKREEZER (0) IZRELET,

FHELE=75—MZIDU\T

AsyncOSVEM L2 T 7 — M2 HEET L2 E TR T 2B BOMIEL I ECEEd, ZOE
ZOICRELESA, BEELET 79— MoV~ —@3#EINT, RbVIcTXToEEL:
TIT—=RMRVTNEALTEESNET FRFHICKEDOE A —NVEZET L AREERH D
F9) . BELLET 7— M ET 2 ETICRET 2B8IE. 77— MaEET 572 ONTHN
LEd, B 20803, ATRIOFHERRO 24 OMEEZ L LI TT, 20 FAHERRH 23
SHREIOWE. 77— MISBE, 1581%, 3581%. 71581%. 15 B&. 315 % L v o7
A CEESINET,
HRACHNZ . FEMBIIIEFICRELS R 3, [EET L7 7— FaMMET 2ENIFHET 55K
% (Maximum Number of Seconds to Wait Before Sending a Duplicate Alert) ] 7 4 —/L K& {#
T, FFEMBOMEICHIRZR T D2 N TEET, e xiX, PIELZSHICREL., K
KIEZ 60 FITRET D &, 77— MIsSHE. 158, 35B%. 60 k. 120 00% L Vo7
kR CREE SN ET,

Cisco AutoSupport

VAR DRI AR— NS BOU AT LERORGH A ATRRICT D720, AT L THER
ENETRTOTIT— R Avb—Uh VAT EETDHEIITCiscoar Ty ol Ty
TTIAT o AEHETEET, [AutoSupport] & FHIILD Z OHREIL, AKX ~— PR —
MZEDBEHED=—X~DT a7 77 4 TRIHNESN B E T, £72. AutoSupport L A
T LAOBREE, satus=~ > RO, BLOEH STV 5 AsyncOS /N— 3 > ZilA1IT
HUAR— M amEEELET,

T 74 N TIE, 77— ZA 73 System CTHEKE L ~/L7)3 Information DT 7 — F &S5
L&D \_?ﬁﬁéﬂ“(%577*‘ FAEFIL, Cisco ICEFEINHEA vE—VDat—%2%(F
LES, WEICT 77— M A v —T %2l %@LﬁwFAm ZOREET 4 E—T VT TE
F9, ZOfEE ffﬁxﬁi TN BT, (BT 754 77 > A (Management Appliance) ]
S[VAT LEET T — k (SystemAdministratlonAlerts) &@LU, [REDOME (EditSettings) ]
7 Vv LET,

AutoSupport 23H 2N DA Information L)L DV AT A T T — b eZET 5 L OICHEIN
727 7 — NZEFIZ, 7 7 4 /V F T AutoSupport L AR — R EE I E T,
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— BRI EE L R Y
IN—FDx7 75— DR
R3IN—FI1LF7 75— DA
75— 4 AR BEXE
INTERFACE.ERRORS f B —T oA A TT5— R | s
LB aIEEsnNET,
MAIL.MEASUREMENTS_FILESYSTEM F 4 RY R—TF g INTSY, | s
DEARIZIT SV =B EITEE
ENFET,
MAILMEASUREMENTS FILESYSTEM.CRITICAL | 5 ¢ 2 7 /8—F ¢ 9 L 7890% | 7 U T 1 B /L
DFERARIZELZHE (95 %,
96 %, 97% 72 &) IZEfEEnE
kR
SYSTEM.RAID EVENT ALERT F A 72 RAID-event 2856 /E L 7- 45 | 5k
AlEEESNE T,
SYSTEM.RAID EVENT ALERT INFO RAID-event 73964 U 73401055 | 154
fgEanE7,
DATLT5— FDEREA
R4 VRTFLTS— O
75— h4 Bl BEXE
COMMON.APP_FAILURE RART FV r—a vl |7 VT 4 v
ERRAELT-HAICHES | (Critical)
NWET,
COMMON.KEY EXPIRED ALERT BeRE X — DA SHIRA G | s
AR E I ET,
COMMON.KEY EXPIRING ALERT HRE X — DB SRS I | s
HEEIEE SN ET,
COMMON.KEY FINAL EXPIRING ALERT BeRE X — DA SHIR G | s
DA DB O®EME LT
EEEINET,
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77— k&

Bl EXE

DNS.BOOTSTRAP_FAILED

TFIAT AR — K et
DNS H— N2 WAt 5
LM TERVEAITEE

SNET,
COMMON.INVALID_FILTER B2 T 4 VA BT D | s

LGEIRESNET,
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75— 4 HL:l BEXE
IPBLOCKD.HOST ADDED TO ALLOWEDLIST | 75—} 2wt —3 - s

IPBLOCKD.HOST_ADDED_TO_BLOCKEDLIST | . (1p address>? 7k % | 23

IPBLOCKD.HOST REMOVED FROM BLOCKED SSH DoS WHED72h 7
LIST 2y 7 U A MBS
WE L7, (Thehostat
<IP address> has been
added to the blocked list
because of an SSH DOS

attack)

<IP address>D A A k)3
SSHFFA[ U A MZiBM
SNF L7, (Thehost
at <[P address> has been
permanently added to the
ssh allowed list.)

<IP address>D A A k73
Tuay 7 A RNNPLH]
&3 FE L7 (Thehost

at <IP address> has been
removed from the blocked

list)

SSHZNLCT 774 7T v
ASDERE R A TND

N, BT LT v
BHORLRWIP T RLA

W, 2 43 LA 11 BIBLERR
ITICHREE L7234 . SSH @
Tay s YR NMUBMEN
7,

FUIPT FLZpEa—H
MDIEFIZa 7 A4 35L&,
ZOIPT KL AZZY 2
MoBmEhET,

FFAY A ROT R L AL,
ZNHRTry 7 ) AR

EENTVTHT ZEAN
RIS NET,
LDAP.GROUP QUERY FAILED ALERT LDAP /N —F 7= 2%k |2 U5 1+ i
LS8R ESNE (Critical)
7,
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22765 75—roun |

77— k&

Bl

EXE

LDAPHARD ERROR

LDAP 7 = UM (F_TD
P—RTEITLT21%) Be
R L2 GEIck 5 s
iﬁ‘o

7T 4 v
(Critical)

LOG.ERROR.*

SESFREFLS =
7=

7 V7 4 71)v

MAIL.PERRCPT.LDAP GROUP QUERY_ FAILED

B ZFEDAF v LI
LDAP /v —7F 7 = —|Z
KB LT=SAICEEENnE
KR

79T 4w

MAIL.QUEUE.ERROR.*

A=) Fa—DXFXER

L

79T 4 v

MAIL.RES_CON_START ALERT.MEMORY

AEUMHRN AT LY
Y — AHiR L&V OME &
LGBt EsnET,

7 VT 4 v

MAIL.RES CON_START ALERT.QUEUE SLOW

A =)L F 2 —NEAMH LR
D, VAT LYY —AHiK
DA =TI IR 5 T35
R ERET,

797 4 v

MAIL.RES CON_START ALERT.QUEUE

Fa—fEHRN AT LY
Y — AHH L & OME 2 i
LGBk ESnET,

79T 4 v

MAIL.RES CON START ALERT.WORKQ

T —7 X a—D% A XANK
ETELLD, VAT =N
—RHE IR ST EITE
SNET,

7 V7 4 J1)v

MAIL.RES_CON_START ALERT

TTIAT AN TY YV —
AFiK) = RiZ7e 728
BlIZEEINET,

70T 4 v

MAIL.RES CON_STOP ALERT

TTIGATAD [V —
ZHiIR) ] F— FHFERSH
HEIlkE S ET,

7T 4 v

MAIL.WORK QUEUE PAUSED NATURAL

U—7 Fa—N0NHrIh7-
A E G S ET,

7 V7 471V
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—REMBEEIRY

TI— 4 B BXE
MAIL.WORK_QUEUE UNPAUSED NATURAL |7 — 7 % o —REEINE= |2V F 4 HL
Ballk ESNET, (Critical)
NTP.NOT ROOT root & LC NTP NFEAT X | &5
TWRWEDIZT 7747
> RINEZ 2 R T & 2R
BElCE ESNET,
PERIODIC_REPORTS.DOMAIN REPORT. RAAL IRET 7ANTT | ZUT ( H)L
DOMAIN_FILE ERRORS SRR S A T
(CEZCE S
PERIODIC REPORTSDOMAIN REPORTFILE EMPTY | | % o L4568 7 7 A L322 | 27 VF ¢+ L
DEGEITHEHE ENE T,
PERIODIC REPORTSDOMAIN REPORTFILE MISSING | K 2 A L4858 7 7 A AR R, | 27 U F ¢ F1 L
DINHIRWGEICEE S
S
REPORTD.DATABASE_OPEN_FAILED ALERT | L7K— k = DU NF—& |27 U T 4 1L
N—2 %[ 2V EIZ% | (Critical)
FEahEd,
Ak A

REPORTD.AGGREGATION DISABLED ALERT

VAT BADT 4 AT AN
RELTWEGEEICERES
nEd, 7 = rJICH
T5T 4 ATERENa 7
EFRO L& \WMEZ BiEd
% & reportd XM E T ¢
t—7nicL, 77— h%&
EELET,

il

=

REPORTING.CLIENT.UPDATE FAILED ALERT

LAR—h = U N U R — | B

b T =2 2 RFTE Do
[ RENTebeS ERSY (V= e

REPORTING.CLIENT.JOURNAL.FULL

LR—F U PUmER
T = B RETE R WGE
R E &SN ET,

7 VT 4 v

REPORTING.CLIENT.JOURNAL.FREE

LR— h = DU NEON
T — 2 aRfF &L
R o TG RIcEEINE
7T

R
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75— % 585 EXE
PERIODIC_REPORTS.REPORT TASK, LR—=b 2P NLR— |7 )T 4 hL
BUILD FAILURE_ALERT k&2 VB T & WA

FEahEd,
PERIODIC_REPORTS.REPORT TASK, LR— b ZBEFA—NLTE |27 )VT 4 hL
EMAIL FAILURE ALERT ETERDST-BEICEE

INET,
PERIODIC_REPORTS.REPORT TASK, VIR— R T —hATTE |7 UT 4 HN
ARCHIVE_FAILURE_ALERT oo EITEE S vE | (Critical)

R
SENDERBASE.ERROR SenderBase 7> & DA 2 ML | 1

BT T — A LT
BlCEFESNES

SMAD.ICCM.ALERT PUSH_FAILED 1B EORA R Ty 7 ¢ |8
Fal—rarDrlvyva
R LTS BB E S
i‘g—o
SMAD.TRANSFER.TRANSFERS STALLED SMA B VR T vy s

T— X % 2 RE S T & n
Molopa, £ L AR—
T4 T T —H % 6 FEEEL
BTERPSTHAICEE
SNnET,

SMTPAUTH.FWD_SERVER FAILED ALERT SMTP FEFHRIEY — N F| | 24k
EARTHLILHITEES
nE7,

SMTPAUTH.LDAP_QUERY_FAILED LDAP 7 = U N Bk L7-35 |24
BICEESNET,

SYSTEM.HERMES SHUTDOWN_FAILURE, VT — "D AT L% Ak

REBOOT VY F&'?‘/L'Cb\é[f}%
ICRIEDR A LT Ak
FanEd,

SYSTEM.HERMES SHUTDOWN_FAILURE, VAT LBV vy NE T |

SHUTDOWN LTWs E%‘%igﬁu%%b‘i%\éi L
AR E SN ET,

—urnnEEszs |Ij)



—fmigEszs |
B < ro—verrozE

75— h4& Bl EXE

SYSTEM.RCPTVALIDATION.UPDATE FAILED | SZ(Z# LD T v F5F— k| 27 UF 4 I L
R L7ZGEICk G s
i‘g—o

SYSTEM.SERVICE_TUNNEL.DISABLED AT YR— N —E R | ER
WCHERR S 7z b o RV
MOBGEITEEINE T,
SYSTEM.SERVICE_TUNNEL.ENABLED o2 g PR— kN P— 2 W | R
WHERRE T2 b v RAADA
MOLGEITEEENE T,

2y FI—UREEDERE

ORI VarTIE, TTI9A T ADFRy T — 7 BEOFRTEITE AT DHEREIC W TRt
LET, TNOHDOWETIE, VAT LBy N v 7 U4V —ROFTTVAT LY N v
T4 P—REFIHLTERELEAA R4, DNS, BLOWL—TF 4 vV ORTEEICEBET 7 &
ATEET,

T2 TIE, ROBBEIZHOWTHA L £,
® sethostname
«DNS & 7E (GUI THE, BLCLI Tdnsconfig I~¥ REFEH L THE)

o N—T 4 VU IRRIE (GUI TRRIE, $BILCLI T routeconfig <2 K& setgateway I < 2
K& L CRE)

® dnsflush

e NRXAT L —X

DATL KRR NEDER

RA MG, CLIZR T FTUAT AEBNTHIBICHEREINET, BREMARA M E A
TTHMENH D £9, sethostname 2~ NiX, 20TV X274 TT7I9A4T LV AD
LETEBRELET, A A R, commit 2~ FERITLTHD THI 2D £,

sethostname <7 > K

oldname.example.com> sethostname

[oldname.example.com]> mail3.example.com
oldname.example.com>

RA NG DOEEZGANTT HITE, commit T~ REANTHULERHY 4, AA LD
EEEEETDHE, CLIZR 7 MIHFLWKRA MERERENET,
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| —mmnEEszy
POFEIP I |

oldname.example.com> commit

Please enter some comments describing your changes:
[1> Changed System Hostname

Changes committed: Mon Jan 04 12:00:01 2010

Tr 7 MTHHIAR A MAADIRO K 9 ICEKRSVE T, mail3.example.com>

FALY R—L S RATLDEETE
AT X2 VT4 TTIAT UVADRAL Y X—L VAT A (DNS) X, GUI D [

BT 77147 A (Management Appliance) |>[*~ h VU —72 (Network) ]>[DNS]-<—  F
721X dnsconfig =~ FZEH L TRETE £,

WOREMZFHETEET,
e A=y RODNS H—"FE X2 —FMEDDNS b— O EL LA HT 50, B
FOMEHT 2P —
*DNS 7 74 v 7T HA 0 H—T A R
cWiBXDNSIV Y I T v T MNEA LT U D E TR DR
*DNSF ¥ v a2/ U7

DNS H—/\DiIEE

AsyncOS TlE, A > ¥ —F v h®D/L— K DNSH— 3 —HME O DNS — 3 F703 1
H—F > hDO/—FDNS — N EFRE LIfFHTE L DNS — "2l T& £d, (¥ —
Fv O — = NEfHTDEEE, BED RAAL NMEHTH2RE— 2B ET D2
EHTEET, UEBEDNS H— NFH—D RAAL VCHEHESND 720, %4 FAA 2T 5
FHETE BV — N ()72 DNS L o — RZ24ME) 122> TV A RENH Y £7°,

AsyncOS Tix, A ¥ —F v O DNS P —NEHEH L72WGEEIZ TA7 Y » k) DNS #—
ZHVR—FLTWET, 2—PFHAONHY—ZHH L TWL5E1T, FlIFO FAL L EBX
OBH$ 2 DNS —_ZfEET 22 L b TEET,

(271 v FDNSJ Zi%ET 5% A1, in-addrarpa (PTR) = b U b REERICRE T D LEN
HVET, 0w, 2L Tengl 72V 22X —2LH—3123412) XA L7 ML
2, TXTD eng =2 NUR 172,16 X v MU =712 DA, A7V > b DNS BEIC
leng,16.172.in-addr.arpa] % RAA & LCTHRETHILERH Y 77,

BRIVRK)ETSAF )T«

AT %4 DNS —NIZ, FETT T4 A4V T 4 ZFEETEE T, AsyncOS TliL, 774 4
VT 480128 HUTV DNS =D 2R A £ 9, £ D DNS —3RIGE L WA,

AsyncOS [FIRD T T A AV T 4 Ff o —N"OFEREZRAAET, RLT T4V T 1 ZFO
DNS h—NIZEE O ) Z35ET 250G, VAT I 2V 2FETT L5 NZRE T T4
AV T 4 ZFHFODNS V=%V XA R E T U F AGERE T, RICVAT AIRPIO 7 =)
DHIRYINIC /2 D0y, TH A LT D M 2700 & CHERME L%, S5zl b3
WCRWHERET 2 L WO BIEZ R £9, FHERFHOR 1%, DNSH— DO FEEEORHE L |
BRESNTZTTAFTIT AL STERVEST, XA LTV NOESIITTAFV T 412k

| —mmngEszs I}



—fmigEszs |
B s—rvr—ryv—nomm

72, TRTOIPT RLATHUTT, HOTTA VT 43RBT A LT 7 ER
REINTEY, KOTIAF VT 4IZIZEVENFA LT T PR ESNTWVET, &K&W
IRAA LT T NEERITR60 T, 1207 T4 4 VT 4 2R ELTHDHEE, N80T T4
VT AT HES—NOX A LT 7 MIORIZ/RD ET, 200T T4 4V T 4 ZREL
TWAEE, BAIOTTA L) T KT HES—"OXA LT T MIISHIZR, ROT
TAF VT 4T HES—"OZA LT 7 MIASEIZRV ET, TTAF VT 433250
Ba. AALT U MISE 108, 4580 £,

72 21E 4 ODODNS b —RERTEL., 227 T7A4F VT4 0%, 1 DT T7A4F VT 11
.10 T IAF VT4 2R ELIZELET,

REDNSY—/N, TS5A4F VT4, ELUVEA LT +REROE

[FZ544 )T« (Priority) ]| H—/\ BALTI L ()
0 1.23.4, 5.5
1.2.3.5
1 1.2.3.6 10
2 1.2.3.7 45

AsyncOS (X, 7T7AF VT 4 0ICRESNTZ20DY — 2T U A NIRIRLET, 7944
V74 0D =D 1ONF T LTHWLAEEIE, b 1 20— "IN ET, 774
FIVT 4 0D —"RWEX T LTWDLEE, 7744V T 4 1 OF—,3 (1.23.6) 2MEH
SN, BENZTTA4 AV T 102 (123.7) O —"BEHINET,

ZALT Y MNERIETIAF)T 4 00 —NEW L L BRETHY, T4 FVT 41D
= NTF LY ROVRHNRES L. TT7AF VT 4 20— NEE HITRWEFRIARIE S
NETJ,

A=y bk IIL— bk H—/DFEA

AsyncOS DNS U YL N E | @EREZREE T A — /VELAF IS EE 2 KB D[RR DNS #5fi 4 IUA T &
HEDICHFSNTVET,

\}

GE) FT7HNVEIDNSY—RIA v Z—Fy b —F P—RUNERET D EEEIRLIZGA.
BESN T — NITHERB T — L o TWARWRAAL D7 ) ZFIFANCAER T X A LER
HFET,

HEIZEDNSILY O TV TDRALT Ik

Ciscoa T oY vXa )T 4 TTITAT LV AXEFA—INDEZEORE, U A>T —ITHH L
TWABTRTOYE—F FRAPMIKLT [ZEDNSALY I T v 7| OFETFTERLET, OF
D, XZ/VDNSIN I T v 72T+ H5Z T, VAT AIVE—FFARDIPT KLAD
EYMEE RIS LOMGEL £ 7, ZAud, #nARA O IP T R L RIZ%d 55 & DNS

(PTR) /Wy 7 7 vl ZHUHEK PTRIV Y 7 7 » THRERICKT A IES Z DNS (A) /vy

B BongEszsy
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DNS 75— F

ons 75—+ I

T TNV ET, FOH%, VATAIANY I T v TOFRERNPTR vy 7T v T OFE R
E—HTINEINET =y LET, RS —E LRV, AL a— RRFEELZVEA,
VAT AIBFANT IR T—T (HAT) WO v E—FHT 5P T RLADHEMHH
LET, ZORNRZA LT NERIZZON Yy 7 T v IO SN, #o h) &7
TAFVT 4 (61 X—2) THHAINTND 72 DNS ¥4 A7 U M@ S EH
Puo

T 7 v MEIZ200 T, B [0) 2ANTHZLT, $_THY A F =X LTrr—
INIVIZHBIEDNS IV 7 7 v T DX A LT 7 N TxEd, HEORICRTE LEHA.
Wig|& DNS Vo 7 7 v i3t an g, ROVIEBHEDO X 4 LT 7 MEENT IS E
7,

TFIAT VAOFHEFFIC, FNCA v E—Y IDNSF v vadDT— kR T v A2k
L ¥ L7z (Failed to bootstrap the DNS cache) | 2MI5-SN7eT 7 — B EKINLGEDRH Y
FT, ZOAvE—UE, VAT AIZLDT T A~ U DNSH—SADREWEDENRTE 2o
2 ERERLTOVET, ZOFRI, v MU — 7 B SIVDENZ DNS 37 2 27 A
WA TA Nl GE, T DX A IV TTRAELET, ZORAvE—URHIOX A
VITERREINTESGE, Xy N —ZMBENBEL TV DHH, £721L DNS % E THBh 72—
NP EESN T RNZ EERLTWET,

DNS* v vl oDy 7

GUI D [¥ ¥ v 2 %42 (Clear Cache) 1A% >, F7-iddnsflush 2~ RZEH LT, DNS
FxovaDTRCONHEZ V7 LET (dnsflush 2+ > ROFEMIZOWTIE, EEHCHRE
SNT=HET T AT A[EEZ: [TronPort AsyncOS CLIReference Guide] =&ML T 72&W) . v —
HIJVDNS & AT APER SNIZBRC, ZOBEAEHATE £, a~vr FEFSiETsh,
Xy v a OFRAFIC—REICHEREME T D AR H D 97,

574 AN 1—F A3 —Tx 4 RAEFEALI-DNS EEENDETE

ZATFYT1 HLOWeb A v A —T oA ADR) X a )T 4 BBTFI5ATLATR 220 o7 LT, LA —
Web f VX —T = A Ak ua—RKLET,

RTv T2 [FET 7747 A (Management Appliance) ]>[* v hV—72 (Network) ]>[DNS]X— U & RN, [3%
EOmE (Edit Settings) | ARZ > %27 U7 LET,

ATV T3 A X —Fy hdD/L— |k DNS =" F /2T —VME ONE DNS — "D 85 5 24 20028 L
T. R DNS —_ZHE L £7,

ATw T4 2—VHME D DNS B —ZEHT 50, HEEDNS b — %2 ET 255X, —ID Z AL [{TDB
i (AddRow) 1%27 Vv 7 LET, FY—N"TIOEEZEVKLET, =—VMHED DNS H— % A
NTHEEF. 7744V 7 4 bRFFCEELET, FFMIZ OV T, DNS —DfFE (61 ~—)
L TLTEEN,

ATYTE DNS FI 7 4 DA B —T = A4 ZABTEIN L ET,

ATV T6 WEEDNSILY I T v 7 eXxy AT ETICRETIREEATLET,

—mmngEszs I}
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—frnEEszs |
B e 5oy —romE

AT TT1 LEULUT, [F¥ v a®DZ V7T (ClearChashe) ]2 U v 27 LT, DNSF¥ ¥ v 242277 LET,
ATy T8 BHAEFREL, RIFLET,

TCP/IP S5 T4 v IL— FDEKRTE

—OF Y N = BRE T, EBEOT T4 N = T2 AUND T T 4T — b E
AT HIVLERHYET, A¥T 47 L— FOEBIT, GUID [EBT 7747 A
(Management Appliance) ]>[* > b7 —2 (Network) ]>[/V—7 « > 7 (Routing) ]~<—,
F 7213 CLI ® routeconfig =~ K& H L TfT\WET,
*GUI TOARZT (v 7 b— FOEFEH (64 X—)
T T HNE =T = A DEE (GUD (64 <—)

GUITDRETA4 VY IL—FDEE

[BHT 77 A 7 > A (Management Appliance) ]>[%* v b7 —72 (Network) |>[/V—7 4 v 7
(Routing) [ X—Y &AL T, AXT 4 v 7 L— FOERK. ME. EREHIREZITZ £,
ZON=UNHT 7NN = T oA DERHTEET,

ZATFYT1 HLOWebA v H—T2Af ZADR) X2 VT 4 WHT FIATLATRE 220 s LT, LA —
Web A =7 =2 A% —RFLET,

ATw T2 BT 7747 A (Management Appliance) ]>[*~ k7 —2 (Network) ]>[/V—7 1 > % (Routing) ]
R—=TT, —hrURAIDV— %BI (AddRoute) 127 U v 7 LET, L— bDOARIZANLET,

ATy T3 5EIPT RLAZ AN LET,
ATFYTd F—bUx2ADIPT FLAZ AT LET,
ATy TS BFEEZEEFL, RFLET,

TIAIWET—FD A DEE (GUI)

R
AT9T2 = I=2ADIPT RLAEZEHELET,
ATYT3 BHEEKEEL, RFELET,

TIAILET—FO A DETE

GUI O [BE#T 77 A4 7 > A (Management Appliance) |> [+ > hV—72 (Network) |>[/L—
747 (Routing) ] ~— (F74/V K F—FU=ADEE (GUD) (64 ~—) &M
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vx27@EETn rarokz |

LTL7ZEW) | F7/21EL CLI O setgateway 2~ > REFEHL T, 74V F— oA %
RETEET,

X2 7RETOLOILDIEE

« TLSVL.0 AN 72> TV D FALO AsyncOS 73— = > (Bl : 13.6.x) 55 AsyncOS 13.8.x
LBz T w77 L— KR35 &, 5740 FTTLSvL.0 B3 #E4hIZ72 Y TLSv1.1 B XL ONTLSv1.2
DHEMMZRVET, Ty 77— REICT 7747 2 ATTLSVI.0 iR E AT D 0HE
N0 FF,

* AsyncOS 13.8.x LIFE T, SSLv2 FRB L OSSLv3 FRiIH AR — hZhEHA,

« SSLv3 B LN TLSvI.0 TIE72 <. TLSvl.1 FRB LN TLSvI.2 FRAEM T2 = & 2 HEE
LEd, SSLv3 IXZETIT W=, FHLARNWTLEEN,

s RDENZENUZK LT, AT L2BETR ha v Z@RIRTE ET,
s T w7 T— K P—N
o ANARHE~OZ Y Ra—% 7 7 X
T T ITAT VAD Web XN—AEH A L A —T = A A

* LDAPS

N

GE)  FTI7HVPTE HRICRE LT T I9A T ADT v 77— |
P— 3, Web A X —7 A A, BLOLDAP #—/ 3T TLSv1.1
BLOTLSVI2 FEFHLET, ANLREHE~OT Y Ra2—H
DT 7 AZHOWTIE, SSLv3 1T 72> TV ET,

BRI TWA T r ha L LRt Y a v 2R TH8E. £ b=
NEBRETAHERIE, I~ RIA A F—T 24 A TssleconfigaA~ v FEHALE
ﬁ‘o

«Cisco 7 v T — r Y —_TILSSLv3 ¥R —F L TWEHA,

ca—H) (VE—N) To7 77— —R"EFEHTIHE, MOTXTOF—ERBIW
Web 7 7 UHIZEINT 571 haix, HLTWDH—R"EY— L THR—FINTH
NS TWRIT TR 8 A,

AT LY ART Ll FIAARERS T 3 OWNTREENICTALERSH Y £,
* sslconfig A ¥ REFHALTCERELEZEAT. 28221y NT20ERHY e

* sslconfig A ¥ RZEfHL TIT- flgﬁéﬁ%‘f:’ I v b L%, %2%17?64}'— A A3 IR
Hikr S AVE T
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B x7imu0mz

> — )
ORTLEBZDERTE
~
GE) X2 VT A EET S IAT AL, VA= NOT—HXEIETHIEIZ, EXa2 ) T 0 EHT
TIAT A L CHREEREZITOTFBRICEE LB XA L AZ T L ET, 5

WZOWTIE, BX 2 VT 4T 74T RAZED VA= N7 =2 DL FIEEZSRLT
<TZEvy,

Av Y RIA A E—T oA AR LU CREBICBEE T 23 E % 1T 9 I1Z1E. ntpconfig,
settime, B L Wsettz 2~ > REEH L £,

B&# 1BEFIE

VAT KAHEBRET | [BB7 754 7R (Management Appliance) | > [V A T LERE

% (System Administration) ]>[BZIERE (TimeSettings) | Z:#IRL F
ED

Fw hU—2 XA 5 7r hal (NTP) H—_"OfEH (66 2—)
LML T EEN,

R 2 R ET D [BHLT 77 4 7 > A (Management Appliance) ]>[3 A7 LEHL
(System Administration) ]>[% A &' — (Time Zone) ] %R L F

T

BEIEH -

cGMT A7t v FDEIR (67 2X—)
o« R 7 7 A LD EH (68 ~2—)

2y hID—9 34 L TFA L)L (NTP) H—/\DFEFR

Iy hU—7 Z AL Fa ha) (NTP) y—"EFEHLT, X2 VT 4 BET 7947
ADVATIAIAy I T3y NI—7 FE3A4 v —Fy hEofhioar va—% LRI TE
7,

7 7 v k@ NTP ¥ — 3 time.sco.cisco.com T,

T 7V hDONTP P —"%&H, AENTP S —_2HHT2581F. 7747 U+ —/L T
BERR—F2HEET, 7747 U+ LERESBRL TSN

ESPEREY=]

s VAT AR ORE (66 X—)
o« BEfH 7 7 A VDO FEHH (68 ~<—)
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| —mmnEEszy
(#88) Ry hT—9 24 L FORIL (NP) 2EALET 7547 20 27 LEg0RE [

(#82) vy rTJ—o 84 L 7O Fa)L (NTP) Z2FERALET7ITSATUOADVAT A
BZIDEETE

THUE. BHCT T IA T U ABMUD TS, RS IN TV AEAICHER SRS . B OB E
FETT, A SINTZT A RTTRT, FEONTP V=" FEHTILERHD £,

NTP H— "% L TR 5% E T A 121%. CLI D ntpconfig 2~ REMHALE T,

ATy T [VAT LEHL (System Administration) ]> [FFZIEXE (Time Settings) ] ~X—IZBEN L £,

AT T2 [REDOHSE (Edit Settings) 1227V v 7 LET,

AT T3 [HZ D% E N (Time Keeping Method) ]2 22 > ¢, [NTP (Network Time Protocol) %/ (Use
Network Time Protocol) ] Z R L £,

ATFY T4 NTPH—_"DT FLRAZ AL, ITZEM (AddRow) 1% 27V v 7 LET, B NTP — ZBMNT
£,

AT NTP v — "% ) X " HHIRT B2, V=033 7 a2 %27 v 7 LET,

ATFYT6 NTP /7Y —HDA v Z—T oA ZA&EIRLET, ZE NTP 7 —BREENDIP T FLRARITR
D E9,

AT w771 [NTPFRBAEDOM A (Use NTP Authentication) | F = v 7 Ry 7 A A NITDHE, XA LAX L TIMEHET
LY =R oTERESN, NTP BREEDOHLT 77 4 T 4 R bR#ESNET,

ATvT8 EREEEL, RFLET,

GMT A 7t v FDEIR

ZAFYT1 FHLOWeb Ao F—T oA ADH) X2 VT4 EHRT TIA T ATRE 27V s LT, LH—
Web A > ¥ —T7 A A% —RLET,

ATv T2 [EHT 7747 A (Management Appliance) ]>[ A7 L4 (System Administration) ]>[4 A LY —
(Time Zone) ] Z&ER L E7,

AT 73 [REDOHE (Edit Settings) 127 Vv 7 LET,

ATy T4 DY X Fx6 [GMTA 7> b (GMT Offset) | Z3BIR L E9, [ A LY —2DRE (Time Zone
Setting) | X— Y NEH S, [¥ A LY —2 (TimeZone) |7 4 — /L RIZGMT A7 &y "BREEND LD
2720 £,

ATFY TS [FA LY —2 (TimeZone) | 7 A —/V RTAH 7y FZ2BIRLET, A7y FEid, 7Y =y P+
DOr—NNVERTH L7 ) = VIR (GMT) (2, A E 738 E T 2RO 2 LT3, Ko~
AF ARG ([-]) BFWTWEES, 7=y U FRoBalich-n £3, 772585 ([+1) ©
B, 7V =y U FROBMIZHTZ 0 £,

ATYv 76 EHEEEL, RELET,

| —mmngEszs I}
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B =vsoroEs

s 2 7 A4 ILDEH

WTNDDOEORRIH L — VI EERNH S G530 T, 7774 T ADORERE 7 7 A Vi
FEHTHAMNERDH D F9,

i 7 7 A VDO HENHEH (68 ~X—)

R 7 7 A VO TFTEFEH (68 ~X—)

FRElT 771 ILOBEER

ZF9T1 HLOWWeb A v H—T =2 ADH) X2 )T A HHTTIA T AT 2270 07 LT, LHY—
Web A ¥ —7xAf A% —RKLET,

ATw T2 [EHT 7747 A (Management Appliance) ]>[> A7 L& (System Administration) ]>[7 > 77— b
F%E (Update Settings) ] 23R L 97,

ATy T3 [BREAL—VOBENT v 77— b EATT % (Enable automatic updates for Time zone rules) ] 9= v 7
Ny I A A T LET,

ATy 74 MEE AN LET, BEERAFERICOVTUL, =Y LD ~NTE 7V v LET,
RT9TS BEREZEEL, RELET,

FRElTE 771 ILOFENER

Z2FYTF1 HLOWeb A2 X —T 2 ZADRK) X2 VT 4T FI5AT AT 22097 LT, LHL—
Web A 2 —7 A A% —RNLET,

ATY T2 [T 7747 A (Management Appliance) |>[2 A7 LA H (System Administration) > [FFZIE%E (Time
Settings) | ZiE®R L 7,

ATV T3 [HA LY =T 7 A NVOHEH (Time Zone File Updates) | &7 > a > &Ml LE T,

ATy T4 EHFRERGET 7 7 A VOEFNR S LH5E. [47 <HEH (Update Now) 1227 VU v LET,

[%%F 7 7 1/ JL (Configuration File) ] R—
ROEY 3 vOFHMIZDONT SHRE
BILEDRRE DIRAT BREDRGFEA VR—K (69 —)
PAFSH TV EREDO R — F BEDRELA VFE—F (69 2—2)

Tz Ra—Yv—TV AN TauyZ VAN E—T7VANTaw 7 VA NOR I T v 7
Vot SaS b SN - AWN 1) ot
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| mmugEszy
groraLsot—+ |}

ROEY L3 vOFMIZDONT SHRE
REDY & b THHmRFOMIHIRE~DORED Y > & (18
)

BREDREFEEA Vik— bk
A\

GE) ZIZTHHISNTWAIRET 7ANME, EX 2V T4 BHT 7747V AOREIMHEHINE
ﬁ—O

X2 VT AEET TTAT L ANOREDOBET, 1 DOFRET 7 A VTEHTE LT,
Z D7 7 A VX Extensible Markup Language (XML) 74—~ v b CIRFFSNE T,

D77 ANFROEEDHETHATE £

e T IA=) X2 VT A EHT 5L T U ATEFHLARWEENRAE LSS, 2&H
DEXa VT 4 ERT T IAT o AETIEROSREL, —ERZELTEET,
RIET 7 ANENDY AT MRAE L, HERRET —F a2 v 77 v 7B LR TE
Y, TTIAT UV AOREXMEZT-HG. RELERFTOa L 7 4 Falb—a v
T AN Te—A w7 | CTxFET,

a7 4 Fal—yag 774 VEEAyra—RL, 77947V ADRKDOHRTE
EHRPRIMRETEET BTLWT I FDELIZ, XML 7 7 A VxEHELV XY 7T
HEENGENTVET) , BIEORTEII~AFT—2T— FANRE) BHo78HE,
ZOMREN N T TNy a—T 4 TITENDZ ERH Y £T,

BEfroar 74 FX¥al—var7yAveFyra—RKL, BRERETV, £TOT7 74 V%
WMUT 7747 AT v 7 a—RTEET, ZOHET, FENCREDERZITH 12
OIZ CLI & GUI Dt TNA 2| EnET,

FIPZ ML Car 74 Xal—va 77 A NVERET v 7a—KLZY, av7 %=
L—yay 77 AVO—H% CLLICE#EK Y 720352 nTxET,

ZDT7 7 AMIXMLIERIZ /> TN D720, BRETZ 7 ANVDTXRTOXMLTYT 4T «
ik Xt BT A CEMER (DTD) bitfishvEzd, XMLav 7 4 Fab— 3
VI ANET v 7 — KT LRI ODIDAE X 7 — KL TXMLa > 7 ¥ a2 b—
vary 7y ANVERIETEET (XML BRFEY — /WA v ¥ —F v P THBICATTE
T) .

e AT 4 FXalb—varIZrANEFHLT, HOTFI34T7 A (Fue—HAEREhic
AT ST AT AR E) ZREHICHEETETET,

aAVI74FXaL—o3r IJ74IILDOEE

e —TUVRANTOy I YRANDNRY I T v T EET
o LIGHTRE OFIHMREE~DRED Y > b (18 ~—)
cLHiZI v b LEEar 74 Fal—var~Oa—iL Ry 7 (73 3—=)
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B s=coxcorLoRBESEUII K-k

RED

=1 —]

a3 AE

T774ILDRESIVITI AR—F

\}

[(EBT 77 A 7 > A (Management Appliance) ]>[ A7 LA HL (System Administration) ]>
[(%E~ 7 A /v (Configuration File) ]~X— D [BIED#ERK (Current Configuration) 727 2 3
YEMEATDE, BUEOA YT 4 Fal—vay Ty A NER—=IN TV UARFELIED
TTIAT ATHRIFLIZY (FTPISCP/L— b ORET 4 L7 bV ITRIFENET) | fHES
N7 RLAIZEFA—/VTEE LY TEXET,

IRRITL—RADIRY

VWL TCF 2wV Ry I A% A4 NI LT, 22— DONRAT L —X %~ A7 LET, A7
L —R52w A0+ 5HE, TOBILENTRAT L —X0, =7 AR— FEHITMRES N
Ty AT Deekks | (TEEXHLZ HET,

GE)

NMATV—=ANT AT EINTcary 7 4 Xalb—rary 77 A& — K LT AsyncOS ([ZFHET
ZEIITEERA,

INAITL—XDEES1E

[RET 7 A NVNDNNAT L—X%[Z7 (Encrypt passphrases in the Configuration Files) ] 7 =
IRy A% 7Y v LT, 2—=PDONRRAT L —Xe~vw A7 TEXET, RIZ, BE{LEns,
REZ 7 ANVHNOEREREREF 2T 4 RT A= ERLET,

o AEBIE ORLEE ¥ —

« RADIUS /XA U — K

e LDAP XA L RDOI/XNAT— R

s O—HN Z—FDNRRT— ROy =

« SNMP /32U — |

« $&{Z SMTP /AT — R

* PostX B 5{b % —

* PostX b7 m ¥ NAT— |

cFTP 7'y a a7 A7 V7 a v O/NRAT—FR
« [IPMI LAN /X2 7 —

« 7 w75 —H H—s30 URL

:ﬂb:t\ saveconfig A~ ]\%ffﬁ% LCa~vry NI A2 —TxA xf%)*%ﬁkf%ij‘o
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avrs®ar—varraroa—F I

aAVI4Fal—3r IJ7A4ILOA—F

a7 A4 Falb—vary TrAME, BREER—RT BT TIAT L ALERLENN—=T a3 D
AsyncOS ZEITLTWDT FIA T U ANBIRFESNALENDH Y £7,

INRAT L —RANV AT ENTFary 7 4 Fal—ary 7740 Fue— R TxFEHA,
COITEDOEETYH, BED LEICROZ TR EDDHMLENH Y £,

<?xml version="1.0" encoding="ISO-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

. your configuration information in valid XML
</config>

</config> Pf] U & 7 IIR EHMOBZITHET 20 E R H VY £9, XMLAESLOfEIL, Cisco 2T
Y eXa VT4 TS T4 7T AD configuration 7 4 L7 kU IZdH S DTD &l H L TREMTE
FXORGEESNE T, DID 7 7 A /L D4 HiIE config.dtd T9, loadconfig =2~ R&EfH L= L
TILav Y FIA VCHGEET 7 =G Shicha, ARiFn— FShEti, #E7 7 AV
Z7 v 77— RTHHNI, TTIA T ADIFTDID 24 v rn— L, RET 74 V&
MFETE £,

WTROA UIR—MHETH, ary 74 Xal—vary 7rA N2k oy 7 <Tbsd
<config></config> H] CIEFR INTEH) FolFar 74 F¥alb—ra v 774 /L0 complete s
X Wunique 77 v ay (LRROESEH V7 % & I, <config></config> % 7 WIZIFET 545
B BAYHR—FTEET,

complete (584%) | &%, DTD CERINT=H 787 v a VOBGY V7B IO T4 72K
NEENDHEEBEWLET, 22X, WOa—Fz27 vy 7e—RERFMEOFIT5 L, B
RET T —D3 AL ET,

<?xml version="1.0" encoding="IS0O-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport_enabled>0</autosu
</config>

Ll ROa—Fz7 vy 7u— REREFMY AT, BEREs 7 — 3R ELEEA,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport_enabled>0</autosupport_enabled>
</config>

funique (—i&) | &%, 7y 7r—REZFREOffFonsar 74 Falb—a 774
NOYTRE7va v, RELLTER M TRNILZERLET, & 2E, vAT AL
DDRA MG LDPFTRWED, ROa— K (BEF8 XU <config></config> ¥ 7/ & &ie) %
Ty 7 u—RTHZ LIEARETT

<hostname>mail4.example.com</hostname>

—mmngEszs I}



—fmigEszs |
B zosscamant-44

LML, VAT A ENTNERDIZEET VB AT =T ANRERINTZEEDO Y ZAF—n
ERINTWDLAEEERHDHT2D, ROa—RKOARET v 7a— KT LIFLEITHD &
RaEnEd,

<rat>
<rat_entry>
<rat address>ALL</rat address>
<access>RELAY</access>
</rat_entry>
</rat>

ZRIITH L2, T5EE] X THo THIFISLEREA,

FE a4 Xal—var Iy NEREFarv o FXFal—vary Iy ANNOY TR v a v
&7 v 7 u— FEEERT 2B O, HHO TN 55 . R1F SH TV RV AT A
SNBHZEBBHY ET

DT EEBEINT=2YT
REZF7ANDE IV a w7 v7ra— RERIINTT 258X EENNLE T, #7250
RNk, ar 7 4 Xal—ary I rANDT vy u— REHIREDENEEINEY A, 72
L, ZAX 7G5 L, REORENEHINET,
-z, Oa—RET7 v u—FKT5E, YATANLTRTOU A F—RHIEEINE
7,

<listeners></listeners>

AR av 7 4Xal—valrIryANDY TR arE Ty Fa—RLiz0, B0 L
BE. GUI £72IX CLI Ui S i, KEORET — N EIN Z En3b 0 £3, FH
R—=brThloFa bar, YUTNAAL L EZ—TxA A, FHIET 74NV MREEERALTT
FAT VAICERRETERWESIE, Zoavy RTH—E22F 42—z LAnWTL 72
X\, F7z, DTD TERINTZHEE N IS DD ARWEAIE, Z0a~y REEH L
WTLEEW, FriLnarr7 s Fal—rary 7y ANk — KT 50T, bTRET —4 %
Ny 7T v 7L TLEEN,

Ay HITRH) T3 oDIRATL—XOA— KIZDOWVWTHDEESEE

IRATZ L—ANRNBERa T YT A7 ) Fvarrkagirary 74 Xal—vary7rA/lba—
RLESELTYH (& xiE, FTP 7w v =2 ZiH) | loadconfig 2~ RIFRHLR AT
L—=XZOWNWTEE LEREA, FTP 7' v a BRI L, logconfig 2 v RAMH L TIELW
NRAT VL —RAEBRETDHE TEENERINET,

XFEEYy b Ioa—T4 27120 THOEEEE

XMLEREZ 7 A /LD lencoding] BYEIL, 77 A NEAT T A THAET H7-OITMEH L TH
L35ty MIBfR <. T1SO-8859-1) THLHMENH Y £7°, showconfig =~ > K|
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nrozzoyty b ||

saveconfig =~ > R, F72Id mailconfig 2~ RERITT HI-NZ, = a—TF 4 7 REN
T ANTHRESNET,

<?xml version="1.0" encoding="IS0O-8859-1"?>

WMAEDHREN) Y b

HIEDHELZ VY 98¢, Ciscoar TV exall Ty 7947 ATREETLOH
iR 7 40 MEICELET, VY FTDRICEREEZHRIFL TS0,

THHMEFOPIHRE~DOHRED Uy b (18 X—) ZZRLTLLIEEW,

RISy bLEzav74FaL—23aoA0a—)LiNY Y
PRI S v FShEREICR—L Ry s TEET,

awy K742 A H—7xA A Crollbackconfig 2~ > R&EH LT, ELO 10O v
MDA EEIR L £,

H—)L Ny haly NAZELRRENT-EZITNoZAN LSS, Z0Or—L Ny y
WX, WEEFEZ2Iy A2y PSR ET,

EEE T 7 & AMEH RO —H 721 A3 rollbackconfig v > K& T £9,
)
GE)  DEIORENEILESNTH R Ayt —VFEE7 7— MIERSNEE A,
)

GE)  BFOT—Z2RFT 510k A AT 4 A7 HREBHV A T2 lo—Fo=aI v b
TIE. 77— 2R BET D ARENH Y £,

EHETF7FAIAEADCLOT K
WDa<wy REFEHTHE, a7 4 Xal—ay 774 LVEBETXES,

* showconfig

*mailconfig

* saveconfig

* loadconfig

* rollbackconfig

s resetconfig (LHGHHMRFOYIHIRE~ORED Y £y & (18 =) 2HH)

*publishconfig

*backupconfig (EX =2 UT A EHT S IA T L ADT—F DRy 77 v 7 (23 X—
V) &)

®* trailblazerconfig
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. showconfig. mailconfig. & & Uf saveconfig 37>

showconfig, mailconfig, & & U saveconfig 2<% > K

=L

RETI<ZL RO showconfig, mailconfig, %iwsaveconfig @%é\@i\ %%}H/Vfiié{%éh
L7 7ANEINEIRRIND T 7 ANMINAT L —RE G000 E I DRIRTHZ L2 RD5
NEF, "ATL—=XZ2@FRNWILERIRT DL, NAT =X T 4 — /L FRZEADEEIC
BROET, X2 VT IEZLET 25813, NATL—X 2@l LEABRTE £
j—o =77 L L. loadconflg:['?/h%ﬁ%ﬁﬁbfu“—}\éﬂfgiﬁmx /€X7[/"—X‘75§7L£1/\:l:/74'
Fal—rary 7ryAMIRBLES, v 37227 )7y a v ORAT7L—ADu— K2
DNWTOEEFH (123—2) 2L TIEEN,

G¥)

AT 4 FXalb—vary Ty ANVERE TR, FRBIETFANATHEETLLEIT, 2T
L—X%E&H 52 L &EIRT % & ( [Doyouwant to include passphrases?) (2 lyes] & [RIZL7-
BE) . NATZL—=XEE S S ET, 2iE L, B — LREIEIIRE 5L S 7RV PEM
B TEDLNET,

showconfig 2+ Ni& fﬂ/_ll—m REEWEmEICH I LET,

mail3.example.com> showconfig
Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.
<?xml version="1.0" encoding="ISO-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<l--
Product: model number
Messaging Gateway Appliance (tm)
Model Number: model number
Version: version of AsyncOS installed
Serial Number: serial number
Current Time: current time and date
[The remainder of the configuration file 1is printed to the screen.]

mailconfig A ¥ REMAH LT, BUEOREL 2 —WFIZEFA—NLVTEEFLET, AviE—V
(21X configxml E WO ARTO XMLEXD a7 4 X alb—vay 77 A REMHENRET,

mail3.example.com> mailconfig

Please enter the email address to which you want to send

the configuration file.

[1> administrator@example.com

Do you want to include passphrases? Please be aware that a configuration
without passphrases will fail when reloaded with loadconfig. [N]> y

The configuration file has been sent to administrator@example.com.

TR VT AT ST 4T AT saveconfig A~ REfEHT A E, —BOT7 7 A N4 %E
fEFH LC, 93T Configuration Master 7 7 f /L (ESA) 73 configuration 7 1 L 7 k U (ZLRAF
SnFET,

mail3.example.com> saveconfig
Do you want to include passphrases? Please be aware that a configuration without

passphrases

will fail when reloaded with loadconfig. [N]> y

The file C650-00065B8FCEAB-31PM121-20030630T130433.xml has been saved in the configuration
directory.

mail3.example.com>
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loadconfig a7 > K .

loadconfig I < > K

7703’]) 7\/;(@1%)? LU\E&EFH%&%HH F@“é&iﬂi\ loadconfig a<w }\%f{ﬁﬁﬁ Liwgﬂo 'rﬁi&
ITRD 2 D2ONWT PO HETrE— RTEET,

« configuration 7 4 L' 7 b VIZIFHRAEMEMIL., 7 v 7 m— T 5,
o CLIIZRR E A& EHERE 0 117 %,

HHZOWTE, ar 74 Falb—vary Ty ror—R (71 X—=Y) 22RLTIES
A%

rollbackconfig 2 < > K

PRzl y FLimar74Fal—yar~oa—iAnRy s (133—) Z2BBLTLEE
Wy,

publishconfig 2 < > K

ZE W % Configuration Master |Z/ABH 3" 5 121%, publishconfig 2~ R&EMAH L E3, MHCITR
DX FEF,

publishconfig config master [job name ] [host list | host ip

Z ZC. config_master 1Z, ¥ 7AR— bk 3TV 5 Configuration Master T9, Z 415 @ Configuration
Master DY A ~ME, ZDOYV IV —ZADY J—Z /— K~® [Compatibility Matrix |

(http://www.cisco.com/en/US/products/ps10155/prod release notes listhtml) (Z&H Y £7°, Z D
F—U— NEIMHATT, F—T— Fjob_name | TEMEATEE T, HE LR > AI3ERK S
£7

ﬂe U— Fhost_listid, ABHSID WSAT 7 T7A T L ADKRA MAEILIP T RLAD Y R

. FBE L7Ze o 72851, Configuration Master |25 0 4 THATWAH TR THOARRA MIA
Eﬁéhi% F 7 a /0) host_ip (Z1%, 7>~ TREI> THEHEDHEA NPT KL RAZFEET
TET,

publishconfig 1~ FAEY LT 2 & 2R 1213, smad_logs77/l’/l/€f§}ﬁ“\“iﬁ‘o ['7:1:
7 (Web) ]>[=—7 +¢ U7 1 (Utlities) ]> [Web77 FTAT VART—H A (Web Appliance
Status) [|ZBINTHZ LT, ¥X2 VT 4 FHT 7T 4 7 2 AD GUI D B ABIBEEN KT -
Tl BERTHIELTEET, 20—, ABRBREOEMZT<25 Web 777 A
TUOARRRLET, /o, [V=7 (Web) 1>[2—7 « U7 ¢ (Utilities) ]>[2ABH (Publish) ]
>[ABHJERE (PublishHistory) ](Z& V| [ABEEE (PublishHistory) | ~—JCideZ &N TE
£7,

trailblazerconfig 3<% > K

trailblazerconfig 2 ¥ NEFERTHE. %ﬁ'bb\ Web A >4 —7 = A ATHTTP & HTTPS
DR— M I LT EHE L RE#R ANV —T 1 V7 TEET,

AVTAy ~IVTEBERBT AL, CLIT help trailblazerconfig 2 <o K PR LET,
HESUFRDO L H 120 £1,

trailblazerconfig enable <https port> <http port>
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. updatepvocert A7 > K

trailblazerconfig disable

trailblazerconfig status

ZZ T,

tenable' (X, 7 7 # /L F®DAR— bk (HTTPS: 4431) T trailblazer s% /&% FIT L £ 77,
"disable' |X, trailblazer %€ % MEhIZ L E T,

'status' X trailblazer BRED AT —H A% F v 7 LET,

BE ?77]‘/1/ kT, trailblazerconfig MCLI 2~ Hi77°'74’ 7\/2—(‘7%‘;3”:72’)'(1/\35—;‘0
HTTPS R— "N 7 7 A 7 U 4 — A THIN TS Z L 2R LET, £, 7T I7A4T A
T 7 BATHTDICHE LA A M4 % DNS b— BRI TEXH 2 L 2R L ET,

trailblazerconfig A~ R&EEHT 5 &, ROMELZBRECTE 7,
< FEEDT T 7T APL R — N OB OFAEZ BINT 2 LERH 5,

« ANLGEHE, BE—T7 VRN ERET Ry VR RNOR=VEEHRTLH LT, LT V—
Web £ X —T A AV XA LT FEb,

cEERSNLT 2T HHELER—F XR=DA N v RN—ZTF—ENEENR,

N

(/j':) 7703/]) TVZ'C“trailblazerconfig o< F%ﬁ;“ﬁé:’g’ﬁé k ~ U 73:7\ f‘ URL@:@iﬁZ ]\%
GCHDH éﬂfi trailblazerconfig HTTPS 7\]‘\0‘—‘ }‘%%ﬁ)ﬁiﬂij‘o

updatepvocert 1< > K

2048 £ b CAREELZTH L, FIPS E— RNOEFEXIE CiscoE A— X2V T 4 77
FGAT U AT—TbENTERY o—, UA LA, BIXOWRMEZ AT HIT1E, CLIT
updatepvocert =~ > REZfEHT 2 M0E N H Y £7,

BEHRMBOEA— N X2 VT4 TTITAT AT, FIPSEAEMNIT DL, —fbShizR
Ui—, UANA T RNTUAJGEREZIEZNZ /20 £9°, AsyncOS 13.0 LA, FIPS E— K
TiE, 2048y FOREHELHFEM LT, K — VA NVA BLOT Y T LA 7 HED—
TCEHRENANC D £9°, LARID AsyncOS 73— g ZiE, A X238 1024 £ b DFEH
ENDY ET,

example.mail.com> updatepvocert

This command will recreate the PVO certificate and key of strength 2048 bits.

Also, the new certificate will be signed by a CA of strength 2048 bits.

Hermes process will restart post certificate update. No commit will be required.
Do you want to proceed with the certificate update? [Y]>

Certificate updated successfully. Hermes restart needed for the changes to be effective.
Do you want to restart hermes? []> Y

Enter the number of seconds to wait before abruptly closing connections. [30]>
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cu s LEEzE07 v Ta—F [}

Waiting for listeners to exit... Receiving suspended for euq listener, cpqg listener.

Waiting for outgoing deliveries to finish... Mail delivery suspended. Receiving resumed
for euq_listener, cpg listener. Mail delivery resumed.

Hermes will be up in a moment. Run the status command for hermes.

example.mail.com >

CLZFERALE-RELEENDT7 Yy JA—F

ATv T

ATy T2

ATv7T3

CLI AT, 77T A7 2 AD configuration 7 4 L7 FUIZT 7 B ATE 5 Z 2R LE T, FHMIC
ONTE, IPA U H =T =2 ABLOT T ITAT U ANDT 7 ¥ ZAEZBRM LTS,

BET 7 ANBERETLIIRETZ 7 ANDY T a b wT 7747 2 AD configuration 7 « L7 kU |Z
S ) A3, saveconfig I~ R CHERK Lfi%ﬁ@%i%%ﬁ% LE9,

CLI N T, loadconfig A~y REZMHHA LT, AT v 72 TRENET 4LV 7 FVICKHLI-Za 7 4 ¥
L—yay 774 0Ea—RT50, TF A (XML L) % CLUCERRLY 17 £9,

Z OFITIE, changed.config.xml & WIAFIDT 7 A NN T v 7r— RIS, BENMREINET,
i -

mail3.example.com>

1

oadconfig

1. Paste via CLI

2. Load from file

[11> 2

Enter the name of the file to import:
[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

ZORFTIE, FTLnar 74 Xal—Tay IrANEavy R 54 ATEBEY T ET (ZZATT
CultDZMT LBV a~ R TLET) o RIT, AT LBy N Ty 7 U PF—REEHL T,
TITANVERDERARNG, IPT LA, BIOWF— oA HFREZEFELET GEIZOWTIE, Y AT A
Y N7y U4 = RFOETESBLTIIESY) , &KZIC, EREEZHBELET,

1 -

mail3.example.com> loadconfig

1. Paste via CLI

2. Load from file

[11> 1

Paste the configuration file now. Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag

</config>

. Control-D is entered on a separate line.]

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:

[1> pasted new configuration file and changed default settings
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B 7 =ramonsm

T A4 RV EBOEE

AR CRER T 2 & HEREIC, A FTREZR IR K& E T, R T + AV FIREEIV Y THZ &
MNTXFET,

s IET 7747 U ADH) ERFRERT 4 A 7 I OIER (78 ~—)

T A AV, 7 A —%, BLXUOEMARNIOER (79 X—)

« KT 4 A7 fEIREEID Y TIZOWNWT (79 —Y)

o T 4 AV FIRIZET AT 7 — FOZE O (80 X—)

s FDOMD Y 4 —FDF 4 AV FEBEOEH (80 —7)

« T 4 AV FIREORED E T 81 4—)

RBT7 TSAT7 o ADH) ERATTRELT « XV SHBDILK

ESXi5.5 B L ONVMFS S # FEATTHIRMET 774 T ADEE. 2TBEZBZ DT 4 A7 ik %
BE)Y TR ENTEET, ESXis 1 ZETT DT 7 I7AT U ADEEIL 2 TB ICHIRENE
KR

\}

GE)  ESXi CTOF 4 A7 @EOHIBIIVR—FEhEE A, FEMCOWVWTIE, VMware D~ == 7 /L
R LTLLIZE N,

BT FITAT VA A AL AT 4 A7 S I ABINT 21213, ROFIRZFEITLET,

1R BRI
WILTRIBINT 4 A7 S A HEICHRET L £,

RATYT1 Cisco ATy ¥xa VT4 FHT TIAT VAL AZ U Z%AFILLET,
AT 9 T2 VMware BT D52 —7 4 U T ¢ FIFEHY —VEHEH L CTT 4 A7 kAL £,
VMware D~ == 7 )V TIIRT 4 A7 REOEHEIZHTHHEHRESHL T ZIN,
ESXi 5.5 OIF#HIX. DOV A FirH AFTEE T,  hitp://pubs.vmware.com/vsphere-55/
index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-FSFDODE39E57.html
AFY T3 (HLOWebA v H—T oA ZADR) ¥Fa T4 BT FIAT AT 22097 LT, LA I—
Web A =7 xAf A% —RFLET,

ATy T8 [FET 7747 A (Management Appliance) ]>[> A7 LA EE (System Administration) ]>[7 ¢ A 7 & #
(Disk Management) JIZBEIL T, ZEA/KMIN TS Z & 2R LET,
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ForoE, v+—4. sLvEArRoRT

TARVMEE., 74+—%. BELICERRREORT

S]]

BRIEFIR

TFIA T ATRIAARER AT 4
A7 B E RN T D

[BELT 7747 A (Management Appliance) ]>[3 A
7 LEH (System Administration) > [T 4 A 7 & B
(Disk Management) ] &38R L £,

[ARFEY TR (Total Space Allocated) | 1278 &4 TC
WAHME (] : 184G of 204G) ZHEsE L £,

X2 VT4 EHT T IAT AD
FoF YT = RT Lz, HY
YVTHNTWAT 4 A7 B L)
BAEFH SN TWDT 4 A7 GEIR D
BERRTD

[E#T 77 A4 7 A (Management Appliance) ]>[3/ A
7 LB (System Administration) > [7 4 A 7 45 B
(Disk Management) | Z&R L £7,

HEFER SN TWARREED 7 +—X
DEGEFRRTD

[(BELT 7 Z A4 7 > A (Management Appliance) >[5

BHHY—E X (Centralized Services) |>[¥ AT LAT —

# A (System Status) | ZER LT, [ERHEEY—E R
(Centralized Services) | © 7 v a > CHER L E7,

BAT A RAVHEEEEIYHTICONT

N

GE)

CXa VT A EET T ITAT L AOFREFR VR =T 4 27 T 4 27 5RIE, B AL
Web Dl JF DT —Z A S vET, PREPIEF X —L LR—T ¢ 7 & igete il Web
LR—=T 4 T DELLN—TJ7 A F—T T D E, TRTOMEIENA X —T W LI-HERE
BRI ET, MhEAR—7 ML E, B A—ALBL R Web LIN—T (7 7 —
HIEE A A L, ST T7 7 — A F B A R_R—2TED L THENET,

s FIREREI Web LAR—FT 4 L A X —T I LTNDER, LR—FT 4 L TNTF 4 R

FEIEASEI D M THN TV WEEA,

VIR—=T 4 D ERE L £H A,

F 4 AT FENE ) BT HN D E T, iR Web

« LMD F—Z ZBUEDH MR LV D72 < F LN, RERT —Z ZHIBRT 208
WET, TOMDY +—=F DT 4 27 FIROEH (80 ~—) 2L TIZEN,

Y Y= TANA BECT Y T LA I RHEOT 1« A7 FilkA F R 2RI T
[ KU Y= TAAR BECT Y BT LA I RHEAOT 1« 22 FUROHN D 4T LU
FHEA D A v — P ORFHII 2 BB LT S0,

DT XTOT—2 24 7 TlE, BFEOHY B TEZIEDOHENEL VDR LIcLE.
FLWEID B TENICTNTOT = NINEDHET, kbhWT—Z0nbHlRshET,
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B = xramcmyra7s—rosEorR

LW A= DRBHEER SN TVWDT 4 A7 I Y b REWGEE, T2 i3kbhE
A,

cHIDYTEAERICRET DL, T—ZIIkfFhe< R £7,

T4 RAYVEBICET ST 57— FOREDHEE

FOMDT 4 AVFEHBENRT +—F D I5%IZETHE, BEL LDV AT AT F— No
fELET, TN6DOT7TT— b ELIEEEIE. MLTHIXLERHY 97,

WERIZT 77— BB X2 T2I%,. 77— bOFEH (51 =) 2B L T EEN,

ZTDOMDI +—2 DT 4« AV EEDEE

FOMD T 3 —Z NIV AT AT = ea—F F—2REGENET, VAT L T —FITHIKR
TEFEHA, BEHTX22—Y FT—ZIFROT AN ZALTNHY £,

EEMR FIE

a7 77 AN [BET 7T 4 7 A (Management Appliance) |>[3 AT A& HL
(System Administration) [>[2 27 %7 X7 U7 a2 (Log
Subscriptions) [ IZBEIL T, L FNEEITLET,

o [A R (Size) 1FIRHLEZZ U v 27 LT, &bEL DT 4
A THERAEEE L VWA SRR LET,
R ENDZTRTOR T BT 2T ) g U RNHETHD

ZEEMERLET,
o MEELL BICEEMI e 0 7 LU > TR WD B RERR L £
R
« ARERE AT, u— A — R —T s A NP A RBIEL L
iﬁ‘o
Ry b ¥y T [~V 7 LY AR— b (Helpand Support) | (i &8O UT)
>[Ny b ¥ 7 F v (Packet Capture) | IZBEIL £9, RE
X ST HHIBRLET,

a7 4 Xal—vg TTTAT o AD [data/pubT 4 L7 R VIZFTP CT 7B AL %
77 AN R

(ZHoDTFANANEL | TFIFAT LU A~DETP 7 V¥ A2 RET 510015, WEEBRL
DF 4 AV HERAEMEET D | TLEEW, FIPREATOT FI9A4 TV A~DT 7 A

AREMEITIER VW E B 2 B E
+)
I A= A X [ AT LB (System Administration) |>[7 ¢ A7 &2 (Disk

Management) ] IZBE)L £,
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TAARAVBEBEDHBEY KT

ATy I

ATvT2

ATv73
ATy T4
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ATvT6
ATy 71

T A A7 BIRMEHN L TORVEREICEI D S ToON TV DA, 23, 77747 A TH
FEDKEREIC DWW TIISHEEIC T ¢ A7 BRI T 2 b O DOOFEEEIZ DU TR 2 k03 &
2HENE. T A A BEHEOE) Y TELETEET,

T RTOMREIC S HICEENVLERGAEE. N~y =2T7O0O7 v 77 L—FK, F3MET 7
54T v ANDEINT 4 27 FEIROE 0 ST ERF LTS, [ BT FI5A T o 2D
) R T £ AV BEBOTER (18 2—) | #BRL T &N,

4 SRS

T AATENETCEERT DL, BMFEOT —F LR OT XA F ) T 4 ICRET S
BandY £T, KT 4 AZFHEED B TIZONT (79 X—) THEBREZZSHLT

<TEEV,
c[REEDND A v — U % FEICTHRETLITHIBRT 2 2 & T, R O Z —KigIC/ER T
XS

FHLOWeb A LA —T 2 A ADH) X a VT4 EHT TIAT AT 2200 LT, LA L—
Web f v #—T7 A R%Er—RLET,

[[EET 7 Z A 7> A (Management Appliance) ]>[3 A7 A H (System Administration) [>[7 « A 7 &
(Disk Management) | Z 3R L £9,

[T 4 A2 7 +—% Otk (Edit Disk Quotas) 127 U v 7 L£7,

[T 4 A2 7 +—H% OfftE (Edit Disk Quotas) ] X—Y T, £V —ERICEY B THT 4 A7 HEBOE (F
TRA NEAL) ZATTLET,

[5fF (Submit) | %27V v 7 LET,
ERIA TR T Ry 7 AT, LW A —FDOi%E (SetNew Quotas) | %27 U v 7 LET,
[#EET 2D (Commit) |7 V7 LTEREZREFELET,

EA— LX) T4 TITITATVARADIVRTLDIREE
S5 70SEOLEIMEDTE

\)

GE) b LEWHEICEETST 7— NaZET 513, FEHEMBEA— L X2 0T 7
TIAT U ADLEWVEEHRELET, iz W T, BEVOEA— L X2 VT 4 T
TIAT A V) —=ADa—Y A REIZA U TA 0 ~VT T, VAT LORED LX)
EOREICET 2IEHRESZHRL T ZSW, HxDT FITAT UV ANGF Ty ROV AT
LORIEF = v VB EITTEET, TTITAT LV ADREOF = v 71250 TIE, BHEWVWDE
A= N X2 VT4 TTIAT LAV —=ZADa2—F A REFIZA L TA v ~LVTEBR
LTL &N,
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AT T1 FHLWWeb AL 2 —T A ADIK) X2 UTFT &7 54T AT 3 7 Uo7 LT, LAY—
Web A v Z—7 A 2% —RLET,

ATy T2 [EHT 7747 A (Management Appliance) ]>[ A7 L& (System Administration) ]>[3 AT L DAk
f& (System Health) 1 %72 U > 27 LE7,

AT w73 [REDOHSE (Edit Settings) %27V v 27 LET,
ATV T4 I a v ERELET,

TI7iay BLL]

2IRDOCPUE A= (Overall CPU Usage) T 74V b 85%

AT Y R—=T AT 7 (Memory Page Swapping) T 7 4V k5000 ~<—

U —7 X2 —NOiKA vE— (Maximum Messages in Work Queue) |7 7 +/L bk : 500 A v&—

RATYyTE EHAREL, RIFLET,

SAML 202k % SSO

«SSO B LT SAML 2.0 [Z2W T (82 ~—)
«SAML2.0SSO DU —2 71— (82 3—3)

« SAML 2.0 IZBH ¥ 2 1EEFH L HilfFE (84 ~—)
o AN ANEBER O SSO DFRE STE (93 X—)

cCiscoEXa UTF W T 54T ATDSSO DHREHE (84 ~2—)

SSO 5 KLU SAML20ZDLNT

Cisco AT Y ¥X 2 UT AT 7T 47 2 AL SAML2.0SSO 2 ¥R — 45 X 5Tk
DELE, 2Tk =y R a2 —HF 3% OMEN T O SAML 2.0 SSO %G —EZA~DT 7
TRFEHLTHWDRICZ LT o v X v afH L CANRARREHC T 7 BATEET, &z
IX. SAMLID 1u 34 #— (IdP) & L T Ping a2 AN L TH Y, SAML 2.0 SSO XD
Rally, Salesforce, 33 L O'Dropbox D7 H0» FafkioTnET, H—E R 7/ 3( ¥ — (SP)
E L TSAML2.0SSO %R —hF 25X HCCiscoarT oY X2 VT A BHT7I74T
AEMERTHE, 2 Ra—PF—EY A A T2 T TARLMEMAE G _XTOY—1
AT VR ATEL LI ET,

SAML2.0SSO WU —% 7 A—

SAML2.0SSO V—7 7u—%_  IROKIZERLET,
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samL20ss0 o 7—4 70— [

7:SAML2.0SSO D7 —% 70—

%@iii

Web Browser Service Provider (5P) Identity Pravider {1dP)

44444"44——+

User requestsfor aresource (far
example, EUQ)

5P redirectsto IdP with SAML
authentication request

Browser sends SAML authentication
request to [dP

h o o

IdP authenticates the user

F

IdP redirectsto SP with SAML
assertion

44444€}44——+

SAML assertion

SP provides access to the requested
resource

J—-2 70—

1. = Ra—Vit, Wb 770 VEFHLT, =R TuiZ— (TFI7A4 T R)
MU Y—REERLET, 2&xF, = Fa—Wik, AL EHAORNSAEHY v
7V v LET,

2. V=t R 7 A FE, SAML #HFEERTWeb 7 7 UVICEREZY XA L7 MLET,
3. Web 77 %L, ID 7' /31 X —|Z SAML #8GEER %V L—L ¥ 7,

4. D7, F—F, = Ra—VE2FELET, ID 7o f X =T N a—Fiza s

Ay X=VEFRRL, TR a—FRa s/ LET,
5. ID 70 A X —(Z, SAML 7% —> 3 &4 LT, Web 7T ¥k KL £,
6. Web 77 UL, y—E R Fu A F—ITSAML 77— a3 &Y L—LEd,
7. —ERX S Hx—L, BERINY V= RA~DT 7B AR E LET,
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SAML2.0 [CRH9 %X EFEIA L FHINEIE

/T Uk (84%—Y)
o« —fi% (84 ~L—)
o EPLE D RSN ARBEE~DOT 7 R (84 =—)

a7k

Ty R a—FR, ARLEHEPSe 777 FLTH, D SAML2.0SSO @727 7V r—
arpbiFn Ty hEhvEY AL

— %

Cisco 2T Y X2 )T 48T 74T A LTI, —E R a2 —LID 7 nm
NAB—DA VAR A | DOLRERTEET,

EEEFOANLRHEADT VR

ANLIREEF O SSO AN L TV DG, EHEFIT A/ S Al@EED URL

(http://<appliance_hostname>:<port>) ZfHH L CANAGEE~T 7 B ATE R DL E2R
ZTRNTLEEN, FHETI Web A v H—T7 oA AZMEHLTARLREHHICT 7 82T
FT ([(A—/v (Email) ]>[A v E—TOREHEE (Message Quarantine) ]>[A /S AFgHE (Spam
Quarantine) ]) ,

CiscotxX1!) TABEBT7ISATFTUATHDSSO DERTEHE

Flig
AV RFEEETIVa Y B#
ATy | A2 L9, BESE (84 —70)

ATFy T2 | —vRTFa M = LT, TIXI9AT L AZH |V —ERA TFu L X —L L TDCiscoa T2V &
ELET, X2 VT BT FIAT U ADRE (853—)

ATFYTI|DP T 7 I IA T v AEBETH L IICID 7N |Cisco b ¥ = )V T 4 FET FI7A4 7 A LWIETSH
A —"RELET, 72D ID 7 a g X —D%E (87 ~X—)

ARTFYTUNTTFIATUATID 7u "M F—2HTELET, Cisco 2T oY X2 VT4 BT T4 7 A
TOID 7 /3 B —DFREDHER (91 =—)

ATV TS| T T T4 T ATSAML i L CHMEBREFEZ A %) | SAML ZFEDHZME (92 ~<2—3)
ZLET,

Db a3

Y R—bENDTAT T AT 4 TN F— (85 X—)
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HBR—bENB3FTATUoT4 T4 TONAE—

WHEBTHEHTAID 7ua X, X —NCiscoEA— N tXa T 4 TFI5AT L ATHR—FE
NTNENEIDEHRLET, KIZ, PR—FENDID 7Tu i, X —2 R LET,

» Microsoft Active Directory Federation Services (AD FS) 2.0 L&
* Duo Access Gateway

e Azure AD

X217 BEDAE

TTTAT VAL D T u F—OROMIEE ¥ 2 U T o TRHBT B IS BRI OFE
LI L E T,

« T T TAT AT SAML SBRFERICEA T H, 721X 1D 7 A X —T SAML 7 H—
VarvuEREE T A5G, BOBLIEHEEIIEETE 5 CADFEHAE, B L OREMN
TONTWEMES—Z RS LET,

eID Fu N4 X —TSAML 7% —3 a VNZBLTHESIT. ID 7 u g F—OFHHEZ I
BLCTTIAT LV ACA R—F LET, 7T IAT L RIZOHEHERFERAL T, &
KR SAML 7V —2 a U EMER L ET,

FSEEAE DL

WH, T4 TV APLER&G LIREHET pk BN THY, 7774 T v A% — R 7
BN B —E LTHET D & X pem BRUCEHRT HMLERH Y 37,

uﬁﬁﬂi%" pr ﬂ:/JCﬁ ) .pem ﬂ:/ W*ﬁ?“é EN /)*(@?’7"«%1?75’ b‘i@”o

«OpenSSLY — L& H o a—RLTA A=V L, TTIT7A4T UV ANLEMS LTZGEHE
T AN (pfx) AU AR—bFLET,

® 7)/—(0):"73/ F%%ﬁi LT, %E%%%f pemﬁﬁiﬁfﬂiﬁxﬂ‘f~ ]\ Lijﬁo openssl pkcsl2 -in

<certname>.pfx -nokeys -out cert.pem

cRDavy REETLT, MEX—% .pem AT AR — K LET, openssl pkesl2

-in certname.pfx -nocerts -out key.pem -nodes

s RO REFITLT, MEXF—DLNRAT7 L —X%HIBRLFE T, openssl rsa -in

key.pem -out server.key

H—EX AN/ F—LLTDCiscoarToV X ) TAEEBT7TSAT AN

theb BHEIIZ
TRIFESRE (84 _X—2) | ZERB LTS E &,
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B v—cxo0qs—clTntisconssoy £%1UF 4 EET TSA7URORE

ZAFY Tl (HLOWebA v H—T o2 A ZADR) EFa T4 BT FI5AT AT 220 07 LT, LH—
Web f v ¥ —7 A A%km—KLET,

ATy T2 [FET 7T A7 A (Management Appliance) ]>[¥ A7 L HL (System Administration) ]>[SAML] % j%&
RLUET,

ATY T3 [h—bE 2712/ 1 F— (Service Provider) | &7 2 a v CT[H—E AT (X —DBN (Add Service
Provider) %7 UV v 7 LT,

ATV T8 ROFEMEANTILET,

J4—ILFK SR BA
a7 5 A% (Profile P—ER TFuf T —Ta7 7 A VOLETEATILET,
Name)

a7 4 Fal— g VRE

7T 474 1D =R TN E— (ZOE, THEROT 774 T A) O7a—n
NREAOLRIE AT LET, @, —EX M X —x T 1T ¢
ID D=4 URI T4,

A i ID DR ID 7 A =N SAML 7H—3 3 o Ca—HF2EETI20IEHTH
X,

TDOT7 44— IV RIIEBRETXETA, IDTOAAL X —RBRET A OE
MBI Y £9,

TYHy—varyaryva—~ |[FBEENREEICETLEH T, ID 730 X—NSAML 79— 3 V%%
URL {59 % URL, Z D4, A/ SAR@HED URL T,

DT 4=V RIIRETEERA, DAL F—2RETHERCZDE
NULENZ ) £97,

SP REHE GE) BEX—IT pem B THLIMLENRH Y £7,

RAEEKRDES

T T FAT AT SAML BREERICEL T D56

1. FERAFELEEMIT O TV OIREF—%2T v e —NLET,

2. MEX—DONRZATL—X AN LET,

3. [BAEK (SignRequest) | #3®IRL £,
ERilEShiz7H—2 3 DESR

SAML 7 % — a3 U EIFBALT 5 L 52D 7 s F—% B ET D54,
1. FERELBEMATON TV IMEF—42T v 7 r—RLET,

2. WEBX—DRZ2T7L—X% AN LET,
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Ciscot¥1UF(BEFISA7oREBET S0 Tn14—nkz [

J4—I)LFK SR BA

BT H— g SAML 7H—3 2 VICEAT D EHICID 7 ang X —2ET 554,
[B4 7 —3 3 (Sign Assertions) | Z 3R L 7,

DX TvarEBIRTLHE, T4 T AITID 7 as A X —0GEH
HEEBNTHMLERHY £F, CiscotF =T 4 FHT 734 TR &
WIET D00 ID T aNg X—OFE (873—) #BRL TS
A%

AR A FAREDOFEM A AT L ET
ID /e A X —E, =7 —al TCIOEHREMEHLET,

a2 VW& bt Hfm 72 BB by 0B A—L T RLAZ AN LET,
ID /e A X, =5—al TCIOERPERLET,

ATy FE [BE (Submit) 1227V v 27 LET,

AT Y T6 [SSODORKE (SSO Settings) | N—VIZERENDII—ER TS X —DALZT—H (2T 47T 4 ID
ET7Y—a VK URL) & [P—E A7 a1 X —37E (Service Provider Settings) | ~<— U IZFRR S 4L
L4 ID O A EEEOET, ID T X —THh—ER T F—%2RETDHEEIT, ZHHD
PRI e D ET,
MEINLT, AT —F %277 A NVELTZIAR—FTEET, [AX¥T—FDxTI XAKR— bk (Export
Metadata) |27 Vv 7 LT, A¥T—% 77 ANVERGFLET, —HOID 7u X, X —TiE, A¥T—
2 T7ANNE—ER Fua X =Dz n— R TExET,

RDZRY

TTIAT U ALBETHEOICID e, X —2FRELFET, Ciscokxa T EHT

TAT UV AEBETHZODOID A E—0RE B87T—Y) ZBRLTLEEN,
Cisco LX) TABEBT7ISATUREBETAHE=HDID TO/NAZ—DETE

bR IS
RONFIZONTHERR L T EE 0,

T T IAT VAR —E R a4 F—L L THERINTWS, —ERX 7o/ F—
LLTDCiscoar 7oy X VT 4 EHT 774 T LV ADRE 85—) #5H
LTL &N,

s —ERT AN =D AZT = E ORI E— STV DD, EREAZT—F 77
ANVNT I AR—FINTWE, P—ERTa /X —L L TDCiscoa TV Fa
VFr 4 BT 7747 ADRE (853—) 2L TLIEE N,
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B ociscotraUFEEFISAFUREBET H15H0 ADFS DRE

ATY 1 ID 7u A X =T, ROWTNEFITLET,
AR TN E— (TTITAT U R) Offilx FETHALET,
cID VRN B =PNRAET =2 T 7 A NINEF—E X T X —Dfllan— R 5Z &L
TWAEERIE, A¥T—X% 774 NVvEAL R —FLET,
TTTAT AN SAMLEREESRICEL T D L 9 ITHE A 0O%E . £721XSAML 7 —3 3 2151k
T L TEOEEIT, LB T HAEFEL ID 7 r o X —ITBEMLET,
ID 7 Z—EHEDOFEIZHONTIE, UTZBRLTLIIEEN,
«CiscoEX a2 VT 4 HHT 7 I7A4 7 L ALBET H728DD ADFS OFE (88 X—)
«CiscotFx 2 UT A HHT 7 T4 T L ALBET DH720OD Azure AD DFRE (89 ~—)

«CiscotxX 2 U T 4 BHT 7747 A LiBET 57250 Duo Access Gateway DX E (90 ~—)

ATFYT2 IDTuNRL BT —DAEZT =R 2EBIRDLNETNIA LT —F 52T 7 (e LTy AR—FLET,

RDERY
TTI7A T ALETID 7 a A X —OREEMHKLET, CiscotFX=a VT 4 EBRLTSI747
VALBETATZODID uf X—DRE (87 —) SRR LTLIIEEN,

Cisco ¥ ol T4 BE7 TSA 7R EBIET 51000 ADFS DB FE

LTI, BEWOT T I 7 ALEET DL OICADFS (2.0 LK) Z8RET D72 0OICFAT
TOMEND DX A7 OPETT, SEEPOFFEMAEFIRIC OV T, Microsoft D~ == 7 /L%
SR TL7EEY,

L= RN—F 4 L LT —ER TS F— (TTIATLR) OTYP—gr ayv
L a—< URL ZBIL %1,

«[VULb— =71 F7 A (Relaying Party Trusts) ]>[7"2/37 ¢ (Properties) ]>[ID
(Identifiers) 1>[V L — /3—7 ¢ ID (Relaying Party Identifier) ] T, #—E & Fm, 1
= (TTITATVA) DT AT 4 IDEANLET, ZOMR, 77 I74T L AD

=R TN, —REOT T 4T 4 IDELFRUNE D PEHERLET,

« BAANY O SAML FBGEERZXET DL — R T, Z— (TTIT7A47T 2 R)
ERERESFOGEIL, =X T a S X —0iiE GRAEEREBL T DO S
nz) #[V1— =74 b7 X b (Relaying Party Trusts) ]>[7 ©2/37 ¢+ (Properties) ]
>[%#E4 (Signature) | D FT.cer BRATT v 7m— RFLET,

« B 5 S SAML 7% —3 3 U ERK(ET D K 912 ADFS M T 525615, —E X
TanNA B— (TTF7A T RA) OFFHEEZ [V L— "—F ¢ b7 X b (Relaying Party
Trusts) 1>[7" 7 /37 ¢ (Properties) ]>[Hf5{k (Encryption) ] D F T .cer B TT v 7
n—RLET,
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Cisco %21 7 4 BET F54 7 VR EEET 51-000 Azwre AD D5 ]

s[VUL— =71 FZ7 AL (Relaying Party Trusts) |>[7" 2/ 7 ¢ (Properties) ]> [FFHfH
(Advanced) ]| FT, ¥Xa7 vz 703 Y Xh% SHA-LIZHELET,

o JiZZ SPNameQualifier 23 8O 5720 D H AL L )L—/L 2Bl £4, RO T 7 A i,
Y TNDT AL L — LTI,

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>

issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer=
c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"]

"urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress",
Properties ["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"]

"urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified");

BRNL—NVEREL, EL A=/ T RLAD LDAP BMEERETRZ AT (B A—/
T RLR) ELTEETHIRITEHFAZEBMLUEST, /o, RITEHEHRAIZEBML T,

TN—T @D LDAP BIE 2 LEER Y A7 CRIEED I NV—T) L LTHEETHEIIC
Lij—o

Cisco X1 )T A BB TSATUREBIET B1-6HD Azure AD DHTFE

IR, BEWOT TI7A4 T ALWBETDHEIIT Azure AD ZRET DI OIZFEITT H 4
NHDHH AT OETT, BENP O TFINEIZ W T, Microsoft Azure AD D~ == 7 )b
FEBLTLEE N,

*SAML 7% —v a VEZERBIOUET L —E X Fu g X—Fhl7 L LT, —F
A TaR_L =D (TTIFATAD) TH— g ara—<—URLZBILE
j‘o

[ F—TFA4 X7 7Y r—3 3 (Enterprise Application) [>[#HLW\T7 7Y r— 3
(New Application) |>[¥+ Z U —LANDOT 7V r— 2> (Non-gallery application) ]>
[ 7 YA A (Single Sign-On) > [FEASAMLEXE (Basic SAML Configuration) ]
12D Azure R—HZ WY —E R Fa s, Z—D (TFIF3A T AD) =T 4T 4 1D
EANNLET, ZOMER, TTIAT UV ADY—ER TN X —REDT T 4T
IDEEFCMNE D DEERLET,

« BAAD O SAML FBREERZEXEFET 2 L)Y —E R T ufF— (TTFTA4T )
2GR D51, [SAMLEAREY]E (SAML Signing Certificate section) | &7 2= >
([ —TF A4 X7 7V — a3 (Enterprise Application) |>[H LW T 7' U 7 — 3
> (New Application) 1>[¥+ 7 UV —LSDT 7V r—3 3> (Non-gallery application) ]
>[Nt A A (Single Sign-On) > [SAMLEA4FEAE (SAML Signing
Certificate) ]) T, —ER Fuf F—0it##HE GRRFERELELTODIEN S
%) 7y 7r—FRNLET,

o [2—YEIMEL 7 L—2A (UserAttributesand Claims) &7 v a v ([ ¥ —F 734 X7
U /r—3 3 > (Enterprise Application) 1> [#H L\\7 7Y 7r—3 3 > (New Application) ]>
(¥ 7V —LSDT 7Y r— 2 (Non-gallery application) ]>[> 7 LA A
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. CiscotFal) T4 BET7TS5A4 7 RAEBIET 16D Duo Access Gateway DX TE

(Single Sign-On) ]>[—W¥ @I L 7 L—2A (User Attributes and Claims) ]) CTZ/L—7
JL—LEREL, SV—TREEBIMLET,

e Z—HFNRSAML 7H— 3 VEIIREICESNTCT S r—vaviin /(o TE D
HNTT BT, [¥ET 7V & —3 3> (Enterprise Application) [>[HHR 7 7V /r— 3
> (New Application) |>[FF¥+¥Z U —7 7Y r—3 3 (Non-galleryapplication) ]>[=~—
W& 7 v—7" (Users & Groups) | D Tz —H L 7 —7%BMLET,

CiscotX)TABETITSA4AT7 U RAEBIET S1=-8D Duo Access Gateway D& E

LTI, BENOT 7747 A L0E7T 5 &L 912 Duo Access Gateway & 5X iE 9 5 72 DITFAT
TOMEN DD H AT OBMETT, B OFHMRFIEIZ- DV TIE, Duo Security D~ ==7
NEZRLUTIEIN,

*SAMLT7 ¥ —v a U EZEBLOUET L2 — A oM X —x2 o KR4 & LT,
P—bE R TN E—D (T FIATAD) TH— g a3 =—<—URL BN
Li—é‘o

s [Duo& /XL (Duo Admin Panel) 1>[7 7'V 7 —< 3 > (Applications) |>[7 7V r—
v a ORi# (Protect an Application) ]>[SAMLY—E R 7 1z /31 ¥ — (SAML Service
Provider) ] T, y—ERA Fu (& — (TTIFATLRA) DT 474 IDEANLE
T, TN, TTIA TV ADY—ER Taf X—REODT T 47 4 IDEEFRT
ME I MERERLET,

« BAAD O SAML BFEERAZEXET H LI —ERXR T ¥ — (TTFITA4T U R)
BAE AT A DEA1E, Duo Access Gateway (ZFBAE Y — A K TET DRI, —E X 7
/f & @NEEﬂ% (uu nmg;k%%‘%ﬁ‘é 712_ Kﬁiﬁﬁ éhé) ’Z’.cerﬂéﬁ’(“7“/7otl~ I\L/i
7

« L ENTZ SAML 7 H—3 = 2 X5 T 5 X 512 Duo 2T DRI OS5 A 1E, Duo
Access Gateway (ZF3alE Y — A ZRET HEEC, b—ERXA T u M H—0 (TTI7A4T7 A
D) FEHEL cer FRATTY v 7 —RNLET,

s [Duo&#L %/ (Duo Admin Panel) |>[7 7'V -—3 a2 > (Applications) 1>[7 7 U 7 —
v a »rOfR#E (Protect an Application) ]>[SAMLY—E X7 1 /31 4 — (SAML Service
Provider) ] . NamelD f£zU& LT [RFEE (unspecified) | ZER L E T,

s [Duo&#L Y%/ (Duo Admin Panel) |>[7 7'V -r—3 a2 > (Applications) |>[7 7 U 7 —
v a rOfR# (Protect an Application) ]>[SAMLY—E X7 1 /31 4 — (SAML Service
Provider) ] C, ¥ a7 Ny o 72 Y X L% SHA256 ITHEL £,

s [DuoE B/ %L (Duo AdminPanel) ] T[SAML-V—tE A7 /1 Z—RE (SAML - Service
Provider Setting) ] ZiXE~ 7 1 /L& L THR{F L. Duo Access Gateway TZ D E 7 7 A /v
% SAML 77U 75— /a/&bf%/T FLET,
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Cisco AV T k¥ 0T 4 EEBF IS4 72 TOID F0i1 ¥—oiEohs [

Cisco A>TV XA TABET7TITSATURATOID TANAE—DHRTEDIER

IR& HEIIZ
WONFIZOWTHER L T IEE0,

T TITAT VALEDBEDOT-HDID T u/ A X — RS TWD, Ciscotx= U7 4
BT S5 TURALBETATDOID T a A, X —DFE (872—) #HLTL
720,

eID TR, B —DAE T —HDHEMETNTIT I AR—NENTZAEZT—H 77 A3 =
=X T3,
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ATw T2 [E#T 7747 A (Management Appliance) ]> [ A7 L& (System Administration) |> [2A%E% €
(General Settings) ] Zi#R L 7,

ATY T3 [REOHE (EditSettings) 1227 Vv 7 LET,

ATw T4 [[EA#ET— KD EEX (Override IE Compatibility Mode) ] 7 4 —/v K C[A%) (Enable) | F=v 7 Ry
A F T LET,

ART9TS BEREEEEL, RIFELET,

FISATUVRATEMNGY—ERDBEEERAT—F X
DR

CLI C diagnostic > services W7 a~ 2 R&ZHEHL T, UTFT2ETCTxET,

T T IAT UV ATHNI o TWDEY—EREZHEIH LEST, 777947 A HRIT
AHVEITIHY FH A,

T FIGAT UV ATEHENNI o TNBYF—ERADAT —F A 52F R LET,

Bl: Lik— bk H—ERXRDRATF—2 ADKRT

W@W’J“ﬂ‘i\ services 2~ ¥ NZ&{#iH LT, TIIA TVXTﬁé‘j”:fﬁ’)Tl/\é LiR— k ¥—
EADAT—H Ak FRLET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- SERVICES - Service Utilities.

[1> services
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Choose one of the following services:

FISATURTENLY—ERAOBEBLERT—220%T [

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI
- WEBUI - Web GUI
[1> reporting

Choose the operation you want to perform:

- RESTART - Restart the service

- STATUS - View status of the service

[1> status

Reporting has been up for 28d 20h 45m 35s.

Bl: AvtE—2 FSIYF T H—EXDEIRS
OB TIX, services A~ REMFHL T, 7 IA TV ATHDNIR>TWEHRA v E—

N yFRT - AR LET,

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.
- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.

- SERVICES - Service Utilities.
[1> services

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI
- WEBUI - Web GUI
[1> tracking

Choose the operation you want to perform:

- RESTART - Restart the service

- STATUS - View status of the service

[1> restart
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