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and Conformance (DMARC) RRREIZHRR L7z B EEDO KA AL v, BELOERAL b D
ZEA Y E—VICK L TCEITENTET 7V a VOBERNFERENET, ZOLR—F2HAL
T DMARC & EZ feifb L, IRO K5 eff a2 G CTE £,

* DMARC BFEICK L2 A v — V2R B ELEE LTI R ALV

« % RAA T, DMARC BEEICRIA L2 A v —VICk L CEITSNEZT 7 v a v
DMARC BGREDFEHIZ OV T, BEVWDOE A=V X2 VT 4 TTIA T ADE T A
v NIVTET T —Y H A R T [Email Authentication] D&EZZM L T 7ZE W,

[+ 7 ek (Macro Detection) | LARA— h R—U 2 LT, ROEHAFRTEXET,

c T ANEATRDO~ 7 0 BEIN R0 22BN 7 7 A VEBD AL (77 7B LT
#EA) .

« T ANEATRIO~ 7 a PEDNIR S TEEGIRS 7 7 A NVED AL (7T 7B LD
#E) .

~ I uPNFIN ISR T 7 ANDEE T ) vy 7T HE [AyE—Y T vF T (Message
Tracking) JIZBE A v — VAR TEET,
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[4V 888 E 7 « — K (External Threat Feeds) 1 X— .

\)

GE) LiR— AR IR OB NIEA LU E T,

T —HAT T ANRIZ IO O~ 7 alBmlEns e, 7—IA4T 774V %
A TR ET, T—HAT 77 ANVHNO< T a DGRt T7 7 A LD

Bixmnvor hahEdi,

HLDIABLT 7 A NN 1 DL ED~ 7 uPdBHEns L, B AV ZA TN 1IE
ZFET, MOIALRT 7 A VND~ 7 a NGRS T206 7 7 ANV OEIT A T > b &

NEE A,

[V E282 B 7 «+ — K (External Threat Feeds) ] R—

[SMH& B 7 «+ — K (External Threat Feeds) ] LAR— h X—U Tk, LFE#RRTEET,
c A=V TEBERNT A7 IND EALETF V—X (77 7)) .
c Ayt —VTHBERET 2720 S5 ETF VY —2 0% (REH)
c Av—UTRIBSNIZHBIZ—%T 5 EAL10C (777X
CEEOBHLEEA N E 7 ANV E T LD IND EALETF Y —2X (77 7
Et) o
CEBEOBHLEFA NS E 7 A NV EZ T HTOIEH SN D EALETF Y — A OME#E (&
) .
[N ZE 7 ¢ — K Y —AO#E#E  (Summary of External Threat Feed Sources) &7 + a > Tl
UTEFATTEET,
HFEDETF Y —ATAvE—UHEI Vw7358, [AvE—V N7 vF 7 (Message
Tracking) ] ICBIHERA v — VA2 FRTEET,
cFEEDBEET 4 — R V—R% 27V v 73 5&, 10CIZHSW ETF Y — A0 5 M & Rk
TEET,
MREDIKME T0C) O—EHOHEE (Summary of Indicator of Compromise (IOC) Matches) | & 2
Ta TR, UFEFITTEET,
cFFEDETF Y —ATIOC D¥a 27 ) w7 3HL, [AvE—Y T vF T (Message
Tracking) ] ICBEA v —VH2FRTE ET,
BFEDIOC %7 U w735 &, ETF Y —AIZHESNW10C DMz £RTEET,

[DA4ILAR 24T (Virus Types) ] R—

[A—/V (Email) ]>[LAR— T (Reporting) ]>[V A /L AH AT (Virus Types) ]~— Tl
Fy M=V CHEZEINTZTVANAOMENRINET, [VA /LA XA (Virus Types) ]
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B vz 547 NinsTypes) 17—

=TT

hREPHEDEFA—L EFaUT4 LR—FT4250ER |

. EA— N EX2UT 4 TTIATVATENETAYA LA AF ¥ = Ii0C

FoThHiiEn, EX=2 VT 4 BT T IA TV RZEREIND VA NVARFEREINET, 2
DUVAR—=FEHEHLT, FEDOTANAIK L TUEEZITWET, =& 21X, PDF 7 7 A /LiZ
MAAEND Z ENHHALTHWD T A NV AZKEICZE L TWDHA, PDERXTTEN TN
Ay —VhBHET DT ANE T a s EERT D RSN E T,

)

G¥)

TANAREGET 4 VF TR, 22—

ATHZ e, TRHEDREHD T A L A&

Gl A v —VaRlT 22N TEET,

BEOTANA AT ¥ 2oV EFATLTODEA,
— 7725 T
ICRREND TANADLANE, TANLAR AFX vy TPl L THIE SN 440
TT, BEOAF Y o DUR1OD T AN LIRS, R YA LRI

D el G (= S

./\“»—-«“

DI b Y BIEET D AR

=R 9:[*—)L (Email) ]>[LHR—

[T A NWAK AT (VirusTypes) ]-3—
HFTRTCOTA VA AF ¥y TPV ORERNPEENE T,

s U CHE S
EMEDND D £,

~ (Reporting) ]>[94 VR B A T (Virus Types) ] R— D

o ay

EIDII:I

Be

[RFfH#iPH (Time Range) ] (Fmy 7 X U X
~)

1~90 BIE/ZII W AX LA BEFHEAEECE D Fuey 2o
U R L, FEMHEFHOFEM & EEO=— X ZhbE T AZ~ A X

SWTIE, bAR— FORFH#EHOERZ SR L T 7Z S0,
B L7 E A NAZ A T O AL (Top OB arTiE. Xy NT—JIZEEISREIANADT ¥ —
Incoming Virus Types Detected) | M Ez—RFRrRINET,
[ L7 E A VA Z A 7D 7 (Top ORI Tar TR, Ay NT—INLEESNTZTANVADT ¥ —

Outgoing Virus Types Detected) ]

b Ea—FRENET,

[V ANAS A TR (Virus Types Detail) ]

BEUANRAZA TOFEMPEREINDA L BT I T AT T—T ),

)

GE)

VA ZFRT DI

DANVAEGE LI A v =V 2Ry U —
A—/L (Incoming Mail) ]~—
V—hLET, AR

JIZHE LICAR A b 2o 51id, %215
DICBE L, R CHREHIFZEE LT, vA L AGMRNC

I, Rxy NI =T NTOUANAGHEDEF A —VEEFLZIP T R
. [BfE A vE&—%EFE (Outgoing Senders) | X—T &KL, U
A VAR A v — RN Y —

FLET,

[DAIWRE AT (VirusTypes) | X— /5, PDF 4K L720

.Taw T — X% CSV 77 A

MZZ I AR—=F LN THZ b TEET, 77 A NVERBEZIT=7 AR— 2760

ﬁﬁ_owf . [&
%Lf<téwo

# A A—/L LA— bk (Email Reporting) | X— YO (9 —) %%
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER
[URL 7« L2 U >4 (URLFiltering) 1R—% [

\)

6=

[DAILRE AT (VirusTypes) | =V DAV a— ViR ESINTZLR— F &2 AR TE
FT, ANV VR=FDATVa—RHE (140 2—2) 2L TIZE N,

[URL 7 1 JL% 1) >4 (URLFiltering) 1 R—<

sURLZ7 A4 NWH YT LiR— K EYa2—)UiE, URL7 A V¥ U TRHEHDOGHEIZDOHRAN
HhEanx4,

sURL 7 4 MHZ U T LiR— NI, EZEAvE—VICH L CTHERATEET,
cURLZ A NEZ N T 2PNk oT (FUFARLTORNT LAY T 4T AFky v
O—EE LT, ERFA v E—=/ar T 0y T4 N2 EHBFHALT) Ay End Ay

BT DOEN, TNHDET 2 —NMIZEENET, L. BT LLETRTORENURL
TANE ) THEBEDHTRRT DT TITTE A,

[ [EAZURLA 7 =Y (Top URL Categories) | €Y = —/LIZiX, a7 Y 74X FizlE

A=V T AN HT HNEI DI DLT, AXx I A ybE—U TR
SINTT_XRTOAT TV REENET,

ERA =V EBEEMNMTAZENTEBRLE 2T —2 a3y LYLT 1 DORTY, A

T—CIEH DO URL BB E5E. A v E—YANDOURL DEBEWLE 27— g Ui
FHEHRIC K S E T,

[EF%=VUT ¥ —E R (Security Services) ]>[URL” /% U > (URL Filtering) ] T
BRI/ a— VR Y A RO URL L, LAR— MZEENEH A,

RO 7 4 N2 THERENDTZHFATY A RO URLIZLA— MIEERET,

HEEDODHAHURL LI, TURNT VLAY T4 N ZICE>TLEa2T— a3 UBMEW EHIE

ENZURLTY, ==2—FI/LURLEIE, T RNT LA T4 NEIZE-T 7Y v 7
DRENLETHD EHE SN URLTY, L7adi-> T, ==— ;7 /LURLIZ Cisco Web

X2V T 4 TRV EA LT M DEDICEZBMAONTVET,

cURL T I R=Z2D T 4 NHADFERITIa T YRBIOA =Y 7007 LR— |k
IS nET,

*CiscoWebEFx =2V T X ickd7 U v 7D URL FHMEDORERIZ, LAR— MIX
M EHA,

[Web1 >3 593> k5 vx>%5 (WebInteraction Tracking) ] NX—

eWeb A XT3 a3y hToF T LR—F V2=, Web A XT3 b
T XU THERENEEAGRDOEA =N X2 VT 4 TTIA TV ATHEMNI > TS
BARIWCDOHRANTIENET,

cWeb A XT3 ary TRy Lik—hI, BZEAvE—VICRH L TERATE F
j—O
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
. [Webf >525%49 a2 b3 vFx 2% (Weblinteraction Tracking) 1 R—

e Ra—YPRNr Yy s Lic, BEEHMIONIZURL RV v—%7ET7 VN7 LA 7 74
NHIZEST) OIFENB, ZNEDEY 22— WIEFENFET,
*[WebAf % Z 27 a7 vk (Weblnteraction Tracking) ]~X— 2L, RO L HR—
FREERET,
IRy I Lf, EEBMAON-BEDHSH LA URL (Top Rewritten
Malicious URLsclicked by End Users) , IROTE#A G LA — M2 RRT HI1C0F
URL %27 VU7 LET,
cEEMZONEEOHH URLEZZ U v/ Lty Ra—HFD U 2 |,
«URL 7 VU v 7 Siuiz BfF &Rz,
sURL ARV v —F 7TV R T LAY T4 NV ZICL o TEZXBIOLNTEZNE DD,
s EBEXHXONIZURL B Y v 7 e b JICFEfTENT 7 vay G, 7ay
7 ETEARY) o URLBRT U AT A 7 T4 N BIZLoTHEEZBMIONTEY
BAKHIZHENMER CE WA, AT =X A IR E LTERRENET,

\)

GE)  HWIRRHHIZD, TR T LA 7L TEEHBIONZT
RTDOURL DAT—ZARRHE LTHRREINET,

EEMAON-EBEEOHDSURLEY ) vy LizEfiiT Y Fa—4 (Top End Userswho
clicked on Rewritten Malicious URL s)

Web 4225953y bSyFUoTDHEM, ROBHEMNEENTHET,
s EXMHZ ONTZTXTOURLDOU AN EEOHDIHLDOLEZ2NHD) , dE LA —
h ZFRRT DI, m&%&u/7bi¢
e EXWLZ SN URLNZ Y v 7 ENEHBICETENZT 73y GFrl, 7ay
7. EIEARH) L
T Ra—¥NRURLEZZ U v 7 LI XICFDOURLDHE (7 ) —  F-I3EED
HD) DWAPATH LA, AT —FAIAHE LTERRENET, i, =2—HFD
7Y 7T, URL DB E BHICHHBE SN TV, Web — "0 A 7 0 LTV,
BIERARETH ST O THLAREMENRH Y 7,

cHEMAONIZURLZ Y Fa—FRr Uy 7 Lichil¥, 7V v 27 S URL &5
DTN TOAYyE—=VDY R FERRTHITIE, FE5E227 U v 7 LET,

s RO BIZHEE LT EE 0,

cHEDHHURLAZEXWZ 121410, A vt —V2FELTHOa—Y (FEHERY)
BT AL Car T oV ERIFA Y= T AV EERELTOALES, B
NiEa—PNRZEOEZIBIONTZURLEZ Uy 7 35E, JEOZEHD Web A X
SUvary NI vR S T —E2NHESLET,

c EXMAZ LN URL 250N A vE—VDat—%, WebA X —T7 A
AEMEH L TCIROZEEDUSNO2—F (FEHER L) [ZEEFETIHE. TOMmo2—
PREOEEWMZONIZURLEZZ Y v 7 35L, SLOZEEDOWeb A XT3
VTR TN LET,
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[f&% A —)LDE (Forged Email Detection) 1 R— .

[fA%E A —)LD&HE (Forged Email Detection) ] R—

o [tA2E A — O, (Forged Email Detection) | ~X—IZlE, IROLVAR— FBREENTNE
‘j‘o

cBEA—IDBREHED L, ZELEA vE—VOBE I From:~y ¥ — & —F
T5H, AT UVEED B 10 A\O2—HFEFRRLET,

AREFA—/LIRHEEM (Forged Email Detection Details) , ZfE L2 A v E—Y D
EEES N From ~y X — & =813, ar T U YVHEOTRTO—D—E &,
BEL-a2—VD, —H LA vE—V¥AEFRRLET,

o [fB3E A — O] (Forged Email Detection) ] L' AN— M, [fAE X —L O (Forged
Email Detection) ] a7 Y 7 4 v E FE TS forged-email-detection A v EB—Y T 4 L H %
EHLTW? WZOHHMAT ENET,

[Safe Print] R—
[Safe Print 72 = > (Safe Print Action) | X—Y &+ D L, ROEHRELERTEET,
« 77 AN ZATHID, Safe Print T SNTBATT 7 A 0¥ (77 7K
« 77 AN ZATRIO, Safe Print THI SR 7 7 A LV OBE (FIEA) .
[Safe Print CHY ) S 7z 7 7 A VAEEEOEEE  (Summary of Safe Print File Types) ] £ 2 3 > T

Safe Print T ) SN 7 7 A NVDEFHEE 7 ) v 7 TDHE [AvE—V T vF T
(Message Tracking) ]IZA v —YDOFEMNERINE T,

[EER T« v w5 Th# (Advanced Phishing Protection) ] X— <

s LH U —WebA VX —T A AD[EERT 4 v 75 (Advanced Phishing Protection) ]
N—=Y (43 =)

e HLWWWeb A > H—T = A AD[EE72T7 4 v 75 (Advanced Phishing Protection) ]
NR— (44 X—Y)

LA —Webf 32— x4 ADEEHZT 1y JB5H (Advanced

~ N

Phishing Protection) ] NX—<

[ET A —/L (Email) ]>[L7R— b (Reporting) |>[EifE727 + v v ZBifl (Advanced Phishing
Protection | L' 7R — =21, IROIEFRBERINET,

« Cisco Advanced Phishing Protection 77 7 7 F#— E X ZIEFIZHRIE S NI A v E— TV DEFE
5,

« Cisco Advanced Phishing Protection 7 7 7 R —E X THAE SRS To A v =V DEFE
5,
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |

. HFLLWWeb A 2 —T A AD[EEHRT 1 v VU Th# (Advanced Phishing Protection) ] X—

\)

GE) A=V R ETFT—=ZOEWEICRM LGS, RERT 1 v v 7R ORE %
MREET HMERH Y 9, FEMIC OV TIL,  [User Guidefor AsyncOSfor Cisco Emall Security
Appliances] @ [Integrating Cisco Email Security Gateway with the Cisco Advanced Phishing

Protection] DEEZSZM L T 72XV,

[I—thfci7 4 TG OFRH#  (Advanced Phishing Protection) | L'AR— h_X—T &2 FE T 5
N /k@fﬁi&’i’ﬁ@mf%iﬁ_
« Cisco Advanced Phishing Protection 7 7 ¥ R —EZ~DURIEZFRIT L2 A v B— U DOfEL
(7774 v 7N
« Cisco Advanced Phishing Protection 7 7 7 R —E X (ZHEE SN/ A v —T OB (77
4
B .

HFLLWWeb A UA2A—T A RAD[EELXET 4 v 2 h#E (Advanced

o~

Phishing Protection) ] X—<
[E=%2—1>% (Monitoring) |>[EEH 7 1 v I (Advanced Phishing Protection)

] LAR— FR—=UZIE, ROERPFRINET,

« Cisco Advanced Phishing Protection 7 7 7 R — E X TIEF L I N2 A v =V DEFE

.,
« Cisco Advanced Phishing Protection 7 7 7 R —E X THAE SN T2 A v =V DEFE

%,

)

CE) Ay B—URAZT—XOERRICKBLIZGEIE, GERT 1 v v 7R ORE %
BRET 2B N H Y £3, FEMIC OV TIE,  [User Guidefor AsyncOSfor Cisco Email Security
Appliances] @ [Integrating Cisco Email Security Gateway with the Cisco Advanced Phishing

Protection] DEAZ S L T 72X,

[",'%Tp 7 4y TG OFR#  (Advanced Phishing Protection) | LA — b _X—T & T 5

. ROEBREHRTEET,
» Cisco Advanced Phishing Protection 7 7 7 F¥ — B A~ DA%
(777470

ERITLICA v =V O
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[BEGILYIZTHE (F7A4LLE2T—>32ET 7454  (Advanced Malware Protection (File Reputation and File Analysis)) ] L 7R— I
P R—D

[SELZIILDITHE (Z7A4IWELT—2a2ET7A4ILDH)
(Advanced Malware Protection (File Reputation and File Analysis)) ] L
R— bk R—=2
T AT LR FOREHOBE (45— )
e SHA-256 Ny v =l kD7 7 A VORI (47 <—)
e T AN VL EaT—va T s ANGHLER— FDOR—T (48 X—)

c FDMDLAR— " TDT 7 A L 2T — gy T4V E F—20OF xR (51 X—)

T7ANLAHLER— FDOFEROES

s (VT URTFANGHT) EBET T I3AT U ANT 7 AN —NICRFETEH I L%
95 (453—)

« (UFTRTFANDH) M7 7 ANDHFERNF R IND L IICEHT FI94 T
AERET D (A5 ~—)

e (Vv TFVLIADT 7 ANDH) T7ANDHT I NeT 77 47T 5 (46 ~2—
V)

CBMOEE (47 =)

(D59 K I7A4ILDH) BETFISATUARIFZAILDHI—NIZRETEDLILZHERT S

T ANGHLAR— NOFEMEZRET A0, 77 I7A T VANKR— MNB3BRBETT 74415
M — IR CEDXENRH Y F3, I OWTIE, 7747 U —UEHRESZR L TL
fiél/\o

(DT R I7A4IL0H) BHEI7AILSHERENRREINBZESICEEBT7T IS4 T URERET S

MEEOT_XTOarT oY vXa T4 TTI7A4T AT, MENO CiscoE A—/L EF% =
V74 7T I7A4AT7 A% CiscoWeb BX 2 VT 4 TFT7AT U ADLSTHAICEESN
577 ANMIET D7 70 RNOFEZRRERNFREIND X HI2T DI, T_XTOT7TIA
TUARBUT FIAT VA T NA—FIREETHUERDHY 7,

ATYT1 WebA 2 —TxAAD[7 7 A N8 (File Analysis) ] E2 v a 27 7 8ALET,

s LT —WebA U H—T A AT, [BHT 7747 A (Management Appliance) |> [fET—E X
(Centralized Services) ]>[tFx = U T 4 777 A 7 A (Security Appliances) | %227 U w7 L, [7 7
A NoHT (File Analysis) |27 v a v ETCHRICAZr— /L LET,

cHLWWeb A H—T A AT, [VW—ERARFT—HF X (Service Status) |27 Vv 7 L., [77A /L5
Mr (File Analysis) | £ 7Y arETAZu—LZy LET,

AT T2 EHABT TITAT LV ABNDOT 7 ANGH 7 T RYP—_R—=%Zf L TWEHEEIT, ROFEMOETRT
ERB T ANGHT Y — =% IR L E T,
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
B A7 320774084 274087 hY0 b ETI T4 TET B

MROFEML, 20O 7 77 R —RNho TR ENTZT7 7 A LV TIHMEATE EH A,
ATV T3 /I IN—FID AN LET,

GE) ZOEEFRICFEEANCFREBISNET, ZOMEIX. oI vy 7a—RLET7 7 A VDT —
e HITHITXRCOT T IAT UV ATRELTHAMLENHY £9, ZDOfEIZCCOID Z#EH4 5
T EHELEL T,

AT F4 (Cisco Secure Email and Web Manager CA~— h 7 A &2 ¥ v ZNENZ 2> T DEAICEH) [543 <
I Nn—74 (GroupNow) %7V v 7 LET,

RTYTIS ZOTTFIAT L ALT =S e FGTDHKEHT TI7A4T AT, AL =72 ELET,
GE)

 TN—TRIFTNOTHEETEET, AfizimEL, 4T <7Vv—71 (GroupNow) 1227 U v 7 L
£9, ZOEFTTSIIKMENET, 2I v MTH28EIHY £H A,

T IIGAT LRIl DT NA—FFFIC BT A N TXET,
WO THIN—TICw T U EEBINTEETE, BNTEXADEF—EDHLTT,

RDZRY
ESPEREYS
7T RTEEMR 7 7 A WONTHRERNFTREND 7 7 A (51 =)

(AVTULERDI7ANDH) F7ANSMTADU NET I T4 1L

T VIR (FTA =K 7T R) O Cisco AMP Threat Grid Appliance %3 A L 72354,
Threat Grid Appliance TEEFH FIREZR L AR — MR A KRR T 572012, Cisco 27 Y % 2l
TAEBERT T IAT VADT 7 ANGWNT IO NaeT 77 4 7T H0ERHY £3, 1@
. AT 1 EOBMETY,

1R BHHIIZ
BRUNIWVTUVAT AT I—FEZELTWDLIEE2MRELET,

AT 71 Threat Grid Appliance 70 7 7 A VT L AR — REERICERANCT 7B A L L 9 &35 & &2, $mnfio Ty
b, Voo aalh 77— exELET,

ZOT T — FeZE LRl GEIE, [E#T 7747 A (Management Appliance) > [¥ A7 LB
(System Administration) 1>[7 77— (Alerts) JWZBEIL, [ A7 7 — F & &R (View Top Alerts) | % 7
Uw 27 LET,

ATV T2 7I9—b Ave—YHNOY 27 %270 v 7 LET,

RFYT3 EHT T IA TV ADT H Y NeT 77 4 7L LET,
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emozs

EBMOEH

BMOELEZONTIE, BENOEF2 VT4 BHT T IA4T A VY —=2ADY U —R J—
b (ROGETTATFAIRE) &S ML T < 72 S0 hitp:/www.cisco.com/c/en/us/support/security/
content-security-management-appliance/products-release-notes-list.html

SHA-256 /\ v 22 &kB 7714 ILDHERI

T ANLIEEHEICERE TE D20, 77 I9A T A TExFaT Ny o Ta ) X4
(SHA-256) LT 77 ANDID Z4EKMLET, T I7AT V ABARIDORRDHE T
TP ANEUIT LA TRTOA A2 ZNE L SHA-256 & LTSN E T, Bk
DT TIFAT L ABRFE LT 7 ANELUIRT D55, 77 ANLVDOTXTOA AL AR T
SHA-256ID A%V F9°,

FEAEDLR— T, 77 A VBZED SHA-256 i (FEAEEEN) BlCER RSN ET,
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TJ74IL LEAT—230EETd7A4ILRHLAR—rOR—D

LAR—k

Bl

EEZ <Ly = T %K (Advanced
Malware Protection)
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JrALLEaF—vaveTrAuntiLE—ror—o |

LAR— b

B2l

Tr7AN L EaT—v gy =R Lo THEINT
T AN RX—=ADEBERLET,

HENELEINTZT 7 A4 /WZHOWTIE, [AMPHIEDT v 7
77—k (AMP Verdict Updates) ] LR — F &S L T 7ZE
WV, ZIUDOHIER, [EER~L T =T (Advanced
Malware Protection) ] L'7R— MBS LEH A,

JEMEZ 7 ANETNLT — A TEBRT 7 A VD HEEDOH
L7 7 AN SIS E . BT 7 A VETIET —H
A THEHT 7 A ND SHA DO HD [ 72~V 7 = 7 B
(Advanced Malware Protection) | LR — MIEFINE T,

=

GE) AsyncOS9.6.5 LAFE, @R~/ D = 7 hfE L R —
K23, BINZ 4= R, 7770 EEZRRTDHE
LI NE LTz, Ty 77— FRIZERS
N5 LAR— ML, 7Ty 77 b— REio LAR— b
DF—HiTEENE A, Async0S9.657 v 77
L— RRIO&EER~ LT = TR LR — k2 FR
THINE, RXR=TVOTFEHIZHHLNA =Y T %
7V w7 LFET,

[T TVRIZE~LVT =T 77 A/ (Incoming Malware
Files by Category) | &7 ¥ 3 IR ONENEREINE
TO

[T =7 (Malware) JICOMEINDAMP L E =27 —
varh—NRTEZELETay 7 ) A MIEEINT
W57 7 A L SHA OEIE,

o [ A X L (Custom Detection) ]IZ37 &5 AMP
for Endpoints = >V —/V T E L7 my 7 U X MZ
HERINTND T 7 A )V SHA DEIE,

AMP for Endpoints = > Y — AL RGN DL 70 v 7
SN/ 7 A4V SHA DEREAIZ. LR— hD [EE~
N =T 7 7 A /v (Incoming Malware Threat Files) |
7 a T[T AL A (Simple Custom
Detection) ] & L CEREINET,

o [ A X L EUME (Custom Threshold) JWZHFEILD
AMP for Endpoints =2 > Y — /L CZIE L7 v 7 U A
MIBER SN TND 7 74 /L SHA DEIE,

LAR— b D [FEH (MoreDetails) ¥ v a > TU v 7 %7
Vw273 %&, AMP for Endpoints =Y —/LTDHO 7 1 v 7
UZMIBESNTWDL T 7ANVSHAD T 7 A )V F TV =
7 MU AZ R R CTEET,

FREFHOBFA—NLF2 )T« LE—F1v50ER [}



B o rieas—vaveoranntivi—rox—y

hREPHEDEFA—L EFaUT4 LR—FT4250ER |

(Advanced Malware Protection) |

WZBTFDT7 7 A VGHT

LAR— b+ s EA
[URZE (LowRisk) ] HIEDFEAMZ L AN— kD [AMPIZ
LV iEINT-%157 7 4 /v (IncomingFiles Handedby AMP) ]
Vg NTERTEET,

[BE 7R~y = 7 B M EE SNT-K 7 7 A VOB &HE  (F 72130

HE) 2FRELET, SMAT T4 T A1X3045 2 41T
WSA Tt iReT oy 7 LET,

1000 2257 7 A W WREREFRT DT, T—4 %
v 77 AN LT AR— M LET,

7271 I A D Cisco AMP Threat Grid Appliance T D3 A D
%54 : AMP Threat Grid Appliance TFFr[ U A MZEENT
WHZ7AME, T2V —r) LLTERENET, 7
U A MZ2OWTIE, AMP ThreatGrid D R = A > FE721%
T TA o INTEBRLUTIES N,

RUNE T B E KT 7 A NOBBORNEZE TR
IRNTRER B F RSN E T,

SHA IZBT B2 F DD ERERBET B0, T 7 740
IR — DO TR0 7 &7 )7 LT, 77 A0
AT L= — NICBE T 5 B2 R~T52 8T
= I

77 A NG LTo = NICB S R 2 R 512
T 7 ANGH LR — FOFEMOEME (45 X—2) 2]
LTLIEENY,

JEMEZ 7 A NETNIT — A THERT7 7 A BHIH LTz
Ty ANDBGIAICEFE SIS &, S T7 7 A4 LD
SHA [EDFD3 [7 7 A /L4387 (File Analysis) ] L A— hIZ
BENET,

GE)  Async0S9.6.5LAKE, 7 7 A Lok LA — b3, iB
Mz 4 —n K, 7778 E%FrT 5 & 91251k
SNELE, Ty 77 L— RBICERSND L
R— R, 777 L— KO LR — kDT —
ZTEENEE A, Async0S9.657 v 7/ L— R
HID 7 7 A VI LAR— M ERRT HITE, ~—
VOTEIZDDNAN=Y T H s v s LE
R

B rREFROBFA L EF1UT 4 LR—F 4 VT OFER
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ZOMOLE—FTOT7AL LE2TF—Lay 7108 20T I}

LAR— k 39

[EER~L D = T HHIE DT | EER~ Ly = 7 HII R 2K 7= a5 A EEICE
#r (Advanced Malware Protection | #4 CA 7=, BT — X TR VMR ERNREIND
Verdict Updates) ] &L BBOHIENED L AREMENRS Y 7,

[AMPH|EEDT v 77—k (AMP Verdict Updates) ] L7 —
MZIZ, ZOT7FI7A4 T ATRIEN, A vE—I%F
BIHENED ST 7 7 ANVPRRENET, ZOWRRD
FEAICONWTIX, BEWOEA— LV EX2 VT 4 TS T4
TUVAD=aT VESH L TLTEEN,

1000 B2 D HET v 7T — b aRRT DITE, T—F %
esv 77 AN LT AR—FLET,

1 ©® SHA-256 (ZxF L CHIEREEEIZE D - 7235613,
ERETII L RO EDOHZNZD LR — MIERIN
F9,

i FH AT RE 72 Fe KEFREEGFEIN (LR — MOEBRIR S 7 BERiTE
FHICER 72 <) ICETE D SHA-256 DB Z 21T 54T _XTD
Ao —TBFIRTHITIX, SHA256 V7% 70 v 7 L
ij‘o

FOMDODLAR—FTODIT7A4IL LEAT—S3 0 T4 T—2DERE

AT LIHEEE, 77 ANV L EaT—va VBT A NGHTOT =2 2O LAR—FThH
fEHTEET, LA—NMZEoTL, [EER~LVY = THHEITHRIE (Detected by Advanced
Malware Protection) | %237 7 4 /L h TIHEFRIRIZR > TWAHEAERH Y 5, BINFIZRRT
L%, 77NV FE® 5 (Columns) (V> 27 %2270 v LET,

950 FTHEMB I 7AIVDIHERDIRRSND T 7ML

NIV T ITT DT 7 ANSHEEANLESAIE. 77 ANV DEDITT TI3AT VA
TN—TIBME T, FREOEEXRT 7I7A TV ANLT v la— REN=ZdXTo7y
A NVOFEMRE R AZ TR TEET,

TN—TVEBT T 74T A% BN LTESEEIE, BT 7747 A (Management
Appliance) |> [£E/E B —E A (Centralized Services) > [E X = VT 4 7774 T A

(Security Appliances) 1>[7 7 A /L5341 (File Analysis) | X—IZH D [FNV—TNOT 75
A7 v ADFx (View Appliances in Group) | AR¥ > %7 U w7 LT, ZNA—7OEFEHRRT
TIATVAD) A N ERRTEET,

BT N—T DT TIFAT L RELT 7 ANGH T TAT > MID TSN ET, FFEOT 7
FTAT U ADOZDID #HBT B0, ROBFTEZSR LTI ZEW,

FREFHOBFA—NLF2 )T« LE—F1v50ER [}



hREPHEDEFA—L EFaUT4 LR—FT4250ER |
B v xoames

TISATUR T7AIWDHI 547 2~ ID DGR

EAXA—N X274 777 |[EFXx=2VT 4 H—E R (Security Services) ]>[7 7 A /L L
AT A =7 —3 3 &5H7 (File Reputation and Analysis) | ~—37
D[ 7 7 A NGHTOFEMIEEE (Advanced Settings for File
Analysis) |7 v a v

WebtXx=UT 4 77747 |[EF¥=VU T 1 —E R (Security Services) ]>[~/V 7 =7 %xf
N WL L =27 —3 3 (Anti-Malware and Reputation) ]3—3
D[ 7 7 A WVGHTOFEMIERE (Advanced Settings for File
Analysis) | &7 > a v

Ciscor 7Y &% U7 4 ([BELT 77 A7 A (Management Appliance) ]> [SE£1%E B
BT TTAT VA #—E A (Centralized Services) 1> [&F¥=2VT 477747
> A (Security Appliances) ]-~— DT

HEEE

o (VT RTFANGH) MR T 7 A NVGHTRERNFREIND LHICEBT I 47
AHEBRETDH (45 =)

A—ILRy O RO BEENHEE

[A =Ry 7 ZAHEMEE (Mailbox Auto Remediation) [ VAR— F X—=TUZEH L TA =LK v
I ADEERROFMAERRTEET, ZOLFR— FEEHAL TROFEMER T LET,

e ZEEDA—NVR Y 7 AMEE DR F TR E R —E
s Avk—VIZHLTEOENDEEDT 7 a v
* SHA-256 7~ ¥ = [ZBHEAT T 5 TWAD 7 7 A L4
MEE N R L 7-515% (Recipients for whom remediation was unsuccessful) ] 7 4 —/L RiE, &
DTV ATEHINET,
« ZAEHE DA RN Office 365 —H Tld7e\W, FHIEZEENT 7 I7A4 T A TR ST
WA Office 365 KA A T A7 MZEL TWLRL,
T AN EEGDRA v E—TE ARy 7 ATHEATE 2, 22, = Fa—
TR A v E—TREIRELT-,
T TFIAT VANBREFLDBEEDT 7 a2 FIT L L2 LEELXICT 94T A
& Office 365 Y — B A ORI RIEN H - 7=,
Aot — "I o TICEE A o — U FIRTHITIE, SHA256 v 2% Vv L
F7,

\}

GE)  AsyncOS13.6.1IC7 v 7 7L —FK¥5L, Ty 7 7L —RAZZELEAyE—VYDA Y
t—Y NI uXR T AT —H AL, [EEHH (Remediated) | Tld7e < [BMEHE A~
(Remediated) | DF F 720 F7,

B rREFROBFA L EF1UT 4 LR—F 4 VT OFER
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[TLS ##%& (TLS Connections) ] X— .

[TLS $#% (TLS Connections) ] R—

[A—J)L (Email) ]>[LKR—
Bl v d TLS Bkt O 2R 2 RNz RESNET, ZOLHR— KT

A —ILDES

b (Reporting) ]>[TLS#E#E (TLSConnections) | ~<— 2,

3. TLS #Efe 2 L TA— L2k 5T 04 RAAL OFMIZ OV THERENET,

[TLS #%%¢ (TLS Connections) | X—YZHEHT 5 &,
£ 5. 27 TLS OfEHEIE .

AR TERCIC

RONGEHREHETE £,

-Hsﬁﬁrmﬁbtn~b%~o
-ns%ﬁam%bﬁﬂotﬁ—bf—o
’TLS mun ﬂ Fﬂ%@&)é/\o“—‘ }‘ﬂ_"—’o

e )X— hF—TLS Z{HEH L7= A

= 10:[*—)L (Email) ]>[LHR—

— )L DEIRI I EE,

k (Reporting) ]>[TLS %% (TLS Connections) ] R— MDA

o ay

B

[FEMI#iPH (Time Range) | (Ku v 7" &
v UAR)

1 ~90 HE/ZIZ W AX LA HEFHEZRECX2 Fey XXy U A
k., FFEEEEEOZER & ERED =— X2 b= A Z <A ROV TIE,
LR — N ORI OBIR 2 L T E &,

[ fETLSHi# 7 7 7 (Incoming TLS
Connections Graph) ]

7Z 71z BIRLTZH AL 7 L—AZS 0T, EiEO 1R, 18
itilﬁﬁ_ BiFd., ZE TLS O L aN-#ERE L Ok h

IRVERED B 2 —PNEIR SN E T,

[ZASTLS#fe 4P~ U — (Incoming TLS
Connections Summary) ]

ZORIZIF, BEAvE—VORKRE, A LEINTMEF LI RNA Y
V0B, BRI LIEZETLSE A b A v —V 0 ERERENE
T,

[ZAETLS A v & —U %< U — (Incoming
TLS Message Summary) ]

ORI, BEA Y E—VOREBEOMENRRINET,

[ZETLSEHEGEM  (Incoming TLS
Connections Details]

FE, RSN A v =V R EZETD RAL VOFFHINERE
NET, & RALUNTHONT, #EROKRE., BEINZAYE—V B
KON/ R U7 TLS #t DF 2 Fon CX £7, & RAA 2D T,
/R LT 0 EI G 2T b TEET,

[E{ETLS#Eke 27 7 7 (Outgoing TLS
Connections Graph) ]

TS5 700%, BIRLEAYA L Z7L—A0 0T, HEo 1R, 1 H
itilﬁﬁ BT D, 245 TLS O Sk S -8l L O 5k s

RGO L 2 —NERINFET,

[EETLSEEe S~ U — (Outgoing TLS
Connections Summary) |

ORI, BEA vE—TVOkKE, B kSN mE lbIn2n Ay
=08, KU/ERLEEETLSKE LA v E—C0EPRFTEINE
To

[AETLS A v &— %~ U — (Outgoing
TLS Message Summary) |

TOFEICE., BEAvE—VORENETRTINET,

FREFHOBFA—NLF2 )T« LE—F1v50ER [}
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |

B (== SMTP 25T (nbound SMTP Authentication) ] X—

o ay

aiBA

Connections Details) ]

[EETLSER4GEM  (Outgoing TLS R, BB ENTZA v =TV ERIEZET D RAAL COFEMBERR S

NET, HERAALNTHONWT, BFORE., BREIhEAyE—Y, K
Dh/JRR L7= TLS ¥ D8, BIORED TLS AT —H AR R TEF
T, K RAL NTHONWT, RE/ER LR OEEEERTHIELT
xF,

[5245 SMTP ZEZE (Inbound SMTP Authentication) ] X— <

[%/ESMTPFEAE (Inbound SMTP Authentication) | ~X—IZiX, 7 74 7 > baEBAEOHE R
. 3 & OVEmail Security Appliance & 2—H DA —/L 7547 M TSMIP v a3 V&R
FEST 5720 SMTPAUTH 22~ o RBERRINET, 77747 A%, GEFHE £ 7213 SMTP
AUTH a2~ > REZIFAND L, A=V I T4 T b~DO TLS HEftc e st LET, 7747
VMIZOERAEFH L TAyE—VERELET, T IATVAIE, INLORITE L —
PHA TBITE RN, LR— M, RAS LA ERAAL VP T RLRIZESNT
SMTP FRFEDFEMN R R INET,

IR DI % e X, ZoLvAR—FEEHRALET,

« SMTP 3BFEAfE ] L TV D BB Df 2k

« 7 TAT v FREEEZHEH L TW A RO

« SMTP AUTH Z il L T\ D82k D%k

s SMTPFEREZMHH L L5 & LT, #ad KRR L7z KA A

« SMTP ZREEN LM LT=—FH T, 74— ANy 7 ZIEFEITHER L TWAEREOK

[x1 SSMTPREAE (Inbound SMTP Authentication) ] ~X—I21%, 35 L728kD 7 7 7, SMTP
PR 2 T AT LI A—AVZEED T 7 7, BLOBEROBERITOFME Gl T — 7 Ving
RENET,

[3Z15 L7-8%¢ (Received Connections) |7 7 7 ClL. 87 L 7=FFEHPHIZ IV T SMTP ik &
ERHLCERABIELEL D E LI AN T T4 T FOFEERPIRENET, DT T 7|
. T IAT 2 ANRZAE Lo Of s, SMTP #RAE & U CERAEA AT L7232 b o 7= 856
DI, 7 TAT v FMREBIEZEH U CRREEN KR X ORS) L 7= 88t 04, SMTP AUTH =2+
VR B U CRRRENS RIE L O LT 0 n TR S E 7,

[%ELK%@%(MwMﬂmmmm@]ﬁﬁ7r@ SMTPFEGEEEH LT, A vb—U %%
{54 % 7212 Email Security Appliances ~D#Ht ZiRGEL K 9 & LIc A= 7 T4 T » M &t
HITDZEHEOBENERINET, 207 T 7 TiL, EHRPEIESNT-ZEE O, B OB
RN RAES N Do I ZEHFOM L RINET,

[SMTPFEFEDFEM (SMTP Authentication details) |7 — 7 /LiZiE, A vt —Y&EFETIHD
Email Security Appliance ~D#ft A 78iE L L 9 & LIz —F 25T AL U OFEHlARR S iVL
F7T. RAALTEIZ, 7747 2 FatAEELEH UcBsialtT (B E 721380 0¥,
SMTP AUTH =~ > R&MEH L7c85iikdT (B £ 721300 o, B8RO 747 Mk
EH AT NI L72#% ., SMTPAUTHIZ 7 = — /L8y 7 LT OB A R TE E T, ~2—

B rREFROBFA L EF1UT 4 LR—F 4 VT OFER
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[L— FHIR (Rate Limits) 1<—> [

VEROV T EEM LT, RAALCAELITIRAA P T RLABNZZOERERRTE
iﬁqo

[L— F4IFE (Rate Limits) ]| R—

TR —TEEETLEDOL— MIREFHT D &, A—EEET L AIZHESINT, Hx
DXEENLORBREIE I L DE A —IL A v —UZEEHEHIRTE £, [L— MR
(Rate Limits) ] LA — MZiE, ZOHilRZ&x b EEl> -k EENETRINE T,

ZOLVAR— NI, UTEFETLIHGAICHEILLET,

¢« REDANRLZRETHEDIHERAENZAREROHZEATEVa—F T H oo b

BN, T T— . HEMRER CICETF ANV EFERT BN ORIERGET U r— g
N

s WEREE RSP VY —REHO =01, HBNTE T A — /L EZBEICEE L TV D EET

s ANRKELEITRZ2IN2NVD, REDEREETA—IN N T 74 v 7 ZEEFELTWHIEEIT

WL EEICB T o HiaHEwm A S teftho LA — b ([NE=—Y (Internal Users) ], [15(5 A
¥ —V%(E# (Outgoing Senders) 172 &) Tik, EEINIZA v E—VOBOAFH S E
To TNHOLR—FTIE, DEORX =T ESEOZEEIEE LR EHE I S E
A,

[ EAL B (A > 25 > hBI]) (Top Offenders by Incident) ]9+ — hMZiE, REFAHIBL D b
2L DZEHEITA vE— 7%%%%?@5 CEELIYE L Re— TR EERNETREINTE
T, KT IA VT MY LET, ZOF ¥ —F T, $TTOY ZF—nbHDA v
TV NIRRT SV E T,

[ EAL BB (S L 725215 % %%) (Top Offenders by Rejected Recipients) | F ¥ — MIIX, iREFH
HORIRE L5, b Z< OZEFICA vE—VEEE LcorNe —T R EERFRREIN
FF, TOF¥—FTlE, TRTDOY A F =L OZEERNETFSNET,
[Zo_Re—7%EHDL— MIBR (Rate Limit for Envelope Senders) | i€ & & e [L— MR
(Rate Limiting) |&%/EIL. EA—AV X2 VT4 TTI7AT U AD [A—/L R — (Mail

Policies) ]>[A—/L 7@ — 7K YU v»— (Mail Flow Policies) | TiX@E L £7, L — MHlFROZEH
WZOWTIE, ZHEHOEA—N X2 VT 4 TTIAT LV ADY=a T VERITA T4 v
~ILF :5»535{% LTLEEW,

EEEE

s REEDA—/L (36 2—)

[79 T LAY 74J)L3 (Outbreak Filters) ] X—

[A—/v (Email) ]>[VA— b (Reporting) 1>[7 YV b7 LA 27 4% (Outbreak Filters) ]
NR=VNE, IR T A NVAEG T 4 VXL o TRBES Nz A v E—ICET 5
HHRPERSNET, ZOX=VZHEALT, HReLoTev ANV FEHk, BIUT 4 v
VIWEIIKT DA T =2 TEET,

I FREFHOBFA—NLF2 )T« LE—F1v50ER [}



hREPHEDEFA—L EFaUT4 LR—FT4250ER |
B 75r5049 7005 (OutbreakFilters) 1x—2

[7Y N7 LA 27 4% (Outbreak Filters) | X—T ZfEH LT, kOEREAFTEET,

. 17/{/1/14.332‘7’“74’/1/& = L > TREES N A vEe—Y 08 RSN L—1,
o TAINVADIAEIIKTT D, VA NAEGHERED Y — R X A A,

o 7 a—rL U A GV ARG L g LTea — B L U A L A DFARDL,

s AvbE—UNRT U NT LA VIREEEC & EF DM

cIHHBICFORENDERE DB D AREMEN H D URL

[# A FREE (Threats By Type) &7 ¥ a L lid, 7747 v AL » T2 SN &E
AvE—VDIEIERYA TP RINET, BB~V — (Threat Summary) ] &2 > 3
L, [VA VA (Vitus) 1. [7 4 v = (Phish) ]. BEO[FEHK (Scam) JIZE B A vE—
DONFRVBRSIET,

BEIFMOT Y N7 LA 7%=V — (Past Year Outbreak Summary) ]1ZiZ, Z @ 1 FfMizbd
7eB 70— VB EB LR —INANBAENRRINDLDT, v—NVFy NT—7D ML R
L=V Ly REHRTE LY, 7 ua— SR AEY 2 ML, TXTORE (VA LR
ETANAPSNDWST) O EMEETT, ZHTH LT, =B ARER, BEVWDOT 7T A
TR E G Z T UANVAREIIRESNVTOVET, B— VR ET — 212k, VA
NWALNOBBITE ENFET A, 7o — SVEGRRAET — 21X, 70 N7 LA 7[Rl CBIER
E SN TWND LEVVEZB X 72, Threat Operations Center (Z & > TR Sz T X TOWHAESE
KLET, B—WVEREET =213, TU M7 LA ZRBECBIERES N TV D LEWEE
BT, TOT T IAT UV ATHRHEINTET R TOTA NVAEGERLET, [v— I IR#
D FHRF# (Total Local Protection Time) ] 1%, Threat Operations Center (2 & 545 ™ A /L A 384
ORI E ., FERUE—ZE DT o FIAINA LT =F v DA & OEBZEIHEIZES DTN
T, T LT RXTOTa—"ARER, BENOTFI74 7 A Z%ﬁﬁ“%‘f@zéb JCix
BV FEFA, [ X, REFERFELROD, T T UANARU T —Inb v T =F %
FHEZAFTERNI L 2R LET (—HoXF =%, v=FvRHzHRELEEA)
ZHuE, RERMAERr THDL Z L ERTOTIERL, RERFHOEHICHLEREFRE AFT
ElWZ EERLET,

[FREfE X AL7= A v &— (Quarantined Messages) &7 v a > ClE, &Y~ 1 V% ORGEEIR LD
WD RSNET, ZAuE, YT 0 VX B LI ERN 2B A » 2 — 2 OB 2R T 2

DIZESLHORETT, RBEES LA v =0, ﬁq:jjjzﬁ%e RSN ET, EE, Avbe—UlX
TUTFIANABIOT VF AN A — U PMEHAIREIC 2 DRk S L E T, A vEB—URN
fEfisnsE. TovFIANABIONT VFARAY T T 2Tk TAS ¥ U i, Btk
D, ZU—rhERHESRET, BN X S OBPEEIZE D, A v — UK
NIZhDEETH, AvE—VOREELV—L (BLXOBEEMT ONDRE) DEEINLHGH
Do ET, REEFEIRICA SRR TR ) MBI A v — VR EHTHZLI2LD,
HEOEN L DIRELEZHE £,

[ DFEM (Threat Details) 1V A M2, BEOLT IV (UA VA, §Fk. 72371 >
yyﬁ)\%@®%ﬁ\%ﬁ®ﬁ%\ﬁ%éhtf/t ORI ED, FREDRAEIZET D
HWMREREINET, VA NVARBEOEEITBEVEMOTANAT 7 N7 LA 2 (Past Year
Virus Outbreaks) 1. FEAEDLETE ID, U A L AFEENYD T a— VLIl Sz B,
TURNTLAY 74’/1/5’ CEo TR EN ARERME., BIOREESNIZ A v —VOENBE
FNFET, Fe—RAEFERIEIR—INAEEDOELLERRTEINERINTEET,

B rREFROBFA L EF1UT 4 LR—F 4 VT OFER
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grari—naork—+ |

(AN 7 10— )L CHERE L7= H I (First Seen Globally) ] OWfEIE, R KKDOEF A —1FB
FOWeb N7 7 4 v 7 F=H#Y T 3y NU—2 T 5D SenderBase DT — X [ZHADNT,
Threat Operations Center |Z & > THRE ZiVE T, [Pri&EFFH] (Protection Time) ] (. Threat
Operations Center (& X 5 FFBOM &, FERUT—IZLDHT VU FUVAINA VT =F ¥ Ofif
L O ZEIC STV E T,

[ MBI, BREERFREIDFEE LRV, Ty T UANARE—InE v T =F v B2 AT T
SRV EERLET (O E =1L, VT =F v HRERE LETA) . RERSE
BTHDHILERLTVDEDITTIEDHY A, LA, HERHOEHICLERERE AT
TERVWIEZEKRLET,

ZOR—VOMDT Y 2 — VTR OER N TR I E T,
N LIZHIMNCT U M T LA T4 NFICL o T ENTEZIEA v E—V D,

ANV AUSNDERNIL, SN Web A b~DY I BFER LT 4 v TEBF A=,
TR, BLO LU = TEANEGEENET,

T RNT VLAY T 4N TR SN OEKE,

LV S OFBSFITE E I IXHBICB W TERTHLDIZR L, Lo LHIEFTEBO Y A7 MK
WZ EERLET, BB LV OFBIZONTE, BEVWOEA—L X2 T4 T7I74
TUVADKE L TA v ~IVTERT—Y A RESBRLTLIEEN,

A vE=UNT T N7 LA TR & & F o TV,

ZOHMIE, BIEMNR BB O L EMED Y EICMIE 2T — X ZWET D =D DEERIIC L -
TRED ET, BH, VANVABBEGLA v E—VET v FIANAT 0T T AORF =1
T HUNERDLHT-D, UANAUNOEREZELLAE LD bRBHCES L EEV ET, &
A=) R 2 —THRE LIRS b K S E 3,

e A NDOI Y v VTHEFEE (ZEENRA v E—VHNOEEOHAFREENHDLY T 50
Uo7 LEEE) Az, Ayt —U%EE %2 CiscoWeb X ) T 0 ZYaxiic) £ 141
7 MBIl BHEBICESHLZ 57z URL,

WO URL NEEDOH D URL L RSN b E, TOXAvE—YRNOTRTO URL BE
EHZ ENBD, ZOY A MUIEE TRWURL BNEENDHERH D 1,

\}

GE) [7U T A 27 4% (Outbreak Filters) | LA — h X—|ZF =7 ANIEL K KR E
OO, TTITAT AN, [BF¥2UT ¢+ —E A (Security Services) ]>[H—
EAD7 v 77— b (Service Updates) | THiE L7 Cisco 7 v 77 — b r— L @ETE
LMENRHY T, [FEY 7747 A (Management Appliance) ]>[2 A7 LAEH

(System Administration) ]>[7 > 77 — hi&iE (Update Settings) ]

FEHNZ DWW TIE,  Outbreak Filters] OFEAZ S L T 72 &0,

LA A—=I)LDLR—

T A A= VOREHEBRIT, RO VA= MIKBRENET,

I FREFHOBFA—NLF2 )T« LE—F1v50ER [}



B rsincosos ~o7 v T L— kEOR—4 T4 Y AvE—SDLE—k

hREPHEDEFA—L EFaUT4 LR—FT4250ER |

LAR— b

BENBT LA AL T—4

[A—/L 7 —4f%E (Mail Flow Summary) ]
~N— > [#41F (Incoming) ] ¥ 7

TV —RA =) 73V (=T 47, J—
T, BIOAALY) TEDHEETL—A—L
AobE—0E, SL—RA—)L A vE—T08K
.

[A—/L 7 u—0OH (Mail Flow Details) ]
~N— > [%1EF#F (Outgoing Senders) ] %
-

T L—A— LD ErEEL,

[A—/L 7 —OF (Mail Flow Details) ]
~N— > [E{F A —/ (Incoming Mails) ]
2T
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B o x7.58 (SystemCapacity) 1 <—UIcRTENDTF—5 ORIRA L

Mail) ] (61 <—) BLUW[ AT LK & (System Capacity) ] : [%fF A —/L (Outgoing
Mail) ] (61 <—) Z#ZHRL T X,

c D=9 Fa— U7 Fa—iF, ANRNLLEOWIRE T A NVF ) T E2TV, AN
A=V OREREMERET 5, TREEEE] & L CRFEATHWET, 2720,
EFX 2 —FAMONPP-> TVE VAT LR HEETLHY £9, B, HEREEx2—
DNy 7T v FE T T 4 OEZRL TS ARENDRH Y £, [V AT LR R
(System Capacity) ]: [V —7 ¥ =— (Workqueue) | X—T & HTDH L, 1EEXa—N
DT IT 4T 4 B CTE T, FFMIOVWTIE, [ AT L% & (System Capacity) ] :
[V—7 % =2— (Workqueue) | (60 <—) ML TI7ZE0,

c)Y—REHE—FR T T I9AT UV ARF == —R|Zpb e, VY—AHKE—F
(RCM) (2720, CRITICAL ¥ AT A T 77— "R EFEEINET, Z0OE—KiE, T34
AERFEL, RUSOA 2=V HWBETE L LX) IR SN THET, BfEVWOT 7
747/xi\mé RCM 272 5 D TlE7< . A— VEBRIEFICSE WSS F I3 8EI1C
EMUZSEIZO&H RCM IR D LERH Y £9, B/ RCM 77— MM, VAT A0
ﬁ—ﬂ—m~bu&@oo%%:&%ﬁbfwéﬂ%@ﬁhoi#oUV—Xmﬂ?ﬁ
TAET 4 (62%—Y) EHRLTLIEIN,

HEIR R
o [V AT LR (System Capacity) | X—VICEREINDT —X DR ITHE (59 2—)
s [ AT L% (System Capacity) |: [V —7 % =— (Workqueue) ] (60 ~—2)
o [ AT L% (System Capacity) ] : [521§ A —/L (Incoming Mail) ] (61 ~<X—<)
« [V AT L% (System Capacity) ] : [5f5 A —/L (Outgoing Mail) ] (61 ~—2)
e [ AT L% & (System Capacity) ]: [TXT (Al) ] (62 °—2)

o [ AT L& (System Capacity) | 77 7D LEVMEA 7 —% (63 X—)

AT LEBE (System Capacity) ]| N—ICRIRENDT— 2 DERFE

[VX?A@E (System Capacity) | ~~— 27 — & 2 FoRd 2 R 2 38 IRT 2 56, ko
ZLICHET DI ENEETT,

*Day L'AR— | : Day LAR— FCTld, K7 —7 2B L. 24 ORI 1R 2 212
TIAT VANZE LI =) OIEMEREEZR R LET, 2 OFRITFRFR/7T — 7»%%%
LINFET, THUTEMELREE T,

* Month L'Z/R— |k : Month L'7R— hCi, 30 HfE721X31 B (ZFOADOBREIZIET D)
OHT7T—7NVEREL, 30 HEE1X31 HREOEM 7 2V xR LET, ZHHIE
e 72 BE T,

[ AT L& (System Capacity) |~ — O [Ix K (Maximum) ]fiiA > 7 — 21X, fEEIN
TN ORKREEZ R LET, FY (Average) [EIZFEE SNZHIMANOT X TOEDFEY)
TF, HEEHPHIZ, LA — MO L GRBIRESNZHRRICIS U TR Y 9, 72&xid. AHAL

p—
\

B rREFROBFA L EF1UT 4 LR—F 4 VT OFER



| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER
[ R T LEE (System Capacity) 1: [7—% F 21— (Workqueue) ] .

DOF ¥ — FOEAIL., BT E D [FEE) (Average) 1fE & [k K (Maximum) % Frd 5 2
ENTEET,

KsED 7 7 7D [FEMOFRR (ViewDetails) |V 27 %27 Vw7 35&, flxDE A —/L &
X2 VT4 TTIATVADT—EBIOE X2 VT 4 T 774 T A ST 7
FAT VADT —ZREPRRINET,

P—
\

AT LARE (System Capacity) 1: [7—7% 21— (Workqueue) ]

[V—72 % 2— (Workqueue) | X—IZiX, TV —727 Fa—NTA v E—IUNES L EHREH
(ANABEEETIIRY >—, UANA BELOT U M7 LA JEHEECESC L7-REIEFR<)
MFERINET, 1 FEND 1 HE TORMEHZ R TE I3, IR, A —VEUE 2 BT
SEIRHMOA N PBLOY AT A EOARORY N> FOWS 2T 2 DI D

7,

)

GE)  REEOOT—7 a2 —lA v E—UBNERENDIGE, [T—7 %2 —NO R |
AR w7 TIXZOBMNEREINEST, Zhicky, BEEE LBRETESSSNIZIE
FEHMIC L 2oL ZEHRETE £T,

IOVR—=FTE, HHEHHOY =2 F2a—NOX vyt —VORBLUOFEHHOY —2 2 —
NOBKA v E—VHbRENET, V7 Fa—ORKAyE—VDITTEFTH, T—
J Fa—DOLEVEL LN RENET,

[V—2 % =2— (Workqueue) | 7 7 ZIZBIFHREMD AL 71, EFTHY ., HAETLHA!
BNV T, V=2 Fa—HNDA vy E—UNEHH, REFALEWELD REWGE
E. ¥ 30T A OREEZ R L COAAEEERH Y £9°, 2O F VAT, LEWEL~L
T L ERETT D0, ERIE VAT ARELXHERLET,

T—7 Xa—DLEVMEL XNV EEET DL, EA—N X2 VT 4 TTIA4T U ADY
AT LOIRBES T 7 ODEMO LEWVEOREEZ B L T 720,

EXh [TV—2F=a2— (Workqueue) | —TaMERT 2 & &IE, (FEF2— v 7T v 7 OBE
ZRE L, 10,000 A v =T ZBRHEEX 22— N 7T v FICEETDH 2 LR
nET,

ATLE= (System Capacity) ]: [521E A —JL (Incoming Mail) ]

[ AT L% (System Capacity) ] : [521§ A —/L (Incoming Mail) ] ~—Zi%, AHIEHHL.
BEAyE=—VORE, A=Y F A X BEA v E—VORY A XRENET,
A, #, A, FRIFFEORKRERTTLHILHTEET, THHOREICB T HEEDA ¥
T—VEBELEANSNA IO ML REERL TEB ZENEETT, [VAT LA E (System
Capacity) ]: [5%1§ A—/V (Incoming Mail) | X—TZfHT 2 & REFAIZ A —/LEOHINE
BEIL, AT A Xy NRUT A OFBELTLIENTEET, HlEA—N T LEEE

r—
\
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
. [ X T LEE (System Capacity) 1: [%{E A —JL (Outgoing Mail) ]

T Ty AN T—HELREBLT, BEDRAL By NU—J IR ESNDEF AL
AvE—VOEORM U RERRTHIELHRINET,

\}

GE  BESEEEOENT. 4T UL AT 2AAMICEELEZA2DT TIEHY A,

AT LABE (System Capacity) ]: [iX{§ A —)L (Outgoing Mail) ]

[ AT L% (System Capacity) ] : [i6{3 A —/L (OutgoingMail) |~X—\21%, FIEHHL, 7
FEAYE=—VORE, FIA =V VA X BEA =V A XDVRSNET, H.
B, H. FRIEFORREZRTRTLHZLTEET, THHORRIZBIT2EFEDOA yE—
BEANA IO Ry RERELTEB ZENEETT, [VAT LK E (System Capacity) ] :
[151F A —/L (Outgoing Mail) | ~—TZEHT 2 &, RIFIIC A —/LEOHMAZ B L, > X
TAXXNTT 4 OFEELTDHIENTEET, BEA—N T —F LEELET —Z & Hig
LT BED RAAS VETLFIIP T RLADPLEESNOEF AN AvE—VORED ML
REFRTRTHIE BRI NET,

p—
\

\'l
N
Sl
L\
st
Gl

(System Capacity) ]: [ XA TLDER (System Load) ]
VAT LAOEMLAR— MI, WRBRERINET,

« 2ROCPUME A (Overall CPU Usage) (61 ~=*—7)
e AEYNR—U AT v (Memory Page Swapping) (62 ~<—3)
UV Y—=REKIT 7T 4 ET 4 (62 —)

Z{KNDCPUEAZE (Overall CPU Usage)

EA—NtEXaVT 4 77747 AX, 74 KVIREEDO CPU U Y —RAEFHLTA vE—
VAN—Ty hEALESEL L) ICkELINTWET, CPUBHENEITH, 47T LD
VAT AX Y RNUT 4 OFEERTOITTIEH Y FHEA, CPUBEHZRNEL, »oOoER Y 22—
LADAEY X=Y ZAT B TRRETLHEE, Fv /307 4 OFJEOAEERH D 97,

)

GE) Zor77712i, BHEEETHS CPUBHEO LEXVWMEL RINET, ZOBRONEE
FETDITE, EA—N X2V T 4 TTITAT U ADYV AT LOIKEE 777@ﬁ%@
LEVVEOFHEAZR L TS EIV, ¥ /307  OREICHINT H7OICFETTE D
T arERETDHT I EEETDIIIC. EAN X2 VT TTI7A4T

AERETEET,

ZOR—=V T, A=, ARLBLOVA VATV VIR— b, BROWREERE S
FEIFEREEICL S THEHASIND CPUDBEELZRRT LT T 7 RSN ET, HEER CPU D7
T %, VAT AETRLEZL OV Y —AFEHT LG OFIRE RTREWEETT, 7774
7 ADEGCBNEIRG S, ZDO7 T 7, HEST 4 =T LD LB RE A HIWT T S
DI B ET,
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER
AEYAR—=TRTw TS (Memory Page Swapping) .

AEYR=U XDy T (Memory Page Swapping)

AEY R=P AU TDITTTH, VAT IIEDT 4 AT ~D_X— v TRV
EramrLET (KBAHAL

VAT AR, EHMICATY ZAY T THIIICEFFINTNEDT, —HDOAEY AT v
BRIV ELZLDOTHY, TTIA TV ADRBEZRTHOTIEH Y FHA, VAT A
DWHIZEAY 2—LDAETY ATy BT E2TIGEUINNE,. AEFY AUy B TIETHAEE
NAEFRBETT BHZCIT0T7 FIF3A4 T v ADBRE) . T4+ —~< > A% EXEAI121%
Fy FNIT—=JICEA— N X2 UT 4 TTITAT U AEBNT D, HEEZFHEL T, &K
DAN—T" N EFERET D ENRMEREAELH Y 7,

)

CGF) DT 7I01F, BREETHAIAETY X—Y AT BV TOLEVVELREINE T,
ZOMONEEHIET DITE, EXA— NV BXa2 VT 0 TT 74T ADY AT LADOIREE
77 7DD LEWVEOREEZZL TS EE, Fx /307 0 ORMBEICHIGT 57
WICFEITTEDT /v a2 ETHTI7— b ebG5T5L01, EA— L EX2UT 4
TFIGAT AR BRETXET,

Y—REHRT I TAETA

VY —2HKIT 7T 4 T4 7713 EXA— NV EX2T 4 TTITAT AN V—AH
FE—F RCM) 2o E#EE R LET, & xiE, 7T 7nmlERENTWBEAT
TTIAT AR NERCMIZARYD, D bl BT LTS Z EEEHRLET,

%ﬁw@7f?47yx I, BHBEIZRCM 225D TiER ., A—NEREFIZZVEE T
ILRFEITHEM LG AICORRCMIZR DML ERNH Y ET, VY —RAENT 7T 48T 4 75
76:77747/7\75%\%@RCML 2o TWND I EINRINTVDIEAIR, VAT AREA
FZR 2 TNDZ LB R L TCWDAREMERH D F97,

r—
\

AT LZBE (System Capacity) 1: [ _XT (All) ]

[TT (Al == T, ZRETOTRTOLAT LTy /8T f LR— F AR —O~—
VAL, SEIERVA—MNALOBERERRT LI ENTEET, &L, WFlR A
EFY AU BT ORAELFERPIIA vE—Y a2 —0NEmN 2 & E iR T%i# ZAE,
F ¥ U T 4 ORMEDOIGETH D AR HV £, ZDOX—=V% PDF 7 7 A /L & LTRIF
L. B CBHBIT 7202 (FHFVF—F AF v 7 EXFETH2DIT) VAT AT p—~
VADAF T ay NERAETHZ ERHEREET,

\"
N
qi
b
)
Gl

(System Capacity) 175 7D LELMES VO —4

—HERD 77 7 T, BT, TR EBEE IS 2 2355 X Z R LT 5 ATREMED
HDBTTHNVMETT, ZOETaT VAP —X e T 5203, EXA— L EBX2 0T 4
TTIAT U ADY AT LOIRRET T 7 OO L VMEOFHEEZSM L T X0,
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
. [EE4<IL Y = 751 (Advanced Malware Protection) ] X—

[EELZ~<ILY T 75 (Advanced Malware Protection) ] R—

FERLT 2T HEIE, RICEDV BT A REFA VDR T 7 A VHND T 7 A L_— R
DIERITL DB HIRHE L £,

HEHID T ANDL Y 2T — g Ly ETET A,
L EaT— ary PP RTEERBREINTOWRWEED T 7 A VOBWEER M 5,

T LWIEFRBFIHATRRICAR D DIV T 2B EZHMI L. B EHESNTWE 7 7
ANDBRy NT—TIZRAT D & x—FZ@md 5,

COMRRITEGA vy E—VEREA v E—VIHHTEET,

TrAN Vv aT—Yary TANE Y T T 7 AVGHT ORI ONW T, 22— — A
REFIZEA—N X2V T 4 TTITAT U AD AsyncOS DA T A 2~V T B TL
7ZEWN,

LiR— b R=U%EFRTDHITIL, [VA—F Reports) | Ry T X 70D [7 4NV EBLU~
N7 =7 DL AR— b (Filter and Malware Reports) | &7 ¥ a >0 5 [@E 7R~ /L T = 7 B
(Advanced Malware Protection) ] % 3% L £,

[BE~/ v = 75l (Advanced Malware Protection) ] L'iN— bk ~_X— (2%, RO LR— k
Ea—MNERINET,
s [EE 7~ v = 7B (Advanced Malware Protection) | : [#£% (Summary) ] (83 ~X—
V)
s [EE7e~ v = 7B (Advanced Malware Protection) ]-[AMP L B =7 —3 3 (AMP
Reputation) ] (83 ~—27)

s [FEZ~ VD = 7B (Advanced Malware Protection) |1—[~ 7 A /L5347 (File Analysis) ]
(85 <—)

s [BER~NLT =T (Advanced Malware Protection) |—[7 7 A /L L h R AT g v
(File Retrospection) ] (85 ~—<)

s [HE R~y = 7 (Advanced Malware Protection) |- [A—/L7R v 7 AD HENEIE
(Mailbox Auto Remediation) ] (86 ~X—)

X VT4 BHT T IAT VAT [EER~NAT =T B (Advanced Malware Protection) ]
LAR— N R=U % FRT5121E, [ (Product) | ey 7 X7 inG [T A—/ (Email) |
IR L, [LAR—b (Reports) | RKu v 7 X0t [F=4Y 2 (Monitoring) ]> [iF 7
~ /v = 7Bl (Advanced Malware Protection) | Zi#R L 9, FEMlcOWTIX, A % T 7
TAT LR—F RXR=VOfEHESZRLTIEI,

[FEE 7~ v = 7B (Advanced Malware Protection) ] L'7R— k ~X—3 |21, Cisco Threat Grid
TIIAT VARSI T R COFEHRDT T TA T U ADY FALA BT — 5 %A
THARNY w7 R=RERENET,
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER

[EEA<IILY = 7IH# (Advanced Malware Protection) 1: [#Z (Summary) ] .

\)

G e AN I N—=TT—HEHRTETHIZIL, CLIT trailblazerconfig > enable ¥
Y REMHTILENDH Y £3, FEMIZ OV T, trailblazerconfig 2~ > R&SM L
TLEENY,

s Cisco Threat Grid 7 7' 7 A4 7V ADT — X KR TE 501X, HAL A, BELOAH
BMDOIHTT,
BAEIE B

e SHA-256 Ny > 228D 7 7 A VDR (47 _—)
« 77 A NG VAR — FOFEMOBE (45 X—)

c FDOMDLIR—KRTOT 7 AN L 2T — gy T40ANE FT—EDOFR (5] _X—)

[EEL~<ILY = 7% (Advanced Malware Protection) ] : [#fZ (Summary) ]

[F 2~ = 7Bl (Advanced Malware Protection) ] : [#£% (Summary) ]-3—J2iL, 7 7
4wv5;%—yaV%;ﬁ774w%ﬁﬁ—fxfﬁ%éﬂéxhkiw%h774wA~
ADBEOBE DO BERNFRENET,

FERCOWTCIE, &R~y = 7 (Advanced Malware Protection) ]-[AMP L B =7 —
v 2> (AMPReputation) ] (833—) | BIW [[FEELR~ /LD = T (Advanced Malware
Protection) |—[7 7 A /L5347 (File Analysis) ] (85X—) | #BB LTI &V,

[EEL<ILY 75 (Advanced Malware Protection) ]-[AMP L Ea2 57— 3> (AMP

Reputation) ]

[BE72~ v = 7Bl (Advanced Malware Protection) ]-[AMP L' E' 27— 3 > (AMP
Reputation) ] X—IZiX, 77 A/ LEaT—var =B RIZI-> Bl SNz, ZEB
FOEEEINTZT 7 AN R—=2ADEBEPFTRINE T,

HIENEFE SN T 7 A MO T, [AMPHIEDT v 75— (AMP Verdict Updates) ] L
R—=Fr 22 LTS, INHOHEIX, [EEZR~/LV Y =T (Advanced Malware
Protection) ]| L'7AR— MIBLELEH A,

JEHEZ 7 ANETIT — A TERT 7 ANDLEBEOSH D7 7 A VB SN 5E . EHE
TrANETXT — I A THERT 7400 SHAED BN [ 72~y = 7 il (Advanced
Malware Protection) ] L'AR— MZ& EFE T,

[AMPIZ L D AL S 725215 7 7 A /v (Incoming files handled by AMP) &7 o = iZid., %=f&
Lic~no =T 77 A VNEEDH S (Malicious) ], [1IEH (Clean) ]. [~#] (Unknown) ].
[A% ¥ ' RA[fE (Unscanable) ]. [{&VY A2 (LowRisk) |72 X0 EXE 2l 7 3V HNIER
SINET,

BEOHOIZET 7 ANME, ROLHIITHEINET,
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
. [EEZ<ILY = 75 (Advanced Malware Protection) ]1-[AMP L E 27— 3 > (AMP Reputation) ]

e[ 7 =7 (Malware) |ICHEENDHAMP L E 27— a Y —RTZELZT v
U A MIBEFESINTND 7 74 /L SHA OEIE,

o [B A% LM (Custom Detection) | (24348 X415 AMP for Endpoints = > Y — /L G35 L
77 vy 7 A NMIBFEINTWD T 7 AL SHA OF|E, AMP for Endpoints =2 > Y — /b
DO EIND 7T vy s ST 7 A VSHA DBBAIL, LAR— R DO [ERE~LVY =T #
B~ 7 4/ (Incoming Malware ThreatFiles) &7 2 T[T 7V A Lk (Simple
Custom Detection) ] & L CEREINFE T,

o [ AZ L LEVME (Custom Threshold) ]2 EIND LEVMEREICHK S Ty s
A MIBFRSILTWND 7 7 A /L SHA DFEIH,

LiAR— RO [REA1 (More Details) |27 v a> T 27 %27 Y 73 5&, AMP for Endpoints
AV TOT Ry JANMIBFEINTNDEZ7ANVSHA D7 7 AV v T =7 FUGE
MaERRTEET,

[VRIE (LowRisk) JHIEDFEMEZ LAR— FDO[AMPIZ L D ESNT=%1E 7 7 1 /L (Incoming
Files Handed by AMP) &7 v a3 VIZFERTEET,

(B2~ LD = 7RGl : %18 (Advanced Malware Protection: Incoming) ] L'AR— k ~<X—D
[AMP L ¥°27—3 3 > (AMPReputation) | =—% M4 2L, kOB REERTEET,

CEERTAT T DT AN L E 2T =gy =R Lo THBIE R
TG 7 7 ANVOBE (77 7k |

BN LB E SN TR TCO~S AT =T EHE 7 A NMIET D L R 75
7.

s L OZE~NT = TEBB T 74V,
s M OZ G~V =T EE 7 7 A0 (T 7 AN XA TH])

s FIOZE~NVT 2T ER T 7 ANV —ERRT D [ZE LI~V T =T EHER T 7 AV
(Incoming Malware Threat Files) |1 % 777 4 7 7 —7 /L,

RUNETTDHE BT 7 A NOBBORNEE SRR TR R PR R ENET,

T EAMRTZOVAR— MIGLHINAIA v E—VIZHTHAyE—Y N T vF T

TR ERTTDHINE, ROFWEZDOI 2% 270 v 7 LET,
[FE~vy = 75 : %415 (Advanced Malware Protection: Outgoing) ] L'AN— K ~<X— D
[AMP L ¥°27—3 3 > (AMPReputation) | a2—% 425 L, kOB REERTEET,

CEERTNLT =TT DT AN L aT— g =Rk TR S
TFIRET 7 ANVDOHE (77 7N |

o BIN L 72 IFEPHIC AR SN TR TO~YA T =T EHEB 7 7 A NMZET S ML K 79
70

s LORE~NT =T EBT 74V,

s L ORGE~NT =T EE 7 7 AN (7 AN XA TH])
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER
[EE4 <)Ly = 75 (Advanced Malware Protection) ]-[2 7 1 JL% 4T (File Analysis) ] .

s FLDOREE~N T =T EBT7 7 AN E—BERTDH [EE LIV T = TEERT 74V
(Outgoing Malware Threat Files) | 4 > ¥ 7 77 47 7—7 )L,

KUV EToT5E K77 A NVDOBBEORNEEE LM RN R RENE T,

T RBAMRTZIOLR— MIGEHEINEIA =k T AT T o T
TR EFRTDHIZIE, ROBFBWEEDOV 7% 7 v 7 LET,

[EELE~<ILY 7% (AdvancedMalwareProtection) 1-[Z7 7 1 /L% 4T (FileAnalysis) ]

[%Tifi?/l/‘?:r;?’%ﬁﬂ (Advanced Malware Protection) ]—[~ 7 A V%34T (File Analysis) ]-3—
DITIE T DT DITIEE SN T 7 A MZDONT, BRI EHE (F TP EPEE) R
éhiﬂ“ SMA T 7747 AX30 52 LI WSA THMTiERET = v 7 LET,

1000 Z B2 D7 7 A NVIGHTHRERZFRTHIZIE, T—HE esv 77 ALE LTI AR— 1
LET,

47" L I A D Cisco AMP Threat Grid Appliance T DA D5 © AMP Threat Grid Appliance T
FFATU A MZEENTWDL T 7 A 0ME, [V —r) ELTERENET, FFaf U X 2o
TiE. AMP Threat Grid D R = A > P E/TA L T A o~ VT EBZRLUTIEE N,

RUNVEToT DL X7 7ANVDOEBOFEE ST o RAERINET,

SHAIZHT 2 ZF DMMDIEREAMB T 20, 72037 7 A ADOWEEMR— DO TEH O v 7 %7
Uy 27 LT, Z7ANEGH LTz — T2 BMOFEMER R THZ L TEET, bH
IZOWTIE, SHA-256 Ny v all XD 7 7 A VO (47 X—2) 2R L T 7EE0,

7R ARERC IO LK — MR ENS A v E—VIHT S A v =Y b T XS T
5 EFTTHICIE, RO [FEM (Details) 1V 27527 v 7 LET,

T 7 A NEGHT LT — BT AR A ORI BT, 7 7 A AT L AR — R OFERI O B
45 =) BHRLTLIEIN,

JEHEZ 7 ANVETNIT — I A TER T 7 ANV L7 7 A AR HICERFE SN S &
i &SNz 7 7 A D SHAED BN [7 7 A V455HT (File Analysis) ] LAR— MZEENE T,

[EER~/ 7 = 7B (Advanced Malware Protection) | L'i— ks =D [ 7 7 A /L5547 (File
Analysis) | E=—%2fFHT25L, WOBHREBRTEXET,

cEERALTTHEHIT DT 7 AN —E R L ST T 7 A VST D=0
Ty — RENEZET 7 ANVBLOEET 714 VO,

s T ANGERDZET LTWDEZET 7 ANVBIOEEFE 774D Y R |,
s 77 ANGTERODMEBHEL L7 TWDAZIET 7 ANVBLIOEE 77 A LVD Y A |,

[%F’&?)lﬂb x 751 (Advanced Malware Protection) 1-[7 74 JL L FORARST S 3
> (File Retrospection) ]

[~/ T = 7Bl (Advanced Malware Protection) | [7 7 A /L L hu A7 L 3 (File
Retrospection) | X—IZIX, DT T I7A TV ATURE S, A v —UZERITHENE
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
. [EE4<IL Y = 751 (Advanced Malware Protection) ]-[*—/L7Rv 9 AN BEE1EE (Mailbox Auto Remediation) ]

o277 ANRERENET, 2OV TV FAOFEMIONTIE, BHEWOE A—/L ¥
VF 4 TTFIAT UV ADS=aT L EER LTI,

EER= Y = T IR AR Te B n T A BRI R e 4 ToH0, BT —F TLVEE
7L TERBHA LT85 & BB O /Jiﬁ\ﬁbéT%‘fiﬁ)&b nET,

1000 22 DHET v 7T — " aeFERTHIZIE, T—FF csv 77 AL LTy AR— ]
L/i‘j‘o

1-2® SHA-256 12 L CHIEDNEHEI L b - - 881% . HITERE TR EFOHTEDOIHIN T
DLR— MIFERENET,

i A AT RE 20 Fe RIFROAGIHN (LR — MOEIR S 7= RI#EDH 2 BAMR 72 <) I E D SHA-256
DL Z T HTRXRTDOA v —VE2FRTHITIE, SHA256 V27227 ) v 7 LET,

[EE~/L D =T 5l (Advanced Malware Protection) ] LV iR— h X—TD[7 7 A/ L br R
~Z =3 > (File Retrospection) | E=—2% T £7,

L BRI T 4 TRHUEEERSDERE T 7 ANBIORET 7 A VD Y X b,

[EELZ<ILY T 751 (Advanced Malware Protection) ]-[A —JLRvy o XD BEEEE
(Mailbox Auto Remediation) ]

[FEE7p~ v = 7B (Advanced Malware Protection) ]-[ A —/L7R v 7 A@D HENMEE (Mailbox
Auto Remediation) ] LAR— F X=X, ZET 7 A VT D A — VR v 7 AMEEOFRER D
AR ESNET,

[EEE 72~ v = 75 (Advanced Malware Protection) ]-[ A —/L7R v 7 AD BEMEE (Mailbox
AutoRemediation) | X—Y&MHHT L L, WiEDOL b AT T 4T vXa VT o HFRER
NTHIEMNTEET,

* SHA-256 /v ¥ 2 \ZBEATT N TN D 7 7 A V4,

o Ay —UITx L TiThh - EE et

« A—VIR y J AMEEHB R E T IXRM L T-ZEHEO—E
MEE NI L7-515% (Recipients for whom remediation was unsuccessful) ] 7 4 —/L K%, &
DY FVATHEHFSNLET,

T IIIAT VARBRERLDBEEDOT 73 a2 FIT L L2 LI XTI I9A4 T A
& Office 365 Y— B A O RIEN H - 72,

Aot — "I uF U TICEE A B —UEFIRTHITIE, SHA256 Ny 2% Vv L
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T7A4ILDILER— FOFHOEN

e (VT RTFANADH) BET TIAT U ART 7 A NS —NCBETXAZ L
BTDH (45 =)
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. (7 9 R 77 ANGHT) FER T 7 A NOWRERDERIND X HOICEBT 794 T
DX/E'a_é (45 “\D“—Ty>

-(ﬁ/7V\X®774w%ﬁ)774w ST AU NET 7T 4 7T D (46 2—

)

IBIMMOEM (47 ~—)

(D59 K T7A4ILDH) BETFISATUARIFZAILDI—NIZRETETDLILZHERT S

T 7 ANDHUR— FOFEMETRIGT D125, T4 TV ANR— 443 T7 7 A L%y
M — IR CEDXERDH Y F3, IO WTIE, 7747 U —/UEHRESZR L TL
7230,

(939K 774LGH) FERET7AILNTREARTENSLIICERT IS4 7 U RERET D

MEEOT X TCOar7oy X207 40 77747 AT, MENO CiscoE A —/L %=
V54 T4 T AFE1Z CiscoWeb EF 2 VT ¢ TTFI53A4T U ANSLOHTRIZEESH
577 ANMIET D7 70 FNOFERZRERNFERIND LT HIZE, T XCOTFT7A4
TUoARBUT I IAT A TA—FICHESTHLENHY £7°,

ATYT1 Web A > H—T A AD[7 7 AN5HT (File Analysis) | © 27 v a 2778 ALET,

s LT —WebA U H—T A AT, BT 7747 A (Management Appliance) |> [#E/)H—E X
(Centralized Services) ]>[&Fx = U T 4 777 A7 A (Security Appliances) | %27 U w7 L, [7 7
A NVo3HT (File Analysis) |22 v a > ETCFICAZr—L LET,

cHLWWeb A H—T A AT, [W—ERART—HF X (Service Status) |27 Vv 7 L, [77A /N5
Hr (File Analysis) |27 v a v ETAZe— Ly LET,

AT T2 BHHRT TITAT LV ANBDT 7 A N7 T RYP—_—%R L TV AT, EROFEMOFR R
DT AN —"—Z IR L £,

FEROFEMIL, OO 7 77 R —RNZEkoTREEINZT7 7 A AV TIHEHATE EHA,
ATV T3 I NA—FIDEANLET,
GE) ZOEEFRICFEANCTFREBISNET, ZOMEX, oI vy e — R L7 7 A VDT —
EHETHTXTOT I IA TV ATRIUTHDHILERNDY 9, ZOEICCCOID Z#EH7 %
TEEHERLET,
AT w74 (Cisco Secure Email and Web Manager CA~— k7 A & L > 7RI/ > TWDIEAIZHEA) [57<
7 N—74t (GroupNow) ]%#7 VU v LET,
ARTYTS ZOTTITAT LV ALT =BT LKEHT T I7AT AT, AILINV—TE2FELET,
GE)
« TN —TFHITINOTHEERTEET, %%%%ﬁb [543 < 27—t (GroupNow) %27 VU v 7 L
F9, COLEFITICKMENET, 2y T HAXLEETHY $HA,

T IIGAT AT DD NN—F T BT A ENTXET,
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
B A7 320774084 274087 hY0 b ETI T4 TET B

WO THLI =TI U ZBIMTEETE, BMNTEAEDEF—EDHLTT,

RDBERY
ESPEREY=]
779 RTHEMRT 7 A NVGHRRPERIND T 7 A4 (51 X—2)

(AVTVLIRDIFANDH) Z7ANSHTHhOU b ETIT1471LT S

F T VIR (TFA4X—F 7T K) O Cisco AMP Threat Grid Appliance % & A L 7254,
Threat Grid Appliance T A REZR L AR — FaEMl A RKR T 272012, Cisco2a 7Y X 2V
TAERT TIAT L ADT 7 AN T AT NaeT 7T 4 7L TH0ERHY £3,
W, ZAUT 1 BEOBRMLETT,

1R BHHEIIZ
BRLNIWTUVAT AT IT— " E2ZELTWALI 2R LET,

AT w71 Threat Grid Appliance 2> 7 7 A V3 HT U AR — FEEHICIRANCT 7 BA L L 9 & 95 & X2, mnffoTh
b, Vo rEatTr 77— ez LET,
ZOT T — FeZELRPoTGEIEL, [E#T 7747 A (Management Appliance) > [ A7 L B
(System Administration) |>[7 7 — & (Alerts) 1B L, [LALT7 T — F&FRR (View Top Alerts) | % 7
Uy 7 LET,
ATFTYT2 7I9—bMAvk®—VRNOV 27 %7 w7 LET,
ARTFYT3 EHT FIAT LV ADT T v 2T 7T 4 b LET,

EBMOEH

BMOEEZONTIE, BENOEXF2 VT4 BHT FIAT R VY =2DY V=R /—
N ROBATTATARE) 22 M L T< 72 &0 http://www.cisco.com/c/en/us/support/security/
content-security-management-appliance/products-release-notes-list.html

SHA-256 /\ v > 22 &B 7714 ILDHERI

T ANBIEEHICET TEX 5720, 77 I9A T A FExaT Ny va 7a ) X4
(SHA-256) LT 77 ANDID ZAEKLET, T I7A4 T VABLRIORILHFE T
TP A NEWERT A T_XTOA L AZ U AWRE T SHA256 & L CHEINET, #HK
DT TITAT U ANR LT 7 ANERIT D56, 77 A VDT XTDA L AZ L AZIEFRT
SHA-256 ID 23% 0 £,

FEAEDLR—FTIZ, 77 ADBZFD SHA-256 8 (FEHEER) BllcEREINET,
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ZOMOLE—FTOT7AL LE2TF—Lay 7108 20T I}

FOMDLAR—FTHDI7AIL LEAT—230 T4 T—2DFRER

METOHLAIE. VAN L Ea T a BRI A NAGHOT =2 2O LR — T
fEACTEET, LA—MIL-oTiL, [BER~LY =TI THRE (Detected by Advanced
Malware Protection) ] %737 7 # /b F TIHERIZRS> TWDILEENRH Y £3, BINFIZERT
5121, 7—7NVTFE® [#] (Columns) (V27 %7V 7 LET,

737 RTHMBR I 7MILOFREENRTEINDG T 7ML

NIV T ITITTRDT 7 ANGHEEANLTZSGAIE. 77 ANGHOEDIIT 774 T VA
TN—IBMEN T, fEBEOEBRNRT 774 7/%733%7 v 7Fa—FRK éﬂf:@"\‘\f@77
A NOFMIERE R R TEET,

IN—TNEBRT TI7AT o A% BMULTGE1E, (BT 7747 A (Management
Appliance) > [#E#/EH Y — A (Centralized Services) 1> [¥F =2 VT 4T 7 IFA4 T A

(Security Appliances) |>[7 7 A V54T (File Analysis) | X—IZH D [FNV—TRNOT 75
A7 v ADZFx (View Appliances in Group) | AR¥ %7 U v 7 LT, ZJNA—TOEHRINRT
TIAT L ADY A MR RTEET,

SN TN—=T DT F53AT L AEXT 7 ANGH T T4 7 MID THESnEd, BEDOT S
FGAT U AOZDOID #HBIT 5120, ROGFFTESBEL T ZE0,

TITSAT VR T7AIWNDHI 547 2 b ID DGR

EA—NVEX2UT 4 777 |[BFx=2U T 1 —ERX (Security Services) |>[7 7 A /L L
AT A v'= 77— a3 > &3 (File Reputation and Analysis) ] ~<—3

D [7 7 A IVGHTOFEMIERE (Advanced Settings for File
Analysis) |7 v a v

Web X274 77747 |[BEF¥=V T 4 % —E R (Security Services) ]>[~/L 7 = 7 xf
A WLl E=27—3 3 (Anti-Malware and Reputation) ]-<—3

D7 7 AN OFEAMERE (Advanced Settings for File
Analysis) | &7 v 3>

Ciscod 7TV xa T 4 |[EHT 7747 X (Management Appliance) |> 250 P
EWHT T T7AT A #—¥E A (Centralized Services) |>[EFxF= VT 4T 7 T7A47T
> A (Security Appliances) ]-~<— D T

ESPERENS

. (7 TUR T ANGH) FEIRT 7 A NDHHRERDRRIND XOIWERT ST 7T
EHRETDH (45 3—)

[VAILR T4LE )Y (VirusFiltering) ] R—

[VANA T 4 )VHZ Y 7 (Virus Filtering) | LAR— k =T Tld, Fv MU —7 TEZFS
NI ANAOBENRSNET, [VANVA X AT (VirusTypes) ]X—VIZiX, EXA—/L &
XaUF 4 TTIATVATEETATANLA ZAFr Ly oIVl LoTHRHER, %=
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
. [DA4ILR T 4)LBR 12 (Virus Filtering) 1 R—2

VT 4 BT I T LV ACERINDTIANANTRENET, ZOLR—FE2HHALT,
BEE D7 A NV AITK L CALEZITWET, 728 21E. PDF 7 7 A JVICHHISA TN D & & H3VHIRA
LTND AN AZREICZELTWAEA, PDF BRI TWD A v =V % [REET 5
TANE T I a rBfT 52 ENHERINET,

X2 VT 4 EHT T IAT U AT[UANAT V% Y 2 (VirusFiltering) | L AR— h ~—
ThEFRTDHITIE, 5 (Product) | ey X TG [BFA—/ (Email) ] 28R L,
[LA—hF (Reports) | Ky 7 X7 [€=41) 2% (Monitoring) >[4 IILR T 1 )LA
1) >4 (VirusFiltering) 1 &N L E5, FEMICOWTIE, A% T7 277 47 LaR—k ~X—
COMHESRL TN,

BEDOTANA AF Y 2V EFITLTWDGA, [VANVAT 4 vZ Y 7 (Virus
Filtering) ] L'ARA— F X—UIZiE, A XR—T MRS TWVDETRXRTDOYA LA AF ¥ Y
VOFRERNDEENE T, X=VICRKRINDIUANADLHNL, VANVA AFy L 2P
IR o THIESNIZARITTT, HBEODAX Y = DN OO UA NVAZBN LTSS, F
CUANVRZH L THEEDO= Y N BFEET DN H 0 97,

WKWDY AKNTHE, [VANVAT 4 v& Y7 (VirusFiltering) |LAR— F =YD 3FESE et
723 OV THBILET,

KU [IAIRT I3 >4 (Virus Filtering) ] R— > DM

o ay Ei ]

[FefE 4P (Time Range) | | & T 2RFM#EIHAZRIRT 270047 a V&) Fry
(FeyFHZT VRAR) | FUrURX b, FEHIZOWTIE, bAR— kORI OZIR %
ZLTLIZEN,

(ROT—42%ZM (View |T—FEZERRTDHDEA—N X2V T4 TTIAT U A%
DataFor) | (Fu vy 7 X7 |IRT D50, [REA—/NT 77 A7 A (All Email Appliances) ]
U2 R) B ET,

TITIAT VAERIIVR—T 4 T T N—TDVLR— kT —
ZDORRFBBHL T TEEZ N,

M LTeZEUANAZA | 2087 a TR, Xy NT—ZIZEEINZA vE—VH
7@ LAz (Top Incoming Virus | T SN VA NV ADTF ¥ — F Ea—BERRINET,
Types Detected) ]

LB ETVANALAL | 207 arTIE, Ry NI bR EESNTZAvyE—Y
7@ AL (Top Outgoing Virus | N TR SNV A NV ADTF ¥ — b BEa—RNRRINET,
Types Detected) ]

[TANAEATFEM (Vitus | FTANA ZA TOFHEMPERINDA L EZTIT 4T T—
Types Detail) ] T,

FEAIZDOWTIX, [VA VAR Z A 73EHE (Virus Types Detail) ]
T 91 ~=Y) ZZRLTILESN,
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER

\)

[DA4 LR B4 T (Virus Types Detail) ] 57— )L .

6=

TANVAERE LIZ A v =% Fy U —ZIZEE LA A M EERRTHI0E, [%E
A—/L (Incoming Mail) | ~—IIZBEI L, R UMEHMZEEL T, VA VAGERA v
=V Y — R LET, FRRIC, Xy P =N TUA NV RGIEDOET A — V&2 E(E
L72IP 7 RL A& RRT HITIE, [(HEA v E—T%EHE (Outgoing Senders) ] ~— 1T
e, TANVABEA v =R — N LET,

[VANAT 402U 7 (VirusFiltering) | LAR— h _X—=Y 5, rawT —HX % CSV 7 7
ANMIZEZT AR— P TEET, 77 ANEHREZIZ= T AR — b3 25 HIEOFEMIZD
WTIE, VIR—=T 47 T2 BIR N T vy R T =H D AR —FEZRLTL
TEEVN,

[DANAT 4 )vHZ Y7 (Virus Filtering) | VAR— b X—V DAV o — LEE I

ViR—RhEERTEET, A= LER—FDAF Va2 —/Li%E (1403—2) 5L T
TIZEW,

[DA4ILR & 4 TEEH

(Virus Types Detail) 17— )L

[VANA ZATFER (Virus Types Detail) | 7 —7/L1E, VA NVRIEELTZA v =V D5

Al BEEBIOREGA v E—VHIOWNRERTA VXTI T 4T T—TNTT, T—H%&
V—hrTHIZF, VAR LEZ U vy LET,

WDFIT, [VAIVA XA TFEM (Virus Types Detail) 17— 7 VO 7 — 7 WFIOFH %R LT
WET,

R15:[94ILR B A TEM (Virus Types Detail) ] 57— TILDT— T ILFIDEA

54 EnBA

TANABAT TA A B AT DL,

#IEA v =Y (Incoming | VAL AL LTRINShIZHER A v E— Y 0%,
Messages)

FWEA vE— (Outgoing |V A/NALE L THRIEHSNZEGEA vE—V D%,
Messages)

G LA v =V ORFH |G LA v —Y (REBLOHE) O&EFHL

[~ O#HE (Macro Detection) ] R—

[~7

2 (Macro Detection) ] LiR— h RXR—U2FHL T, ROERZF R TEET,

« T ANGATRIO~ 7 a NI > TGS 7 7 A VD EAL (77T 7B IO
#A) .

« v 7 U BRAENRZERN T 7 A NOiE (T 7 AN 24 TR KR
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hREDBOBFA—IL £F2UT4 LR—T4 v I0OFEA |
B (omaRcizsE (DMARC Verification) | x—

c T ANEATRO~ 7 a BEIN IR0 TR BN 7 7 A VB B (77 7B LT
FIEA)

« 7 U PERREREIMN T 7 A NVORE (T 7 AN 2 A TR KB

X2 VT EFHT S T4 T U AT[v 2 vkl (MacroDetection) ] LAR— h _R—U & RRT
5121x, [#B5 (Product) ] Ry 77X o [EA—/b (Email) ] 2@ L, [LA— b

(Reports) | K v 77X uinG [£E=41) 249 (Monitoring) ]1>[¥ 9 B#&H (Macro
Detection) |ZER L £ 7, FEMICOWTIEL, A > X T 77 47 LiR— b X=UOEHEZSR
LTL7EEN,

[~ 7 vkt (Macro Detection) | L"AR— F _X—T 5, raw 7 —H % CSV 7 7 A JLIZZ T A
R—=brFTBZENTEET, 77 ANVERANMEIZ=Z AR — M5 HEOZFEMIZOWVTIE,
VIR—=T 4T T 2B NI vX 7 T—=2DT 7 AR— b ESZRLTIES N,

NI UREINIR ST T 7 ANDEE T ) vy 7T HE [AyE—Y R T vF T (Message
Tracking) ] (ZBEA v —V 2L RTEET,

)

GE)  LAR— MERPITROAHENFEA L ET,

T —HAT T AN DU O~ 7 andmiEnd e, 7T—hAT 774V 4
AT FET, T—IAT 77 ANVND~ T a NG o727 7 A4 LD
Bixhor hEnEHA,

cHEDIALT 7 A NVNIZ I DU LD~ 7 addmHEnsd &, Blor A0 24701
ZFET, BMOIALT 7 A VNO< 7 e PENZIR ST 7 7 A NOEIEHI T v b &
NEE A,

[DMARC#::F (DMARC Verification) ] R—

[DMARC f&&E (DMARC Verification) ] L'7~h— k ~X—|Z1%, Domain-based Message Authentication,
Reporting and Conformance (DMARC) HRREIZHKI L7z EALEEED RAL | BRUK R A A
VINDDZFEA v E—VIZK L TIFITINT 7 v a Y OBEBRRERINET, ZOLAR— |
Zfi/l L T DMARC REZ b L, RO &9 Rz G TE£4,

« DMARC WGEIZERI LA v — VAR B S EEFELERAL

¢ & RAA T, DMARC RREFIZRI L= A v —J Ikt L CEITENET 73 a v
[DMARCHEFE (DMARC Verification) | L'AR— k X—U &2 T 5 L, kOFHRE2FERTEE
ﬁ‘o

o Bz KA A > (DMARC fGED RG], 77 7N o

« RAA U OAF (DMARCHGEDFEMIB], KX o FEMIIZ OV TIE, [DMARCHRGGED &
HBID K A A > (Domains by DMARC Verification Details) |7 —7 /L (93 X—2) #&MH
LTL7EENY,
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER
[DMARCHREEDEEHAID K A 4 > (Domains by DMARC Verification Details) 15— JJL .

X2 T BT 7T A7 AT [DMARCHEGE (DMARC Verification) ] LAR— b _X—T%
FRTHIIE, [ (Product) | Fu vy 7FH o rnt [EA—/v (Email) | Z3RL, [V
A—T1 (Reports) | FE v 7 X7Uonb[EZ41Y) 24 (Monitoring) ]>[DMARCH&EE (DMARC
Verification) | Z @R L ET, FEHIIZOWTIX, A1 ¥ T7 77 47 LiR— b X=VOEH%S
LTI 7ZEN,

T IR AR TZOLR— MIEHINDIA v =V TE52A =Y b T oF T 5F—
X ERRTDHIZIE, ROBFBWEBEOV 7% 7 v 7 LET,

[DMARC f&&E (DMARC Verification) | L'AR— h _X— 5 raw 7 —# % CSV 7 7 A /Ui~
JAR—=PFTEET, 77 ANVEHRMEZIZT 7 AR — T2 HFEOFEMIZONTIE, LAR—
T4 T T—HABIRN T X T T 2D AR— SR L TIEIN,

DMARC BFEDFEMIZ OV TIE, BEVWOEA—L vX 2T 4 TFXIA T ADF T4
VT E T2 —Y 4 FC [Email Authentication] OFEZ S L T 72 &0,

[DMARCHREEDE¥HMAID K A 1 > (Domains by DMARC Verification Details) 17— JJL

[DMARCHRAEDFERAID K A A > (Domains by DMARC Verification Details) ] 7 — 7 /L%,
Domain-based Message Authentication, Reporting and Conformance (DMARC) DKM (fEA. Fa
B, Eci377variel) U7 BLOWRIIDH ST EEZE R ALV OFEMEZ £ R T 54
YETIT AT T =T NTT,
T—TNOEREAALZ A AL TY— T 5HIE, VR— b=V DT =T VDI AZ~A
A B L TLITEE N,

TOLR—NMIGEHEINDIA v E—VICKTHA = b T o TOFMERTT DI
X, B2OFWEEDOV 7 %270 v 7 LET,

[72 RTLA4Y T4)%1) 2% (Outbreak Filtering) ] X—2

(7Y N7 LA 27 4% (Outbreak Filters) | X— X, DT U KT LA IZRT U KT
VAT TANFIZEoTRBES N A ve—VICBTERPFRINE T, ZOX—TU %
LT, B ERKSTZTANA, Bk, BEXOT 4 v VU T HBIZHRT D=2 TX &
—§—O

[T b7 v A 27 451U (Outbreak Filtering) | LAR— k ~X—T Z2fH LT, ROEH
EANFTEET,

« VANAEGLT 4 W Z — W Lo TRt SN2 A v =YD ST r—L,

A vE—UNRT U NT LA IR L & E DI

« B BICERRINDEEDH L A[HEMEN H 5 URL
X2 VT A BHT T IATVAT[T Y RT LA 7 4% Y 7 (Outbreak Filtering) ] L
R— bk =T EFRTHI120E, B[S Product) ] Ry 7 X oo b [BFA—/v (Email) ]
ZER L, [LA—b (Reports) | Ke v 77X UMb [EF=421) 2% (Monitoring) 1>[7 ™ k

TLA49 7451 % (Outbreak Filtering) | Z#INL 7, FEHICOVNTIX, 1> X T 7
TA4T7 LR—h X=UOHHESRLTIIEES N,
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. [79bTLAY 74)L%1Y) 2% (Outbreak Filtering) 1 R—

hREPHEDEFA—L EFaUT4 LR—FT4250ER |

WDOERTIX, [TV T VLA 77 4% 7 (Outbreak Filtering) ] LAR— h X—Y DI F X
FhtE s a OV THBLET,

R16:[FTIORTLALYT4ILEY) 2% (Outbreak Filtering) ] R— MDA

o3y

A

[FEME)%EPH (Time Range) | (K
ny7Ey YRR

FRTHEMHHARINT 570047 g &2 fES Fay
TR YA b, FEANZOWTIL, LAR— b ORI O
HEIREZBR LT IEEN,

[(ROT —4 %5 (View Data
For) | (FRmy XU X R)

F R ERRTHEA—N X2 VT 4 T T IA TV A%
BIRT D0, [BEA—NT 7T 47 A (All Email
Appliances) ] Z#IRNL 7,

TITIAT VAEIIVR—=T 4 7 TN —T DL ER— |k
T—=HDERLEBRLTLIZEN,

XA TR

[Z A 7B (Threats By Type) 1 &7 v a > ilix, 777
AT VALK TERESNTEBRA v E—V DI IER
BATWRENET,

B~ ) —

[&BY~ U — (Threat Summary) | &7 ¥ a 2l [w/V
7 =7 (Malware) ], [7 1 v > 7 (Phish) ], [FFEHK
(Scam) ]. BLW [V A /LA (Virus) I B A v E—Y
DOHNRVBRSIET,

COULR—MIREHINDA v E—VITHTDHA v E—D
N7 X T OFEMEFRTRT DI, BOFWEZDOY »
IR 27Uy LET,

(B OFEAM (ThreatDetails) | V% Z7 77 47 7T—7)VIC
. B O T I (AR, FEHk FE T v
7)) L BBOLAREL BEROBH, #hlIhi Ay tE—T0
B Lo, FrEDORAEICET HFMNRERINET,
ZOLR— MIFRHIND A v E—VIZHTHA v E—Y
N7 X T ORMERTT HICIE, BEOFNWEZDY
THEI7Y I LET,

BEAvE—UNHEOE Y I
Avg—v

[HlEA Y=V b0t v b A yE— (HitMessages from
Incoming Messages) | &7 > = L d, J8®IR L RIHICT ¥
NTVAT T4 NI TUBINTEZEAyE—DO
Bor 77 EMEERLTOVET,
TANAZLUNDOFBUZIT, SHE Web A b~ U > 7 2l
MLTeT7 4y v TETF A=, R, BXO~ Lo =7
Bl E ENE T,

B rREFROBFA L EF1UT 4 LR—F 4 VT OFER
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER

[79RTLAY T4 LB YUY (Outbreak Filtering) 1~x—% ]

o ay

Bl

BB LD E v b A vE—
o

(B L~ RO >~ b A vt— (Hit Messages by Threat
Level) | BEZ v avid, 7URNT LAY T4 FZIZL 5T
B SN OEREOHEEZ R L TVET,

LoV 5 OB BRI £ 7213 BICB W TEKRTH 5 Dl
KL, LoUL LB O Y 27 BMERWZ 2R LET,
B~V OWTIE, BEVWOE A —L X2l
TATITIATVADE T A ~)VT E I —F A
REZ LT EEN,

(R

T

T RT LA T RIEND A
e

(77T N7 VA JREEN D A & — (Messages resided in
Outbreak Quarantine) ]iZ, A vE—YNBT U M T LA JE
BEICE EE o TV EREHOR S 2R LET,

Z oML, BENRBEROZEMEOHEICNE 2T —
ENETHIDITHNDBRERIC L > TREY £7, @FE.
TANAEREGDA Y=V T v FIANAR T s
LOEHEFHET DUNERS D720, 7 A NVALSNOEE
EEDGALD LREHCES EEEDET, AR
—TCHE LTI RIORFF IR b e S E 7

EFxHz Sz B4 URL

[EX#ix b7z EfLURL (Top URL’s Rewritten) | &7 + =
E. A b0 Yy ZERHE (ZEEBA v E—VHNO
HEEOLLAREMERNSH LY 7 %27 ) v LTESGE) HIC,
A= EH % CiscoWeb X2 U T 1 7%zl
FA VY M5Ol bHEICESH L S5/ URL 20R
LET,

WO URL DEFEDOH S URL LR Ens &, 20
Ayt —VHOTXTOURLBNEEWZ b0, 20
U A MIIEE CRWURL REENDIHAENH Y 7,
ZDULR—MIRE#HENDI A v E—VITHTEA -
N7 wX T OFHMERTT DT, KOFWEZDY &~
IHEI7 YT LET,

\}

GE) [TUbhTVLA2 7 4% Y (Outbreak Filtering) ] L'ARK— h X—ZT7—7 /LBIEL
SFEREINDEDOITIX, TTTAT AN, Cisco7 v 7T —hH—NL@EETEHNE

NV ET,

PR OWTIE, BHEWVWDE A=V X2 VT 4 TTIAT LV ADF L TA » ~VT EI20E
2 —H A D TOQutbreak Filters] DEZSH L T &,

FREFHOBFA—NLF2 )T« LE—F1v50ER [}



hREPHEDEFA—L EFaUT4 LR—FT4250ER |
B wRL S5 Y (URLFiltering) 1R—3

[URL 7 1 L% 1) >4 (URLFiltering) ] R—

URL 74V Z VT LiR— M, BZEA vy E—VICK L TCHEHATEET,

URL 7 ANZ N T 2V Nl EoT (TUFARAT O RNT VAT T4 NH AFXx D
—IE LT, FRIFAvE—/ar Ty TANAEEHFEHLT) AF vy ENdAvEe—3
DIHN, TNHEDEY 22— VIZEENET, 7L, LT LHTXTOREN URL 7 4 L H
VY THBEORZERT 207 TIXTEER A,

)

GE) URLZANEZY T LIR—bh Y a2— Ui, URL 7 4 VZ Y TREZFHOEEIZDI
ATTENET,

[URL” 4 /v4 1> 7 (URLFiltering) | VAR— bk X—TTlE, ROEHREZRRTETET,

« [EfZURL#Z 7 =V (Top URL Categories) ] €Y =—/LiZiZ, a7 Y 7 4 VX Fi2i%
Ay =T T4 NI —ETHNEI DI DLT, AXy I A vE— U THil
SNTZTRTOIT A NEENET,

%%/?%V%%Lﬁfé’kﬁT%éVEl?%yayV&Wﬁ10®&TTO%V
IO URL 3 H 534, AvE—UHNOURL OEBIEWVWL E 2T —32 3 U
#%ﬁ WS E T,

EAIURLA XA A »&—3 (Top URL Spam Messages)

EXA—NEXa2 T4 TTI7A4T L AD[®F 2T 4 —E R (Security Services) ]>
[URL” ¢ /v% U 2 (URL Filtering) | X— Y Ti%E L7zZ 17— N LFFR[ U A k@ URL
X, VAR—MZEENEREA,

RD7 4 2 HERENHTZFATY A RO URLIZLA— MIEERET,

WEDHDURL LiX, TURNT LAY T4NHFIZE->TLEaT—3 3 VMR & f)E
SN/ZURLTY, ==2—FJ7/WURLEX, 7Y RNT LA T4 N ZIZESTZ Y v IR
DOREN VL L HE SN URL T, 2D, ==2— k7 /LURLIL, CiscoWeb & ¥ =
Vr g 7aXxic Ay NTHDIcEIBRZIONET,

URL AT I R—=ZADT 4 )LEDFERITa T o VBIURAvyE—Y 7 4 LF LAR— |
IS E T,

CiscoWeb X = VU7 ¢ uxick b7 U v 7O URL fHMEDORERIZ., LAR— MIX
MEnFEE A,

X2 )T 4 EHT ST AT AT[URLY 4 /L% U 7 (URLFiltering) ] LiR— k ~X—T %
ForRT DL, [ (Product) | Ry 7 X oo hh B A—/V (Email) | Z&RL, [
A—1 (Reports) | ka7 X7 b [EF=421) 24 (Monitoring) 1>[URLZ 4 LR Y 2T
(URL Filtering) 1 Z 3R L E3, FEMIZOWTIEL, A X T 7T 47 LR— K X—T O
EHZBL T I,

WDFTIL, [URLZ 4% Y 7 (URLFiltering) | LAR— b XR—TDIEIE R v ay
WZOWTHH L ET,
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[#4% A —)LDI&H (Forged Email Detection) ] R— .

= 17:[URLD 4 )L2 ') >4 (URLFiltering) ]~_<— D4

o ay

Bl

oy Ay Y AR)

[H#Fﬁﬁ%/ﬁ (TimeRange) ] (K

For T AR BN T A0 A TS g v E2ES) Ra v/
A YA b, FEIZOWTIL, LAR— N OIS o ER
EEBLTLLZEZN,

(RDOT —% B (View
DataFor) | (Fay &
UA )

F—HAEFRTDEA—IN X2 VT4 T IAT VAR
R 20, [BREA—/NT 7 Z 47 A (AllEmail Appliances) ]
R ET,

TTIAT VAERIFIVR—T 4 T I N—TDLR— T —
ZDFERHBRLTLZE,

EfZURLA 7 =Y (Top URL
Categories)

ok s va it BEEBIORERA vy -0 BT URL
BT OMEL 7T T 4 hL B a—RNFRrENET,

ZOLVHR— MIGEHEND A vE—IZkT D5 A vE—2 b
T oFX T OFHMEFTRTHITNE, EOFWEEDOY IR
Vw7 LET,

FRTURLA S A A b —
(Top URL Spam Messages)

ok s va it BEEBIXORED LI URL A0 A v
T—VOMEL T T T o B a—REREINET,

HEOHDHURLE L PN==
kZ /L 72URL (Malicious and
Neutral URLs)

DO a il i %{mj@io\%'fm} /f*y@%ua)&)é
URL & ==2— hJ/VURLOF ¥ — b B2 — LI UOMENR TR
SNFET,

TOULR—MIFTEHIND A vE—IIZHTDHEAyE—T I
T XTI OHMEFTRT AL, EOFBWEEDO) &Y
Vw7 LET,

[URLZ 4 /v% U 7 (URLFiltering) | L R—F X—=Y b raw 7 —H % CSV 7 7 A VZ=
JAR—=FTEET, 77 ANVEHRMEZ T AR = b5 HFEOFEMICOWTEL, LiR—
TAT T—HABLO NI X T DO AR — FESRLTIEIN,

[fA%E A —)LDEH (Forged Email Detection) ] R—

(A% A — O (Forged Email Detection) ] ~<—|Z

. ROLAR—EREENTOVET,

cAEA—IILDOBRERDO LA, ZE LA Yy E—YOBEIN From: ~y ¥ — & —E
B, arTUVEED AL 10 A\Oa2—YEERLET,

{% )(_)I/o)*ﬁllill n¥$mo

T UV FHEOTRTO—FD—

%ZT_\‘ L/i—a—o

Zf5 LIz A /f%y@% SNTZFrom~y H— L —ET 5,

ELHBELE2—YD, =B LA vyE—V%%
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |

. [EEE KA VDL EaT— 3> (Sender Domain Reputation) ] R—

[EEE A A

N

v

X2 VT BT T T AT A —/L DRt (Forged Email Detection) ] L'AN— k
N—=UEFRRTHIIE, A (Product) | KRy FX T 2006 [ A—/V (Email) | Z 38R
L. [VA&—F Reports) ] Fe vy 7 X7 nG[EZR1) 24 (Monitoring) [>[BZEA—ILD
& (Forged Email Detection) ] Z8R L £, FEfiCO>WTIE, A # 7277 47 LAR— |
NV EZRLTIEEN,

[fA%E A — O (Forged Email Detection) ] L7AR— b, [fAZE A — O (Forged Email
Detection) 1= T T 4V EETRIT forged-email-detection X /‘1?‘—‘:/ 7 A4 IVH éfﬁﬁﬁ L
TWAHGEHRICORHBIA SNET,

[fA2E A — VO (Forged Email Detection) | L'AR— bk _X—U M5, raw 7 — X % CSV 7 7 A
M I AR—= R TEET, 77 ANVEHRMEITTZ 2R — 5 FIEOFHEMIZ OV T,
VR—=T 4 7 T —=2BLON T v X T T—2DOx ) AFR— SR LTIIEIN,

DL EaT—2 32 (SenderDomainReputation) ] NX—

[EEEH AL DL E 27— 3 (Sender Domain Reputation) ] LARN— k ~—ITid, k%
FRTEET,

* SDR H—E AT LIZHEIESSERBA v =Y (T 7 .

*SDR H—EATEAFLI2BRA T TV BIOHEICESERBA vE—VOE (FF
2 I

«SDR YV —ERATZELIEEBB T IVICESSERGBAvE—Y (77X |

)

GE)  SDRHED [Awfull F721% [Poor] A »E—TDHM,
Spam] <> Malicious] 72 & @ SDR & A7 = VIZ/ES
ET,

*SDR YV —VEATZELEEB AT I VICESSERGA v E—YOME (FEEXR)

X2 VT4 BT I IAT AT EERAAL DL E 2T — 3 (Sender Domain
Reputation) ] VAR— b RX—T%For$ 5121, [ (Product) | Ky 77X o [E
A=)V (Email) JZEIRL, [LAR—F (Reports) | K v 7H oG [EZF2Y2YT
(Monitoring) 1>[EfE& FAM DL Ea1T—2 3> (Sender Domain Reputation) ] % 3R
LET, sEficoWTIE, 412> %5777 47 LAR— K X=UOFEHEZRL T Z I,

[VEE B 7 «+ — K (External Threat Feeds) ] X—

[N 7 «+ — K (External Threat Feeds) ] L'7R— h ~X—U Tk, UFEFRTEX ET,
s A=V TEHEBERET O SND EALETF Y —2& (777X |
s A=V TEBEBRET DO A S5 ETF VY — A0 #E (FEXN) ,
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER
(safe Print] <~—= [}

e A=V TR ENTEZBIC—ET 5 B 10C (75 7R
CHEEDHDIEBEBEA NG E T ANEZTIEEDIHEHEND ELETF Y —2 (T 7

X)) .
CHEDHDEEA NG E T AN AT HDIEA S NS FALETF Y — 2O (%
B

[IMRZE 7 ¢ — K Y —AO#EE  (Summary of External Threat Feed Sources) 1 © 7 ¥ a > Tli,
UTZFEITTEET,
HFEDETF Y —ATAvE—UHEI Vw735, [AvE—V T vF 7 (Message
Tracking) JIZBHE A v — VA RRTETET,
RFEDEHENT 4 — K V=A%V v 7325 L, I0CIZHESNTZ ETF VY — A D54 & FoR
TEET,

[REDIKFE (10C) O—FOE (Summary of Indicator of Compromise (I0C) Matches) ]t 2
ary Tk, BTERITTEET,

cFFEDETF Y —ATIOC D¥a 27 ) w7 35L, [AvE—Y T vF T (Message
Tracking) ] IZBHE#E X v — V&2 FRTEET,

HFEDIOCE 27V v 735 E, ETF Y —RIZESNW 10C DA %E TR TE £7,

X2 VT A BET T T4 T ATYNEER T «— R (External Threat Feeds) | AR — bk ~X—
CEFRART DHITIE, [ (Product) | Ka v X7 n [EA—/L (Email) ] 232K L,
[LAR— b (Reports) ] Ry X7 mnb[EZAY 24 (Monitoring) [>[4MRBB 7 « — K

(External Threat Feeds) ] ##IR L £§, M OWTIE, A X777 47 LilR— K ~—
COEREZB LTI EEN,

[Safe Print] R—
[Safe Print 7 77 2 = > (Safe Print Action) | X— Y %2725 &, KOEHREFXRTEET,
« 77 AN ZATHIO, Safe Print T SNTZIRT 7 7 A v (77 71 .
« 77 AN ZATHID, Safe Print TH SN2/ 7 7 A VOE (R |
[Safe Print CH{ /) &7z 7 7 A VFEFEOMEE  (Summary of Safe Print File Types) | &2 v a2 > T
Safe Print TH ) SN 7 7 ANVDEFEE 7 )V v THE [AvE—V T vF T
(Message Tracking) ]IZA v —YOFtHINF RENET,
[SEG T4 vV JBHILAR— k (Advanced Phishing Protection
Reports) ] RX—

[BEE72 7 4 v~ > 7 F5# (Advanced Phishing Protection) ] L'iN— h~_X— 3 Tlid, ROEHR % e
mTEET,
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
B s oo—o@ Mail Flow Details) 1 <—

» Cisco Advanced Phishing Protection 7 7 7 K —E X ZEFICIZE I NTZA v =V DEFT
i&o

» Cisco Advanced Phishing Protection 7 7 7 K% —E R |THRIXE SN -T2 A v E—TVDEF
.

\}

GE)  AvE—URAZT—XOWBRIKRRLIZGAZ, @ERT vy v THHEBEREDOR E %
MRET D MERH D 9, FEMIC OV CIE,  [User Guidefor AsyncOSfor Cisco Email Security
Appliances] @ [Integrating Cisco Email Security Gateway with the Cisco Advanced Phishing
Protection] DFEAZM L T 7ZE W,

X2 VT T T IAT UAT[EERT ¢ v 7B (Advanced Phishing Protection) ]
ViR— h =D FoRT 5120, [B5 (Product) ] Ke v 7 X v [BEFA—/ (Email) 1%
BIRL, [LAR—b (Reports) | Kr v 77X inG [E=4% 1 7 (Monitoring) ]> [iF /72
7 4 v 71l (Advanced Phishing Protection) ] Z iR L £9°, FEMZOWTIE, 4% T
TT 47 LiIR— N X=VOERAEZSR LTI,

[BERT 4 v 7 b DI# (Advanced Phishing Protection) | L'iR— b _X—T &35
L. ROEHREERTEET,
« Cisco Advanced Phishing Protection 7 7 7 R4 —E A ~DIZENRAITINTZ A v E—V DA
A

Cisco Advanced Phishing Protection 77 7 7 R —EANHRE SNz A v —VOME (/7
7 4 7 )

[*—)L 70—0DF# (Mail Flow Details) ] X—

X2 VT AT TIAT AD [A /L7 0 —OFFl (Mail Flow Details) ] L'Ak— b ~—
T, BEWOEHNSEOY X2 YT A BT S IA T AT 5T TO Y E— bk
ALDYTNEA DFRPA L Z T 7T 4 TITRESNET, VAT LEFA—VEEEL
TWBIPT KL A, RAASL Y, BEXOFRy hT—7 4 —F— () OERENETEET,
EEAYE—VREEDIP T RLABLO R AL VT AEROINETE £,

X2 VT4 BET ST T AT [ A=V T7a—0f (Mail Flow Details) ] LAR— k ~<—
TEFRTDHITIE, 5 (Product) | ey XX oG [BFA—/L (Email) ] 23RN L,
[LAR—1F (Reports) | K v FH b [EZ4 1Y) 24 (Monitoring) [>[A—)L7O—®0&
# (Mail Flow Details) |1 23R L £3, FHICOWTIE, A F T 7T 47 LR—F 2=V
DEAEZZL T I,

[A =7 —0OFM (Mail Flow Details) ] LAA— h RX—21F, ROZTHRH Y 7,
« %{g A —/L (Incoming Mails)

I
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER
[A—)L 7O—0M (Mail Flow Details) 1 <—= [J]

T—HNORFEDIFERERRT DI, MBBLOA 277 T 4 TEF A=/ LIR— b _—
YOR=Y) zBRLTIEZE,

[321§ A —/L (Incoming Mails) | % 7 Clx., ROBAEEZFITTEET,
« 757K T, QEEHA v E—VHTO MU REEEFRRLET,
7T T, 2V = Avb—VHTOMIkEEEE R LET,
TV A A= Ayt —VDIOEEEE ST 7R TERT D,
XD T AT SIAT L ACA—NEEE LT REEDIP T RLA, RAAL .
Fldry NT—7 A—F— (W) 2E£rT 5,

BT A—NET T TAT 2 RTHE LICHEE OFFMe GG RE R T D, atlFkic
X, #Ee GRREZITHES) o, sz booteXa V70 —Evx FEHEHEL
EaT—=ar TynF Yy TUFANRL TUFUANRRE) (Lo TTry s
INTA BV, BERA Y E—VORE, JTLA A= Ay E—VBIUERER
A=V OMRBNEENET,

o« [Zf A—/v (Incoming Mails) |4 > %7277 47 T—7/NT, FFEDIPT KL A, KA
A, FERy V=2 F—F— (k) IOV TOFEMIEREZERRT D, FEMIZON
TliE, [318 A —/V (Incoming Mails) 17 —7/L (103 X—) 2R LT EE0,

T EAMRTIOLR—= MIEHEINDIA v E—DIHT DA v =Y R T vF T
TR ERRT DL, ROFFHENANR=Y %27 ) v 7 LET,

[(EE A v E—T K3 (Outgoing Senders) | ¥ 7 Tld, ROBIEEZFEITTETET,
« 77 7K T, GREEA vE—UBTO IR EFEEFRLET,
c ITIRNT, 7V =0 A=V TO ik EE 2T R L £,

CHREN TEESNIEEBA v —Y (AL TUFUANRRE) O ELxEEHR IPT
RUABIETI R AL R Z2FRRT D,

cEBTA—NET TTAT 2 ADBRE LIk EE ORI R R A o 5, HEHEHR
IS, X2 )T PR BERELEaT—var TqAF YT T UF AN,
TUFUANALZE) ICEoTT Ry 7 SNIEBBA vy E—VBLRERRA vy =0
MENEENET,

s [EEFOFEM (Sender Details) 1A > X777 47 T—T7 /N T, BEDIPT KL AET=
12 R AL ORISR EFRT B, BT OV T, DEEHOFEM (SenderDetails) 17—
T (108 X—=) EBBLTIES,

T RAMERTZDLR—= MIREHENDIA v =Dk TEA =Y b T vF T
TR B RRT DI, EOFGENAR=D T 5 7Y v 7 LET,

EPEREYS
[RAA AEHPRH Y ¥ A (No Domain Information) | U7 (26 X—)

e A—)L MLV R 7T 7128 5HEM&EHE (26 2—)
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hREDBOBFA—IL £F2UT4 LR—T4 v I0OFEA |
B 1 oo-osa—vnora—

o A=) 70 —DFFMAN—VANOE 2 — (102 X—)
 [%1& A—/v (Incoming Mails) ] 7—7 /L (103 =—7)

« [(E{EH OFEM (Sender Details) 1 7—7 /L (108 ~<—2)

A—I)L 70—DHHER—CHADOE 21—
[A—n 7 —0FM (Mail Flow Details) ] : [521§ (Incoming) ] L'AN— bk ~—TIFR O 3 fi
i’ﬁ@ t“:L‘—Z)§&)@ i‘a—o
«IPT FL A
e KX A > (Domains)
s Xy RT—7 F—F—
INHDOE 2 —TliX, VAT AIIEGINTZVE—FNESA MDA T YT gy MY, EIRLT-
Fa—Darys® R MTHRESHET,

IHT, [A—vT7a—OF M (Mail Flow Details) | ~X—® [5%15 A —/L (Incoming Mail) ]
T—=7 VT, EEEDOIPT RLVA, RAL U4, Flldxy NTV—7 A —F—F@%E7 U v
735 FFEOKEEE T 0 7 A NVERERGCEET, EEEFE T 27 74/ (Sender
Profile) ] DIEHROFEMIZHO>WTIE, [KEF 7 1 7 7 A /b (Sender Profile) 12— (27 ~¢—
V) BBBLTLLEEN,

\)

GE) Ry bI—2 F—F—lF, RAA LV EGLZT 47 4T, RAAL UL, IPT FL A
EeteT T 4T 4T,

BIR L7 2 —IZh UTC, [ZEA— /LM (IncomingMail Details) | A > % 777 47 7 —
TMZ, EA—N X2 VT 4 TTITAT LV ATRESNTZTXTONNTY v 7 JRAF—(Z
BIA—NEREELEEMLIP 7 VA, RAL Y E2ERy hU—2 A—F—RBFREN
T, TTT9AT VAR ASTETRTODA—NLOT7 0 —%FE=FTEXET,

IP7 RLVA, RAAL Y, FiFRry NI—2 A—F—% 27 Vv rF5L, [EEET 774
)V (SenderProfile) ] — Y DEEHEDFEMNIT 7 B ATEEY, [BIEEFE T 27 714/ (Sender
Profile) | ™—0%, $FEDIPT RV A, RAAL VELIFR Y NU—7 A —F —ICEHAD[A—
N7 1 —OFFEM (Mail Flow Details) ] ~2—3 T,

[%215 A —/V (Incoming Mails) | A > ¥ 777 47 T—7WIZEENDT — X DI DN T
1L, [%f5 A—/V (Incoming Mails) ] 7 —7 /L (103 X—) #&H LTI ZE0,

[A—/v 7 a—OFEl (Mail Flow Details) | ~X—Y 725, raw 7 — % % CSV 7 7 A /LT 7 A
A—hTEET,

[A—/ 7 —OEM (Mail Flow Details) ] : [5fF (Outgoing) ] L'AR— k ~X—ZIFKRD 2 fll
O 2—0dH0 ET,

cIP7 LA

B rREFROBFA L EF1UT 4 LR—F 4 VT OFER



| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER
[FAA ViEEMAHY T A (NoDomain Information) 11 >4 .

e KA A > (Domains)

INHDOE2—Tld, VAT AIIERINIZVE—FNFRANDRFT T ay M3, &ERLZ
Pa—0arsFx 2 TSN ET,

HEIRLZE 22— 50T, [EEFEDZEM (Sender Details) | A %7277 47 T —7 M, E
AN X2 VT4 TTIATVATRESNTZNRNT Y v JRAF—=NEETA—)VEEE
L7 EAZIP T RV A, AL v ERIFEEENERINET, T IAT U AnGHET
NRTCDA—=NDT7 B —%FT=HTEET,

[EEFE DM (SenderDetails) 11 > X 77T 4 7 T—TMIEENDT —Z DitHIZ SN T
1. [EEFEDOFEM (Sender Details) ] 7—7/L (108 X—) #ZML T ZEW,

[FAA UIEHRAHY FEA (NoDomain Information) 11) >4

X2 VT BT T IAT AL LI b DD, X T/VDNS Ly 7Ty T TRGETE 72
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H., BEOEOE 2 —Z@IRTEET, 7 XXV TAEALTE=Z Y 73R TNDHD
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X, ROFZV 7507 ) w7 LET,

WDFEIZ, %5 A—/V (Incoming Mails) |7 —7 /VNOF|OFEMZ R LET,

% 18:[Z1E A —JL (Incoming Mail) ]T— 7LD F| DM

5% Bl

EEHERAALY (RAAL |EEFEEDO RAAL 4,
) (Sender Domain
(Domains))

EEZFIPT RLAR (IPT | EEEDIPT RLA,
KL A)  (Sender IP
Address (IP Addresses))

RARNL (IP7 RV R) | EEHEDERAR MM,
(Hostname (IP
Addresses))

DNSHE (IPT7 FL-2) | DNS I ko THAES R IP 7 F L2,
(DNS Verified (IP
Addresses))

SBRS (IP7 KL %) E{EZ D SenderBase L BT —31 3 AT,
(SBRS (IP Addresses))

WEDREHE I N—T | WEDREE 7 NV—T DM,
(IP 7 FLA) (Last

Sender Group (IP

Addresses))

BGEDEEHE I N—T | RKEDREEE T V—T DM,
(IP 7 FLA)  (Last

Sender Group (IP

Addresses))

Fy NI —7 F—F— EEEORY NT—7 F—F—,
(Network Owner (Network
Owners))

B rREFROBFA L EF1UT 4 LR—F 4 VT OFER



| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER

[Z{E*—)L (Incoming Mails) 17—7L [

F%

Bl

Peith s (RAA B X
VCRy NT—7 A —

7 —)  (Connections
Rejected (Domains and
Network Owners))

mﬂf)y~V;onn/0éMK¢&T®%ﬁo7??47

WCEWARRIT LTS . BRI N T B O B
@%%G%% ﬁ%f%iﬁho%@ﬁbbu\ﬁféﬂtﬁm
OIE, BB Ci LEEE 2 - 25 EH 2OV T O LHERE S
nEJ,

AR (FAAM B X
OXy NT—7 F—
J—)  (Connections
Accepted (Domains and

Network Owners))

Z T AN DN T T O,

[FAITEE DO AEF (Total
Attempted) |
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TN EBRTTeOIZ, IESNTEZEA vy E—VOBERLE
T, TOEE, HEEINTZh, TCPHEEOBEGICELET 5525 A »
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(B0 72 G DEFAITHE | #E3K D LDAP HiFIC L » THG SN2 T R TOEF A —NVZEH
1k (Stopped as Invalid BUZ T~ TO RAT HEEE A I 2 71,
Recipients) ]

[A/3 A (Spam BEENTZTXTDOARL,
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TEET,
X hU—2 F—F =, RAAS G T 4T 4T, RAL U, IPT RLRAEE
Lrr T 47 4T
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* CIDR #iff (IP 7 KL A DH)

cIPT7T RLVA, RAAL YV, ¥ %y NUV—2 F—F—0OREfi~/=F2—FBX&
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7w (HAT) RV —OFMEOBEIR S ET, HAT IZBT 236 OV T, Bl
DEA—NEX2 VT4 TTIATVADY=a T VERIFIF T4y ~VTEHRLTL
7ZE0,

X2 VT 4T T T7AT AT EEHR IV NV—7 (Sender Groups) | LAR— k _X—T % F
AT BT, [ (Product) | R v 77Xy inG [EA—/ (Email) | Z#RL, [LFR—

I FREFHOBFA—NLF2 )T« LE—F1v50ER [}



hREPHEDEFA—L EFaUT4 LR—FT4250ER |
. [%{E% (Outgoing Destinations) ] R—<
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« DANE 28 78— b STV 5515 TLS il R L 723 — I —,

« TLS FREICRIED & 5 78— FF—,

o =~ F—TLS 2 L7z A — DR 72 E A,
X2 VT BT T A7 AT [TLSH 51k (TLS Encryption) ] L'AR— b _—T 2 RKRT
HITiE, [ (Product) | Kry FX 02 inh BT A—/L (Email) ] Z8RL, [LAR—F
(Reports) | Ka w7 X oot [E=421) >4 (Monitoring) 1> [TLSEES{E (TLS

Encryption) | #ER L E7, iEMICOWTIEL, A2 X777 47 LiR—Fk X—=VOEH%ES
LTS EEN,

[TLSKF 54t (TLS Encryptions) ] L'AR— h =21k, ROXTRH Y £,

- B

« (5
T—HNORFEDIHERERBET HITIE, MBEBLOA VX T 7T 4 TEF A=) LR— b X—
T (9N=Y) EBHRLTLLEEN,

WD U A ~Tit, [TLSKE; B4t (TLS Encryptions) ]| X—Y DX EXFEt® T v g o0 Tl
Eﬂ l—/ij‘o

= 22: [TLSES S 1t (TLS Encryptions) ] X— D

[FFf#EPH (Time Range) | (Fm v 7 ¥ vy | RKRT 2R ZEIRT H7-004 7> 3
Uz k) VEMES Fey 7 E Y YRR, FEEHIZOW
T, LAR— M ORI ORRE S LT
<TEEW,

[(ROT—% %M (ViewDataFor) | (Fa v |7 —2 2R RTHEA— N tEXa T4 T
THETY AR TAT VAERIRT 0, [REA—NLT 77
A 7 > A (All Email Appliances) ] % #&4R L %
R

TTIAT UV AERIIVR—T 4 7 T—
TOUVHR— K T—HDOERRFTEBRLTLIES
VY,
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hREDBOBFA—IL £F2UT4 LR—T4 v I0OFEA |
. [TLSEES1t (TLS Encryption) ] R—

TLS#E&ki£ 77 7 (TLS Connections Graph) [TLSHE 51t : %15 (TLS Encryption: Incoming) ]
— N, BRSNS T BT
1R, 1 AL T8, 1w AR £720301
FERICHERE Lo, kS niomsfban T
WRWTLS Bty 7 7 7 CRR SN E T,

[TLSHE51t : #81F (TLS Encryption: Outgoing) |
NN, IR SV RERIFC S U BT
1RFRET, 1 R LB, 1w A, 7231
EMICRE SN, BefbESnlzmsibah
TWRWTLS e 2s 7 7 7 BN TR RSN E

D
TLS#&fke# ¥~ U — (TLS Connections [TLSHs 51t : %515 (TLS Encryption: Incoming) |
Summary) N—=UTE, EEAvE—VORE, K

SNFMERLENR TV RNWA vE—V D&,
R/ U= Z A E TLS K 5k A v — YV D&
PR TERRINFET,

[TLSKF 51k : 3818 (TLS Encryption: Outgoing) ]
NR=UTE, BEA v E—YOfkE, B
SENTMEREENR TR NWA v E—T D8R,
RN/ G U 7= 2518 TLS BE b A v & —2 D
B, BLORP/RK LI DANE R — k&
LTV D REE TLS HEt D BN R IE A TRR S
nNET,

TLS A v+ —" (TLS Messages) [TLSH5 51t : 515 (TLS Encryption: Incoming) ]
N=U TR, TLSHFFfEsnTnd/sh T
RWERA v E—V OB ERGN., 777
A TERREINET,

[TLSKS =1L : %&{& (TLS Encryption: Outgoing) ]
N=U T, TLSHESfEESnTna/Sh Ty
ROWEA v =V ORBERIEN, 777
B TERREINET,

TLS A vt — %%~ U — (TLS Messages ZORIZIE, TLSKE A fEShTWnd/Sh T
Summary) RWEEAE—VBIOREA yE—VD
W L OEIGOMENR RS NET,
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s emuar—I L

TLSHE#t 0340 (TLS Connections Details) ORI, B LS Ave—VE2ES
BT 5 RAAL OFNERENET, & F
AA NTDNWT, ORI, EESNA Y
=T BROI/R L7 TLS e D %
FRTEET, H AL NTHONT, B
LT DEI G2 ERR"THZ LB TEET,

SEHIC DWW TIE. TLS #ElemsT — 7L
(115 =) 2L TEE,

ESPEDEYE]
TLS B EfT — 70 (115 =—2)

TLS #EEGER T — T L

TLS S 8GEMT — 7 Wi, 8. MELT-A v —y, BX ORI /213l L7 TLS #
BODEHE, BERBIOREA Y=V DRKTLS AT —Z A2 FRrd 5, fetloT —
TINTT, K AL NTONWT, ROV LT oE G xR Tl b TEET,

WDOFIL, TLS 5 GEMT — 7 A OF O Z R L TWET,

& 23: TLS G HEEE T — T L D5 DA

eJES FtEA
RAA EEHED RAA 4,

) U7 TLS WZHAGR L & L | R L7, SE2 3T TLS ##i.,
7= (Failed)

fKEh L7z TLS W ZHSuccess R LTz, B9 T o TLS ##5,

SRBL U72TLSHESLE (TLS Pref. | REX L 72, BT 59X TD TLS Hi.

Failed)

Ih U7 TLSHELE (TLS Pref. | fh L7z, B9 24 ~To TLS £56%,

Success)

Fri& TLS A 57— & & DS TESNTEID B THN TLS BEFD AT — X R ¢

«0:72L

o1 : WZH - R
<20 HELE - RAR
o3 WA - )
o4 HELE - B
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |

B (== SMTP 25T (nbound SMTP Authentication) ] X—

[52{E SMTP

F% B2l

DANEZEX (DANE Failure) |DANE 23— h &N TV 5 (5 TLS Bk DDA 1%,

DANES%Z) (DANE Success) |DANE ¥ 78— b &N TV 5[5 TLS 5 ORI OA %,

EETLSEH S (Total TLS | TLS Bk DA 518
Connections)

I B-{l X LT U A R 5k S TR TLS #5521
(Unencrypted Connections)

TLSDOEIA(%%) (% TLS ofall | 37T TLS #k12xtd 2% TLS B 5L D EIA,
Connections)

TLSFRH D A v — TLS * v E— Y O#¥K,
(Messages by TLS)

#2a (Inbound SMTP Authentication) 1 X—<

[Z15SMTP;RAE (Inbound SMTP Authentication) ] LAR— h X—2iX, 7 54 7> FFEHAED
FEREHR. BEIOEA—NV X2 VT 4 T IAT LV ALEZ—FDORA—)V T 54T  NHT
SMTP & v ¥ a v &i8GET 572 ® SMTP AUTH 2t~ > RRFERENET, 77 IA4T A
1E, FEAEE X SMTPAUTH 2~ > FEZIFTAND &, A—v 7 T4 T h~O TLS #f5i
EHMENLLET, 7747 MIZOEREZFR L TAvyE—VEEELEST, 77747 A
X, INHORITE—VFHALTEBIFCEX R0 e, LAR— MZiE, FAA A E RAAL VP
7 R U AIZEESNT SMTP BEEDFEMIN R R I ET,

WOEREMERT DT, ZOLVFR—MEFEHLET,

« SMTP R Z M L T B FEHEi DR 5L

« 7747 v MM EEAHH L TV D EEROK

« SMTP AUTH Z ] L TV 5 85 D3

« SMTP §EFEAFEA L L 5 & LT, MR Lz KA A v

« SMTP FBFENKIL L T=—F T, 74—/ 3y 7 ZIEHICHH LT 58856 0%
X VT FHT T TAT AT [ZIESMTPIEE (Inbound SMTP Authentication) ] L7 — b
R—=V%EFRT DL, [ (Product) | Fuy FHZ Db [EF A—/b (Email) ] 28R
L. [VA—F Reports) | Ky X ornb[F=421) 24 (Monitoring) 1> [3{ESMTPER

iE (Inbound SMTP Authentication) ] Z3#&R L £, EfllcOWTiX, A1 v ¥ T 7747 L
R—h X=VOHESRL TSN,

[3218 SMTPFEFE (Inbound SMTP Authentication) ]IZI1X2 2O E=—NH Y £79°,
+« KA A > (Domains)
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| #REFROBFA—IL £F1) T4 LR—FT 1 VI OER

s IPT7 LR

[%1Z SMTP 383 (Inbound SMTP Authentication) ] <—= |||}

INHDOE 2—7TlE, SMTPFRAED A F v 7 ay M, BRLIZE2—Da 7 F A~ T

ke Fd,

[%21ZSMTP:RFFE (Inbound SMTP Authentication) ] L'AN— k ~X—2i%, ZE LD /T
7\ SMTP 3 nﬁﬁé‘f‘/b%uﬁ?? L?L_XL: L7L_11#%‘@7 7 7 %i@%‘fk@mun TT@DE'é'ﬂEH%EI@

TTNBRFIRENET,

WD) A NTlE, [Z{ESMTPFEAE (Inbound SMTP Authentication) ] LAN— b =YD X F &%
rr g N OWTIRBA L FET,

R 24: [Z1ESMTPREE (Inbound SMTP Authentication) ] R— < DEEHA

o ay

st B

[WfE%EPH (Time Range) ] (K
0y A YA

FoRT DRI RINT 27200 7 a v & E) Fa vy
TR AR, FEIZOWTIL, LAR— F ORI O
BIREZHR LT 7230,

[(RDOT—4 %% (View Data
For) ] (kmy 7 &7 A R)

F R ERRTAEA—N X2 VT 4 T I5A T A%
BIRT L0, [REA—NLT 7T 47 A (All Email
Appliances) ] Zi#R L £7,

TTIAT VAFERNIVR—=T 4 T T V—TDLAR— |k
T—=HDERHEBML T TEEN,

[52f5 L7=#E#e (Received
Connections) | 77 7

[315 L72#%%¢ (Received Connections) | 77 7 Tix, &7
L 7o IR HEPR IZ 35\ T SMTP #EREA M L CHERE 2 F8AE L
LD ELIEA—N I TA TV bOERERIRENET,
DT T TNE, T TAT v ANZIE LTk DR
SMTP FBFEZ Al U CRBGEZ FT L 2R o To e D, 7
TAT v FEEEZ A U CREGED RS K ORE) L 7282
feO%. SMTP AUTH =~ > R L CREREAN R &
O LTt DB R R S E T,

(%18 LT3 5% (Received
Recipients) | 77 7

[%18 L7=%{5# (ReceivedRecipients) |7 7 71Zi%, SMTP
FREEEH LT, A vEB— Y% %(ET 5 721 Email Security
Appliances ~DEEGZFBIEL L H L LI A=V I T4 T
FNEFTET AR EEOBNFERINET, ZDO7 77 TiE
PEGEISTRRE S N T ZAEH DIk, kivﬁfﬁt#mwfbéh&ﬁ:o
TZEEORH L RINET,
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
B o4 (RateLimits) 1x—2

toTay EREA

(RAAL VB EIIZIP T RV A | (RAAL VA FERIFIPT LA ié)%ﬂPuﬁ@#ﬁ
\2& D) SMTP FEFEDFEA, T=TMIE, A=V EFETHEDICEA—L &

X2 UT 0 T 747/%~®T§M%DWELJ I)ETDH

2—HOFMNFRINE T, RAAL L TEIL, 7947
me%i%ﬁﬁbt%ﬁﬁﬁ(ﬁ%iti%%)@ﬁ

SMTP AUTH =~ > R&EM L-8keatdT (£ 7213k
) o, BV T4 7 MEAERERAITARM L7
#%. SMTP AUTH |27 = — /W 3w 7 LT85t DA R/ T
xFET,

[L— +#IBE (Rate Limits) 1 R—

TN —FEEETEDOL— MHIREEHT S &, A—VEEET FLRIZE ST, flx
DEEHNOORBHBRI EDBEFA—V A ve—UZEEREHIBTEET, [L— MR
(Rate Limits) ] L'AR— MZIE, ZO#IRZHRS LE>72XEERRRINET,

ZOVAR=MI, UTFZ2RET LA ICRILET,
c REDANLEZERET OSSN TREEOHSENTERna—F Ty b

cdEH, 77— b, HEEGREICE S A VBT DN ORIEARGET ) r— 3
N

« NERERRC Y Y — A FEO-DIZ, BN TE T A — /L ZEEICEE L TW 5 EET
« ANLEFRZINBRVDN, REDERFREFA—IV N T 74 v 7 EEELTHWDEETT

ﬁ%n)%%%ﬂ?ﬁ?%?yxTU*$ﬁ@(Mwmmw]Vﬁ—hN—V%%%ﬁéK

. 5 (Product) ] Ka w77 o [T A—/ (Email) | Zi&R L, [LR—
(Reports) | FRY FES UM [E=4Y) Y (Monitoring) [>[L— rHIRR (RateLimits) ]
EBEIRLET, FEFICOWTIEX, A ¥ T7 277 47 LIR— K X=VOHESRL TLES
AN

WEBEEEICBT D FtaHEwm A S teftho LA — b ([NE=—Y (Internal Users) ], [15(5 A
t—UiE{E# (Outgoing Senders) |72 &) TiL, BEEINTA v E—TYOEOAHEFHH S E
T, INHDULR—FTIE, DDA v =V 2L BOZEEITEE LR EEIT S E
A,

[(EAL B (A > 25 > hBI]) (Top Offenders by Incident) ]9+ — hZiE, REFAHIBLY b
2L DZEHFICA v e—VERLHBEICEELLY L Lz R —TREERERENE
T, FITNIA YT MY LET, ZOF ¥ —F T, T_TCTOY ZF—nbHDA v
T v MR S NLE T,

[ EAL BB (T L 725215 % %%) (Top Offenders by Rejected Recipients) | F ¥ — MZIL, iREFH
HOHIRE LA S, b E< OZEFEICA vy E—VE2EE LIcnr"n—T7REENER RSN
FF, TOF¥—FTlE, TRTDOY AT =L OZEEBNETFSINET,
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[E R DS (Connections by Country) 1 X— .

[T _a—7%EHDOL— MR (Rate Limit for Envelope Senders) ] i% €% &de [L— IR

(Rate Limiting) JXEIL. EA =N X2 VT 4 TTI7A T AD[A—/L KR Y — (Mail
Policies) ]>[A—/L 71— 7RV »— (Mail Flow Policies) ] Ti%E€ L £7, L — MHIIROZEM
WZOWTIE, ZHEHOEA— N X2 VT 4 T IAT LV ADY=a T VERITAE T A v
ST HEBRLUTLIIZEN,

BEIEE
[RE&ZED A —/L (High Volume Mail) ] X— (131 ~X—7)

[E A D#E%E (Connections by Country) ] R—

[ KA A {REE

[EB Dz (Connections by Country) | L'7R— h X—T 2 FEHT 5 &, ROEREFERTEE
j‘o

« BIEEBDZAZ A —NVBHED AL (7T 7 4 AN o

« BIGERIOZEA —NVEHB L OA vE—T 0/ (FEX
X2 VT T 747 L ATEBOEERE (Connectionsby Country) ] LAR— h X—T%
ForTHI1iE, [BE (Product) | Ry X o uhn [BF A—/ (Email) ] ZZNL., [V
A—1F (Reports) | Ku vy X mns [£Z41Y) 24 (Monitoring) | > [E R DiE#

(Connectionsby Country) [ Zi&R L 7, FMICOWTIE, A1 ¥ T 77 47 LAR— K ~X—
VOB ESZRLTIEE N,

EHW & £ LIRWZAE A — LB D BN & ARt Bl ZRIR LET,

CEEFHIP T RUVANRTTAR—=FMIPT RLAIZBLTWD,

cEFEHEDIP T RV AL, A%h72 SBRS #HfF L TV EH A,
T BAMEBRTIOLR— MIEEHINDIA v E—VIZRTEA =Y P T vXx T T—
X ERRTDHIZIE, ROBFBWEBFOV 727 v 7 LET,

[[EBD#EE (Connections by Country) ] L'AR— h _X—I 06 raw 7 — ¥ % CSV 7 7 A /L=
JAR—=FTEET, 77 ANEHMEZIZT 7 AR — M5 FEOFHEMIOWNTIE, LR—
TAVT T=EBION I vX T T—=H DT AR — FEBRLTIIZE,

N

(Domain Protection) ] R—<

Cisco Domain Protection 7 7 7 R¥y—EADA L H—T = A AL, =2—FDORDOVIZHEF LT
Avb—UEAEHEBOCHEL, T4 L, FEILET, ZHICXKY, RERETFA—IN Ay
T—URFELTCHRL, BEOHDLETAvE—VE2T 0y I LT, 74 v THERR
EDRAAL L EBETHOEGSZENTEET, RALURETIE, BELE AL > Off
HzEmET 570, BEOHDH URL ZRRICHIFRT 2 Z LN TEET,

WROEREFTRT DI, TTIAT L ADHF LA v Z—T 2 A ZAD [F=L ) T
(Monitoring) 1>[ KA A »%# (Monitoring) ] LR— b _X—TZHL £,

c EMELITERE LTSN A yE—VoME (77 7EA) .
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
. A—HA—)LEEE (User Mail Summary)

« HEFICES 5L KA A OFEMEROME (FE) .

BHF T 7 & AHEMR T Cisco Domain Protection 7 7 7 RYy—EADA LV H—T =4 AT /&
AL DI, ARTA R ANRD L T L 2R LET, 74 A2 PUF$ 51213, URL
https://www.cisco.com/c/en/us/buy.html ZfH L T, [Cisco N A A AR#EDEEK (Cisco Domain
Protection registration) | ~<—IZBE) L £,

Cisco R A A MEHEIZT TITEEGE L TWAEAIL. ROFMEREZAND LT, 7774 T A
0)]*7(/]):/1% I/‘j—‘—]\%uunml_/ ﬁﬂ_‘biﬁ

*[7FA47 > FID (ClientID) ]: Z#uiZ, CiscoDomainProtection 7 7 7 K¥—EA)nE L
RN—haA VR=1FT27OIMEHT S API T 7 X UID T,

[/ 74T h¥—27 L v b (Client Secret) |: Z#UiX, Cisco Domain Protection 27 7 7 K
P—ERZANSLLR— A U AR— T H72DIMEHT 2 APL T 7 EA X —T9,

APl 77 A UID & F—%4£x7 5121%. Cisco Domain Protection 7 7 7 K¥—E Rz /A
“ L., [%E (Settings) |>[APIZ 747> hi—2 L >k (APIClient Secret) |>[APl 7 LT
> VDR (Generate API Credentials) ] ICBENT 2L ENH D 97, FEMIZOVLTIE,
['User Guide For Cisco Domain Protection]] 2R L T 7230y,

)

GE) 777947 ADF LV Web A v F—TxA AT [FAA AR# (Domain Protection) ]
LAR— FR—=U%BFRT DI, 77747 AT trailblazerconfig A N7 > TV
ZD — k %Eﬁwu sz—g«o

—H A —)LEEE (User Mail Summary)

[Z—HF A — L2 (User Mail Summary) | LAR— h X—J2iE, AV T RLAT LI
N — Ik > TEZEESNTE %%~Wk0wf®kﬁ#%7éhi# 1 ADz—H)
BEOBEA ANV T RLAER> TWDAHARHY T, LAR—FTIE, ETA—LT KL
AMELDOONET A,

[ —H% A — /L2 (User Mail Summary) | LAR— b X—=Y % AT 5L ROERERRT
L2 ENTEET,

c b DI A — N EFEAE L Tma—H

kb EL DI ) —VEAANEZE L -

cFHBLEL DT LA A= A=V hZE LT —W

I HEL DANRLEZE LT a—

AT Y Ty NG E NV Lea—F e EDa T T 4V F O

cETA—NE AT Y T4V TR SN —
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X2 VT4 EHTTIAT
VEFRTDHITIE [
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DFEAZSRLTLIZEW,

T =X NORFEDERERBET DX, MBBLOA XTI T 4 TEFA—IL LR—
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WDY A KT

>

4 (Product) ] RKue v 77X o rhi [&E
I (Reports) | K v 7H b [EZ4 1Y 24 (Monitoring) |>[1—H A —)LEEE
(User Mail Summary) | #3&IR L E7,

A—HA—)LEEE (User Mail Summary)

VAT [—HF A= (User Mail Summary) ] L7AR— bk ~X—
5 A— L (Email) ] Z&R L.

PRI OWTIER, A H T 7T 4T LAR—F RX—=Y

Bt

ZEW,

I, [2—P A —/LZE (User Mail Summary) | LAR—F R—=Y DI EIFE 2tk

g ATOWTEHA L ET,

& 25:[1—FA—)LEEE (User Mail Summary) ] X— 2 D&

o ay

aiBA

[H#Flﬁlﬂ%ﬁ (TimeRange) ] (K
ny AT YRR

TR T AR EBIRT 272004 7Y a Vv 2ES Fay T
A7 U A by FERICOWTIE, LR — b R # I 0347
EHERLTLLEZN,

(RDOT —% %BM (View
DataFor) | (Ko vy &
UA )

F=HAEFRTDEA—N X2 YT 4 TTIAT VAR
R 20, [BREA—NT 7Z 47 A (AllEmail Appliances) ]
REIRLET,

TTIAT VALV R—=T 4 7 TN—T DL HR— K T—
ZDORTHBRLTIZE N,

[EFRZEA Y-8k
A= — (Top Users by Clean
Incoming Messages) ]

MFEN TAE SNIEHRER A v —Y 0 Bita—% (KA
A5

[EF7ZREE A v =D b
fif=— (Top Users by Clean
Outgoing Messages) |

MR K> THEE SN EFRREEA vy =YD Ml —3
(RAA D

[ VA A—=ND Lo —
(Top Users by Graymail) |

T A A=) AvE—0 o —H (RAAL VR

[—HF A — L7 B — D
(User Mail Flow Details) ]

[2—HF A=/ 7 —OFEM (User Mail Flow Details) ] > %
FIT 4T T—TITIE, BFA—NT RLAZ LIZEZE
A—=NNGHEENET, S~ HX—% 27V v 7352 LICL
D, k) —FTEET,

ROV TIE, [2—P A — L7 1 —DFEM (User Mail Flow
Details) | 7—7 /b (122 3%—2) &L T E S0,
ZDOVAR—=MIFEHINDHZA v E—VIZHTHA v E—T |

T XU T OFMERRT DI, ROFWEEDY 7 %7
Uo7 LET,
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hREPHEDEFA—L EFaUT4 LR—FT4250ER |
B = 5x— 70— (UserMail Flow Details) 17— L

[—HF A —/LE (User Mail Summary) ] LAR— b X—=U0 6 raw 7 — 4 % CSV 7 7 A /L
W=7 AR— RTEET, 77 A NVEHRE T AR — 8T 5 HFEOFEMICONTE, b
R—T 4T T—HBLON T X7 T 2Dy AR— SR L TIEIN,

N

GE)  [—% A — % (User Mail Summary) | LA R— k X—=Y DA Vo — LR E SN
R—hE2AERTEET, ANV LFR—FDORAT P a—Li%E (140°—2) 28R LTL
fiéb\o

&R R
o [—HF A= L7 u—OFH (User Mail Flow Details) ] 7—7 /1 (122 ~—7)

HEEONE2—VFOME (34 2—)

[2—HA—)LT7O—0DF# (User Mail Flow Details) 17— 7L
[Z—Y A — L7 a—0F M (UserMail Flow Details) 17— 7 /L Clt, ZEBIOEEFE A vE—
COWIR, HHT TV ([A3LFH (Spam Detected) ]. [V A /L AR (Virus Detected) .
[T Y7 4 VZIZX D5 (Stopped By Content Filter) 172 L) DA v —UH/p L, 2—
P T 2REMfE R RSNE T, EZEI TV T4 EZO—EbRINET,
FENE—F L1E, ReptTo: 7 RLRICHESNWT Y AT ATEF A —NEZET 51—
PO L TT, BENHL—FIEMailFrom: 7 FL A ZESNWTEY, WExy hT—27 ND
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