ukyl

ZOFEF, WO THMEINTHET,

s mFX T OME (1 =)
e ZAT (5=Y)
e S YT A7 Y TS g (30 3—)

OX> T DO8E

0y 77y ANINE, VAT LADT 7T 4 BT 4 OPIINIINA T, @ OBENTEER SN E T,
Ciscoa T oYV ¥Fa )T 4 TITIATVADE=LZ =V T, NTITTNYa—T 47,
BIO AT L RT3 —~< AOFIO -0 a 72 L £,

FEAaEouZE, TL—rTF% AL (ASCI) BT INETN, FT o7 nlik
UV —ADNFME DT DI A T VIR TRedk I E 7T, ASCILT ¥ A ME#HIL, [EED
THXARNITT 4 X TileZ LM TEET,

N N [e] — g

AxX> 0&ELR—Ta20
X T2, AvE—Y T7ua—07 Ny 7 AN EOBEICEET D IEHROME
(FTPEEGEDFEM, HTTP 2 77 A NI E) | T—HhHAT DT T34 T7 A0 BHINZHH
L/i‘g—o
COouX T T=HE. EXA—N X2 VT 4 T T IAT U ANSEET VB ATEH L
b, EEOHTETP Y —NCEEBE LT — A T EREHEARD L TEET, 77947
VA FTPER L Cu I T 7 8ATHIEL, Xy T v 7OBEBNTTL—r TFARD
07 aENR— Ny v aTHI b TEET,
VIR—=T 4 VT T =R TR THI0%. TTIATVADT T T 4 AV a—P— A H—T =
AAD[LAR—F (Report) |"—THMEALET, £T7—FIZET 7 BATEEHA, £,
Cisco AT oY ¥Xa VT 4 EBT 7747 L ALUSMIITERE TEEE A,




B -vomes
A\
B X2 VT4 BHET T4 T AL, ARLEEET — % Ofls e ETe, TXTOLR—
TUUTBIO N o IEREBRVELES, ZOTFT—XIXESANSL T vy 2 &
i‘g—o
» VA=
mESANDY:EE

07 7y ANE, WOERIRT 77 A Mk 7o ha vz LG cE£d, Yo han
. 974N 2= — A H =T 2 ATYH T ATV T a VEEREZIIWREST S &
% ﬁ:%ﬁ‘fﬁ‘ﬁ—é 75\ CLI ® logconfig a< ]\%f{iﬂq LT%&/\EE L/i‘é—o

FTP R—1 7

ZDEATDT 7 A NEEETIEL, U E— MFTP
74T v MIERE L~V E I —
LD a—HPF—Da—HF—LEB IO IR
TLV—RXEMHLC, 7T I7A T ARIT
vAL, v 7y ANVEEELET, FIPA—
Vo HEEFERATLDE2ica s 7 xr Y
TrarERETLHHAIE kT or s Ty
ANDRRBERET HLERDHY £3, &
REIWZET DL, bW T 7 A LDHIBRS
nET,

FTP 7>+ =

ZDEAT DT 7 ANBEETIX, TFI747
VAN E—Fa L a—F O FTP —3—
2, EMICe 7y A Ve T v 2 LET,
YT R7 ) TFraAlE, VE—barta—
A bEpa—F—4 R2T7L—X, BIL0O%
BT 4 V7 NURKETT, vl 77 AL,
BESNT-a— A —"— 2P o0 — )L
DNTHEESNET,

SCP 7w =

TDEATDT 7 ANMEETIZ, TFI7A47T
VAMYE— R Ea—X D SCP H— 33—
2, EMICae 7 s ANE T vy a LET,
ZOHECIE, SSH2 7' e v EERT S Y
FT—h T Ea2—# D SSHSCP Y — 324
BT, TR P g liE. a—H4,
SSH ¥—, BIWIE—F 2 a—% LD
BT 4V NUNKETYT, nd 77 AL
X, BESNTFEa— A —N— 2T 2—)L
IZESWTHSESNVE T,




JranassvFory rute ]

Syslog 7 > v/ o

ZDEAT DT 7 ANMEETIX, TFI747
VANY F— b Syslogr—/N—lCr S A E—
CEEELET, ZOHEIL. RFC3164 ([ZHE
#LL TWET, Syslog —/N—DHRA M4 %
BEL., 17 DOE[FIZ UDP 7213 TCP Z1{#
AT 0B R HY E£3, HINLAR— MT
T74NETS514TY, v 7077 VT4
ITRINTEETN, v/ XA TDT 7 4L b
TRy FE T A=a—Th L0 U DIER
INTWET, syslog 7' v oz LTz
ETEXDHD, TFAMR—20a /71T
7

T77A4ILEBELVTA LY F)EE

AsyncOS 1Zu 7 %7 A7 V7 a VTHRELER ZAICESWT, Fa/ 7R 7 ) Fva
YDOTF 4V N EERLET, T4L7 NINOu 077 A VA4, vl BT A7 )7
varTHREINTE T ANG, al T ANDBEMBENTZH A LAX T BIOH—F

DAT—HF A a— RTHEEEINTHET, KIZ,

TLET,

T4 L7 FUBIOT 7 A 2 OHBIOH %

/<Log_Name>/<Log_Filename>.@<timestamp>.<statuscode>

AT —H A a— KL, c ( Tcurrent (GRAE) | DEM) . £721ds ( [saved (BRTFHEH) | D
B T, (REHEHDARAT—HAZAD10 T 77 A NDIHEIRETHLENDH Y £,

A5 OO0—)LA—N\—BXUVERERTrP 21—/l
o YT AT g s RERT S L X,

07 ou—/Li—_— T 7 A LORE, B

FCH LW T 7 A NVDOIERRD b H—%EBELET,

KD RN T —DNTNNERIRLET,
e 77 A YA X (File size)

- W)

<FEELIHET (B,
H2 AT 5L &1,

Gy. WL 7T AR
I DOFNZHENE T,

2 R EoBARR A AT HIZiE,. Fl0 2h30m IZHEVE T,

Fox

<R, FBE LRI

F7x

o JBIN L7-E O H ofsE L=




B oyormosrazsss

Wizl Z e 28561, 24 R E2H L £, 72 & 203 1pm 1 23:00 TT,

WD O — A — N —B A A Y 2 — VRET BT, B AR o~ TR 9,
thi\P&kE$ o sk a—)LA——F 5T i(mmlumkﬂﬁbiﬁ

TAKY AT (¥) BIA)N RH— kkbﬂiﬂ%f%iﬂr 7o & 2IE, IEREICERER L O304
Tlica s ra— A —"—F5120F, *:00,*30 EASLET

EELHIRICET S & (F130 A4 B L ORI O HFIZ SV IR Z 3 E L TV AEEE
WIRAIOHIRICET D &) . Ty A ABa— Lt —_"—SnFEd, FIPHR—U > FHzik A
H=RWIFESNWa T TR ) a TR, ZrAAMBMERESNS E, FNRLHDT 7 A
APRBAGSNDED, VAT ATRT 77 A NVHICE BIZAR—ANNEIIRDET, 7774
TUYADFIP T 4 L7 VIZENLD T 7 A VBEIFENET,

\)

GE) ROMPREL L o — A= "=NFTHOGEE, L — LA —"—FT A%y
TENET, =T —MREI N, 77*‘%75>ﬂéfnéﬂiﬁ“o

O 27A4ILRHRADEA LREZ VT

ROvT 77 AL, v 7 AKROBREE LT H, AsyncOS D/A—2 = > BILOGMT 4
Tk b (2 OBEENS OB NEENTHET,

e XA—Lua
et —T7 YA NTarY IR B
c VAT A u

TIHIETEMZLHZSOH

X2 VT A BT II5ATUATIR, RO T 27U Py a rBNENCHEREINT
WET,

R 1I:EBHREINLOT TR YT a3y

Ay & Ay 247 mFAHE

cli_logs CLIEE w7 FTP R—V 7
euq_logs Z N AR a FTP R—V > 7
euqgui_logs AZRNAREEGUI a2 7 |FTP AR— 1Y v
gui_logs HTTP v /' FTP R—V v/
mail_logs TEAM A=/ |[FTPR—V 7

7
reportd logs VR—F 47 aZ |FIPAR—Y 7




0y s47 .

Ay Ry 247 WA E

reportqueryd_logs VIR—FT 4T J|FTP AR—V 7
=7

slbld logs —7 VA NTay |FITP A=Y 7
ZAU S =

smad_logs SMA v 7 FTP R—V > 7

system_logs D aNN=/) FTP "—Y 7

trackerd logs NovXxo 2 a2 |FIPAR—Y 7

FHAERZRENTWDT_RTCoOr S 72271 P g Tk, 227 UL Information (238 E
SNTWET, B LYLOFEMIZOWTIE, 27 LYULORE 31 X—Y) 2L T
<TEEV,

BWHINTWAEIA B AF—IZLoTE, BNOoa 727 V7 a  ZRETEXET,
0 Y727 YTy a ryOERBIOREICOVWTCX, n s/ 72271 Far (30 32—
V) ZBRLTLLIEEWN,

O 347

e/ XATOBME (6—)

e T 4 X2 lb—ya VBRSO (11 2—)
«CLIEEfEu Z7OfEH (12 X—2)

«FTP — N ZOfEH (13 3—)

«HTTP = 7O (13 ~—2)

« ANLEEER 7 O] (14 ~—2)

o ANL[EHEGUL = 7 OfEH (15 ~<—)

e THAR A= O (15—)

«NTP 2 7D (21 =—2)

s LIR—TFT 4 ua oM (21 2—)

s LR—T 4T s —ar R (22—)
ct—T7 VA NTuy s UA N aZOfH (23 —)
«SMA v 7 DOffif] (23 ~—)

e AT —H A u O (24 X—)

« VAT A TOFEM (27 X—)

e NI uF LT a it onT (27 =)

cEEu 7OfR (28 X—)




B orsioom=

0y 24 TOME

ny TR VT aviiu s XA T ELRL, vT LoyLb, BROYT 7 AL B A AR5 E

Win & DT OO FFE

WCEEATET, ar 74Xl —Ta B s UstoTcon s

HATT, BEOYVT A7) TFvarzficaEsd, nrl/ ¥, ik TuliEEsSNnD
F—ARNREVET, el TRV T a v EERT AL X ICu S XA T EBEINLET,
FHHNZHOWTIZ, el YT 227 Far B0—) BB LTLIFEXN,

AsyncOS Tix, ko 2 A4 THRERSNET,

®2:05 4847

ng a4 7

Bl

PRGEn 7

HLDIED 7& = a—h)LFET- i%pﬁmuuﬁéﬂﬁ_l*‘qj‘j@i()\'{zi’\’l U T A
BT T I7A T A~DGUIB L OCLIDW T DT 7 A2\ T, i
HLta Ay R LT-a s A RTINS NE T,

IEFREEN A v DA, TRy ZTBLOL VMR ET— FTiE, T
DLDAP 7 =R bou S IZEREINET,

Ny JT7Tyrary

N 7Ty 7aliInRNe 7 o7 7TatRAZBENOKTETTidgk LT
7,
Ny 2T TP AV a— o ZICETAE#RIT. SMA 2 ZRICHYD F
j—O

CLI & nm J

CLIBEa 7IZid, VAT L2 EOTXTOCLI T 7T 4 BT 4 Nitdk S
nFET,

a7 4FXal—valVERe iR, Folirhexa T BHT S
FTAT VADEENNATONT=rOEREREELET, =2—F2REE
Zaly MTAHEONC, HrLnwar 7 o Xab—ya VERRa 7 MER
SET,

FTP —/" 1/

FTP v 7\Zid, A V¥ —7 =4 ATHDZ/ > TWD FTP ¥—E 2D
WATEENET, BHROFEME2—T 7770 T 4o BRI E
j—O

GUl a7/

GUI v ZZi%, Web A > ¥ —7 =2 A ATOX—VFEHOIERE, v a
VFE—E . BIRa—RT I A LU REEENET, GUI R

THERMEHLT, 22— =T 774 €7 4 ZBHT5Z L, GUIT2—
P—llRREINE T —ZHETEEST, =7 — FL—ANNy T &
W, Zon s nE T,

GUI 2 ZZi%, SMTP b oW 7 v a T4 H (R, 77

FGAT VANBBFA—INTERBEIND ATV 2 —LiFH L R— M
THEHR) btk ET,




ny 21708z [

ng 247

B

HTTP v 7

HTTP v 7\ZiE, A X —7 = A ATHMDI/2>TWD HTTP F—E R
BLOEF 27 HTTP —E R D IFWmA LSS E T, HITP &
NMLTT I T4 v a—Y—( ¥ =T A (GUD) IZT 7 AT D
728, HTTP v 73 FARMIC, CLIEA R 7O GUIRIZ/ > TWET,
tyvarsy—4% FHHtyrar, BRIy a2y | BX
NI T T4 IN A=Y= A =T 2 ATT 7 BAEINT_N—U N
ganEd,

Haystack = 2

Haystack = 7' (21% —HWHE N T X T T HWeb hT U U3

UNRER SR,

TFXFAN A=) B
y

THXAR A= a L, B AN AT LAOEE (XvE—20
(2. A vbE—VOlMER ﬁ PO EKT., AvkE—YONRDy
A7) T A ERATER SN E T,

A= a7 7 A NG ENDEEORERERFRICOWTIE, Th
FoF TP —EAOME ] BT ZEN,

LDAP /3y 7 1
74

[ AT LB (System Administration) ]>[LDAP] C LDAP %% /& L C
WAHEGEIX, o on ZEMBEOT Ny JIEHALET,

ez, Zhbou 72k, [T A MY—s3 (Test Server) | B L O[T
A K7 =Y (TestQueries) ]‘J‘ﬁ/%:? Vw7 LIRERD RSN ET,

SBx L7- LDAP & nfto)ﬂé%ﬁﬂzol/\fli Wik 22| LT 72 él/\

NTP 1 7/

NTP v Z\Zid, T7IA TV ALEBOREFAT Y NI —7 XA L
7'a bay (NTP) H— N DOBENTHEINET, NTP V— DR E
DFEEICHONTIE., VAT LA OB E 2B LT &0,

ViR—T 47 nm
ﬁ

ViR—T 7 a it PREFRHLR—T 47— RDTatk
ZZEEN T ONET 7 v a USRI NLE T,

VR—=T 47 7

VT~74/&7i)—D7ci TTIAT VATEI TSNS LR—

TJ—nus TAYT 7Y —ICBEMNTONTT 7 v a GRS E T,

SMA = 7 SMA 2 Z7\ZiE, — 72X VT o FBT 7 I7A4 T A Ttk R
BEATT BT 7 v a vinitdkE&nE T, PREPRHLKR—T ¢ 7,
MRERR KT v 7 ZARAEHY— 207 2 ZEENTHE
}\/o
nosou it NI TS A a— U BT AEENE D
bIET,

SNMP 1z 7/ SNMP & 7'i121%, SNMP v U — 7 BBz DU NCBE T AT Ny 7

A vb—UnNHEEnET, FL—REFET ANy T— FTiL. &
X2 UT 4 BT ST T 2 A~D SNMP ER NG ENF T,

o m


b_sma_admin_guide_13_8_1_chapter7.pdf#nameddest=unique_388
b_sma_admin_guide_13_8_1_chapter7.pdf#nameddest=unique_388
b_sma_admin_guide_13_8_1_chapter16.pdf#nameddest=unique_46

B orsioom=

ng 247

B

v—7 U R NT

=EE/8 I S N =74

T—T7 VA NTay s YAl BE—T7 VAN T Y AR
DREBLOT —F X=Xl T 5T — ¥ BRidEInNET,

AN A EEE GUI o

2

AR LFEEE GUI v 712iE, GUI 24 L7zRgiist ., = K =—H%—38
GE, = Ra—H—T 27 ar (f]: BEFA—NLOMH) 72E. AL
WEEE GUL ICREEAT T BT 7 v a US4,

 VAWNI"=Y i 3=i/4

AN LEHER 7023, AN LRREEY v RSB BT 7 v a v
PRt SN ET,

AT —H A vy

AT —H A v 7L, status detail 35 X O dnsstatus & & 3p CLI A7 — 4

A A<y RTHRIEENTZ U AT AFEHERD LS SV E T, FLekIf]

I%. logconfig ® setup 7 a2~ FEMFH L THRELET, AT —HF A
B CULR—hENDIT U FERIIL— NI RIEAT 2R &y
ST RE R D OE T,

VSN =/ AT A a2, 7 — MEH. DNS 27— & Z1EH, B L commit
a<vV REERALTCa—FRAN LIZa Xy bpEEgEInET, VAT
Lrallx, TTIAT UV ADRED KT TNV a—T 4 L TITESEHE
j—O

cNooxrrars | Ty alZilii, T yx = A0 0 ACEERN T S

N7 varPiEEEInEtd, by dr s a s, A—rna o
Ty Mo TWET,

VW Aaar =

BEIHE DT v 75— ", h—ER T v 75— M 55,

Ty T L—F R

Ty T T L—=ROF T ra— REAf A M—=MIEAT D AT —F A,




ny 21 7ous [

ng 247

B

=

Bt m 7 TGk, FFAl, T T 4 7 DA X~ (AAA
Authentication, Authorization, 33 X O Accounting) % itk L £7,

Ao 7 OFMo—H 2RISR LET,
ca—H—_m st

e o B IFCRILE LT, SR T — RBELLS Y
0y

ca—P—-mFF R LE L, 2= R AP TT

cax—P— - n IF TR LE LT, T U FOAHIR I
TWET

ca—Y—_nasE7

ea—HY—_-nmvy 7k

e 2—W—_T 7T ¢ TLEH

e 2—HP— L RZT— ROLEH
ca—HF—_RZ2TU—FDY kv b
ca—P— X2 VT A RETRT A NVOEE
o 2P — AR A

o 2— P — _HIREITEE

D WERE . R T R AT,
o T)—TFa— )b - G5/ I

« PN—TFa—)b - T 7 AT DEHE

W - BRBEN O A~ — DR L CEFSND T 7 v a o,

07 24 TOHEK

ROKIZ, Zu T ZATORBEZELOET,




B oysr7oum

®3:0U 24 TDHEK

REANE

LrE]l

=
rL

5% 2
heL
ek

AT
yeL
CRik

~v

=

N/

TR | A v
A —
T—H |
AfEH |5

I

FLfE1E
e

{51

N
INPAY

/A%

fEl51 >
V7 bk
aYAVA

=

AxX AE
Fi

fif

FRER 7

Ny
T
=74

CLI B4
(=74

RE I
=874

FTP #—
N nag

HTTP =
P

Haystack
=874

THX A
A=)
=874

LDAP &
Ny T
(/4

NTP =
7

LiR—
TAT
(=74




aAVvI4¥aL—YavEEOJOER .

LiR— |* . °
TAUT
==
v/

SMA = |°* * ¢
e

SNMP = |°* *
P

=7V | * *
A NT
=)
A~ wH
ﬁ

ANA[E | * *
it GUI

ANAE | . *
i3

AT —H * * ¢
=27

AT N . .
=874

I\fi\yﬂ‘r . . . . . . .
¥
7\

T | .
T —H
=874

n s :

aYvIJq4¥Xalb—LarvEEOQSTOER

AT 4 Falb—vaEER 7 2= OAH 2 FREEEAT o ZBEDOHAT OB
H, BLXOEREZRGFTDEXCZ—FRAN LA FRY X MEanzBNO® s v a v
ERfOas 74X alb—va 7y A NTHKSNET, 2—FREEERAFTH-NT, &
Fhoar7 4 Xalb—vary Zr4 gl ZnERksnEd,

| ns



B cuzzososm

Bl

ROBRERIED 7 OFNL, AT b~ A EZFAINTWDe =N a—FEEETD

T—=7MZa—H (admin) BT A b 2—HFEZEML7TZZLEZRLTVWET,

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<t--
XML generated by configuration change.
Change comment: added guest user
User: admin
Configuration are described as:

This table defines which local users are allowed to log into the system.

Product: M160 Messaging Gateway (tm) Appliance
Model Number: M160

Version: 6.7.0-231

Serial Number: 000000000ABC-D000000

Number of CPUs: 1

Memory (GB): 4

Current Time: Thu Mar 26 05:34:36 2009

CLUEZEDO S DEM

Feature "Centralized Configuration Manager": Quantity = 10, Time Remaining = "25 days"
Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9 days"
Feature "Centralized Tracking": Quantity = 10, Time Remaining = "30 days"
Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining = "30 days"
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual”

-——>

<config>

WOFNZ, CLIEAn ZICFskINdmatEme s LET,

% 4: CLIBEE N O#FEHER

#rat & EA

A DAR T |3 N ISE(E SR,

PID a<v RBRANENTERFED CLIE Yy a D7 ek A ID,

Av— A=V, ANERECLLa~y> K, CLIH (A==2—, URA Nk

E) . BXOERINA T 07 N THERINET,

Bl

WD CLIE#E v 7 OfFliE, who 3 X O textconfig CLI =~ > K23 AJ] & 17= PID 16434 D1

ZRLTWET,

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was

'\nmail3.example.com> '

Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was

'\nUsername Login Time Idle Time Remote Host What\n

\n

admin Wed 11AM 3m 45s 10.1.3.14 tail\nadmin 02:32PM Os

10.1.3.14 cli\nmail3.example.com> '



Thu Sep 9 14:37

py—nosoeEm i

:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are

no text resources currently defined.\n\n\nChoose the operation you want to perform:\n-
NEW - Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]>

FTIP H—/\ OS5 DEA

WDF T, FTP r— " — a JICEEk SN D MeHE#RE R~ L E T,

® 5:FTPH—/\ OJ O#fEHIER

et

BLL]

HADAZ T

A B REAE SRR,

ID

¥6i ID, FTP £t Z & ORIE® 1D,

Avg—

ol T NIDAE—URv T g iE, el T AIVDARAT—H ATER,
FIRITFTP BEfiE SR (n A, Ty 7u—R, Fyran—K, gr7v
Na &) 22 E9,

Bl

&D FTP r—"— 1 7 OFNZE, B AD:1) &S TnEd, SEEFEOIP 7T KLX
DIFD, TI2T4ET 4 (T7ANMDT v Ta—REAyro—R) BIOa 70 VRS

Wed Sep 8 18:03:
Wed Sep 8 18:03:
Wed Sep 8 18:03:
Wed Sep 8 18:03:

Fri Sep 10 08:07

Fri Sep 10 08:07:

Fri Sep 10 08:07

Fri Sep 10 08:08:

Fri Sep 10 08:08

Fri Sep 10 08:09:

HTTP 045 D {E A

06 2004 Info: Begin Logfile

06 2004 Info: Version: 4.0.0-206 SN: 00065BF3BA6D-9WFWC21
06 2004 Info: Time offset from UTC: 0 seconds

06 2004 Info: System is coming up

:32 2004 Info: Time offset from UTC: -25200 seconds

32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86
:38 2004 Info: ID:1 User admin login SUCCESS

46 2004 Info: ID:1 Upload wording.txt 20 bytes

:57 2004 Info: ID:1 Download words.txt 1191 bytes

06 2004 Info: ID:1 User admin logout

WROF 2, HTITP v JIZGedk SN D e R E R L E7,

& 6:HTTP O J IZRHF SN HHEHER

#rEt

Bl

BADAR T

AR HEAE ST

ID

v aID,

req

it~ U DIPT KL A,




B < umeosomm

et Bl

2t — BEE L — P — D2 —F— 4,

Ay — FITEIN=T 7 v a BT AE#, GET2~<> K, POSTa~<> K, £7/-
WIS AT B AT —HARENGENDIHELD D £,

el
& HTTP v 7 OfliL, admin 21— —Z XD GUIDHEH ATL 2y N7 v v P—
ROELTRE) ZRLTWET,

Wed Sep 8 18:17:23 2004 Info: http service on 192.168.0.1:80 redirecting to https port
443

Wed Sep 8 18:17:23 2004 Info: http service listening on 192.168.0.1:80
Wed Sep 8 18:17:23 2004 Info: https service listening on 192.168.0.1:443
Wed Sep 8 11:17:24 2004 Info: Time offset from UTC: -25200 seconds

Wed Sep 8 11:17:24 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg POST
/system_administration/system setup wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/mail flow graph?injector=&width=365&interval=0&type=recipientsinsheight=190
HTTP/1.1 200

Wed Sep 8 11:18:46 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/classification graph?injector=&width=325&interval=0&type=recipientsin&height=190
HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/quarantines HTTP/1.1 200

ANLIEEEO T OFEH

RDOFNZ, ANLEEED 7k S D ReHERz = L ET,

& 7: AN\ LIREEED T OHEHER

#Et s5EA
A DNAZ T NA R NIEE ST RFZ,

AytE—v AvB—UiF, FTSNET 7 v ay (A yb—UOMREE FREEEED S O
fRfie &) TR ShE T,

Bl

wow 7o, REED S admin@example.com (2 2 fHlD A v~ &— (MID 8298624 & MID
8298625) MfEMtENIZZ LERLTNET,

Mon Aug 14 21:41:47 2006 Info: ISQ: Releasing MID [8298624, 8298625] for all
Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298624 (skipping work queue)
Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID 8298624 to admin@example.com
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Mon Aug 14 21:41:47 2006 Info: ISQ: Delivering released MID 8298625 (skipping work queue)
Mon Aug 14 21:41:47 2006 Info: ISQ: Released MID8298625 to admin@example.com

2N LIREEGUI OS5 DO {FER

WRDOFNZ, ANLEEE GUI v 72k S LD wta i ia R~ LE T,

& 8: R/ LIRHE GUI O T DHfETER

#Et s5BA
A DAL TN NA R DNIEE ST RFA,

Aye— Av—Uik, 2—VFHERE, BITE&NT 7 v a o TERESNET,

Bl
RoOv 7 OFNL, KB LIZGE, nr A, BRORTT U FE2RLTHET,

£ 9: R/ L[REE GUIO T D)

Fri Aug 11 22:05:28 2006 Info: ISQ: Serving HTTP on 192.168.0.1, port 82

Fri Aug 11 22:05:29 2006 Info: ISQ: Serving HTTPS on 192.168.0.1, port 83

Fri Aug 11 22:08:35 2006 Info: Authentication OK, user admin

Fri Aug 11 22:08:35 2006 Info: logout:- user:pqufOtL6vyI5StCqghCfO session:10.251.23.228

Fri Aug 11 22:08:35 2006 Info: login:admin user:pqufOtL6vyI5StCghCfO session:10.251.23.228

Fri Aug 11 22:08:44 2006 Info: Authentication OK, user admin

THEAMA—=)LOTDER

Insou i, BEFA—NLADZE, BEFA—LOEUE, BLONT U ADFEMNGRER S
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59 A TCHBRERIEE 200 7,

Inbou i, FRIRREIINEDH Y FHA, 2720, RN T 7 A NVAEFRT DT, E
Bl72 v AT LOREDPLETT, WS T7 7 A VAL, FICEEHSINHIDITTEH Y A, i
MZHOWTIE, ThZyF o7 —v20oE] 2L TEEN, FTyF 7 H—E 2R
DOEEL

KOFRIZ, TEFAN A=V o JIIRBREINAERERLET,
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. TERMA—LDOTOY LTI

£ 10:7FR b+ A—)L 0T OHEER
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BLl]

ICID

AVl a R ID, VAT AT Sl &2 D SMTP 5 2 =15
EID T, AT AL~D12O0O SMTP ##5: T, H—D A v —IF771%
EEDORA v E—TRIFEETEET,

DCID

BUEHG ID, ROV — R—Z%f9 A 4 O SMTP #: 4 #£T5E ID Th
D, ZOBGTIENSETEOA v =V NEESNET, 1 OO A
T —UEETEEZITEE D RID N —HE I E SN E T,

RCID

RPC Connection ID (RPC £t ID) , A/ AFREBEICXT T 5 4 D RPC ##5¢
ERTHMEID T, ZOIDEMFEHLT, A AEEEE OB TEZE SR
HA =% BHILET,

MID

AytE—=VID, ZTOIDEMHEALT, Ave—YDO7u—%n 7 TBIL
S

RID

ZEHID, KA v E—UREFITT, IDBEFYETOERET,

FRERR (New)

HRlOEERE RS E Lz,

ik

HHROA v e—UREEINE LT,

FEIR A=) OTDOHUTIL

vy 77 ANERRRT D720 A RE LT, ROV IR LTI EEN,

\}

GE) nr/ 77AVOFTIE. BERNEV Y TONETA, 2T, BV LHEL
THESVEV Y THNATWHET,

RIM:TXAM A—)L O DEM

1

Mon Apr 17 19:56:22 2003 Info: New SMTP ICID

5 interface Management (10.1.1.1) address

10.1.1.209 reverse dns host remotehost.com
verified yes

Mon Apr 17 19:57:20 2003 Info: Start MID 6
ICID 5

Mon Apr 17 19:57:20 2003 Info: MID 6 ICID 5
From: <sender@remotehost.com>

Mon Apr 17 19:58:06 2003 Info: MID 6 ICID 5
RID 0 To: <mary@yourdomain.com>
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5
Mon Apr 17 19:59:52 2003 Info: MID 6 ready
100 bytes from <sender@remotehost.com>
6
Mon Apr 17 19:59:59 2003 Info: ICID 5 close
7
Mon Mar 31 20:10:58 2003 Info: New SMTP DCID
8 interface 192.168.42.42 address 10.5.3.25
8
Mon Mar 31 20:10:58 2003 Info: Delivery start]
DCID 8 MID 6 to RID [O0]
9
Mon Mar 31 20:10:58 2003 Info: Message done
DCID 8 MID 6 to RID [O0]
10

Mon Mar 31 20:11:03 2003 Info: DCID 8 close

Ak ow 7 77 A NaG B WD TODITA FE LT, IROKREZMHEHL TIZSN,

R12: THRA S A—)L AT OBIOE

1T& |EREA

=)

1 VAT AIZHR L TCTH LWEERNBRR SN, AP =7vaID (ICID) 5] &Y
WTHNE L, RIS HIP A v ¥ — T oA ATREIN. 10.1.1209 DU E— k
RANTRMENE LT,

2 74T " MAILFROM 2= > RRFETINHE,. AvE—VIlAvE—V
ID (MID) T6) 2380 ¥ ToHivE L,

3 EEHT FLUANEI S, 2T AL ET,

4 ZEFENHBI SN, ZEZEID RID) (0] REO YU THRE LT,

5 MID 5 3Z T AN BN, T4 AZICEEATN, KBEINET,

6 SRR L, ZEERN 7 e —XLET,

7 Ay —URMET e ANBBENE L-, 192.168.42.42 725 10.5.3.25 ~DEUEIZ,
Blf5#46e ID (DCID) 8] MAEID ¥ ToHNE L,

8 RID 0] ~DA v E—UEMENBGINE LT,

9 RID (0] ~® MID 6 ODEMEITAKEI L £ L7,

10 BEHm 7 u— X LET,
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I NDZEFIZHT DAY=V NT FIAT AL Y=/ FENET, A v E—IIFIE
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Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com (1.2.3.4)
address 2.3.4.5 reverse dns host unknown verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To: <user@example.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID '<37gva9$5uvbhe@mail.example.com>"

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'

Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery

Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4

Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [O0]

Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [0]
[("X-SBRS', 'None')]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0

<37gva9$5uvbhe@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close

BLS Dl

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address 63.251.108.110
Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [O0]

Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

KBLIAYE—VEIE IN\—F N R)

QANDZEEMNMEESNTA v =N T I IAT LA, Y= bENET, BT,
FAARARNNSXX 2T —%2IRLE L, ZHiE, Ave—U2 b 00ZEHICHLEETE
RinolzZl bERLET, T I7AT VAR, BEHFICHEAMLT, Fa—nbENLDOZEHE
ZHIR L £,

Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address 64.81.204.225
Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 0 - 5.1.0 - Unknown address

error ('550', ['<george@yourdomain.com>... Relaying denied']) []
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
error ('550', ['<jane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close

EMICIERICEESNDG Y T b ND 2V ZDH]

.

AvE—=UNT TIAT L RIA Y27 FENET, HYOEUEAIT T, AvE—ViF V7
PN RALT, FOHOEGEXF 2—IZANLLNET, 2EDDOFEITTA v E—ITIEFIZE
Fand,



Ayt—2 A% v 4R (scanconfig) [

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address 63.251.108.110
Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:23 2003 Info: Delayed: DCID 5 MID 4 to RID O - 4.1.0 - Unknown address

error ('466', ['Mailbox temporarily full.'])[]

Mon Mar 31 20:00:23 2003 Info: Message 4 to RID [0] pending till Mon Mar 31 20:01:23

2003
Mon Mar 31 20:01:28 2003 Info: DCID 5 close

Mon Mar 31 20:01:28 2003 Info: New SMTP DCID 16 interface PublicNet address 172.17.0.113
Mon Mar 31 20:01:28 2003 Info: Delivery start DCID 16 MID 4 to RID [0]
Mon Mar 31 20:01:28 2003 Info: Message done DCID 16 MID 4 to RID [O0]

Mon Mar 31 20:01:33 2003 Info: DCID 16 close

Ayt—T &y VR (scanconfig)

ROTB T FT, Ave—VOMKERZ IR TERVEE (M7 7 AV 2HIERT 55

) OENEE scanconfig 2~ > R&fEH L CTHRE L7-HA .

If a message could not be deconstructed into its component parts in order to remove

specified attachments, the system should:
1. Deliver

2. Bounce
3. Drop
[3]>

A= a ZIZUFRFERSNET,

scanconfig T, A v &=V &S TERWIGAEIZEET 2 X 0 ITRE LIZGA,

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 From: <test@virus.org>

Tue Aug 3 16:36:29 2004 Info: MID 256 ICID 44784 RID O To: <joelexample.com>
Tue Aug 3 16:36:29 2004 Info: MID 256 Message-ID '<137398.@virus.org>"'

Tue Aug 3 16:36:29 2004 Info: MID 256 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:36:29 2004 Info: MID 256 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:36:29 2004 Warning: MID 256, Message Scanning Problem: Continuation line

seen before first header
Tue Aug 3 16:36:29 2004 Info: ICID 44784 close

Tue Aug 3 16:36:29 2004 Info: MID 256 antivirus positive 'EICAR-AV-Test'
Tue Aug 3 16:36:29 2004 Info: Message aborted MID 256 Dropped by antivirus

Tue Aug 3 16:36:29 2004 Info: Message finished MID 256 done

scanconfig T, Ay E—VENGHTELRVWERICI Ry 75891

HE LIS E,

Tue Aug 3 16:38:53 2004 Info: Start MID 257 ICID 44785

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 From: test@virus.org

Tue Aug 3 16:38:53 2004 Info: MID 257 ICID 44785 RID 0 To: <joe@example.com>
Tue Aug 3 16:38:53 2004 Info: MID 257 Message-ID '<392912.Q@virus.org>"

Tue Aug 3 16:38:53 2004 Info: MID 25781 Subject 'Virus Scanner Test #22'

Tue Aug 3 16:38:53 2004 Info: MID 257 ready 1627 bytes from <test@virus.org>

Tue Aug 3 16:38:53 2004 Warning: MID 257, Message Scanning Problem: Continuation line

seen before first header

Tue Aug 3 16:38:53 2004 Info: Message aborted MID 25781 Dropped by filter 'drop zip c'

Tue Aug 3 16:38:53 2004 Info: Message finished MID 257 done
Tue Aug 3 16:38:53 2004 Info: ICID 44785 close

REIT7ANEET Ay E—D

ZOBITIE, I™ME T 7 A VA ORI EANZT D L 51T, & [Message Body Contains| % 7
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Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info: ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]
SBRS 0.0

Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID 0 To: <recipientl@example.org>
Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001lcba32e$f24ff2e0$d6efd8al$@com>"
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001’

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst’

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx'

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery

3ODWA T 7 AND 2 FHM Unicode THDHZ LITHEE L TL 72XV, Unicode 2 F/RT&
RWIRATIL, 2D X 9 IR 7 7 A VIE quoted-printable X TERR IV E T,

fEnt=AyvtE—o

UIA4 MIZA VT NT 7 varipEO—HOMRE (altreptto 7 A /L& 7 2 F A/ RCPT
UFA4 M. becOT 7 ay, TVFTANLRNVZAL LT aripny) IZhoT, HLOA Y
T—UNERENET, nZICHZB L TRREMR L, LZEIIJSLTMID R, HElck-o
TIEDCID BN L E3, ROLH 7> b Y RARETT,

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'

Eyl e

Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam
Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter 'testfilt'
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GE) Rewritten] = kU {d, ¥ LW MID OffiflZ7~d 1 7 DT ORICERSNET,
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Wed Feb 14 12:11:40 2007 Info: Start MID 2317877 ICID 15726925

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 From: <HLD@chasehf.bfiO.com>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ICID 15726925 RID 0 To: <stevel@healthtrust.org>

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Message-ID
'<WITHO5606E5811BEA0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info: MID 2317877 Subject 'Envision your dream home - Now make
it a reality'



nensomm [

Wed Feb 14 12:11:40 2007 Info: MID 2317877 ready 15731 bytes from <HLD@chasehf.bfiO.com>

Wed Feb 14 12:11:40 2007 Info:

policy DEFAULT in the inbound
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:45
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Info:
Info:
Info:
Info:
Info:

Info:
Info:
Info:

MID 2317877 matched all recipients for per-recipient
table

MID 2317877 using engine: CASE spam suspect

EUQ: Tagging MID 2317877 for quarantine

MID 2317877 antivirus negative

MID 2317877 queued for delivery

RPC Delivery start RCID 756814 MID 2317877 to local Spam

EUQ: Quarantined MID 2317877
RPC Message done RCID 756814 MID 2317877
Message finished MID 2317877 done
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Thu Sep 9 07:36:39 2004

Thu Sep 9 07:36:39 2004

Thu Sep 9 08:44:59 2004

Thu Sep 9 08:44:59 2004
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Info:

R 14: LKR—T 4 7 0T OHEER

sntp query host 10.1.1.23 delay 653 offset -652
adjust: time const: 8 offset: -652us next poll: 4096
sntp query host 10.1.1.23 delay 642 offset -1152
adjust: time const: 8 offset: -1152us next poll: 4096

et
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Wed Oct 3 13:39:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:39:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-40
Wed Oct 3 13:40:53 2007 Info: Pages found in cache: 1304596 (99%). Not found: 1692
Wed Oct 3 13:40:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:40:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:40:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:40:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:53 2007 Info: HELPER checkpointed in 0.00580507753533 seconds

Wed Oct 3 13:41:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-41
Wed Oct 3 13:41:53 2007 Info: Pages found in cache: 1304704 (99%). Not found: 1692
Wed Oct 3 13:41:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:41:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:41:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:41:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:42:03 2007 Info: Update 2 registered appliance at 2007-10-03-13-42
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Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.
Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229 for

['MAIL OUTGOING TRAFFIC SUMMARY.

DETECTED SPAM', 'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',

'MAIL OUTGOING TRAFFIC SUMMARY.THREAT CONTEN

T FILTER', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECI

PIENTS PROCESSED'] for rollup period "day" with interval range 2007-08-29 to 2007-10-01
with key constraints

None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.DETECTED SPAM'] returning results from
0 to 2 sort ascendin

g=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230 for

['MAIL OUTGOING TRAFFIC SUMMARY.

TOTAL HARD BOUNCES', 'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS DELIVERED',

'"MAIL OUTGOING TRAFFIC SUMM

ARY.TOTAL RECIPIENTS'] for rollup period "day" with interval range 2007-08-29 to 2007-10-01
with key constra

ints None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.TOTAL HARD BOUNCES'] returning
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results from 0 to 2 sort
_ascending=False.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.
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Fri Sep 28 14:22:33 2007 Info: Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version:
6.0.0-425 SN: XXXXXXXXXXXX-XXX Fri Sep 28 14:22:33 2007 Info: Time offset from UTC: 10800
seconds Fri Sep 28 14:22:33 2007 Info: System is coming up.

Fri Sep 28 14:22:33 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 16:22:34 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 18:22:34 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 20:22:34 2007 Info: SLBL: The database snapshot has been created.

Fri Sep 28 22:22:35 2007 Info: SLBL: The database snapshot has been created.

Mon Oct 1 14:16:09 2007 Info: SLBL: The database snapshot has been created.
Mon Oct 1 14:37:39 2007 Info: SLBL: The database snapshot has been created.
Mon Oct 1 15:31:37 2007 Warning: SLBL: Adding senders to the database failed.
Mon Oct 1 15:32:31 2007 Warning: SLBL: Adding senders to the database failed.
Mon Oct 1 16:37:40 2007 Info: SLBL: The database snapshot has been created.
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Wed Oct 3 13:26:39 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T202244z 20071003T202544Z.s

Wed Oct 3 13:28:11 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T202443z 20071003T202743Z.s

Wed Oct 3 13:28:46 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T202544z 20071003T202844Z.s

Wed Oct 3 13:31:27 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T202743Z 20071003T203043%.s
Wed Oct 3 13:31:28 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.15 - /reporting/ou
tgoing queue/rpx.2007-10-03-20-152.000F1F6ECAT7C-2RWDB51.v1.tgz

Wed Oct 3 13:31:53 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T202844z 20071003T203144Z.s
Wed Oct 3 13:32:31 2007 Info: TRANSFER: Plugin REPORTINGPLUGIN downloading from
172.29.0.17 - /reporting/ou
tgoing queue/rpx.2007-10-03-20-152.0019B9B316E4-JZ41PCl.v1.tgz

Wed Oct 3 13:34:40 2007 Info: TRANSFER: Plugin TRACKINGPLUGIN downloading from 172.29.

- /export/tracki
ng/tracking.@20071003T203043Z 20071003T203343%.s

JDER

.17

.15

.17

.15

.17

.15

AT —H& A 172X, status, status detail, 35 ONdnsstatus 72 & D CLI A7 —H# X a< . KT
Bl S e v 27 AEHE A GE S E 3, FREMIEIE. logeonfig D setup 7 m~ o N&
BRALTRELET, AT —HX Al TCLR—FENDHI T X ETL— NI, AmilEA T

MUty b SIS OfE T,

® 18: A T—45 R OJ OHfEHIER

et e

CPULd  |CPU M/,

DskIO |4 27 10 %,

RAMUtl | RAM fifi f =&,

QKUsd FHENTNAF 2— (Fa3f M)

QKFre ZENTWNDF 2— (Frsa MEALD |

CrtMID A vt¥v—ID MID)

CrtICID AP xr g U ID (ICID) .

CRTDCID | FifE4%#%¢ ID (DCID)




z27—sz2 o508 ]

et s BA

InjMsg ATzl FENTAYE—Y,
InjRcp ATl NENTZEE,
GenBneRep | £k & iz N v AZEH,
RejRep A S EH,

DrpMsg Ky 7Enzryt—,
SfBncEvnt | V7 N Ry 2 X umA Ry b,
CmpRep |27 L7=%EH,

HrdBneRep | /n— R X o 2 S 7-2 (23,
DnsHrdBnc | DNS /~n— K 7 o &
SXXHrdBne | 5XX /~x— R N7 &,
FltrHrdBnc | 7 4 L % /N— R X7 %
ExpHrdBnce | HIfREI N— R N7 o &,
OtrHrdBne | ZDfthodo/~n— K N7 2
DIvRep FlfE S =zZf54,

DelRep Hibk S e EH,

GlbUnsbHt | 7' 1 — L FE(E IR U 2 b & O —Bokk,
ActvRep |77 T 4 TZAEE,

UnatmptRep | SRafAT32 (54

AtmptRep | ST,

CrtCneln | Hi7E 0> {5 H25¢,

CrtCncOut | BIfE D FA(E B,

DnsReq | DNS %Rk,

NetReq | %y hU—=27 2K,

CchHit Fyviabyh,

CchMis Frvia A,

CchEct X v v 2 Bsk,




B x5—szx0v508m

.

HrEt Bl

CchExp X v v v 2 HIRYI,

CPUTTm | 77"V /r—3 g UM U724 5F CPU I#RE,

CPUETm | 77"V r—3 a3 U sBibA ST b ORI FER,

MaxIO A=) Tt RZXHTH1H0 ORKT + A7 10 #1E,

RamUsd | E| Y 4CTHEHDATY (A NENL) |

Swin AT T v ENEAEY,

SwOut AUy TT 7 MENIZAEY,

SwPgln | =T E&hiz AT,

SwPgOut | R—T7 v hE&ni-A€U,

MMLen VAT LNDOEFFA v =TV

DstinMem | X & NDs6de 472 =7 b,

ResCon | U v —Z{EFHD tarpit . (KED T AT AAFITL Y | HIFA—LOZIT AN
COMEIZTEIELET) .

WorkQ F¥EFx 2 —IZHDBUED A v =T,

QuarMsgs | & 27 LRRHEZ & Dl 2 D A v — V% (EHORBEERICIFET 2 A v —Y
T—ERFEFHINET) .

QuarQKUsd | o+ 27 AfRHEA »— I Lo TIHEH S =% v g Mg,

LogUsd RN a 7 S—F ¢ a L DOEE,

CASELd |CASE A% ¥ > T &7z CPU OEIA,

TotalLd  |CPU D& FHYE &,

LogAvail | @7 77 A )W TE 57 4 A7 FEIKO K& 5,

EuQ AR LFREEN D A v v — 8,

EuqRls AN LBRBERR Y 2 — N D A v ' — U8,

1

Fri Feb 24 15:14:39 2006 Info:

Status: CPULd 0 DskIO 0 RAMUtil 2 QKUsd 0 QKFre 8388608

CrtMID 19036 CrtICID 35284 CrtDCID 4861 InjMsg 13889 InjRcp 14230 GenBncRcp 12 RejRcp
6318 DrpMsg 7437 SftBncEvnt 1816 CmpRcp 6813 HrdBncRcp 18 DnsHrdBnc 2 5XXHrdBnc 15

FltrHrdBnc 0 ExpHrdBnc 1 OtrHrdBnc 0 Dl1vRcp 6793 DelRcp 2 GlbUnsbHt 0 ActvRcp 0 UnatmptRcp
0 AtmptRcp 0 CrtCncIn 0 CrtCncOut 0 DnsReq 143736 NetReq 224227 CchHit 469058 CchMis



vz7n05068 I

504791 CchEct 15395 CchExp 55085 CPUTTm 228 CPUETm 181380 MaxIO 350 RAMUsd 21528056 MMLen
0 DstInMem 4 ResCon 0 WorkQ O QuarMsgs 0 QuarQKUsd 0 LogUsd 3 AVLd 0 BMLd O CASELd 3
TotallLd 3 LogAvail 17G EuQ 0 EugRls 0

RTFLOTDOER
WDFENZ, VAT L v 7\ IGiek SN D aHE#RE R L E T,

£ 19: R T L O OFEHER

#Et s5BA
A DAL TN NA R DNIEE ST RFA,

Ay —v B ISR S A N b,

Bl

WD AT v ZOFNE, commit ZFEITLTZ2—F—DLRTE ATTESNTZa A FEETe,
WL D@ commit =2 b U Z/RLTWET,

Wed Sep 8 18:02:45 2004 Info: Version: 6.0.0-206 SN: XXXXXXXXXXXX-XXX

Wed Sep 8 18:02:45 2004 Info: Time offset from UTC: 0 seconds

Wed Sep 8 18:02:45 2004 Info: System is coming up

Wed Sep 8 18:02:49 2004 Info: bootstrapping DNS cache

Wed Sep 8 18:02:49 2004 Info: DNS cache bootstrapped

Wed Sep 8 18:13:30 2004 Info: PID 608: User admin commit changes: SSW:Passphrase

Wed Sep 8 18:17:23 2004 Info: PID 608: User admin commit changes: Completed Web::SSW
Thu Sep 9 08:49:27 2004 Info: Time offset from UTC: -25200 seconds

Thu Sep 9 08:49:27 2004 Info: PID 1237: User admin commit changes: Added a second CLI
log for examples

Thu Sep 9 08:51:53 2004 Info: PID 1237: User admin commit changes: Removed example CLI
log.

cSwx>2 5 O5I1220VT

N7 vXx 7 v ZIZiE, AsyncOS O - A —/VENWEICEET DM GEE SN E T, v s Ay
t—UlE, A= RSN A yE—V O Ty b TT,

rovXoZaii, AvtE—Y b IR T ER—2ABERT LD, AvE— b
TvXxr T arR—xr b CHEHINET, v7 77 ANMIT —F_X—ZADEKR T mE AT
HEENDLZOT, FTyRo o iZ—B\BEObL0Icn 9, T vF s a Z ORI,
N X BFATY T2 HiOE LI iHc e TnER A,

oo ali, VY —AOMRMEEDOTZDIINA F VX CTREIN., BEIhE
I, BHRIT. RERBIC LA T Y B &L, Cisco BNt 22 —F 4 VT ¢ M L TLH L
BIIANIC K D5AI0 B A[REIC 72 D £3°, Z#a>Y — L%, URL : http:/tinyurl.com/3¢518r (2 & ¥
£7




B =z0r06m

EEOJDEHA

B v 7 CHGE.

HAl, T T 47T DAX ~ (AAA : Authentication, Authorization.

B L O Accounting) ZFCEk L £, (ZLALEOFERIT, Ty Z LV ERIT P L—A LAY
‘/C“‘é‘o

BEEOJIUR) DB

ZoBTiE, 2— (admin 72 ¥) BDEROFBHICa IRFRREINET,
T TFIAT UV ADWeb A B —T AR Ta A LTIESRE,

T TFIAT UV ADWeb A v Z—T A AN 7T 7 ~LT-EEA,

Tue Aug 25 12:33:17 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Destination IP:
192.168.2.2,

Event: Successful login

Tue Aug 25 12:33
Interaction Mode:
successfully

:17 2020 Info: Appliance:
GUI, User: admin, Source IP:

maill.example.com,

192.168.1.1, Event: Session established

Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,
Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: User logged out
Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,
Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session terminated

ZOFITIE, 2—¥— (admin) 7% 1ogconfigCLI <> REAN L2 R u IR Eh
TWET,

Thu Oct 8 13:33:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'logconfig'

Thu Oct 8 13:33:46 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'Enter'

oI, 2—%— (admin) N7 FIA T L ADLHL—Web A v Z—T = A AT
GUI X—C%RE R L2 e a IR ENTVWET,

Thu Oct 8 13:35:07 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,
Source IP: 192.168.1.1, Location: /network/dns, Event: User visited the web page.

ZOHITIE, FFiLna—Y— (admin) N Web A X —T =2 A AEFEH LT 774 T
AEBMENE LN, BEHIFZIy FERTWARNWI ERa JIORENTHVET,

Thu Oct 8 13:36:30 2020 Info:
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Added
user "admin" and changes
will reflect after commit.
Thu Oct 8 13:37:22 2020 Info:
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Deleted
user "admin" and changes

will reflect after commit.

Appliance: maill.example.com, Interaction Mode: GUI,

Appliance: maill.example.com, Interaction Mode: GUI,

ZORITIE, 22— — (admin) NT T7I7A T L ADWeb A v HX—T 2 A ATaIy &
NN T R TCOEFE LA L2 N JIORENTWET,



gznsoem [

Thu Oct 8 13:39:44 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /commit, Event: User discarded all uncommitted
changes.

ZOBITIE, 2—% (admin72 &) MACLIZILTA I v b SR> 7o N TOLER 2
FLIEZEBRRZITRINTVWET,
Thu Oct 8 13:41:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,

User: admin,
Source IP: 192.168.1.1, Event: User discarded all uncommitted changes.

ZoHITIE, =—Y (admin/2 &) BWeb Ul v a v ZA LT NOBRELXEE L2
LR FSIORENLTWHWET,

N

GE)

TTTAT o ATHTONICREL ORI 2§ 21213,
RIEBIER 7 2Fond 50 A7 OT Ny 7E— R h

T LET,
Thu Oct 8 13:45:46 2020 Info: Appliance: maill.example.com, User: admin,
Event: The following configuration changes were commited with comment - 'N/A'
Thu Oct 8 13:45:46 2020 Info: * [standalone] Number of seconds before the Web UI
session

times out.

ZOFITIE, FEFEICE L=, AsyncOSAPIN T 7% T A7 ) 7y a v ERIGTE A
MmoleZ ePu JITRENTVET,

Thu Oct 8 13:52:28 2020 Debug: 08/0ct/2020 13:52:28 +0000 Error - Code: 401,
Details: Unauthorized (No permission -- see authorization schemes)

Thu Oct 8 13:52:28 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin, Role: Role Not Available, Source IP: 192.168.1.1, Destination IP:
192.168.2.2,

Location: GET /sma/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: User is not
valid.

ZOBITIE, FRARICREI LIZ72, AsyncOSAPI /N 7% T A7 ) 7o g v ARG TE -
ZENuTITORINTWET,

Thu Oct 8 13:52:37 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin, Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,
Location: GET /sma/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: API Access
Success.

ZOFITIE, B IR ONBENRERINLTWET,
cCLIZHERALTCT 7I9A4 7 v AIZH Lna—% — (admin) 2MBEMENE LR, &
FiiaIy bENFEHEATLE,
cHEDZ—YP—T H 7 FOFEMIL, CLIZEHLTCT P94 T ATEFREINE L
=, BEZaIy hEREFATL,

Thu Oct 8 13:42:48 2020 Info: Appliance: maill.example.com, Interaction Mode:

CLI,
User: admin, Source IP: 192.168.1.1, Event: Added user "hops" and changes will
reflect

after commit

o m



B orsoz200703y

Thu Oct 8 13:43:26 2020 Info: Appliance: maill.example.com, Interaction Mode:

CLI,

User: admin,

Source IP: 192.168.1.1, Event: Updated user "hops" and changes will reflect after
commit

ZoBITE, 22— — (admin) NT T ITA T L ADH LWWWeb A X —T = A ATAY
T NI X MR EET LR e SIRENTNET,

User: admin,

Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,

Location: GET
/sma/api/v2.0/message-tracking/messages?startDate=2020-10-12T00:00:00.000Z
&endDate=2020-10-12T04:13:00.000Z&ciscoHost=Al1 Hosts&searchOption=messages&offset=0&1imit=100

HTTP/1.0,
Event: API Access Success.

\)

GF) TTIGAT U ADEH LW Web A X —T = A ATEITTDH
TIvary (h7yXxr 7 UR—b, REEORE R D)
. INH6DT 7 v a AN ARIET D APLIZED
X, rr LR SNET,

Y NS (o)
Ay 52X 1) 73y
e/ TR FaroRE (30 2—)
cGUITOR Y $T 27U Fa i (32 2—)
e XL D — N LRE (33 2—)
el Y7 2s) Fagrpa—ILAt—n— (35—
e RA N F—DFE (37—)

O 9 IR T a2 DETE

Oy T2V T a0k oT, CiscorT oY vXa VT4 779347 A T, £72
TV E— MNBRESNLlADO0 T 77 A VPMERSNET, ad BT A7 07T g 0%,
Fyvia BOara—XIZEME) £ (TFI5AT7UoANGEE) ShET, —i%

2. a7 BT 27 ) T g AR OBMERH D £97,

£20:00 7741 ILDEMS

B B

N=Y) EBRLTIEZS N,

n 2 %47 (Log Type) FEERSNDERO XA T L, vl BT RV T a D
KEEXLET, SOV, v Y X1 TOME

(6




a4y LRJILD

oy Laroiz |

Bt

aiBA

i

#%TERITHEEOD, ul TR T arDbhnhRe
TN,

07 7y A4 (Log
Filename)

TAARTIZEEIADL L EDT 7 A NVOYEL, VAT MIHE
Boarrroy X274 7T I7AT U ABRDLIHEE.
0y Ty ANEERLIET S IAT AR TE 5 —E
ou s Ty AN EHEHALET,

T AN A XTI a—
Z—,3— (Rollover by File
Size)

T 7 ANDERRYEA X, ZOVA XNZEETDHE, B—L
F—N—ENnET,

RN LY 7 — L — 3 —
(Rollover by Time)

BrRic i SnwWTn s 77 A vk a— LA —R"—F 5 5 1 3
LU BT DO A A R A S U el (3
N—=Y) DA T a v EBRLTIEI N,

L — MR (Rate Limit)

faE L7zl (RHAL) NToO, nr 77 A 1ron 75
BENDANY PORREZRELET,

77 % /v b ORFEEFH O 10 BT,

n 7 L~L (Log Level)

a7 T 27T g OFEMLL,

B3 J71E  (Retrieval Method)

Ot JryANET TIAT VANLERET S L &R
AW W

[BIE7 7547 >AX (Management Appliance) | > [ AT LEE (System Administration) ]
>[ATYTRY 1) T a3 (LogSubscriptions) 19— (F 721X CLI D 1ogconfig I< > K)
EEHALT, v B 727V 7FvarEZRELET, v AATEANTLH T a7 Rk

TEANET (vl XA TOME

(6=—Y) #2H) . FLAOrs 447 T, v+

TR YT aroal Ly AL EREINET,

\ )

6=

a7 4 Fal—ra VBB o a7 ¥ al—aERa S nbar T g

Fal—rvarzun—FTOaRERHLILEIR. 2074 Fal—vallv A7 S
NIZRATL—=ZAREENTNDHLEa— RTERNWI LIEZELTLEES Y, (BET7S
Z4 7 A (Management Appliance) | > [ AT LEE (System Administration) ]>[0
JHITRY1) T3> (LogSubscriptions) | X—Y T, AT L—X&RJIZED DN
EyhEZRPDZT a7 SRFREINTZL, [1E (Yes) | &N L ET, CLID logeonfig

o<y REFHT 5680,

Tas R Ty EADNLET,

=1 ]

ax A&

07 LUl ko T, B ZICEREENDAHERENERELET, 272, 5ODFEML Lo
WINNERETEET, M0 LV ERETDHE, ARSI LV ERTEL

o m



B cuconsyrzsu7v 3 0k

A LT, RERB T 77 ANDBERESI, VAT A NRNT 4 —< U ATKRE B
B2 FET, dEfilen 7 LOLVREICE, BRI e LNLVREICEENDLTXTORA
=Tl BNMDORA Yy E—UNEENET, LV E BT DHIEE, VAT LAONRT F—~
CAFIETLUET,

N\

GE) w7 AT TLICR R L0 LRLVERETEET,

*£21:045 LR)L

Ay LAJL | EREA

VT4 | =TI Re ik INE T, RbEKINTCr S LLRETT, 20
Ju a7 LV TR, N7 4= ABLOEERT I IA TV ADT 77T 4 €

TAEBE=SA—THIELEFITEERA, L, e LL0 X HIic, B
T 77 ANDBT ITRRTA XZETLZEEHV EEAL, Z0or T LL
L. syslog L'~ Alert & [Al%T9,

®it TRTOVRAT A T —LEERTRINET, Z0orT LYLTiE, A
T A=V ARBIOEERT T IA TV ADT I T A ET 4 2T =H—F5H 2
LIETEER A, Critical 27 L)L KD IR, v 77 A ABRERYA X
WCELET, ZoaZ Loylid, syslog L'-/L Warning & [AZT9,

T VAT AOBMERBERGERSINE T, Tm& 2, BRoA— 7 ORI ERITA

feEk S E T, Information L-~ULiE, v ZIHERIN AR ETT, Zou s L
~ULIE, syslog UL Info &[R4 T,

TN T Information = 27 L~UL L0 EEMRfERp TR ESNE S, =F7—%2 hT 7L
Va—T 47 THEEE, Debug /S LAULEERALET, ZOREIT
PINZER L, %R TT 74V F L-ULZRLET, 207 LULL, syslog L
~L Debug & [A% T,

FL—2 A ATRE 72 R COIE MR SV E T, Trace B 7 LULIE, BAEEFIZOH
HERENET, ZOL_ARHHTHLE, VAT ADNRT F—< U ANRKEL
KF+T20T, #ESNETAL, Z0OY LYULiE, syslog LUl Debug & [A]
HTT,

GUITORYT TRV )T 3 UDEK

ATv 71 B LOWebf v X —T = f ADH) ¥ 2 )T 4 HHTTIATVATR 22V 97 LT, LA v—
Web A 4 —7 = Am—RLET,

ATvFT2 [EBHT 777 A (Management Appliance) |>[> A7 LEH (System Administration) ]>[v2 77 &
27 ) 7'+ a v (Log Subscriptions) |~<X—C, [BZ YT R YT 30BN (Add Log Subscription) ]
7 Vw7 LET,

.



ATvT3
ATy T4
ATy TH

ATvT6

ATy FT17
ATv78

ATvT9
ATv 710

ny4Izoy7varoee

0y A TERINL, vos (07 T4 27 NIH) vy 7y ANVBEROLRIZEATILET,

U TLLEIE. BRT ANV A XERELE T,

YT LA, n e n— A ——F 5 A, R E3RMMREEE L ET, SOV T,

27O — VA —N—BLOHRERA TV a—L 3X—) EBRLTIEEN,

U AGEIE. BE LR (BHAD) NICe 7 7 7 A VICERE SV D A X b DR KA R E

LET,

HUTHEAIE, v LULERELE T,

(274 FXalb—yvaVBERa T OR) RAT7L—Xea JIZG050E ) MNEERLET,

GE) ~RIZEINERRTVL—AREENTWDHa LT 4 Xal—rariin—RKRTEEdA, 2
T4 F¥alb—valBEnspbary o Xal—ariu— RT5aREER S D E1T.
[TV (Yes) | ZBIRL TARRAT7 L —XE a0 JZE&HET,

0 7 ORI EERE L ET,

EHEEZFEEL, RMELET,

O 9 IR T3 nmE

RT9 T [m 7% T A2 YT a3 (LogSubscriptions) |X—Y D174 (LogName) 5licdhbrur 4% ) v

LET,

AFyT2 a Y727 g EEHLET,
ATy T3 BEEEEL, REFELET,

OX> 505 O0—/NLETE

VAT AE, THRAR A=A B TBIRRT—=F A0 TRV AT A AN v 7 & EBIC
FeFkLET, [mF YT R Y S a3 (LogSubscriptions) |X—D[7 v — VLEEE (Global
Settings) |7 v a lh D [REDHE (BditSettings) | AR ¥ > (F72i%, CLI D logconfig ->
setup 2~ R) ZEH LT, ROFHREZHEL LT,

« VAT ANMEETET H E TRIET 2IFM (FVHAL)

e A=V ID Ny X —EFLEKT DN E DD

c UE— MNEBEARAT—H R a— REGET 50 E 9

DAy =V DY TVl b Ny X —EGT oMNE D

A=V lilu JICRET DNy X —
FTRTDCisco ATV ¥Xa VT4 TTI7A4T A 0 72iE, RO 3HA Z{LE Cildk
TXET,

c[AvE—ID (Message-ID) ]: ZDA T a v BRETHE, WHEAEAITTNITOA Y

=YD A Y=V DNy F =R SIS NET, ZOAyE—VIDIE, ZELE

o m



B e rvs—onxoy

A vb—UnbLEEINSEA L. AsyncOS TAERSNDILENRH D 9, WwIHlZrL
\i‘g—c

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-1D Message-ID-Content

«[VE— M (RemoteResponse) |: Z DA v a U EHETDHE, ARERGEITT T
DA yET—=VDYFE— R NIEAT—H A a— KK Z\ZidnEd, wichlzrLFE
‘j‘o

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'

U E— MSELFHNE, SMTP 1 /3t —2 a VBEUERFOD DATA 2 < 7 RDIGERITZIE &
No. ADRREARRD L OTELTHARTT, ZOFITHE, HHiAA biidata 2wy FE%E
ITLIZED Y £ — MEZED,  Tqueued as 9C8B425DA7) L7210 £,

[...]
250 ok hostname
250 Ok: queued as 9C8B425DA7

CFFNO AT 8 5 22 [ARCAIFER, B8 L N250 154 D OK UFIFRE SN E T, UFHOKRE
IZOWTIE, ZHARTRBREISNE T, & xIE, Ciscoar Ty X274 777347
VAT 7 4V h T, DATA 22~ > RiZxt LT 250 Ok: Message MID accepted &\ 9 L5251 TC
IWELET, LIenoT, UE—RN KA RIDBHID Cisco 27y ¥X2 U740 77747
VATHDLEAIL. =2 Y [Message MID accepted] 730 7 (it SN E 9,

s [JEDY TV = ho~v X — (Original Subject Header) ]: ZDA 7' a & A x—7 /LT
THE, EAYE—VOLOY T V=l b~y —Pu S liskInE T,

Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2

Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <mary@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID 0 To: <joe@example.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44e4n$2@example.com>'
Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'

AytE—UANySd—0aFT
BAICEoTE, AvE—URU AT AZBERTALXIC, AvE—VDNy X —DHFEEN
RETET HMENRH Y 3, [BI7HED T 1 —sVLEEE (Log Subscriptions Global Settings) ]
~N— (F721X, CLI ® logconfig -> logheaders 7 2~ R) T, fldkd o~y X —%fHEL
FT, TTITAT AL, BEESNIZA Yy E—V X —%2TFA N A=l BIONFNT v
X uICRERLET, Ny X —BMEET D56, VAT AEy X D4R L iEE ek L
FT, Ny F—REFEELBRVEGAIE, m I biiskIhEE A,

Y

GE)  TARAT AT, aX U AHRE L~y F—ICBRR <. A v b= O30aue | 2 RERE,
Ay —=VIHFET DT RTONy X —ZFHl L £7,




cul AL ¥y snsn— e ]

\)

() SMTP 7’1 k 2 /L2 DWW T D RFC (&, http://www.fags.org/rfes/rfc2821.html (28 W F£9, =
D RFC IZ1E, =W EZEDO~y X —PBE SN TNET,

\)
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Welcome to the M600 Messaging Gateway(tm) Appliance

example.srv> tail

Currently configured logs:

"cli logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

"euq logs" Type: " Spam Quarantine Logs" Retrieval: FTP Poll

"euggui logs" Type: "Spam Quarantine GUI Logs" Retrieval: FTP Poll
"gui logs" Type: "HTTP Logs" Retrieval: FTP Poll

"mail logs" Type: "Text Mail Logs" Retrieval: FTP Poll

"reportd logs" Type: "Reporting Logs" Retrieval: FTP Poll
"reportqueryd logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
"slbld logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

9. "smad logs" Type: "SMA Logs" Retrieval: FTP Poll

10. "system logs" Type: "System Logs" Retrieval: FTP Poll

11. "trackerd logs" Type: "Tracking Logs" Retrieval: FTP Poll

Enter the number of the log you wish to tail.

[1> 10

Press Ctrl-C to stop.

Thu Sep 27 00:18:56 2007 Info: Begin Logfile

Thu Sep 27 00:18:56 2007 Info: Version: 6.0.0-422 SN: 001143583D73-FT9GP61
Thu Sep 27 00:18:56 2007 Info: Time offset from UTC: 0 seconds

Thu Sep 27 00:18:47 2007 Info: System is coming up.

Thu Sep 27 00:23:05 2007 Warning: DNS query network error '[Errno 64] Host is down' to
'172.16.0.3" looking up 'downloads.cisco.com'

Fri Sep 28 22:20:08 2007 Info: PID 688: User admin commit changes:

Fri Sep 28 23:06:15 2007 Info: PID 688: User admin commit changes:
~“Cexample.srv>
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B ~x+x—o0s

A\

GE) 2—H F—FFHTHIUL, BEVOE A=V X2 T 4 TTIAT L ADZ—Y
A REZITA T A > ~)7 @D Managing Secure Shell (SSH) Keys| #Z&M L TL 72

S,

hostkeyconfig "7 a2~ RIZ XL > T, IROEENFITINET,

R23:HKA N F—OFEER: TV FOY R k

avyU R

B

FHERL (New)

FLnWd—Z2EnL £,

fmeE (Edit)

BFOF—%2 R LET,

HIEE (Delete)

BEFOXF—2HIFRL £,

A% % > (Scan)

BRA N F—2HBWZF Y m—FLET,

Flill - (Print)

TR LET,

A A (Host)

VAT ALRA S F—HFRLET, ZhiE, UE— K AT LD Tknown_hosts]
77 A VICEE SN HE T,

7 4> =71V (Fingerprint)

VATLABRANFXF—DIT 4 H—T VU NEERLET,

2—H (User)

VE—h~wiiinl e v at BV AT AT IV hORBF—2F R L%
T, AL SCP vy a TRV TSy a VERETHEEICEREINDS F—
ERICTY, 2k, VE—F v AF LD Tauthorized keys| 7 7 A /VIZHLE S
NDHETY,

Bl

WOBFITIE, I~ RIZE2TEHEA R F—=RNAF vy S, A& MIBMENET,

mail3.example.com> logconfig
Currently configured logs:
[ 1ist of logs

]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> hostkeyconfig

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]
Choose the operation you want to perform:
- NEW - Add a new key.

- EDIT - Modify a key.

.



- DELETE - Remove a key.

- SCAN - Automatically download a host key.
- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.

[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:

1. SSH2:rsa

2. SSH2:dsa

3. All

[31>

SSH2:dsa

mail3.example.com ssh-dss

[ key displayed
]

SSH2:rsa

mail3.example.com ssh-rsa

[ key displayed
]

Add the preceding host key(s) for mail3.example.com?

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed
]

2. mail3.example.com ssh-rsa [ key displayed
]

3. mail3.example.com 1024 35 [ key displayed
]

Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.
[1>
Currently configured logs:
[ 1ist of configured logs
]
Choose the operation you want to perform:
- NEW - Create a new log.
- EDIT - Modify a log subscription.
- DELETE - Remove a log subscription.
- SETUP - General settings.
- LOGHEADERS - Configure headers to log.
- HOSTKEYCONFIG - Configure SSH host keys.
[1>
mail3.example.com> commit

[Yy>
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