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LERMERL TSN,

[ —/v (Tools) ]>[Security Manager ®&EE (Security Manager Admin) ]>[JEB# (Deployment) ] C. [#Hr#i
F VI HHE D FlexConfig DA% JEBHT %  (Deploy only new or modified Flexconfigs) | F = > 7 7R > 7 A
EA7ICLET,

[FlexConfig ®3B/l (Add FlexConfig) 1% 7 U v 27 L, [#A 7 (Type) 1 C[FII (Append) ] %N L T,
B¥e 7 CLI LXET 2 o R L—7 CLLE AT LET,

B4 EHEETEACLIBLO b rA 70— CLURT X912, BT AR — MEA CLIZ A LE
D

4 LR VPN OEE X .“
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Y4 FREIVPN OEE  £X |

B xezov o« rRIVPN TomERET S U T bRy TORE

H4:EHETERCUS LUV o RIILTIL—T CL

Name:* newﬁéxlsf

Group: | v|

Type: .Anxnd v|
Description: : w

Negate For | v
2exmn MR
tunnel-group 5.5.5.5 type ipsec-121 (Hall

tunnel-group 5.5.5.5 ipsec-attributes

ikevl pre-shared-key cisco

ikewZ local-authentication pre-shared-key 0 cisco
ikevZ remote-authentication pre-shared-key 0 cisco
exit

crypto map C5M outside map 1 set peer 3.3.3.3 5.5.5.5

Variables
Name Default Value Object Property Dim... Opti... Desciption

|_ | m _}:

ATY TS BEOT L E2—Z1T\, FrLWEEZEM LT, [KY— (Policy) |>[VPNARYU > —DH (Discover
VPN Policies) 11k VD, HEET 7V F b~y 7R EL VPN bR V2B REEHLET,

AFvT6 VPN bR PaEHHT5E, BT 270 7 b~y P CLIBNEDNI/R2 0 HiLWEBEBMM TR SO
W2 BIIENET, ROREZBL T, CLIRED X ITEMIRE00E MR L T IEEN,

B 7 rRVPNOERE  £X



| o+ FRIVPNDEE : &K

IKEv2 D4 4 RS VPN OB ET 2 U T kv TnEE |

B 5: CLI DL

@ Config Version Viewer: 10.197.74.126

Proposed Config Type: | ASA (Delts) %

no crypto map CSM_outside_map 1 set peer 3.3.3.3 E.5.5.5
crypto map CSM_outside_map 1 set peer 3.3.3.3
crypto map CSM_outside_map 1 set peer 3.3.3.3 5.5.5.5

[ I I A

ATwFT WOKITFT L 91T, FlexConfig T > R/ )L—7 CLI BWHIR S, HEET CLIOAMNMER ST
LT L EMERLET,

6: % ETESR CL

Name:* newflex197 | Group: | v
Type:  Append v
Description: iz
Negate For | v

aewrama\a

L:ryptn map CSM outside wmap 1 set peer 3.3.3.3 5.5.5.5 ﬁ'
[v]

<] 3

Variables

Name Default Value Object Property Dim... Opti.. Description

[<] n [ 1>]

#4 R VPN OEIE | A
|



H4 FREIVPN OEE  EX |
. &IPsec 75/ BO—THR—FEINBZT/NM RXIZDT

ZIPsec 7Y/ AO—THR—FEINBT/INM RIZDNT

ZIPsec 77 /P —Tld, BRBET XA AN IR DAL= LTHR—=FENET,
ﬁ®%:\%K%@?ﬂ4X@%f b:owffbiﬁo:h%®%#i VPN DT /34 A
BBRINT A GEICEH S VET, ZEoTE, TXAM AV ANMI, YR—FENRTWBET
INA AT T%i‘%ﬂ‘ﬁ—éi ) 74/1/5' ) /7 INTVWET, 2, T80 A, 12o0E—/L (R
—777E) LLTUIHAR—=FEINTWHER, fior—L & LTI R—FInTninz &
NHVET, ZOXIRGAET, BoTeT A A XA TEBIRT LA EEMERH D T8, BFE
WEZRFTERNE TR TVET (A v E—UNRRIN., BAERBEOFHH R S
NET) .

\ )

GE)  /N—2 3 421 LIRE, CiscoSecurity Manager (X, X CTOT 7'V F— g v Hh—E R L—F
MEY—E A =% fHAHBF—E R L—F  BELUCiscolOS V7 b7 =7 TEIET 5§
NTDT A RZDNWT, NTEEFTITIEERED T RN— M 2GR — MRk E& T LE
j_o

EYh FTARARETNUICE S TE, VPNEREEZ TR — K L TORONO-VPN A=Y g VU 3dH D £,
LIRS T, HAHXA 7D VPN T3845 EFANHR—FENTWTH, 3845 NOVPN &5 /L
AR — S EtHA, E5IZ, Cisco Catalyst 6500 > U — X ASA h—EREV 22—/ (V7
F =7 U Y —2R85kx) ZFIT) 1. EOHXA 7D VPN ¥ HR—FLTWEHEA,

®2:%IPsec Ty /OAPC—THR—LEINBT/NAR

FH/O0— HYR—brENB3TSY b T+—L4

1HH D IPsec WE D IPsec AR Y > —I%,. CiscolOS X =V 7 4 L—% (T
S s s N e - A

IKE 35 £ O IPsce 4 U v—qp | 2 077 ¥ 3 FmEX L5 (ASR) £5T5) L PIX 77

S B LT < 7 & AT U A—/b, BEUASAS500 Y — X T34 A TRIETE

! o T Y, =/ AT %y VPN OBEA AR X Catalyst VPN H—

EAXAEYVa— /b AR—FIhvET,

IKEV2i%, ASAY U —RA84(x) TOHAVHR—hrSINFET, bR
R V& KEV2 ORCHIRT 256, TTOF /31 273 KEV2
Y AR— T HMENHY 9, IKEvI & IKEV2 O 5 %7 Al
TAHEE . IKEV2 Z VR — N LAAWT A R XHEICIKEV]

AL ET,
IPsec/GRE (Generic Routing |GRE 7RV v —(%, CiscolOS ¥x¥ =V 7 1 /L—% (ASR & &
Encapsulation) , Tp) I LN Catalyst 6500/7600 7 /34 AZRETEET,
GREIZDWTESRLTLZ
é l/ \O

. Y4 FEVPNDERE  £X I
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| o+ FRIVPN DERE : £X

ZIPsec 79/ AO—THR—bZNBT/NA RIZTDNT .

FH/ao—

YR—bENDETZY T —L4

GRE # A4+ v 7 1P,
HIICT RUAFRESIND A
AR—2 O GRE FEIZHOWT
ZHERL TR,

GRE %A+ v 7 IPi%, CiscolOSt*=U 7 ¢ /L—4 (ASR
ZEte) B L Catalyst 6500/7600 7 /XA AR ETE ET,

Dynamic Multipoint VPN
(DMVPN; ¥ 1 F v <
JVFRA L RVPN) | KRR

DMVPN,

HAFI 7w VFRA
VPN (DMVPN) I X VKK
FEDMVPN O EZZH LT
<TEEW,

DMVPN %1%, CiscolOS 12.3T LD T /34 A 35 X U Cisco
IOSXE Y7 b =7 2.x LAF& (Security Manager Tl
12.2(33)XNA+ L RN D) Z#FE(TLTWDH ASR THAR— F &
AVET, K DMVPN &L, Psec # —IR—F & LT
Catalyst 6500/7600 7 /34 A {,H R — k LET,

AR—27 B TDMVPN 7 = — X3 2 i 51212, 751
AXI0S Y 7 v =T U U —R1246)T LA ZFATL TV D440
ERHY ET, ASRIZIOSXE V7 ho=T7 VY U —2R24
(122(33)XND &I D) LBEEFITL T DMERH Y F
7T

Easy VPN,

Easy VPNZZ R L T 72 &
W,

Easy VPN $—/3—|%, CiscolOSEx¥ =V 7 4 /1—% (ASR %
&) | Catalyst 6500/7600 (AR — k &iLd VPN —E R E

Ca— VERIEIR- T E T EMHH) | PIXT AT U A —
Jb. ET2IEASA 5500 U — X FRAL AT,

Easy VPN 7 7 A 7 > M, PIX 6.3 #5179 5 PIX 501, 506,
506E Firewall, Cisco 800 ~ 3900 /U —X jL—#% B LT 0S
W= a3 72 LIEEFEITT 5 ASA 5505 7 /34 A THAR— |
ShET,

GET VPN,

Group Encrypted Transport
(GET) VPNZZRL T2
S,

F— B — T, ROF AL RTHETXFT,

* Cisco I0S 7 b 7 =7 Release 12.4(15)T LM% 32474 %
Cisco 1800, 2800, 3800 U — X ISR, Cisco 7200 >V —
R N—4 L Cisco 7301 /L— &

* Release 15.0 LARE % 3179 % Cisco 1900, 2900, 3900 3 U —
2 ISR

T N—T A 23—|%, Cisco 1800, 1900, 2800, 2900, 3800,
3900 > U — & ISR. Cisco 7200 >V — X )L—4% . 1 L. (X Cisco
0L —HICHETEET, RBERNBROY 7 v =7 VY —
z%ﬁﬁ: IZ[F CCd, BRI &I 7= GET VPN @ IPsec SA D73 FE

WD nGE (1 ~3 D%4H) 1%, Cisco871ISR & 7 /L—7
A= LTHEHATEES, EHIZ, CiscolOSXE Y 7 b
7 =7 U U—223 (12.2(33)XNC) LIF&% 3 5 Cisco ASR
N—BH T N—T A R—=L LTERETEET,

4 LR VPN OEE X .“
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#4 FREIVPN OEE : £4 |
B eEdsn 7 M 2EL@ELRT T34 20 VPN ~OBEHAH

\)

()  Cisco Security Manager 4.21 LA ClZ, ASA ¥V 7 b7 = 7 OJLIRHEHRE & N B IEIXS| fhex ¥
R—=FSNTWETH, CiscolOS Y 7 b7 =7 OHFR— BT LTS, —F D/N—
RO =7 HAR— NI S EE A,

EEEE
« VPN hAR e COERE - ITMmE (38 2—)
e A FE VPN ORXERY O —BLRA 7> a VORY —IHON T (TX—)
« BHRIGHNT NA AETITIET AT TN, AD VPN ~OfFAAI (16 X—)
VPN T 74/ k RY v — 22T, BEIRVPNT 7 4Lk RY —Di%E (17 ~X—
V)
* VPN FRBEDIZonT  23—2)
« IKE 38 X OV IPsec N U & —DFRE

e AR —lZDoNT

EENENTINA REEIFXIED R T/8314 XD VPN ADHEAAH

VPN (ZiF, Security Manager T HI T & 727 /34 AR, Security Manager TIZE B L 221 7 3
AANEGEENDZERHYET, ROLIRLOBHY EF,

» Security Manager CiI¥ AR — F N TWVEH0, =—HFOMEAHY LT 2o 73
A Ao, T2E ZAE VPNIS, HENOMOMNEER T 55y RV = NDOAR—=7 2, ¥—
ER RN == — Xy NI =7 ~DOERNREENTNDEERH D £7,

o VA BPS DT /N4 A, Security Manager ZfEH LT, v AP DT A ZZ%T
DREEERLIZD, BELZV T LIXTEERA,

INOHOFEDT NS AL 5 H5EIT2 2H Y £7,

« BEGAEE D IPsec IR A > NY—RA v MERTHDIHEAE., =7 A M7 %> b VPN OE
BREIIRE (92 4—) THHENTWASLEHIC, =7 A TRy b VPN & LTH
HiaRETEET,

« ZOMMD A TOEROGE. ZNSDT AL A% RGN 7314 2 & LT Cisco
Security Manager f > X2 R UIZEDDHZEMTEET, ZIHDT /31 AL, VPN hAR
nYHNTTY RARA b e U THRETE £33, Security Manager T7 /31 ALk iE %
L7720, AL RCREZER L7V 52 LIXTEERA,

T AT Ry FVPNAT v a UBHBEE LR WEE . BHEXIRAT N 2% VPN R e 2T
BT 2RI T 2 EIT T D 0ENH Y £,

. Y4 FEVPNDERE  £X
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| ¥4 FEIVPN OEE : K
VPN 774 b R S—[2D0WT, BLUTVPN T I+ )L b R S—DERE .

« FENERICE DT A ADOBIMOFIRIZHES T, T3 A A X2 b UITEERIGSL T A
ARELELTFHTT A ZAZBIMLET, WOHHZEIRT HLENHY £,

s VPN THR—FENTWETZ ) aP—L W BEND, BINT 5T 3 A eT
HYAATNARALATHERINLET, TN A XA TIZL ST, T3 A%380
T&EDH VPN bARRYDZ A THRRED T, 72& 21X, GREX° DMVPN Tid, 1800
Y= AR2800 VY — A EDY—EARAIL—Z @R TE £ J, Easy VPN T
1L, BEIZIE U TASA T3 AR PIX 7T/34 AL IR TX F97,

* [Cisco Security Manager C5 ¥l (Manage in Cisco Security Manager) | 473 3 > D%
ERRBRLET, 774N b TIET R COFET A ZAREIRNRT A R L7257
W, ZORMEIZEETT, T AOBINEEZ Z OBEEZITh o255, % T
[T /3 AD 7 /37 4 (Device Properties) | D [4fiX (General) 1% 7 (F /31 A%t
727Uy 7 LT, [T3M AD 7 137 ¢ (Device Properties) | %) CTZDOA 7' =
Y ORIRZ MR TE £,

TN ADA B =T 2 A ZARY =ML T, FHEHERT A Z0HET B VPN A
VHE—=T 2 A AEERLET, TS RATERXNGHCTHDL D, ZORY —IZEFRL
TENBILT A AIHESIND Z Eiddb Y /A, HIZ, Security Manager DA TF /3
A AR E LTENEBEERTTZODERTT,

BEEIER
e % IPsec 77 /0 —THR—FMEINDT /XA AZHONT (14 =)
* VPN AR PDTFT A ZADER (44 =)

« VPN hR o VOERE-I3HE (38 2—)

VPN T O EFRY—[ZDWNT, BEUCVPNTITAHIL b R o —
A

NDERTE
Security Manager Cl, (FEAEDMI VPN AR Y > —IZk LTARY >— [HAEREOT 7 4 v
M BEPHAESINLTWET, 26D T 740 MINABZLARICR>TEBY, ZHHD
F v FU—Z 2% L THY TR WARRERH D 3208, T 74V eI 2 itk - T
VERIHRY =R RE SN TWRWESIZ, HREIAD LET Z L722< VPN ZERTE 5
LWIHFIERH Y F, 2oz, HAERY —IZid, MBOFT 74 /L k VPN R Y > —%1E
T AMLERSHY T, 7, EOF T a L OR) —IZH L TT 74V MEERT S 2
ELTEET,

HLWT 74V b ERETDHENS, RETDTED VPN DX A Fatiat L, 774V b &ff
RTEDRY —DF A THMR LET, [V—/b (Tools) ]>[Security Manager’& 2l (Security
Manager Administration) ]ZER L., 227 YT —TNANE [VPNARY o —0OF 7 4/ + (VPN
Policy Defaults) ] Z3#R L F 9, HHED IPsec 77 /0y —DX 7 2R LT, DX 7R
Vo—%2FATEXa0 %R LET, RY U—ICHAIRFOT 7 4L E3EI Y Y THRTWHE
B FREATVarA ke y 7L T UR MO LRIARERGA. TORY V—[T0HT

4 LR VPN OEE X .“
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H4 FREIVPN OEE  EX |
B v Foa kY S —2onT, BEUVPNF T4 b KUY S—0RE

T, FOMORY > —iZAF S a 0T, VE—FTZ7EAVPNBLIOY A MO RR
AV PRERDODT 7NV IR —%ERTAZ L TEET, BIRLEZARY > —0fIch D
[>T Y DFR (ViewContent) | ARHX %7V v/ LT, R V—EREMRLET,

WOFNETIL, VPNARY > —DFT 7 4V M AAERT 2 5B LT 2 FIEIZ O W TR L

3

Ev b
*VPNT 74N N RV o—%RETHE, ARV —Z2BRT L2 L1270 7, IPsec
TP IHEN, R =T EICERETE DT 74/ MEI1OFETTTR, 2—%ik
VPN O ERHC S ESE AR —2BINTEET, LEEBN- T, 2 —FR|TE
LHEBOIAFRY —FFHEL, OO bbb EOIHEHINLIR) >—%2T 7 4/ b
RY—E L TRHRETEET, VPNRERHZZ—FREDO LIS EIERARY v—%i8
WTEDIDOFHEMZHONTIL, HLWVPN bR P~ogRY) >— (F7 40 F) O
YT 864—) ZBHLTIIZEN,

IKEv2 Authentication 78 U 2 —(XIKEv2 % T T — 3 Y ZFFA[T5 bR v VOGEITNAE
AN —T9F N, IKEv2 Authentication D HTEE DT 7 + v MR EIX(FEEE T, IKEv2
Authentication £ RV O —ZERTE EHA, LN -T, bARBE Y TIKEV2 233
HHEEITINT. AR PRAHERNC 22 DI IKEV2 Authentication 78 U ¥ — & FEICRET
LHUENH D FT,

SEAERERE A5 £ 9 IZIKE Proposal 7R U o — %R ET S84, IKEvI (2% L C Public
Key Infrastructure 78 U & — R MZE T, 72720, ZOR Y —IZxT 5 RO T 7 4L
REREITAFAE L 722\ 2D IKEv] CREBIERRGEZ MM T 25 E&1%. 7 7 4/ k@ Public
Key Infrastructure 8V & —&ERT 2 Z L 2B L T ES 0,

EHER) —%EETIE, TORY —2FHLTNDETXTO VPNIZEERH D Z
LIZHEBELTLEZY, 2ok, £HFRY —iF, 73TO VPN L ER2ARERE
BEANTDEAIERN T, 72720, VPN ZER L= L, 22—V g RY v—nb
o= R IV B A ENTEET, ZOWEIE, VPN bR e PIcx LT
BNCREEZERTTHLERHY £9, HHEFRY —OFEMIz O N TR, AU v—E=a—|Z
BIAHEEFERY O —0FHEZBL T I,

INGOT 7NN ARY—iE, =7 AFT Xy b VPN OFERIRFICIZEA S EEA,

LI ATy VPN 2T 256, 8OV ¥ —F 7n—0—& L TLHRY
DR EMELTRIET 2HEND Y £,

ATYT1 TN R =% R LET, TXTOT 74/ h RY =%, HHERY —TT,
a) AU —bta— (R (View) |>[F U —E=2— (Policy View) | % ER) T, ¥ 74/ MERET
HARY U —FRINLET, AU —iF, [A F#EIVPN (Site-to-Site VPN) | 7 A /X E72iX [V E— b
7 7% AVPN (Remote Access VPN) | 7 # /L ZIZH Y £,
b) [BEARY > — (shared policy) 1BV 7 ZDFEIZH D [RY > —DER (+) (Create a Policy(+)) ] 748
gl Uy 7L, R —D4HTZATI LT, [OK]Z7 U >y 7 LET,
c) WMERREZITVWET, BRLLEARY —THRHAMRBARREICOVTORFRESRT DITIE, V—
W=D [~V (2) (Help(??) | HRZ %2707 LET,

. Y4 FEVPNDERE  £X


csm-user-guide-427_chapter5.pdf#nameddest=unique_72
csm-user-guide-427_chapter5.pdf#nameddest=unique_72

| o+ FRIVPN DERE : £X

ATy T2

ATvT3

ATv74

VPN 774 b R S—[2D0WT, BLUTVPN T I+ )L b R S—DERE .

d Ot RAEBRYIRLT, 7408 R —2TERTIHERY —ZxtLThi< 1 o0k
ARY —%AFRLET,

PMEIZIEC T, VPN A hOT 74/ bERERKLET, ZNDHOT 7 4/b ME, VPN EERHUI ]

INDA 2 —7xA A4 (GigabitEthernet0/1 72 &) Z#kBI+ 2, A v X —T A A v — VL F T =7 K

T, WEB KON VPN A &% —7 = X2iE, TRERFMEO 7 — V2B L £7,

a) [P (Manage) ]>[HR VU —A47 =27 b (Policy Objects) ] &34 L T, Policy Object Manager % B
TET,

b) ATV T—TNANE [A v H—T x4 Au—/ (Interface Roles) ] Zi#®IR L £,

¢) [HiHAZY=Z7 b () (NewObject(+) |R¥ %7V v 7 L, F*v hU—27NOWNEE-I1X/M50
VPN A U F—T A A TR —HEHEND A =T oA A&/ T o4 0 F—T = A 24D
NE—2 AL T, [OK] %27V vy 7 LET,

A H—=Txf A =)L, BEORENLORERFIHEHT DI A0 KO — ROFEIZHOWTIEL, A~
=T 2 A=) FT V=27 MZOWTBLOAS LV E—T =2 A 0—L 3TV xr OIS
BLTLLEEN,

RV —BIORI o —FTVx) NaT —F_X—=AZERFE LET, TXTOMGET 7 — 2R3 2 03
NV ET,

« Workflow LIS DE— KT, [7 7 A /L (File) 1> [fF (Submit) | ZEIRL £,

« TV T 4 BT A HKGE DUV Workflow E— ROEEIX, [T 77 4 €7« (Activities) 1> [HKGRT 7
7 4 €7 1« (Approve Activity) ] ZRINL £,

« T I T 4 BT A HKGBH DD Workflow B— ROEEIT, [T77 7 4 €7 1 (Activities) ]>[7 277 14 &

T 4 O[S (Submit Activity) [ ZEIRLET, 77T 4 ET A BNEARBEINDIETHE, AU —BIW
FTV 2T "NeT 7 AN NE LTERIRTE A,

HLSRELERY) v—BLOR) o= A7V =7 P2 VPNARY —DF 7 4L b & LTEIRLET,
a) [ —/V (Tools) ]>[Security Manager’&2f (Security Manager Administration) | Z3&R L, a7

T =75 [VPNAR Y 2 —DF 7 4/ (VPN Policy Defaults) ] %341 L £ 9 ([VPN Policy Defaults]
R=UEZW)

b) WUIRX TERBINLTC, T 74N MR E LSBT IZA T a v OoR) v—FnEFno ke v
Hgr VDAL, BELERY —2ER L ET,

[S2S Endpoints] # 7' C, WA v X —T 2 A A 0—)L 7V =7 FERINLET,
c) [BR1F (Save) 127V v 7 LT, T74NVMEREFELET,

KAl —H M Create VPN 7 ¢ ¥ — K& FA(TT 5L, BIRLIZT 74V MR T4 F—FRDT 741k &
LCTHERENET, 2—PiF, MOEEOILAR) o —F 3 A v F—T =24 A u—VEER L T,
TNV e EEETEET,

4 LR VPN OEE X .“
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H4 FREIVPN OEE  EX |
B 7 xor—1—51 FEERLEPNRY S —DHRETA X

FIAADF—N—54 FEFERALEZVPNRY S—DAREA X

%< O VPN R Y v —"TCiX, #E T Security Manager RV > — A7 V=7 MRAMEHESNET,
RNV =T V=7 Meld, BAHRERRELFERTE a7 T amLET,

VPNAR U —X VPN h AR B VHOTRTOT A AT & b7, VPN bR e UHNOFE
TEDTNAADRY) —THERAINIZR) L —FT V=27 BRI IHUNERDIGENHY
T, JBAICE->TUL, PR PHNOTRTOTAAL REZEETINENHDLZEHLHY F
T, ZOXIREEREZ, RV —FT V27 MIKTEHET AL ALV D A — =T Nafi
HALTITVWET,

72& 21X, PKIRY —2ERTIHHEIL. PKIBERAS 7 V=7 FERBIRTIAILERH Y £97,
VPN D NT TAR—7 L1382 CAYV—"BPEA SN TWEEEEIT, T30 AL LD —
NR=F 4 REMHEHALT, "7 THASNTND CAYV—R"ZIEETILENDH Y £9, PKIKN
Uy —TIEH—OPKIBREHA T V=7 NRZREINETN, NTOHRE, ERTHT /A AL
N DF—=R=F 4 FIZESNT, ZOFT V=7 FTEENDIERED CAV—"RNE AR5
DERYET,

RV —FT V=27 bOFA—NR—=F 4 REARX—TNITDHIZE, RV —FT V7 NER
T[T A AT EDOA—"—F 4 RZFFA (Allow Override per Device) 4 7L a > &2 %IRT 5
VENBHY £9, TOH%, T ALYULDA—_"—F 4 REERTEET, T/ A LU
TOVPNARI o— ATVl NOF—"—=F A ROFEHIZOW T, ROEEZZBL T
o,

N DT NAADRY = AT V=7 b F—"—=F A FIZHONT
ARV = FT V=T D LEEEDFFA

cH—F AR ADFT P27 b A —S—TF A ROVER F 7= 135
HET N ADHFT P =7 b A== TF A RO FETOIERK E 723k

VRF i)t IPsec [ZDULNYT

BT Y —E7T VPN 2 BT 2856, V—T 47 T—7 VD0, BIOEHELET LA
OFEANEE L 20 £9, 7 FLAOEMIT, @%, BEHROFR Y NT—27 DT T4 X— 1P
T RUVAZERT L2 ENERTEZ Y £4, ZOMEIEL, v LvF7a har I 24y
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T, 2R IKET VI Y XA E L VLT NI ZAANIZEF LY., VPN @ DES K
7T ALEEFE L TCLYVRZEIZLEY LET,

Je

i

FRBVEER LIS LIZ, VPN THERASR TWAST 7/ nY—52ERT 52 LI TEER
o T2 70T —%EHTLH5GEF. HW VPN ZHIBRL Tb, MERT 7 Jay—%H
T 5H L VPN ZE L £,
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[BTHVPN kAR v P OERL (Create VPN Topology) | (+) R& %27 VU w7 LT, {EKkT 5D
VPN hRB YDA ToFRnmEInd A7 ay (NI 7 RAKR—2 (HubandSpoke) ].
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Ty REA Y P B L ORISR kT — IPsec. IPsec GRE

7 DEFR (46 X—) ERBLTLEE 721)
A%

ZOR=Vb, W DPO@EERREE
RS2 Z &b T ET, FFMIiC VT,
RODHLIZHHBHZSZRL TITZEN,

[High Availability] ~— <, AT T 4 — —
VPN hRalizgiF b4 7478
TADERTE (7133—=) 2BBLTLE
S

[GET VPN Group Encryption Policy] ~—", |— — FIE 3 (GET

GET VPN 7 L— 75k D EFH (76 ~— VPN 72(1)

V) BZRLTIESN,

[GET VPN Peers] ~<—, — — FlE4 (GET

GET VPN 7 OEFE (84 X—) 25 VPN 7217)

LTL7EENY,

. Y4 FEVPNDERE  £X



| ¥4 rEAVPNDEE £
ven rRoookmErizEe ]

R— NTFTURR RAV b |BEEAYDa

R—% VPN v—iR4 > |VPN

k VPN

[VPN Defaults] ~— 37, AT w75 AT w74 | FIH4 (GET
HLWVPN bR P~DHIHIRY > — (5 Z)PN TIRFIR
TxIV ) OEDHET (86 —) BB
LT 7ZE0,
[SynchronizeKeys] # A 7 &2 77" > 7 A, GET |— — FlE6 (GET
VPN CCreate VPN 7 4 ' — R&52 T35 & VPN 7217)
T, F—EEWTLINE I ESRLN
F9, IV (Yes) 1227 V2o 35E, 7
o ANRBENET,
RSA F—DAKEFRIIZZR LT EE
W,

VPN F AR\ P OMER T £ 7213 ER% . 2 RaRA o MR, RO GEERBRE 2 ERT 5 2
EHTEET,
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T A RMT7 %y b VPN OIERLETIEMRE (92 2—2) 2ZRLTIZIN,

[NNTA B —T x4 A (Hublnterface) ]¥ 7 : BN I 7T /A A KIFF DMVPN
WZBTANT THHGE, IPsec ¥ — I Rx— X IR SN VX —T =4 AZIRE
LEd, K DMVPN OREEZSH L TL7ZE0,

.

[fREXHR R~ N T —2 (Protected Networks) ] ¥ 7 : B BfbSNbdxry hU—7 &7E
FLET (=2 RAA U FORESG Ry NI =7 ORE (623—) 25H) |
RERER Yy NI =21, A/ v —T A A —)b, Py NT—T/RARNFTT s
b, FEIFEE O Psec DYEILACLARY v —F T V=7 M TT,

[FWSM] # 7" : Firewall Services Module (FWSM) & . Catalyst 6500/7600 7 /XA A (23
TITHEZINLTWA IPsec VPN —E ZEY 22—/ (VPNSM) F 721% VPNSPA/VSPA
EDWMEEHTEDLEDICT DO ORELERLET, ZOREIT, NTNRINH
DE Y 2 —)VPA A K —/)L EjTz Catalyst 6500/7600 7 /3NA AT HNT T v KA
R—2 bR P TETARETY, FHMIC OV TIE, VPNSM 7213 VPNSPA/VSPA
MEESNTZTNAANDT 7 AT U — NP —ERAETV2—/L FWSM) A ¥ —
T A ADRRE (64 X—) LTI EIN,

[VRFx}t)5IPsec (VRF Aware IPsec) | # 7 : /N7 7 > RAR—7Z7 VPN bR R IZE N
T. N7 (PsecT7 7 U —%) IZVRF-AwareIPsec /R ) > — %R E L E 9, FFMICD
WX, VRF &f)iis IPsec DFRE (66 ~~—7) I KXY VRF xtiix IPsec (22T (20
N=) AZRLTIEEN,

[7V 7 b~y (CryptoMap) ¥ 7 : KETDO7 VT v~y 74 E7 YT NACLA
EFPECRELET, L, =T 3 v 4.7 LIFED Security Manager TH AR — h &
nNEJd, 7V 7 b~y 7L U7 N ACLIE, @D IPSec 77 / o ¥ —THHR— |k
SNTWET, Lo T, ZOREF, @HDIPSec 77 / v ¥—2MT 5 bR
BUICORBEHTEET, FHICOVWTL, 7V T b~y 7ORE (69 ~—) %
S LTSN,

[N k7 —"7" (Tunnel Group) | ¥ 7 : FET T NA AD U RNV T N—T4 &
TN—=TR) —=HZRE LET, ZORETIE, E@H D IPSec 3 L U PSec VTI k7R
B NCORHEH S NET, FEHICOWTIE, [F kAT —TOFE (Configuring
Tunnel Group) ] ¥ RATN—TDRE (71 =) 2L T3V,

KT NAADA U H—T 2 A A —)WIHET O TWDEEDA VX —T = f AEFR
RT DI, T NADFICHD [Fr (Show) VA RD [T DHA L H—T A A
(Matching Interfaces) | ZEIR L £, —HT 514 F—T A AR WEAIT. [—&
72 L (NoMatch) | LFRENET, 774NV ETlE, AV F—T A Aa—)LR) —
FT 2l MANFTRENET, A&7 VPN Z1ERT 5121E. ZhbDa—/LinF o
ACERENTWEEBEOA L H—T oA AZ—KTEHIVERH Y 7,
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| #4 rRAVPNDEE : EX
VN va—Tz12 o ks roBE |

ESPEREY=]
T TN NTLBION T LEM L OKEE

T —TNDT 4 NE Y T

VPNA B —T A RITVRRAY FDERTE

[Edit Endpoints] Z A 7 & 27 7~ w7 2D [VPN Interface] ¥ 7 % {# ] L C. [Endpoints] 7— 7 /LD
TR, AZEBRENTZ VPN A v H—T 2 A AZRELET, V—F TRAADT T4 <

VPN A U H—T 2 A% EHRTDHEIE. 7 T4~V b— K VPNA VX —T = A ZADHH
VIOBRIHTERL o BRI T =Ny 7 Vo7 L L THAT AR I T v A v Z—
TxAALBRETEET, XvIT v T A Z =Tz AT, KAV FY—FKA 2k KRB
VERIFEEA Y2 PR UIZH D CiscolOS BF 2 VT 4 V—HF  NTT U RAKR—7
MR YDAR—7 L7325 TU5 CiscolOS EF¥ = U T ¢ Jb—H | F721F Easy VPN hRa v
DYVE—hF 7 FAT 2 hERo>TNDCiscolOSTF 2 T 4 L—F TRETE £, FHMIC
DNTIE, FAYNAV NI T v T ORE (54 X—) 2ZHL TN,

ek

o T ARKH DMVPN ONT ThHL5E, ZOXTIE[(NT A% —T7 24X (Hub
Interface) | & FFITIVE T, [IPsec¥ — I X — X Il loNnT A Z—7 A A (Hub
Interface Toward the IPsec Terminator) | 7 4 —/L K C, IPsec # — 3 % — & [T ST
HA B =Tz ARERELET, /X —T2A AFELFAFX—T = A —/LD4
HiZ AT 20, BN (Select) 1 %227 U 27 LTCYU R RMLEIRLET, FEMICONT
(T, KB DMVPN O EZZ ML T IZ S0,

T 734 A 73 Catalyst 6500/7600 7 731 A D45, [VPN Interface] % 7 TlX, 7 /3A AD VPN
Services Module (VPNSM; VPN #—E &2 £ 2 —/)L) F721% VPNSPA/VSPA 7' L — R %
BRETEET, Catalyst 6500/7600 7 /34 2 DE5E1Z [VPN Interface] ¥ 7 \ZHRK AR 45 EH
DFEANZOWTIL, VPNSM F721% VPN SPA/VSPA =2 KRR A > FDORE (58 2—)
LU TLTEE N, IROFTIE, 7734 A0 Catalyst 6500/7600 7 /34 A TlX7e\WiGE
IZOWTRLET,

FEF—a iR

[VPNOIERK (Create VPN) ] « #— RE 721X [VPNORE (Edit VPN) 1 XA T a2/ Ry 7 A
D [T R4 > b (BEndpoints) ]X— &HDHUVME[VPNET (VPN Peers) ] AR Y T —TF N
A AZEIRL, [fE (Bdit) 1227V v 27 LT[y FARA > bOFFEE (Edit Endpoints) ] Z A
TulZiRy 7 APEET, [T FARA » FOfESE (EditEndpoints) |4 A 72 7Ry 7 AT
[VPNA »Z—7 = A A (VPNInterfaces) | ¥ 7 ZER L FET, TNOHDODR—VBIORF A TR
TR I ANDT 7B AFEZONTIE, =2 RiRA v b B X OMRERNR L Y N U —7 DEFR
(46 ~—2) ML TIZIV,

4 LR VPN OEE X .“
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#4 FREIVPN OEE : £4 |

B ovnoos—ozazzorkes roBE

T4—ILEY)ITFLUAR

% 6: [Edit Endpoints] & A 7 05 7Ry 2 X ® [VPN Interface] 3 7

E-E SR BA

Enable the VPN | [Endpoints] ~3— 3 TRt I D T /3 A A 23R L 7= 854 fEF FTRE T,
Interface

Changes on All | ER SN TS5 E1E, [VPNinterface] 5 7 TIT o 7o ZHPNAD, BR LT

Selected Peers

RTOT A AT INET,

VPN Interface

BIR LT A RZERSNIZVPNA VX —T 2 A ATT, A X —TxA
AEFAUT AL A —T oA 20— LR —FT = NOYLFTEATT
D, FETXEER (Select) 1227 V27 LT, VANNBAT V=7 ik
WTH00, LA v F—T oA A — N F Ty FNEERLET,
VE—T A A —)L I TV FOVERR B, )

=) TIAATI VT b~y 7 eFHTRET DHAIE. ET A 05—
72 A ZADARITIERLSIPT FLAEZRET HMERH Y £7,

FNA ADASA 5505 X— 3 72() IETH D51, Birb Xl
T A VRNV ERFO2ODA U H—T oA R EFRT HMLERDHY T, FHM
IZOWTIE, AN AL F—T oA A N—KRU=T K- TV 7
N—TDEREZRLTITEIN,

VPN 7 747
VAU E—
Tz A A

BIRLIZT N RAZERSNTZ VPN IA T U R AV H—T A ATT,
(IR (Select) 127V w27 LT, UARPLHIERLET, CiscoSecurity Manager
41715, BasyVPND Y FA T U A U X —T 2 A AERETEET, Th
FLATICHEA S hET,

« ASA 5506 T /3 A A LLIE

*BVIA VX —T 2 A AFEZXZFOMOMEA 2 —T = A A (BVI A
N B —T = A AL}V

e NT T URAR—=I FRaYOTRA A

VPN 7 747
VRO EX =
TAH—
T A A

4.17 LAF%, Cisco Security Manager (X ASA 9.9(2) @ BVI |24 % EzVPN #fE
D5t E P R—PLET, ZOT 14—/ T, REShioA 2 —7 =—
AHEFRTEET, PRI OTOICHRES LRy T —27 & LTH
BT DA F—7=—R2RRNLET, ZOHEIL, ROBAICORE S
WET,

« EasyVPN hARm v

CAR—=T A HF =Tz A A

« ASA 9.9.2 T /51 ALK
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| #4 rRAVPNDEE : EX
VN va—Tz12 o ks roBE |

LS Bl

B2 A7 | BIRLIZT A AN ASA FTIPIXT.0+ 731 ATHY , ORI T 7
J a7 O Psec DFEITIET, NT T RAKR—=2 VPN AR YT

fEfCcE £,
SARIT T — g VHIIATERIZAR—7 BMERT A8 D 2 A 7 2581
L/ij‘o

o JEDH (AnswerOnly) |: N7, SARIT LT —T a »~DIRERT
ZATWV, SAX TV Z—a VARG LAAWVWE D ITRELET, iU,
INTDOEEDT 7 4V T,

s F&IE DA (Originate Only) ]: 7 /34 A0, SA F I =— 3 OBk
P 2TV, SART T — g VITIHISELARVWE S ICRELET, =
X, AR—7 DEEDT 7 40 T,

« DBHH (Bidirectional) | : N7 ELIFAR—I N, SARIAT=—T 3 v
DOBEB L OSAR I = — a U ~DIEEDOW %2175 L) IR ELE
R

4 LR VPN OEE X .“



#4 FREIVPN OEE : £4 |
B v s—ozazxzorkes roRE

LS Bl

Local Peer BINL7=7 27 / 10— Easy VPN OEA I T £ A,
IPSec
Termination |2~ H/WV/V—FDVPNA L H =T A ADIPT FLAZHELET, KD

WTENDLDOF T g CERIRTX F1,

o [ N RNVEEITLDIPT K LA (Tunnel Source IP Address) ]: b Rk
EILOIPT RLUAZMBHLET,

o [VPNA > Z—T =4 ZADIPT KL A (VPN Interface IP Address) ] : i&R
LTC VPN A v Z—T oA ATHEESNIZIP T RUAZHEHLET, A
VHE =T 2 A A =)L TEDLDIE, 1 ODDVPNA X —T A A
72T, 247 3 id. GREModes R Y ¥ —T[4 h > RMZ—E
D K RNVEEILERE (Configure Unique Tunnel Source for each Tunnel) ]
BB LA TE £,

GE) N— 3 2 4.9 LR, Security Manager Tl IPv6 7 K L R % &R
TEET, ZOHREIX. IPV6T FL A2 v —T =2 AT
PR—=FENTEBY, ASAY 7 FU =7 RN—T 3290 LUKEHE
ITLTWDT A A SNET, o, IPv6 7 RLADFT
v a3 >, RegularIPSec 77 / 0 ¥ TOAEHTE E7,

«[IP7 FL A (IPAddress) ]: 2—H/WL—HDVPNA L H—T A AD
IP7 RURAZHIRIICIRE L E T, ZOA 7T 3 U, 7734 A2 NAT
BEROERIZHY, NATIP 7 KL AZEET DL AICHERLET, N—
Va 4.9 LI, Security Manager TlZ IPv6 7 RL A ZfRETE £7,

GE) VPNA U Z—T A 2L LT Ryl V—RAERIR L5813,
VPN A VX —T =2 A AZIP T RLUANEIZEID Y THRTW
HAE[REMENH D £,

[BIDOBEFEDA v 2 —T =2 A ADIPT RLAZ0—ALT KL AL LT
H (IP Address of Another Existing Interface to be Used as Local Address) ]
(IPsec 77 / v =75 DMVPN OEEIIEHARA) fEEDOA 4 —
T A ATEESNIZIPT RLRAZa—A AT RLRAELTHERALET
(VPN A v Z =T = AINED FHA) . REEESNTZT7 1 —L FiTA
VE—T 2 A A AT LET,

(R (Select) 1227 U v LT, RBERA U F—T oA AZBINTEET,
TRTCOMEHAFREREREHADA X —T 2 A B—)LPREINTXAT 1
TRy I AMFREINET, ZOXATa TRy 7 AT, £ ¥ —T7=A
A=)V ATV FEERTE £,
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| o+ FRIVPN DERE : £X

VN va—Tz12 o ks roBE |

E%x 5 BA
k>R D% | IPsec/GRE % 721Z DMVPN T72 0 FH ATRE T4,
(EP

[GREE— F (GREModes) 1>[ k> R)JL/NT A—4A (Tunnel Parameters) |
ZTT, P RNVA U Z =T 2 AT LI —ED bRy =22 HT 5
REEZHAINZLTWDEA, [P A =T 2 AT EIC—FED bz
)V — A% A —s3—F 4 K (Override Unique Tunnel Source per Tunnel Interface) |
Fry IRy 7 ZAPMEHAREICRD £, ZOF T a &2 @RL T, &R
L7eT A RITHID b pv Y =R EHE L E T,

AR—27 > GRE £721X DMVPN ko )V CEHATE hoxl V—A T K
LAEZHEELET, ROWTNLDOA T g VB RBIRTE £1,

o [VPNA > % —7 = A A (VPNInterface) ]: h> F/Y—RAT7 KL AL L
T, VPNA U X —T oA AZEHALET,

o[ H—TxA A (Interface) | : HEEDA L H—T = A A% h LY —
AT RLVAELTHEHLET, VPNA U F—T = AINED EH A,
AE—=T A A% AN LET, Elld, DER (Select) 1227V v 7
LT, A F—T A RA%Z#HT A4 0 F—T x4 A0 —)LEBRRLE
T GBIRFA TRy 7 AN — L2kt 52 b TEET) |

Dial Backup Settings

Enable Backup

BINLTZTANA AR, RA VMY —FRA v b bARaYERRER2A Y= b
R ICHDI0S V—F  NTT 2V RAR—=7 hARaPDAR—7 L7poT
W5 I0S/V—4%, £72iX Easy VPN hARBR VDY E—F 7 74T M &7 o
TV I0S V—Z DB TEE T,

TFIGA <V NL—KVPNA v B —T = A ZADHH ) 7 BHATE R ol

e 77— NNy 7 Yo7 ELTHERT ANy I Ty A F—T (A

ERETHNEIDERELET,

Evb NPT T A B —T 2 A RAERETDHANS, £TT A AT
FAXTALUE =T oA AERETHLENHY 3, FHMICD
WX, CiscolOS V—HX DX A YT 4 H—T =4 A% 5
LT,

TAXT A
H—T A A

HAXTA LB =T 2 A ART I T 4 T igolzxiz, B XY — |
N7 4 I MNEEEINDIHHEA LA —T 2 A AT, YITNA L HF—T=x
A A, FERMA X —T A A, FEIEBRIAVH—T =2 AEERTEE
b3—0

A B =T 2 A AFEIFIAVZ—T oA A0 =V ATV NOLETE AN
T 570, [EIR (Select) 127V v 7 LTYRAIDLERLET,

4 LR VPN OEE X .“
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B s vrnvoryin

#4 FREIVPN OEE : £4 |

B

X JE

LS Bl

Primary Next |®IR XpL7-7 7 /a0 ¥ —N@HE O IPsec. IPsec/GRE. GRE %1 F I v 7 1P,
Hop IP Address | & 7- 13 Bagy VPN O3 &1 72 & 24,

TIARV A B =T A ANT I T 4 TIRGARIERTHIPT RLAT
T, 2L, RIZA BN KR TIPT RLREETINRTOET,

FIANKYTIPT FUREE LR WS, Security Manager |, VPN A
VH=T 2 A AR ML TCRAET 4 v 7 V= FERELET, VPN A
H—T A AFHRA Y N —KRA L N THAVERDHY £T, TLINOY;
Al BRI RI L £,

[ (Select) 1227 U > 7 LT, LERIPT FLAZEINTEET, Ry b
T—J/RARNEBLZEZNEE, ZZCTIPT7 RLADEID Y TIHEDOEXy hT—
J IR TEET,

Tracking IP | 7"F A < U VPN A o ¥ — 7 = A A& OBz & MR 5 2808 & 5 5 5
Address TNAADIP T KL ATT, Service Assurance Agent Tlix, 774~ U /L—
MR LTI OT A AZXF LT ping #FEITL, BEtbz80 L E7, 2
DT IS ASOEREDNKRDONTZG By 7T TS M) T —ShET,

IP7 RUVAZEELRWEAIX, 7T v RAKR—7 £721% Easy VPN k7R
BV CTTARYNTVPNA VX —T = Af ARERINET, KA bV —
KAV MERITFE LA YT 2 VPN MR YT, 7 VPN AV F—T = A
ABRERINET,

(R (Select) 127 U > 7 LT, RERIPT FLAZERTEET, *v b
J—JIHRA N BLZZNEHE, ZFZTIPT FLADEID B TIROR Y F T —
7 BN TEET,

[Advanced] R |IEIR L7277 / v ¥ —23 @ % O IPsec, IPsec/GRE, GRE %A+ v 7 IP, £
4 721X Easy VPN OS&IZEHTE £,

[Dial Backup Settings] #4727 ARy 7 A (56 ~—) ZEH LT, BIND
F T a VOREERTOICIE, ZOREZE2T ) 7 LET,

FAXI NI Ty TOERE

FAXN Ny T T aERHTLE, 7740 VI PFIHTE L o B A1l 2 T,
BHOT 74~ VERIZHT D747 U I R TExEd, ¥4 YL Nv o Ty
I RA R —=RA M, =2V ART Ry b FLEFEREA YT 2 VPN hRE IS
LTCW2ACiscolOS X =T 4 —% HDEWENT TV RAR—Y hARBTYDRAR—T &
725 TW5 CiscolOS EF = U 7 ¢ L—F TRIETE LT, Easy VPN AR P2\ T I0S
N—=T a3y RIANYT+ ZFETTHVE—N V7 TA T M A= THLERETEET,

BAXIV Ny I T v THEREIZ, IRD2DDAXT 4 v 7 Jb— FBFEET D L WD RIHRICED
WTHEEINTWHWET,

cTITARY T U =ABHD, KRBT IA XV T4 2RO T T A~V —F

. Y4 FEVPNDERE  £X



| o1 rRAVPNDEE : XK
g4vn vy 7yIogE |

BN HY F—= b U ARBAD, RNTTAF VT 4 2R, T4~ F— U =A
MBI EZEIN—T 4 T T—=TNMIERRENDEI o ZY — ]

Security Manager ([Z K> T, AR—Z @A A YT A V¥ —T =2 A APRESNET, 0D
BAXT ALV E—T A AL, MBI N I T v T A X —7 = A ZAZEEMIT DIVET,
TIA<Y V=B E LT BHE, XAXYT AE—T oA ART 7T 47270, b7
TADIIEZDONR I T T A —T oA ARATEI XY —NZUHA LT FER
FT, AR—T ENTEORODONT 7 4 v 7 BEFALIILD L 912, Security Manager (2 & >
THEAXYT AL EZ—T2ARIK LTI VT N vy IREHENET, 207V TN~y
I, VPNA U X —T 2 A A (FTA~ IV )V—h A HZ—T A R) OZ VT K~y LE—
DHOTT, Easy VPN TlE, Nv 7 7 v TREIFT, XA YT AU F—T oA ATEMSNE
D

10S 73— 3 /1T & » CTik. Response Time Reporter (RTR) F 7213 Service Level Agreement
(SLA; —E R L-ULE) 10S 77 /o —%H LT, 77A4~VU L—hTOxRv
U= ONRT =< AMEFRR S ET, BV Y ToR TS IPsecT 27/ 1Y —73DMVPN
Toh 541, Dialer Watch-List (DWL) 2MEH S E 3,

ISDN Basic Rate Interface (BRL, JEAA v X —T =2 A ) BLOT Ful 5 A A X —T =
ARBMD T TA Y A F—T oA AHT NI T v T A F—T oA AL LTHE
TEET, ZOA, ISDNEIET STl 7 AL, 7794~V A X —T oA ABK
U LIEGRICHNLSNE T, TIA VA E—T oA ABIOEOERN T T T 5H &,
ISDNE 72037 Tl ET A A X =T 2 A ADLTICHATALT U MRFETENT, Ry
N —27 H—EANMEIE LAWK 5 1T L S E T,

[ L& BHIIC

«CiscolOS V—Z THEA YT A v H—T =2 A AERELET, ZOEHIZIE, W BRI B
FOFEFRMA v 7 —7 = A AFDOBR, BEIRFA YN 7T v T E2FHET HHEEITHE
AT DREFA YT A B —T oA AEEETHLENRDH D £9, FEMIZOWTIL, Cisco
I0SV—H% LDEAYT A H—T =24 ZABZBL T EEN,

e I L— " PEREL TWAZ &R LET,

s T ARNT Ry NVPNOGA, a—Hhv (FEXR) T, ADOIRIIEA XNV N T T
THEHRETEET,

ATy T1 FEAED VPN FRaP0E4A. A M VPN OFERIFE 7 IIRERICE A YL Ny 7T v THRTEL
F9, BEfF VPN b B YD Peers N Y U —%fRETH L TEET, =7 X T %y b VPN D4,
Peers R U > —% N L TCOBREAXYIL NNy I T v R ETEET,
KONFNNEEITLUET,
* Create VPN 7 ¢ #— KC, [Endpoints] ~—IZHEAET (VPN AR r UOERNE ZI3MHmE (38 ~<—
V) BIXO =V FRA U FBLIOMRENSR Ry N =T DEFR (@6—2) 25MH) |

« [VPN OfFfE (Edit VPN) | ¥ AT e s Ry 7 AT, [ RKa&RA > b (Endpoints) | ¥ 7 &7 Vw7 L
£9 (VPN bR OMEREZITMRE G8X—) B RAA > FBIOMRERS R > b
U—7 DEFKR (46 X—) M)

B4 FEVPN OERE - X .
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#4 FREIVPN OEE : £4 |

. [Dial Backup Settings] %44 7 A7 7K 9 X

ATy T2

ATvT3

ATy T4

ATy T5

« L/ AT % v h VPN OBE, £IXZOMD VPN hR v P ERETL5E, [Peers] AU v —% i3
RLUET, =2 FBRA > MREO—RERITOVTIE, =2 FRA v P BLIOR#ES SR Y T —7
DEF 46— ) EBRLTITESN,

FAXYNNRy 7T v TaBEETD2N—F 2R T, [k (Bdit) | GhE) A2 2270 v 27 LES, [
CHA Y ITREEATIN—ZDPEREH LA, TNDZBIRL T, FRICHRETE ET,

ZAUZ XLV, [Edit Endpoints] A 7 1 ARy 7 ZANAE ET, [VPN A ¥ —7 = A A (VPN Interface) ]
ZTRBRININTOWRWEEIL, ZOX T Z2FIRLET,

[VPN Interface] # 7 C, XA YN Ny 77 v Al THROF T a o aELET, H LW VPN Z1EK
LTWDEEIE, VPNA U H =T 2 A AR EOMOBRE BT O LENRH Y £F, TNODOFT v a Dt
MZONWTIE, VPNA U H—T oA AT RARA Y FOBRE (49 X—) 2B L TN,

[Ny 7T v 7 OHFEEE (Enable Backup) ]: ZDOA S v a ERIRLET,

(A YT AL —T7xA A (Dialer Interface) |: iR X A VY IA L X —T A ANRT 7T 4 71725
L&, BB FI N—F FT T4 v I BREISNOMERA L F—T = A AERELET,

[FTA~IRTANAKYyTIPT KA (Primary Next Hop IP Address) ] : IR L7z IPsecT 7 /1 ¥ —
23 O IPsec, IPsec/GRE, GRE # A 73 v 7 IP, F£721% Easy VPN O35, X7 A ARy 1P T K
VAZANNLET, RZARKRYTIPT R A% AT LRWA | Security Manager |5, A % —7 =
AARLEHH L TAZT 4 v 7 = bERELET,

« [BBFIP 7 K LA (Tracking IP Address) ]: 774 ~ U VPN A > ¥ —7 = A AN D DRt % HEFF
TOMEND LT NAADIPT RLAZREELET, i, itz B 5720l 794
~ U — R ERHE L CpingBNFATEIND T NA A TT, ZDOT A ANOEGNKONIZHAIT Ny
T TEREN M) H—EhET,

IP7 RLVRAZIRELRWGEIL. NI T RAR—2 £721XBasy VPN hAR R U TF 74~ /N7 VPN A
VHE—=T 2 A AMEENFET, RA LBV —RA v bEFRITEEA Y2 VPN FARE P TlE, 7 VPN
Ao =T x4 APMERAINET,

TIN L7z IPsec 77 / a ¥V — 3@ % @ IPsec, IPsec/GRE, GRE # A 73 v 7 IP, F7/2i% Easy VPN DiGE&
X, [FEMIERE (Advanced) 1227V w27 LT, [¥A YNy 27 v 73%E (Dial Backup Settings) | %A 7
07 Ry 7 ATEMNDO ((EED) FHEZITVWET, IDOHFEICOWTIEL, [Dial Backup Settings] 1 7
BRI A (56 ~—) TMHILET, [OK]Z27 Uy 7 LTEARLZRFLET,

[=Y RAA » FOfwE (Edit Endpoints) | ¥ A4 7B ARy 7 AT[OK] %7V v 7 LET,

[Dial Backup Settings] ¥4 7O Ry o X

[Dial Backup Settings] % 7 12 7R v 7 Z%&MH LT, ¥4 MEVPNIZH A YL RNy 7T v
R —ZRETDHODF T a v ORELERLET, TNLORET. WH D IPsec,
IPsec/GRE, GRE # A} w7 IP, 721X EBasy VPN 77 / B U —|[ZBWTHATE 7,
AN Ny 7T v TOMEDFETEIL, [Edit Endpoints] # A 7 & 778w 7 AD [VPN Interface]
2T TITNWET, VPINA U Z—T =2 AT RKRA Y FOFKE (49 *X—) ML TL
TZEW,

. Y4 FEVPNDERE  £X



| #4 rRAVPNDEE : EX
[Dial Backup Settings] 5«4 745 Ry R .

\)

GE) HAXT AL H—Tx2A ABZRELIRNVE, ZAXYL R 7T v ATEFICEELEEA,
FEAMIZOW T, CiscolOS V—Z EDFA ¥ T A v H—T =24 ZABRLTLTZE,

FESF— 32 R

[ZA YNy 7T v 73%E (Dial Backup Settings) ] %4 71 7Ry 7 A& I, A4V
WXy I T o TEHEMILT, [22 RKRA > FOfRE (Edit Endpoints) (%A 7 0 7R v 7 A
D[VPNA > X% —7 = A A (VPNInterface) ] % 72 5 [FEMiz%E (Advanced) 127V v 27 L
F 9, [EditEndpoints] ¥4 7 2 7R v 7 A& FIEIZONWTIE, =2 RARA v B IOR#
WHEFX Yy NT—7 DERKR  (463—Y) FBRLTIIZEN,

BEER
cHAXN Ny I T v TOHE (54 8—)

» Easy VPN 2D\ T

T4—ILEYITFLUAR

% 7:[Dial Backup Settings] ¥4 7 A5 Ry o R

E:E SitER

Next Hop Forwarding MBEZISE U T, ISDNBRIFE I T T 0 S EF LRy 2T v A
Backup Next Hop IP B=T 2 A ADXI AN KRy TIPT RVA (NI T v 7 A~

Address B—T x4 AT VT 4 Fleole L EITHHET 5 IP 7 RLA)

EANLET, IPT RLA, Fl2iEAy NT—J/FKRA N ATV
7 NOLARTEAT)TEET, £720%, [Select] #27 U w7 LT, IP
T RUVAZRET DXy NI —2 /47 V=7 FEBEIRLET,

KT AN KRy T IPT RLAZ AT LIRWEGEA ., Security Manager
i, AV E =T oA AL L TAZT 4 v 7 — R ERELE

j‘o
Tracking Object Settings
B A LT b Service Assurance Agent DENEIZIBUN T, S856T /A A B DA
(Timeout) ZEfET D ETRIET D I UM BAORMTY, 774/ ~ME5000
ms T77,

JE W # (Frequency) TIA<Y = DRI =< AR FERNT 572D
Response Time Reporter (RTR) Z {3 2HETY, 7 74/ MME
60 Fb =& T,

[LEVME (Threshold) ]|RTREMEIZIWT, sthinA X M&AER L, BIFEEREZIRTET 5.
RUMEMLO EH LEVWETY, 774 /L ME5000ms TY,

4 LR VPN OEE X .“
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H4 FREIVPN OEE  EX |
B vensm 7ok vPN SPANSPA T B L b DBE

VPNSM E£7-1Z VPN SPA/VSPA T > KR4 > FDERTE

[Endpoints] 7 — 7 /L CHiE 1T Catalyst 6500/7600 7 /3 A A %384 L7=354 . [Edit Endpoints] %
AT /Ry 7 AD [VPN Interface] % 7T, 7 /34 A|Z Cisco VPN Services Module (VPNSM;
VPN #—ERX £ =—/L) | Cisco VPN Shared Port Adapter (VPN SPA; VPN G R —F 74
%) . L Cisco VPN Service Port Adapter (VSPA; VPN H—E R R— K 7 X7 %) %3E
TEE9, [AFFCHEERD Catalyst 6500/7600 7 /31 AZTRIRCTE F4, EEARFIE, BIRL-
TRTOT AL R THEHSNET,

Security Manager |Z X > CTEBLENTZARA » MY —FKRA > METITESEA v 2 VPN hARe Y
WOTINA A FT23NT T RAR—27 VPN AR B VHNDONTRAR—T T /34 AL L
TEINTEFET (Basy VPN TlE, AR—27 T NS AL LTEBRTHZ LI TETERA) &
INDOFREIX, BIR LT A AR KB DMVPN (Z851) 5 IPsec ¥ — I 31— % Th HHE
WCHRETHILERDY T2, RICRTTRXTORENMEHTELDITTEHY FHA, K
HIBL DMVPN O EZZH L TS EE 0,

—REEE R

« Catalyst 6500/7600 7 /3 A ZZ1E, 3~13Dy vy —v Ay ¥z b TnEd, 7 L—
KOst E, Aoy &0 120 VPNSM F721% 2 27 VPNSPA/VSPA % A VA h—/L
T&EF¥7, VPNSPA/VSPA Df7E X, Ay hEFEYF T Ay NESTHMNSNET,
Security Manager £, Z DIE#HEZ A X2 M UIZBRIFL T, VPN bR UE2EFHTE 5 X
ITLET,

e VX —TVAADNA TRAZGEN T 4 ZRETDHHEIEL. FILT S ATVPNSM 7 L— R
L VPNSPA/VSPA 7L — K& 7T 4~ T —FBLOT =— A4 —_"— T L —K&L
THEATDZLIFTEEEA,

« JE— |} 77 A VPN Tid, % IPsec 70 R—H/IK LT 1 OO T =— /A —"—4
8721 AR ETE ET, [VPNSM/VPN SPA/VSPA#RE (VPNSM/VPN SPA/VSPA Settings) ]
HATa TRy 7 AR LTI,

« Catalyst 6500/7600 |Z Firewall Services Module (FWSM; 7 7 A4 7 U+ —/L F—E R EV 2 —
V) BhHLGEIL. ZNLDEY 2 — /L EEEEL TEET 2 KO ICRRETE ET, FEMIC
DUNTIX, VPNSM F 7215 VPNSPA/VSPA N E SIIZT NA AND T 7 AT U+ —)b
P—bEREY 22—/ (FWSM) A X —T =2 ADFRE (64 2—) ZBMLTLIEE
U,

o XA AT VRF %fhits IPsec & & $ 12 VPNSM ¥ 721 VPNSPA/VSPA 2 ET 556, £D
F A A(X. VRF 55 IPsec BEEE SN TWARWED VPN AR PICETAZ LN TX
FH A, FEHIZOWTIL, VRE 5G IPsec DRE (66 2—) ML T E &,

» Catalyst 6500/7600 7 /XA AIZNHEL VLAN ZAERRT 57>, F72IEBEFO AR — F<° VLAN 3%
ExRELET, T34 AT VRE Wi IPsec % E STV D EAIE, #5125 VLAN Z21E
BT DR FT,
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| #4 rRAVPNDEE : EX
VPNSM % 7-13 VPN SPAVSPA T > K1 > h oz [

VPNSM (B9 5 FE R

» Security Manager ClZ, Catalyst6500/7600 7 /NA AZH5 1T 5 #4D VPNSM D% E N VR —
FENTWETA, VPN hARrYHTED 12 (v — O, TRAZEVT 4 &k
ETHHAT20) OBV 2a— A ETERETEET,

« VPNSM % R ET 54, Bl Catalyst 6500/7600 7 /3 A T CiscolOS ¥ 7 k7 = 7 Release
12.2(18)SXD1 LAMEMNFAT SN TV D RLERH Y 77,

« VPNSM R E T, VA ¥ 3VLAN 27 2 T& 4,

VPNSPA/VSPA [ZB89 5 FE R

A)‘u;—L’

e ZOREE., KR DMVPNEE CIPsec ¥ — X 2 —H 2R ETHHEAICHLEAINE T,
#ﬁ_owfi KIFEL DMVPN D% E%%%Lf<fém

*« VPN SPA TlE, T _XTDOHF— 4 X (128, 192, BLU256 v b)) D AES K =Z1{bLT /v
FY XL, BEXODES EbT7 /=Y XL 3DES Bk 7 0T ZARYR—FEh
TWET, O WTIE, AT 5 L7 LT XLADOREESRLTLEIN,

VRF &— R CiE, cryptoenginesot slot/subslot {inside|outside} =~ > RIZPNERF L O VPN
AV =Tz AERSHET,

« Catalyst 6500/7600 5731 A C. CiscolOS ¥ 7 k7 = 7 Release 12.2(18)SXE2 LA % 31T L
TWABKERBYD £,

%ﬁﬁﬁﬁ%~F(:@%wPT . KBS b E iz T 7 ¢ 7 3 VPNSM/VPN SPA

ZIEENTHEITRIAA NN, ZIVT TXAMDNT 74 v 7 3FREnNEd) %
ﬁ%ﬁé%m@%é\mmwmw07ﬂ4zficmes/7bwl7ﬂ—v§/
12.2(33)SXH LARED, 7600 /b— % TIiL 12.2(33)SRA LIENRFEITIN TV OLENRH VY F
R

D NTRBIMT S DMVPN F AR DT 1 ODANTIZVPNSPA 7 L— RRAREINT
WAL, AR—=T THDIINAT THAINIb LT, WEFNROT A R T b X
NF—ZRELRNTLEIN, 20X MR BT 57 /34 AT, F—7L
TO RN EYFR— T 57202 CiscolOS V7 b7 =7 N— 3 0 12.3T BN FELT
SNTWARERH Y F9,

FEHF—I 32 /R

Create VPN 7 ¢ F— R £ 721X [VPNOFE (Edit VPN) | XA TR IRy 7 AD [T RRA >
I (Endpoints) ] X—, HDHWEI[VPNET (VPN Peers) ] 7R U 2 —C Catalyst 6500/7600 7
PNA ZAERIN L, [fRE (Bdit) 1227V v 27 LT [=y RRA > bOfRE (Edit Endpoints) ] 4
ATa Ry 7 AEREET, [T RARA 2V bOME (EditEndpoints) | %A 7 a7 Ry 7 A
T[FWSM] ¥ 7 2@ IR L E£T, ZHODR—=VBIREA TR IRy 7 A~DT 78 A SGFEIC
DNTIE, = RARA U FBIOMREN SR Y N =T DER @W6~—) #ZHLTLE
W,

B4 FEVPN OERE - X .
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#4 FREIVPN OEE : £4 |

B vensm 7ok vPN SPANSPA T B L b DBE

T4—ILE Y

27L2R

R 8: [TV FRA > rD#RE (EditEndpoints) |54 705Ky I X, [VPNA >3 7 =—X (VPN Interface) ]2 T ®D
[VPNSM/VPN SPA/VSPAz%7E (VPNSM/VPN SPA/VSPA Settings) ]

BER Bl

Enable the GE) [Endpoints] ~~— T, #REHNIHEELD Catalyst 6500/7600 7/ A A
VPN Interface BRI LA TE £,

Changes on ‘

All Selected | IR SN TV DAL, [VPN interface] % 7 CTIT o 7= ZAHEANAEN, B LT
Peers RTCOT A AZWEAINET,

VPNSM/VPN |« [BF 5855 VR Ol (Use Crypto Connect Alternate) ] : IR ST\ 545
g”@m“ & Catalyst 6500/7600 |-©> VPNSM/VPN SPA IZ A - 7= AL & i 7
ettings

TAYTIRFWNAANN—=SNET, ZITTXFANDNT T 4 v 713,
THETE @B LEYAL (FRESNET) . ZOF T a rEEHT DI
I%. Catalyst 6500 TiZ/S—3 3 > 12.2(33)SXH LIS, 7600 /L— 4% Tl
12.2(33)SRA LIENRFEI TSN TWAHMENRH D £7,

ZOE— Rt KB VPN AR e P2 R — b T30 ERH LB EORE
B (GRgR 72 L) o, BB LS TF ¥ F IV ECTRKEDT — X 2R ET D4
ENHHLEEOBEN A —Fy FETOVE—RFNT 4 PFRZ YN
Ny 7T TR E) IT&-T, EEHET— FOREIKE LTI E
7

« [N¥FVLAN (Inside VLAN) |: $—EREV 2 — LT XT X7 H~DN

A 2 =T = XL LTHARET S VLAN T, £72, VPN F RO
NT 2 RBRA L R THH Y £ (7734 I VRF i IPsec 2FXE &
NTOARWESR) . VLAN (723 v —T = A 0—L 47V =2 b
DLFTEANTTT D0, [FR (Select) 1227 U v 7 LTU R MPGEIRL
7

[Ary k&Y 7 ZAa v kb (Slotand Subslot) ]: VPNSM & 7213
VPNSPA/VSPA DA 11 MLEZIEET D% 5 Td, VPNSPA/VSPA % i
ETHHAE, 7 2ey FESLMLETT,

[MEBVLAN/AMES AR — b (Outside VLAN/External port) ] : PN#E VLAN (24
e DA AR — R E7IXVLANTY, VLANE 7203/ v F—T = A A n—
IV F T2 NOLRIEANTIT D, [IBIR (Select) 1227 Y v LTV
A NP HEIRLET, NESVLANIGRIR L= b D L3R s/ v X —T =
ARFERFA LV Z—T 24 A R — LERIRTIOILERZH Y 7,

GE) VRF %fiix IPsec 237 /34 AR E SN TV DA, AR — M E
721X VLAN [T IP 7 R L A LBEE T,
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VPNSM & = (& VPN SPANSPA T > F7RA > FDERTE .

LS

Bl

~ o IV D%
(P

GE) HIREINT-T 27 /7 1P —H IPsec/GRE £ 7213 DMVPN O34 1%,
N LT ERATE 4,

AR—27 > GRE £721X DMVPN k> R VTHEHT S horxvy VY —A T R
2EBELET, kOWTNHOAT v a v Z@IRTXET,

(FRNA L E =T 2 A AT EIZ—ED N RNV =R F—"—F A
K (Override Unique Tunnel Source per Tunnel Interface) ] : [GREE— K (GRE
Modes) ]>[ k> /W /37 A —2% (Tunnel Parameters) | % 7 C, K%L
AV B—=T A AT EIL—BED bV —RAEERT R EEAHL
TWBGE, 20Ty a VINERATREICARY £, 2047 v a v aE
RUT, BIRLTZT AL ATHO by V—2AZELET,

o [FMEVLAN/AME A — & (CCA/VREDIFE#h72354)  (Outside VLAN/External
Port (When CCA/VREF is Enabled)) ] : [ 5 #2efCD i H (Use Crypto
Connect Alternate) | F = v 7 R 7 ANA Tl > TWDgGE, 2047
Ta URE CBRMEMFRRICR D £, BIRSNTWDH5E. ST VLAN £
IR = F RN bl V=2 LTHRESRET,

« [NHVLAN (Inside VLAN) ] : BRSN TV DA, WEEVLAN IZFRE &
NTNWEA L H—=T oA AN R RV =R LTHERISNET,

o[ &7 x=—A (Interface) |: HFEEDA L H—T A A (VPN A ¥ —
Tz A ALFRLR) B R RV —RAT RLAE L THAT DI,
AUE =T o2 A AL ANNT DD, FT2X IR (Select) 1227V v 7 L
TAVE—T oA AT 54 0 2 —T x4 A0 — LERIRLET, ®
WY RIS FH LW E—LE2EKT L2 b TEET,

Local Peer
IPSec
Termination

g—HN L—F|Z, VPN A L Z—T =4 AD IPsec EIHHRA >~ N2 EZRLE
T,

« [N#BVLAN (Inside VLAN) ]: WERVLAN & L CTRESNTNDHA o H —
73:«/])‘/—(%{%% ngj—o

«[IP7 KL A (IP Address) ]: R— /W )L—XD VPN A X —T7 = A AD
IP7 RLAZMBHLET, IPT RLAZ AN LET,

GE) VPN A v H—T 2 AL LT hUrpL Y —RE8IR L-5GEIT.
VPN A v Z—T A RZIP T RLABNEIIZEIY Y ToHRTWAS
AREMEN B D 9,

4 LR VPN OEE X .“



#4 FREIVPN OEE : £4 |
B = ckqrorEngry ro—voBE

B2% SRER

Enable VX —VHNDNA TRAZEY T o BT D120, 7 = — N —

Failover Blade | ypNSM % 7~ 12 VPNSPA/VSPA 7 L — RARET A0 E 9 A fsE LET,
GE) [fl U5 /34 AT VPNSM 7 L — K & VPNSPA/VSPA 7' L — K% 7

FA<Y TL—=FRBIW® T z2— VA== T L —F&LTHERAT
LHZllITEEYA,
WKDE I, Te—F—"— T L — REEELET,
e[A1 > k (Slot) ]: VPNSM 7' L — R % 7-1Z VPNSPA/VSPA 7' L — RDAL
EERFETHAR Y FEFTT,
«[7 A1 v b (Subslot) ]: VPNSPA/VSPA %% ET H%G1E, 7 =—/b
F—R—VPNSPA 7L — RBA LA =L ENTWAYT 21y hOF
B OFERITD BN LUET,

G¥) VPNSM % E L CWAIEEIE. 7707 A7 a v 2R LE
KR

IVRRAY FORERRSRY FT—0 DHEE

[Edit Endpoints] # 1 7 1 7 7R > 77 A D [Protected Networks] % 7' % {#£ ] L T, [Endpoints] 7—7
NDOF AL ACER SN ARG R R Y b= ERELET (= FHEA 2 b B L ORiERt
LRy NU—7DER A6 ~—) M, )

BESR T Y NU—T 13, ML NE = BNT R, ZADHNEE VPN A v H—T = AL —8T 5
AVE =T A0 —ELTIHETHIEL, 1 DU EORY NT—=IRKRAMDIPT R
VA, AV HF =Tz A, FTOMDXY NU—0 TV bagicry NI—J/RA R T
N—TFTT=27 e LTHRETDHIEL, (FHIVYTOHNATWDT 7/ ad— il O IPsec
OBAEITT) 7T78Aarybo— L VANFT T V=27 bELTHRETDAZELTEET,

 FIRHCHEE DT AA A& fREL TV 5T, [BRLETRTOET TRES L
N —27 ODEFEEEFZNZT % (Enable the Protected Networks Changes on All Selected Peers) ]
ZERLTC, RSNy hT—7 (Protected Networks) | # 7 CITo 72T X TOERE
NEZEBIRSNT-TXTOT A RZEH L ET,

cfRESINTZR Yy NT =T ZBINT 510, EHTRERRGE IRy U —7 (Available
Protected Networks) | U A bRy hT—Z 28R L, >>]1 %27 VU v 7 LT, BIRFEA
DIRFEINT-F v T —7 (Selected ProtectedNetworks) |V A MIBEILE T, 1 ¥ —
TxAf A= A7V =7 b, ([Protected Networks] 7 # /L F 2 FRrEiz) v hU—
TIRAN IN—=T FT7Txr b, EFT2IT 78X a2 bme—V VAN FTV=7 bO
EROMABEDEEZEN LT, 71 ZADOREIRR Yy NV —7 ZEHRTEET (ACLA
TV M, BIVYUTHENET 7 o D= @ O IPsec DHAIWCETEHTCEET) o

N—0 g 4.9 LK, Security Manager TIX IPv6 7 R L AV — h INFE T,

s [HREINT-FR > FU—7 (Protected Networks) ] 7 4 /L& Tix, IPv6 &7 ¥ =7 F)34
N—hSND LT ELL,
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| o+ FRIVPN DERE : £X
I RRS Y roRENR Ry fo—soRE ]

[T77®Aar hur—L U A (AccessControl Lists) |7 4 /L4 Tid, LR X O%EA ACL
WHR—RSNDHEIITRY E LT,

A UHE =T A A= VDYE IPVORANIRA L F—T A RAERIRL T[> %227 Y v
I7FHE, BREISNTWETRTOIPVGT RLAD Y A MNeGhRy 7T v 77 4 K
UINERRENET, VARPLT RLZAZERL, [OK]ZZ7 Uy 27 LT, £ZOF7 FLA
Z [EBINFAOE#EINTZ Ry hU—72 (Selected Protected Networks) ] U A MMIBE)TX
¥, 7T RUVRAZHET DI, [BIREAOREINT Y FU—2 (Selected Protected
Networks) | U A FT7 FLAZEIR L, [BINOMRE (EditSelection) (V7 %27 U v o

L/i‘g‘o
I ATy FVPNODGE, VE— Ny 77 v 7T TIEIPV6 7 R LAY AR— |
SNET,

\}

GE) DB THENTWAETZ Jad—NEED IPsec THHNT T RAKR—2 VPN bR T
ACLA 7V =7 ML TAR—7 CREIR A Y T = BERINTWDLE5E, Security
Manager IZ X > TCNT EOAR—=I D ACLAT V=7 v, =T 2527V b~y 7 b
I og—U 7 a3nETd,

IV T v~y T2 MY ERELRWES, BB Security Manager |X, /N7 T /3 AD Y
U7 NACLA4 %, AR—7 TNRA ADACLA 7 V=7 NI T 1) L CTERLET,
7o ZIiX, AR—=VDACLAT V=7 F4D [spokeACL] T DA, Security Manager |3/
TTNAAZADZ YT N ACL 4% [spokeACL 1) & LTAMRLET, MLACLA TV =7 K
L H R OB D AR — 7 T3 ABGFIET D84, Security Manager (/N7 T /34 2D 7 )
N ACL 4 % [ACLobjectName_spokeDisplayName 1] & L CARKL 9,

Z Z7T. [ACLobjectName] 1L bR PHNDT X TDAR—T TN, ADACL AT V=7 b
4TV, T[spokeDisplayName| (X AR—7 T L8 D AR—7 T34 ADFERL TT,

Cisco Security Manager i3, IROWTNNEFATT H L. AR T2 A FICBFRR <. ASAT A
A ADHF LW ACL Z1ERL L 77,

REINTR Y U222 R Y BBINT D,

 FONT T RAR—2 hdRva @ [VPNZ o — L% E (VPN Global Setting) >[4
1i% & (General Settings) | % 7 C, [AAR—7 [##t A2 A20279 5 (Enable Spoke to spoke
connectivity) | F = v 7Ry 7 AEFNTT D,

HEFONT T U RAR—=7 FARBDIZHLWET 2 (RR—27 L L) BT 5,

BEIC AR END ZDOF LW ACL L, VPN T 7 ¢ v 7 ZIRELSELR[REMERH Y £3, L
725 T, Ri#ESINTZFXy MUY= TACLBERELZZHEH L CEELELZIT) Z L2 B89
L/i‘é—o
GRINFADEHEINTZ Ry PT—7 ZHIRT DI, Xy T2 BN LT, [<<]R¥
vEIZY v LET,

4 LR VPN OEE X .“



#4 FREIVPN OEE : £4 |

. VPNSM /=3 VPNSPANSPA NN IRE SN TNA ZAAD T 7A 77— H—EX EDa—)L (WSM) 1 82 —T 114 RDHRE

e ATV FONEFASEIE L 2 5 AL, ERE REIR S L R E REIRZ 2 L
T, MBS LTRSS W47 Y2 FOU R MNNTAHT Y2/ FOTFAF ) T 4D
WEFE % S C & 4, EFFASFERE & 72 B 20 B NTIE, SAUD O X L T & E
/\Jo

REINTAR Y NT— T BERT HIOICKLER AT V=7 R Y R MIRRINTNR
WAL, [TERR (Create) | (1) A& %27 Vw7 LTAT V=7 FEBMLET, 20D
Ba., BT 2547920 bOXATEERT DI DICKROONET, BHfFOF TV =2
AN L, [fRE (Edit) | Gr%E) "X %227 Vw27 LT, BEFOA 7V =7 PDESR
EEETLHZEHTEET, FMIE, ROy Z7 2SR LTIIZIN,

oAU B—T oA A=)V F T MIONWTC, A F—T A A0 —)LF T x

7~ OVER
e Xy NIV /RANEFT V=7 MZOWT, X2y NT—J /KA NET V=7 FOE
In%

T/ EvRarya— URAKNFTT s FOER

FESF—Ya v R

VPNOYERE (Create VPN) 7 ¢ #'— R £ 7213 [VPNO#E (Edit VPN) (& A 70 7R v 7 ZAD
[ RARA > b (Endpoints) ]-X—, HDWIE[ET (Peers) | R Y 2 —"TT /A R%E RN
L. [ (Edit) 1227V v 27 LT[ FRA > FOfffk (Edit Endpoints) | %A 7 0 7R v
7 A%BEET, [T RARA > hOfEE (Edit Endpoints) | # A 7 7Ry 7 AT [R#ESN
2% FU—7 (Protected Networks) | # 7 ZBIRLET, ZNHLDOX—IVBLOX AT
Ry ASNDT 7R ATFHEIZOWTIEL, T2 FRA VP BIOMR#ESE R Y NU—7 DEHE
(46 ~—) ZZHL T EEN,

VPNSM % 7=[& VPNSPANSPA DS E SNT-TNA ANDIT7A 7 74— )L Y—EX E

N

Ya—

JL (FWSM) 4 V2 —2J x4 ADHKRTE

\}

6=

A= BT LTWA7=, FWSM OHLEMEEIT R — F S EE A,

4.17 LIR&. Cisco Security Manager 1X5] & it & FWSM OffE % AR — h L E 923, FWSM [TV

Security Manager Ci%, Catalyst 6500/7600 7 /31 A|Z, IPsec VPN Services Module (VPNSM;
VPN #—tE R £ 2—/) F721% VPNSPA/VSPA & & 4 |Z Firewall Services Module (FWSM;
T7AT A= NP —ERAEVa—/V) ZHRETEET, ZOKRELZMEHTS L. VPNSM £
721X VPN SPA/VSPA TN A v NU—ZIZR L TEX a7 R 7T 7 AR5 L & b,
FWSM CEHHTERWI IA TV M LT T 7 AT U4 —/V KR U—ZlATEE7,

FWSM & .| Catalyst 6500/7600 7 734 A (2T TITRE STV % VPNSM % 7213 VPNSPA/VSPA
L ORI O Z FIREIC T 2R E & EFT D I2IE, [EditEndpoints] % 7 2 778 » 7 2D [FWSM]
27 MR L £, [FWSM] # 7%, N7 7 RAKR—27 VPN bR 2B\ T, BIREN
72/N798 Catalyst 6500/7600 7 /34 ZADGEIZIETFHEHTE £,
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VPNSM & =3 VPNSPANSPA WNEEE ENT-T NS ANDITFA T 74— L H—EXEDa—I)L (WSM) 4 V3 —T 24 RDEE .

ek

* FWSM & E & EF T DHIIZ, FWSM &8 X 9% Catalyst 6500/7600 7 73 A A % Security
Manager £ X F UIZIBML T, FWSMEZDRY o —BLOtEF 2T 4 a0 7F X
NERHTAMERH Y ET, Xy NT—I DD T A ZAOBMBL X2 U7 1 2
VTXARNOEHESRLTIEIN,

« Catalyst 6500/7600 7 /XA A THHE A ¥ —7 = A ANETZMERL SV TWRWIGA L, NES
AUH =T oA ZAEAERT DHERH Y £ (VLAN OIERRE 72 ITMREEL SR . 20
#%. FWSMINA & —7 = A A (VLAN) Zibl7et %27 s a0 7% MIEIDY
THh, £T2IXFWSM 7' L — RIZHE#ZEEIY ¥ TET,

» £ 7=, IPsec VPN Services Module (VPNSM; VPN —E R £V 2 —)L) F721%

VPNSPA/VSPA IZ

R4~ 5 3% 7E & [VPN Interfaces] ¥ 7 CTIT O MLERH VY £, FEMIZHON

Ti%., VPNSM E721%X VPN SPA/VSPA = KR4 » b DFRE (58 X—) ZBML T

<TEEW,

FESF—a v R

VPNOERL (Create VPN) U« #'— R [ R7RA > kb (Endpoints) ]~X—, F72I1X[VPN
OftE (EditVPN) 1A T a7 Ry 7 A, £721X[VPNET (VPNPeers) |78 U > —TC, FWSM
Z#5# L 72 Catalyst 6500/7600 7 /34 2 &R L, [ (Bdit) 1% 27 U v 27 LT[y RARA
v b O (Edit Endpoints) | XA 7wV Ry 7 ZZMEET, [T RARA - FOfRE (Edit
Endpoints) | # A 727 HRy 7 AT[FWSM] Z 75 &R LET, ZNHOX—TVBLOXAT
07 Ry 7 ANDT 7B AFECZONTIE, =2 RRA v bBIOMR#ESRE Y T —7 OFE
# @6 ~—) ZZRLTILEZEN,

T4—ILEFYITF7LUR

% 9: [Edit Endpoints] 54 7 AT HR v 9 XD [FWSM] % T

B%

5tBA

=111}

Enable FWSM Settings

Catalyst 6500/7600 773 A C, Firewall Services Module (FWSM; 7 7 A
77— P—E X EY2—/L) L& VPN Services Module (VPNSM;
VPN #— B R £ a—/b) F721L VPN SPA & OMICHHi 2R ET D
MEIMERRELET,

FWSM Inside VLAN

Firewall Services Module (FWSM; 7 7 A 7 U 4 — /)L F—E R T 2 —
V) ~OWNEA B —T =24 AL L THEET S VLAN TH, A & —
T2 AFERIFIA VE—T =2 A 20— LOLHTIZ AT H, HDHN
IL SR (Select) 1227 Vw7 LT, URRIDOLARITZRIRT 2008 L
WAL E—T A A =L ATV NEERLET,

FWSM Blade

FRARER 7 L— FD U R hi, IR L 7= FWSM N#E VLAN A >~
B—T 2 A APEFEISNTNE T L — RESEZEIRLET,
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#4 FREIVPN OEE : £4 |
. VRF %t IPsec DE%E

E B
X2 UTFT 42T |[FWSMAESVLAN S E X 2 UTF 4 20 FTF A NO—HTHAES (&
2N FV, FWSMMW<ILF a2 TF AR EF—RTCETENTWBES) .

TODT A=A RIIEFaVT 4 arTXFAMNMEBIEELET, 4RIT
X, KRXFE/NCTFRR S ET,

VRF %1 /its IPsec D% TE

[Edit Endpoints] # A 7 7 77K > 7 AD [VRF-Aware IPsec] ¥ 7 #fEH L T, N7 T RAR—
7 VPN FRa PHND T VRF-Aware [Psec AN U & —Z 3% & LE9, VRE 5t [Psec 1%, 1
Ry 7 A YV a—varEFRF 2Ry 7 A Y a—ar LGRETEET, VRF MG
IPsec DEERIZ DOV T, VRE 55 [Psec 12OV T (20 X—) BB L TL XV,

Bk
e VRF %t IPsec X, N7 T > RAR—27 VPN hARa PDONTIIETHRETE 1,

2 DODNTNHBH VPN bR a DTk, fiFOT /34 A2 VRF %fits IPsec 2% Ed 5 M8
NI v £9,

o VRF &t IPsec 2388 E S AL TWARUVMELOD VPN AR 2Bt 5534 22% LT VRF %t
Jix IPsec #FRET A LIXTEEH A,

oA TXATEUT 4 DREINTWDEANTIZH LT VRF %t IPsec iR ET D Z &1
T&FEHA, VPN hARBVIZBITENA TRATEVT 4 OFRE (713 3—V) 25
LTL &V,

» IPsec Aggregator 25, BEAFDOFHAHA F— (keyring) =~ K& IF U keyringCLI =< K
AL TRESNTEY, fhioa~y RIZLo TERENTHRWESITIE, EBEICK
WT2HAER"HY 7, ZDOHA. Security Manager Tl VRF keyring CLI 23M# F & 4197,
B4 —V  IRERS DT, BEICKIMLET, REZREMT D01, F
AT % — keyring 2~ > K% CLI b FEICHIBRT AL ERH Y 7,

FES—Ya v R
[VPNO{ERL (Create VPN) 17 o« H'— RE721Z [VPNOFREE (Edit VPN) & A 7 a 7Ry 7 X
D[ RARA >k (Endpoints) [X—T T, NI T RAKR—7 AR u PHNO VRF Xt [Psec
REZYR— T 5T Z&R L, [ (Bdit) 1227V v 7 LT[=y RARA > hOfFE
(EditEndpoints) | Z A 7 a7 Ry 7 A& E7, [T RARA > FOfEE (EditEndpoints) ]
XA Ta s Ry 7 AT [VRFxfIPsec (VRF-Aware IPsec) | # 7 2 ®RNLET, T HD<—
VBIRFATRITRY I ASNDT 7 EAFECZOWTIEL, =2 RARA M XL ORESS:
Xy hU—27 DEFR (46 4—) BIOVPN bR POERELIIRE 38 2—) %
ZHLTLIEEN,

. Y4 FEVPNDERE  £X
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T4—ILEY)ITFLUAR

VRF 3t/ IPsec D% E .

% 10: [Edit Endpoints] & A 7 0% K v 9 XD [VRF Aware IPsec] 3 7

R

Bl

Enable the VRF Settings
Changes on All Selected
Peers

[Endpoints] ~~— ¥ CHatE I DT S A 2RI L =512
HT&EETd,

BRI N TV DA, [VRF Settings] % 7 TITo 72T X TOEHEN
BN, BIRLTZTXTOT A RZHEHSNET,

Enable VRF Settings

TINA AT VRF DREEA X—T VT DENE I NERELE
—a‘o

GE) IDF =y IRy ADBREMRRT D L2k -

T, VPN hARRVIZEFR SN2 VREREXHIFRTE
£9, 7272 L. Catalyst 6500/7600 7 /XA A|Z VRF %f
Jis IPsec X E SAVTCWDEE, VREERELT B —
TCT DITTEMOFNENLE L 72 ) 97, Catalyst
AA v FBILOT600 T34 AZBIFTDH VRF DA F—
TMMEB LT =71k (24 X—2) 25 L
TLEE,

VRF Solution

BETAVRF V) 2a— a0 DA TFEEBELET,

* [1-Box] (IPsec Aggregator + MPLSPE) : 1Ry 7 A YV U 2—
TarTiE, 1 DODT A AR, /Xy o~ MPLS % ¥
7. BLOWAZ~v—x Y (CE) T/3 AL DM TD IPsec
Wik L85 k&7 Fu M X —x2 v (PE) L—F &L
THEREL 37, FBMIC W TR, VRF XJJE IPsec 2 R w 7 A
VYVa—var (2°—9) 2ZRLTIEIN,

* [2-Box] (IPsec Aggregator 721}) 2Ry 7 A VY a—g
Tl&. PET/A AEIMPLS # ¥ 7121 247\ £ 3, CE &
DH D IPsec I 51kt L OME 51kid. IPsec Aggregator (T & >
TATPIET, FEMIZOUVTIE, VRF XS IPsec 2 AR v 7 A
VVa—vary (22—V) EBRLTIEIN,

[VRF4 (VRF Name) ]

IPsec Aggregator ® VRF /L —7 1 7 7 —7 )L D4R, VRF 4T
%, RIXFE/NCERRBSNET,
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#4 FREIVPN OEE : £4 |

LS

Bl

Jb— M

[Psec Aggregator O VRF /L —7 ¢ > 7 7 — 7 )L D [EAA 7515
ZDO—EDN— N#kBIFIZ X > T, MPLS =2 7 5 L OMLod PE JL—
RIZET-H4 VPN OL—TF 4 o T OSBEDBHER S E T,
HRIEBRIZR O NF RO T,

cIP 7 FL Z:X (X130~ 2147483647 D)

o N:X (N IZ 0~ 65535 DFE, X %0~ 2147483647 DEAE)

G¥) VRF &R E % 7 3 AR L72d & 1T RD ST % &
HEEXTEEHA, BEZICRDAENFE2EET LHIZ
X, 73 ACLIZfEH L CFECHIBRL Tnb.
RS 2 0E R H Y £7,

Interface Towards Provider
Edge

QRYyIZA I 2—
Ta D)

IPsec Aggregator |0, PE 5 /34 A|Z[f)\} 72 VREEREA X — 7 =
A A, IPsec Aggregator (/~7") 73 Catalyst VPN —E R E =2 —
NDEEL, VLAN 25 ET O 8ERH Y £,

AE—T A RAERFIA LV F—T oA A0 =V AT D
LI AT B0, FT2IT[ER (Select) 227 V27 LT, UR
MNPBAT V=7 NERIRTEH0, HILA X —T (A B—
N ATV NEAERLET,

N—T 7 Tahan
(Routing Protocol)

QRYyIZA VY 2—
va D)

IPsec Aggregator & PE & O THEM T 210 —FT 4 7 7 b aj,
A7 a %, [BGP], [EIGRP], [OSPF]. [RIPv2], 7zl [Static
route] T3, 7 7 4/ hI BGP T7,

RFEINTZIGP THH SN A L—FT 427 7Fua haid, IPsec
Aggregator & PE L OB THAESNDLV—T 47 Fr hank
B2 HBE1%., RES N IGP ~DL—F ¢ > 7 O FHEAR I AH
THN—T 47 Fa haliE@ERLET,

7 k3 LOFEMCHOWTIE, —H OEHESRL T IEEN,

GE) IRy T AV a—2g Tk, V—T 407 7 b
ANVEBIWNAS FFIFTRET H2RENRNTD, 21
D7 4 — )V RIIEHTEERTA, IRy A VY a—
a3 CliE, BGP 7' u b a v Eid RNy — T

£7,
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H)TrIYTD

syFreyrionz ]

LS

Bl

AS %5 (AS Number)

(2 Ry T A VY 24—
valy, BGP £721%
EIGRP V—7 ¢ 772
)

IPsec Aggregator & PE & DD HEY A7 L (AS) FEIK ORI
AT 5% 5, ASEFIL. 1~ 65535 DFPFHTHILENH Y £
—a‘o

RSN IGP THASNDV—T 17 v b3/l IPsec
Aggregator & PE L D CHEH NI NV—T 47 T hare
B2 HY AT, IPsec Aggregator 38 L ONPE b /L—T o VIR F
BiAT S D IREE ST IGP Zin 3 2 72O T2 AS o &
AN LET, ZOFREIE, IPsec/GRE % 721X DMVPN 235 H S i
TWAHEEIZIETREERH Y 7,

Process Number

(2 Ry T A Y 20—
var., OSPF/V—T7
7D Fr)

OSPF V—T 4 7% FEH L CWAIEAEIC, (REINT- IGP ik
BT B7=DIEHT A2 V—T 7 a2 1D EF5,

EFEIE 1 ~ 65535 T,

OSPF Area ID
QRyI7A VY a—
val, OSPF/V—7 ¢ v
7D Ir)

Ny MINET DHEED ID F R, 0 ~ 4294967295 OFiFH DR
DEFEANITTEET,

G¥) F~TO OSPF /37 v I HE— ®£ﬁ’%LHi6h
H128, TRTOFT /A AR CHEE ID H 5%
/C_a‘o

Next Hop IP Address
QR I A VY 2—
varv, AEZT A4
N—T 4 T

ABZT A4 I N—T 4 T EMEH L TODH5E D, IPsec Aggregator
S TnWa 7 F—xy Y (PE) £lidA 4 —7=
A ADIPT RV A,

Redistribute Static Route
QAR I A VY 2—

vay, AEAT AT

=T 4 TUSNET)

IPsec Aggregator [ZFXESNI2N—TFT 4 7 7a fa)L T, AH
TA I V=L EPET A RIT RRZAXTH0E D ets
ELET,

=1 —]

ax &

N— = 4.7 LIBE, Cisco Security Manager TlX, VPN h AR YNOZET T A 2D Y
b~y 7% e )7 MACLAZ FEITRETE £, ZOMEEL, BHE D IPsec FAR R T

AP R—F SN THET,

[ RARA » Ot (Bdit Endpoints) | ¥ A7 07 ARy 7 2D [ )7 h~ v (Crypto

Map) | # 7 #FEHALT, BT

BT TS A%
srws ) v rTHE,
Ry ABPE ET,

BRALET, VA RTET 7/ AZRIRL,

- L

B TE

SINTWBEIZ YT b~ T84V MACLA E & BT
[fmEE (Edit) 1 (8n%E) &

[Z7 V7 b~y 7 b OFREE (Edit Crypto Map Entry) ] XL Tas
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6= MR OREAF Iy 7 )T b~y TP AR—FLTWL5E, e (Bdit) |RAF %27

Vo035 AATal Ry I AT, A FIv I 7 ) v~y THZEANTEES,

FESF— 32 R

Create VPN 7 ¢ #'— RN £ 721%

[VPNO#E (Edit VPN) | XA T a Ry 7 AD [T KKRA v

Ik (Endpoints) ] X—YTTF A AZRIRL, [fRE (Edit) |27V v 27 LT[=y RARA
OfmtE (Edit Endpoints) | A 7 /Ry 7 ZA%&Ed, [ FFRA > FofRsE (Edit

Endpoints) | ¥ A 702/ HRy 7 AT[Z U7 h~v7 (CrypoMap) ] ¥ 7 HRINLES, i
SDOR=UBIRNEA T O TRy I ANDT 78 AZAFHEIONWTIEL, T2 RBRA > b BI O

WS R U — s OER

T4—ILEFUIT7LUR

(46 ~—2) ZZRMLTIZEW,

R 11: [T FRA 2 LO#RE (Edit Endpoints) ]5 A 7T Ry IR, )T +<v T (CryptoMap) 157

BR

T 74 )L MME (Default Value)

W7o~ 74 (Crypto Map
Name)

T 74N MEIZSH Y XA, HE AT L720GE . CiscoSecurity
Manager (37 /SA AD 27 V7 b~y FHEHEHT D00, FHLwv
IV Ny THEAERLET, VPNA LV F—T A A2 Y
7wy TN TTIAFET D56, Cisco Security Manager [ X[
CARTZfFIH L ET,

I UVT b=y T =R
(Crypto Map Sequence)

Cisco Security Manager |&, FHXIRK Y NU—7 TTF A A%
BT 5L, 2O 4=V RICFNAAL ZAD— v AFKEE R
ALET, ZOMEITRETE EE A,

FLWVPN AR r P &iBINT 5484, Cisco Security Manager |
[ —74 A% B (Sequence Number) |7 ¢ —/L RiZ# D% A
NLET, ZOEIFHETEETA,

27 U7 FACL4  (Crypto ACL
Name)

T 74N MEIZH Y EH A, EE AT L7RNYGE . CiscoSecurity
Manager (3 L7 U7 h ACLA4 & ERLET,

FAFTIv I 7V T b~y
74 (Dynamic Crypto Map
Name)

T 7V MEIZH Y EE A, BE AT L2V A, Cisco Security
Manager |7 NA ZAD 7 VT ~~ v THEHERT 50, L
7V T h=yTHEERLET,

AU H—T 2 A RZEHATEA 7 VT b~y X1 21T,
e TNRA ADEH DA L H—T 2 A RIZR L7 ) T v~y THEE OB TEHRZ LITTEEE

}\/o

T NAADRICA LV F =T =2 A AR L7 )V T b~y T EEVETHILIITEEYE

/\/o
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[PUTr=y T Y D#E (EditCrypto MapEntry) 154 7RS Ry I R .

[DUT by TITY ) DiRE (EditCrypto MapEntry) 154 705 Ry 9 R

T4—ILEY)TFLUAR

FR12:[7) T b=y T MY DIRE (Edit Crypto Map Entry) 154 7RG Ry I R

2% T 74 JL MME (Default Value)
7 U7 FACLA T 74 MEIEH Y FE A HEATIL7Z2WEE . Cisco Security

(Crypto ACL Name) |Manager (38 L7 U 7"~ ACLA % AR L ET,

27 ) 7 h~ w7 —/r | Cisco Security Manager X, BHXER Ry NU—2 TTF /A A&7
>~ A (Crypto Map HEL ZDT 4=V RIZT N, ADY—lr v AFRTEFRLET, 2
Sequence) DIEITRE T EHA,

FLWVPN bR P ZBMN7T 5854 . Cisco Security Manager (3 [2—
r o A% B (Sequence Number) |7 4 —/V RIZ#DfEE AL ET,
ZOEITRETE EE A,

K5E— K (Crypto |ASA T /XA A/X—0 =9 1 9.6(2) LAFE A 1T @ Cisco Security Manager 73—
Mode) Tar4RUBETIE KOEE—RNOA T a v aBIRTEE
R

e[F> R/ (Tunnel) 1:F 74V M, B FE/MEE— R R
K= RIZRY £,

[N Z > AAR—F (Transport) |: E7 ¥ AR—F LTWRWEGE,
T MMEE— RiZ, PRV E—RIZT74+— ARy 73547
valfED NI UAR—FE—RIZRY £,

o[ T AR — b #iZH (Transport-Require) | : 7 7/ LE— RiZ
kT AR— MMAT— RO £F,

G¥) TV AR—=FBLO T v AR— MEE— R,
IKEV2 TOHYR—F S FET,

kORI TIL—TDHETE

L2L h o RNV TN—T %R LT, T34 A0V A MEEHRZEH LET, horxrs—7
W N—TRY T —RNEOBTHENTORWES, T RET 74V N TUATADT 7 F
Nk Z—7 1Y — (DfltGrpPolicy) D5I#EZEIV M TEJ, S2S D D IPsec 35 L UH
WD IPsec VII AR PIZB ML TWAEETIZH LTI NA—TRY V—% @RS E, 2D
R S IVE T,

N

GE)  L2L b7 —121F, ASAIZEBE SN TWAB I N—T R o —DHhaEN B THZ LN
TXFET, LEN-ST, L2L Fr TN —FIZE0 B TAHRNT, ASAICH LW IL—FRY
U RERTAILENLY F,

4 LR VPN OEE X .“
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B rorvon—Jowe

Security Manager Zfiffl 35 &, VPN hAB VHOZET TNA AD h U RV T )V—T 4 &7
N—TRY) —RRETEET, ZOHAEIL, B D IPsec B L AR D IPsec VI hik o ¢
DHYR—FZNFET,

\}

CE)  ASAT A A TTPHIVGFFAENMEH I TS \ZDI, "RV TN—T L EHRETE
iﬁ‘o

[=Y RARA > FoOfmE (Edit Endpoints) | ¥4 7227 ARy 27 2D [ k327 )v—7 (Tunnel
Group) ¥ 7 &=L T, ETICRESNTND F RNV T N—THZ L TN—TRY —4 &
EBHICET TS 2 —ERRFELET, UARNTET TS R @R L, [ (Bdiv ] &
E) RFEIT IV I7TBHE [P IN—Tx2 MU OfFE (Edit Tunnel Group Entry) ]
FAT TRy 7 ADRRE ET,

FESF—Ya v R

[VPNOAYERL (Create VPN) |7 ¢ ¥'— RE£721% [VPNOFRE (Edit VPN) |4 A 7o Ry 7 A
® [t RARA b (Endpoints) | _X—TTTF /A AZFR L, [ (Edit) 1227 Vv 27 LT
[ RARA > O£ (EditEndpoints) | XA 7Ry 7 AEHEET, [T REAA L +D
fmte (Edit Endpoints) | %A 7 27 AR 27 AT [ k27— (Tunnel Group) | ¥ 7 % &
WLET, INEDOR—TVBIOFATRITRY I ASNDT 7 EAFEIHOHNTL, TR
AV PDOEFR] BIO ME#ESNZF Y FT—7 ] #BBLTLIEEN,

T4—ILEYITFLUAR

R 13: [TV FRA > rD#RE (Edit Endpoints) ] 54 705Ky A, [T IL—TF (Tunnel Group) 153 7

Ex F 74 )L MME (Default Value)
Tunnel Group F 74V MEIZH Y FRA, ZOMENRT DX NVGEHEL B LW A,
Name R RARE 7T 5 AR B D £ T,

L2L & Rifl&E b x T —71%, T X IVFERED ASA OFRGEH A &
LTHERAEINDGEICOARYR—FEINET, L2LARiFE horrLs
=1, ASA T NA ZADOBREO IRV HR—F L TWET,

TN—7 R ASAICTTICEBMENTWA IS L—FRY L —2EV Y THI LN TEF
v—% 7,

R VTN —FRY —iF. CSM TD ASA 734 ZDREER & o
FEYR—FLTWET,

G¥) L2L F o AT NN—TF I LW IL—TF R Y 2 —Z BT 51
. Z—FRY —DOFTRAVPN S V7 L—F R Y o —%
ERC L., BEHAZFEITL T, £hvE L2L b R 7 —7 10
DU THMENRDHY 7,

. Y4 FEVPNDERE  £X
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VPN r RO SIcs e FACS5EUTFsn%E

\)

GE)  HHOECTE2HOTZ7ALI5%y b hRrYO V=T R) =R ETILE, BROOET T
WNARAPTF NI N—T R o—%HLET,

VPN b RADIZEITE/NA TARASE) T 14 DETE

Create VPN 7 ¢ #'— N5 KO [Edit VPN] # 1 7 1 77K » 7 A @ [High Availability] ~— 2 % fif
LT, ATDIN—T N TALFEVT 4 (HA) ZA—T L LTERLET, A T
RATEVT 4 ERET HNE I NI T a T,

Create VPN 7 ¢ ' — R& 7213 [Edit VPN] ¥4 7T 1 778 v 7 A%< FIEZDOWTIL, VPN b
Ao POERELITmE (8 ~—Y) ZZRLTIEIN,

LAN ETIP #3{779 % Cisco I0S /L — % F 7213 Catalyst 6500/7600 7 /34 AZNA T_A T E
U7 4 (HA) RV —%2RET DL, BET A ANy T v T2 TEET, ~A
T_AZEVT 41X, #@HEDIPsec £7-1XEasy VPN T 7 /) 0 O— %4+ 25177 RAKR—
27 VPN bR P TRETEET,

Security Manager Ci%. Hot Standby Routing Protocol (HSRP) % ffiff L CiZildmy/p BdEhT /N4 R
T 2= VA= N— T 5 2 DLLEDOANT TS A THERK S L7 HA 7 V—7 12 K-> T HA
MHR—FSNET, FBIPT FLAZILFTHZ LIZL>T, HAZ V=7 DOAT71%, S8l
FiE. LAN EOKRR M L THE—OEBT NS ZAEET 74V N = U =AI12720 &
T, HAZ )V —T D1 ODNTIWNFENZT 7T 4 772> TRARIP 7 R L A 2 SR L.
FIRFIZMMDNTIIAZ N NTIZR ) ET, TN—TRNONTVE, TIT 47 T4 AB
FORZ NS TN AN hello X7y EBREGFTLOEMGHLET, 77T 47 T3 AN
I SNOEBTHATE R D E, AZ AL ANTHNEMEIPT R 2AOFTAMEEZRE L T,
NT OREZ B &M E4, ZOBITIZ. LAN LOKRA FBIORET T34 R TR LTy —
AL ADOBBRANC EITENE T,

HA 7 V—7 % AT 55515, ROJITERLET,

e NA TRATZEVT 1%, O IPsec £7-1L Easy VPN 77 J a U —%2fEHT 57T
v RRAR—27 VPN bR PHNOANTICH L TETHRETE £,

e A TRAZE VT 11%, CiscolOS /L— & F 71 Catalyst 6500/7600 7 73 A AZTZ T 3% E
T&FE9, 7272 L. HA 7V —71Z1%, Cisco I0S /L— % L Catalyst 6500/7600 7731 A D
WSl LIXTEERA,

AT = NIV T2 VA== RETDHHE, HA 7 V=723 2 5ONT 2T 2&T
ZERTEET, ZNHDOATIL, CiscolOS V—F THHLENH Y £9°, Catalyst
6500/7600 7 /A AT TE £ A,

* VRF Xfiis IPsec R E SNTZANTIZENA TRA TV T 4 R ETCEER AL, VRF &
s IPsec IZ2WT 20 %—) ZZMRLTL &V,

sHA /' /L —7|ZIZ GRE R ETE FH A,
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H4 FREIVPN OEE  EX |
B ven rRoCicBHEAT FRISEY T ORE

cHA ZNV—THNOF A AT, BEONT T RAR—7 "R ItBTAZENTEE
ﬁqo

o %A M VPN THA BREINTNAT ELTREINTWA T NA XL, R UAMNEA
H—T A A& LT, B25% 4 F#] VPN THA BNRESNTZNT E L TRETE
iﬁh FERIZ, ZDX I RT A A, FIUAMNBA v F—T7 A4 AZEH LT, HA D
Eéﬂt)%—%?&txﬂW%~Akbf RETEETE A,

TRTOETIZBWTC, RUEBAR SN FaE X — 2GR AT 2 48R’ H Y £
9, Preshared Key NV v — % ETH L XL OA TV a VOMBRAEZIEEL TR0
Gy IO TvaiE, M TRA TV T 0 OFETIC EEETINET, FEHICONT
%, IKEvl FHFidtFr— R o —DREEEMLTLIIZE,

TEDAEKFIZ, HA ZV—THNHOTXTONTIIFE La~vr REaZELET, a~v R
1L, HA ZV—7 2RIZk L CRAT20ERSH Y £, Z A —TRNO[EBIONTIZH L
TERTA2ZEIFITEEHA,

WDOFEIZ, N TXATEVT A REHDOA TV a v wrnLET,

£ 14: [High Availability] X— >

R Ll

Bt (Enable) |NT DI NL—TIZHH L TANA TXATEN T 4 REEA L — 7»’?6#
EIOMBEELET, §TIINA TS TEY T 4 ZHTLTWDHE

. ZOF T a Ly ORRNEMERT B LI iof\&ﬁém%fgi
R

Inside Virtual IP |HA 7 /L —FHNONTIC L > THEEN, HAZV—TDONEA X —T =
A 2ZERTIPT LA, RIEIP 7 RL A%, HA ZL—7HNOANT DN
WAL H =T oA ALFEILY TRy bTHILERSHY TN, Znbd
A HB =T 2 A ZADNTNNERIUIPT RLAIZTAZ LI TEERA,
%) FONA ZNZHAED AR A TI—T 03 D615, 21

HBIPT RLUARTNA AT TICREIINLTODIRMEIP T R
VAERIDZ L RERLET,

Inside Mask WEMEABIP 7 KL ADH T 5w b w27,

VPN Virtual IP HA 7 V—T7HNONTIZ L > THEEI, HA ZV—7D VPN A —

T2ARAEETIPT RLA, ZOIP7 RLAX, VPN b RmLdDANT

T RKRA L MELTHBEL 97,

GE) TS ZNZAED AR A T—T 3o 605, 21
HIPT RUANRT A AT TICRESNTWDHRAIP 7 K
VAR DZ L AR LET,

VPN Mask VPN {EFIP 7 RLADOH Ty h =R 7,
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VPN r RO SIcs e FACS5EUTFsn%E

LS

Bl

Hello [#F% (Hello
Interval)

AT — B R AR A R T DI AT BT — T HOB DO NT | a2 —
hello A v 2=V ZEETHHHEAMOME (1 ~254) , T 74/ MNISH
‘/C:‘—a‘()

PREEFE (Hold

Time)

INTRE T LTINS EFERATT 2RI, RAX R NT BT IT 4T 73
INT G hello A v —Y OZAG 2R T 2 BEALOHM 2~255) . 7
7 v ME 15T,

&m%ﬂhm> HA 7NV —THNONT OWNEMEAEIP 7 % v b & —BTHWNENT A >

Number (Inside) | % —— = f 2D A K LIS Fe iy FRIL0~255 DHPHTH HLENRH Y
¥4, T4/ MI1TT,

Smﬂw&wP HA 7 V—THNONT DOHNEBAEIP 7 % v b & —ET 2887 1

Number (Outside) | 54— = ¢ 2D A K LA Tl FeBld 0~ 255 DHEIPHTH D MLERH Y

£7, 774/ ML2TT,

GE) WAL N TN—TDFFENEAL A TI—TD
B IR > T ALERDH Y £,

Enable Stateful
Failover

AT —=RIN T 2= V== X—T L, AT— TV AL >
FF—,— (SSO) ZfFH L THA 7 /L—FND HSRP T /34 Z BTk
BB LR IND LT EINEIDERELE T, T3 A TRENFE
ELTSGE. WAESINTODREFRICED . AZ L T8 2F, B
CRIVDOBRESLE T X2 VT 4 T Y=y a ORI YT — R
1THOTIZ, IPsec by v a s mHFFFCEET,

AT — TN T z—)LF—3—=[L, CiscolOS L —H TH 5D 2 2DONT %
GUHA JN—T7TREIRETEET, ZOF v IRy 7 AL, HA
N—=TFZ3 DL DT NEENDIHGEICT =T M0 7,

Easy VPN bR P TlE, AT — F 7V 7 = — )L — =% IR ET D
VENGH LT, ZOFx vy 7Ry 7 AFRINTT 4 B—T LTk D
7.

E > kTips

s B D IPsec MR Y OGEITERINGERT 5 &, HAZ V—TIZ AT —
AT 2=V —N"—NEREINFT, AT—FL AT xz—)LA—
N—lE, HA Z L —T123 DL EONATREENI BT LR ESI N
¥94, AF—FL A 7 x=—/LF—s3—}F. CiscolOS /L —& F 7~
Catalyst 6500/7600 7 /34 AZRETEET,

e 27— ML R 7z — )b A—"—%, IKE Bt RSA DES TH

LHEIMEHTE A,

¢ Cisco I0S N— = 123(14)T IR FEIT SN TWD T /3, AT
. AF— 7 T x=— LA —_"—L PKI Z[RAFICRETE 7,

4 LR VPN OEE X .“
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BEEIE R
e NTT U RAR—Z VPN hAREY (2 3—)

* Easy VPN (2D T

GETVPN ¥ /L—JHEELDTE

[GET VPN Group Encryption] ~~— % L T, GET VPN hAR B YDV —TREL L Ok
X2 T gy TV m—va B ERELET,

Z D=V DNEIL, Create VPN 7 o ' — RZfEH LT\ 57>, 7213 Group Encryption 7K U
V—HRELTVOINITS L TRRY ES, U4 —FOXR=VFIF THATIEH Y £HA
B, RV =3 F TR TR REINET, Vg = FOX=VTBMDO 7 4 —/L FAHE S
NTHEY, EX2V T4 T Y= a v ERETEET,

[GET VPN Group Encryption] ~<~— % B < 121X, RO TFNEZFEITLE T,

« B L\ GET VPN ZAERK T 5551, Create VPN 7 4 P — RZ&2EH L £, 74 F— KD
%%ﬁ%@#ﬁ_owf@\WWkTm/@Wﬁitiﬁ% (38 X—) ZBMLT
<TE&EW,

+ ([Site-to-Site VPN Manager] 7 1 > K7 (26 X—2) ) BEfF® GET VPN bR m V%
WLT, RV —k LI Z T[NV —TH5{tAR Y > — (GroupEncryption Policy) ] % &R
Li‘é‘o

« (RY v —ta—) [H4 FREIVPN (Siteto-SiteVPN) >[4 IL—TBES{LR 1) — (Group
Encryption Policy) ] Z3&IR L C, BEFORY —% IR D0, FIETHLVEY »—
ZAERL L E 7,

& DFEIZ., GETVPN 7 /L— W54k

>“<'“
f%*
i}
Bl
oL
N
N
op
[l
')%H

ERfeR AT arvERLET,

% 15: [GET VPN Group Encryption Policy] X— <

R B

[Group Settings] & 7

TN—T4 Group Domain of Interpretation (GDOI) 7 /L—7 D4 fil, Z D4 REIIE. VPN
(Group £ ERLTTTY,

Name)

Group Identity | 7 )L —F ZiBI+T 572D EN DT A =4, T XTOF—H—1B L
WNITN—T A NR—L, ZONRTGRA—=HEBERA L TIN—T2BA L ET,
DITiE, FE (333372L) FHIFMEEDIP T KL X (F—OHARKIZHEH
TAHAINFXY AR T RLARY) i TxET,
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GETVPN ¥ )L— JHEEILDES

B2l

A X =T NIRETDE, IN—F AL NR=ZL->T T 74 v 7 BMEEA
SNT, Z7U7 77X A MCEEEINET, ZOHEEIX. VPN DT R Mk
SNHET, BEOHERICBWTIL, 2047 a VEBRLRNTES
W, FERIIZOWTIR, Sy v 7 E— RZ4H L7 GET VPN ~DO T2 &
LTL7ZENY,

X U7 g4
RN —

(Create VPN
74 P—= K7
i)

T2V T4 RV = L THEAENDSACLARY —F T o= b, 2D
FT 27 FONEBEOFEMRBAL V=T A R_R—%X2 )T 4 R v—
EDOEEIZHOWTIE, GETVPN ®F 25 4 R o—BLO0tx=2V T4
TV Im— g OV TESBRLTLLIEE N,

D7 4=/ RiE, Create VPNV o F— R 2 L TODIEAITEIT RN S
AVE T, Group Encryption 78 U 2 —"Tl&, [Security Associations] % 7 Tt ¥ =
V74 R v—%&RELET (BROWPFZSH)

GE) F—OASHEE L TEATFr 2 MaMH L T H5A1L.
ACLRY v — 47V =7 ML FF ¥ AL T FLADHER
= (ACE) DEENTWIRLENRHY EF, 2975 &,
LT F v A ML TEE SN —OFAER T v M,
TEK IZ X o> T b &N 20 F9, ZOAT—F AL RC
X0, I —TF A R—F, v ATFXFX AL T haaEH
LCEEENEF—OFER Ty hEZETEET,
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LS

B2l

n»h thE & /I) 7
(Authorization
Type)

TN—TFTHT DR AT = XL H A 7% [None], [Certificates], F7=
IZ [Preshared Key] 7> 5384 L £ 9", [Certificates] & 721 [Preshared Key] % i3
T DL, MEROHD I N—T A R—TFRF— F— NI TX 5 L

AN~ R/IN t%;)?4ﬁﬁméhi¢ F— Y — DEE D GDOI 7 /v —
71@%%%5 IZiE, ZOXIREBNMOEX2 YT o NLEERY F
R

[FEHE (Certificates) | 2R LIZGEIT, FEAETZ L2 DU A k& AERL
THLEND Y £ GRS B E I3 Ei N A A A BMEOMAED
BTEHEH) , 207X E, F— P —ZEE ST, GDOI 7/ /v—7Z
BINT DHERD T IN—T AL R—ZH D E D DEHERT D -OICER SR
LEMCHEAERE LET, sEHETZ A VX OLFIZ AT L, {TOEN (Add
Row) ] (+) R"&¥ %27 Y v 7 LT, [Add Certificate Filter] # A 7 2 7' 7K v
7 A (81 X—V) AN LET,

GE) AEFAEFE A 23R 2 5 121X, GET VPN @ Public Key Infrastructure
(PKI; /Aﬁaﬁﬂ% AVTITANTIITFX) R —bRET D
ERHY 9, HHT D PKIBGHRA T V=7 M, BEIES
CTC, AUCEIANER SN TNVDD, EIET A AD5EE
B RAA VAN EENTODLERH Y 7,

[FATHA ¥ — (Preshared Key) | Z@BIRL72GE1E. HROH L 7 L—T A
UNR—HRFET DI ODACLARY =47 V=7 FHEIRLET, FFalL—
NEFERALT, JV—TF AU N—OKRANEIFZR Yy NT—27 T RLR%
BELET,
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GETVPN ¥ )L— JHEEILDES

LS

B2l

Key Distribution

BT N—T AR —% AT DO T 22557 ([unicast] =
72013 [multicast]) ., EHHEFHTHDERET D DITHESLDHERIZOWVT
1T, F—OFAEREEA T =X LOBIREZSBRLTL I EV,

[unicast] Z R L 7555, F—H— "= IHHEINTNDHKE T L—T A L\ —
WXL CHR—DFAERA v =% FE L, MERISEZFEL 9, [multicast]
ERINRLICGES, = —NEF—OHAERA vE—V 52T XTOITLV—T
A=A E L, HERISE IS L EE A, F—OBFAERA v E—
i, ZORY VIR E S N HIEE MR E IS ARG S VET,

[multicast] Z i8R L7285, F—H—N"—L L THEHAINTNDHL—F T~
NF XX A NRA F—=T Mo TND I EEHERLET, /2, kOAT
TarERELET,
o [ZV—TTPT KL A (Group IP Address) ]: F—FEAMIZEH I NS~
FX¥YARINA—TDIPT RLATT,

o [ )V —" A > /3—"TStatic IGMP JoinsZf# H (Use Static IGMP Joins on
GroupMembers) ]: DA a3 U &EEINT S & §#1Y72 Source Specific
Multicast (SSM) ~ v B ZI3A R—=T N L2 0)  TI—T R R—(C
HLTEALTFFYANRNT T 4 v 7 OEEILABEMSNET, GETVPN
D, TN—T AL N=ZiE, ¥— = "OT RLARBEMSILE
7

RSA Key Label

SFESERA VO SLIERA SIS, RSAF—DT L, ZDFH—
. TA AT TIHFEL T DAL H Y 328, I TW R0
LWINLVERETDHZ EHTEET,

BFLWVPN ZER L TV S 55E . [VPNOLERL (Create VPN) ]V 4 ' — KD
HKEICF == "—[TCZOF—ZFWT 20 0Em3RbNET, [IX
W (Yes) 127V w7458 F=D0FE L TORWIEEIZIX Security
Manager |2 X > THF—RAER S VET, BEAFD GET VPN TZOEAZEHE L
%A 1E. KeyServers N U =M b X —ZFETA20ERNHY £7, ZD
F—OHE, BIOF—DERK L RO 7 1t 2AOFEMIZ OV T, RSA
F—DAEMEFIMEZZRL T IZEN,
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BH BL)]
Lifetime (KEK) | Key Encryption Key (KEK; % —W55{L¥—) BNERE, - OF—13,

X—DOFAERA v E—V O S LICERINET, ZOT7A4 T7X A LBKT
TBHNC, F—F— b I =TI R—DFAERA v — VR RIE SN E
F. ZOA v =V, HILOKEKIEREF—L bT VR T +— A, B
FUH LWV TEK b — & b U 27 4 — ARG ERTOET,

KEK 74 7% A MillX, TEK 74 7 ¥ A JMEX D b REVLERH Y £7
(KEK 74 7 %A ML, TEK 74 7% A MEDD 72 &b 350 EICT
D ENHERENET) o WEIL, T 7 A4V METH D 86,400 TN L T
£9, TEK 74 7 ¥ A LMEIZ, EX 2T 4 TV IxZ—2a T EITHE
L F9 ([Add New Security Association]/[Edit Security Association] %4 7 & 2/
Ry 7 A (825—V) L)

ek 7 /L=
2N

F— B — NI N—T A NR—~DF—DFERA v — 5T
HI=DIEHAEIND T VT Y X4,

(Encryption
Algorithm)
Retransmits 1D EDTN—T AU NR—RX—DFAERA v =T %2ZE LARWEEIC
Ay —TREETE DEH
A B =0 | RATHNE Z RZTRH

[Security Associations] % 7

[Security
Associations]

T—T7 )

[Security Associations] 7 — 7 /VZHEHA LT, VPNOEFXF =2V T 4 7V v o—
VarEEHLET, T AONT AL, = b OREOHENER
INFET, TNHIZOWTIL, [Add New Security Association]/[Edit Security
Association]| # A 72 7Ry 7 A (82 X—) TiBILE9, #H LV VPN
ZERRT 2851, Z 0% 7 Tlid/e < [Security Policy] 7 4 —/L K (ki o
FHESR) EHHLET, 20X 7T, U= REFERSEEA,

X2 VT4 TV T—a U ERETDHITNE. ROFIEEFEITLET,

s T—T M=y MY EBITHITIE, BN (Add) ([ AREEZY v
LT, [FiLntx=UT7 47V — 3 OB (Add New Security
Association) | XA 707Ky 7 A AT LET,

e MY EERL, [fRE (Bdit) |R¥ %227V v 7 LT, BFEOT
MY ZRELET,

s MU ZERL, [HIBE (Delete) |H™Z %7 Vw7 LTHIBRLET,

ESPERENS

« GET VPN &gt 7 1t 222\ T
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| #4 rRAVPNDEE : EX
[Add Certificate Filter] % 1 707Ky 5 2 [

* Group Encrypted Transport (GET) VPN {22\ T

« GET VPN OFHTE

[Add Certificate Filter] ¥4 7O 45 1Ry 9 X

[Add Certificate Filter] # 4 7 17 77~ 7 2% ffH LT, GET VPN ® Group Encryption K U 2 —
HOGEAEZ A V2 2 ERLET, ZOT7 40 F21F, F—P—RNIREINT, ZL—T7IH
T DHERD T N—T A N—ZH DD E D DR T D7D SN2 BECEEEE L
£

WKDT 4 NE B AT ONTIDERINLET,

e[dn] : GEBI%4. ) [P7 =2 b (Subject) 17 4 —/L RIZ, ZRI=EOXT DI A N&H
U TREIS THRELET, =& xiX., OU=Cisco,C=US D L 5 |ZF5E L £, PublicKey
Infrastructure /R U ¥ — %R ET D% AL, BIRT 2 PKI BEkA 7 2 = 7 kO [Certificate
Subject Name] % 7 ClAl CMEDER SNV TW D MENRH Y 9 ([PKI Enrollment] % 4 7 &2
7R w7 A - [Certificate Subject Name] % 7 S M) , @Bl4 2 AT L, 1 >D7 41
B CHEBDT NA A —BERDH LN TEET,

[fqdn] : (GE2fEH/i KA A 4, ) [FAA 4 (DomainName) |7 4 —/L RiZ, H—DF
INA ADERES N A A 4 (routerl.example.com 72 &) Z#FEELET, AB#EEA 77
ANTZ 7 Fx R —%FHETHHEIE, BIRT D PKIBERA T V=V N T[T/ AD
FQDN% & 8 % (Include Device's FQDN) 1473 a UABIREN TV A LERH Y £,
BTN, AT B OLRIEFFO720, FQDN 7 4 VA [XH—~OF A 22— L%
R

Er b FERAERAZRET HI2IE. GET VPN O Public Key Infrastructure (PKI; AR — A 7 7 A b
T77F %) RV —bRETLHIHLENRSHY F7, PKIKRY —F, VPNOTRTDOT /A AT
HELET,

FET—2 3R
[GET VPNZ b — 7554t (GET VPN Group Encryption) ]X—® [Z/V—7%7E (Group
Settings) 1 % 7 T, @n[ & A 7 & LT [GEFE (Certificates) ] ZIEIR L, [REA] 7 4 /L4
(Authorization Filter) 17— 7 /LD FiZdH 5 [TDENM (AddRow) [RZ %7V v 7350,

T 4 NVZ IR L CHTOMmME (BditRow) AR %27 Y v 7 LE7, [Group Encryption] ~X—
THEBALFIEIZOWTIEL, GET VPN Z b —7 I H{bDiE® (76 X—2) 2L TS
U,
&R e

« GET VPN %6k 7 12 2 2221 C

* Group Encrypted Transport (GET) VPN (22T

« GET VPN OZRE
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#4 FREIVPN OEE : £4 |
. [Add New Security Association]/[Edit Security Association] ¥4 7 O 45 7Kv o X

[Add New Security Association]/[Edit Security Association] ¥4 7O 45 /R o X

[Add New Security Association]/[Edit Security Association] Z A 7 1@ 7R v 7 A& LT, R
L7 GETVPN hRu P TR &N IPsec 707 7 AL (4HliE F TV AT —b &y M2
) BROEF2U T RV —%2ERLET,

FTES—2 a2 R

FrLnteXx=2 U747V m— 3 OENM (AddNew Security Association) |44 7 2 77K v
7 2% B <IZiE, [GET VPNZ L— 7l 51t (GET VPN Group Encryption) ] X—Y @ [E¥F =
U7 47 Y x—3 3 (Security Associations) | % 7 C, [ATDiEM (AddRow) | (+) A%
YEIV 7T H0, FREFFEOT Y v m—y g VAR LT [(TOME (EditRow) ] (84
%) R¥ %27 Vw27 LET, [Group Encryption] ~<— % B < FIEIZ DWW TlE, GET VPN 7
N—TWALDER (76 X—) 2BRL TN,

BEIEE
« GET VPN gk 7' 1 & A 22T
» Group Encrypted Transport (GET) VPN {Z-DUT

« GET VPN DR E

T4—ILFUITF7LUR

%= 16 : [Add New Security Association] 54 7 05 v 49 X

BR BLL]

ID TuTrANDY—lr A, TOFFIZELST, EFX VT TV m—
T a VORI ITA XV T A BERINET A BRLENT T A4
FA4TY) , BEOEXF2 VT4 TV —a U RNhLHRE. FREND
ACL N ZDOF S TRINTNEFTHEHRF (BLW~—) Sh, ZA—7 A
AN—E, HAE SN2 ACL ZH—dD ACL & L CABEL £,

TN EOEFESOEFICT DO, ELITHLVESEZANLET,

IPSec Profile |[Psec "1 7 7 A L D4 il
Name

AV Psec 72 7 7 A NMZERBSINTE N T AT —LEBY FARY—FT o)

A N b (X2 VT 4 Fabal, TAITY XL BIOZOMOERE) . Bk
vk DTy NI RHLEARIE, W~ TRU-> T, 7IA44Y T 4 EICERFET,

(Transform |[J®R (Select) 1 %7 U v 7 LTEREFAD N T AT 4 —LEy DU A b
Sets) MBIBIRT L0, FRFHLWE T AT+ —Aty MEERLET,
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| o1 rRAVPNDEE : XK

[Add New Security Association]/[Edit Security Association] ¥4 7 045 7Kv o X .

LS

Bl

XU T ¢
AU —

XV T4 TYVE—va N IH L TERSNTWAT 7R a3 hr—
NWIYARNKRY—FT V=7 b, [BR (Select) 127 U v 7 LTERFHD
ACLA 7Y =27 hOYRMPLEIRT 50, E1FHLWACLA 7Y =7 b
EERLET, 2047 V=7 FONEDOREMRTAE I V—7 23— &
X2 UT 4 R —LDOBHICONTIX, GETVPNtF 2T 4 KU —F
JOEXR2 T4 7Y o= a3 IOV TEBRBLTLSEE N,

GE) F—DEARFEE LT AT Fr A M EFEHALTWAEAEIT, ACL
RIS —FT V27 MV FF¥ AN T FLAOHELGL—L
(ACE) WEENTWAMENRHY T, Z27DHL, v LFFy
AN L TEESNDF—OFAR 7 v ME, TEKIZ L -
THBLENRL RV ET, ZOAT—FAV MNZLY, F—
TAUNR=E, wAFFY AN T balE AL CEESNE
X—DOFERNNT v NEZ[ETEET,

Enable
Anti-Replay

WHEEINT —H ARV =AW Ty FEATERNWE T ATF IS
VAREER A X —TNZTDMEIDERELET, 7oF V7L A1E, b7
T4 BT A FEFRICESNTHRETE ET,

(BB T 4 KUY A X (Counter Window Size) |: Z4UAT 7 4/L b

TN, HREINETA, DTV ER=ADOT o F YV FLA1F, I—F
AU R=IN2 ODEE (FEMIZHRA > MY —KRA v b VPN OHE) 12
FPIRNIHLET, Vg R A XZ2@RLET,

o [FFfE] Y ¢ > R U4 X (Time Window Size) | : ZIUNHELEE D HIET
T, TN—T A=) 3 DL EEITY, Synchronous Anti-Replay
SAR;FRHIT > F VT A) 7ay 7 OfREEzRIEEZATLET, 1
~ 100 DFIFHOMEAE AT LET, 77 4 /L MEIF 100 TT, FEHEAN—2ZD
7Y F VT A OFERICONTIL, B~ —=2DT T T LA 22N T
AL TLTEEN,

GE) NI EN=ADT F YT AIZBNT, /N7y b b= ke
VVRRETRE B 21T 9 A%, KEK 741 7 ¥ A A FETILTEK 7 A
THEALEHEDE LARNTL SN, HEH Ty —F A%
BRIV RT AN S A T-HTT, e xiE, Ny b b—©h
23100 F 237y NBOSE, V—0 U AR HBT D IRTHIIC SA
DEHIND L2, T4 7 XA L% 1193 RFHIRT ISR ET D24
ERHY FT,
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BR BT
Enable IPSec | Global Settings for GET VPN 7R U & —THRE SN D 7/ v —/ Vs LHE T
Lifetime HIPsectxal T4 7YV TZ—ary T, THA LERETDHNE I nEiE

EFLET (GETVPN D 0 — )L EEER) . 20T 77X A MEIZL -
T, F—OFAERBMEL 25 ETIZ, EOFREOFEM Traffic Encryption Key
(TEK; N7 7 4 v 75 k¥ —) ZHHTX 200 HE I E T,
TN—T A NR—D 77 v 7B (KBHN) . B, 32 oliic
HEONWTHARELET, WTNDDOEICET L2 EF—NRLET, ROHE
PHEFEAZZE L TLTEE N,
« 74 7 %A LX, KeyEncryptionKey (KEK; F—H55{ba&—) A S
HT7A4T7HA LD BRIEIZELS GO0 1RED) TH4LERHY F3
(GET VPN 7 L — TGSk DEFR (76 2—) M) |
c NI T 4 v T ENEWVGAITII—OFERNHEEICRAL, TN
KT BIERMENH D780, FEEICESLS T4 72 A4 22U £4,
s TR EE EEELRWVWEASIE., 7TV REZEAOEFICLE
T

GETVPN E7 DE=

Create VPN 7 o« #'— K@ [GET VPN Peers] ~— % ffi [l L C, GETVPN bR UHNOF— 4 —
NBIOITN—=T A RN=DET FaxT 4 ZRELET, M YEER L LIE, [F—
H—3— (KeyServers) |AR U v —EBIOR[FV—T A /3— (GroupMembers) | 7R Y > —%fE
HALT, TNHOREEZERLET, R —F, F—H =N TN —T A RX—DF—7
WIRRR DAY =23 EEN TV D REZRVT, VA P—FOX—=V LR T,

Je

i

Selection) | X—Y TEAIR LT A AREENET (VPN hAR DT /A ZDER

F—P—N—BLOITN—T A R—=DY A NMNZZ, V4P — KD [T /31 ZADFIN (Device

(44

R—=) ABR) . 7L, DB (Add) ] (1) REZUBLOHIER (Delete) ] (F341) A

ZUEHEHLT, ZOX=YOT AL A% BMETITHBRTE ET,
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[VPN b RO DREDEED R (Viewing a Summary of a VPN Topology's Configuration) ] .
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[VPN b RO DREDEED R (Viewing a Summary of a VPN Topology's Configuration) ] .
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o [4H] (Name) ]: 7 /34 AD4HI, SecurityManager 1 > X2 b U TEH &2 RRA IR LT
b\ij—o

“[IP7 KL A (IPAddress) |: 5/3A AD VPN A v Z—T = A ZAD P T KL A, A2 %K)
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T RUVAZRECTEET, TN, BAIIOT /SA A3 VPN —ERIMEH TE R2WEE
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EWVWISAHIDIKEZ B AR —F LR o—FT V=7 FOERICERINET, /7 A—ZD#HIZD
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Mtk CEE7,
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U4 P—=RFT, R~ (Next) |27V v 7 LET,
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