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« L—LOfFEE (13 =)

=)V T—T7NVOHHOKR L EHR (23 ~—)
=N OB E L VAR OBEEME (27 N—)
=N DA X =T NMbET 4 B—T Mk (28 X—)
ek g B LT L—L T—T LD (29 _2—3)
=N DOfES (31 X—Y)

ARV v— 7Y — LAR— DL (39 X—)

c VAT UF— L L= LDRRAEOR Y NT—7 ATVl b I —T Okl (48
~—)

cHHFOF T N IA—T DR (52 2—2)

IL—IL T—TILDOER

Security Manager D /L—/)L 7 —7 )UZid, RV o—2ERKTLHLv— v b (T7 A L—L
7L MERENET, INLDXATOT—TME, BEDRY v— T N—T7TEHE
NETH, < D77 AT I+ — /L P —EZX L—L R —THEHAINET, KU —HND
N—VONEFNEERGAIE, V= T AREH I ET,

TORT, V=T —TNICEENDHERRIZOWTHIALET,
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| 274794— L Y—EXOBE

=L T—TILOEHR .

1:)L—IL T— LD

POOOO @ @

DE\I'ICE !’ R-ASA iscg.com Policy: Access (Unified)

Palicy JI_IMM Assigned To: 1 Inherits From: GlobalAccessPolicy

% Filter: - none -} |!' |

Permlt - s - - Apply Clear
+ | J

Sourges Destinations

No. Permit Service |
MNetwork Security Group User Network Security Group

= g GlobalAccessPalicy - U,andabor {1Rule)
1 Y2 EB All-Addreq.. --no tags - --no uger - BB Al-Ad... —notags—~ £ SMTP

=] GroupA_AccessPolicy - Mandafpry (4 Rules)

v 02, All-Addres ... gs — i o2 All-Ad...

[E DHCP Access (2-4) Permit access to DHCP

o @‘ All-Addres. .. —no tags — —no uger — @ All-ad. .. —no tags — @ DHCP-Relay
o @ All-Addres... —no tags — - no uger — @ All-ad... - no tags — @ DHCPva-Client
Y2 BB All-Addres... --no tags - --no uger - BB Al-Ad... —notags - £ DHCPvG-Server

GroupA_AccessPolicy - Default (Empty)

1= GlobalAccessPolicy - Default {1 Rule)
1 @ EB All-Addres... --no tags - --no uger - BB Al-Ad... —motags - P

« | I |

I Enable confiict detection Generate Report [ Refresh Hit Count ] [ Query ] E] * .I

o ASA 8.3 onwards the device uses Real IP(pre-natted IP) in firewall rules.Use Real IP addresses.

WIZ, V=) T—TIVOEREIZOW T, FEfEDa—L7 o TR LET,

c TNARBEURY S—DEFN/NF— (1) : ZOARF—|2, KU —0HHE I OK
DIEFERNPREN, WS ODDT 72 a v EFRITTEDLZLIRENET, MOV T
X, R o= RNF—DffFfHESRL T 7EE,

e TF—TILTAILE (2)  RKEBRT—TNORTL—LEHEIZRSIT 6N Loz, L—
NETANZ) T TEES, FECOWTL, TN T 4 NE ) T ESRLTL
720,

cT—TLDASLREL 3) : HTLTLDY—b, BT LOBH), 77 LDOEFFER
ROYIYRZ ZFITTEET, FEIC OV, 7= A BT ABLION 7 A RHLOM
REEZZMI LT ZEN,

=L, EEBEE 4) T T NLDOERILIT, RY —IZEEN TV DL —RERIN
ESC RN

s A—H—F&FEDNDEHY 3V B) fHHEE N—NEEIVaVHEMNMIIIN—TETEE
T, FMICOWTIE, B va v R LEAL—L T ADMK (29 R—) &
LTS IZEN,

cT—=TLREY (6)  ROBEZIFATTDHBIE, T—TADFICHLRZ i L
e
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T7ATIA—ILHY—EXOBE |
B - roemssvar

c HEBEARMEEZADNILET (FZRAL—ILDOR) , FEHICHOWNTIE, AEEA K
HOBEHZZRL T 7230,

BATRH DB EN > TOBEAEIL, [VA— RO (Generate Report) | RZ %227 Y v 7
LT. A O HIML L AR— b%wmt HALEY, By —ice s AR— KLY TX
i—a‘o

BANZ [T 27 B AL—/L (AccessRules) |X—T %< &, [LAR— FDARL (Generate Report) |
W PEATIR AN —ICE SR ONE T, BAOTRTE T 5 L, thoBamitifgiEs &b
W2 [VA— FOARL (Generate Report) | AR U BNMEHTES X172 7,

« T—TMIRRINDE Yy MUY MEROER, FEMICOWTIE, by DY O
Al D Fo~ I £ UNHit Count Selection Summary] 44 7 B 7Ry 7 A2 SR LT IEEI0,

c KU =7 Y DFET, EITTDHE, L—NEFEL T, PROLOL— NV EFEETE E
To KVv— 7=V — LHR-POER (39—2) 2BMLTILEE,

« L—/VINDIHH O L EH OIREET A 2 BV eAR 2 0) 3 >»W T, v—
VT =T VOIHEORRLER (23 ~—V) ZZRL TSN,

= OBE LW ~EZ (ERAIBEIOTRAD  FfIZOWTE, v—roBE &L —
MIEFFOEZNE 27 ~—) ZZRLTIIEIV,

o T—TININ—IVEIBI T A 2Y) cEERICOWTIE, — 0B LOHIER (12
R—=) EERLTLIZE0,

GRIRLTZN—VOMRE GrET A ay) i VWTL, L— 1 OfFEE (13 3—)
LT TEEN,

GRIRL L — A ORI (ST A ay) o HICoWTIE. — oA £ OIS
(12%—%) #BRBLTIES N,

HWETES—2avnN— (7)) HETES—varRN—&EHLT, VAT —T NN

DHET DN IBE LT, MO WTiE, HEmambofHZZRL T2s
Uy,

IL—ILDEME & VHEIBR

N— )V T—=TNVEMEHATHR) =T 5L E, 7747 4L )Lb—L KR —D%
< LREEIZ, W OO HEEZFEH L TRY —Ib—v & BINTE £9,

«[ATDEM (AddRow) |RF Yy (+T7 A a)  T—=7AOTO[ATOENM (AddRow) ]
R Hr )y 7T HI LN, FHLWWL— L EZBINT 570N T71ETT, ZOR
Gl )y HE ZORY = Z A FIEGDN— NV EIBINT H72DDF AT v
Ry 7 ANRAEET, [TELIFTEZ va VR LEZERT 5 &0 BRLIATORAITH L
WL ANBEMENET, BIRLZ2WGE, B Lub— /W3t 2 a—7 (@i ide—
B Aa—=7) ORREIBMSHET,
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L—ILOIRE .

ATEALZ Y v 7 LTHTOIEM (AddRow) ]Z 3R : 1723 L T [{TDENM (AddRow) ]
WA w2 )y 73T HDLEELTT,

e A =T FR—=Z K BEFEONL— /L EFRT 28 LWL — LV EERLT D121, £ D—
NWERIRL, 27V v 7 LT[t — (Copy) |ZEHIRLET, WRIZ, W—EFHATD
NEOHIOITEZRIR L, A2V v 7 LTV AT (Paste) [ZBRLET, Zhick v
HEINTNV—ABEREINDOT, TNEBEIRNL TRETEET (L—LOfRE (13
_—=V) S .

MY RNT U RR—=ZA b By b7 RR—2 MIabt—7 o R—2 F EEITWET,
(77> kb (Cut) |2~y REBRRT D EBEFOL—VITHIBRSNET, Ty h T2 R _—
A RORDVIZ, V=LV EBETLHZEEBRELTEEN Ub— /L OBE) L L— VAT
DOEEM 27 2—=) 25H) .

= VIRRBZ /o7 &L X iE, TON—VERERIRL T HITOHIFR (DeleteRow) 7R % > (23
¥rAay) #7 Vv rdbHE, TOL—IVEHIRTEET,

Je

EXVh A=A EHIBRTARDVIZ, EFTA—NET 4T NICTHILEEBELTIEIN, L—
NET4E—=TMIT5HE, FEEZHREALLE XD ZOL—ET A ANLHIRE
F 973, Security Manager " HHIFRSND Z &b A, HETHREDL—IVBRLET
HDBEDLLSTGEIF, V=N EBEAF—TIL T, REEHERT AT THEALAET, L—
NEBIBRLUIZGEIE, ERLETRERSH Y £3 CLliCRITHEETH D FHA) . 207D,
N—NVEHIRT DR =2 L DIE, V— N E—ERMT =7 LTIz LTL
IV, HZOWTIE, =D =T MbET 1 B—=T 0 (28X—2) B LT
<TEEW,

ESPERENS

e — L F—T DO (10 =2—3)

e avEEHLE LN T—TAOK (29 =—)

IL—ILDIRE

N— VT =T NVEERATEAL— VR —NOBFEDNL—VERET DT, V—LEEIR L
THTOME (EditRow) | ARZ %227 Vw7350, A7V v 27 LTHTOME (Edit Row) ]
PERLET, 22k, BRLEL—IALOTRCOMIEEZRETE £1,

Je

Evh mB— TSR R =05 DAL — MOV TR, WTNOMIE LIRE TS E
i, WAL —LIFRY S — Ea—THRELET,

FEAEDNL—V T —TNTIE, V=Bl ERETTIZ, A7V v A=a—|ZEREN
Hawy REHERALTHEDBHERST — 7L BAEZHETLI b TEET,
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B -rose

T7ATI+— L H—EROBE |

TNERRETE D0 E I 0T, TORNREMRET D Z LBEYNE S DL > THIRRS L E

B
B

e zIiE, A VAR gy —LZE, =L DOBREICESNTELL OFIERH D F

* [All Interfaces] (Z/V—/ Vv ZWH L7cHE, BEILT RLA, ST RLA A 0¥ —T =

A A, FREFA—LOHFEIIN TR ORE TEEE A,

(MEILESEDH DA AR v a U EFIRT D1ODOA TV a 2 BREFIT) b
7 4 v 7 —EHHUEIZ [Default Inspection Traffic] % i8N L 723546, F 7213 [Custom Destination
Ports] Z#ER L7256, EEILT FLARLGET FLRITHETE £ A,

* [Destination Address and Port (I0S)] Z3®IR L7254, H#ELT FLRAISRE T EHEA,

WDOENL L)L a<y RBIFEHARETTN, L — LT —F A A AT ITRTORY 32—,
BEDOITOMREENR T R —FZINTWEDITTIEH Y THA,

o [<IEMES A >0 (Add<Attribute Type>) ] : EXDIT AR L T, [f57C (Source) 1.

[—H— (User) ]. [58C (Destination) ]. [V—E R (Services) ]. F7id[[f v & —
7 = —A (Interface) | BN ZHZ7 Uy 27 35E, BN (Add) =2~ REZEIRL T, &
RUTEBEVHNOBEEDOT —ZIcoy M) ZBMTEET, B (Add) ]2~ RO%ESE
RARNZIE, BYEOARINE ENET (GEEFEILOEM (Add Source) ]72 L)

o« [<BYEZ A T>OfF%E (Edit<Attribute Type>) ]: 1EE A EDBIET, WAARETE £,

WET DL, BAVONENEZHRDY T, B0 LafEdsI b, HEOITEE
RLT, TRCOITTRLZA FORLONEE —FEICHETH 2 b T, [k
(Edit) ] =~ FOBRRARNIIL, BIEOARINZENET (¥ —7 =—ADiR
42 (Edit Interfaces) 72 &) .

 [<=2 R U>OfRE (Edit<Entry>) ]: [5157C (Source) ], [=—W— (User) ]. [564G

(Destination) ], [Y—E A (Services) |, E7/2IL[f ¥ —7 =—A (Interface) | % fmtE
THEXIL, BANOZ L MY EARIRL, 20O N ETE2RETEIHAELH E
7, 7= & 23X, [Sources] BMZ3 DDFRy NU—T /KA N AT V2V RE1DODIPT R
VANGENDIHE, TOVWTNNERBINL T b ZFEETEET, [Bdit) 2~ F
[ZiE, =2 MU OAFINE ENET ([Edit HostObject] 72 &)

[<=> b U>OHIFR (Remove<Entry>) ]: [iX{E7C (Source) ]. [==—%— (User) ]. [3EJE

(Destination) ], [Y—E A (Services) |. E72IL[f ¥ —7 =—A (Interface) | % #wik
THEXIZ, BANOZ U MY EBIRL, 2O M ZHIBRTEZ2HE6bH0 T, &
NADEFZDOT Y FVITHIRTE A, HIBRT D E/L— L3 EIZ72 ) £, [Remove]
a<wr RIZiEE, = N oAFINEENET ([Remove IP] 72 &)

[BrvarTroynbA 7Y =2 MafERk (Create <Object Type> Object from Cell
Contents) ]: [iX{§7c (Source) ], [=—H¥— (User) ]. [585C (Destination) ], I
[—E A (Services) | /LT, [{ER (Create) | 2~ RZEIR L T2 ¥ A 7 DR Y
—F TVl MR TEET, £, BARNOT U FY ZRIRL T, BIRL-EA S
TNBERY)—F 7V xr FEERTLHZEHTEET, [Create] =~ N2k, BT
XDHRV—F TV N AAT, BEOA T V27 FORELTHDHHEBOLRE] (&
NNOFTRTOERZOENL AT Y FREFRIRLIEELOZ S N OARD BEEN
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L—Ib F— T L0 [Address] £ emEr-EEE ]

T, XY NIV—V/RANFTT V=7 FEAETHE TRy NT—F/RA KT L—
THAT = PEAERTHZ LT T,

[ KBEMHEFATSarT Y ORR, <= R U>a T Y OFRR (Show <Attribute Type>
Contents; Show <Entry> Contents) ] : [/~ (Show) | 2~y R&EEHT I L, BAWNICE
FHEINTVWDLREOT —F 22T ET, #MRIE, BHEOE 2 —IZL > TRRD £,

e TNA A a—, vy T a—, FEIA AR —MLb—IL  BFEDT A AR LT

=R SNDEBRDIPT RL A, EREM FAA 4 (FQDN) | h—E X,
FlIA A =T oA ANRFRRINET, e xIEX = TRy NT—Z /KA A
TVl RMERHESNTOWAEHEIR, ZTRbDF 7V x7 ML TERINTND
FEEDIP T RUAEZIZFQDN NEREINET, V=N TA L E—T A A FT
VxZ FIMERHENTWEHEAIE. A7 V27 ML TSNS, T35 AT
BEINTVWDIRHEDA L H—T A ANREREINET (HDHHE) .

Py FT—J/HRA N AT =27 FOIPT FLAIE, IPT7 FLRIZESHTHIEIZ Y — F X
N, ZOHY 7Ry b v A7 IZHESWCRHIEIC Y — & ET,

P—ERAFT V= ME, Tu b EFETR—- M BIOSER— MZESHWTY — RS
nET,

AVE=T 2 ARFTT V27 ME, TAT7 7y MECERINET, A F—T A ADA
VE—=T A AF TV NNORE = b =T HDITRIRS N TWAEHEIT, DX
B —UPNRINZEREIN, TOHLEI—ET A X —T oA ANRH vy a THENTERIN
F9, =& xiE, T* (Bthernetl)) X, 7 /34 A LD Ethernetl A > % —7 = A A * /7 —>
L= (TRXTOA L Z =T oA ZL—F) LTWVLHEOITERSNTHET,

e ARV —bta— K —FT7 V27 MIERINTNDE Y= R VU—I|ZER
NTWa=y PINERENET, = P VETAT7 7y MEIZY — b St BFEOR
BRCFEFEICE e N Y BEBICE RSN E T,

HEIR R
« =)L T—T DM (10 <X—)
« =L OB L OHIER (12 X—)
=V DOBE) L L—/VIEF ORI (27 X—2)
=N DA X =T LT =Tk (28 X—2)

e avEEHLE LN T—TOHK (29 =*—)

JL—IL T—TJI)LOD [Address] EILDEMET-I1TIRE

[Add Sources or Destinations]/[Edit Sources or Destinations] % 7 2 7 7R v 7 A F 72X NAT 7 —
TIVD [Address) XA T R Ry 7 AEEHA LT, #ELERIIELEEETL— T —T LN
DORFIT M) E3sE NI ERELET, 7747 U4+ — L b—LOEILOMRFEID
B9 DRV TIE, A=A oftE (13 ~—Y) 2L TIZEN,
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T7ATI+— L H—EROBE |
B L 770 Address] LD iEmE 1 (K4EE

WDOT RVAZA T H#HRIHAGDETANIL, V77 4 v 7 ORELELIISILEEERT
FET, RV —DF A FZE-T, IPv4 72T IPV6 ODWVTHDT KLU ARKETH D00
RFEVET, TRLAXATEBESEDZ LI TEETA, HEEZ D~ TRYJ> THHEOD
BEAITEET, FFHICONTIE, AV —ERBFOIP T FLADIEEZZRL T EE
AR

Ry NU—J/RANFIT V=2 b, ATV FOAHTEANTIT D0, Fl2iE IR
(Select) 1227 Y v 27 LTYU A MROARTZEIRLES, BRY XA FROHLWAT V=
7 Mt 52 &b TEET,

)

() Fully-Qualified DomainName (FQDN; 52 2{Efifi KA A > 4) #HET HI21E, FQDNR >y kU —
JIRARNAT V27 NERIZFQDN A7 V= haGe I/ NV—T 4T V=7 Nelifd 54
ERHVET, FODNZEEAITHZ LIETEETA, TXTORY —% A 7 TFQDNR
TSN TEHY A, R —TFAf SN TWRWEAIX, FQDNA 7Y =7 &
GLA TVl NEfRETEEEA,

ARARMIPT FLZ (10.10.10.100 (IPv4) F7-1%2001:DB8::2200C:417A (IPv6) 72 &)

IPvd x>y T —2 7T RLAEH TRy b w27, AT 10.10.10.024 F721%
10.10.10.0/255.255.255.0,

IPv6 %y hT—27 T RLRETFVLT v 2E, BRI, 2001:DBS::/32,

IP7 FLZ2O&iFE (10.10.10.100-10.10.10.200 (IPv4) F7-13 2001:DB8::1-2001:DB8::100
(IPve) 72 &)

(IPv4 D7) 10.10.0.10/255.255.0255 TERDIP 7 RLADNRE —v . ZOWRED~ A 71X
Rifgiia ey N w227 T3 (gl L OREf Ry hU—2 w227 (IPvd 7 R L AITxf
) B

A B —TxA A=) AT b, TV NOAHIEATTT D, 7213 ER

(Select) 1227V >y 7 LTCYRRIDPOARIZEBIRLEST (7P MEATELT[A
v H—7 x4 A —/) (InterfaceRole) |ZEIRTHMLENHV ET) . /X —T AR
0 — VAT AR, BIRLIEA 2 —T A AD IPv4 £721LIPv6 DT F L A %45
E LI LRIV —AREELE T, 7354 RZHD HTHNDHIP T R LA AR
TX 72028, DHCP ZfH L TT RV AZRIGTHA X —7 =4 ADOLEITHEHT
T, FEMICOWVWTIE, A X —T A A =L F TVl MIOWTEZBRL TS
U,

A B =Tz A A B—VEFELE LTERLIZGE, XA 700 Ry 7 AZZTRERS
e RARNELEFRY NI =2 A0 F—T o4 2 B—ARBRBIENET,

FESF— 32 R

EETT. %65, ERITFOMOT RL R v LEETe—L R Y —HNT, IROWTNNEE
TLET,
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| 27479+—L9—EXOBE
L=LF—TL0 [2—¥— Usen TwroemErEe [

=T —TNHNOT RLABALEEZ Vv 7 L, [V—ADHE (EditSources) ]F 721
[siseDfmE (Edit Destinations) | & A WIHEEIO a2~ FEZEIR L ET, #RLZELOD
NENAS LT —ZICEE M onET,

e 7 RLABLNOTZ Y Y ZRIRL, [<=> b U>OFfFEHE (Edit<Entry>) [ 23R L ET,
BINL7-z o NUBAD LT —HIZEESBRZONET,

BHDN— NV ERINL, [EEC (Sources) | £721% [585C (Destination) | B/ EH7 U v

7 LT [ZEFEIL0ENM (Add Sources) | £ 7213 [F855 DB (Add Destinations) ] %8R L

F9, BT TIANENTWDT =X, ANLTeT =203 mEnx7d,
IV—ILT—T LD [1—H— (User) ] /LDEBMEF - IEHRE

Je

EXbh a—W—t/lE ASABAQ LIR) TR SNET, DT /A X2 A T E721F 0S /S —
Taiion T, B TORENFITT A TEAINET,

[——DiBI (Add Users) ] £721d [2—F — D (Edit Users) | XA TR TRy 7 A%
LT, 2=V —=TAFT T 4T 4 IN—T2E50N—NT—TVDar—H—x F) %
WMELET, 774 T U4 —/L b= ORI OMEICHET DOV, —LOfFE
(13 =) ZZHRLTIZIV,

WOEEOMAEHEE AT LT, ActiveDirectory (AD) —H—F7ziia—H—7 L —7%4

WCHESWC NI 7 4w 7 E#BBICEET, 74T T 474 22—V — T N—TERET LY
/\ ENDIFEEIL N T 74 v 7 OB BEHINET, V——&KTDH 8T 71 v 7 DY
G EERXT RLAETAT T 4T 4 =W T A= DI N —HT 50ENHY £7,
DFED | —UE, FEEICAT ONTZBRICEE LT 4 — NV RICERSNIZRED R Y N T —7
FRIEIHFA N EOZ—FNERESINTZ T T 4 v 7 IZEASNET, FECOWTE, T A
TUTAT A N=ADT 7 AT T4V b—LOREEZZRLTIIZIV,

EEILT FURICEAFRR L V=V E a2 —F =TT 51CiE, #E'/MC Tany) ZHEL
\iﬁqo
HEHZN o~ TR > TEEDEEZ AN TEET, PR —FSND7+—~y MIKROLBD
/(:‘j—o

TAT T 4T 4 == T N—T FT V=T |k
« fE31]0> = —+ : NETBIOS_ DOMAIN\user

e 2—H J—7 (& _"HE|IZLFET) : NETBIOS DOMAIN\\user group

[ER (Select) |27 Vw27 LTIV A MNLAT V27 b, 2=V — Fhida—VF -7 —
TERRT I, LA T V=7 FEERLET, SEICOWTIE, R —TOTAF
TAT A4 22—V OBRBINTAT T AT 4 22—V I N—T 47 =7 bOIEREZRL
TLIEEW,
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T7ATI+— L H—EROBE |

B L 7710 (services] L diEME - 13 15%E

FEZF—Tar R
[User] BV Z&Te/—)L R Y U —NT, ROWVWTNNEFITLET,

e =T —TIVHND [—H— (User) | BLELEZ U w7 L, [2—P—DfRE (Edit
Users) | #IRLET, BINLIZBELONERAN LT —XICEESHBZONET,

o [—H%— (User) [ EANDO=Y N ZEIR L, [<Entry> OffmtE (Edit <Entry>) ] % 3R
LET, BRLIEZV MUBANLET—XICESBZONET,

cBHHDON—NVEBEIR L, [2—F— (User) BV ZHEZ7 U v 7 LT [2—F—DBI (Add
User) | Z@RLET, BT TIZANINTWELT =X, AN LTeT—2n3fma
nEJ,

JL—IL T—TJ )LD [Services] ZILDEMFEF-ITIRE

[Edit Services] ¥ A 7 /Ry 7 ZA&MH LT, ®HLdb 774w DXA THEHRT D
P—bERERELET, HAEZ2D Vo~ TRY> TEEOMEZ A TE £,

=R AT V=7 FBLOY—E R XA TOEREOMAGDLE (BFITT e haLbR—
FDOAE DY) ZEANTEET, —EREZANTHEEIE. ADREOATIZRD G E
T, VA MDOOEZZEIR L C, Enter £/ Tab 2 L F 3, F/=, BN (Select) [ &#27 U v
LT, VAP —ERZHTIRT 50, LW —ERZERTHZ L TEET,

P —ERERET L HEOFMIONTIX, —EREY—ERAFT V=7 FBIOKR—F

VANFT7V 27 NOBREIREEEZSHRL TIZE0,

T 7 AT T A= =L DR NLOREICET DEEMICONTIE, L—LOfREE (133—)
EBBLTLLEE,

FESF—Ya v R
P—bEREELL—L RY =T, KOWTNNEETLET,

=)L T —TILNOD [—E A (Services) | B/NLZEZLH27 Y v L, [—ERADOfRHE (Edit
Services) | ZEIR L £ 9, BIRLIZBLONEN AN LT —XICBEEHBZONLET,

o [—EZ (Services) | BAND= L U ZEIR L, [<Entry> OfftE (Edit<Entry>) ] %3
WUEF, BIRLIEZ NUBRAN LT —XICEESBIONET,

cHEBONL— NV EEIR L, [—E A (Services) | EAELAZ Y v 7 LT [H—EADEM
(AddServices) |Z&EINLET, BUICTTICADINTWAHLT—HIZ, A LTcT —#
BEmEnEJ,

i

AV ANRT a3 )—)L T, [TrafficMatch] 7 7 MM —EARETREINET, 27ZL, —
EARKRINDDIE, T 7 4 v 7 RiEER, 5k, BIOR— e =T 51— D856
INSER
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JL—JL T—T )L ® [Interfaces] tz )L F 1= & [Zones] &)L DB FE 7= IFHRE .

JL—IL T—7J )LD [Interfaces] ZJ)L E£ =& [Zones] ZILDEMFE = ITiwmE

[Add or Edit Interfaces] & 72 1% [Add or Edit Zones] ¥ A 7 r 7 KRy 7 AZFEH LT, L—/IHNE
BINTWDA I =T 2 AEIZY =V EfRELET, 77 AT VA== LDEILD
MREEIZBIT DFEMIC OV TIZ, — L DfftE (13 X—2) LTI EEN,

A UH =T A AERET L, FEDA L E—T 2 A AL ETFA v F—T =4 A
2—L & HHRICHAG DY CANTEET, HAZ D v TRU - THEOEZ AT
F9, AAIEANDLET, E2iF, IR (Select) [#7 Vw7 LTIV A INL A F—
Tz A ABL e —LEERTE, Lo —La2ERLET, /X —T A X%
A NIRRT DHIZNE, HDOEMNPUOTERLTEBLILERH Y 7,

RV =T N, RERTDE, A X =T oA A0 —VINEBEDA H—T = AL THE
SHMZONET, ZHIE, TOT A ATEBECRESNLTNDA »F—7 =1 ZZFTT,
N— N Ko TEBEIGEIRENDGA VX —T oA AR RTHIE, [A v F—T AR
(Interfaces) BNV EH I Vw7 LTC[A ¥ —7 = ADFK: (ShowInterfaces) ] Z 3R L F
£

o U DFFERNZIZ, A F—T A A u— L E 1O ITBIRTEXET, fHrnf o Z—
T oA ATBIRTCEFHA, V=0 RXR—RADT 7 AT 74—/ b—)WZ ) — BT
DIE, A v F—T oA A —LVEERLET, Y—UIZBT M 07— 7 oA AEER
T HIZIE, [V —Y (Zones) BNV ELHZ U7 LT[V —rarT Y OFER (ShowZone
Contents) | Zi&IN L £,

A H =T 24 A0 —LEBIOS VX —T A ZAOBFRICET HFMICHONTIL, ROEEZS
HBLTLEEN,
AU B —T AT —)L I TV MNIDONT

R —EETOIP T KL ADIEE

FEHF—I 32 /R
A B =T A AFIT S — o ZETe L —L AR —NT, WOWTIN0EFEITLET,

=T —TNHND [ X —T =A A (Interfaces) | £/ [V — (Zones) | BNV EH
IV L, A F—7 A ADOHE (EditInterfaces) ]. [ — OfftE (Edit Zones) ].
FFELoav REERLET, BIRLIEZEBLORNBNAI LT —XIZEZIHZD
WET,

e [f 2 —T A A (Interfaces) | B/ALANDOTL U ZBRL, [<=> FU>OfE (Edit
<Entry>) [&@ERLET, BIRLIZZ U NIDBADNLET—XIZEZHBRZONET, V' —
VANO= M) ERETHZEITTEERA,

B DON—VERINL, [/ X —7 A A (Interfaces) | ENLVEHZ YV v 7 LT[A 2 F—
7 A ZADEN (AddInterfaces) |ZER L ET, BT TITAIESNTWELET —FIT,
AN LTeT—=2nftmanEd, = M) &Y =BT 52 LIETEERTA,
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T7ATI+— L H—EROBE |
. JL—JL T—TJJL® [Category] &)L DiRE

JL—IL T—TJ )L [Category] £ /L DiRE

[Edit Category] ¥ A4 TR 7Ry 7 AZEH LT, L—MZED Y THNTNWDLIHT A 4R
LET, #T7TVEEHTAE, L—AeA TV FESEBLOHCEEST, 7Y
F7Vx 7 FOFEHESRLTLITEIN, 7747 U4 — /L b— O /LOMFEIZEET HFEHM
WZOWTiE, A—LOfRE (13X—=) 22 LTI EE0,

FEF—a iR

BT Y BELA—ARY S—NO[HT Y (Category) 1EAEAZ Vw7 L, BT O
fmfE (Edit Category) ] &I L £,

JL—IL 7— T L O [Description] £ )L DiRE

[Edit Description] %4 7 1 7R 7 Z &M LT, A—VO@MEREE L £, S EHT
HE, = OAMERMECTE £, &K 1024 XTFTY, A—LOBLOREICET D
MZOWTIE, L—AOffEg (13 =) 2L TIEEN,

FEF— a2 R

TR A BT — VAR Y 2 —NO [#BH (Description) B4 27 Y v 7 L, [MiAORE (Edit
Description) | Z#&R L 97,

IL—IL T—TILDEILORBEDRT

[Show Contents] % 1 7 12 7' AR w7 ZA&AEH LT, #Ex, =—W, %L, h—ER, 4% —
TrxA A, FTFTY = DR, ENOLDEREERT LT RVA, TAT T 4T 4 22—
P IN—TF A E—Tx2fA A, —VERA, FREFARI O —FT V=7 NEELNL— T—
TNVNOZEDMDE N TEZESNTWDEREOLEREHT — 2 2R LET, ¥A4T TRy
JADEA ML, D EBEALELEFZ MY EZRLTOWET, ZOFEREEH LT, 754
AR SNV — VR ERICEA SNDET RLA, —E A, £33 A 0 F—7 =1 A%¥
BILET, BLVONEOMREEITFRRICET HEMIONTL, L—LOfRE (13 ~<—
V) BERLTLLES N,

EAT O TRy 7 AFRSNDHNEIE, BHEOE 2 —IZL > TR £,

e FTNRAALa—, vy 7 Ea—  FBEDT A AT LT —/LAEHA S5 ERD IP
T RVA, a—W P—ER FEA U H—T oA ARERINET, L 2E —
NTHRY NT—FJRANFT V=27 EBMERHISNTWAEEX, o047V b
WCE S TEZRSNTWDEFEDIP 7 K L A & 7213 Fully-Qualified Domain Name (FQDN; 5¢
BIEM R AL U 4) BERENET, V=L TA U X —T=2AA AFT V=7 MBEHASN
TWAEGHEIE, A7V =7 MZEo TRl D, 73 RTERSNVTWDHRFEDA
B —T A AREKREINET (BDHE) .

e X NI —J/FRARNF TV FOIPT RLRZ, IPT RLAIZHESWTHIEIZ
V—hrEN, FOHY TRy b v AZIZESWTCRIEIC Y — h &R ET,

H—EXAFT V= ME, Tr A, FMEIEAR— b BROSEER— MIESNT
Y—hSHET,
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| 27479+—L9—EXOBE
=L T—TLDEILDATDORT .

A UH—T 2 A AL T V=7 NI, TNHV7 7y MEIZRRENET, v ¥—T =

AANA VB =T 2 A AFT V27 MNORE = b —FT HDITRIREN TV D
e, TONRE—UBEROICEREN, TOHLIC—HTHA 0 H—T = A AN
By aTHENTERINET, =&z, [*(Bthemetl)] (X, 7 /34 A _L® Ethernetl
AVHE =T oA AW*NE = b= (TRTOA X —T A AL—FK) LTS
T OIEIR S TWVET,

cHRY S Ba— RU v AT Ve MOERSH TS AY —2 LR D ER S
NTWBHTZY MY BRRSHET, =0 FVRTAT 7y MEIC Y — FSh, R0
B A IR AT R U MEBEICRR SNET

AVTUYDT 4R Y

[>T Y DF a7 (ShowContents) | XA T TRy 7 ADFERO LIZ VAN 4 VF T 4 —
VEMFRENET, VAN T4V EZ T 4=V REMFHTDE, FBELET A XTI EE
ey M) ZTIECSADIT AL ENTEET,

H2:VRARTAILET4—LE

i hea

W74 NENGA—=BRE N7 )T RE
N

[2>7 Y ®Fx (ShowContents) |V A N TRIEDT F A b FHNEMRFET HITIX, RO KX
INTEIELET,

«[UAFNZ 4% (ListFilter) | 74—V R&27 U7 LTTHARNI—YNEEE, A
R L ET,
INBIX AT 74V H—] T4— )L RTT, 2FV, EXFEATTHE, BUUEOT F R
FCFHNEGEERNT NYURY R NEIET =T ADGHIBREET,
[VA KT 4% (ListFilter) | 74—V K& 27 U7 T 5I120% :
« 74—V ROEMNZHD [Z7 VT (clear) |ARH¥ %IV vr LET,
ZDORENL, T4V RO ANEFET S EFRINET, (XTFEMAFRRLT, F—
A — RO Delete % — F 721% Backspace ¥ —%#H+Z LHTxEF) |

[UA K7 4% (ListFilter) | 74—V RE2ZUTF5E. UARAOTRTOTL kIR
VERENET,

RICF LN 2 KT 2 KB LR W& IR L. U AV R — FEITERRI A7
L. BENDLFHNDE ZNZLFNRE SN TWDRERD L0 EEETHZ LR, 74
VAR EFETE £,
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T7ATI+— L H—EROBE |
B - 7—orotronsnxs

UARTANZRMEEET DT, ROFIRZETLET,

1. [UAFMZ 4% — (ListFiler) ] 7 4 —/V ROLEMANZH B [filter-parameters] 7~ 4 > (HHR
B) 27 Uv I LT, RIA—HA=ma—%REET,

2. A7 a s EERLET,

A=a—Z3 o0k L a TSN TWET,

o [RXFE/IXFEKXPT S (Casesensitive) |3 L O [KRICF E/NCFEE XA L7220 (Case
insensitive) | : W EEIR L £, [RIFE/NCFEXAT % (Casesensitive) | % i3
RUZZHE, RO T A ME, AN LT T, RXTFE/NLTFHANS
NEebDe—HTHLENRHY £,

s [TANRI—RKEMHTS (Use wildcards) |3 LN [EMETEMHEHT S (Use regular
expression) | : WINNZBIRLET, ROV AV NI — RIS NET,

o (TAXURY)  XTFFINOZDAEILH D 0HUL EOXLTFHN—E LET,
s+ (FTAFEH)  XTFHINOZONEIZH D 1 ELL EOLFIZ—FH L E T,
«? (BEFF)  UFFINOZDONMEIZHD 1| LFIT—FHLET,

o (B> 5 —% (Match from start) ]|, [584—2 (Match exactly) ], B L[~ —K
(Matchanywhere) ]: 1 2% R L E T, [&#H5—E (Matchfromstart) 1&1X, AL
TEXXTFHNT N OB TROMNDMENRSH Z 2B LET, 2EL, Lo KR&k
LTy hO—EHTHAHETT, [582—H (Match exactly) | TiX, AJJL7Z3CF5IM 0
FAhTY N BKREERC BT OILERHY £3, [ —E (Match anywhere) ] &
X, XFFIRE= FUNOEZINTROND ZEEEKRL, XY RERLFEY ho—H
THARETT,

cHIDNTA=ZZIEETHITIE, FIHL &2 20 iRLET,

FESF— 32 R
WETE, 22—, s, —ER, A F—T A A, FHITS R0, Xy NT—2 T A
TUTAT A =Y ITN—T A F =T A, FlEFV—ECRERETIZOMDT —
IV REELL—ILRY —NT, ROWTNNEETLET, /-, L— L 2EET S (L—
NDAVR—=RRE) Y= EHHTHIEICHL, WREFRRTEET,

s INHLDOERND1IDESAZ Y v L, [<Attribute Type>®D 2 7 > 23R~ (Show <Attribute

Type> Contents) ] (attribute type T /141) ZEIRL ET, 7 —FITiE, BANITEES
NTHDHTRTCOZ MNIREERET,

cINHLDOEAD I OO M) ELAZ Y v 7 L, [<Entry>D 3T Y A KR (Show
<Entry> Contents) | Z#ER L F7, 2~ FAIKIE, BRLE= N OARINEG ELE
T, FREINDT XL, BTz N TR T 57— T,
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Je

L—IL F—TILOEEDRELER .

Evk

AV ANRY v a v )b—)L T, [TrafficMatch] 7 7 A —EARFRSNET, =720, ¥—
EANMFRINDDIX, 77 4 v 7 BRFEER, sk, BIOR—Fe—ET 51— 1D5E
72T,

IL—IL T—TJILOEEDKRE LB

N—= VT —TNVEMAT BRI —HNT, WOOB/LVOIERZBREL, SRICEBR TS
FT, MEBETELBLE, RV —ICLoTREVET, "E— vy TF U TITHESWTHHE
ERBETDHHE., VAN K= FXFEHFEATEET, & 2E, BETINDDhORy b
U—0 %, TNHICERINTVWDIH LAY NU—J /KA RN K o— 4T V=7 FTEE
Mz b LINTEET,

MR EEREERT DICE, VAT —TNEERT IR o —0—FFICHD [HRRE L ER
(Find and Replace) ] (EREET A =2>) R"H¥ %2V v 7 LT, [Find and Replace] ¥ 1 7 12
TRy 7 A (24 X—2) ZPEF9, Firewall 7 /L% TliL, ZHIZ AAAHRH], 778 2H
HI, IPv6 77 B ZHIHI, A A7 g VR V=0 RXR=2DT7 7 A4 T U x—/VEH| B
K O'Web 7 ¢ /L2 BiHI (ASA/PIX/IFWSM 7 /3A AD ) NEEINET, ASA/PIX/FWSM 7
A ATIE, NAT EfaL— L R — (272 L, 20 T7F A MEMEE— ROTXTOMALE
DRHICHTUITEDL L ENED EFHA) & 10S, QoS, BN —NLDT T v N7 4 — A

P—bE 2R —bEENET,

HAZMET L LI, HADOXA TBIOMRTDH0 7 L2@RL, BRI 5752 AN
LET, FEET, BRIERT XTIz AN LET, ROEA XA 7 a2 LOEHR
TEET,

[y bTU—27 (Network) ]: Rry NI —J/HRANETT V=7 MAETITEHFA LRy b
U—7DIPT KL A,

s [User] : Active Directory (AD) =—#4 (NetBIOS DOMAIN\user) , — 7/ —74
(NetBIOS DOMAIN\wser _group) . £7x7 AT T 47 4 22—V I N—T FT V=V
]\ Z’ o

[Service] : V—EAA TV M FEIZT 0 ha bR — |k, =& 21X, TCP/80, MR
ITEWRCIER2< @B LD2b0TY, 2F D, TCP/80 #MFE L, /L—/LCHTTP HMf
ENTWAEE ., BEBEHEEIZIZ TCPR TG ENEH A,

s [Interface Role] : f v X —T = A AL FIFA v F—T =24 A 0 — )L T =7 M,

\}

GE)

TI7REANL—=ALTIE, Ja—RV Ao X =Tz AL 2FH LTI e — UL L—LERKT
xFxT, L, Fa— =t A U H—T 2 AEF DNV E BT S RIS E
Hh, ZFa—b— U I a—r A X —T oA AL EFH L THRBTEETN, 1>
B2 —T7 x4 A% % [Global] LWIHARITEMRL LS LT 5L, EBRZITGlobal &9 ARTD
RV —FT V=) bfFERTEH, A F—T A AEBFDOT 72 A L—LMER S ILE T,
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T7ATI+— L H—EROBE |
. [Find and Replace] 4 7O /Ry o R

* [Text] : [Description] 7 « —/L KD7 F A kT4,

WA, WRSR & ERIZBEET D EBEOH 20 < DAV LET,

+ 10.100.0.0/16 DFFAN DT XTDFR v b7 —27 2% LT network10.100 & V™9 £ ETOHT L
WAy NT—=Z[RANFT V=27 FaefflT 5L, TXTORREY NV —ZHREZHR
RBIOEHRTEET, =& xIE, AM0.100* 25T 5 L 10.100.10.024 D X 5727 KL
AT RCERBCTEET, [BHGEOAHFE (Find Whole Words Only) JHB LN [V ALK
J1— RZFFA] (Allow Wildcard) | 473 a VAR L T, BHLTIIE LT

metwork10.100] & AJJ L %9, [Find Whole Words Only] %R L7728, B X DL
FHNE, 10.100 D53 721F T2 < 10.100.10.0/24 SLFHIRR T,

s (XY NIT—=V/HRANFT V=27 bOROVIZ) IPT RLAZFEHTHTXTO/L—L
BT DG ET, *xx*x ZRETLH L, TRTORA MNELFIRY NU—ZIPT R
AMMMRFE S ET, I, [Find and Replace] A 7 1 77K v 7 AP T D IS, 2R
BBV EmRETEET,

« ZENT Tside)] DEENDHTXRTOA v F—T A A a—)L AT =7 b (inside < outside
72 Y) %, External L WOLRIDA B —T oA A v—)L 7= N TEBRT H5EE
X, [RHFEOAMFE (Find Whole Words Only) 147> a v & [TA N KRB — REFFA]

(Allow Wildcard) | 47> a v &38R LT *side 23 L. [E# (Replace) ] 7 4 —/L K
I\Z External # A LE T,

BEEIER
s L—L DL (13 X—)

[Find and Replace] #4 7R J Ry U X
[FindandReplace] ¥ A4 7 2 VAR > 7 Z&AEH LT, A—NT—7 LD/ NOHE ZHRE L,

EETEHRLES, METEL2HADHA I, REINTVDLIRY P —IZL->TRRD X
R

FESF— a3 RR

N—=NT—=TNEFHT LR —0—F FIZh D [RFE L EH: (Find and Replace) | OWHIRSH
TAay) RE %27 w27 LET, Firewall 7 447 Tk, ZHIZ AAA HBRI, 727 & 2#
HI, TPve 77 B ZHHI, A v A7 v a VAL V=0 R—=2D7 7 A4 T v —/LHHI B
L OWeb 7 ¢ V2 BT (ASA/PIX/FWSM 7 /34 ADH) NEEIET, ASAPIX/FWSM 7 /3
A AT, NAT Bl —L R v— (72720, arTF 2 FEEEE— FOTXRTOMELE
DHICYTUITEDL LIENED FHA) & 10S, QoS, BLUEHN—NLDT T v N7+ — A
P—b 2R —bEENET,

ESpEREYS
o —)L T—T)VOHEHDOKRE L EHR (23 X—)

L=V DL (13 3—)
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[Find and Replace] ¥ 1 7 RS Ry o X .

T4—ILEY)ITFLUAR

5 2:[Find and Replace] X—

R

B

XA

RBETLHHEDEA T, XA THFIR L, BT LI T LZ2ERLET, [Al
Columns] ZERT 5 &, MBIN7=H 7 A, [All Columns] THH & & Hiz—
ERREINFT BETIEX, 77— AHNOTRTOH T LANEBIND DT
THEHL EFEA) .

s[> hU—2 (Network) |1: x> NT—V /KA MAT V=7 NG FETIL
RARREY hT—ZDIPT KL A,

* [User] : Active Directory (AD) =—#4 (NetBIOS_DOMAIN\wser) , —=—
W I —7% (NetBIOS DOMAIN\wser group) . £721X7 4T 7 4
T = TN—T FT T ",

s [Service] : H—E R AT V=l M ERITT R baLblR—K, EZ
X, TCP/80, MRFFIER CIT < EXICLDHLDOTT, 2F D, TCP/80
MR L, /L—/LTHTTP 2MEA STV DA, MBRERIZIT TCP/80
TEENEEA,

s [Interface Role] : f > F—T = A AL FEZIFA L F—T = A 0—)L F
Tz M,

GE) T IR IJL—)LTIE, ZJa— A —T A ALZEHL
T/ R—=VV b=V ERRTESET, L, Z7u—UL b—
N A B —T 2 AFHEON—VEEHT HHETZHY 8
oo TB—rNWb—) T T B =N o Z—T = A 2L AL
THRETEETR, A2 —7 =4 A4 % [Global) &5 4R
THEBLE I ETDE, EEITIEGlobal &\ ) £4RTORY v —F
T2 NEHRT D, A H—T 2 A AEFDOT IR AL—L
PR S E T,

* [Text] : [Description] 7 « —/L KO T F A K 3LF4,

5% (Find)

REBESCTH, RV —F T V=7 NERBET H5AEIL. BN (Select) 1% 7
Vo Z LT, VAMNOAT V27 FEERLET,
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. [Find and Replace] 4 7O /Ry o R

T7ATI+— L H—EROBE |

LS

A

B
(Replace)

(LR BRSCTHI & BT D720 9530551, @S 5 3CFaiE,
MRAT > a THIML £, MBRIXFHN R —FT7 V=7 b4 TEHh
To5mE1E. B (Select) 1227 U v 27 LT, UARNLAT V=2 Mo
RLUES,

B LTHN OB CERCE F7, HEOHB I o ~TKREY £,
7o& ZIEX, TCPH—ERAZM#E L, £ % TCP,UDP CiEX#ix £,

[E#: (Replace) ] 7 o« —/b RITflH AJJEFIT[EH (Replace) | RF &7
Uy r45L, HAZHIBRTEET,

T =T VTREDRTFAI SN TORWEEIL, 207 4 — IV RRT L—FKRS
ET,

J3 1A

BEBR STV AITE I BV I LB o m ([up] £720%
[down]) , 7T—7NVOOVITET HE, BIEHET—TLO—F LB MH
REINET,

Match Case

TR A MRZEOEE . [Find] 7 4 —/V R THH L2 KCFE LN CFOENE —
BHEEEE DD,

Find Whole
Words Only

MRIBRCTHEERER (A=A EITMFUR TR SN CTS)) 2 am#E L
TEBIRTEHME 9D, 72& 21X, SanJose # HLFERIATHEET 5 L. SanJose
I S 423, SanJosel ITHiH SN EH A,

ZDOFF v a v % [Allow Wildeard)| 47> 3 > & & BT D &L BT
SR cEET, L, RSN UTHIEERT 5 & {0 XTFHT
e HEERARNER I NE T, 2E 21E, 0.100* TS DH &
10.100.10.0/24 D X 5 725 XTOT FLU AR S, ZH 5728 network10.100
R —F7 V=7 FTEBINET, [Whole Words] Zi8#IR$ 25 Z L2 X
. BMBNROESTET TR T RLVLARER Ry NV —T/IRA N AT V=
7 FCEBINET,

TXAMRBOLE, ZDAT T a3 L [Allow Wildcards] 47" = 13 A
(e T,
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L—ILOBEEL—IVIEFDODEES .

- SRER
Allow BB E I B LTI TIA NV R — RXFEFHTAINE I M, 2

Wildcards DFT L a VERIRLAEWVES . TRTOXERLEEB Y I ISNET,
Java EHIERBRAMHH LT, OB E ST RRAER TX 9,

cBUAR () cEUARNIVTIVLEYARTHY, M= —
TENET,

< BERIFF (7)) c BERIFFIIE - CFERLET,

e TAZYRAZ (¥) TAZYAZIE, 1O EOFLE—FHLET, 0
XFLlF—HLEE A,

c FIREE (H) IR BITAFZ VA LREIUEKRT, 1 DU ED
XFE—H%LET,

[Find Next] &~
>4

BXLTHNDORDA IV AERBT HHAIE. CORZ &7 ) v o LE

o

DN T TFHN e B L TH| TEEBT H5E6, ZORX 270y 7 LE
%

i
j—<
[Replace] ™4 | A
: R
[Replace All] | 2%

_f\
TILFHNHE BBICRB L, 77V 2RICbl > CENEBRT 5546
2 ix.

ZOREZHT ) T LET,

IL—ILOBEEIIL—IILIEFOEEH

N—Iv T—=TNEFEHTHEL—L R —iL, JEFFTFoNZU A NTT, 2FED, L—
DENL TF~DIEFNEETHY, RNV —IlwBr 52 FT,

THRA AT, V=V RY =TS LTy NEGITT D L& EXD FIZBICL— Va2
KLET, Ty MI—H LTS DON—AD, ZOry MIEH I V—LTT, £
PBEDON— T _RTEHEINE T, 207D, FFEOEEFEILELITHILEOHTML 7 7 4 v
ZZBE T 5 BARR) 72— VDRI, IP 8T 7 ¢ v ZIZBEES 5 — R L — L 2 BlET 5
&L BRI — O FREA S NN ERH Y £,

T 7 AR — L O8AT. BEBEABREY — L 2RI T, Eo X REAIC, A—VIE
FIZESTA—NAB T 7 4 v 7 A SN2 50 ERETEET GEHlICOWTIE, B
A MRHOBHEZSB L TZE) , TOMONL—V R —DHET, T—7 % L<
FAART, = VIEFICBEET AR Z FE L T E &0,

=V DNEF %~ 2 % BN D LW LA, BET A2 0EOH 50— L& RIR
L., #H., [[EDfT~ (UpRow) ] (EXH) FIX[FDIT~ (DownRow) | (FRAI) HRH
VEIZUY I LET, TNBLDOREZUNIL—IL T —T LD FICERINZWES. LV—VIEF
ERETIE W), ZOIEFEI~NEZ D Z EIXTEERA,
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csm-user-guide-427_chapter16.pdf#nameddest=unique_663
csm-user-guide-427_chapter16.pdf#nameddest=unique_663

I7AT A= H—EROBE |
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FRENFT, REZEBHTIE, T4 B—TNRNL—IUET A ADGHEIBRENET,
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O, RERol L Bbhd—iE, 7 <ICHIRLTLEDLTIZ, T48—T7 0T HZ L
EHESEL £,

= VIRA F—TIVINT 4 B —T NN EEETDHITE, VIV ERBRLTCAEZ Y v 7 L, [A
it (Enable) ] £7-1% [#E%h{k (Disable) | Z X ZI2)s U CORINL 97,

REEIER
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O a3V EFERALEIL—IL T—TILOHEK

=T — TN HERT AR —F, BV Y a VEICHREATEE T, RD2oDXA T D
I arnbFET,

e Aa—7 WY — LR U—OMABBREERLET, Z0®Z T aiE, R
MK T A L BEIMICAER SV E T, FEIZ OV T, L — L DORFIKIZ DWW T E SR
LTL &N,

ca—PERE T v a v RN U —OFHiil L ORREN BRI R D K S IV — LR T D
BRCENLOERN 72 7 N—T T, ZOXAT ORI va i, 2HEOV—AREENDHR
Uy —IZx L TRbBIREFHEL T,

Y7 a b NOTRTOL—VIEIEFAHT O TWAMNERHY £, V—NLET X NS
N—THZ LI TEERF A, B LRVIL—ILE S LEABEEMT TIEET 5123, Fhb
DON—VIZRUCHT T ZEY Y CHZENTEET,

a—PEEEIVa NI AT FENEREI Vs VR LIZE ST, 77 LNOMD
=B HEN DI ICEREINET, R LI, EZ0BIRIC, 7> a v EZRWEDVEAT
20T 270D +H-TAay, B va A0S TEATIY (HDEH) Z# T 560
W, B vavh, B a IEENDRMERBEDONL—NAES 4-872E) | BLUAT
Lz v a0l (ba%h) BERASNET,

\}

GE) v arNOL—LOFFTEFRFITDHIINE, V—NVFEEDIOYA XS HME)N
HDHAREMNERH Y £,

2=V EFREZ a v EERTEINEI DL, 2—FOHBETT, INHLDXATDEI v a
VEAERRT B Z EDNA RIS LRI LIS AT, IROBHRITTTE Y >3 COMERTTIE LR DT
EEBRLTLIIEE N,

cHLWEZ Vg v EERT DS, B v a v EHEATIITEAZ Y v L, [Hilnk

7 v a &G ® % (Includein New Section) | Z I L E4 (Shift LR b7 U v 7 L
T, =D 7ay VR IRTLHIEHTEET) . B v a o401, il B8LO00
TAVEZANTLHEIICERESNET (MWHDOERIIARTTZITTT) .

cWEfFDON— AR T v a VICBET AT, 1O ol o — AR L, A7 U >
7 LT [<k7varg>kr7val@Hd (Include in Section <name of section>) | %)%
RLET, Zoavy Fid, BRUATHBREGFOEZ ¥ a VORBRCH LA RRS
nET, 87 2 a VBT TR BEZTOE Y v a Y OBIZRWESE, B v a v o
BRCkD ETA—LEBET L), L—NEhy FL TR Vg i —AMLET,

s alOBHEITEERA, T0ED, B varyoMMION—NEEZT T a UEY
WBENTA2MERHY £, B a UHITIERWR, B2 arolichir—1%v2%
AL, —NEFDOET va rEROBZET,

= NER T a OIRICBEILTZY, B v a AR L CBEILI-V 52 L3 T
TFEHA, B VarliE = EBETE AREOEREZERETHHLDOTY, L—
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B (244 Rule Section}Edit Rule Section] % 7 0 57K w & 2

7V a rOMMICBEN LT Local Aa—7% 7 ¥ a VZETITE, 1 DL EOET
HBNL—)VEFEIR L, 27V v 7 LT [<name of section> &7 3 3 B HIRT 5 (Remove
from Section <name of section>) | Z R L £3, ZDa~r REMHTLHITE, L—n
v a VOBWBIMEETITK TEICS Z2MERNHY £7, 9 TRWVWEGES, L—Rn
BRAAAIE F 72 13 TSR D £ TL— A E2BEIT 50, v—L&EHy b T K X=X
ML TEZ v a ryOIMICBEE CE £9,

cHT LV — LB T g BT DI2IE, BROMEO T SHICH D /0— /L ZEIR L,
[AddRow]| RZ %27 V) w7 LET, L—IL%t 7 g  ORBMEICHEATSICE. &
JaryRBLERIRLET,

N— V& (87 a rONEER) v7 v a DB AERTHIZIE. v—Eks g N
DEHBONL—NLE LTERLTHL, BZa bl LET, £7203. —E2 k73
YT EICER L, TRAIRZ %270 v 7 LET,

e varRHLELAZ Y v LT[R Z v a O (EditSection) (&R 5 Z LT
X0, 7 arofani, i, FE3AT7 I 2EETEET,

s arEHIRTHE, BV a L TEENTHDTRTONL—/IRFEF S LT, Local
Aa—=Tk 7 a IZHOBINET, HilRShDLV—VEHY T, B2 v a r&Hl
bre 2123, B2 aryALEZA27 Y v 7 L, B2 v a »OHIER (Delete Section) | %
BR L ET,

» Combine Rules ¥V — V2 HT 256, BRELTHEAESINZL—LTITEY v a oi3E
BEhET, BZ7 arWNIZhirLrv—nE, 2087 a Y HNOMONL— ETEITFEET
xFET,

BEEIER
o JL—L T —T O (10 2—32)

JL—LDBIMNB L OHIER (12 =)
« L— LD (13 X—)
o L—LDOBEN L L— VIEFEOEENE (27 X—)

=N DA X =TT 4 =T (28 X—)

[Add Rule Section]/[Edit Rule Section] ¥4 7 O4Y HRwv s X

[Add and Edit Rule Section] # 1 7 2 /ARy 7 A%z H LT, V— T—T VL Ta—HFEHKEY
Varv A LEBMELEIRELEY, B v a v AEAL OV— T —T VRS D 5
DFEMZONTIE, B v a v &ALV —L T—7 A0k (29 =) BB LT
<TEEWY,

FEF—a iR
WONWTNpEFITLET,
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IL—ILDHEE

=L T =T NND 1 DU EON—VERIRL, 7Yy 7 LTHEILWEY v ails
® % (Include in New Section) ] # &R L ¥ 7,

et var R LELAZ Y v L, B2 v arOfEfE (Edit Section) | 23N L 97,

T4—ILFEUIT7LUR

5= 3:[Add Rule Section}/[Edit Rule Section] 54 7 O 7Ry 49 R

BR Bl

EAi] 7 a4,

AP I a oM, K&K 1024 3LFTT,

AT |7 a lEIVEToND AT AV, ATAVEHERTLE Ve ATV
) I M EBIOWTEET, 4730 A7 V=7 PO 2R LTS
Wy,

TIEA =L RY —BLOAAA L—/L R — T & L bIciiRk L., 28 pLr—v
EEDIERHVET, INOHORY V—DREIIZE->TUL, AU —OFHENKEZ/2D
ZERHVET, ZOMEERKTLH72DIC, VRS Y —AVEERTEET, Zhick
D, RV —IRN T T4 v 7 BT HHEEZERETLHZ L2, R —NOL—LOH%
BWoHdZencaEd,

Je

Evk

N—NEfEaTHeE, BEODEX 2T 4 RN v —%2FETHOICKLERT 7 EAX L—)L
O EKBIEFCTE T, e xE DRV —TT 7 &2 L—)L7% 3,300 fl 2457285
By RA RV —ERERANZ TN —TT DL, BERL—/VE 40 EIZHO T Z ENT
x¥9, 7277 L. RuleCombiner |[XIPv6 7 7 A L — )L CEH X EHA, T, 2—HFF7~
2= TN —TEBETHLV—NTYH, BEEEETAT T 4T 4 22— ITN—T F TV
JROELLTHEMATEETA, FRDNX Y NU—J/RA NET V=V N effHT 10—

T, 2OV —)VEFEHTEET,

(FEIXLELTO) FBEHTED2EMEAX MIST 2R ERHOY— 2% Bk LTo) 4
FENTY o7 =N L THFAIT DL 7, BEROV—APFETLHELET, ZORWT
10 O — N ZEAT DA, 2O 10 HOL—1LE 1| DOL—VIZFEATEET, Zhic
L, —ERADEFEY (AllowedServices 72 &) . & A~ (TrustedHosts 72 &) . B L OV —
X (PublicServers 72 &) XL THLWARY —F4T7 V=7 FEERTE T, L—LEET
WZHLWAT V=7 FEERT DI, FILEELEEra2hm27 Y v L, [Fy hU—2
(F721FV—ER) A7 V=7 b arT Y nbERT S (Create Network (or Service)
Object from Cell Contents) | Z i L £,

7-& 21X, A v Z—7 = A A FastEthernetQ (2R D 2 DD/IL— L3 b & LET,
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B -rors

e Permit TCP for source 10.100.10.1 to destination 10.100.12.1
* Permit TCP for source 10.100.10.1 to destination 10.100.13.1

ZD2o%FEA LT, permit TCP for source 10.100.10.1 to destination 10.100.12.1, 10.100.13.1 & \»
91 ODN—)LIZTEXFET,

N—IVEFREET BT, ZRTOY—IREREINET, X T78AV—1LDEE
WD XD ET,

1 W= UIEERIC L2 TY = FShd 72, FEILAHFECL—VTE LD TRESNLE
ﬂ—o

2. ERIEVBFEICA—TSERICL>TY—hENAEZD, EETLSEELRE CL—iLE &
OTHEINET,

3. EETLLILELECAL—E 1 DO — S S, P—E AN S E T,

4, BEETAL— T, EELBIO—EARFE N E I N F v 7 ERET, AU THo
725A. 1 DO — WIS S, e EE I NET,

B o — ik, BAEB L O —EARRUNE I F v 7 ENFET, AL THH-T-
a1 DO — VKA S, HETEK I ET,

o

SREX, sl GEEITORDVIC) b—ERIZESNTY — BV IERINET,

©

Evh B3 alORRHLV—APEEENDZLITHY FEA, L— IV EBEES 572 0O/ER LT
v va it ko T, REREGOHBENRIRENE T, /o, A F—T A ABEFGDOT I
BAN—NET BNV T T ERAN—BNEEIND T EIETHY A, T — L —)b
DFERZONWTIE, Za— L T 72 A =)L ZOWNWTEBBL TS0,

BEEIER
« 77 AT 4 —)L AAA L — L DE T

e T AT T —)L T I A )L—)LDEF

2Tw 1 Firewall 7+ /L E0 5, FEETAHL—ILORY —BIRLET, ROZ A TORY >—IZx L T/L—)L
EREAETEET,
« AAA L—)L
o T U A JL—)L
ATV T2 V=)V THEREANRHED/L—V ZL—FIZHIREND KO ICT 25/, TR0 — VAR L F

9, Shift BEOCl ZH LR 6 27V v 7358 BEOV—NERRTEXET, BZ7va AL A%
WL, B2 arNOTRTOL—NLEZRINTEET, Aa—7RHL ([Local] 72 &) Z&ENT 5
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ATvT3

ATv74

ATy Th

ATvT6

[Combine Rules Selection Summary] ¥4 7 A Y K v X .

L. Aa—THOTRTONL—LEBIRTEET, V=L ZHIBLARWESIL, T—7 568K L
RNWTL &N, ROEEERL T IEEN,
e TNRA AL 2—TlX, B— AN NV—VIXT HEETE T ERATEET, V=3 mELr— LB LW
RN — IR L TCHEITTEETR, RERGFETD LT TEEHA, V= ERRLARWEGE,
FIZ4 N N TTRTOE—H )L Aa—F L— A RNEEINET,

cHEHRY —RNONL— L EFEESTHITIE, RV —Ea—TY—IUE2ETTHILERDLY £T, /L—
WEBEBR L2WEE, T 74V FTTRXTOMBENL—IRNEBINET,

TERERFTERWERICY —VEFITLE ) L0 L, BHEINET,

=T =T NVNOEE DG E4H 7 Y v L, Pb—/vDfEif (Combine Rules) ] A 3R L T [Combine

Rules Selection Summary] 4 72 7R v 7 A (33—V) & FT, HARDLEEHIRT 28 ED/L—

NERIRUTZGEIE, BRLICAL—AD1DOTEZ Y v 7 LTLES, £ LRV E | JL—/LDEFA

BRI AVE T

N—IVTCHREGHEEBRT DI T LERIRLET, W7 2E5EBRLRVGA, BH SNV —VOREN, HE

BRHRDON T LNORELF L THLLERH Y £7,

Flo, BRULIEA—NLVOEEEZBETHLIOITERLED, R —NOTXTONL—LVOFEEEBET

HEITERRTHZ L TEET,

Er b NT I GATIRFRINTWRWEGEE fiE S/ —/LOWNEED, [Description] /L% i <
TADOHNEEFLTHILERDH D £9, BLONENRRLZL—1LE) LITEShEEA,

[OK]%Z 27 Vw735 L, fEEBERSN, — L OfEEHKES (Rule CombinerResults) |4 A 7 12 7Ry 7
ANTHRERBERSNET,

FEREZDNIT L, AEZRETINE I DEFH L £9., EHERET I, MLEEFELRVDLO EB 50
T, RIETHEELEZRINRT L2 LIXTETEREA,

FEROFAL OFEAMIZ DUV CIE, Rule Combiner f& R ORER (35 3—) 2L TLIZ X, HlizoNT
1Z. Rule Combiner fEHRDH| (37 —) ML T EE VY,

[OK] %27 Vv r35HE, =T —TNLHNDTLDNL—LR, FEEEINTL—VICEEHD) $9,

>

[Combine Rules Selection Summary]l 54 7045 ARy o X

[Combine Rules Selection Summary] ¥4 7 R 7Ry 7 A%2EH LT, 7747 U4 —/L L—)L
RY —HNONL—NVEFEGT DDA T A—=22EHRLET, [OK]Z2 U v T
5L FEE OREED [Rule Combinerfit F: (Rule Combiner Results) ] %A 7 1 77K v 7 AZFKR
ENFET, ZOXATrITARy 7 AT, Rule Combiner f& RO (35 ~X—) OFIIHE
W, TERORFEIITBEELZ IR TE £,

FEF— 32 R

[AAA Rules] ~<— 7 & [Access Rules] X— U HL— L2 FEETEET, 7—7LDO—FFILH
5 [Y—/ (Tools) 1 %27V w2 L, [Jb—/LDiEA (Combine Rules) ] Z R L £7,
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. [Combine Rules Selection Summary]l 5«4 7 Q45 /Ry o X

T4—ILEY)ITFLUAR

5= 4:[Combine Rules Selection Summary] ¥4 7 Q45 Ry 45 X

R

atEA

Policy Selected

BRLIEARY U —BRIXORa—7RNERINET, [Local] X, v—A/b
TNA A N—NwRK LET, ZRLSOHAE, 74— RITIFEAERY
—D4RTE . FORY —HNTERENTNDRAa—T (bDH5EE) B
RENET,

Rules to be
combined

YV )L CREG BB T HL—IL

* [All Rules] : IR L7=AR Y > —NOT X TONL—/LOFERINERE I 1L
i‘j‘o

* [Selected Rules] : > —/LOEBIFIZAR Y > —HNTIER L 72— 7200
DFEGBBE S NET,

Y — L DFEITRION— /L OFPUI LI T DM OV TE, — L DOfES
Bl =) 2L TIEIN,

Choose which
columns to combine

=)L T —T IVNOFEG RRETR 1 T Ly 2D )— )V EFEET HI1T0E., &
WL TWRWT T LORNFERNTNEIE—THHILERHY T (FEEW
BEN T AL LT EERINTWRNE T AL ETe, 72721, [Description]
BT LERLS) , BATEDHT LT, ROLEEY TT,

o« J—RA

o —H— (User)

o [BE#5i e (Destination) ]

o« —E X

e A UHE—T AR

s [EXx = U7 1 #E5 (Security Sources) ]

e [E*¥ = VU7 1485 (Security Destinations) ]

c AAA V=V DGE | MITKROT T L biEaTEET,
o A
* Auth Proxy
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Rule Combiner #£58 D R

[Rule Combiner Results] %14 7 12 7Ry 7 2% LT, V—AEEORREFMTEET (
= DOfEG B1 =) 22 . ZOXATar Ry 7 ZIERERDER S 4. [0K]
B2V w7 d D EERENDH LV — A RERENET,

EBEINDNL—LOB/ILOBIIREIZRY $9, B0 T—T NV THREE DN —/L % R
TBHE, FON—NEERTDHEDICHEES INTZ L=V N FESDT —T I EREINET,

DU 4 FUT, MROERZWRTEET,

s HEDOEF & RO X550 (Source) ], [s65C (Destination) ]. [F—E A (Service) ] &/
EEZ7V 7L, [Fy b= (£33 —VR) 7V=7 bavLarToyng
YER% 3% (Create Network (or Service) Object from Cell Contents) | 2RI 5 &, FEE I
T VONFEEEGLH LR =T V= s MEAFRCE £, BLONERH LA
TV MIEEHDY 7,

Flo, BESINEHRENICR Y NT—2 TV xy N J—T %2 HEIWICER LT, L—b
TN EANOR K OEEZEESHRZ DL B TEET, Ry NUV—7 AT V=Y
MIRBAPIIER SN ET, ZhPL— VR —DRNFRET L2 LEHY A, 20
F T a A F—TMIT BT, [V —/v (Tools) ]>[Security Manager D4 B (Security
Manager Administration) ]>[BBf (Deployment) ] % 34R L T[Deployment] ~—T %X, [/L—
NNOBEBOREET, sidk. YV —EADFT V= s F I V—T7%AEf (Create Object
Groups for Multiple Sources, Destinations, or Services in a Rule) ] Z 8RR L £,

« [ (Description) &4 U v 7 L., [iHD#E (EditDescription) ]% E4R L Catb %
EHELET, EEHEHAOL—/LOMBNIL, SUTTRE S 72 i L — /L DO 288 L
7=HDTY,

BNZDWTiE, Rule Combiner fEFDFH] (37 2—) 2B L T &V,

Bk
cHEAENTHERIZ, [OK] 227V v 75 F TR =l SN ET A, HEEDOREIC

e LRWIGAIE, [Fr ot (Cancel) |27V v 7 LT, I /hSHRv—NTN—7
%3 LT Combine Rules V— VDA a— 75 HIRT A 2EBELET,

[OK] %7 Vw7 Lich b T, ZOEEOZIFANZIDETIZIE, IRO25OF 7 a 3
HYET, 12DF, RV —_X=VTHRTF (Save) |27 Vv 7 LARNEIIZL, BlORY
U—HEIRL T, R —DOEFERGFT DI IICERINTZL W (No) 1227V v 7
LET, TTIZMHRAF Save) 1227V v 7 LEHATH, (ExiE, [Z7 74/ (File) 1>
[FE#E (Discard) [#HIRLC) 72774 ET 4 FERER YV a VERETHZ LITED,
EREZFTICRTZENTEET, 2L, T &, oR ) —iZxt LT T 7ol
FHNRL TR CEEINET, BEEZEE LD E, T 7T 40 ET o KRS NT=H &
I, BARZITICRTZ LI TEERA,

ARTEMTHFENTHOARNRY o —Zxf L TA— L2 3EEST A4 T8, CombineRules Y —
JNTETTEET, 2L 21T, TAA AL 2—TRIEERY U—F 2 ITHERR Y o —DkE
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T7ATI+— L H—EROBE |

BEHPN—NERIFTEEEA, MRERFTESRVERIE, Y —/VOEITANIE S R

RENET,

il

v a v DEBDIN—NAPEEINDZEEHY A, VBT D72 DIER

L7t s vaitko T, AlfegefEao®BERHIRINE T, Fio, 4 ¥ —7 oA A[H
HDOT IR =L T a—r LT I A N—NFEEINE L Ih A, Fa—
2SIV DFEERIZ DN T, Za— LT 7 B2 =L ONWTEBR LT EE N,

FET—2 3 iRR

[AAA Rules] ~<—3 & [Access Rules] X— UMM HL— L EZfEATEET, 77T LO—FFIZH
B [Y— (Tools) 1% 7 VU v LT [V—DfieE (Combine Rules) ] ZE4R L, [Combine
Rules Selection Summary] ¥4 702 7Ry 7 A (33 ~X—) #ASHLTOK] 227 Vw7 LE

T

T4—ILEY)TFLUAR

REFEEShEL—IILOBERDOEN

LS

B

Result Summary

M ENOFEGEITH) 2 EMTE DA, BAEORBROTRI/REI N, T
DONL— LD, FEERITIEDLL—NLOH, BEINAIL—LOK, BLX
OEEINRVL— L DOENPRENET,

[Resulting Rules]
T—7 )

WY —NICBFT DV — NV E BT 20—, [OK] %227 U v 7 LIzt
By INHDON—PRY —O—ERD ET, BT A%, BEMT
LAY =KD AT A ([AAARules] ~2— 3 F 72 1% [Access Rules] 2 —
TEZM) 1T, [Rule State] 77 7 ADNBME L2 H DT,

[Rule State] &7 7 L ITIE, L—/LDAT—Z APRENET,

« [Modified]. [Combined] : #r L\ b—/uid, 1 DL LD — L &2 FES
LR, FEBEFEON— NV EZEE LR E L TAERKSI NS
DOTT, BLOHRRWGE, WEBNKGIN L ThDLZ L%
RLUET,

s [Unchanged] : /L — /WIiDO /L — L EFES TE 7o dolzd, BHEE
NTWEEA,

* [Not Selected] : AIREZRAE A ITx L T/L— L A EIRL TWER A,

N— VNS HEETIHES. T— VO TORZ AL T, EED
HOHN—NEHEA7 B — )L TEET, EEINTHRUVIL—LEB LN
BIRESN TV ARWL—LZIAXy FTENET,

[Original rules] 7~ —
7 (T30
T—7))

BATa TRy I ADFTRESOT—T W, E¥50OT—T7 /L TEIR L
T N— IV EERT DT OIEA SN DN — L BRFR SN E T,
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Rule Combiner $5R D1 .

LS Bl

[Detail Report] N | ZDORHX %I Vv 7T 5HE, fEROHTML LAR— MBERSIVET,
NZ UAR— MITRERVBER S, fEROLV—LVOFEME . FrLvL—L %
BT 72Dk S — v b RRINET,

A INTN—NVDELNIZEZEOZ NI RHLIEA, ZOLKR—F
AT S &, RABRICHIR T £, beTHHATESZ L I
A—FEHREZIIRGFET 2B TEET,

Rule Combiner #5580

L= DfEE (31 =) T I TWA X 912 Combine Rules > —/V % E{T9 5 &, §E
A DFEH )N [Rule Combiner Results] 27 7 1 7R v 7 AZFE/REZHET (Rule Combiner i 3 D
fiEfl (35 ~—2) 2B

WO, V—1LDfEEDFIZ R L ET,

L= BRSO T =T MIERINET, HILWA—ARERFZL—LE A
HIHN—LE LRSI, BEINTZBLORMIREIZRY £3, EPEooT7r—7 v TH LY
N—NVERIRT D L THaOT7T—7 I, FHLWWL— LV EERT 272Dk & S e drn
L= ANERENTET, ZOFITIE, 2 2OH VW L— Lt side. —ER, BIXOA & —
Tz AANRELTY, £/, 2 O0ORRHEEFEICVEFE ST, HFHLVIL— L ZRER L TWE

j—o
LAR—bhDO—FLIZ, BRERAPEHNINET, ZOFITIEL, 5700 BEOL—L03 96 {EIZHE/N X
F L7,

2747 94—IL H—EXDHE .
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B rur—ivogar—r~ozn

3: Rule Combiner 0 #5525

% Resulk Summary; The 5700 rules in Local P| licy were combined into 96 rules (80 combined rules, 16 unchanged original rules).
Resulting Rules {5cope: Local)

Mo, | RuleStste | Permit + e 0NE) cRestination,) —Ruice . Interface Dl Options el
Cambined v 10.10.10.3 192.0.3.10 £ 55H DMZ-slot: 2 in Mo 2] i :
Gombiied v 10.10.10.131 19203100 SSH DMZ-slot:2 n Non

2 10.10.10,134 182.0.3.101 £ NTP-TCP

10,10,10,2)51 = NTP-LDE
Combined v 10,10,10,131 192.0.3 8/31 Lepf7970-7974 DMZ-slati2 in Hon
L 10,10,10,134
10,10,10.2031
Combined v 10.10.10.131 192.0.2.50 NTP-TCR Mz slot: 2 in il
T 10,10,10.134 192.0.2.54 WIP-LIDP
10.10.10.2/31
Combined v 10.10.10.2 | ‘ 192.0.3.11 | tcp/6000-6010 DMZ-slat: 2 in Nom—
1n1n1n 138 197 0= 19 )
< s

[ ][« ][ ® ][ ®]

The selected resulting rule was created by combining the following 2 original rules.

Original Mo, Permit Source | Diestination " Service _' Interface _' Dir. Cptions ~ Category _' De
4 v 10.10.10.3 182.0.3.10 £ 551 DMZ-slot: 2 in More  wlf——
7 v 10.10,10,131 1920310 £ 551 DMZ-slat:2 in Hone o
4 >
o
[e]
L))
Ok ] ‘ Detail Report ] ‘ Cancel J | Help ] o
o

—

EEIhf=tIL ITDIL—
L

2L <FEA SN L—v

BEEIER
« 77 AT 7 —)L AAA JL— L DR

c TP AT U F—)L T TR JL—LOEM

IPV4L—ILD LIS IL—ILANDE IR

Security Manager 4.4 38 LUV — 3 9.0 LIED ASA O UV — X LV fiiiE, IPv4 I LTV IPv6
T7AT T A—N— ) ERY O —%RET HIZOOEOR—2 R v— BLURY
ATV MRS TV E L7z, Security Manager 4.4 35 X OV ASA 9.0+ TiE, Zhvb
DRV =R —FT V=7 FBFEAEERIIRESNE Lz, 7272 L. LLRID ASA /X—
Ta Tl IPV6 T 7 B A L— L DRIDN—NE & & T3 A8 2 — TS £33,
AU —Ea2—T, AAALV—L, T7E8AL—NL, BXOA AT g —NLDRY
—=H A TDIPVE BEIOWEARN—Y a VRS E T,
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| 27479+—L9—EXOBE
Ay s—sxy—L— ot [

ERID IPv4 3B L ONIPV6 7 7 A T 7+ — N b— L% (e V=V ERT Aa—F 1 VT ¢
73 Security Manager 4.4 CHEflt &3, ASA ZLARTDO/NN—2 3 035 9.0 LIRIZT v 77 L — K9
HEXITHEATEET,
FES—Yar R
T7AT T A — NG E2—T 4 VT 0T 7|8 ATHIT1E, ROTFIEEFEITLET,
e RV —Vta—) RIVT—EATEVLIZNET 7 AT Ut —/VIPVAL—NE AT %
BRL, [AY— (Policies) | XA > TCHHORY >—%24H7 Y v 7 LET, [<A—/b
X AT >—v (FiE) IZZEH# (Convert to <rule-type > Rules (Unified)) ] ZIN L F 5,

EEEE
* [AAA Rules] ~—

* [Access Rules] ~<—

* [Inspection Rules] ~—

ERoXrica—T7 40 VT o BBEET, RV —DZEH#H (Convert Policy) | XA TRy 7 ATHL
WIHEARY =D& RTZEEL T, [OK] 227V v 7 LET,

W% FLWHAL—ARY o —NERENET, ZORY > —% ASA 9.0 LIBEDOTFT A ZIZE ) YT
HIZENTEDLHTDFEL,

R)o— o IT)— Lik— FDAER

EEAEDT 7 AT I =L =L R =Tl L—LDOFHIHESLORY — 7)) —
LR—hEARTEETYT, RV — 22— LR— 2EATHE. FrLUVIL— L 2B L
THEDREETL, 22—V, 56k, 1 v ¥ —T A A, —E 2, FHIT/—ICEHT 5T
W2, TNHOHEBIZK LTI TIZHFEL TV D L— L Z B TX £7,

Fm. V= LOEREZEILEL L TWAE Ty F T — LR, HIRTE DTNERL—IANHDHH
o, bABREITHRTEXET, =L, 77 BRA =L EFET A58, 250/
HE MR B 7= 0D L 0 RS e — VAT — L B B MR T,

WY =7 ) —ZERT 25613, Vv VDIERRIC ST 7 v 7 BT D O L [FRRD T
BT, BEETD NI 7 v ERALET, 72 ) —OERFIETEANIZ, V—LOIER S
EERIUTT, LL, V= AOFHEZLVRFEICL T, BT 87 707 By DA
JRTF TR, B—DONL— VEREINE N EONL—L TR, ETILV—1LDOEy b
R TEET, (FkT 27V —13, BT 2HOFRICE > THRED £7,

IV —DRFERLUE, BEDOE 2—{ZX» TRy F9,

TNAACa—Fhidvy 7 Ba—: 72—, BRLET A ATHIBENET,
2770, PAR—FENTWNBTRTON— NV HA Tl Tr ) —%FITTEET,
I, RUN I 74 w7 QA SN S ESERZATONL— NV ERIEETEET,
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T7ATI+— L H—EROBE |
B «co—vzu—Lt—roxm

ARV —Vta— 72U —F, BRLERNY O—ICHIRSNET, TORY > —NTEE
INTWDHINL—NLETRERREINET, ORI — XA TEMETHZ LT TEEH
loo MDRY L —ZFHRTWHICIERY v —2RET 28613, HERY —IZEY
BTONTWVDET NS AZRIRL, XA A B 2—TT A ANLRY U —Z2BELE
‘j‘o

FEIEE

» [AAA Rules] ~—

* [Access Rules] ~—

* [Inspection Rules] ~~—7

* [Inspection Rules] ~—

» [Zone-based Firewall Rules] ~X—

ATV TN [774T U=V (Firewall) 174 NE 00, BETIRY O—2RRLET, ROWTRILDEA T D
N v—ERETEET,

* AAA )L—)V

« T UL L—IV

o f AR T a v —)b

« Web 7 4 /L& JL—/L (PIX/ASA/FWSM)

o« S —r R—ZAD)L— )L

ARTY T2 7—=TNADOFDO[Z7 =Y (Query) |R¥ %7V v 7 L, [T ALIEIKRY =027V (Querying
Device or Policy) | # A7 a2/ Ry 7 A& E7,

AT T3 BETDHL—NEERTDHNRNTA—FEANLET, 72V —2RETHEEIL, <t b 1200 —
NEAT (AR=T N T 4'—=Tv, EREWH, B EL, E0E3WG,. BROWH, 7740
b EEM) ZBIRT DMLERDHY ET, 72U — T A—=ZDOFEMIZOWTIEL, [Querying Device
orPolicy] ¥4 70 7Ry 7 A (41 X—) LTIV,

RV —¥Ea—T, BETIN—NOIATEERTHZ LI TEEYA, T/ A E2—T, 1—/b
BATOREERETDHZLITTEERA,

ATy T4 [OK|Z7 V3L, UL -FLZL— R [KRY —27UiER (Policy Query Results) | %A 7 1
IRy AZFRENET, ZOLFR— FOMRIZOWTE, KU v— 72V —fEROMR (45 ~<—
V) BZRLTLIIESN,

RYv— 272V — LKR— hOFNZOWTIE, [Policy Query Result] Df| (47 X—) 2L T X
AN

. T7A4T704+—IL H—EXDOHE
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| 27479+—L9—EXOBE
[Querying Device or Policy]l ¥4 7 O45 R v 4o X .

[Querying Device or Policy] 4 757Ky o R
[Querying Device] & 72 1% [Querying Policy] ¥ 4 7R /ARy 7 AZFEHA LT, 7= —D/3T7 X —
HEBRELET, 72 —RIC, "IA—FL—HLTL—NARERRENET, ¥4 T s
Ry VT ADEA MV, BETHNEEZRLTVWET,

e TNRA A 2a—FE~ v 7 Ea—Ti, BRLIEZT NS RAH LTERESINTNDL—
NERELET,

e ARV — Ea—7Tik, BIRLERY —DHEITONL—LERE L F T,

INEDORY S — ZA TS, AAALV—IL, TOENL L—)L AL ART T g )L—)L
Web 7 V4% )L—/b (ASA/PIXIFWSM DIFE) | BIORY =2 R—=XDT7 74 T U4 —/v
=N EBRETEFET,

IV —ERETHEX, DR LEBID2OV—NEAT A X—=TN, ToE8—T N, F
TG, FRAL, FEA, EEmS, BEXOWEH, T 740 b I ABRIRT D 0E
NV ET,

)

G¥) A AT g v ) L—)L TR, /(‘/5 7 A AE L LT Global Z AN) L7256, —HMN%E

TLTH, —EHAT—=H ARRFE T — L LTERRESNET,

FERIX. [Policy Query Results] # A 7 a7 ARy 7 A (R — 7 —fEROMR (45 ~—
V) BBR) [IERENET,

FESF—Y a3 nRR

NY =) — LiR— FZ2AERT HI2E, ROWTArEETLET,

e (TARA AR 2—) TAALAZEEIRL., Firewall 7 V205, Vi R—hFENTWBE 7 7
AT T4 =N =)L R —DWNTNPERIRL T, 7T—7T VDO TFIZHDH[7=Y
(Query) | ARZ %7 Vw7 LET,

s (KU —¥=a—) Firewall 74V E G, PR—FEINTWDET7 74T U4 —/b L—)b
AU —DNTNNEBIRL, ERV I —B LI ZNLEBEORY O —5 BN LT,
—TNDOTFICHB 7= (Query) 1227V w7 LET,

e (v Ba—) FTAALRAELEZ Y v 7 L, [Edit Firewall Policies] A == —m 56, iR —
NENTWBE T 7 AT A=V =L AR —%FRLET, [Z7=VU (Query) |HR¥
Vv LET,

ESPEREYS
eRY— 7Y — LR— DAL (39 ~2—)

* [Policy Query Result] D] (47 ~2—)

2747 94—IL H—EXDHE .



. [Querying Device or Policyl ¥4 7 A4 7Rw 2 X

T7ATI+— L H—EROBE |

T4—ILEY)ITFLUAR

% 6: [Querying Device or Policy] ¥4 7 A5 Ry 7 R

R

e

Rule Types

BT HL—NLDOXA T, R —Ea—THRETAHEAIT. BIRAK S
BHETEETAL, TXAM AL 2—THRETIHHEAIT. KOWTHLDH A
TON— NV EFERTEET, 72U —DRa—71, BIR LT A AT
HIR S E T,

* AAA L—)V

« T Uk IN—)b

e A UANRT g b—)b
e Web 7 )V Z JL—)b

o S —r R—ZAD)L—)L

Enabled and/or
Disabled Rules

A =T NN —Ib T =T NN —)L, FTIEFOm G E2RET5
3

Mandatory and/or
Default Rules

VEEZ S a v WNOL—L, 74V NEZ S arNOL—L, F-1EW
Fovr v arNOL—LERET B,

—% (Match)

N T 4T BHAT D=, BETDHNL—/, FRITFOH G HRE
T DD

. T7A4T704+—IL H—EXDOHE
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[Querying Device or Policy]l ¥4 7 O45 R v 4o X .

LS

B

V=R
585G

N7 4y OEETEITSEE, B E D o~ TRY) > THEOEEZ A
VANGES= 35

GE) TA4— IV RET I IDOFERIC LTSRS, 72V —I3FDT 4 —
NV RICHTHEEDOT RLAE—FHLET,

WDOT RVAZA T HABHIZHAEDLDETAN L, N T 74 v7OX[ET
FRFmAEERTEET, IOV TUL, AU —EFZFPOIPT KL
ADEEZRL T EEW,

s Xy NT—VIRARNLIT V2l b, 77 NOLHIZATITD
Iy FETZIE R (Select) 127V w27 LTY RN DBARTZRINL
F79, BRUVA IS, LAY NT—V/RARN ATV N
ERT 52 &b TEET,

e ARAMIP T KL 2 (10.10.10.100 72 ¥)

e Xy NT—T7 T RLREFT Ry b wAx7, AU 10.10.10.024 F
721% 10.10.10.0/255.255.255.0,

IP 7 FL & (10.10.10.100-10.10.10.200 72 &) .

« 10.10.0.10/255.255.0255 TR D IP 7 RL AD R E — . ZDOHPED~
A7 RNy b w27 T (B L ORNERE Ry U —7
~ 27 (IPv4d 7 R L RITxHe) 5

Bk FRORY v— 72 ) —BRERGICT DI, IPT KL
ZADYARNEEHIZAT V27 NEERTEET,
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. [Querying Device or Policyl ¥4 7 A4 7Rw 2 X

T7ATI+— L H—EROBE |

A

(ASA8.4Q2) LABED A) /v— LD Active Directory (AD) = —H—%  =—
Y= N—T FEBTAT T 4T 4 2= F =T N—=T FT V=7 |
HERHT25E) . HEAZ W o~ TRE > THEEDHEEZ A TEET,

G¥) T4 —=NRETIZ U 7OFEFICLESEA, 7 —I [User]
74—V RIZMH Ao TRV — IO HR—F L ET,

WOMEEMAEDLETATITEET,
o fERB D —H¥ 4, . NetBIOS_ DOMAIN\username
e x—H 7 —7 (\&HZEIZLET) : NetBIOS_DOMAIN\user_group
TATUT AT 4 =Y IN—T FT T MM,
&N (Select) 1227 V27 LTCUVARAMNLAT Vs b, 2—H— Fiz
=P =T N—TERIRT 50, LA TV =7 FEERLET,
FEHIZOWTIE, UTFE2ZRL T EEN,
ARV —=TDTAT T 4T 4 2—FDIER
CTATFTUT AT A N=ADT 7 AT T 4= L—LORE

TATUT 4T 4 2—Y ITN—TF F T =7 NDOVERL

KBLERD T T4 I DEATEERTDHI—E R, HAE D < TK
Yo THEEOMEE AJITEET,

GE) TA—NVRET T IDOEFICLESE, 72 —IHMEED
'H‘“‘E“X (Egﬁl/jzj—o

P—b 2 F 7Vl FBIOY—E R 24 7OEEOHAEDLY (B
T7'e havR— hoMAabYE) #AJTEET, Y—E X2 AT
LD EE. ARMEDOA T EZ RO BILET, U A RN BEZRERINL T,
Enter £7-1% Tab L £ 7,

P —EREIETDHFHIEOFEMIONTIE, —ERE—EX ATV

JRBIOR—=FIVANAT V27 FOHREIEEEZSRR L T ZE0,

Bk FRORY >— 7 =) —FRERFDHIZTHHIZ, —ER
DYARLLEHIIA TV FEERKRTXET,

E%x

—H— (User)
P
AHE—TxA
A

N—=NAPERSNTNDA L E—T oA A, A F—T A AEIFTA
H—T A A —)VELDOIEEOMBEGEDOEE, I~ TRU>TANTE
F9, AHiIEATTDH, [FIR (Select) |27 V7 LTA U H—TxA
AFETNFIA LV E—T oA A0 —VEEIRLET,

Gx) TA4—IVRET T IDFEFICLERE,. 72 ) —IXHEEDA
VE—T A RAFEIIA v E—T oA A —LE—FLET,

. T7A4T704+—IL H—EXDOHE
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| 27479+—L9—EXOBE
Kyv—szy—geomnr ]

2R HL:L

Query for Global |7 7 & 2 )L— /L ET21ZA LV AT v a L — L ERETHEE, 72—

Rules T R—= L =L b BETHUERHDHNE DD,

From Zone Sy R—=ADT 7 AT T b —LDPE . L—VITERSIN T

To Zone L=, =l A B =T oA A=) B ATT D [EIR

(Select) 1227 Vw27 LTYRADLY —UE2BIRLET,

T ayv Sy R—=ADT 7 AT T H—IL — L DL — VT EFR ST
(Actions) LT T a v,

Check if Matching | R Y > — 7 = ) —fERICHARHEREZED DN E I D, 20T v a v

Rules Are REIRNT DL, N7 5 —w U AB LT R b ORISR RIT T TR

Shadowed by Rules | s 5 ) =

Above ‘

R o— O T —HROER

[Policy Query Results] %+ 7 12 77w 7 2% L T, [Query Device or Policy] %1 7 1 277K
JATERLIER)— 72 ) —OfRREZHRLUET, MR LVA— MI, [Querying Device or
Policy] ¥ 4 7 a7 HRy 7 A (41 X—Y) TIZIUNRTA—HEERLT[OK]Z7 Vv 7T
LEMEET, FIHICONTE, KV v— 272V — LiR— b DER (B9 —) 25 L
TLIEEW, UR— MMINZOWTI, [Policy Query Result] D] (47 <—) B L TL 72
SN

Je

Evbh T VURRT—TNT, TTEX TNV I FT D0, A7V 7 LT POLb—ZBH (Goto
Rule) | Z#R L T, L— L ZfRETE S b—/LR Y 2 — (rules policy) 1 —Y T—/L%&
BINLET, RU— L7 X Tt n—L R —RNE RIS TWARWESIE, =
N 2EfT-> T, FREICV— NV EZEBRTLILERH L ENH Y 7,

LAR— NIRRT 5121E, ROLVA— R 272 a a3 ELTIIEEN,

o [ =V 8T A —% (QueryParameters) |: L'7R— O EES T, 7= UIZRLTATIL
TeNTA=BEZRELET, "NTA—FZEET 55T, (7= OfftE (EditQuery) ]
%7 VU w2 LT [Querying Device or Policy] ¥4 7 7Ry 7 A (41 X—) ZHEE
T, 22T, BEEITD, LR—MEREAKTE X,

[ (Results) 17 =70 0 ZOT—=7M2E, 72 & =T HT_XTOL—LR—K
TorInFET, BHE A TONV—NE 7 =) L, [FE (Display) 17 4 —/V RTC,
EFT DNV EATEFRLET, ZOT—TNVNOA T AE, ZDXATDL—/LD
AT BT, WROH T L33 EMShZDTY,

* [Match Status] : /L—/v &7 =) — & —F WL HEEZRLET,

[564—% (Complete Match) ] : /L—/UEI T _XCHOIZ =Y NRT A=K L —FLET,

| 2747 94—IL H—EXDHE .



T7ATI+— L H—EROBE |
B« - ru-—wzomR

[#64r—% (PartialMatch) |: T XCOMBHRENERL), B LI —LDA——k vy |k
TY, =& zE, HEILT R LA 10.100.20.0/24, 56557 R LA 10.200.100.0/24, B L OVIP O
P —EARATL—ANERINTNVDLEE, 7 U THEEIT 10.100.20.024 BT H L, 7=
USRIV —VDOEZRO—H I T E2RT O, —HAT =X A FTE S —E LTERRINE
7

[B27: L (NoEffect) ]: V—ABO—HBL— izl 7 a7 SRTWEH, BELRWN
BONEELTVWET, 722213 AL BDO2ODO—BL—ARH5HELET, L—/ILAD
EETLT R A, 5587 FL A, BEOY—EARL—LBOZNL EE LW, TRHEE
e, =Bl — VAL > TRy 7 ENET, LER->T, V=Bl +T77 4 v
JIZIIEELERA,
BloFlE LT, Za— VB — L L2 TH—EANRF T INDIN, TAAL A (m—T
V) L TOL— I LS TH—EARELRSND E LET, —UERIIC—HLIZbD
PONEICERR SN DT, UHED 70— 2 a—F T BB Sh5S E . FRLEITho
N—VFF =7 SRFEHAL, a—H N = UTEHTT, OF0, P—E RSN,
FAENET, BURKEREZEL7-DIE, R —ZRETHILERH Y £7,
s [Scope] : V— AV RILF /V— L m — T ) Jb—JL s MFEI— VT T F IV b =Lk
RLET,

o [fEA0 (Details) | 7 —7 /b : [Fffl (details) | 7 —7/UIZiX, [fER (results) | 7—7 /LT
BRI TV L— L OFEMZe 7 = ) BiF RN FE R SNET, RO 7+ 0205, 3G
WMESZRTEOIRMEEZERLTWET, FFlARRT 27+ L F 2R £,

FEICIE, ERLIEANTA—FTHL /) —fHE, NI A=F L =T LV —/VNOIEE N
ForInET, —BOBRKIIKONTNANTT,
e [Identical] : /XT7 A —%1X, L—/LNOE LRI T TT,

s [Contains] : /3T A —X X, NL—ILHNOEEEFHA—/—ty hTT, LxiE, 7=V —
WNTA=BNEy NT—=J[RANFT V=7 FTHY, A7V FEFRO—BTHD
IP7 RLARAL—LTHEH SN TWDHAERETT,

* [Is contained by] : /X7 A —ZX, L—IVDEOFTHXA SN TWDLH Ty T,

s [Overlaps] : 7 =V — /3T 2A—HTliX, V=V NTHEHSNTWBIEEOR) >— 4T V=
7 MTEERDLERPEREINE T, L& =R 72U — 3T XA —% 3 ¢cp/70-90
TH Y., tep/80-100 &L L TERSI N TV O —EANKRICFRSNDGERETT,

FAEIEE
» [AAA Rules] ~X—

* [Access Rules] ~X—
* [Inspection Rules] ~— 3/
« [Web” ¢ /L& /L—)L (Web Filter Rules) ]3—3" (ASA/PIX/FWSM)

s [Zone-based Firewall Rules] ~X—
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| 27479+—L9—EXOBE
[Policy Query Result] )15 .

[Policy Query Result] 45

Wiz, 77 8ANL—VIZET AR =72 LAR— OB ERLET, EEIZL - TEGE
de. mSe. =R, BIXOA UV EZ—T 2 ADONNT A= FHIBEINFEEAN, 7 —%
A X =T NI N—WZHIBESNET, EHE - —T L = VDEERED HIET,

[Query Parameters] &7 & 3 >Z, LiR— b7 = —BEHERFIRINET, ZofITiE, FBR
T—=TNVHNORPIOITHARIRINTWET, £/2, Vg RUO FESOEMT—7 0, £
D=V DFEMIERP TR SN THNET, ZOFITIE, FFMlT —7 /L TEEIL T 4/ 2 03 3IR
ENTHBY. L—LOffiany S, 7TV T A—F* Lszic—5%T5 (EEOEETT KL
AT D) ZEDPRRITRSNTHET,

ZDOVAR— FOFROFEANCONTIE, AV v— 72V —fEROMIN (45 ~—) 25|
LTL7ZEuy,

4: [Policy Query Results]

Query Parameters Results Table Details Table
Policy Query Results
ety Scope Device odin
ule Types ‘r Access Rules
nabled or Disabled Enabled Rules
andatory or Default Mandatary Rules, Default Rules
ctions Deny, Permit [wel
A SR !
Display: |Access Rule Results ~ |
 Match Status Scope Rue  Pemit ||  Sowce | Destination | Service | Inteface | Dir
Partial Match Shared - Mandatary 1 (o] &8 any b any Sr AlInterfaces 0 &
Partial Match (Mo Effect) Laocal - Default i v 5.5.5.0/24 3.3.3.0/24 9 ICM. .. inkf5 in =
" inkFé
intf7
Partial Match (Mo EFfect) Local - Default 2 v 10.10.1... 6.6.6.0 ? ICM. .. intfs in
inkFe
inkF?
Pa_rtia\ Match (Mo Effect) Local - Default 3 (] 4.5.4.0/74 nestedAny 2. intfs in v/
4 il ¥
Details
e ] aQuetas . Belationati L fisleiabiss Eas
("] Destinations | @8 * {Any Source) identical 2B any =
"] Services v
[ Interfaces
[x]
2
=
=

EEIEE
e RY =2 — LiR— DA (39 =—)
* [AAA Rules] ~<—3
* [Access Rules] ~<—<

* [Inspection Rules] ~—
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« [Web~” /L& /L—)L (Web Filter Rules) ]3—3" (ASA/PIX/FWSM)

s [Zone-based Firewall Rules] ~~—3

T77AT7 94— ILIL—ILDOERBEDRY FIO—9 AT FJIL—

TNk

T AT 74— b—)L R T —% ASA, PIX. FWSM, F72(%10S 12.4(20)T LAED T /34
ZWRT D &, BEMT BNy NU—7 TV 2T N IN—T TN A BB
HEXIZ, =V THHTAZRY NU—Z/RA N R)— 47 V=7 bZiHE L TRt d
% & 91T Security Manager # 5% E CX £9, Ffbic k> T, ET L2y N —I R~w—T
SH, ERFy NU—7 = MUDHIBRESNET, ZhiCkY, FETROT 78R U R |
TG EREDOY A AR INEET, AEVHKIOH DD FWSM 35 X OV PIX 73
A AT, ZHUTED AT v ERHY £F,

Lz ROy WY ERERT VA L— LN THH SN Atest LW I LETOFR Y hT—7)
RANFT 27 MITOWTEZTHET,

192.168.1.0/24
192.168.1.23
10.1.1.0
10.1.1.1
10.1.1.2/31

Kbz A A —7 WV LIcGEa. R =BT L. WROATT V=2 b I —TBRIEN
ERRENET, RIS, Z—TNRELSNTZZ EIREND Z LIZERL T EE W,

object-group network test

description (Optimized by CS-Manager)
network-object 10.1.1.0 255.255.255.252
network-object 192.168.1.0 255.255.255.0

KA R =T M LIRWGEE, Z—7REITRO L D220 £,

object-group network test

network-object 192.168.1.0 255.255.255.0
network-object 192.168.1.23 255.255.255.255
network-object 10.1.1.0 255.255.255.255
network-object 10.1.1.1 255.255.255.255
network-object 10.1.1.2 255.255.255.254

TOREICE S TRy NT—JIRANT T V27 NOEREDEFINAZ LS, HILWVER Y
NI—Z/RAR R —FT V=7 FIMEREINDZEHHV FHA, T8 A LETHY
U—EEBETLLE, BRI TOARWEFORY V— 47 V=7 FAMERENE T,

\)

GE)

2y NT—=J/RANFT V=7 MIDOHR Yy NI =7 /RANET V=7 EREENDIHE,
ENOLDOFT V2l MIFAEINETA, TENENDORY VU=V /[RANFT V=2 MHMH
BN b S4vE T, F72. SecurityManager |, Hifi LR2WH TRy h v A7 ZMEHT LRy
NI —=Z/RANFT V=27 b ATV Mgt TE £ A,
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IFATIE—L L—LOEEEORY k7—4 770z k T—ToRiEt [

i b Z 3 ET 5I21E, [Deployment] X— Y T [BEFIZ Ry NTV—0FT V=7 NI N—T
%ZHci{b 3% (Optimize Network Object-Groups During Deployment) | 473 a3 8RR L £ 5
([*Y—IL (Tools) ]>[Security Manager D& (Security Manager Administration) ] Z 8 L

Tar7oI7—=7un6 [ (Deployment) ]&&R) . 77 4/L h Tk, EBEAFIZR v k
V=0 *T7 V= b IN—T RS ERE A,
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CSM4.17SP1 35 L ONCSM4.18 A3 12 CSM4.19 127 v 77 L— K L7= 534 object-group
service # B0 7 7 A T U A —NVOREMIX, WOAT T/ MIRLTRKLET,

* service-object gre
* service-object 41

* service-object ah

JEBR D B Z A 5121, CSM H—3—®D DB TR D SQL 7 =V # FITT HMLENH Y
iﬁ‘o

SSIG{INT} = 'IGNORE';

use CRM;

use DBI;

use lib "SENV{NMSROOT}/lib/perl/install";

use InstallUtility;

require "$ENV{NMSROOT}/cgi-bin/dbadmin/pdbadmin/dbAdminCommon.pl";
my $DROP_CONNECTION FLAG = false;

checkDMisRunning () ;
&resolveGreSubTypeEntries () ;

sub checkDMisRunning
{
my $d = '"\\';
my ($rc, $dmIsRunning, $line, @lines);
Src = open IN, "SENV{NMSROOT}${d}bin${d}pdshow 2>&1 |";
if (!$rc)
{
print "ERROR: *** Could not execute pdshow ***\n";
print "ERROR: *** probable cause: daemon manger is corrupted ***";
exit (-1);
}

@lines = <IN>;

$dmIsRunning = 1;
for $line (@lines)

{

if ($line =~ m/ERROR:\s+connect\s+to\s+dmgtd.*on\s+port\s+.+failed:/)
{
$dmIsRunning = 0;
last;
}

close IN;

if ($dmIsRunning)
{

print "Daemon manager is running ..\n";
}
else
{
print "Daemon manager is not running ..\n";
print "Deamon manager should be running to execute this file\n";
exit (-1);

}
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sub resolveGreSubTypeEntries

{

Sdsn="vms";
Snode _dbh = &dbinternal::connect ("dsn=$dsn");

if ($node dbh)
{

prlnt "\n*******************************************\n",.

print "\nScript Execution Starts \n" ;
prlnt "\n*******************************************\n",.

my $select query = "select count(*) from BB MAIN where OBJECTID =1106 and name='gre'
and subtype!='S0"'";

my $select query prep = $node dbh->prepare($select query) || die "Error preparing
query" . $node dbh->errstr;

$select query prep->execute || die "Error executing query" . $select query prep->errstr;

my @node results;

Simpactedcount = 0;
while (@node results = S$select query prep->fetchrow array())
{
my $size = @node_results;

for (my $3=0; $j < S$size; $j++)
{
Simpactedcount = $node results[$j];
}
}
if ($impactedcount > 0) {

my SupdateQuery = "update BB MAIN set subtype='SO' where OBJECTID=1106";

my Sprep = $node dbh->prepare ($updateQuery) || die "Error preparing query"
Snode_dbh->errstr;

Sprep->execute || die "Error executing query" . S$Sprep->errstr;

}

prlnt "\n*******************************************\n",.

print "\nScript Execution Completed! \n" ;
prlnt "\n*******************************************\n",.

}

return 0;

A7 V7 N ~CSCOpx/bin 7T 4 L7 MU IZabt—L, ROa~vy REFETLET,

C:\PROGRA~2\CSCOpx\bin\perl
C:\PROGRA~2\CSCOpx\bin\resolveDBEntriesCSCvj54910.pl#!/usr/bin/perl

BHBEOA T b JIL—TDEFH

FT 2 N IN—=TEFERTET AL ANLRY) =BT A&, T—ThERY
= ATVl NEERTHDOTIE R, ENOLOF TVl N INA—T KT HIEB
BT X ICiRETEET,

72 & Z1%X. CSM_INLINE 55 L WO LRIDA T V=2 b Z—T1ZA A k 10.100.10.15,
10.100.10.18, &L V'10.100.1025 083G FEFN2%G, A7 V=7 MR TLZLICLV 77k
A arvbr—)L URKNeA AR —FF5HE, CSM_INLINE 55 WIS ARTOFR >y b T —7 /7K
ARNRV—FT V7 FTERL, 32T_XTOT RUABREEILENL (72135549758
Alxske ) CEERDILV—ABMERSNET,
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BERZRETBHITIE, BATH V=T DT VT 4 v 7 AW TEDL LI RAT V=27 b7
N—T DML TP EE 720 T, 774/ hTlX, 77 4 v 27 A CSM_INLINE ThiF
LI RXRCOAT V= b INA—TBREAINET, [V—/ (Tools) ]>[Security Manager D%
B (Security Manager Administration) ] 23R L, HWK T [Ki (Discovery) ] &R+ 52 &
12L& Y, [Discovery] X—TD[ZNHLDF VT 4 v I RAEROFT V2l NI NA—T % HENE
B9 % (Auto-Expand Object Groups with These Prefixes) |7 4 —/L RCINOHLDT VT 4 v 7 A
RELET,
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