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[Retrieve From Device] | 7> D Htf% (Retrieve From Device) ] %2 U » 7 LC, Security Manager
RH RAEAE A2 CS-MARS — = bHGT 2 L 91T LET,

AEAEIL, ERICEG NS RSN E T, AEEL MR LRI,
758 (Accept) 1 %2 U » 7 LT, Security Manager #—/3—|Z% D3k
EZR{F LE T, Security Manager 7> CS-MARS — 2T 5%
(ZiE, ELWVGERAELZRG L TW L 0ENH D £7,

[CSM Mobile] X—<

[Security Manager’& 2 (Security Manager Administration) | 7 « > K7 @ [CSM Mobile] ~— %
M LC. Cisco Security Manager @ CSM Mobile #§iE% 1 *—7 NV E71FT7 4 E—T7 LI L &

3. CSM Mobile FEREDS A R — T LT/ > TV 6, 2—FITkO U 7 I2B#H LT, EA

ANT IR AINST A ZADEFEEEOERICT 72 AT&£4, Z 2T, <SecManServer>
IX Security Manager —/N—@® DNS &4 £ 721X IP 7 KL AT,

https://< SecManServer> /mobile/

EQ el
https://< SecManServer> /mobile

RSN DERO X A TOFEMIIOWVTE, ¥y vadrh— FOPMEEZRRB LTI Z I,
CSM Mobile DFEMIIZ DOV TIL, CSM MobileZZ R L TL 72 X0,

FEH = a2 R

[*V—IJL (Tools) ]>[Cisco Security Manager & (Security Manager Administration) ] % &R
L, a7 Y7 —7 /L5 [CSM Mobile] 23R L £ 7,

TJ4—ILKEUTF7LUR

% 8:[CSM Mobile] R— >

R BrLL]

CSM EA JVEERED B Zh L | CSMMobile#iER A XA —7 NV E2IET 4 B —T7 M TEE T,
(Enable CSM Mobile Feature) | = DHEREAR T 4 BE— TN T B L. BXAL LT NAL ZAMBTFN
A ADIEFEMOMEEFRICT 78 ATERLI B F9,

[Save] R & EEAERFELCEHALET,

P —EANRA, X—=TNTHDLINEIDEEFR LIEEAIR. £
WIS CTH—eApMEILE B L Ed, s o r—%
DERRINET,

Security Manager DB EEOHE |


csm-user-guide-427_chapter72.pdf#nameddest=unique_10
csm-user-guide-427_chapter72.pdf#nameddest=unique_26

Security Manager D EEX EIENHRTE |
. [Customize Desktop] R—

E%x SBA
Vey b R&Z B ERIERFELEIZYV 2y LET,

[Customize Desktop] X— <~

[T AV hy DI AHF~A X (Customize Desktop) ]~S— %A H LT, Security Manager 7 7
Vor—ayn, BELEKRT A RV ThH-72b L ICHEIMIZEH T b0 E 9 Al
L, FPEDIRBRICBIT DT 7 v a v EBERT DL ICa—FIZERT L0 EIE VY b
LET, EREEDT 7 A NVEIE% Security Manager 7 7 A 7 2 N THEITTX 208 5 &l
HLUES,

FTES—ar R

[*—/v (Tools) ]>[Cisco Security Manager Bl (Security Manager Administration) | % 3L .
AT UV T =T NNNE [T AT Ny T DI AL~ A X (Customize Desktop) ] %R L E 7,

&R R
s Security Manager D7 A £ A 77 A VDA A F—)b
NV —FTT A ADA L AR— |
AV RTIAUMBEDTNA A AR MY D AR— b
cHEHRY =D AR— b

cIPS TA LA T 7 A I)LDEIR (86 X—3)

T4—ILEYITFLUAR

%= 9: [Customize Desktop] R— >

R Ll

(&40 [DoNotAsk| |ZDARHZ %27 v 7 LT, [Areyousure...?] &Ny 77T v 75 %
DUt b (Reset"Do | HRELET, —HDOT 7 ar&wdT715L, fRICETIEE
Not Ask" on Warnings) || R R I, BENFERRINLVWEIICT 47T a R
R ENFET, INHOEEDNTIMNITE LT [Do Not Ask Me Again]
EEIRLCWDEAE, ZORZ 27 Y v+ 5L, BENHEA
2—T MR T,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE

[Customize Desktop] R— .

LS

Bl

Enable Idle Timeout

Idle Timeout (minutes)

faE L= WM. Security Manager 7 7 A4 7> 77V r— 3 VU Eff
AL ol2 G801, 729447 MeBIIICK T T E )%
BELET, Y1707 MITRTOT TV r— a3 4lbizoT
BHEN, 1507 7V r— g TERET S LT XTOT 7Y r—
YarDEAAw—nYty hEhET,

ZOFTva v EERTLIGEIE. 7747 FEL D E TICR
W5 BN B 5 R[] & 57 B C [Idle Timeout] 7 4 —/V RIZ AT L
£9, 774N NTIE 7747 M IHEERIED 120 /0
EhEIZAULNET,

Enable Client side file
browser

Security Manager 77 7 A 7 2 N CT7 7 A NMEEEFF AT 2008 5 I,
ZOFT T a UBRBRIRENTWDIHAE, RO T 7 A MVR(EE FITT
HEXIZ, ITAT U N T7AN VAT LEYF—NRT7 ()L TR
T AERIRTE LT,

» Security Manager D7 A £ A 77 A )L DA A h—)L
IPSTA B AT 7 ANDA A F—)L
T NAAAL RN T ANDA L R— N7 AKR— |
cHHRY =D A AR — MET AF— |
CRDT AN FT =7 S OVERK
* Cisco Secure Desktop Package
*Plug-ln: 77U 77374 77 AV,
kXTI ITAT N TR T AN
XTI ITAT U N AA—Y

* Hostscan Image

OF T aNk, 774N NTHEHTT,

[ 1 — LRk (Global Search) ]

7 — N )URRERDH )
1t

70— )VRRISRE AN T DN T 50, T OMERRIZT 7
LV NTA R—T N> TWET,

Evk NI p—= VA% EIEDH7201L, T3 AD— 5K
HE IR 2 EI T DR v — VR 3R 2 i
THZENTEET, RHNET Lk, £hida—9—
MY AT LEFHT LA RENER DRV E XL, T r—
PR EBEADCL A VT v 7 A EERTE F
7T

Security Manager DB EEOHE |



. [Debug Options] R—

Security Manager D EEHZEEDOHE |

LS Bl

AT I ADOFER | ZORZ 2T ) v LT, MBRA LT v 7 AEBEAEKRLET, A
VT 7 AOFERTIE. VY a— LR RESRE A Tx AL

[Save] N4 o EHEEZRAF L CEALET,
Uty hRZ» AR EFIERFE L)'y P LET,

[Restore Defaults] 78 & | % Security Manager ®7 7 4 /L Mz U &> F LET,
o~

[Debug Options] X— <

[Debug Options] X—Y Z#FH L T, 7307 aJIlE&0b A v e—VOERELHE L, UE
THZOMDT Ny TIEHRERELET,

T 3w 7 L~ULX, Cisco Technical Assistance Center (TAC) 7O AW ZF5 R SNT=HEIC
EELTIZIN, ZHIC LY, X 0§72 % CSMDiagnostics.zip 7 7 A W2 H 63)%’)
MTEXLHEIITRY FET,

BT LY T AV R—FR U FDORA =V LUV EER L, VAT AOREE S| X
TT7 7 arEBEITLET, BENEE LK, IRONAE TEIR L T, CSMDiagnostics.zip
ZrAN (Fl iCSMDiagnostics lightzip 7 7 A V) ZAELEd, [Y—IL (Tools) ]>[Cisco
Security Manager D2 1f... (Security Manager Diagnostics,,,) > [ —ﬂxE’]f& M. (General
Diagnodtics...) ] (FE72iZ[Y—IJL (Tools) ]>[CiscoSecurity Manager DE2H#... (Security Manager
Diagnostics...) ] >[Light Diagnostics...] , ¥IiZ. T3y 7 A7 a&T 74/ b L-ULZl
> b LT, Security Manager %— 328, RN T v ZIEROIENRK TH 7 v Lk

\ZL¥9, CSMDiagnostics.zip 7 7 A /L DAL DFEAMIZ DU Ti, Cisco Technical Assistance
Center HADOZW 7 7 A VOVEREZ SR L T 7EE 0,

T7AN TR BEREPRTZT—THLIN, LVEWAyE—URuZilgobnEzd, EX
FE (EREDEVIR)

* [Severe] : AT LADMEMTE < 2 D,

72
ek

* [Error] : Security Manager (Z & > CHH 6 T & 72\ U,

« [Warning] : Security Manager (2 & 218 023 lREZR . T HI L 722V iR,
s [Info] : 1EWM A vE&—,

* [Debug] : WA T — & A fEH,

FEZF—ar R
[*Y—IJL (Tools) ] > [Cisco Security Manager €2 (Security Manager Administration) ] % i8R
L. BIROS [Ty 747> a2 (Debug Options) | Z R L 77,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE

[Debug Options] R— .

T4—ILEY)ITFLUAR

3 10: [Debug Options] X—

R BrLL]

Capture Discovery/Deployment | Security Manager 78, %7€ DAL, B, B L OBHNET S
Debugging Snapshots to File 13 7- & &1, 2 b OMEICT 57 —% 77 A VR AR
LHNEIDERELET, —FNRT —X 77 A VR, P—
/3 _E @ Security Manager f > A k—/L 7 5 /L4 N MDC\temp
TALZ FPVICKRHINET, o077 A NVET Ny 7
WA TE X,

B E I EICET AENRE LIZGEIC, 20
A F—=T NI LET,

Ex

e

GE) DF 2w IRy I A%F T 5H L Security
Manager DILERFBAELS 220 £9, 2047
Ta s, ROV TETA F—7 /M LE
.ﬁ‘o

INEDTFANET Ny T DT Cisco TAC IZEET 5
LA, NAT— R EOMET — 2 3 E T\ 5 Al eME
NhHDH=H, Bk LET,

GE) R (F7213) EROHEITHIX, Cisco Security
Manager f > A h—/L7 4 /L% O MDC\temp 7 A
LI NIZHBEAF YT ay b7 7 A VERIR
L7anWTL7Z&W, Ay T vay b 77 AL
IZ. Cisco Security Manager 737 1 K/LVIRRED & &
WZHIBRCEE£7, £/, 774V DT 7 A V%
HIBRL T ARWZ L2 LT Eauy,

Deployment Debug Level BHEEOT 7 ay (FAL ABERY) OAvE—T0

PN

Event Manager Debug Level Event Manager %7 v A7 AD A v —Y DEKE,

Health and Performance Monitor | Health and Performance Monitor %+ 7 3 257 LD A v —JEK
DTNy 7L~ (Healthand | 1L~ L,

Performance Monitor Debug
Level)

Image Manager?®7 /3> 7' L~X | Image Manager /7 A7 LD A v — TV OEKE,
)V (Image Manager Debug
Level)

Firewall Services Debug Level |7 » 4 7 W 4 — LB#ERY o —D A v — T DEIE,

Security Manager DB EEOHE |



. [Deployment] XR—

[Deployment] X— <

Security Manager D EEHZEEDOHE |

LS

Bl

I0S Platform Debug Level

CiscolOS Y 7 b =27 7T v 74 —AL R —DRAvytE—
YOEKE,

PIX Platform Debug Level

PIX, ASA, BLXOFWSM 77 > F 7 4 —L K —D A
?Hymijﬁ};ﬂjo

Report Manager Debug Level

Report Manager 7V A7 AD A v —Y DEKE,

VPN Services Debug Level

VPN H—E R R —DRA vt —IDFKE,

APIDOT /Ny 7 L~L (API
Debug Level)

TV r—vary Ia s3I A E—T oA A YT
AT LD A v E—FERE L~

[Save] R & >

EHAEE A LET

Vtey b AR&

TRTO7 44—/ RELURIOMEIZELTLET,

[Restore Defaults] 7~ & >

fEi % Security Manager O 7 4 /b MZ VUt > FLET,

o

[Deployment] ~<— % ff ]l L T, Security Manager 237 /NA A EXEHT5T 74V FOJ
REEXLET, BEHY a 7OMEMFRZ, ZUODORED a4 — =71 RTEET,

FESF—Ya v R

[»—/V (Tools) ]> [Cisco Security Manager B (Security Manager Administration) ] Z i8R L |
AT YT =75 [EBEE (Deployment) | 3R L 37,

ESPEREENS
o B D

R —F TV FOEH

T4—ILEYITFLUAR

5= 11: [Deployment] R— 2

R FtEA

—fREG TR RNT A —H

[l Security Manager D SR EENHE
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I Security Manager D EEXEIENHKTE
[Deployment] X— .

E%x EL:L
AF T ay = |V AT EANTF Ry 7 T ANV RETARERA, Ty 7 774
JEE JVITHEIRICHIBR SN E T, ZOHEEED L2HA. [59 /3=

Purge Debugging Files T % (PurgeNow) 127 Vw27 LT, f8ELIZHAELY g T
Older Than (days) DTNy T 77 A NET ITHIBRTE £,

GE) N—TF 584 Security Manager |%, [T /3y 747 3
> (Debug Options) ] — O [MH/ERT /Ny 7 2F v
Tvay hDOT 7 AN~DF ¥ 7T F v (Capture
Discovery/Deployment Debugging Snapshots to File) ] F = >
IRy I AP o TeRIHEL ST Ny 77 7 A

NDHEEZELET,
Default Deployment | 754 2 |ZREXRIAT 57200 T 7 40 R E LTHERT 57
Method =,
T4LvZ7 R * [Device] : BREE T /A ANTHEBERRT 5700, E72137 31 R

FBESINTHEEA D= A LNZER LT, FEic>\»Tix, 72
A A~OEFEREMAZSZRL TEEN,

» [File] : Security Manager %" —/X EDF 4 L7 N UIZEHET 71 /L

B L E 3, [File] Z1BINT 25613, RET 7 A VDR
7 4 L7 NV % [Destination] # 7 A TCHELET, 77 A VET
TANRELTERL T, IPS 7351 RIZIXFRENEHH S E
A, IPS T AL RNZDONWTIEL, T30 AEBAZET 2 EHTE E
T FEMIZONWTIE, 77 A AV~DREBESBRL T ZEN,

BT a 7ERERT DL EI, ZOFREFA—NN—F 1 RTEET,

Security Manager DB EEOHE |
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. [Deployment] XR—

Security Manager D EEHZEEDOHE |

LS

B2l

When Out of Band
Changes Detected

Security Manager 28, #XENT A RTHREZICEBHINZH LI, T
A ADCLITERREZTONIZZ L 2R Lz L &2, ST 20
EIOMERELET, 77U M TR REEOKRHIZ, 77 A4V TlE
IR TANA ACEFT A EXIZETELI#ERL, 7351 ANGSH
REZX BT 2 X o IcaE SN IS L TRETEH I ET
SGHRREOREMIZONTIE, BROFHEZZRL T ZEW) |

CORTEILEST, TNV DT 7 arBNRESNET, T 7+
VDT 7 a sk, BERY a TOMERICA—N—F 4 N T& E
T, ROWVWTNNEBIRTE £,

o [EH A EEXLTEELER (Overwrite changes and show
warning) | (F 74/ R)  FAL ZTK L CFECTEE AT
7-%& . Security Manager 1%, B ARIITL, ZHA EEXL, Z
DT 7y a @Mt 28 E TR LET,

« BB % % v > &/ (Canceldeployment) ]: 7 /3A ATkt L CTHE)
TEFEIT> =84, Security Manager [ZERZ F v L L, =
DT Vv a @Y 5 EEERRLET,

o [ERH 2R L7aVy (Do not check for changes) ] : Security Manager
T, BEAREZHBETICT A AL, B =AU VOLEK %
L%%LiTo

T NAT N RERORBOFMARBIICONTIE, 77 bAT A
¥ REHEDOMEFIEIZONWTEBRRL TN,

GE) T 2 VA= N ISBRE SNVTWRNWT A ADGE . H#
WA DT PSR Sz & X [JER A v > &/ (Cancel
Deployment) |4 7> a 2@ RT 5L, 7—FA T v

TRENZ Lo TREN KT 2 et d v 4, Ei%
f%Eh &/ % I21%, Security Manager CT7 /NA A& T 5
AIC 7 == N F—N—%RETDHLENRDH Y £,

Deploy to File Reference
Configuration

Security Manager %— N 0D 7 7 A JWZERE & BT % & 12, Security
Manager 23, 7 /35 ADLRTORE L FH LWAR Y > —% ligd 5720
W D% E,
 [Archive] (F7 4/ 1) \BICT — A 7 SNTZRE,
s [Device] : BITEFHATH DT A ADKE, T3 AnLES S
i—a‘o

BREZE UTzd & T, Security Manager |2 8~ T, EBEIT 27
CLI WAER SN ET,

[l Security Manager D SR EENHE
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I Security Manager 0 &

B EBORE

[Deployment] R— .

Ex A B
Deploy to Device T A (FFEY — ) (CREZEERT S & X2, Security

Reference Configuration

Manager 23, 7 /XA ADLIFTORRE EF LWVKR Y o —% Wil 9 25720
(ZAE T D% E,

s [Archive] : &RRIZT — WA 7 ST TE,

¢ [Device] (T 74V 8)  BUEFATHOT NA ZADRE, T34
APBEEGSNET,

BREZE UT=d & T, Security Manager |2 &> T, EEIT 272
CLI RSN ET,

Allow Download on
Error

BERIRT A ARETT =N HLHETH, 734 A~DO R &k
TOMEIDEEELET,

Save Changes
Permanently on Device

WIEET A AZEH L7725 &1 (writememory =2~ > R L
T) . FH7ar74Xal—Ya B A — Ty ary7 4 ¥
L—y g VRET D0 E 9, ZHuE, PIX, FWSM, ASA, 7=
1L Cisco I0S DET A AZ#HENET, ZOF=v IRy I A%
FINCTHE, AA— Ty Far7 4 FXal—a 3B ESNE
Hho THUE. TAALAMUALPOBEAT) o— REIND EREOE
HNENKRDOND ZEZEBRLET,

Preselect Devices with
Undeployed Changes

JBEHY a 7 OIERRFICHERR 5, ZRINTZT A AD Y AT, &
BENTTRTCOT AL ZAEZBRIRFHR LT HNEIDERELET,
COF TV a v OBREMRT D E, 2—FIX, TN A% TH) T
WLTERYa 7IZEDLIVLERHD £,

Enable Auto Refresh in
Deployment Main Panel

BEY a 7B XAV a—v 27— % AR, [Deployment
Manager] 7 4 > RUTHEIMIZU 7Ly a2 SNDANEIDEREEL
FT, TOFT T a OBREMERT D L [Refresh| RZ %27 U >
LT, HEREFETYI 7Ly ad 08P HY £,

Remove Unreferenced
SSL VPN Files on
Device

(ASA D)

SSLVPN % EIZBET 25 7 7 A LA, T /34 AD SSLVPN % EIC L »
THEIZHENTWARWEAIZ, Security Manager 78 Z 4L 5D 7 7 A
NWEHIRTAEMNE I, ZOF T a v OBREMHRTH L, HHS
TN T 7 A WE, BRRRICT A X EIZFRD 7,

Security Manager DB EEOHE |



. [Deployment] XR—

Security Manager D EEHZEEDOHE |

LS

5t BA

aun

Mask Passwords and
Keys When Viewing
Configs and Transcripts

Mask Passwords and
Keys When Deploying
to File

Security Manager 78, IRDIHH%Z~ A7 LC, @iAOGNRNE DT
HEME (BAHHEE) 22—, £ Fx—T /L F— K, Telnet, BL V=
U= )VDIRAT =R, SNMP2 2 2=F 4 A K7, TACACS+,
R ¥ —, RADIUS ¥—/3, ISAKMP, 7 =—/LA—/3—_ Web
VPNJEME, =¥ 7R Y v—J@EM, AAA., AUS, OSPF, RIP, NTP,
XV FTP %—N, RA LV WY —HKRA > h Fu bai, AFL—
VEx—, VI T =R B R AT T

HTTP/HTTPS 7' m &%, BELWIPSEC A F—72EDF—,

* [Mask Passwords and Keys When Viewing Configs and Transcripts] :

IOFTvavit, VLT U X VOEEERIETICHELE

T, ZTIUTED, KB 2—PIZLD 7 LT vy VOEREES
STERTEET, ZOF T arvzBRLAVEATH, T4
AAWT VT ¥ VERET 5 5EIC Ko TE BeRR T v
ATVTRDOI VLT Uy VNS EfE~ A7 SNHEERH Y
£

[Mask Passwords and Keys When Deploying to File] : Z DAL 3 >
I, 77 ANCRBASNDORET 7 A VORNFITEL, HE
T 7 ANVREREREDOTNA RRBATE 2RV E4, o4
varid, INOOREEBRFEDOT A ATEEITIRT D HE
MIPWEHICETERLET, 20X 7T va v a@RLTH, 7
LT UV VRRRESND &IV AT INDME D INTEEIX
HYEHEA,

B Em AR S
Flexconfig ® 7% &
T 5

FlexConfig DERL F 72132 #4212 FlexConfig % 1 [BI721F BB 5 7>,
JEBA Z LI T D FlexConfig # BT 570, ZOA T a N, 7
74N hTEIRSNE T,

GEx) JRBHZ EICEBT 5 L E R B B FlexConfig 8 & 2 5513,
DX T arEEHNITHILERHY ET, ZOREL
EHE LTI, BB 1ER Y O FlexConfig Z Bk L T

FHYLENRDHY £7,

ACL /NT A —%

[l Security Manager D SR EENHE



I Security Manager 0 &

B EBORE

[Deployment] R— .

(IPv4 B L OV IPv6 @
T A L—)

2% 258

Optimize the T AT T F— L NER S NS H R, ROWT RN RR T X
Deployment of Access | &4~

Rules For

*[Speed] (T 74/ 1) : HLWACL & HWACLHOT vH (G
53) PO aEETZ & EBREELZSHE(ELET, it
ATy a T, ZOFETE, ACLITEF2FHATLZ &
T, FEEDNLIEIZH D ACE ZiEIR L CEI, R, F72IXHIBR
L7, ACLRIKOHEFBITEITEINEFA, MEINTND
ACL I CTH D72, ACE SHIBRES AU, B LWL E BN
INBETOMIZ, —HD ST 7 4 v 7 BAREYNZAE S D A]
MR CHY £4, 2D ACL1T& SHEREIX. Cisco 10S,
PIX, BLIWASADIFEALEDNN—V g o THAR—FEINTE
. FWSM OEEIXFWSM3 1) MO TE 5 L 21c2v E L
77

[Traffic] : ZOHIEIZE T, ACLB T — AL RIZHIY Bz 6,
NZ 74y 7 OREAERESIVET, 7275 L, BREZ A7 TR
DY . —RE ACL BHIBREND ETIZIL D E DT /NS X R
FUMIHESNET, &S, —RFae =3, BRATLZHD

ACL THERESNE T, ZO—FFACL, ¥—5F v h f ¥ —

Tz A AL RENET, RIT, d ACL 23t D4 A&
AL THERSNETN, TONEITH LW ACLIZRY 9,

ZDACLYL, X~y b A HZ—T A ALV RENET,
Z DR T, K ACL 2HIBRENE T,

GE) FWSM 7 /34 A DA 1%, [Let FWSM Decide When to
Compile Access Lists] 473 2 » H IR L TV DA
J. ZOF TV a UL L T,

Firewall Access-List
Names

(IPv4 B L OV IPv6 @
T A L—)

7 7 & A JL—)LIZ Security Manager TOA RN R WGAEIZ, ACL 4D
T ATRB S D Tk,

* [Reuse existing names] : ZHEXE T E 4L TV 5 ACL 44 % FEH]
HALEST GEEIZ, 731 200 D4R

* [Reset to CS-Manager generated names] : Security Manager 7% H E)4E
L7z ACL A AT Z Y £y B LET,

Security Manager DB EEOHE |



. [Deployment] XR—

Security Manager D EEHZEEDOHE |

LS

B2l

Enable ACL Sharing for
Firewall Rules

(IPv4 B L OV IPv6 @
T A L—L)

Security Manager 78, 77 A L—L RKY v —HOHE—~T 72 2
fr— U AL (ACL) #EEDOA v H—T A RELEFETLH0ED
MERELES, 2047 g CEBRLARWES . Security Manager
WXIPVA B L RIPV6 DT 7 B A L— L R Y S —Z T 5814 o 2 —
7 A AEF D ACL Z1Ek LE T, ACLOHHIT, 778 A L—1
AU =2 Lo TERR SN ACL OGEIZTE T ThvET,

ZDOF T a s EEIRT D L SecurityManager 13, &A1 v F—T7 = A
ADT I /A= RY =il L. RV 2 —DRITICHE R
NEERBAT S T, ACLMABIFAMERFLES, & T 12
DA BE—=T A A0 —=VEMEHL T4 DD, F—T A4 AZFL
N— VBB B THEEE, [T7AT I4—NT AT A
(Firewall Access-List Names) ] 7' 7 /37 ¢ @ [CS-Manager3 A% L 72
ZHNZY > b (Resetto CS-Manager generated names) | Zf8E L. 7
I AHIERERY O —TA v X —T =4 AD ACLLITEEE T,
1 DO ACLZZFH#EHL, &A1 ¥ —7 =21 ATZED ACL ZEHT
LEoITLET,

ZOFT Vv a r2RRT D5E1F, ROMITEE LTI ZE0,

s U H =T 2 A AT, PIDA v H—T = A ZADLHIDMF - ACL
DEHINLEAERHY 7,

T Ay hu—AEERY —TCACLOAHIZIRET H L.
ZDLAHTD ACL X, BIDOA v H—T = AL > THHINT
WAHLARTERI LA THUIERESNET, ZOR) v —THRESN
AT, MOWTROBRELY bELINET,

[ TFAT T A—NT 7 ENY A4 (Firewall Access-List Names) ]
a7 4 O [BEFO4 A FFA  (Reuse Existing Names) | % 5%
W32 L, BFEOAFNIRGFESINET (77 B AHIHHRER Y
TR EA—N—=F A4 RLTGEEZR) . 2V, BET
%5 ACL N7 /31 ZRITT TIAHET 2 BB, RARD4HTT ACL
WEME L TER S ET,

ety M UV NEERIL, A F—T 2 A ZTIER< ACLIZESD
7=, EACLIZEY, FOACL AT AT ITOA
H—T 2 A ANLIER ENT-FEHER A RS E T,

s ACLOIA L, FWSM7Z2 &, T34 X2 AE VU OHKIN S 556
WZHHA T,

[l Security Manager D SR EENHE



| Security Manager D EEXEIENHKTE

[Deployment] R— .

LS

B2l

Let FWSM Decide
When to Compile
Access Lists

(IPv4 T 7 & %
JL—IVDH)

Firewall Services Module (FWSM; 7 7 A4 7 U 4 — /L H—E X EV 2 —
W) T T RAVA A R"ANT L8407 % HEIITIRE
THENEIMERELET, 2047 ar2@RT 5L, EBRENE
HBULSNDAEEMERH Y T8, b T 740 v 7 BHEIL, VAT LR
ACL 22 A VDT T— A=V RETE R RDLIGEENRDH Y
F9, ZOF T a o EFEIRT H &, [Optimize the Deployment of Access
Rules For Traffic] &¢ €& fiH LT, 877 1 v 7 OF KO rIEEtE 2K
MTEET,
BR 2 figbRd 5 & . Security Manager X, ACL = > /3A L& HfH L T,
N7 7 4y 7 OFiEEREL, TN AZBITHE =IO AE Y fE
2 5/ NI X £,
FE ZOF T a %, BREOMENREEL, 1O Bk
2= THLIGEERE, BRLARANTIEE N,

Remove Unreferenced
Access-lists on Device

(IPv4 B L OV 1IPv6 @
TR L—)

JEBARFIZ . Security Manager 23 E B9 24> CLI == v > R CEEH &
TWRNWT 78 AU A b &T NS ZPHHEIRT 080 hafaE L E
R

GE) DX TV a BT H L Security Manager 13,
Security Manager (Z & > TEBE - I3 SR Y > —
THASNTWARNT Z7EA ) X M, EBPICHIBRL
9, Security Manager |Z X > THRHE - IXEB I T
WRY =R ZEDOEIRT 7 EAY A RNEHEHL TV DY
A Security Manager |[ZJBBHFICZE DA 7P = 7 N ZHIBR
LE92&LET, ZHUL, FlexConfig T X4, Security
Manager |2 X > TEH SN HMMOR Y > —TIIMEH SN
W77 AU A MIbEHSNET,

[T (Administrative Settings) 172°>5 [T /31 A TE M
SnTWanwr 722U 2 M&HIER (Remove Unreferenced
Access-lists on Device) |4 7v a v ZH&hZT 5 &, Cisco
Security Manager %, Security Manager (Z & » CTEBE 721X
BHiSNTERY =TSN T RNWT 78R Y X M &
HEMIICHIBR L 3, 7272L, Zv—7 KU v —d VPN
TANEPMER SN TWDEE, [T ATERINT
WARWT 7 AU A M EHIE (Remove Unreferenced
Access-lists on Device) 147 a VINH NI 725 TUM R0
YA Th. Security Manager (2R T2 7 7 A
A NZHIBRLET,

T
ok

Generate ACL Remarks
During Deployment

(IPv4 B LV IPv6 D
TIEA L—I) |

BRI, ACLOBERX v v —VB L MEE L FETTILINE 9 0%
FLET,

Security Manager DB EEOHE |
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Security Manager D EEHZEEDOHE |

LS

B2l

Preserve Sections for
Access Rules

T IR AN—NVERETDEZ a v AERBETANE I DNEETEL
9, 2L TV a Ak, FAL AR ELITEREESNTZS
Bl varankbhvEdi,

Generate CSM Rule
Number

Cisco Security Manager &—%—A > ¥ —7 = f A THHINDL—/L
B BTN EIMNERELET, 2047y a it TAA A
BRIENDT 7 A)— V% b— LT — T VINONLEIZBEEATHT 5 Dl
BB ET,

FT 2 N TN—T RTA—H

Remove Unreferenced
Object Groups from
Device (PIX, ASA,
FWSM, 10S
12.4(20)T+)

(IPv4 A7V 2
BLRIPV6e A7V =
7 ]\) o

Security Manager 7%, Security Manager 23 &3 51> CLI =2~ > KT
EHESN T RWNWA TV =y I NN—T % BEFIZT S 20 BH|
BRI2MWEIDERELET, A7 V=7 FNA—TTE, x> b
T—J[HFA R, =R BIOIDa2—H—IL—TREENET,

GE) ZOF T arEAMNIT H L, Security Manager (3,
Security Manager |Z X > TEHL E IR SN2 AR Y v—
THEHAENTWARNAT V7 b e, BEFICHIBRL £
7, Security Manager |Z & > TR E 72 13 F B Z T
WRY =N EDR AT V=7 FeflIL TV Y
&, Security Manager (ZEBRHICZDAT V= 7 M EHIBR
LESELET, ZOXIRGE, A7 V=2 bEHIRT
RO EEZTRT VTR Y T —RERRIN
T, BEPKIELES,

ASA 83+ T /NA A LDAT V= b NAT REZE T,

Xy NU—=J/IRA NI T7V27 M, slREN 20V E T
RSN EREA,

Bk




I Security Manager @

EEREMBEORE

[Deployment] X—> .

CE S & A
Create .Object. Groups | Security Manager 73, *~ U —27 47 V=7 hOV—ER FL—7F
for Policy Objects (PIX, | 37 = » \RLOF T V27 NI A—TEAER LT, 2—HF— 2
ASA EWSMLIOS | — 7 47 v 7 FEBAI L. HESWEF S ZADRIIT —7 1t
12.4(20)T+) ’ - P s TR SV il

NAND T < XE) OEZE#RT 50 E 2 hEfRE L9, BIRAE
Create Object Groups | [%9-% & | SecurityManager %, =72 =27 h 7 V—7%75 v MEL

for Multiple Sources,
Destinations or Services
in a Rule (PIX, ASA,
FWSM, 10S
12.4(20)T+)

Optimize Network
Object Groups During
Deployment (PIX, ASA,
FWSM, I0S
12.4(20)T+)

(IPv4 A7 Y= k
BLOIPV6 A7 ¥ =
7 ]\) o

T, INHDTNRAL ADIPT KL A, EEesit, =—%, F—
b, BXOV e harazFRRrLET,

INHOLF T a it WA TV FELUTERS R
DARADL, Fv hU—27 £2137 FLAHEHAR Y U —
JIRARNDEAT V=7 b, HOINVEIY—EARA AT V=
Jh (=R ITN—TFFT=7 FTEIHY FHA)
WA S EE A, BHOEQDN %y hU—27 47V =
J hNEB—ODXy NU—F 7=y M LV—TT
XET,

IOFTarERRTLHE, ROFT T a B TEET,

P VADOERORIETT, sidk. F3Y—ERAOFT V=7 b
T N—7%A{ER% (Create Object Groups for Multiple Sources,
Destinations or ServicesinaRule) ]: *y NV —7 A7V 7 B
OV = 2AT Vs FEHBICERL T, 22— — 71—
THATV = ML, HAUT—7 v N, EEOL—L
DGR SNTFRERTH LI o~ XKUY OBHEOMEE EET 508
IMERELET, A7 V=7 MIEBEFITER S,

[CSM_INLINE...] O T, =& xiX
[CSM_INLINE src_rule 8589960758 O X 512720 9,
ONTE, L= ADOREZEZR LT IZEN,

EE = VNOEEDXETT, 55k, £23Z—E20
F 7V M N—T%{ERK (Create Object Groups for
Multiple Sources, Destinations or Services in a Rule) ] %
AMZTHE, ZENHEDOACLOE Yy h Ty h TR
TANEREEZ T, T—HADOANKMLET, Zh
X, CSM BER LA T V=7 T A—T L T
A4 A& CSMD ACL /™ ¥ 2 DA RIK T,

Evk

R

Tup

* [Optimize Network Object Groups During Deployment] : % > kU —
JFTV 2l b IN—TH X VRIZLT, kT o0 E D
DEBELET, R v—F7 Y= bOFEREILOFEMIZ OV T
X, 77 AT U= =L DOREBEO Ry hU—2 ATV =
7 b IN—=T7ORELESZRL T ZEN,

IPS /X7 A —4

Security Manager DB EEOHE |
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. [Device Communication] X—

LS B2l

Generate transcripts for
IPS Auto-Update Jobs

Attach transcripts to
email for IPS
Auto-Update Jobs

&mwﬂmmhm%d WEIORBAHIZ, oY — (IPS T34 R) RENDRFEHOEL %
Signature and Event | pipd-271 2 5 785 LET, IPS DA Ry FBL OV =F v 25

Action Yariables from Bk, SecurityManager DR Y 2 —FT7 V=7 b ELTERZRSINTWVE
IPS Device (IPS +

Parameters object group)

T 74N N TIEENC > TWET (Fov IRy 7 AET 740 b
THAZIZR>TWET) . 2FED, ZRESNTORWERZHIFRL £
A,

WOBEHUTEA SIET, IPvd & IPve Ol F I S E T,
- signature source & destination addresses
c VT XTF ¥ =V XT A —F D signature service port £
e AN NT 7 a7 4V F D victim and attacker addresses
* network information target addresses

ROEEIITEA S EE A,
* signature source port
* OS identification address

* signature destination port

[Save] R ¥ > EHEEREFELCEALET,

Uty b R AR ZHEGRELIECY Y P LET,

[Restore Defaults] 78 # | f % Security Manager ®7 7 4 /L MZ VUt > N LET,
Ve

[Device Communication] X— <

[Device Communication] ~— Y ZHEH LT, T34 A LWETHHAEDT 7 4/ N EL ER
LET. TNOHDOREL. EIT, T AL R MU R =, B RURREDREIC
WELET, T ADT A AT a/8T 4 \ZBT DH A OFT A AT DR E % A4 —
N—=TF 4 FT&EET,

[l Security Manager D SR EENHE
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[Device Communication] XR— .

NI U AR= b7 r FaVORECELTL2HEF BHLTODT A 25, T b O
AT FTAND E)ITHEINTHRES N TND Z LR LTI Eauy,

FETF—2 3R

[*Y—JL (Tools) ]>[Security Manager ¥ (Security Manager Administration) ] Z3&{R L, =
YT U T =T NING [T /34 AiE(E  (Device Communication) ] ZEER L £,

EPERENS

« TR R AR R Y A~ADF A ZDIBIN

« TNA A A Xy R OEH

C TS A BRI B T DU

« TNA R T aRT 4 DERFEZIIER

T4—ILEY)TFLUAR

% 12: [Device Communication] X— >

BH

Bl

Device Connection Parameters

Device Connection
Timeout

Security Manager 737 /N A A & D& 2 AR ORI HEL T D LB b 5
D ZOMEEBETLE, FALT T RLET,

FRITEEL (Retry
Count)

Security Manager 37 /S A A ~OHE DML Z M EFRITT 2 7%, Z O
TS A BT 5 &, Bta FITTERV IS ET, T 741
M 3 T,

Socket Read Timeout

SSH & > ¥ 3 & Telnet & v a vV OBFAIT, #ERSKRbNT &
117 2 HIIZ, Security Manager 235157 — ¥ Z %9 2 e KO

Transport Protocol
(IPS)

IPS BFREA T 2 7= IPS B —L L—HDF 74/~ FTF 2 AR— |
“a kzv, F 740 NI HTTPS T,

Transport Protocol (I0S
Routers 12.3 and
above)

CiscoI0S ¥ 7 h 7 = 7 Release 123 VA L2 FEITTAHL—FDF 7 4 )b
N hFUAR—=F Fu bhajn, 774/ MMIHTTPS T,

Transport Protocol
(Catalyst Switch/7600)

Catalyst 6500/7600 7 /3 A A 35 L OV DAd 3T D Catalyst A1 > F
DF 75k hT U AR—F 7 bha)l (ZRSDT A A ETHET
ENTWD CiscolOS V7 b =7 N—=Ua VIR H Y FHA)
7 7 4V M SSH T,

Transport Protocol (I0S
Routers 12.2, 12.1)

CiscoIOS Y7 F 7 =7 Release 12.1 B XN 122 #FE{T79TH5L—FDF
ZxV s T UAR=F 7 a hail, 57 x4 M Telnet TY,

Security Manager DB EEOHE |
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. [Device Communication] X—

BH Bl
Connect to Device Security Manager 737 /3 A AT 7B AT 5 L ST H7 LT v
Using VX NDHEA T, FEIZONTIE, TAA AT LTy Y Lz oONT

ZZRLTLES N,

* [Security Manager® = —% 1 7' A 7 L7 - % /L (Security
Manager User Login Credentials) ] : Security Manager (X, =—¥ 73
Security Manager {22 7' A LIz L XIZ AN LI VT v o v %
FEFA LT, T3 A28k LE T, [Device Credentials] ~2— 3 T%
TAA RCRESNIZ LT v VICBERZRLS, AL LT v
XN Y FRTRTOT AL RS ET,

* [Security Manager7 /XA AD 7 L7 3 % )L (Security Manager Device
Credentials) ] : Security Manager (%, [T /3 A7 /X7 4 DV LT
>/ (Device Properties Credentials) |-*— Y CIELZZ LT
YU NVEFHLT, TAARERLET, IR T 740 b
<9,

FE IPS & > Y —~ DN 5 £ D55 1X. [Security Manager
User Login Credentials] CiZ72 < [Security Manager Device
Credentials] Zffi 3 2 X223 & Y 97, Security Manager
DIPS & o —I|ZH5fid 5 & &, Security Manager (&= —
BRTALLTHNDENEI NP LT, T4 AT L
TR NEBHTHULENRH D 7,

SSL Certificate Parameters

[l Security Manager D SR EENHE
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I Security Manager D&

B EBORE

[Device Communication] XR— .

LS

B

Device Authentication
Certificates (IPS)

Device Authentication
Certificates (Router)

PIX/ ASA/ FWSM
Device Authentication
Certificates

[Add Certificate] 7~ %
Ve

SSL (HTTPS) @E AT A AR EOLEL 1L, SEIER
TNRARABZA T T LICRRLEEEZFRETEETR, ROFREITR T
BEREEbLET,

o [T 3 ADIBMEEZHE  (Retrieve while adding devices) ] : Security
Manager |%, = —%Nxy NT—T F/iF= 7 AR —F7 7 AL
MHT N AZBINT 5 L&, ZhbDT A ZOFEHELY A
BRI L ET,

[RIEE % T8 CTiEAN (Manually add certificates) ] : Security Manager
I, T ANGEEEZ BEIRICZ T £ A, GEHEDE
0 (Add Certificate) 1 %27 U v 7 L C, [Add Certificate] % 41 7 =1
TRy 7 A% & FT ([AddCertificate] Z 4 7 7R v 7 A (33
NX=) BB , ZOXATRIRY I AT, Xy hU—2F
TelZm 7 AR = b T 7 A NVInD DT A ZADiBM AT HH1C

P LTV N ETFEITENMTE £9, [Device Properties Credentials]
NV TFIN L DIERRICHE) Lo T S ZADGEREFZBINT %
TLHTEET, FHMITOWTIE, HTTPS BE 2257 /31
ATO SSLAEAFEDOFEBEMZZRM L TIZEW,

[REAAEFRGEZ A L 72V (Do not use certificate authentication) ] :
Security Manager (X, 7 /NA AFRGEEHEZEH L E5, Zo47
arEMEHT L BEEFICL DTN AREEOIE IR LT
AT APMERIC/R Y ET, ZOFTva AIMER LN L&
HLEL £,

Accept Device SSL
Certificate after
Rollback

SSL ZEHT BT A ADGAE, T34 A LOREET—/NVNy 7T

HEEIZ, IPSTNNA AR, T7AT T4 —/LT 34 A, FWSM, ASA,

F721E CiscolOS L—HIZA A R — /L STV DREAELZ T /34 Ay
ODESET 0 E I MERELET,

Security Manager DB EEOHE |
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. [Device Communication] X—

Security Manager D& B TFIEDHRTE |

LS

Bl

HTTPS Port Number

T34 AD3, Security Manager (BXLON, o7 m ha vz fHT
LEDMOEERY ) r—ay) LOvX a7 REEICHERT LT
7 H )V DR — b EE, TOMEIZL ST, T8 AO HTTP KR Y v—
THE LT HTTPS R — hEENA——F 4 RS FET,

GE) m—A/VHTTP R o —Z AR Y o —L LTREL. £
O HTTP RV & —ZEEOT A AZEDHTHE, 20
AU —REY B THNLTWDETRTOT A AL
. [Device Properties Credentials] ~— 3 T E SN 72 AR —
FEEM, ZOKRY —@ HTTPS A — h &% E T LE
TINET,

Z O HTTPS A— F & FIL, CiscoWeb 77 VD2 —H f L H—7 =
A ZABNLUTT A ANDT 7 A %&HMG 5 LIS, CiscoRouterand
Security Device Manager (SDM) 72 EDT /A REBT 7V r— 3 >
R, T RALBETLIE=FV 7 Y=L THEASNET,

GE) X2 VT4 T T IAT U ATIE, FICA L HF—T oA A
FEOTFAL A =T v EH Y v 3 D SSL VPN #5¢
& HTTPS #5e O 5 % [FIRFIZ AR — F ¢& £ 9, HTTPS
& SSL VPN (XiliF &b, 77 40 b THR— b 443 2 H
LEJ, ZD7=d, HTTPS & SSL VPN Ol 5 & [F UA >
H—T 2 A ATA F—TMIT H%E1F, HTTPS 721X
WebVPN [Zxf L TR DR — MESERTT HLENH Y
£4, UL, SSL VPN & HTTPS 287251 v 4 —
T oA AIHEETHZ LTI,

Overwrite SSH Keys

Security Manager 73, 7 /3A A D SSH ¥ —N7 /N A ETEHE I iz
BIZ, ZOX—% LEZTELNE I NEEELET, SSH#EHOY
&, WEZEFICFATTHITTIE LW —RNHLE T,

:@%I/ﬁf/ﬁx CEHEICRHL, LvEVLSLroEFal
T A DB EITTIEN 7L 7L TLEEN, =BT A A LT
EHRIND &, Securlty Manager [3Z D7 /N4 A LiEfF L7e< 720 &
R

[Save] R & >

EREAARAF L CHEALET,

Vty b RH

AR ZHEIRF LMY By PLET,

[Restore Defaults] 7~ &
Ve

fE % Security Manager 7 7 4/ MZ V& v hLET,

[l Security Manager D SR EENHE



| Security Manager D &EEHF EDHTE
[Add Certificate] ¥4 7O 5Ky 2 2 ]

[Add Certificate] ¥ 4 7O 7Ry X

[Add Certificate] # A4 72 7Ry 7 Z%&MHL T, SSL hT7 v AR—hk v harvzEHT 5
FNRAA (T AT 4=V T34 A, FWSM. ASA. IPS 7/3A A, LT Cisco I0S T /3
AR) TN AGEAEZ FEICEMLE T, 731 AiEAELZ FEHTEMT L L, BAEDRN
RERFEHES LT Y o NE2BINTERLR570, k@bt X2 )7 o865 30
FT, T AGEIEIE, TS AGRREICEA SN DT —F R— R T S v E T,

SSL REMIE DO FENC L 2 BMOFEMNZ OV Tk, HTTPS J@fE 219 % 7 /34 2 To SSL ik
HEOFENBMZZRL T ZI N,

FESF—Yav R

[ —/v (Tools) ]> [Security Manager& 22 (Security Manager Administration) | Z3#R L, =2
T T =T NG [T 3 Ai@(E (Device Communication) ] ZE8R L, [FEAEDEM (Add
Certificate) 1 &2 27 U v 7 LE T,

TZ4—=ILKEYIT7LUR

% 13:[Add Certificate] 54 7 O R w9 R

BR BLL]

HRANLELIZIPT RUA|GEAEZELZ BT AT 34 ADKRAMELIZIPT KL A,

Certificate Thumbprint TNA ABEB D16 SLTHNITH D, GEHEY LT Y >k,

- o &

[Device Groups] ~N— v
[Device Groups] S— Y ZMMH LT, 734 A A X MY TEREINTWNDLT /NS, R T )L—
TRIOIN—T A4 TEERLET,
FTES—2 a2 R
[*V—JL (Tools) ]>[Cisco Security Manager ¥ (Security Manager Administration) | % 3R
L. 2TV T—=TNNE [T /3 A7 )L—7 (Device Groups) | Z IR L 77,
&R R

« TRA ZAD T N—T{RIZDONT

« THNA A T N—T OfEH

Security Manager DB EEOHE |
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. [Discovery] R—

T4—ILEY)ITFLUAR

3 14: [Device Groups] X—

Security Manager D EEHZEEDOHE |

Ex Bl
Groups FNRARAITN—T e TN—T 2 THFRLET,

TN—TRHENIEA TR EERETHIZIE, IV—TFi3x4A47
FBBRNL, 9 —E2Z Vv 7 LTTF A MNERETREICUET, &
LWARiZ AS L., Enter 24 L £,

[Add Type] A% >

HLWTN—T 2 A T e T AT, ZORF %270 w7 LE
T, XA TET 740 bATENENET, 4RiE EEE AL,
Enter L ¥,

[Add Group to Type] 7~ #
Ve

TNARTN—TEBRULIT AR TN—T LI T N—TF ¥
A FIGEMT AT, ZORZ 22707 LET,

[Delete] R4 > (23
)

BIRLEZT NS R ITN—TEF TN~ XA T ZORIZEF
NTNDTRCOTNA AT NV—TEHIRT DX, ZORX %
IV I LET, TAATN—TFRITN—T 2 A T %HI
LTH, TOFIZEENTWVDET AL A FHIBRESNEEA,

[Save] R & >

EENEEZRFLET,

Vv b ARZ

FTRTDOT 4 —/v R URTOMIZE T L ET,

o~
~

[Discovery] N—<

[Discovery] ~— < Z i ] L T, Security Manager 73, A > X2 h U B LUK Y > —DR R
BEDHATDOFT V=7 NEIIEIA R N 5 HiE%EE#R L E 7, Security Manager
PR 2 A7 el ¢ M AHIET2 2 L b TEET,

FESF— 32 X

[ —/v (Tools) ]> [Security Manager& B2 (Security Manager Administration) ] Z3#R L, =2/
T UV T—TnD [ (Discovery) ] Z3®IR L 9,

[l Security Manager D SR EENHE



I Security Manager 0 &

B EBORE

[Discovery] R— .

T4—ILEY)ITFLUAR

% 15: [Discovery] R—

R

B

Prepend Device Name
when Generating
Security Context
Names

X2 VT A TXRAIMREENTNDT NS, ADLHIE, TDE
X2 VT 4 arT XA NOGHEITBENTHNEIDERELET,
Tz, BEXa VT 4 2T XA RS admin &V D ARTT, g
23 10.100.15.16 TH LT A AZEFENTWDEAE, T4 ALY
HIZFRENDLAEIE 10.100.15.16_admin (2720 £97,

TNRARLET VX RLBRWEAE, EX2V T 0 207X X M,
MEDEEA N MUIZRRSINET, Security Manager Ti, #l7
NAZZHET D74 AFICEXF 2T 4 arTF 2 MARBE SRR
W2, TS RCEHET S a7 % A M A EICHER T AME— 0T
BB, THAALZLDT )N RTH,

TNA AL %7 U~ R LRSS Security Manager (., [7] 447D
TNA A& RRTH7DICHEZON 7 4 v 7 AEBIMLET, 72&x
(X, admin 2> T F R FRNEIOT 7 AT U A —MIAFETDHE . T
NA A L7 Z Tl admin 01, admin 02, &9 KO IZHRRINE
R

Purge Discovery Tasks
Older Than

A 2T BRIOT A A A UR— | A7 2 k(FTDHE, AL
7RI bW E 27 IFHIBRSIVE T,

[FAAL VBT D~
NFarrFFA R
ASAD I RE

(Maximum Number
of Multi context ASA

per domain) ]

1 RALATBEMNTEDa T XA MO, w/LFaT %2 ASA
TiE. FAA VD LICRICAR IO T2 A FEERTE S, S 7
JU MEIE 20 T, MEIZIG LT 20 2B AEEOHEE AN TE ET,

GE) AT XA MG TIIRLF LN CFERRBIENERA, T2
L 203, Test, test. BLONTEST TERRENT-a2 T F A
FaIiZ, ACarsHA M ERZREINET,

Reuse Policy Objects
for Inline Values

Security Manager T3 CTIZER SN TWNWD Ry NT—J/[FRA N FT V=
I, TAT T 4T 4 2= ITN—TF TV bR Y, ARETON
WCWHRY o —FT7 V=V hae, CLIOA T A VEICEZHRZ D
MEIMDERELET, R — AT V=7 hOFEMCHOWTIE, &R
Vo—F7 V=7 NOFHRESRLTIIEIN,

Ev bk ZOF Ty a NTEE, Xy NT—V/RANET V=T B
WHEA SVET 0, EREM KA A 4 (FQDN) 11~
TAUEE L THRETE RV, FQDN % v kU —7 /7K

ANATY 27 MITEHSNERE A,

Security Manager DB EEOHE |
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. [Discovery] R—

Security Manager D EEHZEEDOHE |

LS

B

Allow Device Override
for Discovered Policy
Objects

F—R—=F 4 RNA[FE/ AT o= R EA TNTHONT, 2—P =3,
MHEINTZR) =T V27 bOBRAT V27 FOfET A AL
NN TE—=NR—=F 4 RTCED LT EHENEIERELET, 12L&
X, ZOF T a U ERRT H L T34 AT Security Manager
ACLRY v — 47 V=7 R ERULHTO ACL 36 5T /3 A ETHR
Vo—REIAT LIed, SR o — 37V 27 hO4HI
DHEMASHETN, 2OFT V27 FOTF AL A LALDF—r3—
FA4 RIMERSNET, ZOF T a v ORREERTHE. HL
RV —FT V7 b3, BANZEEBNIMES N TER SN ET,

Er bk Xy NT—=J/RA N —E R Y ¥ T XA T EFoO4
TVl NOYE, A—N—TF 4 RIIZ A TRICRES L
7, ez FCARIORY NT—T/[FRA N T —T
D ENsE, Xy FU—=Z/RA N T N—T DA ——
TA RBERRENFE TN, RCARIORY hT—Z /A K
7 RURAHEHPBH SN TH, A——F 4 NIIfER S
EFHA, ROVIC, FlmHESn=4A7 Y =7 FOA4TH]
WCEEBMEET,

ZEIZOWTIX, [Ax DTSR, ZADRY > —F TV s F—"—F
A RIZOWTESRL T EE N,

On Error, Rollback
Discovery for Entire
Device

Security Manager 25, AU v —#HFFIC, H—HR U —T1 oD T —
MEELTEHAETH, RHINTZTRXTORY v—%2m— ANy 7§
HINE D INEEELET, BIRAMERT 5 & Security Manager |&, IE
WICHRH SR =2 RFFL, =T —DRELLERY —1ET%
BEFELES, AU —RHEOFEMIIONWTIX, AU > —Dt a5
LTL7EENY,

Auto-Expand Object
Groups with Prefixes

TNAAAVR— N T aBARHI, VA MIBERINTNDLT VT 1
JAEFHLTC, %y NI —7 TN—TRT AT T 4T 4 2—H 7
N—TREDFT =l v IN—THIEELET, BEEROT LT 4>
JARFI I = TRYY T, ZOIRICE ST, A7 V=7 F T —
TOEZN, MEINTERY —IZBIFAFEBOEBA L L TERIN
F7. FEMICONWTIE, RHFOFT V2 N I V=T DA SR
LTLEEN,

EYk Z DA a L, object network == FE 7213 object
service 2~ 2 RZfEH LT ASA 8.3+ 7 /34 A IER &
NERY—FT7 Vs NMIFEHASEEAL, 260
av U RIZko>T, AARM, Xy FU—2 FQDN, %7
X7 RLAHFATR Y N —J/RA RNOFAT V=7 b0,
P—bER AT Vs FIMERENET,

[Save] R & >

EENEEREFELET,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE
[Event Management] X— .

LS aiBA

Uty b R ZEEAVURMCEMALAEC Yy FLET,

[Restore Defaults] 7~ | fE % Security Manager 7 7 4/ MZ V& v hLET,
B

[Event Management] X—

[Event Management] ~<— Y &2 L C, 4 X MNEHE A F—T M LET, A XV FNEHT
I%. Event Viewer Zff LT, ASAA X b, FWSM A X2 b BEOIPS A X M & FKRT
TET, ANV MURICKERREBELRET D2 B TEET,

Event Manager — £ A {X Report Manager 77 "V 77— 3 NI H LB T, Report Manager 7 7
Vor—ra Tk, 2O —ERA Lo TESNTZEREEN LI LA— 2SR TEE
j—o

Je

EXh ZOXR=TUTA R NEEOAZNE (Enable Event Management) | 472 2 V3R I 41T
WZH b 59, [#EE) (Launch) >[4 X2 b E=—7 (EventViewer) | Z#R L7- & X1(C
Event Viewer 2MEHI AN FIRETH D L9 A v B—UNERIN L5121, Event Manager ¥—
ERx&EH ) —ERB L TATLEEV, £7, [Enable] 7 a > ORI E MR L, [Save] &
7V w7 LET, = AMEILTLHETHOLET, KIZ, [Enable] 7Y 3 U2 BR L,
[Save] #7 U w7 L, h—EARHOMGIND ETHELET, £D%., Event Viewer % 5
FEBRWTHE T,

FEF— 32 R

[*Y—IJL (Tools) ]>[Security Manager ¥ (Security Manager Administration) 1 %72 U v 7
L, a7 o7 =G [A4 X FMEE (Event Management) | 3R L £ 97,

TJ4—ILFEUIT7LUR

%= 16 : [Event Management] X—

R BLL]

Event Management Options

Security Manager DB EEOHE |



. [Event Management] X—

Security Manager D EEHZEEDOHE |

LS

Bl

Enable Event
Management

Event Manager ' —E A% A R —T7 T HNEINERELET,
IOV —EREHEHT B L, Security Manager 131 2 MMEHR A INE
TEET, ZOKEEET +E—7/MZT 5 &, EventViewer 77U 7 —
v = o 72l1% Report Manager 7 7 r—3 a VAR TE £ A,

ek COREZLELL, [fRfF (Save) 1227V v o735,
Event Manager r—E A Z E L 721351 L TH K d
IMOMEREROONET, [Yes] 27 Vv 7 T5E3<
(CH—EARBAE T ITF L L, s O — 2 RE
IRENTEENET LIz El@mmIsnEd, A7 —%
ABEENFET T HETH>THORHATLET,

Event Data Store
Location

AR MEROWEIZHERT LT 427 R, ZHUET T4 <Y A4
Y RARNTEMEENET, [ (Browse) %7 U > 7 LT, Security
Manager ¥—/N— D7 4 L7 MU ZRINLET,

FEFELTOHRWT 1 L2 MU Z28RET 25813, Windows =27 X
7'v—7 CER L £, Security Manager 7°5H7 4 L7 b U & Bk
HZEETEERA,

= Event Manager " —E A2 L TEEY L72H L I %«
EELIZSGE, AR hO 7Y —[3FETTE 2L
™Y ET,

Event Data Store Disk
Size

AR N T—HENTHTDIZEIN Y TDHT 4 AT ANX—RADFK
B (GBHAL) , JEIEA FT OV A APREE LTEHEDIO%IZET D
&L TR LT (FEERANIC) A RT oAy FREIBREND LD
2R FET, ZOREEERTHEAIL, RO EE2EBFLTLLIEE
VN,

A RN T=HIZESOTTTIHHINTNDET f AT A—
ABBIV LA RVl TDHL, Bi-lTRELEZY A X2
HET, HWVHLOMNBIEIZA X2 FRHIBRESNET,

« AU N F=FIZHEEH SN TV D AN— ZBOEFEERE
8 CX £, Event Viewer #[HZ ([#8) (Launch) ]>[Event
Viewer]) . WIZA Ry hEa—7 T[Ea— (Views) |>[1 >
PR ET7T 4 RO ERKRDRERT (Show Event StoreDisk Usage) ]
EERINL E9,

[l Security Manager D SR EENHE



I Security Manager &

B EBORE

[Event Management] X— .

LS

Bl

Event Syslog Capture
Port

syslog A XU M F ¥ T F ¥ A X—TNWICT DR — b, 774/ I
514 T,

Security Manager H— B X OINMET D7 74 T U 4 —/L T, A X
M ZUNET B 72T, Security Manager D Z DR — k ETHEE FT
TA IR ESNTND Z EEMER LTI IZEN, FHMGET 1
AlX, Security Manager H—/N D Z @R — T syslog [FH % =57
HDEINTRKESNTVWDLMERDH Y £77,

Erk ZDOR— NEEE LT2EE X, Security Manager (24 X
b%%mﬁéﬁvwwwwA7n4x%;@mw&w?ﬂ4
AL, ENLDOEX2 VT 4 327 F A MO Syslog Servers
RY—bEETLIMERD Y 3, FEMICONTIE,
[Syslog Servers] X— T &L T 7E &0,

Event Data Pagination
Size

FKT o) = REDER—=VIIEDDH I EINTEDLRRA M, T
7 L MiZ20000 T2, VPAR—FENTWAEDO Y A M b RS
YA Ae @R TEET,

CGE) Security Manager4 10 T, X—=UHHoA X MOk
KA 100000 (28 2 F L7z,

Extended Store Management Options

Auto Copy Events to
Extended Store

ARy NN DR E G A ERT D0 E I ERBELET,
W DA Xy MEEGFT DILRRESGITICA X a2 a— LT,
GlEfiax i TcE bk 9L Ed, Event Viewer CHEEA X hD 7
TV —%FETTHE, BES LT, IERESFNCH DA X2 MR
HEHUSE S ET,

= Z DOYRIRY — B R 2 Bihh L THRORIRE S ATICA E 2 2
THEWDNE D DOFHERBRD SN ET,

Security Manager DB EEOHE |
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. [Event Management] X—

Security Manager D EEHZEEDOHE |

LS

Bl

Extended Data Store
Location

AR NOYLET — % A N7 ORGP, =S ED FF 47 & LTHRR
INb, DAST'a ha BT HEBHHEA N L — VR IRETE
T T2 RIE T AN Ty R EN L THESE S LT SAN R b L—
VIRETY, CIFS A L=V ¥ AR — S TWETA, (B
(Browse) 127 Vw27 LT, BHIO RIS T LT 4 L7 U &R
LET,
EVk
« JLRIRE AT 2 18 IR L CEE 2 R(FT % &, Security Manager (3.,
EDOGFTNIT 7B ATEDLNE I D, FLEHEZIABERN H 5 )
EOMaFzv s LET, 774 VRESGINIZRE LTHEH
I, FIA~ VREGITICH > T, JERREGITICIE RN T —
iR olt. £OT —ZILRRELFNICa -3 E T,
T IR EGATICH D7 — 2 ITEHIi ST, 2O FEFEED £
TN, HETHIRLTHLWT —FHDO A= MR TE E
7

cHLIET —H A NT O AR LIZGE, BEATOIRRET — 4
A NT OB FIAGFET DA N (T4~ ar— gy
NHTTICHIREN TV THRETERWNA XU R) T LTI =
V—%2F(TTHZ LixTaEth, ZOXI AR BB
HITiE, HIOEINLH LWGFTIC T — 2 #a e — LT 72X
U,

Extended Data Store
Disk Size

ARy N OPERIRESGETCE 0 Y THA—2 & (GB HAL) ., JEIE
ART OV A APRELTZFEDIO%IZET D L, WIS ET (8
BRIIIZ) A RT D HAXRY ERHIBREND LS £9, A X

X, AR N T —=2DOT T4~ VIREGFTOY A XL EIZT 5B
HoEJ,

AR N T —=ZZBEEH SN TV D AR— 2 EORREIIFRRZ iR
T&X¥, EventViewer i Z ([#2E8) (Launch) ]>[EventViewer]) .
RIZA Ry hE2—T T[Ea— (Views) |[>[I RV FR 7T 4R
JFERARRDET (Show Event Store Disk Usage) | #E84R L £7,

[l Security Manager D SR EENHE



| Security Manager D EEXEIENHKTE

[Event Management] X— .

LS

Bl

Error Notification Email
IDs

PEARARE B AT O CRIBENS A LA, @aa22E+ 58+
A—)VT RVA, Ho~TEEOT RLAZXEY 9, @HMPIER
WCEEESND L), B A—/LBHHADSMTPH— BLT 7+
VR T RUVAORETHHLTWD X D12 SMTP ' — LR ET D
VERH D FT,

Avt—UI2iE, B8, FE, BXOHERET 7 v a v irasivE 7,
7o & 21, BBIZHEIEAR R L—UNBIEARRRICR D5, T—X D=
=23 0 R LRI 2856, EI3REREEIC a2 Y —TX 5 X
R DENCT T A ~ VREFERN S =T 4 > a VIR ST
G (HZBIZA N L —URBIRARRIZR D0, 2 B —ITkkeh 72 RED
HBERETDHAREMERD D) REICEmMEZFELET,

T = R—=F N
A A® Syslog

T o)V —IN— A H
UONA TR AP D
Syslog DALEE  (Process
Syslogs from Failover
Standby Device)

AH 3L ASA D D syslog A v E—T DB E A4 2 —T )V E 21T
TAE—=TMILET, A F—TNICTDHE, AXL /N1 ASA F7=
L7 = — /A —/ 3= ASA (2 & » THARR S L7z syslog A v E— UM,
[ XY hE=4X1U 7 (EventMonitoring) ]V A > RU®D [T /31 A
ID (Device Identifier) ]¥IZFREINFET,

GE) T 74V RN TIE, AZ 34 ASA D D syslog A > E—
T ORB TN 72> TWET,
SyslogJ L —#—E"X (Syslog Relay Service)

GE)
YA |
NEEA,

/N—30 = > 4,13 LI, Cisco Security Manager |3 Event Viewer T IPv6 #&H @ syslog

LET M, syslog U L—H—E R T IPv6 fXH D syslog Tlix¥ AR — k&

SyslogV L' —H#—E &
DA%t (Enable
Syslog Relay Service)

Syslog V L—%—VER&A F—TNEITT 4 E—TMIZLET,
[SyslogV L —H—¥E ZADFZl (Enable Syslog Relay Service) ] =
IRy I A%A AT LT, Syslog U L—H—E ADHERIZMNE LT ¢ —
N RERMZLET,

Security Manager DB EEOHE |
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. [Event Management] X—

Security Manager D EEHZEEDOHE |

LS

Bl

SyslogV L' —F% ¢ 7/
F v A — bk (Syslog
Relay Capture Port)

Syslog U L —H#—E X3 syslog & U » A 92 UDP AR— F & 45E L
£, 774/ NI 5S4 TT,

Syslog U L —H#—EAREFNZ /2> TWDEA. T 731 AL Syslog V
L—F ¢ 7F ¥R — I Syslog #(FELT, m—hravrszll
F— AL ZITHRIRTED L IICT HMENH D £77, Syslog U
L—H—EARATIC o TVBHE, 773 AL Syslog & A 2 b
Syslog & ¥ 7' F ¥ AR— MIEETHMENH D £7°,

GE) Syslog U L—F ¥ 7F ¥ R— k& A~ | Syslog ¥ v 7
FryAR—FZFECICTH I EIXTTEEHA, SyslogV L—
Y= RAZAICT D & X, T3 ANBUE Syslog %
A X2k Syslog ¥ 7 F v A— MIEEFETDHEIITHE
INTWDEHEE. b YIZZEDR— hE S % Syslog U
L—F%x 7 F ¥ R—MIEHLTHH, A2 | Syslog
XX 7T ¥R —bERIOFR— MNIEETILERH Y £
R

Security Manager #— "3 L ONTET D7 7 A4 T 74—/ T, A
N ZUEET 57201, Security Manager O Z D7— k L THIE 7
T4y I RSN TNDZ L AR LT ES N, FENLRT A
A%, Security Manager $—/3 £ Z DR — T syslog 1 & 2459
HEINTRKESNTVWDLRERDH Y £77,

ZOR— AR LIEIE. Security Manager (21 X
FERET DT RTDOASAT A AL L FWSM 7 /31
AL, ENLDOEX2 VT 4 27 F X MO Syslog Servers
R —bEETLMERH Y £, FEMICONTIE,
[Syslog Servers] X— T &L T 7E &0,

(o

g—h AR hal
JHE~DY L—
(Relay to Local Event
Collector)

0= AR a3y XD syslog V L—EBNE TN F

‘j"o

VE—halb sz 2~
DY L — (Relay to
Remote Collector 1)

VE—halb 7% 1Dsyslog ) L —aHNEITINLET,

a7 X1DOIPT KL
2 (Collector 1 IP
address)

VE—halbZ7 &1 DsyslogiXEEIP 7 RLAZIRELET,

o L7 Z1 Syslog¥
TFxR—h

(Collector 1 Syslog
Capture Port)

VE—habZ X1 RY L—37 syslog # Y v A9 % UDP AR—
FEFEELET,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE
[Event Management] X— .

LS Bl

Ve—halZ7Z2~|UE—bhalL 7 ¥2Dsyslog ) L—aHFEITENC L E9,
DY L— (Relay to
Remote Collector 2)

VL7 Z2DIPT KL | UE—Fha L7 H 20 syslog 550 IP 7 KL A&FEE L £,
A (Collector 2 IP

address)
a7 HZ2Syslogkv |VE—haL 77X 2R3 L—3{L7syslogx Y v A4 5 UDP AR —
TFxAR—h FEtEELET,
(Collector 2 Syslog
Capture Port)

Security Manager DB EEOHE |



. [Event Management] X—

Security Manager D EEHZEEDOHE |

LS

Bl

TNRARATLIE

FEED L7 ZIZONT, syslog U L—TFT DN ENHLT A A%
TANETEET, ZOWEEZHERTLE, HHT M Ay bD
syslogZ 1 2D a7 ZIZEE L, MOT A Z2E Y b syslog % 5]
DALY ZITEET D E TR TEET,

1. TRAAREZT4NEZ ) TTBBOET (a—Dralb g i,
UEe—hab 2z &1, 3V E—FraL v &2) &R LET,

2. ZoaL 7 ZIZxLTsyslogz Y L—7 57 4 Z&EET HIC
1L, [V L —%FFA] (PermitRelay) |ZERLE3, #lZ, D=
L7 ZIZxET % syslog U L —% N T 2T A AEIEET 58
AL, [V b—%FFA] (PermitRelay) | F = v 7Ry 7 A4 7|
LEd, [V L —%FFn (PermitRelay) 1T = v 7 Ry 7 A4
2725 TV RWEE, 7 4 AV FITBM LT /31 AD syslog 13V
L—SnFtHhi, —FH, MOTXTOT /A 2D syslog 1TV L—
SINET,

Gx) BN o TWNAEZEa L 7 ZIZONT, T_XTHOFN
A ADE D syslog U L—03T 7 4L h TEINZ /2~ T
WET,

GE) JTGABETANEY ARNIBINTEE, 7T RAXE
BT—NLDIPT RVANT 4 VAR O—EE LT
EENFET,

3. TANFITEMT 2T A RETNLT A AT N—T"% [ H]
BE72T /31 A (Available Devices) ] U A R BEIR L, [>>] &7
Vw7 LTRIRENTZT /N1 A (Selected Devices) | U A MM
BLET, 70 ZADOBROFEMZOWTIE, BL7 Zofif %
ZHLTLIZE W,

4. Security Manager OEF RGN T /3 2 A BINS 2I2IE, [FERll 72
TNA ZADIBM (Add Special Device) ] 7 4 —/L KIZT /XA 2D
IP7 RLAZANIL, FEHOP>>]%227 Vv 7 LT, T4 A%
[ER XN 72T /31 A (Selected Devices] U A MZBEIL 9,

HiZ#) (Restart)

Syslog V) L—H#— bt 2 ZHiEdh L £,

CPUR I v FNLVERTE
(CPU Throttle
Settings)

Syslog U L —H#—E X |ZffiiLd CPU A ZHlf#l TX 5 [CPUR = »
kU > 7K Y — (CPU Throttling Policy] # A 7 v 7R v 7 A& &
F9, FEMICOWVWTIX, [CPURBR Y N VT R =] 44T s
Ry 7 A (46 °—2) ZBMRLTILEIN,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE
Syslog U L—H—3—0 +5TLva—F 125 ||

LS Bl

HEtEMOZFRT (View |[SyslogV L —#tEt (Syslog Relay Statistics) | %A 7 2 77K v 7 A% [H
Statistics) WT, syslog U L= —E 270w ZADFEHECPU L AT VHHE, B
FOSESERAVIFDINT T4 v 7 L— b ERRTEET, FEM
IZDWTIE, [SyslogV L —#tit (Syslog Relay Statistics) 144 7 =2
Ry 7 A (M8_—=2) 2L TIIZEN,

[Save] 7R & > EHEEARAFLCGEALET,

F & A EDYA . Bvent Viewer ax &I B3 528 2 KR35 121%
Event Manager % — & 2 &2 —FRICEIE L, HEEITL2Z ENRMEL
BOET, P—EARASA R—T AN THIEINE I DELE LIEHAR
ZHUIS U T —EAMEILE TS L Ed, Er O —2 R
BRINET,

Syslog U L' —H%— B AREDEE 2 k3 5 121%, Syslog U L —H—
B2 % —RRAFIE L T b BEE T2 BERH D £, —E AN
AX—=TNTHLINE I PEER LSS, TAUIL L TH—E X
PMEILETITEE L £,

Uty bR BH ZHiERAF LIEC Yy FLET,

[Restore Defaults] 78 & | fifi % Security Manager 7 7 4/ MZ Ut v hLET,
o~

Syslog ) L—H—N\—D S TN a—TFTa 5

Syslog U L —H—E XA > TWDEE, 75 A& Syslog U L—F v 7 F xR — MZ
Syslog #2655 LC, vn—hLal 7 XL E—hal 7 X |TIRETEDHIIICTIHLENDD
£7, Syslog U L—H—EARA 727> TWDEEHE. 7731 A1d Syslog %1 X b Syslog
¥ T T Y A= MIHEETOILERDH D £,

Syslog U L—H—/ 3—{F, T /31 AA X2 | & Security Manager X2k v % —x 77
r—va CREOTEBEEE LTHRIELET. 7/ ARV b0y y PEZIEL, n—7L
a2l E—balby ik LET,

IPICKDT/NAREE

IP %4 LT (IPv4 7215 1Pv6 2 H L C) Security Manager T7 /XA A ZEFH T 5I21L, T
A AEHA VH—T = A AT P HFRDMLE T,

el ziE, WOV TAREEZSRLTITEIN,
I

interface Management1/1

management-only

nameif management

Security Manager DB EEOHE |



Security Manager D EEHZEEDOHE |

B cruxooruss Ky 180 7RIRY SR

security-level 100

ip address 10.197.87.95 255.255.255.0

ipv6 address 2016:: b2aa: 77ff: fe7c: a068/64
ipv6 enable

ZOHFETIE, TAAL ZAEHIPT RLAIZIPvA & IPV6 DT OB T FLARXHY 4, L
72 o> T, IPv4d £ IPv6 2NN L TCT A AZEHTEF 9,

S8 :

T 73A A D3 Security Manager D IPv6 BELT N L A %4 L CEBEL S LTV 5354, Security Manager
TN AMOBFEL, IPv4 7 FLATIERLS IPV6 7 RLADHR A L TIThRET,

7272 L. Event Syslog % —/3—[15| & {5 & Event Syslog /X% > F % IPv4 7 K L A 2D HE(FT
D728, ZOTF Y ATl Security Manager (35215 L 7= IPv4 Event Syslog /37 > MIxtsd
HFNA Ay BT TEERAL

[*Y—IJL (Tools) ]>[Security Manager & (Security Manager Administration) ] >[4 X2 b
&1 (Event Management) ] >[Syslog!) L—H—E X (Syslog Relay Service) | T. Syslog U
L—H—tRr0u—hNalb 7 Z2EFVE— b aLbZ X7 4 VET A ZAEBNT DL,
Security Manager |%, IPv6 HHET KL A TIE/e 731 ZAEHIPva 7 L AEHH L L9 & L
£75

72120, T ATIXIPVAEEA U H—T = A ANEESNTWERA, LN -> T, Security
Manager [FIIRO =T — %R R LET,

TNARDER-TNAZADIPvAT7 FLANR DMWY FHA (Device selection — | pv4 address
not found for device(s))

Yylya—3r:

[T/84 RAE 12— (DeviceView) ]>[R!) &>— (Policies) | >[4 42— x4 X (Interfaces) ]
WCBBEIL T, IPVAT RLRAEERLTT AN REBA VX —T o4 AEFELET,

[CPUROY YT R)I—=1FA4T7BTHRY IR

[CPUA® v kU > 77K 2~ (CPU Throttling Policy] # 4 7 1 7R~ 7 2A%&{#H LT, Syslog
U —%—2lbisd CPU AR ZHliElT 270 OREZIEEL T,

CPUAB y U T aA X =T M LT T, I RCPUREHZFEE ORERH] (Average Max CPU
Usage Time) ] 7 « —/L R CTEIREI N TW AHIFH D syslog U L —H%— B 2D CPU fE H 2
23 e RCPUFE A= (Maximum CPU Usage) | L X VME X U KE WS, [ IEHIRM (Stop
ForwardingFor) | CfiE S 7=f#iffl, CPU AT v bV > 7 [IR~DRE% H 1k (Stop Forwarding
To) | CHRESNZaL 7 XX L TEITSINET,

)

GE)

[SyslogV L —i#tit (Syslog Relay Statistics) 1 %A 7 r 27 AR >y 7 AZEH LT, Ary hLARY
VDO al s X T LI Ru vy T ENT syslog Ny N O AR TEX £ ([SyslogV
L —##7t (Syslog Relay Statistics) | # A 7227 HRy 7 A (48 X—V) &)

[l Security Manager D SR EENHE



I Security Manager &

B EBORE

FEHF—I 32 /R

[CPUROy kv RKYs—1 51475k 2 [

[*Y—JL (Tools) ] > [Cisco Security Manager ¥ (Security Manager Administration) ] % iR

L, a7 T —TNhE [ MEE (EventManagement) | % 3% L T,

[CPUA T v |

JVERTE (CPU Throttle Settings) %227 U v 27 LE 7,

T4—ILEY)TFLUAR

R17:[CPUROY b)Y VT RY—]FL4T7ATRY IR

B%

Bl

CPURT v MU VT %A
#hi29° % (Enable CPU
Throttling)

syslog ) L= —ERIZKTH2A0 Y M T A X —T VT
LZNEIDERELET, T 74V N T, syslog U L—H%—E
AT HCPUA Ty MU U TIET 4 =T M5 TWET,

B RCPUfE A = Syslog U L —H%— B 2AH DK CPU =%, 45 CPU R &
(Maximum CPU Usage) N~ty%~yabfﬁﬁbifo:hw\amxm/lj/&
DG S D L EVWETT,
B RCPUM ) DB |syslog U L—H—E RIZ X5 CPU ﬁﬂﬂﬁﬁiﬁ SN DI & 7 H
M (77) (Average Max CPU |[(\L CHEE L £9, A7 a »id, 157, . BXOIS T,
Usage Time (Minutes)) Z ONEEI, HRKCPUEHZROME & Hﬁxéﬂf\ ZAny hLE

FATTHMENRH LN E S pE S ET,

[R~DHREZ 1k (Stop
Forwarding To) ]

21y N BT TN D & EIT syslog DEREAEILT 5 =
VI A ERELET,

HRRE O H IEHART (Stop

Forwarding For)

LEVMHEICE L EE ATy ML EA R —T /WS D/ & 4
HMCHEELET, HEISN-HEMARE L% Y. CPUMHSR
DK CPUMEHRDO LEWMEEZBZ TWAIEE, Aay v o

BT A — LB OH

5l EfEA X —T7 L TT,
syslog U L—H—E 20321y MLE— REBRBEIIKT LE
EXIZELANVBNEEETOINEIDERELET, BT A—

VBT, T 74NV N TET 4 =TT,

BT A=A ZEET DL, B A —/VIEHA O SMTP ¥ —38
i@??i”%?lVX@ R DOBIICAE > T SMTP H— /% 5%
ETORENDY £,

HWHIE S A —/VID
(Notification Email IDs)

[#%NE+ A —/LID (Notification Email IDs) ] 7 4 —/L K2, %)
BT RV A& 1D EADLES, #5OT7 KL R jFar~TK
v £,

Security Manager DB EEOHE |


csm-user-guide-427_chapter1.pdf#nameddest=unique_90
csm-user-guide-427_chapter1.pdf#nameddest=unique_90

Security Manager D EEHZEEDOHE |

. [Syslog') L—#f&t (Syslog Relay Statistics) 1 %4 7045 Ry o X

LS

Bl

BT A—ILDEE

WA — VR G oMEERE LT,
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. Cisco.com 2> b HIBEFNLE T — X N— R % X1
La— RFANERS D FF. N—T g 49D,
Cisco Security Manager Tld, cisco.com 2257 v 7
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B EBORE

[IPA>T1) oV REKE (IP Intelligence Settings) ] R— .

LS

B

GeolPT — X X—RA7 —7 ¢ |[ZH (Browse) 1% 7 U » 7 L, Ciscocom/NPHHX 72— RL
777 FOEET (GeolP 7z MaxMind GeoLite City B#7/~ v 77— I8 L TR L £,
Database Artifact Location) Wiz, [7v7m—FK (Upload) 127V w27 LT, #RLEZT—

4~ — R % Cisco Security Manager (7 > 7' v — KL E7,

GE) MaxMind #1 F 72132 DD Y — 2 9 & B S L 7z
PLEFHOFEHIL, Cisco Security Manager ClEH
A—hEhTWERA,

GE)

GeolP Maxmind7 — # ~— A D HHEEE  (GeolP Maxmind Database Update Settings)

MaxMind GeoLite City 8 #1/3» -7 — 1%, Cisco.com T H FH S FE 7, [GeolP Maxmind
T A _R—=ZADEHFXE (GeolP Maxmind Database Update Settings) ] Z i H L T, HH/{v
7 — % Cisco.com b HEJIZ X 7o m— KL, A7 Va— LV ENTHEHEZRELET,

HERONLE T — F N— 2% BB 5I21%, Cisco.com ([ZEH T H7-H D1 7
A NERNLETT, [CCOKEDMmE (EditCCO Settings) |V > 7 Z#H LT,
17 A AAERPHE STV D [CCORE (CCO Settings) ] ~— VIR IZ B H)
TE T, [CCOKE (CCOSettings) 13—V DFEMNZ O T, [CCO%E (CCO
Settings) | X— (5 _—v) ML TIEIN,

By — 2 _R— 2 W a2 £ |[57 <HH (UpdateNow) 1% 27 U v 7 LT, CiscocomiZdH D

179 % (Runimmediate ST DOEH Ny r—T % H LT, Cisco Security Manager O ]
database update) BALET —F _N— AT L ET,

Security Manager DB EEOHE |



B e 7uo o xEE (P ntelligence Settings) 18—

Security Manager D EEHZEEDOHE |

E £ ER

AV a— )V ENT-HHO | WBEANLET — X _X— 2O HEE B &2 E AR A r Y2 — LT
£t (Enable scheduled | BN T 20T A0 ERELET, AT Ya— LI
update) EH AN L= D, [REOHE (Edit Settings) 1% 7 U v

LT, BHad# T+ 225 Ya—VamELET,

[/ (Weekly) |47 a v &M LT, HEIEH2ETT5
R EHRECEET, (A (Monthly) 147 2 v &AL
T, BHEEHZETT 5 AN EIECE ET, WPhoF 7 v s
VThH, EHOFATHAZEE TE £

PRI E T — Z _N— R, BAE 1 KIERI
MaxMind fHIC Lo THEFH SN ET, HLWEH N
r—UiE, %, MaxMind 3T LT BT 13E
1% 1Z Cisco.com CTAFFREIZ 2 D7, wH 15H
DBSICHFAr Va— VERETDHI LR LE
9, 7L, B &z T — & X— A7 Cisco.com
TR FTRRIC 72 HIREZNC T & 5 72133V I Cisco
Security Manager CHIH WREICT 25613, B %
K OBHBIZFEITTDEICA YV a— L TEET,

N— =349 DA%, Cisco Security Manager Cl,
cisco.com 16T v ST — hEX T a— KT 5]
2, Y Aa xR a—H— J 142K
(EULA) Z@iACRIET 2 Z EREHEMNIT T
WET,

Cisco Security Manager D LARTD/N— 3 Clk, 7
RTDAA—VDFE T a— R LT, Y RAa=x
VR a—H— 54t 28K (EULA) & K9 7
VT NIRETAOMNERHY E L, N—Ta Yy
423 TIE, A A—VEF T a— T 50N
EULA BXUKI D77 MIFRENETA,

EVk

GE)

TITFN DTy F T
#iPH (Default Blocking
Ranges)

FIT xR TGeolPvy 7T v ITBBHNENDIPT RLAD
FipHAE —BERRLET,

0.0.0.0, 255.255.255.255, 127.0.0.1, 10.0.0.0 ~ 10.255.255.255,
169.254.0.0 ~ 169.254.255.255, 172.16.0.0 ~ 172.31.255.255,
192.168.0.0 ~ 192.168.255.255, 224.0.0.0 ~ 239.255.255.255
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| Security Manager D EEXEIENHKTE

IPA 51 S RE%E (P Intelligence Settings) 1x— ]

LS

B

B EROT R ¥
J#iPH  (User-defined

GeolP /v 77 v THRN LN T HHERHHBMOIP T K
VAETZET RV AOfHEZRE LET, [ (Edit) | &

Blocking Ranges) %) KA &7 Y w7 LC[IPvA7 1 v 7 FBHT KL A DfRE
(Edit IPv4 Blocking Range Addresses) | # A 7 0 27K v 7 X%
&, AT HIPvAT RLRAETIET RLRADOHIFAZIEETE £
T BEOx NI ZEET L5 EIE. A~ [ TREID F
R
[Whois]

Whois/V v 7 7 v 7 —E R
DOFEZNE (Enable Whois
Lookup Service)

Whois /v 7 7w T —E XL HNT 20 ENT D0 % fR
EFLET, PALVT VP2 AY—LZ2FH L TIPvdT KL A
@ WHOIS [E#EZ I TE 5 L 172581, Zoh—Ev X
EAEMZLET,

SN 1 2 DHE L
(Enable External Proxy)

Whois U 7 = A MIxF L THNEE T v v O A ZH 80235 0
BT DNERELET, 7 — =D& EIL, [CCO
% E (CCO Settings) | —Y THRELET,

vk [CCORRE DR (Edit CCO Settings) |V v 7 & ff
ALT, 78X —R"—RERHKEINTND
[CCOR%TE (CCO Settings) ] ~—VIZiHGHIZBEN T
&7, [CCOKE (CCO Settings) ] ~2— Y DFfA
22OV T, [CCORRE (CCO Settings) ] ~—
(53 _—=) ZZMLTIEIN,

TN NDT R XS
P (Default Blocking
Ranges)

774V b TWhois/V v 7 7 TINHEINESNDHIP T RLAD
HiPHZ TR LE T

0.0.0.0, 255.255.255.255, 127.0.0.1, 10.0.0.0 ~ 10.255.255.255,
169.254.0.0 ~ 169.254.255.255, 172.16.0.0 ~ 172.31.255.255,
192.168.0.0 ~ 192.168.255.255, 224.0.0.0 ~ 239.255.255.255

I—HF—EROTH Y F
7%l (User-defined
Blocking Ranges)

Whois /L 7 7 TEERDNGERANT DN B LHBMO P 7 N
VRAERIET FLAOFAZEE LET, [fWE (Bdit) ]

E) RELZ27 ) v LT[IPvAT 1w 7T KL A DRE

(Edit IPv4 Blocking Range Addresses) | %A 7 17 Ry 7 A%
., AT HIPVAT RLAEIET RLADOHEMEEE CE £
T, EHEO U N ZRETLLAIE. o~ 1) TR £
R

Security Manager DB EEOHE |



. [4 X2 +E%NERE (Eventing Notification Settings) 1 R—

Security Manager D EEHZEEDOHE |

CE S & EA
MEHERMOET (View IPA LT Vx AREOHFH ZFRTH[IPA TV VA
Statistics) #iat (IP Intelligence Statistics) | %4 7 2 7Ry 7 A& &

9, [IPA 27 VY= A (IP Intelligence Statistics) ] %A 7
07 Ry 7 ZNCERSNDHERITRDO LB T,

cWES MBI OEE IS HHOIP A TV V2 A Ly
VAN N PRISSE

cFTRTDPA LT Y V2 AP —ER Y72 DY
WV 7Ty T

c BEAN 2> T DA DY —EZADFE LV 7T v
I ]

cBIEAN o TWAHA DY —E R Tkt LTI L O
KLV 72 T 7O
cHIEANZ I TWVNAH A2 DY —EADF ¥y v a2t v b

2

}4(

* GeolP HHT DT v 7'v— NAFH + B Ofh& HHREA], A
T—H A, BLOAN—=T g AER

[B%7 (Refresh) 1% 7 U w27 LT, [IPA 27U Y= Afkat
(IP Intelligence Statistics) | # A 7 2 7Ry 7 ADT — X & FHH
L¥ET,

[Save] R & >

EENEEZRFELETS

Vtewy b RHZ

AR ZHIEIGRFE LMY By PLET,

[Restore Defaults] 7~ & >

fii % Security Manager ™7 7 4 /L MZ VU &> F LET,

[41 X2 M@EXNEZTE (Eventing Notification Settings) ] N—

o

v

[f X h#FEIERE (Eventing Notification Settings) | ~~— & H LT, IPS A X MBI UE
H/2 ASA A XY FDOEF A —/VilMEZE LET, B A—/VilAE%ZET DR MM E %

ETEET,

ARV NI, zip 77 ANVERAND CSV 7 7 A VO TEESNET, 774/ F T
A A—VIBHIET 4 BE—T I o TWET, BT A—/VlHE AT D L, IPS A~
NOBEH OB NEINT2 D £F, EERA XY NOEBEFA—/VBAEZETHITIE, BEERA
XY MNHOBINREEZA X—TWMZTHLERH Y £7,

[l Security Manager D SR EENHE



I Security Manager &

=

B EBORE

\)

[4 N> ~@XNERE (Eventing Notification Settings) 1 R—2 .

(F)  Security Manager

£

WCE VBB EFICHEIND LD
JOF 740 7 RLAOZRETHH LTS X I

Evk

Security Manager Event Viewer 7 7°U 7 —3 a Y E 73X v v ah— REEHA LT, ¥XTDA

N M eRRBLUOERTL B TEET,

FET—2 3R

[*Y—JL (Tools) ]>[Security Manager &

I8 (Security Manager Administration) ] Z3®&R L, =

VT U T =TI G [ X MBI E (Eventing Notification Settings) | Z 3R L £ 77,

T4—ILEY)TFLUAR

R2AU:[M N> MERERTE (Eventing Notification Settings) ] X—

LS

Bl

AN NEA A=V DA )
{t (Enable Eventing Email
Notification)

BT AL D IPS A X OB EZ AT HHEAI0®
WLET,

BWZNERE  (Notification Interval)
(15 ~ 60 43)

Security Manager 28 IPS A X2 b £ 72 X EE/2 A X2 hDE
A— Vil L ET OB E A LET,

GE) Security Manager 3% & & AU 72 IR i) @ H L2 50000
EHA DA NS M EZE LIS E. wAI1D 50000
DA X FNORPRIRS L, B A —/VTERG
SNET,

B E (IPS)

W A—/VID (IPS A~ |k
) (Email IDs (for IPS
Events))

BIA—NT RLAEIOUEANLET (2r~REY) .

A R FEKEDER

Severity of Events)

(Select

IPS V7 =F ¥ IZLoTLAR—FENDHEREL~L ([F
(High) 1. [ (Medium) ]. [f& (Low) ]. FE72i¥ [1EH
(Informational) 1) , 7 74/ hTid, [ (High) ] & [
(Medium) ] DEKENRINS N TWET,

Security Manager DB EEOHE |

2, &\ A—/VEEH O SMTP — %
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. [4 RN> FEXIERE (Eventing Notification Settings) 1 R—

Security Manager D EEHZEEDOHE |

2R Bl

HEENDONE FHOEE EFEEI DO L B A BT A — VLV TEET D205
FELET, [FEM7Z2@% (Detailed Notifications) | Z3#4R L 7=
LA, BT A—VBHICEDLMNERD DIHFRO T 4 —L
REEIRLES, —HO7 04—/ RiX, T 74/ F TERE
nNTVET,

7 4 =)L R

A X~ ID (EventID)

WER T A N2 MIHID B THN D —EOEKEE 5,

EUN 3

T 7 AT 7 —/LETIL IPS O EKRE DE,

FRA R

A X FDOEET, BEITT N, AID TY,

Not Available & 55l & 41727 /31 A1X, Security Manager 1 >
AN MU MPBHIBRENTVET,

TV r—va s

AR NERESETWET ) r—a D4

Receive Time

A X k2 Security Manager (2 £ o T5215 S U7 e,

PR VAN

TNA AL AR SRR IR,

ot —0a—h LR
(Sensor Local Time)

ARV IR LTk U — OBLHIEEZ,

Sig ID

SigIDfilZ, 77— "NEEENRT 7T 4 €T 4 ZRET D7
DIFEHENET, ZOMEICEY, 7774 ET41ZHLMN
LOERSNTNDLY T =T v Zikh| T £,

H7 7 =F % ID (Sub Sig.
ID) ID

IOV T =F R IZE S ToNE—BORE AR LET,
YT =F ¥ IDIZE - T, LRV 7 =F % O X0 FER
N—= g Ui S £,

V7 =F x4 (Sig. Name) 4
]

AEMAFICEI D B ToNLA4HTZR L ET,

V7 =F ¥ iEMl (Sig. Detail)
A (Details)

VAR— SNy 7 =F v Oiffll, P H—Sh T, TI—
FOAEREGIEEZ LY 7 =F ¥ TT,

VI =F =T = (Sig
Version) /X—3 3

T bDOERIER SN T =F ¥ ERDNN—Ta o,

Attacker IP Wy M EEETHRA D IP T LA,
Attacker Port BOEE R A M Lo TR SN A R— R, ZHuL, B8 Sy

MDOREILDOHR—TT,

[l Security Manager D SR EENHE



I Security Manager &

B EBORE

[4 R F@&E%TE (Eventing Notification Settings) ] R— .

LS

Bl

WEH DO (Attacker
Locality)

WEEEDT FU AR, RABHAT /A ADFRE THE I NI
FEDR Y U —27 ORRNZAHET 270, SMUICHHET 20
Zaknl L £

W 1P (Victim IP)

BEINTWAHRARDIPT LA,

KE R DR —

URSNTVSBA b (B FORAFE) OF— b,
ZHUE, BTy OB RO R— R T,

W52 D OS

WERINTWBERA MDD OS,

TBESRE G2 D FITIE M

WEEHROT N AR, BABHT A ZOFRETHEESIN
T-REDFR Yy MU — 7 OWNANZIFIET Do, FMANZIFEIET D
MEFAILE9,

Y=<V —H 7> b~ (Summary
Count)

47“?)“*7’7% FCHY, FrER BT 5128 DT 7 —

ERLTEHOTT, BfElX. linitialAlert] JBMHAE & D—%
Kib\%%@%vv—7?—buw VT =F X BHFITS
nNrEEgERLET,

Y7 7 — b (Initial Alert)

ZDT7 4=V RiEY~ U =77 — MIEH S, FetEpsdm
TH512U D77 — 2R LAELDOTT, fHinitialAlertiX,
etk (sigid/subsigid) PNRICTH~ U —7 77— N Ti7eW g
# D evldsAlert DA <>k ID TY,

Summary Type Y~ =TT — DT XTOT 77— MIILBETHRFEE T
LEd,

#xt% (Is Final) P~ —T7 77— MIEH I, FERIET 5128 EoT
F—hrEELEZLOTT, ZOT7 77— A, initialAlert B

WZRICEZ ZLHEDA X N T 7= R ThDHNE I &R
L/iﬁ‘O

AE—T AR IPS A % —7 = A AD4 T,

VLAN 73~F%%Jﬁ L7=T 2T 4 EF 412k 587 b
BRI 7z VLAN &5,

{RAEE o — A R MC BT B AU (AR o — D 4

[SEhi 7 27 2 a3 > (Action
Taken) ]

Ja—

i
o

WXL TCEITESNDT 7 ar, exiE, KTRE

7 7 — FFEMN (Alert Details)

77— MBI DR,

Risk Rating

/])"\‘\:/ ]\ Eg {‘J‘ T%Z‘/WIL) Xy%_)ﬁ}‘% Lf:’fﬁo

Threat Rating

AR VOB L —T 47 (bASRE) .

Security Manager DB EEOHE |



Security Manager D EEHZEEDOHE |
. [IPS Updates] X— <

E%x sRBA
LT — g -10.0 ~ 4100 TRENDAHBEFEDO LV 2T —arAa7r,

ZaT7BPEVD (ADOERRE W) 1T, AR NPRESZOH S
RARNTHDAREMENEL 72D £,

LEaT—3 g O W OIS (Deny Attacker) : U A7 L—T7 ¢ 7 & H
(Reputation Details) L7efbd, WA — =4 REBX 2010, WEHES

T varPNEAE L (FRERETDLZ LIRS TNE)
DONE I ) EIRT true F 7213 false,

Protocol Level-3 7’12 kL ¥ 7-1% Level-4 712 b=zl

HHAFEE  (Notification Settings) (EE/2A X2 kD)

H%h BHERA R MIOWTETF A —/VBHEZIEET D0 E 90,
ZOFTvarEERLEGAE. 1 QDU EOEFA—LT

- _ .
1 A —/LID (Email IDs) FL2bAS LIS (B KY) .

[Save] R & ERNEEZRTFLET,
Uty b RE EREALRNHEA L7z fEic &y S LET,
[Restore Defaults] 7~ % > % Security Manager ®7 7 4 /L MZ Ut > hLET,

[IPS Updates] X— <
A\

GE)  /N—=3 7 4.17 IR, Cisco Security Manager | 35| &t & IPS OFEREZ VAR — N L 923, JLiE
MRl AR — L TWERA,

[IPS Updates] ~— Y ZFEH LT, v 7 =F v, v~ T ==V a3 VFH, BLOI—E X
Ny ZIZE LT, B —ZEGORBICRFFT 2720 0FH Y 27 2 FTLET, [IPS
Updates] X—VZEH LT, RO EEFEITTEET,

cHRAT =S AE=ST D,

c RS TTREARER AR L, ThbaXvrn—RNT5%,
« IPS BT — & iET D,

« AV EF OB EE 2B ET Do

\)

(GE)  Security Manager /N—37 3 > 4.9 LI, IPS DIFT OB —B IO TR F v R r—T DO H
HNCCOMBEATYyu—RTEET, H Iy =i CCONLX Y rn—RRTEEEA,

[l Security Manager D SR EENHE



| Security Manager D &EEHF EDHTE
[IPS Updates] X—> .

ek

« IPS B & FEy Tl A4 512X, [V —/v (Tools) ]>[IPSHH D& (Apply IPS Update) ]
ZBINL 9, §EMcOWTIL, IPS o FEEHZ SR L T &,

BRIV T = F vy OEF AT MBI o 2 I LSRR, T AT [V %
F ¥ (Signatures) ] R Y > —ZER L, [EH L ~LDER (View Update Level) ] R %
7 U7 L Tho[Revert] 7V v 7352 LT, HAIOEF LR T I ERTE
i‘j‘o

N— 3 2 4.4 LI, Security Manager (ZIXREE(GHUE BEEREN H 0 97, Z OFBEIT.
Cisco.com REIIEH DB FIZRL D £F, T OO OV T, fEVEFEREHEZS
LTSES,
FESF—a v "R
[>”—/v (Tools) ]>[Cisco Security Manager& 2 (Security Manager Administration) ] % 3 L |
AT YT =T A6 [IPSOFEHT (IPS Updates) | 18I L £7,
FAEIEE

« IPS HUB— ORI

«IPS B DR L XV — |

« IPS g o> H @ik

* Cisco IOSIPS D> 7' =F % 7 AV DIFEH

Security Manager DB EEOHE |
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. [IPS Updates] R—

Z4—ILEY)TFL

% 25: [IPS Updates] R—

Security Manager D EEHZEEDOHE |

S

EE S R BA

[Update Status] | JRDIEE 2 KR LET, [EH (Refresh) 147U v 27 LT, EREEH LT
IN—7 <7EEW,

[Refresh] 785 > |« [Latest Available] : Cisco.com £ 7= [ZHZICE LT AR LI~ L XD —h

JVHTTP — N CHUSRIBER IR BT DL 7V =T v B L O v — D FH,

« [Latest Downloaded] : Security Manager |24 7 > 10— R I fvlz, D>
T =F ¥ BLOE Y —DHH,

« [Latest Applied] : Security Manager T7 /NA A IZHH S vz, o> 7
=FryBLOR U —DEH,

* [Latest Deployed] : Security Manager C7 /3o A ZJEB S vz, FHro v
T=F ¥ BLOE U —DEH,

+ [Last Check On] : Cisco.com DS % Fc 41 5247 L 7= 5,

« [Last Download On] : fx# ™ % #1723 Security Manager (24 7 > 11— R &
7o IR§H,

« [Last Deployed On] : W\ DT /31 ATt O EH AN S 7-F
Mo

[l Security Manager D SR EENHE



I Security Manager 0 &

B EBORE

[IPS Updates] X—> .

Updates] N 4 >

[Download Latest
Updates] " % >

CE S A
[Check for INDDREZ AL ST, BEHBER S DD, F 71X Security Manager H—

NIZEREF T a— RFENTWRNY 7 =F v BLOE U —HHARIPS B
BP—"InbF e — RENET, EHOMREEITF V2 v— ROH]
W2, IPSHH Y —N"—2RETHLENHY £F ((——DOFH (Update
Server) | 7 /V—7"TC [REDMmE (Bdit Settings) 1227V v 7 LET) |

INOLDRZ L DNTNEI VI 3TDE, FATRT Ry 7 ANRME,
BEORERENFRENE T, =—F ) [Download] R %7 U v 735 &,
Security Manager (X IPS B —Nlcm 74 » L CHEBF 2R L, EHae ¥
vru—RKLET, Ciscocom NHDOHX 7 a— NIRRT 2%61%, A
LTWABT AUy Tk S{bY 7 hU =T 2 X 70 m— RT&EHT L%
R LT 72 &V, BRI DWW TIE,  [Edit Update Server Settings] 4 1 7 1
TRy 7 A (73 2—=) @ [User Name] DitBHZ S L T 72 &0,

Evk P N—HEL, WICEFEZMHRLELY) &Lz xiz, ¥—
N—=ZRELTWARWEBBMENZHET., 20—V %
TIZHD[RTE (Save) (227 U v 7 LT, FafTLTLZ&E,

GE) N—3 =3 4.9 LI, Cisco Security Manager Tl cisco.com 7>
b v I T EX U ra— RTLENI, Y Aa = R a—
Y= T A 28K (BULA) ZHACTRET D 2 & BNEHN
FHNTWET,

Cisco Security Manager D LARTD/3— 5 Cld, TXTDA A—
COXyra—RIX LT, vAaZYy Ra—HF—F 1R
K (EULA) & K9 Vv 7 NMIRIETDOZHERH Y £ LT,
N—=Ua 423 UBETIE, A A—VE Xy ra— T 570N
EULA BX O K9 D7 a7 MIFRENEEA,

[Update Server]
TN—7

Cisco.com, F72ILIPS BH /N 7 —UBEMI N TWND B =)L H—r3~
OT 7 EAMERTIHHRELZRRLET, ZNHDT ¢ —/L RiZIE, Update
B —/373 Cisco.com & B — 1 JVZERE S 472 HTTP — "D W TH 5
2. m—h N = REE AT 58I e — a0 = "OL4HE b NITe
TA LT DD —F T AT N, BRI rX T =4 (HD
BE) BWREnEd, IPSEHV— AN—ZRELIIEETHITE, [RED
fate (BditSettings) %7 U > 7 LT[ ——REDHEHOME (EditUpdate
Server Settings) |4 A 7 12 7R v 7 A% B & £ ([Edit Update Server Settings]
AT TRy A (13=) 2BR) .

FEZOWTIE, IPS HH— "OREEZZML TIZE W,

N—30 3 44 L%, Security Manager |Z 1 XFEIA EEHEEHEREN H VD 7,
Z ORHEIL, Cisco.com Al ED IS FIZHR N DL E T, T OEEEDFEMIC
DONTE, GEEEFEEHAZSR L TEI,

Security Manager DB EEOHE |
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. [IPS Updates] R—

Security Manager D EEHZEEDOHE |

LS

Bl

VI=F T 4
IVERRTE T —
—

IPSV X F X7 v 77— bEBRIICH U n— FTEET, [REDHmWE
(EditSettings) 1227 Vv 7 LT, [V FTFxFura—R7 ()LERED
fmte (Edit Signature Download Filter Settings) | %A 7 17 KRy 7 A% & &
T ([ RxTFx Xoyru— R 7 0 VAR EOHE (EditSignature Download
Filter Settings) | %A 7R 7Ry 7 A (17X—=) #5H) .

[Auto Update
Settings] 7 /L—
-

HE R E A OREN T ENTWET, FEMIZ OV TR, IPS B o H#)
kR LT ZEN,

Auto Update
Mode

HEIEFZ2ETTH0E I, BEOEOREFITII2nERELET, &
DOF T arndH ET,

* Download, Apply, and Deploy Updates
* Disable Auto Update

» BT OMERR (Check for Updates)

* Download Updates

* Download and Apply Updates

F7 4TI, BEIESIIT 4 E—7 Mo TWET, o4~
ait. WOF T a ik 1 DU FRLEDEELD LR 1,

* [Check for Updates] : Security Manager /%, IPS 55— N 285kt L CHE
MEBGTE L0 E D R L, B A —/VIBHRHEE I TWDHY
Bl EFANEERELET, 77/ MIF VR —FENEREA,

« [Download Updates] : Security Manager |8 O ¥ 81 % IPS B HH— 30>
b a—RL, B A VEHPEEINTWAEAIE, EFA—
NaEELET,

* [Apply Updates] : Security Manager (£, % 7> 0 — RS HH/ v r—
VIS WT, [Apply Update To] U A R TEIR SN TNDHT/NA ZADR
EHZEHE LET, [Deploy Updates] iR L TWAHHEERE, ZiLbH
O FEFIIMEBN R T 20BN H Y £,

* [Deploy Updates] : Security Manager (%, BB 2 72 B4 L C. @Al
BEZR /N 77— % [Apply Update To] U A b TEIREN TN LT A
A RZEELET, T AL, V7 =F v EHORDINIERT A&
VAZEAF LTV DORERDH Y ET,

[l Security Manager D SR EENHE
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| Security Manager D& EHE

BDHRE

[IPS Updates] R—> .

LS

Bl

A 2 —)L D
ROBT
[Edit Update

Schedule] 7R #
Vg

[Auto Update Mode] 7 4 —/V RCBIRENT=2T 72 a VDAV a—)b, T
DAY a—NVEERETHITIE, [EHAT Y 2—LoOfFE#E (Edit Update
Schedule) %27 U > 7 L, [IPSEH AT Y a2 —/LOfatE (Edit IPS Updates
Schedule) | ¥ A TR 7 Ry I ATAr TV a— /L& EFRLET, Security
Manager 23 EREH, HH, B, F72I3EH DR T Y 2 — TSV THERT
EFITTHIEEBELLY, 1ENEVDA R MNEEELLY TEF
I, BHAAEEM 2 AT B 85810%, 24 BRI O hnomm N2 LT 728
AN

GE) Security Manager —/S—DEEZI )3 & 10 45 LLNIC EH 0T oL D
ATV a—n 5L, ROEH (Next Update) ] 7 1 —
A RIZHRORMABERSN, TS TY a 79%ETER
FI, T RHUOETERIET 272 DIERE S o2
T,

Evh ABY T a— REBESMC A, 2= LT, T3 AR
B EOMOZ—FHIEL S LA VWE I TAI LA R LE
R

Evk WE O —FHIEIZIT, BHET AV NS OT T b &
T2 L aBEIOLET,

Notify Email

HENVEH O@ANEEESNDIEFA—N T KL AR, BEOT RLAZAT
TAHESIX, FLOOT RLRAZho~TREYY £94, @i, FHnko
R 72D EBEESNET,

XU m— RPARRIZAR 5T,

XU rm—RIhi,

X yru—REh, wHIhT,
Hyrm—Rah, BWHIh, BEINE,

Security Manager DB EEOHE |



. [IPS Updates] R—

Security Manager D EEHZEEDOHE |

2R BTl
Apply Update To | = »& L 7 #1Z1%, Security Manager CEF SNz —H /L ¥ 7 =F v K

5 A7 (Type)

[Edit Row] 7~ %
Ve

Devices to be
Auto Updated

V—BIUOHEEY S =F ¥ R —FFOIPST AL ANREGENTVET,
YL I EZDONTAE, v—DNVTAL AR —F 3 AR =8,
WOFFHZA T L GEREINTWENE I NERLET,

* [Signature] : ¥ 7 =F ¥ BH L~LOHENEFOLGE,

* [Minor] : ¥4 7 —R B IO —E R v 7 DA,
«[SP]: =B R Ny T HEFHOLA,

HHRY >—DGE, —H BT L—FRIZR>TNDTF =y IRy 7 AL,
ZORY —EHHTHT AL ZAOEE TR —HREREINTWD Z &
ZoRLET, BEFEHA X bz, HERY —IzEv Y TonTnds
NAAEEFTLHE, TOHERY) =37 L—FoREN, HWEID Y THE
TRZOR=VIIZERRINET, BEFE2FTLchH LI, Z0HV Y TY R
MIHEERY —DF S 2B YT LRSI ET, ROBBEHFNET
SNDENC, ZOT XA A VA NETaT 7T 4 7ICEFHT DI, R
R UCIRE LET (BB ELRINRLET) . TN T, 7231
AEYYBCTY A RMPRFTIESNET,

G¥) T2, WHERY =G T 7 44 FOREE Y — (vs0)
B Y TCoHONZEERY o —DR LN TE 4, BIOMKAR
LU —OFERY —FTIRNL LD E LT, AHITHAS
NP, =TT —RA o =T A,

[Type] 7 4 —/V R&EMHHL T, e—h LV KU o—LHHERY > —DFKRE
U0 EBEAET, 2L ELTH, HEEHORRAFILESINLEE A,

HENEFHOr — ALV E3HARY o— %8 IRT 210, 2oL s ¥ T
BRL, EL7 2O TFICHL ATOMRE (EditRow) |RF 27V v LE
T, ZAUT LV [Edit Auto Update Settings] & 1 7 2 7 7R v 7 AN E 7,
ZOEATR TRy 7 AT, R v—DFFHA TERIRTEET, WTiL
MOHEEHRZ A T2R) —ITRIRT DL, BELZTLT /M AN, &
LI ZDOFIZHD (BB DT 734 X (Devices to be Auto Updated) ]
UAM—RFRESNET,

[Save] R &

EHENEREZREFELET,

Uty bRy | EEAHIEGRGFLEIZ) Y FLET,
Ve
[Restore fE% Security Manager ®7 7 4 /L MZ U+ > hLET,

Defaults] 7~ 4 >

[l Security Manager D SR EENHE



| Security Manager D &EEHF EDHTE
[Edit Update Server Settings] ¥ 1 7 A5 Ry o X .

[Edit Update Server Settings] ¥4 7H45 Ry o X

[Edit Update Server Settings] %1 7 12 7R v 7 ZA &M H LT, IPS EH OB H T 5P —
ZRELET, HEIZIG U T, Update h—"EBET 72007 m Xy h—N"EHETEE

7

FTo, EAEOERERICIE (B — N —3EDOME (Edit Update Server Settings) ] %A 7

0 7Ry 7 A &FEH Liﬁ’ (Security Manager |£, HTTPS #%H T Cisco.com 7> 5 IPS /3w /77—

VEF Yy u—RNL, BEAMN T HT-OICFEHELZHEH L EY) . [Image Manager] X— D
AIEPHEAS A FEAEAEI T, Security Manager 4.4 O Hii%HE T, _@Hé X, IPS R r—YDH

7 1 — RIZ[A)) 72 Cisco.com REFAE D 2 FET 5 DKL H £9,

« ZORREZMH L CREHEZ2 RN T 97, fEHEZZ T ANDL M E I MEREICHRF L T
STEEW,

«GEAEEZZIFAND & GEHEIT Security Manager T — N —(ZRTE SNV E T,

* [Image Manager] X — ¥ O E T — 7 T X TOFEHENRR RSN, 20T —7 NV EEH
L CRlEE A RN ETLITHIBRCTE £77,

Je

Evr TFTOTFT—710O GEHEOEFS (Retrieve Certificate) | Z &9 fEsd L T 7230,

FEF—L3 iR

[*—/v (Tools) ]>[Security Manager ®&H (Security Manager Administration) ]>[IPS D7

77— I (IPS Updates) ] Z#IR L, [P — 3— (Update Server) | 2 /L—7"C [GXE Difte
(Edit Settings) 1 %7 U > 7 LET,

Z4—=ILKEYIT7LUR

%= 26 : [Edit Update Server Settings] %4 7 Q47 Ry 7 X

L B2l
Update From IPS ®#7% Cisco.com 7> b HfF4 57>, @ —A /L HTTP/HTTPS #—/3

INOWRETLINERELET, XA TRy 7 ADT7 4 —)v Rk
EIRINCTEDY £,

O— A VEER L7ZSAIE, IPS Bl — "t L THEHAT AL
HTTP £ 7-1% HTTPS %~/\%E&ﬁ§@“éz\%75>&> nE9,

FE [®#c :  (Update From:) ] D7 7 4V MEIX [m—A v
H—,3— (Local Server) ] T¥, iEHEDREEZF T D
IZI&, [Cisco.com] Z BT DM H Y 7, FEHEDKR
TENARNEY) F 721 IATE 27256, Cisco.com ~DHERE
F o, Zox U T TO Cisco.com BHED 3 TOHIEN
KL ET,

Security Manager DB EEOHE |



. [Edit Update Server Settings] ¥4 7 R /Ry o R

Security Manager D EEHZEEDOHE |

2% 5 EA
IP Address/ Host Name | &z — /L IPS B #1 Web — SDAR A M £/ IP 7 R LA,

(2—H ) P—_D
)

Web H—/3 78— |
(Web Server Port)
(2 —H ) P—230D

)

o —h LY — RN PEGERE Y A= ST AR— RS, T4V R
1% 80 T,

S

IPSEH—NZu s o Tha—V4, 2—V o/ BN RE o —
N —NEBRETIHHAE. ZOT7 44—V REZEHOEFFICLTE
xF7,

Cisco.com = —H 4 ZH5ET %A, Cisco.com LD —H T H o |
I, b5 by 7 by =T B X — RTEXL0ERH Y 7,
TH T NPIBERMERE RS T D E D ARG AIX, 0T
BBy k& L Cisco.com|z bt 74 v L. IPSEET 7 A L% 2
va—RLTAHET
(http://www.cisco.com/cgi-bin/tablebuild.pl/ips5-system) , 7 7 > k23
BYRMERZ R > TORWEEIE, LERFMEEZHATHET 2L
WCER SN ET, WREFRZRZ LT DEEIE. o0&t E%
FANDZERTEET, £ TROEAIE, YA aOEEMYFIC
BEWHEDOELTZI 0,

INAT— K

#e#d  (Confirm)

WHEDT7 4 —/V RIZATTEND, fBELIa2—HFLD/AT— K, /X
AU — RPARERa— )P —RERETIHEE., LD 7 —
IWREZEAOFEFICLTEBEET,

Path to Update Files

(g —Hh)v P —3D
)

BN =R EDIPS BT 7 A VDGFT~D/RA, 2L ziE, &
17 7 A JUIZ http://local-server-ip:port/update_files path/ T7 7 & A TX
5854, update files path 2 2 D7 4 —/L RIZAD LET,

Connect Using HTTPS

(g —H L HP—1D
)

7 — )V IPS B — 28 T 25412,
FHRELET,

SSL Zfi 920 E 9 M

Certificate Thumbprint

2 — B )Y — R EOFEAENGIEAEY LTV VU IRFE I NS &
2. ZOHRHEYLTY v M EFRRLET,

Retrieve From Server

A TRy 7 ATHRESNIEr—FL — 2 L, FTED
2 — 7 )L — ) BEEE A RS L, [Certificate Thumbprint] 7 ¢ — /L
NIZFRSNDFEHES LT Y U N2 ET L 0IEH L ET,

[l Security Manager D SR EENHE
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| Security Manager D& EHE

BDHRE

[Edit Update Server Settings] ¥ 1 7 A5 Ry o X .

LS

Bl

[HE#& S URL (Contact
URL) ]

cHIRT DL, [M A—VAXT—HZu/r—4% (Image Meta-data
Locator) ] 2MEHSNET, ZiUI, A A—VICHETLHIAZT—
ZAEROBIHSEH X5 Cisco.com O URL T9, A X T —X I
WX, HEOWMIHEY T 54 A=, AR, VAR, Fzv7
o, BIOKEA A—TEF U ra— KT 5 URL TS E
7

BINT D L [ZDOML (Other) 1 2MEHESNE T, EEOHALR
HTTPSURL # A/J C&x %4, Z@®OURLIZ., FEIT. 4 A=
THIRAST—ZERNPOLRE LA A=V EXyrn— KT 57
WO HTTPSURL Z %% & LTWE4, ZOURL . BIOEET
A LIEA A= AT =2/ —2DOURL L3RR D550 H
DET, EHELERLIGERH Y £7,

EE [ZDfth (Other) ] &R L7=HA X, BIRIC
"https:/dl.cisco.com”" Z BT 2 LERH Y £ (SIHFIT
RE) , [ZOfth (Other) [RY¥ L DBEOT FA N7 4 —)b
RIZABDLET, ZhEBEMLARWVE, Cisco.com ([ZHEkE
TE77< Y, ZOx= Y 7 TD Cisco.com BHHEDTTD
BRAES I £,

[RIERA # oD Bt
(Retrieve
Certificate) ]

HR L 72 [E#E JEURL (Contact URL) ] IZ#EkE L CREE 2 BG4 5 72
OIS NE T, GEAELISET 5 &, REEORKEE (Certificate
Verification) | %4 7 1 703 & 7, iEHEOMHERBME, 2F 0,
AEREDORITIR, BITE. EHEORIMRNAERENET, 56
2. ROBRERERSNET,

s [REBIZEDZFRR (View Certificate) ] : aFlEE =2 —7 ZBW T, FE
HEOTXTOFM GRFER., X—Yar, YU TAES, A
7Y b, EOMOFER) ERARTEES, L— MEITRGERE
TORERHES = — U IERNFRENE T,

o [7%G8 (Accept) ] : FEBFE A 7GR L T, Cisco Security Manager (Z
BINLET,

« ({575 (Reject) |: AiEAEZESRLET, 77y ari3FErans
e

«[F¥ B (Cancel) ]: 77 v a & FTETIC [REFEDOKIE
(Certificate Verification) 1 %4 70 7 AT E T,

IR

Security Manager { A F—/VOEFEAEIZOWT, [IFHRAVT TV
(Subject) 1. [FEFT# (Issued By) ]. B L [/&78# (Accepted By) ]

EFRRT DT —T I,

Security Manager DB EEOHE |



Security Manager D EEHZEEDOHE |
. [Edit Auto Update Settings] ¥4 7 AR5 7Ry o X

CE S EA

For (View) [REAAZE (Certificate) 17— 7/ C@RIN L ZAEAZEOEAE L = —7 %
Ffﬁ % i ‘é—o

HIB® (Remove) [FEBHE (Certificate) | 7 — 7 /L @R L7-iEHEZHIR L £,

Proxy Server Group

Enable Proxy Server | 7'z %3 #— 378, Cisco.com F 72132 — /L — T T 5729
WCHETHLINE I D ERELET,

IP Address/ Host Name | 7’1z %3 H— "DHR A ML EZITIP T F LA,

AR 72 # A ¥ = A 5 NTLAN Manager (NTLM) V1 % 72/ZNTLM V2
MREEEHAT 2 L H1c, Xy = R"EFRETETET, NTLM V2
N, kbEFaTRAF—LTT,

ek (Port) | | FRd o — PEEEERE ) v AT B K~ FER, F7 4 M

80 T,

=P =% Tuxy p—NiinsAr$oa—Y4, Tuxks p—n"Ta—+%
0y UBBERWGEAIEL, ZOT7 40—V REEHOFTFICZLTEE
EJc a8

INAT— K MED7 44—/ RIZAHEShD, #BELTa—FHDRRAT— R, 7

O% P —NTRAT— RRLTERNEASIE. 2507 4 —L K%

3 fi
#3 (Confirm) D EEICLTEE £,

[Edit Auto Update Settings] ¥4 7O 45 Ry o X

[Edit Auto Update Settings] % 1 7 1 778 v 7 A %] LT, [IPS Updates] ~~— 3 ® [Apply Update
To] 7T—7 NVCTEIRLIZT AL AEFFRY O —0OHHFEHA TV a v 2R ELET, HHFE
BOBECHOWNTIE, IPS BHO AEEZ S L TIZE 0,

FEF—a v iRR

[IPS Updates] ~<—3” ([IPS Updates] ~~—3 (66 ~~—°) ZZ M) @ [Apply Update To] 7—7
LT, FAA AEFEAEY — B IR L. [Edit Row] B¥ 252 U v 7 LET,

[l Security Manager D SR EENHE
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| Security Manager D &EEHF EDHTE
[V xF¥ AooO0—K T4 LR ZREDmE (Edit Signature Download Filter Settings) 154 7O Ry o X .

T4—ILEY)ITFLUAR

% 27: [Edit Auto Update Settings] ¥4 7 057Ky 9 X

R BLL]
EEUEE BIRUL 2T AN, ZFFEARY o—IZ@H$ 5, B —

WHOIA T, ~A T —HF &Y —E Ry 7 O )5 % 55
L7eh, =R Ry 72z LY CEET, £
X, [None] Z#IR L T, oV —DFEHNHEMIZHEH S
RNEHIZTEET,

(IPS T —BLOHELAER D
—120F)

Auto Update Signature Update | {832/ =5 SEHHCT /3 A ETIBR Y o —ZIEIRS 50
Level EomERELET,

[T Fw A ooB—FI74ILAREDWHE (EditSignatureDownload
Filter Settings) 14 7Ry I R

[ 7 xFx Xyra— K 7 4 VHEEOHE (Edit Signature Download Filter Settings) ] A
Tur Ry 7 AT, IPS V7R F ¥ OEF BRI F v rn— FTEEd, Zhud, FE
Fyru—REHBF Y a— ROWGIZEHASNET,

)

GCE) 74O, PSP — Ry =V FRFIPS oV Uy r—UIidEA S E R A,
PSS TR F ¥ RN —ORCHEA SN E T, Cisco.com E7/2ika—H ¥ — — Effi HAf
BERTRTOR Y =Ry r—U0N, v r=F Xy rao—RKo—ELLTHFyran—RKEh
7,

BIRA T o — ROFEIE, RERLOETEX 7 ran— RT& 5720, ¥ vy o— R
WEMES I, T A AT A P L=V AN=ZPHIR S, P T TNV a—T 0 TR L E R
5 LTY,
[ 73T ¥ Fyru—R 70 VEEEOHRE (Edit Signature Download Filter Settings) ] 4 A
TRIRy 7 ATIE, WD 4ZATDL T3 F v Xy rn— Rt £,

s [7 47 L (Nofilter) ]

*[[E4., E3, B2, F/IFEIZHTIN THELZ L VU NRN—Va DT RTCOY T X F ¥ & X
7 > u— R (Download all signatures for engine versions starting with [choose E4, E3, E2, or

E1]) ]
c[[1000 72 EDL T X F 4 N"—=2a B AN THEDLT R TOYITRF ¥y "=V a & H

7 > 1 — R (Download all signature versions starting with [enter a signature version such as
1000]) 1]

DU TR T NN—=Ta VEF[1000 R EDOV IR Ty B EEAN EX e — R
(Download a single signature version number [enter a signature number such as 1000]) ]

Security Manager DB EEOHE |



Security Manager D EEX EIENHRTE |
. [VO%F¥ Boo0—F 74 )LRREDHMRE (Edit Signature Download Filter Settings) ] %4 7045 Ry 4o R

FIFN DY T FYRETIE, BAUBOT Do R— 5 v DU T2 F v RNT_RTH T
vu—RERET,

Je

EXk  ZOF 7 44 MEIX, Security Manager 4.3 OF A A M — /L THLRION—2 3 B O
Ty — RRTHLRELTT,

FESF—Y a3 nRR
[ —/v (Tools) ]>[Security Manager ®&EE (Security Manager Administration) | Zi&R L, H

TIPS OEH (IPS Updates) | Z#BHR L £, D%, [V X T ¥ 7 4 L HF&E (Signature
Filter Settings) ] 7 /L — 7 @ [REDOFwE (Edit Settings) %27 U v 7 LET,

REEIE B
« IPS FEHH— DR E
« IPS HET O L X7 rm— R
« IPS 8T HEifL

T4—ILFUIT7LUR

R2B:[TXF¥ FooA—FK T4 ILAREDWRE (Edit Signature Download Filter Settings) ]34 7RI Ry o X

2% &5 BA

[7 4 BB AT (Filter Type) |:[7 4/VZ 72 L |[fEHTATRE/RT X T O 2 H DM ATEE

(No filter) ] RERTOVIFF ¥y’ vrn—REh
E3 AN

[7 45 % A7 (Filter Type) |: [ThhED=> |@RLz=> Y (B4, E3, E2, £/iT
CUNR=VarDTRCOYITFF v E# X T |El) AOEREERTRCTOT 7 2F v
— K (Download all signatures for engine versions | # 7 > 2 — KX E 7,

starting with) ]

[7 4% 5 A7 (Filter Type) ]: [CTlaE DT | AJJL72ID Thak 2 ATREZR 3~ XTD
TOV TR Ty N " —VarrxyZyrua—NK VIRTF N A e — RENET,

(Download all signature versions starting with) ]

[7 45 %A (Filter Type) |: [H—D 7% |AJLIZID & FOM—D LV XF ¥ N4
FaX—=T g B FEF U a—FK (Download |Vormr— RNEnuEd,

single signature version number) ]
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| Security Manager D &EEHF EDHTE
nsezzse ISE Settings) 1x—2 ]

[ISEEZTE (ISE Settings) 1 R—

[ISE&%E (ISE Settings) |-~~— T % LT, Cisco Security Manager & TrustSec 7 7 A 7 4 —
LR Y 2 —"TiH9 % Cisco Identity Services Engine (ISE) [ Di#fE &% E L £,

)

(GF)  Cisco Security Manager (X, X = U7 4 V)L —T D4 & ¥ 72 BfG L CTHRIRET 5729012,
ODISET FTAT A/ P—"—=LDBEDOHYR—FLET,

PCI [ZHELS 5 72912, Cisco Security Manager 4.15 3 X 1V 4.16 TiX, TLS 1.0 & TLS 1.1 3%
NENEZHZ/2 D £ LTz, L7zh-> T, 4.16 LI TIL, Cisco Security Manager /% TLS 1.2 73—
VarDHrEEHLTHE L,

72720, ISE13 Y% —"R"—=BLOZFDO i X—T 3 VI TLS 122 R —FLTWWERHA, T
X, U U —24.15 LI D Cisco Security Manager CTOD L ' — ISE & EICHEL I, DI}k
HHAMEIZ LY | ISE $—,3—& Cisco Security Manager OfE & 23517 HAVE T,

Cisco Security Manager 4.15, 4.16, F£72134.17 /X— 2 » TISE —— (N—T 3 1.3 L
A ZfFH LT, ISE 1.3 LLRi[D/3— 5 % Cisco Security Manager & IE 5 (ZHE A3 2 M BN
HHEAEE. VY —A4.17 H® [Cisco Security Manager User Guidel] ZZ [ L CT< 72& W,
FTES—2ar R
[*V—JL (Tools) ]>[Security Manager ¥ (Security Manager Administration) ] Zi&R L, =
YT VT =T G [ISERRGE (ISE Settings) ] 1R L £,
BEIEE

s Trustsec 7 7 A 7 U A —/LR U o —DEH

X2 VT4 TN—T FT V=l FOERL

c Y L—TOEF 2 U F 4 J— T DEIR

T4—ILFUIT7LUR

5 29: [Identity Settings] XR—

BEX ZnEA

ISE #%BED A %0t (Enable ISE ISE & DEEA F—T T DN EIMERELE

feature) 7,

Z—F—4 Security Manager 23, ISE v 27 A 9% & ZTfEHT
D a—H4,

NRAT— R =P =L D/IRAT— K,

Security Manager DB EEOHE |
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Security Manager D EEX EIENHRTE |
. Licensing X—

LS ABA

ISEth—/3— (IP7 RV A/ZRA %) |ISED DNS KA ML EZIZIP T RLA
(ISE Server (IP Address/Hostname))

ISE/N—<" = > (ISE Version) /N—3 3 > 4,18 LUKk, Cisco Security Manager |3 ISE 73—
Va 23 OMEDOHREYR—FLET,

Belgi DT A R [#%#t0D7 A & (Test Connectivity) | %2 U v 27 LT,
AJ] LT25% & T Security Manager 2% ISE LB T& 5 Z
LR LET,

[Save] R & > EENFERGFLET,

Vkey bR ERAZLRNCEA L7ECY ey hLET,

[Restore Defaults] 7~ 4 > fifi % Security Manager 5 7 # /L MZ Uy b LET,

~

- - (o)

Licensing ~N— v
[Licensing] ~*— & f# /| L C. SecurityManager 7 7" J 77— a3 VB LIPS T /31 ZAfHD T A
TURAEFERLET, IOV TIE, IPS 7/ B ADOEHESBRL T ZE W,
FEF—a iR
[*—/v (Tools) ]>[Cisco Security Manager& B (Security Manager Administration) ] Z 3R L,
AT YT =TI [TA4 A (Licensing) ] ZiEIR L F 7,
TZ4—=ILKEYIT7LUR

% 30: Licensing R—

EE s EA

[CSM] # |Security Manager 7 7'V 77— 3 > DT A B U AHRE, DX TDET 4—/L K

7 DOFBNZ DN TIX, [CSM] # 7, [Licensing] ~<— (81 X—) #HML TL
EEW,

[IPS] # 7 | Security Manager (Z & > TEIRINDHIPST/NA ADTFA B ARE, ZDXTD
%7 4 =V ROBBHIZ W I, [IPS] # 7, [Licensing] ~<—3 (81 ~—)
ERBLTIEIN,

[l Security Manager D SR EENHE
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EEREMBEORE

I Security Manager @

[CSM] 2 T, [Licensing] XR—> .

[CSM] % T, [Licensing] XR—

[Licensing] ~~— @ [CSM] # 7 ZfEH L T, A A b —/L# 5D Security Manager 7 1 & > X
DIYARERRL, FILWTA BV RAZA A M=V LET, FHMIZOWTIL, Security Manager
DIAXLAT7ANDA LA =NV ESZRLTITESVY,

FEZF—ar R

[*Y—IJL (Tools) ]>[Security Manager ¥ (Security Manager Administration) ] ##R L, =
YT T =T NG [T A4 A (Licensing) | Z#EIRL, [CSM] 227 VU v 7 L9,
TJ4—ILKEUYT7LUR

F 31:[CSM] % T . [Licensing] X—

LE BLL]
T ARG LB SN TND T B AT 2E®R (=703 94

TUREAT | FBIIR, T A AAGT A RO, WP OT
S B BECHERASN TS 7R AR S—E T =) &R
FLET,

FABADA VA | A VA—NLTETABABIOREDA A F—/LHDO Y X K,
k=

Install a License button | — DR > %227 Vv 7 LT, 94V AT 7 ANV EBA LA —)LLF
T, VW TWB DX A Ta Ry 7 221X, Ciscocom ~D Y > 7
NEFENTWET, T4 B AEZEEEE L TORWEEAIE, Cisco.com
TIA B AZEGTEET, 4B X 77 AL, Security
Manager h—/S EOBa—H)L RT A4 7IZa—LThbA A h—/L
TOHVERDY T,

[IPS] 2 7. [Licensing] X—

N

GE)

N—3 3 2417 L%, Cisco Security Manager 135 & f5¢ & IPS OEEE AR — h L CTUWVET A,

PLREREIX Y AR — R LT EHEA,

[Licensing] “X— YD [IPS]| X 7 #FEH LT, A VA R—IVEHDIPS TNNA A TAELADY
ARNERRLIED, HILWIA BV AELREEHSNZTA B AEAL A=V LD, T
AV RAEHBERALZYD LET, 20T 22X ML, BIEEOITA BV A, T4 R
ZRSGLTWRWT AL X T2 ZADFEHHIRBENTNDL T ASA X BRI A X
DN 2T R ANFRENE T, o, ZON—VOREEXFH LT, T4 BV ANREES
7= BEUINICHIBRYINIC AR BT _XTDIPS T8 ADLAR— FEEFETEET,

Security Manager DB EEOHE |
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. [IPS] # 7. I[Licensing] R—

FESF—Y 3R

Security Manager D& B TFIEDHRTE |

[*Y—IJL (Tools) ] > [Cisco Security Manager ¥ (Security Manager Administration) ] % iR
L. BR?»S [FA4 A (Licensing) ] #&EWN L, [IPS] 227 Vv 7 LET,

ESPERENS

eIPSTA BV A T 7 A ILDEH

cIPS T AR 77 A /LDE)ER

«IPS T AR 77 A NFEHOHBME

* [License Update Status Details] %44 7 2 7R v 7 A (86 ~—)

e T —TNDT A4 NKEY T

T TN NTLBIONT LML OKEE

T4—ILEY)ITFLUAR

%+ 32:[IPS] % 7. [Licensing] X—

BH

Bl

IPS License Table

BHREERICY) 7Ly a LERETD, FAL AL NIRRT
RTDOIPS THNAABIORZEDTA BV A AT —H AR TR LET,
[FH (Refresh) |RZ %227V w7 LT, T8 A0S ERFTORFH % T
BLET,

BFBRIIE, T AV VT NES (T4 AOBGIZHER) . 74
?/227 A BIORTA B AOFHHBIEGEENET, 2DV
A MZIE, BIEEOTA B AT TR, 948V AZEEL TN
TA%X\74?/2®ﬁ%%@ﬁ@ﬂfwéTﬂ41\%i074?
VAN IR T N A FIREINET,

Er bk ZDY A NMZIE, CiscolOSIPS 731 A FEENTVEH
luo Security Manager I%, IPS Z#FE{TLTWHL—Z DT A
TURAEHIZIIMEHTEEE A,

[l Security Manager D SR EENHE
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I Security Manager @

EEREMBEORE

[IPS] % 7. [Licensing] XR— .

LS

B

[Update Selected via
CCO] A& v

DR HE 7Y w7 LT Cisco.com (28K L, LT At A& H
BLT, BRLET A ADTIA B AT 7 ANEZEHRLET, ZOR
a7V I THE AT TRy 7 ARERSI, Cisco.com 2>
ODEFARERT NA AR INET, BIRL T XTOT A ZANRFKR
SINDHEEINEY A, [OK]ZZ Vw7 LT, BHEFEITLET,
ERICEHT D722, BH SN T 7 A VBT 34 A H BRI
SnEd,

COFETIA B AEEHFTHITE, BIRLEZT AL 2DV TVE
FNEEND Cisco.com iR — M EFFRETHLELRH Y £,

Ev bk FTAB U APKHENTZSAaDY T T2 AL A
P— 3 (SWIFT) &, R U =305 345z 10 714 &
ALLEOERNHD L, ZOERET 0 v VT HHERHY
I, T, FIITIA B AT ZETTH L 13,
— IR T 5T N A% 8§ DLLFIZ L TL &0,

[Redeploy Selected
Licenses] 4 >

ZORZEZ) 7 LT, BRLET AL RAZTA B RAEHERL
EFT, TA B AOBERIX. EHshiIA B X 7y AV ERG
L., D7 7 A VR HBEFRHZT A ACEFICHEA SR> 78
BB ERDGERHY 7,

ZORZET VI THE, FATa TRy 7 ARME, BERT S
TAVADT AL ANRKRINET, [OK] 227V v LT, BHi%
FATLE T, EFICEHT LIS, BHINTZT 7 A LNT 31 A
HENIEH S Ed,

[Update from License
File] A8 &

TDRF &7 Y vy L, Security Manager F— b T AR Ty
ANERINLT, 4BV RAZHEHLEST, ZORZ %227V v 735
L AT TRy 7 ANAE, EZTIARV AT A NVERETE
F9, [B8 (Browse) 1227V 7 LT, Z7AVEBRLET, 77
A /L%, Cisco Security Manager %—/3N— LD wa —H )LV KT A TIF{ET
LHMENRHYET, OK| 227V v o5&, BHESNZT7 7 A VRT
NAZIZHBICEHA SNET,

A=
AR — Tk (Export
As) 1 AREZ v

VA RN 1D EDOIPS T A AN L, [ARTE T Ty AR —
~ (ExportAs) |ARZ %27 Y w7 LT, 741k A% Portable Document
Format (PDF) F72i3 >~V E (CSV) 7 7 A /MiZx 2 AR — b
L %9, Security Manager — X LD 7 3 VX ERINL, 77 A V4%

BETDHEICERINET, VA IDLLT A ZAZTRL WA,

ERFRER T X TOT AL ZADTA B ANT T AR—FSNET,

Security Manager DB EEOHE |



. [IPS] # 7. I[Licensing] R—

Security Manager D EEHZEEDOHE |

LS

B

[Refresh License] &~
Ko

BIRLIZT NS ADIPS TA VL AT —TNADT—E %) 7Ly ad
DI, TORE U E Y v LET, EHSNTERDT A A0S
BEsnET, A AZBIRLARWE TXTOTNAL ADOT—H R
V7 by vad3ndlied, VANMIGENDLT AL ADOEIZE > TR
KD D56 0 Y £77,

Download and apply
licenses

Days before the
expiration date

IPS 7 A & A% Cisco.com /b HEIIZA D> v— KL, 21607
ARV AET AL AZABNICEAT 5N ES PEfRELET, BEE
BraEdET 5121, IPS TAA AD Y U T AFEENE £ 5 Cisco.com
PAR— N R EMRET D MNERH Y £7,

ZOF T a rERIRLIEGAIR. 748 2AOEMIRNEIN S £ T
DODHELEELT, ZORICTIA A2 X7 n— RLTHEHATE5
£ 912 LFEF, Security Manager I, 74 L ADRNTNA A T A
T ZADHIIIRNINTZTASNA 2 F213T A B RTHEDTEN, 2
ZCHRE L7 BEUNICHIBREIAUC A 5 7 3 ATZF #FHIL £, A
ZHHARMNEED T A B AL VRV, £RI3RR 5 T A v A ERE
Bo, B4t 20nnmAEnEd,

Discover devices daily | [ &) 1 & o A H 2 8IR L72H4512, Security Manager 237 /34 A(Z

at Bt L CHIED T A B AD AT — X A ERER L, $5E Lz AN
HWIRGIIIC IR BT NA AR B D0 E D a i i+ 2R 2 E L £ 7,
1 DLL DT A ZANFRIABREIN O S A 72 L TV D IEEITET
Cisco.com [ZHe L £,

Email License Update | 5 #ifRUIN DT T — b T A B 2AFH Y a 7 OFER BT HE T

Results AN ERETINEI DEIELET, 2047 a v 2RIR LS

FErA— Lk | BE 1D EOBEFA AT FLABANLET (W< KEID)

TA B AFHHIR | 7 A & ADRFEE Sz B BEUINICHIRRYINIZ 722 5 IPS 7734 A D PDF

AT —H ADE

A —Li%E (Email
License Expiration
Status)

A A — /L@

LR—=FERETHINEIDERRELET, 2047 v arw2@R LT
Baid. MO XD £,
» Cisco Security Manager 73 PDF L' "R — F 2559757 XA AT 4 &
ADHEZBIRETOHE (100 LLF) 2 AT LET,

» Cisco Security Manager 37 A 7 ADOEFIMREZ T =~ 792 B
EIRL £,

e TA BV AEMIEAT —Z APDF LR — FDEEL LD 1oL
EFOEFA—NLT RLR (Br~XEV) ZAJILET,

[Save] R ¥ >

HE)Z A B AHHF & EF A — VAR EDEL 2 RAFLE T,

[l Security Manager D SR EENHE



| Security Manager D &EEHF EDHTE
At REEHELZBRRT 5 P 71 20w

ALV REBRHELIEBRMAT S IPS 7/31 RORER
“

GE)  /N—T =3 2417 LAB%, Cisco Security Manager 35| X #i & IPS OFEREA VAR — N LET 23, JEik
WREIX T AR —FLTWEREA,

[Z4 >R (Licensing) |>[IPS] # 7 CT/3A A% L ([IPS] # 7, [Licensing] ~<—

(81 —°) &) | Cisco.com (CCO) MHIABVAZHH LD, T4 B AEFRE
BAL7ZD LE D ETDL, BHEINDET NS ADY A SPRRANIERINET, 4T
Ry 7 ADZHNL, FATTHT 7 v a ko TR F5,

« [CCORRHTD T A ADHH (Updating Licenses via CCO) | XA T 2/ Ry 7 A .
Cisco.com 205 HFT H 72 DTN LTZ IPS 731 A ZfERLET, ZOT A A YR |
(21X, Cisco.com H T A B AZEEHFTE LIPS T3 ANKREINET, BIRLET
RTCDTNAANFRRIND LIEFENED EH A,

ZOHETIA R AZEHT D123, BIRLI=T A 2DV 7 VF S E D Cisco.com
PR— MR Z T D2 LERHY £,

Je

EVh SABUADBKHEINZS A a7 v 2T S A B—" (SWIFT) 1Z. R L —
MWH3DRENC10 A B AU EDBEREH DL E, TOERETa v 7 TH5ER8HY 7,
FOEH, FEITIA VUV ATHZFITTDHE &, —EILBIRTDHT A ZAE28 DL FITL
TLIEE N,

[TA U AOHEER (Redeploying Licenses) | ¥ A 72/ Ry 7 A+ T4t A% FHERNR
THEDICEIRLTZIPS T A AR LET, 748V RAET A RCHEMT 256
X, ZOT A B ADRRERBMFEATHLLENH Y £3°, Security Manager X, 7 TIZ IPS
FRY ZEEEMSTOENTWE T 7 AL EHH LT, I/ 22 HRALET,

[OK1 %227 U 7925L, [TA4AATFRAT—HX ZAD7H (License Update Status Details) ]
AT Ry 7 ANRHE, A B ARBHI AT DAT—Z A% FKRTEET, [License
Update Status Details] #4727 HR vy 7 A (86 X—) ML TIZI0,

FESF—Ya v R

INsoFATa TRy 7 2R IZE, [Y—IL (Tools) ]>[Security Manager & (Security
Manager Administration) ] >[4 > X (Licensing) |1 >[IPS] # 7 C 1 2L EOT A 2%
T L, [CCORH CTRINNEATH (Update Selected via CCO) | E/ZIF[BINLZT MR
DOFFER (Redeploy Selected Licenses) (%227 U v 7 LET,

Security Manager DB EEOHE |



Security Manager D EEHZEEDOHE |
B s>tz orqromR

IPSSAtEUR T74ILDEIR
A

GE)  /N—T=3 2417 LAB%, Cisco Security Manager 35| X #i & IPS OFEREA AR — N LE 23, JEiR
WREIX T AR —FLTWEREA,

[*—/v (Tools) ]>[Security Manager® % ¥ (Security Manager Administration) ]>[7 A & &
(Licensing) ]>[IPS] # 7 C 1 DL LEDTNA ZRZFINL, [FA BV AT 7 A Db DEH
(Update from License File) 1 %72 U v 27 35L&, [Z7ANNDHT A A% HH (Updating
LicensesfromFile) | XA 70V Ry 7 A THHTHITA B AT 7 A VEFRT 5 L9 ICEK

SNET,

7 A & A7 7 A )X Security Manager h—/N—D B —H )L KT A TIRFT H 2 E N ATHET,
Security Manager D/N—3 2 V45LIREIX, 7 74T O —HV RTA TIRFTE LT,

M Browse) |7 Vv 27 LTIA BV AT 7 A NVERIRLET, Cul ZHL2n627 Y v
JLTHEEBEDTA B A 77 A NVERIRLIZD, Shit Zf LR 67U v 7 LTTZ7A4LD
FPHAEIR L= T&EE£7,

\}

GE)  Security Manager #—/X—7231 V' A b —/LEN TN D~ & FHID~ 2 1T Security Manager
IIAT Vb e YA M= LEBRIF, 7747 bey vl h—n"—<rnlbh
MHETAR AT 7 A NERIRT D0 E2RINTEET, 77447 e — =D GNE T
TN VA M EN TV DA, Security Manager Tlt, 74 BV AT 7 A L EH—/—
DHPHFERTE ET,

EHTHIA B AT 7 A NVEBIR LTS, [OK] 227V v 7 LT, TNHDT 7 A /L% IPS
TNA AZHEH L ET,

)

GE) FABLARTFANEZITAT Vv b~V VR GETDHEAIE. [TAZ Fy TOHAE <A X
(Customize Desktop) | X—T[Z T7A T MUDT 7 ANT T 7 EHHIT 5 (Enable
Client side file browser) | Z#R T2 M E X H D £ ([ —/b (Tools) ]>[Security Manager?
BH (Security Manager Administration) [>[7 A7 b v 7’ DJ A ¥ <A X (Customize
Desktop) ]) »

>

[License Update Status Details] ¥4 7 057Ky o X

[License Update Status Details] % 7 1 7R » 7 Z%fEH LT, IPS 74 B AEHZ A7 DA
TR AEFRLET, TOXAT TRy 7 AL, [Licensing] ~<— D [IPS] ¥ 7 1> 5 HH
B AT BEET LN E 9, FEC oW TIE, [IPS] # 7. [Licensing] ~*— (81 ~3—
V) SR TSN,

[l Security Manager D SR EENHE



| Security Manager D &EEHF EDHTE
[Logs] XR— .

T4—ILEY)ITFLUAR

5 33: [License Update Status Details] 54 7 A5 v 4o X

2R BiLL

HELTIR L N — BAEDT NA A ETIA B AT Z AT B %5E T Licing R
LET,

AT —H A HHT X A7 OBIEDIREE,

Devices to be updated ZDHARTHFIIHEFEIND T A ADRKRE,

Devices updated successfully | = 5 — 2354242 = L 72 FH S N7=T 31 2D,

Devices updated with errors | g Hh | =5 — 23 38E L7-F 34 2Dk,

Device list HHENDTNRA A, THRA AL, BHOAT—H A BLOHE
BT 2MEFE RS T ENET, T30 AZEIRL, BRI X
MOTFIZHDA B URRNT, ZOT A ZAOFEH I ERK
SHTEAYE—V2MRLET,

Messages list FTAB U AEHPIZ, BN L7ZT A AL CTERSINZA >
=Y, AvtE—VEBERTLE, UXANOHMDT 4 —V RIZ
FEREE AR RS NE T,

B! [Message list] TIBIR I 72 A & —VIZEHT % 3EMIE R,

e A SN TV BRI Z RS 5 72 DI T T DN H D T,

[Abort] R & > TARAEH XA ZHRTLET,

(¢] A
[Logs] ~N—
[Logs] X—VEMFEHL T, BEEn /BLOBER 7 OT 74V MR EERELE T, Bhn
72 X 5T, Security Manager THAE U723 X CTOMRIEL EOFLGRNRFF S ILE T,
FTES—2ar R
[*Y—IJL (Tools) ] > [Cisco Security Manager €2 (Security Manager Administration) ] % iR

L., B&R»MS [m2 (Logs) ] #®IRLET,

FEIEE
* [Audit Report] 7 ¢ > R 7 Offi ]
o EER LR — MZOWT

o FER LR — b DARR

Security Manager DB EEOHE |
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. [Logs] R—

v = R OR—Y

T4—ILFUITF7LUR

% 34:[Logs] R—>

Security Manager D EEHZEEDOHE |

L Bl
FHIHIRR

A w7 ZDBICfRfrd 2 i
(H) (Keep Audit Log in DB For
(days))

HIBR T ARNCT — X _N— AR GFETHDMNEN D SR 7
= U ORK A,

BHEOELS o 7 ZDBICRET 5

F— A R—2A R FEENDEEn S N DR,

(= FVU) (KeepAudit Login | > kU 23, [Keep AuditLogFor] 7 t —/L R CHiE L7= H#X

DB For Last (entries)) et <ens, nTIZHEENTVWH L NN DR
Ry MV EZ0DRWGAETH, 20 F U ITHIBRS
NWET,

Purge Now T—=EX=Zinb s M ERHIRT 512, [547<

HIBR (PurgeNow) 1% 27 Vw7 LET, AL (H) O
#n 7 %DBIZREFT 5 (Keep audit log in DB for Last
(days)) 17 4 — /v RBIX O [IREZEOEA R 7 ZDBIZAREFT
%5 (> hVU) (Keep audit log in DB for Last (entries)) ]
74—V RICATENTEICESN T, AR OER e 7
= MU DBHIBRENET,

Tz & 2IE [ OEA R 7 A DBICRFFT 2 IR (H)

(Keep audit log in DB for Last (days)) ] DfEN 5 T, [&&
DOOEEA T 7 ZDBICRFFT S (= hU)  (Keepauditlog
in DB for Last (entries)) ] DfE2% 5000 T, %5 HE O
Jx MU 5000 i 2 D854, Cisco Security Manager
[T E 0 5000 =2 b Y ZRFEFL, o b GBES
Ao MY $545) ZHIBRLET,

GE) [Purge Now] R ¥ 1K, 7 —F X—A0 LA
VAR— M EHIBRT 27217 T,
<install dir>\CSCOpx\MDC\log\audit =7 7 /L &
*esv 7 7 A VITHIBRENEF A, ZTLHD
*csv 7 7 A VL, BEHBRCTXET,

Bitiw 77 7 A )V OPRAF ]
(H) (Keep Audit Log File For
(days))

BT 7 7 A Ve AT MRS 5 B

[l Security Manager D SR EENHE
88
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I Security Manager @

EEREMBEORE

[Logs] XR— .
CE S A
Purge Now BELEEWESER 77 7 A4 V2T ITHIBRT 2121, 2

DRZ %)y LET,

GE) [543 <HIBR (Purge Now) | AHR¥ U iX, <
install_dir >\MDC\log\CSDL ¥4 v 77 4 /L4
6 CSDL w77 7 A V& HIER L, <
install_dir >\MDC\log\audit ~7 4 /L % & 4 1
777 ANEHIBRLE T,

BiEw 77 7 A4 L ORAFHIH
(H) (Keep Operation Log Files

For (days))

BuEw 723, HIFR S4B F T Security Manager (2 L TR
FINDAE, ZhbonZid, 7y 7 Obicis
ni‘é—o

[Purge Now] 7~ & >

BELEHEWERr 77 7 A 23 <HIBRT H1I2iE, 20
RNE 7Y w7 LET,

R a—LEnt-EIR

AR T =S RXR=22 N D
AV a— ) ST HIBRO A ML

(Enable Scheduled Purging for Audit
Log Database Entries)

HTuve = Y ORIBRE AV 2 — T BHIZiE. 2O
Frv IR I REeLF L LET, DT v IRy I A%
FoThHhE AFTa—)V AT a URAENTRY £,

A w7 ZDBICfrfrd 2 i
(H) (Keep Audit Log in DB For
(days))

HIBR D RNC T —# R—RCRFT DR EN D Dk e 7
= b DERKBE,

Btk DA m 7 ZDBICRETT 2
(=2 FVU) (Keep Audit Log in
DB For Last (entries))

T AR MRTFINIEEr /= N ORxKE, =
> b U, [KeepAuditLogFor] 7 4 —/L R C{RE L7= B
FVLELS B L, BTICEENTWAZ Y MU I D
Ry MU E VDR NGAETH, 20y N UITHIBRS
nEd,

ka7 77 ANVDART Y a—)L
SNTHIBRO AN (Enable
Scheduled Purging for Audit Log
Files)

VAT LAOER T TORIKRE R Y a— VT BITIE, D
Frv IRy AELF L LET,

Btn 77 7 A VORI
(H) (Keep Audit Log File For
(days))

Btin 77 7 A NE Y AT DR 5 B

BE 7 77 A NVDAFrY 2 —)L
SHTHIFROA DML (Enable
Scheduled Purging for Operation Log
Files)

VAT LOEER T OHIBRE AV 2 — T HIE, D
Fxv IRy I A A AN LET,

Security Manager DB EEOHE |



Security Manager D EEHZEEDOHE |

. [Policy Management] X—

LS i EA

BlEa 77 7 A L ORAFHIM BEa 723, HIBR S 45 £ T Security Manager |2 X - Tff
(A)  (Keep Operation Log Files |Ff&# 5 A, ZNbDm 7L, T3y Z OIS
For (days)) nET,

a2 Lyl (Log Level) BEn 7 CIUET A2 ERH D, EREICESFHR LN
by BLULTIE, BARZBEOTFT—2NNESNET, =
EZIE BHLAULTE, ZEAEDOT—ZBIES N,
HERL-LTE, WESNLGT—Z P RbD7e< ke E

7
[Save] R & v ERANRERFLET,
Uty bRy W & URNCEA L-fEic vy hLET,
[Restore Defaults] 7~ % o % Security Manager ®7 7 4+ /L MZ U+ > hLET,

[Policy Management] X—

[Policy Management] ~<— 3 Z{# ] L C, Security Manager CEHT H/L—XBIL N7 747

U —NDRY) = F A TEFERLET, ZROOBRANEIL, V=2 BLOT7 747 Ut —
WTHAA ACHEAENET R, IPST A AT SN E- A, 7740 F T, §3TO
RY —NEHHR L L TEIRSNTHET,

BHHBHORY) —F, TAA A Ea—bRIv— La—0WFnblRENET, &8
KIRHDRY v— (a—F/VFTIEIAA) 1X, Security Manager 7 — # X— AL HIFR &4V E
T, ME—DRIIME, A H—T 2 A AR —TF, f X —T A AKRY T —E, Security
Manager (25| EFEE RRSNETH, HARY FHARY —O~—r BZfFFonnEd, 774
TOF—IL TN, ZADHEE, AV B —T 2 A ABLIOT = — L F—_"—DFEIL. 1 DD

=y hERBREIN, MEPNEERNRLE D0, FITEENGEN LD T,

RY =2 A THERT D HEB LOEGIN T 551k (ZDOREEXZERT HHETHIC
FITTAHVERSLNELET) OFEMIZONWTIL, V=2 BRI 7 AT 74—/ T34 X
DRV —FHOH AN~ A XL TIIEIN,

A\

TE

AUS F 721X CNS 2 L TERE % ASA £7-1X PIX 731 RIZEBT 25AX. T/340 AN
AUS E72IXCNS LSRR EE X U a— RT 5 RICHER LT ESW, £, Security
Manager CEH SN TWARY —%J 5T & EEIZITT A ANOREDHIRSNET,
EHRZO—HBD ASAPIX R U o —Z BPURER L, Security Manager & & H 1D T 7Y /r—
arvEMFHLTT AL RERET D% E1E. AUS F72ILCNS ZEH L2V T2 &0,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE

[Policy Management] X— .

FESF—=2arv R
[>—/L (Tools) ]> [Security Manager® & ¥ (Security Manager Administration) | Z 3R L, =
YT U T =T NIInG [RY —EH# (Policy Management) | Z3#IR L 97,

T4—ILEY)TFLUAR

3% 35: [Policy Management] R—

BH

5158

Policies to
Manage

RV — 2 AL, 7ANFTCEIHINET, HEINCAEIEL—F L
77 AT 74—/ (TXTD ASA, PIX, BELURFWSM 7 /31 2 &5 ie)
BNCEEBE S U, WIZ, 173U (INAT], [Interfaces], 33 J ¥ [Platform]) %I
WCHEHINET, VBN CTRY U—F A oI E - I8EIRAERR L, PR
17 (Save) 1227 Vv 27 LET, RIT—DINV—TDF =y IRy I A%
FINCTHE, FOIN—TFOFTRTORY O —DOBRMEREINES, 7
T ANV R TIE, TRTORY —RNEREIN TN ET,

GE) /N—30 7 4,18 LI, Cisco Security Manager (4, Cisco Umbrella
P R—TRESND ASA10(1) T /31 ZADHR— h 24t L
\i —g—o

Security Manager DB EEOHE |
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LS

Bl

Display a
warning on all
shared policies
and imported
objects

TRCOIHFRY —L | [Z77 AV (File) 1>[A > HR—F (Import) |2~
YRTAVR=PENEAT V=7 M, A vE—U%BNT50E9 0%
HELET, ZOF T a @RI LHL, ROBDIZA v E—TUNRFRE
nEJ,

s TRTCOILFRY — ([ R —bEnfzmra—hVTER SN0 E
Fﬁlﬂb\i‘ﬁ‘}\/) o

c[Z77 AN (File) ]>[1 AR —b (Import) |2~ REEHLTT A
AEFIERY =% A VR—= T2 & TERSNEERY —F7
Y= 7 b, PolicyObjectImportExportpl 2~ > K (KU —A47 =7
DA VR—=IBLOT 7 ZAR—FESH) [ZXoTER I, A R —
FENFZRY —FT V=7 MIEENEEA,

HERY =2 EHNCA A= bTDoE, A F—bEhER) —B&
OF TVl ML TRADORY =B LA T V=7 FREHINT,

0=V T T2 EENHIREINET, 20X vE—1F, R o—nA
R—FESNDAREMND DD Z L a—Hizmml, mELRVWRY —F

TV =l M aa—FREHT D7D £

Ev bk f)y~iti?ﬂ4x%4yﬁ~bféké\:@ﬁTVH
DREZFINT DI HICERENET, TORD, KU —
if: IT NS A A VR — T D= E, MLERREA 22T
TWHIE, ZOR—JVICT V7 BRATHZ LR ZOREEEH
TEXET, ZOLH L, A R— NOETENLEHEEZKEE (X
TG UTER) Liedh LT, Aoicen £4, Ffic-o
W, RV —FRET A ADA VAR— SR L TR
S,

[Save] R & >

EENRERFELET,

R = BENRIN T HGE, FORI T —nED B THNTNST A
AADY A NPERRIIVET, Security Manager L, AR Y > —DHF Y Y T%
fEBRT DT, TRTOT AL AL LT v 7 # G TE 20BN H
DET, £ TRVWEE, R —2FHERRI T LRI, FEITHRY
—OEIY Y TR (E72idv v 7 ZHIER) T2 0ERH D £75

ANCEHEAN BN ThH TR Y O — 2 FHEARICT 25613, BEBEZIT5T
RTOT A A FHHRE LT, BEFEOREM% Security Manager (25 8 % %
BERHY ET,

Ut b AR
Ve

EHEAZLRNCEA L7 vy P LET,

[Restore
Defaults] 7~ % >

% Security Manager ®7 7 4 /b MZ V&> FLET,

[l Security Manager D SR EENHE
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| Security Manager D &EEHF EDHTE
[Policy Objects] R— > .

- - (o] o~

[Policy Objects] ~— </
[Policy Objects] X— T ZHA LT, RY v — 47V =7 FOERICETEV AT L T 7 41
NEEZRLET,
FEF—La iR
[Y—IL (Tools) ]>[Security Manager &2 (Security Manager Administration) ] Z#i®R L, =
YTV T =T NG [RY =47 V=7 b (Policy Objects) ] Z R L £,
BEIE B

e —ERLY—ERA ATVl FBLOKR—K VA NFT Vs NOFRLIRE

ARV —=FT V=T FOER

J4—ILEYITFLUR

%= 36 : [Policy Objects] X—

EEE S 5 BA
When Redundant MGOA 7Y/ MERIUERER ORI O— 47 V=7 FEERKL
Objects Detected X9 & L7zE Xz, Security Manager CHEITTH7 7 v 3t :
s [Ignore] : [A—DEFREFFOAT V=7 M AHRITERTEET,
TRCOBEITERINET,

“[Wam] : BEEOAT S x s b ERUAT P FERRLE D & F
BE ., BERFIRINET, LWEAREAIE. A7V NOERIC
L LB TEET,

s [Enforce] : MEFDOAT V=27 FERIUAT V=7 FEEKRTDHZ &
NEEINET, =7 — AvE—UNRERINET,

Security Manager DB EEOHE |
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Security Manager D EEHZEEDOHE |
. [FRERE=41)>SDEE (Process Monitoring Settings) ] X—

LS A

Default Source Ports | H—t 2 7= 7 hDOF 7 4L FEETLAR— FHE LTHEAT S
A— MEPHE, ROWTNrE @R TE$7,

s [Use all ports] : 1 ~ 65535 DT _XTHOR— bREENET,

» [Use secure ports] : 1024 ~ 65535 DT _XTHOR— bR EENET,

T 7 AN NORGFEITLAR— AR LIZGAR, R EZT 5 AREERH
5. UHIER SN TV _RTOT A, RCFE CHIEMT 2HLERD
DET, INLOEFNFIT, 7—4%2V 7L viadbHET, BHNT
WDT T 4 BT A IIIKM SN WGERNH Y 7,

R—=hURNFT V=7 FOFFMIZONTIE, R—F VA FT V=
7 POBREEZZRLTIZEN,

Enable AutoComplete | = — 439 — 2 &2ERET 5 & Z 2, 2—HFDAN—FT L —E =%
Dropdown Box 4B LR — K U A R % Security Manager 3R /R T 5008 ) D EIRE
LET, ZHIZEY, T TIZERL TV DARINOHEICERTE 5 L
NV ET, A—hrar 7V — FNOBREMERT 5 L. EffElet—E
AHBLOR—F VA MERZTEE, B TANTLHLERSHY
£

[Save] A& EERNFERTFLET,

Uty b RH» EHEAZLENZEMA LY vy P LETS

[Restore Defaults] 78 | f% Security Manager ®7 7 /L MZ Uty M LET,
X

[TOERXRE=21 T DKTE (Process Monitoring
Settings) ] N—

[TrEAE=FV T DiE (Process Monitoring Settings) [|“~— Y% fH L T, 7rEAE=
BV TEAENILET, TOX—UT, FFEDOTn v ADE=4Y 72 HNE TN
L7y, E=2 U U THIRPEFA—NALT RV AR EDBEMREEZIToTVTHIENTEE
T TOREICEY, TrBRAMEIL LI L EIT, BESNZEEICE T A — VBB EE
SIhET,

[ L& BHIIC

BFA—NT T— P EZETELX51CT D720, CSWeb =2 —/LT SMTP H—r3— L3k
BEA—NVERELET,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE

FEHF—I 32 /R

[TRERE=42Y VS DERTE (Process Monitoring Settings) 1 X— .

[>—/v (Tools) ]> [Security Manager’& P (Security Manager Administration) ] Z#R L, =
TUIT =TS [TRrERAE=HFY T OFRE (Process Monitoring Settings) ] Zi& R L &

B

T4—ILEY)ITFLUAR

R [TOERE=RY) VT DETE (Process Monitoring Settings) ] R—

R

BrLL]

[TutvAT=21 TDH
%{t. (Enable Process
Monitoring) ]

TIN5 L, Security Manager CE=# U 7T 57 nt X%

ETEET, VMO T a2 T=F Y VI OREEIT O &

R £,

T 74N FTIE, rERAE=% Y 7HHEEIL Cisco Security

Manager % —/N—THELNIZ 72 > TV E T,

GH) TR A=) T e ANELITEDNT D &

Windows L' A P U RER I, VAT LT F—h
WERSNDGERH D £,

[E=% V7R (OH
fiZ)  (Monitor Interval (in
Minutes)) ]

TavRAEE= Y 7 THMBRERELET, BRRMHEIT L

~605 T, TTANPFOE=XY IR S 4TI,

G¥) =X YU THIRAEESIND L, EIThDE=H
Vo TRATPMEEL, FILWE=X U T HRY
DA ST MR CRMs S E 7,

[EAZEHE DB T A —/L
(Notification Recipient(s)
E-mail(s)) ]

BHZEEDBEFA—NVIDEASLET, BEDEFA—/LID
HEH U~ TRY->TANTEET, BAZEHT T=2V
TENTWAT o RAMELL L E XIZ@mINA2ZEEHETT,

[fERA—NVT T7— MK
(Maximum Mail Alerts) ]

Security Manager D E{ TR ZEH IZHE SN DHE A A — /LD
KREEANLET, ZOHADOT 7 4/0 MEIZ 10 TH,

[FrtEZXU XK (Process
List) ]

F=H VT TH7r A% 1 OU ERIRLET, 8IRLET
BERADOWTNPMEIET D & FEE SNIZREE @M A —
APEESNET,

GE) [>—/V (Tools) ]>[Security Manager’&® (Security
Manager Administration) | T, [f XY MEE (Event
Management) ], [[EFMHBIONNT 4 —< 2 2ADE
=% Y 7 (Health and Performance Monitor) ].
[Report Manager] N ENIZ 72> TV D55, [Fet
AE=H Y T OFRE (Process Monitoring Settings) |
~2—C VmsEventServer, CsmHPMServer, ¥ L O
CsmReportServer D47 2 AREF /2> TN T
b, BT A VEMITEESNLEE A,

Security Manager DB EEOHE |



Security Manager D EEX EIENHRTE |
. [T WS A oF o DE%E (Single Sign-on Configuration) ] X—

2% B
[Save] R ¥ > ERENREZRTFLET,
Uty hRHw ERAELVRENEM L2EC) Yy PLET,

[Restore Defaults] 7 4 > flfi % Security Manager @7 7 4 /L MZ Uty hLET,

[T IWYA2A 2 DERTE (Single Sign-on

Configuration) ] R—

[Cisco Security Manager®& ¥  (Security Manager Administration) |V 4 > RU D [V T WA
4 O E (Single Sign-on Configuration) ]-~*— % {#if] L T, Cisco Prime Security Manager &
721% FireSIGHT Management Center 7 & ZEENIAMEH 2 [ o7 ¥4 F ) (SSO)
IHEX—Z2 AN L THRELET,

\}

GE) oI A A a2 fiHlT 52 LT, —H%—{X, Prime Security Manager <° FireSIGHT
Management Center (ZfEBI[IZ 2 7' 9% Z & 72< | Cisco Security Manager 7> % Prime Security
Manager ¥ 7213 FireSIGHT Management Center 2 2 2 A fL#) TZ £4, 7272 L. Prime Security
Manager X° FireSIGHT Management Center & 2 12 A LB 5 7291Z SSO IFMEH D £H A,

B> b Cisco Prime Security Manager /%, ASA CX & ¥ = —/LOEBIZMHH I N EJ, FireSIGHT
Management Center /%, ASA FirePOWER & ¥ = — /L OEBIZHEH SN E T,

BEIEE
* ASA CX E ¥ = —/L#5 L U FirePOWER & ¥ = — /L D

« Cisco Prime Cisco Security Manager ¥ 7= (% FireSIGHT Management Center ¢tz &)

*PRSM L DT NRA AL R PNIBIORY —FT7 V7 o

FEF—2 a2 RR

1. [Y—JL (Tools) ]>[Cisco Security Manager & (Security Manager Administration) ] %
BIRL, BIRDS [ A A DF%E (Single Sign-on Configuration) ] Z i8R L &
j—O

2. [Prime Security Manager® /4 %{t. (Enable for Prime Security Manager) | T = v 7 R v 7 A %
721X [FireSIGHT Management Center® 3 2{t. (Enable for FireSIGHT Management Center) ]
T IRy 7 AZERLET,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE

T4—ILEY)ITFLUAR

[Rule Expiration] X— .

R [VTNYAF DRTE (Single Sign-on Configuration) ] R—

R

atEA

Prime Security Manager®>&
%h{t. (Enable for Prime

[F = v 7 7R v 7 A] Prime Security Manager @ SSO #§iE = A 20 7=
T TE T, EHOLE, AN rFFSNET,

Security Manager)

FireSIGHT Management [F= v 7 7R v 7 A]FireSIGHT Management Center ® SSO #§5E % H
Center A7 %h{t. (Enablefor | )% 7= |[ZMEANC TE £, WAOHE, LAF—PRESHET,
FireSIGHT Management

Center)

TN A A0k
£ %— (Shared Key for
Single Sign-on)

kv v a rOBEREEEM LT, Prime Security Manager & 72 1%
FireSIGHT Management Center % 27 7 A #3272 OB 5% —
BERBIOERLET,

[ZER% (Generate) |ARZ %7 U > 7 LT, 128> h® AES ¥ —
T oA NMNAERLET, Z0F—1F, [SSOAF— (SSO Shared
Key) 17 14—/ RIZ32H1D 16 EECFFN & L TERRSNET,

GE) Z O F —{%, Prime Security Manager % 72 {3 FireSIGHT
Management Center T3/ 7 /LA A2 7 1 AL E)
ERETDEZIHET OLENDY £3, £72. 7F
7] 724 Cisco Security Manager = —"—{X, Prime
Security Manager 7 — 4 ~X— A £ 72 [ FireSIGHT
Management Center == — % —7— & ~X—ZC_ Cisco
Security Manager = — % —7 — & X—Z L [{] Lo —H#—
L TRETHLENHY £ (RNRAU—RIIRRDLY
BRHYET) .

PRSM T® SSO DFEEICDONTIE, ASACX BLW
Cisco Prime Security Manager D ——— %4 A K [#3E]

(Cisco ASA CX Context-Aware Security End-User
Guides) @ [Configuring Single Sign-On for Cisco Security
Manager] &ML T 7230,

[Rule Expiration] X—

[Rule Expiration] X— &AL T, AU T —NL—VOFHYEDOT 7 4V MEEZTEHRLET,
—EDEATDORY ——b (T 7 EZANL—NLRE) ORY I —2IEHTHEXIT, 2D
N—IVOENARZ R ETE E7, £72. Security Manager X, AR ITSL EET A —

JTIHERITE £,

Security Manager DB EEOHE |
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. [Server Security] R—

[Server Security] X—

Security Manager D& B TFIEDHRTE |

B A—INVBHEAR—TVIZTDHE I, SMTPH—NEZERETHLENH D 9, FEMIC
DONTIE, B A—VIBHHO SMTP —_"BXORT 74/ 8 7 RLADOFREESZR L TL

7230,

FTES—2 a2 R

[*Y—JL (Tools) ]>[Security Manager ¥ (Security Manager Administration) ] Z3&{R L, =
YT T =T A00 AR (Expiration) ] ZEER L ET,

Z4—=ILKEYIT7LUR

3% 39: [Rule Expiration] R—

2R SRBA
Notify Email N—IVOBEHABROBIMEZET D, T 74NV EOEFA—NLT K

LR, 2=, [l OL— L ERET S LT IDT KL A% A —
N—F 4 FTEET,

NOtify Before Expiration Secur]ty Manager ﬁ) %)( — ){ D +— /%jié"fmjﬂz) V‘—‘/V@ﬁ;jj
HIRDUINDRIOT 7 40 F BE, 2—Fid, lx DL — V& BE
THEEWZZDOMEA—"—TF 4 NTEET,

%{E% (Sender) Security Manager 238 7- A — Vil 2 EE T D720 HT 58
A=) T RV A,

Email Format FEF A= XAvt—U0A

o [Text] : T A—/LiX, HIMLEXB L O L—r 7F X ME
XN CTERFEINET,

¢ [XML] : BFA—/LiZ, XML~—277 v 7 %A L TEESH

9, ZOFT T g 0%, BAINCKT HUEL L ONE 2 B E)
MINATH) 7 m 7 7 AT 25A1IC@Em L CWVET,

[Save] 7R & EENBEZRFLET,
Uty bRy TRTOT o —/v R LI OEIZE L LET,

[Restore Defaults] 78 7 > | i % Security Manager ®7 7 /L hMZ Ut v h LET,

o~

[Server Security] ~X— " Z{#H L T, CiscoWorks Common Services 7 7" U 77— 2 » DRFED
NR=UEHAEET, ZIHDON—T T, SecurityManager — N TOIEIFotx =2 U7 4
FEREZ S E CX £ 9, CiscoWorks Common Services IZL > T, =—¥F 77 &R a2 ta—/L
RVAT L X2 YT 472, Security Manager — /SO AR 7B RE NI S L E T,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE
[Server Security] X— .

Security Manager {1 7 A L § 5 & &2, —HHLERNAT— R, ([ A b—/LEFZ AAA
TN F—L UTEE LT AT LG U T) CiscoWorks 7213 Cisco Secure Access Control
Server (ACS) T — 4 XR—RATWMINTNDET H Uy MERERINEST, 71T
NOFRFE, BV L THNTWEE— LIS U7 78 A2 EITTE 1,

Common Services 2 —/L73, Security Manager (2351} 5 2 — W —F§RRICEH SN D k7 &
Security Manager D 7 —/L35 X OWMEFROFEMIIZ DU CTid,  [nstallation Guide for Cisco Security
Manager] ZZH L T2 &0,

FEF—a3 iR

[>”—/L (Tools) ]>[Cisco Security Manager /5 i (Security Manager Administration) ] Z 3R L,
H&RNS [r—3—tX%= U7 ¢ (Server Security) ] Zi®IR L F 7,

TJ4—ILEYTF7LUR

3R 40: [Server Security] R—

B% A

[AAA Setup] "% > | Common Services % B %, [AAA Mode Setup] *— % F/RLET, =
DA—=T T, AAAZ T =Ny 7 A oA HRE LCHRETE
F9, AAA OFFICHOWTIE, [AAAE—FKDE Y 7 v 7 (AAA
Mode Setup) | X—T D [~V (Help) |27 Vv 27 LTERLTL
7230,

[Certificate Setup] 7~ % | Common Services % B & . [Self-Signed Certificate Setup] ~— 2 /R L

> F£7, CiscoWorks #1325 &, BOLBEAEX =2 U T 4 iEHEFEZAER

TEET, ZOFHFEEZENLT, 79470 M7 I U LEHY—

ANHIDSSLEEf A A R—7 M TEET, BOEBLTFEOFEMIZ D

Wi, [REBIEDE > R 7 v 7 (Certificate Setup) ]-X— D [~/
(Help) 1227V v 7 LTERLTLES N,

[Single Sign On] 7~ & > | Common Services % B % | [Single Sign-On Setup] ~— Y & Fr L £,
Single Sign-On (SSO; > > 7 )V WA A y) AT E, 7T UV
g rEMEH LT, HEO CiscoWorks r— N2z e o —
FCEET, B —A"TRIALZZITOILETH FHA, EHO
CiscoWorks h— /S O(E 1, FEE & IAWE T —I2 Lo TRLS
NHRIFIARNE—RTAR—T MRV ET, SSODEY T v
DFANZDONTIL, [ 7B A 2 (Single Sign-On) ] X—T D
[~V (Help) 127 U7 LTSRLTLIESN,

[Local User Setup] Common Services & B & . [Local User Setup] X— V&2 F /R L F7, =
DR—=V T, 2—FZBMBIOHIBRLZY | 2—FRELMWEL
720, B MR AR BT TEET, AR OVWTE, [r—
HNa—W—D% > N7 7 (Local User Setup) | X— D [~/

(Help) 122 U > 7 L. [lnstallation Guide for Cisco Security Manager]
LTSN,

Security Manager DB EEOHE |
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Security Manager D EEX EIENHRTE |
. [Take Over User Session] R—

LS B2l

[System Identity Setup] | Common Services % B % | [System Identity Setup] ~=— % F R L £7,

BH D CiscoWorks Y— S DE 1L, FEAF & LAWEF—I2 X

THRILEND P T AN E—=RTARX—TNMIZRDEST, VAT AID

ERETDHE, BEY—" Yy NT vy TO—HTH L —LIZE

HL—YE2ERTE T, AT LHIDOFREDFHEMHONTIE, [

A7 ANID Oty 7 w7 (System Identity Setup) | ~— D [~/
(Help) 127V v 27 LTBRL TS,

[*A 7 47 RBAC /X7 A —4 (Native RBAC Parameters) |

[@— BV —H— | Active Directory, TACACS+, F 721X RADIUS 72 & DINBFRAEY —/3—
F—=H_XR—= AT T| &EFA X7 Security Manager 1 VA b —/L DA 22— —4 0
/o —H—1ID @ |Security Manager = —H%— U X F TEZIN TR TH2—HF—Nn
=7 A ot nJATEXLEMNEIDERELET, FricTde, 2—¥—F

(Allow logon for user | @ —/VEHtE > N7 v S THRESNTET 74/ bOua—/LE2HH LT
idsnotavailableinLocal | 7 /' o C&E F9, T 741 FDOE—LARREINTWORWEA.
User Database) ] a—W—Fu s o EFASNERA,

~ O

[Take Over User Session] X— 3

[—F v g D5 &HEX (Take Over User Session) | X—T &AL T, BlO2—HF D%
Eya ks SEET, BEMERALFF O —IX, Workflow S DE— R THID 2 —
POVEEZFI &S ENTEET, TAMABLORY =0, a—F |2k TEIESNT
WHTZHIZr v 7 STV DED, BIOZ—FRECT A ZABLORY —~DT 72 A%
HELTWDOHAE, By va v o EMENREILET, 2L, loa—Fotyia i
SIEHkC L, BIEDE Yy v a VFFEESND D, By v a U EFIEkCHNC, BENRE N
TEELTIEEN,

T ME, BIEORTEE y v a VBT RTCEREIN, 22— Lty a v oRE, BX
Na2—PRBER A L T0DE0m 77U FLTWAEPRRESNET, glEHIREE >
varEBEBIRL, [Ey v a rof kX (Takeoversession) |27V v 27 LET, Byl ar
E, =Tty g VHPIRE LT EENEEZ D, BUEORECIRE SN ET,

BR L7z =P, By a VEGIEHS LEIIRZ A LTWDGA, TOa—W L, B
Av—VEZEL, #ITHORGE L TWARWETFARITLRDIL, v 77 hShvET,
FHIZOWTIE, MO —FDOIEEDG EPhET 2SR TIEI N,

=111

FEF—a3 iR

[Y—IL (Tools) ] > [Cisco Security Manager ¥ (Security Manager Administration) ] % j2&R
L. BRNS [2—F v a O &#X (Take Over User Session) ] 23R L F 7,

[l Security Manager D SR EENHE
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| Security Manager D EEXEIENHKTE
[F4 v F&E (TicketManagement) ] <—= [

[F4 v & (Ticket Management) ] X—

[F7 v MEBE (Ticket Management) |-X— Y% LT, 77 v MEEEA Rx—7LIZ L, 4t
MOERERL AT LERET DI2ODF 7y TV AT LD URL ZRE L, F7 v M
WMOWMEREELERL L ET,

Fory MEHNAR—=T VTR TWDLEE, TRXTOA A—VEHA VA F—L TV a 71T
Fry FBREIDYTHONTWOIRENRD Y £3, NLSNOGRE, Va 7IEFITSNEE A,

FESF— 3 v R

[*V—JL (Tools) ]>[Security Manager D& (Security Manager Administration) ] Z 3R L |
ATV T =T NG [F v MEBE (Ticket Management) | 23R L £,

ESPERENS
eV~ Tn— T ROEH

» Workflow &— K@ [Lifg

T4—ILFYITF7LUR

R MN:[F7y FEE (Ticket Management) | R—

EE s EA
Fry OFEME (Enable | F7 v NEEHEZA X —T NI THNEIDERBELET,
Ticketing)

VAT AERDT 7 AN D | T 7 AN RTE, ZOF v T Ry 7 AFF o T0E
F v b (System Generated | 97, T4 NIV AT DAERDT 7 4V N EMIN L7200
Default Ticket Name) Bl T IRy I AL T7IZLET, 777 47 1B
&47m7®%7/b%74—wbi SHDOFEETT,

F /%> h A7 LURL (Ticketing System URL)

Security Manager DB EEOHE |
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. [F47 v FEHE (Ticket Management) ] XR—

Security Manager D EEHZEEDOHE |

LS

B

Frv kAT AURL
(Ticketing System URL)

SNEEEB Y AT AORENZMHEHT 5 URL, 2D 7 4 —/b
RBRESNTWEYA, F7 v M ID L, #8E S 472 URL
ZEE T oA X—1 7 T3, URLOERIZ, ¥4 v FID
2SURL O—# & L THARAENDST 7 L— MIZle> TS
VERHY ET, 77— MEXTIE, EBEOF 7> FID
ORI {0y ZEHLET,

7= ZE, T4 v M ID S TKT12345 O F 7 v R OINRT 4
NEBLY AT LB 5 URL A
http://ticketsystem/displayticket?ticketid=TKT12345 T 554,
A3 %7 7 L —k URL 1L
http://ticketsystem/displayticket?ticketid={0} & 72V £,

Firy MEERT S &L BB LTy b ID BiA =Y o
7D {0y DR I S UET,

ARk

2V rFHE. Ty N AT A URL OFEBICHERTE %
[7 > 7L — NURLDARY (Generate Template URL) | %A 7 1
TRy I APERENET,

Lo EEHT 5L, [F7 > FID (TicketID) 17 4 —/b
RIZ TKT12345 & AJjL., [F% > K URL (Ticket URL) ]

7 4 —/)V FIZ http:/fticketsystem/displayticket ?ticketid=TK T 12345
EANNLET, [OK1 227 Vv r35L, #7777 L—h
URL MEK &4, [F47 >~ b3 A7 AURL (Ticketing System
URL) |7 4 —/V RIZATTESNET,

V) 22

[F7 v MEWE (Ticket History) ]

Ty NEROBREIX, V-2 7 —F— R TORMEHTEES, V-2 78—F—FT
I, WEREIXT 7T 4T s OREEN L THIE SN ET ([Workflow] ~— (106 ~2—

WEVENTF > b (EEL
R—h&EETe) %#HE (Purge
Tickets (including change report)
Older than)

T4 v ME# % Ticket Manager 7 — 7 VIR FF T2 A%, 7
T AV ME30 T, 1~ 120 HETHETE £,

[5T<{HE PurgeNow) [ 227 Vv r35L, FBELILAE
LV HEHWTRTOTF 7y FBHIBRSET,

WREDHNEL L AR— b2
% (Purge Change Report older
than)

EELUR— IPEFINDHE, 7740 ME30TT, [RE
DEWTF Sy b (BEELVER—FE2ETe) Z{HE (Purge Tickets
(including change report) Older than) ]F%E L ¥V H/NSVMEZ IR
ETEET,

[5F <{HE PurgeNow) [ 227 Vv r735L, BELILHEE
I HEWTRTCOEFELR— FBHIRENET,

[Save] R & >

EENEZRFELET,

[l Security Manager D SR EENHE
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[Token Management] X— .

BR & EA
Uty b AH EHZHiERAF LIEIC Y By FLET,
[Restore Defaults] 7~ % > fiEi% Security Manager 7 7 4/ MZ V& v hLET,

[Token Management] XR—

[Token Management] ~<—3" % {# i} L C, Token Management System (TMS) %Zi#{g 7’1 k=L &
L TR LT % Cisco I0S /v —ZICRE & RBAT D 72D IZMEH 2 TMS Y — 2458 L %
7, Security Manager |£, ZD~X— EOFRELEMFEH LT, TMS — NICE L £77,

Security Manager /X, FTP 2 L C, T/AHHKRET 7 A /L% TMS — 2B L £9, TMS
P—rI 5 eToken IR ETZ 7 A VE XU rua—RL, Bk TEET,

Cisco I0S /L —4 T TMS Z T HI2iE, TMS % h 7V AR —hk 7r b2 b LTRET S
VERH D F3, TXTO/—F DAL [Device Communication] ~—3 ( [Device
Communication] ~~—3 (28 X—3) Z&M) THREL. FEDONL—F DEEILEDT NA A
TuxT 4 ([T AD 7 v 37 4 (Device Properties) | : [2f% (General) ]2— % &)
THECTXET, TMS Y —NZFTP H— L L THETILELHY 7, RELRNE,
JRBRITRIR L £7,

FESF—Y a3 RR
[*V—JL (Tools) ]>[Cisco Security Manager & (Security Manager Administration) | % 3
L. BRSO [ h—2 EH (Token Management) ] &I L F 7,

BhEEE

« Token Management Server -~ % i& P i [}

« B TIEIC DN T

T4—ILEFYITF7LUR

3% 42: [Token Management] X—

EES 58

[Server Name] £7-(X [IP |TMS % —/ 3D DNS 7R A h £721X 1P 7 R L A,

Address]

L= Security Manager 78, TMS $r— 2w 7o 4% & 2T
a—H4,

Password A—P—Z DAY — R, WHDT 4 —) FIZNAT— R&E AN

Confirm Password LET,

Security Manager DB EEOHE |


csm-user-guide-427_chapter3.pdf#nameddest=unique_208
csm-user-guide-427_chapter8.pdf#nameddest=unique_196
csm-user-guide-427_chapter8.pdf#nameddest=unique_92

Security Manager D& B TFIEDHRTE |

B (ven policy Defaults] <—o

2R SRBA
Directory in .the TMS Server | RSN H/ET 7 A NALNE T a— a5, TMS — 1 |
for Config Files DF 4LV Y, b—FFTPF 4 L2 YU ([]) 25, TMS

Y=N—EDOT 74/ FOFTP B — 3 2 TY,

Public Key File Location TMS H— 3036 2 B — S 17z, Security Manager —/3_ED/ARH
F— Ty ANV EWEX— 7 7 A L DEPT, Security Manager (3.,
ZORBAF—EMHAL T, IMS ¥ — TR ESND T —F &
FELET, RIZ, P—NEZOMEXT—ZHEH LT — ¥ %21E
Bt LE9, Security Manager (21X, Y —/NEDFT 7 41 h DOFK
BXx—>e—%T25, 774V FOARF—PHEISNTWET,

GE) PREIZIELC T, TMS =2 LT, AfF—L&
MEF—OFH LT 2R TEET, ERLS
A1, #r LWABA % — % Security Manager —/3NZ =
=3 LMERH Y T,

[Save] R & EENEERAFLET,
VEy hRE» LHEZRIERFLZEIC) By FLET,

[Restore Defaults] 8 % > | f % Security Manager @7 7 4 /L MZ V&> FLET,

[VPN Policy Defaults] X—<>

[VPN Policy Defaults] ~=— Z{# § L C, Security Manager 734 IPsec 77 / 1 ¥ —IZfEHT %
TI74NVEDOVPNRY —%2FRRELIFTHVYTEST, RV —%T 74/ R LU TERRT
DN, ZORY —ZIARY 2 —L UTER L, 7—F_X—RTEE L, KREZIT D4
ERHDES, ZON—IUNORI—%FRT L2 LI TEETA, ZRNOHEDOT 7+ NV %
RIET DHIEDFEMZHOWTIL, VPNT 74 /L h R 2 —IZoWT, BIRVPNT 7 4/ b
RV —DREESRLTLIEIN,

VPN hRu CIC#T 244 7Tk, RV v—F A4 7D Ry 7 Z vy U A MD, &RA]
R FOIARY =R inEd, AU —Z2F#RL C[= /7//75:?%/1‘ (View Content) ]
REH IV I THE, FORY L —DEFELXBRTEET, CXoTFEETEET
B, ZOEFIIRFETE EE A,

Security Manager |&, VPN R U > —DF 7 4/ hEHERA LT, RN o—0—BMA2#ERET 5 &
FIFFIZ, VPN B E X FEL LE 9, Security Manager (%, SR Y o —HICHAREOT 7 41
bf)y%%%fbifo:n’ib VPN MERET 2 72 DI VPN bR e PNDOT /34 AT

RETDIMNEND DREMSRME SN E T, HERY —1F, FV L TENTWD IPsec 7 7
/D/wziofﬁbbif T 7 N N OREMEFFOHEREDT 7 40 b R Y o —Zfli ]
T 5 &, VPN bR POEME T SIZT A ACRBATEET, 774V MREIX. A7V =
YORY =R SN EY A, HEREOT 7V MREAERT RV IC, BrsT
T4V FREERMET DDA R Y =BT A MNER L DIEANH Y £,
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| Security Manager D &EEHF EDHTE
[VPN Policy Defaults] x—= [

FTEZF—a R
[*Y—IJL (Tools) ]>[Security Manager & (Security Manager Administration) ] #E#R L, =
YT YT =T IUIG [VPNR U 2 —DF 7 4/~ (VPN Policy Defaults) | %324 L £,

ESPEREYS
cHLWVPN AR PA~DUHRY > — (F7 /L) OFEIY YT

* Remote Access VPN Configuration 7  #— K% ff] L 7= IPSec VPN D1ERL (ASA B LW
PIX 7.0 LABE DT /31 Z)

* Remote Access VPN Configuration 7 « % — R & ] L 7= IPSec VPN O{ERK (108 35 L TVPIX
6.3 7 /31 R)

T4—ILFUITF7LUR

3R 43:[VPN Policy Defaults] X—

2% EREA
[DMVPN] # 7 A F I wNVFHRAL NVPNT 7 ) P—fDOT 7 4V b

RNV —ZRETELRNY = A TR —HRRINET,

[Large Scale DMVPN] # 7 | KX A I v 7 v~ VFRA L N VPN T 7 ) no—HoO7T
TANE R —ERETELRY V— XA TR—EFRZh
7

[Easy VPN] % 7' Easy VPN 77 J 0P —HDOF 7 4V b WY o —ERETE LR
Vo— A TR —BERREINET,

[IPsec/GRE] % 7 IPsec/GREVPN 77 / u —H DT 7 4V k R Y 2 —ZG&ET
LRV v— A TR EERRENET,

[GRE Dynamic IP] % 7' GREZ A+ ZIPVPNT 7 /aP—HOT 74V K KRY —
ERECTEDHR) v— XA TR—ERRINET,

[Regular IPsec] % 7 HEHEDIPsecVPNT 7 /a0 —HOT 74/ bR o —%HET
XHRY v— A A TP EFRRENET,

[# % @ IPSec VTI (Regular |17 D, b2 F/A_R—=ZADIPsec VPN T 7 /) 1 P —HDF 7 4 )b

IPsec VTI) | ¥ 7 FRY—ZRETEXDIR) —F A TR —EERENET,
GET VPN Group Encrypted Transport (GET) VPN 77 / a o —HDOT 7

N HY —ERETEDRY v— 2 TR—ERRSNET,

YE—h 7Z7EAVPN |[IPsec VE—F 7Z7EAVPNHOT 741k VY —2RET
XLRY v— A TN ERRINET,
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Security Manager D EEHZEEDOHE |
. [Workflow] R—

2% FREA

[S2S Endpoints] % 7 PA FEIVPNIZEITAWERA X —T = RIS o H—T =
AADTFT T H VDT RRA L F2EHRTHA L F—T A A
77—/ L,

[Workflow] R— <

[Workflow] ~X— 3 Z{# H L T, SecurityManager S35V —7 7o —F— R&ZHER L ET,
Flo, 77T AT A BLOEMY s 7OBMEn 7 O7 7 4V FRELERLET,

U—77ua—%— REEETHENI, WOET, E— FOME, BXOE— FNEFICL A
R LTS EEN,

» Workflow &— FDO{EZE
» Workflow LIZ D€ — KO/EHE
» Workflow &— R Lk

cU—/ 77— E—ROEH

FEF—3a v iRR
[*V—JL (Tools) ]>[Security Manager &3 (Security Manager Administration) ] Zi&R L, =
T T =T NG [U—7 7 u— (Workflow) ] ZER L £,

B&EEE
T I T AT 4 OFE

o B D

TJ4—ILFUIT7LUR

= 44: [Workflow] R—

EX HL:)
Workflow Control
Enable Workflow Workflow E— K& A4 R—7 2T BENEINEEELET,

Workflow €— R& A 2 —TMZT 5L, 77T 4T 4 BIW
BT a 70T TN—NERETENE I DERRTEET,
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I Security Manager &

B EBORE

[Workflow] R—2 .

LS

B

Require Activity Approval

TITAET 4D, BB ToNZT T — N2 Lo THRIZ
REINDUENDLNE I MERELET, 77— DFE
CE DB DFENIOWNWTIE, 77T 4T 4 ORRBESHMLT

<téwo

%ﬁ%iTﬁ?%E?%%
R Tx 5 (Submitter can
Approve Activity)

T T AT A IXRHEIC L > TERBENET,

BB & A A h—JbA A —
VI MEL (Require
Deployment & Install Image
Approval) ]

BEY a 7BX O, VA M= A A=V a TR, BV Y THh
o7 T N— N Lo THRIIZER SN D MER S DN E D g
BELET, 77— "OFEIZ I DMBEDOENIOWNTIE, B’
BIIZOWTESIRL TSN,

B IIR Y 3 7 27K
T& % (Submitter can
Approve Deployment Jobs)

JEBAY a ZIIEEE KR TEET,

AT BERRDT 7 4V b
DT T 4T 14

(System Generated Default
Activity Name)

FIFNVETIE, ZOF =7 Ry 7 AFA N> TOET,
TIT 4T LRIV AT DERDT 7 4V NI L 720
BlE, T2 IRy I AL TZIZLET, 777 4 87 0 ERY
ATaTDTIT4ET 447 4=V RIFZEADEFICRY
7

B A —)LDE@E

»%{E3#  (Sender)

Security Manager 73F5 - A —/VIBHIZ F(E T 572 OIMEH T 28

F A= T LA,

Activity Approver

TIT AT 4 OEBEEFDOT 74NV OBEFA—L T R
A, =W, KRBOTDIIT VT AT 4 R ETDHEEIC

ZOT RVARZF—N"—F 4 RTEET, FMIONTIE, AR
DIZODT VT AT 4 DEE T I7T 48T 4 T I N—1"%
fEH3 % Workflow E— F) Z#&ML T 7EE0,

Job/Schedule Approver

%%/a7itixb/;~w@%aﬁé%®77¢wh®
A=) T LA, =L, KROLDIZY a TELITAT
V:%W%%E#ék%ﬂ\:@TFVX%ﬁ%N%§4PT%
F4, FHHICOWTIL, BY 3 TOREEBB LTSN,
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. [Workflow] R—

Security Manager D EEHZEEDOHE |

LS

B

Require Deployment Status
Notification

Include Job Deployer

Job Completion Notification

BRI a TOAT —ZANELEESNLT-NT, BFA—/ViEME
BETLOINEINERELEY, 20X 7 v a 2RI LTGE
X, BHEZIETDHE S A—/ T KL A% [Job Completion
Notification] 7 4 —/V RIZASNILET, B~ THEDOT KL X
ZXYI0 £,

[Include Job Deployer] Z#R LT, ¥ = 7 &4 EHA L7z 4F DE
FA=NT FLAZBEHES A=V AyvE—VIZEDLI L
TEET,

Workflow History

Keep Activity for

T I T 4 BT 4 ERE [Activity] T — 7V CIREFT D B, T4
JVME30 T, 1 ~180 HEfRETE L7,

[679 <{HZE (PurgeNow) [#27 Vw27 LT, fBEL-HELY
HbHWTRTOT 7T 4 BT 4 ZHIBRL £,

GE) Workflow DS DE— R TF 7 v MEITHARNC/R -
TWAEE, WEXREIXT 7y hOREZEIT LT
wWEnET ([F4 v EE (Ticket Management) ]
A= (101 =) 2BH)

Keep Job for

JEBE Y 2 71 # & [Deployment Job] 7— 7 /L CIREF4T2 A, 7
7V ME30TT, 1~180 AZEFEETE £,

[679 <{HZE (PurgeNow) [#27 V7 LT, fBEL-HELY
LEWTRTOY a THHIBRLET,

GE) Cisco Security Manager 73— 51 > 422 LI Tld, Z
DATF v a @RI LHE, lHESNEAEED &
WEBANT A7 U7 N7 7 A L8 C:\Program Files
(x86)\CSCOpx\M DC\tomcat\vms\athenaltranscript =7 =+
AP BHIBRSNET, Zud, Fvw= MU0
BHEEEET,

Keep job per schedule for

JRBAY a 75 E, &Y a7 A7 Y 2 —/LD [Deployment Job]
T NTHRFT S R, ZOREF, ATV a—nE2MHLT
eSS 7cv a 7R FICEH S NVET, 774/ ML 30 TT,
1~ 180 HEZfEETE L7,

[4F <HZE (PurgeNow) 1227 V7 LT, EELZAELY
LT RTOY a 7EHIBRLET,

[Save] R & >

EENEERFELET,

Vey b ARZ

EEAUBNCEHALZEZY Yy LET,

[l Security Manager D SR EENHE
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[+ —LE5%E (WallSettings) 1<—= [}

LS B

[Restore Defaults] 8 % > |{E % Security Manager 7 7 4/ Mz Ut b LET,

[V #+—ILEXTE (Wall Settings) ] X—

Security Manager @ [V 4 —/Li%E (Wall Settings) ]-X— TliL, U+ — HEREEZ AR E 72131

T TEET,
[+ —/v| #rBI%. [ShoutBox| HhE L &I fﬂiﬁ“ ZOREZ A LT, [A U Security
Manager ' —/N—{Z2 74 > L TNDL TR TCOL—H = A v —VEEETEET, 272

L, 9 [V —/LikE (Wall Settings) ] ~<— 3 THEAR b%ﬁfj] CTDHMENRH Y F7,
A\

GE) TP DY — VR E A E ST AR o TV ET S, AT
2P FA = U R EET AHERA R o TOET,

7ol I, U —/VEERE A L T, Security Manager DA > A b —/L TN DNDOEFH ZAT
WRN D, O —HF—LRFETH I ENTEET, MEONEIL, £ DA, {ThhiTwn
HERR, BEITK L TEITSINDREEDKT 7> a BT L2HD0TY, EESND Ay

—VIE, A LTV ST RTOZ—F =T m— FFy 2 FSNET, 7+ —/LHRE
EHT L, 2=V =L, /A VRO —F—NRIRTE LEERNR T 1 7 7 A VAR
EANTEET, Ur—EROEELHED 1 D%, BIER /A L TNDL TR THO2—
P—=DVRANERFTHZIETT (=Y =X, 71 RAFA LT T MO, F7213 Security
Manager 7 74 7> &L TR T U M LIZE, [VA4—/ (Wall) 1T 4> RUDLLHIRE
NEY) .

U4 —/UHRBEAZ I LT, *pdf, *xls, £/ITEOMOT 7 ANV AR EETLHZ LITTEE
A,

FESF—=2a32 R

[>—/L (Tools) ]>[Security Manager® ‘& (Security Manager Administration) 1% 7 U > 27 L.
AT YT TN [V —/ViRE (Wall Settings) ] Z3®IR L F 9,
Z4—=ILKEYIT7LUR

R A5:[D+—ILERTE (Wall Settings) ] R—

BR BT

2= PP D ==X v =% | U4+ — R E BN T 20N T 2 2R E
BETEDHLICLET, LET,

[Save] R & BHEARF L CHEMALET,
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B o —nsE (wallSettings) 15—
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LS

Bl

Uty b RZr

AR ZHEIRFELIECY Y P LET,

[Restore Defaults] 74~ & > fl % Security Manager ®7 7 + /L MZ Ut FLFE

‘j"o

U — VEREN A RN I > TW B EE, [V — b (Tool) 1>[HE.. (Wall.) 1227V v 2r+5%
7>, ConfigurationManager C[V 4+ —/b (Wall) |7 A 2> %27V v 7 LT, [VA—/ (Wall) ]
U4y RUERS ZENTEET,

Health and Performance Monitor ¥ 72 /% Image Manager C [V 4 —/L (Wall) | 714 2> %27 U v
LT, [VA—/L Wall) 74> RuzEB< 2t TEET, /X2 b a—7 F72IZReport
Manager T [V 4+—/L (Wall) ]V 14> RUZB ZLITTEEEA,

~NNTTA a7 )y 35HE, [Tar—/v (Wall) | CTREMZR T 4+ —NAERED ~)V 7 %I

TEET.

[VA—/b (Wall) |V 4> RUZiE, ROBZENEGENTOET,

« ZEf~XA >, [A U Security Manager %—/3—|Zm 7' A » L TWHa—W— L REHATY 7272
HINZ e FRLET,

MRS vy NR=TVOREREEDTEY, 2= F—REE LAy E—VOTF A RR
BENET, AL TE, VA=A T T — N RNELITEICTHRE L, 7
Uo7 LTHEMBRAN T ZFRTE LT TAarbdbh 7,

[V 4 —/L (Wall) |74 DO

Aot —TDOFK
T

Ay—UE [VA—b (Wall) 1712 RUDHMARA NIFKRS
NET, WITEHOA v =V ERICERINET, AvE—V
MHETHFARNEBRL Cat—9 52 ENTEET,

A=V SRTITIRN 280 LT E AT H T EDFHET, 2O
FTHICHET DL, BT ETEESRET,

Message Log

WEORA =0 2R RTEET, Ayt —207120% 100 14
DA vE—=UPMERESNET, [Vr— (Wall) |7V 4> R &iELE)
FTAHLE, Avb—URERINET,

7'a 7 7 A J)VHE
%

a7 44— )VHOEEYT v 7 u— K T& %9, JPG. PNG. BMP,
GIF ¢ CORZ BB Z A TN R—FENTWET,

BEYT v/ u—RT52F, 2a— =T eIy AV U0 RUD
[7>v7a—FR (upload) |V 7 %#HEHLES, =2—HF—Ta7rAq
N R EBICE, [VA— (Wall) |V 4> Ry Ta—H—
LFERF2—V—DEEEZ I Y v 7 LET,

a—P—=TuTr AN T4 FUIE, TR T 7 A VERORERGE
L7u T 7 A MMERORFEREZ YV EZ LT A 2 b H Y 77,
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| Security Manager D& EHE

BDHRE

[+ —LE5E (Wall Settings) 15— [}

=
Ty AN T
N

a—HF =777 AV U0 FRUERICIE, [V4—/L (Wall) ]
VA4 Ny TCa—YP—4FEFa—V—-DEEEY ) v LEY, 2—
P—=TaT7rAN T4 VIR, ROBEEPEENTNET,

s Ty AN (FeK 20 XF)
o B4 (K 15 X7
s B A (K15 3XF)

i

p=(113

St BA=NY 7% 7 ) w7 LTA=LEEELET,

BT 77— b

BLWA Y —VEZE LS T[4+ —/ (Wall) 174> RN
T —HAIHTWRWEGS, FrLWV@aT 7— FRy 77 v 7hR%
RENET, BEIZ YV v THETT[UA— (Wall) |7 4> K
UERETE T,

BT 77— Ry 7T v TRERENDE, [TA— (Wall) 17+«
YRUOTA b EBL, Ay E—UBRERRINET,

77— Ry T T o TERF (VA=A (Wall) |V g2 RUIZERRS
NOREAT > arhnt, BT 77— et 71352 R TEET,
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B o —nsE (wallSettings) 15—

1:[79+—IL (Wall) J94> K™

3-wall - sysadmin M=l 3

» CE 7
ry
05-01-2015 Si44 PM C5T
e
e | sysadmin
Systemadministr akar O8-01-2015 5:43 PM CST
sysadmin@domain. com
123456759
03-01-2013 5:42 PM C5T
upload &
o
o
E admin 05-01-20135 Si41 PM C5T
.E Mo problems here.
=
D ——
HelpDesk 05-01-2015 S0 PM 5T
Ewverything is okay with me, toa,
netadmin 053-01-2013 5:39 PM C5T

Evervthing is okaw with me, Thanks For asking.

sysadmin 08-01-2013 5:38 PM C5T

Hi, Everyone, this is Systemadministrator, Is everything okay?

[ p— |

Send |
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