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INESNTWDEDT NA AT HA X PBLIUOLVAR— T —&I%, HLwv
= N—TIHEHTEEE A,
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Cisco Security Manager 5 —/\—DEE |
. Security Manager 7 S A4 7V bMWD TNA R A URY R DI Y RR— b+

c TNA AT N—TEREEGLT I AR— T 7 ANDEA T LD ER/ A, T A% A
VR— R LTzh L, FBTT AL R T N—TEBEER L, DT N—TIT A AZE
DWETCOBERDHY T,

et F 2 VT4 THFANELIIMRBE Y —2@IRT S L XL, AR NT AL ZHEIR

LTLFEEN, £, TRALARVPNIZBML TWAEAIE. T4 A2, RU—, B
SRV v—FT V2l O AR — MFZ VPN NOT X TDOT N, ZAZEIRT D L
AT LET,

IPS F 721X I0S IPS 7 /3 A A BN 551, T CICIPS v/ =F ¥y OEFET /31 A
WA THDH L 2R LET, BRI —r3yr—2 (Sigd) ZFH L TIPS %
721X I0SIPS T3 A% = AR— M TEETH, A VA — MITEEHA, A A —F
T 7 — [Sig0 /Ny 7 —U & W £ A (missing Sig0 package) | DNERIANET,

BIDTISA ZZEENTWDTNA A XA T DS B, Catalyst 6500/7600 PN DOIEEDE
Va—, —FZHNDAIMEY 2—/VEZIINMEE Y 2 — NV EEIRTH L, RAT 4
TTNRAZALHBICZ AR —FENFET, ASAT XA RAEZDIPSEY 22— V%R %
=/ AR— T ET,

TIOTAET 4 By varE@AREE Yy v a rOEKRPIE, TAAMREZORY —
(deviEX) 2=/ AFR— b TEXFEHA, TAREZDORY) v—%hT 7 AKR— T DI
WX, BT RTOEBPZET L TWARERL Y £9, 77— D5 Workflow E—
RTiX, 77— NZHWE D, ARETZEBICE T SED X ) ITKE L £, Workflow
DI DE— RE721XT 7= 3D 20y Workflow & — RTliE, ZENXESIND &KGR
NEBPIZITON D20, Bofi-oThb =7 AR—beEfTLET,

THRARAEZDORY v— (devIBR) O AR— L, R v—DOEFEZKRTEE
Hhe TITAR—E 77 ANUPMERLESND ETICa~vy RBRKT L, 2—FITHOKRY
V—DEREEERTEDL LRV ET, ZDZ &L, Workflow S DE— REITT
T N— DN Workflow E— ROYA, =7 AR — MLUEEHIZIEENTE RN END
ZEITRY ET,

TNRAA, RV —, BEORI)—FT V2l el AR—1F5120F, R —E&
F TVl NOXA TR T DR —EHEL ATV NEROHER, BLOT A 2
EHROMERNLEETT, T OHERIZ, FRATHIENIC ACS ZFEHT 2 & Xz, #ERIOR
Vi—, A7V b, BEOT AL RZEVYBTHZERTEET, VAT LEHA,
Xy NU—EEE FlidtXa ) T BEHEOHREFEOL | FIUCKLERMERN G

2 HIET,
TNA A% CSVIZT 7 AR — N T H551%, [T /3 ADZEHE  (Modify Devices) | HEFR D 723
‘JZ‘% "C‘—é—o
BEEH

B LI ZHNOHADT A NZY) T
« Cisco Security Manager CD 7 7 A /L E£72137 4 L7 ) OFRFE 1346 E

* [Customize Desktop] ~—/
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I Cisco Security Manager H-—/\—DEE
£ URY YDA vf— kELFTY RE— b THR— FshTuB sV [

ATV TN TRAAE2—T, [Z74) (File) ]>[TY XAR—k (Export) 1>[T/31 X (Devices) | #&N L T,
[ > X hYDOx=s AR— b (Export Inventory) | ¥4 7 a7 KRy 7 A%fEEd,

RATw T2 [CSVELT=Z AR—F (ExportasCSV) ] E7X [T A A, KU v—, BIOAT V=7 hOxT7 A
AN— bk (Export Devices, Policies, and Objects) ] ZiEIR L £, TN HDFT T a o0 TE, BRI
HRH Y £7,

RTYT3 TITAR— LT 7 ANCEDDLT A ZAZTBIRL, [>>] %2 U v 7 LT [BRFE LT A A (Selected
Devices) | U A MTBMLET, 7NV FZERL T, 7HVTHNOTXTOT N, AEBRTEET,

TNRAAZLBIRT 720D U A ML, T ABEEOHERD & 27 A RAETBRERSNET,

G¥) Cisco Security Manager 7 — % X— R ZEE DT NA A ETIZEDORY =R Y —F7
Tl MREENTWAEEIT, =7 —%[i<ll, —EIZ=7 AR— 57351 20K
EHIRT 2 0ER DD £, FEIZONTIE, AR [T RKR— b4 XOHIER) 25 L
TLIZEN,

ATv T4 [B Browse) |27V v 7 LT, 27 AR—F 77 ANVDOIEREL 2D T4 VEEBINL, =7 AKR—
N7 7 ANDLFTIEANDILES, [77ANVH AT (FileType) | T, BT 27 7 A V& A T HZEIRLE
T, CSV 7 7 A VOVERRFIL Z OBV EETT N, dev 7 7 A VOIERKERIZIXZ 1 DDA T v a V&
TEET,

[R1F (Save) 1% 27 Uy 7 LTC[A X FNYDx=T AR — |k (Export Inventory) | %A 7 1 /K7 AT
JRY £, [ExportInventory To] 7 4 —/L K3, =7 AR— K 77 A WERTHEHFT SN ET,

ATFYFTE [OK] %227 U7 LT, 7 AR 77 A NVELERLET,

T AR—=FOFETHRH, BEORZ I AR = MIZT—=NholemE I DarmT Ayt —VRERINE
T, [OK]Z 27 Vw7 4DE, =7 ZR— MICRBENRELIZGEIR, A7 7Ry 7 ZRE, Ay
T=UNFRENFET, XTI HRy 7 A Gl (Details) | RZ B3 H55EI1T, A v — V2R
LC[FEM (Details) 127V v 273 25&, SHIZHARLTWERD A v — V2R TEET,

AR R)DA VR— bEEIEIHOVRAR— FTHR— &SR TULVS CSV 2=

CSV (B ~KYIVfE) 77 A MITNA Ay AR— T 25545 (Z74I)L (File) 1>
[T9 RR—k (Export) |>[T/31 R (Devices) | # R L CT[CSVE L T2 AR — |k (Export
asCSV) ] &ER) | F72IECSV 77 A IWInDT N, A A ViR— T 5568 (Z74IL
(File) 1> [# ¥ T/34 X (New Device) ] #i#&IR L T New Device 7 4 ' — KD [7 7 A )L
(File) 1725 [T 734 AD3EH1 (Add Device) | Zi&R) 1ZiX, IROWT D CSV 7 7 A L
R ERINTE £,

» Device Credential Repository (DCR) : CiscoWorks Common Services DT /3 A EHL T
AT Iy, ZOEROFEMIZOWTIL, RO URL T, Common Services D~ == 7 )LD Y
TNNR—= a2 30CSV 77 A NDOHHEZRL TIIZEN,
http://wwwicisco.comven/US/docs/net mgmt/ciscoworks common services software/3.3/user/guide/dechtmi#wp1193611
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Cisco Security Manager —/\— D &8 |
B Ao ruoq k= rEERTI RE— FTHR— FERTLB CSV R

+ CSMARS &— F 7 7 14 JL : Cisco Security Monitoring, Analysis and Response System, Z O
X DFEMIZOWTIE, RO URL T, CS-MARS D~ =27 LAZHL T30,
http/Awwwicisco.comien/US/docs/security/security managementics-mars/6.0/device/configuration/guide/chDveOverhtmbwp162016

» Cisco Security Manager : Cisco Security Manager FE=,, DCR /X— 2 > 3.0 U D
74—V REBMLEZEATT, X2 bV ZB]D Security Manager ¥—/NZA 2R —
FLTWDHAE, ZORRZERTLL, 7 ATHRY U=z ifiEdIic1 o~ b
VaAR—RFT&ET,

\}

SA AD os_type 3 LN os_version DHEE SALTWRWIEEIEL, 731 2 &80

G¥) 77 A INIZ
CTNAANHEERY U —2mHT20ERH Y 7,

THEX

Vs
Vs

FATORBIZFERENDEBMD T 4 —)L RiZkD LB T,

©  eo0s type, ARV —T (T VAT L Z AT, PIX, ASA, I0S, FWSM, IPS O\
NINZIR D EF, ZOT7 4=V RiE, TRTOT AR F A TIZUHATT,

s 0s version, ¥ —47 v b AR —T 4 T VAT A N—T g 2, [Add New Device] &
BRI L 72 & X2 New Device V 4 F—FD U X MIRENDEZNRA—T g VFEEOWTIH
MY ET, FETEDHNN=VarEFGETNARAETT /ML THRRD D,
CSVZ 7 A NEFEETEHR L THDHEEIE. 2OV XA MUEEICHZBLTLES
Vo ZOFEEER LI2T S ZADBMOFEZOWTIE, FEERICE DT /34 A
DEMESZRLTLIIZSV, ZOT 4=V RiE, TXTDOT /A R Z A FITHUHAT
R

«fw os mode, 77 AT VA —/LT A ANFETENTVDE—F, TRANSPARENT,
ROUTER, MIXED OWF iz 4, 2D 7 1 —/ RiZ, ASA, PIX, KXW
FWSM T /34 R IZMHIETT,

«fw os_context, 7 7 A T U A —/L T NA ANFATEINTNDH 2T F Ak, SINGLE
FIEIMULTLIZZAR Y 9, 2D 74—/ RiE, ASA. PIX. BLFWSM 5 /34 &
KL!Z\ZEVC‘“@‘O

« anc_os_type, Cisco I0S-IPS 7 /31 ZADMIHI R ARV —T 4 7 VAT W 2 AT,
AT DHEIXIPS & 720 3, 2D 7 ¢ —)L Rif, 10SIPS 7 /34 AIZMIHTT,

s anc_os_version, fBIH72 2 —27 F AL —F 4T VAT L N—T 3 T, IPS

By N ARL—=T 4 T VAT A N=Ya T, FET S5 AR— b
SHTNDIOS-IPS N—2 5 Y OWVWT NI/ Y £3, 2D 74—/ RiL, 10SIPS
TS AT,

INHDCSV 77 AL, £DT7 7 ANVEREY K- b EROT 07T ATHATE X
T, 2—HFHHETCSV I 7 A VEER L, D7 7 A )L%&HH LT Security Manager {24 /X
YRV EAVR=FTHIEBTEET,
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I Cisco Security Manager H-—/\—DEE
ATV RSAUhE0FALR ARy koo zk—+ [

&R R
* Security Manager 7 7 A 7 2 "B DT NA A A XU N YOI T AR—K (78—)
WY —FET AL ZADA UBE— K (17 2=)

AN BNY T ANNEDT A ZDEN

ARVKRTFAUDLDTNAR AR F)DIY AR—k

Security Manager (2%, Security Manager 7 74 7 R A EEIETICT NA A A XU R BT
JAR—= T L2DOIMERTESPerl 27 V7 F3IEINTWET, ZORXZ VT MaMHAT
Ll M CHUBEIZRDSESERLTTIA L LAR— N XA ZABLTCEET, HH%E
Comma-Separated Value (CSV; %7 ' ~XEIVfH) 7 7 A MIRA I TEET, /o, Hix ¥ ¥
TFxy LTERET 22 b TEET,

Je

Evh Zoa<wlRTHEH, 0 ADA VAR — b LT 17740050 T34 AOBINZHHT
X7 7 AMIERENEEAL, ZO0a<wry NiE, Aoy M ERETZ 7 AR— M50
T, MBESNT =7 AR— MERBO LY ICRZETN, o~ FOEMMIE, mEOA 7 T4
Y UAR— N ae A A A IO LA — FOHRIZIRE S ILET,

Perl =~ > /X $NMSROOT\bin (i %13 C:\Program Files\CSCSpx\bin) IZ&H 0 £7, 2~ K
DOENFTIRD & B T,

perl [path JCSM gr DeviceExport.pl -u username [-p password ] [-s {Dhdoirtg}] [-h] [> filename.csv ]

X

perl [path 1 Perl A7 V7' h < R, VAT L SALEHANIZ CSMgrDeviceExport.pl

CMOrDeviCeEXpOrtpl | 7 ¢ L~ AR AREF SN TOARVEAE, ZOZZBMLET,

-U username Security Manager D+ —H%%, =7 AR —FENDHT—XIL, ZDO=2—
FIHND B TONTMRIC > THIFRE N ES, =—HiZix, 734
ARTROHERP NI T,

-p password (A7vay) a—F—RAT— R, av RZRNAT— REEH

TWRWERE, 2T —ROAEZRDONET,

Cisco Security Manager —/\—D &1 .
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Cisco Security Manager —/\— D &8 |
B sstus—ozozs—+

-s {Dhdoirtg} (A7 ay) MBHCEDATEDITBRIRISN TS T 4 —/L R, s 4
TrarvERELRZVWESIE, TRXTOT7 44—V RREOLNET,
WD 1oL EERETEET,

«D : £R4,

eh: ™A M,

ed: RAAL U4,

o ANV —T 4T VAT L (0S) HAT,
1 A A=V,

or: EITH D 0OS N—T g

et: X—7 v hOSNN—=T g,

cg i TNARTN—"T,

-h (FFvay) avr RIALO~NNTEFERLET, 2043
VERETHE, MMOTRTOFT T g IEEENET,

> filename.csv (A7vay) WHERED 7 7 A MCELET, 77 A VEEEL
NG E HAEmICE RSN E T,

H Az (Output Format)

HI71I3HEH#E D Comma-Separated Value (CSV; 7 > ~XUID i) X THDHH, A7 L K
=R Ta T I ATHWEZY, MAOAZ Y N TRUEE LY TEET, BAIOITIEH T LD
RHELTT, T 2FENGHIC, EROsA T a o TR LT 4 —/4 ROIEIZIE AT
£

FED T 4 — )V RIZER R WGE, TO7 4 — )V RIZH T 771270 £9,
TNARZATN—TWMNT 4 — RIZZEGIAGCTHEN, RO NV—TEREEND Z &0
HVFET, TA—TRHIL, INA—TDONRAEENRETENTOVET, L& xiE, ROENET
INAAW2ODITN—TD—ThHH T &%~ LET, [Department] 7 4 /L4 @ East Coast 7
N—T"L [New] 7 # /L X D NewGroup 7 )V —7C¥, Z/—FL, EIan  TRYLNT

b\iTo

"/Department/East Coast; /New/NewGroup"

27 VT ERER LT T — Avb—URNbE, HI17 7 A NMVCEZAENET,
HXERY)O—DIH AER—F

> Security Manager $—/NMZA VAR — M T H7-OIEHT 2GR Y 0 —BLORY >— 4
TVl Nex AR—MTEET, ZOMHERIE, Cisco Security Manager —/3— [ TO A

. Cisco Security Manager H—/\— D &8



I Cisco Security Manager H-—/\—DEE
gy o—nzszk—+ |

AU —DFEH =) THHINTWDELHIZ, —"—D I NV—TMTHRLERY > —
MR T D OIS £,

\}

GE)  *pol F7ciT*dev 7 7 A NDA R — NI, 7 7 ANVDTT ZAR— MEEHShzb o L
[f U/ 38— 2 > @ Cisco Security Manager TOAY R — h X Ed, H25/3— 3 D Cisco
Security Manager 705 =7 AR — K~ LT, BION—=T 3 U EFEITLTWET— =21 VFR—
F5Z EIXTEERA,

Ev bk
» Security Manager —/3— % 72|32 — 5 /L D Security Manager 7 7 A 7 2 MNZA AR — T
T X T, m—H /LD CiscoSecurity Manager 7 7 A 7 MIT 7 AR — M E 72T A U AR— b
I BHHEEIZ. [V —/v (Tools) ]>[Security Manager?El (Security Manager Administration) ]
>[TAY by DI AL~ A X (Customize Desktop) | MO HIEITE 9, FEMICOWT
IZ. [Customize Desktop] X— T &# B L T IV,

HARY P=BLORY V= AT V27 NI, BEENTERBELDOLOIZT R A
R h 77 A UIEENET, BY v—&T7 ZAF— MDA, BERTNTORFEL
RMTHONTND Z LR L ET,

e HEHRY =L o TEBREINDITRTORY) V—F T V=7 hb o/ AR—FENE
T, 72l RV —FT V27 RBZRENTWARWERITZ I AR—FSNERA,
Fy NU—J/RA R, =R, BIOR—Kr VA DOAT V27 M2 ERET 7 ZR—
NTAEDIEATE MO a~y RRHY E7, sEllc>WTE, RV —FT7 V=
JhDOAVHR— b BEIOT I AR - 2SR LT EEN,

T ITAET 4By arEFRITREE Yy a v OERRIL, R —FTF AR—FT
TEHA, RV V=% 7 ZAR— T 5L, BT RXTOERPET L TWDLLERD
DET, 7TTN—3DWD Workflow E— R TIL, 77— NZfnGbd, ARE 7272
HIZss T &85 L9 I&E LE T, Workflow LIS DFE— REZIET 7 — 3D
Workflow & — RCiX, ZHEDNIEEIND EARBPABBIATOND 2D, Bofio T
LB AR— bEFRITLET,

e ARV =D AR— I, R —OEELZARTCEEEAL, TIAR—FT77 AV
PEREND LT CIZa~vy RRET L, 2—FIEHOR Y v —DEFEZ KGR TELH LD
W27 ES, 2o EiE, Workflow A DE— REITT 7 —3D U720 Workflow
EF— ROLHE, =7 AR— MUBFIZEENTERNEW D Z &2k 7,

RN =L ZDOR) —=F TV P AR— T LHITT TORY =LA TV

I REA AT HR) S —EREEF TV 27 NEFEOHERNMLIETT, 2O DR
X, RBAMHENC ACS 2T 2 L X2, lARORY v— A7 V=7 b, BLOT A
AIZHID Y THZEMTEET, VAT LEEE, Xy NTV—VEFHE, £70idtxa Y
T4 EEEOHEREFRFO L, TNCHERERN G2 ONET,
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Cisco Security Manager 5 —/\—DEE |
B sstus—ozozs—+

\}

GE¥) "= 3421 LIF%, Cisco Security Manager (% Cisco Identity
Services Engine (ISE) %/ L 72 TACACS+ sBilED#A % R — kL
£, AT ACS DY R— FRETLTNDH2DTT,

&R R
« Security Manager %—/N 7 7 2 X OFE (3 N—)
« Security Manager t— 3D 53E] (3 X—2)
« Cisco Security Manager $—/3—[] COLARY > —DFE (5 X—)
* Security Manager 7 74 72 EIBDTNA A A XN DT AR— K (TN—2)
« Cisco Security Manager CTD 7 7 A /L E£72137 4 L7 ) OFRE - I34RE

* [Customize Desktop] ~~—

AT w71 Configuration Manager T, [7 7 A /b (File) |>[= 2 A& — bk (Export) ]>[R YU I — (Policies) ] &R L
T, HEEFRY —Dx 7 AKR— bk (Export Shared Policies) | %4 7 R 7R v 7 A& £,

AT a Tl Ry 7 AN A, SecurityManager |2 & » T, EFEADOILARY =GB L0 e — R
SNTWARERH Y E7,

ATV T2 WOWTNNPOFEEHEM LT, =7 ZAR— bR — 2B IRL £,

Evk BEOFEEFER L THRY U—2BIRTxET, L3, FFEOHMUBRICER Sizd
TOIERY)—ZERLTZY ., BEODXA TOIERY > —F RCEERLZVTHZ LN
ARET, BIRLEARY L —Z2F UL 77 A M7 AR— FTXxE£1,

HFEOBMUBICEE INTZT X TOLERY —%2BIRTDI121F,. TOHMEZ[EFH (Modified) ]
74—V RIZAT L, [ZEEH (Modified) 17 4 —/v ROFEIZH D [(BIR>> (Select>>) 127 U v
LET, Hf%Z MMMDD YYY X TANTEM, [HL ¥ — (Calendar) | %7 Vw27 LTHROD
AftZ@R L £7,

e TRTOEFRY —ZRINT HIZE, [TT (TR0 1 7AAFEHERL, [TRXTO®RAERY
v —% %M (Browse All Shared Policies) ] T [i#fR>> (Select>>) 1227 Vv 7 LET,

RFEDFA TOIARY —FT RTEBRT D121, ARV —DF A TERRL, [TXTOLE
RV v —%Z M (Browse All Shared Policies) ] C [[#{R>> (Select>>) 127 U v 7 LET, 741K
ZIFIRL T, BIRLTZY A MITHNVTRNDOTRTOLA T 2B TEET,

s T AR— MTHRFEDOHAERY O—%IEET DL, [TRTOI_ARY —%2M (Browse All
Shared Policies) ] U A FH =7 AR — 2R —DF A THRINL, =7 AKR— 254
ATOIER) —DRICH LT = v IRy 7 A A A2 LT, [#IR>> (Select>>) (27 U w7 L
F9, TNDHZE [BIRFEADRY 2 — (Selected Policies) 1V A MIBENL F7, FFEDOILAFRY v —
EBRINLU WS, BIRL7EXA 7 OTXTORY —0 [BINEADAR Y 2 — (Selected Policies) ]
U2 MBEmERET,
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I Cisco Security Manager H-—/\—DEE
Ry v—gt7 1 204 ok~ ]

GE) LHERY —PEEINTVWDIRY — A TREFRERINET,

[FBINFE DR Y 2 — (Selected Policies) ] U A b HAR U —ZHIERT B121%, AU —%BR L T [<<Hl
& (<<Remove) |RZ %7 U v LET, BIRFADHRY 2 — (Selected Policies) ] U A kDI TP
T2 b IR ZICHRET D12iE, [T TR (Select All) 1 F = v 7Ry 7 A& LET,

ATy T3 AR —Dx 7 AR — I (Export Shared Policies To) ] 7 4 —/V KOKEIZH D[22 (Browse) %7
Yy 27 LT, 2 AR= T 7 ANEERT D7 4N 2RI, 77 A NVOARTIZ AT LES, 774
v HATIE, pol ELTHLNUDEREIN TS, BETEEHA,

[OK]%Z 27 Vw27 LT, Z7ANVHESMERFELET,

ATy T4 [HHER) =D 7 ZAR— T (Export Shared Policies) | %A 722/ HR vy 7 AD[0K] %27V v 7 LT, =
JAR— N LET, =7 AR—IPRETTHE, =7 AR— b LEEERY —OEB B S,
BELT T —RNHIGEIT. XA Tl Ry 7 ARV CRHENRERSNET,

WY —FFZT A ADA R—F (17X—=2) TR LEL 9T, 2T, B0 Security Manager
P—RICRY o —% A VR— P TEET,

R O—FFETNAADA ViR— b

HHARY — (pol) 77 AN, F2IEHID Security Manager h— b7 AR — K EizT
NAARAAL R MY ERY— (dev) 77 ANVEAL LV AR—FTEET,

)

GE)  *pol F7ziT*dev 7 7 A NDA VR — NI, T 7 ANDT T ZR— MREEHShzbo L
[i] U/N—3 =2 > @ Cisco Security Manager CO&HH R — hILET, HDH/3—T 3 D Cisco
Security Manager 706 =27 AR — K LT, BIDON—=T 5 V2 FETLTND P —"—2A VR—
M52 X TEERA,

ek
* Security Manager " —/3—F 7213 1 — B /L D Security Manager 7 7 A 7 > kA AR — b
T& £, v»—F/L® CiscoSecurity Manager 7 7 4 7 2 NMIZ 7 AR — MET1FA AR —
NI HHREIL. [V —/L (Tools) ]>[Security Manager& 2 (Security Manager Administration) ]
>[T AV Ny T DA AL <A X (Customize Desktop) ] 2>H il & £9, FEMIICOWT
I%. [Customize Desktop] *— Y Z &ML T &0,

« TNAADA R — MRE, H—ZIE, A VAR —FLTWET A ZADFBLOF A T
*HES 9% +43 72 Security Manager 7 A & AN ELTJ, Professional 7 A £ A& M H L
FTOT A AL T oA VR— T DRI, EDTA B REA A=V THLIITL
FT, TA BV ADA A F—/LOFEMIZ OV TIX, Security Manager D7 A £ A 7 7
ANDA LA R—L (205—Y) ZZRLTIEIN,

ARV =" A UR— T DHEXIE, TS AEFIERY —DA 7R — MHIZ, Security
Manager ZHLD [R Y > —&FH (Policy Management) | ~— U CEHEAICEINS R Y
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Cisco Security Manager 5 —/\—DEE |
B o371 0200 ok— 1

V=B A TOHINEREINET, 2L, TXTORY =04 U AR—bhSnEd, LIaj
BHAIGRBIREZMRLIZRY) o— XA TR ERT DL, Z2OA R —FENTRY —
X, A VA= FENTEREE EHICERINET, BIRRAY O—EFHOFEMIZONT
I, V=2 BLOT7 7 AT U= VTN, ADKRY —EFEHDON AL~ A XML TL
7230,

HEHERY) O —BIOR) =T V= hDA AR — bR, $—NEDORY o —F 72134
T2 FBAVAR— T EHHDO LR CAFIOLEIX., A v FA—FENERY —F %
TVl Mok TEBENE T, RV —FR3A T V=7 Mouy 2 B3 55EA.
FORY) O —FRFAT V=27 bOAVER— NI LET, A vE—T100F, KO
WAwy 7 ORETHH Z PRI NET, MEEZEHEET I, AR — FEETT5S
ANZ, X CO2—P—RNIFRY o —F IR =T V27 hA~DEFEEEEFELT
HERLTWNDHZ EZMER LTS EIN,

TNRAREAVR—=FTBHE, TS RZED B TENTWBIEER) —LR ) —F
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ATL, PR=FEINTVWDLIEIERT v 77 L— R8Z 3B LOWEAAEEZ Cisco Software
Application Support ¥— B ZEHKI D FEAMIZ OV T,
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T A ZAOMER LR LT, fLZikp L THEATES K912, OHMURICTE 575175
S WaBET2 T /34 ZAEIT%F LT Security Manager 5§k 425 Z L NEHEETT, 7SV r—a v
ZEET 572N, FHER T A A0 Y o BEN B S, FHMEIRTICT v 77— K
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F 9. Cisco.com =—H ID BZMLETI, F£7/=, Ciscocom TV 7 hU =7 Db —%& %k
THVENS Y £, BEEEHC, Y 7 h 7 =7 28y 7 — PN D Software License Claim
Certificate (Z%f i1 5 41TV 5 Product Authorization Key (PAK; BSHEEAES—) ZFET
LHUENDHY FT,
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by action) 1B L7 Z026 [F /34 A (Devices) 1> [HIFk (Delete) | IR L E7, [F7 T2 hDA4
ATD R E 721358 THr3E (Search by all or part of the objectname) | 7 « —/L RIZ, 7 /31 ADRRL

(routerl) Z AJJLET,

s VAT LTHRITA VRITRIDFELTZNE ) DEFTARDITIE, [T727 3 a3 > THE (Searchbyaction) ]
‘LI ZnE AT L (System) |>[#F R (Authorization) |>[2 2 > (Login) ]>[J<BX (Failed) ]
BEIRLE T,

ATy T3 LR—FNOZ M) OWNEEERTHITE, 2O MV EFETAL7 Y v 7 LET, ZORFICEIY &
AT TRy I ARAE, = MVICEETLIA vE—URERENET, ZOXAT TRy 7 ANT,
FREVRZ E TFRAIRZ C2EHALT, LiR—FEKE2 27 0—1TEE 1,

[Audit Report] ™ 1 > Ky (&

[Audit Report] 7 ¢ > R Z{fiH L T, Security Manager OIRBEEE DL a— RE2FR L E7,

[Audit Report] ~<—IZ1E, 2204 U RNEENET, EAOXA U 2H LT, BELFR—
N 720D NRTA—22ERLET, HRAOSA 0L, BEEZ MY ERIEIA Y
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I Cisco Security Manager H-—/\—DEE
[Audit Report] 7 -+ > Ko D fEH .

TV TT AL TEE LR — PR RS E T, BEELFR— FoRFIL, Lo
NRAVTERBLIENRTA—ZIZE TRV ET, 20D, RIRINTETXTON T LR
EREHDER LR — MIERIND LEINED EHA,

FEHF =32 R

[ (Manage) ]>[BEELAR— b (Audit Report) ] Z&R L £,

BEEIER
R LR— MMTHOWNWT (25 8—Y)
cEER LR— RO (25 2—)

T4—ILEFUITF7LUR

% 1:[Audit Report] ™2 « > K5

B% Bl
BRREE (EADOANA V)

[Audit Report] 7 1 > F '70)75:@” = e F@*ﬁyﬁﬁéﬁﬁ)%ﬂ?éﬂi@] T7HIN DL
A— M, BEELLE BN TOTXTOREZEER, HLWIEZ ErbFERShET,

Search by action EEB L R— MIEGHD 1 2L EOME Y — 2 fa] 38R L 720
BE. VAR— MIFRICESNT T 42 ) T ENET A,
TRCTOLILY — A EEH LA, [All] ZRIRTX ET,

Search by date LaR— MZED DR, BN DT B £ TICHA Lzt
NERREINET, ILF—T A%y 7 LT, BHft%&
BIRLET,

TDTANEDT TN (VY MILE) Tk, BEELSS
HETOT 7> arnNagdbiEd,

Search for activity by state DT 4 =)V RIIMMOME 7 —/V R EIFER2 0 | T2 Workflow
E—-—FCHEHINET, 207 4=V FEEHLT, LAR—Fh
WCEDDH 12U EDT7 7T 4T 4 Z@IRTEET, TV T4
7 41, Ry 77Xy URA RO TFORRRE Y 7 ARSI
F9, Rry7¥or VXA MaEHTLE, LAR— 25772
TAET 4 EZWEIZAST L ENTEET,

COMRBAH=ALEHERTHI2E, VEA—RTHT7277 48
TADT I T4 ETAREZBINL T, 77747 4%
WIRLET, HEOT 7T 4 BT 4 2RI 5121, Ctrl 248
LBBOENGDT 7T 48T 4 %7 V27 LET,

TITFA4ET LITHEASNT T A E Y 7 LARWESIE. [No
Activity] =R L £,
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Cisco Security Manager —/\— D &8 |

LS

Bl

Search by message warning
level

Ao —VEEL L, LIR— ML, BIRLIZERED A >
t—URnERINE T, BERO LV ERINT A0, Cl
FRLERLENLDOLVE Y v LET,

Search by user name

I/‘J‘° MZE D DB FLTH D —V 44, Security Manager 2 A
TRV ARSI 2 RRT DI2iE,. = — ¥4 System &
7\77 Li'@%

Search by a phrase in the
message body

EELAR—F= MDA v E—VNIZERTEHTHF R RLFE
Fl, K 1025 XFEANTEET,
Ayt—UILAR— FPRIZIIERINEEAL, =2 b VIR

TAHEAE—VEFRRTHITIE, 2O MIEFTALT T v
7 LET,

Search by all or part of the
object name

R NYDBRERSINZAT V=7 FO4HI
A RS, BeR 1025 LFEE A TE FT,

(CFRT DT %

[Search] 7~ 4 >

ZORZEI ) I FTHE FMOSL NI LR — R A
RS ET,

Vey b ARHZ

SORELEIY T REEIENY €y b SR, B
LB E7IZEA RN T _NCHIBRENE T,

BEELKR—

ENCEY (NS )

b (BRIDRA )

[Audit Report] 7« & K7 DA
MV ERLTWET,
Ry Z ANAEET, ZOXATalRy 7 ATEH, LOHEALT VLA T U N THERNBE
ICBHEA T ONTRED A v B — U RERINET,

X, BEAELR—-IREENET, TRENLOITR 1 DO
T2 7 V7 ) v 74 5&, [Audit Message Details] % A 7 12 7

[Audit Message Details]

AT TRy 7 ANNG, LR— D= N 2EERA 70—V TEET,

Message Level A = UL L YL [Information], [Warning], [Success].
[Failure], ¥ & OF [Internal System Error],

EED) ALEE N T o4V H RE,

V=R Befr— 2 b U OiX(E5T : [Objects]. [License]. [Admin],
[Firewall], [Policy Manager]. [Devices]. [Topology]. [VPN].
[Config Archive], [Deployment], [System], I3 & U [Activity],

BaE FAT S I ALEE : [Add]. [Assign], [Create], [Delete], [Open].
[Purge]. [Unassign]. 3 & OF [Update],
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gans v ruos— I

2% 5B

FT7 s b WEOAT V27 vOID, 728 21X, AT TV BT A ADY
B ATV FIDIET AL AL EIZIP T RLALERD F
T BT AUNBEEOERE, A7 V=7 FIDIZY a 749V 3
TR TR ET, FEDOAT V=l MBI L &L
HoET,

Z—P—4 WEFEITEH D2—Y 4,

TIT 4T ¢ WIENITONT-T 7T 4 BT 4 DL4HET (bDSSEE) .

# of rows per page B_R— VNIRRT DT,

[<] EN ZORZ w7 )y ThHE BEAEVER— NDOEFION—II
R E9,

[>] % TORZEI) v I T DL BELE— FOROR—IIHE
%‘\i‘a_o

BEEOJ T R)DIN—D

Security Manager |, B2 = b U OFRKBRFFIZESN T, BEIMICEE 7 2HIBR L £7,
07OV A X B TERETOIVLETISY EXHA, HEL, T4V NEERLT, 07Ok
R A ZEYERETNTMNTHZ LICRY, T—FR_XR—2AORR R A X2 EHTHZ &%
TEET,

RO 7 OT 74V NREEZEET HIZIX, [V —/L (Tools) ]> [Security Manager % Eil

(Security Manager Administration) | Z3IRL, 2T Y TF—7Aunhb (B2 (Logs) | & iR
LET ([Logs] X—T%2BM) , n7DHA XL, = M) OFRKFERAKE, v 7NORK
B R= FUEIC L > THI SN E T, O OREILFERFICHEEEL, 7 7 BNEICRK=
YRUEEBARWE I, ELRRBEERB LI MUBEERRNESIZ, =R
FEMMICHIBRENE T, v 7 ORKRIA X &Hi/hT 585615, 47 <HZE (Purge Now) ]
7V w7 LT, @EOHIBRY A 70X bancEiBe Y ZHIBRL £,

)

(GE)  [Purge Now] A& UiF, T —F_X—AMLEELFR— M EHIRT D720 TT,
<install_dir>\CSCOpx\MDC\log\audit 7 + /L ¥ @ *.csv 7 7 A JMIHIFRE I EE A, TILDHD *csv
Ty AT, EHEABRTE £,

Fm, o NIV IAEN DA X POERELLVEEESTLZLICE->TH, e 7DVA
XEHIEcEET, & E. BRRAXRV FEFEZRY AT L 5127, v 7oV A4 XN
INSLSRTZNVET, 7220, IHRO LV ERENT D E L v S OME LK 95 ATREMER H D
7,
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B so2—vorzosizus

REETIE B
cFEB L R— MZHoWNT (25 2—2)
R LAR— FOAERR (25 2—2)

* [Audit Report] 7 1 > R OEH (26 =—)

ADI—HDIEXDE| EHHEE

HHMHEIR 2 FF o — WX, Workflow UISAADE— RTHIO 2 —HFDIEELZ SIS &N TE
F7T. HA—YFNRT AL ZABLORY =TT 28EZFATL THT, T80 AB LUK
Ji—nmnmy 7 I, Oa—FRE LT A ZBIORY —~OT 7R Z0E L LT
%8, BlOa—VOMEREZ G & k< & ERT,

ATv 1 [V— (Tools) ]>[Security ManagerZ B (Security Manager Administration) | Z®RL, 2TV T —7
NG [2—HFE v a0 ZHkE (Take Over User Session) | Zi®IR LT, [2—HF v a D5 &k
& (Take Over User Session) | X— Y %#Bi& ¥ 9 ([Take Over User Session] ~*— 3 & & [) |

ATvT2 JlEla—F vy va  2BRLET,

ATV T3 [BEya D5 &fkE (Takeoversession) | %7V v 7 LET, BIRINIZ2—F P To BRI ERE X
NET, FEaIy PEINTWRWETITTRTHEEINET,
BIRSNT2—PREEOF I /A L LT DGE, 2—FICBE X v —URFRS i,
ITHOEERKRONT, 2—FRe /7o hIhEd,

EHI1—YFEHIIMMOAI—YFD/INRT—KLTHE

B —HX, 3T Security Manager B§GEICT 7 B A TE S FpiER T —VF TF, i
A UA R AT HLEEL, BHA—PONRATY - RERELET, "AU— REENEHE
X, ROFIEZFER L CTRRAT—REERLET, ZOFIEL, hoa—F T H T FD/RR
U—F&2Uty b O58ICbEATEET,

AT 71 Security Manager ¥—/3_ £ Windows (21 27 > L, Windows 2~ K742 7 ¢ RUEHEET,
ATFYT2 ROa<wy REFEHLT, T—Fr v~3—V% —2&ELLET,
net stop crmdmgtd

£k F—F w3 =V DEI L EENT, [Services] 22 b — L XX EFEHLTITHIZEH T
TET,

ATY T3 2=V —4 L L Tadmin Z45E€ L T, ResetPasswd.pl ZFEIT L3, ZOHITiE, "EBZKROT 7 41 K

FALT MIICA VA P=LENTWALZ EEZBELTWET, MoF L7 MY 2ER LSS, T«
VI R NRAEERL T LI,
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Security Manager T— 2 X—ZXND/N\v I T v TH L UVET .

C:\Program Files\CSCOpx\bin\per| ResetPasswd.pl admin
HLWART = REANTLHESICROLNET,
vk BOZ—=HP—D/N2AT — REELT L5581, adminz Z D2 —HF —AICEEHL T EE0,

RATY T8 kOa<vwr FEHFEHLT, 7—Fr vFx—V¥ h—bER&ZMALET,
net start crmdmgtd

SecurityManager T— 2 RX—XD/\ v I 7 v TEXUMETT

VEEDE TNV 72 812 2 C. Security Manager 7 — X _— 2 2 EMIZ Ny 7 T v 79
DD ET,

Je

E> b Security Manager 7 — % ~X—Z /X 7 7 721X, EventManager h—E A TEH I HA N
N TF—=% A RNTIEEENEFA, ARV NEHT =220 7T v 7T 5551F, AV b
=S ANT DT =AATEINy 7T v T EELEBZRLTIEEN,

Z ZCliX, Security Manager 7 — &% X— A D3y 7 7w T B I OMEITLO FIEIZOWTHM L E
j—
c =N F—HERXR=2ADN I T T (31 =)

CHF— S F—F R ADETE (34— D)

Y—INT—AR—ADI\NYITvT

Security Manager Cl&, CiscoWorks Common Services HiEA#fFEH L CTF — X X—2AD Ny 7 T v
TBIXOEILEITVWET, Security Manager 7 7 A 7 > h T, [V —/b (Tools) >[Ny 7T v
7 (Backup) |ZEIRL T, Nv I T v T A7 Y a—VEAERNT 572 ® O [CiscoWorks Common
Services DNy 7T (CiscoWorks Common Services Backup) | X— Y %#B& £7, LERE

BT —FRXR=AZEILTEL LI, EMICT = X—=2% Ny 7T v 7 L TELERN

HYET,
Ny I T TINFET T 5 L, SecurityManager (22 VD X 7 Ty THREME S ILE T, [CiscoWorks
Common Services backup] X— Y TCE T A—/V T FVAZRELEZHEE, Ny 77 v 7BIW

JERED 7 a g ANSET LI Z & aRnT @z o £9, 774/VFTWETP'3%iJ %\éiﬁ‘éfa
B FFINY 2T v T EEM LRV RIE, Ny 2T v TEMEA IV L ZENT
T ET, %NMSROOT%\conf 7 4 /L4 (3 1% C:\Program Files\CSCOpx\conf) > backup.properties
TrANEREL, Ny 7T v THEMT 73T 4 % VMS_FILEBACKUP_COMPRESS=NO ® X
IICEELET (YESOROVIINO ZfFELET)

Cisco Security Manager —/\—D &1 .
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By 7520195797

Je

Evk

Ny 7T v 7, BET —FX—ABLRVFR— b T —FRXR—2ARNGEENETHN, 41X b
PR SRR E EEH A, backup.properties 7 7 A /LN D SKIP_RPT_DB_BACKUP 7' & /37
% YESICEETHZ LT, LAR—F T—FRXR—RZRITEET, YES ZHEELLAT
b Ny 7Ty FE, VAR— M ATV a— L TAREND LAR— MREERET, A XV |
T—B ART ORI T FNZONTIEH, AXUNT—FARNTOT—HATEF RNy

Ty T EETESZRLTIES N,

T—=H DNy 7T v 7B I OMEILH . Common Services & Security Manager O il /5 D 7" 1 & A 73
X v MU EINTHOHLEERINLE T, Security Manager O FRELEI A E T 5 £ TIZITEk

I DAREMEN B ST, BEBOTE TR —FNR 7 A4 7 FEEEILTLED Z &0
HVFET, ZOBFE. THAAARI =D 7 42 KT lerror loading page] &9 A v&—

UMEBRINDZEDRDHY ET,

TNy 7Ty TEEITCT DRI, BUED VAT LDy 7T v F2AERT 2 Z & & im < HEE
Li‘é—o

[H/3—37 2 > @ Security Manager D/Ny 7 7w TR OT — 2 BNEENTWDHEA, O
T—=HXEET—HAR=AZaIy FENTWRNT =X THDHED, TONRN—=T g b
Ny 7Ty T aW@InT 5T EIETEEE A, #HLS—2 3 O Cisco Security Manager (27
TV —=RTHANI, a1y PENTWARWERELZa Iy FERTEELTNL, T —F—
ADNy I T o THEAEETHZ L E2HRLET, WOFIEEZHEHT L L, REFOT—4 %2
Ty FERIEIREET L5EIERN T,

« 7= 70—LSNDE— KT, ROFIEZEITLETS.
cEWAEaI Yy T HITIL, [Z7 AV (File) 1> [%1F (Submit) ] 2N L FET,

e II v FENTWARWETZBEFT HITIX, [Z7 74 /v (File) 1> [FEZHE (Discard) ]
I E T,

R OT =2 2 FF o —FNERIFET 256, TN —FOERE S 3 I v MEITE
FETLHLENRDY T, BlO2—F—DOETEaI vy VELITEETLILERNO L2551, £
Da—HPF =Dy valrg|ZhIENTEET, By varag kT [V—n

(Tools) ]> [Security Manager OB (Security Manager Administration) |>[Z—H%—t& v /3
VD5 kX (TakeOver UserSession) |ZIBINL., [y g o DF| kX (Take OverSession) ]
7V w7 LET,

«J—9 70— E—FT, ROFIEERTLET .

AW E= Iy b UTKRT D121, B (Manage) 1>[7 77 4 E7 1 (Activities) ]
RPN LFE T, [Activity Manager] V 1 ' RUMNLT 77 4 E7 4 &N L., KR
(Approve) 1 &7 U v 7 LET, Activity Approver 2l L TW A 541E, [%EF
(Submit) 1 %27 U w27 LT, Approver IC7 77 4 BT 4 AR LTHHWET,

Ay FENTWARWERZFEFRET 512, [EH (Manage) 1> [7 277 487 «
(Activities) ] 23R L E 9, [Activity Manager] V 4 > RUMNLT 77 4 BT 1 %1%
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KL, [FEHE

H—F—ax—201 5797 |

(Discard) 1% 2V v 7 LT, BEFTEDHOIE, Edit %7213 Edit Open

DIREIZHDT 7T 4 T 4 12T,

F7-. Windows 2~ > KR 7o " bRkOa~wy REFHLTTF—ZRXR—2R 2y 77T v
TTBHIELTEET,

[path Jperl [path Jbackup.pl backup_directory [log_filename [email=email_address
[number_of generations [compress]]]]

BX

[path Jper| [path
Jbackup.pl

Perl A7 U 7"k a~ L K, VAT L RRAZEHAIC perl 2~ RBLW
backup.pl 7 7 A /L ~D/RANREFR IILTWRWEGEIX, ZO/RA%E
MUET, WhEd, D21 C:\Progra~1\CSCOpx\bin\ T,

backup_directory

Ny 77y TEAERT DT 4 L7 MU, C:\Backups 72 & T,

log_filename

(A7vay) N7 v FRIEREINTEAyE—VOR T T 7 A
Vo BHEDT 4 V7 M ULSNDIGENI N 7T > T E2AERT 2561,
FDO/NAZBMLE9, C:\BackupLogs 72 £ T,

ZRIERE L WGE, 1 7% %NMSROOT%\log\dbbackup.log & 72 ¥
£7

email=email_address

(X7 vay) BHPEREINDIEFA—NT RLA, EFA—LAT R
VAITFRE L7720, BEED/RNT A —F ERET HHER D H56. %
FELET FLAZREEFICemal = AL ET,

CiscoWorks Common Services C SMTP % E L C, #BH% A x—7/LIZ
THLENDHY ET, FEMICONTIE, B A—/Li@EIH O SMTP H—
NRBEORTFT 74 7T RLRAOREEZBR LT IEE N,

number_of _generations

(F7var) RolTov7FTF 4 v 7 BIITRET ANy 77 v 7
DRI, mREIGETHE, WAy 7 7 o IREIRENES, 7
T4V M0 T, BRIFESH D IREICHIBRIZH A,

compress

(FTFar) Nl T v T TrANEEMRTLH0E I NERRELE
T, ZOF—U— K& AJ) L7\ & | backup.properties 7 7 1 /LNIZ

VMS_FILEBACKUP_COMPRESS=NO 2 EE SN TV D56, Sy

Ty FEENETA, BESRTORVWEAIE, ZOXF—U— K%
AL TO ANy 77y FFERSNE T, Ny 77 FI3EMET D
TLEHRLET,

1

WD a<y KT, BEDT L7 MU Zperl 2~ K& backuppl 2~ RBEENTND
EEBELTCWET, Xo Ty T oL NIRICEMSNTZ RNy 77 v 7Bl 0e s

77 A IVHMERL E A,

admin@domain.com ([ZIHHIIEE SIE T, JEM AT A—FEZEDDHIC
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Cisco Security Manager —/\— D &8 |

B+ 7—sx—zo8x

I Ny 77y THREEET OMENRDHV T, BT T AN R"T A =2 D LI EH
DINTA—=ZEARELTSGE, TORNIH LT ITONRTA—ZDEEZOLBENH Y E
@—O

perl backup.pl C:\backups C:\backups\backup.log email=admin@domain.com 0 compress

Je

ek EITHOANY Ty T EFRIETLGEEE MOy 7Ty T A FETT HHENC, Security Manager

DA VAN—=)T 4 L7 U (G@HFIE C:\Progra~1\CSCOpx) (Z& % backup.LOCK 7 7 A /L %
HIBR T 2 BB R H D £77,

Y—N\NT—EAR—-XDET

v RIA DB AZ VT EFEITTHI LD, TR EELTEET, T—X
DIETTHIT, CiscoWorks 2 v v F AU L ThLHERBTAMNERH Y £, = Z T,
Y= NEDNRy 7T T T —=ER=2A %@ T HHECONTHALET, Ny 77 v 7K
METDOZDDEREIL 1 D721 TH Y . CiscoWorks V— M A VA b — L ENTWNBHTTD
TV =2 armERNy Ty T BIOMMELTEET, HxDT7 7V r—2alz2R_y 77y
TERIIETT D LI TEERA,

BEROY =T TV r—va kA VARV LSBT, A VA P—AINTHDLT 7Y
=T a LT A REENDT —HR—ANRNY I T T EEITT HLERH Y TT,

Je

o

DREIOV V=207 7V r—a UIBIER LTy 27 o ik, ZOR—Ya 07 7Y
r=alr o sOEAL VI Na =N A TAT T T L= KR R—= ST EHENN—T g
YINDNy Ty T ThHIUL, HIXTEET, Ty L= R R—- SR TS
Va YOI oOWTIE, 2o Y U — 2O [Installation Guide for Cisco Security Manager ]
ML T TZEN,

ATV Tl a<w U RI7A4 VTROEIICATILT, §RXTHOT rERA%FEILLET,
net stop crmdmgtd

ATYT2 WOEICANLT, T—HR_XR—=R%&H\ T LET,
SNMSROOT\bin\per| $NMSROOT\bin\restorebackup.pl [-t temporary_directory ] [-gen generationNumber ] -d
backup_directory [-h]

515 DA

* SNMSROOT —The full pathname of the Common Services installation directory (the default is C:\Program
Files\CSCOpx)

- -t temporary_directory : (fLE) Bt 77 7 AT T7 7 A VERGFETHEDIEHENLT 4 LY
NV ERETANVE, T740FTHE 207 4 L7 kY IE SNMSROOT \tempBackupData T,
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- -gengenerationNumber :  (fLE) HixT 53y 77 v 7MRES, 774V FTiE, E&HOHARTT,
R~ 5 BIFET D56, S BEotte2n £5,
« -d backup_directory : T NN 7 T v I NEENDI NI T v TT 4 LT N,

e-h: ((ER) ~V 7% F R LET, -dBackupDirectory & & HITEHT 5 &, w7 C s, fEHATHE
IRAAL — b B IO~V T ICRRENE T,

7= & ZIE, c\warbackup 7 4 L7 R U ML ERHION—V a U EETT DAL, kOoa~vr RE A LE
b@‘o

C:\Progra~1\CSCOpx\bin\per| C:\Progra~1\CSCOpx\bin\restorebackup.pl -d C:\var\backup
ek RME 7 =¥ WEENDT —F X=X 5@ T 2HG61F. A XU M) T2 &2IET L E
IMMFROLNDLIENHY ET, 20T — X OIEITITRFHA 0D ENH Y £F, No T
BELT, AR BNV EATF YV a— LT 5LIICRME X ETEXET, RME T, [T/31 X
(Devices) ]>[A X VU (Inventory) ] ZiERL £,
RATw T3 vl 774/ NMSROONog\restorebackup.log Z X T, T—F _X—ANEILINT=Z L 2R LT,
RT9T8 ROXHICATILT, VAT LEHEEHLET,
net start crmdmgtd
AT w75 SecurityManager h—E R /Xy 7 DA VA M—LHII Ny 7T v T ENTZT —Z RX— A&\ LT DAL,
T =B R=ZADETLHRIC—E A Ry 7 A FET OMERDH Y £,

Cisco Technical Assistance Center BT — 4 MDA

Cisco Technical Assistance Center (TAC) DFHU4EFIX, 77U Fr— a o OEAFICREAT HH
REDFRBSCRNRENL T HTD, SESERT —HEERETHE I T2 —FIKIET S Z &M
HOET, WOEEBZBIILEREREZARTEET, 2EL, INHDOXRT ZFITTH0
3. TACOIRTRDH L HAETZTIC LTS IZE, MEDHBRIZEDERPLT L HLETH D
IR S 222 T,

« Cisco Technical Assistance Center JHDZWr 7 7 A4 LV DVERL (35 ~=2—3)
JBIAAT —Z A UAR— MNELIIBRBAT—F X LAR— FDOAERK (38 ~—)

« Cisco Technical Assistance Center JHDFEST —H_X—2 Ny 7T v T DOHERK (39 X—)

Cisco Technical Assistance Center FHD 2T 7 7 14 ILD1ERKL

FHIRE L R — k O HIEIZ, Cisco Technical Assistance Center (TAC) DFEHYEIZ LY . 27 7
ANDEXTY AT AREHFROEHEEZROLNDZERH Y 9, W7 714 /L1E, TACIZ
L ARIEOZMICEN B £, W7 7 A L OEHIZ., HEENLRD ONEHEETT ThE
WEF A,

Cisco Security Manager —/\—D &1 .
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. Cisco Technical Assistance Center DB 7 7 1 JLD1ERK

W7 7 A VBT DRI, VAR— MCEMOBBEDIRRN & o727 7 2 a » 2FTL TS
EEW, MBS LT, [T/3y 747 3 (Debug Options) ] X—3 ([Y—/L (Tools) ]>
[Security Manager® & ¥ (Security Manager Administration) |>[7 /N 27473 3 - (Debug
Options) ]) TREZZEHLTLHILIZLYD, ZWT7 7 A VOFEM L~V 2GR TE £, [Debug
Options] ~—TVZZHL T 7Z3V,

/N— 3 2 4.7 LI, Cisco Security Manager [, #T LWERED /Y 72 M TR2Mr& AR —h L
£9, ZDOU 7 ILightDiagnostics] (ZEARRRIGHROALZINE L £, ZORE, ZWr
T7ANDYAZXBNESL 720 ZEOAERNELS 720 £7, BEFONY 7~ [General
Diagnostics] (&, 4.7 TH 4.6 LLRTON— 2 VOSE LRI L HDTT,

General Diagnostics 7 7 1 JL

General Diagnostics 7 7 f /- (CSMDiagnostics.zip) (21X, RO 7 7 A L ETERNE EN T E
D

ey T 4 FXal—Tar Ty

« Apache 7 7 A VB X Ou 77 7 A v

* Tomcat k7 7 A VB LR 77 7 A )V

A A M= BEEBIOEIEOR 77 7 A1

* CiscoWorks Common Services L A F 7> J —
([HKEY _LOCAL_MACHINE][SOFTWARE][Cisco][MDC])

s Windows DL AT AL AN SOy TJ7ANVBIOT ) r—var A b 77
A v

e RA RBEHESR (AR —FT AV T VAT LADON—T a2 b f VA N—LERF—E R
Ny 7  RAIMOKEXS, 9 RTORY 2a—ALDOF 4 AV RE, ara—&4, B
A AE Y YA X)

GUI % fi [} L T CSMDiagnostics.zip Z /ERT 2 121%, RO FNEIZHENF T,

1. Security Manager 7 7 A4 7 > M &fEH LT, ['Y—JL (Tools) ]>[Security Manager
Diagnostics..] > [General Diagnostics...] Z IR L £, ¥4 T R 7Ry 7 ANAEET,

2. [OK1Z#27 V> 27 LT, Z7ANERERMGLET, ¥AT TRy 7 ATREBPEREN
iﬁqo

3. TrANANERESNTZL, [BALD (Close) 1227 Y v 7 LET,

CLI % f# M L T CSMDiagnostics.zip Z {ERKT 221, RO FNEIZHEVNE T,
1. Security Manager f—/"—Ta~v N7V 4 FUZRE ET,
2. ~MDC\bin\CSMDiagnostics 7’11 7' 7 L& FE{TL £,

3. CSMDiagnostics.zip 7 7 - /Li% <installation_|location>/MDC/etc 7 #+ /L ZIZHEAN S L E T,
<ingtallation location> /%, CiscoWorks Common Services &1 > A h—/L L7= KT 4 7B X
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5.

N

Cisco Technical Assistance Center DT 7 7 1 JLD1ERK .

WF 4 L7 b U T, <indallation location> M7 7 # /L MM i C:\Program Files (x86)\CSCOpx
T,

BTN U C, CSMDiagnostics.zip Z 4809 2 BID 7 + VX ZfRETHZ L TEET,
72 & 21X, CSMDiagnostics D:\temp ® X 5 IZFEETE £,

CSMDiagnostics.zip 1%, 1ElZRICBENT 20 A4FT2LETOILERHY T, 20774
VT2 | B OAREIIC EEE S, 1 OoR—=Yar (§old) 28BMENET) O
PMRIESND T2 TT,

GE)

CLI % f# M L C CSMDiagnostics.zip Z{EKT 235 51%, 2~ RBETLThL Y 4 RU %
PACDHMERHY 9, 9 L7gnE, D% CSMDiagnostics #3247 L THIEFICEMEL &
A, o TY 4 FUZHAUEEIE. C:\Program Files\CSCOpx\MDC\etc\mdcsupporttemp
7%»&%M%LT#6\SV/F%ﬁiﬁLT<téwo

Light Diagnostics 7 7 1 JL

Light Diagnostics 7 7 - /L (CSMDiagnostics_light.zip) (Z1%. General Diagnostics 7 7 - /L
(CSMDiagnostics.zip) OV 7 v hWREENTNDHD, A AN EL, HS AR SR E

‘j—o

GUI %{#i [} L C CSMDiagnostics_light.zip Z# 1Em 7 5 12i1%, O FIAEIZHENF T,

1

3.

Security Manager 7 7 A 7 > h & LT, [*Y—JL (Tools) ]>[Security Manager
Diagnostics...] > [Light Diagnostics...] Z##IRLET, ¥4 700Ky 7 ABRHEET,

[OK]Z27 Vw27 LT, Z7ANVERERIBLET, ¥4 7078y 7 A RENFRS N
7,

T ANBERSATZS, [ALD (Close) 127V v 27 LET,

CLI % ] L T CSMDiagnostics_light.zip Z{ERT 2 121L, RO FNEIZTENE T,

1
2.

3.

3.1.

Security Manager —/"—Ta~<> RIA4 7 0 RUZ& £,

<installation_location>\MDC\diagnostics\script>rundiag.bat =~ > K& FEfT L £7,
<ingallation location> /%, CiscoWorks Common Services &1 A h—/L L7= KT 4 7B X
T 4 L7 b U T, <indallation location> 7 7 4 /L M (% C:\Program Files (x86)\CSCOpx
‘(“@—O

RDIODNT A= EGiea~vy R, RSN TWDIEFTETL TSN,

Installation Folder : Security Manager 251 > A h—/LE3NTWAB 7 4 /VHF, ZNEEHE

IEEETAZ LI TEEFA, XA T 0D e, BT 7 A NVOAERRICE L £, fi:
C:\PROGRA~2\CSCOpx\MDC

3.2. Destination Folder : I 7 7 A VI SIND 7V H, 77 A NERGETHEE
DIRAETFNVEERETEET, 77 ANVET 74V NONRAURGET DA, T 740
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B Eocs—sx Lf— rERBER T2 R LE— OER

N DOARZAEHRINIEET AMERH Y F3, RRAEZEELRWE, ERFHC =5 —03%4 L
%9, #l: C:\PROGRA~2\Light Diagnostics

3.3. ANR—=ZADRNIFH [LightDiagnostics] . Z DOCFHITIXT /L7 7y FORILF L/
LFENKMENEE A, RXFELITINLFEMATE ETH, AX—AIEA LT
SV, ZOXFHNEIEE L > 72354 . General Diagnostics (D% ¥ | Light Diagnostics Tl
RN BT DM T A VI AERINE SN E T,

1. sE&/pa~ s RHEiEOF:

C:\Program Files (x86)\CSCOpx\MDC\diagnostics\script>rundiag.bat C:\PROGRA~2\CSCOpx\MDC
C:\PROGRA~2\Light_Diagnostics LightDiagnostics

EBRHAT—2X LR—FFEEIIBHRAT—2 X LIR— FOER

BT a2 7EBLORY o—Hiliy a 7o T, A7 —F A LAR— haAERTEET, BRE
T S BN R A LTE5A1E. 2O AR — R, Cisco Technical Support (TAC)
OEYF L DBEOMRICRLLES, BV R—MI T TN a—T 4 T DDDE
OTTN, HATHAT OO LR— b EERTHZ L TEET,

AT —H A LiR— NI, THEHOY—27 A5 —3 3 EiZ Adobe Acrobat (PDF) 7 7 A /L &
LTSN ET (PDF 7 7 A VERAFT DG 2@IRT 5 Lo IfranEd) . vAR—Fh
Wi, Ya ToME, BLOEOY a T OT A ABIOMENEG EFNET, BHAT—X% A L
A— NI, BERHRE ETIVHERE, B L Security Manager & 7 /31 ABED b7 2 A
JUVT AL EENET,

ROTETRERRALVA— FEZIIREH VA — M2 ERTEET,
cBRAXT—2X LER—F
BB Y a TR ETIIRI L TR T LA, B AT —4 A (Deployment

Status) | ¥ A 7RI ARy 7 AZHDH [LVAA— FDOARKL (Generate Report) | R ¥ %7
U v 7 L% 9, [Deployment Status Details] %4 7 2 7R > 7 AL T,

« IRISE T L7z a 7 DAL, Deployment Manager T 7 23R LT, [LA—h
DL (Generate Report) | ¥ %27 Y w7 LET, [Deployment Manager] 77 « & R
U EZHLTIEE N,

HBRHERT—2X LR—F

Y a7 (T AOBIRE, F21EA XY M UICT TIFET DT /35 ADKR
Vo—%EBRETABIC8ET IV aT) OFTHIC, BEAT—4 A (Discovery
Status) | ¥ A 7RV ARy 7 AZHDH [VAR— FDOARK (Generate Report) | R ¥ % 7
Uw 27 LET, [Discovery Status] A 7 12 7R v 7 AR LTSN,

 LIFISE T L=y a 7oA. [RU —kKii A7 —# A (Policy Discovery Status) ]
AT TRy 7 ATV a7 @R T, [LA— FOARL (Generate Report) ] A%
%27 VY w27 LEJ, [Policy Discovery Status] ~— M L T 72 &0,
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Cisco Technical Assistance Center D ZENT—2X—X NNV I 7 v TOER .

Cisco Technical Assistance Center HOZENT— A R—X NNy I 7w T
DERL

A

AR ZOHETIE, ENT X RX—ANy I T v T OERTEZOW TR LET, ZN v 7T v
TEIRREERLDOTHY, TNETNV NNy I T v 7ORbY ELTIEHATEERA, 0
N 2T v 7L, VT TN a—TF 4 07 TOFMICIRE &I E T, Cisco Technical Assistance
(TAC) DHEENFRLIZGEICHED, AT 5L 212 L T IEEN,

FENT =B X—=A Ny 7T AL, EANY 7Ty S ERUFHER S £, £k b
RESNTZT—% By NTT, 2oy 77T v 72 EkT 586 1%, Configuration Archive
TR EEOLME PRSI, BOLIHERIE. (TS RRNIZ) T—hA T D= =
YEWODGEDLERSNET (EWNy 77 v 721X Configuration Archive 2K & F
NET) . BN 7T v TOEBIZONTE, =T —FX=20O v 77 v 7 (31
N=2) ZZRLTLIEIN,

Je

Evbh EHRYIT T T, BT RXR=2DONy 7T v T 31 X—=Y) ZHPASh TV
£ 912, backup.properties 7 7 A LD EIZEEDSNT LR — K T—FX—RZFH=0 | R+
L7z LET,

TR DNy 7T v 7B IXOEITLH, Common Services & Security Manager O 1ifj 5 D 7 v 2 A3
xw MU CERTHLHEE) SVET, Security Manager D FREZENN7E T3 % £ TIZITEK
DI DARBMEN B ST, BEBOE TR —FR 7 74 7 "B L TLED Z &0
HVET, ZOFA, TANAARY =D 4> RIT Terror loading page] & H A v E—
VIRBERENDZEVRHVET, Eo\v T v 7w ETLEL) ETDHEE VAT AICK
V. TNRERNY I T v T ThDH I ENERIND D, 2a—WFIXES Ny 7T v 7T OET
BATH e HMERT DMENR DD RICHER L TLIEE N,

=Ny 7T P RAKRT HITIE. Security Manager —/3 £ Windows 2~ K 7Fm 7 k
TROa~y RafLET,

[path Jperl [path Jpartial_backup.pl backup_directory [log_filename [email=email _address
[number_of generations [compress]]]]

BX

[path.]perl [path Perl 27 V7' k a<w K, VAT LNAEHENIZ perl 2+ FBLW
Ipartial_backup.pl | partial backup.pl 7 7 A L ~D/SANERE STV, F D5
AEEDET, W E L, WD/ SA L C:\Progra~1\CSCOpx\bin\ T,

backup_directory N 7T v T HERT DT 4 V27 MU, C:\Backups 72 £ T3,
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. Cisco Technical Assistance Center D ZERT—F RXR—X NV O 7 v TOER

log_filename

(FATvay) N7y THRIERINEA yE—VOR T T 7 A
No BUEDT 4 L7 N Y PSNDGETIC Ay 7 T v Tk T 25613,
ZD/RAEBMUET, C:\BackupLogs 72 & T,

AR FRE L WS, 1 713 %NMSROOT%\log\dbbackup.log & 72 ¥
£7

email=email_address

(FAFvay) BRREFEINIETFA—NT LA, EFA—LT K
VAT E LW, BIED/NNT A —Z ZIBETHLEND L56. &
BELIET RLAZEEETIC emal Z A LET,

CiscoWorks Common Services C SMTP #3% & L C, @M% A Rr—7/Z
TOLENDHY T, FEMICOWTIR, B A—/L@EI O SMTP H—
NBEOT 740 F T FLAOREELZZRLTIZIN,

number_of _generations

(AFar) XRor T 7T 47 MIIRIFET DNy 7T v 7
DR, REICETDE, Ty 7 7y 7Pl EnET, 5
74V MiE 0T, RESINDHAREIHIFRIZH 0 FHA,

compress

(FFvar) "ol Ty T TrANERMTHNE I DERELE
T, ZOF—TU—R& NS & backup.properties 7 7 A /LN

VMS_FILEBACKUP_COMPRESS=NO 7 5& STV D56, Sy 7

Ty FFEMmENETA, BESNTORVWEAIE, ZOoXF—U—K%
AN L TO Ay 7Ty FIRERISNE S, Ny 77 v A 13IEMHT 5
TEAEMRLET,

1

WD a~<y RTiE, BEDT 4+ L7 F VI perl 2~ K& partial backup.pl 2~ R23E £
TWAHZEEBELTWET, Xv 7 v 7T 4L NURNIZEMENIZEZD SNy 7T v 78
Xoe 7 77 A VHMERK S U, admin@domain.com (ZIBEINNEE SNE T, EM T A—F %
GOLITIE, Ny Ty THREBETOIMNERHVET, v T AN NTA=EZDH L
(AT ENDRT A—=Z ZHE LTZHE . ZORNIH 52T _XTO/RT A—Z DEEED D VLB
»HY £9, F£7-. Configuration Archive Z ZFHO 50 E 9 R IND Z EHRE LT EIN,
GODLEAIE. NI T v TICEDDLT —NAT R—=Va VOBRBHERINET, ZOFIT
L. TNA AL S ODT —HA T N—=Varu vl T v TTEGhET,

perl partial backup.pl C:\backups C:\backups\pbackup.log email=admin@domain.com 0 compress

Root: c:\backups

Do you also want to take config-archive backup (Yes/No): Yes
How many previous config-archive you want to restore: 5
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



