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[ X2 bt =2—7 (EventViewer) |: ZDOfAEY —/NVEHEHT 5L, ASA, FWSM, kX
QIPS T AL ATA N b aFR L, BETIHRERY o —IZ2DA N & BEffT 5
ZENRTEET, L, MEORKE, RED N T I Nya—T 407 BLXOREDE
ELHERZITOBAICKRILET, SOV TIE, A XV FOFEFREZBRL TS
AN

[Report Manager (Report Manager) |: ZAUILAR— 77U r—3 3T, T/5 AIZH
THENSNIERIB L VPN HFHERO LA — 2 FERBIOMERTE £, £< 0
f&#I%. Event Viewer THEHIAIREZR A N2 b2 BEG S E T 25, —H8D VPN #titiE#H

I, T AL EBERET S 2 L THUE S ET, ReportManager D I 4IZ DU T,

LIR— FOEHEZRLTIZE N,

Security Manager Cff F AJEE72 L AR — R DT XTD X A F 12D T, Security Manager Cff

AIHE

BRUR—FDOEATIZTONWTESBIR LT,

[Health & Performance Monitor (Health & Performance Monitor) ]: HPM 7 7Y /r—3 3 V%
9% &, ASA (ASA-SM Z&de) T/A ADQEERIEFRHET =2 LT p—< X
TAERERTEET, ZOT TV r—va VOFEMICON T, AR LR T p—v
ADE=Z VT HBRLTIIZIN,

[# > =2AR—FK (Dashboard) ]: % v =R— Rk, IPS & FW ¥ 27 % X W ER)IC9 5
Cisco Security Manager T & AIREZREEN R T, JLDOX v ¥ ah— NIZMA T, Hls >
VaR—=RRBMDOY v v aR— REERLTZY, T RXTOX Yy aR—ReD AL~ A
ALTEVTHZENTEET, ¥y vaR— REMHT S EI2XK 57T, Security Manager
DN DO FEIKIZ % B, IPS Health Monitor ~2— 3", Report Manager, Health and
Performance Monitor 33 J2 TV IP Intelligence fXE/2 EDEL DX 7 A% | i CHEITTE &
To Xy aBR— ROFMICHONTIE, ¥y yaf— FOMEELSZRMLTIZE N,

[/3% > b b L—H (PacketTracer) |: 2DV —/L&ZEHTH L, KEDX A T D/ v b
DASA THA ZAZBRTDOEFAINTNENT A M TEET, FEMIZOWTIL,
Packet Tracer Z{#i /]l L7= ASA 7213 PIX DRED DT EZHBBL T &,

[ping, L —A/L— K, BLUNS/L 27T 7 (Ping, Traceroute, and NS Lookup) | : &
XS /34 A Tping & FL—AL— hEEH LT, 734 X ERFEDSELDOMIZNL—
NBFET DM E I D EMRTEET, NSAv I T v 72T 5L, 7 KL 2% DNS
BRI CTEET, FEMIC OV T, ping, hL—RA— b, EIENSA Y T T v 7Y —
N LB O T2 2B LTI E 0,

[Cisco Prime Security Manager (PRSM) ®if{5 (Cisco Prime Security Manager (PRSM)
Integration) ] : Configuration Manager 7 7"V 77—/ 2 /75 PRSM % [ 7 1 AjEL#)|] TX
£9. PRSM 77U r—2 a3, ASACX 731 ZDORGE L EFHICMHEN S E+, 7
{22V TIX, Cisco Prime Cisco Security Manager & 72 FireSIGHT Management Center @t
BasL T IEaN,

[T/ A<= 3— % DA (Device Manager Integration) ] : Cisco Security Manager (213,
Adaptive Security Device Manager (ASDM) 72 &, S EIERT NA Aw R — v Dat A0
VEAaE—RNEENTVET, oY —AE2HHTIHE, TS ART—HADE
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Security Manager T® IPv6 ¥ 7R— + .

FIETEETH, 70 AREOLETLTE A, FMICOV T, 7730 X v F—
Uy DRBEBBLT S,

» [Cisco Security Monitoring, Analysis and Response System (CS-MARS) ®#t& (Cisco Security
Monitoring, Analysis and Response System (CS-MARS) Integration) ] : CS-MARS 7 U & —
va v EMHAT DAL, Cisco Security Manager &4 L C. CS-MARS DA X | %
Cisco Security Manager “Ci'%/T L720, #ZA X MZBHES 2 Cisco Security Manager 7R Y
3 —7% CS-MARS TFRTE £, #HMIC OV TiZ. CS-MARS & Security Manager D4
ZZRLTLLEEN,

Security Manager T® IPv6 H-7R—

Security Manager CiX, LIV Z<DIPv6i%E, =V 7/, BLOLVA— OV R— &
flELCnET,

IN—0 5 4,12 LA, Security Manager I, IPv6 7 K LU A E721%1Pv4 7 K L X %41 L 7= Security
Manager ' —/N—NLEBMNLRT NA A~DEEEZYR—FNLET, ZOMEIL. 7747
VAT A A DFED | OS 574 7°7b‘>‘ASAi7‘:ciFWSM DT NRAATOHMMTEET,
IPv6 7 K L A& LT-i8(E Z /i i, HAIC Security Manager $—/N—"TIPv6 7 K L-
AHHNZT DRERNH Y 7, uqéﬂ/*EH \_Ob\“ﬂi‘ Cisco Security Manager $—/3—"T® IPv6
DORE (11 3=2) 2ZRL TSN,

)

(GE)  Security Manager F—/3— & Security Manager 7 7 1 7 > M DiEE 1L, [Pv4 7 KL ADHZEIT
LTiITbhET, 47L~/\~73 527747 F~DEETIE, IPv6 7 FL AT R—FZTH
£, T2, BREEIC ACS ¥ —"—Z AT 558, ACSITITIPv4 T R L ARKETT,
ACS 4%~/<‘~~0>1Pv6 BEIEYAR— RS TuWEH A, Auto Update Server (AUS) (X IPv6 7
NLRAZHR—FLTWEREA,

412 LRTODO/X— 2 T, IPv6 7 KL AZ YR — N3 57 /31 X% Security Manager CH& FL
BTN, TN ADOEBT RLAZIPvE T RL AL LTCRHRETIHILENRHY 9, R o —
M & R & T3 A A & Security Manager [l D3 TDi#(E TIPv4 k7 > AR — KA MiEH
SNFET, YAR—FENDT A ATIPVO R U —NFERSINBRWGEIE, T3 AR —
EHRHLET, LBEISCT, AN MNUDLZEDOT A ZAZHIBRL T, FEBMLE
R

Cisco Security Manager H—/\— T IPv6 DX E

WOTFNEIZHES T, IPV6 7 L AZN L TT /3 A LiE(ET % X 5 1T Security Manager H—
N—TIPv6 Z&ZE L7,

AT 71 Security Manager % —/3—"T, [RZ— bk (Start) ]>[3 > B—)L/SRJL (Control pandl) 1>[F%vY kT—
&4 —2y b (Network and Internet) 1> [#w kT —2##t (Network Connections) ] IZ#) L %
j‘o
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B rexy—ozz

ATv T2 ARy NI —I8HiE 7V v LT, [4—H% Ky hOAT—H A (Ethernet Status) |V (> R
EREET, [FusNT 1 (Properties) |27 Vv 7 LET, [A—HFy b7 37 ¢ (Ethernet
Properties) | 7V 4~ RUDBRRINFET,

ATYF3 [*v hU—2 (Networking) ] ¥ 7T, [{ >V H—F v b7 a haj,—Y 326 (TCP/IPv6) (Internet
Protocol Version 6 (TCP/IPv6)) | F = v 7Ry 7 A%xA 2L, [F'v/37F ¢ (Properties) |27 U v 7 LE
T, [A ¥ —Fy b7 ra hai—T 36 (TCP/IPv6) D7 v 37 ¢ (Internet Protocol Version 6 (TCP/IPv6)
Properties) |V 4 > RUBRERRINET,

ATV T8 IPV6 AXT 47T RLUALEDNS —_—%FEL, [OK (OK) 127V 7 LET,

GE) Security Manager % —/N—@D R A "4 % IPv4T R U ADRITIER I D L O IZEKET DML EN
b0 ET, P N—DFEARNIPV6 T R L AR EN RN E I LT EEW,

IPv6 K1) S —DEETE

WH ., ROFATDTSAATIPVO R Y O —ZRETEET, SHIT, IPS, ASA, BLV
FWSM 7 /31 ZIZ K> TAERSNIZIPV6 77— FaE=F TEEY, TOMD I A TDT A
A ATl FlexConfig R U > — %M L TIPv6 REZITWET, IPv6 7 /3 A A AR — MM
35 BB 72 B IZ DUV TIX, Cisco.com C [Supported Devices and Software Versions for Cisco
Security Manager]] [J53E] &R L T30,

«[ASA (ASA) 1: V—ZF—RTEITENTWDEEAITZY VU —RT70 LUK, T AT
LY P E—RTHEITENTWDEHEAIZV V=282, 1 oDOExF2VT 4 2T FA
%?N4x&@ﬁ®t%:9?4:V?#x%?ﬂ4x@ﬁﬁﬁ%ﬁ~bémi¢o

« [FWSM (FWSM) ]: L—ZE— R TETSNTWLEEIFTY U —A31LURKE, FF7 X
N7 LY P E—RFTIIVR—bENEEAL, 100X T 0 arTHFANTNARE
BEOEX2VT 4 aTFANTAAL AOWMERYR—FInET,

«[IPS (IPS) ]: U U—2A 6.1 LARE,

WIZ, IPv6 7 R L w7 % B — b3 % Security Manager B§RE D EH) 27~ L £ 77,

s [RV—F7T =7 & (Policy Objects) |: IROAKRY > —F7 =7 NTIPv6 7 KL AR
PAR—hINET,

e Xy NU—J/FRA L, X NU—V/RANF TV 27 MZOWTESBRLTLEE
AN

e —ER, ZTOFT VT MTIE, IPVORY — L DBEHTE S, ICMP6 B W
DHCPv6 D ERH LA —EANEGENTWET, o —E 2L, IPv4 & IPv6 D
mAICHEESNET, Y—ERAF T V=7 FOFEHIZOWTIX, —E AL —EX
FT 2 "BLIOR—M VA MF TVl FOBEBEEEBEEEZSRL T EEN,

e DFATI+—ILYF—ERR)— RO T 7 AT I — L P —ERARY —LV—L
TIXIPVO REN YR — I E T,

cAAAL—IL, 77 AT U —IL AAAL—LOEFEZBI L T,
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pve 1y —nEE ]

T IV AN—I, TIEANL—ILOBRTEEER LTI,

A UVART AV IN— I, TF AT T —Ib A ALY gy — L OEE % R
LTL &N,

[8R%E (Settings) ]1>[7 ¥ £ R#If# (AccessControl) ], 727t 2 2> hu—L &K
S BEDRE R BR LT S,

* Tools:

[Hit Count], B v F 7 FOFEHIORTEZSL T ZI VY,
[Find and Replace], /LV—/L 7 —7 /LD H OB L EH#RE SR L T EI 0,

cASABEUFRFWSM 7R & — : kD ASA B L FWSM &R Y o —TIX IPv6 R EN VR — k
SnET,

o« (ASA7.0LEDNL—T v RE—F, ASA82LIED F T AT L hE— K,
FWSM3.1 LDV —F v RE—FR) , S F =Tz A [ Z—T A ADEN
(Add Interface) | B LW [A v ¥ —7 = A ZAD#wEE (Edit Interface) | XA 71 7K v

7 AD [IPV6] % 7o IPv6 A B —7 = A ZDFHRE (ASA/FWSM) 2B L TL 72 &
AN

« (ASADH) , [F5vy bTA+—L (Platform) >[J1) v <24 (Bridging) ]>[IPv6
4 /N\—Fx vy a (IPv6Neghbor Cache) ], IPv6 XA /N\— F v v aDEHESH
LT 7EEn,

+ (ASA55058.2/83 D#) . [FT v bT+—L (Platform) >[T)vIoy
(Bridging) ] >[&¥IPv6 (Management IPv6) ], [Management IPv6] ~~—3 (ASA
5505) B LT IEE,

« (ASABA42LEDR) , [FZv kT+—L (Platform) ]>[T/34 X EE (Device

Admin) ]>[H—/N\—7 Yt X (Server Access) ]>[DNS], [DNS] 2—T & &ML T
{TEEWY,

* FlexConfig /R!) & — : 7 /34 AT IPv6 ACL Z i3l § 272 DICEHTE 52207 747
T A=V AT LEENRH Y T, FEMICOWTIL, FlexConfig v A7 A A SR LT
<TIEEW,

IS DOEKEMERT 5 ERFHD FlexConfigh U > — 47 V=7 b+ (ASA add IPv6_ACE)
LD FET,

ARV RMEL—=F :IPv6 7 RLABREGEENTWDA XY "B FR—FEh, 7 KL R,
IPv4 7 R LA LR U ([%/57C (Source) ], [#E85E (Destination) ], 3 X OV[IPLog7 KL
A (IPLogAddress) 1 (IPS7 77— FDIGE) ) ICFRENET, 7272 L., Security Manager
PR DA X NOFEITIPVE ZEHT 2L T AL ZAERETDHERH Y £,

TRTOA R MEFETIPvE b7 VAR — M3MEMA E4vE T, Event Viewer DFEMIZ DU
TiE, AN MORFREZRLTITEEZN,
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. Cisco Security Manager44 TOR >—F TPz ¥y FOERE

e HyvaR—FK: Xy vaR—RKTE, IP7T RLAZFHATT_XTOY 4P =y b T
IPv6 7 RUANRHHR— s & FET, 7272 L. Cisco Security Manager (23517 2 LDGAE & [F
FEIZ. Cisco Security Manager " —/3—~DA X s DEFHRIZ IPv4 2T 25 L5 T
A AEZRETDLERDY ET, TXTOAX MBEETIPvE F 7 AR— b3MEH S
NET, ¥y aR—RFROFEMIZONWTIE, ¥y vah— ROMEZZRLTIEEN,

* Report Manager : L7R— MMZiE, A X2 MEBIZ Lo TEE S 7z IPv6 A Xk O#iE
fEHRAE EALTUWET, Report Manager DFEMIZ DWW TIL, LAR— FOFHAZSRL TL
720N,

Cisco Security Manager 44 TORY o—F TV FDER

AR HE L Tun/e IPv4 B35 & IPve EHR A AT H729DIT, Security Manager 4.4 DU < -7
DRY =RV —=FT V27 MIEOEENNMALDNE LT, TRNEDOEEDOHTHRYE
HERDIZ, XYy NI —J/KRANF TV b (FREEKEIRY NI =T/ RA N TV =2
Fexy NU—FJ/HRARNIPV6 AT V=7 NOWMEERT) ITRTLHEECTT,

cHLWRY NT—Z /KA NF 7Y =7 ~ TAll-IPv4-Addresses] (25> T, IPv4 lany] R
D=2 RV —FT7 V=7 MIBEEH#MAONET, LFTDO/A—2 3 275 Security
Manager4 427 v 77 L— KR35 &, IPvd lany] *y hU—7 R v —FT V=7 Fs
DT XTOSMMN [All-IPv4-Addresses| ICEE I NFET,

cH LRy NT—Z/FRA AT V=2 b TAl-IPv6-Addresses] (Z& - T, IPv6 lany] v
NO—27 RV —FT7 V7 MIEEHZ ONET, BRIDO/N— 3 2 b Security
Managerd4.4 27 v 77 L— KR35 &, IPv6 lany] Ry hT—27 RY o—FT V=7 ko~
DFRTOBMEA TAI-IPv6-Addresses] [ZEE SLET,

cHLWARy NT—J /A MFT V=7 b [All-Addresses| (Z1E, LARTO/X— 2 O
Security Manager |[ZxH T 2R ) =47 V=7 MRV EHA, ZHUIH LW m—N
NWig Tany] R —F7 T x7 hTHY, TXTOIPVEBLOIPV6 7 R L AFiPH % 5 A
£

ZOMOBET HEFTIZIX, T 7 '8A L= RENL—IVE VST NN REGORY —D
IPvd R—T g v b IPv6 N—Va VO ENEENE T,

EHIC, RV = AT Vx) FafETH L&, IPv4, IPv6, EITEEE— K (IPv4 &
IPV6 D7) O "t ATl Ry 7 AR EOEZTHEMIZZ A VEZ ) T ENE
T (b0 MU D1 DU ERERICHEYL LETA) &

ESPERCRS
* Policy Object Manager

e Xy NT—JIRANFT V22 MzoNT
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Security Manager ~D A5 1 U E L VT .

Security Manager ~ODOJ A4 VB XU T

Security Manager (21X, IRD 2 DOFEHEA L Z—T A ANRHYD £7°,

+ Cisco Security Management Suite 75— L5X— : Z DA ¥ —7 = A AL, Security Manager
IIAT v MNaeA VA M=ATHGEB IO — " EHT 55512 H L £ 7, Resource
Manager Essentials (RME) 72 &, A A b —/LiEAH DD CiscoWorks 77U 77— 3 >
T 7 8ATHZ B TEET,

* SecurityManager 7 7 A7 b 1 T DA U F—T = A AL, 1T & A E D Security Manager
HAY e FATT LGB LET, 6207 747> 77V r—3 3 (Configuration
Manager, Event Viewer, Report Manager, Health & Performance Monitor, Image Manager %
23 F vy v afR—FR) OWTFINICEELRTE E7,

ZITH, IRLDA AT 2 A AR T A T EHERBL A v —T 2 AEHRTT D
FFEZOW T L E T,
o T—HFDOHERIZOWNT (15 2—2)

« Cisco Security Management Suite r—/S~D w714 > (16 ~—)

* Security Manager 7 7 A 7> h~Oua 7 A4 U BIOET (17 3—)

A—HDHERIZONT

2—Wnu J A T BHHEINIZ, Cisco Security Manager (Z & » Ta—W4 L /AT — ROFHEES 1L
F9, FIESND &, Security Manager (2L > CTT7 7' U 7 —3 a3 VINO—HF D v — )L H3HEST
SINFET, ZOr—MIEoT, ETVBAIESNDFZ A7 ET3BIEDOE Y N ThHHHER (FF
ML BIETAILD) DEZSNET, FFEDX AT E11TT A ATk L CRAT SN o128
Al BET A =2—HE, BRNOHEE, BRORZ UBRERRELITT 4 =7 M2
DET, M T, BRULEERERRSLIED BIRLIEBIELZFAT L2 T 272D DR 72
WIZ L ERZDAvE—URFERINET,

Security Manager D FEAIE & 8 A1, CiscoWorks $—~3 & Cisco Secure Access Control Server (ACS)
DELLNZ L TEERENET, 7 7 4/ b TlX CiscoWorks TRl L OGR A 28 # L £
9723, Security Manager % 7% &9 4UIX Cisco Secure ACS &~ b7 v 7 #EHTE £,

)

GE)  /X— =3 421 LIFE, Cisco Security Manager | & Cisco Identity Services Engine (ISE) #/> L 72
TACACS+ FREDH A Y AR — M LET, ZiUL, ACSOUFR—EBETLTNDHIZHTT,

ACS T 25612, 73TD ACS "j‘_/“ﬁ*'m%rﬁ'éﬁl{ﬁﬁ?ﬂlﬁé& Security Manager T
HAY HFATTEET A, BT A FEHOLEEIT. ACSICKDRBAIDBNEIR S A7 HFATL X
2ETHE, (BEEZRATDOMG2RL) /XTAﬁ>% 5)0:177'7]\52}%5 ERHY FE
T ZO%H. RAEZFETTERNWEDIIR I AT IN I EERT Ay E—URERRINE
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. Cisco Security Management Suite H—/3\~D 05 1 >

9", Security Manager & ACS DA DR E ST IOV TIE,  [ntegrating Security Manager with
Cisco Secure ACS] Z#ZM L TS 7Z3V,

—PHEFRE L OV AAA B E DFEHIIZ DWW CIX,  [Mnstallation Guide for Cisco Security Manager.]
ZZRLTLIEEN,

Event Viewer 35 JX O) Report Manager 7 7° U 77— 3 > COFRFHHOFEMMIZ OV TIL, ROIA
BT TEE,

» Event Viewer 7 7 & A =2 bz — LT DWW T

s Report Manager ©7 7 £ A 2> fh @ —/L{Z DT

Cisco Security Management Suite 5—/\~@D 0O 45 A >

Security Manager 77 7 A 7 b & A VA h—/L L TH—_"ZEHT 5|21%, Cisco Security
Management Suite 75— A 2— 35 1. Y CiscoWorks Common Services Zffi ] L &3, RME 72 &',
A VAN —LEHB DM CiscoWorks 77V r—a AT 78 AT HZ B TEET,

\)

GEX)  CommonServices D[V 7 b7 =7 & % — (Software Center) [>[Y 7 b7 =7 OFHr (Software
Update) ]#%#EIZ. Cisco Security Manager ClX¥HR— h ST EHA,

ATYT1 Web 77 UH T, RO URL DWTNNERE E7, SecManServer | %, Security Manager 731 > A h—/L &
NTNWLEaA L Ea—FDL4FITYT, WITID X2V 7T 77—k (Security Alert) 17« > K7 T[I%
W (Yes) 127V w7 LET,

« SSL il L T\ 2 W A1, http:/SecManServer:1741 %z (i & £,
« SSL Z i L TV 54541, https:/SecManServer:443 Z B % £,

Cisco Security Management Suite O = 27 A U E[EIAE R SAVE T, ~<— 1T, JavaScript & cookie 73 1 —
TR oTNHZ s PAR—FINTNDHENRN—=Ta DO Web 7 T UFEFITLTND L EMHERLE
7. Security Manager & FATT 272D 7 7 U OFREHFIEIZ OV TIL,  [nstallation Guide for Cisco Security
Manager] ZZH L T 7Z 30,

AT9 T2 a2—%4 L XAT— K& LT, Cisco Security Management Suite V-— N2 a2 74 » LET, 1O TH—
Nt f VA M= T 5851, =2—VF—Fadmin &, WHOA A F—VHICERSNTZ/NAY— %
fFRHLTr A TExET,

AT 73 Cisco Security Management Suite 75— L~3— T, D7l L L IROBEREICT 78 A LET, ®EOA A F—
NAFIZE > T, oL HEHTE 25808 H0 £7°,

* [Cisco Security Manager Client Installer] : Z DX HE %27 U v 7 LT, Security Manager 7 7147 . h & A
VA=AV LET, ZO7TAT MR, BnEERTOROEERA =T A ALY FT,

» Server Administration : ZPDIEH %27 U v 7 925 & CiscoWorks Common Services Server D-~<— )3 B &
9, CiscoWorks Common Services X, T —ZEHT IR Y 7 =27 T, 2OV 7 =T
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Security Manager ¥ 54 7> bADOT A U ELUTET .

PHERALT, Y= ORTE T TNy a—TFT 4 ron—ha—WFERREDONy 7 FH—
SNEEREERTE L CEHELET,

s CiscoWortks UV > 7 (RX—UFE) 2oV 27 %27 Y v 73 5E. CiscoWorks Common Services 0D 78—
L= TN E F9,

RTVT4 77V r—2a rEETT AL, A EMICHS [ 77 Y 8 (Logout) 1527V w7 LET, Fm—»A
~_— & Security Manager 7 7 A 7 b Ol S A RIRICBHWTWOIGEIL, 77 U FHEHEAZK T LTS
Security Manager 7 7 A 7 BT LEH A,

RDBERY

)

GE) PCIarv7IA 7T AT D201, TLS 1.0 1 CSM Y — "—THELh /> TWVET, &
D=, CSMYP—/S—ITLS1.0 7 FA 7> OB A LEH A, ZOEFE L, CSMY—
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N—tx =27 ¢ (Server Security) | ZEIRNL T, ZTOXR=VONTNNORZ 27 U w7 LET

([m—H =2 —HEE (Local User Setup) |72 &)

« Web 7' 7 74 &l H L T Security Manager " —/N—®D 75— AX— (https://servername
/CSCOnm/servlet/login/login.jsp) (27 7 A > L, [P—3—4&# (Server Administration) |47 U v 7 L
ivg—o

RTw T2 [P—s3— (Server) |>[EFH (Admin) JDIEIZZ Vv 27 LT, TV T—TNnb [VAT LARE
(System Preferences) ] Z 3R L 97,
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AT 73 [System Preferences] ~<—3""C, Security Manager M [l C& % SMTP h— "DHEA ML ETIXIPT RL A%

AN LET, SMTP —_"NBEFA—)L A v —I2FEET LA, a—PREISLEHY A, &
X =27 SMTP #&1E. CSM TIIVR— FENTWER A

F 72, CiscoWorks WEF A —/VOEEFEIMEHATELEFA—NLT FLRAZANLET, 20T FLRIE,
Security Manager 72 H A5 SNDWBHHAICRE LICEFA—/NL 7 RLALFE L THLLETDH D FH A,
ACSEFEH L TR EITo TWALGAEIE, T XTOACS — FHARREZIREEIZ 72 D & Security Manager
FZOT RLAZEF AN AvE—VE2EFELET, ZOAvE—VICLy, RARMEELEL T D
RIEEICx L TS AT Z AT Ed, BEEIX, ACSIZRHE L 72 A X MZ-DU\ T, Common Services
MOBLA—N A=V EZTWMIEELHY £T,

ATy T4 [Applyl 227 U v 7 LTEERNREZHRTELET,

J9—9o0—E—FOZEE

WY EFMEBR )N B D 5551%, Security Manager CHFITEINDH TV —2 7 — E— REELET
EET, V2 7nu—F—FEAEETLH L, a—PIUIRERFENHY £, BEHEELITO5
HlE. OB EZEL TSN,

e U—rT7u—EF—REELETLHE, RUI—"ZMHH L T 5HF T Security Manager
2= LT, BERAERE R T,

 Workflow <& — K7>5 Workflow A D E— RIZEEL T 254515, MWL FTEEREE (Edit, Edit
Open, Submit, F7-i% SubmitOpen) (ZHDT 7T 4 BT 4 2T N TEABEIIFEIEL,
A DY a 7T TR, B, BIE, E7THhBrL T, TN 20y 7 R
TOMENHY T, =T —REBICHD Y a 7 LTUE, MbITHS4EIH Y FHA,

« Workflow DAAADE— R TF 7 v MNMEBLAIEHIZT DA, WErTRE7 e (e (Bdit) ]
FIE[REA—T> (EditOpen) 1) IZ72> TWATXTOF 7 v b & EEEITRIET
LUMENRDHY FT,

« Workflow E— R 72>5 Workflow S DE— RIZEE L7-H L2, LRTONR— 3 v OF —
B R—=2 5\ LIEEAE, BrsnizT — % X— X (CHEFHEIRRE (Edit, Edit Open,
Submit, F72/% SubmitOpen) D7 7 7 1 B 7 4 BIFAET 5 & . Security Manager (% H &Y
\Z Workflow E— RIZEIV BV £7, fREFRERT 77 4 ©7 4 2R ETITHIERL T
M5, Workflow E— FEFHEL 7IZ L ET,

« Workflow LISt D — K55 Workflow &— RIZAET L7=854. £ 7213 Workflow LLA D E—
RCF o7y MEBEZAHZ LSG, BIEOKE®Y » 3 »IL Edit Open REEDT 7 7 4
BT 4 /F v bE LT—RICEREINDTED, ZN6DT 7T 4 T 4/F /7y MIFR
FNCEHTZ0LERH Y 7,

« Ty NMEBPERETITENI L > TV DG, Cisco Security Manager (2= 274 LT
WAHMD =P =TT X Tr T T NS ET,

J—2778—F— ROFPZIOWTIE, V—2 708 —BLORT 77 17 0 OME  (265—
V) BBRLTLIIEEN,
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etting Starte ith Cisco Security Manager
Getting S d With Cisco S ity M
Security Manager f > 4% — 7 = 4 ADEKRBEREIZDINT .

AT w71 Configuration Manager C[*Y—JL (Tools) ]>[CiscoSecurity Manager &2 (Security Manager Administration) ]
DNEIZEIR L, BIR O [V—2 71— (Workflow) | ZE#IRL CT[V—72 7 — (Workflow) ]~X— % B
ZF7 ([Workflow] X— T % &) |

AT w T2 [Workflow Control] 7 /L —7"CU—27 71— F&— RRE&Z{T\ £ 3, [Enable Workflow] % 74 >1Z L T Workflow
E—FEEAT 25815, ROFT T a & Tﬂﬁ”é EHTEET,

* [Require Activity Approval] : RV U —ZHE2T —H X—R |22y T LHRIC, 77T 4 €7 1 DR
IR KR FEITLET,

C[EEENT VT 4 BT « KGR AEE  (Submitter can Approve Activity) ] : BEH L. HEr—L LR
B— Lz TSNV, BT 7T 4 BT 4 bARTEET BAITR->TWDI5E)

* [Require Deployment Approval] : BB 2 72 FE(TT DRI, ¥ a 7 OBIRIREKEREZ FEITLET,

s EEENERM Y 2 7 %K FEE  (Submitter can Approve Deployment Job) ] : HZICT 5 &, EEHIX
H 32515 Lﬁ_%%/37%7¥(wufﬁiﬂ_

RT9T3 B A—NEHHREEITNET, ZZTHRETHOIE, B A—VikFEHE (-DF D SecurityManager) | 7
TN—N BLOERY a 7OR TRICEMPLERBIOL—F EZITEF ANV VT ADT 7 4V
NEF A=V T FLATT,

VaTd AT —HADEMERETH LSV aTRE G BV a TOAT—Z ANER SR
BB ESF A= VBN EZEETHLIICRET DI LB TEET,

ATy T4 [IR7F (Save) |27 VU v 27 LT, ZEARIEB LM L £,

ATy 75 BROL [V—27 77— (Workflow) ] ZE4R LT, [F7 v FEH (Ticket Management) ] X— Y %ZBi& &
9 ([Token Management] ~X— 3 % &)

RATv 76 [T > MEHE (Ticket Management) | EZZE L E T, [T v DAL (Enable Ticketing) ] % 3R
THE ROLETvarb@ERTEET,

GE) IINHDT 4 —)v KOFEMIZ OV TIE, [Token Management] ~X— 2 Z ML T X0,

«[F47 v b3 A7 LURL (Ticket System URL) ]: %7 v b ID E4MRTF 7 v NEHEY AT ARO Y 7
Rt L9,

«[F7 >~ MEIEE (Ticket History) ]: F 7 v MIBET H1EH & reird 2 B 26 E L £,

AT9 T [R1F Save) 1227V v 7 LT, BEEEEFEBLIOWEHALET,

Security Manager 1 32— 27 4 ADEKRHEEREIZDLNT

ZITIE, Azma—avwr ROFHA, V= NRX—DR¥ v BIOa—HF ¥ —T = A R
OIBEROMHAFIELR L, AN A VX —T = A ABERRIZCOWCHBA LET, SIS T
WAREBED 2 < 1L, Configuration Manager 7217 Tl SV E 7,

+ Configuration Manager D A == — /X— J 77 L2 X (38 ~X—7)
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. Configuration Manager D * — 21— /\— 1y 77 L VR

oV —)LN— U 7 5 L A (Configuration Manager) (51 ~—2)

L7 ZDOMM (59 X—2)

U4 P — RO (63 X—2)

« T—TNOM (63 R—)

«THFAN T 4=V ROMEME (65 —)

« Cisco Security Manager TD 7 7 A LV E721ET 4 L7 b U OBIREZITFRE (67 2—)

e A=W AU H =T oA RPER D LIBAD N F TN a—F 17 (68 2—)

Configuration Manager D A — 21— /N\— 1y D7 L VX

Configuration Manager ® A = = — /N—[Z|X, Security Manager T 57-oDa~ N&5H
DAZ2—=RbHYET, a~vr ML, FTHOX A7105 U THARRZRREBIZR 5508 H
vET,

ZITE, A=ma— A=l EENHA=a—HBILO W THH LET,
s [File] A ==— (Configuration Manager) (38 ~~—3")
* [Edit] £ == — (Configuration Manager) (40 ~X—2")
s [View] £ == — (Configuration Manager) (41 ~X—2°)
s [Policy] A == — (Configuration Manager) (42 ~<X—2")
* [Map] A ==— (Configuration Manager) (43 ~<X—")
s [Manage] A == — (Configuration Manager) (44 ~X—2)
* [Tools] # ==— (Configuration Manager) (46 ~X—)
¢ [Launch] A == — (Configuration Manager) (49 ~<X—73’)
* [Activities] # == — (Configuration Manager) (47 ~<—3)
» Tickets Menu (Configuration Manager) (48 ~X—1)

s [Help] # ==— (Configuration Manager) (51 ~3—73)
[File] #* —a1— (Configuration Manager)

W DFIZ, Configuration Manager @ [File] A = —® a2~ REZnRLET, A==—IHHIL,
U—77n—F— Lo THRRY 7,
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[File] # =2 — (Configuration Manager) .

% 2:[File] * — 2. — (Configuration Manager)

=l VN N Bz

BRLT 314 A (New HLNT AL, ZZBIMT 20 4P —RERMBLES, 751 X A

Device) VR BNUADTNA ZADEMESR LT IZEN,
Clone Device DT NRA ZAEBELTTFAAL ZREER LET, T35 204

fWrezRLTIZEWN

TN A DHIBR TNA ZA&HIBR L E T, Security Manager f > X2 R U nE DTN
A ADHIBREZSRL T ES N,

(ESEa TIT 4 TIR_R—=T TITONEERZRFLET, 727201, Security
Manager 7 — % _X— A |ZIFEFEEXE LEHA,

A4V AR—h B D Security Manager % — /N b =7 AR — h INTEARY —&F
NARZAVR—=FLET, RV —FET A ADA VR —
ML T EEN,

T AR— b AU —F7IT A A= AR — K LT, BID Security Manager
Y= VHR—=FTEDLITLET, TA ADT 7 AR —
MIARY > —1FH %A & A TUWAD D, CiscoWorks Common Services
Device Credential Repository (DCR) & 7213 Cisco Security Monitoring,
Analysis and Response System (CS-MARS) (24 > 7R— R TX 5 H
f#liZ2 CSV 7 7 A /L CTF, Security Manager 77 7 A 7 > NinH DT
NAAXA R P DT I AR—=FBIOEARY —Dx 7 X

R—=FESZH LTI,

EHDOFR WHEOREE Yy a v DT 7T 4T 4 EHLR—F (PDFER)

(Workflow LUZDE— K ZREET,
o Workflow &— K CHUED T 7 7 1 7 1 OEE & BT 51213,
[79 T4 ET 4 (Activities) |>[ZEMKRT (ViewChanges) | ®
IELZR £

FRFE (Validate) RIFEHOERERIELET, 7277 4 ET 4/F 7 v hORGEE

(Workflow LS DE— F BRLTIES Y,
DIr) Workflow &— R CHAEDT 7 7 4 ©F 4 ZRGET 212X, [TH
T4 ET 1 (Activities) | >[7 7T« ET 1 OREE (Validate
Activity) ] DIEIZER L £7,

e =1 Security Manager 7 — & X — R TRZIZE(E LTcd L I T A
(Workflow LIS DE— R R T~ CEELET,

D) Workflow &— R CHUEDT 7 T 4 BT  ZMHGEET 51203, [T

T4 ET 1 (Activities) |>[F7V T4 ET 4 D#EIE (Submit

Activity) ] DNEIZEIR L E 7,
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. [Edit] * — 2 — (Configuration Manager)
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avy kR

B2l

Submit and Deploy

(Workflow LI DE— K
D H)

Security Manager 7 — % ~N— X T{RZICEE LTc b L ITON A
HETRCTEFL, REBRICER LD & 1iTb L E 23T
BB LET, EBEIZOWTZSRLTIEI N,

Workflow E— R Cld, 777 4 BT 4 BNAERIN, T34 ZA~D
EHRE2REATHEAY a2 7EERTH2LERH Y 7,

[hd (Deploy) ]

(Workflow LI DE— K
D F)

REDORAEY & T AR 2T~ TRALE4, BRI
ONTEZRL TS,

Workflow E— R TlX, 777 4 ET 4 DNEBRIN, T35 A~D
EREAREATHIEEY a TEERTILERNHY £,

BESE

(Workflow LAk DE— K
D Fr)

REDEFELVHEORELE LT THEELET,

Workflow &— R TEHIEDT 7 7 4 €T 4 ZfGET HI2i%, [T2
T4 ET 4 (Activities) |>[F7V T4 ET 1 DHZE (Discard
Activity) ] DIEIZEIR L E 7,

Edit Device Groups

TNRARAITN—THRELET, T AT NV—T D HZSR
LTL7E&EW,

New Device Group

TNRAATN—TEBIMLET, T34 AT IL—TDIEK &SR
LTL7EENY,

TN—=T DTN AD
SEN]

TN—TIZT A ABMLET, T AT N—T1ZT 55
A ZDBINEHEIFRESRL TS EEW,

FIRI - (Print)

TIT 4TI —T xR L £,

FIRIC& 5 DIZ—H# D= 721 T3, [Print] 2~ > RAMEHAR
BEIZR S TWAGEIL, T2 7 4 7=V EHINTE /A,

#%T  (Exit)

Security Manager & #& 7 L ¥ 77,

[Edit] # =2 — (Configuration Manager)

W DFIZ, Configuration Manager @ [Edit] A ==—D a3~ KZ/RrLET, @, nboa
~V REMFEHTELDIE, R —RNOT—TLVEBELTCWDHEE, BLU—LT7—7 1
BT 21EEET> TWDHATET T (b—n T—7 VO E2H)

% 3:[Fdit] * — 2 — (Configuration Manager)

avy kR

Bl

I EY (Cut)

N— T =T NVTEIRLIATE Y LT, 7V v TR —R
CRIFLETS
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| Getting Started With Cisco Security Manager

[View] # — 2 — (Configuration Manager) .

avy kR

Bl

2 &°— (Copy)

=T =T NVTERLIATA 2 —L T, 7 U vy T R—R
WZRAFLE T

BE 0 A0

N— T =TV TERRLIATOH LT, 7V v T HR— 0D
N—Ib T =T NOfT_—A M LET,

17%3B/ (Add Row)

TIT 4 TRT =T AT EBIN LT,

Move Row Down

Edit Row BIR LT — 7 TR RELET,
Delete Row BN LT — AT EHEIER L E1,
Move Row Up BN L2172 — LT —7 VN TETICBE L E4, FEMC

DOWTCIE, V=V OBE L — VIBEFOEEM 2SS L TL
72X,

[7' 2 — VLfisk (Global
Search) ]

[ a—/ NLkeER (Global Search) 17 ¢ > RUMBE £9, #
MZOVTHE, Zr—SURBOMA (55 4—2) 2BH
LTLEE,

[View] * — 2 — (Configuration Manager)

Configuration Manager @ [View] A =2 —|2|%, = —H 4 L ¥ —T = A ANE T/ — T 5
MY NN—EERET LoD aY s RRH Y T,

x4:[View] * —a1—

AZa—avoFR

B

FTNA A B a—

FALA Ca—kWEET, FAAR Ca—OWE (20
MDY EBBLTLE S,

FNRA AAT—H AL 2—
(Device Status View)

[T /34 AAT—H A 2— (Device Status View) ]V 4 > F
vEMREET, [T ARAT—H A = — (Device Status
View) | DEHZZHL T 7E &0,

Map View v v T Pa—%HxEd, v 7 Va—0ME (23 X—
V) BHRLTLIIEEN,
Policy View RY—va—%fA&EST, RV — ba—offzE (22

N=Y) ZZRLTIIEEN,

R =R RLE 2—
(Policy Bundle View)

RV =R R a—%2&FET, XREFAZHRL T
W,
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. [Policy] # =2 — (Configuration Manager)

Getting Started With Cisco Security Manager |

A=—a—avTR

B

Customized Toolbar

V= WN—=T DA T > a v DR Y v EBINE T IXHIR T
EET, VAN SIIERTE LT ANTORY TN TUL,
Y —)L/8— U 7 7 L > & (Configuration Manager) (51 ~X—
V) ZZRLTLIIEE N,

[Policy] * — 2 — (Configuration Manager)

Configuration Manager @ [Policy] A == —(ZlZ, RV T —ZFHT LD a~vr KRBV £

B

% 5:[Policy] » — 2 — (Configuration Manager)

AZa—avwU Kk

e

Share Policy TIT 47—k R o—%gR) - L TRIFLE
T, A= RY —DIFEBRL TN,

Unshare Policy TIT 4 TRIEERY) —Fu—hL R —E LTIREFELE
T, N —DIAMRESZRL TN,

Assign Shared Policy TN, ANZEFRY) —2FID Y TES, T8 AL VPN
FRE Y ~OIRERY —DFEID Y TESRL TIEEN,

Unassign Policy BN LT S, ANDEAEDORY > —DE| 0 B TCTEHERLET,

RV —DEY Y CTHERE SR LT E I,

Copy Policies Between
Devices

FNRAAMTRY v—Fab—LFET, T3 AR TORY v—
Davr—zzWLTLEIN

Share Device Polices

O—HTNRARARY) —EFTEDLLIICLEST, n—T
ARV —DHEESRLTLIEIN,

Edit Policy Assignments

F AT D IR — DD M T ERFELET, K
V= EFa—llBIARY —ED Y COEEEZSRML TLIEE
W,

RY L —pHh

HLWARI TR —0ab—&2{Ek LET, HERY > —n
Ja—=27 (ab—) 2R LTI7EE,

Rename Policy

HHRY O —HDOEH

Add Local Rules FRA ZADIEFRY) —lza—h — L EBIMLET, 2D
g~y REEAT BT, == 2 DR Y — & 8R
THMERDY T,

Inherit Rules RY o — O LR LET, —VOMlK £ 7= R O fiRER

BB LT IEEN,
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[Map] #» =2 — (Configuration Manager) .

A=—a—avwFR

B

Discover Policies on Device

TAAALORY =R LES, AU r—olzsRL
TLIZEW,

Discover VPN Policies

Discover VPN Policies 7 4 ¥ — K& Bi& £9, ¥4 FEVPNT ¢
ABNY BB LTLEEN,

[Map] #* = 2 — (Configuration Manager)

Configuration Manager ® [Map] A == —|Z{X, v v/ Ea—%FHT 57200 a~vr KRHY
FT, TOA=Z2—Dav s REFEHTELIOER, vy 7 Ea—BH0TWA5E7217 T,
FEZOWTIE, vy Ea—DfHESRL T 230,

% 6:[Map] »* — 12— (Configuration Manager)

A=Za—avwk ERBA

New Map v TEERLET, Bl TERET 740 N vy T DOE
KEZRL T ZE N,

Open Map BEHEHBO~y TELIZTTF 74V v~y TE2HEEST, v 7%
B 2R LT a0,

Show Devices On Map TIT 4T~y S FICRRT DE AR T A, A EIR £,
<~ T TOEMRGET A ZDEREZZR LTSN,

Show VPNs On Map TIT 4T~y BICERTH VPN ZRIRLET, v v 72
IF HEESF VPN OFEREZ SR LT &0,

Add Map Object W~y Rt~y 7 A7V =27 FEERLET, Xy bU—
J MR ERYT~y AT NOMERAGTEEZSRBL T
W,

Add Link Wi~y 7 R A Y3 V7 2ERLET, v~ v 7I2BiT5
LAY3IV 7 0BEMEEHRZZRL TIEEIN,

Find Map Node W~y 7 LD ) —RFRE2HBRLET, vv 7 ) — FROWMBES
L TLEEN,

Save Map AW~y T2 RELE T, vy TORGFESHR LTI EE N,

Save Map As BV~ I LWARIZ T TRIELET, ~ v 7ORGFEE
ZH LT EEN,

YEK (Zoom In) VT A=A LET, vy T O HRAORE, B&
PR —LEHRLTLIEIN,
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. [Manage] * — 21— (Configuration Manager)

Getting Started With Cisco Security Manager |

A=—a—avTR

B

#i/ln (Zoom Out)

VT AX=LT TN LET, vy O FRAOKE, B
JOX =L L TLTEEN,

74 RUICEDbED

W~y TR XA LT~y 72K ERRLET, v v 7D
V. PRAORE., BIOX—A2ZHB 1L T FEI0,

Display Actual Size

W~y T2 A=A L TCEBOY A X 2F - LET, v v 7O
Ry, FRADEE, BIOA—222H LT 7EE,

Refresh Map

FH IRy NU—7 T—HEFERALT, W~y 7 a2 7
LyvalEzd, il 7E27003T7 740 b =~ 7OEKRE
ZHRLTLEEN,

Export Map

W~y P27 7 AN AR—=FLET, v v T DT R
R—=FE2ZRLTLIIEEN,

~ v 7 OHIER

BIRLIc~ vy 72U 2 R bHIBRLET, vy 7OHIBRZSR L
TLIEENY,

Yy T DT aNT 4

W~y 7O a T s 2R RERITRELET, v v 7DY
=7aNNT A OREESZRLTITEEN,

Shpw/Hide Navigation W~y 70T e — g 7y RUOFRRPER R ZY Y

Window ZET, FEF—var v NUOHERALEEBRL TS
U,

Undock/Dock Map View |~ 7D v R8I0 EELC. ~v 7BV F F T

BAHTELLOICLET, § T FUuBbIvEiET
WA %A L, [Dock Map View] 2~ > R& #8925 & | Security
Manager DA A~ 7 ¢ RUICHEBRESNET, vV 7 Ba—
DAL v R=VIZHONT B LTI,

[Manage] #* — 2 — (Configuration Manager)

Configuration Manager @ [Manage] * = = —(Z{X, Security Manager D A A /" A ' HF —T7 = A A
LML LT 4 & RUTEITEINDY — Va2 /BT 5a~vr FRHVET, TOA==2—%
T2 &, BEFERFPOR—U 2L 2 e, SEIERBERBICT 7 EATEET,
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[Manage] * — 21— (Configuration Manager) .

% 7:[Manage] »* — 21— (Configuration Manager)

A=Za—avw KR

B2l

RN —FT7V=7

Policy Object Manager B & £9°, Z DY —/LCliL, EHAEE/RT
RCOFT V2V Vo, ATV =l b I T T N—T L
TRRTEET, o, A7 V=7 F2{ER, 28—, Mk, BX
U‘?J PRCEX 2130, KRR VA — M4 TE £4, SRR

— MZIE, BIRL7ZAT V=7 M3, i Security Manager 4~
/:7 FREODRY =00 EDLIIMEH SN TND WGk =
WET, FEMIZ OV TIL, Policy Object Managerx i L T 72 &
Uy,

Site-to-Site VPNs

Site-to-Site VPN Manager Z & £4, ZDOY—/LTlx, ¥ M
VPN ZERETEE7, VA M VPN OFH : TREZSML T2
é I/\O

TITAET 4 Activity Manager ZB& £9, ZOY—LTIX, 727747 1 %
. ERBIOEBRCTEET, 777 4T 4/FT Ty h~F—V v U g
:E»__
QY““W PR wvesmic< e,
&P (Deployments) | Deployment Manager & B & £ 97, 20—/ TiE, REDEMS L

CRHY a 7OEBEETTE LT, BHOEFHZZRL TIZS
VW

RET —NAT
(Configuration Archive)

TNAAREDT —NA T ENTN—V a U aEL, REDFRR
CHEL, BRUHLORENDHIOBRE~D I —/L/Ny 7 ZFATTE

%7, [Configuration Archive] 7 1 > R ZZH L T 7E a0,

Policy Discovery Status

[Policy Discovery Status] 7 1 &~ RUZBEE4, ZOU 1 FUT
i, RV =B B LT AN 2 A VR — b DRT —Z R &R T
EFET, R —HBF AT DAT =2 ADRTEBRLTILEES
V.

IPS TNA ZADIBFIZMEIR TIPS T34 AGEAEZEFH L £,

Audit Report AR LR — PRV ESNTNNT A =X > T, BEELVR—
FEAER L ET, [AuditReport] 7 ¢ &~ RUDOHHEZSRL TS
U,

Change Reports TNA AT HEL, HHERY v—, BLOLURIOREE v =

(Workflow LSk — | Y PRV ¥ —FT7 V=2 M2 LAR— hEERTE £, AR

ko 7e) L= hORREBML TSN,
BEOBREE Yy v a VHRIUThbN AL 2 FRT 512, [77 4

b (File) 1> [ZEEDRT (View Changes) | ##IR L £, ]
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. [Tools] # =2 — (Configuration Manager)

[Tools] # =2 — (Configuration Manager)

Iz

[Device Properties] 7 4 > RUZHEET, ZOU 4> UKL, T4 A, J LT iy,
TNRAADENY) YT I N—T BIOKR) —FT7 V=7 bOLEEXICET L —RIEHRNE
REINET, FEICOVTIE, T30 2 737 L 2OV TESRLTIEIN,

Configuration Manager @ [ols] A == —{(Z{%. Security Manager D A A A ' H —T = A A L&
MNLLTeD 4 R TEITSINDY =LV EEHT L a~v U FRH 3, ZOA=a2—%fH
ToL, BUEEMTOR—UEHL L2 &7, SEIERERBICT 7 ERATEET,

3% 8:[Tools] »* — 21— (Configuration Manager)

AzZa—avwoFR

Bl

FONA A T asnRT 4

Detect Out of Band T INA RELHT LT, &R IZ Security Manager 233X E & B L T 5

Changes BRENEESNEZNE I NEHRILET, ZofReffiLT, &
BARRELENEDLNARNELICTEET, 77 RAF TN REH
DB L OGO E SR L T30,

Packet Capture Wizard | ASA 7 /34 AT 347w b OIRY JAA % 5% TE T & 2 Packet Capture Wizard

ZREET

Ping, TraceRoute and
NSLookup

INSDORNT TN a—T 47 avy e TE S ping,
TraceRoute, 33 & U8 NSLookup > —/L %[ & £, ping & TraceRoute
ITE BRI T A A CTHEME L £ 9725, NSLookup (7 747> h U—
JAT—a TR LEY, ping. hL—A/L— K FZIENS
N 7T T = VAR LTe BT T 2 B L T2 &0,

IPA TV A
(IP Intelligence)

PALTIVV2 U AY =V ERHEET, 2200, TREM AL
>4 (FQDN) | HiFEFOAENEH. WHOIS [F#t7e &, IPvd 7 R L&
BT S E8ERBERICT 7B ATEET, PA LTIV VR
Y — )L DFERZONWTIX, IPA > 7 Y Y= A (IPIntelligence) %%
LT &N,

IPA LT U ¥ AERREEMNT DA, [IPA 2T Ve ARE
(IP Intelligence Settings) ]X— 3 TIZ L5 OMEREE AN L TERTE
TAHVENS Y T ([IPA TV Y= Z%E (IP Intelligence
Settings) ] ~— Y &%),

H
=

[d] U Security Manager %—/3N—|Z 12 7 A > L TN 5T X TO—H|Z
A=V HEFETEL[T4—L (Wall) 174> FUEBRE £,
P27 L, RN, [V A —LRRE (Wall Settings) ] ~2— 2 THZNT
DMEENDY ET, [V A—/VRIE (Wall Settings) | ~—TZZML
TLIEENY,
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A=Za—av2 K

Bl

Show Containment

FRAZDEF 2T 4 2 THFAMERIFI—EZXAEY 22— L%
FTRLET, T AZEGEFNTNWAEEDODER REZBHRLTLIZE
A

AR N AT —H
A

FRTOT AL ADF A AYEERERTLET, A2 b
AT =R ADFEFEBR LT IEE,

Catalyst Summary Info

IR L7z Catalyst A A » F [T Security Manager 23t L 723X T
P—bEREVa2—b, B—b, BEOVLAN 25T, 27 Al
OB % FTLET, Catalyst ¥~ U —FHROZTFEBML T 1S
VY,

Apply IPS Update

IPSAA—VEBIOV I =FvOEH % TaE i LE I, IPS EH
OFEEHEZSR LT 730,

Preview Configuration

=u

REEDT A ADFRENTET, RZICEBESNZRE, £20T
BHEFITHTOREERRLET, HEDOT L E2—%2SB LT
I,

Ny 7T o7

CiscoWorks Common Services i | L C, Security Manager 7 — & ~X—
A%y 7T 7 LET, Security Manager 7 — X X— A DNy 7
Ty TBIUOETESZRLTIIZEN,

Security Manager
Diagnostics

Technical Assistance Center (TAC) 7>HDOFRIZIG L TEETH T
TNy a—T 4 o TEREINEL EJ, Cisco Technical Assistance
Center HOZWI 7 7 A VOERKEZ SR L T 7230,

Evk Cisco Security Manager /3—3" 3 4.7 LI ClE, BEfFD
[ A9 7272ZWr (General Diagnostics) | DDV IZ[7 A

~#2Wr (Light Diagnostics) | Zi&R T £,

Security Manager
Administration

Security Manager DRESEEZ T2, AT ARKROREEITVE
j—O

[Activities] * — 1 — (Configuration Manager)

Configuration Manager @ [Activities] A == —IZIX, 77T 4 ET 4 ZEFHT H-HDa~vw R
WY ET, ZORA=a—%, Workflow E— RP¥A R2—7 LOLFERETFRRENET, Zh
b a~<y ROFERIZOWTIX, Workflow £— R TOT 7 7 4 BT A HEE~DT 7 ¥ A% 5

RLTSZE N,
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% 9:[Activities] * — 1 — (Configuration Manager)

A=Za—avw Kk

At B

New Activity

HLWT 2T AT A 2B LEY, 72T 40T 4/F 7> hOfERR%E
ZIRLTL &N,

Open Activity

TIT AT 4 EEET, 77T 4T 4/FT 7y 2B ZBB LT
<TEEW,

Close Activity

W TWA 7 7T 4702 ALES, 72774087 4/F v &L
LHEHBRLTLLIETEN,

EHEDORR

TIT4ET A EHELAR— R (PDFER) 2 &S, LHELA—FOE
REeZRLTIZEN,

Validate Activity

W TCWAT 7T 4 BT 4 2Bt LE T, 77T 4T 4/F 7y FOK
SEEZRLTLEE,

Submit Activity

BWTWAT 7T 4 BT 4 2B ELET, REBDOODT 7T 4 ET 4D
HBE (TI7T7 48T 4 TTNA—R_EMHT 5 Workflow E— F) &L
TLIEENY,

Approve Activity

BWTWAT 7T 4 BT 4 2B LET, 777 4T 4 OEREZITIE
% (Workflow £— K) 2L T Z &0,

Reject Activity

BWTWAT 7T 4 BT 4 G LET, 77T 48T OARREZITE
& (Workflow £— K) ZZM L T 7Z &V,

Discard Activity

BOWTWAT 2T 4 €T 4 ZBERLET, 77T 4T 4/F 7 v hOK
FEBBLTLIIES ),

Tickets Menu (Configuration Manager)

Configuration Manager @ [F 7 >~ & (Tickets) | A ==2—I2lX, 7 v NEEHT LD a~
Y RWEENTWET, Workflow LISADE— R TF 7y MEBEBRHENI /2> TWDHHEICO
HERINET, TNHOa< Ly ROFEMIIOWTIE, Workflow £— RTOT 77 4 7 «
PERE~DT 7 B XA B LT EI W,

5 10: Tickets Menu (Configuration Manager)

A=Za—av2 K

EA

BrLwF oo b (New Ticket) FLWF Ty befElLET, 7277487 4/F 7w b

DIFR A ZIRL TS 720,

F 7% F%& B < (Open Ticket) Fry hEMEET, TI7T 48T 4/F 7y b E

ZL TS,
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[Launch] #* = 2 — (Configuration Manager) .

Aza—avwR SR BA

Fry hEATS (Close Ticket) |A4—7>F 4> v2ALET, 7774 ET4/F 7y b

ZHC 2L TIIZEN,

EHDFRR

Firy MEFELR— (PDFERX) ZBEE, £2FL
A= FDFREZBL T ZEN,

Fr > N ORFE

(Validate Ticket) |A—7>F v NEiELET, 77747 4/F 7>
MOMFEEZZ L T Z &V,

Firy N OEE

(Submit Ticket) |A—7">F v haXELET, 7277 48T 4/FT T v
FOIRFEIZDONWTEZZR LTIV,

Fory bl

(Discard Ticket) |A—7>F 7y "NEELET, 7277 48T 4/FT 7 v
N OKGE Z S L TLTEE N,

[Launch] # = 2 — (Configuration Manager)

[Launch] A == —

W, o7 7 r— g rEEEhTAa~v s RRH 0 4,

% 11:[Launch] * — 2 — (Configuration Manager)

A=—a—aTY
N

558

Device Manager

PIXt¥= VT o 77547 A, Firewall Services Module (FWSM; 7 7 A1
TGP —ERAET2—)) [ IPSEUY— IOSL—F BIY
Adaptive Security Appliance (ASA; BN EX =2V T 4 T 7IFAT U RA) T
WA R E PR=PFHROT RXTOT A, AT DT A A R—T %
ZEHLET, T A X=X ITE, WS OnDE=4 T 7Rk
FORWiHRERH Y £9, ZOWEEZHEHT L&, TM A TEITESNT
WEP—ERCETHER, BLXOVAT ARERD~NLVADAT v T gy
FNERRTEET, 7 M A X =V XY OEBIZSRL T ZIN,

Prime Security
Manager

ASA CX 7T /34 ADEBRIZAH H 415 Cisco Prime Security Manager (PRSM)
TV =g raEBLET, FEMIC-DOW T, Cisco Prime Cisco Security
Manager ¥ 7= (% FireSIGHT Management Center DfL#)j 2 S L T 72 &0,

FireSight
Management
Center

FirePOWER & ¥ = —/L O BIZf ] £415 FireSIGHT Management Center 7~
TV r—varERELET, FEMIZ OV TIE, Cisco Prime Cisco Security
Manager ¥ 7= (% FireSIGHT Management Center O fL#E) 2 S L T 72 &0,
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Bl

— R FyvaR—FPREET, 20Xy 2R —RE IPSEFW X A7 % X

D EFIZ 9 % Security Manager CaxE FIRE/RELENA TT, LD v ¥ 2 h—
RIZIIZ T, FHE v v aR— FRLBMOF v v aRh— REER LY
FTRTCDL L aR—=RENAZA ALV TLHIENTEES, ¥y
va 7ﬁ— REFEHT D Z L2k > T, Security Manager DD D7D FH
iz IPS Health Monitor ~—73”, Report Manager, Health and Performance
MonltorkiU\IP Intelligence fX iE7R E DL DX 7 A% 1 G CEITTEE
T Xy vaR— ROFEMICONTIE, ¥y varh— FOMELSRLT
{TZEWY,

AR FE2—

Event Viewer #BIX F34, ZOY— L TlE, A A ARV NEFRRB X
I CEET, SOV TIZ, A XV MOFRTFEZRL T IV,

JCIZHI D Security Manager 7 7'V 7 —3 g w7 A LT S50
RLa2—HP—=Th 7 bEFEHLTAX FEa—T RHAE T, }DJ'J@:LH
P—=T I FNEEHLTAX a2 —7 2B <I2IE, Windows DA & —
M Za—FBT A by T TAarheT 7V r—va v EREET,

Report Manager

X2 U7 0 LAR— MEFAPRIL LA — N &AL THHTTE 5 Report
Manager Z B & £9°, FEMICHOVWTIEL, LA— FOEFHZZRL TS
AN

9 TIZHID Security Manager 7 7'V 77— 3 Zu 7 A L TWAGAEIE

[ Ca—4—7 57> b & H LT Report Manager B 9, Bl —
W—T vk &fEH L T Report Manager % B < 1213, Windows D & & —
M2 —F7dT A7 by T TAarne T 7V r—va v EHREET,

Image Manager

ASA T A ADA A — T &E BT E 5 Image Manager B % £9°, FEflIC
DWW T, Image Manager D ZZM L TS 7220,

3 CIZHD Security Manager 7 7° U 77— a v 74 > L TWAEEIX

R Ca—%—7 D7 ~N&EH LT Image Manager 233 & £ 97, %[J@:L_
W—T v k&R L T Image Manager % B < 121, Windows D A % — k
Ama—FREZT A by T TAarheT7 7 r—varZREET,

Health and
Performance
Monitor

Health and Performance Monitor (HPM) #Bi& ¥4, ZZTiX, *v hU—
I BEDTNA AAT =B AL N T T 4 v JIFREFR LI T80 A
HEDT 77— FaeRRLTHRLEZY TEET, FEMic >V TIE, ~L A
ENRT A=<V ADE=H ) T BB LTI,

JCIZHI D Security Manager 7 7'V 7 —3 g w7 A U LT S50
FLa—F—THvr &R L THPM A& £, Bloa—3F— 7ﬁ7
v hEMEA L THPM Z B < 121E, Windows DAY — K A =2 —F 72137 A
I by TTAarnbT T r—va v EREET
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[Help] # =2 — (Configuration Manager) .

[Help] # = 2 — (Configuration Manager)

Configuration Manager @ [Help] A == —(Zi%, Wi~ =a 7 VEBIRMNL—=0 7127 7R
THEOOavr KRB £, FcO VX, A T4 ~VTOFMEE (69 ~=—
V) BEZRL TSN,

Y—JLiN—1)

3 12:[Help] »* — 2 — (Configuration Manager)

AZa—avvKk

B

~)V7 RE w27 (Help Topics) |4 > T4 v ~ILVT VAT LEHEET,

Help About This Page TITATIRN—=T D TA v ~NVT BT ET,

JumpStart

JumpStart Z [ & £,

Security Manager Online Cisco.com @ Security Manager Web ~X— 3 % [ % &7,

About Conﬁguration Manager Configuration Manager @: Eg‘a— }:) ‘l‘% %&J 7& %ﬂ——\‘ L/ i ‘a—o

7 7 L2 X (Configuration Manager)

AA Y — )L 3—|Z(X, Configuration Manager D7 7 ¥ a L & EITTHRA indhH D £7,

AA U= LR = CERENDARZ T, Workflow/F 7> MNEFLE— KRNI E I . B
T — N R—%h 2B~ A R LT HECL > TRARY ET, BIRT DL, V=R ZEF
NTWVDENLONDRY U EIBINTE E T, ZEORHZ ATKBHIND Y — L —Z(FE L, Hl

FreE £HA,

WKDOEIZ, TRTORZ LU EZRLET,

3% 13: Configuration Manager *) — )L/ \—

Ra v Bl

ke Device TNA A Ba—wlEET,
FEHZOWTIE, TAA A Ea—IZonTEBRL TSN,

2 Map Yy Ea—%RE ET,
FECOWTIE, v~ v 7 Ea—0HESRBLTIEE N,

(5] Policy RNYv— EBa—ZfEET,
FAZOWTIE, A = a—llBI2ARY O —DEHEZRL T
<TIEEWY,

Pn|if_'5.lBur|d|E RY —y ]\/1/‘7/(‘/1\1778@5]??&?_0
FEZOWTIE, RY =N RLOFHEZSZBL TSN,

Getting Started With Cisco Security Manager .


csm-user-guide-427_chapter3.pdf#nameddest=unique_71
csm-user-guide-427_chapter35.pdf#nameddest=unique_139
csm-user-guide-427_chapter5.pdf#nameddest=unique_72
csm-user-guide-427_chapter5.pdf#nameddest=unique_127

Getting Started With Cisco Security Manager |
. Y—JL/N—1) 77 LR (Configuration Manager)

Re B

Policy Object Manager % B & £ 9°,
FEAZOWTIE, AV — AT V=7 FOFEHEZBL T3,

Site-to-Site VPN Manager % B & %9,
FEMIZ OV TIE, A R VPN OF L - FERAZ SR L T &0,

%

Deployment Manager % Bf & &7,
FEIC OV T, ERAOEHRZZR L TIIZE N,

Audit Report % B & £7,
FEICONWTIE, BEAE LA — MIOWTESRLTIZI N,

B (F7r v MEBENENI 72> TUvD Workflow LIAAE— RDZr, ) BHE %1%
FREIVERALET,

FEANZ WL, EBEOEHASRE L T,

It BRI TNWDT A ATERSINTWVDORERY —Z B LET,
FERZOWTIE, AU —0miiEZR L T &,

Z | BIEER SN TCNWDT AL ADT 7 A7 /3 RZEH (Security Manager O
SNERD T SA AN L TAT o T2 EH) Rt LET,

FEANCOWTIE, 7Y AT A MERORHB IO 2ZM L T KL
a0,

@ IPALT VY2 AY—VEREET, 2200, BEEMNAAL 4
(FQDN) | HiFRAOALEEH, WHOISIHEH /2 L&, IPv4T R L A BT 5 &
FIERBERICT 7 BATEEST, IPA LTV V2 AY— VOO
WTIE, IPA 7 U =& (IP Intelligence) ZZML T EE W,

IP AT VY AR T DR, [IP A7 U Y= ARE (IP

Intelligence Settings) | ~<— CZ L O OMEEA AN L TERIET HMLEN
HVET([IPA > T U= A&E (IP Intelligence Settings) ] ~<— Y %%
H\B\)o

i [i] U Security Manager %—/3N—|{Za2 7' > L TCNDHT X TOL—H|TA v
T—UEEETEDL [(UA— (Wall) |V RuzEBEEd, =720,
BN, [ 4 —/Li%E (Wall Settings) | — THNCT HLENH Y £
SR

FEHC oW TIE, [Workflow] _X—YZZM L TL 2 &0,
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W—JL/A— 1) 77 LR (Configuration Manager) .

RE >

B

BN L 72 Catalyst A A » F 2T Security Manager 23 H L7235 X ToOH—t
AEFYVa—/b, B—b, BIOVLANZ G, VAT LMEROMEE KR
L i j‘o

PRI DWW TIE, Catalyst v U —{HFHOTRRESRL T ZS 0,

BEBRIN TWEIT AN, ADREE T L Ea—LET,
FEMICOWVWTIE, RED L E2—2BRLTLIIFEN,

Security Manager D¥EREZ il T~ 5 . ¥ AT A RIKOBRE ZITVET, FEAl
(2D TIE, Security Manager D BEER EEDORX EEZ SR L T2 S0,

BHEBRENTWVWET RS ADT N, A w3 =¥ & £7,
FAMZONTIE, TR A TFZ =T Y DOEIBESZRL T EEN,

&

ASA CX 7 /34 A BRIZfHE ] S 415 Cisco Prime Security Manager (PRSM)
TV =y a B LET, IOV TIE, Cisco Prime Cisco Security
Manager % 72 1% FireSIGHT Management Center D2E) 2 B L T 72 &0,

FirePOWER “E ¥ = —/L OE B H S 415 FireSIGHT Management Center
TV = a e iELET, FEMICOWTIL, Cisco Prime Cisco Security
Manager ¥ 72 1% FireSIGHT Management Center D L& 2 LT 72 &0,

Aoy alR— R TN r—ya rZlEET,
FEHICOWTIL, Ay adRh— FOMELZSR L TLLFEEN,

Event Viewer 7 7'V r—v a VAR & £9,
FEHICOWTIE, A XV FOFEREBRL TSN,

Report Manager 7 7° U r—3 g VA& 7,
FHMIZOWTIE, LA FOFERESRLTIZS Y,

Image Manager 7 7' U r—3 a3 VB E 7,
FEAMIZ OV I, Image Manager DfEAZ SR L TL 72 &0,

ANIAENRT =<V ADE=Z =T TV r—a U EREET,

FHIZOWTIE, ~VARERT =< ZADF=H ) T EBRLTLTE
éb\o

HEOR—=V DL T, v ~NVTHEETET,

BN OWTIR, T F4 v ~ATOFRAFE (69 <—) 2K T
AN
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. Y—JL/N—1) 77 LR (Configuration Manager)

RE >

B

GE)

Fr o NEBRNENZ /2o TV B 5A . Workflow LI DFE— R TIXR DR X >
PEEHTEEEA,

Workflow “&— K T [Activity Manager] 7 1 > KU ZBd < 2>, F 7213 Workflow
DS e— R TF 7y NMEENFEHZ > TV D845 13X, [Ticket Manager]
VA4 RUEREEST, b0 RUERBHLT, 777487 4/
Fry FefERBLOERTE 4, FMCO VWX, 777 48T 4/F
Ty b=V x U4 RUEBRLTIIESN,

(7277 487 4 (activity) | HRF 2, BLOINOLDORY BEIIRD
SAEDFEAMZHONTIE, Workflow E— R TDT 7 T 4 T ( BERE~D T 7
TAESHLTLIESN,

[F47 v b (ticket) | RZ >, BXOZINSDORE U WNENT /2 55400
Nz OWTIL, Workflow AL DE— R TOF 47 v MERE~DT 7 & 2 &5
LT IEEN,

BMLNWT 7T 4T 4/F 7y FEERLET,

TI7TA4ET4/F 7y bEHEET,

TIT 4T AIFT Y RV TOWSRICITON AR 2T~ THRIFL T
ACET,

ol BBk

TITA4ET ATy BTITOR T N TOEEZFHE L, PDFEADZ
HLR—Fz2Bor 4> RURIZAERLEY, OV T, AR LR—
FOETFESHL TSN,

=

BAEDT VT4 T 4/F7y FPNTEEINZRY o —D8EME2MHFEL
*9,

=

(KFBAE OWorkflow E— KD, )T 7T 4 ©F 4 KGBE D3\ %5 Workflow
F—REHEHLTWDIEA, KROTEDIZT /T 487 4 X ELET,

(F7r v MEBRDNA RN 2> TV D Workflow LIShE— KD &, ) F4 v b
EEELET, Ty hERETHE, MESNTEEENRT —FX—R(T
BRIFEINET, F7 v MCEEMITONZT A Aide v VRSN D T2
W, KU —EBRIZEDY, tOF 7y NCEELIZY TEET, Frv
ME, [ (Bdit) [IREEE 7213 [fREEA4A—7" (Edit Open) ]JIREEIZH D
BAICEETEET,

(Workflow B— RK[RE) 77T 4 ET A N TIREINT-ZEFEZ KR LE
?—O

(Workflow & — R[RE) 77T 4 BT A NTIRESIN-EHEEZHELE L E
7,
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so—rugxosd ]

Re B

[Fi BIRLET 2 T4 8T 4/F 7y bEELET,

JB—/N\)LIREDOEMA

Security Manager (Z1%, BIL OB HEHZ FHIZ AT TERIET 572000 7 a — Uk R RE
DHEESNTWET, Fa—VUREEELERT 5 L. FEORRIXTINE G LT /N1 A
RV —=FT7Txr b, R —, BIXOF Ty NERRBTEET, MRBOFEHIL, 734
A, RV —=FT V=T b, R — ERETTF Ty hOAITHIBTEET,

)

GE) MBI, =23 v FENETF—EE2FEHALTORFETEINE T, T—FR—RZEFEHEEINT
W WA, MBEERICEENEEA,

D4 Eh—FRE

MR LFHNITIE, ROT AV RI— RXFOMERRYR— FERTHET,
cTFARBYRY (*) 0fEU EOFE—FHLET
« BRI () 1 AEEO 1 CFEIC B LET

YTV IRE

AT ESNTRRFESCFHNN P 7 R L ADE | Security Manager (X8~ 7 1 v 7 EBEEZFATL
F9, & E RBECTHNT 1192.168.0.0/16) EASNTHE, 2OV T Xy M—HT 57T
AT HIMZ, ZDV T2y MIET D, FREFEO 7Ty MBRETAHIR/EOFA ME-IX
oY 7%y PRESINET,

S O—nNILEREHRE

7a— UL, TRTCTEHZRLS, —#HORY U—BIOR) v—4T7 V=7 NNTOARY
A—brENFET, PR —FINTVWERY =R —FT V=7 ME, BEEBEAEHT
ROLBEBEIEHAHINARY) =47V 7 T, YR—FINTHERY —ERY v—
F TVl NIRD EEBY TT,

¢« TNA X T FTRTDOTFTINA A
ARV —FT V=T b

s AAA =T —"7

¢ AAAH—

TR v br—L R

¢ As Path Policies
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B 70— ezoss

¢ ASA V' NV—TRY —

*«BFD 7> 7' L— |k (BFD Template)
e H T A

« Cisco Secure Desktop (/L— %)
cAIa=T 4 UAIRY —

o EAEIE

* DHCPv6 7" — /L

c T ANET V=T b

* FlexConfig
TATVT AT 4 2= — I N—7
«IKE 7' 1R —% 1

* Interface Roles

eIPsec hT7 A7+ —A2t v b

« LDAP Bt~ v 7

e Xy NT—=Z/KRA K (IPv4 15 LV IPv6)
* PKI %%

e AR —URARKRY v —

* Port Forwarding List

TV T 4y I AVARNKY —

e N— U RAFRY —

e h—ER

s VTN A U F PR —

*SLA £E=#—
*SSLVPN 7' v 7 ~—7
*SSLVPN H AH <A X

*SSLVPN ' — b7 = A

*SSLVPN 2~—k b R)VHE YA A U A b
*SSL VPN A~ — h h > 3L

cTXANATV =V b
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so—rugxosd ]

« W[ PH

chTT 4T TE—

o A S

¢ WINS #—/3—1U X |
s RY T—

* AAAL—)b

e T 7ML IL—V

«IPv6 7 7 £ A )L—)1

A UANRT g v )b

o LV —1

e Web 7 4 L& JL—)L

= R—=ZADT 7 AT U F—)L)L—)L

cFr v b
s IE~YF—T ¥ (Configuration Manager)

» Image Manager

J0—/NLRERDEST
70— SRR FATT DI, ROWTIhPEFITLET,

\}

« [fREE (Edit) ]>[Z 27— L% (Global Search) | Zi#R4 57>, CtlH+F 2 LT[/ 1 —
7SUfRER (Global Search) |7 ¢ > RUZFE £9, [FFE (search) | 7 1 —/L ROLEMNIZ
DRy X7 A NTHREOFPAZZER L, [ (search) ] 74—/ FITHER L
FHEANSI LT, B (Search) 127V v 7 LFET,

GE)

BAE JV—NT—7 v (ruletable) 1ZHE /R L TWBEA, Cirl+F 284 L | [/ o — LR

(GlobalSearch) ]V 4 > R Tid/ia<, [ L& (FindandReplace) | XA 707 HR v 7 A
NE 4, MR EEHFHEEDORDVIC, hoFIEOWTRNEFEHT L T, 7 — LRk
REICT 7B A LET,

[(XE~F—% (Configuration Manager) |V « > KU DOH EMIZH D [#E5E (search) ]
T 4= REMEHAL, [R%E (Search)] 74 2> %27V v 7 LTREOFMZ BN L, [
& (search) ] 7 4 —/V RITKREBEXFH A AT LT, Enter X—ZM L ET,
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[ v — kiR (GlobalSearch) 17 4 ¥ RICIE, MBS BT HMRNRRINET,
BTIVELIZEZV ) =L EMOT =X XA THERIRLC, TOHT I OFERER R LE

BREREREADXIG
BBINOIREINTZT AT LR LT, ROT 7 v arz2FTTEET,
cT—ADIVAR—F (TRT) (BIRLEAT I OMBREEL CSVIER T 7 2R —

FCEET, [Fu— ULigEE (Global Search) |V 4> RUDHT IV L 7 XY U —)
LHMOT =25 A4 THBIRL T, TOAT Y OFEREERL, REHERO LITHD

YV —X—D [ AKR— K (Export) | %27 U7 LT, £OT—XD7T—7/)L% CSV

X Tms AR—FLET,

cENR (FART) BRLZAT Y ORBRERZFARITE £, [ 85— VLK (Global

Search) |V 4 > RUDAT IV VLI XV )= AMOT—FZ A THEIRL T, £
DATTYDREREFR R L, BMBERO LIZH DY — =D [HIR (Print) (227 Y v 7
LT, ZOT—2DT—7NEHRLET,

s TNARTANT 4 (TINAR)  MBEFERTEINIZT ANA AT NNA AT 0 RT 4 %

FRTEET, [Fr—UFE (GlobalSearch) |V 4> FUuDhT I L7 X V) —
MO BEBDTNA AT N—T5RIR LT, ZOhT AV OFREREZFRRLET, [fEER (results]
T=TNTTNA REBRLTERARS L, T MRAEH7 Y 7 LT, [T ADT

/37 ¢ (Device Properties) | Z#IR L E T, IR L7ZT A ZD [T/ AT BT ¢

(Device Properties) | %A 7 127 Ry 7 ANFRINET, EMICONTIX, T34 2T
ORT 4 DFERRETNIERTEZSHR L TIEI W,

<BE (RYI—) BREHBENORY —ICBETEET, [/ r— UL (Global

Search) |V 4> RyDOHT I BL I X V) —=00BMORY v —X A TR T,
TORY =2 A TORRERRLET, [fEFR (results] 77— /N TT AT L&HEINL T
MHER L, TA T L2420 27 LT, [BE) (GoTo) ] Z@RLEF, BIRLET A
TLCEET AR =N EREINET,

s Jq4E RYD—) (BT —TNT A NZEERAL THREBERREE 7 4 VAL TE

I, EHICOWTIE., TN T4 NE YT (642—) EBRBLTLLEE N,

KRR (RUS—FATPxI b)) MEBEFEROAT V=7 FORI v—FT7 V=7 FOFEM

BERARNTEET, [/ —LRFE (Global Search) |V 4> Ry 7IY L7 X Y

V=ML HHORY) o—FT V=l NEATERRLT, 2OFT VT MEATORER
ERORNLET, R (results) | 7—7 /N TAT V=7 FEBERRL THEAFRR L, MK
ROEICHDLY =N =T [FR (View) 1227 Vv 7 LET (F72iF, A7V =7 %

F27 Vw7 LT[EFR (View) | ZBIRLET), BINLZARY o—F7 V=7 MIEET
% [MREE (Edit) 1 ZA 7 2Ry 7 ARFHELRY EHE— R TERRENET,

cHmE RUL—HATOzHO b))  BEHERNOR) o —FT V=7 NefRETEET, [V

17—/ (GlobalSearch) |V 4> RUuOA T3V L7 XY U —n5BMORY >—

FT I NEATEEIRLC, TOAT V=l NI TORREFR R LET, [HER
(results) | 7—7 N TAHT V=7 MBil L CHEMAZRR L, REBE[BRO LICHDY—L

N—T[mE [Edit) 1227V v 7 LET (FE, A7 2= 227 Y v 7 LT [k
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wLy40Em |

(Edit) 1 &R LET), BRLERY v—F7 V=7 NCBET 5 [k (Edit) 44
TRy 7 ARFRENET,

\}

GE)

Foy NETET 77 4 ©F 4 BBAERDPNTORWES, R v—FT7 V=7 MaffET D

HIZ, Ty FERIT 77 4 €7 4 2BKT 50, BIFOLOEFHL L IR0 ET,

cFEAKROBE RUS—FTozo b)) RBHERT, A7 V=7 F2EHLTHWER
Vo—, A7Y=27 b, VPN, BELOT A RAEZ/RDTFHZENTEET, [Fr—L
%% (GlobalSearch) |V 4> RUuDAT I L7 2 Y Y —nb5AMORY —F T V=
I RNEATERIRLT, 2OFT7 V27 NIATORERER TR LET, [FEFR (results) ]
T—TNTA TVl MEBRL TERE T L, RBEMEO EIZH DY — 1 —T [fH
WiloFg (FindUsage) 1% 27V v 7 LET (F2iE, A7 V=2 ba4H27Y v 27 LT
[ AR ULOFR  (Find Usage) | BN L ET), BRLIEAV O —FT V=2 bO 47
Y7 hOFERKRI (ObjectUsage) ¥4 A T BT Ry 7 ANRFRINET, M ONT
X, A7 V=7 MEARR LA — FOARKRESRL TIIEIN,

cFiry FDORE (Fry b))  BREMERTEINET Ty hO[FHr >y b~x—T % (Ticket
Manager) | 7 4 > RUIZBEITE £9, [/ 72— ULiFE (Global Search) |7 1 > KU D
ATV LI EZ V) —=InbBMOF Yy NIA—THRIRL T, £2OHT TV OFER
ERALET, T DHF 7y bO[FER (results) | 7—7 VD [F4 v b (Ticket) |51
Vw7 LET, BRULLETF 7y EBMRGFARRINTIRET, [Fry b~vrx—V
(TicketManager) 17V 4 & FUNFIRSINE T, FEMIZOWTIE, 777487 4/F 7>
F~X =% Uy U FUESBRLTIIZEN,

LI ZDEA

T 7 XL, 2= A H =T oA ADSEIERGINIRRINET, L xIX T340 A
Pa—0DF L AL L I EZRERHYET (R1-1%288) . b0y ) —kEER T 5
LTI avEFTTL (TAAARED) HAZERTEET, L7 XT3, FTLT
WAZZAZIIE LTV DD XA TOHEENERINET,

L7 XOEBEHIZ, 7ANKTOERBICERINET, L7 XYNOEEEZRT 512X, 74
NEERERBLIOHS N LET, 74AFITE, o7+ THE, iti7¢W&k%E@
MAEDEEKNTEET, 7NV FXEREB IO/ NTDI2IE, 74V X OIS S [+] £
X Z227Vy 7 LET,

HHEZBRRNTAI2F, ZFOHAEZ7 Vv LET, TNRAREBLI H72ET) HEOHEBIZ
SHLTCT7arawFTTEr56F, CulzMLAR0HEEEZZ ) vy 7 LT1 21 2HER
BT 57, F7203 Shift ZF LN bHEBFEORN ERFZEOEBZ 7 Y v 7 LT, #AN
DIHHZ TR TR TEET, 2L OBV X TIIHERRZ Y R—FLTCEd, 2FV,
NTFPEIXTANTDE, TOXTTHEDIDRO 7 A NVAEITHENRE L7 FNTEIRI L
7,

EREZAZ V7358, TOEETHATEa~vy RRFRENET, F7 Vv I A=ma—
Da<wy RFEFEOa~v FHEHY, TOHRITEFOA =2 —IlFRINETA,
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B cosmomEDT L8y

2L DYE, FAT TRy 7 AIRRINDT /A X £ L7 ZiX, [Available Devices] ¥ &
O [Selected Devices] D 2 DDA NGBS TWET, \_%LE.O)&%?D&T/&X“C
ﬁmﬁ%?ﬂ4X®UXFT?N4X%%WL\Pﬂ%ﬁ)/?bf%ﬁﬁéijkTﬂ4
ZEBE LT, 7T A ERCRIRT 2M0ERH D £3, 731 ZADOBREMHRT 2120
BIREALT NAAVARNTT AL AERINL, [<<] 27Uy 7 LET,

T LI XIS HOHEANREENTWDIEAIE, HBEEZ 7 4 VX ) 7 LT—EOEB 2FRT
XF4, FHEHZHOWVWTIEZ, BELIZEARNOHEBOTZ AR Y T (60—) ZHBLTLE
S0,

LI AROEED I 4 ILE) VT

T L7 XICEENDIHEBO—ERRTHICE, BHELEKBIZ—HTI2HALZ T ERRTD
TANAEERLEST, LI Z T L \1~%1A;o%ﬁkm@@74w&%wmf%
FT, FOHEICTANEEL D VAERT DL, RBETWT A LEZBRHLNWT (VX TEE
Bz onET, ERLIET7 4NV ZOEET = v 7 i3 TbhvEtA, 7 4 VX IXFEITIIHIBRT
xFEHA,

TANZVARE, TA4NVF ) TARERT R TCORL 7 XD EFICERSNLET, 20U A
b, WOBMEZITH) ZENTEET,

« AHIPERL L7277 4 V2 28R 2,
«[72L (None) |1 &EIRL T, 74 MA ZHEATTITY YV —2FRT 5,
«[7 4 V% DFERL (Create Filter) ] Z38IRL T7 4 L& Z{EKT D,

BT AN, BEOT ANE N—NEEDDLENTEET, K7 4 VHF L—WTIE,
w—w&47 K BIOMEZEELET, BL 7 XICFEREND LI, HEANR - E
BERD T A IVE =T BNENHDNE I EBIRLE7,

TANVEEBER L CTANE VT TEDLT L=V RiE, VA4 NVFICFERINDEBERBDOX AT
Lo TR FT, 72720, BN A2TIEL, CorL 7 X085 THLRIETT,

T—=TNDT 4 NVE ) TOFMIONWTIE, T—TNADT7 4 NZ )T (64—Y) &5
HBLTLEEN,

Je

Evh LI EETANZ)TTDHE, TORLVIEINEENDROY 4 RUERWZLX, &
VI RIZTANEDREASNTWEEAERHY £, HE2E, T A Ea—TT /31 A
v LI BT AN EEAT D E NewDevice V7 4 ' — REBHWEHEIZ, BL 7 X7 00
ARWEHINTWET, BL 7 X2 THEDROHLZRWGEAIE, [Filter] 7 4 — /L R&EF 2L
T, ZANMEDBHEAISNTWHAENE I D EHRE LT IEEN,

ATY T [BL 7 X7 4 H (selector filter) ] 7 4 —/L KD [7 4 VX OERL (Create Filter) | Z8R LT, [V «
V2 DYERL (Create Filter) | ¥ A4 7R 27Ky 7 A%BEE£7,

ATYT2 WOFTvar RELONTRNERIRL T, —ERAEZRELET, KORFUEARH Y 7,

. Getting Started With Cisco Security Manager



| Getting Started With Cisco Security Manager
[Create Filter] ¥4 7O /Ky H X .

» [Match Any of the Following] : 7 « /v % F:HEDORIZ OR BfR 2B L £7, HEOWT NI —KT 5
RY =7 4 LV ZTBIMESNET,

« [Match All of the Following] : 7 ¢ /L& JEHEDIZ AND BURZAER L 7, T X CORME—FT 5K
U —IPFn 7 VR IBEMERET,
ATYT3 ROEIC, 3ODOREMEEAT LT T ANVE V= VERELET,
MDY AN S, TANEZ) o TTH8A4TH2FBRLET (Name 2 L)
cIRD YA RNNPDL, 74 VZOBEERUELRINL £3 (contains 72 &)
HEDT 4=V RT, TANEToMlE ANEIITRIRLET (Ciscoz &)

ATy T4 BN (AdD) 127V v7 LET,
Erhk TANEN—VEAERRT B & TR Rh -T2 5a01E, V— AR L CHIER (Remove) 1%
70 w7 L, —LEHIRLTEEN,
ATYTS MERT 4 VH — Ve SILIBMLUET, (EENETLEL[OK] 227 Y v 7 LET,

HLWT ANZREEI S TR LI ENTANZ Y TEN, BILWT VBN T 4 0F ) A MBS
nEJ,

[Create Filter] ¥4 7 AT ARy o X

BV 2 FERLET VA0 Ty NHEBEZ 7 4 VE U U 7B I OERT HI21E, [Create
Filter]| ¥ A 7RV Ry 7 AR LET, 74 NFEERTHE, KERY A NEFRT DY
BIZHEH OBRBVRES 20 £,

T4 NE ) T OFEICOWTIE, ROEEZSZHBRL T ZEN,
LI HXNODHEBDTZ 4 VHX U T (60 X—)

T —TINDT 4 NEY T (64 2—)

FEF—L a2 R
WRONT NN EFITLET,

b7 ZYY—D[7 4% (Filter) | 74—V K025 [7 4 V& DVERL (Create Filter) ]
BIRLE T,

T —TNDLIZHD [7 4vH (Filter) | 7 14—/ F 6 @727 4 L% (Advanced
Filter) | 2@ L £7°,
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T4—ILEY)ITFLUAR

& 14:[Create Filter] ¥4 7 O R
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v R

R

Bl

Match All of the Following

DX T avERBNTLE, ERELETAVX D THMERIC
AND B ERR S NE T, THENY A MIRREINDIZIEH, D
HEHR 7 ANZDOTXTONL— VBT HMLENRHY 7,

TmeZE, ROEELZEETILIHANDHY £,
« £ FiZ OSPF BN & F 5
o« ZLHINC West N EEND

[OK] %7 Vw273 5L, 7 4/L%7) Name contains OSPF 35 LN
Name contains West & TFHINFE T,

(BHID7 4 =/ K)

Match Any of the ZOFTFvarwa@RT5HE ERLILT 42 o 7 HAERIC
Following OR BIRMER SN ET, HEN Y X MCRRENDHIIL, TDHE
ART A NZDL—=NDONT NI DI —ET L2LENHY 7,
el ziX, MOEELZERTLIHERHY £,
« ZHIZ OSPF &5
« AHNCRIP BEEND
[OK] %7 U w273 25E, 74 /L%) Name contains OSPF & 7213
Name contains RIP & EF IV E T,
Filter Type TUANE Y T TBETaRT 4 DEALT, T—TNDOhTLARHEL

WY LET, HEDVARNTIE, Z7A4NE VU TTBF T ay
B1IOETOEELHV ET ez, 74NV Z )T TEDHD
NHEBOLFITEITOREE) |

Filter Operator
QEDDOT £ —IVK)

TANE BAT T 4 VEEORER, EHTE A7 2 2 Lk
WL AT L > TR Y £,

Filter Value

BEDDT 4 —)L )

TANEY o TTHE, BIRLI-ZA SIS LT, 2T 4 —)L KR
WIET XA TN E AT D, 7203V A MO OEEZBERIRLE
ﬁ‘o

Filter Content Area
LB (Add) AR # v~

[Remove] 7~ 4 >

BB L TEIR LT 4V E X407, EEAF. BIOYHE,

o JLHEZBINT BIZ1E,. ZOMEEO EichH D 7 — v R TRES
ERR L. BN (Add) 1227V 27 LET,

o FEHEAHIRRT DI, EEABIRL, [HIR (Remove) | %7
Uo7 LET,
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Y —roid [

4 H— FDEH

Security Manager Z il L TEITTE B X A7 1ZiF, V4 P—FEXo2 27850 £4, v g
P—RFiE, FRAVEETTELEDOEA TRy 7 2 (13 FE) oL T, g
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