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WD/ AZHEVY, Common Services @ [Local User Setup] ~X— B8 L £ 97,

Security Manager 23 > A h —/L ZFLTWNHH—s3 >

Cisco Security Manager 7 7' U 77— a VDT A7 hy 7 74 a >

[EHE (admin) | 7HV Y hur Ay (F3 02 ERR b2 —F =TT ) >
[Server Administration] >

[Server] > (A==2— L7 ¥35) >

[Security] >

[Single-Server Management] >

[Local User Setup]

RONWTIINZETLET,

o 2—P—FAERTDHITIE, BN (Add) 1227V v 27 LT, [2—%—4% (Username) ], [/XAT— K
(Password) ]. [/XAU— ROMER (Verify Password) ]. BEL O [EFA—/ (Email) | D% 7 4 —/L
NIZEE e A AT L ET,

D= —DRFWELELT HIE, 22— F =DM HLTF =y 7Ry 7 A% AT LT, [tk
(Edit) 1227 V27 LET,

. —#—|Z Security Manager TH|H AIAE72 X T —/L (HelpDesk, Approver, Network Operator, Network
Administrator, System Administrator, Super Admin, Security Administrator, 35 & U®Security Approver) % f#72
W 55EX, 582 A (Full Authorization) ] 23R L 9,

Evk (5642387 (Full Authorization) | Z# BRI 255, [¥ A7 R DOFHZNE (Enable Task
Authorization) | £721% [T /31 AFFAIOAZHE (Enable Device Authorization) 1R C X F+
b (FTvarR Ry JBEROTD) |

COFEDOAT v 7 6 1L ET,

FlLna—F—iz, BIRLIza— DA (F=& 21, Network Operator D#) ZRil-W AL, [# A7
A DOAFRY (Enable Task Authorization) ] 3R L £,

ek [% %7 B A OA%MY (Enable Task Authorization) ] 23R4 28B4, [58280 (Full
Authorization) | E£721% [T 31 AFFRIOA 2N (Enable Device Authorization) | (Fi&IR T £

b (AT varRE o BROD)
a) Wowr—/% 12LL Ei#IRL E 3, Help Desk, Approver, Network Operator, Network Administrator,
System Administrator, Super Admin, Security Administrator, I3 X O Security Approver, # & —/LDFEH
\Z DWW T, CiscoWorks Common Services 7 7 4 /L k @—/L (8 X—) Z#HMH LTI Z I,
b) ZOFEOART v S 8ICHERET,
L —H—7% SecurityManager > A b —/UIZHFIET DT RXRTCDOTNRA AT N—TF T/, @R
DT NA AT N—FIZ% L TCORBR S D551, [T 351 AFFaOA %M (Enable Device Authorization) ]
EERLET, (T3 R 71— [Device Groups] ~*— ([Security Manager]>[Tools] > [Security Manager
Administration] > [Device Groups]) TEFR TEET) ,

A—H—Tho U LOERE .



1—4—7hortoEE |
. Cisco Secure ACS O —/LIZDUL\T

Ev b [7 34 ZAFF R OA%H{t (Enable Device Authorization) | Z R 53545, [5E258 7] (Full
Authorization) | E 721X [# A 7 AIDOF 2N (Enable Task Authorization) JIZERTE E¥AL (4
Tva v RY RO D)

a) LW —VFRWA[ENDET N, A TNL—TE@RLET,

b) woOwu—/L%& 1 DLLEEIR L E 7, Help Desk, Approver, Network Operator, Network Administrator,
System Administrator, Super Admin, Security Administrator, ¥3 & O® Security Approver, 472 —/LO7EHH
\Z DWW T, CiscoWorks Common Services 7 7 4 /L h m—/L (8 X—Y) ZZML TIZI,

ATy 76 [OK] 27V v 7 LTERERGFLET,
AT w F7T Security Manager 7 74 7 > h ZFHLE L £,

Cisco Secure ACS O—)L[ZDL\T

Common Services 4.0 (Security Manager 4.3 & 4.4 TfiH) & Common Services 4.2.2 (Security
Manager /N—3 5 4.5 ~/3N— 5 427 THER) LLAE, Cisco Secure ACS TIXT 7' U 7r—
varEAgon—1 @hENR Ta—L_—=2T77%2ar ha—/] (RBAC) ) ZH¥KR—
h LT /2728, Common Services & ¥ & Z2#R D &\ Security Manager #ERR D& BEASF[RET L
7o

DL RRIEORWEE (RBAC) 1, ACS 2 ¥ Ica— /L RBAC I T& %
Common Services 4.0 3 X V422 THHTE £9, &= — /1L, Security Manager % A 7 (Zxf7
LA LA RET HHERE v b THERX S LEF, Cisco Secure ACS T, &2—H 7 )L—7
W (BLXOA T arfiploa—Ficy) a—uzE0 Y TET, ks T, ZA—7
NOEZ—FX, EOr—/ITx L TERSIVHMERICE > TR SN BIEE FITTE E
7T

Mz T, Z#bdr—/L% CiscoSecure ACS 7 /34 A T )— 128N Y CTT, T34 A0k v
T LICHERAERBITCED Lo IcTEET,

)

(GE)  Cisco Secure ACS 7 /31 A 7 /L—" 1%, Security Manager 7 /3 A 7 )L—7 L I3 MERATR T,

WD k> 7T, Cisco Secure ACS = — /LT DOWTHHA L £,
* Cisco Secure ACS & 7 # /L k m—/L (12 X—)

* Cisco Secure ACS T — /LD H AHX <A X (13 X—)

Cisco Secure ACS T 74J)L k O—JL

Cisco Secure ACS (Z1%. CiscoWorks & [ Uz —/ L (CiscoWorks 2 —/L{Z DWW T (8 _X—)
HEPB) 1Mz T, kOa—ANEENTWET,

» [Security Approver (Security Approver) ] : Security Approver {%, 7 /3 A, R — 47
VxZ b vy, CLlavy N, BIOWEFHREZR - CEET (LEL, BHITTE

B =—y—7ryrroEE
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\}

Cisco Secure ACS O— )LD AR HZTA X .

EFHA) . MA T, Security Approver I1&, 777 4 ET A ICEHENHHEEL L E KR E T2
IFHESTEET,

* [Security Administrator (Security Administrator) ] : F/RMHERMF B STV 5 Z &2z
T. Security Administrator |L, T /3 A, TNA AT )N—T KU — FTV=7 b,
BLOM Yy F2EETCEES, oL, 754 AL VPN bR DICRY >—%
BN YT, VATAZH LWT A, A, VR— T 5100mEEFITLIEY T2
ZEBTEET,

* [Network Administrator (Network Administrator) | : ZR/RHEBRIZNN X T, Network Administrator
E. RET— WA TEZERLIZYD, BAZETLED, T R Za~vr RERITLIZY
TEET,

GE)

Cisco Secure ACS Network Administrator 7 —/LINIZ & F 15 HEMRIL. CiscoWorks Network
Administrator 7 —/VINIZE ENDHER E R CTIEH D FH A, FEANT OV TIE, CiscoWorks
2—/LZOWNT (8X—) &ML TIIEEN,

CiscoWorks & 38 T, Cisco Secure ACS Z i 19 #L1X. 4% Security Manager = — /L {Z BHf] 1]
ODNIHERE I AZ~v A XA TEET, T 74V~ B —/LOEEFIEIZOWTIL, Cisco Secure
ACS B— VDI AZ<ARX (13 3—=2) #HZRLTLZIN,

Security Manager #£BE & Cisco Secure ACS © — /L@ BB F 12DV TiX, Security Manager N
HIRE T —LOT 7 40 FOREM T (14 =) 2L TIZSW,

ESPEREY=]

« Security Manager & Cisco Secure ACS Diffiy (16 ~=X—3)

« PR (4 =)

Cisco Secure ACS O— )LD HRAZTA X

Cisco Secure ACS % 941X, 4 Security Manager 2 —/U\Z B AT T S 7-HETR &2 B H T &
F7, FFED Security Manager & A 7 & x5 & T HHERMT G- S Fgk i — % v — L& fE
5 Z &IZX 5T, CiscoSecure ACS A W AX VA AT HZ LHTEET,

\}

GE)

Z—WHER A2 L7 5, Security Manager % FFiLE) T2 ML E N H D £,

HEEE

* Security Manager ACS #EfR (5 ~—73)

» Security Manager W OFEIR & 12— /L DT 7 4/ b OBERFIT (14 X—)
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. Security Manager NDER & O— )LD T 7+ )L b OREES I+

ATv T

ATy T2

ATvT3

ATvT4

ATy TH
ATvT6

CiscoSecure ACS DF B —3 g L N—T, [IF T 77 ALz A" —F%> k (Shared Profile Components) ]
27V v LET,
[FFH =R —>> | (Shared Components) ]-X—3 T [Cisco Security Manager (Cisco Security Manager) ] %
7 U v 7 LET, Security Manager FIIZERE SN/ v — /L RERIRESNET,
WONTINNEFTATLET,
o UL EARRT BT, (BN (Add) J227 YU v 27 LEY, n—ADARIZ A LT, A7 a T,
A E AT LET,

O — NV EEETDHIIE, Fou—NLE 7Y v s LET,

MEMRY U —NOF v VAR 7 A A /F7 LT, FOu—ixtT AHERLE#RLET,

VY —DT T FIHIT AT 2w IRy I A F Nt B E, FOT T U FHRNOTNTOMERRI RN &
NET, mEE BV ET (Assign) | T =y IRy I AL AT DL, TXTOEY Y THER ) 52
REhET,

8 % OMEBRIZEET 2FIN T ¢ RUICRRESNE T, FEHIIC DUV TIX, Security Manager ACS HEFR (5
N—=) EZRLTIEEN,

Ev b W, KGR, BV YT, A AR — b, Gl EIIEBEMEREEIR L2GA . ST HRR
FERR G BINT DM ERH Y £, £ 95 LA >728A13, SecurityManager 25 1E L < #§EE L £ &
A/o

[iE(E (Submit) 1%#7 Vv 7 LTEREZRGFLET,
Security Manager % FHf#E) L £ 7,

Security Manager NDER & O—ILD T 7 + )L ~ DRBEES 1+

# 8-21Z. Security Manager #£[R. CiscoWorks Common Services 2 —/L, 3 J " Cisco Secure ACS
WOT 7 /v ba—/LORE T 2R LET, —#Hd e —/L (Super Admin, Security
Administrator, 33 & U8 Security Approver) (%, CiscoSecure ACS D7 7 4 /b k 12—/ L & FpIZ S
T o TRV TEENTWERA, FFEDOHERIZEST 53HMIZ- DUV TIL, Security Manager
ACS HERR (5 =—2) #ZHRL T ZEY,

5 2: Security Manager & CiscoWorks Common Services 0 0 — )LBRE T (+(2339F 5T 7 4 )L kDR

¥ERR A—JL

System Admin. Security Admin. | & 2 = ) 5 ¢ & | Network K58 | Network VT TR
B# (Security | Admin. # | Operator (Help Desk)
Approver)

FORHER

B =—y—7ryrroEE
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Security Manager DR E O— )LD T 7 A+ )L S OREESF .

¥R o—JL
F N, ADFER s s K hix K| xR PPN xf
R —DFR % s % s % s K| xR XF s *t
it~
FTT =l FOER PSP PP PSP KGR | xRS KR *F
it
kAR | DFER KFhEs s XFhis K| xR KFhEs *F
CLI DR % s % s PSP REG| xHS KFIEs x
B R E DR PSP s KEhix K| xR KFhE x
RET —HA 7 DFER % s % s PSP REG | xS KFIE *f
S
T A==V ¥ DFER | X s K hix RS P I PPN x
22 HEHER
TN, ADER s s x x x x x
W& DA % s % s x x x x x
RY —DEH BTN ESIIN X X X x x
A A= DEFE % s % s x x x x x
F Tl FOER s s x x x x x
R T DR % s % s x x x x x
BEHEREDEHE PSS X x X X x x
RET —HA T DER % s % s x it | X KFhEs x
Z DM OFERR
RU T —DEIY YT PSP % s x x x x x
R T — DR PSS X ESIn X X x x
CLI D7 XIS x x X it x x
B (LB —1) s i x x x x x
(B (Deploy) ] PP x x I | % x x
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. Security Manager & Cisco Secure ACS D#i &

IR a—L
a2 hr—/ (Control) |%fhis x x whs | % o x
%{% ;ﬁ‘ﬁ; ;(_j‘F‘L; X X X X X

Security Manager & Cisco Secure ACS D&

Z DIATIL, Cisco Secure ACS & Cisco Security Manager DFE A HIEIZ DWW TRt L £7,

Cisco Secure ACS |%., Security Manager 72 & DEFHT 7V r—v a U &2MH L T D2 —H|2E
HYRA Y NT—0 TRA RAERETDHeOOa~y RRA R LET, o~ Rt
T HYAR— MEI, —HOERPNEENDL ~EDa~ L Ny b ¥4 7 (Security Manager
TER—= VLI TND) ko TREtENET, ZNOOHER (R LIFEND) (T
Ko T, BED v —/LEFF O —H ) Security Manager N CEITTX D7 7 v a UINRESIL
£7

Cisco Secure ACS %, TACACS+ % ffi H L’CMEQT TV —a Ll LET, Security
Manager & Cisco Secure ACS 23l 3 572 ®IZ1%, Cisco Secure ACS N CiscoWorks H— 3%
TACACS+ZEHT 2 AAA Y A4 T M & LT RET DMENHY F£3, MMA T, CiscoWorks
H—/3—{Z (1) Cisco Secure ACS ~D 1 7' A ANMEHT HEHEH L ANAT—RFBXIW) (2)
A — P —BIIT ACS IZRRE L7 F — 22 it T 2 BN H VY £9, Zh b OB E
7292 L2k > T, Security Manager & Cisco Secure ACS [ DI85 D FZIMENRFES IVE T,

\)

GE)  TACACS+DEx=UT 4 AU v b&HET HI121E.  [User Guide for Cisco Secure Access Control
Server] [JEFE] #ZH L T 7E &0,

Security Manager 734/]& T Cisco Secure ACS L#fE T 5 & &2, 774/ b =B —/LOIER %
Cisco ACS IZFER L E9, Zdwr— i, Cisco Secure ACSHTML A > ¥ —7 = A A® [Shared
Proﬁle Components] &7 ¥ a ANIERKRINFET, £/, TACACSHIZ K DR &2 A X I H—

IR LET, 2O AX AV —ERX, HTML A > % —7 = A A® [Interface Configuration]
ﬁ&yaym@UAQm&«mmen&—VK%%SMifo%@%T\%SWmWMM%a
O— W EENAHEREEF LY, Zhboun—Lrka—Hla—y 7L —F @A LY
TEET,

N

() Cisco Security Manager 4.21 LA CiZ, LLRiTD ACS H—/N—D 1> ¥ IZ Cisco Identity Services
Engine (ISE) Z#FEICMEHTE X7,

KD k¥ 7 T, Cisco Secure ACS & Security Manager O I 515K DWW TR L £7,
« ACS iR EE (17 X—2)

« FJH# Cisco Secure ACS &~ F7 v ZFIHEOHE (18 X—)

B =—y—7ryrroEE
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| 2a—v—7nY>rngm
acs ezt

» Cisco Secure ACS THEITT HMETINE (19 ~<—)
* CiscoWorks THEATIT AHMETIE (26 *—)
« Daemon Manager O FEE) (31 ~—)

‘NDG ZFEH LAV —% Z—TF~Dr—LOHE Y YT (323—)

ACS i & &1

Cisco Secure ACS ZfHEH T 21213, ROFINELZZTTHMLENH Y 1,

« Security Manager N CL B 7o RE L AT T A - DI E R MR 2 F o — L2 ER L E L
7=

« Network Access Restriction (NAR) (2i%. NAR #2717 7 A VICHAT 5 ESICEHT 5
TNRA AT N—T (FT2013T 3 R) BEEFNTWET,

o WHIXIG T NA A4 1L, Cisco Secure ACS & Security Manager Tf& 0 & KIUF/INLTF- %A
PDELIVERDHY ET, ZORIRIL, RRACEAISN, T4 A ETERINDHAA B
ANITEH S EH A, ACS O filFRIE Security Manager D44 iR LV & B 72 7=
D, T, ACSHNTT A AZERT HUENDH Y £,

CASA X2V T 432 THA R TS ZCHEL T SR UER B2 WE DT
A AERBEENHD 9, ZNHIZDONTIE, NDGZEZEHA LARWT /S, ZAD AAA T T
AT RELTOEM 222=) |[ZE#HsnTnEd,

e Xy NI =V FNRA AT N—T oA =TT HLENDY 7,

eV

* ACS L& DHINZT 734 A Security Manager (29 TIZA VA — FINTWBEHEEIE. £
BDOTINA A% AAA 7 74T bELTACSITEMULTHAOHAT DI L 2L £
T, AAA 7 747 > F®O4HEIIL, Cisco Security Manager N CDT /3 ADFE RS & —E
THLERDY ET, —BLTWRWnE ZRHDT /A XL, ACS HAH%IT Security
Manager D7 /3A A U X MIRRIN2L 720 ET,

« 3D Cisco Secure ACS v —"ZMEMT 57+ —/V NNV T U NRA VT TARNT 7Ty
DORERZRSHR L E T, HEOV—"ZEHT 52 LI2L->T, WThio ACS H—
NOBEREEEN KD TH, Security Manager NDIEZE & ik T £77,

« Cisco Secure ACS EFEATE D DL 1 DD /3— 5 D Security Manager 721 T4, £ D
7280, MR T2 oDR % /3— 3 > ® Security Manager 23 RIFRFIZHH STV D551,
2 DDF72 % Cisco Secure ACS — L DG A FEMT HMLENHY £3, 72720, D
ACS R L7e< ThH, HLWW—T 3 @ Security Manager (IZ7 77 L— RT&X &
R

» Cisco Secure ACS FBAEDMEH STV A A TH . CiscoWorks Common Services Y 7 h ¥ =
7 1% Compact Database <> Database Checkpoint 7 & ® CiscoWorks Common Services [& A @
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. #)#A Cisco Secure ACS v b7 v TFIEDHE

2—T 4 VT 4O —ANBAEEALET, ZN60O2—T 4 VT 4 AT DI
a—HPEu—hIEFR LT, MYRMHEREZMETHILERDH Y 7,

BEEIER
« FJH# Cisco Secure ACS &~ b7 v ZFIEOHE (18 *—)

» Security Manager & Cisco Secure ACS DA (16 =X—)

#)#A Cisco Secure ACS v 7 v TFIEDHE

ATy T

ATy T2

WOTNETIX, Cisco Secure ACS & Security Manager 2 L CTEITTHILEDOHHTXTO
AR OEEZRLET, ZOFIEIIE, FAT v TOFTIERIND LVFELWFIE~D
ZHEPEENTOET,

REEIER
« ACS FE&#H/: (17 _—)

» Security Manager & Cisco Secure ACS Dy (16 ~=X—3)

%iinlunE%;Uurb\T:ET)bgn-l- in—d-o

Security Manager Zff "2 RilC, BEET LV EARET HLERH Y £3, UL, FHT 2 TEOEH
O—LET AT FOERLEENET,

Evk BHENEHEE O — )L EHEREZEFRT D LI, A F—TNITDHT—7 7u—4LEET 50
ENHDFET, ZOERIL, T/ EZAORIBHECEEL £,

FHHIZOWTIE, RO PE Yy Z7E2BRLTIZEN,
» Cisco Secure ACS 2 —/L{ZDOWT (12 8—)
+ [User Guide for Cisco Security Manager.] [J<35

+ [User Guide for Cisco Secure Access Control Server]

Cisco Secure ACS, Cisco Security Manager. 3 & Uf CiscoworksCommon Services& 4 Y X k—ILLE T,

Cisco Secure ACS A A h—/)L LET, HDOHP—,3 [T CiscoWorks Common Services & Cisco Security
Manager % > A h—/L' L %7, Cisco Secure ACS & Security Manager % [f] U — /N ETHAT LW TL 72
SN
FEIZOVWTIL, RO RME Y 7 E2BRL T Z3V,
+ [Release Notes for Cisco Security Manager] [#<5E] (Y38 — h T4 TV 5 Cisco Secure ACS D/X—0 5 &
DFEA)

« . Common Services, BILNPN DA A h—)b

+ [Installation Guide for Cisco Secure ACS for Windows Server] [#<7E]

B =—y—7ryrroEE
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Cisco Secure ACS TETY 2 & FIE .

AT w73 CiscoSecureACS THEFIBEZEITLET,

Security Manager = —# % ACS = —H# &L L TEHR L, b ZFH I NTr—MZES W T2 —% 71—
TIZEID YT, TRTOEFHEIIRT A X (I LU CiscoWorks/Security Manager —/Y) % AAA 27 747
yhELTGEML, EFEAE 2R L E T,

FERIIZ DU CIL, Cisco Secure ACS TEITT HHMATIE (19 X—) 2L T ZE,
AT w74 CiscoWorks Common Services THi&FIEZETLET,

Cisco Secure ACS TEFH SNV AT Al 2—V & -+ 50— a2—FE2REL., ALla—¥%%y
2T LMy Ry TRICERL, ACSEZAAA Y N T v 7 E—RELTHEEL., SMTP #—_R %L o
AT NEHEDETA—NL T RLAZHRELET,

FEARIZ DWW TIL, CiscoWorks THEATT oM FIH (26 ~—2) 2B LTI EE W,

AT w75 Daemon Manager B LZET,
Security Manager #— /3¢ Daemon Manager # fFfiE) L T, ik L72 AAARELX AN L E T,
FEMIZ OV TIE, Daemon Manager D FFEEE) (31 <X—) ZZML T ZE VY,

ATw 76 CiscoSecure ACSTA—H JIL—TIcA—)LZBEIYHETET,

Cisco Secure ACS THRE SN2 —H J—7 T Licu— 28 Y CFET, EHTNEFIEIL, Network
Device Group (NDG; v b U —27 F/RA A T)N—T) ZRELIENE I ML TRARY £,

ZEHIZ DUV TIX, Cisco Secure ACS TO—H ZF )L —7F~pua—/LENY YT B2—) 2L TL
720,

Cisco Secure ACS TETT & FIE

RO ¥ 7T, Cisco Security Manager & #5792 4%55 (2 Cisco Secure ACS TIHATT & FE
WOWTHEHLET, FIFSNTNBICH A7 25T LET, 20 OETHT 2 FIHOFEM
\Z oW T, [User Guide for Cisco Secure Access Control Server ] [#3E] 22 L T 72 &0,

1. <XREF>
2. <XREF>
3. <XREF>

Cisco Secure ACS TH1—H L1 —H JVIL—TDEE

Security Manager 3T D — % % Cisco Secure ACS TEF L. 15 OREBEHERIZIL Uiz m—
NEEI B TOHRLENRDY £, TORbMERITEZ. ACS THEHFRERT 74V F n—
W Ta—FEEEDO I N—TIT3 T H5HETT, LeziE, T XTOVRAT LERE %
LT N—TIZEHV YT, $_XTORY NI =7 AR —ZZHO T NV—TIZEH YK TDHE
Wo e BETT, ACSNDOT 7 4V b B—/LOFEIIZ- DUV TIX, Cisco Secure ACS 7 7 4 /L b
r—L (12°5—=2) ZZRLTIES0,

A—H—THhoo LDOER .
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. Cisco Secure ACS TH1—H E,1—H JIL—TDEE

TR ANTKET D 7 VAR A £5D System Administrator 2 —/L &2 H| D 4T 58 L —F 4 4F
T HMERD Y EF, TO2—WITx L TRE SN ERE#RM, % T, CiscoWorks O
[System Identity Setup] ~— Y CEH I E T, VAT LBl —FDOER Q8X—) &5
LT ZEN,

COBET, =Y EBEEOIN—TIZE DL THZ L IFENTHHZ LICEELTLEE

VWV, INHD T N—FIZTHEBREOa—/LOEIY M TiX, CiscoWorks, Security Manager, 33
L OZFOMOT 7Y sr— 2 L8 Cisco Secure ACS I[ZHGE I N % TEITSNET,

Je

Exb  ZOFIMETIE, ¥ CiscoSecure ACS G HDO—H 7 7 2 N OAERRKFIEIZOWTEB L £
T, MEEFET LI, 22— 77 FaER LT, @7 v—AI2 80 ¥4 THZ &N T
%i—é‘o

BAEIE B
« ACS LA (17 ~—2)
« 1 Cisco Secure ACS £~ N7 v FRIEOHEE (18 ~=—)

« Cisco Secure ACS TOL—H V) —F~pu—/LVE Y YT (32 2—2)

AT w71 CiscoSecure ACS 217 A > LE9,

ATY T2 ROFIEEFEH LT, 7WUEREZFF>2—VFE2RELET, 22— —La—VF—7 L —TORERITEH
WRE/RA T Y a U DFEHIZ OV CIE,  [User Guide for Cisco Secure Access Control Server] [F:5E] # &M L T
<TEEvy,

a) TES—TarnN—0 [=2—PF—FE (UserSetup) 1 %7 U7 LET,
b) [—P—f%E (UserSetup) ]X—I T, H LWL 2—F—D4HTE2 AN LT LENARE (Add/Edit) %
70y LET,
Evk [BHH (admin) ] & WO AFTOZ—HF —|T/EK L2 TL 7Z &V, admin = — (X Security
Manager D 7 4 —/L N 7 22— TF, ACS AT LA0MA L OBEH T IE L7286 13,
admin 7 1 7 > k&4 L T Security Manager #— /3 =™ CiscoWorks Common Services (T 2
A L. AAAE— K% CiscoWorks 7 — 7 /LERFFICZEE LT, B H A& T 5 2 L
TEET,

¢) [User Setup] @ F @ [Password Authentication] V A k72> 5 F8GE S AR L £97,

d) FHLna—FD2T—RE AN L THERLET,

e) L—W—IZEYYTHRE I NL—TL LT[/ NV—T1 (Group 1) ] ZIBIRL ET,
f) [24F (Submit) |27 U v/ LCa—H—=Th o FEERLET,

AT T3 SecurityManager 1—H ZEIZZ DT R AEEYIRLET, 2—FITHV Y THNTr—/LIESNTS
N—TNo D 2 & 2R L ET,

« 7 )L—7"1 : System Administrator

« 7 )L—7"2 : Security Administrator

B =—y—7ryrroEE
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Cisco Secure ACS TOEEHE T/ 2D AMAY 517> ke Ltoeam [

« 7 )L—7"3 : Security Approver

o 7' )L —"7"4 : Network Administrator
s JL—7"5 . Approver

« 7'/ —76 : Network Operator

« 7' L—77 : Help Desk

K — VZBEM T BT 7 4L MHEBROFERIZ DU Tid, Security Manager NOFESR & v — /L DT 7 o
VOB (14 X—2) #ZRLTLKEZI, 2—F a— DN AF ~ A ZFEIZOWTIE, Cisco
Secure ACS H— /LD H AL <A X (13 X—V) LTI,

G¥) ZOEMET, I—T 1 Eon— L BRI TWRNW—FOESTLIHY THA, BE
TavARNETLThE, Fa—Fica—L&2E ) ¥ TE9, Cisco Secure ACS THOL—H 7
J—TF~Da—)LEY BT 32—) ZBRBLTLIEEN,

AT 74 CiscoWorks Common Services T AT Ll —H & L CHHTIH L2 —F2ER LET, 22—
Yol AT DEHE T N—TIZE BT, T KT 2T _XTCOREZ G LES, 20—k
L CRTE SN BTG HAS, % T, CiscoWorks O [System Identity Setup] ~<— Y CEH SN E T, AT A
W= oER (28 X—Y) ZBHMLTIEIN,

AT w5 [Cisco Secure ACS TOEFHRIGT NA ADAAA 7 T AT FELTOBEM 21 3—Y) | [Z#ERE
ﬁ‘o

Cisco Secure ACS TOEEBXRT/INAADAAA Y A7 ELTODIEM

Security Manager |27 /3 A 2% A L AR— F 9 5IZI1%, Cisco Secure ACS THT /31 A% AAA 7
TAT Y hELTRETHHENRDHY £9, MAx T, CiscoWorks/Security Manager H—/3%
AAA 7 FA T P LTRET DLENHY 7,

Security Manager 73, 77 A 7 U A — /TN A AL TRESNTZEF2V T a2 TFANE
BEHLTWDLEEIT, ZhEnoa 7 F 2 kZ2E5IZ Cisco Secure ACS (2B 2 LEIH &
0D ET,

BHXRIRT NA 28T 5 5L, NDG 21Ek L CTREDT N1 A &y FOFHIZ2—
EHIBTHNEI ML TERY ET, ROLHITEDET,

« FFED NDG ~D7 7 £ A 72T & 2 —WFIZFFA[ T 5556 1%, Security Manager TfEH ¥ %
2y NT—0 FRARTN—TOHRE (233—V) IZERBEINTWD LT A A%

\}

GE)  TAARRY NU—T THNAL AT N—TIZHFESNDH0ETH Y £ D3, Security Manager
ILNDG (2% 5 Security Manager % 7 —2 734 2% BR L EF, [NotAssigned] IZNDG
THEH Y A, #HED NDG BLETRWIGAIX, TXTDT /341 X% Not Assigned 2> H 7
7 /v EONDG IZBEIT S Z & 2R L £,

A—H—Tho U LOERE .
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B voczERLELT A ROMA Y S FU RELTOEMD

NDG ZERLAEVTNARADAAA IS4 F7 > bELTOIEM

ZOFNETIE, T34 A% Cisco Secure ACS D AAA 7 T A4 T v h& LTEIMT S FIEICOND
T LES, HERRER AT Y a OFEMIC oW T, [User Guide for Cisco Secure Access
Control Server] [#53E] # 2 MM L T 72 &0,

Je

B>k CiscoWorks/Security Manager ¥-—/ 3% AAA 7 74 7> & L TENT 5 Z L 2NN TL
EEV,

BEEIER
s ACS & EM (17 =)
« FJH# Cisco Secure ACS &~ 7 v 7FIHEOHE (18 X—)

AT wF1  CiscoSecure ACS DF B/ —3 3 o "—7T, [%v U —7 ik (Network Configuration) 12727 U v 7 L
i‘a—o

ATvT2 [AAAYZ AT (AAAClients) | 7—7ADF T[T U DENM (AddEntry) %227V v 7 LET,

ATv 73  [Add AAA Client] X—Y TAAA 7 TA T hDOFRA M B2 XFLUTF) ZANLET, AAAZ T4 7T
v RDOAEA ML, Security Manager N TT /3 A& LTHEHT 2 TEDOER RS & —HSEHLERH Y
iﬁ—o

7o & 21X, Security Manager T R A A A% T /3, AL 25613 ACSIND AAA 7 747 b
DR A 44 % <device_name>.<domain_name> |2 5 LR H Y F37,

CiscoWorks ¥ — NIZA B 21T 256135, BREMAA N EFHTH I EE2HRLET, SAXA MO
BONBRELWT ERFERLTLLEESN ((RA MITRLFE/NLFEREBENEREAL) |

ZOMOmABANZIL, ASA X =2V 7 ¢ 27 %X | <parent_display_name> _<context_name> 735
EFNET,

ATv 74 [AAAClient IP Address] 7 4 —/V RIZF% v hU—27 FNRAAZADIPT KL AZ AN LET, T/34 AT IP
T RUARRE SN T RWEE (Rt =8 a 7 X MR E) 130 7 FLADORD Y IITH
FED dynamic # A1 L £,

GE) YT IR—=L T A A (RO NIC RFESNTZT A ) ZIBMLTWH5EEE, % NIC
DIPT RLAZANILET, &7 RLUADOMTEnter L E9, MMZ T, Security Manager
B —/R LD gatekeeper.cfg 7 7 A NV EEHL T HMENH Y £7,

AT9 75 [Key] 74—/ RIZHAMES—EZ AT LET,

ATv 76 [#BiFEFH¥E (Authenticate Using) ] Y A k7226 [TACACS+ (Cisco I0S) (TACACS+ (Cisco 10S)) ] Z3#R L
E3 N

ATw 71 [EE (Submit) 127V v 7 LTEEERTLET, B LT N1 23 [AAA Clients] 7 — 7 /L NIZFHR
IRENET,

ATYT8 ZOTuvAEEYVELT, LT A 2&BIMLET,
ATV T BMLET AL AERET 5120, 355 U CHESE) (Submit+ Restart) 1227V v 7 LET,

B =—y—7ryrroEE
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| 2a—v—7nY>rngm
Security Manager THERT 512y b T—9 TIHRA R TIL—TDHRE .

AT w10 [Cisco Secure ACS TOFFRHIFEI L —VF DIERL (26 X—) | ITHEHRFET,

Security Manager TERT 51y F7—9 TIHNA R TIL—TDEE

Clsco Secure ACS Z# i 3 HUE, FFEDEIHMNLRT A A& ETe NDG #RETCEET, =&
ZAX, HIPRAYHUE] 0O NDG SOfHf# S & —E9 25 NDG Z/ET& £ 9. NDG % Security
Manager & —f#ICEHTIUE, FENGT A RS LT, SEIERVNLVOHERE 2 —H
WA ETEET, 2L 2E NDGZ2HEHT 22 LICk-o T, =2—F AL, I—r v ICEE
SNTZT A AT DV AT LWEREWER L 7 T ITRE S NTZT A ALK T 2~V T T
AT HEREFEI DY THZENTEET, FO®RT, ERFOMEREZ2—FBIZEHIV Y THZ L

NTEET,

NDG [FE#HI2—HICH Y Y TEEAL, TORDYIZ, 2—F Z V=TT LITERLT-r—
JUZNDG ZEI0 Y TET, £ NDGIE1 oD — LI LNEY YK TAI LA TXEHEAD,
KR —HEEONDG #EHLH N TEET, INHLOERIL, BRINTZa2—% 7 L—
TOEZRD—ERE L THRIESNE T,
ek

¢ BTN AT 1 ODNDG DA L N—Z L ER A,

« NDG (%, Security Manager CTaXE FIRE7R T /34 A 7 /L— T2 EATT Bt E R A,

* NDG OEFBITIEIZOWTIE,  [User Guidefor Cisco Secure Access Control Server ] [#7E] &

ZRLTLZEN,

WD RE w7 T, NDG OEEICET AN REHRE AT v FITHOWTEBH L ET,

e <XREF>

e <XREF>

e <XREF>

* <XREF>

NDG & 1 —H#ER

NDG (F2—HEHFEDT A A &y MIHIBT D720, RO XD, R U —HERICHE
\iﬁqo

NV —ZFRT DR, ZORY —=0RED B THREDREH1DDT /A AITKE
TOMRZFF > TV DOMENRH Y £7,

e RY —EEETDHIE, TORY =2 E0 G THNIZT N TOT /A AT DHER
ERfO TWORENRDH Y £,

¢« VPN R Y —%FKR, BH, F23E DY THITIE, VPN bR PHROTRTOT /A
2K T AHEREZF > TWARERH Y £,

A—H—Tho U LOERE .
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B vocieorss Ik

e TONNA AR Y —%E D B THIZIE, R —NEY B ToNEMOT A 25T 5
MR ZHf > TV A E I MCEIGR L . FOF AL ZOMHEROLNMETT (R L7 X

T, VPNAR U 2 —13hIACT9) , 7272 L. MERZFF> TWRNT A A 2B EToHh
TWARI —%ERETLHZ LT TEERA,

CE) A7Vl " EEETHITUE, FOF TVl AL TWATRTOT AL R THE
FHEREFF > TWAMLEIIH Y A, 2P L, TOTF AL A ETERSINEZT XA A L~L
DFT 2l O EEXZEET LTI, FFEDOT /AL 25T HEEMEREZF > TV D LE

NHH F9,

BEEE
« <XREF>

* <XREF>

NDG #&ED TV T+ 1t
NDG Z1Ek LT, T35 A& BT 5HI21E. NDGHEER T 7 7 4 71T DM ERH Y £7,
EEIEE
« <XREF>
« <XREF>
* <XREF>

* <XREF>

AT v F1 CiscoSecure ACS DFEF—2 a0 NX—T, [f v F—T 2 AT 4F¥ 2L —3 3 (Interface
Configuration) | %7 U v 27 LE7,

ATw T2 [F#A4 7> 2 (Advanced Options) 127V v 7 LET,

RT9T3 A7a—nAF Ty LThb, [fy NU—7FT3( A7 )—7 (Network Device Groups) | F = v 7 Ry
A AT LET,

ATy 74 [ZEE (Submit) 1227V v LET,
ATwT5 <XREF> TFATLET,

NDG DERK

ZOFIETIE., NDG ZERL LT, T/ ZAZBINTHHECHOWTHBALET, K7 /51 &
X1 OONDGIZLET DI EMTEERA,

B =—y—7ryrroEE
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noc ot [

Je

E> b CiscoWorks/Security Manager $— /3% Z 1045572 NDG Z1ER T 5 Z & 25 < HEE L £ 9,

XL B

NDG #BED T 77 4 74t (24 X—) I[ZR#HINTWB XL 92, NDGHEER T 7T 1 72
L/i‘é—o

BEEIER
eNDG & u—LDa—H Z)—TF~OFEM T (33 <X—)
*NDG & 2 —%HER (23 ~X—7)

» Security Manager CHEMAT D%y hT—7 T, X T)V—TOFE (23 <—)

ATy 1 FEFr—va =T, [y hU—27H#K (Network Configuration) | %7 UV v 7 LET,

BANE, TXTOT /A A0 Not Assigned I[IZELE SVE T, ZOHATIZIE. NDG NITAFIE LR o 7o
TOT A APREIESHET, [REIV ST (Not Assigned) 11X NDG TRV LITHEE L TL Z &V,

ATv 72 NDG Z1Ek L £,

a) [ hUDEM (AddEntry) 1227V v 27 LET,

b) [New Network Device Group] ~*—"C, NDG D4 Hi# AN LET, HAEIL24 LFTT, AN—R%
HHRTXET,

) (EE) NDGHNDOTRTOT A ATHEHEINDIF—2 AN LET, NDGHOF—2EFKT D &
NDG NOEBIDT /SA AZxt L TCEZRSINTZ TR TOF—N EEZINET,

d) [ (Submit) 1% U > 27 L CTNDG ZRMFLET,

e) O/ rEAEMEYIKL T, HrLWNDG Z/E L 7,

ATY T3 NDGIZTNNA AZBMLET, T3 AT 1 DO NDG DA L N—Z ULNRNIRNT EIZHERE LT

éb\o

a) [Network Device Groups] =V 7 C, NDG D4 fi%x 7 U v 27 LET,

b) [AAAZ 747>k (AAAClients) ] =V 7 T, [ Y DEM (AddEntry) 1227 U 27 LET,

c) NDGIZEMT DT /A ADFEMAZER L T L, [BE (Submit) 1227V v 27 LET, FEMIZONT
IZ. NDG ZEH LRWTRA ZAD AAA 7 FA T hELTOEM 223—) #2BRLTLEE
A

d) ZO7avARAEREVIELT, £V DT /N A% NDG IZEML E9, Not Assigned 77 IV IZFET 2 &
AT REME—DT NS AN, T 7 40 b AAA B —3T,

e) WMEDTNAAZRELLD, [P45 L CHLE) (Submit+ Restart) | %7 U 27 LET,

AT v T4 [Cisco Secure ACS TOEFHIE 2 —V DIERKL (26 2—) | IT#ERE T,

A—H—Tho U LOERE .
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. Cisco Secure ACS T EEHIH 1 —H DIERL

ek Cisco Secure ACS & CiscoWorks Common Services DS 72 AN T LATHE, va—1%
& NDG ICEEA T 5 Z M TEEH A, NDG & a—LDa—H ZL—T~ORf ) (33
N=) BERLTLIEEN,

Cisco Secure ACS THDEBHIEH 1L —H DIER

Cisco Secure ACS @ [Administration Control] ~~— % {#H L T, CiscoWorks Common Services
AAAE Y N7 v E— FOERICHEHINOGEHET U & EFKR L ET, Security Manager
I, ZOT AT FEFEHLT, ACSTH—RNIZT 7 BALTCT AU r—a VERELIZY .,
TNHRARAITN—=T A N=2 T T N—TF 2y N7 v T H2EWEDELY . ZOMOIEAR
(72 ACS & DT —Z DRV Z1T-720) LET, FHEMIZ OV TIX, CiscoWorks TD AAA
Ty hT T B RORE (293—) 2ZRLTIEIVY,

REEIER
« ACS FEEEM: (17 _—)

« PJH# Cisco Secure ACS &~ b7 v ZFIEOHEE (18 X—)

AT v F1 CiscoSecure ACS DF B/ — g 0 3—T, [FH# =2 ha—/L (Administration Control) ] %7V v 7 L%
j‘o

ATy T2 [EHFELBM (Add Administrator) 1227V v 7 LET,
AT 73 [Add Administrator] ~X— T, HFEHEDOLARTE NAT—RE AN LET,
ATv T4 ROEHEERHEL TN T,

* Under Users and Group Setup
« IN—=TRAOL—FITHT HRAMIY T 7 A
s INHLD T N—T DRHEY T I A

* Under Shared Profile Components

TR R avwr Rty b XA TDOIER
« % N U — 7 KR

ATy 75 [FE (Submit) 1227V v 7 LTERELZERLET, EHEORERIHENTTRER A7 > a » OFEMIC
DWW CIE, [User Guide for Cisco Secure Access Control Server] [3538] # &M L T 72 &0,

CiscoWorks TETY 5 S FIE

Cisco Secure ACS TOHAE X A7 (Cisco Secure ACS CTHEITTHHAEFIE (19 X—) &F
HB) 587 L7265, CiscoWorks Common Services TWL D03DH AV 55 T T HMENH D £

B =—y—7ryrroEE
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CiscoWorks TO A—HJL A—H DR .

9", Common Services |&. Cisco Security Manager 72 E DA ' A h—/LXRT 7V r—2a > d
Cisco Secure ACS ~D kA FIT L ET,

RO ¥ 7T, Cisco Security Manager & #5592 355 12 CiscoWorks Common Services T F{T
T HFMECHOWNTHALET,

e CiscoWorks T —H )L 2 —H DOERk (27 =—)
o VAT LRl —YDESR (28 X—)
e CiscoWorks TO AAA &y 7 v 7 £— ROFRE (29—)

e ACS A7 —Z ZHAIFH D SMTP YV — & VAT LEHEDEF A —IL T KL ADERE
(30 2—2)

CiscoWorks TO A —HJL 2 —F DIERL

ATy T

ATy T2
ATvT3

ATy T4

CiscoWorks Common Services @ [Local User Setup] ~— %l L T, Cisco Secure ACS TIEK
SNV AT LRI —Y (Cisco Secure ACS THOL—H L a2—H FL—T7DEFK (19 2—
V) BB LEoKFELLe— N a—FTHY U NEERLET, Zoa—0L 2—W
TAUY I BT, YATLAEHE Y Ty FIMERSET, IOV TIE, Y AT A
Bl —VOER 283—) EBRLTIEIN,
BAEIE B

« ACS SEEZEM (17 ~—2)

« FJH# Cisco Secure ACS &~ b7 v 7FIEOHE (18 *—)

WD/ AZHEVY, Common Services @ [Local User Setup] ~X— B8 L £ 97,
Security Manager 7351 > A h—/L &N TN HH—3>

Cisco Security Manager 7 7'U 77— a VDT AT ko 74 a >

[FH#E (admin) | 7ThH U basoA 2>

[Server Administration] >

[Server]> (A==— kL7 ¥iH) >

[Security] >

[Single-Server Management] >

[Local User Setup]

BN (Add) 1227 Vw7 LET,

Cisco Secure ACS T AT LAl —V ZAER L7z E S AN LD LRI CLRTERAT—RKE AL
*9, Cisco Secure ACS THOax—H L a—¥ FL—7DEFHE (19 3—) 2L T EEV,

[Roles] D TFDF = v 7Ry 7 AT XTHUNILET,
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B x7s8321—vors

ATv7F5 [OK (OK) |27 Vv 7 LCa—Y—%2ERLET,

DRAT LA —

YDEE

CiscoWorks Common Services @ [System Identity Setup] ~— Y Zf#H L T, [F U¥— 3 BICHALE
ENERIC ALV BEOT Y r—var 7ot AR LTWA Y —EREE2 A x—7 L
T EHEA—Y (VAT LAl —F LN D) ZERLET, 77U r—va i, v
AT DBl —Y 2 H LT, UE— b CiscoWorks +— X LD 7o A%ZIELET, i
X, Frlo, 2—Fon s A UEic, 7Y r—va CORBHERLERRG IR ET,
Mz T, VAT L#H—FL, TI9A4~) ZRAIPRTTICa sy 2—Fx LGRS
NTCWEGERICY T AT ZFATT D7D IS EHINET,

I TRELEY AT AEBI— 1L, CiscoWorks Clin—H /L 2—% L LT (FXTHr—
ARENY B THND) | ACSTIET A RZKT 5T R CORMEEFF > — L LTERT D
VELH ) T, LERFHELZ RO —FEZBRIR L R0 > 72358 1%, Security Manager Tk &
SNTZTRTOTNARERY U —%FRTERVARESERH D F77, FICHETRICROTFIA
EIATLIEZ L 2R L TIZEN,

» Cisco Secure ACS TO—H L a—WF F L —FDEFK (19 X—)
o CiscoWorks TO 1 — /)L —H DR (27 ~=2—3)

BEEIE B
« ACS e 2 (17 =X—2)

o #1H] Cisco Secure ACS ¥~ b7 v 7 FIHEOME (18 *X—)

ATy T WO/RAZHE, Common Services @ [System Identify Setup] ~<— 2B E L £ 3,

Security Manager 23 > A b —/L ZFL TN B H—s3>

Cisco Security Manager 7 7'V 77— a VDT A7 by T A a2 >
[FHE (admin) | ThHU burdA 2>

[Server Administration] >

[Server] > (A==a— kL7 ¥35) >

[Security] >

[Multi-Server Trust Management] >

[System Identity Setup]

AT w72 Cisco Secure

ACS TIERK L 72 v AT Ll — Y D4R 2 A LE T, Cisco Secure ACS THA—H & = —

BN —TDER (19 2—) BB LT EEN,
ATFYT3 ZOa—FDORRAT—FE2AN L THERLET,

B =—y—7ryrroEE
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CiscoWorks TO AAA v b7 v 7 E— FOEE .

AT 74 [Applyl 27 VU v 27 LET,

CiscoWorks TO AAA LY F7 v T E— FDERTE

ATy T

ATy T2

ATvT3
ATv74

CiscoWorks Common Services > [AAA Setup Mode] ~— % L T, Cisco Secure ACS % 45
BAR— b ELAREX -2 ELAAA T — L LTERLET, MA T, AR2EONY 7T v
T —RNEERETEET,

Z OFJEIL, CiscoWorks & Security Manager?® Cisco Secure ACS ~D ¥ &k & EIT L £,

Je

E> bk CiscoWorks Common Services ¥ 7213 Cisco Security Manager 7 > A h—/L LT25H1E, 2
TTCRELIZAAA Y T v 7RMRESNERE A, AT, ZOREFNY I T v 7 LTH
AR M= NFRIE IR TEEE AL, EOTZD, WTNHLOT 7Y r—a LV OF L= g
NET T T L— RTA5EAIE. AAAE Y FT v 7 E— REZFEE LT, Security Manager %
ACSICHBERT HMERH Y FT, ENT v 7T — hOBHEIE, 207w ARLEHY
Ao o ACS ~® Security Manager D PRGN, BEFFD v AT KAl 2 — W — 238 L, #r
LBASNTHMERENETHILERDHY T, £5 LAgnE, RBAC PEFICHELEY
oo VAT Dl —HOEER 28 =) ZZRLTIIZENY,

ESPEDEYS]
* ACS FEAEM: (17 =—)

« 1 Cisco Secure ACS £~ 7 v FRIEOHEE (18 ~=—)

WD I/XAZHE Y, Common Services @D [AAA Mode Setup] ~<— VBB L 9,
Security Manager 731 > A h—/L &L TV D H— 31>

Cisco Security Manager 7 'V 7r—2a VDT AT by T Ay >

BHE (admin) | TH T busA v >

Server Administration] >

[
[
[Server] > (A==a— L7 ¥5l5) >
[Security] >

[

AAA Mode Setup]

[fEAARE/2 0 /A & ¥ 2—/1 (Available Login Modules) ] ® F T [TACACS+ (TACACS+) ] &R L
EJc AN

AAA A4 7L LTIACS (ACS) 1ZEIRLET,

K 3 -2® Cisco Secure ACS $— 3D IP 7 K L A % [Server Details] = U 7IZAH LET, EH XV
PN Z =y UY=L, I~ = N"TEEPBELEGEDONNY 7T v 7 E LUTHRIELE
T, TRTCOP— TR CLN— 3 D Cisco Secure ACS NEIT L TWAMLENH D 4,
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B Acs 27— 5 2BRAO SMIP 4 —/E LR F LEBEDEF A —IL 7 KLADRE

ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

ATy 710

ATy TN

GE) RE SN2 T T O TACACS+ — "—NRE Lo 7235E1E. admin CiscoWorks ©— 7
/1/777 v hEFHLTRZ A LTHDL, AAAE—FR ?/L’Non ACS/CiscoWorks Local |Z 25
THMBENRSH Y £9, TACACS+ I — DY —E ANMEESNZ5, AAAT— R& ACS 1T
HTOMERHY T,

[Login] = U 7 C, Cisco Secure ACS ® [Administration Control] ~— CEF LI EHE DARTZ AT L F
o FEMIZ OV T, Cisco Secure ACS TOEFHMBNH 2 —F DOIERL (26 X—) ZZHL T3V,
ZOEBEDNRAT — R AN L THR L ET

Security Manager H—/3% Cisco Secure ACS D AAA 7 7 A 7 b & L CGEBIMLT- & AN LI-dHH/
Ex—Z ANLTHRALET, NDGEMHALRWT A ZADAAAY T4 7 & LTOEM (22—
V) BZRL TSN,

[TRTDA A N—IVERT 7V r—3 3 > &ACSIZ Gk (Register all installed applications with ACS) ]
Frxv IRy A%A T LT, Security Manager & Z DD A A N — 3R T 7Y r—3 3 % Cisco
Secure ACS |28 Ek L £,

[ApplylZ 7 U v 7 L TREMEZRFEL T, RBERRAA—ICBEOEENFRINE T, BEPTE T
LHERAvE—URFRINET,

Cisco Security Manager @ Daemon Manager ¥— & A2 2 HiEZ#) L £9°, Daemon Manager D ELE) (31 ~2—
V) BZRL TSN,

Cisco Secure ACS I[ZFFR 7 A » L TRrR—/VEZKE—Y Z—712H D Y TEF, Cisco Secure ACS TD
=W =T ~Or—LEHY ST 32X—=) EBRLTIEI,

ACS A T—AR RXABHA®D SMIP H—/N\E VAT LEBEDEFA—IL 7 RFLADETE

T RTD ACS —PEHAREEIZ 2 > 728 1E. Security Manager TH A7 2 AT CTX &
Aom74y1~$@\MBMTmﬁgﬁ&xﬁ%iﬁbiokﬁé& sRmEC (KE %
RETO2EEEEZ0NTID) 77V r—rarhbrm 7y hanET,

SMTP H— 3 & v 27 NEHE 25 B9 2 & 912 Common Services 7% € L7288 1%, 93T
D ACS B — "M ARHEEIZ 22 o 72 & F 1T, Security Manager 7> 5 FHE IZE A —L A v —
UREFRINET, TORXvE—UIZLY, Rkt E nEE L 3 A ROk LTS & T
ZEMTEET, EHE L. Common Services 75 IE ACS B A X MBI 5E T A —L
Avt—VEZITRLZEbHY ET,

Je

B2 b Security Manager (X, BBV a VDT, 77T 4 €T 4 DGR, ACL /L—/LOHREIR L

DARY N XA T TDHETA—NBEHNERETEET, T THRET D SMTP — 3%

INHOBAICHEHINET N, EEFDOEF A —/L T KL AIX Security Manager Tk i &
NET, ZOXIREFA—NT FLADRETEICONTIEL, ZON—Ta OEEEO [User
Guide for Cisco Security Manager] [(RGE] 2. 77 A4 T bOF LT A o~V THEBRL T

éb\O

AT T1 RO/RZAZHEV, Common Services @ [System Preferences] ~<— JIZ B8N L £ 7,

B =—y—7ryrroEE
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| 2—v¥—7nv>toEn
Daemon Manager D28 .

Security Manager 75 > A h—/L &N TN HH—3>
Cisco Security Manager 7 7' U 77— a VDT AT ko7 7 A4 >
[E#¥E (admin) |7 AU b rAr >
[Server Administration] >
[Server] > (A==2— kL7 ¥ 5) >
[Admin] >
VAT BFRE
AT w 72 [System Preferences] ~*— 3. Security Manager 23M# ] lBE72 SMTP H— XDKR A ML E72XIP T KL 2%
AN LET, SMTP = NF, B A=/ A v b=V OREITH L T2—PRIEEZERTE EHA,

AT T3 CiscoWorks W& A —/VOEGIHEHARERE LA —/LT RLAE AN LET, Ziu, Security Manager
DBFNIOREFIEMSNDEF A=A 7 FLRALRICICT 20ETH Y £HA,

ACS YV — NNMEAARREIZRD &, ZOT U M (BXOZoTHo L bnb) Avb—URNEEIN
ESc N

ATy T4 [Applyl 227 U v 7 LTEERNREZRTFELET,

Daemon Manager ) B #Z &}

ZOFNETIE, Security Manager — /X Daemon Manager O FF L E) 51512V CidH L £ 97,
ZOBEIE, MR LT AAA REEEZANCT D72DIATIRERH Y £, £ 5T,
Cisco Secure ACS TEFR ST EMEIGH A A L T CiscoWorks (257 7' A T&E £7,

BEEIER
« FJH# Cisco Secure ACS &~ b7 v ZFIEOHE (18 *—)

s ACS & HM: (17 *—)

AT w71 Security Manager — /331 VA h— L Sfz~v Al s A o LET,
AT9 T2 [AX—1 (Start) |>[7 07T L (Programs) |>[&HEY—/L (Administrative Tools) ]>[¥—E A (Services) ]
@I C[Y—E A (Services) ] V4> RUZEB &£ 9,

ATV T3 L3 NIFERENTZY—EAD Y R Ry, [Cisco Security Manager Daemon Manager (Cisco Security
Manager Daemon Manager) | Z &R L £7,

RT9 T84 V=)L R—T [V —EADOFHEH (Restart Service) | R¥ %7 Vw7 LET,
AT w75 [Cisco Secure ACS THO—H F)L—TF~pu—/LE N BT 323—) | IZHELET,

A—H—THhoo LDOER .
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. Cisco Secure ACS THD1—H J)L—F~ADO—)LEY KT

Cisco Secure ACS TO1—H J)L—T~ADO—)LEY KT

CiscoWorks, Security Manager, 3L ONZF DDA A F—ViFEHT 7Y r—3 = % Cisco
Secure ACS [Z%$%k L7- 5, CiscoSecure ACS TRRE LTm2—V S —T70FNEhile—/L%&
YR THZENTEET, Zho0u— LIl o T, %7 /0 —7 D2 —H 73 Security Manager
THEITEHFEINDT 7 v a vy NREINET,
2—H F—TFicu—xE Y Y THRIEL, NDG BMEHINDINE I NI TR F
7

*NDG ZfFEH L7 a2—H b —T~0a—LoEl) Y4 (324—)

NDG & v —LDa—H 7 )—TF~OFEMT (33 2—)

)

(GE)  CiscoWorks/Security Manager % —/N—% Z {55172 NDG Z1ER% 35 Z LI X - T, Cisco Security
Manager & ACS D#EEIT LD AENIIHEREL £7°,

NDG ZFRALAEWVNI—F JIL—TA0O0—)LOEYHT

ZOFNETIE, NDGREHZSIN TWRWEEDOZ—Y T —T~DF 7 4/ s B—/LDOE Y
MCHIEIZOWTHHA L9, T OV TIE, CiscoSecure ACST 7 # /L h @ —/L (12—
V) BEBRLTLIEEN,

[ L& BHIIC

e T 73Nk u— LT lila—Y FL—T7%ER LE T, Cisco Secure ACS TH—H L
=Y TN—TDEFR (19 3—) 2L TIEI,

RO Ny ZICEEEH INZTINEEZFETLET,
* Cisco Secure ACS THEITTHMETIE (19 RX—)

* CiscoWorks THEITT 2 MEFIE (26 =*—)

ESPERENS

e CiscoWorks @ —/L{Z DWW T (8§ ~X—)

* Cisco Secure ACS @ —/L{Z DN\ T (12 X—)

AT w1 CiscoSecure ACS (2 /A > LET,

ATFY T2 =g "= [FV—TFE (Group Setup) 1227 U v/ LET,

ATv 73 URA LMD System Administrator i 0D —4— 7 )L—7" %8P (Cisco Secure ACS THOZ—H & =2 —4 7
=T DR (19 =) 22 LThb, [EEOWE (BditSettings) 1227 Y v 27 LES,

B =—y—7ryrroEE
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ATv74

ATy TH

NDG & 0—Lna1—+ T L—T~oiEfT [

vk TN—T 2 EEROHILANIET LT, ELW/A—7Z/FELLTVWEIICTHZENT
EXFET, V=T EBIRL T, [ NV—THDEE (Rename Group) |54 7 Vv 7 L, 4HiEE
FLET,

Z D7 )Vv—7|Z System Administrator = —/L & E| Y 4 TEF,

a) [TACACS+ Settings] D @ [CiscoWorks] = U 7 E TR/ u— Vv ¥ LET,

b) wHID[EID HT (Assign) 47> 3 &N L T, CiscoWorks 7 —/L D U A k)5 [System Administrator

(System Administrator) | %N L 97,

¢) [Cisco Security Manager Shared Services] =V 7 £ TA/ u—/L X7 LET,

d) IO [FY YT (Assign) |47 =3 &L T, Cisco Secure ACS 7 —/L D Y A kH & [System
Administrator (System Administrator) ] Z 3R L £,

e) [&fF (Submit) 227V v/ LT, FINV—THRELZHREFELET,

BHoog— LI LTI uat A2 YKL T, Fu— L Z2mEblia—y Z1L—128 0 ¥ CTFES,

Cisco Secure ACS C [Security Approver] 2 —/L % 721 [Security Administrator] 7 —/LZ38#R4 5 & 1%, &b
ITV Y CiscoWorks 17—/ & L C [Network Administrator] Z38#R4 5 Z &L ZH#ELE L 97,

ACSHNDT 7 )b s m—)LDH AH <A XFFEIZOWTIE, CiscoSecure ACS 7 — /LD AKX~ A X (13
NR=) LT ZEN,

NDG & O—)LD1—YH JI)L—T~DOFEES 1T

NDG & 71—/ % B3idif} 1} C Security Manager Cffi 13-4 1%, [Group Setup] ~X— Y DR D 2
DT CERENERLT D2HERH D £T,

e [CiscoWorks] = VU 7
¢ [Cisco Security Manager] = U 7~
KU TANOERIL, TEXLHETMHBE T T L2LENHY £9, CiscoWorks Common

Services NIZTEE L7RWA A A o —/LE7-1% ACS v — L2 BEMNT 21, £0a—/L
WZEID Y TONTZMERIZIKESNT, TEDRTEWEREIERT AL HICLET,

Security Manager T S5 2 —H 7 L—7 2L OBE# T 2B T 24BN’ H D 3, 7=
EZIE, FEEHHIROY R — MIYE LGS — T —TRNHLGEEIT, F0o—% J—
TEIEIR LT, WEEHUKN DT 34 2% 5T NDG & Help Desk 72— /L& BH#ifl 175 2 &3 T
TETS

[ L& BHIIC

NDGH#REZ T 27 7 4 712 L C, NDG Z{ER L £7, SecurityManager CfiHT 5> hU—7
THRA AT N—=TORE 23—=) 2ZRL TS,

REEIER
« ACS FE&EM: (17 _—)

« YJH# Cisco Secure ACS &~ b7 v ZFIEOHEE (18 X—)

A—H—Tho U LOERE .
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B rvoceo—roar—+s—T~omEss

AT T =g =0 [T —TFEE (GroupSetup) 1227V v 7 LET,
ATFw T2 [Z—F (Group) 1V A MMBa—H =T —T5RIR L TG, [REDHE (EditSettings) 1227 U v
7 LET,

Ev bk TN —TREBEROHLAHLFNIET LT, ELWA—7Z2EBELRLT WL IICTHIENT

XFET, INV—TEBRL T, [FNV—THDEE (Rename Group) |57 UV v 7 L, 4Ai&EE
FLET,

AT v F3 CiscoWorks N T4 2 NDG & m—L&E~ v 7 LET,

a)
b)

<)
d)

e)

f)
2

[Group Setup] ~*— T, [TACACS+Settings] ® F ® [CiscoWorks] TV 7 £ TR u— /L X7 LET,
[Fry FT =TT, R T —THADCiscoworksDE| Y 24T (Assign a Ciscoworks on a per Network
Device Group Basis) ] Z3%#R L £,

[Device Group] U A k75 NDG # i8R L £,

ZDONDG ZBHEfFF 5 _RE v —L%E22DDY A MM LBRIRLET,

[BEEEAF T BN (Add Association) [ %27 U v 27 LE9, BEfTT A [Device Group] 78 v 7 AITHK/R S
NWET,

IOt A& YR LT, B LW 2 ER L ET,

BEELAH T 2 HIBR T 5121E, [T/3 A2 —7" (Device Group) ] 75 Z a3 4R LT, [BIEfHT DHI
F& (Remove Association) | %7 U v 7 LE7,

AT 74 CiscoSecurityManager N CEFI T2 NDG & v— L&~y LET, LEIOAT v 7 CiEF LBl T
TE DTV EEM T ZER T 2 M ERH Y £7,

a)

b)
¢)
d)
e)

f)

[Group Setup] ~*— " C. [TACACS+ Settings] @ F @ [Cisco Security Manager] =V 7 £ TR u—/L &
v LET,

[X> BT —2 F 31 AT )V—"TFHALDCisco Security Manager®E| ) X4 T (Assign a Cisco Security Manager
on a per Network Device Group Basis) ] Z8&R L £7°,

[Device Group] U A k75 NDG # i8R L £,

ZONDG Z T D _R&Em—LE 200D A RPBERLE T,

[ESEEAF T BN (Add Association) [ %27 U v 27 L'E9, BEfTIF A [Device Group] 78 v 7 AITHKR S
nET,

ZOT Az LT, B LWBET T 2R L E T

GE) Cisco Secure ACS T [Security Approver] 2 —/L % 72 /% [Security Administrator] =2 —/L % &R 9
5 EEiE, &bV CiscoWorks 17—/ & L T [Network Administrator] 28R4 25 Z & & Hf
LET,

GE) CiscoWorks Common Services (Z1%. [Network Administrator] & FEEN DT 7 4L b —

V3 D F£9, Cisco Secure ACS (Z1%. [Network Admin] EFREN DT 7 /L hD—)L
RHVEST, TNHOr—)LFEFE—TiEdH Y £ A, Cisco Security Manager DV D7D
MERRDN T2 0 F 7,

ATw 75 [Submit] #7 VY v/ L CREEERGFLET,
ATYT6 20Tt RAEBYIKLT, Y D2—H ZFL—THDONDG #EFEL£7,
ATy T VERR U2 2 R1FT 512X, 45 L CHES) (Submit+ Restart) %227 U v 7 LET,

B =—y—7ryrroEE
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Security Manager & ACS DHREHRAD F5TLva—7124 [

ACSHNDT 7 )V s B —)LDH AH <A XAFEIZOWTIE, CiscoSecure ACS 7 — /LD AKX~ A X (13
N—=) EZBLTLLEIN,

Security Manager & ACS DHHEMERD 5T/ a—T 4
>
WD N E w7 T, Security Manager & Cisco Secure ACS O FAEH 23 E K TH A % " REMED
& 2 — AR RIBED IR ITHEIZ DWW T L £ 7,
« ¥4 /X— 2 > D Security Manager & 1 2D ACS OfEA (35 <X—)
« ACS E— N CRRAEIZKIT 5 (36 X—)
c AW FEHT 7B ARG E SN AT 2ERE (36 X—)
« ACS DZEFE AN Security Manager (238 S22y (37 2—3)
« ACS TRRIE 727 734 A3 Security Manager (2378 S U720 (37 ~4—Y)
« Cisco Secure ACS MW E|ZERREIZ 72 5 721 D Security Manager COEH (38 ~X—)
» Cisco Secure ACS ~D7 7 & ZADEIE (38 ~=2—)
s VIVFAR— L T, N RBREORIE (39 N—2)

* NAT BEER OB HITERE ST /3 ZUTHE ) BIEOE (39 <—2)

BEH O /N\— 3 > Security Manager & 1 D ACS DfEFH

1 >® Cisco Secure ACS % 2 DD F72 2% /83— 3 > D Security Manager & — T 25 Z &
T CT& EFH A, =& 2I1E. Security Manager 3.3.1 & Cisco Secure ACS Z & LT 6, BIDH
ETHFOA VA =)V ET v 7 U L — REFIZ Security Manager 4.0.1 Offi i &2 FHlEi L T\ 5

A1, SecurityManager4.0.1 &, Security Manager3.3.1 FIZfEH STV 25 o L35 ACS
ERATOLENDH Y T,

BETF @ Security Manager 1 > A b—/L%& T v 77 L — K9 L, [F L Cisco Secure ACS % fifi [
L2 eEnTEET, BBESU T, HRFRENEFTINET,

\}

() Cisco Security Manager 4.21 LARETi, LARTD ACS $—/3—D {4V IZ Cisco Identity Services
Engine (ISE) ZFHAEIZMEHTE £,

A—H—THhoo LDOER .
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B acs=—romipcxmy s

ACS E— ~TEREEICKEXT B

Security Manager & 7= (% CiscoWorks Common Services (212 7 A > L X 9 & L Tl CTRRFEMN K
W9 %8412, Common Services % f# ffl L T Cisco Secure ACS % #iBFEH D AAA —— L LT
RELTWELTH, ROFIEZFEITLET,

« ACS #—,3 % Common Services & Security Manager % 51T L TV 5 B — S [H O HE5E A e
MNENTWDZ LR LET,

L TNAZ—EKRIER (2—F4 L RAT—F) WACSHTEZEINTEY ., i@
o —% F—1I28 0S4 CoNTWAZ EE2ERLET,

+ ACS @ [Network Configuration] ~—""C, Common Services ' — 33 AAA 7 5 A4 T F &
LTERINTNWDZ L&A LET, Common Services ([AAA Mode Setup] X—37) &
ACS ([Network Configuration]) TEFR SN IAMEF—N—HKTDHZ L 2B LET,

+ Common Services @ [AAA Mode Setup] X— T, K ACSH—XDIP 7 RLABRELLE
FEINTVWDLILEHRLET,

+ ACS @ [Administration Control] “X—"C, IELWT I 7> PNRERINTND I & R
Liﬁ‘o

» Common Services @ [AAAT— ROFEE (AAA Mode Setup) "X—IIZT7 7 AL T,
Common Services & Security Manager (355 WNAUS 72 EDOMD A VA F—VEHRT 7V or—
v 3 ) B Cisco Secure ACS IZBFRSNTWAZ L AR LET,

+ ACS T = bu—/ (Administration Control) ]>[7 7 B ADEE (Access Setup) ]
IZBE) LT, ACS 28 HTTPS BE FHICERE SN TS Z & Zfifgsd L £ 77,

« ACS 72 [F%—DA—% (keymismatch) | =7 —NEFEZIAENTWDHEEIEL, Security
Manager $— /3= F v h T —27 F /34 X Z)L—7 (NDG) DAL= L TEHSNT
WDHEMNMEIDEMRLET, TOHEIE. NDG HOF—PNHEFNIER SN TWIUE, &
D % —73 Security Manager % — /3% & T2 NDG N Ol x DT S A ATk L TEFR SN F—
SO LEHLEINDZ LICERELTLESV, NDGHIZES S L/2F%F—03%, Security Manager
Y= NORMEF—L —HT DL emRBLET,

HAMYERT7 I AN S SNV AT LEES

7 VHERR Z 7D System Administrator & L CR 7 A > L7228 7030 57, Security Manager ™
TRTORY O —_R=VIIEAIY HEHT 7 8 A L TE WA, Cisco Secure ACS TR
DFNEAZFAITLET,

« (NDG ZfEH L TW5HA) Cisco Secure ACS D E S — g U —D [T N—TFRE
(Group Setup) 1% 727 U 7 LTH 5, System Administrator == — 4 — 1z — L% CiscoWorks
& Cisco Security Manager Dt 5 DB /23T NDG (4712, Common Services/Security
Manager ¥ —/3N—% 5 {p NDG) ([ZBEFMIT N TWD Z 2R L ET,

s B =T a NN —D[Fy hU—7 % (Network Configuration) %7 U > 27 LThD,
WOFINAZFEITLET,

B =—y—7ryrroEE
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ACS D ZE A Security Manager [ R S ig Ly .

+ Common Services/Security Manager — /3% Not Assigned (7 7 #+ /L k) 7 /L—71ZF|
DETHENTNRNWT LR LET,

+ Common Services/Security Manager #— /3% RADIUS ClZ72 < TACACS+ 27 5 &
> U

INCHESNTND Z L 2R LET, TACACSH T, 2 5O — " THHR—F &
NTNWDHME—DEX2 VT 4 7a hanTd,

\}

((¥)  TACACS+ %7213 RADIUS HIZ Security Manager CEELT DRy hU—F T4 &2 (Jb—H
TFAT U= NI E) ERETEET,

ACS D ZFE A Security Manager [ZR RSN ALY

Security Manager & Cisco Secure ACS 4.x Z i L TW 551X, Security Manager $-— /3 LD
Security Manager & 7= % CiscoWorks Common Services (21 7 A > L7z & Z(Z ACS 7> OIF#RN
¥y v a ILET, Security Manager (2 H 27 A > H1{Z Cisco Secure ACS @ [Network Configuration]
& [Group Setup] TZEHE 2N % 7235451, Security Manager T, ZODEHEN, T ICRRINAR
W, F L TSICEDCR LR WAETRENMED Y S W £77, Security Manager & Common Services %
R7T7URLTENLDY 4 FUEZBHLTHE, FErZ A LT, ACSHOLDH#RE D 7
Ly ad o0ElRHY £,

\)

(3F)  Cisco Security Manager 4.21 LA Ti, LARTD ACS $—/N—D {4 1 IZ Cisco Identity Services
Engine (ISE) ZERGEIZMEHTE £,

ACS TEWZMZDMENDH HEE1X, v 277 7 kLT Security Manager 7 « > K7 %P U T
Mo, "RICHER A T L HERNAN TT T 4 ATT,

\)

() Cisco Secure ACS 3.3 IV AR — FENTWERAN, ZON—=T 23D ACS #EHL TN
A1, Windows B — £ & % B\ T Cisco Security Manager Daemon Manager H— & A & Bl ) L |
ACS OZEF % Security Manager IZFK /RS E DAL ERH Y F77,

ACS TETE Shi=T/\14 XN Security Manager [ZR R S 7LD

Cisco Secure ACS | TRRIE L 727 734 A M Security Manager IZHK R SR WHEIX, 731 A
DFRRHIAES W L B E T,

Security Manager CEFRT DT /N1 ADERRAIT, TDOT A A AAA T TA T M LTHE
U7 & &ITACS TRELIZAHTE — T H2LENH Y £, 2O Lid, KT, FASL»
LT 2 8AGICEETY, Security Manager T K A A 24 % T /A AT D 8561%,

A—H—THhoo LDOER .
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. Cisco Secure ACS N EFETAEIZ L o =% D Security Manager TD{EZ

ACSHD AAA 7 74T > DR A N, % <device_name>.<domain_name> (29 2 M ER & D
F9° (# : pixfirewall.cisco.com) ,

Cisco Secure ACS M EZEAEEIZ 4 o =12 D Security Manager TD{E%

Cisco Secure ACS 3B FEARHE/2 A 1L, Security Manager = v ¥ a VB LS T £7, £D7
. HED Cisco Secure ACS ¥ — =2 T 257 +— VLT RAVTTARNT S
T ¥ OWELZ BT T 2MERNH Y £, HEOV—RZHEHTLZLICLoT, WFnho
ACS P — "DBEHERENN T Security Manager NOEZEZfkfgi T& £,

> R 7w 7T Cisco Secure ACS 73 1D Lﬁ)a ENTELT, ACS BEERREIC /R 5728
’B Securlty Manager COEZE % fikfi 7~ 58551, Security Manager #—/N— | C 0) 0 —J v AAA
RIELC @JD;‘%X_E) kﬁ‘f%i‘?’

FE
AAA T— RIZEFT I 5120, ROFIEEZEITLET,

AT 1 [ (admin) ] CiscoWorks 2 —H /L7 517 >k Zf ] L T Common Services {22 71 > L £ 7,

AT9 T2 [H—i\— (Server) |>[tF2 T4 (Security) 1>[AAAE— FDHRTE (AAA Mode Setup) %33R L C
MNH, AAA E— N% [EACS/CiscoWorks 2 — 77 /L (Non-ACS/CiscoWorks Local) JIZEE LE§, T
X o> T, @—H/L Common Services T — # X— A L Z DA AH T — /L aH ] L CRFEL Bl 2 FEITTE
F9, =W ARBEAEEFINT 5I2F. AAAT —F N—2ARNZn =V 2 —F2AERT 20BN H Y 7,

ATv 73 [£FE (Change) 127V v 7 LET,

Cisco Secure ACS ~D7 U L AMNET

Cisco Secure ACS 234 v L 7272812 Security Manager (27 7 B A T& 72 Ip o 7235E1F. &K
DFMEAEETLET,

« ACS %— 3| C Windows %h— B A Z & #) L T, CSTacacs ?/— E A & CSRadius #— E A
BEILTWANEIDREHERLET, REISUT, 26— 22 FES) LET,

* CiscoWorks Common Services CIRDFEZ FEITL F9,

ATw 1 [EHEH%E (admin) ] ==—W—& LT Common Services (272 7 A > LE 9,
ATw 72 DOS 7 4> KU %BIWT, NMSROOT\bin\perl ResetL oginModule.pl % 3247 L £,
AT w73 Common Services ##& T LT/ b, [EEEE (admin) |2 —V—¢& L THER A LET,

ATy T4 [H—/N— (Server) [>[tF )T+ (Security) 1>[AAAE— FDERTE (AAA Mode Setup) JIZBEI L T
M6, AAA F— K% [JEACS (Non-ACS) ]>[CWHA—HJLE—FK (CW Local mode) ] &— FIZZAER L %
7

B =—y—7ryrroEE
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AT w75 Windows ¥—E A %BAV T, Cisco Security Manager Daemon Manager — & A2 Z F @) L £,

TILFHR—L

TINA RIS FREED [ RE

Cisco Secure ACS {ZIBM X7z~ T HR—ALT /31 X (5D Network Interface Card  (NIC; %

NTD =D A2 =T x4 AN— ) BWEEINETNAR) PERETERWVWEESIEL, =—¥—
0= VLT NA ADERMERBZENTNZELTH, TOT NS ADIP T RLUADATF
B RN BAET D AREEDR B Y 77,

<2 VTR — LT S 2% Cisco Secure ACS D AAA 7 5 AT M LTEHRTHEAIT. NIC
TEDOIPT RLAZERLTLZE W, ANTH-CIZEnter 28 L £9°, 2OV T,
NDG ZHEH LARWTFSA ZDAAA 7 FA T e LTOBEM Q22%3—) 2B L7
él/\o

NAT HERDERICERE SNI=T /N1 R4 5 FZREED R RE

Cisco Secure ACS ITIBMI SN NAT FIE72IINATEDIP 7 L AZEFOT A AR ETE
RWEAE, 22— o= IT NS ADOERHERPEGENTNZELTH, FRELZIPT R
U RZRE D RIS AT D AREMER B £97,

TNA A NAT R OFZITKE STV DAL, Cisco Secure ACS D AAA 7 747 > b
RETTNAADTXTOIPT LA (NATHE NAT %4 5de) ZEHRL TESV, ACS
~DAAA T T AT v RREDBIMFIEIZOWTIE,  [User Guide for Cisco Secure Access Control
Server] [J55E] #ZM L T &0,

Common Services 4.2.2 Z2{EfA9 5 0—7 /L RBAC

Security Manager 4.3 & ¥ $ [, Cisco Secure ACS i3 2 HE e A U v ME, (1) ket
Rt b FFEDORY >—F A TORERL T w2 —FIZHFT 255570 E) 26H L CIEFIC
FEOmWA—F n— L2 fkTEs2LL, Q) Xy FI—27 FTA4 X7 V—7 (NDG)
ERET D LICK S THEDT NS AZA—PZflRTE 2L TLZ, ZOX D RKED
EVEE RN TB— X=X T 7k Xar br—/) (RBAC) ) (%, CiscoSecure ACS
ZREAH LTV 2R Y | Security Manager 4.2 LLET D /N—2 3 TR T EHATLE, 2
D &5 IR DEWRHE (RBAC) 13, ACS Z 3712 o — 7 /L RBAC ZFIffl T % Common
Services 4.0 LAME & i 9" 2% 728, Security Manager 4.3 LARE CHIH AT HE T,

Security Manager 4.27 TlX, ACS 4.2 & O BN HERF 4T EJ, Security Manager & Cisco
Secure ACS Offetr (16 ~—) ZZMML T I,

\}

(GX)  RBACHEREZ ACS 7> 5 Common Services (2T L7\ —V %, FEITITHOXLERH Y £,

BITAZ V7 bbb, MOBITHR—-FbHY £H A,

A—H—THhoo LDOER .
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B za=—rozx

Common Services4.2.2121%. 2—VF DI RAF L u—LEEHRZL, 2—FOHRFOT —LE T A
B A XFTBHIZDDTNA AL~ULD RBAC 3V £, IROMREAZEH T £,

c2—HFOEE GBI, HIFR, #RE)

e TNAALYLD RBAC 2T 5720 DRy NU—7 T4 A 7 )L—7 (NDG) OF
H

o HAK K u—)LDEH
e TFNA RN —TF~Dua—)LD< T

s (R NI F TVl FOFR] , [ —ERAFT P/ FOEE] B 77
TANL—NVDEF] REOR) S —F T2 "EA TR —F A T HRED
I VOVERAE,

WDOTY T DR AT Z55 T4 52 & T, Common Services4.2.2 Z{#H L Tr—5/LRBAC #FE
EexET,

c WREE— FORE (40 ~X—)
+ User Management (40 ~<—71")
« JN—TEH (41 X—)

e 1 — LEH (42 X—)

=H = S S
sl E— FDEETE
ROFNEZETL T, IFACST IV bERELET, HFACST AV BR—Y) %
ZRLTLZEN,
&IZ., [CiscoWorks®— %/ (CiscoWorks Local) | 2 274 EY 2 — /L &EIRL £ T,

Je

B b [CiscoWorks Local] i Security Manager @7 UV —> A > A h—) VDT 7 # /)L METT,

User Management

Common Services @ [Local User Setup] ~<~—IZBE L E 7,

Security Manager 731 > A b —/L &N TN 5 P —3>

Cisco Security Manager 7 7'V r—a VOT A7 by T A4y >
S A N N =

[Server Administration] >

[Home] >

[System Tasks] >

B =—y—7ryrroEE
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[Local User Setup]
[Local User Setup] X—C, —HZRINL, ROT 7 a L OWVWTNNEBIRTE T,
e 2 —HFDA AR —F
* Export Users
- Mt
« HIBR
< BA0 (Add)
* Modify My Profile

B D2 —P 2B 556, [Edit] [ TBRTE EH A,

=P ERIR LW AIT, ROT 7 v aronFipa@ReE £,
e 2—HFDA HR— K
«JBIN (Add)
* Modify My Profile

[ (Edit) 1 £21XLEM (Add) ] Z28IRT 2581, RO 3 OORAZ A TONT Ik
BIRTEFE T,

* Full Authorization
» Enable Task Authorization

 Enable Device Authorization

JI—TERE
Security Manager @ [Device Groups] ~X—IZBEI L £,
Security Manager 25 > A h —/L ZFL TN HH—r3 >
Configuration Manager 7 7'V r—>a VOFT A7 by 7 74 a3 >
A—=F T n s>
[Tools] >
[Security Manager Administration] >
T3 A 7 )V—7 (Device Groups)

Common Services 1 % —7 = A A (Security Manager 231 > A h—/L LTV 5 B —3>Cisco
Security Manager 7 7'V 77— a VDT AT by T T A ay) BHEHLTCT AL A T V—T%
EHT L LIITEERA,

A—H—THhoo LDOER .
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[Role Management Setup] ~~— IZBEI L £,

Security Manager 731 A h—/L ZL TV 5P —r3>

Cisco Security Manager 7 7'V 77— a VDT AT T 7 A4y >
a—HTHhvhalAr>

[Server Administration] >

[Server]> (A=a— kL7 XiL5) >

[Security] >

[Single-Server Management] >

[Role Management Setup]

[Role Management Setup] “~X— 121X 7 7 4/ h®r—/L (Approver, Help Desk, Network
Administrator, Network Operator, Security Administrator, Security Approver, Super Admin, 3 X
" System Administrator) 7337~ 311 E 7, [Role Management Setup] ~*— I (Zi%, B L7=H A
Zhu— (Ho%yE) bFRRINET,

[Role Management] ~<— 3" ClX, Add, Edit, Delete, Copy. Export, Import, Setasdefault, 33X
U* Clear default DA #1EZ FEITTE £,

B =—y—7ryrroEE
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



