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T 7 ANEBINT DI, TOEM (AddRow) | RZ %27 v 7 L, [2—H—Tr 77 AL
D3N (Add User Profile) 1 %A 712K v 7 AZAJILET ([Add User Profile]/[Modify User Profile]
FATRITRy 7 A (1TX=2) 228) ,

Ty ANERET DX, T T s ANERIRL, TORE (EditRow) |RZ %27V w7 L
e

e T T 7 ANEHIBRT HIZIX, TR T A NVEEIRL, 1TOHIFR (DeleteRow) |hZ &7V v 7 L
T, 77 A NVEHIRTDRIC, 70 vX 7 TN, AL > THAEMFH SN TN & 26
ABLTLIEEN,

ATYTE A4 Tayx Ty —ionT (13=) THHTHLI A v Ty X T2 —%f
A3 20ERH LG/, [F7A4~Y 7 avyx 7% — (PrimaryBlockingSensors) |4 7% 27 U v 7
L. ROBIEEITVET,

c AT yX T —EBMT 52, (TOEM (AddRow) [ ARX L Z27 U7 L, [AA Y
T yX /e —oiBN (Add Main Blocking Sensor) 1 # A 70 /Ry 7 A AN LETST (77
A<V 7vvy® /&% — (Primary Blocking Sensors) | XA 707 Ry 7 A (17%=) &%
)

o

AT yX T —ERETDHITE. AT ey e —%RIN L, (TORE (Edit
Row) | hZ &7V v 7 LET,
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Attack Response Controller T T Oy ¥4 & L— rHIBOHEE |
B rsooovsosss0L— reIRORE

ATy X o —ZEIRT DI AT ayX o S =2 L, [ITOHIR (Delete
Row) | A& &7 Vv 7 LET,

ATYTE (AAvTavxo v —REdHT50TRVWNED) Tayx o IS, RAEEBELET, 7
INA A& @) 7 2 7TVGBMT A 0LERH Y £,

«[b—% (Routers) | # 7 :10S ¥ 7 hU =7 % FE(TL T\ 5 Catalyst 6500 A A v F & ELeg < TD
CiscolOS ¥ 7 MU = 7731 ADGE,

«[Z7 74T U4 —/LFirewalls] # 7 : ASA. PIX. BLRNFWSM D&,

* [Catalyst 6K] & 7" : Catalyst XL —7 ¢ > 7 L AT L% FE{T L TV % Catalyst 6500/7600 7 /34 A D

AN
Ho

H 27 TOREFIUIFE L TH,

o TONA AEBINT D21, {TOEM (AddRow]) RE &7V v L, v—FT /31 ZADEM (Add
RouterDevice) V[7 74 7 7 4 —LT /34 ADiEN (Add Firewall Device) J/[Cat6KT /XA ADIEN (Add
Cat6K Device) | Z A 7 a2/ Ry 7 A AJJLET ([Add Router Device]/[Modify Router Device], [Add
Firewall Device]/[Modify Firewall Device]. [Add Cat6K Device]/[Modify Cat6K Device] Z A 7 & 778 v 7
A (19 =) W)

« TR AEMET DI, TOT AL AZBIR L CHTOMRE (EditRow) | RZ %2270 v 7 LET,

o TNA AEHIBRT DI21E, TOT S, AR LT [{TOHIBR (Delete Row) | R¥ %27V v 7 LE
R

ATwT6 [Ty 7 LA~ (Never Block Hosts) /[ 2 > 2 L7+ > kU —2 (Never Block Networks) ] #
THEI7Vy 7L, 7Tavy 7 LBRWKRANERYy NV 2BELET, TNHOVANITRYF T T
7 a AIEEBLETN, HIRT 7 a AR ELERA, BETEDL Ry NU—7 ERA MEFHRIL
i‘a‘o

cARABNEZEFRY P =7 2B 51203, ST 5T =T DO TICHD TOEM (AddRow) ] 7R
Ao Vw7 L, [TryZ LRWAA NDOIEN (Add Never Block Host) J/[7 R > 7 L7720 R v b
7 —27 ®3iEN (Add Never Block Network) ] %+ 71 77K > 27 ZIZAJJ L EF ([Add Never Block
Host]/[Modify Never Block Host] & 7= (3 [Add Never Block Network]/[Modify Never Block Network] 1 7
Ry Ry A (23X—=Y) BBH)

cRANEIT R Y N BRET A, BANERITRY U= BBIRL, [TOMRE (Edit
Row) |ARFZ %227 Vw7 LET,

e ARANELEFFR Y NT—7 ZHIBRT 121, AAMEZIETFR Yy hU—Z7 ZFR L, {TOHIER (Delete
Row) | R¥ %227 U w7 LET,
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| Attack Response Controller T TR w24 & L— FHIRDEH
[Blocking] R— .

[Blocking] X— >

[Blocking] X—YZ AL T, IPSEUH—DT X7 7aXF 2R ELET, v /=
FX E2IFTA X N T3 AR Y 2 —T [Request Block Connection], [Request Block Host],
F 7213 [Request Rate Limit] DA X2k 77 v a VEEHT 550, 7eyx 7 K
VeHBRELET, TRyFUIARANML, IRLOT 7 a rREID S THR TS A R
MIZFEH S VE T,

Je

Evhr Try 2 LARWEARNERY FT—2 DV A MX, [Request Block Connection] 33 & O}
[Request Block Host] A x> h 77 v a @A I ET, VA MIL— MIFRIZIE
WA [Deny Packet Inline] 72 E DS T 7 v a VICH B LERA, KRAREXRY b
U= R ERT 7 v aryEliIv—MlRT 7 v a b mbrT 512, A X T2
ary TANE V= NVEFERL, RANERY NU—7 HFRBEHR L LTHEL, 4V
KRBT 7y araEIBRLET, SEMCOVWTIE, ARXVET 7V ary 74 VEDORE
EHRLTLEEN,

FEF—La iR

e (FALAE2—) R —T LI ENE[FTFy 74— (Platform) ]>[EF =V
7 4 (Security) ]1>[7 1 ¥ 7 (Blocking) ] R L FET,

« (RUP—ta=a—) [IPS]>[7T v 7 +—24 (Platform) ]1>[EF = U7 ¢ (Security) ]
>[7my¥ 7 (Blocking) | ZER L THH, BEFORY —Z2@RINT 50, HLWLAK
UV o—% R LET,

HEIR R
cIPSDOTHYF L TBIOL— MIRORE (8 X—)
«IPS 7 v XU ONT (1 3—Y)
Ty JHEADANT TV (43—)
« L— MHIIRICOWT (58—
N—BBILOAL v TF Ty F T THNL RZONT (58—)
AT ayF TSP —tonT  (78—)

*IPSA XU kT 7T gl DNT
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. [Blocking] R—

Attack Response Controller TO 7R v ¥4 & L— MHIRDER

T4—ILEY)ITFLUAR

R1:PSTOYXT R S—

R

iEA

[
(General) ]
57

TuayFxr 7l L— MllRZA X —T T BT DI/ AR TE, [General]
2 TDOFT T a rDFEMIZOWVWTIL, [General]l # 7, IPS 72 v ¥ 7 K
= (14"=2) 2ZRLTIES,

[User Profiles]
27

TayX T TNRAL AT T REOOEERI VT oy MVERT e T 7
ANe TR XU T TNRARAEBERT DN, T A~D0 T A ANNE
pa—Y a7y ANVEERLET, ZORIZE, Te T A N4, 2—W
. BLOBETEEDOT AX VAT T AT INTZRAT— KBREREINET,

s a7 7 ANEBIMT D2, fTOBEM (AddRow) | RE %27 Y v
L., [2—¥ =717 71 /LDiEN (Add User Profile) | ¥ A 707 HR v
AIZ AT L E T ([Add User Profile]/[Modify User Profile] %4 4 7 &2 7' 7R v 7
A (17_—=V) #58H) |

s U T FANERET DX, TE T A INLEENL .,
Row) | R %227 Vw7 LET,

ATOMmE (Edit

e U T T ANEHIRT HITIE, Tr T A NNEEIRL, TOHIE (Delete
Row) | R&# %27 Vv 7 LET, a7 7 A VEHIRT A1, 7 ay
XU T TNRARAZL S TBEEH SN TV RN 2R L T EEN,

(774~
Ty
T Y—

(Primary
Blocking
Sensors) ] %
7“

AAfrTayX TIPSty — (A TayX e —izonT (7
R=D) BBR) , AT uyX TS —E, D IPS F AL ZDT
Ny EEHLET, ZOT—T ML, AT ayx e Y—0 1P
T RLZ (FT13Ry NU—V/RANE T2 b)) . 20 —ica s
AT HIODT—W = ENAT— R ERIEATL2HR— N BLons
A NZTLS BMERH SN E ) I RERINET,

s AT yx S —2BMNT 512X, (TOEM (AddRow) A
HohEIT)y I L, [FIA4~T T ayx e —niBEi (AddMaster
Blocking Sensor) ¥ A 70 /Ry 7 AZANILET (AT ryF T
o=z onT (T=Y) 2ZH) .

A TayX T —ERETDHINE, AS T rRyF TS
P—m IR L, fTOMRE (EditRow) | RZ¥ %227V v LET,

s AAfrTa X —%HRTAHIE, ASf T RrRyF TS
P—ZBIN L, [[TOHIER (Delete Row) | RZ %27V v 7 LET,
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| Attack Response Controller T TR w24 & L— FHIRDEH

[Blocking] R— .

LS

Bl

[Router] # 7

TuayX T TN AERFL— MIRBT SA A& LTHEHAT 2 108 v—%
& J0S V7 b =T EFEITL T D) Catalyst 6500/7600 7 /34 A, Z DT —
T, THRAADIPT RLA (F7213%y NI—J/RANFT V=7 b)) |
TNA A~DB T A AMMHT HEEFHE, B —DONAT 7 RLA2 (NAT
DMEH S N72W045130.0.00) | T3 2A~Our T A NERT 7 e 7 7 A
DL, BEOT A ZADINEMIE (Tayxo 7, b— IR, 72032
D) MFERINET,

o N—H ZBIMT B2, fTDEM (AddRow) | ARZ %227 Uo7 L,
[V—% T34 ZDIEM (Add Router Device) | # A 7 1 7R 7 AZAS]
LET (F7A4~Y 7 vyF 7% — (Primary Blocking Sensors) ]
A TRy 7 A (17T3=2) 25MR) .,

 N—H ERRET HITIE, V—FEZBIRL, ((TORmE (EditRow) | R&
7 Vw7 LET,

 N—Z ZHIBRT DX, v—F ZBIRL, TOHIFR (Delete Row) |74 %
a7y LET,

[Firewall] #
7

Ty x S FAL AL LTHHT S ASA, PIX, BLFWSM 7 /31 &,
TORIZ, TRAZDIPT LA (FR13R2Yy NV—J/RA N F T
N . TS A~Oa T A AT HEE L B —ONAT 7 F L&
(NAT 23MEFH 72 WIEA120.0.0.0) . T30 A~Dua Z A VIERT 5
277 A NVOL4HETIERLET,

s T AT VA —/VEBMT HIZIX, (TOEM (AddRow) | RZ %7
Vo7 L, [Z7A4T7UA—T 31 ZADiBM (Add Firewall Device) | %
AT v TRy 7 A A LET ([Add Router Device]/[Modify Router
Device]. [Add Firewall Device]/[Modify Firewall Device], [Add Cat6K
Device]/[Modify Cat6K Device] ¥4 7 /Ry 7 A (19 X—) %%
&)

o

s T AT U A—INERET DL, T AT UA—ERRL, [1TOMR
4 (EditRow) 1 RZ %27V v 7 LET,

e 77 AT U A—INEHIBRT DX, T AT UA—LEEIRL, {TOH]
% (DeleteRow) | R¥ %27 Vw7 LET,
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. [Generall 2 7. IPS O w4 K1) —

Attack Response Controller T T Oy ¥4 & L— rHIBOHEE |

LS

Bl

[Catalyst 6K]
27

TayxX T TAAL AL LTHENT S, Catalyst V7 U =7 2L TN D
Catalyst 6500/7600 7734 A, ZDOFRIZ, TAALADIPT FL A (£72idxy
NT—DIRANET V2T N) | T A~Dn 7 A AT 5815 Hik,
TP —DONAT 7 KL A (NAT MEH SN2 054513 0.0.0.0) . 77351 A
Or T A NMEHT LT T A VORI E R LET,

Er b CiscolOS Y7 F U =7 % %7 L TV 5 Catalyst 6500/7600 7 /S A A Z
IE, ZOFTEHERALRNTLZE W, DV IZ, [Router] ¥ 7 % ff
HALET,

* Catalyst OS 7 /31 A Z BN 5121, (fTDEM (AddRow) | R¥ %7
U7 L, [CatbKT /34 ZAD;B (AddCat6K Device) | ¥ A 7 0 7R v 7
AIZAJILET ([Add Router Device]/[Modify Router Device], [Add Firewall
Device]/[Modify Firewall Device]. [Add Cat6K Device]/[Modify Cat6K Device]
EATRITRy 7 A (19 X=2) 25H)

* Catalyst OS 7 /31 A& HREET HITIL, TDOT A AZBEIR L, [TOHRE
(EditRow) | HRZ %27V v LET,

s Catalyst OS 7 /31 A ZHIBRT DIZ1X, EOT A AZRINL, [ATOHIBR
(DeleteRow) | R¥ 227 U7 LET,

[Never Block
Hosts]/[Never
Block
Networks]

Ty LBRWKRA Xy hU—F, RAMEXR Y hU—Z13Bx DFRITE
RENET, INHLORIZIFK, FAMNERIETRY NTI—FDIPT KL RAFET
IRy NT—Z/RANET V=27 FRERSINET, ZNHDOY A M, L—
NIRRT 27 2 a ANZREET, 7 7 v a vicbEHINEE A,

e ARARNELITRY T2 ZBINT 21T, 4T LT =T NLDOFICHD
HTDEM (AddRow) |ARZ %27 Vw7 L, [TRyZ LRWAAR MDA
- (Add Never Block Host) J/[7 v w7 L2y hU—27 @iEN (Add
Never Block Network) ] # A 717 HR v 7 AZ AT LET ([Add Never
Block Host]/[Modify Never Block Host] % 7213 [Add Never Block

Network]/[Modify Never Block Network] %4 7 2 7 7R v 7 A (23 _X—)
M)

e ARANELITR Y MU= ZfRET DI, FAMNELEFRY NUV—7 %
IR L, [fTOfE (EditRow) | RZ %227 U v 7 LET,

e A NELIFRY N7 ZHIBRT ZI2IX, AA NERIIRY NT—2 %
IR L, ITOHIFR (Delete Row) (| AHRH¥ %27V w7 LET,

[Generall] 2 J. IPS JOvw X245 K1y —

[Blocking] AU

v—® [General]| # 7 E#EH LT, 7uvX 7L L— MlfRZA RX—T7MITT

DT OB AR E 2R E L ET,
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[Generall # 7, IPS JOwF 25 R o — .

FESF—Y a3 nRR
s (TARAAE2—) RV —kVLIZEZ5 [Ty M7 4+—2 (Platform) |>[EF =V
7 4 (Security) ]>[7 2 v ¥ 7 (Blocking) ] ZER L £§, LEIISL T, [
(General) | % 7 #@IN L £,

o (RY¥—¥=—) [IPS]>[7T v b7 +—24 (Platform) ]>[&F = U T 1 (Security) ]
>[7 v v¥x 7 (Blocking) | 2R L T, BEFORY —%BIRT D50, HLLK
U—%ZEl LET, REIZIEU T, [ (General) | ¥ 7 &@LU ET,

ESPERENS

IPS 7w XL ONT (1 —2)

s IPSDOTEYFLIIBLRNL— MIBORE (8 2—)

s [Blocking] ~— (11 =X—)

T4—ILEFUITF7LUR

5% 2:[General] 2 7.

IPSToyxo g Ry o—

BR

Bl

Log All Block
Events and
Errors

BEN O TETT a v 7 ICH< ARV PBLUORELEZ T — XA v —V
O JICRERTANE I D, Ty TINT N, ATIBINE DT 23, A
DHIBREND &, A Xy bR r Il EnEzd, 6T XITHOA XU b
BT —% o ZIZiEkdT 2 0BT WA £9, 20473
YET 4= TNMITHE HILWAR NEZ TN EESNET, T4
Jb bk TIEA R —T AT 725> T ET,

GE) I R_RTCoOTravr ARy T —08IEL— MHIBRIZ G A
INnET,

Enable NVRAM
Write

Attack Response Controller (ARC) MM #NZHEHET % & = 1Z/L— 4 73 Non-Volatile
RAM (NVRAM; R#FEM: RAM) (CEHZIAL L IITT o0 E I, A X—7
JAZT2 > TV D% E1E, ACL AT S5 72 NS NVRAM AEZIAENE

T, TI7ANVETIET 4 E—T MR TVET,

NVRAM OEX AL EA F—TMITHE, TavyFx 7L b— MERIZK
THTXTOEENBNVRAMIZKLTEHEZIAENET, V—FPHEE SN
BeTh, MRy s L L— MIRAT 77 4 712720 £9, NVRAM
DEXALNT 4 B—T NI TVWEEE, VL —XOFEH%ICT e v F
V7 E T L — NIRRT DAV WIS FELREI 5S4 L £ 97, NVRAM & &
ABFA =T M LRWEA . NVRAM OFMMBMER, HFrL T oy s &
L— MR OB EIT 7 DRI ARG S v E 3,

Attack Response Controller T 70w ¥4 & L— MlROEE [}



. [Generall 2 7. IPS O w4 K1) —

Attack Response Controller T T Oy ¥4 & L— rHIBOHEE |

LS

Bl

Enable ACL
Logging

ARCT, 77®Azarbu—n U AL (ACL) £7/2IZVLANACL (VACL)
DTy T NI T RTA=EEBNT 505, Uk, 7
INARFIRTy BT 4 VEABLE LD & X\ syslog A X2 b &EARKL F

T ZOFTva s, V—HEAL v FIZETEAEINET, T 740 b
TIET 4 =T IR > TWET,

Allow Sensor IP
address to be
Blocked

LY —IPT RLAEZT 0y I TEDLZNEID, T 74N NTET 42—
T 72> TWET,

Evhd BrY—T RNLROTa v 2R LizA, IPSIE, IPS T KL
A BT DI DICHRI A permit =2 b Y A A VA —T = A A
ACLITEMLUE A, IPS 7 RUARTF A Z ACLIZ L - THA]
ENTVWDHZ L EMERTHILENDY £4, £ LgWE, IPSIE
TFNRAATT Ry X T EREETEEEA,

Enable Blocking

RARNOT R X TBIOL— MillREA F—T T D0EI D, T 7
VR TEAR—T M2 2 TVET,

GE) TnayvXThAR—TNITIHEHEEIE. L—FHRBLA Rx—7 L
WLET, 7Ty XrlE T 4 E—T T AESE. L— MR
LT =TI LE T, T, ARCOFT LWT vy 7 £720%
L— MHIFROBICBEFED 7 1 > 7 F 7213 L — MR OAIBRZ1T 2
RNWZ EEERLET,

Max Blocks

Tuy s diHTr M) OFRKE, fBETE /AL ~ 65535 T, T 74
JV kL 250 T,

Max Interfaces

Ty I EFITTHA A —T = ADKRKE, 7-& 2 E, PIX500 > U —
A X2 VT4 TITIAT LRI ODA L B—T A AL T T NENFE
T, 1ODA L F—T oA ZAEFONL—FFT1HDL LTHY L FENETH,
20DA VE—T 2 A AEfFFONL—Z T2 L THU S NENET, A4V
H—T 2 A ADBKREINLT NA AHT-1 250 TT, 7 7 4L ML 250 TT,

[Max Interfaces] Z i/ L T, ARCHEEECTE DT NA R X —T =2 A A
DD EREFRELET, 7R YyF T TN AOEHE (A4 TrvF
VIR —EEERY) EIOEEBALRICT LI EIETEERA, 7
2y X JHBOGEEL ZOEEHA LI LITTEERA, TryF T
HHIZ 10X 2 VT4 TTIAT VA IVTXAN 1 DOO—H T
0y X7 A H =T oA A0, ETLIEVLAN 271y X7 LT0n5
1 2® Catalyst ¥ 7 b U =7 AA v FTT,

GE)  Fh, T ABHTEVI0DA o H—T = A 250 BEDOEF =V
TATTTAT A, 250 5D /N—H 25050 Catalyst ¥ 7 k7 =
TAAL T, BIRIOEDAAL Ty v —iF ERE
LTHEEINTEY, BETXEHEA,
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| Attack Response Controller T TR w24 & L— FHIRDEH
[Add User Profile]/[Modify User Profile] 5« 7 045 /Ry 4o X .

LS Bl

Max Rate Limits | L— FMEIJR= >~ U Ok, &AL — MilRIZ, k7 vvF 7/ b
VLR CTHhANENH Y £, &% 1 ~ 32767 T, T 7 4/ MEIX 250
‘/C:‘—é—o

[Add User Profile]/[Modify User Profile] 4 7 O 457Ky o X

[Add User Profile]/[Modify User Profile] ¥ 4 7 2 7R > 7 A& LT, IPS 7 vy F 7 TN
AADZ—F T 7 7 A NVEBNELIIMEELET, 7077 A TlE, IPST A AR 7
AT, IPS Ty X 7aFETHNL—F AL vTF, T 7 AT V4 —VERET
LIPS T AL ADA—PHENAT— REFEZLET,

T Ty ANKIETEROT R T s ANVERFTEETHN, 2—F4H, "AT—R, BLUA
X =T NIRRT — ROBIT N, R L > TRESNE T, 731 ATKEREEEZHFEL
Tarv74FXalb—rarye—FElBT0ERZHY ET, £ Lk IPSIET /A X
WZ7ay X T ERETEERA,

FESF—Ya v RR

[IPS7 & > %> 7 (IPS Blocking) R Y > —7T, [—H#—7 177 AL (UserProfiles) | ¥ 7
ZER L, (fTOEM (AddRow) | HR¥Z %7 Vv s3T50, BEFOE U —2BR L T [T
O (EditRow) |RZ 27V v 7 LET, 7ryF 7R =% HECOWTEL,
[Blocking] ~*—<7 (11 ~<—) MR L T EEW,

T4—ILEY)ITFLUAR

5 3:[Add User Profile}/[Modify User Profile] 4 7 04 R w4 X

BH A

717 7 A4 (Profile Name) K 64 LT DFEETDOT 17 7 A VA4,

SR TayX S TFALACa S, T EEXIERATS
a—H4,
PRAT— R 2—PHEOB T A RAT— R (MERGA)

NRAT— RZHMNZT 5 (Enable |$HEEXECE—F (f %—7/LE—FK) 2BET5720
Password) DA F—T ) RAT— K (LEREE) .

[T54<)JOvyx>9+>HY— (PrimaryBlockingSensors) 1% 1 7
RyHRy IR

[FF7A4~)Tayxr 72— (Add Primary Blocking Sensor) /[ 7 A4~V 71 v
X 7P —DEHE (Modify Primary Blocking Sensor) | #4727 Ry 7 AZEH LT, A
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Attack Response Controller T T Oy ¥4 & L— rHIBOHEE |
. [FS54=1)JavFx>5 29— (PrimaryBlocking Sensors) ] %4 7O45 Ry I R

AfoTdayx o T —2RELET, AT ayvX o e —0iEMc o TiE, A
AT ayxo S —lonT (7T3—) ZBRLTLIFEN,

FETF—2 3 1RR

[IPS7 & %> 7 (IPS Blocking) | RV v —T, [VAX—TavFx /&% — (Master
Blocking Sensors) | % 7 Z 3R L, [{TOEM (AddRow) | HRZ %27V v 7350, BEFD
Yo —Z RN CHTOME (EditRow) [RZ %227V w7 LEd, 7uvd 7Ky —
Z B < FIEICHOW T, [Blocking] ~— (11 2—¥) 2B LT Z&EW,

TJ4—ILEY)TFLUAR

=R4:[FS54=)TOvx>45 Y — (Primary Blocking Sensors) |54 7 OF Ry R

LS B

IP7 RL& AATRyF T EY—ODIPT RLA, BH—ODKRA T RLAREE
NiExy NU—2/RA MR —FT =27 FOIP T FLAE-I34FTE
AT 50, IR (Select) %7 Vw27 LTIV AR INBAT V=7 ik
T2, FREFH LA T V27 FEEKRLET,

Z—F—4 AAfrTayx ol —~ou A NERT =4, 2—F—
THIY MIL AA T ayX o Fe o —ICRESNTWAET 75 4 77
THU Y N THHIVERH Y T,

IRAT— R —PHDOT T A RAT— K,

(Port) ]
TLS TLS ZfEM+ 272 & 5 0

[TLS]| A7 > a v ERIRLIZGAIE, A4y Tryxr 7 2ot — UE—
AR A RO TLS/SSLX.509GEIEZZ T AND Lo lc7 vy X /fgke
P —D ARC ZRETLHLENH Y T (T uyvF o rimkerh—ik, 2
D7 yF T AR —FEY LT TCWBEEDT A ATT) ,

Ty X TSR U XS09FE EAZITAND KO ICRET DD
ff 72 FiEIL, IPS Device Manager (IDM) Z{H LTtV —icua s A v

L. [ (Configuration) ]>[t H—"&# (Sensor Management) ]> [aEH]
# (Certificates) |>[fE#HCTX A7 A & (Trusted Hosts) |>[{EfEHTE 574K A
F@3iEAN (Add Trusted Host) ] #i#R LT, AAf T ayvxrrer¥—%
BECTELHRAMELTEMNTSZETY, £iE, By —CLICR A
YL, ar74¥a2b— a3 %F— R&BIG LT, tistrusted-host ip-address
av REEATL22 b TEET,
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[Add Router Devicel/[Modify Router Device]. [Add Firewall Devicel/[Modify Firewall Device]. [Add Cat6K Device]/[Modify CatéK Device] % 1 7 O 4 7K

iy |

[Add Router Device]/[Modify Router Device]. [Add Firewall Devicel/[Modify
Firewall Device]. [Add Cat6K Devicel/[Modify Cat6K Device] % 4 7 045

Ry X

[Add Router Device]/[Modify Router Device]. [Add Firewall Device]/[Modify Firewall Device]. 7=
I [Add Cat6K Device]/[Modify Cat6K Device] # A 7 2 7R v 7 ZAZfEH LT, 7754 A% IPS
oY =0Ty X T T AL AL LTRELET, A7 0 TRy 7 2AD4FNE, BT 5
TNAADEA THm LET,
s [Router] : IOS 7 b7 =7 Jb—4 & Catalyst 6500/7600 7 /NA A, ZiL5HDT /3A AL,
L—hMilRE T By X T HFITTEET, V—FBLOAAS v TF TryF T 734
AWZONT (58 —=Y) 2L TIEEN,

s [Firewall] : ASA BEXOPIX T 7T A4 T A,

* [Cat6K] : Catalyst OS 7 h 7 = 7 %9217 L T 2% Catalyst 6500/7600 7 /31 A,

Je

B2k Catalyst 6500/7600 7% Cisco I0S 7 b 7 =7 %34T L TV 5 5A X, [Router] ¥ 7 CTF

A AZN—HF L LU TGBMLUET, [CatoK] ¥ 72T 34 AZBMLRNTLZE0,

FESF—Ya v RR

[IPS7 v > ¥ > 7 (IPSBlocking) ] RY I —TC, /v —% (Router) |. [ 74T VA —/b
(Firewall) ], F721d [Catalyst 6K] % 7 &R L, [ATOEM (AddRow) | RZ %7 U w7
T 50, BEFEOITEZEIRL CHTOME (EditRow) |RE %227V v 7 LET, 7ayxo s
RV =% < FIEZOWTIL, [Blocking] ~— (11 X—¥) R LT 7ZE0,

T4—ILEY)TFLUAR

% 5:[Add Router Devicel/[Modify Router Device]. [Add Firewall Devicel/[Modify Firewall Device]. [Add Cat6K Devicel/[Modify
Cat6K Device] ¥4 7 RS Ry X

BR B

IP7 KL A& FRAADIP T RL A, B—DHRA T RLAREENT-F Y FT—
JIRANRY S —FT =7 FOIPT L AEII4RTEATIT D0,
&N (Select) 1227V v 7 LTCUR NS TV =7 FEBIRT D0,
FREH LA TV = FERERLET,
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[Add Router Device]/[Modify Router Device]. [Add Firewall Device]/[Modify Firewall Device]. [Add Cat6K Devicel/[Modify Cat6K Device] ¥4 7 057K«

g R

LS

B

Communication Type

T X TN, ANDO T A AT BiEEA =KX ([SSH
3DES]. [SSH DES]. [Telnet]) ., 7 7 # /L ;i [SSH 3DES] T,

[SSH 3DES] %7213 [SSH DES] # %R L7285 1%, BEFOFR A K U A K
(T NA ZAZBINT 20 RH Y £9, BHMOKRZ FY A MIT /A A
BT A5 b F. 72 5 1kIX, IPS Device Manager (IDM) #{#H L C

to—icun AL, [RE (Configuration) |>[t > —&E (Sensor
Management) ]>[SSH]> [BEFID A A k% — (Known Host Keys) ]>[RE
FHDORARF—oBEN (Add Known Host Key) | Z#IRL T, 7 /34 X
7 RLVARZEBEMNMTSHZ LT, £id, o —CLlicr AL, =
V74X alb— a3 EF— RR&BALBL T, sshhost-key ==~ > N 4fdi ]
THILEHTEET,

NAT 7 KL A&
(NAT Address)

Lo —LTa X TN ABTNAT 7 RLABEH STV
A, B —DONAT7 RLZ, BH—DAKRA M7 FLARGENTZR v
NT—Z/FRA MK —FT V=27 PONAT 7 RL AL T4 FTE A
JILFET, EiE, BN (Select) 1227V v 27 LTIAMMMLAT V=
7 NEBRRTDINH LA T V27 b EERLET, NAT MEHA SN
ROWEAIET 740 3 0000 DEFICLET,

VA=A 4
(Profile Name)

T X T TR A~ TA NIRRT ST a7 A,
7u v X7 KRY =0 [User Profiles] ¥ 7 CZ D717 7 A )VEVER
THLERDY ET, £ LRWVE, IPSIIZDOT X7 T3 A
ZIEFICHEATE £ A,

Interfaces and
directions where
blocks will be applied

(#)
(L—X HH)

TayX o ERIIL— MIBRBIEHT 20N EOH 5T 3 A LD A v
H—T AR, ZORIZIFX, A1 F—T =4 R4, Fn, BILOIPST
RNAANT 8w F 7 ACLITHAAT L E D 3 % BETF D ACL DA RN
ERINET,

AUH =T x A AT, FBESNTZHAMO ACL 3T TIZRESN TS
HAlE. ACL4 % pre-ACL 721X post-ACL & L CHETAMENRH Y
£, £ LARnE, IPSICL > TACLAHIBRENET, ZhbDACL
7 m X ZICEFEA S, b— MlBRIZIIEH S EE A,

s A UH—T 2 A AEBMTHITIE, {TOEM (AddRow) ] A% >
IV L, NW—ETay A2 —T A ADEN (AddRouter
Block Interface) ] %4 717 K> 7 ZAZ A LET ([Add Router
Block Interface]/[Modify Router Block Interface] # A 7 7 7' 7K v 7 A

21 ~=) 2ZH) .

e A UH =T oA AERETHITIE, AV F—T oA AEFHIRL, 1T
OftE (EditRow) |R¥ %227V v 7 LET,

e A UH =T A AEHIRT HITIL, A F—T oA ZAZFRL, (T
ZHIER (Delete Row) | ARZ &7 U v 7 LET,
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[Add Router Block Interface]/[Modify Router Block Interface] 5 7 A5 R v 9 X .

LS B

Response Capabilities | = D)L —Z NEBIETE L7 7 gy, BEOT 7 a V2R IRT 5101
(L — 2 E ) Crl Z#ff L2357 Y v 7 LET GRIARRINZT 7 v a UnBERE
NTWET) . kOFT T arnbhE9,

[Z7wmr>Z (Block) ]: /b—#Ii%, RequestBlock Connection 77 3/ =
B LD Request Block Host 7 7 2 a 2t LT 7 v v 7 25EEET
TET,

o [L— hHIBR (RateLimit) ]: /b—# %, RequestRate Limit 77 =
XKL TCL— MR AR EETE ET,

VLANSs where blocks | 7' 11 v % > 7\ T T 2 M4BED I 5 F /31 2 FOVLAN, = DFEITIE.
willbeapplied (32) |VLAN % &, IPS 5734 237 1 v % 2 7 VACL ICHLAAT LED & 5
(Catalyst #-<L— |BEFFO VLANACL (VACL) ORISR S ET

T AV VAT A | VLAN IZ VACL 739 TIZREE STV HHA1E. VACL 44 % pre-VACL
EFTLTND F72iT post-VACL & L THRET HHERHY £9, TH LRV E IPS
Catalyst 6500/7600 7 | |= J: - T VACL SHIBR S E 5,

AR DE) * VLAN Z B9 512X, (TOEM (AddRow] RZ %27V v
L. [CatbK7 & v 7 VLAND;ENN (Add Cat6K Block VLAN) ] %A
TarRy 7 A A LET ([Add Caték Block VLAN]/[Modify
Cat6k Block VLAN] ¥ A4 7 7R v 7 A (22 =) &) ,

« VLAN Z#RET 5121, £ D VLAN 22K L T [frOMmE (Edit
Row) | R¥ %227 U7 LET,

« VLAN #HIBd 5121%. £ ® VLAN 2341 LT [TOHI% (Delete
Row) |R¥ %227 U7 LET,

>

[Add Router Block Interfacel/[Modify Router Block Interface] ¥ 4 7 OS5 /KRy o X

[Add Router Block Interface]/[Modify Router Block Interface] Z 4 7 1 778 v 7 A& LT, L—
B EFIEIPS TR v F LT TR AL LTRIESHTVAIOS Y 7 k7 = 7 Catalyst 6500/7600
TNWNARZ, TayXo T A8 —T =24 AERELET, PSEH =TI, 7ryF 7
TIva A v E—T oA AMER S NET,

FESF—Ya v RR

[V—% T34 ZADENN (AddRouter Device) J/[/V—% T /34 ADZHE  (Modify Router Device) ]
AATOT Ry I AT, f B =T 2 AEDFDOATOENM (AddRow) (|RZ %27V w7
THh, ROTEZERLTUTOME (EditRow) | AR¥ %27 V) 27 LET, [Add Router
Device]/[Modify Router Device] %1 7 & 77K v 7 A % B < FIEIZ-DWTIL, [Add Router
Device]/[Modify Router Device]. [Add Firewall Device]/[Modify Firewall Device], [Add Cat6K
Device]/[Modify Cat6K Device] A4 72 7Ry 7 A (19 X—=) #SHLTIEE0,
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Attack Response Controller T T Oy ¥4 & L— rHIBOHEE |

. [Add Cat6k Block VLAN]/[Modify Cat6k Block VLAN] %'« 7 O 4 7R v & X

T4—ILEY)ITFLUAR

5 6: [Add Router Block Interfacel/[Modify Router Block Interface] 54 7 05w 4 X

R

Ll

Interface
Name

IPSNT 0y X TIERATAEMNEDOHLNV—F EOA o F—T = A ADLHI,
N—FZIIBEEINTNDERY, ARz EfEICATILET (2L 23,
GigabitEthernet0/1 72 &)

T3 16

7 yX 7 ACL Zi#H 3 %1 ([In] £721% [Out]) .

Pre ACL
Name

Post ACL
Name

IPSHRT By X T T va R ETHEDIERT 7 ey 7 = b
VIZHEAT 5 ACL, Pre ACL IV 17 v &7 ACL ORIIZIBM S 41, Post ACL
X7 v yX 7 ACL DS L IEBMSNET, MOV T, L—F2BLT
AL v F Tayx o FALZONT (53—=) ZBRBLTLIEEN,

Evbh FRELEZLBTA, X —7 A ACACLEZRE L2841, [PreACL
Name]/[Post ACL Name] 7 ¢ —/V RKIZ ACL D4 i & FEET 2L EN H
DVET, FHLRNE, ACLYBA v X —7 A ANSHIBRENET,
AVE—T A REFHMETayX T A2 —Tx A AL LTk
BILTZBE, IPSIZEDA X —7 = A A/F51HTACL ZHI#E L £,

7y ¥ 7T 34 A% Security Manager CHEELL TW DAL, 7Ry ¥
TTNA ZA%RINL, [Y—/b (Tools) ]>[XED 7 L B =— (Preview Config) ]
BBIRTHZETACLAEZR TEES, A1 V¥ —T oA AFETIp
access-group 2~ K&K L, FAEHRLET, =& X, ROITIL,
CSM_FW_ACL _GigabitEthernet0/1 &\ 9 44 /i ACL 23, GigabitEthernet0/1 1 >
H—T oA ATEER S In HIISAEST D2 2 L 2R L TVWET,

interface GigabitEthernet0/1
ip access-group CSM FW ACL GigabitEthernet0/1 in

ZOBTIE, TryXx T A X —T x4 AL LT GigabitEthernet0/1 % In 5
MR ET B35 E . pre-ACL F 7213 post-ACL & LT,

CSM_FW_ACL _GigabitEthernet0/1 Z# % FHE L T 230, 1ZE A EDSGEE
I3, ACL % post-ACL & L THIEL 9, ZAIZ KLY AW IPS 7 1 v
FUTACLIZE S TEELLBRWNT 7 4 v I BRI S, ZD%, 7
0yX T TFAL AL STHDT 72 —ANEITENET,

[Add Cat6k Block VLAN]/[Modify Caték Block VLAN] %' 4 7 A4 Rw o X

[Add Cat6k Block VLAN]/[Modify Cat6k Block VLAN] # A 7 1 7' 7R v 7 2z L T, Catalyst
FRV—=T 4 VT VAT AEFITL, IPST Ry X7 T8, AL L TERE STV S Catalyst
6500/7600 7 /NA A, 7wy ¥ 7 VLAN ZaxE LET, IPSEUH—TiX, 7ryFxo 7
77 a I VLAN BMEf S nvE 4,
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[Add Never Block Host]/[Modify Never Block Host] 3 1= 1% [Add Never Block Network]/[Modify Never Block Network] # 7 R4 7/Kv 9 X .

Je

Bk Catalyst 6500/7600 75 CiscoI0S ¥ 7 b7 = 7 % F4T L TWAH AL, T34 A% Cat6K T
TR —2 L LTEMLET,

FESF—Ya v R

[Cat6KT /XA ADiBH1 (Add CatéK Device) ]/[CatoKT /XA ADZEHE  (Modify Cat6K Device) ]
AT TRy 7 AT, VLANT—T7 LD FOAFTOENM (AddRow) | R¥ %27V w735
. T—7NVOITEEIRL T [(TOME (BditRow) 1 RZ %27 U v 7 LET, [Add CatéK
Device]/[Modify Cat6K Device] A 7 1 77K v 7 A% B < FIEIZ DWW TIX, [Add Router
Device]/[Modify Router Device]. [Add Firewall Device]/[Modify Firewall Device], [Add CatoK
Device]/[Modify Cat6K Device] ¥ 7 a7 KRy 7 A (19 X—) 2L TLIEIN,

T4—ILEYITFLUR

%% 7:[Add Cat6k Block VLAN]}[Modify Cat6k Block VLAN] %4 7 O R 2 R

EEE S 5 BA

VLAN IPS N7 1w 7T 54D H 5 Catalyst 6500/7600 7734 A LoD
VLAN O#%, #fEiX 1 ~ 4094 THHETE, 7310 ATERIN TN DHHLE
N ET,

Pre VACL Name |[PS N7 0 v 7 77 v a v 2 EIETH-OIERT 57 ny X/ =

Post VACL ¥ FUITHEET 5 VLAN ACL, Pre VACL IX7 1 v % > 2 VACL ORIIZEN

Name &R, Post VACL1Z7' 2 v %7 VACL ®dH L ITBEMENET, FEMco

WCiE, VA BLIOAAL vTF Ty F T T4 ZZONT (53—
V) ABRLTLLIEE N,

Bk  VLANIZ VACL Z#%E L7234 1%, [Pre VACL Name]/[Post VACL
Name] 7 « —/V FIZ VACL D4R ZFEET D ERH Y £3, £
9 L7g\E | VACL 28 VLAN 22 GHIFRENET, VLANZ7 1y
X AE =T oA AL LTHRELESGAIX, IPSICL->TE
@ VLAN @ VACL 2l & E3, @i IL, VACLA4 %
post-VACL & L THEE L 7,

[Add Never Block Hostl/[Modify Never Block Host] & 7= (& [Add Never Block
Network]/[Modify Never Block Network] 54 7 Q45 7Rv o X

[Add Never Block Host]/[Modify Never Block Host] ¥ 72 13 [Add Never Block Network]/[Modify Never
Block Network] Z A 7 0 7R v 7 Z&AEHA LT, 70 v ZORBITLARVEAR R FEITR Y
NY—=VZ2fRELET, FATRITRy 7 ZADAANE, RANT RVRERY NU—=7 TR
LADOEL L ZBMNT50%E R LET,
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. [Add Never Block Host]/[Modify Never Block Host] = =& [Add Never Block Network]/[Modify Never Block Network] 54 7 045 Rv o R

T RVAZRETDFY NI—T/HRANKR) —FT V=7 FOIPT RVAET-3401%2 A
FUET, (IR (Select) 1227 Vv 7 LTV R RMNOAT V=7 FEBRIRT 50, HLWA
Tl PR T AL TEET, 7V FEARIRLESA, A7 V=7 M)
REATOT N E1DOEDHIENTEET, FANT RLAZIFEH 7Ry b w270
b FEHAN (72& %21310.100.10.1) . XY FT—27 T RLRIZIEITAIZ RSV T (L x
1% 10.100.10.0/24) .

FESF—Ya v R

[IPS7 v > ¥ > 7 (IPSBlocking) |AR Y > —T, [F a2 v 7 LZ2WWA A~ (Never Block Hosts) ]
27 EIT[7Try 7 Lk y hU—2 (Never Block Networks) | % 7 Z#R L, [{7D:EN
(AddRow) 1 R¥ %27V v 7350, BEFEOITEZRIRL T ATOME (EditRow) ] R ¥
7YV v 7 LET, RAMERY FU—=273HlxORIZY A bEnD7d, BIORIZ BT
FoNTWLIRZ %227 w7 LTLKIES, 7uyF 7 RY) r—2< HECOWTIE,

[Blocking] ~=*— (11 =) BB LTI EEW,

[l Attack Response Controller T T 0y ¥ >4 & L— FHIRDHE



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



