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Eo R Yy RERERET A —, UFEBRLET,

« BINL 72—V DHDIEHRZTSFT 2551F, b—/v (rules) 1 47> a v

ARIRLUET, ®EOLE. 27 a st REEOMEB 0L —VICE
WY DITEZBIRLIED . ZANFEERL T4 NZ ) T ENTZTRTO
N—NVEEIRLTCY TEET, by E BTN LAR— FOBRIBRFIZWT 7
DATRBER SN TWIZIGEIEL. TR T 740 e £,

s TRTCOMAENL—IL, FHEL—L BLOar—h A —xtd by b
vy N ERAET AT, [T TOA— (AllRules) |#BINLET, 47
> a3 Ui, [Policy Selected] 7 4 —/L RTHE SN TWHHEIPHICIEE S VEH
g

bty AUy b LAR— FOBRBENCL— VB RIR Lo 2B, 2047 s
VIR RERIRATREIZ A2 D T,

Fetch Data
From

RONTNDDA T g @I, [Ey h 72 FOEH (Refresh Hit Count) ]
7V LET,

« [T /34 A (Device) ] : Security Manager |£7 /XA Anb e b oy ME#H
7 xvTF L, [77EAL—AHRY T — (Access Rules policy) | ~— U IZ[A]
UldlaR R LET, /S—T 3 4.9 LI, Security Manager |3 ASA 35 LY
ASASM 7 /3A ADT —H_XR—=RZk v M ATy MEREREFELET,

* [/ (History) ]: Security Manager X, #¥iED ACE DiHiDE v v
MERET —H =R (v bATY FORERE) o7y F L, [T7EA
JL—)LR Y v — (Access Rules policy) | ~X—IZ[A UfE@®AE TR LET,

pe
=TT I T AT AR DLEA. By MUY T —# X Security Manager
T B R ARFFENET A, T OMREIZ, ASASM/ASA /N— 2 83 LD
IPv4 7 7 & A/L—/)L 3B L TN ASASM/ASA N—2 3 V90 LI D=7 7 4 KT 7
Y A= L THR— F &N TWET,

[T/3 AT —H %7 =T (Fetch Data From Device) |23 [ L7z /L—/L

(Rules Selected) 14 7Y 3 VIZESWTWAEE, By MUY MERVHR—F
ITAEMNCRY EH A, By MUY MREFVAR— NI, [T AN T —4 %
7 = v (Fetch Data From Device) ] T[T -XT®D/L—/L (AllRules) |47+ a v
RN TG B ORI E7,

JBIENST =5 27 =y F LIZHAIC, [BEy FA T R (HitCount) ] DfEAE
B DY, Security Manager 1%, /L—/L D[k v b7 MEhE (Hit Count History) ]
ISV TA—ARBLRNCE v b LENE I DERR L, XIS 5HaFR LE
9, Security Manager 2NEEN L LRTO B v FOEEZ RO 6204, [BEv b
# > ~ (Hit Count) ] DfEIZPE & LTERENET,
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722 L—roangrozz [

TR IL—ILOFDEARDHRTE

TIEAN—NVEBRBIERT L EE, Xy NT—T~O—FRT 7 v A2 5 2 &
T, HExIE FEoTn Y7 hOMMTIC S~ =T 7 v RAEFATELONRT 7k
AN—VERETDHELET, ZOHEG, Tuv=s FOETRHIET 7' A2 —/L & HIkk
THZEBRBENTT, L L, TZ7EANL—L AKX RBIZONT, VA NOE
AN, EOL—1NE b0l LTERELEZMRZ TV HENRL 2D £97,

ZORBEIZHILT D722, 77 v ABANCAMEZRETEET, AIPIREZRESTHZ
LR, =R TRL D HFEZFIE TE 9,

BNHIBRIZZE T vl gE7e H AT, BIRRYIANIC 72 5 72 /L— LAY Security Manager (2 & - THIBR S 41
HZ I ERA, VT, HMIBYINIZZ >7285E . Security Manager Ti, #AREIIZ
7polz—® [HRH (Expiration Date) ] 77 7 A [Expired) &9 KFNFERINET,
[WIFR A (expiration date) ] 7 4 —/b RIZHEASNWT, [7 2 AL —/L (accessrules) | —I %
TANB Y 7 TEET, 72& X, Texpiration date has passed] T7 4 /L&Y T $ 5L
HIREINAC 7R 2 72T _RT DO — LN TR ENET,

N VBB TR e o T2581%, TOA— LV EHIERTS (F27 U v 7 LTHTOHIER (Delete
Row) ]ZIEIR) 7, 23T 4 v—7 izl (B2 V » 7 LTERME (Disable) ]%&E4R) |
TOHLETRELT A ATHRATEET, BMIV—1AET =T MILTBNT,
D= & TURBETE LDNoTc L EDTEDIT, TON—VE Ny a~v—JNER>T
FRENT) T ML TBITIE. V= V2 EERT AR ASNTEET, oS
E. = A X =7 ML (557 Y v 27 LCHEEME (Enable) | Z1EIN) | 5REL AR
L2 T,

BNWIRZFRET D & &2, BEREDBITO ZENTEET, ARMIRMNESW & (i@
EZFLEFA—NT FLAZERELET, V=i T 20 M2 52 57202, EFA—
VDA =V DREAPOAENIRE CORAELIEETE ET, BHRTEITIE, ROT
BEHERET ([Y—/v (Tools) ]>[Security Manager ¥ (Security Manager Administration) ]>
L= DOAEZNIRE (Rule Expiration) ] ZER L T) REINTZENANINTWET, $E
D= UK L CHIDREE AT TEET,

=L DB AZRET DL, ROFIEZEFTLET,

T LVIL— VBB T DA, Ed— LA RET 58813, [Add Access Rule]/[Edit
AccessRule] A4 7 7R v 7 A (18%—) D [FEMERTE (Advanced) |[RZ &7 U v
7 LT, V= LOEIMRORELR R LET,

c BEFON— NV DEEIE. V= REE IS, AOMIROBREZIBME/ZITMmE TE
F9, L—L®D [HRH (Expiration Date) | &/ & 457 U v 7 L, L—LOHRH OHE
(Edit Rule Expiration) ] 2R L £, #HEOITA2RNL T, R CL—VARMIREZHE
TEET, FEMIZ OV TIL, [Advanced]/[Edit Options] # A 7 2 7R 7 A (23 X—)
EZRILTLLEEN,
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B 77txavro—n Ry o—srnks

FEIEE
* [Rule Expiration] ~X—3

e T U EA JL—ILDOFEE (8§ 2—)

e

79X arbcA—J)LRY O—HTEDIEE

X2 VT AT RA AT 7 BRI A MCEA SN S EIERRELXHRETCEET, Ih
HOREIL, TIZEBANL—LRY) o —L L HITHRELET, AV F—T A AL NTT 4 w7
FHDOEMAE DRI LT, F721FASARI+ T /31 A TlE /v — L ACLIZxE LT, JH
D ACL 4 % ETE LN EETY, PIX, ASA, BEXONFWSM T/34 ZDGA X, AR~
1 — D KEF L OB#EF 5 Syslog @ bl T £97,

F72. PIX. ASA. BXU'FWSM T34 ZADEFAIE, 22—V HEAO X 71— Ka[Fg ACL 3
T ENDEIIA V=T 2 A RAERETHIEHLTEET, 2L, AAA Y —NT
=P R—ZADACL ZHTEL T, T ATEEINTWNA ACL 2 LEXTEFEJ,

N

(GE)  SecurityManagerd.4 MDY J —Z L ASA D/R— 5 9.0 LT, IPv4 7 27 & 2 & 1Pve
TV A ERET D ODOREOR—IRNHEE SNE L= L. FLLET DA —
T a ® ASA TiL, IPv6 s EHDOEBIOR—Ung| &t nE 3, LLTFORHA
X, FFCHIR SN TV AHEEEZRE, TR TONR—Y a v OX—VICHEHA SN E T,

REEIE B
e T U EANL—ILDOETE (82—

ATY T RONTNNETFAT LT, [Access Control Settings] ~<—3 (31 ~—) & T,

s (TNRAARE2—) RV —v VLI XL [77A4T 74—/ (Firewall) 1>[i%E (Settings) 1>[7 7
£ Al (Access Control) | (F721X[7 7 A 7 74—/ (Firewall) ]>[iXE (Settings) ]>[IPv6 7 7
& 2 Hilf#l (IPv6 Access Control) ) ZEER L F9,

s (RUv—ta—) RUT—FATVVLIENL[77A4 T U4+—/v (Firewall) |>[XE (Settings) ]
>[7 7 &2 A (Access Control) | (E72IX[7 7 A4 7 U4+ —/ (Firewall) 1>[fXE (Settings) ]>[IPv6
7 7 & AHilf# (IPv6 Access Control) ) ZER L ET, BEFORY O —ZBINT L0, F721TH LVAR
Vo —zERLET,

AT T2 X=VOEHTTa— VR EEEELET, PIX, ASA, BLOFWSM 734 ZDOEE1E, BUEDOHER
7 v — D KEE L OBIH T2 syslog Bl Z EHTE 3, ASAS3I LT A ADHFA, A7 V=7 b
T N—T R % A X —7 /W LT, Checkpoint 2> HEBT HFED ACL /N7 F — < » A& b TE £7,
L. ZOBREVHERIND DI, T3 AZAE D ORIKIN S 555721 TT ([IPve 7 7 & Al fH
(IPv6 Access Control) | — Y CIMEATX EHA) .
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[Access Control Settings] X— > .

INHDOBRED BRI ER, BEXOWACL a2 /A VE Y R— 57T v b7 4 —2IZO0TI,
[Access Control Settings] ~<—3 (31 X—2) ML TV,

ATV T3 ACLAERET DA X —T A AT L, Flolda—W—HALDO ACL A X—T VT HA ¥ —T =
AAZEIZ, T—TNAOFO [ATOEM (AddRow) | HR¥ %27 U w2 L, [Firewall ACL Setting] % A 7
nZ Ry 7 A (348—D) IEEANLT, AV FZ—Tx2Af A AL H—T 2 AT —TMBIMLZE
To WOBREZBELTIZE W,

cACLAZHRET D L. TOARPFFEDA LV F—T 2 A ABLOFMICEMA SNET, ARiEEEL
TWRWA U —T = A AL T OAEDHEITKR L TIX, Security Manager |2 & - T A7 LAAERKA,
DERLSIVE T,

e F7-. ASAB3+ T A AT, /' — 3L ACL DARTBIEETE £,

VA NNOBERFOT Y b ZFETDHI21F, £Ox> U ZRRL T [{TOmSE (EditRow) %227 U v 7
LET, £72. VA MNO= > b ZHIBT 5120, [(TOHIE: (DeleteRow) %227V v 7 LET,

[Access Control Settings] X—

[Access Control Settings] X— Y ZH LT, 778 A L— LRI —L L Il HH%EH
ELET, N7 =~ ABIPaF I OEREEZHITE L, &1 ¥ —7 = X3 L TACL
HERETEET,

N

(G¥)  Cisco Security Manager4.4 ® U U — & & ASA D/3— 5 9.0 LIBETIE, IPv4 B L OV IPv6
77 A EZRET HIZOOMEBORY = F TV b A SivE LT,
DEY ., IPVA ETIPV6 T FL AL HDHWEI LT DT FLAZELL B TE 5 —#
DL—AZ72 0 £ L7272 L, ERLLRTD/S— 3 D ASA Tl IPv6 i EH O fE B D
N=UnglEpERftInES, GHEMIZ OV TIL, Cisco Security Manager 4.4 TD7R Y
ATV POEEEZRLUTIEZEY) o UTOHMAIE, FICHLIA TV
BERE, TRTON=Va v OXR—=VITHEASNET,

o T, ZNHDOREDELINL, BEDTNAA RAAATELIZY T b =T R_R—=T g 22T
WHINET, 7 aEZREL, PR—FINTWRWT NS A XA TR v —% 5 A
L7ZHE. TNOHOYR—=FENTWRWT AL ZATIEFOL T a URNERINET,

FESF—Ya v R
T 7R AR 2R <R ROWT RN EFITLET,

s (T/HAAE2—) THARAEZRINL, RIZHRY —B VLI EZNL [TF7AT 24—

(Firewall) ]>[&%%E (Settings) 1>[7 7 X #lf#l (AccessControl) | (£72iX[Z 747
4 —JL (Firewall) 1>[8&E (Settings) ]>[IPv67 %+ R &l (1Pv6AccessControl) ])
TERLET,
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T7ATI+—ILTIERL—ILOEE |
. [Access Control Settings] X— >

« RUv—ta—) RU—FATELIZNL[TFATI4—IL (Firewal) |>[5&E

(Settings) ]>[7 2 A #lf# (AccessControl) | (E721X[Z 74 72 4—JL (Firewall) ]
> [$%E (Settings) 1> [IPv67 o X%l (IPv6 AccessControl) 1) ZERLET, HlL
WR Y —%1ERRT 20, EREBEFEORY —%8IR L F7,

s (v TEa—) TRARELEIY w7 L, [Z7AT724+4—ILR) —0OHKEE (Edit
Firewall Policies) 1>[7 ¥ X%l (AccessControl) | (£721X[Z 74 7O+ —ILERED
#w& (Edit Firewall Settings) 1>[IPv67 ¥ & X%l (IPv6 AccessControl) 1) Z R L &
‘j‘o

BEIRE R
TR b= RY —REDOHEE (30 X—)
e T U B A NL—IUIZONT (1 =)
« FNRARAEEDT 7 A L—LDOBEIZONT  (52—2)
« TV RAN—IDT KL AEME L OL— VOB FIEIZONT  (63—)

A H—T A A =)L I T2l MIDONT

T4—ILEYITFLUAR

%= 5:[Access Control Settings] XR—

2% £ EA
[FIIRF 7 & — D e KA TN APMERTE DWATIHG 7 v — DRI, 735 AR
(Maximum number of DOIIZET D &, syslog A »E—106101 ARSI NET, £
concurrent flows)  (PIX, HT 2 MEDH HHEPHIT, 7 A THEHAFRER 7T v a A
ASA, FWSM) FVDORESITE-TERY T,
([IPv6T 7 & A4 (IPv6 +64MB LD KE W fEHIZ1~4096 T, T 74 /L MiE4096
Access Control) 13— 121 <7,
RRINEREA)

«1I6MB XV KEW : fHIZ1~1024 TT, T 7 4/ ME1024
<7,

<16 MBUAF : flHIX 1 ~256 TF, 574/ E256 TT,

Syslog ffl@ (Syslog interval) JZﬂF:L VT4 TTI7AT VAPNER 7 0 — O KMEIZE L= 2
(PIX. ASA. FWSM) ZEIEG 7 syslog A v —0 106101 &A% 72 D DFEE
, Fﬁﬁmo 7 v —ORKIEICE LZSA, &EBO 106101 A v
IPv6T 7 & 2 I (IPv6 .
([IPv %JJL(\\ ,V U DIREOREDRET S &L 2106101 A v E—
Access Control) J = USiE] 0 e ST 1T 1~ 3600 3 U BCF, F7 4 kI 300
FRENETA) ot - IR R
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[Access Control Settings] X— > .

LS

B

Enable Access List Compilation
(Za—3)1)

(IPv4 D&, [IPV6T 7 & A
ii|f# (IPv6 Access Control) ]
NR=VICHRRINEEA)

TI7EAVARNEA L NANTLHNE DN, AT 5
&L A XRDORE I N—)L T —TIIVOHENERICR ) £,
IRAMZEKY, TRTO ACLIZHTHHRY v— —5
JORT p—=r ANFELINET, L, T3 LR
PHR—FEINDHEHRXDOT T v b7 +—L2OEIFRDO LIRS
nTunxEd,

o JL—& (T a— NLEREDI)
I TN7500

7120, 7140, 7200, 7304,

*PIX63 77 AT U —)b (Fa—r)L B — REHEIIA
H—"T7 = A AHAL)

ACLIZ, 77&A U A MEZEDOEN 19 LLETHHHEEITTET
AR ENET, RIS MY ORKEIL 16,000 T
7,

TIRAVA RN RA VT BTN, T3 Ah7e &b

21IMBDAEYNKLELRVES, 727EA VA IDa LN
A JWUiZ. Turbo ACL & & IEIZIE T,

Enable Object Group Search
(ASA 8.3+)

([IPv6T 7 & A4 (IPv6
Access Control) ] ~<—121%
BRINEHA)

ASA 83+ T NA ATH TV =2/ b INV—TREA X —T )L
WZTHMMEI M, UKD, AT V=7 b I —T E R
FTIZACL X7 4 —~v A&t C&EET, A7 V=2 87
J—TWFRILEIZ, Checkpoint 7> 5 ASA ~DBATRHZM XU
FT, TAARIAEVHKINRS DG5S (0F 0, BEPIC
FURRRELTND EDhSTHGE) 1, Zhick-TT7®
A =)V OFINKIBIZHEMNT 5 LR £7,

AT N ITN—THREA X —T M LT=%54A . HitCount
V=AML T — Va5 2 SIETEET A, BEIL
ZOMRER A F—T NI LN T EE N, bz, L—b
WAV —NEFEALTT 7 EAL—AEfEN L, TTDOA
VH =T 2 A ATET HL—IK LTI o —s 0 —u
AT 2R LTIEIN,

FTV 2T NI N—TRRERD
L ZVMEDOH N (Enable
Threshold Object Group
Search)

(IPv4 D Fx, [IPV6T 7 & A
#1# (IPv6 Access Control) ]
NR=VICHRRINEEA)

FTV 2T NI NV—TRRIBEDO L EVERIREFH T BT,
ORI RAEF AT LET, T 74 FTIE, LEWEITA
T 72> CTUWER A,

T7AT704—ILTIOERIL—ILDOER .
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B rirewan AcL setting] 54 7SRy & %

2% HL:L

[7 7 & AHIH O E ZOT =T MIIE, R AR ET DA U F—T = A AN
(Access Control settings) | |[/RSANVET, [ ¥ —T = A A4 (Interface Name) |1X. &
T—7 ) DAVE—T A AENFIA L F—T oA A —LERLET,

F7-. ASA 83+ F A A TOHF a— 3L ACL REDEEIT.
[ 2 — 3L (Global) ] T,

ZOT—TNEMHT S & Security Manager IZ KD VAT LA
4 O BERRE 21T WIGEIZ, ACLICARTI AR E TE
To ZOAANE, A F—T A A5 U TAERR S IV FREE S
M ACL \ZJ#H EvEd,

a—HP—BENOF 7 a— RKe[EACL, 47V =7 T —7
MBEBIOACLaZ Y RA I LT, A v F—T = A L~L
DREEITOLEHLTEET,

T IR AKIEDA o H—T = A AFRELBINT HITIE, [T
DiEM (AddRow) | HRZ L ZT7 Vv T L, [Flrewall ACL
Setting] A4 70 /Ry 7 A (342—) ICAHLET,

T VR ABIHDA L H—T oA AREERETDHITIX. A
V=T oA ARELEIR L, TOMmE (EditRow) ] R
By LET,

s TV RAGIDA L H—T = A AFEEHIRT HITIL, A
VH—T 2 A AREEZFRL, [ITOHIEE (Delete Row) ]
RN H7 Vw7 LET,

)

CE)  CSMiZ. ASAT A ZDHIFBRA T a v 2R —FLTWWERA, CSMIZ. ZHRY
VINELLHELENTWRNT NS, ZATRESIN TS CLLEZRELEEAL, Zh b
@D CLIZY A — Fxf4E LTI, CSMRBETEEINERA,

>

[Firewall ACL Setting] ¥4 7 O 45 Ry o X

[7 747 U4 —/VACLEXE (Firewall ACL Setting) | Z A 70/ Ry 7 A&EMHALT, ¥
V74T NARAT 7 RANL—IVR) =L EBIEH]TL, FFEDA L E—T A A, AV
H—TxAf A —)L, FF37 0 — L —LOREEITVET,

FESF—2a R
[Access Control Settings] ~X—3" (31 X—) IZBEL, f{ v H—T = AT —T LD TFD [{T

OEM (AddRow) | RZ &7V v 7350, 2T — T /VNOIT2RIR L T [4TOHRE
(EditRow) | A& %7 U w7 LET,
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ESPEREY=]

[Firewall ACL Setting] % 705Ky 5 2 [

TR A b=V RY —REDHEE (30 X—)

e T U A J—JUZHONT (1 _—)

« S — )L T I B A JL—ZONT (3 R—)

e FNRARABHDOT 7 A JL—)LOFWEIZOWNWT (5 2—)

e T U EANL—NLDOT KL AR I OL— VO REITIEICOWNT (62—)

e AfH =T A —)LF TV xT MNMIDONT

T4—ILEY)ITFLUR

% 6: [Firewall ACL Setting] ¥4 7 A7 Ry X

BLL]

E-E
A B =T AR
(Interface)

Global (ASA 8.3+)

BEOKNBNEHEEDA L X —T oA A (FFA X —T =1 R
o—/L) M. HAHWVITASA 83T T AL AD T B — 3L )L— )L
PHRELET,

[ >4 —7xA A (Interface) | ZIBINL72HEIL, RETDHA
VH =T 2 A AETNFIA VA —T =2 AR —)LOL4RETRE L E
T, LRTEATIT D0, [EER (Select) 1227 Vw7 LTY AL
INHEIRT D, FREFH LA T V7 FEERLET,

[Global] Z#R L= 8418, 70— L ACL DARTERET 54
TrarLlhrbh A,

A ARy

AVHE—T A A%@EBTDNT 7 4 v 7 DFm (A (in) ]
FE [TV (out) 1), FREPEBRTDEHEE, FELMEIT
ZOHEICETEA SN E T,

ASA 8.3+ T /31 A TlX, 7 m— VL ACL @ AILHE 2 [in] T
R
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B rirewan AcL setting] 54 7SRy & %
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LS

Bl

2 —H—iEFKD ACL 4
([IPv6 7 7 & Al (IPv6
Access Control) | ~X—1Z
Fxv IRy T AIFRRS
gy

ACL Name

ACL IZARIZIEET HNE DD, ZOF T a v @RI LI
G BERT 240 AN LET, 2L, A X —T A RET
B DFAEDEITK U CTER SN ACLIZHEA SN ET, 400
i, TA A LT—ETHHIVLERHY 7,

ASA 83+ F /34 A TH 10— )L ACL ICARIZRET AEA. F
Fa VITHBMIOBREN D=0, BRIOLRTZ AT 20T
<7,

GE)  T77ATUF—I—LDACLLN—ETHY ., Policy
Object Manager TEFSI/Z ACL A7 V=27 R EEL
ARTTIRNT E AR LT IEEW, B OW T,
TrEAaLryrar— LU A NF TV =7 NOEKRES
LTI 7ZENY,

AT E R E LR o T2354571%. Security Manager (2 & 0 HE)HIC
AN SIVET,

Enable Per User
Downloadable ACLs (PIX.
ASA. FWSM)

([IPv6 T 7 & AH#lIH (IPv6
Access Control) ] ~—|Z

FERENEEA)

Z—HHLO ACL DX 7o a— REAf X —T L TA v X —
Tz AALDACL % EEET 500857, =—H ACL I,

Security Manager TR & SN DD TIER <, AAA P — R TRES
NET, 2—WHMNDO ACL BNRWGEAIL, A v Z—T A R|Z
RESNTWAT 7 BANL—=ILN T 7 4 v Z7ITEAENET,

AxX &
ZOFTFralE, NI T4 v 7 DHEMMB[A L (n) |OHBAI
DI, FRESNIA LV H—T 2 A ADT A A THREESNET,

Enable Object Group Search
(PIX 6.x)

([IPv6 7 7 & Al (IPv6
Access Control) ] ~—|Z

FFERSNEREA)

PIX6x A v X —T 2 A ATHT V=7 W ITN—THRE A F—
T THNE I D, A X—T T DHE, A XDOKEWVACL
PRS- DOF S, 2D AT Y BEEND R 20 F4, 1277
L. A7 V=7 F I NA—THmBIZE T, &3> FTOD ACL
BB A2 D7D, N7 —< AL ET,
FERIIRKERAT V2V NINA—TBEET IS, 7=
J N IN—T B WL ET,

EX b ASAB3+TNA AT, AT V=2 b I A—TRED
X EIL. [Access Control Settings] ~—3 (31 ~X—)
TITWET,
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aosegtors [

E%x S5 BA
Enable Access List PIX6XTNA AT, ZOA L EZ—T A AFLOT7EA Y XK
Compilation (PIX 6.x) A NA T D) E 9) 73>0 el @E&Hﬂ? . [Access Control Settings]

Access Control) | X—IZ |[ACL # 2 3A VT 5 E . A ZDOKE UV L—)LT —T )L DAL
EFERREINERA) BNEHEICRY, A B —T A ZADRY —)L—)LEB LU
T v U ANRECEINET, ACLIX, 77 A U X MNER
DN 19U ETHIEAICETar franEd, #iish
Ly b OfRENT 16,000 T,

TIRA VA NEaL A NNT BT, TR ES
21MB D AE U NBNMEL D F4,

BEESRHEOER

Security Manager X, 7 7 & A /L— L) O BEIB AR EEEZ 4L L 9, BEmAHRIEZE
AT 2E, T78ALV—LORY y 7 ZFHEICEET, BEFSHRLAARIC &6&\77
T A= VRY =MD — L EEEE IR AET DL — RS nE T, ZofFHsy
LT, HIbR, B8, E72I3mENLERLV—LZRELET,

Z 2T, IRONBIZOWTHAL £,
s HEIE ARV T (37 3—)
s HEIBAMHO 2 —Y— 4 X —T = A XZHONT (39 =)

s A ORRER (44 R—2)

BEIHSHREICDONT

Security Manager (21X, RNERITUR EITEME LT — AV ZRET 2 OICEL- B BB A
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VE—=T 2 A ADWERERE LTREHERD RS E T,

T 7 AT T A=V IL—LDRERIFOFR Y NT—7 TV = b 7T —T D b O
o TRy NI—7 ATV = b I N—T b A X —7 M LT=5A . B e v
AT MEBRPE LR VATREMERH VD £7,

BB OT 7B A — O HEEGEE (602—) OFBAICHE > TACLEIL & A F—
TMZLTEESGE, By R ATV MERTOT AR ANET 787 A )L—)L~D ACE D~ v
FUTICRERH D AREENH D ET, DD, TI7EANL—VERIRLEEXIZ, £
D= T DI T MERDBFBONRNZ ERHD 7,

*FQDN v T —Z/[FRA AT V=7 MIERINET, ZhbD4F7V=7 FOk v b
Yy MERITES TEX EH A,
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TFATIA—ILTIERL—LOEE |
B oo rosmors

by MDY M EERAE Y PRERIOERIT, 73 2AOFEBRICZ U7 SHET,

R UNA—NNERITR2 DNV VNOBE-INTZ ACEDE » MUy NI, FIZ 01T
EESNET,

L& B
vy b BT b LR— MZIEROFIREFEERH D F9,

sk M BTN VER— NI, TRAARAZEAETT, ZOLR— NI, T34 A 22—
5O, —HEIZ1DDTFT AL A LTERTE ET, LKR— MEAERT RIS, 731
AR —%RETLHILENDY £,

*ASA 83+ T NARATHT V= b I N—TRF%EA —7 /W LI2%E 1. Hit Count
V—NEFERATEEYA, AT V=T N T—T IR, [Access Control Settings] ~—
(Bl ~—¥) THRELET,

*FQDN X NU—ZJ /KA NET V2V NG — L E@RINTXETH, o047
VxZ Mity MUY MOBRTITERINET,

FEF—2 3R

(FTRA A 2—0D&H) [Access Rules] *— (12 X—Y) T, 7—7/LHNDOL—/LD [t v
FA >k (HitCount) JBAZLHZ Uy 7 L, [by b AT FOFEMAZRESR (Show Hit Count
Details) ] Z&IR L E£7,

[B> MU w 2 hOFEM (Hit CountDetails) ]V ¢ & KU, 727 A /L—/LT =7 /LD FEICZ
RAELTHEET, 4 MAAR—OHEMIZH D BB (expand) [RZ %27V v 7 LT,
by Uy hOFEMERIOY 4 RUIWZFRRLET,

&R R
e T U EBANL—ITHONT (1 =—)
« T TN AT ABLOI T LR L O
cHT Y ATV = b O

T4—ILFUIT7LUR

R 7:[ACEE vy b ho 2 ~DEEHE (ACE Hit Count Details) ]2 « > =7

% 5t BA

BAT L by MUy MEROERRGEE LT, [BRASZT—7 L
(Expanded Table) ] £721% [KEBHPDACE (Raw ACE) ] Z®&{R T
TFET (ENETNOFHEZSI)

oun
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v tavy romors [

LS

B

BEESNTZT—7 L

IO a2—ZiE, 2OV RUZHWZEEIZ [T 7 EAL—L
(AccessRules) 17—/ ([AccessRules] — (12%—7) )
TERLIA—No7 7 A A b= U (ACE) Ot k
BTy MERREREINET, R —%T A R BRI X
2T 7' A JL— UL Ko THEED ACE BNER S NT5HE, 20V
TR D ACE RN E s x4,

ZOT—=TNDINE, [T 7 v A/NL—/ (Access Rules) ] 7 —7 /L
DFNEFE L TWETN, —LCEHEENTWDE Ry hT—27 /8
AN, Y—VER, FHEFAN VHX—T 2 A=V FT P77 bD
RbHVIZ, ACE TRESNTWAREDT — X NEENTNDHE
BNHY ET, 7277 L. 10S12.4Q0)T LABEDTF /A 2 IHIS T, A
TV RN _XAVOT =X RFREINET, £72. ACE 25
2 ACL DARTH KRR INET,

(2257 (wa]ﬂ 2, BOEFLUKED ACEIZET ey b D
v NDFEGNFERSINET, [HitCount] 7 7 AZiE, L— /2K T
IZ72 < HEED ACE I3 Db v MIMERINFET,

ZOT—=TNDOBFNZONTIE, [T ey b ATy FOFEM
(Sample Hit Count Details) ] 7 4~ K7 (50 ~—2) &ML T
<TEEW,

Er b EEOHEZFEKICY — T HI2E, Cul ¥ —2 L2205
FRHLAEZZ Uy 7 LES, Y—RFTEDLH 7 LI
[Interface], [Direction], 3 & T [ACL Name] LASAD F T L
<9,

REFDACE (Raw
ACE)

OB a— . [BEv FATZh (HitCount) | & [EKEDE v b

53] (LastHltTlme) 1 Ebiz, T/ EAFEE N UIZHT 55

B2 CLI NFERENET, T3 2 3~ Rzl 25 5ER

TWHEGEIE, ZOFHRMEHEHA LTI ZIN,

DT =T NDOFENZONTIE, [T vk y M w2 SOFEH
(Sample Hit Count Details) ] 7 4~ K7 (50 ~—) ZZM LT
<&,

TEEY,

GE) =T =349 LK, Cisco Security Manager Tl&, [JBB &t 727 — 7/ (Expanded

Table) ] & [RIEBADACE (RawACE) | 47> a Tt v MUY hDOEREAEERR
@& % #k (Show History) [ V> 27 %27 U7 LT, HLWVWY 4 K
ity MUY NOREREER TR LET, ZOH LW [y MUy NEREOEM
(Hit Count History Details) 17 1 > Ko IZi%, [k v b > b (HitCount) | & [&
#%oe > MR (Last Hit Time) ] DfF@MARRF SN E T,
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TFATIA—ILTIERL—LOEE |

B 5ooneyrnys koM (Sample Hit Count Details) 179 1 > K

[ TILeEy FAD 2 FDOEH (Sample Hit Count Details) 17 1 > K

9

by "I RNLR—FEAEKRLT, 77 EBAL—LRY S —HNOZL—LN T T 4 v 7T
— BT HMERHWTEET, LA A —T A A =L EFEH L TL—ILEEE
L. B—DEEDOA 2 —T = RAZHEAEINTZGE. 7T 78R — /LD Access
Control Entries (ACE; 772 o ru—/L x> hY) S LTCREBRENS L., EBEEN/-ACE
TEifERloe v R AUy MERSFETREINET, ZO vy N vy MERIZIE oA
TDACL (7 T7A <y T EIZAAALV— LV THERIND ACL72E) OF vy MIRIE
A,

ASAS3() LAED T A R T AT 7 AL— L DEAE, E v By FLR—MaE, 7
T AN—NVERY =N T 7 4w 7 ICREICHEB SNZRA LRI NE T, ZOFRIT,
DR > —DERIZL > TEEXWWI LN AREEOH 5V — VAT 2 DICESL L E T,

bty N BTy MEREFHT AL, T7EBANL—LOT NNy ZITESILET, ZOEHRIL.
by RLEZERZWY (DFV, RETHDIHH), £IXACLICBT H2EBELEOE N L—L L
HEL TWDAMEERH D) L—0, HEIZE Y N5 (DFD, EDBXLER) L—IL%
AT A DI B E T,

ROBMNZ, By b AT ViR— OB L IFEROBERTEZRLET,

K3 ESNTET—T L (1X=V) iE, T7ANV IO 2—EZRLTWET, E¥5
DT =T ML, T EBAN—)L R —RNIHFETDHLV—ARN - EFREnET, +
NRTCON—=VNERRINDID, FIT VR — FOERFNIER LI — L2 RnEREN
FT, V—IVERIRT D L. FON—UIX L TT /A A ETYERR S 47z ACE 23, 7+«
YRUDOTYORMENET =7 VAL BERRINET, BIICLA— FER L,
BEHEINET—TIMC, FPESOT—TNARIC—EERINTWVATRTORY 2 —I12%t
T35 ACE NFE/REINFET,

BRAENTET—7ANOE Y N Ty M, FACEIZKHIGELTWET, —FH, v—LT7—7
NANDT T ME, V=M EVERR ST X TO ACEIZxT 5y N IU > FOFET
T, ASA/PIX/FWSM 7 /34 2 L TN 124Q20)T £ 0 HETD I0S 734 2Tk, EBEEN-T—
T, =V THERAESNTVWERI Y — 4T V=7 FNOKERICHTHE Yy b BT b
DERSINET, —H, 10S124Q0)T+7 A ATlE, A7V TN —7 L-LDOIERT
otk nE T,

X4 REFHD ACET—7 /L (52<—) 1Z[E U ACE # CLIERXTCRrLTCWET, Z
NHIE, TAA ABREITHFET D ACE T,
bty b vy b LR— FOHEERE IO FEOFMIZOWTIE, By Ty DRk
MoFr 473—=2) 2ZRLTIEZN,
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o TIEy FAYY DM (Sample Hit Count Details) 1791 > k= ]

IEMENET—TL

Specific R

R{Iit Count Query Results

Info

Select Device:  |ins189 w | [ Fefresh Hik Counk

Selected Access Rules

Local - Default_1 0

v 1 8 10.1,1.0 S IGMP

| N N I I N N BN BN B I I B I D BN EE B BN BN B BN BN BN BN BN B B O .
Local - Default_2 1671833 v il any @B any 2r

I- N N N N N BN BN BN BN BN BN B BN BN BN BN B BN BD BD BN O EE BN B B O ED B B .

Local - Default_3 0 v 10.0.0.0/8 10.1.1.0 £ Microso..

Local - Default_4 0 v 10,0.0.0/8 10.1.1.,0 bepf135-.,
Local - Defaulk 5 0 v il arry ah ary tcp

Choose;  |Expand... |

Local - Defa... Mj& 16863 v =ip [§)Fasteth... in = any
Local - Defa,.. MjA 1654975 v @ip FastEu—.,,, i =B any

Rule Results Expan
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I7ATI4—LTFI LR L—ILOEE |
B 5ooneyrnys koM (Sample Hit Count Details) 179 1 > K

4: RERD ACET—T L
Specific Rule

[:§Iil: Count Query Results

Info

Select Device: | ins139 w | [ Refresh Hit Count ]

Selected Access Rules

| & | B e | | - T | E i
| Rde  HtCount Pemit  Sowce  Destinafion | Serice |
Local - Default 1 0 v 10,0,0,3f5 10,1.1.0 _.@IGMP

'-----------------_------- B O . L
i Local - Defaulk_Z2 1671839 v ;jﬂan’;x @an’;x IF
N I I BN I B BN I BN BN BN BN B BN BN BN BN B BN B BN B B BN O . I B EE .
Local - Defaule_3 0 v 10,0.0.7/3 10.1.1.0 £ Microsa. .
Local - Default 4 0 ' 10.0.0.2/5 10.1.1.0 kopf135-...
Local - Default 5 0 v afh arey il any tep
Choose:  [Raw AC... %
. Rule: [ Hit Court [ |
Local - Default_Z 165863 access_lisk DMZ-External S0 permit ip
Local - Default_Z 1654976 access_lisk DMZ-External 3 permit ip |

Rule Results Raw AC

REEIE B
e T I EA JL—LIZHONT (1 —)
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r—no4 -+ |

e T U EA NL—ILDOFEE (8 2—)

IW—ILDA iR— bk

EH . T /3 A% Security Manager [Z1BMIT 2% & XX, T ANSLRY —E L ET,
ZOMBNZ LY, TNNAAEOTRTOT 7T 4 TRACLLOT 72 A= U (ACE)
N, TIZEBAL—ILKR) —IITBASNET,

AU —IZfEHT % ACE NS £415H ACL MMLIZHFE L T A 85451%. Security Manager C ACE
HEBEERTEET,

BOFEL LT, TR Tar 7 4 FXFal—arhbCLImy M Aar—7 v RS—
ZFTHN, BRIOa~< REANTHZEIZEY, ACERA VAR— 52 HTEET,
Import Rules 7 « #'— RZfHE 325 &, ACE BLOBHEfT bR v—FT V=V M|
T CITHREL TV D ACL 2T IR0 ERCTE 9, £/, V— A EERTDHDIZCLI 2+
Y REFERTH2EBENTWASEIE, ZOHEEFERT 2 & ERTT,

WOTFNETIX, Import Rules 7 4 ¥— RZHH L TCLIX—AD/L—L&BIL, fERE7 L
Ea—3 5 HECOWTHBELET,

ATYT1 (TARALAE2—DR) [7 74T 74—/ (Firewall) |>[7 7 & A/L—)L (AccessRules) ] &R L T,
[Access Rules] X— (12 X—Y) ZHEET,

ATV T2 =N OBIIEOT < EOITEBRIRLE$, 2 — WV EANOITEZER L T I, TERIRLAR0-o
B EE. v =B VHEHORRZRISV— AR B S E T,

RT9T3 V=T =T NNOEEOHHE4H7 Y v 7 L, Jb—/DA »FR—k (ImportRules) ] Z&ERL TV ¢
= RERBLET,

3NR—=TVDY 4= ROJRHDN— ([737 A—H D ANJ) (Enter Parameters) ]) NFE/RINET,

AT w74 Import Rules 7 « % — F - [Enter Parameters] ~—" (54 ~X—) T, ROFIEEZFEITLE T,

GRIR LT A AW LTI Tary 74 X2 b—a VBT, BIO CLITE®REAALET, 1
A— FA[HEZR CLI X— A D/ — )L DHIZDONTIX, A A — FEnz—nof (58 X—) &%
LT &,

e A B —T A AEFDN—VOVERE (ZFDHICV— NV ZEWHT 54 2 —T A ZAE13A v % —
T A0 —LEASLET) L. Za— L b— LOMERL (ASA 8.3+ T /34 ZADHE) DWW
ARIRLET (70— T 782 L—IHONT 33—) 281R)

A E =Tz ARTHT DT T4y 7 HAERELET (Ve —r— L OBE, HIalTFEiz (A
> (In) 1Y) ,

T 7 ZRIEL— VLSS, IROEANRT 7 & ZAHIHL— ML > TEBRENLIBHEAIL. FTNOOHEA b
CLIERIZEDAMLERH Y T, TNOLOHEEZESDRNES. 4R — Nl S¥5121%. 4Rkt
EA 7Y =7 M) Security Manager TT TIZEZRIN TWOMENRH Y £7,

T7AT704—ILTIOERIL—ILDOER .



TFATIA—ILTIERL—LOEE |
. Import Rules 77 « +f— F - [Enter Parameters] R— <

« BEEEPEA 7Y 27 b (timerange 2~ REZDV T a< 2 R) , gk, FFFgEAR Y > —
FTV 7 NEERTE ET,

« PIX, ASA, FWSM, BIWIOS 124Q0)T+ 7 A ADYHE, A7V =7 h 7 /)—7 (object-group =
~V REZEOYTa<v R , ZHUCKY, Ry MNT—T/RA MRV —FT7 V7 MEERTE
\i—a—o

F 72, ASA 83 LIEDT /A ZDEATL, object network =< > KI5 Y object service =2~ K& & H 5
ENTEET, L, A7 V=7 PNATHEITA VA —FEnEHA,

AT TS [k~ (Next) 1227V w7 F5E, M—/LHMLEESF L, Import Rules 7 ¢ ' — K - [Status] ~—3 (56 ~2—
V) BHEET,

CLI D AJJNBIZZ T =B D56, [k~ (Next) | R¥ &7 Vv rT5L, a7 wnFoRans
T, AJJA[BEZR <2 RIZBET 5 > MIDWTiX, Import Rules 7 ¢ ¥ — K - [Enter Parameters] ~— 3
(54 ~—=2) ZZRMLTIZE,

CLI BRI S 4L, A AR — FATREZRG AR, CLIDOAESNIA T V=2 O XA TRBEHSNET,
RATY 6 [k~ (Next) 1% 7 U v 2 LT ImportRules 7 « ' — K - [Preview] — (57 X—¥) TAL—LBLOA
TVl NaetERT DM, [T (Finish) 1227 U v 27 LCTA— &7 L E2—7 L TA U AR—MLET,

[Preview] ~— L DIFHITF AT HH T, A— VIZBER 2 TUL, 76T (Finish) 1227V v 7 LE
R

EHEI DT, [[RD Back) |[RZ %270 v 7 LTU 4P —KRD[/8T A—%DAJ) (EnterParameters) ]
NR—=UIZRED M, [5287 (Finish) 1227 VU v 27 LTC[7 7 ®A/L—/ (Access Rules) ]~ — T/L—/L %R
H£LET,

Import Rules 7 « ' — K - [Enter Parameters] X —

Import Rules 7 4 #— REZHEH LT, ACL LT A RAEfTar 7 Falb—ra  Blo—
HoOT /A aryie—n Tz N ET A NL—AL R —IZA 2 F—FLET, ASH
BE/p o~y R, V=D A VR — R EDT A ZADEA TIZL > THRED 7,

77 A — VLS D= Ko TR SN D581, IROIEH S CLUTZE O 5 4B
HVET, TNHOHEEEZEORWEA, 4 VA — MRS E LT, 4RiffEF 7oy
I %3 Cisco Security Manager C9 TIZER I TWAMLERH Y £7°,

« BEEEPEA 7Y 27 b (timerange 2~ REZFDOH T a<w i R)

« PIX, ASA, FWSM, BLWIOS 124Q20)T T A ADFH, ATV =7 NI N—T
(object-group 2~ K&EZDH T a<wR)

F£7-. ASA 83 LUIEDT A ZD AL, object network =< > K35 X U} object service =< >
REEGDDHZEMTEET, 72770, A7 V=27 PNATRTEITA VAR—FINEHA,
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Import Rules ™7 « #'— I - [Enter Parameters] X— .

FEHF—I 32 /R

(T/NA A 2—DH) [Access Rules] ~— (12 %—) O)— /LT —T )VNOILE DY
Fiasz7 )y 7 L, Pb—v®DA KR — b (ImportRules) ] ZEINL FT,

ESPEREY=]

L= DA A= (53 3—)

e AV B —T A A B —)LFT TVl MNMIHOWNT

T4—ILFUIT7LUR

% 8: Import Rules - [Enter Parameters] 54 7 Q7R v 9 R

L

B2l

CLI

AVR= b THEL—LBLOEEALT V27 N 2EETH0Sa~v R, Zh
HON— TFETA L 7 4 Fal— g VIBRICTAUERH L2, RE
MHEa— LT IT5 (Cul+V ZFEHALTT 4 — /A FIZEOT5) F
ERKETT, £/, a~v > FEFETANTHIZ L TEET, avw R
FRRRTE WA, a7 MRFERENET,

—EIZA VI R— R T& 35 ACL 1%, 1 2721 T,

A VIR— K" T&ED CLIOFNZDWTIE, A v AR— Iz —Lrop (58
N=) EZRLTLL I,

EVk
ATVl NI HNCLI 2O WA, V— W ERATRE T
N, FOFTVxr MIMERENET A,

* PIX. FWSM. ASA, BXOIOS124Q0)T+ DA, A7V =7 b 7 n—
TEBIOAHIOa~vy ReEEbH I ENTEET,

T 2T 4TI ACL A AR—b$ 5 L. ZD ACL I Security Manager
[CHENRIE TR R SNE T, REXIEAT 2L, DO ACLIZT /A A
MHHIBRSET,

cHEIE ACL I, T R_RTDOTF AL A XA TIZHHLTA VvR— b TEET,
I0S T34 AZxF L CUIIERE ACL 2 A VA R— hCT&aF4, 72720, HEgE
ACL 13959 ACL IZE S NN E 9,
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TFATIA—ILTIERL—LOEE |
. Import Rules 7 « '— K - [Status] XR—

LS B2l

A B =Tz | B =T AEGDO/N—IVETIT T B =L L— LD NTNE A L R—
A4 A AN EIR L ET, 7 a—rL b— LT ASAB3+ DT /3 A A 721F Tl
T&E, Bl — izt T S nE 3 GEic>WTiZ, Zr— L7
JHAIJ—JUZONT B—=) ZBRLTIEEWN)

[ &% —7xAA (Interfaces) | ZFIRL7-HEIT. ZONL—NLVEERT D
A B =T 2 A AETFA L F—T 24 A0 —LDLRTIEZATILET, HD
WXL BRI (Select) 1227 U w27 LT, UAMNOLA Y H—T oA AFETIT
0 —LEEIRT A0, FEH LV — AR ERLET, A ¥ —T AR
ZUANMIERTDHIZE, HONPLDERLTEIMERDHY ET, ¥ —
Tz A AENEA L H =T 24 A 0 —VADIEBOMAEDEE, W ~T
XE>TANTEET,

Global (ASA
8.34)

N7 T7 497 (A E—=TxA AT DT 7 427 DFM ([in] £721% [out]) .
D J5 18]

AT A =B B THONL T AV, AT AV EMETLE =N FT V=
7 FESGBEBIOEITEEY, 272 A7 V=7 FOMEH AL TL
TZEW,

Import Rules 7 « ¥ — | - [Status] R—

Import Rules 7 o #— R® [Status] X—TZFHL T, 4 > AR—F e 20ERICET 51
WMESRLET,

FESF—Ya v R
Import Rules 7 ¢ ¥— R OB ST IEOFEIZ OV TiX,  ImportRules 7 ¢ #°— K - [Enter Parameters]
N=Y (A=) ZBRLTIIZSN,

ESPERENS

=L DA R— R (53 =)

T4—ILEYITFLUAR

% 9: Import Rules 7 « ¥ — K - [Status] R—

BR ieR

AT S — A UR—=F TRERADAT —=ZANFRINET,
AT = A A UR=FSNIEREDAT —H A,

Rules Imported A UR—FENDHN— D,
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| 274794—L 7o €2 L—LOER
Import Rules 7 « ' — F - [Preview] R— .

LS Bl

Policy Objects Created | {fEpk XN B RY > — A7V =7 Ok,

Ay—y BRET A 2 TREN, B 27— BLOHROA vE—,
BHOWWA v — DI, Bl SN K ) o= T V2
o, BRI SNEBEEORY v 47 V=7 FOBRBNERSNE
T,

THH 2392 &AM [Description] AR v 7 ATFEMIZ2 A v B— U0
FoRENFET, HMD [Action] R v 7 A1, RIEDEIETENERE

WET,
[Abort] 78 % v A UR— MMEEZIEILT DX, ZOoRZ %27 ) v 7 LET,

Import Rules ™ « ¥ — K - [Preview] R—

Import Rules 7 « #— R® [Preview] ~— Y ZfH LT, [Finish) %7 U v 7 F 5 & A AR — b
ENHNLV—IBIOL TV M EERLET,

ZOT VL Ea—EHARY EHTH LD, VL EFIAT V27 FOREITTE EHA,
N—NVELFZA TVl NONERHFLEELY ThRWEAIX, [Finish) 227V » 27 L TL—/b
BIOAT Vs FEBML, 77 ®8A LA R=UTENERETETET, L2 —
VDA NABRIL Security Manager TEIT AR TH LD, AV AR—FTEEHA,

TDEATa TRy I ADETNERENDIDIL, AV R— I AROTF —ZIT, TDOHTIIHK
RENDIHEAPNEGENTWLEEET T,

Je

EVF CLIRGFELRWT V2 v (FEEFEHEARLY) 22 L TCWARES, 0377
IL— B bNER A, RS TEDFT Y =2 b CLL 2B 50, 72
[Finish) 27 Vv 27 L, FEITH T V=7 FEERR LT, V=V ERETDHZENTEE
77

FEF—2 a2 RR
Import Rules 7 ¢ ¥'— K DOBIAA ST EDOFERIZ DUV Ci, ImportRules 7 ¢ °— K - [Enter Parameters]
R=T (54 —Y) EZRLTIEEZ N,

&R R
s =N DA R—F (53 —)
* [Access Rules] ~2— (12 5—2)
c Xy hT—Z /KA NET P27 MZONT

A E =T A A R—)LF TV MIONT

T7AT704—ILTIERIIL—ILDOEE .
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TFATIA—ILTIERL—LOEE |
B o rEnrr—ros

cH—ERLY—ERX ATV PBIOR—K VR FT V7 FORREIEE

o T —TNDT 4 NHEY) T

T4—ILEFUIT7LUR

% 10: Import Rules 72 « ¥ — K - [Preview] X—

BR Ll

[Rules] # 7 |7 78 A —)L KU > —IZ4 R — k&b, CLIDBIER I LZL—I,
CLIDHEEACLIZHIGE L TV ALATH, T X TON— /WTIERF U A S
NWET,
TA DK TR LI DA T —F APRRENET,

o [Permit] : FKEADTF = v 7 v—27 L L TERRINET,

s[Deny] : AT v aDASTEREADILE LTERRINET,

REETC. sk, —E R, BXOA L Z—T =2 ADBLEEZ Y v/ LT [a
T Y DFx (Show Contents) | #HR$ 25 & ZDOR/VNIZFEMTE HRA R
IRSNET,

27Uy 7 LT[at— (Copy) %&ERTHE, L—LZHTMLEXTZ U >
FR—RICabt—T&xxt, ZOF—FE2TFA LT 4 ZICBEO T HZ &
HTEET,

[Objects] # |CLINBAERSNIZARY > — 47 V=7 b (BDHHA) . CLIZK U T, Security
v Manager (2 & Y BE#FH, £y NI —Z /KA MFT V=7 b, b—ERAFT
CxV b, FEEAR—FI AT TV FBERENDZERHY F9,

F TVl VeI ) v LTC[A TV bOFER (View Object) | &3R4
L, ATV MEBNURAHARY EHEA TR RINET,

A4 iR—kEnf=IL—ILDH

WIZ, A VA= RA[BEZRCLI &, D CLIDOIERINZNA—LBLOR) o —FT =/
BN DARLFET, V—L DA IIR— b FIEOFEMZHOWTIX, L—LDA R — b
(53 X—=V) ZBHLTLLEE,

Bl1: 2y bD—IO DS FIPY—IADT I X %HIBRT S (ASAT/N\1 X)

WKOT 78 A VANTIZ, A7 V=7 b 7 —7%2 AL T, 10.200.10.024 % > ~ T —27 P
5D FTP 4 — S ~DT7 7 B ALZHIRLTHVET, MO FNTF 7 40 v 713 T_XTCHFAINFE
KR

object-group network ftp servers
network-object host 172.16.56.195
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1 o= rantn—ron ]

network-object 192.168.1.0 255.255.255.224
access-list ACL_IN extended deny tcp 10.200.10.0 255.255.255.0 object-group ftp servers

access-list ACL_IN extended permit ip any any

ZOBITIL, fip_servers EWILARTID 1 DDFXy NT—J/[RANFT V=T he, 20077
TR N ABERSIET,

| Mo, | Permit | Source Destination | Service | Interface | Dir. | Categary
15 B T —id e ) |
1 ® 10.200.10.0/24  BBh fip_servers  £2TCP @B Ethernetd in Mome .
(]
z v _E!E- any E"‘E‘- any @ IF ﬂ Ethernetd  in Mone %

52 : EnFEEFREIRD Web 70 £ X ZHIRT %5 (ASA T/31 X)
WOBITIE, PRl 8 F~’F1& 6 KD B O EFIFRH) O HTTP ZRZ2 A L TWET,

time-range no-http
periodic weekdays 8:00 to 18:00
access-1list 101 deny tcp any any eq www time-range no-http

ZORFITIEL, no-http & WO ATTD 1 DORMIFEHA 7 V=7 M & 1DOOT 7R L—LHME

REINET,

| Mo, :Permit_: SOUrCE - [ Destination  Service | Interface | Dir [ Options Category '%

| . — L = Al | G
1 (o] B8 any B any @ HTTP ﬂ Ethernetd  in @2 no-http Mone =3

B3 : R—FBEBZFEALTTICPELLICMPZ T 4 LR Y25 F % (10S T/31 X)

WOBITIL, goodports &\ I ARTDILEET 7 A U A NORHYIOITT, 1023 LD HRKEV%E
PR — N2 FF % E TCP #fic 2 7Fnl L CWWET, 24T7H T, A b 172.28.1.2 @ Simple Mail
Transfer Protocol (SMTP) — h~D3EE TCPEHAFTF T L TWVWET, HEDITTIL, =T —
T4 =Ry T DIODEFEICMP A vt —T & L TWET,

ip access-list extended goodports

permit tcp any 172.28.0.0 0.0.255.255 gt 1023
permit tcp any host 172.28.1.2 eq 25

permit icmp any 172.28.0.0 255.255.255.255

ZOFEITIE, 3207 7B A NL—PMERESNET, IOSACLIELTHEHINTWA T ALK
J— R AV TEEDOY 7Ry b v AZIZEBRIND Z EITHER LT Z SV, Security
Manager |%, DRy NU—Z /KA N BT Ry b v A71FEL, 10S ACL THERT AV
RA— R ~227 OB THBZE#RZITVE7, ASA/PIX/FWSM Tix, ACL =2~ RRIZH T
Xy b A7 BHATLILERS DD, TXTOT A AT A RER NV — VB BT 5 2
EMATREIC 72V £97, Security Manager |2 &> T, JL— /LA IE LUWESCICAEB S L E T,

| Mo, Per... Source Diestination Service | Interface . Diir .. | Category |
| _l S 8 _|
1 v BB any 172.28.0.0/16 tepfgt 1023 ﬂ Ethernet0 in MHone
2w BB any 172.28.1.2 £ smTP @B Ethernetd  in Mome o,
o4
3 v _E:? any E"_a any @ ICMP ﬂ Ethernetd in Mone g
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T7ATIF—L TR L—LOER |
B =uco7sex r—roansaEt

Bl KRR ~ZHBRY H1FLEACL (10S T/31 X)

WOFITIE, Jones IR T AV —J AT —2a N A—V Xy b AL HF—=T A AQ0~DT
TAZFHAEN, Smith ITBT AV —7 AT —> a3 I T 7B AZHF A ENTWHWERA,

ip access-list standard workstations

remark Permit only Jones workstation through
permit 172.16.2.88

remark Do not allow Smith workstation through
deny 172.16.3.13

ZOFITIE, (EEOSEICHK L T) EHEL— L EJLEL— VIZERT 5 2 DDV — IV MERK
ENFET, EBIL, [description] 7 4 —/V RIZRFESNE T,

?._Na. 'Egrmit Source :_Destination Ser\-’ica.: Interface .:. Dir. ~ Description |
T Vg 17216.2.88 EBawy £ [@E|Ethemetd in Permitonly Jo..
[}
> 8 172.16.3.13 @8 any 2r |wm] Etherneta  in Donek allow S, 5

o< REEFATO ACL DZFDOMOBNZ OV TIX, kD URL B LT Z I,

+ 10S 7 /34 A : http://www.cisco.com/en/US/docs/ios/sec_data_plane/configuration/guide/sec
create IP_apply.html#wp1027258

« ASA T /34 A : http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/acl
extended.html

EBRETO77€X IL—ILOBEREEIL

FEDT NA ZAFINITRTOT A RZEHT L E X, T7EBA L=V R =00 E
Eniz7 /A aryhe— UA R (ACL) PEEILEIND LTV AT LAEHRETEE
T, ZOKRBEILOEEEZITLOE, BEINEZRY =23 THY, 77E8AAL—L K
VI EREINER A,

REIZE T, WRMEEHEHEN 2L o= MY (ACE) ZH—= FJIZHEET
TET, U MNIDIEFIFEFERENTEH, RY o —0FEKRIIMEESNET, 2F0., KEbLS
N7- ACL L, SN TWARNWT A+ —2DEXLEU Ty by hEZIT AL, £
TITHES LET, RIZ, BEEMTONA AN — A 2R LET,
« HERRMRACE : H5 FUDBFIOZY Y DOYTHy MIR->TWDh, £7235lo
T hY LE—THLEE. DR ACE BHIBRENET, ROFIZEZTHET,

access-list acl mdc inside access deny ip host 10.2.1.1 any
access-list acl mdc inside access deny ip 10.2.1.0 255.255.255.0 any

B ACE 1 ZEBICIZ 2 FDD ACE DY 7+ v F T, ACL Dl Tl, 2 /OO b
V2T NREESNET,

e A—N"—t Yy FACE: 5 M) BRIOZ N DA—"—ky FTHY, /L—/LDJA
FEREETIERWEE, TURRV—ADHIBRENET, ROFZEZTHET,
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BEt07s 2 L—roansEt [

access-list acl mdc inside access permit tcp any any range 110 120
access-list acl mdc_inside access deny tcp any any range 115

2FHDACERE v T 52 L1Edh 0 A, ACL DEE(LIZEY 2 FDD ACE iR S
. PO ACE 2Bl s £,

T A ACE: 2 20Oy FURLELBTWAED, 1 DOy N TRIUY a 7 %7
TEDHE, FEN—Zb vy T35y "REEIND L) BN AN—VFFEETE E
hoe OB %HE 2 THET,

access-list myacl permit ip 1.1.1.0 255.255.255.128 any

access-list myacl permit ip 1.1.1.128 255.255.255.128 any
2ODACENRY—YINTIDODACEIZ/ Y £7 (access-list myacl permitip 1.1.1.0 255.255.255.0
any) .

MI@%%W@%% RETHZEITLED, fEREND ACL /N EL 2D, R LELI D F
T, ZHUCE D, HEERARERERIMFEDOAEY (FWSM 72 ) #5731 A TO/R
7j~7yx%&%L\:h%@ﬁ@ﬁﬁzy?%xbﬁfﬁﬁféiﬁo

7272 L. ACL O REEELDOREITIZT AV v FbdH Y £,

RE(EEITD & T 7 BEAL—ICH L TEERHSNONENERIND 2D, Zib
DV— V% FEEITE STV 5 ACE EMAICBEES T 5 2 ENREEIZR D £9, 20
e, By b U N Y= VORERPEHTE <52 035 Y . Cisco Security
Monitoring, Analysis and Response System 7 7'V 77— 2 . CA X M ZHHAICBHEAfT T 5
ZENFIEFmICNE IR ET, LDV — L EEALTT VA NL— L EE=RATH T
EVRVERGEIE, RiE{bE A X—7 /I LN TLES Y, iz V0 TiE, By b
7Y NOFHIOER (47 X—) BIUIPS v 7 =F ¥ D CS-MARS A X hDFI/R%E
ZHLTLZE0,

KE(LEIT->Th, T7HA L= R —NOAERRRMEITRE S E8 A, 8
L. BEMARMY —VEAEH L TR LS ZFANCR T2 2 L2 HE L ET (B
g ool G717 ~—) 22M) . £, BEAOANI, L—iEEY — V&2
LT, 77F8A L=V R —HNOL—LERELTIZEETEET OL—LOfEA
=5

ACL O ERRRE(LZRET 5 Z LICLIEBEIL. AE VKOS DT /54 ATk LTREITA
A =TT H I EERFT LTI IEE N,

AT w71 Security Manager —/3 [ Windows (212 74 > L ¥ 7,

AT T2 NotePad 72 E DT F A b7 4 # %l LT, C:\Program FilesCSCOpx\M DC\athena\config\csm.properties
TrANEREET, kEbot® s va B ROTT, ERERRLET,

« TRTDOT A, RIHK L CRERREZ AT 211E, ROXSITADLET,

OPTIMIZE.*=full
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TFATIA—ILTIERL—LOEE |

B 7o cx—no@Em (AddAccessRule) 154 FOSTOF T4 L bOAREIA X

ATvT3

c FFEDT A AT L CRAEREEICE AT DT, TAZ VAT %2, ZOT /31 AZxT 2
Security Manager DF "4, CE X2 £9, 72 & Z2I1E. FoR4 08 west_coast.cisco.com DAL, RO X
A LET,

OPTIMIZE.west_coast.cisco.com=full
s RBELEFGNTT DM, ACETHHIN TV AT V= b I A—T%RFFTH561E. F—UV—F
2B % preserve og CEI#AZ £, WITHIZRLET,
OPTIMIZE.west_coast.cisco.com=preserve _og
T O M A=Y LRWGAIE, ROXIICATILET,
AclOptimization.doM erge=false

T ANERFELET, RETZRRFIZANI 2D, BHEOTXCTORBEY a 7iICEA I nEz 7,

BT a 7 Ot LR — & AT HI2iE, [Y—IL (Tools) ] > [Cisco Security Manager I8 (Security
Manager Administration] >[7 /3 1771'7/ a3 > (DebugOptions) |76 [MH/EHT Ny 72 F > 7o a
cDT 7 A N ~DF ¥ 7F+ (Capture Discovery/Deployment Debugging Snapshots to File) ]| Z %R L ¥,

JEBIRERITIE, HlRA v =2 L LTERN SR FELRE RSP ERINET, ZUZIE, F@bRT o)
D ACEDH L . Fib#%D ACE DENEENE T, fERIE. ¥— 3 LD C:\Program Files\CSCOpx\MDC\temp
THNERNDT 7 A WRGFENET, 77 A4 LTYa 7 IDBMEHINET,

[79tRX)IL—I)LDENM (Add AccessRule) 154 7045
THDTIAILEFEDAREZTA R

ATy T
ATvT2

ATvT3

Cisco Security Manager 4.13 £ W fiii%, [7 2 & A/L—/LDiEBNI (Add Access Rule) ] A 71/
WZT 7 4 MENATT SN TWE Lz, 4.13 LI, =—4 —{X csm.properties 7 7 1 /L % H T
THZELIZRY, TN MEORN A DA S~ A ATEET,

[7 7 BAL—LDIEN (Add AccessRule) | ¥ AT 07 TT 74NV el AX<v A RXTHIT
E. ROFIEEZFETLET,

Cisco Security Manager { &% —7 = A4 AU T T LET,

NotePad 72 E DT F A v =7 4 ¥zl LT, C:\Program Files\CSCOpx\M DC\athena\config\csm.properties
TrANEREET,

csm.properties 7 7 A /LD FHEIZH 5D CustDesk.Rule 7' 12 37 ¢ & @OF, BHIZESWTES true 721X
false IZa%E LET,

« CustDesk.Rule.Add.Op.Load.Intf. Default.Values : = Dffi% true [IZFXET D &, [T 7 B A/L—/LDIBN
(Add AccessRule) | XA TR T TT 74NV DA H—T =2 AFRPE— FENFET,
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[7 9 € ZIL—LOEM (AddAccessRule) 154705 TnF 7+ L k0hzs34X [}

» CustDesk.Rule.Add.Op.Load.Other.Default. Values : Z— DfE% true ([ZRET D &, [T 2 B A/L—/LDiBEI
(Add AccessRule) 1 Z A 77 THDOT 7 4 /v MER e — RSN ET,

AT T4 77 A NVEREFELET,

GB)  ZOEEEFTITTANCRY FEA, WAZA X LIT 740 MEEZFNZT HIZIE, Cisco
Security Manger ¥ — b 2 2 FHiEL@#) L £9°,

AT w75 Cisco Security Manager f > % —7 = A A& HEEE L 7,
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TFATIA—ILTIERL—LOEE |
. [79 2R IL—ILDiEM (AddAccessRule) 154 7RSI TOTIAILFDHRETAX
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



