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TANE RTGA=BHINEICEENDT —Z ZHIRL £,
* filtervalue=<value>
S I
* filterBy=<value>

TANG TaRT 4 LIS TG END T =S &7 A NV H
Uo7 LET,

* filterOperator=<value>
A7y a 3k LB TT,
®* begins_with

FRE LEICESWUSET =227 4V EZ ) 7T LET,
TR E—BOETIEH Y A,

®is

L BOEICESWURET =227 44
V7 LET,

F XA A

®* device group name=<value>
TNAATN—THERELET,
®* device type=esa

TNHRARAZATHIBELES, ZONRTA=ZFTHHATT, T

NTOAPI 7 =V, ZORTA—=X L IERTLHERH
D ET,

* device name=<value>

TNA AL ERELET,
BERAY Host, Accept, Authorization
A
SEANY Content-Type, Content-Length, Connection
g

1

wIZ, LAR—F 7Y X

A7 ORI R L ET,

c BT UEDNODERTET S (14 2—)
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s T BOEHROMEERET L (14 =)

NI H TN—=TRNOEH T E D1 OOEERGT S (15 5—)

cHEEOH T FOEBOEETET D (16 X—)

c BH T HOBEOEEBEH L CTEEOD Y v F OEROmERSG TS (18 3—)

AIU3D1DODEZRET S

ROFITIZ, THRARBEZATEHERLTAT U Z TN—TNORED T U 2 O % B
57U 2RLET,

HYOTLYVIITRbE

GET /esa/api/v2.0/reporting/mail incoming traffic summary/detected amp?
startDate=2016-09-10T19:00:00.000Z&endDate=2018-09-24T23:00:00.0002
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sat, 17 Nov 2018 15:58:29 GMT

Content-type: application/json

Content-Length: 96

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{

"meta": {
"totalCount": -1},
"data": {
"type": "detected amp",
"resultSet": {

"detected _amp": 11}

NV DBEBDEERRT S
WOBITIE, THAAATNVN=TETFNA AL TEMA LT Z TA—=TDFTXTORH
VA OEERSET S Y BRLET,
HUINYIITR b

GET /esa/api/v2.0/reporting/mail incoming traffic summary?startDate=2016
-09-10T19:00:00.000Z&endDate=2018-09-24T23:00:00.000Z&device type=esa
HTTP/1.1
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cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate
Connection: keep-alive

HUTILE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sat, 17 Nov 2018 17:39:34 GMT

Content-type: application/json

Content-Length: 580

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{"meta": {"totalCount": -1}, "data":
{"type":

"mail incoming traffic summary",
"resultSet": [{"verif decrypt success":5},
"detected virus": 13},

"verif decrypt fail": 5},
"threat content filter": 10},

"total graymail recipients": 9},
"blocked invalid recipient": 2},
"ims_spam increment over case": 0},
"blocked dmarc": 0},

"marketing mail": 6},

"bulk mail": 2},

"total recipients": 159},
"social mail"™: 1},

"detected spam": 30},

"total clean recipients": 83},
"malicious_url": 6},

"total threat recipients": 67},

{
{
{
{
{
{
{
{
{"detected amp": 2},
{
{
{
{
{
{
{
{"blocked reputation": 10}]}}

WOV GIL—THADENIUED1DDEFIRET S

BT HE TN—FINIEEO T NG ENET, ROFITIE,
BIOREIANRTA—ZEZREL T, AT E ITNVN—THNOEH T 2D O>OBETET L7

TV ERLET,
BT YYIRE

email

EFE, T3 2 24T

GET /esa/api/v2.0/reporting/mail content filter incoming/recipients
_matched?startDate=2017-09-10T19:00:00.000Z&endDate=2018-09-24T23:00

=esa&orderDir=desc&orderBy=recipients matched&top=2
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive
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HUTILE

HTTP/1.1 200 OK
Server: API/2.0
Date: Sat, 17 Nov 2018 18:17:29 GMT
Content-type: application/json
Content-Length: 153
Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
{
"meta": {
"totalCount": -1
by
"data": {
"type": "recipients matched",
"resultSet": {
"recipients matched": [
{"url rep neutral": 16},
{"url category": 8}

BEDHI L IDEBDEEZRET S
KOBICIE, F7Ey b, HR, BLOTF A R LA T ST A—FEIRELT, BROHD Y
VB OEROEERET 57 =) 2R LET,

HOTLJVIITRbE

GET /esa/api/v2.0/reporting/mail incoming domain detail?startDate=2017-09-10T19:00:00.000%z
&endDate=2018-09-24T23:00:00.000Z&device type=esa&offset=1&limit=2

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sat, 17 Nov 2018 18:25:28 GMT

Content-type: application/json

Content-Length: 1934

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalCount": -1
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}I

"data": {
"type": "mail incoming domain detail",
"resultSet": {

"conn_tls_ total": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"conn_tls opt success": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I

"conn tls opt fail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I

"blocked invalid recipient": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 1}

]I

"last_sender_group name": [
{"pphosted.com": "UNKNOWNLIST"},
{"vm30bsd0004.1ibga": "UNKNOWNLIST"}

]I

"detected amp": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 2}

]I

"social mail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 1}

]I

"detected spam": [
{"pphosted.com": 0},
{"vm30bsd0004.1ibga": 25}

]I

"blocked reputation": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"total throttled recipients": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 2}

]I

"total accepted connections": [
{"pphosted.com": 2},
{"vm30bsd0004.ibga": 119}

1,00,

"threat content filter": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"marketing mail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"blocked dmarc": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I
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"conn_tls success": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

] 4

"total recipients": [
{"pphosted.com": 2},

{"vm30bsd0004.ibga": 112}

]I

"conn_ tls fail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I

"total threat recipients":
{"pphosted.com": 0},

{"vm30bsd0004.ibga": 49}

EA—ILAAP |

FEHAOEDBERDEZER L TERDAV UV ZDERDEZRET S

ROFITIE, ZA4NZ I TBIOI ) ZAT NTA—ZE2EL T, BROUVT 2D
BROME (BH o2 OEHOME) 2BET572 V2 RLET, 77 7BMWE. AV 20

B _—20h 7 o2l BE L £,
ST YO IR R

GET /esa/api/v2.0/reporting/mail incoming ip hostname detail?startDate=
2017-09-10T19:00:00.000Z2&endDate=2018-09-24T23:00:00.000Z&device type=esa&filterBy
=ip address&filterOperator=begins withé&filterValue=10&query type=graph

HTTP/1.1
cache-control: no-cache

Authorization: Basic YWRtaW4o6aXJvbnBvcnQ=

User-Agent: curl/7.54.0
Accept: */*

Host: esa.cisco.com:6080
accept-encoding: gzip, deflate
Connection: keep-alive

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sat, 17 Nov 2018 18:49:42 GMT
Content-type: application/Jjson
Content-Length: 74110

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type,

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST,
Access-Control-Expose-Headers: Content-Disposition,

{

"meta": {
"totalCount": -1

}7

"data": {
"type": "mail incoming ip hostname detail",
"resultSet": {

"dns verified": {
"10.76.68.103": [

DELETE, OPTIONS

email
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{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 2},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000Z": 1},

{"2018-09-01T00:00:00.000Z to 2018-09-30T23:59:00.000z": 1}

"10.76.71.211": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000Z": 1},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000Z": 3},

{"2017-11-01T00:00:00.000Z to 2017-11-30T23:59:00.000Z": 1},
{"2017-12-01T00:00:00.000Z to 2017-12-31T23:59:00.000z": 0}

}I
{
"2018-09-01T00:00:00.000Z to 2018-09-30T23:59:00.000Z": 0
}
]
}I
"last_sender_group": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000Z": 4},
{"2018-08-01T00:00:00.000Z to 2018-08-31T23:59:00.000z": 0},
}
]I
"10.76.71.211": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 2},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000z": 2},

}
]
}I
"total threat recipients": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z2": 2},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000z": 20},

{"2018-08-01T00:00:00.000Z to 2018-08-31T23:59:00.000z": 0},

}
1
}I
"threat content filter": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000Z": 0},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000Z": 1},

]
}I
"total graymail recipients": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 0},
{"2017-10-01T00:00:00.000Z to 2017-10-31T23:59:00.000z": 4},
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{"2018-08-01T00:00:00.000Z to 2018-08-31T23:59:00.000z": 0},
{"2018-09-01T00:00:00.000Z to 2018-09-30T23:59:00.000z": 0}
]
}I
"total clean recipients": {
"10.76.68.103": [
{"2018-08-01T00:00:00.000Z to 2018-08-31T23:59:00.000z": 5},
{"2018-09-01T00:00:00.000Z to 2018-09-30T23:59:00.000z": 0}
]
}I
"sbrs_score": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 3},

{"2018-08-01T00:00:00.000Z to 2018-08-31T23:59:00.000z": 0},
{"2018-09-01T00:00:00.000Z to 2018-09-30T23:59:00.000z": 0}
]
}I
"blocked reputation": {
"10.76.68.103": [
{"2017-09-01T00:00:00.000Z to 2017-09-30T23:59:00.000z": 0},
]

— ~ AN
5w APl
=PRI ELEEC BT IR v —VFRIIA =YD N —TF B TE ET,
A=V OFM, ESSNTEROFEMERIG L, EA—V AN —2AHNORED A v E—
VDAT —HALEWRTEET, FTvF L THOESESERAPIAT AV IO LB T
ﬁ— o

Ayt —VORE (20 —)
R SR (25 °—Y)
« Ayb—UOREM (27 X—2)
« DLP OFEfl (29 _—2)
« AMP DFEM (31 ~—2)
« URL Ol (33 ~—2)

s B OFEM (35 X—)
Iyt—CDRE

BROBIEIC BT DA v E—V2RRTHLILNTEET, KIZ, XL R— FHEROR
PEZRLET,
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ﬁ&gg GET/esa/api/v2.0/message-tracking/messages?resource attribute

HR— b3t [FEMICHOWTIE. T AsyncOS API - Addendum to the Getting Started Guide for Cisco
&M ') ) — | Content Security Management Appliances] #Z MR L T 72 &0y,

ARt

BERAY Host, Accept, Authorization

og—

BN Y Content-Type, Content-Length, Connection

g

il

ROBITIE, B, A v —VBREAT—F A, 77747 A (BEFA—NVEWLH) |
A7y b, HIRATA=ZZHELT, AvE—Y2RETL572Y 2 RLET,

HYOTLYVIITRbE

GET /esa/api/v2.0/message-tracking/messages?startDate=2018-01-01T00:00:00.000Z&

endDate=2018-11-20T09:36:00.000Z&ciscoHost=All Hosts&
searchOption=messages&offset=0&1imit=20

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Tue, 20 Nov 2018 09:29:48 GMT

Content-type: application/Jjson

Content-Length: 6693

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{
"meta": {
"num bad records": 7,
"totalCount": 13
}l

"data": [
{

"attributes": {
"direction": "incoming",
"icid": 110,
"senderGroup": "UNKNOWNLIST",
"sender": "confikr.ga",
"replyTo": "N/A",
"timestamp": "15 Oct 2018 08:33:19 (GMT)",
"hostName": "esalOl",

email
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"subject": "message is good",

"mid": [

110
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0",
"senderDomain": "N/A",
"recipient": [

"confikr@cisco.com"

] r

"sbrs": "None",

"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 103,
"senderGroup": "UNKNOWNLIST",

"sender": "confikr@example.con",
"replyTo": nN/An’

"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [

104
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [

"4201Q@ironport.com"

] r

"sbrs": "None",

"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 105,
"senderGroup": "UNKNOWNLIST",

"sender": "confikr@example.com",
"replyTo": nN/An’

"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [
103
] 4
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [
"DEFAULT"
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"senderIp": "10.8.91.18",
"verdictChart": "0",
"senderDomain": "example.com",
"recipient": [

"4417Q@ironport.com"

]I
"sbrs": "None",
"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 107,
"senderGroup": "UNKNOWNLIST",

"sender": "confikr@example.com",
"replyTo": nN/An’

"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [

102
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [

"3396Q@ironport.com"

]I
"sbrs": "None",
"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 106,
"senderGroup": "UNKNOWNLIST",

"sender": "confikr@example.com",
"replyTo": nN/An’

"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [

101
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [

"9985@ironport.com"

] r

"sbrs": "None",
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"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 100,
"senderGroup": "UNKNOWNLIST",

"sender": "confikr@example.con",
"replyTo": nN/An’

"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [

100
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [

"1023Q@ironport.com"

]I
"sbrs": "None",
"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 104,
"senderGroup": "UNKNOWNLIST",

"sender": "confikr@example.com",
"replyTo": nN/An’

"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [

99
]I
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
]I
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [

"182@ironport.com"

]I
"sbrs": "None",
"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

"attributes": {

"direction": "incoming",
"icid": 98,
"senderGroup": "UNKNOWNLIST",
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"sender": "confikr@example.com",
"replyTo": "N/A",
"timestamp": "15 Oct 2018 08:24:39 (GMT)",
"hostName": "esalOl",
"subject": "message is good",
"mid": [

98
] 4
"isCompleteData": true,
"messageStatus": "Delivered",
"mailPolicy": [

"DEFAULT"
] 4
"senderIp": "10.8.91.18",
"verdictChart": "0O",
"senderDomain": "example.com",
"recipient": [

"8668Q@ironport.com"
] 4
"sbrs": "None",

"serialNumber": "4229CAEC09527FD2570C-F028BAE54A11"

WOENS S ESERBIEEZFFOES SN EROFME TG TE £,

masnr-g

M=

GET /api/v2.0/message-tracking/messages?resource attribute
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HR— bt | R ZONTGA—=RIHMATT, TXTOAPIZ VX, ZO/NRT A —
2D Y— Z LR T D HERDH Y £7,
AEMHE

startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007

FRE L72HIM OB LR — b,

WmRA T * searchOption=<value>
vas ZORMEICIE, S SNEEEE 7 T U T ABAICHTSNS

1 SOEREENET, RIHEZRLET,

searchOption=rejected connections

EHIEEH IP * senderIp=<value>

INEFE—PEEOMETT, A vt —TR2EETIH—DIP
TRLVREFEHLES, RIHIEZRLET,

senderIp=10.76.70.112

BIERGE A ([IROWSTDONT A—=Z 2T 20ERH Y £, WFhrzdi
WA Fx LieHaid, WETT — 2 2% ETE £ A,

* offset=<value>

Iy MENDIREALa—FOH Ty FEREGT 54T
Yy MEZEELET, A7y MIHIREILIEAL, 7
v "L EETALa— ROBERELET,

® limit=<value>

BT sLva— FoBeREL £,

BERAY Host, Accept, Authorization
P
H—
REEAN Y Content-Type, Content-Length, Connection
g
!l

WROBITIE, B, FMEEIPT FLAR, MEA T ar, 78y b, fillRERZIEE L T,
R SN EROFMEz BT 527 =) 2R LET,

HOTLIVIITRE

GET /esa/api/v2.0/message-tracking/messages?startDate=2016-11-16T00:00:00.000Z&endDate=
2018-11-16T14:22:00.000Z&senderIp=10.76.70.112&searchOption=rejected connections&offset=0&1imit=20
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080
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accept-encoding: gzip, deflate
Connection: keep-alive

HUTILE

HTTP/1.1 200 OK

Server: API/2.0

Date: Tue, 20 Nov 2018 11:26:22 GMT

Content-type: application/json

Content-Length: 436

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"num bad records": 3,
"totalCount": 1

b

"data": [
{

"attributes": {
"icid": 40,
"timestamp": "10 Jul 2018 03:19:56 (GMT)",
"hostName": "Name unresolved",
"rejected": " (ICID 40) SMTP authentication failed for user fail
using AUTH mechanism PLAIN with profile failAuthFailoverExists.",
"messageStatus": "REJECTED",
"senderIp": "10.76.70.112",
"senderGroup": "UNKNOWNLIST",
"sbrs": "None",
"serialNumber": "848F69E85EEF-6R50TWL"

Ayt —DEEM

RORND SESERBUELFOA v E—TVOFME TG TEET,

W= GET /api/v2.0/message-tracking/details?resource attribute

HAR— b3t [ FEMIC OV TIZ.  TAsyncOS API - Addendum to the Getting Started Guide for Cisco

D ') J— | Content Security Management Appliances ] % SR L TL &0,
AREM

ERAy Host, Accept. Authorization
5

BNy Content-Type, Content-Length, Connection

H—
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B oot—vonam

1

EA—ILAAP |

WOFITIE, icid, mid, 77 I7A T ADT ) TAERSTHINENDETDO A v —T O

2S5 2R LET,
YTV YI IR

GET /esa/api/v2.0/message-tracking/details?endDate=2018-11-16T12:09:00.000Z&icid
=19214&mid=22125&serialNumber=64122536256E-FCH1812V1ST&startDate=2018-11-16T00:00:00.000Z

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW460Q21zY28xMjMk
User-Agent: curl/7.54.0

Accept: */*

Host: m680g09.ibga.sgg.cisco.com:6080
accept-encoding: gzip, deflate
Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 19 Nov 2018 10:28:53 GMT

Content-type: application/json

Content-Length: 5271

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

email

"data": {

"messages": {
"direction": "outgoing",
"smtpAuthId": "",
"sender": "cf_ drop_in@vm30bsd0004.ibga",
"midHeader": "<20181116111948.15660.34357@vm30bsd0199.ibga>",
"timestamp": "16 Nov 2018 11:19:48 (GMT)",
"showAMP": true,
"hostName": "c680g07.ibga (10.76.71.196)",
"mid": [

22125

] ’

"sendingHostSummary": {

10.76.71.196)

"reverseDnsHostname": "vm30bsd0199.ibga (verified)",
"ipAddress": "10.76.70.111",
"sbrsScore": "not enabled"
}I
"summary": [
{
"timestamp": "16 Nov 2018 11:19:48 (GMT)"
"description": "ICID 19214 sender group: RELAYLIST sender ip:
10.76.70.111, sbrs: not enabled",
"lastEvent": false
}I
{
"timestamp": "16 Nov 2018 11:19:48 (GMT)"
"description": "Protocol SMTP interface Management (IP

on incoming connection

(ICID 19214) from sender IP 10.76.70.111.

vm30bsd0199.ibga verified yes.",
"lastEvent": false

Reverse DNS
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MET N |
}I
{
"timestamp": "16 Nov 2018 11:20:12 (GMT)",
"description": "Message 22125 scanned by Advanced Malware Protection
engine. Final verdict
UNKNOWN", "lastEvent": false
}I
{
"timestamp": "16 Nov 2018 11:20:12 (GMT)",
"description": "Message 22125 contains attachment
'driver license germany.txt' (SHA256 7e3deeéddac
8f4af561d1108c4b237e5e139bd8d3ddc8518455d3b5fb7e7a70c3) . ",
"lastEvent": false
}I
{
"timestamp": "16 Nov 2018 11:20:12 (GMT)",
"description": "Message 22125 attachment ‘'driver license germany.txt'

scanned by Advanced Malware
Protection engine. File Disposition: Unknown",

"lastEvent": false
}I
{
"timestamp": "16 Nov 2018 11:20:12 (GMT)",
"description": "Message 22125 Delivery Status: DROPPED",
"lastEvent": false
}I
{
"timestamp": "16 Nov 2018 11:20:12 (GMT)",
"description": "Message 22125 Verdict chart: 01131212",
"lastEvent": true
}
]I
"attachments": [

"driver license_germany.txt"
] 4
"messageSize": "765 (Bytes)",
"isCompleteData": true,
"showDLP": true,
"messageStatus": "Dropped by DLP",
"showURL": false,
"mailPolicy": [
"DEFAULT"
] 4
"senderGroup": "RELAYLIST",
"recipient": [
"7799Q@vm30bsd0004.1ibga"
] 4
"showSummaryTimeBox": true,
"subject": "Testing"

DLP D E¥#H

WKOENS XFESERBEESEHSOA v —YO DLP #FRETX $9,

= GET /api/v2.0/message-tracking/dlp-details?resource attribute
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B oroua

EA—ILAAP |

HR— bt | R ZONTGA—=RIHMATT, TXTOAPIZ VX, ZO/NRT A —
2D Y— Z LR T D HERDH Y £7,
AEMHE

startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007

FRE L72HIM OB LR — b,

VI I% * serialNumber=<value>

e FIIATLADY ) FABRELEE LT,

Ay— |ROWITONTA=ZEEHTHHLERHY £, WFhrzEH
VID LA | LTEGAIE, IWETT— 2 2%ZETE A,

>/i/j:%i ® icid=<value>
a B R
1D Ay —V0icid ZEE L E7,
®* mid=<value>
7{ ‘)’IZ““:/\‘O) mld %?E‘ﬁg[/ij—o
BERAY Host, Accept, Authorization
H—
GEANY Content-Type, Content-Length, Connection
g
!l

WOFITIL, icid, mid, ¥V T AES THEHINSNDEED A »v—(ZBH9 % DLP O %
BE+27=Y 2R LET,

BT YHY IR

GET /esa/api/v2.0/message-tracking/dlp-details?endDate=2018-11-16T11:25:00.000Z&1icid=19213
smid=22124&serialNumber=64122536256E-FCH1812V1ST&startDate=2018-11-09T00:00:00.000%Z
HTTP/1.1

cache-control: no-cache

Postman-Token: abl6ff7f-847e-4221-a2a2-01de50a33fea

Authorization: Basic YWRtaW46Q21zY28xMjMk

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 19 Nov 2018 10:38:44 GMT

Content-type: application/json

Content-Length: 820

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
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Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {
"messages": {
"direction": "outgoing",
"smtpAuthId": "",
"sender": "cf drop_in@vm30bsd0004.ibga",
"midHeader": "<20181116110108.15629.41969Q@vm30bsd0199.ibga>",
"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"hostName": "c680g07.ibga (10.76.71.196)",
"mid": [
22124
]I
"sendingHostSummary": {},
"attachments": [
"driver_ license_ germany.txt"
]I
"messageSize": "765 (Bytes)",
"dlpDetails": {
"violationSeverity": "HIGH",
"dlpMatchedContent": [
{
"messagePartMatch": [
{
"classifier": "Driver License Numbers (Germany)",
"classifierMatch": [
"driver license number: BO72RRE2I51"

] r

"messagePart": "driver license germany.txt"

]I
"mid": "22124",
"riskFactor": 16,
"dlpPolicy": "Driver License Numbers (Germany)"
}I
"showDLPDetails": true,
"senderGroup": "RELAYLIST",
"recipient": [
"6406Q@vm30bsd0004.1ibga"
]I

"subject": "Testing"

AMP O E¥#0

WOFI D & ESERBIEAFF A v — VOB~ Y = T BRI
BT E T

ﬁ%éﬁ GET /api/v2.0/message-tracking/amp-details?resource attribute
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EA—ILAAP |

HR— bxt | B ZONTA=ZFMHATT, TRTOAPIZ = VX, ZDO/NRT A—
2D J— Z EIHERT D HENH Y £7,
;(Eﬁﬁt startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.000Z
fBE LMoL LA — K,
VI I% * serialNumber=<value>
e TFIALT v ADY Y T AR EEELET,
Ayt— |ROWSTDNTA=Z 2T LHLENHY 9, Wi
VID & A | LG AEIR. IWETT 222 ETEERA,
>/i}j:%i ® icid=<value>
a B )
;f‘wﬁID )( ‘y‘IZ““:/\O) ICId %*Eﬁbi—é—o
®* mid=<value>
7{ ‘)’IZ““:/\‘O) mld %?E‘ﬁg[/ij—o
BERAY Host, Accept, Authorization
A
GEANY Content-Type, Content-Length, Connection
Hg—
!l

ROFITIE, icid, mid, ¥V T AEGTHISNDRED A v —YO&EER~ /LT =7 HifH

DA S

BT YHY IR

GET /esa/api/v2.0/message-tracking/amp-details?endDate=2018-11-16T11:25:00.000Z&1icid=19213
&mid=22124&serialNumber=64122536256E-FCH1812V1ST&startDate=2018-11-09T00:00:00.0002

HTTP/1.1

ARG 52 Y B RLET,

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk

User-Agent: curl/7.54.0
Accept: */*
Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive
YU TIEE

HTTP/1.1 200 OK
Server: API/2.0
Date: Mon, 19 Nov 2018 10:51:

08 GMT

Content-type: application/json

Content-Length: 1088
Connection: close
Access-Control-Allow-Origin:
Access-Control-Allow-Headers:

*

content-type, jwttoken, mid, h, email

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods:

GET, POST, DELETE, OPTIONS
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vRLozd I}
Access-Control-Expose-Headers: Content-Disposition, JjwtToken
{
"data": {
"messages": {

"showAMPDetails": true,
"direction": "outgoing",
"smtpAuthIid": "",
"sender": "cf drop_in@vm30bsd0004.ibga",
"midHeader": "<20181116110108.15629.41969@vm30bsd0199.1ibga>",
"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"hostName": "c680g07.ibga (10.76.71.196)",
"mid": [

22124
]I
"sendingHostSummary": {},
"attachments": [

"driver_ license_ germany.txt"
]I
"messageSize": "765 (Bytes)",
"ampDetails": [

{

"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"description": "File reputation query initiating. File Name =

driver license germany.txt
, MID = 22124, File Size = 42 bytes, File Type = text/plain"
}I
{

"timestamp": "16 Nov 2018 11:01:09 (GMT)",
"description": "Response received for file reputation query from
Cloud. File Name = driver

_license_germany.txt, MID = 22124, Disposition = FILE UNKNOWN,
Malware = None, Analysis

Score = 0, sha256 =
7e3deed4dac8f4af561d1108c4b237e5e1390d8d3ddc8518455d3b5fb7e7a70c3,

upload action = Recommended to send the file for analysis",

"lastEvent": true
}
]I
"senderGroup": "RELAYLIST",
"recipient": [

"6406Qvm30bsd0004.1ibga"
] 4

"subject": "Testing"

URL D E¥#A

WKOENS S ESERBHEEZFFOA v E—V O URL ICHET 232 B3 & £,

M= GET /api/v2.0/message-tracking/url-details?resource attribute
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EA—ILAAP |

HR— bxt | B ZONTA=ZFMHATT, TRTOAPIZ = VX, ZDO/NRT A—
2D J— Z EIHERT D HENH Y £7,
;(Eﬁﬁt startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.000Z
fBE LMoL LA — K,
VI I% * serialNumber=<value>
e TFIALT v ADY Y T AR EEELET,
Ayt— |ROWSTDNTA=Z 2T LHLENHY 9, Wi
VID & A | LG AEIR. IWETT 222 ETEERA,
>/i}j:%i ® icid=<value>
a B )
;f‘wﬁID )( ‘y‘IZ““:/\O) ICId %*Eﬁbi—é—o
®* mid=<value>
7{ ‘)’IZ““:/\‘O) mld %?E‘ﬁg[/ij—o
BERAY Host, Accept, Authorization
A
GEANY Content-Type, Content-Length, Connection
Hg—
!l

WOFITIL, icid, mid, ¥V T AESTHEHININDEED A »&— O URL IZBET D3 %
BE+27=Y 2R LET,

BT YHY IR

GET

/esa/api/v2.0/message-tracking/url-details?endDate=2018-11-16T11:25:00.000Z&1icid=19124&mid
=2198l&serialNumber=64122536256E-FCH1812V1ST&startDate=2018-11-09T00:00:00.000%

HTTP/1.1

cache-control:
Authorization:

User-Agent:
Accept: */*
Host:

accept-encoding: gzip,

Connection:

keep-alive

HUTILEE

HTTP/1.1 200 OK

Server:
Date: Mon,

Content-type:
Content-Length:

API/2.0
19 Nov 2018 10:58:21 GMT

no-cache
Basic YWRtaW46Q21zY28xMjMk
curl/7.54.0

esa.cisco.com:6080
deflate

application/json

3697

Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers:
Access-Control-Allow-Credentials:

content-type, Jjwttoken,

mid, h, email
true
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Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {
"messages": {
"direction": "incoming",
"smtpAuthId": "",
"sdrAge": "31 years 11 months 18 days",
"sender": "cf quar in@vm30bsd0004.ibga",
"midHeader": "",
"urlDetails": [
{
"timestamp": "15 Nov 2018 10:29:04 (GMT)",
"description": "Message 21981 URL: https://www.google.com/, URL

category: Search
Engines and Portals, Condition: URL Category Rule."

}I

"timestamp": "15 Nov 2018 10:29:04 (GMT)",
"description": "Message 21983 rewritten URL
u'http://stage.secure-web.sco.cisco.com/
1lytss9mMSYP-JYs4LQ0sT6QALREFaFw/http%3A%2F%2Fdrugstorehost.ru' . "

}I

{
"timestamp": "15 Nov 2018 10:29:04 (GMT)",

"description": "Message 21983 rewritten URL
u'https://stage.secure-web.sco.cisco.com/

1lymzrg34NKpT- 17H5 rS9dukFQOFXsvLnYCHc4Eg/https$3A%2F$2Fwww.google.com$2F'."
}
]I
"sdrCategory": "N/A",
"hostName": "c680g07.ibga (10.76.71.196)",
"mid": [
21981,
21982,
21983,
21984
]I

"sendingHostSummary": {},

"attachments": [],
"sdrReputation": "neutral",
"showURLDetails": true,
"senderGroup": "UNKNOWNLIST",
"recipient": [

"4969Q@vm30bsd0004.1ibga"

] r
"subject": "[SUSPICIOUS MESSAGE] [SUSPECTED SPAM] Testing VOF"

BT D SF 4

RORND SESERBIELFTOA v =D ORI T 252G TE 7,

= GET /api/v2.0/message-tracking/connection-details?resource attribute
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EA—ILAAP |

HR— bt | R ZONTGA—=RIHMATT, TXTOAPIZ VX, ZO/NRT A —
2D Y— Z LR T D HERDH Y £7,
AEMHE

startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007

FRE L72HIM OB LR — b,

VI I% * serialNumber=<value>

e FIIATLADY ) FABRELEE LT,

Ay— |ROWITONTA=ZEEHTHHLERHY £, WFhrzEH
VID LA | LTEGAIE, IWETT— 2 2%ZETE A,

>/i/j:%i ® icid=<value>
a B R
1D Ay —V0icid ZEE L E7,
®* mid=<value>
7{ ‘)’IZ““:/\‘O) mld %?E‘ﬁg[/ij—o
BERAY Host, Accept, Authorization
H—
GEANY Content-Type, Content-Length, Connection
g
!l

WOFITH, icid, mid, ¥V T AEFE S THI SN DFFED A v — Y OB 5 75/l % B
B9s7 Y ZRLET,

BT YHY IR

GET /esa/api/v2.0/message-tracking/connection-details?endDate=2018-11-16T11:25:00.
000Z&icid=19213&mid=22124&serialNumber=64122536256E-FCH1812V1ST&startDate=2018-11-09T00:00:00.000z
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk

User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 19 Nov 2018 11:08:56 GMT

Content-type: application/json

Content-Length: 669

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
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Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{
"senderGroup": "RELAYLIST",
"messages": {
"summary": [
{"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"description": "ICID 19213 sender group: RELAYLIST sender ip: 10.76.70.111,

sbrs: not enabled",
"lastEvent": false},
{"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"description": "Protocol SMTP interface Management (IP 10.76.71.196)

incoming connection (ICID 19213) from sender IP 10.76.70.111. Reverse
DNS
host vm30bsd0199.com verified yes.",
"lastEvent": false},
{"timestamp": "16 Nov 2018 11:01:08 (GMT)",
"description": " (ICID 19213) RELAY sender group RELAYLIST match 10.0.0.0/8

SBRS not enabled country 10.76.70.111",
"lastEvent": true}
]
}I

"sbrs": "not enabled"

!

Rk API

MBEEDAPI 7 =V AT 2 L, BREED A v — BT 2T _XCOFEHRERETEET, U
U—2, Bk, BEXOKRTORBEEZITHIZ LT, AveE—VIRLTT 7y a v 2FET7152
ENRTEET, BEED APLIIRD LIRS nEINET,

o ZNA[EEEH APT (37 =X—30)

o ZDOMOREEER APT (65 ~<—7)

A/N\L[=EER API

BEOEMEE =B L2, AvE—UFHIRELIZI Y =R L2 T5, ZANAREEND A v
'{Z‘_:/“%yiu‘/@%ij—o

c AvE—VOKE (38—)

« Av—VOFMORS (41 RX—)

cAvE=UDOYY—R (44 X—)

« Ayt —UOHIR (43 RX—)
ct—7UALxTU )Ty YA b ORE (45 8—)
ck—T7URFETr Y7 YAy Y OB, RE. AN (49 =)

e—T7VRNERITT YU AN 22N OHIEE (61 X—)
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2 yt—TDBRE

EA—ILAAP |

BEOBYEL —BT 2 ARLRHAND A v =V E BT HENTEET, RIT, WXL
R— M REOBEEZRLET,

M=

GET /api/v2.0/quarantine/messages?resource attribute
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rve—vonz [

HR— x| ZORTGA—HIIMETT, TRTOAPIZ =Y TZO/RTF A —H
g0 — BHEALET,
AEHE

* startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007

ZOHHENICIREE S iz A v =,

[EEEZ A * quarantineType=<value>
7 AR SNB A ATT,

quarantineType=spam

Y —k FERANAFATT T 2 E HFmafiE TE £,
* orderBy=<value>
BRMEITKRD LB T,
* from address
* to address

® subject

® orderDir=<value>
BHRMETROEEBY TT,
® asc

® desc

BIERE A [IRDOWSTDONT A—=Z 2T 208N H Y £, WFhrzdi
1A Fx LIeHaid, WETT — 2 2% ETEEE A,

®* offset=<value>
F 7y MELGIEED L a— ROV 7y NERUST 547
vty MaxERELET, A7y MIHIREEIZEHAL, 47
Ty MG THLa— FOBERELET,

® limit=<value>

ST 2va—RoREEELET,

RN
0—7%

(CE3
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B oot—cvorx

®* envelopeRecipientFilterOperator=<value>
AREITRD EBY TT,
® contains
®is
®* begins_with
® ends_with

¢ does not contain

® envelopeRecipientFilterValue=<value>

MR ROME, ZHTa—PEROETT, ROFIEZZEZIZL
TLIEENY,

envelopeRecipientFilterValue=user

TANG | TANE NTA=ZIEECEGENDT —F ZHIR L £,
yor

e filterOperator=<value>
BERAROME, ARREITRO LB D TT,
® contains
*is
* begins with
* ends_with

¢ does_not_contain

* filterValue=<value>

BB RO, ZHF2—PEROMTY, ROFIEZSHICL
TLIZENY,

filterValue=abc.com

ERAY Host, Accept, Authorization

EEA Y Content-Type, Content-Length, Connection

il

ROFITIE, KM, B, BREEY 47, 72y b flRANT A—2Z248E LT, Rt
Av—=VERGT L5720 2R LET,

BT YYIRE

GET /esa/api/v2.0/quarantine/messages?endDate=2018-11-21T23:59:00.000Z&
limit=25&0ffset=0&orderBy=date&orderDir=desc&quarantineType=spam&startDate=2018-07-01T00:00:00.000Z
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HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW460Q21zY28xMjMk
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate
Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Wed, 21 Nov 2018 13:19:37 GMT

Content-type: application/Jjson

Content-Length: 39

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalCount": 1
bo
"data": [
{
"attributes": {
"envelopeRecipient": [
"test@test.com"
1,
"toAddress": [
"danielyeung@mail.ga"

1,

"subject": "[SPAM] Spam",
"date": "21 Nov 2018 14:31 (GMT)",
"fromAddress": [
"danel"
1,
"size": "1.60K"
by
"mid": 170

Ayt —UDFEMOEE
BEORMELE T HA v E—VOFMERG TS 2 ENTEET, KIT, BLEHHR— bxt
GOEMERLET,

ﬂ&gg GET /api/v2.0/quarantine/messages?resource attribute
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FHHOIRS

HHR— b3t EEEZ A * quarantineType=<value>

f%éy_ 7 ER SN AL A AT,

quarantineType=spam

EA—ILAAP |

21D EDS

®* mid=<value>

Avt— |BHOFMERGT Ayt —YO mid 2HETHLERDH Y

ERAy Host, Accept. Authorization

g

REANY Content-Type, Content-Length, Connection
sf__
!l

WOBITIE, FFEDA v E—VOMERET2 72 2R LET,
ST YO IR R

GET /esa/api/v2.0/quarantine/messages/details?mid=1755&quarantineType=spam

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate
Connection: keep-alive

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Wed, 21 Nov 2018 13:43:30 GMT
Content-type: application/Jjson
Content-Length: 6491

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email

Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"data": {
"attributes": {

"envelopeRecipient": [
"av_deliver@vm30bsd0004.1ibga"

]7

"toAddress": [
"Surya Allena <sallena@cisco.com>"

]7

"attachments": [],

"messageBody": "Received: from c680g07.ibga ([10.76.71.196])\r\n by
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rvt—sobk ||

esa.cisco.com with

ESMTP; 16 Nov 2018 13:58:55 +0000<br />\nIronPort-SDR:
DjDeJA8ZkD900A9%+n3eGd90a/nliz1dL

MyxB7dsrdg8oTnn8YSi5amR2gihbeg2eJwvViskfl\r\n KE7TdyCXSokg==<br
/>\nX-IronPort-AV:

E=Sophos;i=\"5.56,240,1539648000\"; \r\n d=\"scan'\";a=\"22180\"<br
/>\nIronPort-SDR:

PPj7KDz4Ur8W2ne2fWP/wSOUBwWnY3x1XaBz/ryR/98vI6NPraAsA5q7vzUzyaYFpRCWGgfyJaZ\r\n

4UIJbt91/

WFccoWcqg086zz6rYcRASCSM=<br />\nIronPort-PHdr:
=?us-ascii?g?9a23=3Az7tnkBDwN1EwuviGOROD

UyQJP3N1i/DPJgcQr6?=\r\n
=?us-ascii?g?AfoPdwSPT7pMbcNUDSrc9gkEXOFd2Cradc26y06+3jJYi8p2d65",

"date": "16 Nov 2018 13:58 (GMT)",

"fromAddress": [

"testuser <testuserl@cisco.com>"
]I
"subject": "[SUSPICIOUS MESSAGE] [SUSPECTED SPAM] Testing VOF"
}I
"mid": 1755

A ytE—TDHIER

SESERBWML BT DA v E—VZHIBRT 22N TEET, RIT, WXL R— g
DEMERLET,

ﬁ&gg DELETE /api/v2.0/quarantine/messages?resource attribute
YR=bX (A vt— |HIRT 72 a v EHHCTHDIE ZORT A =2 EERT
ZD'JYJ— | ID VERH D E£3,
AEM ,
® "mids": [<value>]
A=V D mid ZFRELET,

@%%Ef7/f "quarantineType":"value"

7 7072 MiE1% spam T,
ERAX | |

"quarantineType":"spam",

"mids": [<mid>]

}

ZERAY  |Host, Accept, Authorization
5

BN Y Content-Type, Content-Length, Connection
g

151
OB TIE, AvbE—C%BIRTH72) 2R LET,
BT YHITRE
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Ayvt—IMm1) )

DELETE /esa/api/v2.0/quarantine/messages HTTP/1.1
Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 41

Connection: keep-alive

{
"quarantineType":"spam",
"mids":[169]

}

HUTILE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 05:48:10 GMT

Content-type: application/json

Content-Length: 47

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"data": {
"action": "delete",
"totalCount": 1

—A

EA—ILAAP |

email

midjgtE e =BT 2A v b—U% V) Y —RATEET, RIZ, BLLYR— MHFROBMELRL

£

= POST /api/v2.0/quarantine/messages?resource attribute

YR—bx (2 vt— | V=R T 2729 BT HEOITIE, ZDONRTF A—F 2/

Z0D)Y— |oD THMLEND Y £,
AEMH

® "mids": [<value>]

Ay—Omid ZIEELET,

EEVF "action":"value"

HEh72fE1E release T,

@%%ﬁfy/f "quarantineType":"value"

7 BN 72fEI spam T,
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t—7yzRkIvryETavoyR kv ryobi [

BERAX |
"action":"release:
"quarantineType":"span",
"mids": [<mid>]

}

ERAy Host, Accept, Authorization
5

SEANY Content-Type, Content-Length, Connection
sf__

151
WOFITIE, md/RTA—ZEZRELTEHEDA =2 ) V=257 2R LET,
YT YO IR R

POST /esa/api/v2.0/quarantine/messages HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 61

Connection: keep-alive

{

"action":"release",
"quarantineType":"spam",
"mids":[184]

}

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 05:41:10 GMT

Content-type: application/Jjson

Content-Length: 48

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"data": {
"action": "release",
"totalCount": 1

t—2JYR IR ETAYHIYR IR DBRE

APIZ TV ABELCE—7 VA Ty 7 VA MO N ERGETHZENRTEET,
WIZ, WL EYR—bBoEEE2RLET,
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EA—ILAAP |
B t—ouxrzorveTnvsuzt o ryonR

mg GET /api/v2.0/quarantine/safelist?resource attribute

GET /api/v2.0/quarantine/blocklist?resource attribute

HhR— b3t B * action=<value>
%0)') J— INIMEITE 4 — T
2R Hh7paix <7,

ﬁ%%‘ﬁg A quarantineType=<value>

7 BN 72fEIS spam T,

i‘%%jﬁ(ﬁ viewBy=<value>
ARNLEITERE & ZEH T,

7‘}—%5% orderBy=<value>

it ERREESIES L ZEH T

BIEFE A | IRDOW T DT A =2 2T 2 0ERHY £, Wzl
A L7eGalE, IWETT— 222 ETE LA,

®* offset=<value>

7%y MEPGREDL Va— ROV T2y FERGT AT
Ty MEZIEELET, A7ty MIHIREIKIZEHL, A7
Ty L HRGET L L a— FOBERELET,

® limit=<value>

BT La—FOoRERELET,

j—_g_ orderDir=<value>

AREITRD LB TT,

® asc
® desc
Wz Z #uiX orderBy=recipient JE DR THAR— F I TWET,
search=<value>
ZHEE—PERDETT,
B3R~ |Host. Accept. Authorization
9“ —
GENY Content-Type, Content-Length, Connection
/‘5[‘ —_
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t—7yRkzvryETavoyz kv ryoik [

1

ZEENZE—JURLETOVYI YA DIV N ERTT S,

WOERFITIL, E—TVAMZ M) B2 EEINERET 272 2RLET, 77U
ANERUZZD)2FEHRAL, 7oy VA2 M) 2ZEEMCBSELET, K, 7Y
OflZE R L ET,

GET /sma/api/v2.0/quarantine/blocklist?action=view&limit=25&0ffset=0&orderBy=
recipienté&orderDir=desc&quarantineType=spam&search=abc&viewBy=recipient

BT YHYITR

GET /sma/api/v2.0/quarantine/safelist?action=view&limit=25&0ffset=0&orderBy=
recipient&orderDir=desc&quarantineType=spam&search=abc&viewBy=recipient
HTTP/1.1

Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 09:08:39 GMT

Content-type: application/json

Content-Length: 126

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"meta": {
"totalCount": 1
} r
"data": [
{
"senderList": [
"space.com",
"xyz.com",
"abc.com"

]I
"recipientAddress": "ul@space.com"

EEFEMNCE—TYRETAOV I YR DI M) ERTT 5.

WOERFITIL, TAYHI VA M) 2EEEINCEETS 7o) 2R LET, =TV
ANERIUZ2D)2EHRAL, Va7 A2y M) 22 EEMCBSELET, ®iZ, 7Y
DFZERLET,
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B t—ouxrzorveTnvsuzt o ryonR

GET /sma/api/v2.0/quarantine/safelist?action=view&limit=25&0ffset=0&orderBy=
sender&orderDir=desc&quarantineType=spam&viewBy=sender

BT YYIRE

GET /sma/api/v2.0/quarantine/blocklist?action=view&limit=25&0ffset=0&orderBy=
sender&orderDir=desc&quarantineType=spam&viewBy=sender
HTTP/1.1

Content-Type: application/json

cache-control: no-cache

Postman-Token: 9b9%oc6ef-2290-47ce-a84a-077bb805c57f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: PostmanRuntime/7.4.0

Accept: */*

Host: bgl0090-pod.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 09:19:24 GMT

Content-type: application/json

Content-Length: 214

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 09:08:39 GMT

Content-type: application/json

Content-Length: 126

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalCount": 1
}7
"data": [
{
"senderList": [
"space.com",
"xyz.com",
"abc.com"
]7

"recipientAddress": "ul@space.com"
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t—JURrETAVIUR T Ry oem. &, 4m ]

t—2oJYRrETOYHS YR NIV M)DEM., fRE. 0

=7V ATy VRO MY 2B, RE. BELOMITEET, La— FafF
FELRWERIT, = PUBBMENET, La— RBPFEETLEAIE. = Y 2fRELE
T WIZ, WXL LI R— FPRHEOEEEZ RLET,

ﬂ&gg POST /api/v2.0/quarantine/safelist?resource attribute

POST /api/v2.0/quarantine/blocklist?resource attribute

YR— x|
g0 Y—
AEMH

® action=<value>
HRNMEITRD EBY T,
® add
*edit

® append

R & 1
—

quarantineType=<value>

AN 72fEI spam T,

FoRITiE

viewBy=<value>

ARNLEITERE & EHTT,

ZEET
KL 2

"recipientAddresses": ["value","value",...]

IHFA—PEROMETT, HEOHEEZANTLZENTEET,

ZIEH Y
2k

"recipientList": ["value","value",...]

IHFAE—PERDETT, HEROEEZANTL LR TEET,

EEET
KL 2

"senderAddresses": ["value","value",...]

IR —PEROMETT, HEOHEEZANTLZENTEET,

HIEH Y
2k

"senderList": ["value", "value", ...]

THFAE—PERDOETT, HEROMEEZANTL LR TEET,
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EA—ILAAP |

ZERAL

HFLLWRZEETY MYDEM,
{

"action": "add",

"quarantineType": "spam",
"recipientAddresses": ["value","value"],
"senderList": ["value"],

"viewBy": "recipient"

}
FLWEEET Y FYDEM,
{

"action": "add",

"quarantineType": "spam",
"senderAddresses": ["value","value"],
"recipientList": ["value"],

"viewBy": "sender"

}
HFLLOREBATIY M) ORSE
{

"action": "edit",

"quarantineType": "spam",
"recipientAddresses": ["value","value"],
"senderList": ["value"],

"viewBy": "recipient"

}
HLWEERET Y b DRE.
{

"action": "edit",

"quarantineType": "spam",
"senderAddresses": ["value","value"],
"recipientList": ["value"],

"viewBy": "sender"

}
FLOWREETY YDA,
{

"action": "append",

"quarantineType": "spam",
"recipientAddresses": ["value","value"],
"senderList": ["value"],

"viewBy": "recipient"

}
HLWLEEET Y MY Ofm,
{

"action": "append",

"quarantineType": "spam",
"senderAddresses": ["value","value"],
"recipientList": ["value"],

"viewBy": "sender"

}

ERAY

Host, Accept, Authorization
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ZEEE—JURM IV M)ODBEM .

&N Y Content-Type, Content-Length, Connection
Gf__

451
cZfEHE—T7 VAN MY DBEM (51 X—)

Bk

5

cEEHE—T7 VAN N DB (52 X—)

K

FHxoTav 27022 Y OBEMN (53 —)
B

o

cEEHE Ty s YA RN MY DB (53 %—)
e ZEEE—T7 VAL = b ORE (54 =)

XfFEEE—T7 VRN MY OfRE (55 =)

5

EHETry 7 VAN M) OmRE (56 X—)

EFFEE—T7U X2 MO (58 ~2—)

%

cEEEHE T YA N U N ORE (57 —2)
§L,
-

FFEE—7V A= FUOAIN (58 =)

ZIEELE—TJYA NIV DEM
WOBERFITIZ, =7V A "N ZEBNMTEH72) ZRLET,
BTN YL IR+

POST /sma/api/v2.0/quarantine/safelist
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 163

Connection: keep-alive

{

"action": "add",

"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],
"senderList": ["acme.com"],

"viewBy": "recipient"

}
U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT
Content-type: application/json
Content-Length: 115

Connection: close
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. EEEE—TUYR LIV Y DEM

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {

"action": "add",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

] 4

"senderList": [
"acme.com"

EEFBEE—TJUXFIUMYDIEM
WOBENREITIZ, E—Z7 VAN M) Z2BENT5272) 2R/ LET,
UL YIS IR

POST /sma/api/v2.0/quarantine/safelist HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 155

Connection: keep-alive

{

"action": "add",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}
HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:31:28 GMT

Content-type: application/Jjson

Content-Length: 110

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "add",
"recipientList": [
"user@cronos.com"

1,
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"senderAddresses": [
"xyz.com",
"space.com"

ZEHEIOVH YR NIV R DEM
WOERFITIX, 7aevy 7 VAN NI E2EBMT 2722 R-LET,
HoTILYIG IR R

POST /sma/api/v2.0/quarantine/blocklist
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Postman-Token: 55570e07-17£fb-436e-9132-9£4998c67e7f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 163

Connection: keep-alive

{

"action": "add",

"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],
"senderList": ["acme.com"],

"viewBy": "recipient"

}
HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT

Content-type: application/json

Content-Length: 115

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {

"action": "add",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

1,

"senderList": [
"acme.com"

EEHEIOVHIURFIY M) DEM
WOBERHBITIZ, 7oy 7V Az M) E2BNTA272) Z2RxLET,
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BT YYIRE

POST /esa/api/v2.0/quarantine/blocklist HTTP/1.1

Content-Type: application/json
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 155

Connection: keep-alive

{

"action": "add",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}

YU TIEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:31:28 GMT
Content-type: application/json
Content-Length: 110

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type,

Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST,

"data": {

"action": "add",

"recipientList": [
"user@cronos.com"

] r

"senderAddresses": [
"xyz.com",
"space.com"

ZEEE—JVAFIVR)DEE

DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition,

email

WROFRFITIZ, E—=T7 VAR M ZBNT 572 2R/ LET,

BT YHY IR

POST /esa/api/v2.0/quarantine/safelist
HTTP/1.1

Content-Type: application/json
cache-control: no-cache

Postman-Token: 55570e07-17fb-436e-9132-9£4998c67e7£f

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: esa.cisco.com:6080

accept-encoding: gzip, deflate
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content-length: 163
Connection: keep-alive

{

"action": "edit",

"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],
"senderList": ["acme.com"],

"viewBy": "recipient"

}
HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT

Content-type: application/json

Content-Length: 115

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {

"action": "edit",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

1,

"senderList": [
"acme.com"

EEZEL—TJYVRAFMIV M) DIREE
WOBERFITIE, =7 VA N 2BMNMT527 ) Z2RmLUET,
oI YH IR+

POST /sma/api/v2.0/quarantine/safelist HTTP/1.1
Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 155

Connection: keep-alive

{

"action": "edit",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}
HUTILRE
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HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:31:28 GMT

Content-type: application/Jjson

Content-Length: 110

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {

"action": "edit",

"recipientList": [
"user@cronos.com"

]I

"senderAddresses": [
"xyz.com",
"space.com"

ZEFINV VYR LIV N DRE
ROBERFITIX, 7oy 7 VA~ M) ZiR$ET L2720 2R LET,
YT YY IR

POST /sma/api/v2.0/quarantine/blocklist
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Postman-Token: 55570e07-17£fb-436e-9132-9£4998c67e7f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 163

Connection: keep-alive

{

"action": "edit",

"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],
"senderList": ["acme.com"],

"viewBy": "recipient"

}
HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT

Content-type: application/Jjson

Content-Length: 115

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
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Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {

"action": "edit",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

] 4

"senderList": [
"acme.com"

EEEIOVIUR NIV M) OEE
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POST /sma/api/v2.0/quarantine/blocklist HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 155

Connection: keep-alive

{

"action": "edit",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}
HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:31:28 GMT

Content-type: application/json

Content-Length: 110

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {

"action": "edit",

"recipientList": [
"user@cronos.com"

1,

"senderAddresses": [
"xyz.com",
"space.com"
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POST /sma/api/v2.0/quarantine/safelist
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Postman-Token: 55570e07-17£fb-436e-9132-9£4998c67e7f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0
Accept: */*

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 163
Connection: keep-alive

{
"action": "append",
"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],

"senderList": ["acme.com"],
"viewBy": "recipient"

}
HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT
Content-type: application/json
Content-Length: 115

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type,

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST,
Access-Control-Expose-Headers: Content-Disposition,

"data": {

"action": "append",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

1,

"senderList": [
"acme.com"

FEEBEE—TURXNIUM)OMM

DELETE, OPTIONS

email

WOBERFITIE, T—7 VA N &2MNT57 ) 2R LET,

HoTIL YO IR
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POST /sma/api/v2.0/quarantine/safelist HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 155

Connection: keep-alive

{

"action": "append",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}

YU TEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:31:28 GMT

Content-type: application/json

Content-Length: 110

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {

"action": "append",

"recipientList": [
"user@cronos.com"

1,

"senderAddresses": [
"xyz.com",
"space.com"

ZEHJOVY YRR ITY M)OFMD
WOBERHBITIZ, 7avZ7 VA sz M) EMNTE272) 2R/ LET,
oI YH IR+

POST /sma/api/v2.0/quarantine/blocklist
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Postman-Token: 55570e07-17fb-436e-9132-9£4998c67e7£f
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 163

Connection: keep-alive
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{
"action": "append",
"quarantineType": "spam",

"recipientAddresses": ["userl@acme.com","user2@acme.com"],

"senderList": ["acme.com"],
"viewBy": "recipient"

}
HUTILE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 10:22:23 GMT
Content-type: application/json
Content-Length: 115

Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type,

Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST,

"data": {

"action": "append",

"recipientAddresses": [
"userl@acme.com",
"user2@acme.com"

1,

"senderList": [
"acme.com"

EEFIOYIYA NIV R)DRM
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POST /sma/api/v2.0/quarantine/blocklist HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 155

Connection: keep-alive

{

"action": "append",

"quarantineType": "spam",
"senderAddresses": ["xyz.com","space.com"],
"recipientList": ["user@cronos.com"],
"viewBy": "sender"

}
HUTILRE

HTTP/1.1 200 OK
Server: API/2.0

DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition,

email
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Date: Fri, 23 Nov 2018 10:31:28 GMT
Content-type: application/json
Content-Length: 110

Connection: close
Access-Control-Allow-Origin: *

-7z rERETEvIUR LT Ry ok ]

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email

Access-Control-Allow-Credentials: true

Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"data": {

"action": "append",

"recipientList": [
"user@cronos.com"

] 4

"senderAddresses": [
"xyz.com",
"space.com"

t—DJYRMFEREFETOAYHSUR T2 M) OHEIBR
BEEHEEFIZEZONTNIDOY XA D=7V XA EIZ T ey 7 VA MO MY &

B4 5 APl 7 = V) 24T T&E £,

ﬂ&gg DELETE /api/v2.0/quarantine/safelist?resource attribute

DELETE /api/v2.0/quarantine/blocklist?resource attribute

-|j-7|—f_ |~;(~;_|- BI%%/E&/]) quarantineType=<value>
ROVY— |7 472872 1% spam T,
AR
%%ﬁ%ig-u "recipientList": ["value","value",...]
AR IR —PEROETT, EROMEEANTLZ LN TEET,
£§ﬁ§j§~y "senderList": ["value", "value", ...]
A B IHEFa—YEROMTT, BEROEEANT L ENTEET,
ﬁéﬁ%jiﬁE "viewBy": "value"
ARIMETREHR L ZEH T,
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FORAL | RfEFT Y b DHIRR,
{

"quarantineType": "spam",
"recipientList": ["value","value"],
"viewBy": "recipient"

}
EEBEBEIV R DOHIE,
{

"quarantineType": "spam",
"senderList": ["value"],
"viewBy": "sender"

}

ZERAY  |Host, Accept. Authorization

Gf__

gﬁﬁv Content-Type, Content-Length, Connection

RO APL ZfE I TE £,
s ZEHEE—T7 VAL =2 R ORI (62 <—)
cEFEEE—T7 VAL R OHIBR (63 3—)
cZfEHETuy 7 AR R OHIER (64 X—)
cEEFEHET Yy 7 VAN U OHIBR (64 R—2)

ZEELE—TJVARIV L) DEIR
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BTV YHGITR R

DELETE /sma/api/v2.0/quarantine/safelist
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 111

Connection: keep-alive

{

"quarantineType": "spam",
"recipientList": ["user@cronos.com","user3@cosco.com"],
"viewBy": "recipient"
}
~
HUTILEE

HTTP/1.1 200 OK
Server: API/2.0
Date: Fri, 23 Nov 2018 12:27:40 GMT
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Content-type: application/json

Content-Length: 104

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "delete",
"recipientList": [
"user@cronos.com",
"user3@cosco.com"

]I
"totalCount": 2

EEEEL—TJVRA IR DHIKR
WOFRHBITIZ, =7V A2 N ZHIRTDHZ7 ) 2R LET,
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DELETE /sma/api/v2.0/quarantine/safelist HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 82

Connection: keep-alive

{

"quarantineType": "spam",
"senderList": ["race.com"],
"viewBy": "sender"

}
HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 12:33:41 GMT

Content-type: application/json

Content-Length: 75

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "delete",
"totalCount": 1,
"senderList": [

"race.com"
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DELETE /sma/api/v2.0/quarantine/blocklist
HTTP/1.1

Content-Type: application/json
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 111

Connection: keep-alive

{

"quarantineType": "spam",
"recipientList": ["user@cronos.com","user3@cosco.com"],
"viewBy": "recipient"
}
N
YU TILNE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 12:27:40 GMT

Content-type: application/Jjson

Content-Length: 104

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

"data": {
"action": "delete",
"recipientList": [
"user@cronos.com",
"user3@cosco.com"
] 4
"totalCount": 2

ZEEZIJOYHS YR LIV M) OHIR
WOBERFITIZ, 7oy 27 VAN N ZYIBRTA7 ) 2R LET,
HUTILYHIR K

DELETE /sma/api/v2.0/quarantine/blocklist HTTP/1.1
Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
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content-length: 82
Connection: keep-alive

{

"quarantineType": "spam",
"senderList": ["race.com"],
"viewBy": "sender"

}

YU TEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Fri, 23 Nov 2018 12:33:41 GMT

Content-type: application/Jjson

Content-Length: 75

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"data": {
"action": "delete",
"totalCount": 1,
"senderList": [

"race.com"

]

Z DL DR A AP
WO T VIZiX, 7 =) FHO—ERE LT quarantineType U Y — A4 R EEE T,
WHEZ =Y, #EE, Y= b AT Ry b BROMBE#HRARE S H— R LET,
c AvE—VORMEK (66 ~—)
« A=Y OFMORE (73 =)
s AVE—VOBEH (75 —)
TEEED D A v B — VO T EEBIET D (76 2—)
FREEND A v =D at—2%ETDH (78 =)
W7 FANDE YT r— (80 X—)
s AvE—UOHIR (81 X—)
e AvkE—=UDOYY—R (82 —2)
= Y ) —DFRF (84 =)
« =V ID IZEES SR (85 ~—2)

L Y =D AyE—I% Y U —Z (88 X—)
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M=

GET /api/v2.0/quarantine/messages?resource attribute
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rve—vonz [

CDONTA=ZITHHATY, T _XTDOAPIZ =V (L, ZDO/NT A—
Z LT 2BEND Y £,

* startdate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007

A RS
e

ZDONRTA=ZITRRT O A FRE L E T,
® quarantines=<value, value, ...>

BRREITRD L0 TT,
Outbreak

Virus

File+Analysis
Unclassified

Policy

<user-defined-quarantine>

44

subjectFilterBy=<value>

AR DOE B TT,
contains

starts_with

ends_with

matches_exactly
does_not_contain
does_not_start with

does _not_end with

does_not_match

subjectFilterValue=<value>

ZHFE—PERDOETT,

Jt? ESA

originatingEsalIp=<value>

Ay E—UPILESNIZESADIP T L AZIET 5 Z LN TE
S

AT OFE
il
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®* attachmentName=<value>
- N 3
T —PERDOMHE T,

® attachmentSizeFilterBy=<value>

HEN 72 BIT R D & B0 T,

range
less_than

more_than

* attachmentSizeFromValue=<value_in_KB>

INUEA—PELRDETT, BT 7 A VDY A X% KB T
ELET, ZHUIROGEICHEHFTRE T,

» attachmentSzeFilterBy C range &% 3N L7256

attachmentSizeFilterBy=range

« attachmentSizeFilterBy ¢ more_than J& 1 % 341 L 72854

attachmentSizeFilterBy=more than

* attachmentSizeToValue=<value_in_KB>

ZHUEE—YEROMETT, 7 7 A LDV A X% KB T
ELET, ZHIROEAICEARTRE T,
« attachmentSizeFilterBy T range J&": 2384k L 7255

attachmentSizeFilterBy=range

« attachmentSzeFilterBy C less than B %8I L7545

attachmentSizeFilterBy=less_than

EEEZ A * quarantineType=<value>
7 KR SN B pvo TT,

quarantineType=pvo
vk
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FEREZNEFATT T 2EE FMEEETE ET,

® orderBy=<value>

EIXRDOEFBY T,
sender

subject

received
scheduledFxit

size

orderDir=<value>

EIZRD & B0 TT,

asc

desc

BEIEGES | IROWTFD/NT A =2 BT H0ERH Y 3, Wz
AT L7eGaid, WETT — 422 TEERA,
* offset=<value>

F7ey MEPDWEDL LVa— ROV Ty NERIGT 547

Ty MEZBEELET, A 7Fy MIHIREILEHL, A7
Ty FLEGT L a— FORERELET,

limit=<value>

ST va—FofaaELET,

T X ® envelopeRecipientFilterBy=<value>
E%7§ FREITRD £ B0 T,
=

contains
starts_with
ends_with

matches exactly
does_not contain
does_not_ start with
does_not_end with

does_not match

envelopeRecipientFilterValue=<value>

BSRA RO, ZHF2—PEROMETY, ROFlzSBICL
TLIEENY,

envelopeRecipientFilterValue=user
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T~ * envelopeSenderFilterBy=<value>
BT REERO LB T
(EE4) ,

contains

starts_with
ends_with

matches exactly
does not contain
does not_ start with
does not end with

does_not_match

envelopeSenderFilterValue=<value>

BRAROM, ZTa—PERDOETY, KOBESHICL
TLIZENY,

envelopeRecipientFilterValue=user

BRANY Host, Accept, Authorization

g

EEAY Content-Type, Content-Length, Connection
g

!l

wOBTIX, B, EBF. B2 A 7. 7%y FEHIR, 50 ESA RF A—X 2 185E
LT, oFRY —, JANVA, TUNT LA IRBEENO A v -2 BT 5720 2R L
ESr I

BT YYIRE

GET
/sma/api/v2.0/quarantine/messages?endDate=2018-11-23T00:00:00.000Z&1limit=25&0ffset=0&orderBy=
received&orderDir=descé&quarantineType=pvosquarantines=Outbreak, Virus, FiletAnalysis, Unclassified, Policy&startDate
=2017-11-22T00:00:00.000Z&originatingEsalp=10.8.91.15

HTTP/1.1

Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW4o6aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 09:01:11 GMT
Content-type: application/json
Content-Length: 13093
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Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalCount": 126
}I
"data": [
{
"attributes": {
"received": "21 Nov 2018 10:10 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",
"esaHostName": "esalOl",
"inQuarantines": "Policy",
"scheduledExit": "21 Dec 2018 10:10 (GMT)",
"originatingEsaIp": "10.8.91.15",
"quarantineForReason": [
"Content Filter: 'url'"
]I
"esaMid": 379,
"recipient": [
"eriferna@mail.ga.sgg.cisco.com"
]I
"quarantineForReasonDict": [
{
"reason": [
"Content Filter: 'url'"
]I

"quarantineName": "Policy"

]I
"size": "312.69K"
}I
"mid": 166
}I
{
"attributes": {
"received": "21 Nov 2018 10:10 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",
"esaHostName": "esalOl",
"inQuarantines": "Policy",
"scheduledExit": "21 Dec 2018 10:10 (GMT)",
"originatingEsaIp": "10.8.91.15",
"quarantineForReason": [
"Content Filter: 'url'"
]I
"esaMid": 369,
"recipient": [
"eriferna@mail.ga.sgg.cisco.com"
]I
"quarantineForReasonDict": [
{
"reason": [
"Content Filter: 'url'"
]I

"quarantineName": "Policy"
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"size": "312.69K"
}I
"mid": 161l
}I
{
"attributes": {
"received": "21 Nov 2018 10:09 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",

"esaHostName": "esalOl",

"inQuarantines": "Policy",

"scheduledExit": "21 Dec 2018 10:09 (GMT)",
"originatingEsaIp": "10.8.91.15",
"quarantineForReason": [

"Content Filter: 'url'"
]I
"esaMid": 354,
"recipient": [
"eriferna@mail.ga.sgg.cisco.com"
]I
"quarantineForReasonDict": [
{
"reason": [
"Content Filter: 'url'"
]I

"quarantineName": "Policy"

]I
"size": "312.69K"
}I
"mid": 153
}I
{
"attributes": {
"received": "20 Nov 2018 12:42 (GMT)",
"sender": "test@irontest.com",
"subject": "[WARNING: ATTACHMENT UNSCANNED]sadsafasd",

"esaHostName": "esalOl",
"inQuarantines": "Policy",
"scheduledExit": "20 Dec 2018 12:42 (GMT)",
"originatingEsaIp": "10.8.91.15",
"quarantineForReason": [
"Message is unscannable by AMP - Service Not Available"

]I
"esaMid": 254,
"recipient": [
"test2@irontest.com"
]I
"quarantineForReasonDict": [
{
"reason": [
"Message is unscannable by AMP - Service Not Available"
]I

"quarantineName": "Policy"

]I
"size": "330.19K"
}I
"mid": 143
}I
{
"attributes": {
"received": "20 Nov 2018 12:41 (GMT)",
"sender": "test@irontest.com",
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»ve—vosmong |

"subject": "[WARNING: ATTACHMENT UNSCANNED]sadsafasd",
"esaHostName": "esalOl",
"inQuarantines": "Policy",
"scheduledExit": "20 Dec 2018 12:41 (GMT)",
"originatingEsaIp": "10.8.91.15",
"quarantineForReason": [

"Message is unscannable by AMP - Service Not Available"

]I
"esaMid": 251,
"recipient": [
"test2@irontest.com"
]I
"quarantineForReasonDict": [
{
"reason": [
"Message is unscannable by AMP - Service Not Available"
]I
"quarantineName": "Policy"
}
]I
"size": "330.19K"
}I
"mid": 140

BEORBMEE BT 5 Ay E—VOFMERST 52 LN TEET, KIZ, HLETR— bt

GoEMEERLET,
ﬂ&gg GET /api/v2.0/quarantine/messages?resource attribute
HiR— bt | & o * quarantineType=<value>
D) — |7 -
KR E N L EIE pvo T,
& i P
quarantineType=pvo
AvtE— |HEOHMEISETHA =YD mid ZHBETHLERH Y F
¥ ID R
®* mid=<value>
ZRAY  |Host, Accept, Authorization
sf__
SENY Content-Type, Content-Length, Connection
Gf__
£l

& DOHTIL,

FFEDA v —V OFFME G572 ) Z/RLET,

YOI YIITRbE
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GET /sma/api/v2.0/quarantine/messages/details?mid=166&quarantineType=pvo

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 09:16:27 GMT

Content-type: application/json

Content-Length: 1650

Connection: close

Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwtto
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE,
Access-Control-Expose-Headers: Content-Dispositio

"data": {
"attributes": {
"quarantineDetails": [
{
"received": "21 Nov 2018 10:1
"esaHostName": "esalOl",
"quarantineName": "Policy",
"reason": [
"Content Filter: 'url'"

1,

"scheduledExit": "21 Dec 2018
"originatingEsalIp": "10.8.91.
}
1,
"matchedContents": [],

"messagePartDetails": [

{
"attachmentId": 1,

"attachmentSize": "43",
"attachmentName": "[message b
by
{
"attachmentId": 2,
"attachmentSize": "307.25K",
"attachmentName": "eicar4.pdf
}
1,
"messageDetails": {
"recipient": [
"eriferna@mail.ga.sgg.cisco.c
1,
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE]

b

ken, mid, h, email

OPTIONS
n, jwtToken

0 (GMT)",

10:10 (GMT)",
15"

ody]"

"

om"

Test mail."

EA—ILAAP |

"messageBody": "This is a demo mail. http://bit.ly/2zs6KAg<br>\n",

"headers": "IronPort-SDR:

4Sh6scwkvc+t4BgD5601B/15¢cTAMKUtJtFAY+/Sk6YwaaSxL2TOzEKHwWsn+6KxG+kV27Zg

75sMX<br> DkgdFZYTDPift9VvRsT10Fz+N6rRgHCB4=<br>X-IPAS-Result:

=?us-ascii?q?A0GSTP/juz9b/+pJj4QpOH
oMagXSCU4gelyOHhysBAQEBA?=<br>
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=?us-ascii?g?QEBeoIOAQEBPQUEAGEFBOEDAWECAGEBLTEKOCYBFxhDiEefIY8MAQ

EBAQYBA?=<br>
=?Uus-ascii?g?QEBAR2PIQEBhH8FiRODFA4FVgUgBJ02RGYVLhAS55AYEAGTCcBAQE ?=<br>

Subject: [SUSPICIOUS MESSAGE] Test mail.<br>Received: from client.cisco.com

(HELO podl224-client05.ibwsa) ([10.225.99.234])<br> Dby pod0090-esall
with ESMTP; 21 Nov 2018 07:01:34 +0000<br>Message-ID: <194652.955603914
-sendEmail@podl224-client05><br>From: \"usr2@sender.com\" <usr2@sender
.com><br>To: \"eriferna@mail.ga.sgg.cisco.com\" <testclient@.cisco.com
><br>Date: Wed, 21 Nov 2018 10:23:53 +0000<br>X-Mailer: sendEmail-1.55<br
>MIME-Version: 1.0<br>Content-Type: multipart/mixed; boundary=\"----
MIME delimiter for sendEmail-936308.539779024\""

}I

"mid": 166

BROBIEIC BT DA v —V2BETL LN TEET, KIS, XL R— FAZROR
PEZRLET,

ﬂ&gg POST /api/v2.0/quarantine/messages?resource attribute
YR—b3 | A vt— [HIBRT 7 v a BT 57201003, 20T A—2 &2 AT 5
ZD'JYJ— | ID VBN HD EF,
AR
® "mids": [<value>]
A=Y DO mid ZFRELET,
@%%Ef7/f "quarantineName": "<value>"
7 N7 MEIE pvo T,
5@5%5%%& "destinationQuarantineName": "<value>"
4 HNREITRO L B9 TF,
Outbreak
Virus
File+Analysis
Unclassified
Policy
<user-defined-quarantine>
BERAX |
"action": "move",
"destinationQuarantineName": "<value>",
"mids": [<value>],
"quarantineName": "<value>",
"quarantineType": "pvo"
}
ERAy Host, Accept, Authorization
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B mercrvtr—corTrrETS

&Ny Content-Type, Content-Length, Connection

151
WOBITIE, AvEe—CEBET57 ) 2RLET,
HoTIL YO ITRE

POST /sma/api/v2.0/quarantine/messages
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 138

Connection: keep-alive

{

"action": "move",
"destinationQuarantineName": "Policy",
"mids": [46],

"quarantineName": "Unclassified",
"quarantineType": "pvo"

}

YU IRE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 11:57:40 GMT

Content-type: application/json

Content-Length: 84

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, Jjwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "move",
"totalCount": 1,
"destinationQuarantineName": "Policy"

[REEMND A v E—CDRTZEET S

FRHEND A v = O T ZBIEST D2 LN TEET, RIT, MLEYR— MIROBME R
LET,

E&gg POST /api/v2.0/quarantine/messages?resource attribute
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REn S A v t—onrTEEETS |

HR— b it A ot— ®* "mids": [value]
g0')J— | ID 2O mi E
Ay—YOmidERELET,
ARt :
ﬁ%%ﬁf7/f "quarantineType": "value"
7 &A1 pvo T
%%%Eég "quarantineName": "value"
HERNEITRD B0 TT,
Outbreak
Virus
File+Analysis
Unclassified
Policy
<user-defined-quarantine>
ﬁ%i@ "delay":"value"
HN72MEIE, 8h, 24h, 48h, E7-id 1w T,
ERAEAX |

"action":"delay",
"delay":"<value>",

"mids": [<value>],
"quarantineName": "<value>",
"quarantineType": "pvo"

}

ZERAY  |Host, Accept. Authorization

BNy Content-Type. Content-Length, Connection
yp g

il
ROBITIE, Ave—VORTEZRBIEST L7 2R LET,
YTV YIIXE

POST /sma/api/v2.0/quarantine/messages HTTP/1.1
Content-Type: application/json
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate
content-length: 107

Connection: keep-alive

{

"action":"delay",

"delay":"1lw",

"mids": [46],

"quarantineName": "Policy",
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" "

"quarantineType": "pvo

}

YU IEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 11:59:07 GMT

Content-type: application/json
Content-Length: 71

Connection:

close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers:

content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
GET, POST, DELETE, OPTIONS

Access-Control-Allow-Methods:
Access-Control-Expose-Headers:

{

"data":

"action":

Content-Disposition, jwtToken

"delay",

"totalCount": 1,

"delayedTime":

"l week"

[REERD A v E—CDIE—%XET S

EXA—=/LT FLURIZIBEEND A v =D a =2 X575 ENTEET,

A= bPREORMEEZ R L LT,

EA—ILAAP |

Wz, wESCE Y

M=

POST /api/v2.0/quarantine/messages?resource attribute

HR— bt
20—
AEH

A ;z{zb— ® "mids": [value]
v 1D A vt—Y0 mid ZEE L ET,
w%%&fy/f "quarantineType": "value"
7 7M1 pvo T,
W%%Eéé "quarantineName": "value"
B EITRDO B0 T,
Outbreak
Virus
File+Analysis
Unclassified
Policy
<user-defined-quarantine>
g%ﬁ%%; "recipients":["value", "value", ...]
ZNFA—VPERDETY, ZIEHEDEA—NLT FLAZANLE
ﬁ—o
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> {
Egj?jﬁj[ "action":"sendCopy",
"mids": [value],
"quarantineName": "value",
"quarantineType": "pvo",
"recipients":["value"]

}

TR UL I DEE, A vbE—URTIC I OA T 3 VEEENT S L
HTEET,

"sendToCisco":<value>

BN BT true T, WICHIZRLET,

{
"action":"sendCopy",

"mids": [value],
"quarantineName": "value",
"quarantineType": "pvo",
"recipients":["value"],

}

ERAy Host, Accept, Authorization

SEANY Content-Type, Content-Length, Connection

Gf‘—

451

WP TIX, ROFEORBEND A v — D ab™ —%2 EA—)L 7 RLAZEETLZ// ) %
w~LET,

HoTIL YO IR

POST /sma/api/v2.0/quarantine/messages HTTP/1.1
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 136

Connection: keep-alive

{

"action":"sendCopy",

"mids": [46],

"quarantineName": "Unclassified",
"quarantineType": "pvo",
"recipients":["admin@cisco.com"]
}

YU IIERE

HTTP/1.1 200 OK
Server: API/2.0
Date: Thu, 22 Nov 2018 11:53:52 GMT
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Content-type: application/json

Content-Length: 49

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

{
"data": {
"action": "sendCopy",
"totalCount": 1

AMIZ27ALDFI -k

FREEN D A v —VIHHET 28 7 7 ANV E2 X T om— R TEET, KIS, XL R—F
HEDBEMERLET,

ﬂ&gg GET /api/v2.0/quarantine/messages?resource attribute

'U'Tﬁ— k%t A wtz— * mid=<value>

ZD)Y— | 1D 0 mi ot
iy A YO mid ZFEELET,

@%%ﬁfy/f quarantineType=<value>

7 BN EIE pvo T,

%&ffj7j? attachmentId=<value>

AVID |77 AV ID BHEELET,

ZERAY  |Host, Accept, Authorization
5

BN Y Content-Type, Content-Length, Connection
g—

1
ROBITIE, IW™FT7 7 ANEZ Y= T 572 2R LET,
HYOTLYVIITRbE

GET /sma/api/v2.0/quarantine/messages/attachment?attachmentId=2&mid=46&quarantineType=pvo
HTTP/1.1

Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE
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HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 12:03:26 GMT

Content-type: application/octet-stream

Content-Disposition: filename="wanacry.exe"

Content-Length: 332511

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, JjwtToken

TVqQAAMAAAAEAAAA//8AALgAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARAA

AAAA+AAAAA4fug4AtAnNIbgBTMOhVGhpcyBwem9IncmEFt IGNhbm5vdCBiZSBydW4gaW4gRESTIGLvV
ZGUuDQOKJAAAAAAAAAAL+pLDYZv8kGGb/JBhm/yQGofwkGKb/JC1i1KGQAZv8kAGEISByg

A vt—TDHIR
SESERIBEL BT DA v VRHIRT D I LR TEET, KT, ML PR R

DEMEERLET,
ﬂ&gg DELETE /api/v2.0/quarantine/messages?resource attribute
YR—b3 | A vt— [HIBRT 7 v a BT 57201003, 20T A—2 &2 AT 5
ZD'JYJ— | ID VBN HD EF,
AR ,
® "mids": [<value>]
A=Y DO mid ZFRELET,
@%%ﬁfz/f "quarantineType": "value"
7 H A1 pvo T,
ﬁ%%ﬁég "quarantineName": "<value>"
BRHNMETRD EBY TT,
Outbreak
Virus
File+Analysis
Unclassified
Policy
<user-defined-quarantine>
ERAX |
"mids": [<mid>],
"quarantineName": "<value>",
"quarantineType": "pvo"

}

ERAy Host, Accept, Authorization
5

SEANY Content-Type, Content-Length, Connection
sf__
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AvtE—IMm1) )

1

ROBITIZ, FFEDRBENDRFED A v v —VZHIRT L7 ) ZRLET,

HYUTILIVIIRE

DELETE /sma/api/v2.0/quarantine/messages
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 41

Connection: keep-alive

{

"mids": [112],
"quarantineName": "Policy",
"quarantineType": "pvo"

}

YUTLEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 05:48:10 GMT

Content-type: application/json

Content-Length: 47

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h,
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "delete",
"totalCount": 1

—A

email

EA—ILAAP |

BREROBMII BT Ay =TV Y =252 LNRTEET, KIZ, WXL R— M5

DEMERLET,

ﬂ&gg POST /api/v2.0/quarantine/messages?resource attribute
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ryt—snuy—=2 [

YR—b® | Aot — [VI—AT 72 a v EHEMNCT D0, 20T A —F ZfiH
KD'JY— | ID THUERDY ET,
AEM ,
® "mids": [<value>]
AytE—YOmid ZHEELET,
w%%ﬁfy/f "quarantineType": "pvo"
7 HE72AE1E pvo TF,
&%%ﬁég "quarantineName": "<value>"
BRLEITRO B0 T,
Outbreak
Virus
File+Analysis
Unclassified
Policy
<user-defined-quarantine>
EEVF "action":"value"
Hh72EIX release T,
BEREAX U
"action":"release",
"mids": [<mid>],
"quarantineName": "<value>",
"quarantineType": "pvo"
}
ERAy Host, Accept. Authorization
9‘ —_
&N Y Content-Type, Content-Length, Connection
Gj__
1

WOBTIE, md/NTA—HZHREL THEDA v =2V —AT57x2 ) 2R LUET,
BT YHYIRE

POST /sma/api/v2.0/quarantine/messages HTTP/1.
Content-Type: application/Jjson

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 61

Connection: keep-alive

{
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"action":"release",
"mids": [157],
"quarantineName": "Policy",

"

"quarantineType":"pvo",

}
HUTILE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 05:41:10 GMT

Content-type: application/json

Content-Length: 48

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"data": {
"action": "release",
"totalCount": 1

IW—IL YT ) —DFERR

BUERBENICH D A v e —VOEME 7 =) §5 Z LR TEET, RIZ, MLV R— g
Dtz "L ET,

ﬁ&gg GET /api/v2.0/quarantine/rules?resource attribute

tfﬂf__ hiq ﬁ%%&§74) quarantineType=<value>

ZDYI— |7 HRh72EIE pvo T,
AEM

ZRAY  |Host, Accept, Authorization
5

SEANY Content-Type, Content-Length, Connection
A

!l
ROBITIZ, FREEND A v =T DA v —VHGEHEREZIGT 527 =) 2R LET,
YT YU IR

GET /sma/api/v2.0/quarantine/rules?quarantineType=pvo HTTP/1.1
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive
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Yt |

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 10:33:46 GMT

Content-type: application/json

Content-Length: 264

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalAverageMessageSize": "320KB",
"totalNumberOfMessages": 6
by
"data": [
{
"attributes": {
"numberOfMessages": 6,
"capacity": "0.0%",
"ruleId": "Malware: Malware",
"totalSize": "1.9MB",
"ruleDescription": "N/A",
"averageMessageSize": "320KB"
by

"rid": 1

JL—ILID [ZE DL BE

FEDON—/VIDIZ—ET DMEENDO A v =V 2 RBTH LN TEET, RIS, HXEY

A= bPREORMEEZ R L LT,

M= GET /api/v2.0/quarantine/rules search?resource attribute
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E A —)LF API

-|j-7|—€_ k% BI%%E&/l) quarantineType=<value>

R0 Y— |7 H 724l pvo T,
AEHE
JL— L ID ruleId=<value>
N =P EROETT,
V—k FEREIEFT TS E FafEETE £,

®* orderBy=<value>

HENIRAEIIRD & B Y T,

received

® orderDir=<value>

BNRMETRD L FBY TH,
asc

desc

BIEGE A (IROW ST ONT A—Z T 208 H 0 3, Wz
1A Liehaid, WETT — 222 ETE £ A,

* offset=<value>

FT7ky MENGIEEDLLVaAa— ROV 7Tty NG L4 7
ty MEZFEELET, A7y MIBIREILEHL, 7
Ty FLHGT L a— FORERELET,

® limit=<value>

B2 va—FofaaEL 7,

ERAy Host, Accept, Authorization
5

BN Y Content-Type, Content-Length, Connection
sf__

151
WO TIE, V=N RITA=HI—HTHAvE—VERETL272) 2R LET,
ST YO IR R

GET /sma/api/v2.0/quarantine/rules_ search?limit=25&offset=0&orderBy=
received&orderDir=desc&quarantineType=pvo&ruleld=Malware:+Malware HTTP/1.1
cache-control: no-cache

Authorization: Basic YWRtaW4o6aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive
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HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 10:35:34 GMT

Content-type: application/json

Content-Length: 3013

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"meta": {
"totalCount": 6
by
"data": [
{
"attributes": {
"received": "22 Nov 2018 10:30 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",
"esaHostName": "esalOl",
"inQuarantines": "Outbreak",
"scheduledExit": "22 Nov 2018 11:20 (GMT)",
"originatingEsalIp": "10.8.91.15",
"quarantineForReason": [
"Malware: Malware"
1,
"esaMid": 476,
"recipient": [
"eriferna@mail.ga.sgg.cisco.com"
1,
"quarantineForReasonDict": [
{
"reason": [
"Malware: Malware"

1,

"quarantineName": "Outbreak"
}
1,
"size": "312.98K"
by
"mid": 191
by
{
"attributes": {
"received": "22 Nov 2018 10:30 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",
"esaHostName": "esalOl",
"inQuarantines": "Outbreak",
"scheduledExit": "22 Nov 2018 11:20 (GMT)",
"originatingEsalIp": "10.8.91.15",

"quarantineForReason": [
"Malware: Malware"
1,
"esaMid": 474,
"recipient": [
"eriferna@mail.ga.sgg.cisco.com"
1,

"quarantineForReasonDict": [
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"reason": [
"Malware: Malware"

] r

"quarantineName": "Outbreak"
}
]I
"size": "312.98K"
}I
"mid": 190
}I
{
"attributes": {
"received": "22 Nov 2018 10:30 (GMT)",
"sender": "usr2@sender.com",
"subject": "[SUSPICIOUS MESSAGE] Test mail.",
"esaHostName": "esalOl",
"inQuarantines": "Outbreak",
"scheduledExit": "22 Nov 2018 11:20 (GMT)",
"originatingEsaIp": "10.8.91.15",

"quarantineForReason": [
"Malware: Malware"

] 4

"esaMid": 473,

"recipient": [
"eriferna@mail.ga.sgg.cisco.com"

] r

"quarantineForReasonDict": [
{
"reason": [
"Malware: Malware"

] r

"quarantineName": "Outbreak"

"size": "312.98K"

"mid": 189

IW—IL I —DhDAyE—IF 1)) —R

BEOBMEIZ BT 2V — Y=Y = AvE—V%2 Y V=T 5 ENTETET, RIZ,
WL LY R— AR OEEEZ R LET,

W= POST /api/v2.0/quarantine/rules?resource attribute
'U'Tl'f— |~$(T_|' JL— )L 1D ¢ "ruleId": ["value", "value",...]
1)y)—

%%éj N—ID ZHEE L E T,

@%%ﬁf7/f quarantineType=<value>

7 H5h72 01 pvo T

EE?E "action":"value"

B fE1E release T,
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BERAX |
"action" : "release",
"quarantineType": "pvo",
"ruleId": ["value"]

}

ERAy Host, Accept, Authorization
5

SEANY Content-Type, Content-Length, Connection
sf__

1
ROPITIE, Avt—=—V%V ) —=RT 572V EZRLET,
YUTILYVIIRE

POST /sma/api/v2.0/quarantine/rules
HTTP/1.1

Content-Type: application/Jjson
cache-control: no-cache
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
content-length: 89

Connection: keep-alive

{

"action" : "release",
"quarantineType": "pvo",
"ruleId": ["Malware: Malware"]
}

YU TIIEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 10:39:29 GMT

Content-type: application/Jjson

Content-Length: 48

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "release",
"totalCount": 3
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IWL—IL YT —h S AyE—T ZHIK

EA—ILAAP |

FEDBIEIC T o= Y= = Ay E—UZHIBRT 22 LR TEET, KIC, X

LV R— MR OEMEEZRLET,

ﬂ&gg DELETE /api/v2.0/quarantine/rules?resource attribute
'U'Tl'f— |~$(T_|' JL— )L 1D ® "ruleId": ["value", "value",...]
éﬁo)ljtj__ e
N—/VID ZHEELE T,

AR

@%%ﬁf7/f quarantineType=<value>

7 HE 7RI pvo T,
BERAX | ,

"quarantineType": "pvo",

"ruleId": ["value"]

}

ZRAY  |Host, Accept, Authorization
5

SENY Content-Type, Content-Length, Connection

Gf__

1

ROFITIE, = Y=V —=nbR =Vl T 57 2R LET,

PV EY S

DELETE /sma/api/v2.0/quarantine/rules HTTP/1.1
Content-Type: application/json

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

content-length: 65

Connection: keep-alive

{

"quarantineType": "pvo",
"ruleId": ["Malware: Malware"]
}

YU TIIEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Thu, 22 Nov 2018 10:41:14 GMT

Content-type: application/json

Content-Length: 47

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
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L=n4ey—nitvu—sxHk [

Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

"data": {
"action": "delete",
"totalCount": 4
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Web A API

e LAR— K API (93 —73)
e hTwX L APL (102 X—3)

L 7R"— & API

LR—=h 72V i+, BEDITNL—THNOTRTOLR— FEZIIFED LFR— M
BWTCULAR—KN I N—T o7 — 22T ET,

W= GET /api/v2.0/reporting/report?resource attribute

GET /api/v2.0/reporting/report/counter?resource attribute
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B oox—ran

HAR— bxt | R
gD —
AEMH

Web /AP |

CDONTA=ZITHHATY, T XTDOAPIZ =V (L, ZDNT A—
Z LT 2BEND Y £,

startDate=YYYY-MM-DDThh:mm:00.000Z&endDate=YYYY-MM-DDThh:mm:00.0007

FRE L72HIM OB LR — b,

V=N
H2AT

® query type=graph

77 7L LTRBTELT—ZE2ZELET,
® query type=export

T AR—=MERDT—F2ZELET,

ROWMSTONT A =L MM DLERDH Y £9, WIFnzEH
L, WETT — 2 22 ETE £ A,

® orderBy=<value>

JISERNDT =2 W ~EZ D RMEERE LT, ROBlasE
IZLTLIEEN,

orderBy=total clean recipients

® orderDir=<value>
V—hHmMERELET,
BhisA T a AIRDOEBY T,
¢ asc
FNECRER 2~ 2 7,
® desc

BN CHER 2~ 2 4

TRHEFE 7
AT

DM ST DINT A=A T 20BN HY £, Wz
L7eGaid, WETT — 2225 TEEHA,
* offset=<value>
7%y MEWLIEEDL LVa— KoV 7y hERIGT 47
Ty MEEZEELET, A7y MIRIRESICHERL, 47
Ty MG T ALV a— FOBAERELET,
® limit=<value>

ST va—FofaaELET,

T—H2D
BEA 7
va v

® top=<value>

RRNEZIRT LV a— ROBERELET,
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TANE NT A= BECEENDT —Z ZHIR L ET,
e filtervalue=<value>
BRI G DA,
* filterBy=<value>

TANE TanRT I TR SN T —X %7 4 VX
Vo7 LET,

* filterOperator=<value>
et 7Ty a FIkOLBY TT,
® begins_with

FRE LIEIZ AW TUSET — 2 2 7 4 NVZ ) T LET,
CHIEEE—BOETIEH Y THA,

®is

BELEZE—BOEICESWTUSET — 2527 4 L2 Y
VI LET,

* device_type=wsa

TNRAAZATERELET, ZONRT A= |IMNETT, T
NRTOAPL 7 =V L, ZONRTA—2 LHFEHTHZHLEND
D i—é—o

* device name=<value>

TNA AL ERELET,

Host, Accept, Authorization

7 4 IVH
VU
FIONA A
ERAY
5
BBy
H—

Content-Type, Content-Length, Connection

1

Wiz, LE—b 7= 24 TORERLET,
s NYED N ODEETIFT S (96 ~2—)

DY ZOEEDOEZTFT S (96 =)

T TN—THNOE T EZD 1 SDOEETET S (97 ~2—)
DI T OBEOMEERIGT S (98 N—)

« KT Z OEROMEEER L TEEO T Y 2 OBEEROEEZTET S (100 X—)
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AIEAD1IDODEZEZRET S

ROBITIE, B ZD1OOEZRGET 57 =) 2R LET,

BT YYITRE

GET /sma/api/v2.0/reporting/web malware category malware name user detail/

Web /AP |

blocked malware?startDate=2017-11-14T02:00+00:00&endDate=2018-02-18T01:00+00:00&

filterValue=23&¢filterBy=na&filterOperator=is&device type=wsa

HTTP/1.1
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0
Accept: */*

Host: sma.cisco.com:6080
accept-encoding: gzip, deflate
Connection: keep-alive

HUTILRE

HTTP/1.1 200 OK
Server: API/2.0

Date: Mon, 26 Nov 2018 16:29:33 GMT

Content-type: application/json
Content-Length: 193
Connection: close
Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type,
true

Access-Control-Allow-Credentials:
Access-Control-Allow-Methods: GET,

{
"meta": {
"totalCount": 4
}I
"data": {
"type": "blocked malware",
"resultSet": {
"blocked malware": [
{
"10.8.93.12":
}I
{
"10.8.93.20":
}I
{
"10.8.93.11":
}I
{

POST,

137511

112554

92839

"10.225.98.234": 6

NIV EDEBDEEZRRFZT S

DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition,

WP TIX, NBFDOHFHETNAL 2 ZA T IRGRA—=FEHEELT, BT X OBEEOMHE % B

"I &RLET,
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BT YYIRE

hovs FL—THnENYLan120EERET S |

GET /sma/api/v2.0/reporting/web services summary?orderBy=transaction total&
orderDir=desc&startDate=2018-08-16T18:00:00.000Z&endDate=2018-11-15T10:00:00.000Z&device type=wsa

HTTP/1.1

cache-control: no-cache
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: 10.8.159.21:6080
accept-encoding: gzip, deflate
Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK
Server: API/2.0

Date: Sun, 18 Nov 2018 15:38:52 GMT
Content-type: application/json

Content-Length: 403
Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{

"meta": {
"totalCount": -1

}7

"data": {
"type": "web services summary",
"resultSet": [

{"detected by traffic monitor": 0},
"detected malware total": 42},

"high risk transaction total": 7109},
"blocked by admin policy": 0},
"detected by amp": 0},

"transaction total": 33478},
"blocked or warned by webcat": 29},
"blocked by wbrs": 7038},

{
{
{
{
{"allowed transaction total": 26369},
{
{
{
{

"blocked by avc": 0}

Ao GIL—TRHADENDIUEZD1 DDEFRET S

AT B TN—TINIEED T o ZREENET, ROBITIE, 74NV E, THAA A LA
7T BROMINRTA=ZEZIEEL T, AV F TN—THNOENT o FD1ODOEEBFFT

57>V &RLET,
YT YVIITRE

GET /sma/api/v2.0/reporting/web application type detail/bw not limited?startDate=
2017-09-10T19:00:00.000Z2&endDate=2018-09-24T23:00:00.000Z&device type=wsa&filterValue=
F&filterOperator=begins with&filterBy=na&top=2

HTTP/1.1

cache-control: no-cache
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0
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B #s0rv s0ms0menEs s

Accept: */*

Host: 10.8.159.21:6080
accept-encoding: gzip, deflate
Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK
Server: API/2.0
Date: Sun, 18 Nov 2018 15:48:21 GMT
Content-type: application/json
Content-Length: 138
Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
{
"meta": {
"totalCount": 2
by
"data": {
"type": "bw not limited",
"resultSet": {
"bw _not limited": [
{"File Sharing": 84},
{"Facebook": 42}

BRONIO VI DEBDEERET S

ROFITIE, A7y FERIR, BROTNA R I T NI A—ZEHELT, BHOID
YA DEBROEERSET 527 ) 2R LET,

HOTLJVIITRbE

GET /sma/api/v2.0/reporting/mail incoming domain detail?startDate=2017-09-10T19:00:00.000%z
&endDate=2018-09-24T23:00:00.000Z&device type=esa&offset=1&limit=2

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: sma.cisco.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sat, 17 Nov 2018 18:25:28 GMT

Content-type: application/json

Content-Length: 1934

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
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"meta": {
"totalCount": -1

}I

"data": {
"type": "mail incoming domain detail",
"resultSet": {

"conn_tls_ total": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"conn_tls_ opt success": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I

"conn tls opt fail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 0}

]I

"blocked invalid recipient": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 1}

]I

"last_sender_group name": [
{"pphosted.com": "UNKNOWNLIST"},
{"vm30bsd0004.1ibga": "UNKNOWNLIST"}

]I

"detected _amp": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 2}

]I

"social mail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 1}

]I

"detected spam": [
{"pphosted.com": 0},
{"vm30bsd0004.1ibga": 25}

]I

"blocked reputation": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"total throttled recipients": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 2}

]I

"total accepted connections": [
{"pphosted.com": 2},
{"vm30bsd0004.ibga": 119}

1,00,

"threat content filter": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"marketing mail": [
{"pphosted.com": 0},
{"vm30bsd0004.ibga": 5}

]I

"blocked dmarc": [
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{"pphosted.com": 0O

}I

{"vm30bsd0004.ibga": 0}

] r

"conn_tls success": [
{"pphosted.com": 0O

}I

{"vm30bsd0004.ibga": 5}

] 4
"total recipients": [
{"pphosted.com": 2

}I

{"vm30bsd0004.ibga": 112}

] 4
"conn_ tls fail": [
{"pphosted.com": 0

}I

{"vm30bsd0004.ibga": 0}

] r

"total threat recipients": [

{"pphosted.com": 0O

}I

{"vm30bsd0004.ibga": 49}

Web /AP |

FEHAOVEDBERDEZERLTERDAV UV ZDERDEZRET S

ROFITIE, A7y FERIR, BRI Y ZA T NRNTA—ZE2HELT, ROV~
S OEBOWMETGT 57 =) 2R LET,

BT YYIRE

GET /sma/api/v2.0/reporting/web application name application type detail?startDate
=2017-08-16T18:00:00.000Z&endDate=2018-11-15T15:00:00.000Z&device type=wsa&query type=export

HTTP/1.1
cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0
Accept: */*

Host: 10.8.159.21:6080
accept-encoding: gzip, deflate
Connection: keep-alive

U TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Sun, 18 Nov 2018 15:55:50 GM
Content-type: application/json
Content-Length: 1258

Connection: close
Access-Control-Allow-Origin: *

T

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken
{
"meta": {
"totalCount": -1
}I
"data": {
"type": "web application name application type detail",
"resultSet": {

. Async0S 13.0 for Cisco Security Management Appliances - API R 2 — 7 v FH 4 K (BEEA)



| web /A API
BV EDEROEEERL TERDAY VI DERDEERET S .

"time intervals": [
{
"end timestamp": 1538332199,
"counter values": [
{
"counter values": [
42,
25932,
OI
42,
OI
42,
0
]I
"application type": "File Sharing",
"counter key": "4shared"

"counter values": [

"application type": "Media",
"counter key": "Dailymotion"

"counter values": [
42,
20748,
OI
42,
OI
42,
0
]I
"application_ type": "Facebook",
"counter key": "Facebook General"

"counter values": [
42,
20580,
OI
42,
OI
42,
0
]I
"application type": "File Sharing",
"counter key": "MediaFire"

"counter values": [
229,
158838,
OI
229,
OI
229,
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] r
"application type": "Social Networking",
"counter key": "Twitter"

"counter values": [
ll
86334,
OI
4

’

’

o = O -

] r
"application type": "Instant
"counter key": "Wechat web"

Messaging",

"counter values": [
44,
40876,
OI
44,
OI
44,
0
]I
"application type": "Media",
"counter key": "YouTube"
}
]I
"begin timestamp": 1530383400,
"end time": "2018-09-30T23:59:00.0002",
"begin time": "2018-07-01T00:00:00.0002"
}
]I
"counter names": [
"bw_not limited",
"bandwidth used",
"bw_limited",
"completed transaction_ total",
"blocked transaction_total",
"transaction_ total",
"blocked by avc"

~ >
w x>/ API
Web hT7 XU T APLZERATDHE, xDNT oI varEFE b o roa oo
H—2HBBR L, TOFMEERGTCEET, Web bT7 v F 7 APLITRD LBV T,

e FuXL H—E X (103 =2—)

LA YA NTT 4T =S

« SOCKS 7' %

(106 ~<—3°)

(107 ~=2—3)
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Joxs4—tz |}

JAFXTH—EX

BEOBMEAZENT 5 L, FEOZ—FELITTRTOZ—HFD Web OEEAPIRGLIZ BT 2 1F
WMERFTE £,

W= GET /api/v2.0/web-tracking/web_transaction?resource_attribute

HR— b3 | FEIC oW TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Cisco

D) J— | Content Security Management Appliances] % £ R L T 72& Wy,
AREM

ERAy Host, Accept, Authorization

Hg—

REAN Y Content-Type, Content-Length, Connection
sf__

!l

WOBITIE, B, 74z Vs 78y FEFIR, BF, BEORMN T o7 g0 R
T—BADNTA—HAEZBEL T, 7aXx P —CR Lo TUHENE TP T a %
BT 227) 2R UET,

ST YO ITRE

GET /sma/api/v2.0/web-tracking/web transaction?startDate=2016-09-30T18:00:00.0002
&endDate=2018-10-31T19:00:00.000Z&filterBy=proxy services&filterOperator=is&limit=20&offset=0
&device type=wsa&orderBy=timestamp&orderDir=desc&transactionStatus=alls

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46aXJvbnBvcnQ=

User-Agent: curl/7.54.0

Accept: */*

Host: 10.225.99.234:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 19 Nov 2018 14:43:38 GMT

Content-type: application/Jjson

Content-Length: 26617

Connection: close

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: content-type, jwttoken, mid, h, email
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST, DELETE, OPTIONS
Access-Control-Expose-Headers: Content-Disposition, jwtToken

{
"meta": {
"totalCount": 20
I
"data": [
{

"attributes": {
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Web /AP |

"webCategory": "Computers and Internet",

w_mn

"contentType": "-",
"pageResources":
"http://update.googleapis.com/service/update2?cup2key=8:128910954&cup2hreg=
3ab51fala72aa94fcbal2403£f2eb11c4884b27862dd31a779133c03a0e61d3344d",
"applicationBehavior": "-",

w_mn

"malwareCategory": "-",
"fileName": "-",

"SHA": "-",

"bandwidth": 0,

"policyType": "Access",

"user": "192.168.0.158",

"srcIP": "192.168.0.158",

"relatedTransCount": 1,

"malwareName": "-",

"applicationName": "-",

"policyName": "DefaultGroup",

"threatType": "Computers and Internet",
"ampFileVerdict": "-",

"destinationIP": "-",

"userType": "[-1",

"threatReason": "Information about computers and software, such as

hardware, software, software
support, information for software engineers, programming and networking,

website design, the web
and Internet in general, computer science, computer graphics and clipart.

Freeware and Shareware
is a separate category.",

"serialNo": "4229C3B46A609471867D-0720DA1A8RAG4",
"wbrsScore": "No Score",

"decisionSrc": "WEBCAT",

"url":

"http://update.googleapis.com/service/update2?cuplkey=8:128910954&cup2hregq=3a51fala72aa94f

cbal2403f2ebl1c4884b27862dd31a779133c03a0e61d3344d",

w_mn

"applicationType": "-",
"timestamp": 1540275265,
"transactionStatus": "BLOCK",

w_mn

"ampVerdict": "-

"attributes": {
"webCategory": "Business and Industry",

w_mn

"contentType": "-",
"pageResources":
"ftp://www.purple.com/,http://www.purple.com/,http://www.purple.com/",

w_mn

"applicationBehavior": "-",

w_mn

"malwareCategory": "-",
"fileName": "-",

"SHA": "-",

"bandwidth": O,
"policyType": "Access",
"user": "10.10.5.105",
"srcIP": "10.10.5.105",
"relatedTransCount": 3,

w_mn

"malwareName": "-",

w_mn

"applicationName": "-",
"policyName": "DefaultGroup",
"threatType": "Business and Industry",

w_mn

"ampFileVerdict": "-",

"destinationIP": "-",

"userType": "[-1",

"threatReason": "Marketing, commerce, corporations, business practices,
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workforce, human resources
, transportation, payroll, security and venture capital, office supplies,
industrial equipment
(process equipment), machines and mechanical systems, heating equipment,
cooling equipment,
materials handling equipment, packaging equipment, manufacturing: solids
handling, metal fabrication
, construction and building, passenger transportation, commerce,
industrial design, construction
, building materials, shipping and freight (freight services, trucking,
freight forwarders,
truckload carriers, freight and transportation brokers, expedited
services, load and freight matching
, track and trace, rail shipping, ocean shipping, road feeder services,
moving and storage).",

"serialNo": "4229C3B46A609471867D-0720DA1A8A64",
"wbrsScore": "No Score",

"decisionSrc": "WEBCAT",

"url": "ftp://www.purple.com/",
"applicationType": "-",

"timestamp": 1540274946,

"transactionStatus": "BLOCK",

"ampVerdict": "-"

"attributes": {
"webCategory": "Business and Industry",
"contentType": "-",
"pageResources":
"ftp://www.purple.com/,http://www.purple.com/,http://www.purple.com/",

w_mn

"applicationBehavior": "-",

"malwareCategory": "-",

"fileName": "-",

"SHA": "-",

"bandwidth": 0,

"policyType": "Access",

"user": "10.10.5.105",

"srcIP": "10.10.5.105",

"relatedTransCount": 3,

"malwareName": "-",

"applicationName": "-",

"policyName": "DefaultGroup",

"threatType": "Business and Industry",

"ampFileVerdict": "-",

"destinationIP": "-",

"userType": "[-1",

"threatReason": "Marketing, commerce, corporations, business practices,
workforce, human resources...

"serialNo": "4229C3B46A609471867D-0720DA1A8A64",

"wbrsScore": "No Score",

"decisionSrc": "WEBCAT",

"url": "ftp://www.purple.com/",

"applicationType": "-",

"timestamp": 1540263898,

"transactionStatus": "BLOCK",

"ampVerdict": "-"
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LANAE NS T499 =2

Web /AP |

BEOBHEZENTLE, VT =27 DY A FER— F~OEGRICEAT HHEREIGT2 L

MTXET,
W= GET /api/v2.0/web-tracking/web_transaction?resource_attribute
HR— b3 | FEMIC oW TIZ,  [AsyncOS API - Addendum to the Getting Started Guide for Cisco
D) J— | Content Security Management Appliances] % £ R L T<L 72 &0y,
y g pp

AREM

ERAy Host, Accept, Authorization

g

REANY Content-Type, Content-Length, Connection

sf__
!l

woOBITIE, I, 7oz Vs A7y FERIR, BF, BEIOFToHFr7as X
T—BADNRTA=ZEEELT, VA Y4 T T4y 7 BE=R Lo TREEIND FT U
7 areElGETos =) 2R LET,

ST YO ITRE

GET /sma/api/v2.0/web-tracking/web transaction?startDate=2016-09-30T18:00:00.0002
&endDate=2018-10-31T19:00:00.000Z&filterBy=14tm&filterOperator=is&limit=20&offset=0&device type
=wsa&orderBy=timestamp&orderDir=desc&transactionStatus=allég

HTTP/1.1

cache-control: no-cache
Authorization: Basic YWRtaW46aXJvbnBvcnQ=
User-Agent: curl/7.54.0

Accept: */*

Host: 10.225.99.234:6080
accept-encoding: gzip, deflate
Connection: keep-alive

YU TILEE

HTTP/1.1 200 OK

Server: API/2.0

Date: Mon, 19 Nov 2018 14:58:11 GMT

Content-type: application/Jjson

Content-Length: 12
Connection: close
Access-Control-Allow-Origin:

Access-Control-Allow-Headers:
Access-Control-Allow-Credentials:
Access-Control-Allow-Methods:

Access-Control-Expose-Headers:

{
"meta": {
"totalCount": 20
}!
"data": [
{

"attributes": {

content-type, jwttoken, mid, h, email
true
GET, POST, DELETE, OPTIONS

Content-Disposition, jwtToken
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| web /A API
socks 7o+ ]

"l4tmDestDomain": "ticketbooking.com",
"l4tmUser": "10.10.99.68",
"timestamp": 1534143578,

"l4tmPort": 443,

"serialNo": "42292E04F63C3DE5S4F13-E5D7466DA42E",
"l4tmDestIpWithDomain": "103.117.180.6Qticketbooking.com",
"transactionStatus": "BLOCKED"
}
}I
{
"attributes": {
"l4tmDestDomain": "ticketbooking.com",
"l4tmUser": "10.10.99.68",

"timestamp": 1534143578,
"l4tmPort": 443,

"serialNo": "42292E04F63C3DE5S4F13-E5D7466DA42E",
"l4tmDestIpWithDomain": "103.117.180.6Qticketbooking.com",
"transactionStatus": "BLOCKED"

"attributes": {
"l4tmDestDomain": "ticketbooking.com",
"l4tmUser": "10.10.99.68",
"timestamp": 1534143577,
"l4tmPort": 443,

"serialNo": "42292E04F63C3DE5S4F13-E5D7466DA42E",
"l4tmDestIpWithDomain": "103.117.180.6Qticketbooking.com",
"transactionStatus": "BLOCKED"

SOCKS 7B+

FfrsEse & 2 —WICBT A A2ETe, SOCKS 7u X 2@ U TR IS N T o7 v
VT AERETSET A LN TEET,

M= GET /api/v2.0/web-tracking/web transaction?resource attribute
HR— b3 | FEMIC oW TIZ,  TAsyncOS API - Addendum to the Getting Started Guide for Cisco
FD') ) — | Content Security Management Appliances] #Z MR L T 72 S0y,
ty g pp
AREM
ERAy Host, Accept. Authorization
Gf__
SEANY Content-Type, Content-Length, Connection
-
!l

WOFITIL, WM, 7402V 7 78y FEHIR, BY, BEORRNToHF 7 var &
TR ZAPINTG A —RZEFEEL T, SOCKS 7r %> h—b 22 LTINS FTF P2
varerliSETas 2 BERLET,
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B socks 7oxs

BT YYIRE

Web /AP |

GET /sma/api/v2.0/web-tracking/web transaction?startDate=2016-09-30T18:00:00.000z&
endDate=2018-10-31T19:00:00.000z&filterBy=socks proxy&filterOperator=is&limit=20&offset=0s&
device type=wsa&orderBy=timestamp&orderDir=descé&socksTransportProtocol=allé&transactionStatus=all&

HTTP/1.1
cache-control:
Authorization:
User-Agent: curl/7.54.0
Accept: */*

Host: 10.225.99.234:6080
accept-encoding: gzip, deflate
Connection: keep-alive

U TILEE

HTTP/1.1 200 OK
Server: API/2.0
Date: Mon,
Content-type: application/json
Content-Length: 6629
Connection: close
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers:
Access-Control-Allow-Credentials:
Access-Control-Allow-Methods:
Access-Control-Expose-Headers:

no-cache

content-type,

GET,
Content-Disposition,

Basic YWRtaW4o6aXJvbnBvcnQ=

19 Nov 2018 14:53:33 GMT

jwttoken, mid, h,
true
POST, DELETE, OPTIONS

jwtToken

"meta": {
"totalCount": 20
}7
"data": [
{
"attributes": {
"socksUser": "10.10.5.1006",
"socksBandwidth": O,
"socksUserType": "[-]1",
"timestamp": 1538044948,
"socksTransportProtocol": "TCP",
"socksPort": 80,
"socksSrcIp": "10.10.5.106",
"socksDestinationIp": "-",
"socksPolicyName": "DefaultGroup",
"socksHostName": "concede.fmtlib.net",

"transactionStatus":

"attributes": {
"socksUser": "10.10.5.1006",
"socksBandwidth": O,
"socksUserType": "[-]1",
"timestamp": 1538044948,
"socksTransportProtocol": "TCP",
"socksPort": 80,
"socksSrcIp": "10.10.5.106",
"socksDestinationIp": "-",
"socksPolicyName": "DefaultGroup",
"socksHostName": "erupt.fernetmoretti.com.ar",

"transactionStatus":

"BLOCK"

"BLOCK"

email
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"attributes": {
"socksUser": "10.10.5.106",
"socksBandwidth": O,
"socksUserType": "[-]1",
"timestamp": 1538044947,
"socksTransportProtocol": "TCP",
"socksPort": 80,
"socksSrcIp": "10.10.5.106",
"socksDestinationIp": "-",
"socksPolicyName": "DefaultGroup",
"socksHostName": "boots.fotopyra.pl",
"transactionStatus": "BLOCK"
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i

JLF API

WHARED 7 = V12X, 72U XFHo—fE LCeonfig) ¥ —2A4nEaEhnEd, BfFTE
HOITREEH (GET) OHRT, 2DV U —ZADZEH (POST. DELETE) #%E474+5Z L1 T
EFEHA, WebtX2 VT 4 TTIAT VA EXA=N X2 VT 4 TTIA4T A, £T2
EEF 2 VT A ET I T 2ADNTNLNG, REDVLERT A R LRI T/, AL
AT ER/ETDHIENTEET,

ZOFEZ, WOBTHERINTWNET,

c VAT AL D7 =Y (111 =)

EHHMBE AN X2V T 4 TTIAT L ADERO 7 =Y (112 X—)
s b ENTH—ERAOFEMDO 7 =Y (113 X—)

e LIR— K TN —TDIEHRO =Y (113 <—)

e 22— /LT 7 & AAHEZ: API OB (114 ~<—2)

VAT LERZDY )

BT YYIRE

GET /sma/api/v2.0/config/system time?device type=sma
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk

Accept: */*

Host: sma.example.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTILEE

HTTP/1.0 200 OK
Server: API/2.0
Date: Thu, 12 Apr 2018 18:06:32 GMT
Content-type: application/json
Content-Length: 121
Connection: close
{
"data": {
"continent": [
"Asia",
"India",
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"Kolkata"
] 4
"time": "Thu Apr 12 23:38:05 2018 IST",
"timezone": "Asia/Kolkata"

LA AP |

BEMREA =L EXa) T4 T7IT547 2 ADREHRD

"
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GET /sma/api/v2.0/config/appliances?device type=sma

HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk
Accept: */*

Host: sma.example.com:6080
accept-encoding: gzip, deflate
Connection: keep-alive

HUTILEE

HTTP/1.0 200 OK
Server: API/2.0
Date: Thu, 12 Apr 2018 18:09:07 GMT
Content-type: application/json
Content-Length: 341
Connection: close
{

"data": {

"appliances": [
{
"123A45B6C678-1CDEFG2": {

"host name": "esall.l",
"ip address": "10.76.69.29",
"product type": "ESA"

"123A45B6C678-1CDEFG3": {

"host name": "esall.O",
"ip address": "10.76.68.224",
"product type": "ESA"

"123A45B6C678-1CDEFG3": {

"host name": "esal0.0.2",
"ip address": "10.76.71.63",
"product type": "ESA"



| AP
—sitant=y—ezosansy [

—JlbtSn=Y—EXDHEHEDY T )
YTV YHY IR

GET /sma/api/v2.0/config/centralized services?device type=sma
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46Q21zY28xMjMk

Accept: */*

Host: sma.example.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

U TILEE

HTTP/1.0 200 OK
Server: API/2.0
Date: Thu, 12 Apr 2018 18:13:50 GMT
Content-type: application/json
Content-Length: 169
Connection: close
{
"data": {
"centralized quarantines": {
"pvo quarantine": "Enabled",
"spam quarantine": "Enabled"
}l
"centralized reporting": "Enabled",
"centralized tracking": "Enabled"

LR— bk SIL—TDFHROI )

1O FEDEA— N X2 VT4 TTFIAT U AZEGLR— ZV—FICET A1EHRE 7
) TEET,

YT YVIITRbE

GET /sma/api/v2.0/config/reporting groups?device type=sma
HTTP/1.1

cache-control: no-cache

Authorization: Basic YWRtaW46SXJvbnBvcnQxMjMk

Accept: */*

Host: sma.example.com:6080

accept-encoding: gzip, deflate

Connection: keep-alive

HUTIEE

HTTP/1.0 200 OK
Server: API/2.0
Date: Thu, 12 Apr 2018 05:41:47 GMT
Content-type: application/json
Content-Length: 397
Connection: close
{

"data": {

"reporting groups": [
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"2 esa _grp": {
"appliances": [
"123A45B6C678-1CDEFG2",
"123A45B6C678-1CDEFG3"

"Emtpy Group": {
"appliances": []

}

"du!@#$%he* () _+{}=_+{}I[:\"";<>2/ 0, |
"appliances": [
"123A45B6C678-1CDEFG4",
"123A45B6C678-1CDEFG5"

"Hosted_Group": {
"appliances": [
"123A45B6C678-1CDEFG6",
"123A45B6C678-1CDEFG7"

"1l esa _grp": {
"appliances": [
"123A45B6C678-1CDEFG8"
]

d—4H O—)LIZT U+ X A[EELR APl DEF

BfEw 7 A RO —YRFIHATRE/R APLDO Y X M RGT 22 ENTEET,

LA AP |

ﬂ&gg GET /api/v2.0/login/privileges

B3R~ Y& — |Host, Accept. Authorization

[EEA Y H— | Content-T e. Content-Length, Connection
yp g

YUTILYVIIRE

GET /sma/api/v2.0/login/privileges

HTTP/1.1

cache-control: no-cache

Postman-Token: a7eca7b8-0656-43db-b692-812396a86976
Authorization: Basic YWRtaW46SXJvbnBvcnQxMjMk
Accept: */*

Host: sma.example.com:6080
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accept-encoding: gzip, deflate
Connection: keep-alive

HUTILE

HTTP/1.0 200 OK
Server: API/2.0
Date: Thu, 12 Apr 2018 14:17:44 GMT
Content-type: application/json
Content-Length: 4392
Connection: close
{
"data": [
"e message_ tracking messages",
"e message_ tracking detail",
"e message tracking availability",
"e message_ tracking verdict",
"e message tracking dlp details",
"e message tracking amp details",

"e config macro file types",

"e config geo countries",

"e config tracking query timeout",

"e config spam quarantine appearance details",
"sma config users",

"e config euq authentication method",

"e config euq url details"
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