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[7 7V r— 2 > OERL (Create Application) %27 U v 7 LE7,
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Addon: SAML2 Web App X

Settings Usage

SAML Protocol Configuration Parameters

= SAML Version: 2.0
= [ssuer: urn:dev-g Z.us.auth®.com
= |dentity Provider Certificate: Download Auth® certificate

= |dentity Provider SHA1 fingerprint:
82:87:E5:ED:3D:67:D3:46:97:8E:72:27:E7:FD:09:FF:BD:FA:A2:94

= |dentity Provider Login URL: https://dev-
g2xwaipwfp2liro8.us.auth@.com/samlp/AG2YE’ _YYWL

= |dentity Provider Metadata: Download

(3177 (ssuer) ] 7 4 —/L & [IDF'm A Z—12 7 A > URL (Identity Provider Login URL) ] 7 -« —
VROfEE a2 —LET,

[AuthOFERHED & 7 > 1 — K (Download AuthO certificate) ] %7 U v 27 LCID 7' u/N\A X —iEiHE %
Fyru—RLET,

TUH—TTARAREY 4P — KD [ID7 a3 A X —DfiE (Integrate Identity Provider) ] Wi 2 B &, &K
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[ID7 & /3o % —4 (Identity Provider Name) |~ 4 —/L RIZIdP ®4 i (] : Auth0 sSO) # A L=
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[ TN A A% —EAURL (Single Sign On Service URL) | 7 ¢ —/L RIZ, SAML 7 RA & A
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[=>7 47 41D (EntityID) ] 7 4 —/L RIZ, SAML 7 RA U H A T arhbat— L7 [FBITe
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0 Set Up

Set Up

Identity Provider (IdP) Name
Single Sign-On Service URL @
Entity ID (Audience URI) @

SAML Signing Certificate @

Integrate Identity Provider

Download 3 ) Configure

Auth0 SSO

https://dev-g2xwaipwfp2liro8.us.auth0.cor

urn:dev-q2xwaipwfp2liro8.us.authO.com

Add ...

4 ) Activate

By default, SecureX Sign-0On enrolls all users into Duo MultiFactor Authentication (MFA) at no cost. We strongly
recommend MFA, with a session timeout no greater than 2 hours, to help protect your sensitive data within Cisco
Security products.

Do you wish to keep the Duo-based MFA ® Yes No
enabled in SecureX Sign-On?

f) [k~ (Next) 127 Vw7 LTC[#Fv>rr—FK (Download) |fREN—IIZHELE T,
g) BTHHAT DI [V I AV A A4 P —EAURL (Single Sign-On Service URL) ] & [>T «
7 41D (EntityID) 1OfEZ 2 — L, SAML B4 GEHE (cisco-securex.pem) X U — RLET,

J Set Up a Download 3 ) Configure 4 | Activate

Download
Depending on your provider, use the following information to set up your Identity Provider (IdP).

Single Sign-On Service URL (ACS URL) https://sso-preview.test.se...

Entity ID (Audience URI) https://www.okta.com/saml...

B cisco-securex.pem

SAML Signing Certificate Download

|l cisco-securex-saml-
metadata.xml

SecureX Sign-On SAML Metadata Download

h) [k~ (Next) 1%7 VU v 7 LT [HEE (Configure) ]z E T,
ATYT3 Auth0 2> Y=L DT RAVREXA TR TIZRY £7,
a) [axi (Settings) 1 #7 %7 V7 LET,
b) [77 V4 — 33—y Z7URL (ApplicationCallback URL) |7 4 —/L RiZ, = X —7 T4 X%
ET AV —FKhbav—L7z[v 7 %A 4% —EAXURL (Single Sign-On Service URL) ] DfE %
ATTLET,
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) MEILLT, [T23v7 (Debug) 127V v 7 LTH 7L SAML IGEOREE E NEE MR L 7
EZT Ny 79 2I0E, Auth0 2 —F—% SAML 7 7'V /r—3 3 ZEID Y THLERH Y F
DR
d) [E (Settings) ] 74— /L RIZIRDJISON A7V =27 R AJJLE T, <enriTy 10 URT> &, A=
E—L77 [T 47 4ID (A—7 4= AURI) (Entity ID (Audience URI)) ] DfEIZ{E ZH#L X |
<SIGNING CERT> %, # 7 B — K L7z SecureX Sign On H#4FEHE (PEM 7 7 A /L) % 1 {TOLFHINC
EHLTNFICES R ET,

"audience": "https://www.okta.com/saml2/...",
"signingCert": "----- BEGIN CERTIFICATE----- \n...-—-———- END CERTIFICATE----- \n",
"mappings": {
"email": "email",
"given name": "firstName",
"family name": "lastName"
}l
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified",

"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"

] 4

"binding": "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
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Addon: SAML2 Web App X

Settings Usage

Application Callback URL

https://sso-preview.test.security.cisco.com/sso/saml2/@oc oh8

SAML Token will be POSTed to this URL.

Settings

"audience": "https://www.okta.com/saml2/service-provider/

"signingCert": " \nMII...fjc\n
"mappings": {
"email": "email",
"given_name": "firstName",
"family_name": "lastName"
H
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1:name
"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/2005/85/identity/claims/
1,
"binding": "urn:oasis:names:tc:SAML:2.@:bindings:HTTP-POS
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IdP Activation

Once the IdP integration is activated:

« Users sign in using their enterprise |dP password
« Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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