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IR CBRER L 9, M CTT TICMFA N IdP E A SN TV AEE, e 7 ' Az
B(Z)& LT Duo ~X— A D MFA #0245 Z LM TEET,

S == a1 S
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THIDOEBOAT » 7 THERINE T, FAT v 7 E%ETT 5 NNTHETRDSRTE SN
L7, P THKRTLTCOER TR T e RAERETTEET,
TUH—TTARREY 4 P — FEBHITIE, SecureX 7 SV r—va v iR—ZLTrTa7y
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“> Application Portal

Enterprise Settings

Welcome Jane User!

If you’re an admin for your company, click Get
Started to set up single sign-on for your enterprise

account.

The setup wizard will then guide you through completing the
following steps:

1. Claim and verify your email domain.

2. Create an enterprise account for your company.

3. Set up single sign-on for your enterprise account by integrating
your IdP.

RET AP —RTIE, 1 ODFBEAFA—IVRFAL VERHEL, 1DO0ID 70 X —% ik TX
£, ROHEAIEL. CiscoTAC T — A& A —7 T HMLERH Y 4,
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DB TA—I FAAL VEHEBETILERD D

c AT w2 B AN RAAL L OHFEEBEEDRICHBEASCE T A — IV RAL VEER
T5
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G AT TARBRET 4P —FTERENTOWARWEED AP ERHDHHBE. TOMEE
TAP— FEMALCEES S Z LI TE EdA, SOV TE, BEFO 1P HEA 2 L
TWARBEMESH LTI,
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AT w71 Security Cloud Sign On 7 % 7 > hC SecureX 7 7' U 77— a3 ViR—X Wz A A4 LET,

ATvT2 FERBCHLZTa 7y ANTA i)y L, [ —7 714 XFE (Enterprise Settings) ]2 3R L
e

ATw 73 [T 5 (GetStarted) 1227V v 7 LET,
ATV T8 2o BT T34 X7 NOLFEIZEAD L, [IR17F (Save) 1227V v 27 LET,

+> Enterprise Settings

Enterprise Account Name

1. Enter an account name for the enterprise, company, or organization associated with your domain. @
2. Click Save.

Example company Save

ATFYT2: BEFA—ILFE AL DOHRE LR

WIZ, T BZ—TFGARXDEFA—IVRKAAL VERBELTHRIELET, TORT v T EETT
HIZ1E. RAA AL A ST —ERAR—Z)LTDNS L a— RE{ERRT A MENH Y £,
RAAL L ORBFENRTET L= 5. DNS L a— RiFHIBrTx £9,

ATYT1 HEETDH AL &AL, [EE (Submit) 2727V v LET,
BEY AP — RIZDNSTXT L 22— ROLRTEERFRINET,

6. Click Verify.
Record Name _cisco-sxso-verification.www.example.com fg
Type TXT
Value 69dS +1d55 By

ATV T2 RALVHLVIAR T —EBRIZH A AL, FEEENTZLa— R4 EMETTXT La— RE2/ERL %
j‘o

ATYT3 DNS La— RBMEESNDE TR > Tnb, [F&E (Verify) 1227 U v 27 LET,
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ATy T8 BEERKRII L1256, [IdPO#EE (Integrate IdP) 1427 U » 7 LTCTID 7 a/ N\ ¥ —OfEZBm L £7,

Success! You've claimed and verified your email domain and enterprise account name. Click
) f Integrate IdP
Integrate IdP to sync up the single sign-on.
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ATy T

ATy T2

ATvT3

ATvT4

ZDAT v 7 TiL, 1dP & Security Cloud Sign On O[#] T SAML A ¥ 57— X B8 XL VB4 REH E%
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ZDOAT v T EFETTDHIZE, ID P X —THER L7z SAML SEA BT 2 R OIE @M
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s UMY A A Y —E XD URL - Security Cloud Sign On 7> 5 HTTP POST T SAML &
AEZORZ 5895 URL, URLD KA A UL, BIICAT v 72 0 A —/V RAA X OHGE
ERGER AL =BT DMERHY £7,

IVT 4T 4 ID-ID 71,3 % —% Security Cloud Sign On C— & |Zi#kAIT 572D ID,
IdP ® SAML A ¥ 5 — X /35 <EntityDescriptor> B35 entityID CHERR CEX £9, —B
O IdP TIXID TANA F—FKIT LI THET,

SAML Z4EIRZE —1dP 75 SAML 7H— 3 NZBL T A7 DI AT % x.509 24 3EH
=B

Ho

[t 7 v~ (SetUp) ] T [ID7' 7 31 % —4 (Identity Provider Name) ] 7 4 —/V RIZ IdP D4 Hij%
ANLET,

IdP O SAML AN BB L= [> v 7 A1 4 URL (Singlesign-onURL) ] & [>T 7 41D (Entity
ID) | DfEZ AT LET,

[7 7 A /LDEM (AddFile) 1227V v 27 L, BICIP 2264 7 — K L7- SAML B4 FHE A RN L £
7

Duo MFA ~D . —%—0 B E &Gk A2 1T 72 W41, [Security Cloud Sign On CDuoX— A OMFA % A %2
35 (Do you wish to keep the Duo-based MFA enabled in Security Cloud Sign On?) ] CT[\ Y2 (No) ] Z &R
LET,
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Integrate Identity Provider

0 Set Up 2 ) Download 3 ) Configure
Set Up
Identity Provider (IdP) Name Okta SSO
Single Sign-On Service URL (Assertion Consumer https://sso.example.com/saml

Service URL) @

Entity ID (Audience URI) @ http://www.okta.com/123456abcdefg

SAML Signing Certificate @ Add File

By default, SecureX Sign-On enrolls all users into Duo MultiFactor Authentication (MFA) at no cost. We strongly recommend MFA, with a session
timeout no greater than 2 hours, to help protect your sensitive data within Cisco Security products.

Do you wish to keep the Duo-based MFA enabled in ® Yes No
SecureX Sign-0On?

If your organization has integrated MFA at your IdP, you may

wish to disable MFA at the SecureX Sign-On level.

ATV TE [k~ (Next) 127 Vw7 LT[Fv>ra—FK (Download) | iz E T,

ATwT6 FREN [V IV A AP —EAURL (ACSURL) (Single Sign-On Service URL (ACS URL)) | &
[>T 47 4ID (A—F 4= AURI) (Entity ID (Audience URI)) ] % 2 &°— L., SAML B4 iFHEL &
vra—KRKLET,

Integrate Identity Provider

:/ SetUp ——— e Download 3 ) Configure 4 ) Activate

Download

Depending on your provider, use the following information to set up your Identity Provider (IdP).

Single Sign-On Service URL (ACS URL) https://sso-preview.test.security.ci... 7]

Entity ID (Audience URI) https://www.okta.com/saml2/servi... 7]

SAML Signing Gertfcate B cisco-securex.pem
SecureX Sign-On SAML Metadata B cisco-securex-saml-metadata.xml

AT TT 7.[k~ (Next) 1227V v 7 LT[k (Configure) ] M ZEAE T,
AFy T8 [dPEHa LY — /L TSAML 7 7Y r—3 3 VERIEN—VZHE, ROEHEEZITWVET,
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GE) —HBD IdP (Auth0 72 &) TlE, FEHEOWNEZ 1170 JSON LF5 & L CTHAt3 2 30
HVET B ———-- BEGIN CERTIFICATE--——- \n...\n...\n---——- END CERTIFICATE-——-- \n) o

¢) REDEHZ SAML 7 7V REIHRIFLET,

RDERY
WKIZ, T2 —T5A4A XD APHEET AN LET,

— y . AN -
ATYvI74:SSO0#EDTA B
Wz, T B =TT X7 4 F— R)NH AP ~D SSO R ZFALE L TP DFEASET A ML E
T, SecureX 7 F UV —a Xy aRh—RIZENE, TAMNBESILEZ L2EHRLET,
o FTGAX—F (=T VL) U4 RUTURLEZTANLET,
e AU NERTEEFA—IVRAL L, BINCHFE LIZAT v 7 2 B A=V A
AVOHFFELERGEE —BTH2LERHY £,

s IOz —H— (BEFFD Security Cloud SignOn 7 41 7 > k72 —H—) LEEfFO=2—
FoTF AR LET,

AT TN 2o Z—T T4 XFRET 4 ¥ — KO [#5% (Configure) | HiHEIZEY 7,
ATFY T2 RFYT2OSSOURLEZ U v FR—Ricav—L, 'S4 _X—F (=27 Ly k) T50F T 1Ry
TR £,

Configure
1. Configure your IdP with the public certificate and SAML metadata you copied and downloaded from Cisco.

2. Test your IdP integration by opening this URL in a private (incognito) window.
https://sso.security.cisco.com/sso/saml2/0oa... B

3. Once you sign in and land in the SecureX application portal, the configuration test is successful.
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* Secure Cloud Sign On THMDY A T v AAMEH LT Ao FMEFRIOT7T 7 N TT AR LE
7, 72 & 21X, admin@example.com 7 # V> R THA 7 v S L TIP A EER LTEEHA. HAED
TAMIZNERUEFA—/MIER L2NTLZI N,

SecureX 77U 7 —3 3 VIR— X UNFER I NI, HEROT A MIKEHTYT, SSO uk AT T —)
FAETAHAREEIT. NI TN a—T 4T EBRBLTLI I N,

ATYTA EETARLIZS, [k~ (Next) 1527 YV v 27 LC[T 277 471t (Activate) ] _X—IZHERE T,

ATy IS5 PEDT IV T4 71

AT w74 SSOFMADT A MPET L, M TAMCT /N TEb, P HAEET 7
T4 TEET, T/ T4 e LiKIE, =P F= X —T T4 X (1dP) DEFA—
LNT RUARERZAT—REHFEHLTYHA A > LET, RO Duo MFA B§%% 47 77 b
L7256, 22—V —IIMFARELBEH T2 20 7,

IdP & Security Cloud Sign On DG4 7 7 7 4 746 T H12i%. [1dPET 7 7 1 71t (Activate my IdP) ] % 7
Vw7 L, MBI AT T[T 277 471 (Activate) 1227 Y v 27 LET,

[dP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise IdP password
 Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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