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e TABLADA A =)L
« NFS O E
« JTAEY T DERE
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ATy T2 EHTUI D2 — LEWHIERED [F#/S2 Y —F (Admin Password) | Z A/ LT, [22 4 > (Log
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RDZRY
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T U FNER S, BETULICT L= 7 %A PELTERREINET, REEHKITT DA
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FIE

ATy FEHTUI OIS Lot WA T — K% [BIFED/XAT— R (Current Password) | 7 —/V RIZAS L%
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FHLWWRRAT— RITiE, B8 LF, 1 DOEFE, 1 ORI SIF. D7l EH 1 ODOKRIFE 1 DO/
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AT w73 [Change Password] #7 U v 7 LET, /AT — RPEHINET,
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TABAZA VA N—/LT HHNT, &&IE
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RDBRY

[Configure Network Settings] > h 7 —72 O%E (5 ~—) IR FET,
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BRED 4 Y — R TlE, FlEAIE > T Cisco Secure Malware Analytics 777 4 7 > A& % E L &
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Home

3: Home

Ma|wa re Aﬂa|ytic5 ADDHE\HC@ Home Configuration Documentation Status Operations Support

Home

28 General [ Opadmin Stats <3 B & Last 6 hours

Mumber of Processes Dashboard settings

12:00 13:00 14:00 15:00 16:00 17:00
== cluster-licensing.service
template@hardware-detection.service
g-template@nats.service

== config-template@network.service config-template@nfs.service

CPU %

0.4
0.2
0

12:00 13:00 14:00 15:00 16:00 17:00
== tg-dictator wm tg-fav? == tg-observer == tg-classifier

A configurable version of this dashboard is available here. Note that changes to prebuilt visualizations or dashboards will be reverted on reboot, and user-
added dashboards are not guaranteed to persist or operate properly past updates.

For assistance in changing the configuration or operating the portal, refer to the resources below.

=R oo
v bI—UDEE
BEETUI CAZT 4 v 7 Fy NI —IREETST25E, [Fy BT —7&E (Network
Configuration) | X—IZR/REILDH IP T KL A, Cisco Secure Malware Analytics % v k7 —
7 BEHNTE B TULIC A LT & B L 9,
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RATYT1 IPT RLAZMHRL, ERTHD L 2R LET,

ATw T2 FIEERIC DHCP 2L, 7V —vBIOY =T 4 DIP Ry NI —J EBAZT v 27 IPT FLRICE
I DMENRH DA, [Cisco Secure Malware Analytics Appliance Administration Guidell @ [DHCP Ofifi
M ODHEOFIAZFATL ET,

RDHBERY
NFS OE (6 2—) [THERET,

A —

NFS DExE
U—27 70 —0OROFIEIZ, NFSERETLHZETT, ZOXRATIE, N o T v 7TEer TR
BT EATOTEDITHMETT, FEMIZ OV TIX,  [Cisco Secure Malware Analytics Appliance
Administration Guide] @ INFS Z{f:] OHAZSZHR L T 7EE 0,
REZTHE AT NFSA T BIOW ST — 22~ U 57t AE NFSZ T O
227 Y v Cisco Secure Malware Analytics 777 A 7 AD B — )T — X A 8T %)
fbFa 7 meAanEdETEnEzT,
ZOFNEEAF v T L KT L TR TRLSE1E. [NFSZ L ThifT (Continue without
NFS) 127Uy 7 LET,
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ATYF1 FeF—2 a4 CINFS] &7 UV v 27 L, [NFSEXE (NFS Configuration) ] ~— & Bi& £,

ATV T2 ROEBREANTILET, FITAZNDT TI7AT VAR, BADOI TAZ ) —FTRESNLTWHWEHD L
FILARARNEANREZWFETLZMERDHD 77,
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s [Path] : NFS /R A hh—_—FEDrar—3 g U ~DMRI XA, ZZIZ7 7 A NAVBRESINET, Zh
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AT—% AT Enabled_Pending — T,
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£

ATYT8 [T 7 471 (Activate) 1227V v 7 LE 7,
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ATYTY T T 4 _"—=2a BNk Lz b, [#ifT (Continue) 1% 7V v 7 L9,
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EHIETFTRAEY U TNF, VFARAEZDOY A RITIEL T, ZITAZRNDI DL EOT 547 v
ANEENSEET L2202 R— M58 THHELLET,

LT TIAT A, T=2pHIRSN. (VAT SNTHRY) TTFI3A4T A £20%
HHBLOBAEDOT 774 7 L ADOMABEDLETY T AKX Z/ERTE £9, CiscoSecure Malware
Analytics 7 7T A T L A% 7 T ARG T DmE . IHERERFICNES &7 T 2% Y 73
BEINTWD EfERITT, [Z7 T AZEE (Cluster Configuration) | X—IMNbHA A h—/L
BDI TAZEBRIRTEETN, A VA M= NEBDT T ITAT L ALWAFD T T A ZITHEE
SEBZ LI TEEYA,

7 T AZY T OFEMIZOWTIE,  [Secure Malware Analytics Appliance Administrator Guide
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I TAREDA A M= )VETIIHREICOWTEMR S 25651, [AR—F (Support) 14
R— M IZBIWEDESTES W,
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T T AL, [T AXEE (Cluster Configuration) |- X— TV OEHUI THREB LI OWEHEINE
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ART9 T2 [T AX DB (StartCluster) (%227 Y v 7 LTh6, MERAA T TOK| %227V v7 LET,
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ATV T3 U4 —F0EYOFEEZET L, [Start Installation] #27 Y v 7 LEd, ZOEECEIY, 7T AXE—
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ARTY T4 [/ F7A%Y) 7 (Clustering) | X—T T, HLWI T AXDOREEZHERL 7,

RDBERY
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e (9_—) ITERET,
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FIE

AT 91 [RE (Configuration) 1 % 7% 27 U v 7 L, [NFS] Z 34K L C [NFSF%E (NFS Configuration) ] ~3— % [
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nET,

AT w74 [RE (Configuration) | A ==2—"T, [/ T AHX Y 7 (Clustering) | Z&IRL CT[Z7 7 AZ D&E (Cluster
Configuration) ] X—T %M & F7,

ATv 75 [JoinClugter] #27 U v 7 LTh, MREAX AT/ T[OK| %227 )7 LET,
[7 7 A& DARAE (Cluster State) |75 [ 7 A # 1k (Clustered) | IZZEDYD £,

ATYT6 A VA= EZRTLET, ZHICEYD, V7TAX T— R TT—ZOETHBENET,
ARTFYT1 VIAZIHEASEDL ) — RTLICFEEZ#RY IR L £,

RDHBERY
TAV L ADAS A= (10 X—2) (L ET,

TJAECVADA VA =)L

ALY T N5ET T 5 L Cisco Secure Malware Analytics 74 E 2 A% A VA h—/LF 5
PN E T,

FIE

ATV T [FA48ADT v 7 a—FK (UploadLicense) |27 Vv 7 L, Z7ANTR—I ¥ NBTA BV AT 74
NERIRL £,

FlE, == T A B RAERSETHI L TEET, 77 I9A TV AZRE LIRSy RU—
TNT 7B ARRERGEIL, [P—— 5T A4 A%E45 (Retrieve License From Server) | %72 U v 7
THETABVABRR Y Y= RBTCTHRGEINET,
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ATy T3 [RFE (Save) 227V w7 LTIA B A% A L A=V LET, X—=URNEHEN, T4 o RFHRN

FRSNET,

R6:14 R M—ILDEMLIZEDS A 2 RIER

Configuration Wizard

)
(+) Network

Confgure Netwariurg

NFS

Confgure NFS

) Clustening

Configure Clustoning
o License
Upload koonse
5 Email
Configure Email
6 Notifications
Canfigure Motifcatiors
7 Date and Time
Configure Date and Time
B Systefm Log
Configure Logging

¥ | Review and install

Done!
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ATy T4 [f1T (Continue) 127V v 7 LET,
RDZRY
B A—NVORE (12 X—2) I[TERET,
== 1 —
BEF*A—ILDETE
U—27 7ua—0ROFNAIE, [SMTPE%E (SMTP Configuration) ] X—DFE - A —/LR A h %
RETHI ETT,

FIE

ATw 1 [BETEF (From Address) ] A—/VT7 RLRAEZ AN LET,

7:SMTP DERFE

Malware Analytics Appliance Home: Setup  Documentation  SiMus  Operations  Suppon 9o L1-
Configuration Wizard SMTP Conhguration
Menwork
5
histeding b
=
icenne
None
o Emiail
Mone
2% 0N,
Date and Time
ontinue
=]
R i

ATF9FT2 [Ty 7ARY—LFR AL (Upstream Host) ] (BB A—/LR A ) OA4RTEZATLET,
ATV T3 R—1r%&25B871n5 BICEFLET,

ATy T8 ZOMOBEZX, T 74V MEOEFIZLET,

ATy 5 [fRfF (Save) 127V v 7 LTREERGFLET,

ATwT6 [fiT (Continue) 127V v 7 LT, V=27 78—DIROAT v IR FET,
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[Configure Notifications|IlEI DR E (13 ~—) ([THEEHE T,

STE T |

1 DU EDEF A=/ T R LA ZERRICEAE I RE72 1@ 2 5% T

T35 LTI, AT ABANT Cisco Secure Malware Analytics R — & /LA L X — 7 = A ATF
RENFETN, TOX—=U T, BFA—/LTHEEFEIND [ (Notifications) ] bIXETE E

BRINDERTE
U—7 7ua—OWwROFNEL,
R

F|E

RATY 1 [ZE#H (Recipients) ] T, 272 &b 1 NOBAZEED [ETA—/LT KL A (Email Address) ] % AJ)
LET, BHOEBEFA—NT RLAZBMTIMLERHIGAIE, (1742270 v 7 LTHOT 4 —

NV RZBMLUET, LEISCTHRYIRLET,

8: Notifications

Malware Analyvtics Appliance Hame
Configuration Wizard Matifications
Recipient
Network nail Addresse:

AT T2 [@AHMBEE (Notification Frequency) ] T, Ru w77 U R Mpb [EA (Critical) ]38 X [FEEK

(Non-critical) ] DEREZ IR L £,
ATv T3 [IR7E (Save) 127 U v 27 LET,

ATw T4 [%1T (Continue) 1% 27 Vv 7 LT, U= 70 —DRDAT v FIHRET,
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RDBERY

[BFT EREZIDOFE (Configure Date and Time) |HfF & FEZ DR E (14 X—) IZEHRE T,

At & BRIDEE

RO TFNETIL, Network Time Protocol (NTP) W — _—%f5E L CHf LA ZRE L E T,

FIE

AT w1 [NTP Server(s)] {2, NTP —/"—D P 72 I NTP 4 &2 AN L £ T,
9: Bft&H K UE% (Date and Time)

Malware Analytics Appliance Home  Setwp  Documentation  SiMug

Oparations Suppan 9 L ==
Configuration Wizard Date and Time
Henwork X
FS
Enabie above NTF servers on clean
lustesing
Continue >
icense
il
2% 10N,
a Date and Time
Log
R i
e m e n the LS. and oertain other courires

BELD NTP —"—=0NBDHEARNE. [H]1 T A2 %2270 7 LCHO7 4 —/L REZBMLET, LIS
CCH#IRLET,

ATv T2 [IR7F (Save) |27 U v 27 LET,
ATv T3 [#1T (Continue) 127V v 7 LT, V=7 70—DRDAT v I I#ELFET,

RDBERY

[ AT v 7 DOF%E (Configure SystemLog) |2 AT LAV DFFE (153—) IZHEHLET,
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[ AT bnv 7 — —1E#H (System Log Server Information) ] ~<— (%, Syslog A vt—8
& O Thread Grid 81 %2 Z{E5T D720 D Y AT La JHh— _R—OREITHEH S E T,

FIE

-
—

AT w1 [/KA MURL (HostURL) ], [AA hZR— K (HostPort) ], 3L N[ 1 k=L (Protocol) ] 7 4 —/b Kl
ADL, [R1F (Save) 15227V v 7 LET,
10: R LAY H—/\—iER

Hame Satup Decurnee riliaiion Sisus Operations Support

are Analytics Appliance

Systemn Log Server Information

Configuration Wizard

Hetwork

Continue >

AT 72 [#i1T (Continue) 127V v/ LT, V=27 70—0DtkDAT v TITHERET,

FEAMZ OV CiL,  [Cisco Threat Grid Appliance Administration Guidel] & L T 72 &0,

RDRARY
[Review and Install Configuration Settings|F% € DfERd & A > A h—/b (15 X—2) [THEHLFE T,

BREDEREA A =L

J— 7 7a—DKEDAT v 7T, Xy hT— IR OREZHERLTA VA =L LE

T
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FIE

ATV = a AU T[lEa—BIOA A b—/L (ReviewAndInstall) %227 VU v 27 L, KRIZ[A A
F—/LDF%E (Begin Installation) ] %2 U v 7 LT, REAZ VT FDOA X b=V ZBME L ET,

R 11:4 VR F—ILDORA

Configuration Wizard The applance is ready to be installed. Once you ane saished with your configuration settings, bagin the installabon

Begin Installation

(<) Memwork

Confguns Networking

(~) Notifcations
Conbgune Nothcasons
(") Date and Time

Confgune Date snd Timas

() System Log
'.t-"',."\'i.'.ﬂ; ng

) Review and instal
Done!
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12:/FEDTVT 171k

Activating Configuration
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/ Running
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Malware Analyﬂcs App“ance Heme Configuration Documentation Status Operations Support @ L-| %% cecure

Operations o Appliance Update

Activate Your appliance is running release 2021.10.20220126T220840._srchash 080c9309ed0b_rel. No updates are downloaded and ready for installation.

Jobs Check for Updates
Metrics
Power

Update
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Submit Sample X

Submission Type b Submit URL M Lookup

File Browse. ..

Options
Tags
2eUs, Spy-eye, efc
Access [[] Mark private
Motification Email me when analysis is complete
Virtual Machine Use bast option b
Playbook None e

» Description

Network As Needed | All Simulated

Simulation . ?
No network traffic will be simulated,

Metwork Exit i | [@ RMT - Unspecified - Remote W

Caliback LURL

&.0. httpyourservercomy/callback/urd, include hitp:/y or https Y
Runtime 5 minutes il

Password i

» Sample Rules and Artifact Retention Palicy

| Create Options Template | Cancel
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