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Y F— FREDE T #ICEREMA D BEN b DAL, HHEUI

@ [%7E (Configure) ] %
TNOREILT 7 BATEET,
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Home .

Home

9: Home

Ma|wa re Aﬂa|ytic5 ADDHE\HC@ Home Configuration Documentation Status Operations Support

Home

28 General [ Opadmin Stats <3 B & Last 6 hours

Mumber of Processes Dashboard settings

12:00 13:00 14:00 15:00 16:00 17:00
== cluster-licensing.service
template@hardware-detection.service
g-template@nats.service

== config-template@network.service config-template@nfs.service

CPU %

0.4
0.2
0

12:00 13:00 14:00 15:00 16:00 17:00
== tg-dictator wm tg-fav? == tg-observer == tg-classifier

A configurable version of this dashboard is available here. Note that changes to prebuilt visualizations or dashboards will be reverted on reboot, and user-
added dashboards are not guaranteed to persist or operate properly past updates.

For assistance in changing the configuration or operating the portal, refer to the resources below.

=R oo
v bI—UDEE
BEETUI CAZT 4 v 7 Fy NI —IREETST25E, [Fy BT —7&E (Network
Configuration) | X—IZR/REILDH IP T KL A, Cisco Secure Malware Analytics % v k7 —
7 BEHNTE B TULIC A LT & B L 9,
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gRUOHRE |
B vsons

10: %y b T—2 Rk

FIE

RATYT1 IPT RLAZMHRL, ERTHD L 2R LET,

ATw T2 FIEERIC DHCP 2L, 7V —vBIOY =T 4 DIP Ry NI —J EBAZT v 27 IPT FLRICE
I DMENRH DA, [Cisco Secure Malware Analytics Appliance Administration Guidell @ [DHCP Ofifi
M ODHEOFIAZFATL ET,

RDHBERY
NFS Oi%E (18 _—) ([T E T,

U—27 70 —OROFIAIE, NFSERETLHIETT, ZOXRTE, RNo I T v TEr 7
BT EATOTEDITHMETT, FEMIZ OV TIX,  [Cisco Secure Malware Analytics Appliance
Administration Guidel] @ TINFS 2] DEZZRL T EE VY,

RES BRI, NFSA MBI LT —F%%2~U b5 7atx L NFSA KT O
227 Y v Cisco Secure Malware Analytics 777 A 7 AD B — )T — X A 8T %)
kT3 7ataAnsdETnEs,

ZOFIEEAX v 7T HD, KT L THR TRLEEIEL, [NFS72 L THhifT (Continue without
NFS) 127 U v 7 LET,
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| gRUO®EE
ns oz

FIE

ATYF1 FeF—2 a4 CINFS] &7 UV v 27 L, [NFSEXE (NFS Configuration) ] ~— & Bi& £,

ATV T2 ROEBREANTILET, FITAZNDT TI7AT VAR, BADOI TAZ ) —FTRESNLTWHWEHD L
FILARARNEANREZWFETLZMERDHD 77,

* [Host] : NFSv4 iR A hH— "—_ IP 7 KL AZMHTLZ 2 B8O LET,

s [Path] : NFS /R A hh—_—FEDrar—3 g U ~DMRI XA, ZZIZ7 7 A NAVBRESINET, Zh
WZiEF—ID V74 v 7 2FEENEE A, BENITBEMSNET,

A Tay ZOP—/X—T NFSv4 12X DHEHE Linux OF 7 #/V MEZZEETLULEN G L1
HRHXNANFS Yy " FFvar, 740 MIrw T,

s [FSHE 54t % — ~v > = (FS Encryption Key Hash) ]: [F—®4 % (GenerateKey) [% 7 U v 2 LT,
LKL —2 AR LET, BTy I T v 72E0T 5100, ZOF—PRECRVET, (£
DOREET, [T 7 ve—1FR (Upload) 127 Vv 27 LT, Nyl 7 v IhBER¥—%T v a—RL
£7. )

AT—% AT Enabled_Pending — T,

ATYv T3 [RE (Save) 1227 Vw7 LET, X—URHEHINET, 4K (Generate) | RH¥ & [T 77 471k
(Activate) | RZ U PMEHATE S 912720 £,
GF)
X =N 7T TEAERT D 7o OITE ] S iz % — & B **iﬁfré%/m\ 7 v 7 a— RMRERE S iz
RADT 4 V7 "V E B LEE, F—IDOAEHULICERENET, BEed—a2fHE TNy s
Ty T EETTHIEIFTEEYA, F E7nﬁxc@\MBXFYk;U%%m?~&%vWV%¢é
TurtBvAL NFSA ST DAL T oINS T TI7A4T o ADR—)NT—FARNT 20tT57 etk
DEENET,

ATV T8 [F—O4 (GenerateKey) %7 U w27 LT, HLWNFSHEF—&EkLET,

ATvT5 [Activate]l 27 Y v 7 LE9, [IREE (State) 1B [T 27T 47 (Active) [ICEDV ET, [T v u—FK
(Upload) 1 AR ¥ M [ 7 — R (Download) | ARZ NZEDY £,

AT9 76 [#Urr—F (Download) 127 U 7 LT, REDOLDII T —Datt—2Fvrn—RRLET,

DT TIZATVANT TAZNDOERYD ) — R THHEE, BIND ) —KE27 T AXIFEESEDL-0
DX —NHINZRDFET, BHD /) — RRTTICHEESNTWBEAIE, [Ty 7a—FK (Upload) 1 %7
Vo7 L, SiLWIZ TAXERRIRLTI- L &I ﬁ@@/—b#%&ﬁ/m~%LtNMH%m% IR L
F9,

ATy FT1 &% (Save) 1227 U v 27 LET,

NR=UNHEHFINET, [F—ID (KeyID) | BER-ZI, [727 7 4 71t (Activate) | R ¥ VAT /RY
e 8

ATYT8 [T 7 471 (Activate) 1227V v 7 LE 7,
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gRUOHRE |
B /sx5v008%

B #1Z [Status] 73 [Active] (228D £9° (£ TFH)

ATYTY T T 4 _"—=2a BNk Lz b, [#ifT (Continue) 1% 7V v 7 L9,

RDBRY

[7FAK Y T DORE (Configure Clustering) [&AID 7 7 AK /) — ROEE (21 =2—) (T
A FE T,

— N En'l_l_l
DSRZN) O DETE
AP =R —7 70 —DRDAT v FE, 7 IFAZN U TORETT, RETOT 547
VAWNT T AZ DN B VEEIE. ROREFIE, T4 B ADA A =L (22—
D) ~ELET,

7 F AR T DOERAWIL, BV AT LDV ISR 2SO H LT, VT AA
NOET FI7AT A F, HET7 7 ANV AT LT —ZE2REL, 7T AZRNOMD ) — K
CRILT—H 2R LET, 7 T7RAZY U TIZH > TA M L—URETIHIMET, o7y
MromELm ELERA, RbVIZ, 792XV T EFEATLE B—DT 7747 AT
ERTEDLOLREILKERT, K00V TAepircEEd, 7—XITTXTH/— KT
FILTHDID, YU EEE ) — KD, ZUIEET—TIERWID Y T AKX ) —
RIZETZENTEET, ZVITAXIL, 2~TEDT TIA T U A EDDH I ENTEET,

EHIETFTRAEY U TNF, VFARAEZDOY A RITIEL T, ZITAZRNDI DL EOT 547 v
ANEENSEET L2202 R— M58 THHELLET,

LT TIAT A, T=2pHIRSN. (VAT SNTHRY) TTFI3A4T A £20%
HHBLOBAEDOT 774 7 L ADOMABEDLETY T AKX Z/ERTE £9, CiscoSecure Malware
Analytics 7 7T A T L A% 7 T ARG T DmE . IHERERFICNES &7 T 2% Y 73
BEINTWD EfERITT, [Z7 T AZEE (Cluster Configuration) | X—IMNbHA A h—/L
BDI TAZEBRIRTEETN, A VA M= NEBDT T ITAT L ALWAFD T T A ZITHEE
SEBZ LI TEEYA,

7 T AZY T OFEMIZOWTIE,  [Secure Malware Analytics Appliance Administrator Guide
V171 Z#ZR LTI ZEW,

7 FGAZDA YA N A EFEREIC OV TN S 254, [YH—k (Support) 1%
A=k @2=) ZBWAbELIEEN,

N

GE) BEFEOTTI9A T AE7 TAXICHEGIE 5581, [Secure Malware Analytics Appliance
Administrator Guidev2.17]] @ 17 774 7 v A%y 77w T EIFELHRE LTI 'Y )
B valEEHINTWAS LI, destroy-data I ¥ K % {5 F Lfﬁﬁﬁ@?‘—& ZHIBR L
FT, TTITAT U ADUA THRRITERA L2 T 7280,
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| gRUO®EE
gnns 524/ —rozE |

SOIOA Y& WESRNOE
W@@/~b% REL T T AZEZBBL, BINDO%E ) — RERTEL, HOD ) — FOFER
Ao m—RLUENES F—Z2 AL TENGE T T AZ IR SEE T,

wAID ) — REBEIZERE L CWAEAIE, [BINOZ A% ) — R~Oft#A (Joining Additional
Cluster Nodes) JiEIND 27 7 A% ) — R~Offie (21 =) (TR E T,

T T AL, [T AXEE (Cluster Configuration) |- X— TV OEHUI THREB LI OWEHEINE
foz@tﬁ/a/fm TUOT AT CIEREIR TAZEHRT DIODZ D=V DT 4 —
NWRIZOWTHBALEST (A7 UV —riay MIE3 2D/ —RaEL/ FAZBRENE
—g‘) o

FIE

AT TN FeF—ra X T[T AXY Y (Clustering) |27 Y v 7 LT, [ZT7AXEE (Cluster
Configuration) | X— Y Z B & £,
ART9 T2 [T AX DB (StartCluster) (%227 Y v 7 LTh6, MERAA T TOK| %227V v7 LET,

[7 F A% DIREE (Clustering State) 1723 [ 7 A Z 4t (Clustered) 1IZ& DY 7,

ATV T3 U4 —F0EYOFEEZET L, [Start Installation] #27 Y v 7 LEd, ZOEECEIY, 7T AXE—
RCTF—2 DEITRm S ET,

ARTY T4 [/ F7A%Y) 7 (Clustering) | X—T T, HLWI T AXDOREEZHERL 7,

RDBERY

GEBIMD 7 Z A% ) — R~Ofk4A (Joining Additional Cluster Nodes) [END 7 T A K ) — R ~D
e Q1 =) [ZEARET,

BMDYSRE ) — KADES

OB g T, IBINOT FI3AT VAR T T ARZICHEES ST L TFEICOWCHPALE
7, 77X&W®WW®77747/xﬂ RGO 7 T AR ) — ROHBFE] THAINLTD
HEITRESNTWVWAZ LZHIEE LTWET, 2T, RO/ — FOBREFIEEBHLE T
9,

FIE

AT 91 [RE (Configuration) 1 % 7% 27 U v 7 L, [NFS] Z 34K L C [NFSF%E (NFS Configuration) ] ~3— % [
% i TO

ATV T2 IV ITAZNORYD ) — RTREINTZbDOLE—FTHE 1T, [FAF (Host) ] & [/3& (Path) | %#f5
ELET,
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B> tcox0rozxi—n

ATYT3 RETF (Save) | 227 Vv 7 LET, X—UREHFI, [7 v 7 m—F (Upload) |A% MM FIREIC 72
nET,

AT w74 [RE (Configuration) | A ==2—"T, [/ T AHX Y 7 (Clustering) | Z&IRL CT[Z7 7 AZ D&E (Cluster
Configuration) ] X—T %M & F7,

ATw 75 [JoinCluster] 27 UV v 7 LThH, MERFXA T TOKI 227V w7 LET,
[7 7 A& DARAE (Cluster State) |75 [ 7 A # 1k (Clustered) | IZZEDYD £,

ATYT6 A VA= EZRTLET, ZHICEYD, V7TAX T— R TT—ZOETHBENET,
ARTFYT1 VIAZIHEASEDL ) — RTLICFEEZ#RY IR L £,

RDHBERY
TAV L ADAS A = (22 3—=) ([ZHELFET,

TJAECVADA VA =)L

ALY T N5ET T 5 L Cisco Secure Malware Analytics 74 E 2 A% A VA h—/LF 5
PN E T,

FIE

ATV T [FA48ADT v 7 a—FK (UploadLicense) |27 Vv 7 L, Z7ANTR—I ¥ NBTA BV AT 74
NERIRL £,

FlE, == T A B RAERSETHI L TEET, 77 I9A TV AZRE LIRSy RU—
TNT 7B ARRERGEIL, [P—— 5T A4 A%E45 (Retrieve License From Server) | %72 U v 7
THETABVABRR Y Y= RBTCTHRGEINET,

AT w T2 [Passphrase] 7 4 — /L RIZTA BV AD/RAT—RE A LET,
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ste2zn1 2 k=1 [

MFRIALAOT7yFO—F

Malware Analytics Appliance Home  Sewp  Documentsbon  Saius  Operstions  Support o Le| 2=

Contguramon Wizsd License

URHoad My Ledinsg

T Matwork
= -
RS
Chbirg
Sy a
i) Licerse
Emad e R LA B e .
W Mocations
e Mg Paiaphrase
Dot and Time: =
# ) System Log

0 00 ol Sy, I8 08, St Syems 852 CH00 FUsmE g e ] VRN O D000 Syoen, I, Adeod I8 SMnt i D 19 5. B G e SOt

ATy T3 [RFE (Save) 227V w7 LTIA B A% A L A=V LET, X—=URNEHEN, T4 o RFHRN
FRINET,

B12: 4 VR —LUAEHLIEDS 1 2 RER

Malware Analytics Appliance Home  Sewp  Documentsuon St Operaions  Suppon 0 L =

Confguration Wizard License

(
-
() NFS Licenze Details
Configure NFS Licensss
) Clusiering
Configure Clustening Em:”
o License =
Updoad koonsa
Busingss
5 Email s QA
Configure Email
Valdity
3 Notheaions 2022-03-17 18:38.06 - 2023-03-17 18:38.06
Contgure Notécations
Submissions
7 Date and Time 10000

Configure Date and Time
B Systefm Log

Configure Loggin = =

e Upload License [ETeeree—————  Continug
¥ | Review and install

Done!

@ 203 Cinco Syntema, Inc. Cisce, Ciaco Systerms and Cisco Systems logo are registered trademarks of Cisco Systerms, inc. andior ity afkates in the US. and certain other courtries.
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B =5 oz

ATvTa |

- o —

%17 (Continue) 127 Vv 7 LET,

RDEZRY

EA—ILDORE

BEFA—ILDRTE

U—7 7ua—0OROFNEZ, [SMTPFZE (SMTP Configuration) |X—YDE A —/LEAX N &

FIE

ATy T

BETH LT,

13: SMTP D%

ATvT2
ATv73
ATvT4
ATvT5
ATvT6

Malware Analytics Appliance

Conhguration Wizard SMTP Conhguration
Netwark
(3
lusteting b
=
icanse
None
Q
Mone
2% 0N,
Date and Time
o
oG
R i

Home Satup

(24 ~—2) ITHELFET,

[t 1 (From Address) ] A —/V7 KL AZ AN LET,

DRCUrTie AL Oparations Suppan

[V 7P ARY—LKA L (Upstream Host) | (FE 1A —/LAR A ~) OARTEZATILET,
AR— h%& 5876 5 ICEELET,
ZOMOBEZX, T 74NV MEOEFIZLET,
[R1fF (Save) 1 &7V v 7 LCHREEXRMFELET,
[%i1T (Continue) 1227 U w7 LT, V=27 70 —DROAT v FIZHEHRFET,
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| gRUO®EE
aanzz [

RDERY
[Configure Notifications|IlEI DR E (25 ~—) ([TH#ERE T,

U—2 7a—OWROFNAIZ, 1 DL EOE S A —/L T R AITEHRITEUE ATRE72R 8k % i E
52 L TT, AT AEANX Cisco Secure Malware Analytics N — & /LA Z— 7 = A AT
RENFETN, TOX—=U T, BFA—/LTHEEFEIND [ (Notifications) ] bIXETE E

—é—O

FIE

RATY 1 [ZE#H (Recipients) ] T, 272 &b 1 NOBAZEED [ETA—/LT KL A (Email Address) ] % AJ)
LET, BHOEBEFA—NT RLAZBMTIMLERHIGAIE, (1742270 v 7 LTHOT 4 —
NVREBMLUET, HEISCTRYIELET,

14 : Notifications

Malware Analvtics Appliance Home: Setup  Documeniation  Sistus  Operations  Support QO L1~ ==
Configuration Wizard Natifications
Recipient
Hetwork
b
5
N Frequenc
lestaring
e e
icense
il —
n Motificatic
Date and Time m
erm Log
Rev i
o = = - i

AT T2 [@AHMBEE (Notification Frequency) ] T, Ru w77 U R Mpb [EA (Critical) ]38 X [FEEK
(Non-critical) ] DFXEZIEIR L E 7,

ATv T3 [IR7E (Save) 127 U v 27 LET,

AT v T4 [H1T (Continue) |22 V27 LT, V=2 70—DRDAT v L ET,
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B svemaoze

RDBERY

EEUI D

[BfF &L OF%E (Configure Date and Time) |Hff & L OF%E (26 ~—) (ITHERET,

At & BRIDEE

RO TFNETIL, Network Time Protocol (NTP) W — _—%f5E L CHf LA ZRE L E T,

FIE

AT w71 [NTP Server(s)] {2, NTP —/X—D [P £/2IINTP 4 %A A S LET,

15: B+ E & VB! (Date and Time)

g.'-_-"‘_: Ware .\:'q,| 1a .'_."l cS A:;;_‘,l.‘_: nce Hiime Satup DRI PR SIS Oiperations Suppont 9 L1
Configuration Wizard Date and Time
Henwork x
FS
i Enable above NTF servers on clean
husteving
Continue >
icense
il
ations
ﬂ Date and Time
-]
R i

BEL D NTP H—"—3d B 5415,

CTi#vikLET,

ATv T2 [IR7F (Save) |27 U v 27 LET,

AT w73 [#:4T (Continue) 1% 2V v LT,

RDBERY

Sysberms, Inc. andlon ity afikates in the U3, and certain otfer countries

[H7Aara7 0y 7 LTHO7 44— REZBIMLET, LEIDN

U—07 78 —DROAT v FIZERLET,

[ AT Lv 7 OE (Configure SystemLog) |2 A7 Av 7 O%E (27—V) TR ET,
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| gRUO®EE
R EIN-LIET N |

S,z = S MyER =
DATLOTDEE

[ AT bnv 7 — —1E#H (System Log Server Information) ] ~<— (%, Syslog A vt—8
& O Thread Grid 81 %2 Z{E5T D720 D Y AT La JHh— _R—OREITHEH S E T,

FIE

[FA FAR—bF (HostPort) ]. BLU [ k=)L (Protocol) ] 7 4 —/b RiZ

AT w1 [/KA FURL (Host URL) ],
AN, [RfF (Save) 15227 U v 27 LET,

16: R T L0 YT H—/—1ER

Hame Satup Decurnee riliaiion Sisus Operations Support

are Analytics Appliance

Configuration Wizard 3 stem LC:J Server Information

Hetwork

Continue >

AT 72 [#i1T (Continue) 127V v/ LT, V=27 70—0DtkDAT v TITHERET,

FEAMZ OV CiL,  [Cisco Threat Grid Appliance Administration Guidel] & L T 72 &0,

RDRARY
[Review and Install Configuration Settings|F% & DfERd & 1A > A h—/b (27 X—2) [THEHLFE T,

=JL == = -~
RTEDEREA A=)
J— 7 7a—DKEDAT v 7T, Xy hT— IR OREZHERLTA VA =L LE
j—o
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gEUOHRE |

B scomzsroxi—n

FIE

ATV = a AU T[lEa—BIOA A b—/L (ReviewAndInstall) %227 VU v 27 L, KRIZ[A A
F—/LDF%E (Begin Installation) ] %2 U v 7 LT, REAZ VT FDOA X b=V ZBME L ET,
B 17: 4 VX b—ILDOBASE

Malware Analytics Appliance Home  Sewp  Documentstion  Status  Opsrations  Support © L-| @2

Configuration Wizard The applance is ready to be installed. Once you ane saished with your configuration settings, bagin the installabon

7 Notifications
Confgune Notflcasons
(") Date and Time

Dhase and Time

(~) System Log
Configune Logging

) Review and instal

Done!

© 2021 Caco Systems, bnc. Ciaco, Cuco Systems and Cinco Systers logo ane registened trademarks of Cisco Sysema, bnc. and/or & affilates n the U5, and certain other countrs

GE)
Z OBEEICIE, REOBEARIUIIGE U CREBFBAFRRENET,

18:[/FEDTIT 171k

Activating Configuration

Job 1BCFEB1E-5582-49C1-BC93-A95AF5397F8F

/ Running

10: TASK [Gathering Facts] okok ook K.

Full Qutput
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A VA M—/ANIEFIZ5E T35 &, [State] 75 [Running] 7> 5 [Successful] (224> 0 | [Reboot] 7R & v N A%
(bkfa) 2720 7, REOH N bRRINET,

19: 7 FS5ATVADA VR =LA

Malware Analytics Appliance

Configuration Wizard

Home Confguration  Documentation Status ~ Operations  Suppon 9 L

di  Areboot is required

Network ¥our appliance conSguration was apphed. To compéste your installation, you nesd to reboat

:|J'.=|:|'If":q.
Licansa

Ermail
Motifications
Date and Time:
System Log

° Review and Install

ATw T2 [Reboot] 7 UV v 7 LET,
()

V7 — MIIRE SO NDLZENH Y £4, ThreatGrid 7 7T 4 7 v ZAOFREIPIILE 2 {TH/RNT

<TEZEvy,
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. Cisco Secure Malware Analytics 7 754 7V ADE#HEA VA b—ILT B

B20:77547 DREBREFTY

Rebooting

Waiting for appliancé 1o shutdown

Flease wall for this page to redirect you as refreshing manually might cause problers. Reboot time s ypically
undar 5 minugas, IF this page Soas nol redeact mais sung tha 1P sddness of your apolancs did ot change,

afild ChaCk (gonif AEQEEROR CONBME Bor prollag

FEER, 77747 o ATERUI[A—LA (Home) | X—YERAESET, TN TRES A% T T
B

Cisco Secure Malware Analytics 7 754 7V ADEH %
A1 AXM=ILT D

W Cisco Secure Malware Analytics 7 "7 A 7 > ADFREHR L. HATRIIC, FIFHATHE/ZR PG &
AVAN=NT B EERBEIDLET, Cisco Secure Malware Analytics 777 A 7 > ADEH

X, BEIUL 2 LCEfA S ET,

TT Xy v SEEEAFEH L WS —Y =L, AR — MER LT, ¥ rm— RAlRele 8
T— b A=V EATTEHIENTEET,

N\

GE)  HEHOA A M—/LOFEMIZOWTIX,  [Cisco Secure Malware Analytics Appliance Administration
Guide] ZZML T 723V,
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| sBuOEE

FIE

ATy T

ATvT2

ATvT3

77517 2852072+ ||

[#1E (Operations) | ¥ 7% 27V w7 L, [EH (Update) | ZiBIRL T[T T4 T > ADEH (Appliance
Updates) | — T &BI& £,

21:7TSATVRADEHFR—D

Malwa e Analyﬂcs App“ance Heme Configuration Documentation Status Operations Support @ L-| %% cecure

Operations e Appliance Update

Activate Your appliance is running release 2021.10.20220126T220840._srchash 080c9309ed0b_rel. No updates are downloaded and ready for installation.

Jobs Check for Updates
Metrics
Power

Update
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