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Products and Services  Solutions  Support  Leamn < Trials and demos ) search Q)

Support / Product Support / Security /

Cisco Secure Malware Analytics (Threat Grid)

Overview Product Overview
Product Type Advanced Malware Protection (AMP)
Status Available (ETTEP

Series Release Date 05-JAN-2015

Contact Gisco v @ Other Languages
Supported Models: Cisco Secure Malware Analytics Threat Grid 5004 Appliance and Threat Grid 5504 Appliance

Documentation | Downloads = Community

Search This Product's Documentation

Customers Also Viewed Saved Content
Cisco Secure Malware Analytics Appliance Administrator Guide Version 2.19 --- Configuration

Update Secure Malware Analytics Appliance Air-Gap mode

Cisco Secure Malware Analytics M6 Hardware Installation Guide --- Overview
Cisco Secure Malware Analytics Appliance Administrator Guide Version 2.19 --- Planning
Cisco Threat Grid M5 Hardware Installation Guide --- Overview

Cisco Secure Malware Analytics Appliance Version Lookup Table

» Cisco Secure Malware Analytics Appliance Release Notes

» Cisco Secure Malware Analytics 7 77 A 7 AV2I9 A X — N T v 7 A K
» Cisco Secure Malware Analytics Veersion Lookup Table

* Cisco Secure Malware Analytics M6 Hardware Installation Guide

N

(GE)  Cisco Secure Malware Analytics M6 777 A 7 L AX, 77747
YAN=Ta 219 URETHR—FENTHETS,

» Cisco Secure Malware Analytics M5 Hardware Installation Guide
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Malware Analytics Help

Welcome to Secure Malware Analytics!

Cisco Secure Malware Analytics is a malware analysis and threat intelligence platferm. Secure Malware Analytics generates and gathers vast
amounts of malware intelligence through static and dynamic runtime sample analysis, as well as from other Cisco integrations. We use that
intelligence to maintain libraries of advanced behavioral threat indicators, which we combine with traditional research methods to discover new
malware and new behaviors in known malware. Our discoveries are then folded back into our ecosystem, in a continuous process of enrichment
of our threat intelligence resources.

New to Secure Malware Analytics?

If you're a new Secure Malware Analytics user, the quickest way to get up-to-speed is to watch this 15-minute video introduction, which walks
you through the interface features and the primary functions:

= Secure Malware Analytics Introduction

Quick Start

» Introduction to Secure Malware Analytics - Secure Malware Analytics Online Help intraduction.

Getting Started - Basic information abeout browsers and more.

About the Dashboard - Basic infermation about the dashboard.

Sample File Types - Detailed list of sample file types that can be submitted for analysis, plus additional information.
Working with Samples - Basic information about viewing samples in Secure Malware Analytics.

Submit a Sample for Analysis - Step-by-step instructions on how to submit a sample to Secure Malware Analytics for analysis.
Sample Analysis Report

Search for Samples

Doc Search - How to search the online help and API documentation.

FAC - Frequently Asked Questions. If you can't find the answers you need, please let us know!

Glossary - Secure Malware Analytics definitions.

= Support - See Support for instructions on how to request Secure Malware Analytics support.

Note: The screenshots presented in the Help topics may not always reflect the latest preduct names or Ul enhancements.

Quick Start Videos

= Secure Malware Analytics Videos
« Secure Malware Analytics Demo, July 2018

What's New

The following documentation will help you stay current with changes to Secure Malware Analytics, as well as help you to use this powerful tool
for improved threat detection, investigation, and remediation.

= Release Notes
= What's New

About

= Behavioral Indicaters
= Entitlements
= Feeds
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Search results for "appliance”

Al ) Helg Only 0 API Only

Hits.

Help Appliance

When you search the appliance you are enly searching the data from
the files analyzed on the appliance.

Help Managing Organizations Admin Orgs Appliance

Secure Malware Analytics appliance organizations are created and
managed by appliance administrators.

Help Managing Fireamp Integrations

This topic applies only to Secura Malware Analytics Appliance users.

Help Activating New Esa Wsa Appliance User

The initial status of the new CSA integration user (ESA/'WSA appliance
etc.) is Inactive.

Help Managing Organizations Admin Orgs

Secure Malware ly -0 izati are created by
appliance Admins.

Help Managing Organizations Adrin

Managing Entitlements Managing Organizations Secure Malware
Analytics Appliance Crganizations Managing Users Managing Devices
Managing Service Notifications

Help Managing Organizations Admin Users

More Info Managing Organizations Secure Malware Analytics
Appliance Crganizations Managing Devices Managing Service
Motifications Rate Limits

Help Virtual Machine

Secure Malware Analytics Appliance Mote: The Japanese VM is NOT
available on the Secure Malware Analytics Appliance.

N ' EIE 1-10 of 26
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Malware Analytics Help

o=

Dashboard

Samples

Managing
Managing U
Managing G

Managing Er

Administrator's Guide - Managing Organizations

Note: You must be logged in as an Admin user to create an Organization.

Creating New Secure Malware Analytics Organizations

= Secure ly Cloud O - These are created by the Secure Malware Analytics Provisioning team and customer
teams as part of the overall process of onboarding new custemers. We do net provide documantation in the portal online help on how to
create a naw organization.

« Secure Malware Analytics Appliance - Organizations are created by appliance Admins. See Secure Malware Analytics Appliance
Organizations for infarmation about appliance organizations.

Updating an Crganization

Admins and OrgAdmins can both update an crganization once it's been created.

1. To update an ization, click the tab and chcose O to open the O page.
2. Locate the organization you need to update, and click on its name to open the Details page.
3. Edit the organization information as needed.
« Details - Including the organization Mame, Industry type, and ATS (Advanced Threat Services) Id
o« APIRate Limit - Update the AP| rate limit or add new rules. All org users are covered by the org limit unless different rate limits are
set at the user level. See Rate Limits for more information.
« Options:

Default Ul Submission Privacy - Specify whether samples are submitted as Private or Public by default

Extended Runtimes - Enable extended runtimes.

‘Can Flag Entities - Specify whether crg users can use flags. When Unset, org users can view entity flags but are unable to edit
flags or add new ones.

Enable ES Pass Through For Submissions - Enable access to the following Elastic Search endpoints: /apifes/* and
Japifsubmission-es/*

APl Default VM - Specify the organization's default VM for APl sample submissions. Other opticns may be selected during
sample submission.

‘Organization Class - Choose an account type that is used for accounting purposes.

Authorized Networks - Limits access to this organization to IPs within cne or more CIDR" networks. Click the edit button to
enter the CIDR networks.

“CIDR - Classless Inter-Domain Rauting (CIDR) is a range of IP addresses a network uses. A CIDR address looks like a normal IP
address, except that it ends with a slash followed by a number. The number after the slash represents the number of addresses
in the range. For example: 1.1.1.0/24, 2.2.2.0/24

Max Device
the default is 200,

ples - The i number of samples that can be submitted by device entitlements. If not set

Max Entitlement Samples - The maximum number of samples that can be submitted by entitlements. If not set the default is
10,000.

Sarviea Notice Emaile - Ora adming maw add amails addreseac that will receive Sarvice Notificatinne (=och ag an outanae nr

EA—)LEFa)T4 FITSATUoREWeb X)) F4T7TSATURICHETHIEH

EA—N X2 VT4 T7I7A4T7 A (BSA) £72EWebEXa UT 477 T4 T A
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ESA/WSA DA > T A v~ )T Elzida—H —J A R [Enabling and Configuring File Reputation
and Analysis Services| D FIEEZSHL T 720,

» Cisco Secure Email Gateway = —— 44 K

» Cisco Secure Web Appliance ==—— 41 K
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AT F1 Cisco Secure Malware Analytics 777 A 7 > A % fiL#h L £9, [#1F (Operations) #7427 1V v LT
TR (Power) |23 L., [H#8) (Reboot) | RZ &7 Vw7 LET, TTT7A4 T ANHEEL,
[BIOS] 7 1 > RUMB X £ 9,

X 5:[BIOS]™9 1 > K9 -[J— b D>EIR (Choose Boot) ] * —1—<F6>') H/\') E— K

NIIr
CISCO

Entering Boot Menu ...

ATw 72 [BIOS] YV 4> RUT, F6%#H LT [Boot] A ==—%B& £,
ATv T3 [YAN) (Recovery) ] Zi#iR L. [Enter]z L 9,
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Please select boot device:

Appliance

UEFI: Built-in EFI Shell
FirmwareUp
UEFI: PXE IP4 Intel(R) Ethernet Controller
UEFI: PXE IP4 Intel(R) Ethernet Controller
Enter Setup

T and 1 to move selection

ENTER to select bhoot device

ESC to boot using defaults

Cisco Secure Malware Analytics 3 = /L7238 B8 £— K CH& £,
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8: Enter New Password
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