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RATY T2 A RFEF—2arT[7TUr—23 VRE (ApplicationSettings) ] # L, [Z4 22X (License) ]
EEIRLC[ T4 2R (License) | X—TY &R & £,

14:[54 >R (License) | R—

Home Conhguration  Documentation  Status  Operations  Support

Malware Analytics Appliance

Configuration e

> Authantcation

~ Apphcation Settings

License
Appliance ID

Integrations . .
License Details
I Licenss
Licenses
et di ThreatGRID QA
Prowy wia Dirty %
Email
»  Goneral &
> Networking
e Busingss
ThreatGRID QA
‘Walldity

2022-02-02 00:03:54 - 2023-02-02 00:03.54

Submissions
1000

Upload License Retrieve License From Server
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TARAZT v a—RT 50, Y—"—0nblELET, BFE. =T XY v 7T TIAT L ADTA

BURET T a— RTLOMERH Y T,

SAEVROT Yy FO—FAE:

a) [ZA4EVRADOT7 vy F7A—FK (UploadLicense) |27 Vw27 LT, [FILWSAERODT7yTA—FK
(Upload New License) | ~—Y & & £,

ATvT3

wr Wl
I
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B >cx
15:'SA4 2V ADO7 vy Fa— K’
Malware Ana[y[ics Appliance Home  Configuration  Docurmertation  Status  Operations  Suppon 9 L-| &
Configuration e License
3  Authentication Upload Mew License
=~ AppRcation Seltings izt
----- BEGIN CONTENT= ===
Integraons
Hatwork Exit
[Proxy wia Dirty
Ganeral
3 Networking :
= - #
Passphrase
& 2021 Cisco Systemns, Inc. Cisco, Cisco Sysiems and Cisco Sysiems ko are registered rodemaris of Cisco Systems, Inc. andior its aMikates in the U.S. and cerain other counires
b) [T RDFER (ChooseLicense) %7 U7 LT I7AILIHR—T v &BIZ. CiscoSecure Malware
Analytics NOZITI ST T AV AT 7 A0 (7 7 A NVOHLRF7 lic) ZFIRL T, [BA< (Open) ]
7 Vw7 LET,
TARVAONEN [TA4EVR T74IL (LicenseFile) 1 7 4 —/v RliTiBEIMSVET,
c¢) Cisco Secure Malware Analytics 73 (lic 7 7 A /LC) ##fit L7227 — K% [/8X T L—X (Passphrase

Y—NR—oDFA LV ADWEHE :

a)

b) [fRfF (Save) 1227V v 7 LET,

) 1 74—V RICAAL, [RTFE (Save) 1227V v 7 LET,
PR LECTH L Z L aRmT T I — bR RINET,

B ALETHD L& d T 77— MRS ET,

MERAEEOEMH ] 22R LTI,

[H—N—M 5514t AZME (RetrieveLicenseFromServer) %27V v 7 LT, 74 v A%
LCEBMLET,

MERRAEE O] 22 L TIEE0,




|

Network Exit

Network Exit ]

HIPFRAZRGATIE, ~ VT = T B W THEHERMEICR 2 2N BHV ET, vy =T
DWW DOFEFAIL, HEE 72PN K » TR 2 HIETEEL 928, £ OMOMEILRE
DOFEIK A 2 — 7y MZT HAREMENRH D 9, VPN O & [FIEEIZ, Network Exits €— K
(v2.43 UIBETHRIMATRE) Ik T A AERIND TR TORERY FU—27 R
ZOWTHRT LI X 2 ICFERINET, M7 7 A VR HEIICEA S D7D, AR— b
AB TNTFENCTA VA M= NVERTEGHTHILELILY THA,

\}

FIE

G¥)

T, WHDOY A MZOWTCiL . [Threat Grid ICHER P BLOFR— ] ZZRLTLEE
W,

tg-tunnd andv2.4.3 : LLRIIC tg-tunnel 25 L TV 25815, v243 %24 A h—/L T DHIIZ,
Network Exit (CMBRFFEDIP T FLALR— b ~DT 7 MY RENT T 40w 7 BT 5
VENH Y ET, ZNLUSNOLGEIEL, VE— METOERZAENCT LRI, %4 TDH T

T4 DHEHATHLERDY ET, LWERIPT FLALR—- NI EEELEINE

ATw 1 [#% (Configuration) 1% 7 %27 U v 7 LET,

ATYT2 A RFEerF—rarT[7FVr5—23 UEE (Application Settings) | # 2B L, [Network Exit] % i3
R LT [Network Exits] Ofpk~— V2B & £,
ZDOR—=VDOREICL T, OV 7 OFE(ERFIZ Cisco Secure Malware Analytics 78— & /LT i #]
AE72 [Network Exit] 47> a 3 k£ 0 £97,

[ 16 : Network Exits % X

Malware Analytics Appliance Home  Configuration  Documentation  Status  Operations  Support ® L ==
MNetwork Exits
Mode
Local Onlly o
© 2021 Cesco Systemns, inc. Cisco, Cisco Sysiems and Ceco Systems l0go ane regishered rademaris of Cisco Sysiems, Inc. and/or &3 affilates in the U5 and cesiain offer countries
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https://www.cisco.com/c/en/us/support/docs/security/threat-grid-cloud/214465-required-ip-and-ports-for-threat-grid.html

|
B Network Exit

ATY T3 [E£—F Mode) ] Kmy 7 XU X Rabn, [A—AIILDFH (Local Only) . [JE— DA (Remote
Only) 1. [A—AJIEYE—FDEA (Both Local and Remote) . F7iE [T alb—L3>DH
(Simulation Only) 1Z &R L £7,

[A—HIILDH (Local Only) 1 £721% [V E— bDH (RemoteOnly) [#ER L7=HE, 77V r—ra v
Ta—H—FZEho6Dr7varoihzafEHTEET, [B—hAIEYE—FDMEA (Both Local and
Remote) |%#&IRT 2 &, 2—V Il FOA 7> a v EHEHTEET,

[2alL—Y3>MDH& (Simulated Only) | #EHR L7254, APl 2 —H—& Ul 2 —H— %, KM~
76 | — 71 )L Cisco Secure Malware Analytics 777 A 7 2 AN OEH LI H Yy NU—27 VT 7 ¢ v 7 &k
TOHAT v a v EBEBRTEERA,

FIAR= "Xy RT—=Z~DT 7 E AL, DNSL v I T v 7Rty NU—Z&THREHTH-> THEF
ENFER, TRTOYALT =T 8T 7 4 v 7%, REFHDH —T 4 DNS h—"—2HH LT, ¥—
FAA L BE—T oA AMOLRIESNET,

B #s
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Network Exit ]

17: 92 FILOEE

Submit Sample »

Submission Type Upload file Submit URL M Lookup

Options
Tags
P
ACCESS Mark private
MNaotification Email me when analysis is complete
Virtual Machine Use best option b
Playbook None il
» Description
Matwork None As Needed All Simulated
Simulation i .
Mo network trafic will be simulated
Network Exit g | |@ RMT - Unspecified - Remota v

Caliback URL

Runtime 5 minutes o

Password @

» Sample Rules and Artifact Retention Palicy

Create Options Template | Cancel

GE)

OHHICRy N8R E Y I 2 b — AR ERELHIZ LBV ET, Xy FT—F Ialb—
Ta it ENLSADOFETIE (F3MoBEBT) HEHTERWARBERH L~ L T =T TRy
NI =2 VY =R T HHEEZT YA NMIRELET, 22X, Ty 7 AN =A% —R—=IT
TEATERWGEE, = "—RX T LTDLEA. DNS La— RRKbi e, £t 7o
FATREHERZ N EIE 5720127 U b T » REEFICHHT 2 MOFIR3EH S TWaHEAIC, Ry
N — I8y 22— TDFxy NI —2 v Ialb—var 47 va VEBRRTEET,

wr Wl
I
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B orcoms

EBIT, Ry NIV —=7 v Ialb—valid, T XY v T T T ITAT U ANOERTikEV R Ebn<
ONREEL, ENOLOT T IAT AT DY T NOFITREZEET LI ENTEET,
PTG ORY D=8 L2 alb—a A 3 id, Cisco Secure Malware Analytics Appliance
V2. 7.1 LB CEH TE £9, FEMICDUVTIL, Cisco Secure Malware Analytics 78— % /L Ul DA 2 T A L~
NTRE Y 7B LTSN,

JOXTNDEH

FIE

SOCK5 X, 7uaXxo —R—2 N LTI IA TV hEeP—R—[Txy hT—7 v &
Rt HA 02—y T haL T, 7FI5A TV ADKE —F 4 A X —T = A ADNEH
P R—|CRFETX AR VEE, SOCKSS Fux ik, EFgas A v ro— RNT+5 k51 kEn
TW5,

AT w1 [#k (Configuration) 1% 7 %27 U v 7 L%,
ATvT2 HA R FE5—varT[7TVr—2 3 UERE (Application Settings) ] # /BB L., F—T B TTN

FL IR LT, [FBEE (Authentication) | #k~2— T A& £,

ZOR=VORELL ST, EH7 T 2080 rn— RMEAENS [EHTOFS (Updatesproxy) ]
DAT T a U RPRED ET,
B18: T0% S REDELH

Malware Analy‘[ics ,ﬂ\p_:]liance Home  Confguration  Documenistion  Status  Operaions  Support @ L- & RE

Configuration o Authentication

If thé appiance’s dirty intefface cannod reach Cisco updabe sarvens without gong theough a SOCKSS proxy, configuring this will allow updates 1o be
downicaced

¥ Authentcation

+ Application Seitings

] At this time, ths prosy ks not used for amything other than update downioads == SUPPoA SNIPshot submissions, remote exit trafic, access to remote suppont
el et S8IVICE OF cirect malware trafic will not use this procy. This may changs in fulure releases.

Licones Proay Mode:

Metwork Exit SocksS Proxy

Proxy vis Dinty

Hest

» Genarsl

socksh acme test

»  Networking

© 2031 Cinco Systema, inc. Cisco, Cisco Sysems and Caco Sywiems logo sme regatsed trademarks of Caco Systems, Inc. sndior s afflistes in the U5 and certmm other countries.




|

=1

ATwv 73 [FAFXL E—F (ProxyMode) | kry 7 ¥ w2 URA b, [Sockss 7AF2 (Sockss Proxy) % iR
LET,

ATy T8 [[RA b+ (Host) | 7 4 — /L RIZHEA REATLET,
ATy 75 [[R—bk (Port) ]| 74—V RIZKR— &2 ATJLET,

£ %

Cisco Secure Malware Analytics 7 77 A 7 > AD— XA/ AERRGR E 1L, [ % (General) ] A
KFEesr—varoFicdhy E4,

VT UYDER
[>T Y OFH (ContentUpdate) [IZLVD ., TTIAT VAT TI7A4 T  ADOFEFFIEK
BOMEA P — 2 2 HBICZETEET, BIZHBNICZET DI, [TV HE

# (ContentUpdate) ] AA v F % [H%) (Enabled) 1D (MEICUIV B ZMENH Y £4, [=
7Y OFEH (Content Update) | Z AN T HIZIL, IROFIEEZFATLE T,

FIE

AT w1 [#k (Configuration) 1% 7 %27 U v 7 LET,

ATFv T2 A KFEsFr—varCT[—# (General) |ZEBHL, [>T YDEH (Content Update) ] & 3R L C
[AYTUYDEH (Content Update) | X—T & B& £,

19: 3T Y DEH

Malware Analytics Appliance Home  Configuration  DoCumentation  Status  Operstions  Suppont @ L 5

Configuration o Content Update

et Content Updates
The appliance can now be updated with essential content updates.

»  Applcation Setlings Behavioral indicators: These surlace key traits and behaviors that have been identihed either as malcious activity or otherwise useful 1o an anahys:

~ General

it ks recommended that content updates be enabled for the appiance to keep it up-10-date with the latest Behavioral indicator reviskons, Once enabled,
COMEN? updates will be automatically installed, and Mere ks RO Turther action requined

Content Lipdate

Date and Time

Ernail Content updates are available 1o appliances running cnly the the katest relsase
Nolifcations Content Update Datails are s@en atl Operalions -> Content Updati
Syslog @) Erabled

»  Networking CABDES 10 S Mk

ke et on th wWhoks Cluste

& 2022 Cisco Systems, inc. Cisco, Gisco Systems and Cisco Systema kogo are registered trademanks of Cisoo Systems, InC. and/of its afiiates in the ULS. and cerain other countres.
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(6=3)
[Content Update] Z HXNZT D&, 7 TAZNDTXTDT TI7A4 T U AREFHINET,
RAT9 T3 AA v F% [#E (Disabled) | 76 [HZ (Enabled) 112810 B x 7,

GE)
BT HE, REOT TIF7A T U ARHFF =y 7HRIZarT oY EHFNRF T ye— RE, @HINE
—/9)40

ATy T4 -7 (Save) 1227V w7 LET,

=L

Cisco Secure Malware Analytics 777 A 7 A & g fIIZEE ET HBRIZ, Network Time Protocol
(NTP) #——ZfEE L TCHAM ERRZ5E L £7, [Bft & (Dateand Time) ] ~—
VEMMA LT, NTP = "2 BN EITHIFRTE £,

FIE

ATv 1 [#k (Configuration) 1 %7 %27V v 7 LET,

AT9 T2 A4 K FESF—2a > T[—H (General) | Z#EBI L. [Bff &R (Dateand Time) | Z34R L C [Bft
L8 (Dateand Time) | N—Y &R & £,

B #s
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Ex—1 [

20: B
Malware Analytics Appliance Home  Configuration  Documentation  Status  Operations  Suppont @ L-| =2 crcum
Configuration e Date and Time
3 Autheniication NTP servers
» Application Settings Lo’ iL
w GGeneal - +
I Date and Time [ Enable above NTP servers on clean
Ermad
Mathcations

~  Natworking
Network

NFS

Clusbering

© 2021 Cisco Systems, Inc. Cisco, Cisco Sysiems and Cisco Sysiems logo are registered rodemarks of Cisco Systems, inc. anclior s afiiales in the U.5. and cerlan ciher countries.

AFw T3 NTP Y — "—DBINE 7= 13l

HTAAET Y LTHIOT 4=V REBIL, NTPH— "G EXIPT FLAZ AN LET,
MBS C TR IR L £,

e = REHIRT DX, X TAarE27) v LET,

ATy T4 [{R1F (Save) |27V v 7 LET,

EAXA—IL

Cisco Secure Malware Analytics 7 77 A 7 ZOHHIE v 87 v TR, EF A —/VORE %
TWET, ZHOREF, [BFA—IL (Emal) | X—Y TEHETEET,

FIE

AT w1 [Hifk (Configuration) 1% 7 %27 U v 7 LET,

ATvT2 A RFEer—ra T (Genera) | ZEB L, [BFA—JL (Email) ] ZRIR L T [SMTPD#ERK
(SMTP Configuration) ] *—Y ZB& £,

wr Wl
I
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21: SMTPDERTE

Malware Analytics Appliance Home  Configuration  Documentation  Status  Operations  Suppont @ L-| =2 crcum

Configuration e SMTP Configuration
¥ Authentication From Agdress
RNTEAGKLCOMm

» Application Settings

~  General Upstroam Host
Date and Tima S| 3 1est
I £ Upstream Port
Natihcations i
o Encrypion
 Matwarking Hone =

HNatwork

Upstream Authentication

NFS . 5
Clusbering

© 2021 Cisco Systems, Inc. Cisco, Cisco Sysiems and Cisco Sysiems logo are registered rodemarks of Cisco Systems, inc. anclior s afiiales in the U.5. and cerlan ciher countries.

ATy T3 EHEZMAT, [REF (Save) 1227V v 7 LET,
PPNV ETHL L and 77— FRFRanET, MRAEOWN] 2R L T 7EEN,

ATV T4 [TARAE A—)LDiEE (Send Test Email) 1 %27 U v 7 LT, SMTP#ika7 2 b L£7,

Cisco Secure Malware Analytics 777 A 7 ZA DMK ERFIZ, EF A=V THRAZZETD

Lo L £, [BHF (Notifications) | ~—T 2 LT, ZEEHLZBIMEZITHIERL
D, WHBEEZER L) TEET,

FIE

ATv 1 [#5% (Configuration) 1 ¥ 7 %27V v 7 LET,

ATFvT2 A4 K FesF—r a0 T[—H (General) | #JEFI L. [@%0 (Notifications) | B4R L C [@40
(Notifications) | X—T %[ X £ 7,

B #s
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Syslog .

B 22 :5@%0

Malware Analytics Appliance Home  Configuration  Documentation  Stafus  Operations  Support @ L-| mcecuns

Configuration e Naotifications

»  Authentication Recipient
Email Addresses

SOmInNPace.1est X |
v General L

Date and Thime [ ¥

Email Matification Frequency

»  Applcation Settngs

I Matificatons Critical

Sysiog Every 5 minuies -

»*  Metworking

Mo =crithcal

Evary 4 hours o

D 2021 Cisco Systems, Inc. Cisco, Cisco Systens and Cisco Sysiems logo ae registered rademarks of Cisco Systems, Inc. andior its afiliabes in the U 5. and ceriain ciher countries

ATv T3 [%E#H (Recipients) ] T, D72 &b 1 NOBWEHZEZED [ETA—/LT KL A (Email Address) ] % A/
LET, BHOET AT RLAZEBMTA2XLERGHLGEIE, [H 7422270y 7 LTHOT —
JVREBILES, HEIZSCTRYIELET,

ATy 74 [E@ASEE (Notification Frequency) | C. RKr w7 H 7 U A ik [HK (Critical) ]H L O [FEEK

(Non-critical) ] DF¥EEEIR L £,

ATy TS [R1F (Save) 1227 U v/ LET,

Syslog

[ AT Lv JH— —1F# (System Log Server Information) ] ~2— 1%, Syslog X vE&—F8
X O Thread Grid @ %2 22T 5720 D Y AT s JH—_R—DOREIMHEH SN ET,

FIE

AT F1 [k (Configuration) | %7 %27V v 7 LET,

ATvT2 A RFEesr—r a3 T[—H (General) | Z#EBA L., [Sydog] iR LT[ RATLOY (SystemLog) ]
[H—/\—1&$R (Server Information) ] <— V%[ & 4,

wr Wl
I
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23: VR T LAY —/N—1EH

Malware Analytics Appliance Home  Configuration  Dotumentaton  Slahs  Operations  Suppon @ L ==

Configuration . System Log Server Information

Host URIL

»  Authenbcation

B ST Dt
» Mpphcation Seftngs
w Coneal Host Port
Diate and T -
Emad Brotocdl
HOLMCaBOME uoe l

€ 2021 Casoo Syssems, e Caon, Caon Sybaems and Coo Syshema IQ0 Me Fepusred Faoemars of Cisoo SYsiems, Ing. ndl/or 5 aMKIes i T U 5. e 08N Dher countres

ATV T3 ZOR_R=VDT 4=V RIZAHLET,
«7RX M URL (HostURL) : A7 AmZH— "DFRA M EIZURL ZALET,
e RRA M R—Fk : b—ROFR—- FEBEEAHLET,
Ak Ruy T H Ty JARND TCP 721X UDP Zi#IR L £7,

ATy T8 [{R1FE (Save) 1227V v 27 LET,

2y RIT—%24

Cisco Secure Malware Analytics 7774 7V AD % v b T — 7 FENREX, [y RT—F 7
(Networking) ] %A ROFES =T a O TFIZHY £,

Yy kJ—7

HIHRREIZDHCP 2 L7=%. 3 oD%y hU—27 3 _CIZBIL T, IPEIY 4 T% DHCP />
SEERREIIP 7 R LU ACHRET 2 LERH 5551, ROFEEZETLET,




| s

=R YR .

\)

GE)  AdminULIZ7—hY A =2 MV EARGELER A, ol — MU= A Z AT L TRIET D

ELAIMInUIIZT 7B ATERL RV ET, Ry NV REEZEEHAA VX —T =2 ATHE

ITLEBAIE, avy Y=L E2FHL TRy NV —VREAXZBEETHLERH Y £1, Admin ¥
F7ERTHIIEV., Admin Ul TENRAZEIEL T, HEEHTE £7,

FIE

AT w1 [#ERk (Configuration) | ¥ 7% 27V v 7 LET,

AT9 T2 A4 KFEF—varTlry hT—F245 (Networking) ] ZEBE L. [®*vY tT—%2 (Network) ] %3
WLT[RY FT—2 %MK (Network Configuration) | ~<— % & £,

#r
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. *y rT—=7

R24: 3y FIT—YRE

Malware Analytics Appliance Home  Contguestion  Documedistion  Suba Opeatons  Seooon

Confguration ' Network Configuration
CLEAN interface

» Application Setfings

MAL Acdmss B3 THE0AT 08 1P Asdmss 10,50 2,104 (DHCP)

1P Asgigriment
STATIC w

IP Address
10.80.2.104

Subnet Mask
255,755 2550

Gabiwiny
10.50.2.7

Host Name:
WP A TR0

Frimary DNS Server
»

Secondary DNS Server
2]

DHRTY interface

MAD Asdress s4BETISRAT00 1P Addreds 10.90.1, 104 (STATIC)

P Assignment
STATIC -

IF Acidress
T 501,004

Subnl Mask

2552552850

Gatairy
105011

Frimary DNS Server
1090110

Secondany DNS Sarver

]

ADMIN mierface

MAC Asdress £0ca6:67 J6eded P Acdmas 10.90 3104 (DHCP)

P Assigriment
STATIC -

1P Aodress
1050 3104

Subned Mask
2552552850

Gatswiry
10.90.3.1

Host Name
WIS TBO0RS

=n

© M2 Cace Syiterma, Ine. Ciico, Cisto Syilermd and Ciaco Syibermad 1505 bre segiibimed Liademaris of Cisco Syiter, In. andior i afianes i the LS. and ceman oliv Souried

ATV T3 ROT 4 —VRIZASLET,
G¥)

Admin % v N U —7 OFEIL, Secure Malware Analytics 777 A 7 > AOHtE v 87 v 78 L UM

12, Admin TUI Z2fH L CTiThiIL TV ET,

B #s
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ons o i

[IPEIYHET]-3 2T RTOAS > H—T =2 ADRKay &7 AL (Clean, Dirty, ¥ LU Admin)
M5, Static IR L F 7,

«[IPAddress] : 7 V— F234—T 4 Xy NU—0 A B —T oA ZAOHHIPT KL AE2 AT L%
@—O

(IR Y IRV ES— U4 (Subnet Mask and Gateway) 1- *> hT—27 f > X —T =4 AD
HATVIECLTANSINET,

«[RR b%& (HostName) |: —N—DHEA MEATILET,

«[F54<') DNSH—/\— (PrimaryDNSServer) |: 774~V DNS H—— 7 KL ZAZ AHLF
‘é‘o

«[EHh %) DNSH—/\— (Secondary DNSServer) |: &> % U DNS ——DiE#RE AN L E
R

GE)
ADMIN Interface : IEH % @3 25X 5 AdMIN S T 7 4 v 7 BFL—T 0 7T 2512i%, [IPEIY
LT (IPAssignment) ] T[DISABLED] &R L £7,

ATy 74 [RTFE Save) 127V v 7 L TRy NI REEZRIFELTOD, [TY T4 71 (Activate) 1227V v 7
LT,

BREVPLETHLZLE2RTAyE—VRFRINET (BREEOHEM] 228]) .

DNS D% E
F 74 RT, DNSIZF—T 4 A H—T oA ZA%MEH L %9, Secure Endpoint 77 A ~—
N7 ZORRE, METDT TI7AT U AERIFT T —ERADEA NN —T 4 AV F—T =
A AT TE 2V (B )= AV Z—T oA APMERAENDT=0D) HEIE. 72—
A B =T 2 A A&fEMT 5 R0 DNS #— 3—% Admin Ul TR CT& £97,

F|iE

ATv 71 [#5k (Configuration) 1 %7 %7V v 7 LET,

AT9 T2 A4 KFEF—va TRy bT—F245 (Networking) | ZEBE L. [®*vY bT—%2 (Network) | % i
RLT[ry bT—2#B (Network Configuration) | _X—Y ZB& £,

ARTF9T3 =T 4 Xy hU—2 L7 V=2 Ry hU—ZD[DNS] 7 4 —/L RIZATTLET,
ATy T4 [{R1F (Save) |27 U w27 LET,

wrt [
|
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NFS

e |

Cisco Secure Malware Analytics 777 4 7 > A (v22.4 LIKE) 13, NES KA b L— U ~DH; &
&Ny 7T 7 NFSHHREA N L—UN60T7 =X Ok, EHl2, T—FX—R%
ZEDIREEIZY &y B LTCRIRO ANy 7 7 v FOu— REAFEICT DHfEEZ P R— F LT &

B

\}

GE) VUkyhNI. 77I9AT L ADIA T TaER LT RA-TEY, T34 T ANERFZ
W2 L CEEBNICHAT SND 22T 5720 E, Ny 27 v 7H#FEO DI b H
EnET, TOHMICELZYA 77 at 2L, VAN 77— ba—F— 2T TICFEEL T
FINB, NI T T EEITTHEODO VAT AOEITITE L TWERE A,

AT UVE, = R8T T — 2B TH D goeryptfs ZfEAH L TR 5L S
iﬁ‘o

)

GE) Rugp—< A LOHBANS, 77 A NVEORFELITEIZ 2 > TV EJ, Cisco Secure Malware
Analytics NOH TV EZDMD a7 7%, EO XD R THILOART CIERFE IR

Wiz, BEOITAT — 2 BRI T 522 213H 0 £H A,

THEHAORNC, R¥a A M LRBHANVELES ZLE2BIBEID LET, Ny 7T v 7D
FEREICPIT D3 ¥ 2 A P2 AFTEET, AT IANC LS BHANTIES 2 L a2m<
B LET, BMOFIMTERE FINEIZOWTIE,  [Cisco Secure Malware Analytics Appliance

Backup Notesand FAQ] #Z M L T 72 &0,

NFS E4
NFS Ry 77 v T A L=V ~DE L ENT- Ny 7 T v 7 2FEHET 5121, kD NFS B
AWM TVERH Y £,
« Cisco Secure Malware Analytics 7 77 A 7 >V ADEA L X —T = ANDT 7 & AAHE
72, TCP %/ L7=NFSv4 7' b I L& EITF A0 ERH Y 97,
o b—ha—%— (UID0) OEANR<T > hTEET, =7 MEZ UID 0 2355 X4 TV
52 L EER LT &, Windows NFS FBH 21X, ZDOHGATICEZIALTEZ S UIDO
@:L"‘qj:"—z)i%g/cj—o

)
G¥)  Linux —/X—D¥A, root_squash I£7 7 4 /b b T AIREZR D

THEETIHY FHA, 72720, BERRECIE, no_root_squash
ZBIMTEXEEA,

s RSN TS T L7 h U X, nfsnobody (UID65534) CTEXIALARETH HLENH
@ ij—o

B #s
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nes i

« nfsnobody |2 & 5 EXIABLA~D T 7 A VOABITZE4TF, nfsnobody & 72 1% nfsnobody
& L THEITEIN TS Cisco Secure Malware Analytics 777 A 7 A TOME—D 7' 1
YR, F—Z O SLICET ST u AT, FL—rT XA MF—ZIE, R/ME
ROFANZESNWT, & SE Y7V —DENO2—YF—T 7 F TAR S
F9, 77747 A LD PostgreSQL H— B AL, Elasticsearch 7 —# 07 U —|Z
77 AT& £ A, Elasticsearch ¥ —E A%, PostgreSQL °7 U —¥'5F—Z |27 7
TATEEFA,

enfsnobody 7 U > M EMEHT S & RENMIFEILIN, WAZ~v—H A NI LI

idmap.conf Z S D MENRL 72D, v—h Lt VE— b DT H UL MB—FEIC
vy B TERET,

e NFSv4 H— _X— (L, I0GBEHA L X —T =2 A ARBTT 7B AR THLILENH D £
7,

s FRBRAPL=UBERTRRTOHLILEN DY £ ([N 77 v 7A=Y O
M)

e VAT MIMDNRT A —=H BERLET, rw.

N

sync, nfsvers=4, nofail

GE) BETHNTA—ZEZANLRNTLLEEN, ZnbEHEETD
IWNTA=Z 2 FEHTANT L ENYR—FShRVOIZA
T, REZOEENEAET HAREMENDH D £,

o MESh7 NFS HE (721388 > TRESNTZNEFS b—R_R—~DP—E 2 ZRA o kLT

E) OFERE LT, 2L O5A, RELZHEHT 270 2K/ LET, Admin UL TO
COREEEELCHERT D &R LET,

NI T7yvTRAML—CEH

Ry T FARNTIZEETS56TBABAIAA N L —IMELDER A, Ny I T v 7 X
F7E ROaR—=3 P THR S THET,

AT H PR LT lH., HHINDODA ML —COKEDZEODTHNET, Nv 7T v
TARNT O—FEa s R—x2 NTOT—ZLRFHE, i HH O Cisco Secure Malware Analytics
TTIAT A Y —=RAMFICLEFE SN D LR URY v—LHilfRICiE->THY . =
DAVR—=R FOFRA N —UH&EIX4.1TB TJ,  [Cisco Secure Malware Analytics
TIIAT AT —=ZORFHIET 2 HEESFE] 2R LTEEN,

« PostgreSQL T—42 R—RX X k7 : PostgreSQL A b7 D2 DDFEENy 7T v 7 & {F
ENTNWAREENRY 7T v 7D L—F LN ONSFAETADIC+47r—#ED WAL =
IhREENET, AFF500GB RICTAMENH Y £97,

s Elasticsearch A+ v 73y FA M7 : 85 1 TB RSGICTAHERH Y £9°,

#r


https://www.cisco.com/c/en/us/td/docs/security/threat_grid/data-retention-notes/tga-data-retention-notes.html
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- S

B #s

e |

N7y TTPFEINEHE
WDy 7T P TCTFRENDIBEELEZBFBTHVLENHD £7,

Ny T TIZEENS : Cisco Secure Malware Analytics 777 A T L AD/NN 7T w7
TR ADRMOY Y —RE, ROBEMEO—FET—2NEENET,

* Samples
c NTER, T—T 4777 b 7T UMFE

e T U — g EO (Admin UL TR W) Bl ta—HYF—T7h o FoF—
2,

e T—HN—=R (a—VP—BLUOMMEET)
» Cisco Secure Malware Analytics /R — % /L Ul N T E ATV E T,
NI TYTIZTEENT L -RDO L DIX, Secure Malware Analytics 777 A 7 2 A /Ny 7
Ty Tt R IEGERTHWEEA,
* [System logs]
LIENCH T rm— FB XU, VR =L LI EH
+SSL F— & CAGEHELRZ G, 7774 7 2 A OpAdmin A > X —7 = A A TORERL

s FDMDEE : N /T v I RCHET I FOMOEEBEEFHIIRO B T,

* PostgreSQL ~N— A/ N 7 T S 24 WY A 7 LV TIATENE T, T—HX—RAD
Ny 2Ty TOETIETEETA, PR EBIENEFIZETT5 E TEENRRS
NnET,

« Elasticsearch /X 7 7 v 7% 5 45 & & WA TV E T,

e Freezer /N 7 7 v 1L, EITHON I T o T mbRkbii-A7 V=7 N4 5
72D, 24 B LSBT a 7 RFEA L IR EITT SN E T,

cHTLWFR—Z AT D &, BILVISLLIe Ny 7 7 v T A N T AMERENET, AV
PINDESIT, ZOFHLNA RTIE 24 BHYA 7 VDR Ny 7T v THT
OPNDLETHIIRY EEA,

NG 79T T—2DRE
Ry 2T v TORE, ROE T —FBMEEF SN ET,

s PostgreSQL : D2 DD IEH /NNy 7T v Tl TNHDNy 7T v TLUBEOTTO
WAL £7 A > FBMREEFSILE T,

« Elasticsearch : ixfiD 552D AT v 7Fra v b2 ESMER SN E T,

« —}ER k L— - i~ Secure Malware Analytics 777 A 7 > A [T S scE L &
NDbOEFECARRTARY =2 A T LTSN ET,
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nes i

FEHRNC O TERT — ¥ 2RFT 256813, 77 A NVVATALAYERIZT vy 7 LA
YORFy T ay FeEYR—FTBNFS b —_"—%2fHT5Z L e BEIOLET,

T AR ZADR—=ANRy I T o 7E, FLWR—ANRy 7T v TRIEFIER S D £ TR
Fanxdt,

\}

GE)

PNV I AN —= Y TOREREZDY £y MEMEHT 5720, (K~ oA A=V DRy 7
Ty 7 at—NRAID-1 A hL—U 7 LA RIZE S IvE T, #I D Cisco Secure Malware

Analytics 7 75 4 7 AEF L (UCSC20-M3 75 v N7 4 —hE~_—2ALT5) (X, %D
ETNLED B A L—UA/NE L, Secure Malware Analytics 777 A 7 2 Av2.9 DA A h—
NZIT, D=y FREATE 22E K EN, RAID-1 77 ANV AT LDT 4 AT KD

25 % RIC/e 2 AR S < 2 £, TOHE, —vR@Mn b T—sh 7,

BOETNLDON—FT T T, 29V —2DA A F—L1%IZ,. RAID-1 7 LA DZEX X |
L— U8 25 % RilZ 72 5856, ZHUTEFRRETIE W=, I A X~ —HF R — M

BOELBERDHY £,

REFEABR D & 708 A

TGSH (v2.6 LLF) @ strict_retention 7> a v &+ 5 & HELDT—FT 1 77 7 b
ZISHMAZBA TRELRWZ LI2X 0 R OHIRZ B8 IC#EM 5 2 LA TEET,
IOF T arERNITLE, BAIOKRE TN —= 7 OB, 15 HM&aB2 TIRIFESNT
WA T 7 AVHBHIBRS N ET,

)

GE) 15 HOWMEREELIILEES L LITTEEEA,

T—T 4777 b, Yo TVEKEE, SUTANSAERENEZZOMOL DEEWR L E
T T—T 4777 MTESH LAR— FOHTML G EN T ER A, 1 LAR— FOHTML
L AR SN TS B0 BAINOHIROKGR LR ET, T—T 4 7727 ML,

T =N FURMRA T v I A EENEE A,

strict_retention &7 3 X, 7 7 4L b TIXEL) (false) 1Z7/2>TWET, 15 BZOT —
TAT 7T FON=RIN—=2 T EHNNZT DT, TGSH T OA 7Y a V% true TR E
LET.

configure set strict_retention true

NG Ty THE
T—H DNy 7T v THEIRO LY T,

TN T—F 4777 b, LR—FDOSLT RN L—UOEA, TV s
NNy 7T v FEnNET, BT, NABRETIND L, 4P A 7 VTRELTWNDS
AT UYPRBINTIEESNET,

#r
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* PostgreSQL 7 —# X—ZADPE | N—ZANy 7T v TR 24 WM A 7V TER S L, &
DOBIE. FTrICEXAEINET A R—2a LT YN 16MB D LEXUVMEICET S DL
W2, FRE ST, s a s T Y I B SV E T,

e Elasticsearch 7 — ¥ X— X D4, 2TV 3NN\ 7T v 7 X NI 5 5%y A 74T
BRI BmEnE T,

Ny 7T v 7OBEZHIEERITHETLZ L3 TEERA, HEALTETLE, A FL—Y
R, HIOMERRERE, N7 4 —< v ADF— " —~y N2 2 IEENEN /2 BT T
-3‘0

Ny g7y TEEDY—E REH
NPT w7 7av AR, ROV —ERABHMNERINDILGERHY T,

e [RYFT—=DRAFL—=UMID Y FENTULEEA (Network storagenot mounted) |
Ny JZ o RELTHEASNTWA Ry hU—7 77 A4V VAT ARZERICEEL T
% Z L &M LT, Admin UIOpAdmin CREZXHEMT 50, 77747 o A& HiH)
L\ij—o

+ [Network storage not working (v k7 —2 X FL—UAEELTLWERA) | Ny

7Ty RELTHEHENTWDE Xy RT—27 77 AV VAT ARERICEEL TS Z
LEMERLET, VAT LBNFS —"—OMEDOEENS 15 53 LANICEIE L WigE
X, 77947V AEFEHL T ZIN,

- [Backup file system accessfailure /Sy 9 79T T74IL SRATLDOT Y RIZKREL
FLR) | BAZ—F R = FETBRVWEDEIEI VY,

« PostgreSQL DNy O 7y THREIOMYFELA : 2k, Xv 7T v 7 A NTREREIN

TN OR A b e (BB 24 A 2 L THEITEND) BAIDR—A Ny 7T v
TPTONDEHANORA > FETIEFEZRRETT, ZANTTTLHET, Ny s 7y 7
SETEERZINT, BT LIETEETA, ZORX vE—UN 48 K &2 2 Tt
SHHERITRMLSIGAICRY . I AF~— FHR— MIHEE LTI ZI0,

+ [Newest PostgreSQL basebackup morethan twodaysold (& #T® PostgreSQL N—X 7\
97y FIE3BLULERITY) | : AT AL PostgreSQL DF LINWR—RA R 7T 7D
AR L TW W Z 2R LET, BEShRWES, (F<RkY o251y
T T IRA L ENOIETT D DI ME R EZIABDFERRT = — BT 5720 0)
Ny 7T o7 X NT TOMEARKIR A2 <720 | ATHONDEITTITHLEE IR ALBRRF [ D3 T4
TEHRIZBAET, VAR — MIBHWEDEIZI W,

« [Backup Creation Messages (/X9 7y B A vt—) | No I T v 7 ORMGE
TZIE MU =D SN 7 — 2 K L TV ET,

TV TATDESINYI T v T (#ERL) : Elasticsearch 23BHIA LT, N7 7 v 7 A b
TIMERRAIRETCH DL 2R LET, ZOREIX 77747 U AE=HEET 50,
(NFS &S —EZBERE L TV D 35E) TGSH T 77 & LT restart
elasticsearch.service 2~ REFETTHI L TCHETETET,

B #s
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[Appliance Backup]

[Appliance Backup] .

NI T TDALTTUA A= UHIERSNIzN Y I Ty TORT—8 %
BIDEECINLDYTLY P T5-MRHShFELL,

« [ESBackup (Maintenance) snapshot (...) statusFAILED (ES/\w 9 7 v 7 (A TF Y
R) RFvToavhbk () ODRAT—RAMN[FAILED] 2> TULVET) | : Elasticsearch
T—HER—=ADN T T DOEREOEHT, AT v 7 ABREFICESAEN R ST
ZEHERLET, NFSH—N"—ERE L TWTEXEERNH D Z 2R LET, MEE
RETET, R LAEVWEAIX, IAX~— R — MIBHWADELIZE N,

[ES Backup (Maintenance) snapshot (...) statusINCOMPATIBLE (ES/A\w 97w (A

UFFUR) RFvToa vk (L) DRTF—42 XA [INCOMPATIBLE] IZH > TLVE

F) | T IATADT v L— R TH LW I— 3 @ Elasticsearch 731 > A h—
NENTZERIZORFEELET, NI T v TARNTRT v 7 7L —RENT, HLNY
V=R L OHEMMEEZFFOL IR D ETERRINET, ZOREORICFEENFAE LIS
B HENED 720Ny 7T o FInbOEITITIER, WA v —Hh—EADIZENMLEILR D
TERBHY ET,

[ES Backup (Maintenance) snapshot (...) statusPARTIAL (ESNNw 97w T (AT F+ Y
R) RFwFoavbh (L) DRATF—FAMN[PARTIAL] IZH>TWET) | ALK
D2ODAyE—=TDIHEDONTPNEFENTWET,  [Noprior successful backups seen,
so retaining (LARTICHRED L7207 7 v IREONSE 202D, TOEEMEELET) |

NI T v T FEET 2L OO TLN2WER) . £721% [Priorsuccessful backups
exist, so removing (LARNIZHREN Lo Ny 77 v FREET D720, HIBRLET) | (T
HRATT 272Dy 7 T v TEBIELE D E LTWDHEE) |

[ESBackup (Maintenance) - Backup required (...)ms (ES/\v 9 7w 7 (A T+ R)
Ny T7y72 (L) PRERMDYET) | Nv I T v S0 EE A DRERN LT 8
ABIZRALET, ZNELTLLZT—LITRY £ A, Elasticsearch TIXEWIHI /2 A >
THUAEFTATL, ZABTA RIVREEO VAT MY EEREZIALAMNEZRESED
ZERBHYLET, L, IR ARB DV T B L CRETOIHEAIE. A RL—
UNRT A= U RAERET D, TR FRRELRGE I AL v — —ERTHERE L
TLTEEW,

[ES Backup (Maintenance) - Unableto query Elasticsearch snapshot status (ES/\w 9 7 v
T (AVTFUR) :Elagicsearch R+ v 723y FATFT—2ADI T #ERTTEEYE
ATLT) | : Elasticsearch I[ZEE CX FHATL ., ZOEEL, N7 7 v 7 OER
DIEF B SN RICRE L ET, &I, T 7 I 47 v ZADREE L RIRHIEAT
L7120, ENOOMEOEBICERZES LERDVET, T4 T UV ARMUOETIE
FERIHEEL TV EXICZ 0T —08RAE L, B TR TERVGAIX, h A
< — PR — MZEWEDLETITEE N,

Cisco Secure Malware Analytics 777 A 7 > AD v 7 7 v T FETT5I120E, ROFIEEE
TLEY,

#r
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. [Appliance Backup]

FIE

ATYF1 INFS) I~ T, NI T v T D=7y vT 47 b ZERLET,

ATw T2 [Hifk (Configuration) 1% 7 %27 U v 7 LET,

ATv T3 A KFesr— 3 T [Networking] & B L, [NFS] 23R L T [NFSO#ERK (NFS Configuration) ]
R=UEHEET,
(G¥)
TTI7AT ADOYHERFICNFS ORELXTET L, BEX—%2F> TVWAEAIT, AT v 73 nBA
Ty SETEEKTEET, £ TRVWEAIZX, Ny 2T v T =22 BT 5Ok 5{b¥— %1
BIH20ERHY 7,

25: NFS DELTE

Malware Anah_;tics ADDI]E—‘:T‘IC'E.‘ Home  Confguration  Documentalion  Status  Operabions  Support ® L-| =%

Configuration 0 NFS Configuration
State
DISABLED

» Authentication

» Application Setlings
» General et
~  NEtworking

Hetwark Puth

I NFS

Clustering Options
™

F5 Encryption Key Hash

o key I Generate Ky || Liphoad 1

€ 2021 Cisco Systems, Inc. Cisco, Cisco Sysiems and Cisco Sysiems logo are registened rodemarks of Cisco Systems, inc. andior s afMiiaies in the U.5. and cerlain odher countries

ATy T4 ROEHRENILET,
s [Host] : NFSv4 AR A h¥— "— [P 7 KL RAZHEHTHZ L aBEd LET,

o [Path] : NFS AR A h¥—_— LD r— g U ~Offixf /N2, Z 2127 7 A VIMRTESLE T,

AT ar . ZOV— 3—TNFSV4 (2% DIEUE Linux DT 7 4V MEEZEE T HLEND DA
FHRHENAENFS~ Ty "4 TV ar, T740 MIrw T,

B #s
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NV TwTETE—45 Y k& LTO Cisco Secure Malware Analytics 7 754 7V AN ) £y + .

* [FSKF 54—/~ > = (FS Encryption Key Hash) ] : [F—®D4 % (GenerateKey) ] %7 U v 27 LT,

LW B b —% 4k LET, B TR I T v 7R ETT AL, ZOF—0DMEIRY F9, (£
DOEFE T, [Ty 7r—Fk (Upload) 127 Vv 7 LT, N7 v IlERX—%7 v7u—FKL
*7, )

ATY TS [T (Save) 1227 Vw7 LET, X—UPNEHF I, FSESIL/SRT—FF—ID BNFXRINFET,

ATvT6

ATy FT17

DRV HERONCRET DL &I, BB —ZHIBREIIFO A= FRT547 v a U RERENE
T, NFSHBANI/2 > T DN F—ERR STV WEAIL, [Upload| 47 v a v idFoRranE 4, F—
ZVERT % & [Upload] /R % > 7% [Download] R % &b £9, (F—%HIRT2E, [Fvra—F
(Download) ] AR¥ VBHFWN[T v 7@ — K (Upload) ]i27eh 9, )
(6=3))
XN I T v TR T A0S N-F— L FEC—&T 2548, 7Ty 7 n— RRREShz
NRADT 4 L7 b4 E—F L%, F—IDAERULICERRENET, BoF—a2 AT FIic Ny s
Ty T EEITTHIEIITEEEA,

X—%T T 47T HITIE, [TV T471 (Activate) 1527V v 7 LET,

-
2PN EX—a NNy 7T v T L TERIMRET HET, Cisco Secure Malware Analytics [ = &' — Z &

FLEEA, ZOFXF—2fAEFITNNv I T v T2 TTHILITTE A,

(R 77 7 xEH—% v b & LT Cisco Secure Malware Analytics 7 77 A4 7 AD U+t v b | OftH
T, THFIAT ARy 7T v E L=y Fe LTy FLET,

ATFYT8 N7 v FarrFryoEin (52—) OHAICEST, Ryl TP v S —25ETt LT,

N7y TETE—4 v k& LTD Cisco Secure Malware Analytics 7 754 7V ANt k

TITIAT AR —y b LUTHERT R, FHRRE INTIREBIZCT 20 ERH 1
F, TFIAT AL, ZORRETHESNET, 72770, RELEZZBICHEIRE SR
REICRTICIE, BRI EHEBRER LB/ 0 £,

A

AR ZoOVnbBREFTILL, BEENTAT 27— PWEINET, ¥ A7 2FEITT HHIC

FTANTOY=aT vamhr, BERICEEZHFITL TS, |

)

GE) Uty MI VIARNY TE=FCHEHATELEX27 VAT LRALLDOTIEHY £ A, DLP
A A= Z—ITHET DN, BERNITAT 27— 22T 7747 L AbERIT
HIER T 2D L TWDHDIE, VANV E—-RTOEF 2T VA TOHTY, 2L, UHIN
JE—=RTOEXF2T7IA47F, VEy MBSO TEHY FX¥A, EF2T7 VAT
E, BA A=V ESNDETHATERIRDT I IAT U APLE S, VY FTIE 7

TITAT ANy 7T v T8 HEHEPITHONET,

#r
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B s0vtur

F—2pYty k

7 —# U+ k7 ut AN Cisco Secure Malware Analytics 777 A 7 > A v2.7 LA CHHT &
. SHICEEICR Y LTz, TR TOBEMET — % OMEERBELRIET 5720, (U
HNRY F—hba—F— A=a—0) VA 7Tt ZFEKRE LTHRETTR, Vv 7R

ALY ARV=T 4 T VRATLAOR TR, TOEERSNLTOMORIER 7 VT &
DXy E L,

Cisco Secure Malware Analytics 777 A 7V ANIEFIZV Yy hand &, LT X L4E
JRODO/NAT — KPR —WIFREND L2780 F Lz Filla o A F—/LIEOEME & [H
CTY) . ZodEESNLET AT, BEREIHEEESHTL L)k THWEY, £z, Vb
NYE—= RLOREINAEEICR Y £ L. (U0 7 v AT, @i ORIETED LIZEE
WZOHRIEFICEE)T 5 Z ENAEETLE)

Cisco Secure Malware Analytics 7774 7 > A (V2.7 L) 13, 794~V 77 A VAT A
& LT XFS #f/H LEJ, Cisco Secure Malware Analytics 7 77 A4 7>V ADT —X N v b
ENbE, T=HARTIE, XFST 7 ANV AT AMIERESE T, Zhuc kv, wids Ak
WaEL, Y —ERABEMO VO EHRDE=4 1 712 0S LILOHR— R s &
2T £,

Flo, BHFINET Uty b eBRATIE, VAT AL SDD ~OHF A VA N — MM E
T RCOALT Y EENT DDA ML —U BT, BEFEOT—X1%, Z0a
VT DFIEE BIMERER SN RICOAEBRSNE T, BHMIChIE > TEHI TN
LVAT A (FRIZHEIMARON—FT =7) OfE, TIEHTE 5 +0REEFEN R
TREMEN H Y £9, TOBEEIE. BEG L THAZ v —YR— b OXEEZITH LN TE
£7

H—lF NDT T T34 T v A% FHRRE I NIRRT

FIE

ATy T
ATy T2

ATvT3

A =T =B EWNTZIEND OV AT ATHEILT D00 TR WEAE, BEfFOT— 4% & NFS B
HOBRELE VAT LNOLHEETLHZEICE ST, DX —F v N T 7 T34 T v A% HHIRE
éhfu’{j( m\ \—)j:'tﬁ—z‘gﬁ)% D ij—o

Cisco Secure Malware Analytics 777 4 7 > A® TTY % 721% SSH #&H T Admin TULIZ T 7B A L £,
[3>Y—JL (Console) | A7 v ara@RLT, Tltgshy EASLET,

GE)
U\ E—RIZED Ttgshy OATE, ZOEMABNZITE L T ER A,

tgsh 72 > 7 N C, < Rdestroy-data #x AJJLET, 7mr U7 h 2 X< HAT, ERICESTLES
VY,

EE

Ioavy REFTTHE, TICRTZILEFTEERA, TRTOTF—FPWEINET,

B #s
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s—4y rTrVTIS5q7orESRESAERECRET [

26 : destroy-data REALLY DESTROY MY DATA 2 < > K &£ 518

elcome to the Malware Analytics Shell.

or help, type "help” then enter.

> destroy-data

o =really= run this command, pass the following string as an argument:
REALLY DESTROY MY _DATA

ote that this is not intended as a security measure: use the recovery-
ode wipe process instead if thorough data destruction is required (and
he appliance will not be retained or used to load a backup).

>> destroy-data REALLY DESTROY_MY_DATA

RDOT =2 PRI NET,

« Samples
s WTHER, T—T 4777 b, 7T INE

77V = a EO (Admin Ul TiEZRW) ks 02— =TI v o7 —4.
« T —HN—=R (a—¥P—BIOMMEET)

c Xy P —=IEREGLTRTOX A T ORERK

« Cisco Secure Malware Analytics 78— % /L Ul W Ci% E 21T\ E 7,

*NFS ORRGE L 1 /A U 1EH

*NFSIZfEH SN A5 —0Du—F/1rae—

B—y NTRWT T T4 T v A& FHRRE SRR T
B D AT I FE 7213 Secure Malware Analytics 777 A 7 U AW, HILH DNy 7T v 12T 7
T4 TICEZ AR EZT> TV DLGE (ERBTT 77 4 Z7IEH I TWAHH 2~ A ¥ — Secure
Malware Analytics 7 77 A 7 > ANEE AL TWND AT Y OT A METLRE) | %D Secure
Malware Analytics 777 A 7 > A Z SRR E SVTREEIZR L £,

FIE

ATYT1 T—HARNT OB LcEFEZALARR I —2AMLET,
ATY T2 TAMETLEESTL T D Secure Malware Analytics 777 A 7 > A%, flICEEZAENTWNWDLA T
TR, BEZIALARRAL—IZARA FLET,

Secure Malware Analytics 77 7 A 7 AR FHRRE SNIDREBOHEIX, [Ny o7y T ar7 ol
Tl TSN TVWL LB, Ny T v TANTOX =7y e LTHIELET,

wrt [
|



|
. NI TyFavFoynER

Ny TFyTavToynDER

|

EX3 T uv ADHE., VAT LEVUTIIVIREIHERT LI LIITEERA,
HEEDT VT A TN I T T ARNTOTFT—H AL TC—EICEITTELDE. 1 &
DY —R—=DIHTT,

e Ny 7T v IX Admin Ul 225 DRE L TE £97,

LIHNCHER L2 b D LA U NFS A KT L EF—% BAOTrERXLF LT AT
RELET, LUATO NFS A M7 L 5% — %] L T Cisco Secure Malware Analytics 7~
TAT U ARERETDE, BN ) T—shExd,

77 A4 <V Cisco Secure Malware Analytics 7 77 A 7 > A DBIWEFIZ D Cisco Secure
Malware Analytics 7 77 A4 7V A THEIL TR Y A% T A T 520, RNo I T v T ARNT
D—BLIATFTyTvay hoav—zElkL., (7 y7r— ik —2HH
L ) #r L\ Cisco Secure Malware Analytics 777 A4 7 L A% KA N LET,

Ny Ty Tars Y eBud 5123, ROFRZETLET,
FIE

AT w1 [#m (Configuration) ] # 7% 27 U v 27 L. [NFS] Zi&R L T [NFS#m (NFSConfiguration) ] <*—Y %
&£,

ATwF2 [Upload] 7 V v 7 LT, N2 T v 7 MERSNZ—_"—DBERHER SN I T v T —%
BAELET,

ZOXF—=INNy T v TOERIHEH S iod— & EEIC—ET 554, AdminULR—X VIR REND
F—IDIE, RESNTNANOT 4 L7 NIAE—FHLTWDAMERHYET, A A= T 4HF—FK
Lo TR I T o7 X —L—HTD57 4127 NIDBREBEIN, ZOT 4 L7 NUBBRHEND &, B
ENTBEA~OF — % OE TR S ET,

G¥)

BBFRNAN—IFRRENEHA, T —FOETICHLERIEMIT, Nv 7T v 7OV A4 XLMOERIZ X -
TRV ET, TAMILD L, 12GBOELITRIETT A, 1.2TB DEITCITIF 16 REHILL L0 £,
KIBERETTORE, A VA R—=ARBNA T LTNEEIICAZDZERNHY TR, LIEsLBHELL
7230, Admin ULIZE TR LT VR — K&, 77 I9A T AN LET,
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