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Support / Product Support / Security /

Cisco Secure Malware Analytics (Threat Grid)

Overview Product Overview
Product Type Advanced Malware Protection (AMP)
Status Available (ETTEP

Series Release Date 05-JAN-2015

Contact Gisco v @ Other Languages
Supported Models: Cisco Secure Malware Analytics Threat Grid 5004 Appliance and Threat Grid 5504 Appliance

Documentation | Downloads = Community

Search This Product's Documentation

Customers Also Viewed Saved Content
Cisco Secure Malware Analytics Appliance Administrator Guide Version 2.19 --- Configuration

Update Secure Malware Analytics Appliance Air-Gap mode

Cisco Secure Malware Analytics M6 Hardware Installation Guide --- Overview
Cisco Secure Malware Analytics Appliance Administrator Guide Version 2.19 --- Planning
Cisco Threat Grid M5 Hardware Installation Guide --- Overview

Cisco Secure Malware Analytics Appliance Version Lookup Table

» Cisco Secure Malware Analytics Appliance Release Notes

» Cisco Secure Malware Analytics 7 77 A 7 AV2I9 A X — N T v 7 A K
» Cisco Secure Malware Analytics Veersion Lookup Table

* Cisco Secure Malware Analytics M6 Hardware Installation Guide

N

(GE)  Cisco Secure Malware Analytics M6 777 A 7 L AX, 77747
YAN=Ta 219 URETHR—FENTHETS,

» Cisco Secure Malware Analytics M5 Hardware Installation Guide
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Malware Analytics Help

Welcome to Secure Malware Analytics!

Cisco Secure Malware Analytics is a malware analysis and threat intelligence platferm. Secure Malware Analytics generates and gathers vast
amounts of malware intelligence through static and dynamic runtime sample analysis, as well as from other Cisco integrations. We use that
intelligence to maintain libraries of advanced behavioral threat indicators, which we combine with traditional research methods to discover new
malware and new behaviors in known malware. Our discoveries are then folded back into our ecosystem, in a continuous process of enrichment
of our threat intelligence resources.

New to Secure Malware Analytics?

If you're a new Secure Malware Analytics user, the quickest way to get up-to-speed is to watch this 15-minute video introduction, which walks
you through the interface features and the primary functions:

= Secure Malware Analytics Introduction

Quick Start

» Introduction to Secure Malware Analytics - Secure Malware Analytics Online Help intraduction.

Getting Started - Basic information abeout browsers and more.

About the Dashboard - Basic infermation about the dashboard.

Sample File Types - Detailed list of sample file types that can be submitted for analysis, plus additional information.
Working with Samples - Basic information about viewing samples in Secure Malware Analytics.

Submit a Sample for Analysis - Step-by-step instructions on how to submit a sample to Secure Malware Analytics for analysis.
Sample Analysis Report

Search for Samples

Doc Search - How to search the online help and API documentation.

FAC - Frequently Asked Questions. If you can't find the answers you need, please let us know!

Glossary - Secure Malware Analytics definitions.

= Support - See Support for instructions on how to request Secure Malware Analytics support.

Note: The screenshots presented in the Help topics may not always reflect the latest preduct names or Ul enhancements.

Quick Start Videos

= Secure Malware Analytics Videos
« Secure Malware Analytics Demo, July 2018

What's New

The following documentation will help you stay current with changes to Secure Malware Analytics, as well as help you to use this powerful tool
for improved threat detection, investigation, and remediation.

= Release Notes
= What's New

About

= Behavioral Indicaters
= Entitlements
= Feeds

LD FINCH DT TA v ~SIVT ORBERERER LT, 7774 7 > AEH DOFRE2HRER
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Malware Analytics Help

Search results for "appliance”
‘@ Al HelpOnly ) APIOnly
Hits

Help Appliance

When you search the appliance you are enly searching the data from
the files analyzed on the appliance.

Help Managing Organizations Admin Orgs Appliance

Secure Malware Analytics appliance organizations are created and
managed by appliance administrators.

Help Managing Fireamp Integrations

This topic applies only to Secura Malware Analytics Appliance users.

Help Activating New Esa Wsa Appliance User

The initial status of the new CSA integration user (ESA/'WSA appliance
etc.) is Inactive.

Help Managing Organizations Admin Orgs

Secure Malware ly -0 izati are created by
appliance Admins.

Help Managing Organizations Adrin

Managing Entitlements Managing Organizations Secure Malware
Analytics Appliance Crganizations Managing Users Managing Devices
Managing Service Notifications

Help Managing Organizations Admin Users

More Info Managing Organizations Secure Malware Analytics
Appliance Crganizations Managing Devices Managing Service
Motifications Rate Limits

Help Virtual Machine

Secure Malware Analytics Appliance Mote: The Japanese VM is NOT
available on the Secure Malware Analytics Appliance.

N ' EIE 1-10 of 26

Secure Malware Analytics Portal Ul 7 FE —X kL—2 3> AHA K

FHEIL, R—FNVDOF L TA 2 ~NVT My I EEBRTEET, 2Oy 7 TiE, 22—
P —DE B FIERT OMOIEREEHET 5 FIECOWTHHALES, [FPRFEZXL—Y 3
NET7%27 0y 7L, PREZAML—Y3 2y HA Rz @IRLET,
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o=

Dashboard

Samples

Managing
Managing U
Managing G

Managing Er

Administrator's Guide - Managing Organizations

Note: You must be logged in as an Admin user to create an Organization.

Creating New Secure Malware Analytics Organizations

= Secure ly Cloud O - These are created by the Secure Malware Analytics Provisioning team and customer
teams as part of the overall process of onboarding new custemers. We do net provide documantation in the portal online help on how to
create a naw organization.

« Secure Malware Analytics Appliance - Organizations are created by appliance Admins. See Secure Malware Analytics Appliance
Organizations for infarmation about appliance organizations.

Updating an Crganization

Admins and OrgAdmins can both update an crganization once it's been created.

1. To update an ization, click the tab and chcose O to open the O page.
2. Locate the organization you need to update, and click on its name to open the Details page.
3. Edit the organization information as needed.
« Details - Including the organization Mame, Industry type, and ATS (Advanced Threat Services) Id
o« APIRate Limit - Update the AP| rate limit or add new rules. All org users are covered by the org limit unless different rate limits are
set at the user level. See Rate Limits for more information.
« Options:

Default Ul Submission Privacy - Specify whether samples are submitted as Private or Public by default

Extended Runtimes - Enable extended runtimes.

‘Can Flag Entities - Specify whether crg users can use flags. When Unset, org users can view entity flags but are unable to edit
flags or add new ones.

Enable ES Pass Through For Submissions - Enable access to the following Elastic Search endpoints: /apifes/* and
Japifsubmission-es/*

APl Default VM - Specify the organization's default VM for APl sample submissions. Other opticns may be selected during
sample submission.

‘Organization Class - Choose an account type that is used for accounting purposes.

Authorized Networks - Limits access to this organization to IPs within cne or more CIDR" networks. Click the edit button to
enter the CIDR networks.

“CIDR - Classless Inter-Domain Rauting (CIDR) is a range of IP addresses a network uses. A CIDR address looks like a normal IP
address, except that it ends with a slash followed by a number. The number after the slash represents the number of addresses
in the range. For example: 1.1.1.0/24, 2.2.2.0/24

Max Device
the default is 200,

ples - The i number of samples that can be submitted by device entitlements. If not set

Max Entitlement Samples - The maximum number of samples that can be submitted by entitlements. If not set the default is
10,000.

Sarviea Notice Emaile - Ora adming maw add amails addreseac that will receive Sarvice Notificatinne (=och ag an outanae nr

EA=ILtEFXaT4 T7TSAT7UoREWeb X2 T T7TS5A47VRICEATHEHR
EA—NLEXaUTF 4 T7ITA4T A (BSA) £ WebEXa UTF 4T 7IA4T LA

(WSA) OHHFIZET 2

LTLEENY,

FEHIZOWTIE, T4 RN FEBROT U MAT > Rk =2

ESA/WSA DA T A v~ )T Elzida—H —J 1 R [Enablingand Configuring File Reputation
and Analysis Services|] D FIEAZSHL T 7230,

» Cisco Secure Email Gateway = —4— 44 K

+ Cisco Secure Web Appliance = —#— 41 K

O0A4 2 VZENRT—K (T7FILEK)

TN b T A ENRAT — REROEFIRLET,
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FREINFET, PHIRENRTTTH &, BHEART — NI, AR /JHERT ¥ X F CTHER
SN0 E9,

\}

GE)  LDAPEGRIL. BHEOEHENVDEHAIZ, AdminTUI & AdminUI = 7' o fEA T £,
TTFA T AZ LDAP BRI LNREENTWDIHEE., UAINRNY F— R TRAT—FE2Y
vy hTHE, WEHET— RRERESN, VATANRRATY—RTHLR A TEHL91072b
iﬁ‘o

BEENRAT— REHELTAdmin UL IZ e 74 U TERWESIE. ROFIEZEITL TR
U—F &2ty hLET,
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| ELoic
gEzz7—royty bt ||

FIE

AT F1 Cisco Secure Malware Analytics 777 A 7 > A % fiL#h L £9, [#{F (Operations) 1% 7% 27 1) v LT
TR (Power) JZER L., [H#8) (Reboot) | RZ %7 Vw7 LET, TTT7A4 T ANHEEL,
[BIOS] 7 1 > RUMB X £ 9,

X 5:[BIOS]™9 1 > K9 -[J— b D>EIR (Choose Boot) ] * —1—<F6>') H/\') E— K

NIIr
CISCO

co IMC IPv4 Add

Entering Boot Menu ...

ATw 72 [BIOS] YV 4> RUT, F6 %L TC[Boot] A ==—%B& %7,
ATv T3 [UAsN1) (Recovery) 1 iR L., [Enter]z L 9,
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EYIE
B ==z x7—routyr

R6:T—hk A=a—

ect boot device:

UEFI: Built-in EFI Shell

FirmwareUp

UEFI: PXE IP4 Intel(R) Ethernet Controller X550
UEFI: PXE IP4 Intel(R) Ethernet Controller X550
Enter Setup

T and 4 to move selection
ENTER to select boot device
ESC to boot using defaults

Cisco Secure Malware Analytics 3 = /L7238 B8 £— K CH& £,
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| ELoic
gEzz7—royty bt ||

7:1) 7\ E— KD Cisco Secure Malware Analytics < = )L (tgsh)

X7_"‘Jj°4 passwd & FEAT LT, AU — N LE9,

8: Enter New Password

GE)

IOEFE—FRTEa~r R a7 IRFICEREIND EIFBRY A, $72, aX o 7HOBRWNT LD
FESCANEERDIVDICERENDZZENDHV ET, ZOFRRIFIAINUTEELEFXA, 774 FA
NEHTHZENTEET, 270X T HINTER L T,

AFyTsS RAU—F% (7594 KT) AJiL., Enter ¥—Z#M L £,
ATYT6 RAT—F&EH ) —EASHN LT, Enter ¥—%H L 9,

G¥)
NAT— RIFFEREINEEA,

ATwvF71 [Reboot] &AL, Enter ¥—%2M LT, 77747 v A%@wEt— RCEELET,

GE)
NRAT— RO ®y AT D7-OICHEEBRNCexit 2~ 2 FEITT 08I0 R0 £ Lz (v2.10
LIKE)
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Eesic |
B ez x9-routyur
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;2

i

ETIEI

Cisco Secure Malware Analytics 775 4 7 > A%, HWFRIIZ T A 2 OBLEEHFHIC L - TA &
h—/ v & 17z Cisco Secure Malware Analytics ~/ 7 bW = 7 % 2 % Linux %—/3C9, Cisco
Secure Malware Analytics 7 77 A 7 A& T AN G, A7 VIAORy MU — 7 BRE

IR EB KO T 2 0E H Y £,
ZOETIE, RELHEEORNCHERTIMLERNDHLERE, "—RFRv=7, BIW®Rry hU—2
DEHNZOWTHAL E T,

cHR—FENDHTTTY (13 2—2)

« BRETEM: (14 2X—Y)

e N— R =T HME (14 =)

Xy NU—Z7 A (15 X—)

eDNS =727 & 2Z (16 2—)

eNTP #— 727t (16 2—)
kA (16 —)

« DHCP #ff (17 ~—2)
eIt 2 (18 %—2)

o L— MR (18 ~—2)

o MRk L O —H— (18 X—)

« T (19 =)

e a—W— A H =Tz A (193—)
Xy NT—T A =Tz A A (21 =)
e T 7 AT UA—IL L—)b (24 X—)

« FIANR— LB T ADOEHEME (28 X—)
T TITAT U ADTA TEIWE (30 2—)
s BEFEOT—% (30 2—)

GR— FENBTS5IY

Cisco Secure Malware Analytics (X, KD 7 7 U HFZHR— K L TWET,
* Google Chrome™
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B =s=4

» Mozilla Firefox®

* Apple Safari®

N

(GE)  Microsoft® Internet Explorer® (X474 — F S TWWEH A,

IRIREH

Cisco Secure Malware Analytics 7 77 A 7 > A (v2.7.2 LIK&) %, Cisco Secure Malware Analytics
M5 7 7T A T v A — "—|ZEB S 41 E 9, Cisco Secure Malware Analytics 777 4 7 L A%
Y 8Ty UTCEET SR, [Cisco Threat Grid M5 /~x— Ko7 = 7R EH A N] OfRIC
o T, EE, 7 v 7 A=A Al BRLOZOMOMBEICLE R BREEME 22 LT D
ZLERMERRL T ES N,

IN— D) T T7EH

BHA U H—T A AT, SFP+ 7 4 — L7 7 7 X BMERA &N TV EJ, Cisco Secure Malware
Analytics 7 77 A T A% 7 T AZ ) 7 L TWBEEIE, TNENOBEA v 2 —T7 A A
TEHIOD SFP+ E ¥ = — AR NBE 2/ ) £,

\)

GE)  SFP+EVa—/E, REY 4 ¥ — FEFEf795E v 3 > TCisco Secure Malware Analytics 7
TIAT U ADERE ANDENESR T D MNENH Y 7,

AA v FTHEATE B SFP+ A — M7, £7213 SFP+ N FE L 2V AL, 1000Base-T
DT y—N (VAOBHEHEOXHTE Y b RI45 HifE SFP F 7 03— "F Y = —/L Mini
-GBIC - 10/100/1000 Base-T $i# SFP £ o —/L 72 &) ZFHTxF4,

9: Cisco 1000BASE-T $R$% SFP (GLC-T)

»‘ ] ==

P R—ZE =X — %R CE £9, F71F. Cisco Integrated Management Controller (CIMC)
PWRESNTVDEAIE, VE— PKVMZHHTE £9 (UCSC220-M3 35 L U8 C220-M4 H—
N—F7T) ,
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w2y r—v54 |

\)

(X)  CIMC ., Cisco Secure Malware Analytics M5 7 7 A 7 > A $— XTI A— h S TR
/"/0

CISCO UCS Power Calculator 1%, HEE 1 &#HEHT 27-DIHHTE £7,

2y D=0 EH

Cisco Secure Malware Analytics 7 77 A 7 > AZ1E, RO 3 DDF v MU —7 DT,

« ADMIN : Cisco Secure Malware Analytics 777 A4 7 > ADREZAT ) ITIL, EEHLX v b
U—J HRET HMERDY £T,
*Admin ULE# ~Z 7 1 » 7 (HTTPS)
* SSH
*NFSv4 (Jf5, IP TIZZR< NFSH R M ME SN2 56 ZO4RHIA ¥ —7 1 DNS
R CHEINET)

Y= 7V —rFy NU—Z%, A 37 K, Cisco Secure Malware Analytics 7 7
TAT UV ANDEEEHF T 74 v 7 (BK) | BEOCiscoEA =XV T 40 77
TATVARWeb EFX 2 UT AT T IA TV AREDHERT 7747 v AEAENE
T, AT T IAT LV ARE, 2V —r A Z—T 2 A AZADIP T L AR L7,

N

GE) 27V—v %y NU—2 4% —7 x4 AD URL I Admin Ul O
RENTETTHETHEL XA,

I UFOHIRMS&E A TOXy FU—=7 T 7 4w 7id, 7 V= A F—=T = A R0
LREFETHENTEET,

o JE— } syslog ¥t

» Cisco Secure Malware Analytics 7 77 A4 7 >V AL K> TEEESNDE A — VA vtE—

« Cisco Secure Endpoint 77 A ~_X— K 7 T 07 K 7314 Z~O/LETH I — & Az
« DNS 2Rk (ERROWTILNICBEET 5 D)

« LDAP

*RADIUS b7 7 1 w7

e A—F4 . [¥—7 ¢ x> hT—72 % Cisco Secure Malware Analytics Appliance 77 7 A
TUANLDREN T 74 w7 (A0 =T FIT7 4 v 7GR CHEHSET,
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B ovsv—n7oex

A

GE) WExy hU—27 Tty bER#ET L2010, BEOIP & ITEA

HEFADHEIPT FLA (F—=FT 4 A H—T A ARE) &l
sz tazBEDLET,

Iy NT—T LB —T 2 ADBREIZONWTIEL, Ry NTI—T A F—T oA A| 25
BLTLEEN,

DNS H—/\ 749+t X

BliE B — 2Dy 7T v 7 U E— M Syslog #t DD, ¥ N Secure Malware
Analytics ¥ 7 b 7 = 7 )b OBANHEH S D A — AV — _—OfFRLSN O BRI S5
DNS h—"—{F, ¥ =T A Xy NI =7 ZJr LI2T 7 B AR HREIZR > TV ORLENDH Y &
R

T 74V NTIE, DNSIEH—T 4 A v E—T = A ZAEFHLET, 7V —rv A F—T=A
A% Secure Endpoint 77 A _X— K 7 77 ROFEEB L RZOMOY—E R HEHINET,

Secure Endpoints 77 A X— K 7 7 ROKRA NAINE—T 4 A X —T = A AR TE 72
WEE, 7V = A =T oA ZEAEMNT S0 DNS $—/3—% Admin UL [ZHERL T X £
D

NTP H—/\ 7o+t X

ma

T 74NV ET NTPH—NF, =T 4 Xy NI—J &N LTCT 7 EATELLERDY £
h@‘o

2RV V=P, TTIAT L RT, X—TFT A4 A EZ—TxA A (F7+/) 1K) TiEnL,
TV =2 A B =T A ANE NTP P —_— 8T 5 L HOIEETHERTEET, 2
L0, NENTP r—"ZFEHTEDH L2 E5,

Secure Malware Analytics 777 A 7 > A& h® Cisco ity (EA— N X2 VT4 77747
VA, Web kX2 UT 4 TTTA4T A, FT21X Secure Endpoint 7 A X— [ 7 T 7 K
&) LLbIMT 256, BMOFEALEICRD ZERHY T, FEMIZOVTIE, ESA
F 7213 WSA @ Secure Malware Analytics 7 77 A 7 A~DOERi 2SR L T E S0,
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HET
DHCP Z {4

7277 L. DHCPZfEA+T5 Xk 51

- Lt

—axX &

SRy PU—Z IR L T D561, Bk & PR

"
n | B

IT5ZLREETY, DHCP Z{#il9 5 Cisco Secure Malware Analytics 77 A 7 > A T,
DNS ZWRANICHRE T 2 ER H Y £

4

DNS H— N—RIRIICIEE SN TR WS AT ADT v 77 b— N3 L E7,

GE)

Admin TUI (2}, Admin ULIZ7 7 B A L CHERT A 7D B mnFrshEd, 77
FAT v ADEREHR, DHCPDIPT RLUANFRIND E TITRE-R DD G608 H D £97,

Admin TUI (7% A hE— KU ZBE, WOFRIFEE LT EI W,
10: Admin TUI (DHCP Z{ERT 51=HIZH v b —O B S THE#)

R L ADNBLETT,

« [Admin URL] : EFxr > U —727, Admin Ul DF% Y OREVEEZ KT D720 DT

* [Application URL] : 7V —> xRy U —7, ZiU%, Admin Ul T
BT 57 FLATY,

RIERSET LTIl
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B >cx

A

L — kR

F—T 4 Ry T =7 FR T ENET A,

« [/SRX 77— F (Password) ] : Cisco Secure Malware Analytics 777 A 7 L ADA A h—)b
BFZ T Vo DA SN D I B S AT — K, T, Admin UL 2 & 2 DRI D
FIEE LT, ZONRAY—=REERTLUNENH Y £77,

BAOIPEID 2 T% DHCP 7 HFHUIP 7 RLAZEET L2 LEN S L25651F, *y hT—7
ZML TS,

HLWT T IAT o AZBATHE, T4 ALK SN, [#/K (Configuration) 1>[5
A4+t R (License) | X—YD[H—nN—m 554 22 X&HE (Retrieve License From Server) ]
RECWEMIRVET, 2L, TUBERE L2 WGE . 3Rl r—X (G148 R
MAARZ LT F T ThHDHIRE) B %5EE., 748 AFTANRAT— REG0E b7 7 AL
ELTHEHEESNET,

TA B ACEH L TAARER S 25613, VR—F r—2 2l ICBHWEbELS S,

APLH > TVEE L — MIBRIZ, T A & ARSI\ T Cisco Secure Malware Analytics
TTTAT U ARKICEAINET, API L — MEBRIZAPIEEICOAMEH S, FEIZED
BT NEEICITEH SN EE A,

L— MABRIZA Lo X — AT n—Y > 7 Z A AORFRPICESE £9, REHIRICET
D& WO APLEEOFHBTE TR T DM Z @M 5 A v E—Y e L Hi, 42927 =0
RESNET, SOV TE, R—=F DA T ~VTEBRL TS,

WP L1 ——

Cisco Secure Malware Analytics 7 77 A 7>V ADRE L F v NI —IRE&5E T L7z 5, Cisco
Secure Malware Analytics D FJHI#AME &2 ER L C2—H— T 7 > b &2BIT 5 S4ERH Y £
o ZHCED, 2=F=Fu A LT, ST~V Y =7 Y T VORFEZBBTE D
EocRVES, ZOX AT THE, BEHIOLC T, #HROMMES L2 —VHO 77 =07
RN MBI D ENHY £,

SRR OWTIE, HTHRR O 1ERL 38 L O [Cisco Secure Malware Analytics 78— 2 L~V 7| (

[ (Administration) ]>[&BE&EH 4/ K (Administrator'sGuide) %27 U v 7 L CEH Y A
FOME Y7 ZBEET) Z2ZRLTIEE0,
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=5 [

W T LA A M—LT LRI, W Cisco Secure Malware Analytics 777 A 7 2 A
@?/h7/7knﬁ%@%xTiéM%#&U$¢o_®w4b FLH ST DI AL
DFETH%, TICHEGZMRT D L2 BED LET ( [Cisco Threat Grid Appliance Getting
Sarted Guide] =& /) .

Cisco Secure Malware Analytics 777 A 7V ADt®y N T v T EBREFIE T 774 T ADH
BE, FABCANA VA P—= S, DAZ <= FR—= MRV BBAER SN D58 2
A= RT&EHA, £, BHT BB AT, RUIOT T T4 T U AORENTE T
LTWAHRENRH Y £, THNE, NHICFATT2HERH Y £,

A—H—A 3 —T (4R

= %Ry NU— T L, IERIZEE) L 7-1% T Secure Malware Analytics 777 A 7 A
ERERRT 272012, B Da2—F A 0 —T oA ZAEFHATEET,

\}

GEX)  LDAP iR, BH TUI B L OVYER Ul Tl T& £9°, RADIUS #%iEi%. Secure Malware
Analytics 77V r— 2 UL (3= a > 210 LIEE) CTEHTEET,

EETU

Admin TUI A > Z =T = A ZF, Ky bT =7 A F =T = Z&BET DHOIEN S
%9, Cisco Secure Malware Analytics 777 A 7 > AN IEF KB §5 & . Admin TUI 23R
SIhET,

Admin TUI ~D B4t

Admin TUL 32> Y — VvV ETEBWEEFIZRD, 7774 TV ACE=X — 28T D0,
(CIMC NEREENTWEEAEILX) VE—FKVMA2HEHTZLTTr 7B ATEET,

)

(GE)  CIMC &, Cisco Secure Malware Analytics M5 777 A 7 A H— R ClIHAR— h STV EH
Mo

Admin TULIZF#46e 4 5 121, =—3— lthreatgrid) & L CEHLIP 7 F L A SSH ##¢ L £
@—O

MBI AT — FiE, 7 H DTERSN DO ANAY = FTHY | A2 Admin TULIZ KR
ENT2/R2 T — R, OpAdmin &% E D EAIOFNETIERL L7285 LWEHLE R 2T — R T

( [Cisco Threat Grid Appliance Getting Started Guide] # &M L T 7Z2&WY) |
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. Threat Grid 2> = )L (tgsh)

Threat Grid < = JL (tgsh)

Threat Grid 3= /L (tgsh) X, =~ (estroy-data <> forced backup 7% &) % FITT 5729DIC
HEHENLEHREDA 2 —T 24 A THY | FMRIZIHELLDOT Ny ZITHHEH S
F9, tgsh lIZT7 7 A4 512id, BHETUI C[a>Y—JL (CONSOLE) ] #ER L £,

\)

(£)  Admin UI /X Cisco Secure Malware Analytics =—%— L [R U v 74 EHREMH T 57295, tgsh
I L TTONIZ AN A Y — ROZEFERLFE L Admin ULIC S B L £,

TR tgsh kD23 y hU—JREDERE X, Cisco Secure Malware Analytics 73— M X - THEZ
ErREhiHaaks, PR —hShvEtA, £V IZ Admin Ul £721% Admin TUL ¥ 1 7 &
TEFERTHLERDHY 9, 212V V—ATIL, EHEDE S A —/1, Grovebox URL, SMTP
REMREEETTHA T a VRHIBRESNE Lic, TTI7A T ADTA TEMENR, 7— b
O—H A= —TER<, VANYE—RtgshINTT 7T 4 7{LENBLHI2R0FE LT,

Admin Ul

Admin UI |%, Cisco Secure Malware Analytics 777 A 7 > ADEIE O F MR A ¥4 —7 =
A AT9, Cisco Secure Malware Analytics 7 77 A 7 L ZADEHA » H—T = A ZTIPT R
ADBE ENTRIHH TE D Web R—2 L TT,

FAB A, B A—/HRA N, SSLFEHEA L, Cisco Secure Malware Analytics 777 A 7

==

VABRTEDE T Admin Ul 05 DL FETTE F 4,
)

GE)  WHIERER LU Y ¢ ¥ — RIZ 2\ Tk,  [Cisco Secure Malware Analytics 777 A 7 > A
DREBIRar 74 Fal—ar HaAR] 2BRLTLIFEN,

AdminUlQa VR—x > bk

WDt 7 aTidk, Admin Ul 2 H L CRRET D 72 DI B2 3 DWW TR L £ 97,
e R—2n (57 =)

- HERK,

« AT —H A
. AR

« FaAR—h
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Cisco Secure Malware Analytics 7R— % JL .

Cisco Secure Malware Analytics 7R— 4% JL

Cisco Secure Malware Analytics DL —— f V' H —T =2 Af A T 7V r—a 0%, 77U R
PF— R L LUTHHTE, Cisco Secure Malware Analytics 777 A 72> AZH A VA F—/L &
AUTUWE T, Cisco Secure Malware Analytics 7 7 7 R —E 2 & | Cisco Secure Malware Analytics
T TAT AL E £ D Cisco Secure Malware Analytics 48— Z VO BIZIEEILH W £H A,

2YRT—D A3 —T 4R

ERFRERR Ry hU—0 AV B —T 2 AZRDOFITRLET,

A3 —T (4R

Bl

Admin

EHR Y NU—J IR LET, By NU—IDB0DF
EDH,

e AdminUl N T 7 4 v 7
« Admin TUL F§® SSH (A /"7 R)

RNy T T T ALY T HONFSv4 (3E(E) 1P TiE7p
INFSARA MMMEH N5, ZO4FINH —T 4 DNS
BETHRESNET) . TRXTODITAE J—KhbT 7%
ATELMENHY FT,

Admin R — M (tgsh ¥ =17 5) v2.11 T Admin UI 7> 5 2%
T D ENTEET, IR TWDGEE, 77 A%

{E S #L TV 720 Cisco Secure Malware Analytics 777 A 7 2 A
E. 27— R—= e F =T 4 —R— BRI TV D5
BOHELLEELET, BHUIFZ ) - A ¥ —T =

AADR— 8443 (v2.11 UV UV —ATIIAR— 18443 1) IZF
RENFET, R— "R/ > TWRWEE, FEA— K

ZYIWr9 % & . Cisco Secure Malware Analytics 777 A 7 A
DL L2 <R £ (7013, K@ THEZRIZ
LRELEHA) o

GE)
BHA B =T 2 A AADT 3 —b T 7 7 HZILSFP+TY, [h—
R =78k 28R LT EEWN,

7T AL

B TIIRWSFP+ R— MI 7 AR Y IR ENET,
UG RABV U TIIME R T TGAR LB —T o A (TE)

XA VLY b A H—axy MZIXEIND SFP+ £ =2 — /LR
VETT, 2O F—T oA AT, REOHEIIHY £
i, 7 RUADRNEHBRICE Y Y THRET,
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B ~ro—v408-—7:z42

A 28—T14RX Bl

[ U—> (Clean) ] cZ U= Ry PU—ZIZELE T, 7Y —diE Ry
NI =IO MMBT 7R ATELRERHY TN, A F—Fy
FDRET 7B AP TERVEDIICTILERDH Y 7,

UIBLTDAPL N7 7 1 v 7 (1)

« U T NDKE

« SMTP (RRIEH A — /v H—rS—~DFNFHiE)
« SSH (Admin TUI DA > /37 )

e syslog (FXEWE# syslog Hh—/3—~DFE(F)
« ESA/WSA & CSA Oiffeey

» Secure Endpoint 77 1 _X— k 7 Z 7 NEh
*DNS (A7 =z )

« LDAP (%(8)

« RADIUS (3%1%)

« INTP] (N NTP H— _—%FEH T 54545)
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v b7—s 4v8—71420%=H

A3 =T R

Bl

H—T 4

H—T 4%y NI—7IZ8HLET, A X —Fy T 7 EBAN
MEETT, FEDH,
TIAR=PNIPIZEGFEEND N T 74 v 71E, Fv bT—2HO
Pu—AYVE—=vary 7747 4= LT Ry TIN5,
H—=T 4 A H—=T 2 RIIMHEDDNS (774 X—KIP) %
FERLRVWEI I LT IEaN,

* DNS
G¥)
Cisco Secure Endpoint 77 A X— K 7 7 7 K & O#A %X E
L. Cisco Secure Endpoints 777 A 7 > AD R A NGB Z —
TAA T =T 2 A ATRRTERWEE, 7 )= A~
B —7 = A A% AT 5510 DNS #—/3—% Admin Ul (23
*NTP (7 7 # /v b Dirty)
o B
e HR—rtvar
Y R—=FRF T av b
RN =T YT NINGRRBENTE N T T 4 v
* OpenDNS, TitaniumCloud, VirusTotal, ClamAV_signature updates
« SMTP ORAFHHZ DRI D N=—R Y MY Z A L7 |k
GE)

H—F B —T A ATODIPVALL 7 F L A Z2[
(168.254.0.16) OFEAITYFR—FINTWVEHEA,

CIMC A v HZ—T A A

Cisco Integrated Management Controller (CIMC) A % —7 = A A
PRESNTOVDEEIE, F—"—DFBH L A T F o AT
TEET, [CIMCORGE] 2ZML TS,

GE)
CIMC &, Cisco Secure Malware Analytics M5 7 75 A 7 > A H—
NTIEFFR— PSRN THERA,

2YRT—D A3 —T x4 ADZREX

Z D& v a Tk, Cisco Secure Malware Analytics 77 7 A 7 > A DHg b im BRI THELRE X
DREICOWTHHLET, 2720, BERICE o TA v ¥ —T = AREIFTRRD £,
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B 79—

Ty U= BT, F—T 4 A B —T = A AN T 580, 7V —uA
VH =T 2 A AW FRy N =7 X2 T 4 (R STV B AN T DR AN
&)Dij‘o

B11: 2y b= A28 —0 24 ZADHREH

Secure Malware
DNS/ NTP Analytics Support +
Update Servers

- Sample-Initiated Traffic

- DNS for the appliance

- NTF for the appliance (defaults to Dinyy™————— ™
- Software Updates ;
- User-Initiated Support Connections - Outbound traffic
- OpenDNS, TitaniumCloud, VirusTotal, ClamAV
- NOTE: Outbound SMTP connections

are redirected to a buit-in honeypot - - Inbound traffic

External Facing

Secure Malware Analytics Internal Facing

Appliance

\ Clustering Interface
- Direct Interconnect
- Requires an additional

- SMTP Traffic to Local Mail Server
- Recovery Mode Support Connections

SFP+ module
- Syslog ; _
- DNS over Clean if configured
y ﬁp and RADIUS - Qut-of-Band Server Management
SMTP Server
Integrated Appliances
(ESA, WSA, - NFSvd required for Backup and Clustering.
AMP for Endpoints, etc.) {Outbound. If a NFS hostname is used instead of

IP, this name will be resolved via the Dirty DNS.)

N

(GE)  Cisco Secure Malware Analytics 777 A 7 > A (v2.7.2 LIF&) TiX, enable_clean_interface 4
Tya AIMERATEETR, T4 R TIIESHI RS> TWET, TOFT v ar GRELHE
AL TCHEE L% 1, o4 Tonzs U —21P OFR— b 8443 35 KON 18443 DEHEA
B =Tz AANDT JERAEZHAMNLET, FEA—V Ry b ¥ =T = A AZWHTT S
L. 7= DR—F 8843 TOZDT VB ABHINTRY £7,

T27AT704A—I)LIL—)L

TR, HERERINDB T AT U= UIZOWTEHA L T,

[l Cisco Secure Malware Analytics 7 75 1 7 Y R EEEH A K A—L 3219



74791 —n—n |

\)

GE) FA—PF2BIRII9 OF—F 4 A4 F—T A A LTHIBMHZXDORERY > —%FET 5
L. RN EHFOBHNMLELRY, 77 AT U+ —/VORERFEIZ LV L < ORI D
AREMESH Y £9,

\)

CE) =T 4 A H—T A ATDIPVALL 7 F L RZ2[] (168.254.0.16) OfEFAIZVR— b ENT
WEH A,

B—F 4 A3 —T x4 RIZKBHEE

EET EEX JaokaL|R—Fk 121E aAV b
H—T 4 A |4 % —F> | |[ANY ANY Eia) TN EDT T kA
VH—T = (Allow) |V RhT 74 v &
A A AILET, A7 a T
Cisco DT — Xt ¥ —%
MLTTrFENET,
(Efe7efs A BG4 %

Wik, fBES A — b
7T s Az hnb b
T LT T aw
YRT7TURarihe—i
P —R—=~DT 7T AN

FAENTWDLEND

D iﬁ—o )

H—F4 A48 —Tx A RIZ&LBEE

EET EEX Jaka|kR—k 12R1E aAY bk

ANY H—T A ANY ANY EiER TRCOEFER S

b S (Deny) |LZE7,

D)= A3 —D A4 RIZKBHEE

EET EEX Jabrai|kR—k B’1E 4Dk

27— A |SMTP #—,— | TCP 25 Fa) TIIALT L AZ T ) —

VHE—T (Allow) | A H—T A RA%H

A A LT, REFHA—IL
P— N — D SMTP $2f5
ZBIRAE L £

Cisco Secure Malware Analytics 7 751 7 VR EEEH A K n—Cav 219 ]



B 7or—nn—n

D=4 23— 4RIZLDBEE (EE)

EExT EEx Jora|R—+F 1B JAV b

27U —r A | 42D DNS #— | TCP/UDP |53 G f£E, 7 V—> DNS 2\

VH =Tz | R— (Allow) |BL STV D56 O Ik

s H

7 ) —> A |AMP 7T A ~— | TCP 443 Gl &, Cisco Secure

VT AV ES RNV (Allow) |Endpoint 77 A ~X— K 7

A A ZU NRENERINT
WDE DBV,

27 J—> A |Syslog #—/3— | UDP 514 G Syslog A vE—YEBIW

HE—Tx (Allow) |Cisco Secure Malware

S 2 Analytics WEI 22 ET 5
Lol E szt —n
DR & 7 AT

71 —> A |LDAP #—/,3— |TCP/UDP |389 Gl . LDAP AR ST

VH—T x (Allow) | W55 O HMIE

A A

27 J—> A |LDAP #—,3— |TCP 636 G 5., LDAPMER ST

VH—T (Allow) | W26 D IHWIE

S 2

7 ) —> A4 |RADIUS H— DTLS 2083 Eaae) Cisco Secure Malware

VH—T x| N Analytics 77U r—3 3

P > Ul (Face) ~Dwu /A
VEHRLET, HE,
RADIUS 3% & AL TV 5
Bt D FWZE,

J—> A | A4 H—%v | |UDP 123 Gl A TvarT, ZoXT

VH—=T (Allow) |34 7 7 4/ MEREZE

A A LT, W NTP %—
N TEET,

D=2 A3 —T A RIZKBEE

EExT EEx JabralL|R—+F 1B aAV b

| y—r 4> |TCP 22 GGl Admin TUI ~ SSH #%f5¢

A B—T A A (Allow) |ZFFrLET,

[l Cisco Secure Malware Analytics 7 751 7 Y R EEEH A K /A—2 3> 219



74791 —n—n |

EETT EE T Joraj|R—+b 1B AUk

Z—P—H |7 V= 1> |TCP 80 G T7TAT A APL &

TRk H—T A R (Allow) |Cisco Secure Malware
Analytics D L—H—A >
H—T A A, ik
HTTPS TCP/443 12V # A
I/y ]\ [_/i'a‘o

a—HF—HY| 7 )= 1 |TCP 443 G TFIAT A APL &

Tx vk H—T A A (Allow) |Cisco Secure Malware
Analytics D —H—o{ >
H—T A R,

a—HPF—H | T Y= [ TCP 9443 Eaae) Cisco Secure Malware

Txy b~ | F—T AR Analytics UI Glabbox ~®
P il LE7,

A A —T A RIZLBHRIE (EE)

T, REESNDZV—EADORNFITHEIFEL 7,

EETT EfE S Joraj|R—+b 1B1E AUk

EHA > |NFSv4 —,x— |TCP 2049 Gl f£-7&, Secure Malware

H—TxA (Allow) |Analytics 777 A 7 > A

A 23 NFSv4 FH 12Ny 7
Ty T EEETHLOIC
RESNTWDLEAEDH
‘/IZ\Z/E:O

WA A —T A RICKDBEE

EETT EEE Joraj|R—+b 1B1E AV K

EEY T | X — TCP 22 G Admin TUI ~ SSH #%f5¢

EAN T A A (Allow) |ZFFRILE T,

YT |EEA s — | TCP 80 il Admin UL ~D7F 7 & A%

EAN T A A (Allow) |FFAILET., ZHux
HTTPS TCP/443 12V # A
L7 NLET,

BRI T | EELA A — TCP 443 G Admin Ul ~D7T 7 & 2 %

Xy b ZET (Allow) |#FAILE7,

Cisco Secure Malware Analytics 7 751 7 VR EEEH A K n—Cav 219 ]



B o5 v—evoinomn

DRARBIH/BEADGIHREINDZS—TFT A A VF3—T AR

Cisco LIS DIBIEFAME - 775 A T V4= VT I INUU R T 74071, v Vvo=T
Na<w s RT7oRaryba— VA7 TR TIF X ICHERTIORSE, TDa<v s R7T
VRavha— VAT TARNTIF B A a— REND D EPRITET D ks % il IR
THZLETHIMERRT ST AREERH Y £97,

EETT EEE Jabkan|R—+ #B1E aAV bk

S¥—F 4 A |45 —%v k |TCP 22 ZEA] . PA— k2T
VE—Tx (Allow) |¥a v b, F4 2D
A A =B,

=7 44| A% =% |TCP/UDP |53 Gl J&{5 DNS &7l
YH—=T = (Allow)

A A

H—7 44| —x> | |UDP 123 Gl {5 NTP Z7Fal L £,
VH—T = (Allow)

A R

X—F 4 A | HZ—Fv  |TCP 19791 Haa) Cisco Secure Malware

VAR —T ¢ (Allow) |Analytics B 78—k~
A A VU AR LET,

& —3 ¢ A |Cisco Umbrella | TCP 443 Eaa] H— R—F ¢ O
YHA—=T = (Allow) |XUO= U vF AL FH—
A A ERLFEAELET,

& —5 ¢ A | VirusTotal TCP 443 Ea P R X—F f DB
YHA—=T = (Allow) | KOV wF AL p—
S A EX LA LET,

% —5 ¢ 4 | TitaniumCloud TCP 443 el H— R —F 4 OB
YHE—=Tx (Allow) |KUV= U yF AL FH—
A A B LA LET,

TS5AN—EH U TILOR R

Z3HT D728 Cisco Secure Malware Analytics 775 A 7 2 A U TNV ERETHEE, 20T
YDTTGAN—PNEBERBEFELLRD ET, WEESST — DA T XA T OEED ST
WCEESINDGE. T 74N —ITRICHEERZEFHEICR Y £9, BEHFREROTLHZ &
1L, FFIZHRE AP i L T Cisco Secure Malware Analytics 777 A 7 AT 7 BATE %
=P =T & o T, R CH D RN S 572D TT,

Cisco Secure Malware Analytics ~D % > 7 NVEEICEAT L7 T A N — LW 7L DA HMEE
TIIRD LB Y T,

[l Cisco Secure Malware Analytics 7 751 7 Y R EEEH A K /A—2 3> 219



MEIZE

gacsyzEanry> I Il

cHUTNTL TTAR= MTFRESNTWRWIRY | FEHEOMAN D2 —F —TFRR S
ﬂij—o

o« T A4 R— N UTNE, U NVEEE LT —— LA URHRN @ Cisco Secure Malware
Analytics 2 — W — DL BHETE £7,

EEShFE=HUTIL

MEMBEEEINT=Y 7 VD4A . Cisco Secure Malware Analytics 777 A 7 2 A TD T
AN=BLOY TNV ORHEE T VIIERSNET, e LT EA— L X2 T o
TTI7A4T A (BSA) . WebtXaUT 4777472 (WSA) BIUMLOT N4 2708
DY AafllB L Y= N X—F DY —E 2D Z LT (CSAKEE & V9 HFEIL. CiscoSandbox
API #H1"C Cisco Secure Malware Analytics 777 A 7 AZHEA (F721388) ST D,
ESA/WSA Z DM Cisco T 7T A4 T VA, THNRA A, B—EARAEZEKRLET) .

Cisco Secure Malware Analytics 777 A 7 > A TOTXTOY T IViEEIL, T 7 4L h TR
TV ZICRESND 2O, FiRT DI D0 2 MEEBLMOTXTOT 7T 4
TUAL—PF—RERTEET, 7T ITA TV ADTRTOZ—FRN, LOFT R CTOZ—F)
ERLIEY TN OHLOLHMEMBTE L LWV ZLTT,

Cisco Secure Malware Analytics D ——|ZFE 7=, 77 A ~X— ha¥ 7L Cisco Secure
Malware Analytics 7 77 A4 7 AZEEFE LET, ZHUTMEICE I, Yo7V OREE LIF
CAHA D> & DA o> Cisco Secure Malware Analytics 777 A 7 2 A 22— —|ZDHF/RI L E

D

RDF T, Cisco Secure Malware Analytics 7 77 A 7 ATODT T A Ny —BLOY 7LD
ARAPEE T AT OV T L E T,

12: Cisco Secure Malware Analytics 7 754 7 VA TD TS5 4 1\ — L AR

Users from the Same
Organization

Users from a Different
Organization

CSA Integrations from the
Same Organization

CSA Integrations from a _ 2
Different Organization v

Cisco Secure Malware Analytics 7 751 7 VR EEEH A K n—Cav 219 ]



B 7757 20014704

c DT ER (OO T =y I<w—0F, 22— =BV TN EPRRIZTIAVT 7R

TEHZLERLET,

CRYVZEVILR—b: JREDTF =y 7 ~—21F, TITAX— FEEORIEN AT T

TENT-Z L ERLET, a—W—3H o T E SR R~ DESHIR T 7 & A E R -
TWETR, 7T HETERREEERIT T X CHIFR S E T, Glovebox |21,
TrANS, TatR4 A7 V—rvay b ERIET 7T 4 BT 4OV T OIS
WIFFRSINEEA,

YT NDREFE O T A AFHIR EOFEMIER A [Metadata] £ 27 23 BRI L E

T EVRADBRTT T A _— MU P AME Ny 2 NRAE LT5E . BEmOESIC
KT oEENRRINET, S OISFFMRERNSMLELRGEIL. BRI O
TNOMBDa—%EELET,

TIAR= R P TIF T — RENRWEARHY £, A7 TEU T LR—MZ
X, 7—7 47727 b (Z7ANVADBHEIBRENTZHD) | BEA V0 —F RAA
IPRAEENET,

cTHOERGL  REOXIT, 2—F =DV U TNV FE IS RICT 7R TERN &

ZRLET,

[l UM 727 F A /33— JL— L3 Cisco Secure Endpoint 7°7 A ~X— k 7 Z 7 K & Cisco Secure
Malware Analytics 777 4 7 ADOKAIZHEA S ET,

TFITZATOADTA TEE

Wipe 7774 7 > ZAOEWEZEMT % & Cisco Secure Malware Analytics 777 A 7 A D
TAARTHTA T LT, BEMITXTOT —ZZHIFR L7V, CiscoDemo Loan Program (Z 5
L7322 ENTEET,

| &

EE

TTIAT U ADT A TFINAEFEITT H L CiscoSecure Malware Analytics 777 A 7 > A%,
BA A= TZDIZ T A TRAETICEEL RS RV EST (BHL, TEv—r 70T 7
LOBERRZRE, FHIOBENRWEGE, A A =L — XA ZFHTE 5 2 LIIRIES

NEEA)

PRI OWTIE, 77 I9A T ADUA TERIEIZL 2T X TOT—XDHIRZRL T X

Wy,

EERDT—

3

ny, TIT 4 TREE. BIOEOMOBERTAET — XX, 77— & 0S R7 4 7201k
SINDHDOTIEARL, IRFTHHAIZRAIDS T —# 7 LA IZRIFESNE T, 0S RIA TICHRFES
NEERODOT T IA TV ABBEDOa LT UViE, T—F RIA TR~ hTERWNGEEIZY

[l Cisco Secure Malware Analytics 7 751 7 Y R EEEH A K /A—2 3> 219



sen7—2 |

FNY T— REELEESELZOICHLERFRICEE SN, BRLTHT 743 —~D

WEIREINET,

212V —ATIHOS T LA IREFEEND LT YRR W=D, IO T 7547 &
(EV/NWNENWO0S RIAT7aEHE) TIX, 5—2Vty FRIIHEDT 74V b A A—T LIS

DVM A A=V EHIET D (LER->T, HIBRENTZ VM A A —URHOFIHRREIC 20 £

) .

Cisco Secure Malware Analytics 7 751 7 VR EEEH A K n—Cav 219 ]



B sz607—4

[l Cisco Secure Malware Analytics 7 751 7 Y R EEEH A K /A—2 3> 219



ar

= TUI

e Xy hU—7 (353—Y)

e AR— M RDOE—F (39 2—)
« HHT (43 X—Y)
cAFvTFavh (@455—2)
A (47 =)

eV —)L (49 X—)

LT (53—

L]
z
2
g
e
i
g
=
]
1
&






.3

i

*y +I—7

D Cisco Secure Malware Analytics 777 A 7 > A3 v b7 —27 37 EX, [ Cisco Threat Grid
Appliance Getting Sarted Guidel] IZFEE SN TWAH L HIC, BEHUIZHHLTT 774 T A
Dty b7y TRHIGET LET, TOETIE, Admin TUL Z6H L TRAIIOFR v T — 7 KRk
BEETHHECONTOBINERZREEL £5,

« Xy NU—IREROET (35 5—)

* Admin TUI ~DFEfE (36 ~—3)

s U B NY F—=RTOFRy NT—7 OWER (36 %—)

2y NI —OBBOER
TRy PU— 7L, AdminTUIZEHA L CRTLET, Xy NI —7 OWHIRTEE2E R
T A5, ROTFINEEZFETLET,

\}

(G¥) DHCPZMHHLTIP #HETI25H4GE. Fy hU—7 ] 22 LTI X0,

FIE

ATY 71 [Admin TUIJ 0 714 LET,

GE)

LDAP W& (LDAP only) FEAEICX L CTHERT 584, LDAP 245/ L C, Admin TULIZO AR 7 A > L
F9, AEE— RS [LDAP E£1zI[E Y R 7L /AR T — F (LDAP or System Password) ] IZEE I TV 5D
e, Admin TUL O 7' A U CTHASNDIDIIVARTL O A L OHRTT,

ATy T2 EFTUIA X —7 A AT, [CONFIG_ NETWORK]Z &R L 9,
[Network Configuration] = > Y — VA&, BHIEDOFR v N — 7 RENFRINET,

Cisco Secure Malware Analytics 7 751 7 VR EEEH A K n—Cav 219 ]



https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-and-configuration-guides-list.html

gETU |
B ramintu ~oEEE

AT T3 MEREFEZITOVET LV M) EZANTIHHEICT, Ny 7 ARX—=AZH L TH > Y ZHIERT
HZVENHY ) .

ATy T4 ¥—7F ¢ x> hT7—27 @ [DNSName] ZZEDFEFIZLET,

ATFYTE Ry FU—IREDOFEFNTET Lz, Tab F— T FICBEI L. [#REE (Validate) ] #®IRL T hU %
N =

TT—=RAET NG, BAREAZEIE L, [MREE (Validate) 12 5 —EHEIRL £,
MEEAN5E T4 % & [Network Configuration] ~X—IZ A S LB FR SN ET,

ATy 76 [@A (Apply) 1 %8R L TG EZEM L E T,
ITONIZREERRIZET LM RN FRINET,

ATw 771 [OK] ZER L £,

[Network Configuration] == > Y — /LB EEF SN, IP T RLARERENET, ZHT, Xy hUV—27D
RETTET LE LT,

Admin TUl ~0) B 4%

Admin TUL iZ2 > Y —/V ECRHWEE IR, 77794 TV RCE=X — R T D,
(CIMC NEEENTWAEAIT) VE—FKVM 2+ 52 & TCro7vATEET,

Admin TUL [ZF-E#i 9 5 12i%, =—3— [threatgrid) & L CEHFLIP 7 R L A2 SSH #f¢ L £
T, MERNAT— KX, AdminTUL A 7 0 Z\ZIRANCFERSND, 7 U F AER Sz
WIMIERE /N A T — R E£721% Admin UL FERL DO BA O FNETIERL L 728 LWEBRZ SZA T — R
DELLNTT, FMCOVWTIE, 274 X=2b—var A ROEHD [Cisco Secure
Malware Analytics 777 A 7> A AX— K A K] #Z2BL T30,

JANY) E—FTORY FT—9 DFER
UANYE—=RTORY NT—T DOFREIL. VAT LAERIIKMEINET (X—T 3 2.7 LU
) o
e T RTDA U H—T oA ADEELET,

T TAT VA==V R =T 4 U TIZED, EOTREARED A X —
7z A ATHETD0DBHIRENET,

GE)  A—=HM1991 DI KR—= E—R T 74 w7 32D F—T 2 AFTXTOFAIY A b
WEENTHNET,

[l Cisco Secure Malware Analytics 7 751 7 Y R EEEH A K /A—2 3> 219


https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-and-configuration-guides-list.html

| &=
Ynny 2—rcory k- o ]

YANYE= TRy MY —=F T E2BRET DT, ROFIEEZETLET,

FIE

AT 71 Cisco Secure Malware Analytics 777 A 7 > A& LB L ([#24E (Operations) ]>[EiR (Power) 1> [FH
#2& (Reboot) ) . 7—h A==—"T[Uh/N1JE—F (Recovery Mode) ] Z®IN L £,

ATy T2 VAT LANEEI LS, Enter ¥ —%EM L Tclean =~ K 7u 7 MR RESEE T,
ATv 73 TInetcticlean) E AL, ROEHREADLE T,

« # M4 14 7 (dhcpstatic)[Current: DHCP]: static

« IP7 K L X(ipaddr) : <Clean IP Address>

« v k< X% (ipaddr) : <Netmask>

« [Gateway Address] : <7 U —> X hT—27 F— K7 xA>

[SDAVA—T A RADT FLAMDDNS% (DNSname of this interface'saddress) ]: 2D A ¥ —7 =
A ADT RLADDNS 4% AJJLET,

*[LAN 7 FLRR®DFS4 <) DNS 4—/\— (Primary DNS server for LAN addresses) ]: 774~V
DNS #——7 KL 2 & AJJLET,

«[LAN 7 FLRE®D+EH S DNS 4 —s3— (Secondary DNS server for LAN addresses) ]: &7 >
U DNS #—_— 7 KL A& AN LET,

cZDTOTFAINERELETH 2(Yes|No) : XLy (Yes) E AN LET

ATy A WA 572912, netconfig-apply Z A1 L £,

TTIAT 2 AE, A—=r1991/tecp DV V—2 A H—=T A ATT 7 bRV RYR— M EHERZ 9
ELET,

Cisco Secure Malware Analytics 7 751 7 VR EEEH A K n—Cav 219 ]



gETu |
B vr1vs—rcoxy ro—som

[l Cisco Secure Malware Analytics 7 751 7 Y R EEEH A K /A—2 3> 219



!

i

HR— FARODE—F

Cisco Secure Malware Analytics (Threat Grid) 777 A4 7 ADH R — hE— K&, REI N
Cisco ¥ R—hAX vy IRV E— R TV RALTT I IA4 T U AR EERE L, BEEZBZHB
LTI TINY2a—=T 4 T TELHLITTHHEETT, T, v 7 ooy R—r 27y
Tvay MR EOWBROGIEIZT TR TE R WEMERRIEO s T 7V a—T 1 7Tk
SHET,

A\

G¥)  AdminUI CRIUEMEREITTHZ b TEEJ, Mz VWTiE, 947 R —Fty
vay (147—2) | L TLTZEN,

e TA T HR—FEyarofaiit 39 2—)
SA4THR—r vy aoDEME
FIE

ATFyvT1 B 77 I9A TV ADFAE ThHhL—YP =N, Cisco VY R—rEDITA 7 PR —F By a2k
LET, 2. 7794 TV ADWeb A v Z—T oA ZAEITa~ry R4 Vb FETTEET,

Cisco Secure Malware Analytics 7 751 7 VR EEEH A K n—Cav 219 ]



gETu |
B s ovk—tevrazomnme

13:97R— FHAROE—F

AFvT2 Y R—FE—FOEME : By gz, ¥R — MEYERNYR— b E— FOAMLEZERT LN
HVET (STARTAF v a #8002 ET) . [BH4h (Start) | ZBRL T, 747 By a VEEHDC
LET, AT —HFAR¥T 7747 DO 7774 7WCER SN Z EEERTHILERD D £,
B 14:[Bth (Start) J&ERLT. 514 T2via v EBMLET,

lware fmalytics - Appliance Administration
appliance c

RFYT3 YUE—FTFTHER: AT AL, Cisco DVR— K Z& v 7%, L7 a saLs LT lrash]
AVR—=R L MV E—= AU TEET, 2L, ROEOIRT T IA T ADS £ ZF20ImE
ERETILIEOO—ERRT 7 ARMNEENET,

c VAT LT ERRT 7 A
cETPoTuR L ) Y — A F R
Ny NT—J 8t N T T 4w
s TILT = T AT OFEM & RER
AT T8 bSTNoa—TFTa VT EBRE: VR—FAX 07X, TTIAT UV ABEERRDLZ LT, WEE X
DIRSHERL., ROLORT Vv a v 2FTTEET,
e — b RO TR
o HERL DA T
« FFE D2 T — 2 DIE

[l Cisco Secure Malware Analytics 7 751 7 Y R EEEH A K /A—2 3> 219



| =10
sS4 Tyk—rwyvvavormt [

« [AIRE DARAFR 2 57 L TR

ATYTE5 £y avORT  BENRRT 2 ST TNV a—T 4 IRET LIEb, FA4 7P R—bkyia
VEMRTTLIENTEET, ZHCLY, ¥AR— b T— FBABRICEDICZRY £
15: 21k (Stop) JEERLT. 5147 £y ave®mbLET,

alware Anmalytics — Appliance Adninistiratiown
t:

[Status] 727747 M6 #7774 7IZH VDY £,

Cisco Secure Malware Analytics 7 754 7V RAEEBEH A K /N—2 3> 219 .



gETu |
B s ost—rtveasonnt

[l Cisco Secure Malware Analytics 7 751 7 Y R EEEH A K /A—2 3> 219



% O

i

EE)

[F# (Updates) ] Tld, BHI— DT FIA4 T ADOFH 2R TE £,
T TFIAT U ADEH (43 2—)

TIS5AT7RADOEH

(404 (Updates) ] TR 7794 72 AOWHA M, B, 402 m— K, BEOA LR
]\‘_/I/T%iﬁ—o

FIE

ATy 1 [EH (Updates) 127 U7 LET,
16: %5

alware Analuytics — Appliance Administra

ics appliance

ATYvT2 UTEFzvI9 %,
s FHV— N CRINAERFHFE2T = v 7 9T5120F. 2047V ara@mRUET,
cEHFREREH O U R MR, N—=TarFE, VU —XH, f{ELHAZE TR RINET,

Cisco Secure Malware Analytics 7 754 7V RAEEBEH A K /N—2 3> 219 .



gETu |
B 7757 =085

MEBIDOEFARIRT 5L, AU —RFL 3N TOEHERRNTLI b TEET,

17: 772 3 V&R

alware fimalytics - fAppliance Administratiom

Your Malwa wlytics appliance
Admn

ATy T3 i
HFEOHEHFOV Y —R ) — R EaLRTHI2F, 2047 vara®RUET,

« VY =R — FTIlE, HiRE, NIEIE, BXa2 U T 0 0dE, B XOERICEES 5B O/
BIZOWTRHE LB L THETS,

cAEEMRTHZET, BT 0T L0A A N /VOWBIE R B LG T 5 LR TEET,

ATYT4d A VA=)l
BN LW HEA LA =T BITF, ZOF 7 arBERLET,

e A VAPV TOEANERENET, A A M= T rERITIE, BIRNEOWHERLE T4 A
KIOABRNEENDIHERH Y £,

A VA= ARICU AT AOFEBPBLEICRDGEN DD Z LIERL TSN, TAIIELET
FHE 2T TS 72 &0,

ATy 75 Back :
CHH A2 —EE T LTAA Y A=2—IZRDIZE, 2047 v a 28R LET,

[l Cisco Secure Malware Analytics 7 751 7 Y R EEEH A K /A—2 3> 219



, 6

i

AFvITay bk

AF v Fay MI, BFEOHETO Cisco 774 T AOBEHELNEIREEDO X ¥ 7F 4 T
T, TTIAT UV ADRE, v/, Xy hNIT—0 AT —F A, BLOZEOMOEET — & 24
to, 77747 AOEMEEBRO X O ITHREL £,

ATy Toay FHAEELER

- B RE  MEORAREKN Z R ET D720 A Z ~—HR— N THONlRe R 88 2 fE
WaRtLES, ZOT7—ZITFROLDOREENET,

s VAT LU ARV, T — RELEEELET,

Xy NI —F AT =R R T I T4 TR, VT 74y 7a—, BXUOxv b
U— 7 BEOMEY R RLET,

o NR— g VIERE  BET AR IRITDY T N =T EIE T s — AT =T D
HH AR s LE T,

VAT LRE A F v T ay FORETT 7T 4 TIRERE, Trk A, B
V—AhkX XY IF ¥y LET,

BRI : AT v TV ay oG, <085, T IA4 T A E—RTRY
A L TIERZFETINEST S L0 BB 20 £, ZHIXRIEZ EICiRTE 5
ZEEERLET,

<BIEM MEIER LSS, IAZ~—PR— NIRRTy TV ay MLV, EWRT
TIAT 2 ADIRREE FHAER L CEECRE TE 97,

AFyvToav kB YI IR ENZBZAZIVYT
TTI7A T ADOMBETT 7 v &L &, FHIRHANH W FE W TH 5 HACRBE Brist iz
WL IBHIT, WAZ—HR—IDH ATy gy NREREINHBEDDH Y £4, K,
WOGEITRSL D F 9,
CEBLEME: Xy vay ME, AEKBOREEXY Ty L, AR — MCEEZRTH
MY B L E 9,
cNITH+—TUADBEE: A F v 7 ay "AOY V—=RERRIE Ry VU =T #HEE 5
Mrdnd, R Ry 7RREDHEEFETEET,
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gETu |
. RFw T a3y bOER

VI TFERRFITF—LIITDEEF : AF v ay MLV, T7I9AT A
5t BB D EE DR LTI T £,

« AF v v ay hOERK (46 X—)
o .
AFTwTay CDOVERL
2F v Tvay befET 27 AIkOEEBY T,
FIg

ATY 71 Admin TUI G, [RF v T 3w b (Snapshot) 1Z3&R L £9,

18:2FvFoavb

applianc

RATv T2 [fERR (Create) | A7 v a v &Z&RTDHE, AFvTvay hRERSNET, 2T, ST D
Tt RS T, AdminUI Db Ay v ay haXoran—RTE5L910720 F L, FEMilcoW
T, A=K A Fv 7 rav b (1483—) | #2BRL T I,

19: 2+ v 73y bOER

TTITAT L ADY A RLEHEIICI > TR, AT v 7 v a vy hOERICHEERA 225807350 £,
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5 1

i

3 A

I, BT r e R E N -T2 EERELETT, [EA (Apply) 1Z#IRT25E T,
EEIZTIETFTITFATDEET, TT7I5AT UV AOEICITEE L WA, FRERE 1T, &8
TUIRRE CITo BB 2 FET 270 A 2B LET, ZNUTE. 7774 T U ADFITU A
THIHLWREZEHT H2HERH Y, L OGEE, WY V=27 vt XD v H
W20 E9,

cREXRWHT D (47 =)
e T FIAT U ADFE] (48 =—3)

BREZEHT B

R ZHEAT 27 a2 3RO EBY T,

FIE

ATv 71 Admin TUI C, [#ERA (Apply) WCBEIL £,
[ 20 : EF

Support Mode

not
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gETu |
B 757 20

ATw 72 [EA (Apply) 1 Z&RLE,
21: [Apply] IR L E T,

alware Analytics

B UWHERR 28 L £

T7I5AT7 2 ADBRE)

WHA=2—NT, 77747 A2 HEHTE 7,

FIE

ATv 71 Admin TUI T, @RI B7-OICBEL £,
AT w72 [Reboot] Zi#IN L F 9,

GE)
TTIAT AN Yy ML, BEWICHEELEST, V77— e X3&ornn £4, 32
T45E, MUFEZFEHALTAImn TULICHET 7 A T&EET,

B A v E—UNFRENET, [OK] ZBIRL T, V77— FakiTLET,
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, 8

i

a2y —I)b

a Yy —x, FRa—F—RNT XA ZAD N T TN a—T 4T AT TR, BEHET
5 7-8® Admin TUL I8 SN -88 /170 — A TF, AdminUl #B 2 7-HERERH Y . TF X
fa~<y &2 L CEMRICEBE T 9,

TV (49 =)

VY —I)LE{ER

Ay —uEMHLT, ROBELFETTEET,
* ping £ 7213 traceroute A~ RIZK DRy N =V D T TNy a—T 4 7,
s B E X AT DFELT,

o P— 20O F B i E)

FIE

ATv 71 EFHTUI (Administration TUI) | C, FIAFGE/RA 7 v a v vh [V —JL (Console) | Z#RINL 7,
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B -v-rzem

ayY—/LE—RIZAD,

FETEHL2TVET,

ATwT2 a< o FEAHLT, Enter ¥— %L CTETLET,

E23:avy—I)L:aAv R

r mode, with or without pre

ing rein

gETu |

51 :

K2:a%2 FOH

avwyk S ER 151

help HEHCE 5+ _Coa~vy Kz |help
A RNLET

ping Fv bU— 2 HERiAET A N LEJ |Ping 8.8.8.8

traceroute B DB de ~D 734 | D )L— | traceroute google.com
BB L E9
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| =10

avv—nzaER |

avU kR B 7l
exit aV— VEKRT LET exit
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i

T

[(#&T (Bxit) 1 A7 v arvzHT25E, AdminTUL a7 o hLTr 7 A VEEICES
ZEMTEET,
T (mZTUR) (53X—Y)

BT (A7 k)

Admin TUI 225 OFET
FE

ATY 1 Admin TUI T, [#T (Exit) JZEIRLET,
24:%2T (Exit)

Your Malware Analytics appliance

TV r—=varypbu T NTLHE, A VEAINFERINET,
AT9 T2 RATU—FK&EZANL, [Admin TUIJ IZFHEa 74 v LET,
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s 1 o

Admin Ul

e AR—L (57 R—2)

o fEER (59 ~—20)

e AT —H A (129 _X—3)
o FRIE (135 =)

o FAR— K (143 =)

L]
z
2
g
e
i
g
=
]
1
&






R—L

VAT A Ky aRh— RRR—AEEICE RIS, ffbEh s T —% (CPU &7k XR)
OIS EZ BT 527200 OFERFRINET, Fyvarh—RNI, EHULICe S
A LT EIHEMICERINDEE T,

e R—L (58 —)
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Admin Ul |

25: Home

Ma|wa re Aﬂa|ytic5 ADDHE\HC@ Home Configuration Documentation Status Operations Support

Home

28 General [ Opadmin Stats <3

Mumber of Processes Dashboard settings

12:00 13:00 14:00 15:00 16:00 17:00
== cluster-licensing.service
== config-templat ardware-detection
== config-templat ats.service

== config-template@network.service config-template@nfs.service

CPU %

0.4
0.2
0

12:00 13:00 14:00 15:00 16:00 17:00
== tg-dictator wm tg-fav? == tg-observer == tg-classifier

A configurable version of this dashboard is available here. Note that changes to prebuilt visualizations or dashboards will be reverted on reboot, and user-
added dashboards are not guaranteed to persist or operate properly past updates.

For assistance in changing the configuration or operating the portal, refer to the resources below.
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4D

WM ER L O Y « ' — FIZ DWW TiE,  [Cisco Secure Malware Analytics 777 A 7 2 A
DHEBIOar 74 Xalb—ar 4 R] 22 LT 7EE0, # LU Secure Malware
Analytics 7 75 A 7 A TiE, EEENBMOBRELITOMLERH Y £5, £/, BROKE
[PV, Admin Ul ORREDO TN LI/ D 2 EnH Y £, TOFETIEL, Admin Ul Z
LT T IAT V ADRECZLET HHIECHOWTHHALET,

« MR (60 ~—2)

WA E DM (62 X—)

« WAEE (64 X—2)

T TV —va yiRE (80 X—)

« B (91 X—Y)

e Ry hUT—F T (96 X—)
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Admin Ul |

B ==

FE Rk

X 26 : # %

Malware Analytics Appliance

Configuration e

~ Authentication

Home Configuration Documentation Status Operations Support 9 1

o SECURE

Authentication

Authentication Mode

| System Passwaord

I Authentication

CA Certificates
Password
SSH Configuration
S5H Keys
SSL
> Application Settings
> General

> Networking

@ 2021 Gisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S_ and certain other countries.

Admin Ul @ [#8Z (Configuration) 1 A == —{, &k®» X 5 72 & F S & 72 Cisco Secure Malware

Analytics 7774 7 ARIE

AR L OEBT DO L ET,

o ay

Bl

Authentication

FOLE Cisco Secure Malware Analytics 7 77 A 7 > A Admin UL (27 7
A > %7280 LDAP 3 L O'RADIUS k& 5% E 75 kD
WTRBA L ET,

CA FEHIE TTIATUADT U R8N R SSL K CA GEBEZ 81
L T Cisco Secure Endpoint 77 A X— k7 7 7 R&EA{GH#HT 57
HBEIZOWTHHALET,

SNAY — K Admin Ul D/RAY — REZE S 5 FEICHOWTRALET,

SSH OF%E (71 ~X—)

SSHEFHL TW OO F—EHEE2ty N7 v 7 T57D0
SSH O EHIEZOWTHIAL E7,

SSH F— (72 %—)

SSH #&H TAdmin TULIZ T 7 EATX A L 9123 578D SSH
X—DOBEFEICHOWNTHHLE T,
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| Admin UI

wm [}

o ay

B2l

SSL

EA—NtEXalT 4 77747 A (ESA) ., WebtEF=al
T4 TTT7A4T A (WSA) | CiscoSecure Endpoint 77 A X —
c7 IR, BLXOEOMOFAE EDEX 2T R~v VY =75
W7 7747 v ADER &V R— h9 572D SSLAFHEDHE
FRTIEIC DWW T L EF, SSLAEEDE XX,

yii/\

TIUr— 3 VDERE
(=)

S

P— K X—F ¢ O L OR{EY—E X (OpenDNS,
Titacloud. VirusTotal) OAERLITIEIZ DWW T LE 9, ClamAV
EELEE B EN A ES 2] el D=

T4 A Cisco Secure Malware Analytics 7 77 A 7V ADT A B A%
7y ua— KT 5HE £ "—nE T4 AT
T5HECOWTHILET,

Network Exit ROV T2 EET 5 & &IZ, Cisco Secure Malware

Analytics N—Z VM RIRER R Y UV =0 A 7Py FOAT
Va Y ERECT D RIS OWTTHA L E T,

X OFH (90 =X—
)

HHra A v ra— R4 5 L% 5I2SOCKSs 7 a3 R4 2 7
HEZHOWTEBHLET,

E=0

QLT Y DOEH (91 X—
)

AT UV EHFEAINCT D HIECOWTIA L E9,

H B Network Time Protocol (NTP) W —/N—7%& 3841 L T B ff & B4 %
RERLT 5 HIEICOWCEI L E 9,

E A —/L VAT NBIOEA A —NVETE (SMTP) ORERK T IEIZ DUV T
HALET,

%N WEZEE Z ST 2 HECOWTIA L ET,

Syslog syslog A v E—VBIXOEHEZET LTV AT L vl
P NR—ZRET D HEICOWTHALET,

2y kI—%25

S hU—7 DHCP 7> 5 K72 800 IP 7 R L A~ 1P E| 0 24 T 2 Fi#&4
551k E . DNS T 2 FIEICOW T L9,

NFS NESE{E, RNy 77 v PR NL—V8 k. Ry 77 v TR,

R e R IRIRIR ORR E R &, T T IA T VAR I T v
WCOWTHHLEST, N7 7 v FOETHIE,
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Admin Ul |
B #rz=0am

toTay ERBA

7 TAH Cisco Secure Malware Analytics 7 75 A 7> AD T F AKX ) 7
OFRE. HIRFE, BLOEMFIZOWVTHHALET, Xv b

=7 BLUINFS R b L=V OB 7 T A X OMEE, 75 A%
DT T TAT VADBI, 7T A% ) — ROHIR, #4147

L—J1— /) — FOFREFE, MEEMELEERES 7250
API L TEM OFERTTIE L Rt B L OHIBRGIOREM 2 R L %
‘j—o

GE) o FERREFIZIP 7 R L RN EEWF S35 AIREME 208 5 97729012, Admin UL TORERR O FHE 1
By a CETTAHMLENRHY £7,

e Admin UL 127 — bV =A =2 bV ZRAEL £ A, iRz — b7 oA 2 AN L TRAE
T5E, AdminULIZT 7 BATERS RV ES, Xy NV — IV REZEHA X —T =
A ATEITLEBAZ, 2 V=L E2FHAL TRy NV—VREEZEETHILENDHD F
+, Admin ﬁlitﬁfﬁfﬁ)ﬂ IV, Admin Ul TENEEEL T, HEHFHTEET,

« Cisco Secure Malware Analytics 777 A 7 > A (V2.7 LAB§) X, "A MK EL TV Y T 0
BT 5ZL1Ck0, —H0D NFS v4 %— "— L O F#EMAMEZ ) LS ET,

| &

EE Admin Ul /X HTTPS 23572, 77 UFDT KL A/N—Z HTTPS # AJ13 2 LENRH
DET, AdminlPZHRA > N THETTIE+HoTIEH D FHAL, 7T U9FIKRDT RLA%EA
HLET,

https://adminIP/

EJ/
https://adminHostname/

e BB D E A

DR EICEEBMZ DTN, [#K (Configuration) ] <X—Y @ EEIZH 53—
W, WAL a7 T — N AybE—URERRINET,
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| Admin UI

wrzEoER [

B 27:BET 53— A ytE—COBERK

Malware Analytics Appliance Home  Cottguraion  Documentation Sk Cpetons  Supecdt Yeur thanges weie saved

dh A reconiguraton i requined
Date and Time
NTP servers
x
Enabile above NTP gervers on clsan
400 Syemd, b Coo, Tacd Syimems #od Co00 Symemd Dpe 3% regrimered rademadis of Caco Sypmeme. g aadior q) oMpes 0 e U S 30l Q0ruen 050t Lot

Admin Ul OERRIZH T 28 F X, RETILERHD . W ONUILEEET 77 4 7T
HZFIELEENTHNET, 7270, MOFIETHER L CEELHETINELHY £, #
EOEFEL, HERNZETTH5FETHEII H¥A,

A

GE¥)  F#ERT D &, Cisco Secure Malware Analytics7h— % /L3 XL OV Admin ULIZ &2 7 A > LT A th
Da—W—CEEE 52 D[RR H Y £7,

FIE

ATYvT1 77— AvE—VO[BEER (Reconfigure) 147 VU v 7 LT, BT n A&t L ET, L4t
OHAE. BRI 5121, [#BYF (Operations) 1>[7 %2 7« 71t (Activate) 1427V v 7 LET,

ATv T2 [BEOTY T4 7t (Activate Configuration) ]-X—C, [BE#mK (Reconfigure) 1%7 U v 7 L T
Ky a T EFEITLET,

ATy T3 MR A T, [BH¥EMR (Reconfigure) 127 U v 7 L CHEMRY a 7&2BKBLET,
WA T 77 4 7le s, ZOEITIRBUCE T2 A 2=V [P a7 (Jobs) 1V 4 v RUICERINE
To TT— A v—URZOMOEREZMRT HLEND HLAIE. SN[ 3T (Jobs) 13— VIR
FBanzd,

FTTDE. HERPRN LI Z 2R THEGEA v E—URFRSNE T,
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W =
ait .

Admin Ul |

AT 74 [Continue]l #7 U 7 LET,

FoRlE

LDAP &

I:IIL.\ HE

Cisco Secure Malware Analytics 7 77 A 7> ATiL, BHUIBIOEHTUIICR VA T 572
® LDAPRER L OFFA AR — S TWET, it.RmmBmﬁ%%T~héﬂfw
FT, THUTEY, V210 BIBETEB ULICY V7V A A U ATREIZ R D 7,

Secure Malware Analytics 777 4 7 > A Tld, HH Ul 3 KO H TUL 1 71 > @ LDAP ik
BIOHARIR— SN TWES, RASfar he—FF iLDAP*ﬂ’%/fﬁ’C"@fEéifb
LIEZERTA MEREMP LT, BROT T IA T U AERELRIAETE £, Wi
F— RiX. [SystemPassword Only], [SystemPasswordor LDAP], [LDAP Only] D 3T,

350D LDAP 71t kL 473 5 [LDAP], [LDAPS], [LDAP with STARTLS] 234 ¥V £,
WROREBETHLENDHY £,

« T 2T VEBAEE— R (LDAP F£1=IEP R T L /XA T—F) X, LDAP OF%ERFIZ, Secure
Malware Analytics 7 7' 7 A 7V AMBiR-> TR Y 7T U F INRNK DT D720 S
*t:\—a—o

A5 [LDAP W& (LDAPOnNly) 1 Z&iIRT 52 LI TExEFA, ETT 2T LE—FR
EIATLC, BMET 22 L 2R TH2MLENRNH Y F7, FIHIRERZIZ Admin Ul b a7
7O KL%, LDAPu 7/ A EHRAZMFEH L CHERr 74 > LT [LDAPOnly] (280 £z
HMBERH Y T,

FOAE% [LDAP W& (LDAPOnly) 1IZEE L78Ea . Admin TUL X A 7 e Zicu 74 >4
5(iLmW%ﬁm#%ZEW%@ifomﬁ%%FﬂuWW$t@/XTAAXU—
K (LDAP or System Password) ] IZEE S TWHEEA. Admin TUIO R 7' A > CHFRI &
NHZDIIL AT L vl A DHTT,

Secure Malware Analytics 7 77 A 7 > A5 LDAP FBFED A& ([LDAP D& (LDAP Only) ])
ICRESINTWDHE Lj:\ UANY = RTNRRATU—= &2ty FLT, BiEE— N2 H
REL, VAT LNRT—=RILLDu A 25286 TEET,

c A=V T HEHIBT DD DWIET A VA NREREIINTWA T & E iR Li*ﬂ

Admin TUI & Admin UI TiX, [LDAP ®& (LDAP Only) ]E— KOEHAIZD I LDAP 1
A ANERPLETT, [LDAP OFH (LDAP Only) JIZERE SN TWAHEA. Admin TUI
T, VAT L RAT—RTIE%< LDAP 22—V —/ XA T — KD ATJOBLBKD B
i‘g—o

« WREDS [V R T L /AR — R &E1=IX LDAP (System Password or LDAP) ] IZa%E ST
5ﬁm\AmMﬂnT@\_h%ﬁﬁfiﬁ<\/XTAAXU FOHREANDT D LD
WZRDHNET,
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| Admin UI

FIE

ATy 1
ATv T2
ATvT3

warzit [l

*LDAPODREE N T TNy a—T 4 7 THI0E, VANV E—RTRATU—FR&E )y
s LCLDAP Z &5z LFET,

*SSH #fiH L C Admin TUI A 7 2 727 7 B A4 %I21%, [LDAP D& (LDAP Only) ]
T— RDEA., LDAP B J A NERIZINZ T, VAT ARRYU— REZITRERF 4D SSH
F—AUE T,

*LDAP IV V= AV H—T =4 AMLDIRK(ETT,

Admin Ul C LDAP f8FEZAERK T HI21F, ROFIEEZFEITLET,

[#5% (Configuration) | ¥ 7 &7 Vv 7 LET,

A NS — 3 T [EEE (Authentication) ] ZJBH L. [FBEE (Authentication) 1% iR L 7,
[ZRBEEE— K (Authentication Mode) ] Kr v 7% 725 [LDAP] E£1zI& [ AT L/SRT— K (System
Password) ] ##3&R L C, [LDAP @& (LDAP configuration) | X— I %BH& £9°,

GE)

LDAP PBFFZ S ANCHERR§ 5 & & 1%, [LDAP E1=[Z> A F L 78X — K (LDAP or System Password)] %
EWL\NMmmﬁ%D77WFLTﬁ% LDAP r 7 A UEMEHERA L CTHEa /A VT H0ERH Y
F9, £DO%, [LDAP] ZFEETHLOICHRELLEE TEET,

[X] 28: [LDAP :REE#& X (LDAP Authentication Configuration) ] R—

Malware Aﬂal'\-’[icﬁ A;}Dliance Home  Configurstion  Documentation  Stats  Operabions Suppont @ L]

Configuration e Authentication

b Soation Authentication Mode

AP or Systen Pagswiad
Authentication ILD e Svs sllebifie ot =

CA Cemifcates Host Narme

Passwond

S5H Conhguration

S5H Keys 389

sx
“ LDAP Pratocdl

LOAP -
> General
Bird DN

Bind Password
Base DN

Authentication Filter

B X021 Cisto Gyiterd, e Crdo, it Sydlems ad Coidd Syilemd G0 Mw Meglensd ademans of Cabio Tyitems, Il ondiof it SMEILeD i this LS. 500 0artaen Gther ountred
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Admin Ul |
B raowszz:

ATy T4 HE, X—VDT 4=V RIZADLET,
« 7RRX ;£ (Hostname) : LDAP #&H CHefi T 5K A M,
«[[R— & (Port) ]: LDAP #H THfed 28— b&S (57 4L ME389) .
« [BREEE— F (Authentication Mode) ]: v 27 A VIR S HBEEE— K,
« [LDAP 7B k)L (LDAP Protocol) ]: i 4T % LDAP 7' k=L,
e [/N1 2 K /NZRT—F (Bind Password) ] : LDAP #H D/ 1 & RIZEHT 2/ 2T — R,
« /314 > FDN (BindDN) ] : LDAP#H T/3A > R4 5720 D54, B : cn=admin,dc=foo,dc=com,
« [N—XR (Base) ] : LDAP &1 CT/X1 > K9 5X—2Z, fi| : ou=users,dc=foo,dc=com (LDAP ®%) |
« [ZBSE 7 « JL2 (Authentication Filter) ] : v /' 4 VEROFGEICHEA SND 7 4 0%, fi -
(&(ecn=%LOGIN%) (memberOf=cn=admingroup, ou=groups,dc=foo,dc=com)),
ATY TS5 [fRT7F (Save) |27 U 27 LET,
2P (TP UL E23E B TULICR 7 1 35 & LDAP BGEEZ RO bIvE T,

RADIUS lL.\I:IIE

Cisco Secure Malware Analytics 777 A4 7 > A (v2.10 LAK§) X, DTLS A3 %7 Cisco Identity
Services Engine % fii 19~ % RADIUS 78l ¥R — h L T\ &7, RADIUS FBFEN AN/ -> T
WHYA, 22— — L@t I A A RAT— REEH LT, A4 D Secure
Malware Analytics 7 7'V 77— 3 > Ul 8 X X OpAdmin (21 7' A > TX £,

RDO[aBET DMHERDHY £T,

« 7 27 VRAEE— F (RADIUS F£FIEP R T L /RRAT—F) (X, RADIUS OFRERIC
Secure Malware Analytics 7 77 A 7 AMBHiRoTa vy 7 77 hSIR0NE D uT%’)t
c:%‘gfj«o

#2725 [RADIUS D& (RADIUSOnly) | ZBIRT 52 L3 CEEHA, TTT27 0

F—REFEITLC, BIET 2 2L 2R T2 0ERH Y 9, HIWIRERIC Admin UI 7>
br 77 v kL7, RADIUS v 7 A @R AMH L CHER 71 LT [RADIUS D&
(RADIUS Only) 1icBI0 B x 2 MERNH Y £7°,

« [RADIUS W # (RADIUS Only) ] REEICERE SV TW DG DA, RADIUS Z i H L T
EHTULICR /A T& 9, BBiET— R [RADIUS £=IEV AT L IRRT—FK
(RADIUS or System Password) ]IZF%E STV AEA. Admin TUIO B 7' A > CHFR &
NAEDIFI AT L a s A4 L DOHRTT,

* Secure Malware Analytics 7 77 A 7 > A 73 RADIUS i8iED A ([RADIUS D& (RADIUS
Only) ]) WICRESNTWAEAIE, VIR E—=RTAARTU—FRE2UEy LT, i
F—REBREL, VAT LNRRAT—=RIZL 0l U EFATL5ILHTEET,
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| Admin UI
raoiws 251 I}

« BELTUI 38 X OV EE Ul 1X [RADIUS W& (RADIUS Only) ]E— R TMD#A RADIUS 1 7
A NERAELELE LET, RADIUSOAHFMEEINTWBEEHEA. FH TULIZRADIUS = —
P—/RRAT = RFDOTa P OB EFRRLET, VAT ARRT—=RFTEHY £EA,

FOAEDS [RADIUS £z (X XA T L /XX — K (RADIUS or System Password) ] IZF%E &
NTWDEE, AdminTULTiX, 26l G TlEk, Y AT LNRAT— RRDOhzEz AT
HEHTRkDLNET,

*RADIUS O %E b T TNy a—T 4 7 F5120F, VAN E—=RTRRT—K%E
+ > s LT LDAP 23z L £,

« SSH Z{#fl L C Admin TUI ¥ 1 7 & 7|27 7 & A4 %(2i%, [RADIUS D& (RADIUS
Only) ]E— RDOE, RADIUS B 7' A AAFHRICINA T, AT L /SAT — REITHE
HEHD SSH F—NHME T,

cRADIUS (Z7 U —v A v B —T = A AMEDIIETT,

Admin Ul T RADIUS FAEZ LT 2 12iE, ROFIEZEITLET,
Fig

AT w1 [#ERk (Configuration) | ¥ 7 %27V v 7 LET,
AT T2 A FFv»— a2 C[EBEE (Authentication) ] ZJEEH L. [FBEE (Authentication) ]Z R L £,

ATw 73 [BEEE— K (AuthenticationMode) ] K& v 7 # 2/ h [RADIUS] E£ X [ AT L /SXAT— K (System
Password) ] % #&4R L T [RADIUSEE (RADIUS configuration) | <— B & £9°,

GE)
RADIUS GRAEZ AN 5 & 213, [RADIUS F =X X 7L /XX — F (RADIUS or System Password)]
IR L, AdminUL /602777 L Thb, LDAP u 7 A UERAEMFH L CTHER 7' A T 50N H
DEd, TO%, FE%L [RADIUSICAEE CT& 9, RADIUS & 2 AT L RAT— RERE L2142 0]
HourTArEITHIE, TA—nNR_"v I ulA4rEE LTV RAT LA RAY— FEHIFRT 5 HiIZ RADIUS
DFXEDIRE S AVE T,
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29: [RADIUS 25E+&RL (RADIUS Authentication Configuration) ] R—>

Malware Al’]almicﬁ A;}pliance Home  Configurstion  Documentation  Status  Operations Suppont @ L+ ok cecw

Configuration Authentication
Authentication Mode

~ Authenbication
[ RADIIS or System Passwond -

Authentication

CA Ceifcates Authentication Hosi
Password
S5H Conhguration Port
2083
Inetial Application Admin Lsemame

> Application Settings.
» General
»  Networking

RADWS Servar CA Certificale

Client Certificate

Chient Prvate Kenf

s oty St

S 121 Cisco Systems, ne Crao Cisco Systems ancd Conco Systems ko e negistensd ademarks of Crco Systems. inc. andlor its afikates in the LS. and cerain other countries

ATy T4 WH, 2—DO7 4 — L RIIAHLET,
+ RX 4 : RADIUS #&H Tt 75 A M,

o [[R— k (Port) ]: RADIUSHH THftd 5 DTLS A" — hE S (57 4/L ML 2083) , itk RADIUS
X2 Y DTLS CIIRBREE T H U T 4 T Ol FICH—DOR— FEHEH L ET, DTLSX—AD
RADIUS BFEDH PR — h S TWET,

s RYDEEE : 77 1 ~ U Cisco Secure Malware Analytics Ul D#JH1/7 7 4 /v b OFH 2 — P —R~ »
vy 7 &% RADIUS = —H%—, ZdD7 B 7 M, Cisco Secure Malware Analytics Tl oD . —H#—7
N NEERR L., HEREZRET DU HEE CTHLLENDHD £7,

« [CARERAZE (CA Certificate ) | : 8AFICfEH S 415 RADIUS H— N\—DGEIZHEHT % PEM EXD
CAFEHIE, WIZEE LET<VALID>EHIZRFINE LT, 74—V FEZEITLHITE. 2k
V7 LET,
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casrmiz i

54T MEBAZE  FHEEICEH SN D RADIUS — N 2% L CZ DR A M &ZFRFET A7 EHAT
5 PEMERD T Z4 7 > bEAE, ZOMITKICEFE INET, <VALID>IEFIRFE ST & &,
INEIZIVT LTI A=V REEIITLIENTEET,

N AR HM%‘#— (Client Private Key ) ] : ¥FEICfE M &41% RADIUS #—_—(ZXf LT, 2D
RANEFBIET D1 DIHEHT 2 PEMIERO ¥ —, ZOffEIX, Lo 747 FFEFEIZRIG L T
WAMLERH D £, EARICEE SN ET<VALID>EEIRFESNZEE, & 27 VT LTT 14—
NWREZEIZTLZENTEET, HrLWEHE UL TiX, PEM T2 22— K PKCS#8 XD FLE - — 234
A—FEINTNET,

ATv TS5 [fR1F (Save) 1227V v 7 LET,
GE)

NAS

NAS-

#A71L. Security Malware Analytics UI 35 X O OpAdmin 2> 6 OFEFEE R TiEfE SN E T,
SMA 7R—Z )L 5 OFRFEE R TEE S Dduas @ H1ZKRD EFBY TF @ Threat Grid UI,
OpAdmin 7> 5 OFBFEER TE(E S 4L Hnas #BIFIIKRD LY TT @ Threat Grid Admin,

identifier @1 L CiE(E S D RFEDEDOFEMMIZ OV TIL,  https://www.rfe-editor.org/rfc/

rfc2865. html#section-5.32% S L TL 72 &V,

CAGIFRE
Admin UI @ [CA Certificate] ~—1%, 77 b3 R SSL #fi H D CA GEEEHA N7 %
BTEHTHDIHEHINS 728, Secure Malware Analytics 775 A 7 > A, Cisco Secure
Endpoints 77 A4 X— |k 7 77 REEHAL T, BENH D & AR INTatrEst 7 o
WTHHT 2 Z &N TEET,

Fg

ATw T 1 [#5% (Configuration) 1 ¥ 7 %27V v 7 LET,
RTw T2 ¥ KFEes— 3 TR (Authentication) ] Z/EB L. [CAEBAZ (CA Certificates) ] ZEIR L T
[CA SEBAZ (CA Certificates) ] 2— Y & B & £,

Cisco Secure Malware Analytics 7 751 7 VR EEEH A K n—Cav 219 ]


https://www.rfc-editor.org/rfc/rfc2865.html#section-5.32
https://www.rfc-editor.org/rfc/rfc2865.html#section-5.32

Admin Ul |

. INRAT—F

30:[CAZEBAZE (CA Certificates) ] R—

Malware Anah;[ics Appliance Home  Configurstion  Documentation  Staus  Operations  Support @ L-| &k cecuns

Configuration CA Certificates
~ Authentication Detaits Valihty Type Actons
Authanticaton oo cartfcates confgansd

CA Cetifcates

Passwond
Add Certihcate Lookup Certhicaba
S8H Conhguration

> Application Settings

» Ganeral

»  Networking

BRI Cinoo Sysvers, ve Crca. Cisco Systems snd Cosed Systems bogo are reantema wademarnks of Cosco Syttems inc and/or its afilates in the U .S and cemain other countres

AT w73 Cisco Secure Endpoint 77 A _X— K27 Z 7 KDOT 7 b3 R SSL ##fit (CA FEAE) 2&Te .pem 7 7 A
NEER L, NEZ a2 — LT [EEBAZE (Certificate) 1 7 ¢ —/V NIZHE O £HF E 5,

ATy 74 [FEBAZE0ENM (Add Certificate) 127 U v 7 L CHERELE T, CAFFAEZLEFE L TH, HHERIILED
D EHA,

INAT)— K

T TAT A NAT— K% Cisco Secure Malware Analytics” 77 A 7 > A Admin Ul & 7~
TAT VA A — )b ~ORBFEEMA LE 9, [Password] ~— % H LT, Admin Ul 7°5
INAY = REZBHRTEET,

N\

GE) F—R— RIZRWFELAER UM AT — ik, v Y — VIR0 T SR WIS R
HNFEFTDOT, NRAT— RKOEFEDOBIZITRZ T TLTEE N,

FIE

AT w71 [#EEK (Configuration) | ¥ 7% 27V v 7 LET,
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sshozz [l

ATv T2 YA KFes— 9 T[S (Authentication) | ZJEBI L., [/XRAT— K (Password) %R L 9,

31: R —F

Malware Analytics Appliance Home  Configuration  Documentation  Stafus  Operatons  Support ® L- ==

Configuration Change Password

v Authenbeatcn Your applance password it used to authontcate 1o the Matware Anabtes
Appliance Administraton Portal as well a3 the applance conscle. [t may not be
passibie 10 paste COMpl L PatTWords of DAtTWonds With non- keyboard

CA Cortitatos CREFBCIRCS IND T CONSOME. AN YOU SLIW YU WaNE 10 CRanGH yOur AppEance
Password password?

Austworiaton

SSH Confguration Current Password

SSH Keys

Meérw Pacswodd

Confirm Password

Change Password

© 2021 Cesco Systems, Inc. Cisco, Ciso0 Sy3mems Bnd Cacs Systems 1000 e regmisrsd MRoemarcs of Cuco SyStima, G Sacor £3 SMEates in e LS SN CEnsin ol [ounmes

ATFv T3 BEDINKRAT—K, HILLWIRT—KZ AL, R"RT—FEEEZ A LET,
ATv T8 ISRT—FDZEE (ChangePassword) 1#7 U 7 L, BEEMRLET, "AU—RELELTH, H
R OVEITIH Y 8 A,

SSH D% E

[SSH #% i (SSH Configuration) | Zi%XE$ 5 &, Cisco Secure Malware Analytics 777 4 7 A
BHE L, EH UL O [SSHERTE (SSH Configuration) | X—Y %A LT, 7774 T AT
ClientAlivelnterval, ClientAliveCountMax . 3 Ut motd (Message of the Day) % #XiET 5729
DT 7' AMENESNET,

FIE

AT 1 [k (Configuration) | % 7 %27V v 7 LET,
ATv T2 YA KI5/ — 3 T [Authentication] % B L. [SSH Configuration] % &R L C [SSH Configuration]
R=UEHEET,
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32:SSHDHE

Malware Analytics Appliance Home  ConSguration  Documentation  Siatus  Operations  Support ® L ==

| © 2021 Cace Syssema b Caco. Caca Symems ind Cnco Systems 000 5% registensd Dademans of CRoo Sraeme inC snd'or B #Rsses o 0 U S S i S S o

AT9 73 [U54 7> bR (ClientInterval) 1% A L£9, ClientInterval & 7213 ClientAlivelnterval =~ K : %
ALT U NMABRERBEA TRELET, ZORMBBEBLTH 7 747 M7 =2 WZE IR0
A sshd T AL EINTZTF ¥ ZNLEZN L TAvE—VEEREL, 7 74T EPDLOINEEZERLET,
FIZFNMEOT, TRHEDA v E—=VE 7 I74T7 v MIEFEESNEREA,

A7 74 [Client Alive Count Max]% A/ L %7, Client Alive Count Max % 7= (% ClientAliveCountMax : SSH/3 2 7 4 7
VENBA v E—UESEETICHEEIND I TAT U N T IAT AvE—COBERELET, 774
TN TIAT Ay E—VORERICZOLEIWVEIZET D &, sshdlZZ 74T FaUIBL, By ia
YERTLET,

ATY 75 Motd(KHD A vE—)Y 2 AN LET, VE— h2—H—7A3SSH % f] L T Cisco Secure Malware Analytics
TIIATRIRTA LTI EEIL, AvE—VERRTHEDIMEHINET,

SSH +—

SSH ¥ —%#%E 7T % &, Cisco Secure Malware Analytics 77 7 A 7 ADEHF X, SSH Z 4
LCEHEBTULICT 7 EATEET (threatgride<host>) , /— hT 7 AEL|Za~vr Rz
JTHEAE L F8 A, BHEL UL O [SSH¥X— (SSHkeys) | " X—Y%HL T, 77794 T AT
SSH ¥ —%Z BB LU E— FCTEET,

\}

((¥)  Cisco Secure Malware Analytics 777 A 7 2 AT 7 © AT 572D SSH AR — 2% ET D
&L SSH ZffH L7232 T — RR—ZDOFFEN TN 72 0 £9 (V272 LK) . 2D, 2
SO SSHFBFEHF UL, WA TR ELON—FOHEPEMI/RY ET, F—X—AFiL%
i L CSSHEEG D ST 5 &, AdminTUL 7 1 > R T, WD b—2 U BAMBER /R AT —
ROANNZRDBIVET,
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| Admin UI

sshx— [l

FIE

ATw 1 [#k (Configuration) 1% 7 %27 U v 7 LET,

ATw T2 A KFves— 9 C[RFE (Authentication) ] ZJEBI L. [SSHF— (SSH keys) ] Z3E&R L T [SSH
F— (SSH keys) | ~—TaH& £,

[ 33: SSH —

Malware Ana]y[ics App”ance Home  Configuration  Documentation  Status  Operations  Support @ L-| b oceoia:

Configuration S3H Keys

Ao This page allcws You 1o B And remove SSH Keys on your Mahvare ARalytcs Appliance. S5H eys allow SOMINSITALONE rEMate ACCESS 10 e Sevice (user:
; theatgnd]. Only trusted uSers Shoukl be granted Scceds

Adthenticaton

Known Keys
CA Certihcates
Mamin Type Statas Created A1 Upsated A1 Actions

Mo S5H beys configured

A New Key'

D 2021 Cisco Systems, Inc. Cisco, Cisco Systens and Cisco Sysiems logo ae registered rademarks of Cisco Systems, Inc. andior its afiliabes in the U 5. and ceriain ciher countries

ATFY T3 [FHLLF—%EM (AddNewKey) 227V v 27 LET,
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B ss

34: F—miEhn

Malware Analytics Appliance Home  Comhgurstion  Documentaon  Status  Operations  Suppont o L =z
Configuration ° SSH Keys
v Authentcation Add Key
Key Name

CA Cerithcales
Password Kiry
S5H Confguration
S5H Keys

© 2021 Caco Systems, ne. Cisco, Ciod Systems snd Caco Systems 0g0 508 Negistersd rademarks of Cisco Sysieams, Inc. snclion s SMeates in B US. 5 Derbsn ofher Counines

ATy T4 [¥—4% (KeyName) 1 Z AL, ¥—% [¥— (Key) 1] 7 4 —/L RIZHE 0 FHTE 9,
ATv 75 [F—%BM (AddKey) 127V 7 LET,

SSL

Cisco Secure Malware Analytics 7 77 4 7 A& @i T 2%y NUV—2 77 ¢ > 7%, SSL
AL CTINTHSbENET, ROFERIT EA—NL EX2 VT4 TTITAT A

(ESA) . WebtXx=VUT7 477747 A (WSA) . Secure Endpoints 77 A X— K27 F 7
K& W o 728 A5 & @ Cisco Secure Malware Analytics 777 A 7V ADEfi &2 AR— h 325 X
91T SSL AEHFEZHET 2 FIADFATITRL DL £ T,

A

GE¥)  SSLAEAEZEZEET L HIEOFMIL. 2O A FOFHGEMICE TN TWEREA,

SSLZERY S M4 —TJx4(4 R

Cisco Secure Malware Analytics 777 A4 7 > 221X, SSLEZEHT L2204 v H—T = A A
B0 ET,

» Cisco Secure Malware Analytics I"n— 4 /L™ Ul & API, B OHAES (ESA/WSA 775 A
7 > A, SecureEndpoint 77 A X— s 7 T U FELEEH I —EX) OO )= A 02—
7:‘1/])20
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SSLEEEAZE DB

sstirmzoin I

s AdminUl ODER A L ¥ —T7 = A A,

YR—FIN TS SSUTLS A—2 3>

Cisco Secure Malware Analytics 777 A 7 > A Tlx, IRO/N— 2 > D SSL/TLS BHH— k&
NTHET,

cTLS V1.0 : A > ¥ —7 = A4 A TITER) (v2.7 LIF%)
¢ TLSv3.0 : BHA v ¥ —7 = A A TIHIEL) (v2.7 LLKE)
« TLS v1.2

)

GE)

TLSv1.0 & TLSv3.0 3. A L ¥ — 7 = A A TIHERZ /> TEY T | AL
TV =g THLT 740 hTREMDNI A>TV ET, Zhbo7r habonFiumni
MAEDHBNED - DI IERIGAIE, tgshOEAMETEET AT TV r—va o

BaDH)

YR— SN TWSEEHRIRMD CASEAE

BEFRMDO CAGEAENY R —FEINTEY (v2.03 LK) . BEEMB OE#E X 53EH
EEFITCAIAEL A VR— T AN TEXET,

BOE&LT 74/ SSLEIEAZE

Cisco Secure Malware Analytics 777 4 7 > A%, HE B4 SSLAEHEL F—DF v B A
AR—VENTHMENET, 1208y BRI V=0 A X —T =24 AHT, H—20D
Ty ONEHA X —T oA AHTT, BEFIXIINOOSSLIFAELZESI R H LN TE
ij‘o

7 7 # )V K@ Cisco Secure Malware Analytics 777 A 7 > A® SSL sEHED R A M4 (Hhi#
%) N, TTITAT U AOY ) TAEE (IPT KL ADIBIIO subjectAltName 7 4 —/L R % Ff
D) T, 1HEMAZTT, v2.11 KVRETOV YV —ATiX, 774/ h®D SSLAEHEDR A 4
I% pandem T,

AR TERFIZHIOD A A 4473 Cisco Secure Malware Analytics 7 "7 A 7 2 AZE D YT HNEA.
FEAENOR R MMy LB T L 2< b £7,

FEENO R A ML, BERED ESA ° WSA, E72IIOFHE LD A T g 20—
AL S THRESINDIFA MM EL—H L TWAMERHY ET, 2L DI TA T N TV
r—va s, EETER SN B DR T T T IA T U ADKRA MM E—ET D
SSLAEEAME L T 572D TT,

ESA. WSA. CiscoSecureEndpoint 77 4 X— 7 Z 7 RplO2aptx 2 )7 ¢ fWiniT,
Cisco Secure Malware Analytics 777 A 7 A4 (1 30 REEg) LT, 7%
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B ssuasmzonm

BETEET, INEZFERTDHITE, BN D7 7747V ZAE IO T /3o 27 Cisco
Secure Malware Analytics 775 A4 7 > A® SSLGEAELZEHE TEX 2 LERH Y £,

EFT. AR MPLEA LB L TWD 2 E2HERTHLERDH Y £7T, —HL TW WS
L, FAERT OINEESMILZMERSH Y £, ZD%, Cisco Secure Malware Analytics 7 7" 7
AT U ANDSSLAEAEFEZ =7 AR— ML, #ERHSNDT T ITAT UV ALTTT A AA
A= T OUENDHY £7,

A /87 R SSL Bt il &5 Threat Grid 777 A 7 > A DFEBAEIL, [SSL Certificate]
N—UTREENET, V= AV F—T A AELEEAN L Z—T = A A D SSL ZFAE
ITACRET HZ ENTEET,

)

() Cisco Secure Malware Analytics 77" A 7 > A7) Cisco Secure Endpoint 77 A X— K7 7 7 K%
BETEX2 X527 27 W b7y RSSLEERICOWTIE, CAZEEASRL TS0,

FIE

ATv 1 [#% (Configuration) 1 ¥ 7 %27V v 7 LET,

ATy T2 A4 FFes— 3 T[EBEE (Authentication) | ZEBH L. [SSL] ZE&4R L T [SSLF— (SSL Keys) ]
NR=UrHEET,

35:[SSL & — (SSLKeys) ] R—

Malware Analvtics Appliance Home  Condguration  Documertation  Stus  Operaions  Support 9 L =
. SSL Keys
Mame sAM Fingerprink Actons
CPADMIN WIZP2IA04U9 1090 3108 B8:77 28 F 2 10910 54 DA DD 98 50 8E F5 65 CEFR 1080 2C 1AST 08: 21 DT AQES 3F 87 3R DIET 35
PANDEM W2PITLTOLUD ALOLFRIE ST ASONA ) G S TR OB CRICDO2T S FRAS B 7C DL LS AC 1007 04 00 62550090

© 2021 Gisco Sysiems, . G500, (300 Sy398ms and Ci500 Sysiems 000 e registered iracemanks. of Cisco SySiems, Inc. and/or s ofates i the U5, and certan offer countres

ZOFITIE, Admin A X —7 = A ZAH® [OpAdmin) 7V —> A4 X —7 x4 AHD [Pandem] &\
9250 SSLEEHFELAIY LT £7,

RATY T3 RAMBSSLTHHAINTWDSAN (7 V=2 MUBEA) L —HL WL L 2B LET, FA R
41%. Cisco Secure Malware Analytics 777 A 7 > A® SSLAEHETHH S5 SAN & —FH L T\ HLHE
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| Admin UI
sstimzoE=az |

BHYFET, —HLARWEEIL, SSLAEAELHAER TE £, [SSLIFFAEOFAR] 28R LT
éb\o

SSLEEFAZEDE SR

. SSLAEMAFIX, FEIEFENHIREINIC R o72, AR MBERIh-, 3oz =
THRAARY—EREDOHMELEYR— T 570y, SEIEREHNLWTINORFET
BEEWZDVENRHY 7,

CiscoESA, WSA B L OZ D CSA ¥ A affi&T /34 A Tlid, L84 )8 Cisco Secure Malware
Analytics 777 AT LV ADKRA My & —ET HaEL x—L0 SSLiEAEFERLERIGENH
WET, 774/ hDSSLAEAES, [RUHRA M4 % LT Cisco Secure Malware Analytics
TTIAT LRALT 78RS LD, AR SNIGEHFICES WA 20BN H Y £,

Cisco Secure Malware Analytics 7 77 A 7 > A % Cisco Secure Endpoint 77 4 X— k7 Z 7 K &
MAE LT, ZOREEH— X &2 FEHT 58451, Cisco Secure Malware Analytics 777 A

T U AN ST D X 912, Secure Endpoint 77 A X— | 7 Z 7 K SSL GiFiH#EA A

A N—=NVTH0ERHY £,

Cisco Cisco Secure Malware Analytics 77 7 A 7 > AT SSL AEAE % A2 #1 9~ 2 121X, BE D FH ik
NV ET,

* SAN |[ZHIFEDKR A N &35 SSLiEAEZ HAR L £7,
e SSLEFBED X v m— R

o ZAUTREH O SSL AT D SSL DA b HALE, OpenSSL ZFEH L CTER L7=H D
ThorHEbH £,

« OpenSSL % fii L 7= SSL FEIH E D ERK

SSLEEBAE DHEARL

ARA NAGEAED SAN & —E LeWiAiE, [SSL F— (SSL Keys) ] ~4—C SSL GEH]#
EHARTEET,

FIE

AT w1 [#Ek (Configuration) 1 # 7 %27V v 7 LET,

ATY T2 4 K F s — 3 C[ERFE (Authentication) ] Z BB L. [SSL] Zi®R L T [SSLF— (SSL Keys) ]
N=UEREET,

ATwF3 [7Uar (Actions) 11T, () A==a2—%27 Vv 7 LT, HILOGEHAEZLE LT LA —T =
A ADT=HO [BERK (Regenerate) 1 %27 UV v 7 LET,
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FEED SAN 7 4 =V RTT 7 T4 T U ADBUED R A M EAERAT 28 LA C B4 SSLER &3
Secure Malware Analytics 7 77 A 7 ' A ECAERRINVE T, BAERSNTZENE (cet7 7 A V) X T
P—RLT, METDTTIAT VAL VA=A TEDLLITRY E LT,

SSLEEEAZ DS o ro—Fk
Cisco Secure Malware Analytics T4 S 4172 SSLAEE (F—l3F v e — R TEEHA) I
Forn—RCEET, ¥vrn—RNLERAEL, 77 A2 ERETHLEEIEHTEE
T, Flo. AT A AZA A h—/L LT, Cisco Secure Malware Analytics 7 77 A 7 > A
MODERRAEH TELLIICTLZLbTEET, (ZOFIHEDTDITIE cert 7 7 A VDI
DLETY, )

FIE

AT w1 [#ERk (Configuration) | ¥ 7% 27V v 27 LET,

AT9FT2 %4 K FEsr— 2 C[REE (Authentication) ] ZEBH L. [SSL] Z3#R L T [SSLF— (SSL Keys) ]
N=UrHEET,

ATw T3 [FU3ay (Actions) 1 ([..]) A==a—nb, #@URA X —7 x4 A0 [F2B—F (Download) ]
R L ET, SSLAEHENFY U m— RInET,

SSLEEAZED7 v 7a—F

MLk CRaH 72X EEEM T O SSLAEEA T CICHEMA L TV A 5813, TOEEEZMEH LT
Cisco Secure Malware Analytics 777 A 7 A O LW SSLAEAFEZ AR L, ATLDOT A
A AWK LT CAGEHFEEZMEM T2 2 L8 TE £,

FIE

ATw T 1 [#5% (Configuration) 1 ¥ 7 %7V v 7 LET,

ZFvF2 FA K FEs— 3 C[REE (Authentication) ] % /BRI L. [SSL] Z3&4R LT [SSL¥— (SSL Keys) ]
N=UERHEET,

RATv T3 [TV 3> (Actions) ]4IT, (N A=a—%27 Vv 7 LT, @UIRA VX —T A AD [Ty TA—F

(Upload) 1% U > 7 L%d, [SSLEIBAZE®M7 v FO— K (Upload SSL Certificate) ] ~— T 723BH & £

D

AT w74 [FEBAE (Certificate) 1 B L O [MZFEF— (Private Keys) 1 7« —/L FICAS L, [GEBAZEMENM (Add
Certificate) 1227V v 7 LET,
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OpenssL % &/ L= ssLitEE R ]

OpenSSL % {F A L 1= SSL EEBAE D1ERL

FIE

OpenSSL %, OpenSSL FEFHE., F—. ZTOMD 7 7 A NV ZAEREB L OE LT 5 72 D DI YERY
A=) —ASSLY—NTT, T VIADSSLAHEA V7 T A N7 7 F v RXiE
SN TWARWEES, OpenSSL %4 ] L C SSL RAERAE % F#) T4 L, Cisco Secure Malware

Analytics 7 77 AT VAT v 7 u—RT5Z N TEET (ISSLEAEAEDT v 7'r— )
=z . .

)

(GE)  OpenSSL & Cisco L TlEAeW e, 727 =0 R — NIt S v EH A, OpenSSL DOfE
FIFEOFEMZOWTIEL, WebZ2RBET5Z a0 LET, A ald, SSLAFHAEE LK

4257280 SSL 74 7 F Y CiscoSSL Z##fk L T\Ed,

ATYT1 ROa~r FEFITLT, FriLWECES SSLEEAEAAER L £,

GE)
WOFITIX, EVHFLWSAN (M7 V=7 MUEE4) TidZe<, ON Gt@4) 2#HLTVWET,

openssl req -x509 -days 3650 -newkey rsa:4096 -keyout tgapp.key -nodes -out
tgapp.cert -subj "/C=US/ST=New York/L=Brooklyn/O=Acme Co/CN=tgapp.acmeco.com"

openssl : OpenSSL

req : X.509 GEIEEAZR (CSR) FEOMHZIEE L7, X509 1%, F—i L OGEAZEOE#IZ SSL
ETLS MEHTDRF[F—A 7T A NT 7 F v OIEEBMK TT, ROFITIZ, ZORTA—FZEHL
T, BV X509 GEHEZER L £,

-x509 : FEMEBEAER A AR TIC, BOBAEHELIERT 52X 910 req /37 A—% X509 #ZH L
ﬁ‘o

-days 3650 : Z DA T T a ik, GEHENEE RSN AW AZRELET, ZOFITIE, 10 RIS
EEINTWET,

-newkey rsa: 4096 : B LWGEE & L WK —Z[FIRFICAERT 5 K O IHE L 9, LERF—0FHFN
R SN2 olefe s, GEEZMEH L TERT 208N H Y £9, /ST A—4% Trsa:4096] 1, 4096 £
FEDRSA ¥—Z{ETHZ L E2RLET,

-keyout : = D/XT A —Z 1L, AERKHF OREE X — 7 7 A LD OpenSSIIZ K » TIRAFEN DG &2~ LET,

-nodes : ZD/XT A —2E NAT L —REHEH L CGGEHEEZRET D7D A7 2 3 % OpenSSL 28 A
Xy TTOLMERHDLZ EERLET, = —DRBIFIC, 7774 TR, 22— =D A LT
T ANERELRD LN TEALERH Y T, NAT L — A TREINTOBIAHEOES, —r—
DOEREO =N 2—F =B RRA T =X ANTHHERH Y £7,

-out : ZDO/RT A —21F VERCH OFEBEDS OpenSSL IZ K » TIRAFEN D G2~ L ET,
-subj (f51))
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B vr—as

*+ C=US:

+ ST=New York : /I

« L=Brooklyn : 7T

« O=Acme Co : FTH#H D4

« CN=tgapp.acmeco.com : Cisco Secure Malware Analytics 777 A 7 > A @D FQDN (FER{Efifi K A A >
£) BAJTLET, ZOARNTIX, Cisco Secure Malware Analytics 777 A 7 2 AD KA "4 (Z DO
Tldtgapp) &. BHHT D KA A 4 (ZOBITiL acmeco.com) NEENET,

BE
Cisco Secure Malware Analytics 7 77 A 7 LV AD 7 )V —v A 2 —T A ADFQDN & —E7T 5 Xk 9

(2, A b a2 AR T DLEPH Y £,

ATY T2 HLWSSLAFAENERK IZ 5, [SSL F— (SSL Keys) ] ~X—7 5 Cisco Secure Malware Analytics 7
TIATVAGEREET v 7 —RLET ( [SSLEEHEDT v 7 u— kK] 22M) , ZhboT 3o
ATHEENRVHEE, EA—NL X2 T4 TTIAT LV AELIEWeb EFXFa VT 4T 7T T A
\ZREFAE (cert 77 A VDR) 27T v 77— RKT50ELH Y £,

O N L) ) N ]
7)Tr—2 3 ERE
Cisco Secure Malware Analytics 777 A 7V ADT 7'V r—3 3 VEREX, ZDO/SF LTI
ij‘o

=)

TitaniumCloud, Umbrella (OpenDNS) . VirusTotal &\ 728D ¥ — F3—F 1 HiHEB L O
T v F A P —ERLEDOFHA % [Integration] X— TV EFHLTT 7747 A THERT
TET,

770 NRBET7 =7 L— 3 UHEE (v2.8 AR THRIAIRE) T, 7 7 U KR =2 RAFA U I
PLFD X 5 Ik STV D854, Secure Malware Analytics 78— 4 /L Ul G, Secure Malware
Analytics 7 70 R A VAL AT LTk 7 = U 2 ETT 547 v a o —§— (24
eI E7,

)

(G£)  Umbrella(OpenDNS) 3L SN2V E . 3 LAR—F (CloudUD) D RAA =T 4T 4
=D whois [FHRITER RSN EE A,
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FIE

ATy T

ATvT2

[#8mk (Configuration) 1>[7 FU 47— 3 VE&%E (Application Settings) 1> [#& (Integrations) JIZfHE)
L/i-a_o

36: HEEER—D

Malware Analytics Appliance Home  Confguration  DOCUMENMAtON  SWbA OpnnOns Suppon

Configuration . Integrations
» Authentication ClamAV
« Apphcation Sottings ALOTats Lipdates
integrations W) Erabied

Lichnss

Malware Analytics Cloud

Sara

Rubwork Exit
Prozxy via Dty
= 0N = w

Titanium Cloud

AL

Lisarnaime

Password

Umbrella
Token

VirusTotal
URL

KEY

© 2021 Cmon Synnemrs e Onoo, Cases Systen and Cres Systerm logo ans regritered wacemarnis of Crico Systems, . anclior ns sfiees in the U S and ceran ofer coumtne.

[#i% (Integrations) | AR R IILET,
[Malware Analytics Cloud] T, [USCloud] £7zIX[EUCloud]Z &R L £9, @R L7=27 77 K¥—E R (US
959K E£HIXEUSYSOR) OT U "vbbHZ el LET,

GE)
FIHNETIE, vV 2T 9770 RO —Ya i [EL (None) [ICERESNTCVWET, 77T K
NR—=Z2DFH N T DI, BN TFHOMWREFEITTIMENH Y £, FHF = v 7 OFETICHE
TAHERIZ. THEH (138 2—) | #BRLTLIIEEN,

Cisco Secure Malware Analytics (SMA) 75, Cisco Secure Malware Analytics 7 7 ¥ RIZHHw 3 572007 1
EYa=v eI ET, 77U REREN LT, YO TVBBLY I Ty TEEHATEEST, 20
FEREIZ L W, SMA 7 77 A 7 > AX Secure Malware Analytics 7 7 7 RNOHRT —HX R—ZAZRBETE F
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T, ZOT—H_X—=RTF, SMAxZ—V—aIa=T7 4 BERICL o THEEINE, RO En=77
AN (7o) BT AIERPRGFEINET,

37: 4TI E v aiR— K : Cisco Secure Malware Analytics 7 59 KD ') >4

/= Malware Analytics . .
=" Formerly Threat Grid Dashboard Submit Sample Samples Search Reports Indicators
I
Samples /
Filter APl & My Organization  Last 7 Days  Access:All 4 Search Malware Analytics Cloud [
Freeform v > Filename < SHA-256 Ty
Q search > www.cisco.com_.url Q4 e36d498... By url
~ Scope
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38:EAKIRZK : Cisco Secure Malware Analytics 7 59 KD ') >4

e Malware Analytics

Formerly Threat Grid Dashboard Submit Sample Samples Search Reports Indicai

@© Advanced Search makes ALL sample analysis data available for you to query. Try it now! Check out our Help to learn

Basic Search

# Artifacts Query URLs
|Q *cisco* X | Search fqg
@ Domains
Match By URL
= |Ps | URL w The entirg
http://f
*; Paths Date Range @ Host
| 03/10/2024 12:00 AM | | 03/13/2024 12:00 AM I
& Registry Keys The host
Scope for using
£ Samples m My Organization ‘ My Samples | P
Artifact

‘/ A SHA-2

& Search Malware Analytics Cloud [ URL SH#

URL

http://www.cisco.com:80/ Fg

GE)
Cisco Secure Malware Analytics 7 77 A4 7V ATIEX T —# X2 VT o MEESNES, v U =T o7
FURTH TNy 7T v T H2FETLTH, EBEOF TV T 7 A VARIZZ Z 0 RIZT7 v 7r—
RELFIEESNL FEA

ZOMEETIE. RO2ODA TV AV —ATORBEENCTHZ LT, TFI9A47 v ZADOEE
YRR L £,

cO—HAILAVTFIVOIVRRARNT : ZOT T T7AT VA LEDT —Z_—2|201%, DENZOH Shiz
77 A NMZEAT DERP R SN ET,

cDSYR AT TR R T : Cisco Secure Malware Analytics 7 7 7 RND Z OFEHFRIY K k
U T, SMA 2 —H—_—=2 BN 6 OERT —F PEKSNET,

ATYT3 ZMAENKLERw T A AFREANLET,
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B >cx

ATvT4

A e

GE)

ClamAV ¥ 7 X F ¥ L, BHBEEBMICEH T, T 74V N TAERDIR>TWET, v L7 =T 08T
ClamAV ¥ 7 =F ¥ #HMNZT 5 &, ClamAV DT A VAL T =F ¥ DT — X _X—A %M H LT, BEHO
N 2T EBRHTES X910 £9, [ClamAV] &2 > a o C[BEEE$ (Automatic Updates) |iXE
G TEET,

FA2 > 257K (ReversinglLabs TitaniumCloud™)

SESERI TR —ERADOHE~YN T =T 577y b7+ =&AL, 607 7 A VEBRZL T
H—ARB L O~V T =27 TS N=Z R LT T 7 A VERET D Z IR Bt o, B
FOSHE o2 E ST,

A ZRRT HI21E. ROLONMBETT,
1. URL : TitaniumCloud @ URL,
2. [A—%—% (Username) ]: TitaniumCloud 7% 7 > h Da—HF—4,

3. [XRTJ—F (Password) ]: TitaniumCloud 7% 7 > K D/XA T — K,

Umbrella (Cisco - LARTD £ Hill& OpenDNS)

Cisco Umbrella ZBEFOEX 2 VT 4 A V7 TARNT 7 F X ITHAGTHZ LT, DNSETEREDOH D KA
AvEPR Ty L, UTIAEA DDA LTIV 2 AL, o F2 VT 40 V—1L tiE
THILET, wAU=THREZGZETEET, ZhICLY, 2—F—REZEOHLV 7527V v 7 L
D, BYRELERMN 7 7 ANVERWED LESETH, w7 Ra~vr R7 v Rary be— b h—3—
B LY, BEOHLI A a—FRE2 X yra—RLEDT52 20 <2 EMTEET, CiscoUmbrella
EDOMEERTT HITIE, Cisco Umbrella R —Z L CIEHIIBEILC b= Vv EBELET,

GE)
Cisco Umbrella FE & 1215, MR 2 F 72138 3 @ Investigate 7 1 & ADBME T,

VirusTotal

VirusTotalix, B> L W7 7 AL & URL 20T L, VANV A U—Ah, baAfDOKRE, BLXUOHHWLHTE
O~y =7 T 28EIOY—E2ATE, X2 U T @M EfHRICHE TEE T, VirusTotal &
X2 UT A AT ITARTIITFXICHAETHZ LT, KE TN~V Y 2T T —FX—=2A~DT 7
TR LW ALY =T RHBT o~ AU =T AT OMEE. BEXOESEDLWURLRS Y 7 A L&’
Ny 7 ATHITLEREICED, v~V = THREZEGETE £7, ViusTotal St B 2T 212, 777
AvET 7T 47 L, @WYIRAPIF— & L BIZT 7T 4 b ENTaA v A X 2 ADO URL & f2t4 2 %%
N E9,

[fR7F (Save) |27 U w7 LET,

R
HLWT T IAT U AZBATSHE, T4 ALK SN, [#/K (Configuration) 1>[5

A4t X (License) 1 X—YD[H—nR—MmMbF54 2 XZEE1E (Retrieve License From Server) ]
REUBEDTIR0 ET, 7L, ZREREELRWEES, ERIERRT—2 (T80 R
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sqevz ||

MWHAL DT FTTHDHRE) BHHGE, T4 A FRAU—REEHITREER LI
7277 A0 LCESERESNET,

[Z4 >R (License) | X—VZHEHL T, A4 B AERERTELITEHFTEET,

FIE

ATw 1 [#k (Configuration) 1% 7 %27 U v 7 L%,

RATY T2 A RFEF—2a TP FTUr— 3 VE (Application Settings) 14 B L. [Z4 X (License) ]
EEIRLC[ T4 2R (License) | _X—TY &R & 9,

X 39:[54 >R (License) | R—

Malware Analytics Appliance Home  Confguration  Documentation  Status  Operations  Support 9 L o

Configuration e License

> Authentication Applignce K

~ Apphcation Settings

Integrations . .
License Details

I License

Licenses
et di ThreatGRID QA

Proxy wia Dirty
» General

Email

g etaoning Busingss

TheatGRID QA

‘Walldity
2022-02-02 00:03:54 - 2023-02-02 00:03:54

Submissions
VOO0

Upload License Retrieve License From Server

© 2021 Casco Systernt, . Cisco, Citto Syaterma. ond CHco Syitems kogh o registeced rodemarks of Cilco Systems, InC. onclior s SMBA1SY in the LS. and ceran other Soufilres

ATFYT3 T4 RET v7ua—RTE30h, P—_"—oHWRELET, @, © 7 XY v T I I9A T ADTA
B RAET v Tu— RTAHLERHY 7,

AL VADT Yy TO—RAE:

a) [ZA4ERD7 vy 7F7A—FK (Upload License) 1227 Vv 27 LT, [FILWSAE2RODT7y7TA—FK
(Upload New License) ] ~—Y & BE £,
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B >tx

W:'SAE>RO7y FO—F’

Malware Analytics Appliance ~ Home  Congumton  Documemation  Swts  Operasions  Suppon @1 %k

Configuration e License
3 Authentication Upload Mew License
~  Applcation Settings izt
----- BEGIN CONTEMT== ===
IntEgrations
License
Nabwork Exit
[Prooy wid Dirty
> General
3 Nebworking
.
.. &
Choose License
Pazsphrase
=R

& 2021 Cisco Systemns, Inc. Cisco, Cisco Sysiems and Cisco Sysiems ko are registered rodemaris of Cisco Systems, Inc. andior its aMikates in the U.S. and cerain other counires

b) [TA4 2 RXDFER (ChooselLicense) 127 U7 LT I7AILIHR—T v &BZ. CiscoSecure Malware
Analytics NOZITIST2T A VAT 7 A0 (7 7 A NVOYLRF7 lic) 2R T, [BA< (Open) ]
Vv LET,

TABAONEN[ZA42R T74)L (License File) 1 7 1 —/L RIZIBIIES N E T,

¢) Cisco Secure Malware Analytics 2% (lic 7 7 A /L C) #ft L7z XA T — K% /SR 7 L—X (Passphrase
) 1 74—V RICAA L, [RTF (Save) 1227V v 7 LET,
BBV ETHDL L ERTT 7— IRFRENET, EREEOMEA ] 228 L T7Za0,
Y—N—oDS5A(4A o AOBMEHE :
a) [P—N—Mm554 2 RXEm|EF (Retrieve License FromServer) 1% 7 U v 27 LT, 74 A &5

LGEmLET,
b) [fRfF (Save) 1227V v 7 LET,

B AVLETHL L amnd 77— FAFRahET, MRAEOWN] 2R L T 7EEN,
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Network Exit

Network Exit .

HIPFRAZRGATIE, ~ VT = T B W THEHERMEICR 2 2N BHV ET, vy =T
DWW OO OFEREIT, B RIGATIC X > TRARZ FETEMEL 348, FOMOFREEHIIE
OEEZE Z—7 y MTT RN H Y £9°, VPN OEE & [FARIC. Network Exits £ — R
(v2.43 UIBETHRIMATRE) Ik T A AERIND TR TORERY FU—27 R
ZOWFATTHRT LI L2 ICFRENET, BT 7 A VDN ABICEAA SIS 720, FR—h
AB TNTFENCTA VA M= NVERTEGHTHILELILY THA,

\}

FIE

G¥)

T, FOY A2 MZHOWTIE . [Threat Grid I ER P B LI OR— ] 2L TLEE
W,

tg-tunneland v2.4.3 : LLRIIZ tg-tunnel 25 L TV 25815, v243 %24 A b —/L T 5HIIZ,
Network Exit (CMBRFFEDIP T FLALR— b ~DT 7 MY RENT T 40w 7 BT 5
VENH Y ET, ZNLUSNOLGEIEL, VE— METOERZAENCT LRI, %4 TDH T

T4 DHEHATHLERDY ET, LWERIPT FLALR—- NI EEELEINE

ATw 1 [#% (Configuration) 1% 7 %27 U v 7 LET,

ATYT2 A RFEeFr—rarT[7FT)r—2 3 UEE (Application Settings) ] # JEBH L, [Network Exit] % i3
R L T [Network Exits] O#p~— P 2Bl & £9,
ZDOR—=VDOREICL T, OV 7 OFE(ERFIZ Cisco Secure Malware Analytics 78— & /LT i #]
AE72 [Network Exit] 47> a 3k £ 0 £97,

[ 41 : Network Exits #% X

Malware Analytics Appliance Home  Configuration  Documentation  Status  Operalions  Support ® L ==
MNetwork Exits
Mode
Local Onlly o
© 2021 Cesco Systemns, inc. Cisco, Cisco Sysiems and Ceco Systems l0go ane regishered rademaris of Cisco Sysiems, Inc. and/or &3 affilates in the U5 and cesiain offer countries
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Admin Ul |
. Network Exit

ATV T3 [F—F Mode) | RKey 7 XU ARG, [B—H)LO#H (Local Only) 1. [JE— FD#H (Remote
Only) 1. [A—AJIEYE—FDEA (Both Local and Remote) ], F7iF [T alb—L3>DH
(Simulation Only) ]Z &R L £7,

[A—AhHIIDH (Local Only) 1 F7-1X [ E— D& (Remote Only) &N LIZHA, 77U r—ra
Ta—H—FZEho6Dr7varoihzafEHTEET, [B—hIEYE—FDMEA (Both Local and
Remote) 1% &R 2 &, 22—V Il FOA 7> a v EEHTEET,

[2alL—Y3>DH (Simulated Only) ] Z#84R L7284, APl 2—H— L Ul 2—¥— %, A~
76 | — 71 )L Cisco Secure Malware Analytics 777 A 7 2 AN OEH LI H Yy NU—27 VT 7 ¢ v 7 &k
TOHAT v a v EBEBRTEERA,

FIAR= "Xy RT—=Z~DT 7 E AL, DNSL v I T v 7Rty NU—Z&THREHTH-> THEF
ENFER, TRTOYALT =T 8T 7 4 v 7%, REFHDH —T 4 DNS h—"—2HH LT, ¥—
FAA L BE—T oA AMOLRIESNET,
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Network Exit .

2:9 0 TILDEE

Submit Sample X

Submission Type Upload file Submit URL M Lookup

Options
Tags
ACCESS Mark private
MNaotification Email me when analysis is complete
Virtual Machine i Use best option v
Playbook None o

» Description

Network m As Needed | All Simulated
Simulation @

Na network traffic will be simulated

Network Exit g | |@ RMT - Unspecified - Remota v |

Caliback URL

Runtime 5 minutes o

Password @

» Sample Rules and Artifact Retention Palicy

Create Options Template | Cancel

GE)

OHHICRy N8R E Y I 2 b — AR ERELHIZ LBV ET, Xy FT—F Ialb—
Ta it ENLSADOFETIE (F3MoBEBT) HEHTERWARBERH L~ L T =T TRy
NI =2 VY =R T HHEEZT YA NMIRELET, 22X, Ty 7 AN =A% —R—=IT
JRATERWGS, = "=RF T LTWDHA, DNS La— KB kbhHe, 3710
FATREHERZ N EIE 5720127 U b T » REEFICHHT 2 MOFIR3EH S TWaHEAIC, Ry
D= 8ia Y I 2L — T ARy MU= VI alb—var I a VERIRTE T,
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B orcoEs

EBIT, Ry NIV —=7 v Ialb—valid, T XY v T T T ITAT U ANOERTikEV R Ebn<
ONREEL, ENOLOT T IAT AT DY T NOFITREZEET LI ENTEET,
PTG ORY D=8 L2 alb—a A 3 id, Cisco Secure Malware Analytics Appliance
V2. 7.1 LB CEH TE £9, FEMICDUVTIL, Cisco Secure Malware Analytics 78— % /L Ul DA 2 T A L~
NTRE Y 7B LTSN,

JOXTNDEH

FIE

SOCK5 X, 7uaXxo —R—2 N LTI IA TV hEeP—R—[Txy hT—7 v &
Rt HA 02—y T haL T, 7FI5A TV ADKE —F 4 A X —T = A ADNEH
P R—|CRFETX AR VEE, SOCKSS Fux ik, EFgas A v ro— RNT+5 k51 kEn
TW5,

AT w1 [#k (Configuration) 1% 7 %27 U v 7 L%,
ATvT2 HA R FE5r—varT[7TVr—2 3 UERE (Application Settings) 1 # /B L., ¥—T«fEHBTTN

F AR LT, [FBEE (Authentication) ]k~ —T AP £,

ZOR=VOREICE ST, BT s o08 7 u— RER SN S [EHF T OFL (Updatesproxy) ]
DT> arnRkED 7,
E43: 70X REOER

Malware Analy‘[ics ,ﬂ\p_:]liance Home  Confguration  Documenistion  Status  Operaions  Support @ L- &

Configuration o Authentication

If thé appiance’s dirty intefface cannod reach Cisco updabe sarvens without gong theough a SOCKSS proxy, configuring this will allow updates 1o be
downicaced

¥ Authentcation

+ Application Seitings

: At this time, this prowy is not used for anything other than update downioads -- sUppon snapshot submissions, remots exit traffic, acoess to remote suppon
o s intd SENVICE o direct madveare trafic wil not use this proxy. This may changs in fulrs releases

Licones Proay Mode:

Network Exit SocksS Proy

Proxy vis Dinty

Hest

» Genarsl

socksS acme test

»  Networking

© 2021 Cinco Systema, Inc. Cisco, Cisco Systems snd Cinco Systemas kgo sw regatensd trsdemarks of Ciaco Syssems, Inc. sndlor ity sfbistes in the U S snd centsn other countries.
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N |

ATwv73 [FAFL E—F (ProxyMode) 1 kry 7 ¥ w2 U A R, [Sockss FAF2 (Sockss Proxy) ]% iR
LET,

ATy T8 [[RR b (Host) 17 4 — /L RIZHEA REATLET,
ATy 75 [[R—bF (Port) ] 74—/ RIZKR— &2 ATJLET,

£ %

Cisco Secure Malware Analytics 7 77 A 7 > AD— XA/ AERRGR E 1L, [ % (General) ] A
KFEesr—varoFicdhy E4,

VT UYDER
[>T Y OFH (ContentUpdate) [IZLVD ., TTIAT VAT TI7A4 T  ADOFEFFIEK
BOMEA P — 2 2 HBICZETEET, BIZHBNICZET DI, [TV HE

# (ContentUpdate) ] AA v F % [H% (Enabled) |DNEIZUI VB Z2MERHY £9, [=
7Y OFEH (Content Update) | Z AN T HIZIL, IROFIEEZFATLE T,

FIE

AT w1 [#k (Configuration) 1% 7 %27 U v 7 LET,

ATYvT2 A RFEesr—ra T (General) 1%#EBL, [a>T U YDEH (ContentUpdate) ] % 3R LT
[AYT U YDEH (Content Update) ] X—T & BH& £,

Y:aAvTUOYDEH

Malware Analytics Appliance Home  Configuration  DoCumentation  Status  Operstions  Suppont @ L 5

Configuration o Content Update

Content Updates

The appliance can now be updated with essential content updates.

»  Applcation Setlings Behavioral indicators: These surlace key traits and behaviors that have been identihed either as malcious activity or otherwise useful 1o an anahys:
v Genersl

¥ Aushenbeation

it ks recommended that content updates be enabled for the appiance to keep it up-10-date with the latest Behavioral indicator reviskons, Once enabled,
ComMent updates will be sutematically installed, and thene s Mo TUrther ACTon requined

Content Lipdate

Date and Time

Ernail Content updates are available 1o appliances running cnly the the katest relsase
Nolifcations Content Update Datails are s@en atl Operalions -> Content Updati
Syslog @) Erabled

»  Networking CABDES 10 S Mk

i SO O O WANE CRUSTS

& 2022 Cisco Systems, inc. Cisco, Gisco Systems and Cisco Systema kogo are registered trademanks of Cisoo Systems, InC. and/of its afiiates in the ULS. and cerain other countres.
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(6=3)
[Content Update] Z HXNZT D&, 7 TAZNDTXTDT TI7A4 T U AREFHINET,
ATY T3 AL v TF % [ (Disabled) 175 [H%) (Enabled) 112810 B2 7,

GE)
BT HE, REOT TIF7A T U ARHFF =y 7HRIZarT oY EHFNRF T ye— RE, @HINE
—/9)40

ATy T4 -7 (Save) 1227V w7 LET,

=L

Cisco Secure Malware Analytics 777 A 7 A & g fIIZEE ET HBRIZ, Network Time Protocol
(NTP) #——ZfEE L CTHAM ERRZ5E L £7, [BfF & (Date and Time) ] ~—
VEMMA LT, NTP = "2 BN EITHIFRTE £,

FIE

ATv 1 [#k (Configuration) 1 %7 %27V v 7 LET,

AT T2 A4 R Fesr—va T (General) ] #/EBH L, [BftELEERE (Date and Time) ] Z 3R L T [Aft
L B8 (Dateand Time) | X—Y &R & £,
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Ex—1 [

45: B
Malware Analytics Appliance Home  Configuration  Documentation  Status  Operations  Suppont @ L-| =2 crcum
Configuration e Date and Time
3 Authentication NTP semvers
» Application Settings Lo’ ; ® |
~ Gonoral _+
I Date and Time [ Enable above NTP servers on clean
Ermad
Mathcations
e =

~ Natworking
Nabwork

NFS

Clusbering

© 2021 Cisco Systems, Inc. Cisco, Cisco Sysiems and Cisco Sysiems logo are registered rodemarks of Cisco Systems, inc. anclior s afiiales in the U.5. and cerlan ciher countries.

AFw T3 NTP Y — "—DBINE 7= 13l

[H T A2 EB T LTHIOT 4=V REBIL, NTPH— "B EIXIPT FLAZ AN LET,
MBS C TR IR L £,

o = REHIETDICIE, X T A 227 v s LET,

ATy T4 [{R1F (Save) |27V v 7 LET,

EAXA—IL

e
it
RE

Cisco Secure Malware Analytics 77 7 A 7 > AOYM¥ ~ b7 v T, B A—ILD
TWET, ZHOREF, [BFA—IL (Email) | X—Y TEHETEET,

FIE

AT w1 [Hifk (Configuration) 1% 7 %27 U v 7 LET,
ATvT2 A4 RFesr—ra T (General) 1 ZEB L, [BFA—IL (Email) ] ZRIR L T [SMTPOERK
(SMTP Configuration) ] <X—Y % & £,
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46: SMTPDE5%E

Malware Analytics Appliance Home  Configuration  Documentation  Status  Operations  Suppont @ L-| =2 crcum
Configuration e SMTP Configuration
From Agdness

¥ Authentication
RNTEAGKLCOMm

» Application Settings

Upstream Host

~ Goeneral
Date and Time ok cia
I Ermast Upstream Port
Natihcations il
Sysiog Encryption
~ Natworking Heorm ~

HNatwork

Upstream Authentication
NFS . 5
Clusbering

© 2021 Cisco Systems, Inc. Cisco, Cisco Sysiems and Cisco Sysiems logo are registered rodemarks of Cisco Systems, inc. anclior s afiiales in the U.5. and cerlan ciher countries.

ATvFT3 EFEEMZT, RE (Save) 127V v 7 LET,
RNV ETH DL L 2R T 77— MRFRREINET, HEREREOwEH] 2SR LTI7EI0,

ATy T8 [TRAE A—=)LDEE (Send TestEmail) 1 %27 UV v 27 LT, SMTP#k%E7 A b LE,

Cisco Secure Malware Analytics 777 A 7 ZA DMK ERFIZ, EF A=V THRAZZETD

Lo L £, [BHF (Notifications) ] ~—T 2 L T, ZEHLZBIMEZITHIERL
D, WHBEEZER L) TEET,

FIE

ATv 1 [#5% (Configuration) 1 ¥ 7 %27V v 7 LET,

AFvT2 A4 K Fesr—aT[—HR (General) ] #JEBI L. [&%0 (Notifications) ] % &R L C @40
(Notifications) ] X—T %#Blx £ 9,
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Syslog .

47:58%0
Malware Analytics Appliance Home  Confguraton  Documentation  Statss  Operatons  Support @ L-| u
Configuration e Naotifications
3 Authentication Recipient
¥ Email Addrosses
> Application Settings
aminacme tes b4
v General L L
Dabe and Thme a5 ]
Email Matification Frequency
Matificatons Critical
Sysiog Every 5 minutes -
i Mo =crithcal
Evary 4 hours o

D 2021 Cisco Systems, Inc. Cisco, Cisco Systens and Cisco Sysiems logo ae registered rademarks of Cisco Systems, Inc. andior its afiliabes in the U 5. and ceriain ciher countries

ATv T3 [%E#H (Recipients) ] T, D72 &b 1 NOBWEHZEZED [ETA—/LT KL A (Email Address) ] % A/
LET, BHOET AT RLAZEBMTA2XLERGHLGEIE, [H 7422270y 7 LTHOT —
JVREBILES, HEIZSCTRYIELET,

ATy 74 [E@ASEE (Notification Frequency) | C. RKr w7 H 7 U A ik [HK (Critical) ]H L O [FEEK

(Non-critical) ] DF¥EEEIR L £,

ATy TS [R1F (Save) 1227 U v/ LET,

Syslog

[ AT Lv JH— —1F# (System Log Server Information) ] ~2— 1%, Syslog X vE&—F8
X O Thread Grid @ %2 22T 5720 D Y AT s JH—_R—DOREIMHEH SN ET,

FIE

AT F1 [k (Configuration) | %7 %27V v 7 LET,

ATv T2 A FFEesr—v a0 C[—H (General) 1% @B L. [Syslog] ZiER L C [ A TLRAY (SystemLog) ]
[H—/\—1E#] (Server Information) 1 <— Y% & £,
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Bty

48: AT LOTH—/\—iER

Malware Analytics Appliance Home  Configuration  Dotumentaton  Slahs  Operations  Suppon @ L ==

Configuration . System Log Server Information
»  Authenbcation
»  Apphcation Settngs
w Coneal Host Port
Diate and T
Eima Protocal
Mot atont. uoe -

© 2021 Crco Syssems, e Caco, Caco Sybasms and Caco Systema I000 S FeQsiered FIMans 0f CISCO SySIems, I Bna/or £ BRGIES T U S Il CAMan 0! COunimnes

ATV T3 ZOR_R=VDT 4=V RIZAHLET,
«7RX M URL (HostURL) : ¥ A7 AmZH—"DFRA M EIZURL ZAT LET,
e RRA M R—Fk : b—ROFR—- FEBEEAHLET,
Ak Ruy T H Ty JARND TCP 721X UDP i8I L £7,

ATy T8 [{R1FE (Save) 1227V v 27 LET,

2y RIT—%24

Cisco Secure Malware Analytics 7774 7V AD % v b T — 7 FENREX, [y RT—F 7
(Networking) ] %A ROFES =T a O TFIZHY £,

Yy kJ—7

HIHRREIZDHCP 2 L7=%. 3 oD%y hU—27 3 _CIZBIL T, IPEIY 4 T% DHCP />
SEERREIIP 7 R LU ACHRET 2 LERH 5551, ROFEEZETLET,
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w2y r7—5 I}

\)

GE)  AdminULIZ7—hY A =2 MV EARGELER A, ol — MU= A Z AT L TRIET D

ELAIMInUIIZT 7B ATERL RV ET, Ry NV REEZEEHAA VX —T =2 ATHE

ITLEBAIE, avy Y=L E2FHL TRy NV —VREAXZBEETHLERH Y £1, Admin ¥
F7ERTHIIEV., Admin Ul TENRAZEIEL T, HEEHTE £7,

FIE

AT w1 [#ERk (Configuration) | ¥ 7% 27V v 7 LET,

AT9 T2 A4 KFEF—va Ty bT—F2%5 (Networking) 1 ZEBIL. [®*Y tT—%2 (Network) ] % i
WLT[RY FT—2 %MK (Network Configuration) ] ~<— %R & £,
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| T

R 49: v FT—YRE

Malware Analytics Appliance Home  Confguration  Docurmeenstion  Statet  Operstiond  Suppont

Configuration ' Network Configuration
CLEAN interface

MAL Acdmss B3 THE0AT 08 1P Asdmss 10,50 2,104 (DHCP)

IF Assignimend
STATIC w

IP Address
10.80.2.104

Subnet Mask
255,755 2550

Gabiwiny
10.50.2.7

Host Name:
WP A TR0

Frimary DNS Server
]

Secondary DNS Server
2]

DHRTY interface

MAC Asdiess S485TISHAT0N 1P Asdress 10.90.1. 104 (STATIC)
1P Assigrament

STAnC -

IF Acidress
T 501,004

Subnl Mask
2552552850

Gatairy
105011

Frimary DNS Server
10.8007 .10

Secondany DNS Sarver

]

ADMIN mierface

MAC Asdress £0ca6:67 J6eded P Acdmas 10.90 3104 (DHCP)

P Assigriment

STATIC bt

1P Aodress
1050 3104

Subned Mask
2552552850

Gatswiry
10.90.3.1

Host Name
WIS TBO0RS

=N e

© 2021 Cisco Syithea, e Oiies, Ciste Syiherma and Cista Syiberd log s regrbived biademarks of Ciica Syiter, Ine. ardior 5 aMiates o the L5, s certan ol &ourried

ATV T3 ROT 4 —VRIZASLET,
G¥)

Admin % v N U —7 OFEIL, Secure Malware Analytics 777 A 7 > AOHtE v 87 v 78 L UM

12, Admin TUI Z2fH L CTiThiIL TV ET,
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ons oz ]

[IPEIYHET]-3 2T RTOA > H—T =2 ADRKavy &7 AL (Clean, Dirty, XU Admin)
M5, Static Z3EIR L 9,

s[IPAddress] : 7 V— F23&—T 4 Xy NU—0 A B —T =2 ZAOHHIPT L AE2 AT L%
@—O

[HITHRY YR ES— R4 (Subnet Mask and Gateway) |- XY hT—2 A L HZ—T = A AD
AA T TATENET,

s [RR & (HostName) ]: ¥ — "—DFEA MEATILET,

«[F54<') DNS H—s3— (Primary DNS Server) 1: 774~V DNS % —"— 7 KL Z2Z AN L F
‘é‘o

«[EHh %) DNS H—s3— (Secondary DNS Server) ]: =5 > % U DNS ——DE#RE AN L E
R

GE)
ADMIN Interface : IE¥ % @32 X5 AdMIN S N T 7 4 v 7 BFL—T 0 7T 512i%, [IPEIY
LT (IP Assignment) ] T [DISABLED] &R L £9°,

ATvT4 [RTE (Save) 127 Vw7 LTRy b=V REEZRFLTL, [7Y T4 71 (Activate) 15227 U v 7
LET,

BREVPLETHLZLE2RTAyE—VRFRINET (BREEOHEM] 228]) .

DNS D% E
F 74 RT, DNSIZF—T 4 A H—T oA ZA%MEH L %9, Secure Endpoint 77 A ~—
N7 ZORRE, METDT TI7AT U AERIFT T —ERADEA NN —T 4 AV F—T =
A AT TE 2V (B )= AV Z—T oA APMERAENDT=0D) HEIE. 72—
A B =T 2 A A&fEMT 5 R0 DNS #— 3—% Admin Ul TR CT& £97,

F|iE

ATv 71 [#5k (Configuration) 1 %7 %7V v 7 LET,

AT9 T2 A4 KFEF—va Ty bT—F245 (Networking) 1 ZEB L. [®*v b7—%2 (Network) ] % i
RWLUT[®Ry FT—2#E (Network Configuration) ] _X—YZBR& £,

ART9T3 =T 4 Xy hU—2 LIV =Ry hU—ZD[DNS] 7 4 —/L RIZATTLET,

RTv T4 [fR1F (Save) 1227V v 7 LET,
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B vrs

NFS

Cisco Secure Malware Analytics 777 4 7 > A (v22.4 LIKE) 13, NES KA b L— U ~DH; &
&Ny 7T 7 NFSHHREA N L—UN60T7 =X Ok, EHl2, T—FX—R%
ZEDIREEIZY &y B LTCRIRO ANy 7 7 v FOu— REAFEICT DHfEEZ P R— F LT &

B

\}

GE) VUkyhNI. 77I9AT L ADIA T TaER LT RA-TEY, T34 T ANERFZ
W2 L CEEBNICHAT SND 22T 5720 E, Ny 27 v 7H#FEO DI b H
EnET, TOHMICELZYA 77 at 2L, VAN 77— ba—F— 2T TICFEEL T
FINB, NI T T EEITTHEODO VAT AOEITITE L TWERE A,

AT UVE, = R8T T — 2B TH D goeryptfs ZfEAH L TR 5L S
iﬁ‘o

)

GE) Rugp—< A LOHBANS, 77 A NVEORFELITEIZ 2 > TV EJ, Cisco Secure Malware
Analytics NOH TV EZDMD a7 7%, EO XD R THILOART CIERFE IR

Wiz, BEOITAT — 2 BRI T 522 213H 0 £H A,

THEHAORNC, R¥a A M LRBHANVELES ZLE2BIBEID LET, Ny 7T v 7D
FEREICPIT D3 ¥ 2 A P2 AFTEET, AT IANC LS BHANTIES 2 L a2m<
B LET, BMOFIMTERE FINEIZOWTIE,  [Cisco Secure Malware Analytics Appliance

Backup Notesand FAQ] #Z M L T 72 &0,

NFS E4
NFS Ry 77 v T A L=V ~DE L ENT- Ny 7 T v 7 2FEHET 5121, kD NFS B
AWM TVERH Y £,
« Cisco Secure Malware Analytics 7 77 A 7 >V ADEA L X —T = ANDT 7 & AAHE
72, TCP %/ L7=NFSv4 7' b I L& EITF A0 ERH Y 97,
o b—ha—%— (UID0) OEANR<T > hTEET, =7 MEZ UID 0 2355 X4 TV
52 L EER LT &, Windows NFS FBH 21X, ZDOHGATICEZIALTEZ S UIDO
@:L"‘qj:"—z)i%g/cj—o

)
G¥)  Linux —/X—D¥A, root_squash I£7 7 4 /b b T AIREZR D

THEETIHY FHA, 72720, BERRECIE, no_root_squash
ZBIMTEXEEA,

RSN TS T « L2 b U IE, nfsnobody (UID65534) CTEXIALARETH HLENH
@ ij—o
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| Admin UI

I |

« nfsnobody | & 5 EXIAHLA~D T 7 A VOABITZ4TF, nfsnobody & 72 1% nfsnobody
& L THEITEIN TS Cisco Secure Malware Analytics 777 A 7 A TOME—D 7' 1
YR, F—Z O SLICET ST u AT, FL—rT XA MF—ZIE, R/ME
ROFANZESNWT, & SE Y7V —DENO2—YF—T 7 F TAR S
F9, 77747 A LD PostgreSQL H— B AL, Elasticsearch 7 —# 07 U —|Z
77 AT& £ A, Elasticsearch ¥ —E A%, PostgreSQL °7 U —¥'5F—Z |27 7
TATEEFA,

e nfsnobody 7 1 U > M EMEHT S & BRENMIFEILIN, BAZ~v—H A NI LI
idmap.conf ZHEEE 4 2 NN/ 720 a—A Lt VE— DT H T MAB—FEIC
vy B TENET,

e NFSv4 H— _X— (L, I0GBEHA L X —T =2 A ARBTT 7B AR THLILENH D £
7,

s FRBRAPL=UBERTRRTOHLILEN DY £ ([N 77 v 7A=Y O
M)

-VX?A&i/k@/\"?%~5%{§Eﬂﬂ Li'@‘o rw, sync, nfsvers=4, nofail

N

GE) BETHNTA—ZEZANLRNTLLEEN, ZnbEHEETD
IWNTA=Z 2 FEHTANT L ENYR—FShRVOIZA
T, REZOEENEAET HAREMENDH D £,

o MESh7 NFS HE (721388 > TRESNTZNEFS b—R_R—~DP—E 2 ZRA o kLT

E) OFERE LT, 2L O5A, RELZHEHT 270 2K/ LET, Admin UL TO
COREEEELCHERT D &R LET,

NI T7yvTRAML—CEH

Ry T FARNTIZEETS56TBABAIAA N L —IMELDER A, Ny I T v 7 X
F7E ROaR—=3 P THR S THET,

AT H PR LT lH., HHINDODA ML —COKEDZEODTHNET, Nv 7T v
TANTO—FEa R —x 2 N TOT —ZREHE, HH D Cisco Secure Malware Analytics
TTIAT A Y —=RAMFICLEFE SN D LR URY v—LHilfRICiE->THY . =

DAL KR=R FOFRRA ML —EH&EIT41TB TY,  [Cisco Secure Malware Analytics
TTIAT AT —ZORFHIBET 2EEFEH] 2B LTI ZEN,

* PostgreSQL T—4# N—X X k7 : PostgreSQL A b7 D 2 DDy 7T v 7l {FF
ENTNWAREENRY 7T v 7D L—F LN ONSFAETADIC+47r—#ED WAL =
IhREENET, AFF500GB RICTAMENH Y £97,

¢ Elasticsearch X+ v 73y FA M7 : 85 1 TB RSGICTAHERH Y £,
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Admin Ul |

N7y TTPFEINEHE
WDy 7T P TCTFRENDIBEELEZBFBTHVLENHD £7,

Ny T TIZEENS : Cisco Secure Malware Analytics 777 A T L AD/NN 7T w7
TR ADRMOY Y —RE, ROBEMEO—FET—2NEENET,

* Samples
c NTER, T—T 4777 b 7T UMFE

e T U — g EO (Admin UL TR W) Bl ta—HYF—T7h o FoF—
2,

e T—HN—=R (a—VP—BLUOMMEET)
» Cisco Secure Malware Analytics /R — % /L Ul N T E ATV E T,
NI TYTIZTEENT L -RDO L DIX, Secure Malware Analytics 777 A 7 2 A /Ny 7
Ty Tt R IEGERTHWEEA,
* [System logs]
LIENCH T rm— FB XU, VR =L LI EH
+SSL F— & CAGEHELRZ G, 7774 7 2 A OpAdmin A > X —7 = A A TORERL

s FDMDEE : N /T v I RCHET I FOMOEEBEEFHIIRO B T,

* PostgreSQL ~N— A/ N 7 T S 24 WY A 7 LV TIATENE T, T—HX—RAD
Ny 2Ty TOETIETEETA, PR EBIENEFIZETT5 E TEENRRS
NnET,

« Elasticsearch /X 7 7 v 7% 5 45 & & WA TV E T,

e Freezer /N 7 7 v 1L, EITHON I T o T mbRkbii-A7 V=7 N4 5
72D, 24 B LSBT a 7 RFEA L IR EITT SN E T,

cHLNF—ZART DL, FILWMNL L2y 7T v TR N7 BMERSNET, AV
VINADEINT, TOFLWA NTIL, 24 BV A T VD= Ny T T o THT
DD ETHENTLY £EA,

NG 79T T—2DRE
Ry 2T v TORE, ROE T —FBMEEF SN ET,

* PostgreSQL : k& D2 ODIEH o\ 7T v T e ENEDNY 7T v TUBOTRTO
WAL £ 7 2> b ARFFENET,

« Elasticsearch : fxHi D ST DA F v 7 gy 2 EISIMEEFESNE T,

« —}ER k L— - i~ Secure Malware Analytics 777 A 7 > A [T S scE L &
NDbOEFECARRTARY =2 A T LTSN ET,
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I |

FEHRNC O TERT — ¥ 2RFT 256813, 77 A NVVATALAYERIZT vy 7 LA
YORFy T ay FeEYR—FTBNFS b —_"—%2fHT5Z L e BEIOLET,

T AR ZADR—=ANRy I T o 7E, FLWR—ANRy 7T v TRIEFIER S D £ TR
Fanxdt,

\}

GE)

PNV I AN —= Y TOREREZDY £y MEMEHT 5720, (K~ oA A=V DRy 7
Ty 7 at—NRAID-1 A hL—U 7 LA RIZE S IvE T, #I D Cisco Secure Malware

Analytics 7 75 4 7 AEF L (UCSC20-M3 75 v N7 4 —hE~_—2ALT5) (X, %D
ETNLED B A L—UA/NE L, Secure Malware Analytics 777 A 7 2 Av2.9 DA A h—
NZIT, D=y FREATE 22E K EN, RAID-1 77 ANV AT LDT 4 AT KD

25 % RIC/e 2 AR S < 2 £, TOHE, —vR@Mn b T—sh 7,

BOETNLDON—FT T T, 29V —2DA A F—L1%IZ,. RAID-1 7 LA DZEX X |
L— U8 25 % RilZ 72 5856, ZHUTEFRRETIE W=, I A X~ —HF R — M

BOELBERDHY £,

REFEABR D & 708 A

TGSH (v2.6 LLK) o strict_retention 7> a v &+ 5 & HELDT—FT 77 7 k
Z1I5SAMZBA THRIFELRWZ S0 REHIROBIRZHE ICEA T2 2 N TE X,
ZOF T arEAINCTLE. RUIOKK T N—= 7 DERIC, 15 B 282 TIREST
W57 7 A VHIBRSILET,

)

GE) 15 HOWMEREELIILEES L LITTEEEA,

T—=T 4777 e, YT VEEE, VU TADLERINEZZOMOLOEERL E
T T—T 4777 MTESH LAR— FOHTML G EN T ER A, 1 LAR— FOHTML
L AR SN TS B0 BAINOHIROKGR LR ET, T—T 4 7727 ML,

T =N FURMRA T v I A EENEE A,

strict_retention 47> 2 X, 7 7 4V FTIXER) (false) 1Z72>TWET, 15 HEZEOT —
TATT7T NON=RIN—=0 T H2HNCT HIIE, TGSH TZ DA T v a & % true ([T E
LET.

configure set strict_retention true

NG Ty THE
T—H DNy 7T v THEIRO LY T,

TN T—F 4777 b, LR—FDOSLT RN L—UOEA, TV s
NNy 7T v FEnNET, BT, NABRETIND L, 4P A 7 VTRELTWNDS
AT UYPRBINTIEESNET,
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* PostgreSQL 7 —# X—ZADPE | N—ZANy 7T v TR 24 WM A 7V TER S L, &
DOBIE. FTrICEXAEINET A R—2a LT YN 16MB D LEXUVMEICET S DL
W2, FRE ST, s a s T Y I B SV E T,

e Elasticsearch 7 — ¥ X— X D4, 2TV 3NN\ 7T v 7 X NI 5 5%y A 74T
BRI BmEnE T,

Ny 7T v 7OBEZHIEERITHETLZ L3 TEERA, HEALTETLE, A FL—Y
R, HIOMERRERE, N7 4 —< v ADF— " —~y N2 2 IEENEN /2 BT T
-3‘0

Ny g7y TEEDY—E REH
NPT w7 7av AR, ROV —ERABHMNERINDILGERHY T,

e [RYPT—=UR L= TO Y FENTULEHEA (Networkstorage not mounted) |
Ny RELTHERENTWD Ry hU—7 T 7 A )V Y AT ARERIZEEL T
% Z L &M LT, Admin UIOpAdmin CREZXHEMT 50, 77747 o A& HiH)
L\ij—o

« [Network storage not working (Y k7 —2 X FL—UAEELTLWERA) | Ny

7Ty RELTHEHENTWDE Xy RT—27 77 AV VAT ARERICEEL TS Z
LEMERLET, VAT LBNFS —"—OMEDOEENS 15 53 LANICEIE L WigE
X, 77947V AEFEHL T ZIN,

- [Backup file system access failure (/XY 9 79T T74IL SRATLDOT Y RXIZKREL
FLR) | BAZ—F R = FETBRVWEDEIEI VY,

* PostgreSQL MD/\y O 7y TREIOMYFELA : 2k, Xy 7T v 7 A NTREREIN

TN OR A b e (BB 24 A 2 L THEITEND) BAIDR—A Ny 7T v
TPTONDEHANORA > FETIEFEZRRETT, ZANTTTLHET, Ny s 7y 7
SETEERZINT, BT LIETEETA, ZORX vE—UN 48 K &2 2 Tt
SHHERITRMLSIGAICRY . I AF~— FHR— MIHEE LTI ZI0,

« ['Newest PostgreSQL base backup more than two days old (& #T® PostgreSQL N—X 7\
97w FIEX3BLULERITY) | : AT AL PostgreSQL DF LNWR—A R 7T 7D
AR L TW W Z 2R LET, BEShRWES, (F<RkY o251y
T T IRA L ENOIETT D DI ME R EZIABDFERRT = — BT 5720 0)
Ny 7T o7 X NT TOMEARKIR A2 <720 | ATHONDEITTITHLEE IR ALBRRF [ D3 T4
TEHRIZBAET, VAR — MIBHWEDEIZI W,

« [Backup Creation Messages (/X9 7y FTEBA vE—) | Nv I 7 v 7 ORMGE
TZIE MU =D SN 7 — 2 K L TV ET,

TV TATDES/INYI T v T (#ERL) : Elasticsearch 23BHIA LT, N7 7 v 7 A b
TIMERRAIRETCH DL 2R LET, ZOREIX 77747 U AE=HEET 50,
(NFS &M BAL—EZBERE L TV D 35E) TGSHIZH 77 & LT restart
elasticsearch.service 2~ REFETTHI L TCHETETET,
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[Appliance Backup]

[Appliance Backup] .

NI T TDALTTUA A= UHIERSNIzN Y I Ty TORT—8 %
BIDEECINLDYTLY P T5-MRHShFELL,

« [ES Backup (Maintenance) snapshot (...) status FAILED (ES/\w 97w 7 (A TF >
R) RFvToavhbk () ODRAT—RAMN[FAILED]IZH > TULVET) | : Elasticsearch
T—=HNRX=ADNNy I T T OEEDEH T, AT v 7 ANEFICEEZIAENRD T
ZEHERLET, NFSH—N"—ERE L TWTEXEERNH D Z 2R LET, MEE
RETET, R LAEVWEAIX, IAX~— R — MIBHWADELIZE N,

[ES Backup (Maintenance) snapshot (...) status INCOMPATIBLE (ES/A\w 9 7w (A

UFFUR) RFvToa vk (L) DRTF—4 XA [INCOMPATIBLE] T4 > TLVE

F) | TITITATVADT v L— RTH LU N— 3 > D Elasticsearch 31 > A [ —
NENTERZRIZOBFELET, Ny I T v TRANTRT v 77— RENT, HLNY
U= DHEBEEFFOL I ICRDETRARINET, ZOREOHICEENHE LS
By BHEMED RNy 7T o TS OEITITIE, WAL~ = —EZADTRBLEIT /D
ZLEWHY ET,

[ES Backup (Maintenance) snapshot (...) status PARTIAL (ES/\w 97w 7 (AVTFF+ Y
R) RFvToavh () ODRATFT—F AN [PARTIAL] IZHE>TWET) | ATk
D2ODAyE—=TDIHEDONTPNEFENTWET,  [Noprior successful backups seen,
so retaining (LARTICHRED L7207 7 v IREONSE 202D, TOEEMEELET) |

NI T v T FEET 2L OO TLN2WER) . £721% [Priorsuccessful backups
exist, so removing (LARNIZHREN Lo Ny 77 v FREET D720, HIBRLET) | (T
HRATT 272Dy 7 T v TEBIELE D E LTWDHEE) |

[ES Backup (Maintenance) - Backup required (...)ms (ES/\w 9 7w 7 (A VTF 2 R)
Ny o797 (L) PRERMDYET) | Nv I T v S0 EE A DRERN LT e
ABIZRALET, ZNELTLLZT—LITRY £ A, Elasticsearch TIXEWIHI /2 A >
THUAEFTATL, ZABTA RIVREEO VAT MY EEREZIALAMNEZRESED
TEBBVET, L, TRBERMBAD VI T B L CTRAETIHAILZ, AL —
ORI VAERETH, AR — NRBBERGEIEI DAY v — P — R L
TLEEN,

['ES Backup (Maintenance) - Unable to query Elasticsearch snapshot status (ES/\w 9 7 v
T (AVTFUR) :Elasticsearch R+ v 723y hATFT—2ADI T #ERTTEEYE
ATLT) | : Elasticsearch I[ZEE CX FHATL ., ZOEEL, N7 7 v 7 OER
DIEF B SN RICRE L ET, &I, T 7 I 47 v ZADREE L RIRHIEAT
L7120, ENOOMEOEBICERZES LERDVET, T4 T UV ARMUOETIE
FERIHEREL TS LXICZ O T —NRAEL, BO TR TE WIS, IR
~— PR — MIEWEHE T XN,

Cisco Secure Malware Analytics 777 A 7 > AD v 7 7 v T FETT5I120E, ROFIEEE
TLEY,
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. [Appliance Backup]

FIE

ATYFT1 INFS) IZHsT, NI T w7 DE—SFy vT 4 L7 MU EERLET,

ATw T2 [Hifk (Configuration) 1% 7 %27 U v 7 LET,

ATwF3 HA KFEes— 3 T [Networking] & B L, [NFS] Z i8R L T [NFSO#ERK (NFS Configuration) ]
R=UEHEET,
(G¥)
TTTAT ADHMRERICNFS OREXTET L, BEX—%2FoTWOHAIL. A7 v 7 3nbA
Ty SETEARTEES, 29 TRVEGARIE, NI 7 v 77 —2%2EnT 27O 5bd — %I
BIH20ERHY 7,

50: NFS DELTE

Malware Analytics Appliance Home  Configuration  Documentaion  Status  Operaions  Suppert @ L o
Configuration 0 NFS Configuration
3 Authentication State
DISABLED
» Application Settings
s Host
> Genesal
~ Natworking
Hetwork Path
I NFS
Clustering Options
L

F5 Encryption Key Hash

o key I Generate Ky || Liphoad 1
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ATy T4 ROEHRENILET,
¢ [Host] : NFSv4 "R A h¥— "—_ [P 7 KL AZHEHTHZ L aBEd LET,
« [Path] : NFS AR A h¥—_— LD rr— g U ~Offixf /N2, Z 2127 7 A VMR TESLE T,

AT ar . ZOV— 3—TNFSV4 (2% DIEUE Linux DT 7 4V MEEZEE T HLEND DA
FERHENAENFS~ Uy "4 TV ar, F740 MIrw T,
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Ny DTy TETE—4 Y k& LTO Cisco Secure Malware Analytics 7 754 72V AD ) £y + .

* [FSKF 54—/~ > = (FS Encryption Key Hash) ] : [F—®D4 % (GenerateKey) ] %7 U v 27 LT,

LW B b —% 4k LET, B TR I T v 7R ETT AL, ZOF—0DMEIRY F9, (£
DOEFE T, [Ty 7r—Fk (Upload) 127 Vv 7 LT, N7 v IlERX—%7 v7u—FKL
*7, )

ATY TS [fR1F (Save) 1227 Vw7 LET, X—UPEHF I, FSESIL/SRT—FF—ID BRFXRINFET,

ATvT6

ATy FT17

DRV HERONCRET DL &I, BB —ZHIBREIIFO A= FRT547 v a U RERENE
T, NFSHBANI/2 > T DN F—ERR STV WEAIL, [Upload| 47 v a v idFoRranE 4, F—
ZVERT % & [Upload] /R % > 7% [Download] R % &b £9, (F—%HIRT2E, [Fvra—F
(Download) ] AR¥ VBHFWN[T v 7@ — K (Upload) ]i27eh 9, )
(6=3))
XN I T v TR T A0S N-F— L FEC—&T 2548, 7Ty 7 n— RRREShz
NRADT 4 L7 b4 E—H L%, F—IDBERULICERENET, BoF—2fHESIic Ny s
Ty T EEITTHIEIITEEEA,

X—%T T 47T HITIE, [TV T4 74 (Activate) 1527V v 7 LET,

-
2PN EX—a NNy 7T v T L TERIMRET HET, Cisco Secure Malware Analytics [ = &' — Z &

FLEEA, ZOFXF—2fAEFITNNv I T v T2 TTHILITTE A,

(R 77 7 xEH—% v b & LT Cisco Secure Malware Analytics 7 77 A4 7 AD U+t v b | OftH
T, THFIAT ARy 7T v E L=y Fe LTy FLET,

ATFYT8 N7y FarFryoEin (110 2—) OHIZEST, XNyl T v IS —25EETLET,

N7y TETE—4 v k& LTD Cisco Secure Malware Analytics 7 754 7V ANt k

TITIAT AR —y b LUTHERT R, FHRRE INTIREBIZCT 20 ERH 1
F, TFIAT AL, ZORRETHESNET, 72770, RELEZZBICHEIRE SR
REICRTICIE, BRI EHEBRER LB/ 0 £,

A

AR ZoOVnbBREFTILL, BEENTAT 27— PWEINET, ¥ A7 2FEITT HHIC

FTANTOY=aT vamhr, BERICEEZHFITL TS, |

)

GE) Uty MI VIARNY TE=FCHEHATELEX27 VAT LRALLDOTIEHY £ A, DLP
A A= Z—ITHET DN, BERNITAT 27— 22T 7747 L AbERIT
HIER T 2D L TWDHDIE, VANV E—-RTOEF 2T VA TOHTY, 2L, UHIN
JE—=RTOEXF2T7IA47F, VEy MBSO TEHY FX¥A, EF2T7 VAT
E, BA A=V ESNDETHATERIRDT I IAT U APLE S, VY FTIE 7

TITAT ANy 7T v T8 HEHEPITHONET,
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B ss0vtur

F—2pYty k

7 —# U+ k7 ut AN Cisco Secure Malware Analytics 777 A 7 > A v2.7 LA CHHT &
. SHICEEICR Y LTz, TR TOBEMET — % OMEERBELRIET 5720, (U
HNRY F—hba—F— A=a—0) VA 7Tt ZFEKRE LTHRETTR, Vv 7R

ALY ARV=T 4 T VRATLAOR TR, TOEERSNLTOMORIER 7 VT &
DXy E L,

Cisco Secure Malware Analytics 777 A 7V ANIEFIZV Yy hand &, LT X L4E
JRODO/NAT — KPR —WIFREND L2780 F Lz Filla o A F—/LIEOEME & [H
CTY) . ZodEESNLET AT, BEREIHEEESHTL L)k THWEY, £z, Vb
NYE—= RLOREINAEEICR Y £ L. (U0 7 v AT, @i ORIETED LIZEE
WZOHRIEFICEE)T 5 Z ENAEETLE)

Cisco Secure Malware Analytics 7774 7 > A (V2.7 L) 13, 794~V 77 A VAT A
& LT XFS #f/H LEJ, Cisco Secure Malware Analytics 7 77 A4 7>V ADT —X N v b
ENbE, T=HARTIE, XFST 7 ANV AT AMIERESE T, Zhuc kv, wids Ak
WaEL, Y —ERABEMO VO EHRDE=4 1 712 0S LILOHR— R s &
2T £,

Flo, BHFINET Uty b eBRATIE, VAT AL SDD ~OHF A VA N — MM E
T RCOALT Y EENT DDA ML —U BT, BEFEOT—X1%, Z0a
VT DFIEE BIMERER SN RICOAEBRSNE T, BHMIChIE > TEHI TN
LVAT A (FRIZHEIMARON—FT =7) OfE, TIEHTE 5 +0REEFEN R
TREMEN H Y £9, TOBEEIE. BEG L THAZ v —YR— b OXEEZITH LN TE
£7

H—lF NDT T T34 T v A% FHRRE I NIRRT

FIE

ATy T
ATy T2

ATvT3

A =T =B EWNTZIEND OV AT ATHEILT D00 TR WEAE, BEfFOT— 4% & NFS B
HOBRELE VAT LNOLHEETLHZEICE ST, DX —F v N T 7 T34 T v A% HHIRE
éhfu’{j( m\ \—)j:'tﬁ—z‘gﬁ)% D ij—o

Cisco Secure Malware Analytics 777 4 7 > A® TTY % 721% SSH #&H T Admin TULIZ T 7B A L £,
[3>Y—JL (Console) | A7 ara®RLT, ltgshy EASLET,

GE)
YA ANYE—RIZED Ttgsh) DAL, ZOFHBNITE L TOERE A,

tgsh 72> 7 ¢, < Rdestroy-data #F AJJLET, 7mr U7 M2 I HAT, ERICESTLEE
VY,

EE

Ioavy REFTTHE, TICRTZILEFTEERA, TRTOTF—FPWEINET,
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51: destroy-data REALLY DESTROY MY DATA 1< > k& 5I%k

elcome to the Malware Analytics Shell.

or help, type "help” then enter.

> destroy-data

o =really= run this command, pass the following string as an argument:
REALLY DESTROY MY _DATA

ote that this is not intended as a security measure: use the recovery-
ode wipe process instead if thorough data destruction is required (and
he appliance will not be retained or used to load a backup).

>> destroy-data REALLY DESTROY_MY_DATA

RDOT =2 PRI NET,

« Samples
s WTHER, T—T 4777 b, 7T INE

77V = a EO (Admin Ul TiEZRW) ks 02— =TI v o7 —4.
« T —HN—=R (a—¥P—BIOMMEET)

c Xy P —=IEREGLTRTOX A T ORERK

« Cisco Secure Malware Analytics 78— % /L Ul W Ci% E 21T\ E 7,

*NFS ORRGE L 1 /A U 1EH

*NFSIZfEH SN A5 —0Du—F/1rae—

B—y NTRWT T T4 T v A& FHRRE SRR T
B D AT I FE 7213 Secure Malware Analytics 777 A 7 U AW, HILH DNy 7T v 12T 7
T4 TICEZ AR EZT> TV DLGE (ERBTT 77 4 Z7IEH I TWAHH 2~ A ¥ — Secure
Malware Analytics 7 77 A 7 > ANEE AL TWND AT Y OT A METLRE) | %D Secure
Malware Analytics 777 A 7 > A Z SRR E SVTREEIZR L £,

FIE

ATYT1 T—HARNT OB LcEFEZALARR I —2AMLET,
ATY T2 TAMETLEESTL T D Secure Malware Analytics 777 A 7 > A%, flICEEZAENTWNWDLA T
TR, BEZIALARRAL—IZARA FLET,

Secure Malware Analytics 77 7 A 7 AR FHRRE SNIDREBOHEIX, [Ny o7y T ar7 ol
Tl TSN TVWL LB, Ny T v TANTOX =7y e LTHIELET,
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. Ny o7y FavToynER

Ny TFyTavToynDER

|

EX3 T uv ADHE., VAT LEVUTIIVIREIHERT LI LIITEERA,
HEEDT VT A TN I T T ARNTOTFT—H AL TC—EICEITTELDE. 1 &
DY —R—=DIHTT,

e Ny 7T v IX Admin Ul 225 DRE L TE £97,

LIHNCHER L2 b D LA U NFS A KT L EF—% BAOTrERXLF LT AT
RELET, LUATO NFS A M7 L 5% — %] L T Cisco Secure Malware Analytics 7~
TAT U ARERETDE, BN ) T—shExd,

77 A4 <V Cisco Secure Malware Analytics 7 77 A 7 > A DBIWEFIZ D Cisco Secure
Malware Analytics 7 77 A4 7V A THEIL TR Y A% T A T 520, RNo I T v T ARNT
D—BLIATFTyTvay hoav—zElkL., (7 y7r— ik —2HH
L ) #r L\ Cisco Secure Malware Analytics 777 A4 7 L A% KA N LET,

Ny Ty Tars Y eBud 5123, ROFRZETLET,
FIE

AT w1 [#m (Configuration) 1% 7% 27 U v 27 L. [NFS] Zi&R L T [NFS#m (NFS Configuration) ] <2— %
&£,

ATwF2 [Upload] 27 V v 7 LT, N2 7T v 7 MERSNZ—_"—DBERHER SN I T v T —%
BAELET,

ZOXF—=INNy T v TOERIHEH S iod— & EEIC—ET 554, AdminULR—X VIR REND
F—IDIL, RESNTNANDOT 4 L7 NIAE—FHLTWDAMLERHYET, A A= T 4P —FK
Lo TR I T o7 X —L—HTD57 4127 NIDBREBEIN, ZOT 4 L7 NUBBRHEND &, B
ENTBEA~OF — % OE TR S ET,

G¥)

BBFRNAN—IFRRENEHA, T —FOETICHLERIEMIT, Nv 7T v 7OV A4 XLMOERIZ X -
TRV ET, TAMILD L, 12GBOELITRIETT A, 1.2TB DEITCITIF 16 REHILL L0 £,
KIBERETTORE, A VA R—=ARBNA T LTNEEIICAZDZERNHY TR, LIEsLBHELL
7230, Admin ULIZE TR LT VR — K&, 77 I9A T AN LET,

ATYT3 ERENET I NLDOT =X LR L THD I L aMERLET,
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DoRE

ALY TE 2~T D) — RTHEEIND Y T AZIZ—FEIZ < 202D Cisco Secure
Malware Analytics 7 774 7 LV A& fEETHZ LT, =DV AT ADOF v /U7 4 HHEOL
F9, FITAZOVA RIS LT, 7 TAZNDI DU EOT 7T 47 2 ZAREFED B[
B0 R— MR TUHELLET, 7T AZHNDF Cisco Secure Malware Analytics 7
TIAT P RE AT ANV AT DT =2 2R FEL, 7T AZAOMD / —FERT
T—H w2 RFFLET,

| B

BE JI5AFDA LA N IVELIIHEREICOWTREARERH Y E LIS, T —F OREEABET
Hizd, VAP R— FETEBHWEDLELZI N,

HaE
Cisco Secure Malware Analytics 7 77 A 7 AD 7 Z AZ ) 71k, IROEEZREEL £9,

cHBET—4H : 7T AXNDTTD Cisco Secure Malware Analytics 777 A 7 > AL, A
ZRT7arTHLNPOLIHEHTEET, ZNENRFELT —ZIZ7 78X L TER
THZENTEET,

U TIEENE B ESNV U TUE, WTRDD T T AKX A R—THE S, il
DA NI OWER R T ET,

c L— MR : & A A—DFE L— MREZBE L7l 7 7 2 2 OfIRIC 220 £,

DRI YA X HIEEIND T TAZDOY A RIL, 3. 5. FLIFT A —T9, 4Bk
N6 /) —FDI FAXFYHR—=FINETH, /J—FR 120 DODOERENMEF L=
F2AL (1 2UED ) —FREEL TWRWT T 2F) LRBEORAMEICZR Y £,

cBATL—h—: VTRZIMBED ) — FEEOLEITRET DL, AT L—h—L
LTHRESNIZ/ —Fid, EO/ = T I7A~ VT = N—RafF0nERET HA N
P TCIEFFINMEMNTOENET,

7T AZNDE ) — RITET = _X—= ARG ENTWVET A, 7°’7‘/|’7J/~F‘0)?‘ 7
N—=ZADHBPEBEMEHSNET, 774~V )= FRF T LIEGE, o/ — Rz
DEFNZG EMSBENRDH Y £F, FEFEZRELTND L&, /“*Mﬁﬂ%ctoé:# FRIL
L&, L R/MUENRKILTE ) — R ETIERWEEDH, IV FAINE T T HD%

Bhilkc& £,
T T AXIL, BEEMT O BETISH D FHA, 7ﬁ77x51 (B AT L—
H—=TITR) J—= KNI T AEZMNE Ry P ENTEEIT DI, &47v~w o—/)L

MBI L LIV ET, ZTDBE. 7T RH i{%§ﬁ777\5’ 70 ET,

HIPREE
Cisco Secure Malware Analytics 777 A 7 AD 7 Z A XY 7%, ROFIRR&H O £,
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cBETF DR X K7 1 > ® Cisco Secure Malware Analytics 777 A 7 2 AD T T A X EAERK,

THEE, FBL/—F BUID/)—F) OARBRZEOT =X B REETEET, 77 AXITHE
FOT =B e~—UFT 52 LTSN =D, o/ — REFET) vy M D08
NHYET,

(R 77 7 —%5 v b & LT Cisco Secure Malware Analytics 777 A 7 L AD
Uty b ICREINTWD EEBY ., destroy-data 2~ > K& H L CBEFOT — % ZHIbR
LEd,

| B

BE VAOERHLTA A—VEFERLZWRY 7T 7747 AN
BB L2 572, UATTFI5A4 7 o AERRITER LN T
TEEWY,

e J— REBEBMELIFNIGTAE, VFRAXZDOPFA XL AL N— ) —ROa—/LI LT,
ERRESEIET 5 2 L0 £,

M3V —N—D I FTRAEZY) U TFYR—FEINTWETA, TRAZSEZHDFE LD,
PR— b 7r—2%ZH< EFTBRAWEDELEE N,

220SMA T 7 I7AT A VY=L, 2 /) — K 7 AZ IV R—FENTWEEA,
)= RN TFHEFTE T LSS, 200 — RTIEZ +—F A& IR cs ., #
AT VL—h— ) —=ROLFIOVR—+N"H->Th, A AEOHEIEIH Y 8 A,

E

| B

EE I7XvvTRETODISRAYDTIEBCIERE . T30 FOBMSNERT L7720, =7
Xy v FREC, BENT NNy S~D L3V R— T 7 A&, -3 t42 %
FRNWCFUATIE, T IAT L ADT TAZY U 73R INET A,

Cisco Secure Malware Analytics 7 77 A 7 A% 7 T A%V 73 H3581%, IROEEZ 72
THERHY 7,

e N=D3 Y PR—FENTVWEIRETY 7 AX 2y b7 v 7T 5I120F, TXTDC isco
Secure Malware Analytics 777 A4 7V ANFE U= a Y EFITLTVWDAILERH Y F
T WM TR R ON—T a LI L TREET,

* Clust f 32— =4 R : 4 Cisco Secure Malware Analytics 777 A 7 AL, 7T AK
N OAth? Cisco Secure Malware Analytics 777 A 7TV A~DH A L7 A v HZ—aRT k
DEETT, 7 T AZNDF Cisco Secure Malware Analytics 777 A 7 2 A D Clust A
B —TxARAAy MISFP+ ZRET HLERHY E£T (R¥ 2 F7 R U HROGEIC
Y LERHA) .

XA VI M Z—axy k&, 7T Cisco Secure Malware Analytics 777 A 7 >
ARE LAY 2y NU—=2 87 A N RIZHY, o/ — FIZEET DI2HODNL—
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T4 VT PARET, RIERIEBIERSY v A —NRNWZ EA2EWRLET, /— RRE—0YH
Xy b= BT A RIZRWRy hU—2 AR AR— RSN TWWER A,

« T—%A : Cisco Secure Malware Analytics 7 77 A 7 > AlX, T—F NG EN TV WS
\CDIRYT T AZFEETEET WM — ROART —X 2R TEET) , BEFD Cisco
Secure Malware Analytics 7 77 A 7 2 A %7 — X2 DIRWIRBICBATT 5121, 7 — 4 X—
ZVky b 7re R AT LLENHY T (v2.2.4 DB THEAATEE) .

|

BE WEMRUATT FIAT AT o A2 LRNTLEE
W, ZOTBREBRIZEY, TRTOT—ZBHIEES, A3l
WHILTA A=V ZBEER LARWRY 775 A 7 o ZADNB#) L 72
<720 EF,

¢SSLEFFAE : 1 DDV FAZ ) — RIZHAZ L CAIZE > TEL SNi- SSLAFEAY A
A M= LT B4, D ) — FT_RTOFEHELR U CA LK > TEL STV DHLEN
%V)‘ij‘o

Y RT—FTENSR FL—D
Cisco Secure Malware Analytics 777 A 7V A% 7 FZAX Y 73 521F, Fv hU—F 7
BIONFS 2 FL—VICEH L TROR[EBET DOMLENRDH Y £,

« Cisco Secure Malware Analytics 7 77 A 7 > A7 T AKX TliX, NFS A N7 ZH M LT
ETHMENDHY FF, NFSA NTREHA ¥ —7 = 4 ARMTHEAFEET, 73TO
JIARE )= RIPNBT V7 REAARIZR S TWOLENRH Y 7,

KT TALE, F—N12OHDH I DODNFS A RTILE TRy I T v T T H0ERHY
F9°, BE1F®D Cisco Secure Malware Analytics 777 A 7 > AD T — X% Zffi [l L T NFS & h
TEOPET 2 Z LIXTEE TN, 7 T AL OIEFIL, 7 TAL DAL NR—=TF iR\
AT LN T 7 EATHZ LITTEEEA,

*NFS A R TIET  TNViRA » FEETH Y, ZOu—/WIREG T, TURMER S Y EEME
DEWEIRAHHT 5 2 EDBRAIRTT,

« 7T AZ Y T ENDNFS X b7, BIE 2 IRVIRIBICR OB H Y 9,
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. Cisco Secure Malware Analytics 7 754 7R U 5 X2 DIEE

B52:95R2) 0%y FT—YERE

IP6 autoconfig

Cisco Secure Malware Analytics 7 754 7 VR V5 A2 DIEE
HAR— F T3 TV % FH1ET Cisco Secure Malware Analytics 7 7 A ¥ ST 5121, TXTO
AUN=RECNAN=Ta U THLINERD Y £3, A= 3 IR ATRE 22§ CTHIZHHT D
HOILTHMERH Y 7, 2L, TRTOR U AN=PERICEHIND L ITRPICAZ
YRT R ERBETONEND D ZEEERLET,
7 Z AR Y 7 ORIZ Cisco Secure Malware Analytics 777 A 7V ANAZ L RTay 777
AT AL LTSN TWDEHE, BAIDA L N—=DFT =2 DHaRkFFTEET, LOMIE
MEO—HE LTy T ORERHY £7,
BAID ) — RTHLWY T2 Z[EAE L, o Cisco Secure Malware Analytics 7 77 A 7 > A
ERGLET, BILW TR EBET L7-DICHATED 2 00RR5ARHY £,

CBEFOAZ L RT Ry TTIAT U ANSD T T AREEED G

CHILWT T I T U AEMA LT 7 AKX RO
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D3 RAZDHRE
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Clustf 82— 14 RDEFE

I TGABNDET TT74T AT, ClustAf ¥ —7 = A A O SFP+ % BN 2 LR H Y
F9, 4FAD GEFM) SFPR— M SFP+E Y 2 — /2RO AT E3, M5 Tld, 2tk
MNH2FHDSPF A V¥ —T 2 A ATT GEAIZOWTIX, [ Cisco Threat Grid M5 Hardware
Installation Guide] # &L T2 &)

53: Cisco UCS M4 €220 0) Clust f 3 — 27 =4 AMDEK

7 Z AKX, [V 5 AR (Cluster Configuration) 12— ([#%kk (Configulation) ]>[# v
F7—x24 (Networking) 1>[2 5 R4 1) 2% (Clustering) 1) TAdmin Ul THik S, &
HInET, 20®Z7var TR, 77747 CTIERKRI TAZ BRI H72DDZD_X—
D7 4=V RIZOWTHHLET (A7 UV —rvay M3 2D/ — RaEh7 7 AX IR
SNET)
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B54: 79 T4 V3REDY 5 RAIEH

Malware Angly[ics Appltance Home  Confguration  Deocumentation  Status  Operations  Support 8 L-| ==

Configuration . Cluster Configuration

Cluster State
CLUSTERED

¥ Authentication

» Application Sattings

Genesal MFS State
. 1
+ ACTIVE
~ Natworking
Clustering Componants Status

Notwork

NFS Blasticsaarch Pasigres
I Chustering rephcated AR

Cluster Mode Status

Appliance ID Pulsa Ping Consul Thebroakes Postgres Primary Actions
WP 24330000 ctive reachabie actrme yes ]
WP IR0 active meachable active no ]
WEPZI4A204U9 (ME) ctive reachable acthe "o yos

Make Teebreaker
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D35 RE DREMHREN
T T ITAT VAFERITRES I, RSNV ERH Y 7,
* [NFS {REE (NFS State) ] 725 [FRFAZR (Active) ] TRITHIER D A,

93 X3 DIREE

« [JE#ERK (Unconfigured) 1: 7 7 A X O—#é LT, £7213 A K7 1 ® Cisco
Unconfigured 7 77 A4 7 A & L THIEIZERESILTCWER A, 7 7 AZ U 7 ORiES
BN ENTWDEAIX, Ity N7 v 77 4 P — R TZOBRREITNET,

* [Pending_NFS_Enable : 7 7 A %X NFS OH MLz REH TT,
« Pending_NFS_Key : 7 7 A % X NFS ¥ — &% CTJ,

e R K7AY (Standalone) -7 7 IA T RFAZ L RT7uy /) —RELTHERIN
TWET, Ve hLARANWE I TRFIO—E L L TERETTERA,

« [V 5 RX%21t (Clustered) ]: ftha> 1 -2LL L@ Cisco Secure Malware Analytics 777 A 7
AT T A SN TWET,

« [BH (Unknown) |: AT — X XA ERHETEERA,
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BEOZRAY R7AY 7I54 7o b0y 52 stz [

AVR—RV N RTF—=ERDISREY VY
- [Elasticsearch] : MR EAZ ME LT 257 VIR EIN D —E R,
* [PostgreSQL] : T DFEERI 72T —% (THT U My 7T v 7 E) BB s )iz
SN —E 2,

WDV —E AL, RDOAT—Z ZEOWNTNN T S ET,

s [Replicated] : T X THIEFICEMEL TWWET, T, BEERFCH M ITHLERTITO
LOLHTEDNMEICHY T, TTI7A4 7 LV AIEEZHE L Tz FiTcaxd, &
BUE B OIRREIL, BEERAEROX T H A ARERIZRDEVIBERTIEIH Y FHA, &
LA, BEEIZE, Buor—2KEHIKIT T 2 A4 AR ENET Gl ORI TR
i, KIKLIZEEED Y T AR ) —RTOT 7T 4 Tz hkl) .

J—=KRE T T AT ABEIL, 7T A PERISNTRED & 2 IZORETT
DHVENDHY T,

ERERINTZT T AZOEE, VAN VIZHEBNIZI T, BEDOYF YA TR T
5 DIZ B RENIX 1 AR T,

s [Available] : T XTREFICEMEL TBY, Z2RP—RAEFHTEET (APIB LN —
P—EORAABECTE E7) A, ElRIEEA,

* [Unavailable] : FEMEE —E R & LTHIBINLTWET,

FEMIZ DUV TIE, Cisco.com @ [Cisco SecureMalware Analytics 7 "7 A 77 > A Clustering FAQ|
ZZRLTIEEN,
DZAB /—FRT—8X

o [Pulse] : (IR EFTIE/RL, P—ERZETLTCWAREIZ) /— KB T7 77 4 7108
BMENTWT, NFS A T EFHLTCWENEIDERLET,

e [Ping] : Clust f > X —T = A A LTU I AK ) — RERH#CEXBME S ndm LET,

s[Consul] : /— KRB H AR RTIZBMLTWENE ) NERLET, SINTIE,
Clust COXR v b U — 7 i & BHNED & H 5% — D B MLE T,

« [Postgres 754 <') (Postgres Primary) ]- /— K73 PostgreSQL 77 A4~V /— R Th
LHMEIdERLUET,

BEORZE7AY T ISATUANODY SR A EEDRE

Cisco Secure Malware Analytics Appliance D7 7 A % DR FMET 5 & XX, D/ — K%
BEfF0> A % > K7 1 Cisco Secure Malware Analytics Appliance £ 72138 L\ T 77 4 7 > A
LCY 7 AL ERET 2 0ERH Y £9, 2 ZTlE, BEfFOAH L K7 1 > Cisco Secure Malware
Analytics 7 7T AT U ANL I T AR EREST HHEZOWTHBLES, Zuzkv, 5
TTITAT UV ANOBEDOT =2 %2R Ff L, TDT7 FI7AT U AEREHLTH LW T A%
BRI CE £,
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Admin Ul |
B s50x5 1700 77547020200 5 2 2 EORE

\)

GE) o VT ARSI ZILD NFS T, BEfEO NNy 7 7 v TREHAREIC /R o TWARERH Y
F9,

e VT ARTHEA ENDHMDTRTD ) — Fdh, AT — 2 28R T 50BN H Y £
I, BMEND ) —RKOT—F %0 TARI~—UT A2 LI TEFETA,

V243 XV BHETDOY U —ZT, NFSIINy I T v FENIT —H 2GR AZ L FTry
Cisco Secure Malware Analytics 777 A 7 >V ADE, FHLWT T AZ O 7 — Rz
L7201, T—HFRX=2DV Yy hENRNY I T v T NEOETEITI LEN/RLS D L
7= AR /3—3 5 > @ Cisco Secure Malware Analytics 777 A 7 > A& BEFHOEE
Bl 722 EBIIGET DENC, V243 LIRIZT v 77 L— LT b Uty MEMEEZHE
TT56ZL2BEDLET,

BEOAZ L RTay T FIAT UV ANS T T AZNOEYD ) — RO R BGT 51201,
WDOFINEEZEITLET,

FIE

AT F1  Cisco Secure Malware Analytics 777 A 7 > Az fcHi/N—V a VICREBICEFR L £, BEETSATH
BA—Va k5T, B A=Y 3 A B & T B 1 7 LSBT B AN S Y
R

AT9 T2 FEETLQNRWERIE, T7IAT LV ADN I T v 7T DIZODNFS R ELET,
GE)

ZOFNETIL, T 7 44 b® Linux NFS -—_X—DFEIECHOWTHHALE S, BEWOHF——Dt v
N7 o I L S TRRDGEERDY 7,

a) [#ERk (Configuration) | # 7 &7 U v 7 LT,

b) VA R FESF—2a TRy bT—x%245 (Networking) 1% EBI L. [NFS] ZiER L T [NFSD
M (NFS Configuration) 1 <2— %Bl& £,
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¢)

d)

BEOREY K70V 7I547vanons 5220 |

55: NFS DR TE

Malware AI“I&|}-‘UCS Appliance Home  Confguration  Documentation  Status  Operations  Support 9 L+ % ecuar

Configuration O NFS Configuration
State
DMSABLED

¥ Authentication

» Application Settings

Haost
» General

~ Natworking

Hetwark Path

I NFS

Clustering Options
L

FS Encryption Key Hash

o key Ganerate: Ky Uipload

€ 2021 Cisco Systems, Inc. Cisco, Cisco Sysiems and Cisco Sysiems logo are registered trademarks of Cisco Systems, inc. and/or s afMiiades in the U.5. and certan ciher couniries

WDT 4 — RIZATILET,
s [Host] : NFSv4 /R A hH—"— [P 7 RLRAEFEHTLHZ L2 BEIOLET,

* [Path] : 7 7 A WIMRAES AL D NFS 7R A b — " — EDGFT~Dffixf S X, ZhiZiEFx— 1D ¥
T4y ATEERNERE A, BENIZENINLET,

A Tar . ZOV— —"TNFSV4 (%7 DARYE Linux DT 7 4 /L MEZEFET 20BN H 5
AR ENDANFS~ Y v AT Vg v,

[fR1F (Save) 1227 VU > 7 LET,
NR=UNFEHFH I N, [F—DER (Generate Key) | R % UM AEEIC2 Y £,

IRV ENDTHERT D EEIC, BEX—0fkE XU a— ROZbOR X —0 [l
(Remove) ] A& & [Fo>A—FK (Download) | R¥ U BERRINET,

[7vZFB—F (Upload) ] R% > id, NFS BHEZT/>TNDHDOD, F—MER S LT e
BIEHTEET, ¥—%21EkT 5 &, [Upload] /R ¥ > 7% [Download] AR ¥ NZEDY £9, F—%
HIFRd 25 &, [F2>O—F (Download) 1R ¥ 28 [7w FA—FK (Upload) 1 R% ZREY £97,

G¥)

ZOX—NNy 7T TOVERRICH R SN — & EEIC—ET 254, 7 v 72— F%IZ Admin
ULIZERENDF—IDIE, RESNTZNANDT 4 L7 VA E—FH L TWDLENRDHY £, K
BEX—FFHATTIINy /T v TEETT AL TEERA, REZTERAITIE, NFS A TR
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Admin Ul |

B s50x5 1700 77547020200 5 2 2 EORE

TR T — 2 2~ 5702 E NFSA KT DAy YN T I T L ADR —
I TF—=H A NT 2Bt T aw AnEGEn £,

e) [F—DA (GenerateKey) 122 U v 7 LT, BHLWNFS 5% —%EkLET,
f) [PR{F (Save) 1227 U v 7 LET,

NR=UNEHH SN T [F— ID] BER S, [Activate] RZ > & [ B0—F (Download) ] R4 v
DERTTREIC 22 D £7

g) [Activate] %7 Vv 7 LET,

Hrbt%, [HKEE (State) ] M[ERAZR (Active) 112720 £,
56 : [Active] IZ7% > 1= NFS

Malware Analytics Appliance Home  Cosfguation  Documentaion  Status  Operabions  Support ® A =

Configuration . NFS Configuration

State

»  Authentication
ACTIVE
» Application Seltings
> Gooorsl Hom
10.80.3.21
~ Natworking
Metwork Path

Idatabackup/chesien?

NFS

Dptions
L

FS Encrypbon Key Hash

QPP L I TVECANY LoD TCRRe it TRogIrohkan Deowrioa

| 0 3031 Cwoo Sytema, Ing. Craco, Cisco Systems and Caco Sysems 1000 e regiend rademarks. of Cuco Systems, InC. and/or &3 afiates in the U 5 and certamn offwr Countres

h) [Download] %7 U v 27 LT, Ny T7 v 7Ol sF—%2 X7 ro—RLET, BEAEFNIAERL
77 ANERGFELET, 7T AXITEBMND ) — REMHEETH-00OXF—NLETT,

BE
COFIEEERTLGEVNE, ROFIETIRTOT—E2NKbIET,

ATv 73 MEIDLUTCRELZSE T L, Cisco Secure Malware Analytics 777 A 7 A Z FLH) L C, NFS /N» 7
Ty TREZEMLET,
RTFvTE4 RNorTyvTEETLET,
GE)
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ATy TH

BEOREY K70V 7I547vanons 5220 |

HLEEBVIZ, i > TR EBWBIFMANY 7T v 7R FITL, Ny 77 v FITRENBEAE LT &
ERT P EREMB RN TG A IROFEC LD FIETAETT,
Ny 7T Tl EOY— B A@ANL, Cisco Secure Malware Analytics Portal UL D45 ERBIZH DT A 22T

ForT& £, [ThereisnoPostgreSQL backup yet (PostgreSQL /N o 7w IMNELEHY FEA) | &
W) P — B RBEMAFR SN EEAIT, FIEZLICED RN T X0,

A FRIfF =N 7 T THRMEHTE B L 22T 5581E. NFS~OTXTOT—X DRy 77 v
ZEFEEBTBBLC, S8 T2WRLET, FIRNVIT v T7OETIX. AF U RTury T I9AT VA%
U T ALCHERT DEANI NN 7 T v TR ET DG EICDOAHMLETT,

a) TGSH #f &, koa~v> K= ASJLET,

service start tg-database-backup.service
service start freezer-backup-bulk.service
service start elasticsearch-backup.service

57:NFSIZxtg 2&T—42D/\v Y 7 v TOE

= Malware Analytics
= "help” then enter.

GraphlL query to rum

at

host: ping a remote host

estructively rerun configuration in single-user mode, with or without precedin

= appl ianc

b) mEDA~ RPRSNTE, K95 L £

Cisco Secure Malware Analytics 18— 4 /L Ul C, ¥ —E A@MZ MR L £, [LEO@EAIZ, PostgreSQL
RO I T o TNEEHY FHALNWIELER DRy 7T v 7 Tut ADEENRENLTWDLEAIL.
FAT LR T 72 E 0,
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Admin Ul |
B 57757 258mLEY S22 MBS

FE
ko7 B ANEFEIZET LRWRY . FIRZLICED 2N T IV,

ATw 6  [#Ek (Configuration) | ¥ 7% 27 U v/ LET,

RT9T1 HARFESF—rar TRy bI—%24 (Networking) 1ZEH L. [V 5 X421 >4 (Clustering) ]
ZEIRL T[T AR T DR (Clustering Configuration) ] _X—Y &R & £,

ATw 78 [StartCluster] 27V v 27 L£7,

ATVTY HERFATRIT, [OK]Z27 Vv LET,

[Clustering Status] 7% [Clustered] (20 £,

ATYT0 A AR—NAVEKTLET, ZOBREICIY, 7 F7AZE— R TT—2OELHABBSET,

RDZRY

[V Z A% ~® Cisco Secure Malware Analytics 77 7 A 7 > ADfEG ) TSN THND LD
\Z. L Cisco Secure Malware Analytics 777 A 7 ADH LT T A X ~DOfi&H &M TE
e

LW ITSAT7UOREFERALIZY SR EEORE

Cisco Secure Malware Analytics 777 A 7V AD 7 T A X OFEEZRIGT 5356, IO/ —
R 72387 LV Cisco Secure Malware Analytics 7774 7 U AT 57 7 AZ B TEET, 2
DY T AIEREOTIEL, V7 NV =T D7 TALFENA—=Y a VIZFEBEN T LH LW T
TIAT A, FllEZT— 4%V ty NLEBGEOT 747 A ERTEET,

)

GE) [ 77 T eH —5 > k& LT Cisco Secure Malware Analytics 7 77 A 7 > AD Y & v
N Kﬁﬂﬁéh’@/\é SN destroy-data I ¥ K % {i F LTE}E@@?“& 2 IR LFE9,
TTIAT L ADT A THERRIFEH LW T EE 0,

FIE

ATv 1 @EIBY Admin UL 2R EB L OB L £,
ATvFT2 [Fy T E[TAR VAl ZHRELET,
ATw T3 [#Ek (Configuration) | ¥ 7% 27 U v/ LET,

ATy T4 A KFEes— 3 T [Networking] Z B L, [NFS] Z 3R L T [NFSO#R (NFS Configuration) ]
N=UEHAEET,

G¥)
(BEDARZ L RT Ly TTITAT UV ANLDT T AXEDORRMG] OXKESZB L T EEN,

AFYyTE5  ROT 44— RIZATILET,
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ATvT6

ATy 717
ATvT8

ATvT9

ATv 710

ATy TN

ATvT12

9 5 X4 ~® Cisco Secure Malware Analytics 7 754 7 V A DS

* [Host] : NFSv4 iR A hH— "—_ IP 7 RLAZMHT L L2880 L ET,

o [Path] : 7 7 A VDMRIFES I D NFS R A b Y — 3— EDET~Offixf S A, ZHUZiEF—IDH 7 4 v
JAFEENEEA, ABIZENSNET,

AT ar: ZOY—/3—"TNFSV4 (I T DEEHE Linux DT 7 4V MEEZEE T HMLENH D5
WHFEHENAENFS 7> b4 7 g v,
[f#1F (Save) 127 VU w7 LET,

NR=UNEFEINET, [F—DER (GenerateKey) R ¥ > & [79 T« FIb (Activate) ]R ¥ L3l
HT&5 L5120 ET,

[F—?D4 (Generate Key) 1% 27 U v 7 LT, #H LUV NFS 5% —%{Ek LET,

[Activate] 27 U v 7 LE7,

[KEE (State) 123 [ T4 7 (Active) 1IZ& DD £,

[Download] #7 U v 7 LT, (REDT-OIKFF—Dat—2 Xy a—RRLET, 77 AXITEMD
) — RERAETH200F—=NNE T,

[2 5 A2 DR (Cluster Configuration) ]X—Y T [2 5 X2 DEAR (StartCluster) 1227 1V v 27 LT
M, MERAA T TOK]Z27 Y vy 27 LET,

[ 7 A% DIKEE (Clustering State) ] 7% [ 7 A Z{k (Clustered) [IZZED Y £,

U4 P — ROV OFIEZ5E T L, [Startinstallation]| 227 V v 27 L£9, ZOMECLY, 7T AZE—
RCTF—2 OEILNRBEIET,
[V 5 A2 DAL (Cluster Configuration) | X—Y % &, HLWI T AXOIEFHEZERLET,

RDARY
7 AH ~D Cisco Secure Malware Analytics 7 77 A 7 > A DFEGITHERF T,

425 X2 ~ M Cisco Secure Malware Analytics 7 754 7 >V ADEE

ZDET T a TR, i EZIFREF O Cisco Secure Malware Analytics 777 A 72> A% 7 5
ALNTHREET DIEIC OV THH L E T,
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Admin Ul |

B sro77547 200528 ~088

\)

(3F)  Cisco Secure Malware Analytics 777 4 7 > AL, T—HBNEENTORWEAIZOHR, BETF
DI TAZIFEEGTEET, T FREENTODHREOD 2BNDOT 7747 v ADHE
TR T,

Flz. 7T AZITHEA L TW5 Cisco Secure Malware Analytics 777 A 7 AT D Y 7 k

w:7ﬂ~vayﬁ4yxb~wéﬂfwé*&i#ﬁ:égfﬁ(7?%&W®¢&f@
— FRFEICAN—=Ta VEFTLTWARERH Y £9) . ZiuE, &I Cisco Secure Malware

Analyt1csT7 TAT VARRETHZEBBETT, ZO®BRZEOT—4%% V&Y LT, 77

AZITHER LETS

—EZ1oD /= FEBMT5X91CL, RO/ — K%&1BI9 512, Elasticsearch & PostGres
ﬁﬁbju#—yazﬁﬁ(mMMmm]W%muﬁéifﬁ%biﬁommMNM@XT—
HAL, 20 ED ) —FEETe 7 AKX THREISNTHVET,

\}

(GF)  Elasticsearch 33 X O PostgreSQL MAREEN [L T r— 3 ViEH (Replicated) JIZEE SN D
FCOFEIERIZ, H—/ — FOBAICRIYTUIEV EHA, NI T v TN HE—/ — K7
TAZEAEET 25E1F, BonET L, 77V r—2a VR ULICRRINDDEFF- T

MmH, 2FAD I — F‘%Lblﬁ“ébgﬁl DET,

7 AT Secure Malware Analytics 777 A 7 > A& fEB9 5 & &, HIHELERC NFS &7
FGAZY TR EINDVENRD D F5,

BEDT T34 T VADY 5 RAZA~DFEES

FIE

Perform the following steps to join an BE{F D Secure Malware Analytics 777 A 7 A% 7 T A K
IZHEET 5123, ROFIEZFEITLET,

AT v F1 Secure Malware Analytics 777 A 7 UV A& fiN—Y a VICEHLET, ZOTFIETIEH, A A —L&

NTWBHLED A= 3 NS U T, HEOEFY A 7 VNLBEICRDBENH Y £+, 77 AFHNDT
RTCH)—RKERIUAA=V g AT HMLERH D £9,

ATY T2 T_RCOT—F ZHIFRT DX, tgsh Tdestroy-data 2~ > K& 3T L £7, BEAFD Secure Malware Analytics

TTIAT VA% TALIGERT B, 7 T AZICv—VF DRI, T_XTOTF—F ZHIET 5 MLERN
HVET, Ny Ty TEILL =Sy F&E LT Cisco SecureMalwareAnalytlcs TTIAT L ADY £y
FSRLTEEN,

BEAE D Secure Malware Analytics 777 A 7 2 A T destroy-data 2~ R&EEIT L%, ZOT 7747
ATFEARBNCH LN — RIZe D720, 7 7 AZITREET DI, FILWT T I3AT U AD T T AL ~D
WEAGE ER CFRIBEICENET,
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HLWF ISATURADISRAEADEE

HLOWTFISATUADY I RAE~DER

BEFF® Cisco Secure Malware Analytics 777 A 7 A% 7 T A X ZFEGT D123, ROFIEE
FATLET.

FIE

AT w1 [Cisco Secure Malware Analytics 777 A 7 A AX— K HA K] OFBBIZHES T, H L Admin Ul O
A A L E T,

AT w72 [NFSOERE (NFS Configuration) 1 X—TC, 7 7 AXNORAID /) — RICAN LTEREE 8T 5 L9
\Z[RA + (Host) ] & [/8R (Path) ] &46EL £,

AT w73 FSEncryption Key Hash O[7 v TR—K]1 %227 UV v 7 L, #H LW T AXEHELTEBEORYIID /) — Kin
HA T a— KLU NFS B S —2@RLET,

ATy T4 [R7E (Save) 1227V v 7 LET,
N=UNREHINET, [Key ID] 3FpR 4, [Activate] N2 IS HENZR D £,

ATy T5 [fifT (Continue) 127V v 7 LET,
[V 5 R4 (Cluster Configuration) ] B3 IO /) — R CERSINET,

ATv 76 [JoinCluster] 227 U v 27 LThb, #ERBFA 707 TOK] 227 ) v 7 LET,

58:0 5 A3 DERE

ﬁ'v"-ﬂll'."'.'l-”-ff .J‘-:"\”::-‘il'}"til:fn Api':.l ance Home Setwp Dacumentation Status Operations Support 9 L1-

Configuration Wizard Cluster Configuration

Huster S1ate
UNCONFIGURED

Metwork
MFS Siate
. ACTIVE
MNFS
- Cluster Nade Status
o Chestening .
Appliance 10 Pulse Ping Consul Tiebreaker Postgres Primary Actions
WMPZA IO BEUVE aachanle ST e na
i | License
Ermail
Motifications
Date and Time
System Log
Review and Instal
Cisco Systema, Inc. (3500, CE500 SySHams and CiSco Sysiems I0Q0 are rgistered Mademarks of Ci300 Systems, Inc, andjor s afigtes in the U S, and Coman othar countnes

[7 7 A% DIRHE (Cluster State) |23 [ 7 A Z{k (Clustered) ]IZZEDLY £,
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Admin Ul |
B 525/ —romr

AT T 7IARICHEETSH/ —RZEIC, FIEL~FNE10 280 ERLET,

D2 R5 /— FDOHEIK

T T AENG ) — REHIBRT 2121, [P 5 RXAAERE (Cluster Configuration) ]%— ([ER7E
(Configuration) ]>[2 5 X% 1) >4 (Clustering) 1) (ZBEIL., HIRT25/ —FDO[F7I 3
>~ (Action) %I T[HIB (Remove) %7 Vv 7 LET,

« VT AHEMNG ) — REHIBRT D &1L, /— FBR—IMIZE 7 T 5 805 2 &TiEkl,
I TAZD—ERE e & n7e<7eb T L &ZEK L £ 9, Cisco Secure Malware Analytics 7~
TIAT L AE, EHEEEL TWARICHIBRT 20BN H Y £3, HIbRENTZT 774
T AT, BION— R 2 TIZEEHRL OND0, TNty NENTERICOR T T
AZITHER S SET,

e J— ROHIKRIZ., /— REBEBEBMNM LN —F—DEMEIAT AMIEZH T EITHY
LET, HEBMLEI > ETDE, /— R VEy hEnET,

o J—RiE, A ABRHD (NFSIZT 7T 4 7IZEXRAENTND) BE. F721% consul
BEARNTO—E) TT 7T 4 N> TWBESE. 7 IAEZNLERITHIBREINTE S
DELT—I7INERA,

(77— FREKWDI T AZHND) FA TipoTWD ) —REBEEXHZ HI10E, FrLn, —R
ZIBML, 77 AR5 DEFF>THhH, [Remove]l R U Z2EHLTHW/ — K&
FT7TA NI LET, ZOBER., S - FE2REIBRVERZ VAT AURZD T EITHY LE
ﬁ—o

)= R&EFTITALNITDHE, VTAXDAT—H ATEAIZEDY £9, [Remove] 27 V
T DL AT —HAPAIZREY £ HIBRSNTZIEND O — ROFENEE SR 72
DN, JIFAXZDY A ANERINDTZD) ,

Je

Evbh RELTWD EENDH DN, BENSTINTND) /— RNiE, &KX LT D MR,
HIgCcxb ko122 £9,

DIRAIDYAXER

[BIF% (Remove) | R¥ U EMHH LTI I AZNE ) — FBHIRESND E, 7 TAXDOHA X
NEBEINET, TORBE, FEINDIEEORICEENKSGENRS Y T3, FEINDE
EOR (EEHAGIHTER) NEDLDIFZEREL I TRALZDY A ANEEIND L.
Elasticsearch 23S EE) S 4L, —E AR —FEICH B S E T,

Fsy - ERLICIE, FEBEI D R BEE A LTV D PostgreSQL v A X — LA D T A
TAIEENEHA, FIHE, FO/—FET 7T A TIMERA LI T4 7 bR F—2&
T, FEB3I TN EFATL TS EEE, RADRICTILERH Y £,
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wersan [

T TIZY T AKX O—HTlrd 72\ Secure Malware Analytics 777 A 7 v A& BINT 5546, 2
I [HIER (Remove) 1% 7 U v 7T 5856, FRSNLEEORNETIND R ET TAZD
YA ZXRELEIN, 7T AZOFRY PHEFET D L EIT—RIICPr s E T,

o
i}
E#
)
&
3

BEENIEAE LIt 7 7 A X b & 47z Cisco Secure Malware Analytics 777 A 7 A%, 2K
WL/ —RIZEosTCT 7T 4 TICFATEINTW AN OPNTT —F2RH Z Lidb 8
oo BRI 3R OV —E ZAFHIH Ca—Y—DfE R h—E 2 ZEE L ET,
EFRTREZR / — R 4473 [Failure Tolerances] 7 — 7 /L@ [Nodes Required] #[I2F&/r S 41T 5
BULLETH LG, 1 ZEALOEEIXI AR CEIE LET, F72id, BEHRER /) — ROk
A Z CTRIR OB AW T- 3 X 212 LEE LEd, ZOSMIE, BERERICY 72X MPIE
WIRNIRRETE S AT T E W £9 ([Clustering] ~— T [Replicated] & FRr&H 59—t
AL o TREND)

FREDYA XD T AL PHET 2 EMESNDOEEDBEERORITRLET,

® 3 EEHFTHE

VIR HBAX HFARINLES WEBR/—F
1 0 1
3 1 2
4 1 3
5 2 3
6 2 4
7 3 4

ROKL, EDOVT IV AZRLET, $T_XTO/ = RFBT v 7T 5L TAINRE—R
ETHEICFERENRWEGE, RSNTCBEREEOBREZHETERWEENRH Y £7,

T ZIE, 2ODEENTRIND S ) — KOOI TAZY A X EFEHLTEY, 32507 —F
MUET, SEOT TIATVATRTRT I T 4 TICT =AML TNWD L XL, 20F
TOEENBELICSGS, 7 7 A THEMNICHRE S, TFENICL2EHT 7 a7 LT
EEHITCEET,

BIDOEFEIEL LT, 5. 6. £770137 /— RO FRAZDEE, FESNDHEEDEN 1Ok
ZHT LI, MENBELED ) — NOWENEGL DI EEERLET, ZTOFEFEZ, /—
ROENEERERORK L 2H720, FIZEETYT, Qo0 /—FE2HEHALTWT, &4
WA= R = 7REEN10ETLICREL TWBEAIF. N— R o7 OREERAERLE 5EH
W1ENCERELET) |
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.
&
m
)
=
=

[EEDEE

< O%E, BENEELTHABMCEELE Y, BELRVE&IT, ¥R—Fr—2%2H
ICHEET D0, Ny I T v ThoT =5 2@ T DMHEDH Y £, MO VT, 3y
IT T arT Y ORI EZRL TSN,

API/{E R D%

T TG ALNOEED ) — RICEEEINTZY TNV DRAT—H AL, 7T AXNOMD ) — R
LT EINDHIZERNHY FET, BENMTOLNLLIMEALY D/ — RE2BHT203TIH D FHA,

12D — RifTbni=Y TR EONRIL, 7T AXNOTRTO /) — RETHEISNE
T Z2IA T MUMST 77 4 ZTICARMSDET20EITH Y 5 A,

ER/EEDREE

T 2 LA — N =R LT WA RIS — B AR S A FTREMER H D £, T = —
NNF—=NR—=HZT 7T 4 TICFEITENTWAHY U FUTHBIMICHEEIT SN EE A,
TIARZY T DaryTHRARNTIE, F¥ 30T 4813, AML—=UTIEERS ALV b
BHWLES, 3250/ —FN&2F>7 7 AFX, H—® Cisco Secure Malware Analytics 7 7" 7 A
TUALFURKA L=V LNV ETT—H 2T V—= 7 LET, TORE, 500097
NTTITAT VA3 REELY 7 A% (515000 %7 V/BO L— MEFR) 13 (7% %
NRUT 4 THEHAINTWSHA) | Cisco.com @ [Threat Grid Appliance Data Retention Notes]]
IR S LTV S 10,000 > 7V HOREE LY & AR 33 % FE< e £7,

o TILDEIKR

Cisco Secure Malware Analytics 7 77 4 7 > A (v2.5.0 LAFE) Tix, o 7V OHIBRB VAR — K
INET,

o [Delete] 7" 3 »id, 7Y 2 D [Actions] A ==—IZH Y F7,
* [Delete] R % ik, $o TN LR — hOF EICH Y £7,

)

CE)  HIBRENEZY U TADONRy 7T o7 abt’—=n4T_XCh /) — RMhLHIBREND FTIZ, &K24
FERID DG AR H Y £7,

HIBE S =t o ik, 7272 BICHA NFS 2 h 7 0B HIBR S E T, HIBRER A2 4LF L CTu
B =R ICHIBRSNETN, o /) — KTk, MO cron ¥V a TREfTEINS E
THREICRVET, 7 TAXE—RTIE NFSA RT3V IAD7 T4~ Y —RA L RIS
NET, 207D, YU FARMMD ) — R BEMICHIFR SN T2 WEETH, WTho
J— R b b S TE R0 £,

Secure Malware Analytics 777 A 7 A N—2 g 27 LTI, 777 R OEBIEICED
BT, BUTAVOHIRICT =7 4 77 7 FREEND XSRS THET,
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LEONR=Var, FHlia s, HHAFRERA L=V ED VAT AMEREFRRT D OICE
HEICL->-TERIRET,

« N—=Va UAEH (129 <)

c Ny 7Ty TOFM (130 ~—2)

err 7 (131 —Y)

e A ML —¥ (132°%—Y)

R— 3 B

ALVAR=NLENTWNENRy =T LZN6D0ONN—V 3 d, BEHUIO[VATLN—=D I Y
(System Version) ] ~— Y CHERTE £ 7,

FIE

ATy Tl [RTF—HR (Status) | # 7 %27 U7 LT [N—=Va (&R (About) ] ZBIRL, [YRTFLN—D3Y
(System Version) 1 <—Y &R 7,
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Malware Analy[icg Appliance Homs  ConSguration  Documertation  Status  Opérations  Support 0 L+ =t
Status Malware Analytics Appliance
ey System Version
Backip Detls 2021, 10202201 267220840, 81¢hash 080 EI0BA00 18l
Logs Package Neraion
Hiorage el 23531
alsa-kh 1.1.9-1
DO 1.0.0.aratal =1
apphance - conhy 0 srchash A4ASE6TS0TTEE-1
BOGIITG & - ek s 202110 202201 26TZ208£0 srchash. ORI II0Ge00n rel- 1
s - keyTing 2OIS0B05-1
BIgSAT 200907021
attr 2448
audit 2053
avahi 0.7+ 18+ 1 LEA01-2
bash 5.0.007-1
bind-1ools [ RT¥E]
beo 2608
bl 1.0.8-2
G-anes 11801
ca-certhoates 200811091
ca-certhcates-marila 3.45-1 -

ATYT2 A VAN ENTVDERyr—VLZONR=VarwHRKRmLET, V=A==V F, =YDk
WICFRSNET,

ENVRESERET DV YV —ANN—=T g U E2fERT HITiE,  [Cisco Secure Malware Analytics 7 77 A 7
ANR=Tav vy T T T—=TN] EBRRLTIIZEN,

» O =
INY DTy T D
[Ny o7y TOFM (Backup Details) | _X— I Tipfile Ny 7 7 v TR EFR T TEET,
Z#UZlE, PostgreSQL. Elasticsearch, SandCastle 7 V —H— 57— X D5g&7/2 I W 3w 7 T >
T FEET WA BWIEFIZE T LR ORARF RIS NET,
[RTF—H R (Status) | #7 %27 U v 27 LTC[N\vo 7y TDFEM (Backup Details) ] & i34R
L. Sv9 7y 7Dz (Backup Details) 1 <—Y % & £,
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Malware Analytics Appliance Home  Confgurstion  Documentation  Stafus  Operations  Suppont @ L ==
Status Malware Analytics Appliance
About Backup Details
Backup Detsis Mot all components afe backed up yet. Some backups SCOUr O @ nightly Schedule, uriess manually NQpensd. Fleate monsor for service notices from the
DAL SYSIT, S0 resohv BNy ISues ey refer 10
Logs
L] Drate
[haalic T022-02-02 VE03E
Podigied F022-02-02 W 1906
Frosper Fo Backups found
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[@4%1 (Notifications) ] ~<— T, BEL AT on /A&ty JfEMEF R TE£7,

FIE

ATy T [RT—H R (Status) | A==—%27VUvZ7 L, [AY (Logs) ] %R L T [@AN (Notifications) ]~<—
VEREET,

& 61:@%0

Malware Analytics Appliance Home  Combgurstion  Documentation St Opersions  Support ® L-| &%

Notifications

= - on | [1apmromn -

orMe
o2 eeIT
o0
crer
oX 330
o 20
oL3520
LE08 20
CEIT X
O G 20
]
(LSRN
1030
[ ]
L2 RN
192420
12420
115833
13433
125433

oed” |

or - 1Meea OB A€ aal b viratic o
wrerswysiem, success s faive; Failed login bo adménistration portal from "8 "password')

e 1P ICCEN gir thee

L A A X E N RN RERE RN R RN RN NR
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ATYT2 Fry T X URINLBEHOIA TE2BER L TRRINLIB T ETANEZ Y T L, X=UIRRT
Ll a— FzERELET,

R—UHOBENZIX, [ED (Back) |HR¥ & [#L (Forward) R &2HLET,

AhL—2

[R b L—% (Storage) ] ~X—C. Cisco Secure Malware Analytics 777 A 7 o A Cffi il Al HE
73?}( }‘ 1/‘—‘:‘/“%%5_\"6% ij_o

FIE

ATy TN [RT—HRR (Status) | #7 %27V v L, [RhL— (Storage) 1% &R L 7,

62: A FL—Y

Malware Analytics Appliance Home  Conbpuaton  Documentation  Status  Operations  Suppon @ L-| 2% sicum

Status Storage

About Whount Poind Saze Used Avaliable eage Info

Back.g Detads i 1518 GB 7 MB 51 8GE %

Logs. Idatn E575.3 GB 185.1 G8 5342 GE e

e Idevfsben m1868 oME 1868 o%
mo 51868 oM WG %
Imaticontoisubiec i recovery 62 M 952 M o Fesadl Oy
L oA i U PO 51068 5168 (<] ° -3 Aead Ondy
Fmnicontrolsubyec /%0 - conisub -win | B-aid-brows er-inel 182 GE 155 G8 0hE Fzad Ondy
Imnticoatroisubyecte i - contsut-win | 0-a6d-neel 15468 16.4 GB O s Fread Ony
Imnticonteoisubectnig- conteub-win? -aid-2-intel 2568 2908 o Rieadt Cly
It contr shutpet g conlsu-win T -l -ntel A GE X4 GB 1"} Read Ondy
IR o gt 14 g T 330 MB 330 S S Aead Onty
ST OO Ot L% N bl 4.8GB 4.8 GE L1 Fead Ondy
fos 218568 41368 177268 15% m—
fnan 125968 B MBE 175968 %
Tnan ooyt wILEGA TME FWIEGE %
nany ovariay e Bose 51 GB si1Ga Ol Aead Ondy
Inniroats 518 GB 5.2GE 2465 GB 1
Tranduser1101 50.4 GB OB 504G %
Teysitalogroup 518 GB OB I EGE Fumad Gy
nmp w/IEGH ME FHIEGE %
Mvarfiocaliab LB GA o MB FH18GE %
varfiog 5733 GR 081 Ga £304.2GB %
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[##4E (Operations) ] A ==—|%, EEH ) Cisco Secure Malware Analytics 777 A 7 > AD
BEX A7 ZFATT HOIERLET, ZOETE, FELEDOT 77 1 71k, Admin Ul
DYVr—FR, VaTd LBEREDER, 77 I7A TV ADEFEGLZNHDH AT ITONT
MHALET,

A (135 =)

e a7 (Jobs) (136 2—)

«BR (137 =)

« BT (138 X—2)

T TITAT VA AT YOEH (141 =)

Admin Ul O EICK T HERIIRGET H2LERH D . WL ODOEE 2T L CTHKELZIT
W, BREAMETHALENHY T, REOEHIL, HREVETTHETHNIRY X
Puo

FERR DS MBI E . N—U O ERICH DT —I2, AL UROT T — K A yE—UN
FoRENET, ZONRF—0 [BRE (Reconfigure) | RZ %227 U v r425E, [k
(Operations) | A ==—® [N T 2 T« 71t (Activate Configuration) ] ~<— V2B HE) L
EFT, ZOXN=UnL MROEEAZHEHA L, AdminUl 2 Y n— K552 L b TEET,

ATYT1 77— AvE—V0 [BHER (Reconfigure) 127V v 7 LT, FH 7o A& L 9,

ATy T2 [BEROTY T« 7t (Activate Configuration) ] ~— T, [B#M (Reconfigure) 1% 7V v 7 L CHEH#
Y a T EEITLET,
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Malware Anaw[ics AFjp!iaﬂce Home  Configuration  Dotumentation  Status  Operafions Suppom @ L-| &

Operations e Activate Configuration

YOur BpRIANCE S MUnnEng With your Curment COnBGUration, N reconfguration is regquined.
ConfQuration changes 4o not lake efect until reconMQuiaton i3 pedfonmed

Actrate

= [
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ATV T3 HERSEAT 0T, [BHEK (Reconfigure) 1% 7 U v 7 LTCHRKY a 72BBL £,

RS T 7 7 4 THE S, TOEITRIUCET 2 A v =2 [V a T (Jobs) |V 4 > FUICERRSNLE
To TT—=RA v E—URXOMOIEREMET D2LENH LA, FM2 T a7 (Jobs) ~—UITfkFf
SNET,

FETT DL, ARSI LI Z L 2R TR A v — VR FERSNET,

AT T4 [#:i4T (Continue) %7V v LET,
AT 75 Admin Ul Z EH T 55481L, [AdminUID ! B— K (Reload AdminUl) 1227 U v 7 L7,

~> 37 (Jobs)

BFELUIL O[3 7 (Jobs) 1=*— % LT, Cisco Secure Malware Analytics 7 77 A 7 > A
TEITENZVa TE2FRTEET, ZON—VZFEHLT, HEOYa 7IEbTH =T —
A=V OMDIEREF R TEET,

\

FIE

ATw 71 [ (Operations) 1 ¥ 7 %27 VU7 L, [¥37 Jobs) &R L E7,
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64:2 37 (Jobs)

25

Malware Analytics Appliance

Oparations e Jobs

Type

ircstall

nifs

Home Conhguration

M

Activate Conlg
Femove Chester Nods
Stan Clusier

Activate NFS

Activate Confg

Documeniation S1alus

Start Time

20F2-02-07 000548

2022-02-01 2XE229

HFI-02-01 234741

H22-02-01 JTAT:08

IFI=-02-01 234614

Operations  Support

Wi Time

05m 353

Ofm 145

01m 325

ols

o0

Stabus

9 Success
B Success
A Evror

D Success

§ Success
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KYaTOYaTEAT, KL FTRE, BLXOAT =2 ANEREINET,

ATwT2 UaTdOERERSRTDHIE, [72a> (Actions) 150/ [ (Details) | R¥ %27 U v o L

iTo

BFHE UL [EIR (Power) 13— Cisco Secure Malware Analytics 777 A 7 2 A % FLE)
FllEvyy RO UTEET,

A

()  GNUGRUB 7' — F B—#& —73 Cisco Secure Malware Analytics 7 /7 A4 7L ADY 7 v =T
2By I MHFERICHIBRSAVE L7z, LIRTORERR TIE, B4 SN TWRWIER T 7 A Vv E 1 —
RTExEHATLE (L7z3- T, CVE-2020-10713(Z%F L CTHags Clixd v FHATL) 28,

LT — K A B =X L% GRUB 2522l L £9,

FIE

ATw 1 [ (Operations) | ¥ 7 %7V w27 L, [EiR (Power) |ZiERL 9,
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Malware Anahr[ics AFjp!iaﬂce Home  Configuration  Dotumentation  Status  Operafions Suppom @ L-| &

Operations ’ Power
Your appliance nas been up snce February 1 2022 [abon 13 hoiws)

==l
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TTTAT L ADERPHEANSNIZAMNPRTRSNET,

ATw T2 [BieE (Reboot) | %27V v/ LT FIA4 T A HEET 50, [Y¥ v &> (Shutdown) ] %
IV I LT T IAT VAZFERIIY Yy M T LET,

)

['Cisco Secure Malware Analytics Appliance Getting Started Guidel] (ZFt# <AL TV A Y . Cisco
Secure Malware Analytics 7 77 A 7 > A& H L= 9 NZHEFHT DR, Wiz FT v
T EMEFINEEZ T T T OMERH Y £77,

N

GE)  #H L\ Cisco Secure Malware Analytics 777 A4 7 VAN HENWR—=a DY 7 by = T A

LT SNBa, BHiEA 22 b= d Biid, STIMBELE TS 5 LERDHY &

4, 74"!2/275)/( /X F—LENDETEHFIIF 7 a— RENT, Cisco Secure Malware
Analytics 7 7' 7 A 7 ANTERICERESINRWIRY (F—2_x—2%5t) | ELJ@EHIN

TRWNATREVEDS B 0 £ 4,

FLWE T 28 LC ([ (Operations) 1>[E#r (Update) 1) . TN b x@HTE £,

kX, BHOEE) e 20— L LTIEITIND LR L, FEEOL-C, 7
TIAT U ARAFREBICERINZY 7 by 2T v— K7 MUy bENRET (FEITHIZ
a—REBANTF =y 7 SNET) . DENTEROHFEEZMES BREY A 7 VHIZORIEEL
TWEREHEEN., HREY A 7LD LTRETIEICRVELE, LER->T, K
DL ET,

o A A R VEMEERE S HEREILTURIZR D £,
T T T L—RKDA A M—AHEEIZ/RY . FHEENT 1 BT TEAET,
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HHiEA A M= NLVT L, WOBEBETHLERDY £,
« Cisco Secure Malware Analytics 7 77 A 7 > AOFHH X, BHUI 2N L CEHAINET,

s HH—N—REHERETDE, 7 T7AT 2 MIEFHRONR—T g VR BIIBITLE
T, MEV Y —RAEZ Ay 7T AR ENFICAEEEVIDITTIELY A, AF T T
XRVGA, BEY— X, ROEFHEX U — RT 50, 7774 T A
V=&ALV AN=NTHLIRDET,

PPN BEEEO N =Y a LD Y v r— REFAT DH A, O a VICEBEBAT
THZENTEET, DF0, B—07 v 7/ L— NIZHLERFESLSOFRE) 2 @5
TROLNAZ LITHY FHA,

« BENIARFM T, DED, HLWA—=Ta T v 77 L— RNLtk, BioNN—T g >
WCRTZ&IETEERE A,

T TTANET XY v NEFH T ot RO\ TIE,  [Update Secure Malware Analytics
Appliance] ZZML T IZIV,

N=av Iy 7T T—TNL

ELWENL REFSLERNGTEY =A== g U2 ERT 521X, TCisco Secure Malware
Analytics 7 7 A T A NR=ay vy 2T w7 T—T70] ZBRLTLIEEN,

R— bDEH

Cisco Secure Malware Analytics 777 A 7 > AFAR— 2 ZEH L CTSSHTY U —AEH 7o
TS LA a— R LET,
« U U —AFEHIL, WebX—ADEHA L H—T A A (AdminUI) 257200 TlidZel, 7
F A b (curses) f vV HF—T A ANSbEHTEET,

«DHCP Z i+ 5> A7 A TlE, BIRAICDNS #15ETAMENRH Y £, DNS H— 3 —
DRI ESN TWARAWS AT ADT v 77— Ri3kRk LET,

T—AR—RRAFX—YDEH

Wk, AZ L RTar T TIATVATH, VAT AR VI NVa—PF—F—RRTE T T A
W7o THAHNC, BRICEE LT — 4 X—=2ABITRHELE L (BUNCT v 77 L—R
SN2 — KR F U TAVNIRSTERICERFDBBE L TAXTREET, 2O L7 T XA
EWNFIMZIR D DI, Ny 7 TT 070 RTHEITENAARED S DIEFITEVTEFHTNEAET D
2O TT, ZOXIRTEHFIZII—ANNA, r—ZATUHEINE L) |

Cisco Secure Malware Analytics 777 4 7 > A (v2.5.0 L) 13, AT LAOFEENET Lz
BT —H_R=ARAF—< B H LET, DD, BEN 7 0 ADOFFEEHNCCEL RS
Banbo 7, CGEFICEVWHERL, 5I&MEr— AN r—A TR SNET) |
PHiO U V—ATIE, Ny 7T v 7 HR— EBREDNIRS>TNDE T TAZ I TNRNT A
T AlE. NFS = =037 o LTca, ERREIMEEZ XA R 74— FTfT LTV EL
77, ZOENMEIX. Elasticsearch #FEDEFIZ LV | BIEIMEIETE R 2o TWVET,
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B =502

V272 L, ES6 %A T 4 T A T v I ANDINy 7 75 v K Elasticsearch 1 T v 7 AD
BITHAINZR D £ LT, ZDOBITIE. Elasticsearch 7.0 AR 2N LB 72 23— 3 L D Cisco Secure
Malware Analytics 7 75 A4 7 2 ARA VA b — /L ENBHENZ, EFIZTE T LTWARERH D
i?‘o

)

(GE)  Elasticsearch £ 7 v 7 ZAOBITIZC LV, NFS Ny 77 v 77 a¥ A KIE2BENTEA L.,

B L 72 i 3BT B ATREMED D T, A VT v I ABATINT 77 4 ZITEITH T D 2
LERTHA, CROOBRIIIHT 5 0ERH Y ET, A VT v 7 ABTT mE AR
(bl TRICHEZRVBEIL, R MIEOF 7y NOBEAERT HLERD Y £7,

BIDA A M=)

FIE

T & ffeR® L. Cisco Secure Malware Analytics 777 A 7 > A2 T 512X, RO FIEESE
1ITLET,

AT v F1 [#E (Operations) | ¥ 7 %27 Vw7 L, [E#H (Update) ] ZBIRL T[T T4 7 2 ADOFEH (Appliance
Updates) | ~— T &P& £,

66:7 T5A T VRADEHRFR—D

Malwa e Analyﬂcs App“ance Heme Configuration Documentation Status Operations Support @ L-| %% cecure

Operations

Activate
Jobs
Metrics
Power

Update

e Appliance Update

Your appliance is running release 2021.10.20220126T220840.srchash 080c930%ed0b_rel. No updates are downloaded and ready for installation.

Check for Updates
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BUED D Y —ANR—=T g F, N—=VDEMICERENET, /0. A VA N—VARBRT v 77— )
HHEMEIpPBEMENET, VY =A==V g o0 Tk, [Cisco Secure Malware Analytics Appliance
Version Lookup Table] #Z&M L T 7230,

ATy T2 [FEHOMER (Check for Updates) 1 %27 V v 27 LET,
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Cisco Secure Malware Analytics 7 77 A 7 > AY 7 N7 =7 DI OEH/N—2 a U RNHDHNE D DEHER
TLHODTF =y 7INFATEN, HLGEITF TV n— FInEd, ZAUZEID LR-EBR D560 5
D i‘é—o

ATYT3 BH 0TI L5047 m— RR5ET Lich, [EHi%@H (ApplyUpdate) 272 U > 27 LTA A h—/b
L%,

BHFORZ TN a—Ta29

ITE, TTIAT U AOEFFPICRET DI AREMEOH DB E . 20 2T D HIEIC
DWTHALE T,

T—AR—ZNDEHIZKBKLE L= (Database Upgrade - Not Successful) * v +—
ldatabase upgrade not successful (5 —# X—Z2D7 v 7/ L—RIZKBLELE) | DA
B—1%, 7 L Secure Malware Analytics 777 A 7 2 ANE VN I— 3 > D PostgreSQL %
FITLTEBY, 5—Z_XR—20HIBIT 7o RAICRELEBEICEREINDZERHD F
To V20~DT v 77 L— FORNZ, ZOWREEBEET D2 ENBETT, FHMIZ OV T,

['Cisco Threat Grid Appliance Release Notesv2.0.1] =&ML T 72 S0y,

- N S, 8,0
PISATRAVTUOYDEH
[T F7AT v AarT Y OFEH (Appliance Content Update) | ~X— 1%, RAJKMEE, Fizix
iocs (RESRIE) & yara DFEAN—V g v Ligi—Ta v et L ET,

67: 7 TS5ATFVRAVTUYDER

Malware Analytics Appliance Home  Confguration  Documentation  Status  Operations  Support 9 L b

Applhiance Content Update

Content Uipdates can be enabled in Config -> Gengral - Conbent Lipdate

Canteri Typa Base Versian Current Active Version
s 15100 410 124503001 A5 10R 4000 12452 2ea-1
yara 35101 611 618321 -1 315103656 6503261
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Z METIL, Cisco Secure Malware Analytics 777 A 7 > A DB DRI % T D 12901,
YAR—heyrarzflml, AR — 2Py 7o ay MG T 5 FIRIZOWTHB L E
R

e PAR— bk r—2EHL (143 =)

c TAT YR—FEyar (147 =)

s AR—F AFvFrav b (148 X—)

HR— bk 5—XEH L

Cisco Secure Malware Analytics (29 2 ZE R R — MOV T,
https://mycase.cloudapps.cisco.com/case CHR—h r—RA v R—T ¥ 24— LT E SN,

)

() Cisco Secure Malware Analytics DT> Y =T LW R— NEZ 558, 7774 T 2 A~D
VE— T 7 BEABMERGERHV ET, FA47 ¥R —hwyia U ZBTLHIE B
KXOT T IAT U ADAF vy Ty ay MERAGT 5 TEOFEMIZONWTIL, 747 PAR—h
Ty varObth 22 LTIZEN,

FIE

AT w71 Support Case Manager ¢, [Open New Case] > [Open Case] =7 U v 7 L £,
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Support Case Manager

OPEM NEW CASE -

Dpen o hew Casr Tor Bape oo Cispo Prome. s
Smrvicey
M O webas Msstng

Q

ATwv 72 [AskaQuestion|F 7> a v RE L E Iy L, HTOVAaEFx )T o BRI TIVES F 138
MY —EXZHEZRBELE T, MBORZRIL, Cisco Secure Malware Analytics D>V 7 /L& S F 723V —E
AZKITHDHMERH Y £7,
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Support Case Manager

YO
s & Sér ©

Requasi Typa

Dissgrase and Fix Eequest MMA () Ask o Question

Bypass Entidement

ATy 73 [BEDEA (Describe Problem) ] ~X—C, D [24 bJL (Title) ] & [F#88 (Description) ](# A bk
JUIZ Cisco Secure Malware Analytics & fta#) = AL E T,

ATy T4 [77 0V —%THTER (Manually Select A Technology) 1% 7 V v 2 LC. [Cisco Secure Malware Analytics]
B LET,

Cisco Secure Malware Analytics 7 751 7 VR EEEH A K n—Cav 219 ]



Admin Ul |

B s r—=zm<

70: 75/ 0°—0FER

Select Technology

O\ Secure Malware Analytics

Security - Network Firewalls and Intrusion Prevention Systems

Cisco Secure Malware Analytics (Threat Grid) - SecureX Integration
Cisco Secure Malware Analytics Appliance (Threat Grid Appliance)

Cisco Secure Malware Analytics Cloud (Threat Grid Cloud)

( Cancel \1

)

AT T8 U A KD [Cisco Secure Malware Analytics7 "7 A 7 A (Cisco Secure Malware Analytics Appliance) ] %
PR L, [EIR (Select) 1227 U w27 LET,
ATV T6 TH—LDOEY Oy ETXTASL, [Submit) 227V v 7 LET,
TR d T4 TR ZENTERVERIE, YA adFR— MIBMWEbE7ZEN,
< RKEBLUVHFH : 1-800-553-2447

s ZEDEH S : https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

PR — N BARAET 2 FIEOFEMIZ OV TIE, L2 LTI ZE0,
s DT v Vi EESH L T Z &V, [Changes to the Cisco Secure Malware Analytics Support

Experiencel
(https://community.cisco.com/t5/security-blogs/changes-to-the-cisco-threat-grid-support-experience/ba-p/3911407)
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| Admin UI
sqeTyk—rtvvay |

* https://www.cisco.com/c/en/us/support/index.html TYRAHR—F & AV VA= KD A A LV X—T %S

LTS ZE N,

— - fo) ~
A7 R—rEVvIaY
Cisco Secure Malware Analytics D2 =7 725 OH R — h 2 ME LT 554
Rl AT DLIRDONDGERHY ET, ZOF—RNE, FA47 R —Ftyia
>V TH Y., Secure Malware Analytics AR — b = V=TT T I3 TV A~DYE— DT 7
AL ELET, T IA T o AO@EE OMEIIREEZ T EYA, TA T R— by
valid, [54 7 YR—+k £y 3> (Live Support Session) ] X— UMb TE £,

A\

GE)  F7-. UABIANUE— RTOREICAIMnTUIZ S YR — FE— RE2ANCTHEH TEXF
T (FNEIZHOWTIE, BEHERSRT—-FD Uy b2 Z2RLTIEZEWD)

[AR— b £—

HR— bk H—\

PiR—h By a LT AINE. TTI9AT VABPROY—=RZEGETALERDH Y £

j‘o
« support-snapshots.threatgrid.com : Z#UZ Xk V| Cisco DYV R— ~NAZ v 7T T T4 7T
ANDEET 7B AR G220, 77 ANVEL T a—RLTEDT 7 ANET v

= R/YAR=FF7y MRS LI T24680< 0 YR—MHDOR T vy TFvay b

EHET v 7n— RT&xET,

s rash.threatgrid.com : Z®% AR — bk E— R TiL, Cisco DV HR— K XZ vy T7Rnars (L
TT T IAT VAR BEHERETETET,

TIT AT R— by a P07 7 AT 74—V T, WO — NI TS

MR & W £7, Cisco Secure Malware Analytics 7 77 A 7V ADA LV H—T = A AT LIZHE
[SMAZ7 7 A7 74 —/L)b—)L] %%

BXNDT 7 AT T F—IL — L DIEHI SN T,
LT EEN,

54 YKR—r vl 3D
FAT Y HR—F vy a ik, [54TYR— bty 3> (Live Support Session) ] ~<—
MO TEET,
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. YR—rRFvFav b

FIE

ATy 71 [HR—bF (Support) | A==2—%27Uv7 LT, [547 HiR—k v 3> (LiveSupport Session) ]
RN ET,
R71:54 T4 R—+btyay

Malware Analytics Appliance Home  Configuration  Documentation  Status  Operations  Suppon 9 L

Support ° Live Support Session

A support session can be created 1o facilitate secure remate access 1o your appliance from a support engineer.

Live Support Session

Support Snagshats Support mode is not running

Exicute Command Siart Support Session

Ko previous support logs. Tound

© 3071 Cisco Sysiems. Inc. Cisco. Ciseo Systemns and Cisca Systers loge one regisiered rademarks of Cisco Systems, inc. anclor is oMiates in the U5, and ceriain other couniries

ATw T2 [HR— bty 3 OBME (Start SupportSession) 1227 U v 7 LT, a7 MIHEWET,
AT9FT3 ByvarEz&kTTs10%, [VR—brEy 3 DT (Terminate Support Session) 1% 7 U v 7 L%
D

HR—kXFwv T3y bk

PR—=bMAF T gy M, BARUICFATHIOL AT LD AF 7 gy b T, 12 psoutput
RENEENTEY, VYAR—MRAZ v 7ICLAMBEDO N T TN a—T 4 U TITENLHET,

\}

GE) V211 EB XL VANCEGE LA Ty T v ay hOar T o Y REREITEETE L5
ARHY £,

FIE

AT 2F vy T vay VERSTSI2E, [YAR—bF (Support) 1 %47 %2 Vw7 L, [HhA&—b (Support) ][R
+v 73y k (Snapshots) ]Z3&R L £,
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2+yvTvay hEBALTAy 7y 7xERTS |

2:9R—kRFvTav b

Malware Analytics Appliance Home  Configuration  Documentation  Stalus  Operations  Suppert © 1- o

Support °

Snapshots
Live SUDDOT Session

Support Snapshots

A suppan snapshol contains log fles and systern infarmation that can assist with the diagnosis of problemns with your appliance. Once generated, they can
be downloaded and forwarded 1o 8 SUPDOT ENQINGT,

[ cesesoma |

Exgcute Command

Action o Time: Size Stabus Actions

Create Snapshod EHALVABE-2IED-45A 7 -BBEA-SCABIOIEELIT 2022-02-02 17:21:11 137 MB I Success

© 2021 Cimco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are regisiered brodemarks of Cisco Systems, Inc. and/or its afiates in the LS. and certain other countries.

AT9 72 RFyToav b 27V v7 LET, Ay 7 vay bBRGESH, X—=VIZBMEnET,

ATFY T3 2 F v T vay b ERELEDL, YVa TOFMAEERTE, tar 77 AV 77 AL ELTHE Y ra— KT
5, [3EE (Submit) 1227 U 27 LT, A} > 7T a v b % Cisco Secure Malware Analytics A~ 7> 3
k= RICAEBIZT vy e — R LET,

2FyTvay iR 5123, [AlBR (Delete) 122V v 27 LT,

AFy T ay bEFERLTNYITY TH#ERT S

T, AF v T vav hEFEHLT, Nyl T o IRNEENE I NET A MBI ORGET S 2
UL TEET, BT 7 I9A TV AERIZI TAZDNR I T v FARNT DA F v Fray
Fadlb, ZIDLHLVEZARARERRY 2 — L EER LT, ZFOXF v T a v bb
HEBBT T ITAT LV AEINTT TAXDEERREET,
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1 A

sl —Y—

Cisco Secure Malware Analytics [X, 7 7 4/ h Offlfkds L OVEBLH = —H — % H L T Cisco
Secure Malware Analytics 777 A 7 AZA VA h— A ENET, By T v 7 Exy hU—
URENTET LI, 2—=F=Pu /A LToHO~LV T =7 % FAOREEIETE
HEOMT, BN E 22— —T o MEERTEET,
FERRORERIZ K- T, Mk, =—V— BEIZ BT HBICERO 22— —F — AT
DOFE & BN MBI R DEERH D £, T DOFETIE, Cisco Secure Malware Analytics TH
ke 2 —F—2FHET L HECONTHH LET, NEITKRD LY TT,

« FIHMEREOMERL (151 ~—27)

c —PF—DFH (153 ~—)

o KAk & 2 — P —DHIBR (153 <—)

N LWT NS Aa—H =T H v hofRME (153 ~—2)

AR R R DR A

=P TFIFFEOMME L B/ L CWES, 22— F—% BT DA, MM ER L
T, TOMBEC2—F —ZBINTED LT HHERDH Y £3, H LWHEAEERT 51
X, BEHELLTRIA T HRLERHY 3, Z4UL, Cisco Secure Malware Analytics 78—
2V UL O [##DEE (Managing Organizations) | ~— Y THEITL £,

|

BE EERSNTME A =T A ADDHEIRT D 2 LIXTERW D, 20X A7 (THEE
(ZRHES D LERH Y £,

FIE

AT w71 Cisco Secure Malware Analytics IR — X JMZEHE L LT s A LET,

ATv 72 [EE (Administration) | A==—%7 1 v 7 L, #BOEE (Manage Organization) ] Z&R L £,
[#8%% (Organizations) | X—UNPHE, 77 IA TV ATRESN TV DL TR TOMMBNERENET,
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B asssva—v—

ATw T3 N=Tf EMICH S [# LULEEE (Neworganization) 122V v 7 LT, [#FLULER (Neworganization) ]
XA Ta T wREET,

ATy T4 UFOHEBIZANLET,
* [Name] : MDA ATEZ A LET BUE, AN A ZHIRIZH Y £HA)

« ¥R (Industry) -[¥R (Industry) ] Ry FH UL URX MRLEVRADS A THERLET, %
YT HERNY A MT2WEE X, [Unknown] IZF%E L7 F FIZ L, Cisco Secure Malware Analytics
A=K r—2ZB<IGEKE L TEHT > a v OBMEEE L T ZE0,

«[ATSID] : mEREB YV —ERAIDEZALLET,

ATy FE [EE (Submit)] 227 U v 7 LEd, #H LWOMEE2MER &4, [Organizations] U A MIERENET,
B 73: 774U F OB BOBBR—

S R — Segmt  rSsn ddewerse P e =

Organization - Inltial Organization e

Detais AP Rate Limit

Downiload Fiate Limit
Options:

ATV T6 B LAER LA RE L., ROEHREATILET,
* [Options] : HEIZIE U TATILET,
* [Rate Limit] : 7 7 4 /L D=2 —H—3%[F L — MR ZFHE L 7,

API L — RIBRIZ, T A &2 ARG FE-S0) T Cisco Secure Malware Analytics 7 77 A 7 2 A &K
WA S ET, ZOHIBRIZ, APLEEOAITHEA S, FEyTOY AR EICITEH S EE A,
TAAD L — MHBRIZ, MARICEH S ET,

Cisco Secure Malware Analytics IR — X VDAL T A4 U~V TIZREEH SN TWD K91z, flx Da—%—
WY T NEELV—FERETLHZ L TEET,

L— MHIBRIZ, B R TiEe <, 24 BB HBALORFEIMICIESE 4, RMELV—FOLRIZET S L K
D APLIEET, 429 =7 — & HllTE COMERMZRT A v —U PRI ET,
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| sgsLva—y—
1—v-ozz [

MR MER S D & EFEEELITHEROEBEEN TN 2 EH T £,

— HF__mMes

1—H—nDEHE
Z—P—DBIMNFIER Y, 2=V =T h v FNOEREFBICHET 2 FIEE v =2 7120
“ClE, Cisco Secure Malware Analytics Portal Ul DA > T A >~V T BB LT IEE0,

Fes =3 =T, [~NILT (Help) ]> [Cisco Secure Malware Analytics > 5 4 > ~NJL
JDOER (Using Secure Malware Analytics Online Help) ]> [Cisco Secure Malware Analytics
1—H—nEHE (Managing Secure Malware Analytics Users) 1227 V v 7 L £,

)

CE) =o—H—I. APLOLTHIBRTE, U7 EERE L TV ARWESIZOLEIRTE £,

EA=N X2 0T 4 TTITAT LA WebBxXa VT 4 TTITAT LV AIREDT N, A%
FETAEDOTFNRA R 2—HF— T H 7 NOBERIZONTIE, [H LTS Za—HF—
T NOAEMME] EZRLTIEZN,

R E 1 —T —DHIRR

FMR & o — V1%, BELE o — % — 3 Cisco Secure Malware Analytics API Zf# ] L CHIBR T X
F7. ML, 22— =DV RVWGERICORHIBRTEET, 2—PF—DREER TV DIHAEIT.

FRk A HIBRT D RN —F—ZHIBRT A2RERH Y £, 72720, V7 AEFHEL T
Al Oha—F—ZHIRTEE£T,

o #H#%k 2 HIBR9 521X, Cisco Secure Malware Analytics API (/api/v3/organizations/:org-id) &
DELETE Z M L £,

o 22— P —%HIFRT 5HITI1E, Cisco Secure Malware Analytics API (/api/v3/users/:user-id) &
DELETE Z M L £,

API = RiRA > OFEHIIZ- DUV TiL, Cisco Secure Malware Analytics 78— /L DA 2 T A L~
NTHZRLTITEIN,

HFLWOWTNARA—Y—7hO2 rOEMIE

Cisco Email Security 777 A 7 > A, Web Security 777 A 7 > A, F 7213 ® Cisco Sandbox
API #4723 Cisco Secure Malware Analytics 7 77 A 7 2 AZHE L TRk ESNA &, HLw
Cisco Secure Malware Analytics = —%—7 4 7 RN HEWICERR SN E T, =2—F—THh v
Y NOWIAT — % A%, HET VT 4 727> TWET, Cisco Secure Malware Analytics 7~
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B sassva—v—

FAT L AERENL, SO~ =7 Y T ORBITE T LRI, T R — P —
THhHO NEFENTT 77T 4 TICTHVERHY £97,

FIE

AT w71 Cisco Secure Malware Analytics IR—# /L UL |[ZEHE L LT s/ A4 LET,
ATy 72 [EE (Administration) | A==2—%7 VU v 7 L, [2—H—0DEHE (Manage Users) | ZER L £7,
ATYT3 TARAADZ—HF =T A7 hE 2T, [User Details] ~— T % & £,

B 74: 11— D

s
: Cashbosd  Samples  Seach v Reporis inBcators  Administralion © £ samin B e

wnee SECURE

Administration . - User - NMU & Charge Org 7 Gererne AP Key O Reset User Ruce-ime [0 Fesdback

Cpaniratons

| e NMU
Srvice Notcos CHgatcraton Pl Organiten

st Actraty: 2T mateted ago
Manage Sacere Endooint P,

Manage Apgdiance

Details AP
ok
Tirus Faisa
o ra
- “ Fatse Uit

APl Rate Limit
0 rabi BTt sat

33 Flaee Liman |

Connections

A—P— AT —F RIBAE T VT4 T T,

AT T4 [Activate] 27V v 7 LET,
ATYTS WMERXAT T T, T/ varyaeiERLEzd,

INT, METDT S 74T 2 AETILT 731 A Cisco Secure Malware Analytics 777 A 7 A Ll{5 T
EHEOICRYET,
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ANDRBEEVTD M\ RS

AN RERBLIOT U My v REREZFEA LT, o237 77347 A, T
A A, BELOH—E R EHEIET D L 91T Cisco Secure Malware Analytics 777 A 7 A Z X E
TEET, B kSN SSLERICEY, T 7FI7A4 T A BEA— N tX2 VT4 T
TAT VAR Web EFX 2 VT 4 T T TAT U AIRE) B, D7D EN I~y =7
W 7 L% Cisco Secure Malware Analytics (ZIHE TE D K OIZ72 0 £3 (f T > NEERE)

Flo. TU MUY REERAN LT, BEEREHT—EAD7 DI Cisco Secure Endpoint 7* 7 A
N— L7 77 RELEET 5 X5 Cisco Secure Malware Analytlcs TTIA TV AERETEE
—é’_ﬂo

ZOMETIZ, A T REREE T U b > FEERE O T &2 30E S 2 FIRIC SOV TRHI L
£,

* ESA F721% WSA @ Secure Malware Analytics 7 7 7 A 7 > A~OFfkE (155 ~X—)
» Cisco Secure Endpoint 77 A ~X— | 27 7 7 K% Cisco Secure Malware Analytics 777 4 7
AR (158 X—2)

ESA % 7=(% WSA O Secure Malware Analytics 7 7514 7
2 ANDEL

Cisco Secure Malware Analytics 777 A4 7 2 A & CiscoEA =NV EFxa VT4 7734 T A
(ESA) F7iEWebtF=UT 4777472 (WSA) MID#EHET, Cisco Sandbox API
(CSA API) | J:O“C;ﬁ;dl 720 CSAMAEMIEND Z LN EL<HY £T, ESA/WSA T

FAT UAE, THOY TN ERET DHEIC, Secure Malware Analytics 777 A 7 2 A

Bk HMENH Y £7,

ESA/WSA % Secure Malware Analytics 7 77 A 7 2 AT FRT H1T1%, £ ESA/WSA D& B

FERAMEHAFOTFIAT ALy MU — T BREICHE L2 SSLEEEERi Ay T v 7

LLENRDHY £,
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B oo rsrurs by ras

ESAAWSAD~Y =217 )L

ESA/WSA O#ifi~ =27 /L"C, [Enablingand Configuring File Reputation and Analysis Services |
DFIEZZRL T IZE W,

+ [Cisco Email Security Appliance User Guides]]

» [Cisco Web Security Appliance User Guides]

)

GE) I bdO~==7 /LT, Secure Malware Analytics 7 77 1 7 > A%, %< O%E [oh—E
A FIL T TAR= 7T 0 RT 7 A NG — =] LIEHINTOWET,

ANy FEGOHE
AN NG ERET D56, WOEEE2FATTLHERH Y 97,

\}

(GE)  Cisco Secure Malware Analyticsid, 7 7 AX E12(ZAX L KT R VYSMAT 774 7V ADWT
NpEBRETEDIOORE L DHBERETE ET, BENT T AZOERE. 77 AZANOT
NTD /) — RaBINT 508 H Y £7,

SSLEEBAZED v b7 v 7 : Secure Malware Analytics 7 77 A 7 > A ? SSL iEHE D SAN

(7o =7 MUE4) £7013CN GEE4) 1, AR M KL OVESA/WSA OFRGE & —
HLTWDUENRH Y £7, HEHLD ESA/WSA L O#kiz koS 512, Hako
ESA/WSA 7% Secure Malware Analytics 7 77 A 7 > ZAOINMEHT 25D LR UHA A b
BT HMERDH Y £,

PRIZIS U T, Secure Malware Analytics 7 77 A 7 > A TH %4, SSL Al &% B ARk 3
HVENDHY T, ZTOFE. [SAN/CN] 7 4 —/V RIZIFBFEDR A MR AT SINET,
ZOREAEFEZAEERIEICY Vo r— R L, MAHEDESA/WSAIZT v 7r— RLTA A
F—TExET,

H DT, BEMIT O SSL FEECTTI O SSLAEE (7213 T8 CAM L7ZFEHE)
7 w7 ma—RLT, BED Secure Malware Analytics 777 A 7 > A @ SSL FEIHE & &
WA RTNE ROV E b H Y FI, FEMARTFIRICOWTIE, SSLAEHEDE E#ix
(77 ~—=2) ZZHLTIZSV,

RO  SSLAIEORENE T Lz, IROTFIEEL LT, ESA/WSA 7 Secure
Malware Analytics 777 A 7> A LBETE A2 L 2R LET, ESA/WSA i, *v b
U — 7 #% 1 T Secure Malware Analytics 7 77 A TV AD T J—2 4 X —T = A AT
MTXHMERDY £9, Wih~=o7 LOFIAIZHES T, Secure Malware Analytics 7~
FAT AL ESA/WSADBAHAEIZIBIE TE S Z & 2B LET (ESA £721X WSA O Secure
Malware Analytics 777 A 7 A~D i & Z /)

ESAIWSA 7 7 A LD DERDTT : 2749 EF2) T4 = REZER L,
PR AR L £,
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| A2R9UFEEUT Y bR RS
1ony rggomsn |

« Cisco Secure Malware Analytics 7 754 7 > A~®M ESA/WSA D& : flihi~==7 /1
A€ > TRE 472 ESA/WSA 1%, Cisco Secure Malware Analytics 777 A 7 A2 H B
(BRI SIVET, BERIET A ADBEKIEIZ, TS AID AT A ID L2258 LW
Cisco Secure Malware Analytics == —#—23 HBIRYIZ/ERL S 41, A U ID 23S < ARia
L TH LW MER S IV E T, BEEIL, FILWTI A, Ra—HF =T h o v &2T 7
T AT HRERNDHY T,

« Cisco Secure Malware Analytics 7 754 7 > A TOH LIWNESAIWSA 7T HO U CDT Y
T 4 74t : ESA/WSA E 72T OFE A 238kt S, Z 41 H K28 Cisco Secure Malware Analytics
TTTAT ARG S D & L Cisco Secure Malware Analytics = —4— 7 71 7 o/
NREHBIERSNE T, 2=V =T WU NOHAT =% 2%, IET 7T 1 71T
725 CUWET, Cisco Secure Malware Analytics 777 A 7 AEHF X, SHTHO~L T =
T YT NDORBEIHEAT DN, TAA R 2= =T H T VN eFB;TT 7T 47
TOULENDY £,

A N2 FEROER

ESA/WSA M D#2#i1X. Cisco Secure Malware Analytics 7 77 A 7 2 A5 BAUZZAFIT/2 0 |
CSA APl ZfE L £7,

\}

GCE)  FEITTAI2MEDOHDLIH AT OFEMICONTIE, EBSABIUOWSARGO~=2 T VEBRL T
<IEEW,

FIE

AT 71 CiscoSecure Malware Analytics 7 77 A 7 > A&l EB VI (FLEHESNTWRWIRET) By T v
T LTI L £

RATYyT2 EHAMRRL, REIIECTA VA M=V LET,

ATw T3 ESA/WSA ZlH EBVIZ (EFLEHAEINTOVRWRET) By M7y 7L TEELET,

AT 74 Cisco Secure Malware Analytics 777 A 7 > A SSL fEBHE SAN £ 721X CN X, BIfEDKR A h4 & ESA/WSA
DREE L —HTHMENDH Y £3, ACEASSLiEHEL BT 2581%.  (Cisco Secure Malware Analytics
TIVr—=varDr )= A F =T = AT) HLWSSLAEHFELAR L, BBEIIISCTT 74/ b
LEEMZ, ¥ m— RLUTESA/WSAIZA v A h—/LLET ( [SSLAEHIEOEEHZ | 28H)

GE)
Cisco Secure Malware Analytics 777 A4 7 > AD KR A 544738 SAN £721F CN 1272 > TWHEEIEZ R L
TL 72 &0 (Cisco Secure Malware Analytics 7 77 A 7 2 ADT 7 4/ N OGEAEIEE L EHA) . IPT
FLATEARLS, AR MEFEHLET,

AT w75 ESA/WSA I%, * v hU—7Z7#&H T Secure Malware Analytics 7 77 A 7TV ADY J—2 f > Z—T A A
WCHER XD LR MERLET,
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. Cisco Secure Endpoint 75 4 X— k & 5 K % Cisco Secure Malware Analytics 7 75 1 7 > R IZHE#E

AT w76 Cisco Secure Malware Analytics 7 77 A 7 > A & O#A HIZ ESA/WSA Z4Ek L 9, FEl72 FIEIC OV T

(=N

ESA/WSA LD~ =27V ESR LTI &V,

ATy TT1 EEEREL, RIFLET,

Cisco Secure Malware Analytics 777 A 7 A~0 ESA/WSA OBGEIL, 7 7 ANV OREELEET D &
HERIZFE TS NET,

AT w78 Cisco Secure Malware Analytics 777 A4 7V ATH LWT N, A2—H =T o " a7 77 4 7L L%

ﬁ‘o
a)
b)
<)

d)

e)

Cisco Secure Malware Analytics I8 — % /L UL |[ZEHFE L LTl A4 LET,

[EE (Administration) 1% 7% 27 Vv 27 L, [2A—H—0DOEHE (Manage Users) ] Z#IRL T[1—
H— (Users) | X—VZB& £,

2—P—HET VI LT, TAA A= T hO[2—HF =07 (User Details) | X— %
EET RITDIRBEERT OILERLHGERHY ET) .

2P R TF—Z RIBEFETFTI T2 T TT, [BAZR (Active) 1227V 7 LT, HiLWT o
NeT 7T 4 T LET,
TERFATO T, T a xR lLEd,

ESA/WSA (%, Cisco Secure Malware Analytics 777 A 7 A & O P TE 5 L 912720 £ L=,

Cisco Secure Endpoint 75 4 X— ~ U 5 | % Cisco Secure
Malware Analytics 7 75 4 7 > R [ZHE#n

FIE

Cisco Secure Malware Analytics 7 77 A 7 > A%, A& B H— & X H D Cisco Secure Endpoint
TIAR= 7TV RLOHEET U MUY R E LTHR—FLET,

)

GE)  FICHLWT T4 7 o AEHET D861, Cisco Secure Malware Analytics 777 A 7 2 A
Bl i 58— & & & Cisco Secure Endpoint 77 A _X— h 7 707 ROMEDHEX AV %, fGE
SNTINEFIZHE > TT AL ATETTLOMERHY T, TTICEY Ty 7L TRESINT
WBT TIAT AT 2HEE, IFIRZMEEEETIEHY A,

FATT D4 A7 DFMIZOUVWTIL, Cisco Secure Endpoint 77 A X— ~ 7 F U RO~ =27 )b
EZRLTIES N,

AT 71 Cisco Secure Malware Analytics 777 A 7 > A @ EB VI (A SN TWVRWIREET) By R T v
TLTRELET, EHafidl, LEIISCTA A M=V LET,
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ATy T2

ATvT3

ATy T4

ATy TH
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