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Loopback Interface) | ¥ A 70 7Ry 7 AT, ROFINAEFEITLET,

1. [&M (General) ] 7 C., [4#i (Name) ]% Spoke Tunne_IP, [/v—7 3> ZID (LoopbackID) ]
Z1ELTANLET,

2. [IPv4] ¥ 7 C, IP7 FL A% 169.254.20.1/32 & LCAH L £,
3. [OK]Z27 Vw7 LT, =T Ry I A =T ZAERFLET,

[IPOMEA (BorrowIP) 11X [/b—773> 271 (Spoke Tunnel IP) (Loopback 1(Spoke Tunnel IP)) ]IZg%
EINET,

[OK] %7 Vw7 LT, SVII ZR1FLE T, VIIPNEFIHERSNIZZ L 2HRTIA vE—UNFRE
nET, 0K 227U v

ART 4 TIHAE N v FvA X —T = A AN [outside_static vti 1 (169.254.20.1)
(outside_static vti_1(169.254.20.1)) ] IZ%E & E T,

ATy T8 [FEHIEETE (AdvancedSettings) |ZEBAL T, T 74V MREEZFRRLET, MFOT = v IRy 7 A%A
NCTHMERH D £,
ATvT5 [OK] %227V v”

NGFWBR1 B AR —7 /— & LTEFICRESINE LT,

FALFTIVIRBRORILALVE—T AR (DVT) 2FALETSoFhonT~0BEENHERLE ||
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Create New VPN Topology o

Topology Name:*
Corporate-VPN

Policy Based (Crypto Map) (e) Route Based (VTI)
Network Topology:

Point to Point JRULELGRISIGEY  Full Mes!

IKE Version:* IKEV1 IKEv2

Endpoints IKE IPsec Advanced

Hub Nodes 4
Device Name VPN Interface Traffic Match Criteria
FTD NGFW1 outside_dynamic_vti_1 (198.48.133.81) Routing Policy P4 i
Spoke Nodes 4
Device Name VPN Interface Traffic Match Criteria
FTD NGFWBR1 outside_static_vti_1 (169.254.20.1) Routing Policy e i

INT / — K TO O0SPF DEXTE

OSPFiZ. VPN ho RNV EZN LTI 7 4 v 7B FETED LI, NTEAR—=T DT A
A TREENE T, BELETIZ, AET A4 v INV—T 4 LT ET o Z—1 A THY, DLk
WCAR—=T NBHANT D b RIVDFENL S 4L, OSPF (34— —1L A LRI NET,

AT TN AT )= REHRET DI, [T31 A (Devices) > [T /34 A& P (Device Management) | %8R L,
NGFW1 / — R [fat (Edit) | (#) 7A4arzr0) v s LET,

RTwT2 [A¥—T=xAA (Interfaces) | ¥ 7 T, LARNZIERS/Z, DVTIA v X —T7 = ADIPT KL A &
L CHEARET % Loopbackl A > 4 —7 = A A %R L £,

ATv 73 [Routing] 27V w7 LET,

RTvT4  FEROASRFAVTIOSPFl 227 U v 7 LET,

ATy FE5  [FutAl (Processl) | F=v IRy 7 A4 LT, OSPFA VAKXV AEHMILET,

ATYT6 [ ¥ —T AR (nterface) | ¥ 7 %27V v LET,

ATFw 71 B (Add) 1%27 Vv 27 LET, [Add Interface] XA T 2 TRy 7 ANERENET, ROT 4 —/L F
EEBRLET,

e[ H—7x AR (Interface) |: Fa v 77X 7 U R RNpPHDVTIA VF—T7 A AD
[outside dynamic vti 1] 2% L F 7,

B FFIvIRBrRLADE—T AR (VT) 2FEALETSUFALNTADBEENHRL
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nIs—rcnospEniz ]

s [FA v FY—KA b (Pointto-point) ]: ZDF = v IRy 7 A%F AL T, VPN k> R/L#RH
TOSPF /L— F & AF LET,

BODOT7 4 — )V RTIET 7 4V MEZEH L E9,
< [OK] %27 Vv ”

[f > % —7 =4 A (Interface) ] ¥ 7|2 outside dynamic vti_ 1 DITHABIMINET,

ATy 7T8 [=VUT (Area) (¥ 7 %7 Vv 7 LET,

ATv 79 [EM (Add) 1227 Vv 27 LET, [ZUTOEM (AddArea) [ ATl Ry 7 ARERINET, K
D7 4= RFEERELET,

«[OSPF7' 11z A (OSPF Process) |: 7t AID & LT1&ZERLET,
[V TID (ArealD) |: X 1 THHZ L 2R LET,
VDT 4 —)L RTIET 74V MEEER L £,

s [FEFHAIREZR R~ P U —72 (Available Network) ]: R RILEZNLTT RRZ AL XENDLF Y hTU—
7 BT 57202, WOFIEEZFATLET,

CH LR Y NI =2 AT =y FEBIMT I, T 220 v 7 LET, KOEMEANLE
KR

« [4A1 (Name) ]: 4A1& LCHUB Tunne IP & A LET,

o[> FU—2% (Network) ]: [ AL (Host) |47 aZ&@ERL, "AKMIP LT
198.48.133.81 - A1 L £7,
o [fR1F (Save) 127 U 7 LET,

s fERATREZ2 %~ F U —2  (AvailableNetwork) 17 4 —/L ROMFBET Y 7IZHUB & A LET,
FLBMENTzxy NU—2 47 V=7 b (HUB Tunnd _IP) RERENET, 2047V =
7 NEBRINLUTCHEEM (Add) 127V v 7 L, EBRLEZRy b7 —72 (Selected Network) |V
A MZBMLUET,

s [ AHEZ2 R~ h U —72 (Available Network) ]~ . —/L KOZET U 712 Corporate & AJj L
£7, Corporate LAN Ry NU—IFT7 V=7 RERINET, ZOFT V=7 MEERL
THEM (Add) 1 #27 Uy 27 L, [BRLZ*>y hU—7 (Selected Network) ] U A MZiBIML
i‘j‘o

c[OK] &7 U v 7

[V 7 (Area) ] ¥ ZIATHNEBIMSNET,

FALFTIVIRBRORILALVE—T AR (DVT) 2FALETSoFhonT~0BEENHERLE ||



BALFIVORBRURILADE—TIAR (DVT) EFEALETSUFALNTAOBEENERE |

B &2/ —rcoosrromz

NGFW1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP VTEP

. 3 Process 1 ID
Manage Virtual Routers G
OSPF Role:
Global v — —_—
Internal Router ) Enter Description here Advanced
Virtual Router Properties
Process 2 ID
ECMP
BFD OSPF Role

Enter Description here

OSPF

OSPFv3
Redistribution InterArea Filter Rule Summary Address Interface

EIGRP
RIP

Policy Based Routing OSPF Process Are: AreaType Networks Options Authentication

v BGP
|1 1 normal HUB_Tunnel_IP... | false none

IPv4

ATY 10 [R1E (Save) |22V v 7 LT, "7/ —K®DOSPF REEHRFELET,

AHR—%4 /J— KTOH 0SPF DRTE

ATY TN AKR—7 ) — RERET DX, [T A (Devices) >[7 /31 AEEL (Device Management) ] % 3R L,

NGFWBR1 / — Ro [fifE (Edit) ] (#/) 7424227V v7 LET,
ATY T2 [A ¥ —T7xAA (Interfaces) 1 ¥ 7 C, WOFNEEFEITLET,

o« AR— 7 RETURNC/ER SN Tunndl 4 > ¥ — 7 = A ZADOZFHEMEFER L £,

« DIEMZAERR & 372, Tunnell O IP 7 R L& & U CHERET % Loopbackl A > % — 7 = A A DFEM A fifgid

LET,

ATv 73 [Routing] 27 Vv 7 LET,

ATy T8 FEMONSARNVTIOSPFl 227 ) v LET,

ATw TS5 [Fat Al (Processl) | F v /Ry 7 ZA%A N2 LT, OSPF A VAZ L AEHMMILET,
AT9 76 [TVT (Area) 1 ¥ 7 %27V v 7 LET,

ATvFT B (Add) 1227V v 27 LET, [T OEM (AddArea) | ZA TRy 7 ARERENET, 7

TA— IV REEHLET,
«[OSPF”'mt& A (OSPF Process) |: 7u&®AID & LTI1&ERLET,
[ VU7TID (ArealD) ]: 251 THDHZ & a2MERL LT,

B FFIvIRBrRLADE—T AR (VT) 2FEALETSUFALNTADBEENHRL
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z2#—5 s —renospknzz |

BODT7 44—/ RTIET 74/ MEZEFERLET,

o [fEFATREZR R >~ R U —7 (Available Network) ]: F > R ZNLTCT RARAX A ZENDFy hT—7
BT 272012, WOFIEEFIATLES,

CHLWERY T2 ATV REEINT A, T E2Y v s LET, ROMEMEAN LE
R
* [4HT (Name) ]: 4Hi& LT Spoke Tunnel_IP & AL £,
e[y hU—2 (Network) ]:[HA bk (Host) ] A7 a&@RL, mAKIP LT

169.254.20.1 & A1 L F9,
o [fRTFE (Save) 1227V v 27 LET,

s [EHFIHEZR R v U —7 (AvailableNetwork) ]~ 4 —/LV ROMRFEET Y 712 Spoke & AT LET,
mLLBmEni=xy NUV—2747 =7 & (Spoke Tunnd_IP) NFE/RENET, 2047 V=
7 NEBINLUTHEM (Add) 127 Vv 27 L, BRLZZFRY hT—72 (Selected Network) ] U A
MZBIL £,

o [ AHE72 % >~ h U —7 (Available Network) ] 7 4 —/L ROME =Y 7IZ Branch & AH L ¥
3, Branch LANXR Y NU—2 A7 V=7 "RFRENET, ZOF 7V =2 FAER L THEM
(Add) 1#27 U v 27 L, [BRLZ=*r> hU—7 (Selected Network) ]V A MZBIML FT,

c[OK] &2 Y v 7
[ VU7 (Area) | # 7IATNBEMSIVET,
GFWBR1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP VTEP

. ™3 Process 1 ID
Manage Virtual Routers @
OSPF Role:
Global v — —_—
Internal Router v Enter Description here Advanced
Virtual Router Properties
Process 2 ID
ECMP
BFD il
Enter Description here
OSPF
OSPFv3
EIGRP Redistribution InterArea Filter Rule Summary Address Interface
RIP
Policy Based Routing OSPF Proces Area ID Area Type Networks Options Authentication
1 1 normal Spoke_Tunnel... false none
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ATY T8 [#RTF (Save) |27 U v 27 LT, AKR—2 /) — KD OSPF X ELRGTFLET,

FHEZX AL cAO—J)L RKY S —DRFE

BEATT DA, NGFW1 / — K& NGFWBRL / — RO VTIA % —7 = A A3, Tunnel_Zone
LD FAULDFFNTET LY — B T BTV D Z L AR L E T

[R VU — (Policies) [>[7 7 & A%l (AccessControl) JIZBEILC, 77&AXA a2 ha—/L
RV —ZMRLET, PRV EDBO VPN T 7 ¢ v 7 ZFFa[ T 5I21E, N7 & AKR—
JDOWGTTROT 7 A ary ba—L R S —28HTH0ER™NHD £3,

*NGFW1: 7 /— K (NGFWI1) 727 %&A a2 ha—/L K —

e JSUFOTFHY R FAO—)L: AFR—2 /—F (NGFWBR1) OT7 7& A ar bu—
LR —

RFYT1 ~T /) —FK (NGFW1) ODACKY > —%imE+T H121%, [fWE (Bdit) | (F) 71420220y 7 LET,
ZOERBICERT HMEN S HPEFONL— /TR D E R TT,

» Allow-To-Branch-Over-Tunnel

* Allow-To-Corp-Over-Tunnel

1. Allow-To-Branch-Over-Tunnd RV > —Z#wE+ 2121%, [fRE (Bdit) | () 71422270 vs L
£7

2.

[V —> (Zones) ]# 7 C, Tunnd_Zone% fsE L C®IN L, [4E85tY — 2 %iBI (AddDestination Zone) ]
27y LET,

n ~ Editing Rule Allow-To-Branch-Over-Tunnel NGFW1 | Defaut @
v

Name |[Allow-To-Branch-Over-Tunnel | ﬁ Action | @ Allow B Logging % Time Range | None
@ Intrusion Policy | None
»
Q Zones Networks (2) Ports Applications Users URLs Dynamic Attributes VLAN Tags
—_—
Tunnel X | Showing 1 out of 11 Selected Sources: 2

Selected Destinations and Applicati... 2
= . Tunnel_Zone

Collapse All Remove All  Collapse All Remove All
ZONE | v 1 object ZONE | v 1 object
InZone1 .
NET v 1 object NET v 1 object
Corporate-LAN Branch-LAN
+ Create Security Zone Object =
Comments Cancel

B FFIvIRBrRLADE—T AR (VT) 2FEALETSUFALNTADBEENHRL
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3. [#EA (Apply) 1227V v 7 LT, L—EHEEFELET,

4. Allow-To-Corp-Over-Tunnel RV > —Z#RES 5121E, [fRE (Edit) 1 () 7422270 vr L%
ﬁ—O

5 [V —Y (Zones) 1% 7 T, Tunne_ZoneZ 3 L CE#IN L, [EFLY — 2 %iBI (AddSource Zone) ]
Vw7 LET,

n < Editing Rule Allow-To-Corp-Over-Tunnel NGFW1 | Defaut @

Name | |Allow-To-Corp-Over-Tunnel L Action | @ Allow B Logging B Time Range | None
@ Intrusion Policy | None By File Policy | None
»
Q Zones (2) Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags
—
Tunnel X | Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applications: 2

=| & Tunnel_Zone Collapse All Remove All  Collapse All Remove All

ZONE v 1 object ZONE | v 1 object

3 InZone1

NET v 1 object NET v 1 object

Branch-LAN Corporate-LAN

+ Create Security Zone Object I:I -
Comments Cancel m

6. [HH (Apply) 1227 VU7 LT, »IAEREFLET,
7. NGFWI1 CTHF SNV — NV Z iR L ET,
8. [f&7F (Save) 1% 27V v 7 LT, ACKRY v—%ERIFLET,
9. [T/t Aa hu— LR —FEIZRS (Return to Access Control Policy Management) | %2 U v 7
LT, RUVI—_R—=VIZREV ET,
RTFvyFT2 AF—2 7 —FK (NGFWBRI) O AC RV > —%&fmET DI, [fWE (Ediy) | (F) 742422007
LET,
Z OB CTHRET DMEN D D —VITIRO LB TT,
* Allow-To-Branch-Over-Tunnel

« Allow-To-Cor p-Over-Tunnel

1. Allow-To-Branch-Over-Tunnd KV > — %R+ 2121%, [fRE (Bdit) | () 7A4ar%2270v7 L
F7

2. [V —Y (Zones) | ¥ 7T, Tunnd_ZoneZ % L CE#IN L, [Bf5CY — 2 %BI (AddSource Zone) ]
7 Vw7 LET,
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~N
Editing Rule Allow-To-Branch-Over-Tunnel Branch Access Control | Default @

Name  [[Allow-To-Branch-Over-Tunnel | | % Action | @ Allow | B Logging ON iy Time Range | None | B

@ Intrusion Policy | None

v B File Policy | None

‘ 3

Q Zones (2) Networks (2) Ports Applications Users URLs Dynamic Attributes VLAN Tags
—
\ Tunnel X | Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applications: 2
(=) % Tunnel_Zone (Routed Security Zo Collapse All Remove All  Collapse All Remove All
ZONE | v 1 object ZONE | v 1 object
&% Tunnel_Zone InZone
NET v 1 object NET v 1 object
Corporate-LAN Branch-LAN

+ Create Security Zone Object I:I

Comments ~ Cancel Apply

3. [#H (Apply) 122U v 27 LT, V= ERFELET,

4. Allow-To-Corp-Over-Tunnel & U > —ZfmET 5121%, [fife (Bdit) | (£F) TA4avzr 0y s LE
7,

5 [V'—Y (Zones) 1% 7 C. Tunnd_ZoneZ MR L CEIR L. [Fic — 2 %B (AddDestination Zone) ]
27y LET,

A
Editing Rule Allow-To-Corp-Over-Tunnel Branch Access Control | Default @
v
Name ‘|AIIow~To»Corp—Over-TunneI| n Action ‘ © Allow B Logging ON Iy Time Range | None
@ Intrusion Policy | None Select Variable Set v
4 »
Q Zones (2) Networks (2) Ports Applications Users URLs Dynamic Attributes VLAN Tags
e
‘ Tunnel X \ Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applicati... 2
(=) &2 Tunnel_Zone (R Collapse All Remove All  Collapse All Remove All
ZONE | v 1 object ZONE | v 1 object
InZone +% Tunnel_Zone
NET v 1 object NET |'& 1 object
Branch-LAN Corporate-LAN
+ Create Security Zone Object I:l -
Comments ~ Cancel Apply

6. [WH (Apply) 1227 VU7 LT, »AEREFLET,
7. NGFWBRI CEAF SN2 — NV EHERLET,

B 773y RBr LAV E—TIAR (DVT) EFEALETS UFABNTADBEDHEERE
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zzorn [

8. [IRfF (Save) 1227 VU v 27 LT, ACRI > —ZRIFLET,

5% TE D B

ATy I

ATy T2
ATvT3

ATy T4

FTRTORENTET LIeb, FHHRT NA ZITHRE 2 R L3,

Management Center A == —/3—"C, [&B] (Deploy) %27 VU v 7 LE7, EIMEHRMDTET L TNDHT /A
ADY A NDBERRINET,

TEDEE 2 R4 5 NGFWBRI & NGFW1 ORICHAF v 7Ry 7 A A2 LET,

[EBH (Deploy) 1% 7 U w27 LET, BB (Deploy) 1 ¥ A7 7Ry 7 ZATRMAMN 5T (Completed) ]
b~v—07 ENDHETHRLET,

BT AIERICET AT —OBER VAT ML > TGRS 25E1E. [#REE=F — (ValidationErrors) ]
F 71T [RFEOEE  (Validation Warnings) |7« & RVIZZORNFENRFERINET, BRALFEMERRTH
\Z1X, [FRRE™ 7 — (Validation Errors) | F721% [MRFED#E  (Validation Warnings) |V > 27 %27 U v 7 L%
D

WOBIRERH Y 7,
« JBBHOHEAT (Proceed with Deploy) | : B IRBEZ MR TITEHZFITLET, VAT LR T —%
RLTGEITHIT TE EE A,

*[FAC% (Close) ]: BEHETICHK T LET, =7 —BXOERRELMI L, REOFHREMZMAITL
\i‘g_O

VPN FoR)LZENLEZRS D099 70 —DMER

VPN b o U2t U TR OFER Z TV E T,
s[4 FREVPN (Siteto-siteVPN) | 92 a/R—FTO R RILAT—2 ZDHER

1. VPN RN L T THRTHD I L 2RI 57201, [ (Overview) ]>
[# > 2AR—1F (Dashboards) ]>[% A FEVPN (Site-to-site VPN) ] Z &R L £,

FALFTIVIRBRORILALVE—T AR (DVT) 2FALETSoFhonT~0BEENHERLE ||
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B v roxnEnLE ST v s To—0mR

Flrewall ,Manageme[]'tc;?m:er Overview Analysis Policies Devices Objects Integration Deploy Q d‘ & 0
—
[ ¥ Device NoFW1 x X Select X ‘ Cancel Refresh every
Tunnel Summary Node A Node B Topology Status
NGFW1 (VPN IP: 198.18.133.81) NGFWBR1 (VPN IP: 198.19.30.4) | Corporate-VPN Active

100% Active
1 connection

Topology
Name L]

Corporate-VPN 0 0 lIl

2. NGFWIL IZh— Y vExzHEbEET, [TXTOFEHEZZFEK (View Full Information) | 7
A 2N NGFWI1 OF{ICE RIINET,

3. [TRTCOMFEHEFKR (View Full Information) | 74 2> %227 U 7 LET, b
DFMMEBIMOT 7 v a B A RRA URERINET,

4. B A RSO [CLIOFEM (CLIDetails) | %7 %227V 7 LET,

5 [t=—0&HK{t (Maximize View) %27 U v 27 LT, IPSectFX =7 4 7V xT—
Ta oAz, RIS NIEF AT e IRy J AERRLET,

6. XA T OTRy 7 AD FEIZH % show 2~ FOCLIZREBT 2 &, 7734 2D VTI
A B =T 2 A FRTEET,

Tunnel Details

Summary

Node A (198.18.133.81/500) ) 2 Node B (198.19.30.4/500) [}
4.69 KB (4804 B) 4.86 KB (4972 B)
6.07 KB (6212 B) £ 594K (6084 )
IPsec Security Associations (1)

NGFW1 (VPN Interface 198.18.133.81) NGFWBR1 (VPN Interface IP: 198.19.30.4)

show crypto ipsec sa peer 198.19.30.4 = show crypto ipsec sa peer 198.18.133.81
peer address:| 198.19.30.4 peer address: |198.18.133.81

interface: butside_dynamic_vti_1_val interface: butside_static_vei 1

Crypto map tag: outside_dynamic_vti_1_vtempla Crypto map tag: _vti-crypto-map-Tunn

7. [FAC% (Close) 1% 7 U w27 LT[FR/VOFEM (Tunnel Details) |7 1 > K7 & #
TLET,

. FAFIVIRBIORILAVE—T AR (DVT) Z2FEALETSoFMSENTAORBIEDEREL
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VPN FoaLERLE RS 70w 7o—okR [

e NT/)—RETSUF/—KFTDIL—T 4 2 DFESR : OSPF /L— F A NGFW1 B LW
NGFWBR1 / — RFTELL FEHENTWAZ L2 HRTLH-DIC, ROFIELFEITLE
9,

1. [T/31 A (Devices) |>[7 /31 A& (Device Management) ] iR L £ 7,
2. NGFW1 Zf#ET 572010, [t (Edit) | (£ 7A14arvzr) vy 7 LET,
3. [T/ A (Device) 1 #7527V w7 LET,

4. [2#% (General) | H— KD [CLI| A% > %27V v27 LEF, [CLIO T T/ =— b
(CLI Troubleshoot) 17 ¢ > RUMNERIINLET

5. [~ F (Command) ] 7« —/L RiZshowroute & AJJL, [FE1T (Execute) ] %7
Uy LET,

6. NGFWI1 / — FT/— h&fER L, ROKNIRT L D12, AR—27 O VTIIP
(169.254.20.1) @ VPN /b— k & Branch LAN (198.19.11.0/24) @ OSPF #& /L — h %
e L £,

CLI Troubleshoot X

>_ Command = Execute | @ Refresh | [ Copy Device: | [ NGFW1 7

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 198.18.128.1 to network ©.0.0.0

S 0.0.0.0 0.0.0.0 [1/0] via 198.18.128.1, outside
S 11.11.60.0 255.255.255.0 [1/0] via 198.18.133.60, outside
v 169.254.20.1 255.255.255.255
connected by VPN (advertised), outside dynamic_vti 1 val
198.18.128.0 255.255.192.0 is directly connected, outside
198.18.133.81 255.255.255.255 is directly connected, outside
198.19.10.0 255.255.255.0 is directly connected, ini@
198.19.10.1 255.255.255.255 is directly connected, inie@
198.19.11.08 255.255.255.0
[116/1572] via 169.254.20.1, 00:19:39, outside_dynamic_vti_1_val
198.19.20.0 255.255.255.0 is directly connected, in2@
198.19.20.1 255.255.255.255 is directly connected, in2@
198.19.30.0 255.255.255.0 [1/0] via 198.18.133.63, outside
198.19.40.0 255.255.255.0 [1/0] via 198.18.133.64, outside

198.48.133.81 255.255.255.255 is directly connected, Hub_Tunnel IP

7. NGFWBRI1 / — R LTAT v 72 ~5%2#0RLET,

8. NGFWBRI / — R Tl— bR LET, ROKIIRT L IIZ, ~NT D VTIIP
(198.48.133.81) 33 L U Corporate LAN (198.19.10.0/24) D3 S j17= OSPF )L— %
B LET,
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CLI Troubleshoot x

>_ Command — Execute | @ Refresh | [ Copy Device: | [NGFWER1 v

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.19.40.64 to network ©.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 198.19.40.64, outside2
[1/@] via 198.19.30.63, outside3
169.254.20.1 255.255.255.255 is directly connected, Spoke_tunnel IP
198.18.128.0 255.255.192.0 is directly connected, outside
198.18.128.81 255.255.255.255 is directly connected, outside
198.19.106.0 255.255.255.0
[116/1572] via 198.48.133.81, 00:22:52, outside_static_vti 1
198.19.10.100 255.255.255.255 [1/@] via 198.19.40.64, outside2
[1/@] via 198.19.30.63, outside3
198.19.11.8 255.255.255.0 is directly connected, inside
198.19.11.4 255.255.255.255 is directly connected, inside
198.19.30.0 255.255.255.0 is directly connected, outside3
198.19.30.4 255.255.255.255 is directly connected, outside3
198.19.40.0 255.255.255.0 is directly connected, outside2
198.19.40.4 255.255.255.255 is directly connected, outside2
198.48.133.81 255.255.255.255
[110/1563] via 198.48.133.81, 00:22:52, outside static_vti 1

cAR—D /) —RENT /) —FOEBERICHIPRESNRXY FT—IBD ST 49 D
WKSTBR UV —7 A7 —3 3> (198.19.11.225) a2 A L, NGFW1 OE#%ITH DR A
k (198.19.10.200) (& SSH#EE LE9, FA MIIEWIZ SSHEEHR TE D Z 2R L FE
—gqo

EARNVEEFRALEISUOF/ —RERR—Y / — FORDEHGROHER
1[04 (Analysis) 1> [#&A <> b (Unified Events) ] Z N L £,

2. HE vy h—%MHLT, [VPNT 27 3> (VPN Action) ], [E'7 D54k (Encrypt
Peer) |. [E7 D1E%5 (Decrypt Peer) ]. B LW [HISIA > % —7 =1 A (Egress
Interface) ] DFIZEML £7,

B FFIvIRBrRLADE—T AR (VT) 2FEALETSUFALNTADBEENHRL



| $4F399RBrVFAAVE—TIAR (VT EEALETSIOFHONTOBIEOHRIL
2K—5 /) — ROy s Ty I 48— 1 20EE |

3. WOMIZART LI, FHLWAIE | [FEEAR— FMICMP=— R (Destination Port/ICMP
Code) ]\ [TZ7tEA=a> hu—//L—/b (AccessControlRule) ], [T 7 Aar fr—
JLAR YU 2 — (Access Control Policy) ], 38X O[T /34 A (Device) | D% I~ 2 T
YA AEHELET,

Overview  Analysis  Policies  Devices  Objects Integration Deploy Q @ #& @ adminv e

1, Firewall Management Center

Q Search %t X || Refresh

@ Showing all 31 events (5 24 O 7) + I 2023-07-05 03:30:44 EDT — 2023-07-05 03:32:45 EDT 2m 1s. Go Live
Destination Port/ ~ Web Access Access Control Egress i,

Time Event Type Device VPN Action DecryptPeer  Encrypt Peer i

ICMP Code Applicatior ControlRule  Policy Interface

> 2023-07-0503:31:43 QO F 57406 / tcp

23-07-0503:31:40 | & Co 22 Decrypt 98.19.30.4 in10
|| 202 0705002140 | e I S W 19112 | |

503:31:38 6 Connection | 80(http) /tcp | Microsoft | Allow Outbou... Branch Access

4. WKST BR 22 HEERAKRR b~D SSH #fil ’E@LT%%N“/ NERRT DI, [585k
A— KFICMP=— K (Destination Port/ICMP Code) ]%!C[22 (ssh/tcp) (22 (ssh/tcp)) ]
DITEBIRLET, ORI X1z, outsde_statlc_vt|_14’ VH—T 2 A A&
L7- NGFWBR1 T [l 24t (Encrypt) |7 7+ 3 > D2, NGFW1 TO [ 5

(Decrypt) 17 7 2 a i T EIZHEBE LT ZENY,

AR—=D /) —=FTONYITINTINA 2 Z—T (R
DERTE
Cisco Secure Firewall Threat Defense (%, /L — hX—2Z (VTI) VPN O/ X7 T 7 K~ RO

REEZYR—=FLET, T4~V VIIN T T 4 v I Z2N—T 4 7 TERWVEE. VPN
NOKT T4 o713y 7T FVTIEZ N LT hrRY v 7 EnNE4,

ATYF1 [T/314 & (Devices) 1>[VA FHEIVPN (Site-to-site VPN) ] Z R L. % E SN/ VPN O VPN bR
VEFRL, [WE (Edit) 1 (F) TAarE2Y v LET, [VPNhRe POffEE (Edit VPN Topology) ]
U4y RURKRINET,

ATFw T2 [AR—2 7 —1F (SpokeNodes) |2+ 2T, NGFWBR1 / — Ko [fFte (Edit) ] (£) 7A 2%
Uv 7 LET, [Z2 RRA v bOFREE (Edit Endpoint) | XA 70 7Ry 7 ANFRENET,

ATF9 T3 [Ny 7T v 7VTIOENM (AddBackup VTI) (V> 27 %27V v 27 LT, A% U VTI b rAZEML
FT, 2OV I BV ITHE, [Ny I T v FVTL (Backup VID) &7 v a v BERRENET,

FALFTIVIRBRORILALVE—T AR (DVT) 2FALETSoFhonT~0BEENHERLE ||



BALFIVORBRURILADE—TIAR (DVT) EFEALETSUFAONTAOBEENERE |
B x5/ —Fconys7yIMmars—o 1208

Edit Endpoint (%]

Device:*
NGFWBR1 v

Static Virtual Tunnel Interface
outside_static_vti_1 (IP: 169.254~% | 4

nn Irce je Edit VTI
Tunnel Source IP is Private

Send Local Identity to Peers

Remove

Virtual Tunnel Interface:*

Tunnel Source IP is Private Edit VTI

Send Local Identity to Peers
Additional
Configuration
Route traffic to the VTI
Permit VPN traffic

» Advanced Settings

| Cancel ‘m
ATy T4 (KA b A X —T A A (Virtual Tunnel Interface) | K2 v 7 X VA NORIZHD [H1 &7 U v
J LTH LW VT ZBML E9,

[ b A X —T = A ADiBA1 (Add Virtual Tunnel Interface) |44 7 02 7 7R v 7 ANF/RS L, K
DOEFANSNTT 7 IV FEREDRINET,

s [Fo v H A7 (Tunnel Type) JIZIX[AFZ T 4 > 7 (Static) ] AAHEIZ AN SNET,

« [4 A7 (Name) ]I <tunnel_source interface logical name>+ static_vti +<tunnel ID> & L CHEIA S &%
9, 7= & 21X, outside static vti 2 X720 7,

«[£%) (Enabled) | F = v 7Ry 7 AIT 74/ FTHAAZ/RY 7,
s [BEX¥=VUT 4> — (Security Zone) ] Ku v 7% 72U A KD [Tunnel Zone] % i8R L £,
s[> VID (Tunnel ID) ]i2iE, 2 DfERHEIATI S NVE T,

s [N RNADFEFEIL (Tunnel Source) | Ku v & 7 U & f)v6 [GigabitEthernet0/3 (outside2)
(GigabitEthernet0/3 (outside2)) | ZiBIR L £9, TOMUZH D Fu v 7 X7 U A D, outside3 A
VH—=T A ADIPT R AL LT[198.19.40.4] IR L £,

« [IPsec I > */LE— K (IPsec Tunnel Mode) (X, 7 7 4 /L F TIX IPV4 IZRESILE T,

«[IP7 KL A (IPaddress) 1L, A¥ 7T 4> 7 IP 7 RLAFZIIEH P OWTNUNTT, L—T "y
I A BT 2 A AMBERIIA V=T = A ADEHAIPZHRETHZ L E2BRIOLET, L—T Ry
I AVE—=T oA AZBMTHITIE, Fry T XU R MG [V—7 73y 271 (Spoke Tunnel IP)
(Loopback 1(Spoke Tunnel IP)) ] Zi#IN L F 7,

B FFIvIRBrRLADE—T AR (VT) 2FEALETSUFALNTADBEENHRL



| 47 3voERBF RLADE—TAR (DVI) 2FEALETSVFHLNIT~OBIENHRIL
TSATUBEUEH VT YVIIA 28 —T 4 XD ECMP V—> 0z [

[OK] &2 Vw27 LT, VII ZRFFLET, VIIDEFIER SN Z L E2MHRTHA v E—URERRIN
E I (0) SR

Ny 7T FNTIA X —T = A A7 [outside_static vti 2 (169.254.20.1)  (outside static vti_2(169.254.20.1)) ]
ICRESNET,

ATV IS5 0K %27 Vw7 LT, AR—IVREERTFLET,

ATvT6 [f#1F (Save) 1227V w27 LT, VPN hiRn VEHEFELET,

T53A4ARVELUVCEAEFIVVNTNIA L EZ—T A AD
ECMP YV —> DEE

VoI DINEME VPN b T 7 4 w7 Du—RKNNT o T DD, T7I530F ) —RKDTT
A<=V BIEHI A IVDAET 4 I VTIA X —T 2 A ATECMP Y — V2R ELET,

ATY 1 [TINA R (Devices) | >[T/34 REH (Device Management) | %841 L, Threat Defense 7 /31 A
(NGFWBRY1) #ifffE L £7,

ATw 72 NGFWBRI DA > X —T 24 AL 2a—T[—T 17 (Routing) | ¥ 7 %27V v LET,

ATYv T3 [ECMP] %7 VU v/ LET,

ATy T4 [Add] 227V v 7 LET,

ATw 75 [ECMPDEN (Add ECMP) 1R~ 7 AT, ECMP ¥ —> D4EINIZ ECMP-VTI & A LE T,

RT9T6 A ¥ —7 A AEEMNT DT, [(HBEHFEERA % —7 x4 A (Available Interfaces) ] R v 7 AT
[outside static vti 1] & [outside static vti 2] DA > ¥ —T = A ZAZHTRL, B (Add) 127V v 7 LE
7

Add ECMP 9 X

Name

ECMP-VTI

Available Interfaces Selected Interfaces

outside outside_static_vti_1

a

inside outside_static_vti_2

outside2

outside3

ATy FT1 [OK] %227V 7

FALFTIVIRBRORILALVE—T AR (DVT) 2FALETSoFhonT~0BEENHERLE ||



BAFIVIRBRORLADE—T AR (DVT) £FEALETSOFMLNT~DBEOHERLE |
B s =vrornewnosyroriomz

[ECMP] ~—\2, # L AERRE N2 ECMP YV — U N FER SN E T,
RTv T8 [fR1F (Save) 127V v/ LET,

(@ J— N> _—
T5A) boRILEEDUF) FoRILDFEER
TITF ) —RENT )= ROBDOTT7 A4~ VIIL horxieth o ZY VII bRV Of
FRRESN, BBHLTNC, 77747 THHZ L 2R LET,
s [¥4 FEIVPN (Siteto-siteVPN) | # 92/ R—FTO U RILAT—2 ADHER

VPN F U FARBEBH L TWTHTH L Z & 2R T 572012, [MEE (Overview) >[4 v~
v aR— R (Dashboards) ] > [‘U‘/l’ N VPN (Site-to-site VPN) ] %R LjﬁTo

L, Firewall Management Center
g S Overview  Analysis  Policies  Devices  Objects Integration Deploy Q @ % @ [y admin v ol
Y Select x |[ Refresh | Refreshevery |5 minutes n
Tunnel Summary Node A Node B Topology Status Last Updated ~
NGFW1 (VPN IP: 198.18. 81) NGFWBR1 (VPN IP: C VPN 2023-07-05 02:07:58
NGFW1 (VPN IP: 198.18 NGFWBR1 (VPN IP: Corporate- VPN | @ Active 2023-07-05 11:32:11

100% Active
2 connections

Topology

Corporate-VPN 0 0

cNT)—=RETSUF/—RTOIL—T 4 T DRHER

1. [F/3 % (Devices) |>[7 /3 A& H (Device Management) | Z3E4R L £,
2. NGFWI1 ZfREd 27202, [fm% (Edit) 1742 %27 ) v 7 LET,

3. [F/A % (Device) 127 %27V w7 LET,

4. [£f% (General) | H—FD[CLI|ARHZ %27V v 27 LET, [CLIO T Ty a—h
(CLI Troubleshoot) 17 1 > RUMNEKRINET

5 [z~ K (Command) ] 7« —/V KIiZ show interfaceip brief & AJ1 L. [FEIT

(Execute) %27V v 27 LT, "7 DODVILWOIERRENIZF AT v 7B T 7 &
AA B =T xf AR RLET,

\)

GE)  NGFWBRL12 & & U VTS 2/ LT NGFWLIZHE+ 5 &
X2, [ U DVTI 2% Virtual-Access2 A % — 7 = A ARAER S
nEJ,

B FFIvIRBrRLADE—T AR (VT) 2FEALETSUFALNTADBEENHRL



| 5473 voERBF FLADE—TAR (DVT) £FEALETSUFHLNT~OBENHRIL
F54%y rvrnethosy rurroreR [

CLI Troubleshoot

>_ Command: | [show interface ip brief =» Execute | @ Refresh | [J3 Copy Device: -

> show interface ip brief

Interface IP-Address Method Status Protocol
GigabitEthernete/e 198.18.133.81 CONFIG up
GigabitEthernete/1 198.19.10.1 CONFIG up
GigabitEthernetoe/2 198.19.20.1 CONFIG up
GigabitEthernete/3 unassigned unset administratively down up
GigabitEtherneto/3 unassigned unset down down
GigabitEtherneto/3.110 unassigned unset down down
GigabitEtherneto/4 unassigned unset administratively down up
GigabitEtherneto/4.200 unassigned unset down down
GigabitEtherneto/4.220 unassigned unset down down
Internal-Controle/e 127.0.1.1 unset up up
Internal-Controle/1 unassigned unset up up
Internal-Data@/@ unassigned unset down up
Internal-Data@/e unassigned unset up up
Internal-Data@/1 169.254.1.1 unset up up
Internal-Data@/2 unassigned unset up up
Management®/0 unassigned unset up up
Loopback1 198.48. 5 manual up up
Virtual-Accessl 198.48. . CONFIG up up
Virtual-Access2 198.48. - CONFIG up up
Virtual-Templatel 198.48.133. CONFIG up up
Virtual-Template2 198.48.133. CONFIG up up

6. NGFWBRI / — RIZH L TATF v 2 ~5%VIRL T, RORITTTLIHIC, AHF
TA I NTIA LV HZ—T 24 AD Tunnel B L Tunnel2 &K r L F 9,

CLI Troubleshoot

>_ Command: | [ show interface ip brief =» Execute | @ Refresh | []; Copy Device: | [NGFWBR1

> show interface ip brief

Interface IP-Address 0K? Method Status Protocol
GigabitEtherneto/e 198.18.128.81  YES CONFIG up

GigabitEtherneto/1 198.19.11.4 YES CONFIG up

GigabitEtherneto/2 unassigned YES unset administratively down
GigabitEtherneto/3 198.19.40.4 YES CONFIG up

GigabitEtherneto/4 198.19.30.4 YES CONFIG up
Internal-Controle/e 127.0.1.1 YES unset up
Internal-Controle/1 unassigned YES unset up

Internal-Data@/e unassigned YES unset down

Internal-Data@/e unassigned YES unset up

Internal-Data@/1 169.254.1.1 YES unset up

Internal-Data@/2 unassigned YES unset up

Management@/0 unassigned YES unset up

Loopback1 169.254.20. YES manual up

Tunnell 169.254.20. YES CONFIG up

Tunnel2 169.254.20. YES CONFIG up

7. [2~<> K (Command) ] 7 «—/v Fi{Zshowroute & AJJL. [EST (Execute) | &7
Uy 27 LT, B U VI F o RAOBENEDLV— FERRLET,

FAFTIVIRBIORILAVE—T AR (DVT) Z2FERALETSUFMOENTAORIEDEHREL




FAFIVIRBIURLAVE—T AR (DVT) EZFEALETSUFHSNTADBENHEHRLE |

B s =vrornewnosyroriomz

CLI Troubleshoot

>_ Command: = Execute | @ Refresh | []; Copy Device: | INGFWBR1

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.19.40.64 to network ©.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 198.19.40.64, outside2
[1/@] via 198.19.30.63, outside3
169.254.20.1 255.255.255.255 is directly connected, Spoke_tunnel IP
198.18.128.0 255.255.192.0 is directly connected, outside
198.18.128.81 255.255.255.255 is directly connected, outside
198.19.10.0 255.255.255.0
[110/1572] via 198.48.133.81, 00:12:13, outside static_vti_2
[118/1572] via 198.48.133.81, 00:12:33, outside static vti 1
198.19. 100 255.255.255.255 [1/0] via 198.19.40.64, outside2
[1/@] via 198.19.30.63, outside3
198.19. © 255.255.255.0 is directly connected, inside
198.19. 4 255.255.255.255 is directly connected, inside
198.19. © 255.255.255.0 is directly connected, outside3
198.19.30.4 255.255.255.255 is directly connected, outside3
198. © 255.255.255.0 is directly connected, outside2
198.19.40.4 255.255.255.255 is directly connected, outside2
198.48.133.81 255.255.255.255
[110/1563] via 198.48.133.81, 00:12:13, outside static vti 2
[110/1563] via 198.48.133.81, 00:12:33, outside_static_vti 1

« 774~V (outside static vti_ 1) E&Hh %V (outside static vti_2) D)5 D
VTI T, OSPF #47 LT Corporate LAN (198.19.10.0/24) M I T\Wb Z &
ICERE LTSN,

« I A4~V VIL &k Ah XY VII O 5T, OSPF Z4r L CTDVTI k> %)L IP
(198.48.133.81) LFEHENTWVWAZ LIZHEELTLFE W,

e TSATY PRI EY U LEBEDEH T FURILAD T T — LA —IN—DFER

1. ZO#ITIE, B HY R RAADT 2 — L ——Z WGl 572012, 7 v 7 A
N —=ATFTNA 2T 72 A Y A N8 U C, F£721%, Management Center 7> 5
Threat Defense @ outside3 { ' X —7 = A A% % v hZ 7 LT, outside3 { > % —
Tz AANMBEFEINTA LV F—Ry MIANOIT U MU RENT 7 40 v 7 2R
THILT, Ny MAKESIZEEI T LN TEET,

N

G AV F—T=ARET Yy MU THERY MU= ITRER
HDPREMN D D70, T v FU—27 TRHLTIERD £
Ao

2. [VA FEIVPN (Site-to-site VPN) ] % v ¥ aR— KT, ROKIIRTLHL, 77
AV PR ZE T LTVET,

B FFIvIRBrRLADE—T AR (VT) 2FEALETSUFALNTADBEENHRL
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i | ©
;-4 Firewall Management Center Overview  Analysis  Policies  Devices  Objects Integration Deploy Q @ £ @ admin~ gl
Y Select X \ Refresh Refresh every | 5 minutes n
Tunnel Summary Node A Node B Topology status Last Updated
NGFW1 (VPN IP: 198.18.133.81) NGFWBR1 (VPN IP: 198.19.40.4) Corporate-VPN Active 2023-07-05 11:32:11
. GFW1 (VPN IP- 198.18.135.81) T (VPN IP: 198.19.50.4) = in -07-05 11
50% Active NGFW1 (VPN 98.18.133.8 NGFWBR1 (VPN 98.19.30. Corporate-VPN © Inactive 2023-07-05 48:00
1 connection

50% Inactive
1 connection

Topology

Nam )
Corporate-VPN 1 0 1

3. TI3U0TFNNT~DINTFT T 4w BB LET, WKSTBRY—7 A7 —3 3 IZ
7 AL, NGFW1 OE#%IZH DA A MTSSHE LEJ, A MIIERIC SSH #
MCEHILA2MHELET,

4., HMEANV NEa—TEHEHLT, NI 740 v 7 OMN AN AEZMBLET,
1. [4o#T (Analysis) 1> [#G& A <> b (Unified Events) ] @& L £,

2. Iy h—%MHL T, [VPNTZ a3 (VPNAction) ]. [E7 DKt (Encrypt
Peer) |, [E7 D1E % (DecryptPeer) . BIL O [HNA ¥ —7 AR (Egress
Interface) ] DFIZ B L E T,

3. WOKNIFAT LI, H LWL [5E5E4HR— MICMP=2— K (Destination Port/ICMP
Code) 1. [T 7 &A=z hr—/LL—)L (Access ControlRule) ], [T 7 &A=
ha—/LARY > — (Access Control Policy) ]. 3L [7 /341 A (Device) | DI %
WAL THARAEHELET,

Firewall M?n§9§ment Center Overview  Analysis  Policies  Devices  Objects Integration Deploy o € % @ v
Q Search XX
@ Showing all 102 events (6 101 B 1) + 1% 2023-07-05 10:52:50 EDT — 2023-07-05 11:52:50 EDT 1h
Time Event Type pesuuacey Ront/3[fAccess Access Contral pevice VPNAction  EncryptPeer = DecryptPeer Egress Interface
ICMP Code Control Ruls Policy
> 3 (Port unr
> Co 443 (https
> 0 File 58273 / tcp
> C 443 tcp | Allow Ou
> 443 (https) /tcp | Allo
> 22 ( tcp Allow-To
, o] [ S e |
> 80 (ht CF Allow Outbou..| Branch Access
> 3-07-05 11:50:43 6 Connection 443 (https) / to

SSH ONGFWBR1 TOH A v Z—T = A A (R—122) NEDLZV A H—
7 x4 A (outside static vti_2) & L TERINDH LI TR Z LIZiERELTL
720N,
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FAFIVORBRURILAVE—T AR (V) ZHEALETSVFHADNTADBENHERL |
B —rx—=zowNroxiorsILea—F00y

IW—FR—=ZXDVPN F O RILD STV a—TFTa 0T

BBAf%IZ. ¥k CLI Zfff L . Cisco Secure Firewall Threat Defense T /L — hX—Z D VPN
h RVCBET AEE T Ny S LET,

\}

GE)  FEB@EREE O Threat Defense 7 /XA A T debug 2~ > FE2FITTH5A1E. HEL THDTL
PEN, TRAATIESERT AN T UL ERETE D20, dEle 23 Thoh 5 e
HERH Y E9,

B CLIa<w> R

HBEDOET OS5 H%hc39 % |debug crypto condition peer <peer-l1P>

AR R v FA v B —T = A AEH A5 /3 | debug vti 255
735

IKEv2 71 k= LR k5 #2725 % |debug crypto ikev2 protocol 255
FRyIT D

IKEV2 75 v b7 #— L@ 5 97 3 3 |debug crypto ikev2 platform 255
VETNTTDH

— R IKERS @D T Y7 3 g %53 | debug crypto ike-common 255
7T 5

IPSec D T W7 v 3 v &5 /3y /4 % | debug crypto ipsec 255

BEE!) Y —X

1)) —2Z (Resource) URL

Cisco Secure Firewall Threat Defense U U — % | https://www.cisco.com/go/firewall-release-notes
/—h

T RTOHFREE & R S - HERE http://www.cisco.com/go/whatsnew-fmc
Cisco.com ® Cisco Secure Firewall http://www.cisco.com/go/firewall

Cisco.com D~¥==7 /)L http://www.cisco.com/go/firewall-docs
YouTube _® Cisco Secure Firewall https://www.youtube.com/cisco-netsec

Cisco Secure Firewall Essentials https://secure.cisco.com/secure-firewall
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