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(NGFWBR1) %t L £7,

AT9 72 NGFWBRI DA > X —T 24 AL 2—T[—7 17 (Routing) | ¥7 %27V v7 LET,
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ATw T [EET 7 v a DB (Add Forwarding Actions) ] # A 70 7R v 7 AT, IROBIEEZFITLET,
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RESNTeA »F—T =2 A ZAZBIRT H121E, [#ES% (SendTo) | Fuy XU A NG [HI)A
v —7 x4 A (Egress Interfaces) | Zi&R L £7,

[f > 5 —7 = A ZADNEFAHT (Interface Ordering) | K v 77X U A i /37 v MK
(Minimal Packet Loss) ] Zi®# L £,

NZ T4y 7l Ny MBRPERANDA U E—T 2 A ATERESIVE T,

(AR A > % —7 = A A (Available Interfaces) ] R 7 A2, TXTOA X —T = AN—E

FRENET, AL =T 24 ADV A b, Add() TA 2220 v LT, BIRLEHAA
VHE—T A AEBIMLET,

ZOVF VAT ROFNEEZFATLET,

1. [fERFAIEEZ2A > % —7 =4 X (Available Interfaces) ]2>5, outside3 A > % —7 = A ADFEIZH D

Add (+) TAarw27 )y LT, EBRULEH A Z—7 = A X (Selected Egress Interfaces) ]
WZBE LT,

2. Wic. outside2 A v X —7 = A ADKEIZH B Add () T A 2%k 2 U vy LT, [RIR L7 HAA
v —7 x4 A (Selected Egress Interfaces) ] (ZfB&E) L £7,

[f#fF (Save) 127V v 7 LT, —HEEOLEFEEZEZIALET,
REZHER L, R1F (Save) 1227V w7 LT, RYT—_R—=Z)—F 4 VT DT _XCORELT 2 &
TIAALET,

ATY T8 [R1FE (Save) |27 U w27 LET,

X TE O B

TRTORENPTET LTcb, HHEHRT A RTREZ R L ET,

AT w71 Management Center A == —/3X—"T, [BB] (Deploy) 1227 Vw7 L%,
ATy T2 FEDEFEZREMT S NGFWBRI ORICHHF = v 7 Ry 7 Red I LET,
ATy 73 [JEB (Deploy) 127V v 7 L%ET,

ALY A=y b T7O€X DA) ZEALIITIVFASAUE—RY bADT IV r—23 0 F5T49IDI—

I TAVY



| 519 b 1428—%y b 794Z (DA) £#FEALEISUFALAVE—FY FADTTUT—2aY FS5TA9IDL—T 1Y
FIr—vav +574v4 70—okE |

ATy 74 BETHERICET 22T B E RN AT M- GRS N 85A 13, [FE=> — (Validation Errors) ]
F X RFEOEE  (Validation Warnings) |V 4 & RUIZZEORNRNRRRINE T, ERRFMERT<TD
21X, [MRAE™7 — (Validation Errors) | ¥ 721% [#MRFED¥4E (Validation Warnings) 1V > 27 %27 U v 7 L&
D
ORI H Y £,
[%Fﬂﬁ@ﬁﬁ (Proceed with Deploy) ] : ZEREBAMRETICEMZHEITLET, VAT AR T —%
R LSBTt CE £ A,
«[FAC D (Close) ]J: EBRETICKR T LET, =7 —BLOEERELMIEL, REOHEMEZFITL
£

7IUH5r—32 S5 T74wY J—0DHER

AT 71 Management Center DA > % —7 = A AT, [43#F (Analysis) ]>[#G A <> b (Unified Events) ] % &R L
35 ‘é‘o

ATw T2 [Web7 7'V r— 2 (WebApplication) ] & [HI)A > % —7 = A A (Egress Interface) ] 3R L., [i#H
(Apply) 1227V v 27 35Z&T, FIE I—2MHLHNEIAZ~A XA LET,

ATV T3 HER LT WIS IHIDIEFEZEE L ET,

ATY T8 [Web7 7 U /r— 3 (Web Application) | 7 4 /L X NT, Webex &\ 5 4ia AL, [EA (Apply) ]
Vw7 LET,

RATYF5 [Web7 7V r—3 3 (WebApplication) |7 /L Z N, YouTube &9 &4fixE AL, [EMA (Apply) ]
7 Vv LET,

AT w76 Cisco Secure Firewall DEZIZH DA A T YouTube B LU Webex 7 7V 74— a v D T 7 4w 7 &
MLEST, ZOVF VAT, 770 F I —27 A7 —3 3 2 WKST BRL T Google Chrome 7 7 ¥ ¥ % L &)
L. #72% % 7T https://youtube.com & https://webex.com [ZFE) L ¥ 7,

AT w771 Management Center C, M FDT SV r—2al DT 7 47 70—, LET,
1. RNRE=ZU 7% L7320 DIA D5E -

Webex 77V r—ay o7 4 w271t ROKIRT L HIT, REICHE - T outside3 1 > % —
T2 AN L TCTERENET,

BALLY A=y b T7O1ER DIA) #FERALETSUFNAVE—FY bADT T —23 0 bS5 7499 DIL—
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ALY A28 —%y h FOHR (DA) #FEALETSVFNBAUE—%y bADTTUL =3y b5 T4 90DL—TF125 |

FIVr—23y b3 T7490 7O0—0OFR

Firewall Management Center

ii | Unified Events Overview

Analysis Policies

Devices Objects Integration Deploy Q @ 3

‘O\ Web Application WebEx x X Select.

X

@ Showing all Y events (5 9) +

m Time Event Type Web Application

> 2023-03-29 12:54:18 & Connection WebEx
> 2023-03-29 12:54:18 4 Connection WehEx
> 2023-03-29 12:54:18 4 Connection WehEx
> 2023-03-29 12:54:18 4 Connection WebEx
> 2023-03-29 12:54:18 & Connection WebEx

f§ 2023-03-29 11:57:54 EDT — 2023-03-29 12:57:54 EOT 1h

Ingress Interface Device

inside outside3 NGFWBR1
inside outside3 NGFWBR1
inside outside3 NGFWBR1
inside outside3 NGFWBR1
inside outside3 NGFWBR1

*YouTube 7 7’V 7 —ay b7 74 v 7%, WO T L HIZ, REICHKE-S T outside 35 L
outside2 f > Z#—7 = A ZADETa— T v T ENET,

Firewall Management Center

3 . " : il
Analysis { Unified Events Overview Analysis Policies Devices Objects Integration Depoy Q @ 3+ @ adminv gy
—_—
‘a Web Application Youtube x X Select N ) X ‘ Apply
@ Showing all 2,285 events (S 1,832 ) 453) + 1% 2023-03-15 05:29:35 EDT — 2023-03-29 05:29:35 EDT 2w
m Time Event Type Ingress Interface Egress Interface Device
> 2023-03-29 03:43:50 4 Connection YouTube inside outside? NGFWBR1
> 2023-03-29 03:43:30 4 Connection YouTube inside outside? NGFWBR1
> 2023-03-29 03:43:10 4 Connection YouTube inside outside NGFWBR1
> 2023-03-29 03:42:50 4 Connection YouTube inside outside NGFWBR1
> 2023-03-29 03:42:50 4 Connection YouTube inside outside? NGFWBR1
> 2023-03-29 03:42:40 4 Connection YouTube inside outside NGFWBR1

2. RNRAE=H VT H2FEHT 5 DIA DFE

Webex 77V r—>ay b7 7 4 v 271%, IROKIZRT LI, outside3 A > H—T = A AT/
MBERH LD, outsde2 f v F—T = A AN L TEEENET,

Firewall Management Center

Unified Events Overview

Analysis Policies Devices

Objects Integration Deploy Q @ 3 @ adminv

Q_ Web Application WebEx x X Select..

X I Refresh ]

@ Showing all 2 events (5 2) ¥+

[m Time Event Type
> 2023-03-2912:29:08 4 Connection ebEx
> 2023-03-29 12:28:30 4 Connection ‘ebEx

HLLY AV E—2y b T7HOEX DIA) ZEALLISVFOLAVE—Fy bADT TYS— 3>

TAVY

R 2023-03-29 11:31:45 EDT — 2023-03-29 12:31:45 EOT 1h Go Live
Ingress Interface Device
inside outside? NGFWBR1
inside outside? NGFWBR1

FSITA4VIDIL—




| 4L b 4208—%y k70 €X DA EHEALETSVUFADAVE—FY MADTIUT—23Y bS5 T49IDL—FT 425
RY—R—ZV—TF A VTDEZL—E STV a—Fa 05

o ~ N\ — N — — = ~
R —AR—X)N—TA4VITDE=_RZ—ERST TV a—
T4 D
FERAtLIC, kD CLI Z#{#H L T. Cisco Secure Firewall Threat Defense TDO R Y o —_— Z )L —
T4 TICEHET A E =Y —BL O N T TV a—T 4 T LET,

2 CLla<w >R

Cisco Secure Firewall Threat Defense @ Lina CLI | System support diagnostic-cli
[ = 4 G B

JE£BH |2 Management Center 7> & Threat Defense|  * Show object network-service

7 yvas ﬂéj%ﬁﬁﬁ% s hj:z v Y= + show object networ k-service detail
J Y —CRAAT V=T NeFRTD
RESNTEZT 7V r— a B DR E « show object id YouTube
@zy%v%zﬁ%axﬁ7y17h « show object id WebEx
(NSG) 2775

Cisco Secure Firewall |27 > 3 = &% % » | | show run object-group network-service
J—7 H—E R Z—7 (NSG) %R+ %

WY 2 —_—=2)b—F 4 ZIZHEAHT S | show run route-map
TP— b~y T ERERTH

A VB —T 2 ARG, H—T = A ZADME |show run interface
FEERI 72 E DA B —T = A AR TEDFEM %

MR+ %

{EHE 72 DNS Y —— DR E LR T 5 | showdns

NTT 4y 7 DB LT R A REET D debug policy-route

BE debug I~ R TIX T 7 4 7

(ZEEDWIZFERZR2 B M TS
AREVEDR B D T2 I E BB
ETIEELTHEITLTLES
W,

N—NDT Ry TG 1T 5 undebug all

FHERINTRY NI —27 = A X T V=7 haRRTDHITE, ROa~vr FEEHL
ij‘o

ngfwbrl# show object network-service

object network-service "ADrive" dynamic
description Online file storage and backup.
app-id 17
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domain adrive.com (bid=0) ip (hitcnt=0)

object network-service "Amazon" dynamic

description Online retailer of books and most other goods.
app-id 24

domain amazon.com (bid=0) ip (hitcnt=0)

domain amazon.jobs (bid=0) ip (hitcnt=0)

domain amazon.in (bid=0) ip (hitcnt=0)

output snipped

object network-service "Logitech" dynamic

description Company develops Computer peripherals and accessories.
app-id 4671

domain logitech.com (bid=0) ip (hitcnt=0)

object network-service "Lenovo" dynamic

description Company manufactures/markets computers, software and related services.
app-id 4672

domain lenovo.com (bid=0) ip (hitcnt=0)

domain lenovo.com.cn (bid=0) ip (hitcnt=0)

domain lenovomm.com (bid=0) ip (hitcnt=0)

ngfwbrl#

YouTube ° Webex 72 EDOREED AR Y bU—J —E R 4T V=V hEFRRTHITIE, (kRO
v REHFEHLET,

ngfwbrl# show object id YouTube
object network-service "YouTube" dynamic
description A video-sharing website on which users can upload, share, and view videos.
app-id 929
domain youtubei.googleapis.com (bid=592729) ip (hitcnt=0)
domain yt3.ggpht.com (bid=709809) ip (hitcnt=102)
domain youtube.com (bid=830871) ip (hitcnt=101)
domain ytimg.com (bid=1035543) ip (hitcnt=93)
domain googlevideo.com (bid=1148165) ip (hitcnt=466)
domain youtu.be (bid=1247981) ip (hitcnt=0)
ngfwbrl# show object id WebEx
object network-service "WebEx" dynamic
description Cisco's online meeting and web conferencing application.
app-id 905
domain files-prod-us-east-2.webexcontent.com (bid=182837) ip (hitcnt=0)
domain webex.com (bid=290507) ip (hitcnt=30)
domain avatar-prod-us-east-2.webexcontent.com (bid=452667) ip (hitcnt=0)
ngfwbrl#

NSG 7 Threat Defense (27 v 3 2 SN TWD Z & 2RI HI21E, koa~r FafERHLE
7,

ngfwbrl# show run object-group network-service
object-group network-service FMC NSG 292057776181
network-service-member "WebEx"

object-group network-service FMC NSG 292057776200
network-service-member "YouTube"

ngfwbrl#

PBR (ZEHEff T bz — b~ o 2R T HI100E, ROa~vwr REFERHLET,

ngfwbrl# show run route-map
|

route-map FMC_GENERATED_PBR 1678091359817 permit 5
match ip address DIA_Collaboration

FALY A=y b7 DA) #FRALEITSUFNDA VA=Y rADT TV —23 0 S T7499DIL—
TAVY




FALY R4V —%y hTUER DIR) ERALETSUFNEALE—%y kAaDT TS~ a0 kS TAYIDL—F 4 27
R o—R—Z—F 1 I DE=S—, +5TLva—F127 |

set interface outside3 outside2

|
route-map FMC GENERATED PBR 1678091359817 permit 10
match ip address DIA_SocialMedia
set adaptive-interface cost outside outside2 outside3
|

ngfwbrl#

AVB =T 2 A ARE LA F—T = A ZAOBEINELOFEM AR T 2121F, RO=a~vr Fx
EHLET,

ngfwbrl# show run interface
|
interface GigabitEthernet0/0
nameif outside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
zone-member ECMP-WAN
ip address 198.18.128.81 255.255.192.0
policy-route cost 10
|
interface GigabitEthernet0/1
nameif inside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
ip address 198.19.11.4 255.255.255.0
policy-route route-map FMC_ GENERATED PBR 1678091359817
|

interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/3
nameif outside2
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
zone—-member ECMP-WAN
ip address 198.19.40.4 255.255.255.0
policy-route cost 10
!
interface GigabitEthernet0/4
nameif outside3
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
ip address 198.19.30.4 255.255.255.0
policy-route cost 20
!
interface Management0/0
management-only
nameif diagnostic
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
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security-level O
no ip address
ngfwbrl#

fEHE S 72 DNS REL MR T 2I121E, koa~< > R LET,

ngfwbrl# show dns

DNS Trusted Source enabled for DHCP Server Configured

DNS Trusted Source enabled for DHCP Client Learned

DNS Trusted Source enabled for DHCP Relay Learned

DNS Trusted Source enabled for DNS Server Configured

DNS Trusted Source not enabled for Trust-any

DNS Trusted Source: Type: IPs : Interface : Idle/Timeout (sec)

DNS Server Configured: 198.19.10.100: <ifc-not-specified> : N/A
Trusted Source Configured: 198.19.10.100: <ifc-not-specified> : N/A
DNS snooping IP cache: 0 in use, 37 most used
Address Idle(sec) Timeout (sec) Hit-count Branch (es)
ngfwbrl#

R == ET RNy 7T 5120%, ROa~vy REFEHLET,

ngfwbrl# debug policy-route

debug policy-route enabled at level 1

ngfwbrl# pbr: policy based route lookup called for 198.19.11.225/58119 to 198.19.10.100/53
proto 17 sub proto 0 received on interface inside, NSGs, nsg_id=none

pbr: no route policy found; skip to normal route lookup

output-snipped

pbr: policy based route lookup called for 198.19.11.225/61482 to 63.140.48.151/443 proto

6 sub proto 0 received on interface inside
, NSGs, nsg_id=1

pbr: First matching rule from ACL(2)

pbr: route map FMC_GENERATED PBR 1678091359817, sequence 5, permit; proceed with policy
routing

pbr: evaluating interface outside3

pbr: policy based routing applied; egress_ifc = outside3 : next hop = 198.19.30.63

ngfwbrl#

FFERDOTF Ay ZHE, Webex D T 7 4 v 7 FATY, PBRICE D /L— /S AD outside2 A
H—T oA AIEREINDHENL. bT 74 v I Doutside3 A o F—T A AN L TN—T 4
VIZENBZLITEEL TN,

FNRy T T AREIRET A%, kOa<r REFERLET,

ngfwbrl# undebug all

E&E!) V—R

1)) —2X (Resource) URL

Cisco Secure Firewall Threat Defense U U — A | https://www.cisco.com/go/firewall-release-notes
/—Fh

TN TOHFHERE & BE L S 7= ine http://www.cisco.com/go/whatsnew-fimc
Cisco.com @ Cisco Secure Firewall http://www.cisco.com/go/firewall
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| 54L0 b 428—%yr7H£R DA) 2EALETSVFNEALE—RY hADTTUS—2aY kST 9IDL—F 4 Y
mayv—2 [}

1)) —X (Resource)

URL

Cisco.com D~ == 7 )

http://www.cisco.com/go/firewall-docs

YouTube F® Cisco Secure Firewall

https://www.youtube.com/cisco-netsec

Cisco Secure Firewall Essentials

https://secure.cisco.com/secure-firewall
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BALY R AVA—Fy F7HHEZ DIR) EFEALETSUFNELVE—RY bADTTUS—232 kS Tav9DL—T45 |
. gy v—2R
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