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Duo % {4 L /= Management Center T@ SAML SSO D
=Bkl

xR e

ZOHA RNIE, Ry NU—VEBENT AT T 47 4 734 % — (1dP) & LT Duo Zf#i [ L T Firewall Management
Center CEX¥ =27 4 7Y —ar~—27 v 7EiE (SAML) v 7% A 4 (SSO) #RET HDICENH F
D

Firewall Management Center T SAML SS0 D # =

Firewall Management Center C SSO Z G T D&, B/ A =2 SSO U v 7 RNRRSNET, SSO 7 7 & AHA]
e/ —%—iX, 2oV 7 %7 Y v 7 LT, FirewallManagement Center @ 7/ A L _X— Y Ca—H —4 L XA — K%
AT HMRD0IZ, IdP (ZDHEIEDuwo) 2 LTHA A v TEET, Duio N2 —V—%2RiET 2L, 2—¥—i%
Firewall Management Center Web { ' % —7 = A A2V XA L7 F &, BEHMNIZE 74 L E T, Firewall Management
Center & Duo O TR TOBEFEIZ2—F—D 7 7 U %I L TITH 579, Firewall Management Center ¢l Duo ~
DEHELR Yy NU—JHERIINED Y FH A,

~ /)L F 7 > b Firewall Management Center Ci%, SAML 2 — —Z4EDH 7 KA A 28D 4 TH X HIZ SSO %%
ETEET, T e — L RAL VL~V TORBRETE 7, Duo & Firewall Management Center 0D = —/L7)3—

BLARWGEA, T740 0o —)b (X2 T 47TV A MDOu—)L) BRa—P— &Y ToHnET, ZOF 7+
Nbha—LEFEHATLE, 2= —FZTRXRTORAAS T 7 BATEET,

SARATLEH

LT, ZOBREDT T b 74—t 3—Vary, BLOZDORFa AL N TORENAHZ—ERRLET,

2T N—o3y COHA FTERSNEN—Y3 Y
Cisco Secure Firewall Management Center | 6.7 LL[¢ 10.0

Cisco Secure Firewall Threat Defense 6.7 LI 10.0

Duo Admin Panel — Duo 75




Firewall Management Center T Duo % SS0 FHICERET 5I12H1=>T
DRI EH
Duo BHET WU FaffoTWNWDH I L xR LET,

sDuo BHFET WU bou A L EFREMHH LT, https://admin.duosecurity.com/login "¢ Duo Admin Panel (Z 7 77 1
YLET,

CEHEAEETE T LET,
o 22— Y — O THEHRFIALH T /A A2 Duo Mobile 4 7 v m— RLET,
» Firewall Management Center 7% Duo IdP (ZEZETE 5 Z L B L £ 7,

Duo % {#F L 7= Firewall Management Center T SAML SS0 ) & %}
IEDHA LS4

2R B N
s NI CRERE S 472, E£721L LDAP £72(X RADIUS |2 K » TRRAES N EF B r — L &2 Ff oo — P —D 578 SSO &7k
ETEET,
* Firewall Management Center 15 /] IR E Tld, IROTA KT A N> TLTE I,

¢SSO HENIEFATHMHEART D A U R—[ TR SN RN, T DOF A L 3—THBINC SSO Z R IET 5 VB
NH Y FT,

o = AT HPET O f O Firewall Management Center /%, SSO (Z[A] U 1dP ZfEfH 3 2 M E RN H Y £7, SSO HIT
X E S 4U7- 4 Firewall Management Center ® Duo T, V' —E R Fu A X —T 7SV r— 3 UV ERET HMLE
N £,

o L —H—|F, SSO #fEH L T4V Firewall Management Center (2O TT 7 A3 B, £ SSO %
ffl L T7Z 4 < U Firewall Management Center |Z/072 < & & 1 [Bla 74 T 5 0ERH Y £9°,

+CCE— RZMEH L TERMPIZSSO ZRETE EEA,

HIREIE

* Firewall Management Center X, — 12 12D SSO 7'B AL X —DHEMHL TSSO AR — M T&EFEF, =L x
X, SSO {Z Duo & Okta @ﬁﬁ%ﬁfﬁ?é X 91T Firewall Management Center 2% €7 5 Z LIXITE XA,

» Firewall Management Center (&, Duo 7> 5 Bi#f 4172 SSO 2 7R— K~ LEH A,
* Firewall Management Center [Z, SSO 7 U FD CACZ VT v ¥ L EEHLIu /A4 2 R—FLEHA,


https://admin.duosecurity.com/login

Firewall Management Center T Duo Z{#FH L T SAML SS0 &%=
I5HNDT—Y JA—

@ (2) (3) (a) (5)
Login to ) N " Configure a
Duo Duo Admin — Create users ——>» Create groups —»  Create policies —» Management
Admin Panel Panel Center application
\6 Enable single sign-on and /7\ /8\ Configure
Management configure Management Test 580 user
Center Center for SSO configuration role mapping
ATvT RRY FHIEHR
1 Duo Admin Panel iZv2 7' A > LET, |[—
2 Duo Ca—H#—ZAEf L £7, Duo TOZ—H—DfERk (4 2—)
3 Duo T/ NV—7ZER L E7, Duo TO 7 N—TDAERL (7 X—7)
4 Duo TR U »—ZfE L £7, WY —DERL (9 =X—2)
5 Duo T Firewall Management Center 7 7 | Duo "C @ Firewall Management Center 7~
Vor—aa%ELET, TV r—a O (10 ~—2)
[6] SSO =AM L, SSO %A TX % X | Duo SSO (Z[A] i} 7= Firewall Management
9 |Z Firewall Management Center % #% i | Center D% (13 ~~—)
LET,
7 Firewall Management Center C SSO D% |—
EaTARNLET,
8 Firewall Management Center "C=—% — | Duo SSO (Z[A](} 7= Firewall Management
a—vy BT EHRELET, Center DFZE (13 _X—)

Duo TH1L—H—DIER

Duo Admin Panel 7°5 Duo t—H—7 I U M E{ERTHOMLERHV F3, ZnboD2—HV =TI haEHTD
L. Ty Ra—P—k, TEHRFAEMH L T Do THREINTZV—ERABIONT TV r—va e s TEE

B




FIE

AT v 71 Duo Admin Panel 226, [—H —]>[2—HF—] ZFRL £,
AT T2 [2—P—DBEMNME7Y v7 LET,

€ Users

Add User

Most applications allow users to enroll themselves after they complete primary authentication.
Learn more about adding users [

Username*

Should match the primary authentication username.

Display Name ‘ ‘

Email Address ‘ ‘

First Name ‘ ‘

Last Name ‘ ‘

Add User

AT T3 [2—P—H] 74—V R, 22— —HE AN LET,
ATy T8 [FRA] 74—V R, 2=V —DFRLEEANLET,
ATYTS [BEFA—N] 74— R, 2—F—DEFA—NLT RLAZANLET,
ATFYT6 [2—V—DBEIME7Y v 7 LET,
2P —ER SN, FO2—F—DfREE— RO NET,

AT TT [T ADXKEE] T, [BETA—NOEE 27 vr LET,
DA =, 22— —% Duo [IZBERT A0V I REFNTWET,



Device enroliment

Username

Username aliases

Display Name

Email Address

A Not enrolled
Invite user to self-enroll. Alternatively, manually enroll the user by adding a device, which will skip the enroliment flow.

Send an enrollment email
This email contains a link that lets the user enroll in Duo.

Send email

Generate an enroliment code
This code can be entered to enroll in Duo at https://

0-061a554f.ss0. ity.com/enroll @& Copy link

Generate code

Customize enroliment emails, codes, and links

Learn more about enroliment &3

jack

+ Add a username alias

Users can have up to 8 aliases.
Optionally, you may choose to reserve using an alias number for a specific alias
(e.g., Username alias 1 should only be used for Employee ID).

Add Attribute v

You can specify additional attributes for this user here. To see all the global attributes or create new ones, visit User Attributes.

ATFYT8 [AT—H RA] T,
LE7,

(T2 T4 71 AT varviRFZ a2y LT, 2—W

—|ZHHEHERGE (MFA) &2k



Status

Authentication experience

Groups

Notes

Created

Last login

. Active
Require multi-factor authentication (default).

Bypass
Allow users to skip two-factor authentication and log in with only a password. Passwordless authentication is not skipped.

Disabled
Automatically deny access

This controls the user's two-factor authentication process.

Q Enable automatic ion of authentication
The last-used method or most secure method, as defined by Duo, will be selected for this user in the Universal Prompt.

Disable automatic selection of authentication methods

This user will be asked to select an authentication method in the Universal Prompt.

Learn more about automatic selection of authentication methods ¥

Groups can be used for management, reporting, and policy. Learn mere about groups [4

For internal use.

Nov 9, 2025 6:03 PM (UTC)

Never authenticated

Save Changes

RTY T [EEORF| 227V v/ LET,

Z—H—|% Duo Security 7*5 Duo D2—H =T H 7 "R ETHODEBFA—NVEZELET, =2—
P—IXBEFA—NANDOY 7% ) w7 LTTHUY NEERTIVNERH Y £7,

Duo THOY IIL—TDIERK
Duo Tit, /V—7%FH L Ca—V —%2Hib L T TE £9,

ZOFITIE, Z—7%1{ER L T Firewall Management Center 7 7" U /77— 3 > BE AT,
% 2—H — @D F ) Firewall Management Center Cilil & 32T HL D L HICRE L ET,

FIE

AT 71 Duo Admin Panel /05, [L—H—]>[7V—T] IR L ET,
AT T2 [+ N—TOBEM &7 ) v 7 LET,

TN—T DAL IN—TH



< Groups

Add Group

Group name *

[ )

Description

Add an optional note about this group.

Cancel

ATV T3 [IN—TH] 74—V RZITN—T 2 ANTTLET,
ATV T4 [TNV—TOBEMEZY vr LET,
TN—FPMER SN, Z NV —7DfRET— RSN ET,

FMCadmin Authentication log

Details

Group name

[ FMCadmin

Description

Add an optional note about this group.

Group ID
DGVQSXYPOYSLJA8726UW Copy
Status

This controls the two-factor authentication process for users in this group. Changing
group status will override the user status of each group member, with the exception of
locked out users.

@ Active

Require two- factor authentication (default).

(O Bypass
Allow users to skip two-factor authentication and log in with only a password.
Passwordless authentication is not skipped.

(O Dpisabled
Automatically deny access.

Update Group Cancel

[ Q search ] 0 users + Add users to group

ARTYTS [RAT—HRA| T[T 2T 4727V r35HE, JA—THOTRCOL—V—Z “EERFENER SN
£,
ATV T6 [+ N—T I la—Y =B &7 ) v 7 LET,



AT Tl [2—H =% N—TIZBIMNEZATa TRy 7 AT, Fay7ZEZur )2 06 1 AL EOa2—Y—%5%
RLET,

Add Users To Group

Add multiple users to this group at one time.

Cancel

ATy T8 [2—HF—% =718 %2 ) v 7 LET,
TN—TX [T N—T|XR=VIL—EFRRENET, ZOFOTNV—TIZUTDLEEY TT,
* FMCadmin
* FMCmaintenance

* FMCreadonly

R —DIER
RY =2 R LTI/ A—TICH Y Y TH LT, a—P—ORESELHETE £T,

FIE

AT 71 Duo Admin Panel 7°5, [RYU > —]>[RV > —] DIEIZER L ET,
AT T2 +RVv—%BIME27Y v 7 LET,
HrLWARY —DER]) A T a7 Ry 7 ARERSIL, ERUOSA NIV — VBRI RENET,



< Policies

Create a new policy

Errors 0

Name & details ©  Authorized networks () Add

New user policy (]

Authentication policy [ B Ciick to add, otherwise global policy and any applied policies will set the rules.

User location Specify networks using a comma-separated list of IP addresses, IP ranges, or CIDRs. These must be public IP
addresses, and not local or private IP addresses. If the same IP address or range is entered for multiple settings below,

Trusted Endpoints then the more restrictive setting will be applied

Your IP address is 151.186.177.21
Duo Desktop & device

health Skip MFA from these networks (passwordless authentication is not skipped)
Remembered devices

Operating systems

Browsers

R Require enroliment from these networks
Plugins

w Cancel

AT9 T3 EPORS DR — NV ERIRLET, ZNDOA— WIKHET B /3T A= BREMORA 2
RENFET,

ATY T8 BHO—Y —FREE AT HNL— L EHRELET,
[MEAD ] 23R L723E. 2060 EiER ) 3 —] Tk, T3 THO2—%—7 MFA 24 2 M3
NHO FET,

Name & details ©  © Authentication policy @D Add

New user policy
@ Enforce MFA
Authentication policy (] Require multi-factor authentication or enroliment when applicable, unless there is a superseding policy configured.

User location O Skip MFA
Skip multi-factor authentication and enrollment, unless there is a superseding policy configured. Passwordless aut
Trusted Endpoints
O Block access
Duo Desktop & device Applies to all users.
health

ATy TS [RIF] 227V v LET,

Duo T® Firewall Management Center 7 ') ¥ —< 3 > DYERKL

Firewall Management Center @ SAML SSO % f%hlZ 7 5121, Duo T Firewall Management Center 7 7"V &7 —3/ =3 U % AE
,ﬁ L/ i —é‘o

FIE

10



ATwT1
ATvT2
ATvT3
ATvT4
ATvTH
ATv 76
ATvT1

ATvT8

Duo Admin Panel 75, [7 7V 7r—a U ]>[7 7V r—va ] &R LET,

+7 7V r—va o E7 Yy LET,

RBEN—T [T TV r—rarhZaZORHASAMLY — X7 a1 ¥ —] ZREBELET,
[+E8mM 227V >y2r LET,

[ INHP A FNETET ) v LET,

[TV —varf] 74—V R, 77V r—va v O4RTEATLET,

[—F =T 78X T, [TRTO2—F =Tk L THME] L [FFAT sz —712x L TORE
Ml AT arRE BT Y v LET,

GE)

F 74 T, TRTCOZ—P—=RNEH > THET, Fa SN —TEFT_RTO2—F—
EEINI LT LR LET,

€ Applications

Generic SAML Service Provider - Single Sign-On 1

Single Sign-On  Provisioning

See the Generic SSO documentation [ to integrate Duo into your SAML-enabled service provider.

Basic Configuration

Application name * FMC

The unique identifier of the service provider
Application Type Generic SAML Service Provider - Single Sign-On

User access Disable for all users

Some users may still have access. See exceptions below.

Enable only for permitted groups

Some users may still have access. See exceptions below.

Enable for all users

[(AXT—H]TliX, [T 47 4ID], [ 7% A FURL], BELW[AFXT —HURL] 7 4 —/L R
EHEIC AT SN ET,

11



Metadata

Entity ID ‘ https://sso-061a554f.sso.duosecurity. p/DIJV7KUTDIE639PDATSG/meta;  Copy
Single Sign-On URL ‘ https://sso-061a554f.sso.duosecurity.c 2/sp/DIJV7KUTDI6639PDATSG/sso Copy
Single Log-Out URL ‘ https://sso-061a554f.sso.d ity. p/DIJV7KUTDI6639PDATSG/slo Copy
Metadata URL ‘ https://sso-0671a554f.sso.duosecurity.col I DIJV7KUTDI6639PDATSG/meta; Copy

Certificate Fingerprints

SHA-1Fingerprint ‘ C5:F3:36:77:BF:51:08:42:BF:A8:4B:08:3A:E7:8F:03:D3:47:F4:8D Copy
SHA-256 Fingerprint ‘ 24:CD:49:63:8F:DD:4A:FB:31:25:47.82:6A:F5:E3:23:91:F0:C6:4B:7F:DA:8D:DF:D2:AB; Copy
Downloads

Certificate L Download certificate [ Copy certificate Expires: 01-19-2038

SAML Metadata L Download XML 1 Copy XML

ATYTY  ZORAZTF=ZEREX T m— FT LI, [XMLOY T oun—R &2 Y v 7 LET,
Duo SSO [Z[f]1F 7= Firewall Management Center D% & (13 ~X—) ODAT v 75 TDuo A X T —HX & &
ETDIE, ZOXMLET v 7 a— RT50ENHY 7,

ATY TN [>T 17 4ID] 74—/ RIZ, Firewall Management Center ® FQDN £ 721X IP 7 KL A& AN L, XF
B /saml/metadata ZIBIMI L ET (72 & Z 1T hitps:/X0000KXX-XXXXXXX.XXXXX.com/saml/metadata)

AT w71 [Assertion Consumer Service (ACS) URL] 7 4 —/V R|Z. Firewall Management Center ¢ FQDN F 72X IP 7
KL 2% AT L, SUFF /saml/acs BT L E T (72 & 213 https:/X00000KK- XXX XXXXX.com/saml/acs)

Service Provider

Metadata Discovery None (manual input) v

Entity ID * ‘ https:// [saml/metadatz ‘

The unique identifier of the service provider.

Assertion Consumer Service [ https://1 9 [saml/acs ]
(ACS) URL *

+ Add an ACS URL

The service provider endpoint that receives and processes SAML assertions.

ATy T2 [m—VEM] ZRELET,

12



Role attributes Map Duo groups to different roles in this service provider. A Duo group can be mapped to multiple roles and each role can have multiple groups mapped to it. Optional.

Attribute name

FMCgroup

The name of the attribute which will carry the mapped roles.
Service Provider's Role Duo groups

FMCadmin ‘ % FMCadrmin (1 user) > ‘

FMCmaintenance ‘ * FMCmaintenance (1 user) o ‘

FMCreadonly ‘ x FMCreadonly (1 user) = ‘

a) [BMEA] 74— NiZEtta e A LET,

ZOFEITIE, [BIE4] 1% [FMCgroup] T, Firewall Management Center Tld, Z DfE% [7/L—7 A
PR—DRME)OfEE LTHEHAT 2MERH Y £ (Duo SSO (Z1A]1) 72 Firewall Management Center 0D
RE (13 =) ORATv710) ,

b) [P—ERAT B NS KX —Dr—/] 7 +—/b KT Firewall Management Center = —/L% AJj L £,
ZOBITHRE SN TWD a— 1L, [FMCadmin], [FMCmaintenance]. 33 Of [FMCreadonly] T3,

¢) [DuoZ/V—7 Ru v 7% A KD, Firewall Management Center 2 — /L {Z%f &9 5 Duo 7 /b—
TERIEBRLET,
ATV T3 RV —] T, [P —DIN—FZR) > —%ifA 227V v LET,
ATvIM (RIEF1 27D v LET,

Duo SSO [Z[A] [T 7= Firewall Management Center D % E

Firewall Management Center C SSO #H%hZ L, SSO/NNT A —H ba—HWF—a— vy TERELET,

48 HHEIIZ

Duo Admin Panel C Firewall Management Center #— E A 70/ X — 77U r— a UE{ER L ET, FEMIZOWNT
IZ. [Duo T® Firewall Management Center 7 7'V 77— 3 VO/ERR (10 X—) | 2L T TEEN,

FIE

ATw 1  Firewall Management Center 7> 5 [% ¥ (Administration) ]> [ —%— (Users) |> [T > 7 NYA A
(Single Sign-On) | Z &R L £7°,

ATvT2 [T AYA A (SSO) FRE (Single Sign-On (SSO) Configuration) | F 7 AR¥ v %27 U w7 LT,
SSO #AH#Z L ET,
ATv T3 [SSODEE (Configure SSO) 1 &7V w7 LET,

ATw 74  [Firewall Management Center SAML 7 12 /31 # — D% (Select Firewall Management Center SAML Provider) |
AT Ry 7 AT, [Duol A 7Y arvih&rzs 0y 27 LT, [k~ (Next) 1227V v 7 LET,

13



ATy T5

ATvT6
ATy 17
ATvT8

14

Select Firewall Management Center SAML Provider ®

Select the SAML provider to authenticate SSO users for Firewall Management Center:

@ Duo

O Okta

O OnelLogin
O Azure
(O PinglD
O Other

Cancel Step1of3 m

[Duo A % 7 — 4 D% E (Configure Duo Metadata) | ¥4 7 2 7Ry 7 AT, [XMLZ 7 A NVDT » 7 a—
R (Upload XML File) | A7 v a v Ah# %27 V7 LT, Duo DAZT—H T 7 A )NET v 7 a—FK
LET,

Z® XML 7 7 A VL, Duo T Firewall Management Center 7 7° U 77— 2 > OERL (10 X—) DA
Ty 79 TDuo b U ra—RNLIEAZT =2 XML 7 7 A /V T, XML7 7 A V&7 v 7 u—R{
% &, [DuoA ¥ T —%Di%E (ConfigureDuoMetadata) | XA 7T 07 Ry 7 AZAXT—HPNHEAT S
ET,

Configure Duo Metadata ®
Configure Firewall Management Center to work with your Duo IdP by selecting one of the following
two options: Fill out required fields for your SSO manually, or upload the XML metadata file.
O Manual Configuration
(® Upload XML File
Drag and drop an XML file here, or click to upload an XML file containing your SSO credentials.

File
Generic SAML Service Provider - Single Sign-On 2 - IDP Metadata.xml

Identity Provider Single Sign-On (SSO) URL
https://sso-061a554f.sso.duosecurity.com/saml2/sp/DIDG640ZQT7R31CHZ615/sso

Identity Provider Issuer
https://sso-
061a554f.sso.duosecurity.com/saml2/sp/DIDG640ZQT7R31CHZ6I5/metadata

X.509 Certificate
MIIDDTCCAfWgAwWIBAgIUGP749QVI7JjwME9QYfLCoBQOTfPswDQYJKoZIhveNAQELBQ/

[k~ (Next) 1 &2 Uy 7 LET,
Duo A # 7 —X Zfg L. [fRfF (Save) 1227V v 27 LET,
[FEMIE% E (Advanced Configuration) | Z &R L £9°,



ATvT9

ATv 710

ATvIN

User Accounts User Roles External Authentication Single Sign-On (SSO)

Single Sign-On (SSO) Configuration (o

Configuration Details ¢

Identity Provider Single Sign-On (SSO) URL
https://sso-061a554f.sso.duosecurity.com/sami2/sp/DIDG640ZQT7R31CHZ6I5/ss0

Identity Provider Issuer
https://sso-061a554f.sso.duosecurity.com/saml2/sp/DIDG640ZQT7R31CHZ615/metadata

X.509 Certificate
MIIDDTCCAfWgAwIBAgIUGP749QVI7JjwMESYfLCoBQOTfPswDQYJKoZIhveNAQELBQAWN]EVMBMGATUECgwMRHVVIFNIY 3VyaXRSMROWGWYDVQQDDBRESURHNjQWWIFUN1IZMUNIW]ZJN®

Advanced Configuration ~

Session Activity Timeout (Minutes)

(e )

Role Mapping

O Default User Role * ©® Group Member Attribute *

[Secun’ty Analyst (Read Only) v ] [ FMCgroup ]

User Role Mapping (4 rows) <+ Add user role mapping
® Group Member Attribute Value Domains Roles

FMCadmin 174 [ Global X | ® v] H Administrator X | ® V] [nf
P | Global % ® ) | Tiamtenenee Uearlt | ev] o

Cancel Test Configuration m

[77 4/ hOa2—H—r—)L (Default UserRole) | e v 77X 7 U R D, o — LAERE S
TWRWEAIZEID ¥ CTH 5T 7 4 /v b @ Firewall Management Center ~.— ' — 12—/ L &38R L £,

[ N—T" A 3—D @M (Group Member Attribute) | 7 « —/V RiZ, —H# —F 721X/ /L—7 D Firewall
Management Center 2= — /L~ > £ 2 H}IZ Duo CTaX & S 4v7- [JBME4  (Attributename) % AJ) L £ (Duo
C® Firewall Management Center 7 7'V 77— 3 U OFERk (10 X—3) ORAT > 7 12a) ,

ZOHEITIR, T N—T A= EMEIE [FMCgroup] T9,

1 oYU EDa—F—m— L~y BT EREL, ZNb%E 1 DL ED FAA AZBEEMITET,

a) [INA—TF A N"—DFMAE (Group Member Attribute Value) | C, #7122 %27 U~ 7 L, Duo
TERBINTWDLBEMHMEE —ET 2 CFHNEITEREKTRE L TREMEE A LET,

b) [+x—H—m—L=v DB (+Adduserrole mapping) | %7 V7 LT, HHILWIL—T%
ER L £

ZOHITIE, ZNV—T A R—OEMEMEIZ [FMCadmin], [FMCmaintenance], 35 J OF [FMCreadonly]
‘(‘\‘g_o

¢c) [KAAY (Domain) | Ry 77X 7 UARNT, 12 EDRAL U EZRIRLET,
ZOFITIE, TRTOITN—T A N—=JFMHED KA A 1% [Global] T,
d) [E—/b (Roles) | Ky 7 X7 URA NG, 1 DL EOZ—F—m—/LZRR L F7,

Firewall Management Center | X, Z ® @M% . Duo 7% SSO —H —{F#H & & % | Firewall Management
Center [ZXfF T Hax—H—n— <o VU7 BMHMEE R LET, BN R o5 L. Firewall

15



e)

Management Center [X, f%X/E SN2 RAAL U ~DT 78 AL EBIZ, #IGT DHa— L E2—F—(ZfF
g‘b\iﬁ—o

Z OfFICiE, [FMCadmin], [FMCmaintenance], [FMCreadonly] ® 7' /b—7" A L /S— B MHAEIZE] Y Y4 C
b —nt, TnEFN[E#HE (Administrator) ], [A > 7 A= —%— (Maintenance User) ],
[EX¥=U7 477U AL (Security Analyst) ] T9,

(EE) [—P—nm—~v 7 DB (Add User Role Mapping) %27 V v 7 LT, —H%—
O—/)vy BT EILITEMLET,
[Test Configuration] #7 V v 27 LE79,

GE)
VAT RN T — A v UNRERINTSA L, Firewall Management Center @ SSO 5%/ & Duo 7
TV =2 a UREEHERLTLEIN, =7 —2BELTHrLHERTLET, =7 —0EIN
22 EA 1T, Cisco Technical Assistance Center [ Z3ERG L T< 72 &0y,

g) VAT LNHERRT A PO EHE LIco, [EH (Apply) 127 U v 27 LET,

Duo % {# F L 7= Firewall Management Center T SAML SS0 D&

SS0 % {# A L T Firewall Management Center ICO 51 > L& 9,

1. Firewall ManagementCenter Web A > % —7 = A4 AD R T A L _X— T, [V I NH A 4 (SSO)
(SSO)) 1V 2%&27V 7 LET,

16

(Single Sign-On

alvaln
cisco

Secure Firewall
Management Center
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