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Cisco Secure Firewall ManagementCenter (2 & (75! E— 79X
VPN 7R1) — T ACME SEBAZ D& A

SecureFirewall Management Center (CE (T2 1) E— 7YX VPNKR O—TH ACME SEBAZEND &R
2

HRFE 2

ACME B&kORE 2

AT LB 4

ACME FEAEZ T 2 - ORitEEM: 4

ACME GEEDHE AT 514 R T A LHi[RFIH 6

Firewall Management Center |27 5 ACME &&kD UV —27 71— 1
ACME GEHEOBERORGE 17

ACME iFHED 77y =2 — 1 18



HET - 2026 £3 A9 H

Secure Firewall Management Center [ZH (174! E— k
729t AXAVPNR!) —T0O ACME FEFREDEA

xR e

Z DI A RiX. Management Center |2 K > CTEH X415 GEPSHHEH 73514 A0 SSL B LN TLS GEAEZEHT 51 v b
U — 7 WHEF T DN TY, Let's Encrypt 7> 5 @ Automated Certificate Management Environment (ACME) iR & % fif
HALT, BEHEH T AREVE—R T 7 EAVPN S — F U = A & UTRIET 250/ FIEAZ T L COET,

> ACME $—/3—25 ACME SEAEZBETAHZ b TEETN, ZDOH A KTIL ACME —/3—& LT Let's
Encrypt ZfEH L £ 97,

ST TFIT

Alex % Management Center & /] L THEE D R 731 AZER L TWLREDORy NU— 7 BEHETT, i
JiiCd % Let's Encrypt 725 D ACME GEFAE A LT, ZEBI#H 71 A LDV E— 7 27 £ A VPN Z2fxi# L TV E
R

ACME EsxDHLE

ACME 7'& | 2/Lid, SSL B LN TLS FEFAEORIT, HHr, Rz Ak T2 7-DICi&kit sz, 4 —7 0 TR
SN7-7u h 3L TF, ACME I3 (CA) L7947 FEDRVEY 2 HE LT 5 2 & T, fFAELEHT S
T2ODOFINC L AEMR T o A2 PERL £,

Firewall Management Center |&, F8aEA % — 7 = A AfRH THRIEY' 12 k2 /L% LT ACME xfi& CA H—/3— L
ELET, ACME — 13— L OFGFERL L OBEICIE, 73 A ZLICFBO CA GEAERLE T, ACME #—/3—
1%, Firewall Threat Defense 7 /3A ADRGFEA X —T = A ADKR— ks 80RHT RAAL VITEHEERIELE T, KAA
VIRGERS . ACME Hh—/3— (X7 /3 A A2 SSL F 7213 TLS A EZ BT L £ 97,

HA T T, AZUNATNRARB, T I T 4 T T3 ZA0D ACME iEEDRGRA 7Y = 7 55 ACME FEW]E &
FTRTOMHHRE LMK L ET,
ACME 28R Z AT 55 =
cHENL : RO KD x A7 & ETe, SSLBIOTLS sEHED T A 79 A 7 v EZHEME L £,
* REFE D ER
o RAA IRREDE B
* RIERA 3 0D 58T
ACME 5§47V 27 N afftE+T 52 LT, ACMEGEMED KA L UIEREZFEFHTHZ L L TEET,



AL E DR

X2 T4  ROEIIBREESERAN AL TEF 2 T 1 ZHEEICHERF L £,
e 7 IAT v e CAYV—R—HDE X2 7@{EIC HTTPS %1 A,
SRAFESRIC X — X7 2,

« HIFRYIN OFEAEIZ L 5 — B RADOFREESLCRSOMEIINED U A 7 283,

o R AL TR HEDRGE,
o 2 A FhH : Let's Encrypt 21X U O & 2 R OFEAE Y — B X DM HZFFA L, SSLIB X ONTLS #FED 2 A h %
ML E9,

o YEIEME - ED RAA U RY T R AL N E T2 D EEOFEAEEZRANEEL L, JRIERTEEZ SSL 38 L OV TLS
SFRAZEEH Y Y o — g Ut L4,

ACME ZEEAZE DL 1B A

WDOEIL., ACME fEBHEDOBEFD AT — VR L TWET,
1:ACMEZEFAZDZE DR T—

Threat Defense ACME Server
Ny - Y/,
\ ‘l " ) / \

A

Z DF X, Firewall Threat Defense /31 A ACME FFBAEOBRGEO 7o A 25 L TW\WE7,

AF— SR BA

Firewall Threat Defense 7 /3 AN, EETGA VA —T =2 A AN L TEED RAAL VE-IZ R A
A2 DY A KD ACME GEAEZ R L 9,

2 ACME ¥—/3—723_ Firewall Threat Defense 7 /XA A DFRFEA > X —7 = A A TCP 7" — b 80 #%
HCRAL UPTAMEZIRGEL £7,

Firewall Threat Defense 7 /XA AL, R A A VIRFEIZ HTTP XR—ADF ¥ L TV A H =KX A
(HTTP-01) ZfEHL 7,

Gx)
Firewall Threat Defense |4, BT v L o VB 7 vt Af 2R — F 80 &%, ACME v L
T —HOIHERMLET, A— ME, BERRE IR LZEZICEHCONE T,




25— 589

3 R A A UkEE% . ACME H—/3—73 Firewall Threat Defense 73 A2 SSL F7-1% TLS fiFE %
FITLET,

GE) bR T—UN, FEHEOBREERO FQDN Z & IV RS ET,

AT LEH

F1E, ZDO2—AFr—ZADT Ty b7 —LENN—=TV g B RLET,

B NnN—oay SORZaATLTHEATHZN—aY
Cisco Secure Firewall Management Center | 10.0 DA% 10.0

Cisco Secure Firewall Threat Defense 10.0 LA 10.0

ACME H—/3— - Let’s Encrypt

ACME GIBRZE Z AT o= DHIRFEMH

— BRI
« Firewall Threat Defense 7 /XA AN NN—2 3 U 100 IR THDH Z L 2R L £,
» Firewall Threat Defense 77 v k7 4 — AR E TDNS Z5%E L T, ACME ¥ —_X—D KA A U4 Zfifik LET,

¢« RALUBNRT VI IPT RLARZ v LV 7ENTWAZ 2R LET, ZOIPT RLVAZERALTT /N
AA B —T A AEHREL., ACME SFFAZDOBE; Cldf A v ZF— T = Af A LTHELET,

+ ACME CA FEZE (ACME ¥ — —%Z385E 7 5 FE) CA FEHEAE) 27 1 R LET,

* ACME #—,3— & LT Let’s Encrypt Z i 3" 2 21X, https:/letsencrypt.org/certificates/ 7> & Internet Security
Research Group (ISRG) /b— RIEIEZ TG L, F#) CA GHFEHEL LTT A AT ¥ v FTLHX0ERH
nET,

7= & 21Z. https:/letsencrypt.org/certs/isrgrootx1.pem.txt O /L— hFEAEZHEH LT, ACME ¥— 3—® F&) CA
nftfﬁi%f XELET,


https://letsencrypt.org/certificates/
https://letsencrypt.org/certs/isrgrootx1.pem.txt

Add Cert Enrollment ®

Name*

[ ISRGCA-LetsEncrypt ]

Description

| |

CA Information Certificate Parameters Key Revocation

Enrollment Type: [ Manual - ]
CA Only
Check this option if you do not require an identity certificate to be created
from this CA

CA Certificate: -----BEGIN CERTIFICATE-----

Validation Usage: IPsec Client SSL Client (] SSL Server
[:] Skip Check for CA flag in basic constraints of the CA Certificate

Allow Overrides

CTNAADHFT V= hA—R—=F 4 REFRETHHET. TDOT A ADACMECAREHES BT 54 E
NH Y FT,

o ACME #—/3— ¢ Firewall Threat Defense 7 /XA AIZ[F U NTP —_—%Z &K E L £9,

ACME 4 —/\—DRTIREH
* Let's Encrypt ACME Y — _—(|ZT7 7 ¥ A T& 5 Z L 2R LE T,
* ACME #—/3—73 Firewall Threat Defense 7 /31 ANGEEFRRETHDH Z L AR L ET,
¢« ACME H—/S—=78 R A A 4 LU FQDN #MGEC&E 5 Z L 2B L £,

CFREEA VA =T A ADEETEA VX —T = AL BRI DGEANE. T ADEETA H—T = A A5 ACME
Y= R—CRETEDL L EWHRLET,



VPN O— KNS UL VT DORIREE

VPN 02— RRZ v 7 T —T 12 ACME 3§k A7 v = 7 N ET 25613, [Alternate FQDN] 7 o —/L RIZT «
LA LA R—DFQDN # X4 T EHDTL 72 &0, ACME GEEZ T A L UJ RAEAZEZ R — R L TNz &
WIHEBELTLLEEN,

ACME SEBAEDERICET 2 H 4 54 2 EHIREIR

A1 LS4
BRI & VAN T 31 2 B ACME GEMIEZ HHT9 51213, GEFEZHREL, 71 ACREZRERA L £,
HIFREIE
« ACME GEAHFIILU T2 R — L TWEHEA,
« %A NE VPN
AT FOEEA LV H—T oA A
« DNS #ik (DNS-01) , #A— bk LTW2AODIEHTTP-01 DA T,
s RAL L DF—R—F A R

e UAJN KA — RiFHAE : CHOHDHFAEITL., AL VLT 4 —/LRTUALNLRI—RFXF (*) 2FEHL T,
HB—D RAAL LV EEEDOV T RAAL V22X 2TTHHDTY,

c JTGREY LT
« ACME GiFFE L, RSA F—D451%2048, 3072, FL1N4096 DF—+ 1 X, ECDSA F—DH413 256, 384,
L2 OF—H A XDOHEYKR—FLET,
« ACME %$ki%, = hu—/L 7L —2 ACL & H#MERDH D XA,
2> ha—/ 7 L—2 ACL T Let's Encrypt Z i 325513, RO FNEEZEITLET,
1. ACME B§ROHNC ACL Z Rk L, R— 807 7 B X &AL £,
2. ACMEEMFEZ B L £7,
3. BEkZHERLET,
4. ACL ZHEAMLLET,

2> hr—/L7 L —> ACL T Let's Encrypt LA%L D ACME $— N\—2Z2fE 3 554 1%,. ACL I[ZH—/3—0 FQDN
b ET,



Firewall Management Center (25 (1% ACME &80 7 —%~ 70—

process_workflow

Firewall Management Center T ACME FERA & % 88k T~ 5 BB EITR D L B0 TT,

ag WD

2R —

(1) (" o =
"\l/' Ensure that :\gj'Add an ACME 113:1 Attach an ACME '-\5 JUse the certificate
prerequisites are enroliment "~ certificate to a to authenticate the
inplace, and ~ — object — Threat Defense —J device as an
Ir'ewte\:" device RA VPN gateway <‘
imitations
Management (2) (6)
Center 2/ b /‘l

Deploy configurations in
Threat Defense device

ACME fEAEZFH T 2720 ORHESME 4 2—) NS TnDZ & 2D, ACME GEHEOM HIZR
TEHEHA RTA 2 LHIRFE (6-2—) ZHERLET,

ACME GFHEOBRGEA 7Y = 7 o (732—2)
Firewall Threat Defense 7 /XA A~ ACME FFFAEDO T # v F (12 2—)
BEET AL RCEBELET,

ACMEFHEEZTA T o T AT AEHEL L THEHLT, A AZRAVPN A — T oA & LCRIELE T,
ANz HOWTIEZ, TACME GEAZEAZFH LB LWIE— 7 27 EA VPN R >—0iiE (14 2—) | 2%
LT IEEN,

REET AL ATEBELET,

ACME GEEREDEHFA T2 =¥ FDEM

1R HHEIIZ

VFACME GEEZ T 2 72D ORGSR (4 <—) BXOACME GEHEOHE T 204 R 74 - LHilRE
H (6 ~—Y) ZfERLTIEEuy

FIE

ATy 1 [Tz b+ (Objetts) |>[ATP Y FEE (Object Management) |>[PKI]> [EEBAZ &% (Certificate

Enroliment) & 3#4R L 9,

ATw7F2 [AddCertEnrollment] %27 U v 7 L%,



ATvT3

RATv74
ATvT5

[Name] 7 « —/V RIZ ACME fEBEDOBGFOLFi 2 A LET,
BEENZETTDE, BT NAAD NT R MRA Y MAITRESNZ4ARNI 2 £7,

(A7 =2 ) [Description] 7 1 —/L RIZEEOFBHEZ AT L E7,
[CA Information] # 7 CROFNEEFEITLET,

a)
b)

¢)

d)

g)

h)

[Enrollment Type] Ku v 7*# 7 U X i, [ACME] Z &R L £,
[Enrollment URL] 7 ¢ —/L K C, 7 7 # /L k ® URL https://acme-v02.api.letsencrypt.org/directory % {#
L9, Zaid Let's Encrypt ® ACME CA #—/3—® URL T9,

[Authentication Protocol] 7 4 —/L F®D [HTTP-01] I%, KA A U FTAMEDRGEICEH S 2 e
Eni=7a han g,

[Authentication Interface] Kv v 7' 7 U X v, ACME H— 3—738 R X A OFTE HE % s
LDIEDICT A ARALBET DA H—T oA ARDDL, X2 VT 4= FlFA v F—T =1
AT N—TH BN ET,

[+ Z27 Vw7 LT, ¥Xa2 VT4 —vFEREA =T oA AT N—TEBMLEST, T 74V
cDOA LB =T oA ATEEA L H—T = A ATT,

[Sourcelnterface] Kwu w7 X7 U A Mipnb | 7 /3A A5 ACME #—/3— L85 L CRERFE A D

ACME GFHEZERB L OZIETHA =T oA ANHDH, BxX 2T 4= FidA v 4 —
T oA AT N—THEIN L F9,

[+1%227 V7 LT, ¥Xa VT4V —vFRB3A =T 2 AA AT N—TEBMLET, T 74V
DA E =T oA RTEBRA L H—T 2 A RATT, EETXA L F—T oA ALFFEA X —T =
AAFFRCHDIZTHZETEET,

[CA only Certificate] Ku v 7 X 72U A hin, ACME H——%385E9 5 T8) CA B HGEHEZ
BIRLET,

[AutoEnroll] = v 7 Ry 7 A% 42 LT, &%E LIz A HIBIZEE-S\ T ACME FEEO BB %
BREAMTLET,

[Lifetime] 7 « —/L FIZ, FERIEO AR HBIRICBRLE S LD £ TO ACME REHIE O A 20 OF
BEANLET, 7740 MEIZ 70 TT,

7ol X, GEEOAZMMA 100 HT, 207 4 — /L KR 80 ICHTEIN TV D 5E, AEIEHIT
81 HIZ N U T—ivET,

ACME &8k Z L I LWX —Z AT 5121, [RegenerateKey]| T = v 7/ Ry 7 A% A I LE
T ZOF 2w IRy 7 A%FAT7ICT DL, LIRIOF—03BERICHEH SV ET,


https://acme-v02.api.letsencrypt.org/directory

Add Certificate Enrollment ®

Name*

[ ACME_Cert_LetsEncrypt ]

Description

CA Information Certificate Parameters Key Revocation

Enroliment Type: [ ACME v ]

Enroliment URL: [ https://acme-v02.api.letsencryp... ]

Authentication Protocol:* [ HTTP-01 v ]
Authentication Interface:* @ [ ACME o ] +
Source Interface:* @ [ ACME v ] &
ACME CA Certificate: @ [ ISRGGA-LetsEncrypt . ]

Enable Auto Enroliment @ D
Certificate Lifetime (10-
99%): [ ]

Regenerate Key @ D

Validation Usage: [j IPsec Client SSL Client [:] SSL Server

Allow Overrides

> Override (0)

Gances m

AT w76 [Certificate Parameters] ¥ 7 TR O FNEEZ FEITL £,
a) [IncludeFQDN] kr v 7 X7 U X Mpb | IROWT I E R L CREEDFQDN 2 E& L £ 7,
» [Use Device Hostname as FQDN] (77 # /v 1)

* [Custom FQDN] : Z DO A 7> a » #i@IR L7254 1%, [Custom FQDN] 7 ¢ —/L FIZ FQDN % A
HLET,

ZOBEITIE, Zbb0F T arEEALET,
b) [AlternateFQDN] 7 4 —/L FiZ, fEBHEOY 7V =7 M4 (SAN) 7 ¢ — L RIZBEII9 %5 FQDN
DA~ EE AT LET,

FORNNFEHETIZ, 207 4=V RICEYD ., 1O0FFHETERDO KA 4, YT AL, £
7IXIP 7 RLARRETEET,



ATvT1

ATvT8
ATvT9

10

CA Information Certificate Parameters Key Revocation

Include FQDN: [ Custom FQDN v ]

Custom FQDN: [ ftd-custom.cisco.com ]

Alternate FQDN: ftd1-alt.cisco.com, ftd2-
alt.cisco.com

[Key] # 7 CIROFIAEZFEITLET,
a) [RSA] £72IX[ECDSA| X —4 AT %27 Vw7 LET,
b) [KeyName] 7 —/L KT, DL HITEIRL FT,

* RSA F—0DH4A . [modulus] DAHNRHR— K IhvET,
* ECDSA F— 04 [dliptic-curve name] O &3 %A — k ShvE 7,

¢) [KeySize] K v 7H LU A Kb F—Hf REERLET,
* RSA F— DAL, 2048, 3072, F7212 4096 2l H L £,
ZOBITIX, 22048 O RSA F—% ML ET,
« ECDSA F— DA 1%, 256, 384, F721X 521 #fEH L £,

CA Information Certificate Parameters Key

Key Type:
(® Rrsa () ECDSA

Key Name:*
modulus
Key Size:
[ 2048 v ]

(A7 a ) LEIG LT, [Advanced Settings] Z#k L £ 97,
[Revocation] % 7' ClL, T 7 4/V Mz ZDE EMHTE £,



CA Information Certificate Parameters Key Revocation

D Enable Certificate Revocation Lists (CRL)

CRL Server URLs:* +

D Enable Online Certificate Status Protocol (OCSP)

OCSP Server URL:

Consider the certificate valid if revocation information can not be reached

Allow Overrides

ZTw 710 [AllowOverrides| F= v 7 Ry 7 A% 4N L, fEBEDT A ZAETIE RAAL L DF TV 27 bDOF—
/i\‘—‘i/r F‘%%ﬁibi‘a—o
TI7HNET, ZOFT v a NFENR>TWET, A7 V=7 hDOA—N"—=F 4 RERETL5H
. BAIDT A ZNFEEE BT DRI, ZOF 7> a VERNICT LLERH Y £7,
RATvITN [fR1F (Save) 1227V v 7 LET,
ACME FEHEOXEkA 7Y = 7 b id [Certificate Enroliment] ~<— ¥ CHERTE £97,

Cert Enroliment [ Fiter

A certificate enroliment object contains the Certification Authority (CA) server information and enrollment parameters that are required for creating Certificate Signing Requests (CSRs) and
obtaining Identity Certificates from the specified CA. These activities occur in your Private Key Infrastructure (PKI). Guide me.

Name Type Override
ACMECert_LetsEncrypt ACME []
Manual (CA Only) (]

ISRGCA-LetsEncrypt

RDZARY
ACME FFFAEDORGEA 7 V=7 bOfE (12 X—) F7=1Z Firewall Threat Defense 7 /XA A-~® ACME iFBED T
ZyF (123—)

11



ACMESEBRZENEHRA TV FDRE

1R8O BRI

ACME iFAED RS A 7V =7 FEER LET, FFcoWTIE, TACME iFHEORESEA 7Y =7 b (7
N—=) ] EBRLTIEI N,

FIE

ATy T GEHEOREA TV =7 FOR—T T, fRET D ACMEGEHEREA 7 V=7 FOMICH LMRET A 7
27y LET,

AT w72 [CAlInformation] ¥ 7% 7V v 7 LET,

ATwv 73 MEIZN U T [Auto-Enroll], [Lifetime], [RegenerateKey] D4~ 4 — /L R&EEH L ET,

ZDETOMDT 4 —L NIIRETEEE A,

AT w74 [Certificate Parameters| ¥ 7% 27 U v 7 L7,
ATw 75 MEZSE U T [Alternate FQDN] 7 4 —/V R&#RE L £,
ZDOETOMDT 4 — RIIRETEET A,

ATwT6 [R1E (Save) 1227V v LET,
ATy T [TINA R (Devices) 1> [SEBAZ (Certificates) |Zi#R L £,

ACME FFAEORIC, TEREEEE o, FERELTHEHEZERLTLESY] EWIHI A v —URFRENE
hd‘o

ATv 78 ACMEGEMIELZTEEL T, THINIZHEEZT A AT v a2 LET,
PR BRI I BEAF O FQDN 23IBR & 4v, #H LW FQDN BT AN A AT v v a SNET,

RDARY
Firewall Threat Defense 7 /314 A~ ACME iFHHEZEDOT # v F (12 2—)

Firewall Threat Defense 7/34 XA ~® ACME ;s fFRZD 7 4 v F
WR& BHEIIZ
ACME SFFAEOE A 7 =7 2B L FET, ZEANZHOWTIX, ACME SEFBHEOXRGEA 7 V=7 FoBEMm (72—

V) BRLTLIEIN,

FIE

ATv 1 [T/AM R (Devices) | >[iEBAE (Certificates) ] Z N L 7,

12



ATy 72 BN (Add) 1227V 27 LET,
ATv 73 [Device] Ku v 7% 7 A k5 Firewall Threat Defense 7 /3 A A IR L £,

ATv 74 [CetEnrollment] Kz v FZ7U X hivh ACME GFFAEZFIRT 50, [+] %227 Y v 7 LT ACME FiF#
FOBEEIER L E T,

AEAEOFM R L E T,

Add New Certificate ®

Add a new certificate to the device using cert enroliment object which is used
to generate CA and identify certificate.

Device*:

[ FTD-Device V]

Cert Enrollment*:

[ ACMECert_LetsEncrypt v] +

Cert Enroliment Details:

Name: ACMECert_LetsEncrypt

Enrollment Type: ACME

Enrollment URL: https://acme-v02.api.letsencrypt.org/directory

ATvTE [Add] 227 Vw7 LT, T RGEAFEET # v F LET,

ZoO7akAH [Certificates] ~X— D [Status] (X5 A7 358 T35 E T [InProgress] (2720 £77,
REAENRT AL RZEFIIT X v FENb &, [Status] O FIZ[ID] 74 2 v BNFERENET,

Filter m
[ All Certificates v ]

Name Domain Enroliment Type Identity Certificate Expiry CA Certificate Expiry Status

v o -
ISRGCA_LetsEncrypt Global Manual (CA Only) Nov 6, 2034 \CA| |®@ID NCa
ACMECert_LetsEncrypt Global ACME A %323/516' 5;{'%’95 ini10 Sca sdPCco

[ID]7Aarva7 ) vy 7 L CGREHEDOHMAR RLET, iFM2MR L C[Close]l 227V v 7 LET,

13




Identity Certificate ®

= Status: Available
= Serial Number: 060b3696a483b0f774852f851e8147a20e6d
= Issued By :
CN: RN
O: Let's Encrypt
C: Us x
= Issued To:
CN: testing.rawsuds.com
= Public Key Type: RSA (2048 bits)
= Signature Algorithm:  RSA-SHA256
= Associated Trustpoints:  FTD1010_cert-enrollment
= Valid From: 14:12:22 UTC June 24 2025
= Valid To: 14:12:21 UTC September 22 2025
= CRL Distribution Points :  [1] http://r11.c.lencr.org/110.crl

» Public Key Hashes :
SHAT PublicKey hash : 050b0197990b446cf36b4df3a1331f5869ee248d
SHA1 PublicKeyInfo hash : 31ce70566cfeabfcd18eade69110addeb9cal84d

RODZARY
1. REZT A RICERLET,

FFaAL A SRET AL, T8, AL ACME % — 3— |2 ACME fEHEAZ TR LET, A A OREGEE.
ACME #—/3—|3 ACME ZEBHELXRIT L E T,

2. ACMEGEFAEZMH LT, 734 A% RAVPN 7¥—h 7 =4 L U CERREL 77, #FMIIC OV TIE, ACME GEIHE
EHEALIEHT LW E—FTZ7EAVPNRY O—OFRE (143—) FIFACMEGEFAEREHALZV E—F
TIHEAVPNARY —OFH (16 X—) #=HL T ZI0,

ACMESFFRZZFRHALEHF LW E—Fr7Z7YEXVPNRY) O—DHE

4R8O HHEIIZ

ACME FEBHZE % Firewall Threat Defense (27 % v I L., T3 AT EEZREEA L2 Z L 2R L ET, SOV T,
Firewall Threat Defense 7 /34 ZA~D ACME iFFlED T % v F (12 °—) BB LTI FEW,

FIE

ATYv 1 [T/NM4 R (Devices) ] >[VPN] >[JE—FT7 YR (RemoteAccess) |%#RINL E7,
AFvF2 [Add|%EZ7 V7 LTHLWIE—FTZ7EAVPNRY —%ERLET,
ATv 73 [Name] 7 4 — /L RIZUE— KT 7 EBAVPNRY > —DL4R T2 AT LET,

14



ATvT4
ATy TH

ATvT6

ATy 717
ATvT8
ATvT9

ATv710
ATvIN
ATvT12
ATy 713
ATv 714
RTv 715

ATv 716

ATy T
ATvT18
ATv719
ATvT20

[Description] 7 « —/L RIZARY o —D#tHE AT LET,
[VPN Protocols] T7' 1 b /L Z5#R L £,

SSL F721% IPSec-IKEV2, &5 \WMEIZ D7D VPN 7o b =)L %33R TX £9°, Firewall Threat Defense
IZ. VPN h RV ERHT DT Y v 7 2y "= 2N LTS o 7 RERETHENLT D720 m 5o
7 haLiEYR— bk LTWET,

[Targeted Devices] T7 /31 A Z RN L £,

ZITERTEZTNA AL, VPN ATV ba—P—DIVE— 77 EBAVPNTY— v xA & LTHE
meLEI,

[R~ (Next) 1227V v 7 LET,
[###t 7 7 7 7 A /L (Connection Profile) 135 XN /L —7 7" U 2 — (Group Policy) |iXiE % i iE Liﬁ‘
[RERE, BRI, BLURT H 77 47 (Authentication, Authorization & Accounting) | D&% JE & &7

R
(7747 b7 RLZAOEID 4T (Client Address Assignment) ]
[Z/V—T7 RV 2 — (Group Policy) | DREEFHREL £,

[k~ (Next) &2V v 7 LET,

VPN 22— =3 &— k7 7 & A VPN ~OHfi i i 9% AnyConnect £ A — T Z IR L £,
[k~ (Next) 1227V v 7 LET,

[AJIVPNT 72 ADFRy NT—27 A% —7xA A (Network Interface for Incoming VPN Access) ] &
mELET,

[7 /31 AGEE  (Device Certificates) ]

DREZHRELET,

ERELET,

T ZGEE (TAT T 47 45EHF L BEEIND) 28D, VE—RT 78X T4 T 0 b
VPN 7 — h 7 = A 5ik B S ET, VPN — ~ 7 = A OFRFECH 9 53 EA®IR L £, [Certificate
Enrollment] Ka v 7% 7 U A b ACME GERAEZIRIR L, VPN 7 — bV = A ZF8REL £ 77,

Remote Access VPN Policy Wizard

(1) Policy Assignment 2 ) Connection Profile (3 ) Secure Client ° Access & Certificate 5  Summary

All the devices must have interfaces as part of the Interface Group/Security Zone
selected.

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote
access clients. Select a certificate which is used to authenticate the VPN gateway.

] 4

Certificate Enroliment:*

[ ACMECert_LetsEncrypt

[U—EX7YERXHI#H (Service AccessControl) ] EL ET,

[VPN 57 4 v 27 D7 7 Al (Access Control for VPN Traffic) ] #3%E L £ 7,
[k~ (Next) 127 Vw7 LET,
VEe—h727EAVPNRY —Hko E (Summary) ] Z#F R LET,
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[Remote Access Summary] ~—IZid, ZNETICHE LT XTOYU E— F7 27 A VPN REDER
S, BIRLIET NS RV E— T 7 BAVPNARY > —% BT HANIEITT 5 ML ER S 5B E
~DY I PRENET,

VEEITIE U T, [R5 (Back) 1227V v 7 LTRECEEEZMZET,

ATFv7T2N VE—FTI7EAVPNARI V—OEARFELEE T T DL, & T (Finish) 1227V v 7 LET,
ATFw T2 BEET A AEBLET,

RDRERY
ACME FfEHZEORGEOBIE (17 ~2—)

VE— 727 BAVPNOREIZET 252D Tld, Firewall Management Center 7 /NA AFREH A KD [HHL U £—
N7 72 A VPN Efi DR E] B LTI ES VY,

ACME SEFAZEZ# ALV E— 79X VPN KR O—DEFH
BEAFO Y E— hT7 7 EA VPN AR Y —DF /A A2 ACME GEHEZBINT 5121, ROFNEEFEITLET,

48 HHEIIZ

1. ACME ;iEW]& % Firewall Threat Defense (27 % v F L, 7 /351 R EXEH L2 2 L 2R LET, FEMcO0
TiX. [Firewall Threat Defense 7 /XA A~MD ACME iFBHED T ¥ vF (12X—) | 2R L T &,

2. UE—F’T 7 BARY V—DRESNTNWEZ L 2R LET,
Fig

AT9 1 [T/INA4 R (Devices) |>[VPN]>[JE— 7YX (RemoteAccess) | L 7,
ATV T2 WETHVE—FNT 7 EAR) U—DRRICHIWET A 2% Vv 7 LET,
AT w73 [AccessInterfaces] %7 V v 7 LE7,

A7 74 [SSL Global Identity Certificate] Kz 7% 7 U 2 T, ACME i EZ®IR L 5,
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& 2:

Connection Profile Access Interfaces Advanced

Interfaces of the targeted device which belong to below specified interface groups will

Name Interface Trustpoint DTLS

out

Access Settings

Allow Users to select connection profile while logging in

(] Enable HTTP-only VPN Cookies

SSL Settings

Web Access Port Number:* { 443 ]
DTLS Port Number:* ( 443 ]
SSL Global Identity Certificate: [ACMECert_LetsEncwpt v ] -+

ATy TS [{#fE (Save) 127V w7 LET,
ATYT6 BEET/NAAERLET,

FruaA A b, ACME iFFHENRT AL ZADSSL hT A RMKRAL L MU 7 &, VE—FT 71 A
VPN #5i Tt % = 772 SSLBE D7 DIZH LW ENFEH SN D L 51278 77,

RDBRY

ACME FEFAEOBEOMEE (17 =X—)

ACME FEBAE D & Ex DIREL

Firewall Threat Defense 7 /XA A D CLIHRD a~< > REFEITLET,

« show crypto ca certificates

Firewall Threat Defense 5 /XA AIZIF1ET D

SNTWENE I D EHERETE £,

firepower#show crypto ca certificates LE_ACME_cert FTD1010
Certificate

Status:

Certificate Serial Number:

Available

Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=R11

AEHEOFEMZZR LE Y, ACME

060b3696a483b0£774852£f851e8147a20e6d

AEHEN T A RUTA VA b—)b
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O=Let's Encrypt
C=US
Subject Name:
CN=test.rawsuds.com
CRL Distribution Points:
[1] http://rll.c.lencr.org/110.crl
Validity Date:
start date: 14:12:22 UTC Jun 24 2025
end date: 14:12:21 UTC Sep 22 2025
renew date: 14:12:21 UTC Aug 26 2025
Storage: immediate
Associated Trustpoints: FTD1010_ cert-enrollment
Public Key Hashes:
SHA1l PublicKey hash: 050p0197990b446cf36b4df3al331£5869ee248d
SHA1l PublicKeyInfo hash: 31lce70566cfea6fcdl8eade69110addeb9cal8id

« show crypto catrustpoints
Firewall Threat Defense 7 /3 A ZIC(FAETH b T A MR A v MCBEAT M2 TR L7,
[Device Certificate] 7 4 —/v Rid, GEBHENRT NA RIS VA R — A ENTWENE I DERLET,
[Last Enroliment Result] 7 « —/b FIZid, HEOFBRENRI LI Z LRFRSNET,

firepower# show crypto ca trustpoints
Trustpoint LE ACME cert FTD1010:
Not authenticated.
Device certificate: Expires at 14:12:21 UTC Sep 22 2025
ACME URL: https://acme-v02.api.letsencrypt.org:443/directory

Current enrollment status: Idle

Last enrollment attempt: 15:10:57 UTC Jun 24 2025
Last enrollment type: Manual

Last enrollment result: SUCCESS

Auto enrollment request count: 0

Manual enrollment request count: 3

Trustpoint ISRG root-cert:
Subject Name:
CN=ISRG Root X1
O=Internet Security Research Group
C=US
Serial Number: 8210cfb0d240e3594463e0bb63828b00
CA Certificate configured.
Device certificate: Not present

ACMESIBRZED FZ JIL a—k
debug 27 > FDEH

)

GE)  debug 2~ NIZk > TCCPUMRHERN LRI D720, Fv MU —7@ENDROEIRY, 8EORESILE -
ITTAC By v a SNCORFH LT Z &,

+ debug crypto ca <debug-level> =~ > RZEH L T, W5 CABIEICHES 57 Ny Fn /&Sy 7F v LET,

18



« debug crypto ca acme <debug-level> =~ > RZ#H LT, ACME B&kICBHET 2T Ny r/nlaXy 7F ¥ LE
R

ACME 23 T5—D 5T a—F
JER : T A ACME GEHEZEEZ T ¥ v T T5 L, AT —HF X railed EFERINFET,

fRRE  BECH— NV ERDE T, #2377 v a v EERLET, FEMICHOWTIE, TACME GEBHZ A 5
LI HODORHESRME 4—) | ZBRLTLIEEN,

JERK 1 TS RZACMEGEHEZT # v F 5L AT —F A lrailed ERRINET, IDELBITHT—Y IV ER
biEbE. 74T T 4 F (A EOBEICHKILLE L7 (Failed to configure identity certificate) | &WVVH T T —

NERENET,
ZZ6NBRERE : ACME CAGEHENT NSA AT X v F SN THEHE A,
fRRE : ACME CAGEFREZT A AT X v TF LET,

o FEIR : T ——icHEc& WA (Unable to connect to the server) | F721% kACME_serveer@ﬁ’C“% FtA (Unable
to connect to <ACME server>) | &UY9H T T —A vE—URERRINET,

EZoNBREE :
* ACME % —/"—NEZEARRETT,
* ACME #—/— 3 E[EAGETT A, ACME ¥ —EARF TSN TVERA,
* ACME CA GEBENR T ASA RZT # v FENTHER A,
iR REK:
* Firewall Management Center 7> 5 ACME H— N\—|ZR|FEFEETH D Z & R LET,
* ACME #—E2DREEHR L, FEITSh TORnEEHEs L £,
« 73 AT ACME CAGE#EZ T ¥ v F LET,
« EIK © TacME #— "—FEBIEAMFALCE A (Unable to validate the ACME server certificate) | EWH T T —R v
t—URERRINET,
EBEZONBREEA: 731 2D ACME CA REFE S Firewall Management Center (25 §k LTV EH A,
fi#iR 3R : Firewall Management Center CT7 /XA A®D ACME CA fEFHELZ T ¥ v F L £,
 JEIR : TacMe 4o 4 A7 % b (ACME processing timeout) | EWIHITT—RX o —UNFERENET,
EZoNBRE :
» Firewall Management Center /3, %R X #172 FQDN % [Authentication Interface] (2R T XA,
* ACME —/_"—®D URL W IELL B EH A,
« TNART Ty b7 4 —LFETDNS PR STV ER A,
o RAAL VAR RIEMTT,
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fRRE:
» Firewall Management Center 73, %R X #17- FQDN % [Authentication Interface] (ZffI T& 5 Z & 2R L F
7

« ACME — X—® URL ##R L F7,

* ping <interface><acme-ca-fqdn> 2% K& AT L CDNS IR EZFER L., T ADT T v 7 4+ —LKE
TDNS MR STV D0 E D B LET,

+ FQDN % 721310 FQDN 278 L £9, FQDN # EH 1 5551, FEHEE2HEREL £,

syslog O F
ACME %§% syslog # A%MbT 21213, ROFIEEZFEITLET,
1. [T/NA4 R (Devices) 1>[TF v b T+ —LERTE (Platform Settings) &R L £,
2. Ty b7 A —ARERY - EAEREITRELE T,
3. EMoD~A T, [Syslogl 27 U7 LET,
4. [Logging Setup] # 7%~ Y v 2 L. [EnableLogging] 7= v 7Ry 7 A% A4 N2 LET,
5. [Basic Logging Settings] C. [EnableLogging] &= v 7 KRy 7 A& A2 LET,
6. [Loggingto Secure Firewall Management Center] . [All Logs] 7213 [VPN Logs] Zi®R L £,
7. [Syslog Settings] # 7 & 27 U v 7 LET,
8. [EnableAll SyslogMessages] ¥ 7% 27 U v 7 LE7T,
ACME %:$ syslog 1%, 717067, 717068, 717069, 5 £ 08717070 T3,

BEExGO Y OFER

\)

GE)  TARAARATT v b7 4 —LKE T syslog XEZEITHTLTEEY,

ACME %gkn 7 & =2 —3 21213, ROFIHZIATLET,
1 [9%7 (Analysis) |>[#&4 N> b (Unified Events) &38R L £,
2. [Troubleshooting] # 7% 27 U v 27 LET,
3. [Troubleshooting Events] 7— 7 /L Cl, ROEEEZFITTE £,
o FEERIISA X2 R OFRR E ST,

«[GoLive] 7 Vv +5 L, BEEMNGAX NEYTNAIALTE=L—L, T/, A0S LiRifTo-7%
EETABEAIT 5 N TEET,
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Events Troubleshooting

[Q Event Type Troubleshooting -

® ) (Retresn)

failed for the trustpoint

m s % o (u] & 12 events B9 Last 1 hour Go Live
Time Event Type Source IP Device m > Event Details

|< 2025-06-20 11:06:48 % Troubleshooting FTD102-10.0.0

Y Filter columns
> 2025-06-20 11:06:34 % Troubleshooting FTD102-10.0.0
> 2025-06-20 10:15:11 “ Troubleshooting FTD102-10.0.0 Event Type % Troubleshooting
> 2025-06-20 10:11:35 % Troubleshooting FTD102-10.0.0 Time 2025-06-20 11:06:48
> 2025-06-2010:11:35 % Troubleshooting FTD102-10.0.0 — ETD102:10.0:0
> 2025-06-20 10:11:35 % Troubleshooting 11511314100 FTD102-10.0.0

General Information
> 2025-06-2010:11:35 % Troubleshooting 115.113.14.100 FTD102-10.0.0

i E
> 2025-06-2010:11:35 5 Troubleshooting FTD102-10.0.0 Severity il
> 2025-06-2010:11:35 % Troubleshooting FTD102-10.0.0 Message ACME Certificate enroliment
b <

> 2025-06-2010:11:35 Troubleshooting
> 2025-06-20 10:11:35 % Troubleshooting

> 2025-06-20 10:11:35 % Troubleshooting

FTD102-10.0.0
FTD102-10.0.0

FTD102-10.0.0

<ACMECert_LetsEncrypt>...

Message Class PKI Certification Authority
Device
Device FTD102-10.0.0
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