afran]n
CISCO.

Cisco Secure Firewall ManagementCenter Z{£f L /=K 1) > —~R—X
VPN M5 )L— kR—X VPN ~DFET

Cisco Secure Firewall Management Center Zf#H L1fz7/K1) —_X—X VPN i 5 )L— kR—X VPN ~D
BT 2

JL— F_X—ZA VPNIZDOWT 2

Jb— FX—Z VPN OFI 5 2

RY == VPN 5 /b— hX—Z VPN ~DOBATICEE T 2 R HIH 3

A=A =1 BTV =T DORY T —=_"—=AVPN 2TV —ET D/L— b _X—=Z VPN IZBITT S
3

LA — A2 T L AR—=T DR L —~_—Z VPN Z/L— h_X—ZX VPN ICB{TT 5 10



RET - 20252 A 26 B

Cisco Secure Firewall Management Center = {& i L =7~
1) —AR—Z VPN M5 )L— FR—X VPN ~DFE4T

FL®IZ

Z D K¥ = A2 hTiEL, Cisco Secure Firewall Management Center @ VPN 7 ¢ ¥ — K& H L T, & VU > —~—2Z VPN
kb— R _—Z VPN IZBATT 5 FIEICOW TR L £ 7,

RY == 2 VPN ITIEIE L CTOWBHFIE, Ry NI =2 A>T TR T 7 F v OEHLILEOm TR E 2R8I HE
L TWET, RY T —~_—Z VPN Ti, #M/2T 78R A b EEMRIEFTTIRABLETHDZD, FETT—N
FBELRLT L, FIZxy NI =7 BERTHICONTEESREC /2D £3, /o, XA T Iv I Vv—T 47 7n
FarbHdR—hFENTOWEFAL, FILWAR—=7 ZBNT 5546, N7 TBEMNMO VPN RELHFEZITOLENH Y £
T TNOHORAT, FEHEEOAHEZEMSEL700 TR, Xy MU —7 OYREE & MM EZHIR L, 22T S
H, =T —OREFEEEET,

RAB 2N A v B —T A A (VI ZFEHL TL— FR_R—Z2DVPNIZBITT A2 & T, RESEHENHEE LI N,
Fv U —7 O, JEREM, BXOEEMENRm EL, MRKTHIE VR A= —XITHIETE £,

JL— FARX—X VPNIZDULNT

N— F_X—Z VPN (%, T TVPN N> RVEMSLT DD, KB NV H—T =4 A (VID EREEND
=T 4 AR =T A AEMHLUET, B U F—T A A EMDA U F—T = A R L [EERITAEH
LT, 8B IOFATFTIv I N—TFT 4 R v—%@HT&ET, V=T FeXa VT4V —2&EKL, £
ZWVTIA Vv Z—T = A%BIML, VII b3V EOESESNTZ VT 7 4 v 71T 57 7 v Al —1 % EF
TX %9, Threat Defense /31 A%, Mo N A v E—T A ALDOMDONT T 4 v 7 ZEBLEITESL, L—
T4 TRY) =l THRIELE T, YA MEH VPN D 4 F— REZEH LT, §# VTL (SVTD F72iZ¥ A4 FIv 7
VTI (DVTI) T/b— h_X—Z VPN ZHik x££,

JL— kARX—X VPN DF| =
INTT v RAR—Z R Tl— h_"—2D VPN #EHT A S1Ik D L BY T,

ety F 7Y TOEEI  VILIZ, kD7) P h~=y 77 72U A NOBHESZHER L T, VPN HE~D T
VINRT Fu—FEEHLET,

cBBOBERILL : VIIAHFEHTH LT, KEEDOANT L RAR—VBEOCTREDEMRLEHEITEXET, ~NT L
TH-ODFAFTI v I VIIZRETHZ LT, B VIIZEH L TEERDAR—7 2R — b T&F1,

c BIHEIL—TF 4 >4 : VILIL, BGP. EIGRP, OSPF R DX A F I v 7 V—T 47 7o baLiZxfin L, X v
MU — 27 OAREDOEALIZIE U2 VPN = KR A > M OL— OB EFHZ2THIC L ET,

cTATIVISPOREM : VILIZ®E I Z Y RNy 2T o7 h o RIVOVERE AJREIC L., B OS2 5D £,



cO— KNSV Y VTLIZEY, ECMPL—FT 4 7% LTCVPN b T 7 4 v 7 RIS TE T,

R S—R—Z VPN S JL— FAR—X VPN ~ADFEITIZEET B
I

Management Center Z ] L TR Y & —~_—Z VPN /5 /b— h_X—Z VPN ~DORAT % BltET 2 A1l
TTHMERDY £7,
e Xy NU—ZEIZSE LT, —FR—ZXVPNDIL—F 4 77 haLi@RLET,

PLFOFIAE E

e AR—=7 ODFFVTIA VX —T = ADIP T KL AZRIR L FT,
BEDAR—=I BHDHGET, VIIA v E—T oA AT Ry hEFIDYUTHZ L E2HRLET,
AIR—2 DFFFIVTIIP 7 F LA ZRET 25618, UFOHERFHEICIERE L T ESV,
* 169.254.xx/16 DHFPFHD IP 7 KL AZHH L E 3,
* Threat Defense 7 /31 A HIZ PRSI TWD IP 7 R L ZADOHIFH (169.254.1.x/24) (IEH L2 TEE 0,

e O VTI 2+ AR A Y —RA v b hrpWZIE, Xy b~AZ %301 L72IPT FL A (169.254.2.1/30
28 EEHLET,

A—R5—X1: E7ZY—E7DHR)—R—XVPNEZET7Y—
E7DIL— R—X VPN [ZF1T7F S

eIk

B D PN, BIE, RY 2 —_—2Z VPN 2 L T 2 5 Threat Defense 7 /31 A Tx v hU—7 Z1EH L T
WbHETDH, ZNHDOT /314 AL, Management Center /N— 3 > 741 IZX > TEHINCWET, EEOR B
Xy MU= EHOMFE R E V— FN—ZXA VPN ORISR ZFE# Loy MU — 7 EHZIL, L— F_X—=ZAVPN~D
BATZEIE L CWET, ZOBITERET 27201, EHE1X Management Center ® VPN 7 ¢ ' — FZfEH L £ 7,
O 4P —RiE, RETn 2288 {L L, — ALV ARBITAREICT 2 L) ICHE STV ET, ZoBITOH
X, v NU— 7 OBENW LA L L, MRORE S KT RO =— X2 R -+ 5Z L T,



Spoke1

/ @
Management Center
oloTo

Spoke2

RY L —_—2Z VPN FRE 2, UTONRTA—=2RNHY 1,
Threat Defense T/3A X

RESINF-%y k7—% (Protected |VPN Interface

Network)
Spokel 198.51.100.16/28 209.165.201.1
AR—27 2 198.51.100.32/28

209.165.201.2
VPN b > RV OFEEMZForT 2120E, [E (Overview) |>[# » ¥ = — K (Dashboards) ]>[%1 FEVPN (Site-to-site
VPN) | DNEIZEIR L £ 9,
. Firewall Management Center ) ) . ) ) )
L- Overview | Dashboards / Site to Site VPN Overview Analysis Policies Devices Objects Integration Deploy Q @ O v
Y Select... X ‘ Refresh Refresh every 5 minutes
Tunnel Summary Node A Node B Topology Status Last Updatec
Spoke1 (VPN IP: 209.165.201.1) Spoke2 (VPN IP: 209.165.201.2) Policy-Based-VPN Active 2024-07-1C
100% Active
1 connection
Topology
Name
Policy-Based-VPN o N ]

k> RV DOFEM A F~ T 5 121X, Threat Defense 7 73 A C show cryptoikev2 sa & show cryptoipsecsa =~ > K% fifi ff]
LET,



> show crypto ipsec sa
interface: outside
Crypto map tag: CSM_outside_map, seq num: 1, local addr: 209.165.201.1

access—list CSM_IPSEC_ACL_1 extended permit ip 198.51.100.16 255.255.255.240 198.51.100.32 255.255.255.24(
Protected vrf (ivrf):

local ident (addr/mask/prot/port): (198.51.100.16/255.255.255.240/0/0/)
remote ident (addr/mask/prot/port): (198.51.100.32/255.255.255.240/0/0)
current_peer: 209.165.201.2

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5

#pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5

#pkts compressed: 0, #pkts decompressed: @

#pkts not compressed: 5, #pkts comp failed: @, #pkts decomp failed: @
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: @, #PMTUs rcvd: @, #decapsulated frgs needing reassembly: @
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: @, #Invalid ICMP Errors rcvd: @

#send errors: @, #recv errors: 0

local crypto endpt.: 209.165.201.1/500 remote crypto endpt.:209.165.201.2/500
path mtu 1500, ipsec overhead 55(36), media mtu 1500

PMTU time remaining (sec): @, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 460FEE39

current inbound spi : A258BF8E

inbound esp sas:
spi: @xA258BF8E (2723725198)
SA State: active
transform: esp—aes—gcm-256 esp-null-hmac no compression
in use settings L2L, Tunnel, IKEv2, }
slot: @, conn_ 14, crypto-map: CSM_outside_map
sa timing: remaining key lifetime (kB/sec): (4055040/27945)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: @x460FEE39 (1175449145)
SA State: active
transform: esp—aes—gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }
slot: @, conn_ 14, crypto-map: CSM_outside_map
sa timing: remaining key lifetime (kB/sec): (3916799/27945)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0Xx00000000 0x00000001

> show crypto ikev2 sa
IKEv2 SAs:

Session-id:1, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote fvrf/ivrf Status
30504265 209.165.201.1/500 209.165.201.2/500 Global/Global READY
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:21, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/876 sec
Child sa: local selector 198.51.100.16/0 - 198.51.100.31/65535
remote selector 198.51.100.32/0 - 198.51.100.47/65535
ESP spi in/out: 0xa258bf8e/0x460fee39

E7Y—E7NDHR)—R—ZXVPNDJ)L— FA—X VPN ~DFEIT

7Y =T DORY —_— A VPN B /L— h_X— A VPN BT T BT TOFRIEELETLET,



ATy S 2RY FHIIEER

1 VPN 4 F— REFEHALT, 7Y — | ETY—ETDO/NL— F~X—Z VPN D
BT DON—FX—ZA VPN EZHELE |HE (6X—)
Er

2 N—F g7 Fu barEHERELE | V—TF 77 u baloRE (7
7, ~N—=7)

3 AU —~_—R VPN ZHIBRLET, |-

4 TN, AR ERIER LT, -

5 VPN R RIVD AT —H A LRERM| VPN b RIVD AT —H A LT & e
BLET, wLET, (O=—)

E7Y—E7DIL— RX—X VPN DEFE

FIE

ATy
ATvT2
ATv73
ATvT4
ATvT5
ATv 76

ATy 17
ATy T8

[7 /34 A (Devices) ]>[%A K] (Site To Site) ] Z iR L F 7,
[+Y¥ A FEIVPN (+ Site To Site VPN) 1% 27 U v 7 L%,
[ AR v T4 (Topology Name) | 7 « —/L KiZ, VPN hARu v O4RI2Z A LET,
[b— h_X—2 (VTI) (Route Based (VTI)) 1A 7 arvAR&Z %7V v LET,
Xy NU—27 bR Y LT [HRA Y bY—KA 2 (Pointto Point) ] Z 3R L £,
[IKEv1] £72IX [IKEV2] F = v 7 Ry 7 A% AN LT, IKERr T m—v g T 5 IKE /N—
VarEBEIRLET,
[= FARA > b (Endpoints) | ¥ 7 %27V v LET,
[/—FA (Node A) ]IZOWT, IRONRT A —=HZRELET,
a) [7/34 A (Device) | Rr w7 XU R KH 5 [Spokel] B3R L 7,
b) [t]1Z227 Y v 7 LT, & VI Z/ER L7,
AR R oA 2 —T = A4 A8 (Add Virtual Tunnel Interface) | %A 72 7R > 7 AT 7+
WRERENBANSINET, 72720, LFORT A =R EFRETHLENG D 7,
1. [F2F%ETE (TunnelSource) | Ky 7 X 7 U A hond | §#H0 VTI O%(E IC TH 2 WA
VHE—T A AERIRLET, O Rry XTIV AN ZDOA 0 F—T 2 ADIPT K
VAZBEIRLET,

2. [IPOEE (ConfigureIP) | 7 4 — /L RIZ, AXT 4 v 7 VTIDOIP T RLAEZ AN LET,
ZOFITIE, B VTIIP 7 KL A1 169.254.2.1/30 T,
3. [OK]%#27VUvyZ7 LET,



AFYF9 [/—FB (NodeB) JIZOWT, RDNTA—=ZEHELET,
a) [T /3 A (Device) | Kr > 7H U R K)o [Spoke2] & 3R L £ 7,
b) [H1%Z27 Vv 27 LT, ¥ VTI Z{ERRK L 7,

B VTI N T A —F ZRET A1, FIE 8bi ~ 8biil VIR LET, ZOFITiX, I VIIIP 7
KL 21% 169.254.2.2/30 T4,

ATFYT10 [{R1FE (Save) 1227 VU v 27 LET,

I—TF 45 70FR3)LDHRTE

JL— h_X— 2 VPN O3413. BGP, OSPF. EIGRP 2 EDNL—F 4> 77 ha L ZHETAHLERHY £, ¥4
FIv I VTHIAZ T 4 w7 —"EaPR—FLTWERHAL, ZOFTIE, V=T 17 7a ba)t LTBGP %
ALET,

FIE

ATYF1  [T/34 A (Devices) ]>[7 /3 A& (Device Management) ] Z 3R L £,
AT T2  Spokel DRI HHMWET A 2227 ) v 7 LET,

ATv T3 (=T 47 Routing) | ¥7 %7 Vw7 LET,

ATy T8 MDA T, [HEE (General Settings) ]>[BGP] Z&R L £,
ATy TS5  [BGPOAEME (Enable BGP) | F = v /Ry 7 ZA&F A2 LET,
ATv7T6  [ASEE (ASNumber) | 7 4 — /L RIZTNA AD AS FESEE AT LET,
RTF9 T MOT 44— RIHMEETYT, BHIECTHEREL T EEN,

ATv T8 [HR1fF (Save) 1227V v 7 LET,

ATv 79 EMO~NA T, [BGP]>[IPv4] 3R L E T,

ATYF10 [IPvaDA%ME (Enable IPv4) | F=v 7Ry 7 2% A2 LET,

ATY TN [FA 3= (Neighbor) 1 A 7Ry 7 AT, [+HBM (+Add) 1227V 7 LET,

[RA N—DiENN (Add Neighbor) | #A T w7 Ry 7 AT, LFONTA—=FERELET,

Add Neighbor

IP Address* Enabled address

169.254.2.2

| Shutdown administratively

Remote AS* Configure graceful restart
6500
(1-4294967295 or 1.0-65535.65535)

Graceful restart(failover/spanned mode)

BFD Fallover Description

none v

Update Source:

a) [[P7 RL A (IPAddress) ] 74—/ KT, BGPETDIP T RLA&Z AN LET,



ATV 712

b)

d)
e)

f)

ZORFITIE, AR—27 2O VTIIP 7 KL A& (169.254.2.2) T,

[VUE— FAS (Remote AS) 1 7 4 —/LV RIZASEFESZANLET,

[2h727 KL A (Enabled address) | T =7 Ry 7 A%A4 N LET,

> 7 4 —/V FIZFEETY, ZEHUSCTREL T ZIN,

ER) TARBRRRD ) =V a L lhHL%yE, MR —4— 7 — U x=A 7 bz (eBGP)
AL V=T 4 VTIFERELHS D720, ~VF Ry TRTA—=ZERETHLENRDHY £,

Add Neighbor

Filtering Routes Routes Timers Advanced Migration

|| Enable Authentication
Enable Encryption
(0] v

Password

Confirm Password

| Send Community attribute to this neighbor
|| Use itself as next hop for this neighbor

|| Disable Connection Verification

®) Allow connections with neighbor that is not directly connected
Limited number of TTL hops to neighbor
TTL Hops
2

1. [#FM (Advanced) | #7 %227 U v 7 LET,

2. [EHEEEHE SV TV WA N— L DO 27795 (Allow connections with neighbor that is not
directly connected) ] 47 a3 VAR Z U ERINL T,

3. [TTLA > 7 (TTLHops) ] 7 4 —/V RIZ, fEE L T2 AN LET,
4. o7 4 —/V MIIEETT, BEHRUOSCTREL T ZIN,

[OK] %7 U>27 LET,

[*v hT—7 (Networks) 1% 7 %27 V27 L, [[BM (Add) %7 Vv 27 LT, *vy RU—2%2ETIZ
T RNREAXLET,

[y FU—27®EM (Add Networks) | ZA TR 7Ry 7 ZAT, LTFDONRTG A—FEHRELET,

a)

b)

¢)

[*> hTU—72 (Network) ] Ka vy 7 H 7 U2 Minh, T, ZOR#ESNIZF Y N U —7 &R
l/\gzjqo
Z OB Spokel Ti, fRi#EINT=F >y MU —7 198.51.100.16/28 T,

(EE) Pv—hF~=v~7 (RouteMap) | Rr vy 7 X7 R RNNL, 7 RARAZALXINDHRy hU—
T a7 AT BT DITKRFET DM EOHDHN— b~y TERBRLET, T 74V T T
RTORy bU—7 PNHRASNET,

[OK] %7 U>27 LET,



ATv7T13
ATy 714

[f~1F (Save) 1227 Vw7 LET,
v°7 (Spoke2) TBGP Zi%ET HITIE, AT v 7 1~ 13 ##MVIRLET,

ATV T DT A AR EL R L ET,

VPN U RILDAT—R R &

= —1

ax ;&

ZHERLES,

VPN k RV OFEM A FRART D121, (BEE (Overview) ]>[# v 28— K (Dashboards) >[4 KEVPN (Site-to-site

VPN) ] DIEIZEIN L 97,

Firewall Management Center
Overview / Dashboards / Site to Site VPN

Y Select...

Tunnel Summary

Topology

Deploy @ @ {+ @  rasabrah :

Overview Analysis Policies Devices Objects Integration
—
X | Refresh ‘ Refresh every |5 mil
Node A Node B Topology Status Last U
Spoke2 (VPN IP: 209.165.201.2) Route-Based-VPN Active 2024~

100% Active
1 connection

Spoke1 (VPN IP:209.165.201.1)

Route-Based-VPN

k> RV DFEME R R T DI, T /31 AT show cryptoipsecsa & show cryptoikev2sa =~ K& L £,



> show crypto ipsec sa
interface: outside_static_vti_ 1
Crypto map tag: __vti-crypto-map-Tunnell-0-1, seq num: 65280, local addr: 209.165.201.1

Protected vrf (ivrf): Global

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer: 209.165.201.2

#pkts encaps: 24, #pkts encrypt: 24, #pkts digest: 24

#pkts decaps: 31, #pkts decrypt: 31, #pkts verify: 31

#pkts compressed: 0, #pkts decompressed: @

#pkts not compressed: 24, #pkts comp failed: @, #pkts decomp failed: @
#pre-frag successes: 0, #pre-frag failures: @, #fragments created: @
#PMTUs sent: @, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: @
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: @, #Invalid ICMP Errors rcvd: 0

#send errors: @, #recv errors: 0

local crypto endpt.: 209.165.201.1/500 , remote crypto endpt.: 209.165.201.2/500
path mtu 1500, ipsec overhead 55(36), media mtu 1500

PMTU time remaining (sec): @, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound sp EDA26BOF

current inbound spi : BBAE8073

inbound esp sas:
spi: OxBBAE8073 (3148775539)
SA State: active
transform: esp—aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, VTI, }
slot: @, conn_id: 6, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4055037/24765)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 OXFFFFFFFF
outbound esp sas:
spi: OXEDA26BOF (3986844431)
SA State: active
transform: esp—aes-gcm-256 esp—-null-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, VTI, }
slot: @, conn_id: 6, crypto-map: __vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (3916798/24765)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

> show crypto ikev2 sa

IKEv2 SAs:
Session-id:6, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local
13394065 209.165.201.1/500 1€
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:21, Auth sign
Life/Active Time: 86400/2485 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: @xbbae8073/0xeda26b0of

S =

Threat Defense 7/\f A THDIL—F 4 VT REDFESR

INT & AR —2 O BGP, OSPF, F72IXEIGRP /L — kBT HI2IL, 734 A CTshowroute~ > REFEHLET,
show bgp. show eigrp. F7ziZ showospf 2~ R&EHATHZ &b TEET,

A—RT—R2: NNTERR—=9DR) —~RX—X VPN %J)L— F
R—X VPN [ZF1T9 5

ks

HIE, &5 PHEAZEIZIL, 3 -OD Threat Defense /34 & (1 DDNT E2ODAR—T) L 1 OO T A NT Xy
T NA ATRER SO NT Ty RAR—=7 Xy MU= BbV T, ZhbHOT /34 A%, Management Center /N —
VarTAl Lo TEBENDF Y —_X—AVPNAEFEH L TSN T\ET, Lb— FX—ZAVPNOF|H L, R
MO —7 B BICHEE CE 2R A2 BB LT, * v MU —7&HE L. Management Center ® VPN 7 ¢ ' — K& L
TIDXY U= %N — F_X—ZA VPN IZBITT D Z L ZHH LTV ET,

10



Spokel

Hub / @
< » Extranet
\ Spoke

Spoke2

AU —_R=ZA VPN IZITLTDONRNT A =2 R3HY £7,

TINAR REINI=Ry kT7—% |VPNInterface
(Protected Network)

NS 198.51.100.16/28 209.165.201.1

Spokel 198.51.100.32/28 209.165.201.2

Spoke2 198.51.100.64/28 209.165.201.3

T/ A RT3y b & [209.165.200.225/27 209.165.201.4

=7

AU —~_—Z VPN (%, [+ FEVPNOBEZE (Site-to-Site VPN Summary) ] X— Y THER T E 7,

Firewall Management Center ) ) - ) ) ) ) .
Devices | VPN / Site To Site Overview Analysis Policies Devices Objects Integration Deploy Q @ 0 admin v

Last Updated: 11:12 AM NAT Exemptions + Site to Site VPN

"Y Select...
Topology Name VPN Type Network Topology Tunnel Status Distribution IKEv1 IKE\
v Policy_Based_HnS_VPN Policy Based (Crypto Map) Hub & Spoke — Vv
Hub Spoke
Device VPN Interface Device VPN Interface
FTD  Hub outside  (209.165.201.1) FTD Spoke1l outside (209.165.201.2)
FTD  Hub outside  (209.165.201.1) FTD Spoke2 outiside (209.165.201.3)
FTID  Hub outside _(209.165.201.1) EXTRANET ~Extranet_Spoke 209.165.201.4 (209.165.201.4)

AU —~_—Z VPN OFMIL, [YhA FEIVPNZ v 2R — R (Site-to-Site VPN Dashboard) ] THEZR T& £7,

11



Firewall Management Center ©
Overview Analysis Policies Devices Objects Integration Deplo admin v
% Overview / Dashboards / Site to Site VPN i . & e Qa6 e cls
—
[Y Select... X H Refresh I Refresh every |5 minutes
Tunnel Summary Node A Node B Topology Status Last Update
Hub (VPN IP: 209.165.201.1) Extranet_Spoke (VPN IP: 209.165.201.4) Policy_Based_HnS_V... @ Active 2024-05-3
Hub (VPN IP: 209.165.201.1) Spoke1 (VPN IP: 209.165.201.2) Policy_Based_HnS_V... @ Active 2024-05-3
100% Active Hub (VPN IP: 209.165.201.1) Spoke2 (VPN IP: 209.165.201.3) Policy_Based_HnS_V... @ Active 2024-05-3
3 connections
Topology
Name ° 0 o
Policy_Based_HnS_VPN 0 0 3

VPN b > RV DFE & £Rmd HI2iE, T /34 A T show cryptoikev2sa & show cryptoipsecsa 2~ R&MiH L £3,

12



> show crypto ipsec sa
interface: outside
Crypto map tag: CSM_outside_map, seq num: 5, local addr: 209.165.201.1

access—-list CSM_IPSEC_ACL_1 extended permit ip 198.51.100.16 255.255.255.224 198.51.100.32 255.255.255.224
Protected vrf (ivrf):

local ident (addr/mask/prot/port): (198.51.100.16/255.255.255.224/0/0)

remote ident (addr/mask/prot/port): (198.51.100.32/255.255.255.224/0/0)

current_peer: 209.165.201.2

#pkts encaps: 2, #pkts encrypt: 2, #pkts digest: 2

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: @

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 2, #pkts comp failed: @, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: @, #fragments created:
#PMTUs sent: @, #PMTUs rcvd: 0, #decapsulated frgs needing leassembly ]
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: @

#send errors: 0, #recv errors: 0

local crypto endpt.: 209.165.201.1/500 remote crypto endpt.: 209.165.201.2/500
path mtu 1500, ipsec overhead 55(36), media mtu 1500

PMTU time remaining (sec): @, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound s C470054C

current inbound spi : 307C5CE9

inbound esp sas:
spi: @x307C5CE9 (813456617)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, IKEv2,
slot: @, conn_id: 74, crypto-map: CSM_outside_map
sa timing: remaining key lifetime (kB/sec): (4285440/28168)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: @xC470054C (3295675724)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }
slot: @, conn_id: 74, crypto-map: CSM_outside_map
sa timing: remaining key lifetime (kB/sec): (4147199/28168)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Crypto map tag: CSM_outside_map, seq num: 4, local addr: 209.165.201.1

access—list CSM_IPSEC_ACL_2 extended permit ip 198.51.100.16 255.255.255.224 198.51.100.64 255.255.255.224
Protected vrf (ivrf):

local ident (addr/mask/prot/port): (198.51.100.16/255.255.255.224/0/0)

remote ident (addr/mask/prot/port): (198.51.100.64/255.255.255.224/0/0)

current_peer: 209.165.201.3

#pkts encaps: 4, #pkts encrypt: 4, #pkts diges

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify:

#pkts compressed: 0, #pkts decompressed: @

#pkts not compressed: 4, #pkts comp failed: @, #pkts decomp failed: @
#pre-frag successes: 0, #pre-frag failures: @, #fragments created: 0@
#PMTUs sent: @, #PMTUs rcvd: @, #decapsulated frgs needing reassembly: @
#TFC rcvd: @, #TFC sent: 0

#Valid ICMP Errors rcvd: @, #Invalid ICMP Errors rcvd: @

#send errors: 0, #recv errors: 0

local crypto endpt.: 209.165.201.1 remote crypto endpt.: 209.165.201.3
path mtu 1500, ipsec overhead 55(36), media mtu 1500

PMTU time remaining (sec): @, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: 29E5932E

current inbound spi : FE2CD7DC
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> show crypto ikev2 sa
IKEV2 SAs:

Session-id:17, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
169182659 209.165.201.1 209.165.201.2/500
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:21, Auth sign: PSK, Auth verify: PSK

Life/Active Time: 86400/131 sec
Child sa: local selector 198.51.100.16 - 198.51.100.31
remote selector 198.51.100.32 - 198.51.100.47
ESP spi in/out: 0x307c5ce9/0xc470054c

IKEv2 SAs:
Session-id:18, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
171392979 209.165.201.1/500 209.165.201.3/500
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:21, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/115 sec
Child sa: local selector 198.51.100.16 - 198.51.100.31
remote selector 198.51.100.64 - 198.51.100.79
ESP spi in/out: @xfe2cd7dc/0x29e5932e

Status
READY

Status
READY

INTERFR—HDDR) —R—ZX VPN DJ)L— kR—ZX VPN ~DFE1T

AR S

T ARNT Ry TN ADEE

= KA—T A DEBT, = A RT Ry NS ABERRER

IMENDHY £,

eV ANT Ry T — b _X—AD VPN ZHEHTH5G5I1L. =7 ATy b AL AR TFEYFR— KL TW

HULENDHY T,
c AZT 4 v VTI

* BGP, OSPF, F7Z/XEIGRP V—7 477 m hard L) , ¥A4FTIv I VILIAZT 4 v 7 Vv— %

FAR—KFLTWERA,

¢ TV ANT Ry FCARY —_"—Z2AD VPN 2T 5556, ¥4 T Iy 7 VIINTIEHR Y o —~X—AD VPN %

PR—=—FL, ZZAFTRy FED PRV EERTE T,

FIE

INT L AR—=T DR 2 —~_—A VPN &)L — h_X—R VPN [ZBITTHI1E. UTFTOFIEEZETLET,

&) B2RY FHIIEER
1 INT ERAR—=T TN—T Ry 7 L |NTEAR—=T TON—T RNy A

F—=T 2 AR ELET,

TDON—T Ny A H—T A
%, M OT /84 ATVPN b b
Fy hU—2%&TIalb—FLET,

H—T 2 A ADFE (15—)

VPNY 4 —RZFEHLT, ~"TER
R—27 D) — F_X—Z VPN #REL
F7,

INT L AR—T D)L— s _X—Z VPN
DOFRE (16 X—)
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ATy S 2RY FHITEER
3 N—F 4T E A BE L e NT L AR—2 TD BGP DFEE
T, —TFT 47T hardt LT (19 =—2)
N N - T > o =Lt
BGP, EIGRP, 7213 OSPF % {# f] « T L 2 COEIGRP DR
xFT, RS
(18 ~—73)
e NT L RR—27 TD OSPF DR E
(21 =—2)
3 AU —~_— VPN ZHIBRLET, |-
4 TN, AIHRELRIER L E T, -
5 VPN b RIVDAT—H A LFREEME | /L— F_—=AVPND k> RILD AT —

BLET, B2 AL REOHER (23 —)

NTERR—HITOIL—TNY I A3 —T 14 ADEE

FIE

AT
ATvT2
ATv73
ATvT4

ATy TH

[7/34 A (Devices) |>[7 /31 A& HL (Device Management) | Z 3R L £,

TR, ADRRIC S DWET A 227 ) v 7 LET,

[f % —7=AR (Interfaces) | X7 &7 U7 LET,

[f 5 —T x4 ZADEM (AddInterfaces) | KRy F X T U R RNL, (=T NI f L HZ—Tx AR
(Loopback Interface) ] Z3R L £ 7,

V=T Ny 4 H—T A ADIEN (Add Loopback Interface) | XA 7 RV Ry 7 AT, IRO/NT A —
AHEHRELET,

a) [£A1 (Name) | 74—V RIZ, v—T Ny T 42X —T x4 ZADL4HTE AT LET,

b) [F%) (Enabled) | F=v /Ry 7 2%4 N LET,

c) [v—77%vZID (LoopbackID) |7 4 —/L RiZ, 1 ~1024 DID Z#AJLET,

d)y [IPv4] ¥ 7 E7X[IPVv61 X 7 %227 U7 LET,

e) [IP7 KL A (IPAddress) | 7 4 —/V RIZ, =T RNy 7 AL FZ =T ADIPT RLAZANLE

D

) [OK]Z27 Vv LET.

ff.o> 2 150> Threat Defense 7 /3 A CA—T Ny 7 f =T =2 f AHFETDHITNE, AT v 1 ~4%
ML ET,

ZOBITIE, TXAADVPN b f N Fy NI =V %I 2 b— T DHV—T RNy J {2 H—T xR
I% Tunnel Loopback & FMEEILE T,

UFORIZ, ZOBITERT LT AL ADV—T RNy 7 f U F—T 2 AR LET,
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FTINA R RiESht-rv r7—% (Protected | Tunne_Loopback £ »4— |VPN

Network) T4 R Interface
INT 198.51.100.16/28 192.0.2.1/24 209.165.201.1
Spokel 198.51.100.32/28 192.0.2.2/24 209.165.201.2
Spoke2 198.51.100.64/28 192.0.2.3/24 209.165.201.3
T A NT %y h AR—|209.165.200.225/27 192.0.2.4/24 209.165.201.4
7

N—=T N7 A B =T 2 A R TONTHE, LFORICEEL T IEE,

cN—T 477 u bzl LTBGP 2T 256 1 B2~ A7 AT L, ETIPT L AZTF
HTERTILEICIP T FLAZHIKNTX £,

«OSPF £/21T EIGRP /v —F 4 /7 u ha) b LTHHT 584, OSPF 7213 EIGRP DX A /X—
VTN T T IV TN END DT, ETTF AL ANFE LY TRy FRICHDIVLENH Y £
T, R AT EFEHTHHEEIE. BT IPT7T RLRAEZFHTERTEET,

INT ERR—U DIIL— FR—Z VPN DHRTE

FIE

ATv T
ATy T2
ATv73
ATy T4
ATvT5
ATv 76

ATy T17
ATv78

16

[7 /34 A (Devices) ]>[%A N (Site To Site) ] =N L £,

[+% 4 RRIVPN (+ Site To Site VPN) 1% 27 U v 27 LE,

[ hAR B P4 (Topology Name) | 7 4 —/L FiZ, VPN hARu Y042 AN LET,
[b— h_X—2 (VTI) (Route Based (VTI)) 1A 7 arvAR&Z %27V v LET,

Py NT—7 AR ELT[NNT T RAR—7 (Huband Spoke) ] ZER L ET,

[IKEv1] £72I1X [IKEV2] F = v 7 Ry 7 A% AN LT, IKE Rr T m— g T 5 IKE /N—
Vara@ERLET,

[ RARA > b (Endpoints) | # 7 %27 Vw27 LET,

[/~7 /7 — K (HubNode) JI1ZDOWT, RONRNTA—=HZRELET,

[Z2 FARA > FDEM (Add Endpoint) | XA T 0T HRy 7 AT, IRONRNTA—HEFZRELET,

a) [T/3 A (Device) | Fr vy 7H U ARG [/N7 (Hub) | 23R L £,

b) (XA FTIv IR N RNA L H—T A A (Dynamic Virtual Tunnel Interface) | K2 v 7 Z7 U
ANDRIZHD [H1 %7 Vv 7 LET,

AR R oA 2 —T = A AD;BI (Add Virtual Tunnel Interface) | %A 7 2 7R > 7 AT 7 *
WERENANENET, 72720, RONRTA—=ZEZFETLHLENRHY £7,



ATvT9

1. [h A kfEIE (Tumnel Source) | KRy X U R Rk, X4 v 7 VIIOKEFELTH
DA L H—T 2 A AEERLET, MO Ry T TV RNNLIOA H—T A AD
IP7 FLAZERLET,

2. [f&HIP BorrowIP) | K w7 HA o U A NNS, =T RNy f X —T o A%ERLE
T, XA FI v 7 VILIZZDOIP 7 RL R &AL E£3,

Z OB, f&M 1P 1% Tunnel Loopback A > % —7 =4 A (192.0.2.1/24) T3,

3. [OK]%27VUvyZ7 LET,

o (R NTOR#SNIRy MU= & VITREISENT 25813, L FOFIEEETLET,
1. [FEMEEXE (Advance Settings) | Z BB L £7,
2. [fRi#EENT=r v FT—7 (Protected Networks) | DRRICHD [H1 %227 U v 7 LET,

3[Ry hU—2FT7 V=27 b (NetworkObjects) | ¥4 7R 7 ARy 7 AT, MRy NV —
7 (Available Networks) | U A R HNTOIRESINTZRXy NU—27 2@ L F,

4. BN (Add) 127 Vv 7 LT, [BRLZE*Ry U —7 (Selected Networks) | (28 L £7,
5 [OK]%27VUvyZ7 LET,

v Advanced Settings

Send Virtual Tunnel Interface IP to the peers

Protected Networks (To generate Access-list on
the spoke):
+

Hub_inside_nw ]

d [OK]%27VUvyZ7 LET,
[AAR—2 7 — R (Spoke Notdes) ] DIG&EIL, [HZ 7V v 7 LTAR—7 Z&ELET,
[T RARA > h@iBEN (Add Endpoint) ]| ¥ A 7 a7 Ry 7 AT, IRO/NTA—XERELET,

a) [T /3 A (Device) | Ry 7H U R )G [AR—21 (Spokel) | ZiEIRL F7°,
b) [FREOAR b LA X —T = A A (Static Virtual Tunnel Interface) | Kz v 7 & 7 U A DOFEIC
bHH a7V w7 LET,

MRAE R o A 2 —T =4 A8 (Add Virtual Tunnel Interface) | %A 7 0 7R v 7 AT 7 %
NWRBRENBANINET, 72720, RONRTA—ZEHETHULERDHY 7,

1. [ R RVEEIL (Tunnel Source) | Ry XD U X Rk §) VTI OE(E L TH HWEA
VE—T A AEERRLET, O Ry THX TR NNLIDA L HZ—T A ADIPT R
VAZRIRLET,
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ATv 710
ATy N

2. [fEAIP BorrowIP) | Ry XX T URANNL, V=T RNy f X =T AR LE
T, B VTLIZZDOIP 7 R A Z#k& L ET,

Z OBITIE, Spokel @ {8 IP X Tunnel Loopback - > % —7 = A A (192.0.2.2/24) T,
3. [OK] %27 VUvyZ7 LET,

) (EE) AXR—7OFR#EINT-Fy NU—27 % VITHEICEBMT 25581, FIESc 20K L F
d) ?(;K] 7 Vv LET,

TFNE9 2V L T, Spoke2 ZFXEL E T,

TV ARNTFy bTNNA AERET HITIE, [AHR—2 /7 —F (Spoke Nodes) | DREIZHD [+ &2V »
7 LET,

[T RARA > DM (Add Endpoint) ] ¥ A 7 7Ry 7 AT, RO/NTA—ZERELET,

a) [/ A (Devices) | Kr vy F¥ U A Rind, [T7 A 5%y b (Extranet) | 28R LET,

b) [7 /34 A4 (Device Name) | 7 —/V FIZT A 242 ATJLE T,

c) [=¥ RAA L FP7 KL A (Endpoint IP Address) | C. [##HY (Static) ] £721% [E#) (Dynamic) ]
FTvarRE IV T ET,

d TAADIPT RLAZATLET,

&) [OK]%#7 VU vs LET,

INT ERR—2 TDH EIGRP DEXTE
N—T 477 haj) e UTEIGRP #E N L72HE1%. LTFTOFIEEZFEITLET,

FIE

AT T1
ATvT72
ATvT3
ATv74
ATvTH
ATvT6
ATvT1
ATvT8
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[7 /34 A (Devices) |>[7 734 A% L (Device Management) | Z %R L £,

NT ORI DRET A 227 ) v 7 LET,

V—7 47 (Routing) | ¥ 7 %7V v2 LET,

EAID~A T, [EIGRP] Z&IR L £,

[EIGRP/V—7 « > 7 D4 7%{t. (Enable EIGRP routing) | T = v 7Ry 7 A&A4 NI LET,

[ASE > (AS Number) | 7 4 —/V RIZT /A AD AS Fia AT LET,

[XE (Setup) 1 #7 %27 Vw7 LET,

[fFEHFREZ2 %~ b U — 27 /75 A | (Available Networks/Hosts) ] U A b, T34 ZADOR#ESIZ X v
N7 —Z7 LVPN bRy N Z2RIRLET, ZTNHDOXY =T DRy NT—0FT V=)
MR WEEE, [HEI (+Add) 1227 U v 7 LTERLET,



ATv79

ATv710
ATvIN
RATvT12

Hub

Cisco Secure Firewall Threat Defense for VMware

Device Interfaces Inline Sets Routing DHCP VTEP
Manage Virtual Routers Enable EIGRP
Global v AS Number*
15
Virtual Router Properties 3550
ECMP
Setup Neighbors Filter Rules Redistribution Summary Address Interfaces
BFD —_—
OSPF -
) Auto Summary
OSPFv3
Available Networks/Hosts (8) C + Selected Networks/Hosts (2)
EIGRP (7 — ]
Hub_inside_nw ¥
RIP
v

v BGP IPv4-Benchmark-Tests
Add

IPva IPv4-Link-Local

1Pv6

IPv4-Multicast

Static Route

IPv4-Private-10.0.0.0-8

v Multicast Routing

any-ipv4
Policy Based Routing Hub_Tunnel_IP

IGMP IPv4-Private-172.16.0.0-12

> 7 4 —/V NIZEETT, BEHIUS L TREL T ZIN,

[fR1F (Save) 1%27 VU v 7 LET,

Spokel 35 X O Spoke2 T EIGRP Z &% ET 121X, A7 v 71~ 102V KL ET,
FTRTOTNA RTHREZEALET,

INT ERR—2 THBGP DELE
N—T 477 m hangdt LTBGP @& IRLGAIL, UTFTOFIEZHEHLET,

FIE

ATv T
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATy 71
ATvT8
ATv79
ATv 710
ATFvITN

[T 734 A (Devices) 1>[7 /31 A4 BL (Device Management) | # 3R L £,
NT ORI DIRET A2 %7V v 7 LET,

V=7 1> 2 (Routing) 1#7 %27V v7 LET,

FERODORA T, [f%EXE (General Settings) ]>[BGP] 8RR L £,
[BGPOAH N (Enable BGP) | F = v 7Ry 7 A& LET,

[ASE S (ASNumber) | 7 4 —/V RIZT XA AD AS FEEEZ AT LET,
D7 =V FIIMEETT, BERIS U TREL T IZE N,

[fRTF (Save) | &7 Vw7 LET,

FEAD~A T, [BGP] > [IPv4] IR L £,

[IPvADAE XL (Enable IPv4) | F = v 7Ry 7 A& AN LET,

[RA 73— (Neighbor) | # 7 %7 U v 7 L, [HBM (+Add) 127V v 27 LET,

[RA X—DiEM (Add Neighbor) | # A TRy 7 AT, UTFONRFTA—FERELET,
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Add Neighbor

IP Address* Enabled address

‘ 192.0.2.2 ‘ ["] Shutdown administratively
Remote AS*

| 6500 |

(1-4294967295 or 1.0-65535.65535)
BFD Fallover Description

‘ none w ‘

Update Source:

‘ loopback_hub1 v ‘

a) [[P7 KL A (IPAddress) | 7 4 —/V R T, BGPETDIP 7 RLAZ A LET,
Z OBFITIE, Spokel @ VTIIP 7 KL (192.0.2.2/24) T,

b) [VE—FAS (Remote AS) ] 7 4 —/L RICASEZE AN LET,

c) [A#h727 KL A (Enabledaddress) | F = v 7Ry 7 A%eA NI LET,

d) [E#HOEETL (Update Source) | KRy I X T U YR RNOI—T Ny T A F—T = A X% %R
LET,

e) D7 4 —N NIMEETT, EfFITSCTREL TN,

)  (EE) 7 AABRRRLV—Va b GE. MR —F— 7 — U =A v fhai (eBGP)
PHEHL V=T 4 VIERERT DD, v IVTF Ry IR A—RERETIHILENDY 1,

Add Neighbor

Filtering Routes Routes Timers Advanced Migration

|| Enable Authentication

Enable Encryption
(0] v

Password
Confirm Password

| Send Community attribute to this neighbor
| Use itself as next hop for this neighbor

| Disable Connection Verification

®) Allow connections with neighbor that is not directly connected
) Limited number of TTL hops to neighbor

TTL Hops
2

1. [#FM (Advanced) | ¥ 7 %27 U v 7 LET,

2. [EHEEESH S TRV A N — L D a2 7735 (Allow connections with neighbor that is not
directly connected) ] 47 a VAR X U ERINL T,

3. [TTLA > 7 (TTLHops) ] 7 4 —/V RIZ, fEE L T2 AN LET,
4. o7 4 —/V NIIEETT, BHRUOSCTREL T ZIN,



ATvT12
ATv 713
ATV 714

ATv 715

ATv 716
ATy T11
ATy 718

NT ERR—

g) [OK]%7 VU v7 LET,

Spoke2 & FA NN—& L TEINZIZ, A7 v 7 11 0K LET,

[Networks] # 7% 27 V) v 7 LET,

[HEM (+Add) 227Uy 27 LT, Xy NU—=2JZETICT RRAZAXLET,

[ FU—27 DB (Add Networks) | ZA T2 7Ry 7 AT, UTFONRTA—ZEHRELET,

a) [y FT—% (Network) | R v 7 X T U R D, T, AO#ESNIZF Y U —7 Z3%R
LiTo

ZOBONT T, RESNT-FR Y U —7 198.51.100.16/28 T,

by (EE) P—hF~<v7 (RouteMap) | Rr vy 7 X7 R KNnNL, 7 RAZALXINEH1y RU—
D7 4 VBT DT OICRGET DM EOH LN — b~y T ERIRLET, T 740 TR, T
RCOFy hU—7 PNEEASNET,

¢) [OK] %7V w7 LET,

RNV ENLTT RANZ A XEND VPN bRy NI —27 ZBICIE, A7 v 7 14 0L
i‘a—o

Inline Sets Routing DHCP VTEP

Enable IPv4: AS Number 64512

General Neighbor Add Aggregate Address Filtering Networks Redistribution

Network RouteMap

Hub_inside_nw

Hub_Tunnel_IP

[fRTF (Save) 1 &7 U w7 LET,
E'7 (Spokel 35 J ¥ Spoke2) TBGP ZiRET DT, AT v 7 1~16 ViR LET,
W DTS RN E L BB L £,

42 T® O0SPF DERTE

N—T 477 haj s LTOSPF #&IR LB EIE, UTOFIEEZGEHLE,

FIE

ATvT1
ATvT2
ATvT3
ATvT4
ATvTH

[T /734 A (Devices) |>[7 /3 A& HL (Device Management) | Z R L £,

NT ORI DRET A a2 %7 ) v 7 LET,

[V—7 427 (Routing) | ¥ 7 %7 Vw7 LET,

EARID~A T, [OSPF] Z&#R L FT,

[7ut& A1 (Process1) 1 F =y 7Ry 7 A%A AL T, OSPFA VY AX L AEFHLET,
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ATv 76
ATFvIT1

ATvT8
ATvT9

22

[ Z—T7xAA (Interface) | ¥ 7% 7 Vv 7 LET,

GBI (Add) 1227V v 27 LET,

[ % —7 A ADEN (Add Interface) | XA T B TRy 7 AT, RO/IRTA—REFZRELET,

a) [ Z—7=x=AA (Interface) | K v T HZ DT A RS, TNAADEAF I v 7 VIIA X —
T oA AEERLET,

b) [ARA > bV —AHA >k (Point-to-point) |F = v 7R 7 A%&F 2L T, VPN kL H T OSPF
N—hERELET,

) BVDTZ 4 — )V RTIEHT 74/ MEZEHLET,

Add Interface (]

Interface Neighbor

Interface*
Hub_DVTI v

Default Cost:
10
Priority:
1
MTU Ignore:
Database Filter:
Hello Interval:

10

Transmit Delay:

1

Retransmit Interval:
5

Dead Interval:
40

Hello Multiplier:

Point-to-Point:

coce |

d) [OK]%27VUvZ7 LET,

[V 7T (Area) | ¥ 7 %27 Vv r LET,
EM (Add) 1227V v r LET,

[= U7 DEM (AddArea) | XA T Ol HRy 7 AT, LFONRTA—FEFHELET,

a) [OSPF7'm-t A (OSPF Process) | K w7 X 7 A Rpb [1] 28R L ET,

b) [=UTID (ArealD) 1 7 4 —/V RIZ[1]Z AN LET,

) BVDTZ 4 — /L RTIHT 74/ MEZFEHALET,

d) [EAAEEZ ek~ F U —7 (Available Network) | U A hInb, T30 ADRES TRy NT—7 &
VPN bRy NU—Z 2@IRLET, TNHDORY NT—T DRy NT—IF TVl MH7e
WA, [H 227Uy 7 LTERLET,



e)

Add Area

OSPF Process:

[

Area ID:*

R

Area Type:

l Normal

v

Summary Stub Redistribute

Metric Value:

Metric Type:
2

Available Network -+

Summary NSSA Default Information originate

c Selected Network

Q Search

} Add Hub_inside_nw

o)

any-ipv4

IPv4-Benchmark-Tests

Hub_Tunnel_IP

o)

Cancel

[OK] %7 U2 LET,

ATy T10 [RfF (Save) 1227V w7 LET,
ATy 71 Spokel 33 LT Spoke2 T OSPF % &9 HICiX, FME 1~ 10 2V ELET,
ATV T2 TRTCOTNAA AHEZREBLET,

IW—FR—=ZVPND bV RILDAT—F X EFBEDTHER

[+ FREVPNEEE (Site-to-Site VPN Summary) | R—CTD RV RILRT—2 ADHESR

Aith

VPN b ¥ R D AT —F 2 &R T HI21E. [F/3514 A (Device) ]>[VPN]>[# A R~ (Site To Site) ] DIEIZHRIN L

£,

Firewall Management Center

Device

FTD  Hub

FTD  Hub

FTD  Hub

Hub
VPN Interface
outside (209.165.201.1)
outside (209.165.201.1)

outside (209.165.201.1)

VTl Interface
outside_dynamic_vt... (192.0.2.1)
outside_dynamic_vt... (192.0.2.1)

outside_dynamic_vt... (192.0.2.1)

3- Tunnels

Device

FTD  Spoke1
FTD Spoke2

EXTRANET Extranet_Spoke

Spoke
VPN Interface
outside  (209.165.201.2)
outiside  (209.165.201.3)

209.165.201.4 (209.165.201.4)

J DEUiEBs, [ VPN [SIRITSSIER Overview Analysis Policies Devices Objects Integration Deploy Q @ ¥ @ admin v
—
‘ Y Select...
Topology Name VPN Type Network Topology Tunnel Status Distribution IKEv1l Kl
v Route_Based_HnS_VPN Route Based (VTI) Hub & Spoke v

VTl Interface
outside_static_vti_1 (1

outiside_static_vti_1 (
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24

[t FFEVPN (Site-to-site VPN) 15V L 2 R—FTO U RILAT—F ZDHER

1. VPN h> R D

(Site-to-site VPN) ] DIEIZER L £,

ith

PR A R T 2 I1iE, [BEE (Overview) |>[# v ¥ =74R— K (Dashboards) ]>[#1 VPN

Firewall Management Center

Overview

URE

Analysis Policies Devices Objects Integration Deplo admin v duli g
< / Site to Site VPN v i 9 ooy o @ @ dl SEC
—_—
Y Select... X ‘ Refresh Refresh every | 5 minutes ‘ |]
Tunnel Summary Node A Node B Topology Status Last Updated ~
Hub (VPN IP: 209.165.201.1) Spoke2 (VPN IP: 209.165.201.3) Route_Based_HnS_VPN Active 2024-05-31 04:46:00
Hub (VPN IP: 209.165.201.1) Spoke1 (VPN IP: 209.165.201.2) Route_Based_HnS_VPN Active 2024-05-31 04:46:15
100% Active Hub (VPN IP: 209.165.201.1) Extranet_Spoke (VPN IP: 209.165.201.1) Route_Based_HnS_VPN Active 2024-05-31 05:46:47
3 connections
Topology
Name [}
|Roule,Based,HnS,VPN 0 0 3 |

£ R RLT, bR
MEREFRRLET,

[CLIOGFEA (CLI Details) | # 7 %27 U > 27 LET,

PO =V EEE [Fr (View) 17423 @ %27V v/ LT RT3

lY Select...

Node A
Hub (VPN IP: 209.165.201.1)
Hub (VPN IP: . 209.165.201.1)

Hub (VPN IP: 209.165.201.1)

Firewall Management Center

Overview / Dashboards / Site to Site VPN

Overview Analysis Policies Devices Objects
—
Node B Topology Status
Spoke2 (VPN IP:  209.165.201.3) Route_Based_HnS_VPN @ Active

Spoke1 (VPN IP: 209.165.201.2)

Extranet_Spoke (VPN IP: 209.165.201.4) Route_Based_HnS_VPN

Route_Based_HnS_VPN @ Active

Active

Integration Depoy Q € £ @ adminv Ml secure
X Refresh ‘ Refresh every 5 minutes v
Last Updated ~
astfpdae A: Hub B: Spokel X
2024-05-31 04:46:00 Topology: Route_Based_HnS_VPN
General Packet Tracer

2024-05-31 05:46:47 C Refresh

Summary

Node A (209.165.201.1) £} &

Transmitted:

Received:

Maximize view

2

47.57 KB (48712 B)
63.35 KB (64872 B)

IPsec Security Associ

0.0.0.0/0.0.0.0/0/0

Transmitted:

Received:

Node B (209.165.201.2) )

ions (1)

0.0.0.0/0.0.0.0/0/0

47.55 KB (48692 B)
63.37 KB (64892 B)

Hub (VPN Interface IP: 209.165.201.1)

show crypto ipsec sa peer

show vpn-sessiondb detail 121 filter ipaddress

Session Type: LAN-to-LAN Detailed

Connection
Index
Protocol
Encryption
Hashing

: 209.165.201.2
H

: IKEv2 IPsec
: IKEv2: (1
1 IKEv2:

(1)none

)AES-GCM-256
HBsecH

IP Addr

HPsecs

(1)none

209.165.201.2

(1) AES-GCM-256

[ =—Dx Kt (Maximize View) 127 Vv 7 LET, UFOa~y FOHHEFRRTEET,
s showcryptosapeer : b2 F &N L TCEE SN ATy hOKERERLET,




Tunnel Details

Summary

Node A 1(209.165.201.1) )
Transmitted:  4.17 MB (4374352 B)

Received: 5.56 MB (5829592 B)

&

oX

Node B (209.165.201.2))
Transmitted: 4.17 MB (4372292 B)

Received: 5.56 MB (5832412 B)

IPsec Security Associations (1)

0.0.0.0/0.0.0.0/0/0

Hub (VPN Interface IP: .165.201.1)

show crypto ipsec sa peer 209.165.201.1
peer address: 209.165.201.1
interface: outside_dynamic_vti_1_val

Crypto map tag: outside_dynamic_vti_1_vtemplate_d

Protected vrf (ivrf): Global

local ident (addr/mask/prot/port): (0.0.0.0/0.
remote ident (addr/mask/prot/port): (0.0.0.0/0.
current_peer: !

#pkts encaps: 72903, #pkts encrypt: 72903, #pkt
#pkts decaps: 72868, #pkts decrypt: 72868, #pkt

#pkts compressed: 0, #pkts decompressed: @
#pkts not compressed: 72903, #pkts comp failed:

#pre-frag successes: 0, #pre-frag failures: 0,

0.0.0.0/0.0.0.0/0/0

Spokel (VPN Interface IP: 209.165.201.2)

show crypto ipsec sa peer 209.165.201.2
peer address: 209.165.201.2
interface: outside_static_vti_1
Crypto map tag: __vti-crypto-map-Tunnell-o

Protected vrf (ivrf): Global

local ident (addr/mask/prot/port): (0.0.0.0/0.0
remote ident (addr/mask/prot/port): (0.0.0.0/0.
current_peer:

#pkts encaps: 72869, #pkts encrypt: 72869, |#pkt
#pkts decaps: 72903, #pkts decrypt: 72903, |#pkt
#pkts compressed: 0, #pkts decompressed: @

#pkts not compressed: 72869, #pkts comp failed:
#pre-frag successes: 0, #pre-frag failures: 0,

show vpn-sessiondb detail |2lfilter ipaddress : VPN #5iD & 0

MR T — 5 R R LET,

Tunnel Details

Summary

Node A (209.165.201.1) )
Transmitted:  4.17 MB (4374352 B)

Recei 5.56 MB (5829592 B)

(2 D¢

Node B (209.165.201.2) )
Transmitte 4.17 MB (4372292 B)

Received: 5.56 MB (5832412 B)

IPsec Security Associations (1)

0.0.0.0/0.0.0.0/0/0

Hub (VPN Interface IP: 2 65.201.1

show crypto ipsec sa peer
show vpn-sessiondb detail 121 filter ipaddres..

Session Type: LAN-to-LAN Detailed

Connection : 209.165.201.1

Index g 7l IP Addr
Protocol : IKEv2 IPsec

Encryption : IKEv2: (1)AES-GCM-256 IPsec: (1)AES-
Hashing : IKEv2: (1)none IPsec: (1)none

Bytes Tx 1 4374352 Bytes Rx

Login Time 1 08:44:16 UTC Fri May 31 2024
Duration ¢ 3d 22h:29m:22s

Tunnel Zone : @

IKEv2 Tunnels:

0.0.0.0/0.0.0.0/0/0

Spokel (VPN Interface IP: 209.165.201.2

show crypto ipsec sa peer
show vpn-sessiondb detail 121 filter ipaddres..

Session Type: LAN-to-LAN Detailed

Connection 1 209.165.201.2

Index H ] IP Addr
Protocol 1 IKEv2 IPsec

Encryption : IKEv2: (1)AES-GCM-256 IPsec: (1)AES-(f

Hashing : IKEv2: (1)none IPsec: (1)none
Bytes Tx 1 4372292 Bytes Rx
Login Time 1 08:44:15 UTC Fri May 31 2024
Duration ¢ 3d 22h:29m:25s

Tunnel Zone : @

IKEv2 Tunnels:
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Threat Defense T/314 A TDIL—TF 4 VI ERTE DR

INT & AR —27 D BGP, OSPF, F721% EIGRP /L' — b Zfifg58 3 521X, Management Center £ 721X 7 /31 A D CLI % {
LT, /3 A Cshowroute =2~ > FZfH L £, showbgp. show ospf, F7-i% showeigrp =2~ K&MiHT 5
e TEET,

1. Management Center T, [7 /31 A (Devices) |>[7 /31 AP (Device Management) | Z &R L 7,
2. THAADMICHLIRET A 2% ) v LET,

3. [F/°A % (Device) 127 %27V v 27 LET,

4. [&f% (General) | H— KD [CLI] %7 U v27 LET,

[CLI 7 7V =— k (CLI Troubleshoot) ] 7 4 > K7 T, [2~> F (Command) ]~ 4 —/V KiZ showroute & A
FIL, [FE1T (Execute) 127 Vw7 LET,

Threat Defense 7/\ 1 ADRE L RILA VA —T 4 ADKRT

NTDHEAF w7 VTL & AR—7 O VTL 2 F£RT 5120k, LFOFIEEZETLET,
1. [T/ % (Devices) > [T /34 A% F (Device Management) | Z 4R L £,

2. THRAADBICH DMET A 2 &s ) vy 7 LET,

3. [ ¥ —7xA A (nterfaces) | ¥ 7 %27 U7 LET,

4. [ k> /L (Virtual Tunnels) 1% 7% 27 U v 27 LET,

VTI Z &2, &l IPT7 RV A, IPsec E— R, MU RNAVEEILA VF—T oA ADFFEM, bAay, VE—FETIP
R EDOFEMEFR R TEET,

INTDHEALF Iy VIT &, BIMIERENZ ) T— " ST 78 AL VX —T 2 ZAEROKNRLET,

Hub

Cisco Firepower Threat Defense for VMware

Device Interfaces Inline Sets Routing DHCP VTEP

Al Interfaces Virtual Tunnels

Virtual Tunnel/interface Template Tunnel Source Interface Topology Remote Peer IP Path Monitoring
Tunnel Interface Name Enable Logical Name :\:ZZZ IP Address Hardware Name Logical Name IP Address
v Virtual-Template1 outside_dyna... IPv4 192.0.2.1/24 GigabitEthernet0/2 outside 209.165.201.1/24 Route_Based_HnS_VPN  Any Disabled
Virtual-Access1 outside_dyna... IPv4 192.0.2.1 GigabitEthernet0/2 outside 209.165.201.1 Route_Based_HnS_VPN 209.165.201.2 Disabled
Virtual-Access2 outside_dyna... IPv4 192.0.2.1 GigabitEthernet0/2 outside 209.165.201.1 Route_Based_HnS_VPN 209.165.201.3 Disabled

Spokel THERL S L72#HY VTI Z IR DRIT/R LE T,
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Spoke1

Cisco Firepower Threat Defense for VMware

Device Interfaces Inline Sets Routing DHCP VTEP

—
All Interfaces Virtual Tunnels
Virtual Tunnel/Interface Template Tunnel Source Interface Topology Remote Peer IP Path Monitoring
< IPsec "
Tunnel Interface Name Enable Logical Name Mod IP Address Hardware Name Logical Name IP Address
ode
Tunnell outside_static... IPv4 192.0.2.2/24 GigabitEthernet0/2 outside 209.165.201.2/24 Route_Based_HnS_VPN 209.165.201.1 Disabled

JIL—ER—ZDVPN F2oRILD STV a—TF 425

BBA%IZ, RO CLI 2~ K& —/L %] L. Threat Defense 7 /XA A DL — h_X— 2D VPN k> % /LIZB#ET 5
MEET Ny 7 LET,

CLLEFNRy Y avT o R

AUk B

ping BT O IP 7 R LA ping ZEITL T, T35 AHD
Pl s L £97

show vpnsession db BIfED VPN & v v g BT 2MEE AR T L E T,

debug crypto condition peer <peer-IP> FEDODET OFMFET Ny T2G0T 5

debug vti 255 BN N o E—T 2 A ZERET N T 5

Ny b L—Y

Ny N =Y — VBT L L BEIXBLOSEDOT FL R LT ha VORI > Tr y hEET UL
THILIZED, R —REZT AP TEET, REDOHBIZMAT, ZOY—LzfHLT, ~7ry hi3T77EA
EIHEIND R EOTHERENELT Ny S TEET,

Threat Defense 7 /34 AT 37> b M b—H AT 212X, [7/34 X (Devices) ], [37 >~ b kL —¥ (Packet Tracer) ]
DIEIZER L ES, OV —AVE2HEHT LT, FRAEELIFIA LT T RA2—F—THILERH Y £7,

[FA REVPNA » o 278 — K (Site to Site VPN Dashboard) ] D737 > b s L—H%%fFEH LT, 2 & ® Threat Defense 7
NAAMD VPN V% R T T Ny a— 52 TEET,

1. [BEZE (Overview) |>[# v ¥ =R — K (Dashboards) ] DNEIZEIR L F9°,

2. HHURAT, bR YO L= YV EEE, [F7 (View) (@7 A4 22270 v 7 LT RcMd 53
MFHRERRLET,

3. [ v b FL—Y (Packet Tracer) | ¥ 7 %27V v 27 LET,
4, RIA—HEZRELET,
5 [47< hL—R (TraceNow) |27V 27 LET,

27



6. FL—ANETLEDL, FXTVa—LOFREEL L —2ADOH N EFRRTEET,

X

A «— B:
Topology: VPN101-P2Pv4 | Status: @ Inactive

General CLI Details Packet Tracer

SELECT TRACE

(8)

= =]
& INTERNET §
ol o - G )] ®
v
D T

v See Trace Config

Node A Traces % Node B Traces Lo
> A:In — Out > B (Decrypted): Out — In
> B2 o L'F A (Decrypted): In «— Out > B: Out « In
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